Chapter 01: Installation and Upgrading

Windows as a Service: Release Cadence
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Windows 10:

Differentiator

Comparing Servicing Choices

Current Branch

Current Branch for
Business

Long Term Servicing
Branch

Primary purpose

Pilot Deployments

Broad Deployment

Special Devices

Deployment timeline

Soon after release

About 4 months (or
more) after release

Any time during lifecycle

Release frequency

About every six months

Approximately every 2-3
years

Updates All security fixes, moderate bar for other fixes All security fixes, high bar
for other fixes

Apps All in-box apps No in-box apps (except
system apps)

Browser Edge and Internet Explorer 11 Internet Explorer 11

Windows features

All

Excludes Cortana,
Windows Store

Platform features

Win32, Universal Windows Platform

Win32, Universal
Windows Platform
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nlevel Phase

Download driver DU
updates

Download OS updates to
keep installation up-to-
date.

Mount SafeQs WIM file
Prepare SafeDs for OS5
switch

Gather optional
component status
Gather drivers

Upgrade boot code
Dismount Safe0s
Apply BCD settings for
Safe0s

Suspend Bitlocker

SafeOS Phase
0x2000C, 0x20017

* Prepare Safe0s for

boot entry as
the default boot entry
an up Safe0S mount
directory

y/Move source WIM

file to recovery image
location
Apply new 05 WIM
Add boot entry for new
as

et 05 switch rollback
checkpoint
Backup the recovery
partition
Apply EAs for new 05
Install dynamic updates
Apply optional
component status
Apply drivers
Install driver DU updates
Migrate frarmewaork (Full)
Set product key
Install 05 updates (DU)
Relocate OS5 to system
drive root

First Boot Phase

0x30018, Ox3000D
= Apply BCD settings for
Ney
Reserve space for first
¢ and second apply
sprep phase

Run migration plugin
t boot data/settings
apply

Second Boot Phase
0x4000D,




Feature Update Size (MB)
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Media Size (MB)

ESD Download Size
(MB)

ESD Diff Download Size
(est.)




Chapter 02: Configuration and
Customization

Home Games  Music  Movies & TV E | searcn ,O

Apps

Windows Configuration Designer

Microsoft Corporation Eshs

Xx

You own this product.

Install

i Show all

= >

People also like

:

Delve UWP Community Page Analyzer Microsoft HoloLens  MicrosoftPrinttoPDF  Field Service Mobile Set up School PCs Microsoft Dynamics
ok dok Toolkit Sample App  * ko * Hokdek ok Settings Fokokk ok Hokodekok 365
Free Ak hhh Free Free dookk Free Free [T
Free Free Free
Screenshots Description
B Configure Windows devices without imaging. Use the Windows Configuration
Fr— Designer App to simplify deployment of Windows devices at your organization.
WCD allows configuration of many aspects of Windows devices including - Active
Directory or Azure Active Directory domain join, Device name, Connect to Wi-Fi,
enroll into Management, and install applications.
Available on
— - =
=
-— : rC
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0 [is Filters ~v~
Best match

Ring Videc Doorbell
Trusted Windows Store app

Powered by Cortana

Ring App, show me the last Ring App video
from my Front Door

Ring App, Show Recent Activity

Ring App, open my Ring App Front Door
camera

Photos

o

Settings
Ry Windows Insider Program settings
Search suggestions

£ ring - search the web

2 ring

[]



N643456 (DCXLMMMCDLVI)

643456 = 27 x 11 x 457

Divisors: 1, 2, 4, 8, 11, 16, ___ (See all 32 divisors)

Parity ~Prime Happy Weird Triangula
Even X X X X

L is 643456 a prime number 0

[]
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@ 2010-2016 Microseft Corporation. All rights reserved

Filter | Copy Misc
- toggle status -

M Intemet Explorer 10

M Intemet Explorer 11

W Intemet Explorer 5/6

B Internet Explorer

B Internet Explorer 8

B Intemnet Explorer 8

B Machine Policy Settings Only
B Microsoft Edge

W Miscellaneous

W office 2007

W office 2010

W office 2013

W office 2016

B User Policy Settings Only
windows 10

B windows 2000

B windows 7/2008R2

B windows 8.1/Server 2012R2

B windows 8/2012

W windows Server 2003
W windows Vista/2008

W windows xp

Details

United Kingdom (English)

Policy
Category Path
Supported On

Registry Key

Value

Admx

Explanation

News

Facebook

We have created a Facebook page to have a two-way communication channel.
So feel free to provide any feedback, ask questions and get information about new releases and

features:

hitp://aka.ms/GPSatFB

Cheers

Stephanus

Terms of use Privacy & Cookies

Contact
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Apps and Features
Power Options

Event Viewer

Metwork Connections
Disk Managernent
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Shut down or sign out

Desktop

[



ACTION CENTER

$x Settings

Device setup complete

15 unde

Apply policies to improve sign-in time

When a user is configured with a mandatory profile, Windows 10 starts as though it was the first sign-in each time the user
signs in. To improve sign-in performance for users with mandatory user profiles, apply the Group Policy settings shown in the
fallowing table. (The table shows which operating system versions each policy setting can apply to.)

Group Policy setting

Computer Configuration > Administrative Templates > System > Logon >
Show first sign-in animation = Disabled

Computer Configuration > Administrative Templates > Windows
Components > Search > Allow Cortana = Disabled

Computer Configuration > Administrative Templates > Windows

Components > Cloud Content > Turn off Microsoft consumer experience
= Enabled

Windows
10

v
v

Windows ) Windows
Windows

Server 81 Server

2016 ) 2012

v v Vv

v X X
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© Set up assigned access

Assigned access

You can restrict a local standard user account so that it only has
access to one Windows app. Choose an app that is designed to
work properly in assigned access.

Learn more

To exit assigned access, press Ctrl+Alt+Del.

Choaose which account will have assigned access

+ Choose an account

Choase which app this account can access

+

[



Chapter 03: User Account Administration

ComputerName

|oc1

Password

Iw!lKIZZIVWS]II ‘

Password expires

[6/12/2017 8:16:41 AM

New expiration time

I Saturday |

May 13,2017 7:35:56 AM

33 Local Security Policy

File Action View Help

&= 5@ = HE

B Security Settings
~ @ Account Policies
A, Password Policy
4, Account Lockout Policy
& Local Policies
_| Windows Firewall with Advanced Security
"~ Network List Manager Policies
~| Public Key Policies
_| Software Restriction Policies
_| Application Control Policies
\g. IP Security Policies on Local Computer
_| Advanced Audit Policy Configuration

Policy

\s| Enforce password history

l2g Maximum password age

l2e) Minimum password age

L2 Minimum password length

Ls| Password must meet complexity requirements
L Store passwords using reversible encryption

Security Setting

0 passwords remembered
42 days

0days

0 characters

Disabled

Disabled

[




i Local Security Policy

File Action View Help

o 5Em X2

E Security Settings Policy
v [& Account Policies

~

11| Account lockout duration
] Account lockout threshold
1| Reset account lockout counter after

["4, Password Policy
|4 Account Lockout Policy
"2 Local Policies
|| Windows Firewall with Advanced Security
[ Network List Manager Policies
L1 Public Key Policies
|| Software Restriction Policies
("] Application Control Policies
'Q‘ IP Security Policies on Local Computer
[] Advanced Audit Policy Configuration

Security Setting
Not Applicable
0invalid logon attempts
Not Applicable

ﬁ Microsoft Management Console

Verified publisher: Microsoft Windows

Program location: "C:\Windows\system32\mmc.exe" "C:
\Windows\system32\compmgmt.msc" /s

Show information about the publisher's certificate
Change when these notifications appear

Hide details

[1




q Advanced System Settings

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

‘ LJSEF name |

| Password |

Domain: DOMAIN1

[1



A Turn On Virtualization Based Security

[E] Turn On Virtualization Based Security

Previous Setting

() Mot Configured Comment:
(®) Enabled

() Disabled

Supported on: [ At |east Windows Server 2016, Windows 10

Opticns:

Help:

Select Platform Security Level:

Secure Boot and DMA Protection ~

Virtualizaticn Based Protection of Code Integrity:

Mot Configured ~
[] Require UEFI Memeory Attributes Table
Credential Guard Cenfiguration:

Enabled with UEFI lock ~

Specifies whether Virtualization Based Security is enabled.

Virtualization Based Security uses the Windows Hypervisor to
provide support for security services, Virtualization Based
Security requires Secure Boot, and can optionally be enabled
with the use of DMA Protections. DMA protections require
hardware support and will only be enabled on correctly
configured devices.

Virtualization Based Protection of Code Integrity

This setting enables virtualization based protection of Kernel
Mode Code Integrity. When this is enabled, kernel mode
memeory protections are enforced and the Code Integrity
validation path is protected by the Virtualization Based Security
feature.

The "Disabled” option turns off Virtualization Based Protection of
Code Integrity remotely if it was previously turned on with the
"Enabled without lock” option.
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Chapter 04: Remote Administration Tools

Windows Features

Turn Windows features on or off

O

Tagturn a feature on, select its check box. To turn a feature off, clear its

chtick box. A filled box means that enly part of the feature is turned on.

&
=M

EE
FERRRRERERRE

kA

Feature Administration Tools

Role Administration Tools
Active Directory Certificate Services Tools
AD DS and AD LDS Tools
DHCP Server Tools
DM5 Server Tools
File Services Tools
Remote Access Management Tools
Remote Desktop Services Teols
Velume Activation Tools
Windows Server Update Services Tools

Server Mananer

X

[ Server Manager

@ -

IZ: Dashboard

All sepu=adt o

All Servers
Add Servers

-
Server Name |Pv4 Address Manageability Last Update Windows Activation

[




fiz Add Servers

Active Directory

DNS Import

Selected

Location:

| i§l illuminati »

Operating System:| All

Mame (CM): | Name, or beginning of name |
Name Operating System

DC-01 Windows Server 2012 R2 Standard

windows10 Windows 10 Enterprise

2 Computer(s) found

Help

Computer

0 Computer(s) selected

Cancel

[1




[ Server Manager

@ ¥ Server Manager * DNS

— &) SERVERS

158 Dashboard 1 Al servers | 1 total

iliF All Servers .
e Filter o @E -
Igl AD DS

#§ File and Storage Services P
Bl vA Services

-
Server Name  IPv4 Addres

.,1
=
o
F]
o

i)
m
[
=N

=

10 acn 4 a0l oo _______ _

Add Roles and Features
Restart Server
Computer Management
Remaote Desktop Connection
Windows PowerShell
Configure MIC Teaming

DNS Manager

Manage As ...
EVENTS Start Performance Counters
All events|
Remove Server ]
Filter Refresh l

[



Server Manager * All Servers

== SERVERS
. All servers | 1 total

Refresh failed

Manage Tools View Helg

Fﬁ All Servers Task Details

All Servers Task Details and Notifications

All Tasks | 1 total

Status  Task Name Stage Message Action

Comple... Refresh failed

Automatic Refresh

Netifications

Status  Notification

DC-01 : Refresh failed with the following error: Access is denied.

o DC-01: Configuration refresh failed with the following error: The metadata failed to be retrieved fromg
server, due to the following error: Access is denied.

Time Stam;

5/29/2017 10:54:08 PM
5/29/2017 10:54:08 PM
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Em= SERVERS

All servers | 1 total

Refresh failed

Filter L

-
Server Name  IPv4 Address  Manageability Last Update Windaow

5/20/2017 10:54:08 PM -

Add Roles and Features

Restart Server

Computer Management
Remaote Desktop Connection
Windows PowerShell

Configure NIC Teaming

Manage As .. —

EVER Remove Server
full iy Refresh
Fil Copy - (R w-

ol

Server Name ID Severity Source Log Date and Time

ma= SERVERS

All servers | 1 total

. Famy =
. =

ilter (=) - (H) -
Fulter e WSS 'E/

Server Mame  IPv4 Address Manageability Last Update

ii File and Storage Services B
R vA Services

DC-01 192.168.140 Online - Performance counters not started  5/29/2017 11:00:15 PM

[1



File Action Media View Help
@O0 (nik(E5 =

@ DHCP

File Action View Help

&= | &=l &

% DHCP
Welcome to DHCP

Dynamic Host Configuration Protocol (DHCP) is a TCP/IP standard. It is designed to centralize dynamic |P address assignment.
To add a DHCP server, on the Action menu, click Add Server,

For more information about setting up a DHCP server, see "Checklist: Installing a DHCP server” in online Help.

™~
b4

Manage Authorized Servers

Authorized DHCP servers:

Name IP Address | Authorize...
de-01 illuminati services 152.168.1.40

Refresh

ull

To add a computer to the DHCP console, select the computer, and then click OK.

Close

[



File Action Media
F DHCP
File Action View

o2 G

View Help
mip b=

Help
= E

A

x

? EEHCP Filter Type  Description
v B d_c-?l;l.l‘lilumlnathser\rlces 'v-:éAllow DHCP services are provided to any MAC addresses in this ..
v .V . '%Deny DHCP services are denied to any MAC addresses in this list.
.5 Server Options
1| Policies

w 7 Filters
4 Allow

3 Server Options

Welcame to DHCP

Select Computer

and
Select a server you want to add to your console. Select this object type:
{* This server: |Computer 2 | Object Types...
=
Browse... ‘ Chel From this location:
|i||urninat\.ser\ﬂces | Locations

" This authorized DHCP server:
Name

IP Address Enterthe object n elect (examples)

Check Names

Advanced... Cancel

Cancel

ell

016 Micro t Corporat . A1l righ reserved.

1 althy oOnline

[



t-help html

ConvertTo-Html

5YNOP

Conve -NET Framewc

To-Htm1 cmdlet
can use this omdlet to

You can the parameter

fragment d of a

the proper
those pi

RELATED LINK:
Online Ver
ConvertT
ConvertT

e the examples, type

re info type
For technical info
For online help, type:

of ConvertTo
specify the HTML page title, to add t
ict DTD page.

get-help C

ounter

objects into HTM

1 [[-Body]
PreContent

agment] [-InputObject

into HTML that can be displayed in a Web b
a Web page.
bject properties, t ecify a table or 1
return only the table

Shell creat "
ects do one of the
an empty cell. If the remaining objec
t included in the file.

-Htm] -detailed”
—Html -ful

nvertT
et-help Co T

get-help ConvertTo-Html

have additional

[



oft I'-1-:1na'r_gen'|en+ In
temPropertie:

rageReliabili

Length Name

5962 report.html

-htm1

htm1 table
chtm1 D/xhtm11

| out-file report. html

PowerOnHours ReadErrorsUncorrected

13631 0
14207 0

[




PS C:\Users\r

ImplementedAs

Binary

PowersShell
Powershell
Powershell

B6./84/2017
A6./84/20817

a.RICHARD-SURFACE> get-dscresource

Name

File
Signaturevalidation
Archive

Environment

Group

GroupSet

Log

Package

ProcessSet

Registry

Script

Service

ServiceSet

User

waitForAll
waitForAny
WaitForSome
wWindowsFeature
WindowsFeaturesSet
windowsOptionalFeature
windowsOptionalFeatureset
windowsPackagecab

ModuTeName

PSDesiredStateConfiguration
PSDesiredstateConfiguration
PSDesiredStateConfiguration
PSDesiredStatecConfiguration
PSDesiredstateconfiguration
PSDesiredstateconfiguration
PSDesiredstateconfiguration
PSDesiredStateconfiguration
PSDesiredStateconfiguration
PSDesiredStateConfiguration
PSDesiredStateConfiguration
PSDesiredStateConfiguration
PSDesiredstateConfiguration
PSDesiredstateConfiguration
PSDesiredStatecConfiguration
PSDesiredstateconfiguration
PSDesiredstateconfiguration
PSDesiredstateconfiguration
PSDesiredstateconfiguration
PSDesiredStateconfiguration

Properties

{DestinationPath, Attributes, C
{SignedItemType, TrustedstorePa
{Destination, Path, Checksum, C
{Name, DependsOH, Ensure, pPath.

{GroupName, Credential,
{Dependson,

{Name, Path,
{Dependson,

ProductId, Argumen

{Getscript,
{Name,
{DependsoOn,
{UserName,
{NodeName,
{NodeName,
{NodecCount,
{Name, credential,

{Dependson, PsDscRunAsCredentia

{Ensure, Name, SourcePath, Depen.

DependsO.
PsDscRunAsCredential.
{Message, Dependson, PsDsCRUNAsSC.

PsDscRunAsCredential.
{Key, valueName, DependsOn, Ensu.
SetScript, TestScrip.
Bu11tInAccount Credentia.
PsDscRunAsCredential.
DependsOn, Descriptio.
ResourceName, Depends.
ResourceName, Depends.
NodeName, ResourceNa.
Dependson, En.
{Dependson, PSDScRunAsCredential.
{Name, DependsOn, Ensure, LogLev.

WindowsProcess

PSDesiredStateConfiguration

RRRREREEREREREERRRRRRRRRRR
RRRERREERREREERRRERRRRRRRRER

{Arguments, Path, Credential, De.

Define Mew Field x

Identifier: |Eust-:-m 1
Replace identifier with:

(®) Erwironment variable () Wersion information for a file

() Registry value () Time stamp of a file

E4-bit registry view () Contents of a file

(w1 Query (VB Scrpt file

Path: | Browze
ak. Cancel

Administrator: Command Prompt - psexec

282,

27 File<s)

5.
2 Dirds)> 963.455.9

[D:~180P8Tools>psexec

488 pslisthd.exe
PsLoggedon .exe
PsLoggedonb4.exe
psloglist.exe
pspassud.exe
pspasswdb4.exe
psping.exe
peping6d.exe
PsService.exe
PsServicebd.exe
peshutdown ..exe
pssuspend.exe
pssuspendbd.exe
Pstools.chm
psversion.txt

955,125 bytes

71,328 hytes free

sExec v2.2 — Execute processes remotely
opyright (C> 28A1-2816 Mark Russinowvich

Bysinternals

— wwu.sysinternals.co

m

PsExec License Agreement

You can also use the /accepteula commanddine switch to accept the EULA,

SYSINTERNALS SOFTWARE LICENSE TERMS

These license terms are an agreement between Sysinternals (@ wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,
'which includes the media on which you received it, if any. The terms also

apply to any Sysinternals

updates,
supplements,

Internet-based services, and ~

Decline

Print

[]




o1 Administrator, Command Prompt

EYSINTERNALS SOFTWARE LICENSE TERMS

hese license terms are an agreement between Sysinternals{a wholly owned subsidi
ry of Microsoft Corporation? and you.Please read them.They apply to the softwar
e you are downloading from technet.microsoft.com / sysinternals. which includes
he media ok wvhich you received it, if any.The terms also apply to any Sysintern
1=

updates .

supplements,

Internet — bazed services,

and support services
for this software. unless other terms accompany those items.If so. those terms a

ply.
¥ USING THE SOFTWARE. YOU ACCEFT THESE TERMS.IF ¥YOU DO NOT ACGCEFT THEM. DO NOT
SE THE SOFTWARE.

If you comply with these license terms, you have the rights helow.
INSTALLATION AND USER RIGHIS
ou may install and use any numher of copies of the software on your devices.

ECOPE OF LICENSE

he software is licensed. not sold.This agreement only gives you some rights to
1se the software.Sysinternals reserves all other rights.Unless applicahbhle law gi
es you more rights despite this limitation,. you may use the software only as ex
ressl ermitted in this agreement.In doin pu must comply with any techni

[]



Chapter 05: Device Management

MDM in Windows 10

* Un-enrallment with alerts * Provisioning

« Removal of configuration « Bulk enroliment

and EDP-protected data * Simple bootstrap
* Converged protocal
« Azure AD Integration

* Remote Lock, PIN reset, Ring, Find ]
« Full device wipe = Enhanced inventory for
One consistent set compliance decisions
of MDM capabilities
across Mobile, .
Extended set of policies
" ] o Context-based policies
« Curated Windows Store Client certificates — Direct
*Volume Purchase Program and install
app cilst{lbth!OIW - Enterprise Wi-Fi profiles
« License reclaim/re-use
« Enterprise app management il pri ning
« LOB app management sh when user not
* App inventory (MDM/Store) signed in
« App allow/deny list Kiosk Maode, Start screen
* WIP configuration and control

Windows 10 management options

MDM
[Microsoft Intune or
3 party]

MDM
[Microsoft Intune or
34 party]

Group Policy

System Center Config Mgr

Azure AD joined l E Azure AD
account added
)

Domain joined l
! Y

COMPANY OWNED PERSONALLY OWNED

lﬁj

\

[1



Add or edit OMA-URI Setting

® Setting name:

| Connectivity,/Allow\WPNOverCellular

Setting description:

|Allnw VPN connections on a cellular networlk

* Data type:

| Integer

* OMA-URI (case sensitive):

| Svendor/MSFT/Policy/ Config/ Connectivity/AllowvPNOverCellular

* value:

1|

[1




./Device/Vendor /MSFT

BitLocker

RequireStorageCardEncryption
RequireDeviceEncryption

EncryptionM ethodByDriveType

Sys

temDrivesRequireStartupAuthentication

SystemDrivesMinimumPINLength
SystemDrivesRecoveryMessage
Sys

temDrivesRecoveryOptions
FixedDrivesRecoveryOptions

FixedDrivesRequireEncryption

RemovableDrivesRequireEncryption

AllowwWarningForOtherDiskEncryption

[1




- E=

3 Home

| Find a setting

Accounts
A= Your info
E Email & app accounts
€, Sign-in options
I B3 Access work or school

Other people

Q

Sync your settings

Connect to work or school

Get access to resources like email, apps, and the network.
Connecting means your work or school might control some things
on this device, such as which settings you can change. For specific
info about this, ask them.

L Connect

B connected ol zure A0
A connected by G

Your management log files will be Info Disconnect
exported here: [ o '

C\Users\Public\Documents
\MDMDiagnostics\MDMDiagReport.xml

| Export your management log fles |

Set up an account for taking tests

Mobile Device Management

w0 e

Provisioning Services 0365 / Exchange Active Sync SCCM/WM I Scripts

MDM Client

WMI
Provider

Provisioning

: EAS Client WMI Bridge
Engine

Common Device Configurator

MDM Configuration Service Provider (CSP)

[1



Policy definitions (ADMX files) retrieved from the local computer.
| Bdra Registry Settings hide
Display names for some settings cannot be found. You might be able to resolve this issue by updating the ADM files used by Group Policy

Setting State
L Administrative Templates X
Ir
h
o Namespace 'Microsoft.Policies.Sensors.WindowsLocationProvider' is
Il A already defined as the target namespace for another file in the store.

File
CAWINDOWS\PolicyDefinitions\Microsoft-Windows-Geolocation-WLP
Adm.admy, line 5, column 110

[1




5l Group Policy Management Editor
File Action View Help
e @ cBmdz HM B O +

[ Client Settings [| New Registry Properties
~ i Computer J
» [l Policies | General Common

w || Preferen| :
v [ Wind Options common to all items 7 Targeting Editor =

E [ stop processing items in this &

':S? Fi Run in logged-on user's securi
[Iremove this item when it is ng @ the operating system is Windows 10
[] apply once and do not reappl
Itemdevel targeting

Mew Iterm v| Add Collection | Item Options v| - | % Ga @~ X Delete @ Help

Description

Preduct Windows 10

g L » Windows XP
N Edition Windows Server 2003
e Windows Server 2003 R2

@ = Release Windows Vista

S| Computer Role w:::z:: gerver 2008
% S| An Operating Sys|Windows Server 2008 R2 to be applied to computers or users
w4 User Configt only if the proces Windows 8 name, release, edition, or computer
» [ Policies rela matrhac thad Windows Server 2012 Family infrrmatinn
. Windows 8.1
< Windows Server 2012 R2 Famil Cancel
Registry Windows 10

Windows Server 2016 Famil S

Windows 7 PC // SELECTIVELY PATCHED

B Windows update

Windows 7 PC // FULLY PATCHED

S
PCIN TYPICAL ENTERPRISE

PC IN MICROSOFT TEST LAB

[1



& Update history

Uninstall updates

Recovery options

Update history
\ Feature Updates (1)

‘Windows 10 Insider Preview 15063 (rs2_release)

Successfully installed on 3/21/2017

s Quality Updates (2)
Cumulative Update for Windows 10 Version 1703 for x64-based Systems (KB4016252)
Successfully installed on 4/4/2017

Cumulative Update for Windows 10 Version 1703 for x64-based Systems (KB4016250)
Successfully installed on 4/1/2017

About Windows X

&R Windows10

Microsoft Windows
Version 1703 (OS Build 15063.540)
© 2017 Microsoft Corporation. All rights reserved.

The Windows 10 Pro operating system and its user interface are protected
by trademark and other pending or existing intellectual property rights in
the United States and other countries/regions.

This product is licensed under the Microsoft Software License
Terms to:

test

[



- Settings — O X

©: Advanced options

By default, we're dynamically optimizing the amount of bandwidth
your device uses to both download and upload Windows and app
updates, and other Microsoft products. But you can set a specific
limit if you're worried about data usage.

Download settings

|:| Limit how much bandwidth is used for downloading updates in
the background

45%

Upload settings

D Limit how much bandwidth is used for uploading updates to other
PCs on the Internet

50%
|:| Monthly upload limit

500 GB

Note: when this limit is reached, your device will stop uploading to other
PCs on the Internet.

Monthly upload to date
N/A

Amount left
500.0 GB

Have a question?

Get help

[1



- Settings - O X

Average download speed (background):

Get help

@& Activity monitor

Download Statistics

Since 8/1/2017

From Microsoft
100.00% (712.7 MB)

From PCs on your local network
0.00% (N/A)

From PCs on the Internet
0.00% (N/A)

Average download speed (user initiated): N/A

4.6 Mbps

Upload Statistics

Since 8/1/2017

Uploaded to PCs on the Internet
N/A

Uploaded to PCs on your local network
N/A

Have a question?

w | Windows Components

ActiveX Installer Service

Add features to Windows 10
App Package Deployment
App Privacy

App runtime

Application Compatibility
AutoPlay Policies

Biometrics

BitLocker Drive Encryption
Camera

Cloud Content

Connect

Credential User Interface

Data Collection and Preview Bu
Delivery Qptimization

Desktop Gadgets

Desktop Window Manager
Device and Driver Compatibility
Device Registration

S S 5 O 5 5 5

Setting

=] Absolute Max Cache Size (in GB)

|iz] Enable Peer Caching while the device connects via VPN
=] Delivery Optimization In-Network Cache Hostname
|i=| Download Mode

\i=| Group ID

|i=| Max Cache Age (in seconds)

=] Max Cache Size (percentage)

/=] Maximum Download Bandwidth (in KB/s)

|iz| Max Upload Bandwidth (in KB/s)

Minimum Background Qo5 (in KB/s)

i=| Minimurn disk size allowed to use Peer Caching (in GB)
i=| Minimurmn Peer Caching Content File Size (in MB)

=] Modify Cache Drive
=] Monthly Uplead Data Cap (in GB)
=] Maximum Download Bandwidth (percentage)

Allow uploads while the device is on battery while under set Battery level (percentage)

=] Minimurm RAM capacity (inclusive) required to enable use of Peer Caching (in GB)

[



& Download Mede

E‘ Download Mode Previous Setting Next Setting

(O Not Configured Comment:

(®) Enabled

(O Disabled

Supported on: At least Windows Server, Windows 10
Opticns: Help:
Download Mode: |Group (2) — Spec.ifies the download. method that Delivery Optimization can
use in downloads of Windows Updates, Apps and App updates.
HTTP only (0] The following list shows the supported values: 0=HTTP anly, no
LAN (1) peering. 1=HTTP blended with peering behind the same MNAT.
- 2=HTTP blended with peering across a private group. Peering

Internet (3) occurs on devices in the same Active Directory Site (if exist) or
Simple (39) the same domain by default. When this option is selected,
Bypass (100) peering will cross NATs, To create a custom group use Group 1D

in combination with Mode 2, 3=HTTP blended with Internet
Peering. 99=5imple download mode with no peering. Delivery
Optimization downloads using HTTP only and does not attempt
to contact the Delivery Optimization cloud services. 100=Bypass
mode. Do not use Delivery Optimization and use BITS instead.

| Windows Remote Management (WinRI »
" Windows Remote Shell
v [ ] Windows Update
| Windows Update for Business
~| Work Folders
I All Settings

Setting
=] Select when Preview Builds and Feature Updates are received
|iz| Select when Quality Updates are received

=] Manage preview builds

[



A Select when Quality Updates are received

E} Select when Quality Updates are received

Previous Setting Mext Setting

(0) Mot Configured Comment:
(® Enabled

() Disabled

Supperted on: At least Windows Server or Windows 10

Cptions:

Help:

After a quality update is released, defer receiving it
for this many days:
0 -

-

Pause Quality Updates starting

(format yyyy-mm-dd example: 2016-10-30)

Enable this policy to specify when to receive quality updates.
You can defer receiving quality updates for up to 30 days.

To prevent quality updates from being received on their
scheduled time, you can temporarily pause quality updates, The
pause will remain in effect for 35 days or until you clear the start
date field.

To resume receiving Cuality Updates which are paused, clear the
start date field.

If you disable or do not configure this policy, Windows Update
will not alter its behavior,

Mote: If the "Allow Telemetry” policy is set to 0, this policy will
have no effect.

[



A Select when Preview Builds and Feature Updates are received O

E‘ Select when Preview Builds and Feature Updates are received

Next Setting

(O Not Configured Comment:

(®) Enabled

() Disabled

Supported on: At least Windows Server or Windows 10

Options:

Help:

Select the Windows readiness level for the updates
you want to receive:

Preview Build - Fast

Preview Build - Slow
Release Preview
Semni-Annual Channel (Targeted)
Semi-Annual Channel

Pause Preview Builds or Feature Updates starting:

[format yyyy-mm-dd example: 2016-10-30)

Enable this policy to specify the level of Preview Build or Feature
Updates to receive, and when,

* Preview Build - Fast: Devices set to this level will be the first to
receive new builds of Windows with features not yet available to
the general public, Select Fast to participate in identifying and
reporting issues to Microsoft, and provide suggestions on new
functionality.

* Preview Build - Slow: Devices set to this level receive new builds
of Windows before they are available to the general public, but at
a slower cadence than those set to Fast, and with changes and
fixes identified in earlier builds,

* Release Preview: Receive builds of Windows just before
Microsoft releases them to the general public.

* Semi-Annual Channel (Targeted): Receive feature updates
when they are released to the general public.

* Semi-Annual Channel: Feature updates will arrive when they
are declared Semi-Annual Channel. This usually cccurs about 4
maenths after Semi-Annual Channel (Targeted), indicating that
Microsoft, Independent Software Vendors (15Vs), partners and
custormner believe that the release is ready for broad deployment.

[



A Manage preview builds

[E] Manage preview builds

Previous Setting eSS

(O Not Configured Comment:
(® Enabled
() Disabled

Supported on: [ ot |east Windows Server, Windows 10 Version 1709

Opticns:

Help:

Set the behavior for receiving preview builds:

Enable preview builds

Disable preview builds
Disable preview builds once next release is public

Enable preview builds

Selecting "Disable preview builds” will prevent preview builds
from installing on the device. This will prevent users from opting
into the Windows Insider Program, through Settings -» Update
and Security.

Selecting "Disable preview builds once next release is public” will
prevent preview builds from installing once the next Windows
release is public. This option is useful when your device is set up
to install preview and you want te gracefully opt out the device
for flighting. This opticn will provide preview builds until devices
reaches the next public release,

Selecting "Enable preview builds” will enable preview builds
installation on the device, Users can download and install
Windows preview builds on their devices by opting-in through
Settings -> Update and Security -> Windows Insider Program.
Admins can alse use other policies to manage flight settings on
behalf of users when this value is set,

[



Update Files and Languages I

Update Languages |

7 ¥ou can specify where to store update Files, Staring Files locally
— requires sufficient disk space.

' store update files locally on this server

Download update files to this server only when updates are
approved

¥ Download express installation files

Express installation files provide Faster download and installation
on computers, buk are larger and will increase download times For
YOUF SErVEr,

Downlead Files From Microseft Update; donot download Franm
UpStrean setver

Do nat skore update files locally; computers install From Microsaft
Update

Mote: Saving file and language settings may take several minutes. During
this time, computers cannot receive updates and okther settings cannot be

saved,
ok I Cancel Apply.
i Add Site System Roles Wizard
Q)\g Update Files
L=netl Specify configuration for software update content
Proxy

Systern Role Selection

Software Update Point Express installation files provide smaller download and faster installation on computers because only the necessary files are
. downloaded and installed. They are larger files and will increase download times for your site servers and Distribution Points.
Proxy and Account Settin

Synchronization Source
Synchronization Schedul

Supersedence Rules Select the following options when downloading update files to your servers:

Update Files

Classifications ) Download full files for all approved updates

Products
® Download both full files for all approved updates and express installation files for Windows 10

Languages

Summary
Progress

Completion

[



Windows 10 release Configuration Manager 1610 Configuration Manager 1702 Configuration Manager 1706

Enterprise 2015 LTSB (@) ®@ ®@
1511 @ @ ®@

(see editions)

Enterprise 2016 LTSE

1607
Anniversary Update

(see editions)

1702 X

Creators Update

(see editions)

Editions: Enterprise, Pro, Education, Pro Education

Key

Backwards compatible - This means that existing client management features (hardware inventory, software inventory, software updates, etc.) should work with
the new Windows 10 release. Any known issues or caveats will be documented.

This approach gives you the ability to deploy and manage new Windows builds on day one with application compatibility support without requiring a new
Configuration Manager update version.

x = Not supported

Windows as a Service: Deploying Windows

Hundreds
of millions

Several Million
10's of
thousands

Microsoft Insider Broad
Preview Branch Deployment

: Broad Microsoft
‘internal validation

Engineering
builds

Pilot Ring o
U " Pilot Ring

T i QA Early Adopters, —

- Deployment. Broad
~ i Ring Il Deplayment Broad
6 months i a Ring Il Deployment
- Ring IV

16 + months |

[1




Chapter 06: Protecting Enterprise Data in
BYOD Scenarios

Settings

& Home Access work or school

Find a setting 0 Connect to work or school

Get access to resources such as email, apps and the network.
unts Connecting means that your work or school might control some

things on this device, such as which settings you can change. For
Your info specific info about this, ask them.

Email & app accounts Connect

Sign-in options

Sync your settings

[]



Microsoft account

Set up a work or education account

You'll have access to resources such as email, apps and the network. Connecting means
that your work or school might control some things on this device, such as which
settings you can change. For specific info about this, ask them.

| Eomeone@example,com

[]



Hold on while we register this device with your company and apply the policy.

This may take a moment...

[]



Settings

€ Home Sign-in options
LT < oo

Change your account password
Accounts

Change
R=  Your info

E Email & app accounts  PIN

You can use this PIN to sign in to Windows, apps and services.

Change Remove

Access work or school

Sync your settings

Windows Security

Set up a PIN

Create a PIN to use in place of passwords. Having a PIN
makes it easier to sign in to your device, apps, and services.

Cancel

[]



Sign-in options

Settings

% Home Sign-in options

< Windows Hello

Accounts Sign in to Windows, apps and services by teaching Windows to
recognise you.

A= Your info

= i "
Email & app accounts Face Recognition

Improve recognition Remove
Access work or school Automatically dismiss the lock screen if we recognise your face

® On
Sync your settings

[




Settings

@ Home Sign-in options

Find a setting
Dynamic lock

Accounts Windows can use devices that are paired to your PC to know when

_ ) you're away.
A= Your info

| Allow Windows to detect when you're away and automatically

Email & app accounts lock the device

Access work or school

Privacy
Sync your settings
Show account details (e.g. email address) on sign-in screen

@D off

Office 365 OneDrive

Home Sync

Sharing

Use these settings to control syncing of files in OneDrive and SharePoint.
Sync Download the sync client

Fix sync problems
Storage

. Show the Sync button on the OneDrive website
Device access

. Allow syncing only on PCs joined to specific domains
Compliance

Notifications Edit domains

Block syncing of specific file types

Edit extensions

[]



Home
Sharing

Sync

Storage
Device access
Compliance

Notifications

Device access

Control access based on network location

Allow access only from specific IP address locations

Control access from apps that can't enforce device-based restrictions

Allow access from apps that don't use modern authentication

Mobile application management

[]



Chapter 07: Windows 10 Security

Groups

K

N 2003-2004 2005-PRESENT 2012 - BEYOND
Script Kicldies Organized Crime v )
RAMSOMWARE,
BLASTER, SLAMMER CLICK-FRAUD, 0
% Motive: Mischief IDENTITY THEFT
5 Motive: Profit
W Mation States,
s Activists, Terror
=
o
O
W

TARGETING

WV

THE WINDOWS 10 DEFENSE STACK

PROTECT, DETECT & RESPOND

PRE-BREACH POST-BREACH
0 . . Breach detection
Device Threat Identity Information s et &
protection resistance protection protection 9
response
Device integrity SmartScreen Windows Hello ;) BitLocker and Conditional Access

BitLocker to Go

Device control Windows Firewall Credential Guard Windows Defender
Microsoft Edge Wlndcm.rs ik
Information
Device Guard Protection

Windows Defender

[1




u

Server
R ¢ >
N 7
User Your App
=] T
" ij
o) PM
Windows Hello
=[ Group Policy Management Editor — m}
File Action View Help
| 25 | I 4
i5Csl || Setting State Comment
EDE i=| Require digits Mot configured Mo
LE’ Ieross || Require lowercase letters Mot configured Mo
ana € Senvices (2| Maximum PIN length Mot configured Me
ogon

Mi?igation Options Minimum PIN length Mot configured Me
Net Lagon |i=| Expiration Mot configured Mo
PIN Complesity |iz| History Mot configured Mo
Power Management Require special characters Mot configured Mo

=] Require uppercase letters Mot configured Mo

Recovery

Remote Assistance
Remote Procedure Call
Removable Storage Access
Scripts

Server Manager

Shutdown

Shutdown Options

System Restore

User Profiles
Windows File Protection

STy 5 5 g S S 0 0 i 5 6 S

Troubleshooting and Diagnostics
Trusted Platform Medule Services

w [ Windows Components
| ActiveX Installer Service <
=l Add foabiirar $n Windae 10 he
< > Extended }, Standard
8 setting(s)

[




000101000101001111100010
010001010011100010010100
010001010011100010010100
100010010001000101011110
100010010001000101011110]
011001100111001010101001

Template John Doe

John Doe

Create Accountor

Proves dentity

Create and trust myuniquekey or E
User UnlackWindows

Authenticate me by validating thissigned request
identity container w,/ . -
PIM or Bio Identity provider
| Active Directory
User . Azure Active Directory
Here is yaur . .
| trust tokens from identity provider authentication token Microsoft Account
Other identity providers
Intranet % %
Resource
ses | Sa da Windows 10
Intranet %
Resource

[




=[ Group Policy Management Editor
File Action View Help

oz nFH 2 HBET

| RSS Feeds
| Search
Security Center
7| Shutdown Options
| Smnart Card
| Software Protection Platform
| Sound Recorder
7| Speech
| Store
| Sync your settings
| Tablet PC
| Task Scheduler
| Windows Calendar
| Windows Celor System

| Windows Defender Antivirus

| Windows Error Reporting

~ | Windows Hello for Business
" Phone Sign-in
| Windows Ink Workspace
| Windows Installer
_| Windows Logon Options
<

| Windows Customer Experience Im

" Windows Defender Application Gu
“| Windows Defender SmartScreen

| Windows Game Recording and Bn

Setting
| Phone Sign-in
|| Use a hardware security device
|i3) Use biometrics
1| Use Windows Helle for Business
|| Use certificate for on-premises authentication

<

State

Mot configured
Mot configured
Mot cenfigured
Mot cenfigured

Comment

No
Neo
Ne
Ne

4 setting(s)

Extended )\Standard/

Credential
Guard

Other Isolated
Services

Applications

Secure Kernel
+ Code Integrity

Virtualization-Based Security

Hypervisor

Hardware

[]




Windows Features - O X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.
= Hyper-V
Hyper-V Management Tools

= 4 _Hvper-V Platform
Hyper-V Hypervisor
1| Hyper-V Services
Internet Explorer 11

O | Internet Information Services

Internet Information Services Hostable Web Core
Isolated User Mode

LI | Legacy Components

~

coc

High level operating system Virtualization-based security

LSASS LSAlso

NTLM NTLM support Single sign-
-l on
credentials
Kerberos support

0B

Hypervisor

[1




=l Greup Pelicy Management Editor

File Action

View Help

o nE 2 HEHET

<

|

&=
&=
=
&=
~vEH

v [ Administrative Templates: Policy di a

Control Panel
MNetwork
Printers

Server
Start Menu and Taskbar
System

P

EELEREECOEERBHERE

Access-Denied Assistance
App-V

Audit Process Creation
Credentials Delegation
Device Guard

Device Installation

Device Redirection

Disk MV Cache

Disk CQuotas

Display

Distributed COM

Driver Installation

Early Launch Antimalware
Enable Windows NTP Serve
Enhanced Storage Access
File Classification Infrastruci

File Share Shadow Copy Prao ¥
>

Setting

i-| Deploy Code Integrity Policy
Turn On Virtualization Based Security

<

State

Not configured
Enabled

Extended )\ Standard /

2 setting(s)

[1




A Turn On Virtualization Based Security O *

E} Turn On Virtualization Based Security

Previous Setting

(O Net Configured Comment:
(®) Enabled
(O Disabled
Supported ont [ at |east Windows Server 2016, Windows 10
Options: Help:
Select Platform Security Level: Credential Guard ~
Secure Boot and DMA Protection - This setting lets users turn on Credential Guard with

virtualization-based security to help protect credentials.
Virtualization Based Protection of Code Integrity:
: The "Disabled” option turns off Credential Guard remotely if it

Mot Configured > was previously turned on with the "Enabled without lock” option.
[ Require UEFI Memory Attributes Table The "Enabled with UEFI lock” option ensures that Credential
Guard cannot be disabled remotely. In order to disable the
feature, you must set the Group Policy to "Disabled” as well as
Bl et e s - remove the security funFtionaIity from each lcompgter_ with a
physically present user, in order to clear configuration persisted
in UEFI.

Credential Guard Configuration:

The "Enabled without lock” option allows Credential Guard to be
disabled remotely by using Group Policy. The devices that use
this setting must be running at least Windows 10 (Version 1511).

The "Mot Configured” option leaves the policy setting undefined.
Group Policy does not write the policy setting to the registry, and
so it has no impact on computers or users. If there is a current
setting in the registry it will not be modified.

v
Cancel Apply

8 Task Manager = a X
File Options View

Processes Performance App history Start-up Users Details Services
Name B PID Status Username CPU Memory (... Description
[Wlsalsoexe 988  Running SYSTEM 00 3392K Credential Guard
[0 |sass.exe 994 Running SYSTEM 00 22,440 K Local Security Authority Process

[1



L Systern Information
File Edit View Help

System Summary

ardware Resources

- Components
- Software Environment

Item

System Directory

Boot Device

Locale

Hardware Abstraction Layer
User Mame

Time Zone

Installed Physical Memary (RAM])
Total Physical Memory
Available Physical Memaory
Total Virtual Memory
Available Virtual Memaory
Page File Space

Page File

Value
CAWINDOWS\system32
\Device\Harddiskvolume2
United States

Version = "10.0.16257.1"
Mot Available

Pacific Daylight Time
B8.00 GB

8.00 GB

4,97 GB

9.25 GB

3.21 GB

125 GB

Chpagefile.sys

Virtualization-based security

Running |

Virtualization-based security Required Security Properties
Virtualization-based security Available Security Properties
Virtualization-based security Services Configured

Base Virtualization Support, Secure Boot, DMA Protection
Base Virtualization Support, Secure Boot, UEF| Code Readonly
Credential Guard, Hypervisor enforced Code Integrity

Virtualization-based security Services Running

Credential Guard

Device Encryption Support

A hypervisor has been detected. Features required for Hype...

<

Elevation Required to View

Find what: |

| Find | Closefind

[ search selected category only

[ search category names only

KMCI in Windows 8.x

User

Kernel

Firmware (UEFI)

Hardware (TPM, virtualization extensions, IOMMU)

[1




-
o
g
5
2
<
o
=

KMCI with Windows 10 VBS

Secure World

User KMCI

e
[CINT:

Hardened Boundary

Hypervisor

Hardware (TPM 2.0, Vt-x2, IOMMU)

Platform Secure Boot

Bootloaders

UEFI Secure Boot

Windows
Kernel and
Drivers

3 Party

Drivers

Windows
0S Loader

User mode code (such as
apps)

[1



& Turn On Virtualization Based Security

[E] Turn On Virtualization Based Security

Previcus Setting

(O Not Configured Comment:
(@) Enabled

() Disabled

Supported on: [ At least Windows Server 2016, Windows 10

Options:

Help:

Select Platform Security Level:

Secure Boot and DMA Protection ~

Virtualization Based Protection of Code Integrity:

Enabled without lock ~
[] Require UEFI Memony Attributes Table
Credential Guard Configuration:

Not Configured ~

Virtualization Based Protection of Cede Integrity

This setting enables virtualization based protection of Kernel Mode Code
Integrity. When this is enabled, kernel mode memory protections are
enforced and the Code Integrity validation path is protected by the
Virtualization Based Security feature,

The "Disabled” option turns off Virtualization Based Protection of Code
Integrity remotely if it was previously turned on with the "Enabled without
lock" option.

The "Enabled with UEFI lock” option ensures that Virtualization Based
Protection of Code Integrity cannot be disabled remotely. In order to
disable the feature, you must set the Group Policy to "Disabled” as well as
remove the security functionality from each computer, with a physically
present user, in order to clear configuration persisted in UEFI

The "Enabled without lock” optien allows Virtualization Based Protection of
Code Integrity to be disabled remotely by using Group Policy.

The "Mot Configured” cption leaves the policy setting undefined. Group
Policy dees not write the policy setting to the registry, and so it has no
impact on computers or users, If there is a current setting in the registry it
will not be modified.

The "Require UEFI Memary Attributes Table" option will only enable
Virtualization Based Protection of Code Integrity on devices with UEFI
firmware support for the Memory Attributes Table, Devices without the
UEFI Memaory Attributes Table may have firmware that is incompatible with
Virtualization Based Protection of Cede Integrity which in some cases can
lead to crashes or data loss or incompatibility with certain plug-in cards. If
not setting this option the targeted devices should be tested to ensure
compatibility.

[



A Deploy Code Integrity Policy O *

E: Deploy Code Integrity Policy

Next Setting

(O Not Configured Comment:
@ Enabled
() Disabled

Supported on: [ At jeast Windows Server 201 6, Windows 10
Options: Help:
Code Integrity Policy file path: Deploy Code Integrity Policy ~
\\Ser\rerName\ShareName\SIPoIic)‘-F'?bl | This policy setting lets you deploy a Code Integrity Policy to a

machine to control what is allowed to run on that machine.

If you deploy a Code Integrity Policy, Windows will restrict what
can run in both kernel mode and on the Windows Desktop based
on the policy. To enable this policy the machine must be
rebooted.

The file path must be either a UNC path (for example, \
\ServerMameShareName\SIPolicy.p7h), or a locally valid path
(for example, C:\FolderMame\5IPolicy.p7hb). The local machine
account (LOCAL SYSTEM) must have access permission to the
policy file.

If using a signed and protected pelicy then disabling this policy
setting doesn't remove the feature from the computer, Instead,
you must either:

1] first update the policy to a non-protected policy and then w

EN Administrator: Windows PowerShell — O X

e
016 Microsoft Corporation. A1l rights reserved.

ministrator.MATRL m ConfigCI
Source

erRule
ConvertFrom-CIPolicy
Edit-CIPolicyRule
Get-CIPolicy
Get-CIPolicyIdInfo

Merge-CIPo
IPolic

t-CIPolicyVers
t-HVCIOptior
t-RuleOption

dministrato

[



Your PC ran into a problem and needs to restart. We're just
collecting some error info, and then we'll restart for you. (0%
complete)

- -

[1



|54 Windows Features — O >

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. Afilled box means that only part of the feature is turned on.

Simple TCPIP services (i.e. echo, daytime etc) ”
SMB 1.0/CIFS File Sharing Support

SME Direct

Telnet Client

TFTP Client

Windows Defender Application Guard

Windows Identity Foundation 3.5

Windows PowerShell 2.0

Windows Process Activation Service

Windows Subsystem for Linux

Windows TIFF [Filter

Whnrk Folders Client h

Cancel

JO00ROROOO0O0

New window

¥ New Application Guard window

New InPrivate window

Starting Windows Defender Application Guard

Starting ... (8/9)

[



e e el ] Elank page A

Welcome to Windows Defender
Application Guard

Your organization has decided this site isn’t work-related
and has cpened it in Windows Defender Application Guard,
an isolated environment.

Learn more

B° Microsoft — Official Hon X | -+

B 4
é % O o] httpsy/ Awww.microsoft.com/en-us

=. Microsoft Store ~ Products ~ Support

P el 2 Packt Publishing | Techn X | +

< - O w

E] https://www.packtpub.com

Everything For $100

[1



17l Task Manager - O *
B Microsoft Edge

[2E] Windows Defender Application Guard Manager RDP Client

() More details End task
&« Windows Defender Security Center - O X
o SmartScreen for Windows Store apps

Windows Defender SmartScreen Filter helps protect your device by
), checking web content that Windows Store apps use.

@ Warn
O off

Privacy statement

I Exploit protection

Exploit protection is built into Windows 10 to help protect your device
against attacks. Out of the box, your device is already set up with the
protection settings that work best for most people.

Exploit protection settings
Learn more

[1



Windows Defender Security Center — O

Exploit protection

See the Exploit protection settings for your system and programs. You
can customize the settings you want.

System settings Program settings

Control flow guard (CFG)

Ensures control flow integrity for indirect calls.

| On by default ~ |

Data Execution Prevention (DEP)
Pravents code from being run from data-only memaory pages.

On by default v

Force randomization for images (Mandatory ASLR)
Force relocation of images not compiled with /DYNAMICBASE

Off by default ~

Randomize memory allocations (Bottom-up ASLR)
Randomize locations for virtual memory allocations.

| On by default v

Export settings

[1



<« Windows Defender Security Center - O X

Exploit protection

( See the Exploit protection settings for your system and programs. You
can customize the settings you want.

System settings  Program settings

~+ Add program to customize
ExtExport.exe hd
& ExtExport.exe 1 system override

ieduinit.exe hd
ieduinit.exe 1 system override

irinstal.exe -
ieinstal.exa 1 system owverride

islowutil.exe -
ielowutil.exe 1 system override

isUnatt.exe ~
ieUnatt.exe 1 system override

iexplore.exe hd
iexplore.exe 1 system override

MiracastView.exe e
MiracastView.exe 1 system override

Export settings

[1



Program settings: iexplore.exe

Arbitrary code guard (ACG)
Pravents non-image backed executable code, and code page modification.

|:| Override system settings

Block low integrity images
Pravents loading of images marked with low-integrity

|:| Override system settings

@) off
[ Audit

Block remote images
Prevents loading of images from remote devices.

|:| Override system settings
[{ ] Mff

Apply Cancel

[



MEASUREMENT

MEASURED BOOT @

Platform Protection
Boot

Early-Boot Drivers

'

HEALTH ATTESTATION
CLIENT

Health Attestation —| ||
CSP

Remote Device Health
Attestation service

REMOTE HEALTH
ATTESTATION SERVICE

_‘@)_

A J

Device Health
Attestation CSP

TPM 2.0

ol |

Windows 10-based devices

[




~ Device Health Status
M

(Secure Boot, Device Guard,...)
“ Client Compliance Policies
(AV, Firewall, Patch state,..)

Health Attestation Service Mobile Device Management

Corporate Managed Assets
Request Approved . "
File Servers OneDrive
[ {(5) >
gt

Here is my proof

——

Prove to me you are healthy

——

Access please

Linksto Enroll.mn? nt/Compliance N
Remediation Steps
4+—— Device registration————
Microsoft Azure Active
Directory

‘\ Enrollment and Ask for

Set Device management  Compliance  Health Attestation
and compliance status remediation

|

Maobile Device Health
Management verification

Who does what?

Mobile Device Management: Evaluate policy compliance for device

Health Attestation Service: performs a series of health checks and reports to the MDM solution
Azure AD: Authenticate user and device and issue security token

[1




Windows Defender Security Center

[l

o Your device is being protected.

@ Last threat scan: Today, 2:34am
Last threat definition update: Today, 10:15am
Last health scan: Today, 3:00pm

«@)
8
oo
Virus & threat protection Device performance & Firewall & network App & browser control
No action needed. health protection You're using recommended
No action needed Windows Firewall is on. settings

A

Family options
Manage how your family uses
their devices

Select the encryption methed for cperating system
drives:

XT5-AES 128-bit (default) ~
Select the encryption method for fixed data drives:

AT5-AES 128-bit (default) ~

Select the encryption method for removable data
drives:

AES-CBC 128-bit (default)

AES-CBC 128-bit (default)
AES-CBC 256-bit
XT5-AES 128-bit
ATS5-AES 256-bit

[1




| ActiveX Installer Service
| Add features to Windows 10

| App Package Deployment
| App Privacy

~| App runtime
| Application Compatibility
~| AutoPlay Policies

| Biometrics

| BitLocker Drive Encryption

| Fixed Data Drives
| Operating System Drives
| Removahle Data Drives

| Cloud Content

j Fixed Data Drives

j Operating Systern Drives

j Rermovable Data Drives

Store BitLocker recovery information in Active Directory Domain Services (Windows Server 21
Choose default folder for recovery password

Choose how users can recover BitLocker-protected drives (Windows Server 2008 and Windo

|i=] Choose drive encryption method and cipher strength (Windows 8, Windows Server 2012, Wi
Choose drive encryption method and cipher strength (Windows 10 [Version 1511] and later)
Chcn:-se drive encryption method and cipher strength (Windows Vista, Windows Server 2008,

i=]Frowvide the unique identifiers for your erganization

Prevent memuory overwrite on restart

Validate smart card certificate usage rule compliance

Fal

Name Type Size

j% LAPS.x64 Windows Installer Package 996 KB
jgufl LAPS.x86 Windows Installer Package 968 KB
=) LAPS_Datasheet Microsoft Word Document 100 KB
= LAPS_OperationsGuide Microsoft Word Document 589 KB
@ LAPS TechnicalSpecification  Microsoft Word Document 71KB

17 Local Administrator Password Selution Setup - x

Welcome to the Local Administrator
Password Solution Setup Wizard

The Setup Wizard will install Local Administrator Password
Selubion on your computer, Click Next to continue or Cancel
to exit the Setup Wizard,

[



45 Local Administrator Password Solution Setup =

End-User License Agreement
Please read the following license agreement carefuly

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT LOCAL ADMINISTRATOR PASSWORD SOLUTION

These license terms are an agreement between Microsoft Corporation
(or based on where you Ive, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any
Microsoft

+ updates.

Erint Bk [ text | | concel

ﬂ Local Administrator Password Solution Setup -

Custom Setup
Selact the way you want features to be installed.

Click the icons in the tree below to change the way features wil be installed.

[ER| AdmPwd GPO Extension Installs GPO CSE extension. This
= Management Tools companent i required to be
=3~ | Fat dient LI installed on managed machine.
= = | PowerShel module
3 - | GPO Editor templates This feature requires 149B on your
hard drive.
Browse...

Reset Disk Usage Back [ Next || cancel

[1



2 Locsl Administrator Password Solution Setup - b

Ready to install Local Administrator Password Solution .
]

[V

Click Instal to begin the installation. Click Back to review or change any of your
instalation settings, Clhidk Cancel to exit the wizard.

15 Local Administrator Password Selution Setup - X

Completed the Local Administrator
Password Solution Setup Wizard

Click: the Finish button to exit the Setup Wizard,

Recently added

S LAPSUI

[



2o LAPS UI O X
ComputerName
Password
Password expires
| Sunday . Juy 9.2017 55746AM v || Set
Bxit
_" Group Policy Management Editor — O 4
File Action View Help
e 2@ = HEml Y
.l LAPS Pelicy [DC1.DOMAINTLINT] Policy Setting State Comment
v chPL,ﬁ,er Configuration 1z Password Settings Net configured MNe
v - Pl_olmﬂ Setti s Name of administrator account to manage Net configured Mo
n - W'nd::s St'l't:g;s 2] Do not allow password expiration time longer than required by policy Mot configured Mo
» [ Wi i = ) )
+ [ Adrinistrative Templates: Polic) iz Enable local admin password management Mot configured Mo
> (] Control Panel
| LAPS
s ] Network
1 Printers
| Server
7| Start Menu and Taskbar
> ] System
7] Windows Components
i All Settings

» | Preferences
v g, User Configuration

» 1 Policies

» | Preferences
< > |\, Extended  Standard /
4 setting(s)

[1




&= Password Settings

O
p i z
5] Password Settings Next Setting
(O Not Configured Comment:
(®) Enabled
(O Disabled
Supperted on: [ At jeast Microsoft Windows Vista or Windows Server 2003 family
Opticons: Help:
Password Complexity .
Configures password parameters
Large letters + small letters + numbers + specials
Password complexity: which characters are used when
Password Length |14 = generating a new password
; Default: Large letters + small letters + numbers + special
Password Age (Days) |30 = characters
Password length
Minimum: & characters
Maximum: 64 characters
Default: 14 characters
Password age in days
Minimum: 1 day
Maximum: 365 days
Default: 30 days
< ¥

Apply

[1




& Name of administrator account to manage O

[5] Mame of administrator account to manage Previous Setting Next Setting

(O Mot Configured Comment:
@ Enabled
O Disabled
Supported on: At least Microsoft Windows Vista or Windows Server 2003 family
Options: Help:

Administrator account name .
Administrator account name: name of the local account you
Fred want to manage password for,

DO NOT configure when you use built-in admin account. Built-
in admin account is auto-detected by well-known SID, even
when renamed

DO configure when you use custom local admin account

OK Cancel Apply

[1



& Do not allow password expiration time longer than required by policy

E] Do not allow password expiration time longer than required by policy

O Not Configured ~ Comment:
(® Enabled
O Disabled

Supported on:

Options:

O

Previous Setting Next Setting

At least Microsoft Windows Vista er Windows Server 2003 family

Help:

to policy.

Settings” policy.

When you disable or not configure this setting, password
expiration time may be longer than required by "Password

When you enable this setting, planned password expiration
longer than password age dictated by "Password Settings” policy
is NOT allowed. When such expiration is detected, password is
changed immediately and password expiration is set according

e

Apply

[1




& Enable local admin password management O X

E] Enable local admin password management Previous Setting Next Setting

O Not Configured Comment:
(®) Enabled
O Disabled
Supported on: | At |east Microsoft Windows Vista or Windows Server 2003 family
Options: Help:

Enables management of password for local administrator
account

If you enable this setting, local administrator password is
managed

If you disable or not configure this setting, local administrator
password is NOT managed

coce | o

[1



Chapter 08: Windows Defender Advanced
Threat Protection

Windows Defender Security Center -

n 5 . 5
Your device is being protected.
Last
@ Last
Last
)
]
ol
& XL 0«3 gad
| g
Virus & threat Device performance & Firewall & network App & browser control Family options
protection health protection You're using anage how your family
Mo action needed Mo action needed Windows Firewall is on. recommended settings. uses their device
&

[



Onboarded
endpoints

0101

Cloud monitoring Windows ATP
and reporting hunters

Industry Microsoft AM
| collaborators researchers |

Microsoft threat
intelligence

— o?

Always-on heuristics
and behavior
sensors

Ny
" GO@QD

Forensic collection
and file detonation

> >

o v

Dedicated and secure 5:°”ri“y"f°rmaﬁ°" "
and event managemen’
Windows Defender ATP 9
tenant

Windows Defender ATP portal

[1




BB | \Vindows Defender Security Center Endpoint management L B & | ?  aricharddiver@ignialabs.. .

Client endpoint onboarding

® Dashboard
Onboard endpoints in your organization to Windows Defender ATP by downloading the following onboarding configuration package available for a range of

deployment tools.

% Alerts queue Select the one relevant for your organization and follow the instructions.
For detailed instructions and additional support see the Onboard endpoints and set up access section in the Windows Defender ATP guide
O Machines list Onboarded endpoints will appear in your portal Machines View tab.

Select your deployment tool:

QD Service health
l System Center Configuration Manager (current branch) version 1606 and later v

1
? Preferences setup ® Version 1606 and later of System Center Configuration Manager provides an integrated console to deploy Windows Defender ATP policies and monitor the
Windows Defender ATP agent health status
For more information on how to configure and monitor Windows Defender ATP endpoints, see Windows Defender ATP section in the System Center

© Endpoint management i i
Configuration Manager guide.

{ Download package

Endpoint offboarding

Windows Defender ATP

Select an item to view its description.  Setting State
\i=| Set client latency mode Not configured
\i| Enable\Disable Sample collection Not configured

[



I ‘Windows Defender Security Center | Dashboard 3 Jo RN | ?
L <
£ Active alerts £ Machines at risk machines list
® Dashboard
s 2 0 8 mact | 3 22 2
Alerts queue .
1338 I N * High I+ 2 mach | 2o o o
¥ Medium
B Machines list 4258 67 o 2 mach 2 o o o
New In progress. w
€2 Senvice health 2888 Informational &a machine-1Ir | 2 o lo N
E?
&P Preferences setup
Latest active alerts
o £ Users atrisk
@ Endpoint management 05.19.2017 Process hollowing detected Medium
o . X | 2 {1 1 0
05.19.2017 Tampering with Windows Defender ATP sensor settings Medium
I 1 3 0 0
0519207 Communication to a malicious network destination Low |
1 1 0 0
05.19.2017 Communication to a malicious network destination Low I 1 o 0 0
05.19.207 ‘Communication to a malicious network destination Low
05192017 Communication to a malicious network destination Low X Machines with active malware alerts
05.19.207 Communication to a malicious network destination Low 1K
05.19.207 Communication to a malicious network destination Low
501
05.19.207 ‘Communication to a malicious network destination Low
o
Backdoor  General PUA

Aprig

" IIII
o
gagq
X33

E4' Daily machines reporting (Monthly unique machines: 483,725)

&
2

apr 30 [N
May o1 [
May 02 [
May 03 [
Mayﬂd_‘
May 05 [N
May 05 [

Apr2s
Apr2?
Apr28
Apr2e

Ransomware  Credential  Exploit
theft

L Sensor health

3
wh
B Misconfigured ©
40 | inactive
Machines

'
37

Mare info on TechiNet

€% service health

e

Service is operati

[




Windows Defender Security Center | Machine ?  a-richard.diver@ . |

> Machines view > 2 desktop-délncja
g desktop-déIngja R Logged on users ' Machine reporting
Interactive ® [0]
W O Remotelnteractive © [0]
Other @ [0] Last internal IP: 192.168.10.115
Collect investigation package Last external IP: 180.216.148.43
3) No Interactive or Remotelnteractive Logon Types obs

First seen: 18 hours ago
Last seen: 16 hours ago

Isolate machine erved on machine.

Action center®

© S @ b N ©

Alerts related to this machine
No alerts found.

Machine timeline

Value Information level Event type User account

v All v oAl v Al v

18.06.2017
2

v
Jan 2017 Feb 2017 Mar 2017 Apr 2017 May 2017 Jun 2017 Today

@ Export to CSV €53 20 events per page v < Older

[



[Nl Action center

Investigation package collection

Submission time Status

19.06.2017 | 14:57:57 L Package available

© 19.06.2017 | 15:00:15 Package collection is ready

© 19.06.2017 | 14:57:57 Package collection submitted

a-richard.diver@ignialabs.com.au: testing capability

Machine isolation

Submission time Status

@ For submitted actions to take effect, machine must be connected to the network.

Close

WDATP_Investigation_Package.zip

Mame " Type
Autoruns File folder
Installed Programs File folder
Metwork Connections File folder
Prefetch Files File folder
Processes File folder
Scheduled Tasks File folder
Security Event Log File folder
Services File folder
5ME Session File folder
Termnp Directories File folder
Users and Groups File folder

B Forensics Collection Summary.csv Microsoft Excel Comma Sepa...

[1



Y Network Disabled
Your IT administrator has caused Windows
Defender to disconnect your device.
Contact IT help desk.

12113 AM E
6/19/2017 1

== Windows Defender Security Center | File ?  a-richard.diver@

Machines view > & desktop-déincja > [ File

File worldwide

[ File Malware detection Prevalence worldwide

Virus Total detection ratio:

Sha1: b187104076c2cf19788c4d6ba1d8edf0585e82fc

MD5: aaf994dd2e79cc6219dbalace6e57979 0/6 O Virus Total 6 3 O

Sha256:

10293663838e4d78fc611d50eca128fe5ec77140276c33885f778842209ca75¢

Size: 28.0 KB ¥ Windows Defender AV: First seen: 3 months ago

Signer: Microsoft Windows No detections found Last seen: 19 minutes ago

Issuer: Microsoft Windows Production PCA 2011

Deep analysis

Deep analysis request @

[ File

Actions v

Stop & Quarantine File  HfA71cfAddfac4bfda55463f29fa2

Block file 1277ed443eab24
e5405d3c79c67921bbec84cbd38dfd2a435e982ff7fbcad

Action center

Issuer: Unknown

[]



A & ? Richard Diver (Ad.. (g

Office 365 | Security & Compliance

Home > Threat explorer

s Threat explorer

-

204355115,

Filllash : 4ad9

v Protection status
W Blocked

Classifications 25

Data loss prevention B

Data governan

Threat management

Dashboard
Threat explorer 0s
Incidents
o
Ml iltering 61917 1200
Anti-malware
Emails emal origin
Dkim
Safe attachment + Add mails t
Safe links O  Dpate ¥ Recipients Subject Y Sender Y SenderIP Status v
B 61917 343PM wendy smith@demoignia onmicrosoft... Invoice for your action 3:10c62002ccafe:21 slocked
@ 260 Blocked

iarantine
6/19/17 343 PM jackwendle@demoignia.onmicrosoft...  Invoice for your action

App permissions

Advanced threats

rity & Compliance

tor add to

Create an incident or submission

Do you want to create a new incident or add to an existing incident?

Create an incident or submission

® Create anew incident

O Add to an existing incident

[

@ Review scope

[




Chapter 09: Advanced Configurations

Set up School PCs

Microsoft Corporation
Jokkkk 15

This product is installed.

Launch Share Everyone

Description Available on

Set Up School PCs makes it easy to set up Windows 10 PCs with Microsoft's

recommended education settings, using a quick USB setup. This app guides you .|
through the creation of a student PC provisioning package and helps you save

it to a USB drive. From there, just plug the USB drive into student PCs running

Windows 10 Creators Update. Student PCs will automatically join your school

network and be configured with settings and apps optimized for education.

More

Screenshots

[]



] 1

2

3

Create package

Sign-in

Save package

Run package

Create a provisioning package in just a
few steps!

Quickly set up school PCs without installing a new version of Windows.

Learn more

®

Create. Choose preferred settings Save. Use one or more USB drives
and apps for student PCs. to save your settings.

Get started

First step: Let's get you signed in

Sign in to your school's Office 365 account

This is the best option for setup. Student PCs will automatically be
connected to Office 365, Azure Active Directory (Azure AD) and
management services like Intune for Education, so managing things will be
easier later.

Continue without an account

You can complete setup without signing in, but we don’'t recommend it.
Student PCs won't be connected to your school's cloud services, so
managing them will be more difficult later.

Skip

Run. Plug the USB drive into each
student PC. You're done!

Need a hand?

Read this

Related products
Azure Active Directory
Intune for Education

Office 365 Education

Make this app better

Give us feedback

[1




] 1

Create package

Sign-in

Wireless network

Device names

Name these devices

Create a short name (five characters or less) that will be easy for an IT admin
to find and manage later through their MDM client. Something like Grd3 or
Math1. We'll add each device's serial number to the end of this so every
device has a unique name.

Name

‘ Mathi| X

Need a hand?
Read this

Make this app better

Give us feedback

] 1

Create package

Sign-in

Wireless network

Device names

Settings

Summary

Configure student PC settings

Remove apps pre-installed by the device manufacturer

Allow local storage (not recommended for shared devices)
D ‘Optimize device for a single student, instead of a shared cart or lab

Lock screen background

Browse

Tips

Removing pre-installed apps will give you a
clean build of Windows. Your student PCs will
reset, so setup will take about 30 minutes
longer. You won't need to do anything while this
happens.

High-resolution images make for the best lock
screen backgrounds.

Need a hand?
Read this

Make this app better

Give us feedback

[1




Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. & filled box means that only part of the feature is turned on.

[m] | .MET Framework 4.7 Advanced Services -
[] | Active Directery Lightweight Directory Services
[1 | Centainers
[] | Data Center Bridging
50
Custermn Logen
Keyboard Filter
Shell Launcher
Unbranded Boot
Unified Write Filter
@ [ | Hyper-V
fel Internet Fxnlorer 11 >

ooooo

[



Chapter 10: RedStone 3 Changes

File Options View

Processes Performance Apphistory Startup Users Details Services

GPU

Disk 1 (D3
0% v 3D 1% v Copy

NVIDIA GeForce GTX 1070

®

Disk 2 (D: F)
0%

Disk 3 (E) ~ Video Encode 0% ~ Video Decode
0%

Disk 4 (E2)
0%

Dedicated GPU memory usage

Disk 5 (E2)
0%

Disk 6 (C)

0% Shared GPU memary usage

Ethernet
Not connected

E LU

Ethernet Utilization Dedicated GPU memary Driver version:
50 R: 0Kbps 1% 0.7/8.0GB Driver date:
DirectX version:
GPUD GPU Memary Shared GPUmemory  physical location:
NVIDIA GeForce GTX 0.7/200GB 0.1/12.0 GB Hardware reserved memary:
1% v

Fewer details | (8) Open Resource Monitor

22.21.13.8484

071772017

12 (FL12T)

PCl bus 40, device 0, function 0
106 MB

[



Run Linux on Windows

Install and run Ubuntu, openSUSE, SLES, and Fedora side-by-side on Windows Subsystem for Linux
(WSL).

®

Ubuntu openSUSE Leap  SUSE Linux
Pt a2 Enterprise Serv...
*hx *kK

Free Free Owned

[}y <« | ? Packt Publishing | Tachn B8 naicrmcnft — Official Home P | +
« > 0 8
Reopen closed tab

P_ Close tabs to the right

Close tab

IO0KS & VIDEOS
Refresh all

Duplicate
Move to new window

ssAIlT

Add tabs to favorites

O days FREE access tc
eBooks & videos with a

i Start Your Free Trial

[



H a9 | 2 Packt Publishing | Techn X | B Microsoft — Official Home P | + — m] b4
e % O ] https://www.packtpub.com -ﬁ- ‘;AE ﬁ_“ |_Q
(. ...
PGCl(f) 510 EBOOKS & VIDEOS PACKT SUPPORT M New Application Guard window

New InPrivate window

Zoom — 100% + ./

Top New Releases

Favorites

Cet started with the star titles of

our latest releases. Cast media to device
Find on page

Browse New Releases
Read aloud

Print

@ Deal of the Day @ Featured @ Latest Rele Pin this page to the taskbar

Pin this page to Start

F12 Developer Tocls
Featured Bundle Title Spotlight ) -h.p .
pen with Internet Explorer

<

[1



Yes, let's go

Mo, thanks

[




= L e

& Import info from another browser

Import your info

we'll bring ower your favorites, browsing history, and
other data from another browser.

o Internet Explorer

Favorites, browsing history, cookies, passwords, form
data, and settings.

@ Chrome

Baokmarks, browsing histery, cookies, passwords, and
settings.

Import

Import or export a file

Favorites can be imported or exported as HTML files.

Import from file

Export to file

Import

All done!

View imported favorites

[



2 [ = | Virtual Machines

“ Home Share View

v A > ThisPC » Local Disk(C:) » Temp > Windows 10 Insider > Virtual Machines

<«

~

Perflogs G Name
Prograrm Files
Program Files (x36)
ProgramData
Recovery
System Volume Information
Temp
Windows 10 Insider
Snapshots
Virtual Hard Disks
Virtual Machines
Users
Windows
Windows.old
= DVD Drive (D:)

Libraries

| 90019938-C58A-4DBC-ACAS-2CA415B4BE0T.vmcx
| 90019938-C58A-4DBC-ACAS-2CA415B46E00.vmgs
| 90019938-C58A-4DBC-ACAS-2CA415B46E09.VMRS

Date modified

Type Size

MCX File
VMGS File

VMRS File

File Action Media

fh D@0

Hyper-

Clipboard  View Help
mir|GEs 5

Uirtual Machine Boot Summaruy

i

[]




- Settings

& Network

Network profile

(®) Public

Your PC is hidden from ather devices on the network and can't be
used for printer and file sharing.

o Private

For a network you trust, such as at home or work. Your PC is
discoverable and can be used for printer and file sharing if you set
itup.

Configure firewall and security settings

Metered connection

If you have a limited data plan and want more control over data

[1



- settings

£ Change how we free up space

Storage sense

@D on

Storage sense runs automatically when you're low on disk space.
We cleaned up 0 bytes of space in the past month.

Temporary Files

Delete temporary files that my apps aren’t using

Delete files that have been in the recycle bin for over 30 days

|:| Delete files in the Downloads folder that haven't changed in 30
days

Free up space now

If you're low on space, we can try to clean up files now using the
settings on this page.
|:| Delete previous versions of Windows

These let your PC go back to a previous version of Windows. We
delete them automatically after 10 days.

Clean now

[



% Home

Find a setting

Ease of Access

=
@

Narrator

Magnifier

Color & high contrast

Closed captions

Keyboard

Mouse

Other options

Eye control (beta)

Control your PC and type with an eye tracking device
(EN-US keyboard layout only)

@D on

We don't save ar share eye tracking data. To learn more
about how we use your data, see the privacy statement

[




Windows Defender Security Center

Controlled folder access

Protect your files and folders from unauthorized changed by unfriendly
applications.

@ on

Protected folders
Allow an app through Controlled folder access

Exclusions

Windows Defender Antivirus won't scan items that you've excluded.
Excluded items could contain threats that make your device vulnerable.

Add or remove exclusions

l i3 Windows Insider Program

[1



