Chapter 02: Ansible Tower, Jenkins, and
Other Automation Tools
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Log into the web interface here:

Username: admin
Password: LCByZ?cxL3tF

The documentation for Ansible Tower is available here:

For help, visit




ANSIBLE
TOWER

by Red Hat
Welcome to Ansible Tower! Please sign in.
USERNAME

admin

PASSWORD

eoee000e

SIGN IN
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@ ower

Welcome to Ansible Tower! Please complete the steps below to acquire a license.

Please click the button below to visit Ansible's website to get a Tower
license key.

REQUEST LICENSE

Choose your license file, agree to the End User License Agreement, and click
submit.

* LICENSE FILE

BROWSE license.json

* END USER LICENSE AGREEMENT

AMSIBLE TOWER BY RED HAT EMD USER LICENSE AGREEMENT
This end user license agreement ("EULA") governs the use of the Ansible Tower software
and any related updates, upgrades, versions, appearance, structure and organization (the

“Ansible Tower Software”), regardless of the delivery mechanism.

1. License Grant. Subject to the terms of this EULA, Red Hat, Inc. and its affiliates (“Red

SUBMIT

| agree to the End User License Agreement
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@ TOWER PROJECTS NVENTORIES TEMPLATES JoBs @ admin B & (0]
SETTINGS / USERS / CREATE USER
NEW USER  apmIN
DETAILS
* FIRST NAME * LAST NAME * ORGANIZATION
Madhu Akula Q. Default
* EMAIL * USERNAME * PASSWORD
madhu@localhost.local madhuakula
* CONFIRM PASSWORD USER TYPE
System Administrator
Normal User
System Auditor CANCEL S
System Administrator
INVENTORIES / Demo Inventory / CREATE HOST
CREATE HOST
* HOST NAME DESCRIPTION
192.168.1.13 web server
VARIABLES @ @ VAML  JSON
CANCEL SAVE
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SETTINGS / CREDENTIALS / CREATE CREDENTIAL

CREATE CREDENTIAL

*NAME DESCRIPTION
web server

*TYPE
Machine M

TYPE DETAILS

USERNAME PASSWORD
vagrant SHOW | @

Ask at runtime?

PRIVILEGE ESCALATION PRIVILEGE ESCALATION USERNAME

sudo N vagrant

VAULT PASSWORD

Ask at runtime?

ORGANIZATION
Q. Default

PRIVATE KEY PASSPHRASI

Ask at runtime?

PRIVILEGE ESCALATION PASSWORD

Ask atruntime?

INVENTORIES / Demo Inventory

Grours @D

RUN COMMANDS + ADD GROUP

HosTs @& +ADD HOST
Q
HOSTS ACTIONS
192.168.1.13 [ B |
localhost [ B |
ITEMS 1-20F2
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NVENTORIES / Demo Inventory / RUN COMMAND

EXECUTE COMMAND

*MODULE ARGUMENTS umir
shell - uname -a 192.168.1.13:localhost
*MACHINE CREDENTIAL *VERBOSITY

@ webserver

*FORKS
0

EXTRA VARIABLES

ENABLE PRIVILEGE ESCALATION 1 (Verbose)

© vamL  JsON

RESET

JOBS / shell

RESULTS

NAME
STATUS

STARTED

MODULE ARGS

NVENTORY

LAUNCHED BY

FORKS

LIMIT

VERBOSITY

f @ STANDARD OUT

shell

® Successful

ing /etc/ansible/ansible.cfg as config file

H passu:

7123/2017 2:12:32 PM
7123/2017 2:15:38 PM
5.434 seconds
uname -a

Demo Inventory

web server

madhuakula

192.168.1.13:localhost
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Jenkins [Jenkins] - Mozilla Firefox

£ Jenkins [Jenkins] x

4 192.168.1.7 ¢ @  Q »

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the
administrator, a password has been written to the
log (not sure where to find it?) and this file on the server:

/var/lib/jenkins/secrets/initialAdminPassword

Please copy the password from either location and
paste it below.

Administrator password
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Getting Started

Create First Admin User

Username: admin
Password: [TIT1]
Confirm password: sesse

Full name: administr:;tori

Jenkins 2.60.2 Continue as admin Save and Finish
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Update Center [Jenkins] - Mozilla Firefox

£ Update Center [Jenkins x

4 1.7 0% & | @ o »

@ Jenkins administrator | log out

Jenkins Plugin Manager

4% Back to Dashboard
"' Manage Jenkins

Update Center

Filter: | “\ Ansible

Avallable
Install | Name Version
Ansible plugin

.

w Download now and install after restart Update information obtained: 38 min ago

administrator | log out

Jenkins All

Enter an item name

automation|

» Required field

¥ Y Freestyle project
7 This is the central feature of Jenkins. Jenkins will build your project, combining any

SCM with any build system, and this can be even used for something other than
software build.
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o

Build

Invoke Ansible Ad-Hoc Command

Host pattern

Inventory

Module

Module arguments or command to execute

Credentials

sudo

-none- ¥

m
:
m
£
o
T

127.0.01

# Do not specify Inventory

File or host list

Inline content

ping

= Add

Jenkins automation #1

4 Back fo Project

O, Status

= Changes

B Console Output
_ View as plain text

= Edit Build Information

(& Delete Build

@ Console Output

Started by user administrator
Building in workspace /var/lib/jenkins/workspace/automation
[automation] § ansible 127.6.8.1 -m ping -f 5
[WARNING]: Host file not found: fetc/ansible/hosts
[WARNING]: provided hosts list is empty, only localhost is available
127.0.08.1 | SUCCESS == {
"changed": false,
"ping": "pong"
}
Finished: SUCCESS

[10]




Rundeck - Login - Mozilla Firefox

= Rundeck - Login X

< @@ 192.168.1.7

RUNDECK

Username
admin
Password

Login

Rundeck 2.8.4-1 &% Sift" 2017-07-12

7 Rundeck, Inc. Licenses

Create a Project - Mozilla Firefox
= Create a Project

4 (I 192.168.1.7

RUNDECK

Create a new Project

Project Name

automation

Description
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nmands - automation - Mozilla Firefax

= Commands - automatic x

< @ 192.168.1.7

Sautomation  Jobs

RUNDECK

Nodes Commands Activity

Command: Recent ~ [EUSIES]

Nodes: . osArch: amdé64

1 Node Matched.

& localhost

@ #4 Succeeded B

View Options ¥»

View in Nodes Page »

localhost Linux ubuntu 4.4.0-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 x86_64 x86_64 x86_64 GNU/Linux

Activity for commands

@ running @ recent @ failed A by you

Rundeck 2.8.4-1 8% 2 2

2017 Rundeck, Inc. Licenses

admin ~

help @

Run on 1 Node P

Scroll to Bottom 4

Text HTML

B Download

PROJECTS INVENTORIES

@ rower

PROJECTS / helloworld

helloworld

* NAME

PERMISSIONS NOTIFICATIONS

helloworld

*SCMTYPE
Git

SOURCE DETAILS
*SCM URL

https://github.com/ansible/ansible-tower-samples

SCM UPDATE OPTIONS

“)Clean
| Delete on Update
@ Update on Launch

CACHE TIMEOUT (SECONDS)
0

TEMPLATES

JOBS

* ORGANIZATION
Q  Default

DESCRIPTION

SCM CREDENTIAL
Q

SCM BRANCH

@ admin

CANCEL
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TEMPLATES / CREATE JOB TEMPLATE

NEW JOB TEMPLATE

=m

* NAME

helloworld

*INVENTORY
Q  automation

Prompt on launch

* MACHINE CREI

ENTIAL

Q  automation
Prompt on launch

FORKS

0

JOBTAGS

rompt on launch

LABELS

EXTRA VARIABLES © © vamL O JsON

DESCRIPTION * JOB TYPE
Run

)Prompt on launch

*PROJECT * PLAYBOOK
Q_ helloworld hello_world.yml
CLOUD CREDENTIAL NETWORK CREDENTIAL
Q Q
umIr * VERBOSITY

0 (Normal)

"Prompt on launch

SKIP TAGS OPTIONS
Enable Privilege Escalation
~)Allow Provisioning Callbacks
“JEnable Concurrent Jobs

JOBS / 10- helloworld

DETAILS
STATUS

STARTED
FINISHED
TEMPLATE
JOBTYPE
LAUNCHED BY
INVENTORY
PROJECT

REVISION

PLAYBOOK

MACHINE CREDENTIAL
FORKS

VERBOSITY

EXTRA VARIABLES @

® Successful
8/5/2017 7:19:12 PM
8/5/2017 7:19:25 PM
helloworld

Run

admin

automation

® helloworld

347e44fead36c94d5f60e544de006453ee5c7
lad

hello_world.ym!
automation
0

0 (Normal)

helloworld PLAYS G TASKS @B HOSTS @B ELAPSED @ITINED X &
Q | KEY
e
SSH password:
PLAY [Hello World Ssample] ** 19:19:21
TASK [GALhEring Facts] *+%%+%#ssssssssssssssssssssssssssssssssasssssnssssssssss 19:10: 20
ki [192.168.1.11]
PLAY RECAP ** A A A AR AR R AR AR AR AR AR AR AR AR R AR AR AR A 10:10:24
192.168.1.11 k=2 changed=0  unreachable=e  failed=e
TASK [HELLo MeSSage] ***+++#tssssssssuasssiasssssssssssssussesrassssasssssnsns 10:10:24

168.1.11] {
v. el 1d
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Source Code Management

None

O cit

Repositories

Repository URL | hiipsz/github.com/ansible/ansible-tower-samples @
Credentials -none - j = Add
Advanced...
Add Repository
Branches to build n
Branch Specifier (blank for'any’) | */master @
Add Branch
Repository browser (Auto) j ©
Additional Behaviours Add ~
Subversion @
Build
Invoke Ansible Playbook n
Playbook path | ${WORKSPACE}hello_world.yml 2
Inventory Do not specify Inventory
File or host list
© Inline content
Dynamic inventory o
Content [all]
192.168.1.11
Host subset
Credentials vagrant/****** j o Add
sudo
Advanced...
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# Jenkins

Jenkins automation

# Back to Project
O, Status
=~ Changes
B Console Output
~ View as plain text
"= Edit Build Information
@ Delete Build
4 Git Build Data
No Tags
4 Previous Build

® Next Build

#13

@  administrator | log ou

@Console Output

Started by user administrator
Building in workspace /var/lib/jenkins/workspace/automation

> git rev-parse --is-inside-work-tree # timeout=10

Fetching changes from the remote Git repository

> git config remote.origin.url https://github.com/ansible/ansible-tower-samples # timeout=10
Fetching upstream changes from https://qithub.com/ansible/ansible-tower-samples

> git --version # timeout=10

using GIT_ASKPASS to set credentials

> git fetch --tags --progress https://github.com/ansible/ansible-tower-samples +refs/heads
/*:refs/remotes/origin/*

> git rev-parse refs/remotes/origin/master*{commit} # timeout=10

> git rev-parse refs/remotes/origin/origin/master~{commit} # timeout=10

Checking out Revision 347e44feaf®36c94d5f60e544deB@06453ee5c71ad (refs/remotes/origin/master)
Commit message: "Initial hello world playbook"

> git config core.sparsecheckout # timeout=10

> git checkout -f 347e44feab36c94d5f60e544de006453ee5c71ad

> git rev-list 347ed44fea036c94d5760e544de006453ee5c71ad # timeout=10

[automation] $ sshpass ******%¥%* ansible-playbook /var/lib/jenkins/workspace/automation
/hello_world.yml -i /tmp/inventoryl1378971762319225309.ini -f 5 -u vagrant -k

PLAY [Hello World Sample] #*¥krksidsssikidssirikihsirihitfiirihihtimhiitittirs

GATHERING FACTS %k ok ok ook ook ook skobok ok ok ook ok ok ook ok ok ok ok ok o ok ok ok ok ok R kK

ok: [192.168.1.11]

TASK: [Hello Message] **#xkkddkrhsartdrihdhrdrrhtihidrtthhdtrrtrhtsrtssrrsss

ok: [192.168.1.11] => {
"msg": "Hello World!"

}

PLAY RECAP RERKRRKAREERERRRRKRRERARRRRRRKARERRERRRRRRRERRER KRR RRR KRR R RARRRKRRRKKE
192.168.1.11 1 ok=2 changed=0 unreachable=0 failed=0

Finished: SUCCESS
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Edit Job Upload Definition
Job Name helloworld

Description Edit
1

The first line of the description will be shown in plain text, the rest will be rendered with Markdown. More »

Options: m

No Options

Add an option

Workflow: If a step fails: o Stop at the failed step. ) Run remaining steps before failing.
Strategy: Node First -]
Execute all steps on a node before proceeding to the next node.

Explain »

Global Log Filters:
=+ add

# Ansible Playbook Runs
Playbook: /var/rundeck/projects/automation/playbooks/hello_world.yml

Add a step
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Workflow: If a step fails: (] Stop at the failed step. ") Run remaining steps before failing.
Strategy: Node First ~|

Execute all steps on a node before proceeding to the next node

Explain »

Global Log Filters:
+ add

Ansible Playbook
Runs an Ansible Playbock.

Playbook  /varrundeck/projects/automation/playbooks/hello_world.yml

Path to a playbook

Extra Variables ||

Set additional playbook YAML or JSON variables.

Vault Key File path
File Path to the ansible vault Key to use

Vault Pass Storage
Path

Path to the Vault Key to use within Rundeck Storage. E.g. "keys/path/ansible.vault”

Extra Ansible

arguments  Additional ansible raw command line arguments to be appended to the executed command.
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B helloworld = Action -

Prepare and Run... Definition

1.
& Ansible Playbook Runs an Ansible Playbook.

Playbook: /var/rundeck/projects/automation/playbooks/hello_world.ymli

Steps:

If a step fails: Stop at the failed step.
Strategy:
#& Node First Execute all steps on a node before proceeding to the next node.

Nodes: Include nodes matching: hostname: 192.168.1.11 =»
Execute on up to 1 Node at a time.
I a node fails: Fail the step without running on any remaining nodes.
Sori nodes by name in ascending order.
Node selection: Target nodes are selected by default

UUID: 5i2e4fa8-a9i8-492d-bd3a-dal70767¢c731

Created: 10h51mago

SETTINGS / ORGANIZATIONS / Default / USERS

Default

DETAILS USERS NQTIFICATIONS

USER = ROLE
alice

ITEMS 1-40F4
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& Manage and Assign Roles

Global roles
Overall Credentials Agent
5
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3 Jenkins Credentials Provider: Jenkins

@ Add Credentials
Domain | giopa) credentials (unresfricted)
Kind Username with password
Scope Global (Jenkins, nodes, items, all child items, efc)
Usemame  juaqn

Password |,

ID

Description

Add Cancel

i L

® ® ® & &
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DASHBOARD

2 0

HOSTS FAILEDN HOSTS MVENTORIES FROJECTS
JOB STATUS FASTMONTH W DETVFE | aLL ALL
5
3
. 3
[
=3
ESSFUL &
! O FAILED (1]
a
06/22 Q27 072 Q77 Q712
TIME
STANDARD OUT &

"ansible_facts": {
"ansible all ipv4 addresses":
"192.168.1.7",
"10.0.2.15",
"10.42.0.42"
N
"ansible_all ipv6_addresses":
"fe80::a00:27ff:febd:a92f"
"fe80::a00:27ff:fe57:be11"
1,
"ansible_apparmor": {
"status": "disabled"
3
"ansible_architecture":
"ansible_bios_date":
"ansible_bios_version":
"ansible_cmdline": {
"BOOT_IMAGE" :

"x86_6

"LANG": "en_US.UTF-8",
"crashkernel": "auto",
"quiet": true,

Ted Tum Tul: Val/cwan!

[

[

’

4,

"12/01/2006",
"VirtualBox",

"/vmlinuz-3.10.0-514.26.2.e17.x86_64",
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e TOWER REST API
REST APl / Version1 / Ping

Ping OPTIONS ~ GET

GET /api/v1l/ping

HTTP 200 OK

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

X-API-Node: localhost
X-API-Time: 0.007s

"instances"

"node": "localhost"

"heartbheat": "2017-08-05T05:28:42.794Z"
"version": "3.1.4"

"capacity": 50

"ha": false

"version": "3.1.4-0.git201707091359"
"active_node": "localhost"
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Jenkins automation #7

"ansible facts": {

@ Delete Build "ansible_all_ipv4_addresses": [
4 Previous Build "10.0.2.15",
"192.168.1.9"

1.
"ansible_all_ipv6_addresses": [
"fe80::a00:27ff:fel6:bdbl",
"fe80::a00:27ff:fe58:h825"
1,

"ansible_architecture": "x86_64",
"ansible_bios_date": "12/01/2006",
"ansible bios version": "VirtualBox",

"ansible cmdline": {
"BOOT_IMAGE": "/boot/vmlinuz-3.13.0-125-generic",
"console": "ttySe",
"ro": true,
"root": "UUID=1c5f6a99-2067-4876-8b63-50371af71al6"
b
"ansible date time": {
"date": "2017-08-05",

"day": "5",
"epoch": "1501917853",
"hour": "@7",

"iso8601": "2017-08-05T07:24:13Z",
"is08601 micro": "2017-08-05T07:24:13.5752282",
"minute": "24",
"month": "08",
"second": "13",
"time": "07:24:13",
"tz": "UTC",
"tz _offset": "+0000",
"year": "2017"

+

"ansible default ipv4": {
"address": "10.0.2.15",
"alias": "eth®",
"gateway": "10.0.2.2",
"interface": "etho",
"macaddress": "08:00:27:16:bd:b0",
“mtu": 15600
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Command: di-h n Run on 1 Node W
Nodes: osName: Linux

1 Node Matched. View in Nodes Page »
& |ocalhost
@ﬂSucceeded .df -h Scroll to Bottom ¥ x
View Options ¥ Text HTML [ Download
localhost Filesystem Size Used Avail Use$% Mounted on
udev 493M 12K 493M 1% /dev
tmpfs 100M 376K 100M 1% /run
/dev/sdal 40 2.3G 36G 6% /
none 4. 0K 0 4.0K 0% /sys/fs/cgroup
none 5.0M 0 5.0M 0% /run/leck
none 497M 0 437 0% /run/shm
none 100M 0 1lo0M 0% /run/user
none 347G 104G 244G 30% /vagrant

Activity for commands

®ruming  Orecent  @failed L byyou

SETTINGS / NOTIFICATIONS / CREATE NOTIFICATION TEMPLATE

NEW NOTIFICATION TEMPLATE

* NAME DESCRIPTION * ORGANIZATION
Helloworld-Slack Q  Default

*TYPE
Slack -

TYPE DETAILS
* DESTINATION CHANNELS * TOKEN
#ops SHOW

CANCEL SAVE
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Chapter 03: Setting Up a Hardened

WordPress with Encrypted Automated
Backups

DETAILS

STATUS

STARTED

FINISHED

TEMPLATE

JOBTYPE
LAUNCHED BY
INVENTORY

PROJECT

PLAYBOOK
MACHINE CREDENTIAL
FORKS

VERBOSITY

EXTRA VARIABLES @

Running
9/5/2017 6:39:56 PM
Not Finished
wordpress-setup
Run
admin
website-server
wordpress
site.yml

website-s

0

0 (Normal)

wordpress-setup

SSH password:

PLAY [setting

TASK [common

TASK [nginx :

TASK [nginx :

TASK [nginx :

TASK [nginx

TASK [nginx

: adding symlink for sites]

PLAYS &

up wordpress stack]

AT O e

installin

server]

configuring site files]| A*#*assassxasssssssssssassrasasassus

removing default symlink of nginx] ***#f##ssssssssssssssses

adding nginx to startup and restart]

TASKS @®

H

PSED @D X

KEY

:141:05

(A) R PROJECTS  INVENTORIES @admn & = & O
TEMPLATES / wordpre p
wordpress-setup
[ DETALs | 0BS | PERMISS
*NAME DESCRIPTION TYPE
wordpress-setup Run -
Prompt on launch
*INVENTORY *PROJECT *PLAYBOOK
Q website-server Q wordpress siteymi -
Prompt on launch
* MACHINE CREDENTIA! CLOUD CREDENTIA RK CREDENTIA!
Q  website-server Q Q
Prompt on launch
FORKS umir *VERBOSITY
0 0(Normal) M
Prom nct
JOBTAGS SKIP TAGS OPTIONS
( Enable Privilege Escalation
Allow Provisioning Callbacks
Enable Concurrent jobs
Prompt on lau aunch
LABELS
INVENTORIES ] & o
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POSTS

SEPTEMBER 5, 2017

Hello world!

Welcome to WordPress. This is your first post. Edit or delete it, then

start writing! RECENT POSTS

Hello world!

RECENT COMMENTS

A WordPress Commenter on Hello world!

ARCHIVES

[25]



TEMPLATES

wordpress-auto-updates

" NAME * START DATE

wordpress-auto-updates By 9/06/2017 0 HE

Asia/Kolkata Day

FREQUENCY DETAILS

SCHEDULE DESCRIPTION

every day

IMAT OLOCALTIME uTc

9/6/2017 00:00:00 IST
9/7/2017 00:00:00 IST
9/8/2017 00:00:00 15T
9/9/2017 00:00:00 IST
9/10/2017 00:00:00 IST
9/11/2017 00:00:00 IST
9/12/2017 00:00:00 IST
9/13/2017 00:00:00 IST
9/14/2017 00:00:00 IS5T
9/15/2017 00:00:00 IST

OYAML J5ON

$ ansible -i inventory winblows -m win_ping
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$ ansible-playbook -i inventory basic-playbook-for-windows.yml

PLAY [Creating a new user in Windows server]
TASK [Gathering Facts]

TASK [Install IIS]

changed:

PLAY RECAP
changed=1 unreachable=0 failed=0
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Chapter 04: Log Monitoring and Serverless
Automated Defense (Elastic Stack in AWS)

Packetbeat

Topbeat

Filebeat

{your}beat

Search & Explore &
Analyze Visualize

e ad El3sticsearch —bn

— L HEE

Collect, Parse & Ship Enrich &

Transport

‘ kibana

Discover
Visualize
Dashboard

Timelion

Management

Management / Kibana

Index Patterns Saved Objects Advanced Settings

*infra-*

Configure an index pattern

In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search
and analytics against. They are also used to configure fields.

Index name or pattern
filebeat-*
Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*
Time Filter field name @ refresh fields
@timestamp -
() Expand index pattern when searching [DEPRECATED]

With this option selected, searches against any time-based index pattern that contains a wildcard will automatically be expanded to query only
the indices that contain data within the currently selected time range.

Searching against the index pattern /ogstash-*will actually query Elasticsearch for the specific matching indices (e.g. logstash-2015.12.21) that
fall within the current time range.

With recent changes to Elasticsearch, this option should no longer be necessary and will likely be removed in future versions of Kibana.

(7 Use event times to create index names [DEPRECATED]

ate
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If any of the objects already exist, do you want to
automatically overwrite them?

No, prompt me for each one

Dashboard / ATTACK-DASHBOARD Share Clone Edit < © July3rd 2016, 20:07:07.467 to July 22nd 2016, 08:18:23.000 >
Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax R
Add afilter +
combined-attack-dashboard  web-attack-response-code-vertical «* combined-attack-type -’
& 5,000 © ®sshiog
Combined Attack Dashboard 0 4,000 © webog
v 404
web-attack response - 4,466 % 3,000
H .05 05: © @200 3
3
£ 201607-070 ©304 S 2000
3 @404 1,000
& 2016-07-130 © 403 |
5 ®301 ol — — —
& Soe0r170030 500 200 2016:07... 2016.07.. 2016.07... 2016-07... 2016.07..
8 201607190 ©400 @timestamp per 12 hours
£ 201607210 @439 2,057
® 3 3 s 3 ssh-login-type * combined-attack-count I
S § § 8 ©206
2 R & R @ sshiog @
56,495
. 1
ssh-attack-info / o1 failed accepted
1P Address Username:  Login: Country:  Count 109 - 56,481 14 10
1163111652 root failed  china 13,897
1211823819 root falled  china 2,206
121.18.23820 root failed  china 1,888 Counter
188212104109 root failed  romania 2,970 400 $5H Login Count
188212104109 nobody failed  romania 13 19 } ssh-top-usernames * web-attack-useragent-tags -
188212104109  master failed  romania 6
188212104109 jeremy failed  romania 4 E .
Jjenkins
web-attack-useragent -~ ) scanbot
P o nagios support chromium opera
other | guEnI 304 steam ts3 user deploy ie
chromium
o safari 18 ubnt ro O www 0 e r
g e
g
android postgres admin ftpuser thon .
£ thiome s e pvhon frefox safari
2 req};ﬂggg vagrant oracle ¢ ] P googlebot chrome .
googlebot Response guest minecraft requests android
scanbot
ope

2016-07-07 05:30 20160713 05:30 _ 2016-07-19 05:30
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HTTPS

call to Add IP-
blacklist
Blacklist DynamoDB
ES Alerter Lambda Amazon Trigger on Insert
8 Dyn DB
Function
Read IPs et Add to ACL
Blacklist
Lambda
Function
Remove from ACL-
Infrastructure
Amazon ACL Expiry EC2
CloudWatch Lambda
Scheduler Function

Infrastructure VPC /

High Level Diagram of Automated Defence

VPC Dashboard ' c & o

Filter by VPC:

None g Q X 110 3 of 3 Network ACLS

Al F Name 4 Network ACLID - Assoclated With - Default ~ VPC ~

S ELK acl-a2b06dcS 4 Subnets Yes vpc-e2e11285 (172.31.0.0/16)
Your VPCs acl-aSefdac3 1 Subnet Yes vpe-12020694 (192.168.1.0/24) | test
Subnets @ i ack4cfa512a 1 Subnet Yes vpc-3108ec59 (192.168.2.0r24) | diff
Route Tables

acl-4cf4512a | Infra [_ =l =]
Internet Gateways
DHCP Options Sets Summary Inbound Rules Outbound Rules Subnet Associations Tags
Elastic IPs Allows inbound traffic. Because network ACLs are stateless, you must create inbound and cutbound rules.
Endpoints m Real-Time Defense
NAT Gateways using Lambda
Rule # Type Protocol Port Range Source Allow | Deny
Peering Connections
[~ =@ w0 = - [
.

e 100 ALL Traffic  ALL ALL 0.0.0.000 W auow

Network ACLs . ALL Traffic  ALL ALL 0.0.0.000 DENY

Securitv Grouns
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Chapter 05: Automating Web Application
Security Testing Using OWASP ZAP

€ ZAPSERVERIPADDRESS

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

Proxy Configuration

To use ZAP effectively it is recommended that you configure your browser to proxy via ZAP.

You can do that manually or by configuring your browser to use the generated PAC file.

Links

* Local APT

* ZAP Homepage

« ZAP Wiki

o ZAP User Grou

s ZAP Developer Group

+ Report an issue
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€

+ Damn Vulnerab

DVWSSERVERIP

e ¥ & 9

Damn Vulnerable Web Services

In the medern web, Web Services are the backbone of a Web application. Furthermore, Web Services can be implemented in numerous ways
using SOAP and REST protocols. Understanding how to implement these services securely can be trivial for developers due to the broad range
of attack surface.

Damn Vulnerable Web Services is an insecure web application with multiple vulnerable web service components that can be used to leam real
world web service vulnerabilities.

The aim of this project is to help security professionals learn about Web Application Security through the use of a practical lab environment.
This application includes the following vulnerabilities.

* WSDL Enumeration

o XML External Entity Injection

* XML Bomb Denial-of-Service

* XPATH Injection

* WSDL Scanning

» Cross Site-Tracing

e OS Command Injection

* Server Side Request Forgery

* SQL Injection

* Same Origin Method Execution
* JSON Web Token (JWT) Secret Key Brute Force
¢ Cross-Origin Resource Sharing

Enjoy and hack the planet!
Copyright

This work is licensed under GNU GENERAL PUBLIC LICENSE Version 3.
To view a copy of this license, visit Gnu.org

Toggle Menu
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) ZAP Scanning Report

Summary of Alerts

High 0
Medium 3
Low 5
Informational 2

Alert Detail
Description X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' atiacks.

URL hitp://192.168.33.111/dvws/vulnerabilities/cors/?C=8;0=A
Method GET
Parameter X-Frame-Options

URL hitp://192.168.33.11 1/dvws/about.php
Method GET
Parameter X-Frame-Options

URL hitp://192.168.33.111/dvws/vulnerabilities/xst’?C=M;0=D
Method GET
Parameter X-Frame-Options

URL http://192.168.33.111/dvws/vulnerabilities/xxe2/
Method GET
Parameter X-Frame-Options

URL http://192.168.33.111/dvws/vulnerabilities/?C=N;0=A
Method GET
Parameter X-Frame-Options

URL http://192.168.33.111/dvws/vulnerabilities/hiddendir/?C=M;0=A
Method GET
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) ZAP Scanning Report

Summary of Alerts

High 5
Medium 5
Low 5
Informational 2

Alert Detail

High (Medium) Anti CSRF Tokens Scanner

A cross-site request forgery is an attack that involves forcing a victim to send an HTTP reguest to a
target destination without their knowledge or intent in order to perform an action as the victim. The
underlying cause is application functionality using predictable URL/form actions in a repeatable way.
The nature of the attack is that CSRF exploits the trust that a web site has for a user. By contrast, cross-
site scripting (XSS) exploits the frust that a user has for a web site. Like XSS, CSRF attacks are not
necessarily cross-site, but they can be. Cross-site request forgery is also known as CSRF, XSRF, one-
click attack, session riding, confused deputy, and sea surf.

CSRF attacks are effective in a number of situations, including:
Description * The victim has an active session on the target site.

* The victim is authenticated via HTTP auth on the target site.

* The victim is on the same local network as the target site.

CSRF has primarily been used to perform an action against a target site using the victim's privileges,
but recent techniques have been discovered to disclose information by gaining access to the response.
The risk of information disclosure is dramatically increased when the target site is vulnerable o XSS,
because X3S can be used as a platform for CSRF, allowing the attack to operate within the bounds of
the same-origin policy.

URL http/192.168.33.111/dvws/vulnerabilities/jwt/api.php
Method POST
Evidence <form method="post" action="">

URL http://192.168.33.111/dvws/vulnerabilities/jwtlogin.php
Method GET
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Jenkins DemoProject

w

Build
Invoke Ansible Playbook n
Playbook path  ${WORKSPACE}/zap-baseline-scan.ym| @
Inventory Do not specify Inventory
File or host list
© Inline content
Dynamic inventory [~ @
Content [zap]
localhost ansible _ssh_host=192.168.33.111|

Host subset 2]

Credentials rool/“““j = Add

) sudo

Advanced...

Add build step ~
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Jenkins DemoProject #14

4 Back to Project
O, Status
"= Changes
B console Output
| View as plain text
> Edit Build Information

4 Previous Build

Console Outpul Progress: m———

Started by user hodor

Building in workspace /var/lib/jenkins/workspace/DemoProject

[DemoProject] § sshpass **#*#%*** apsible-playbook /var/lib/jenkins/workspace/DemoProject/zap-
baseline-scan.yml -i /tmp/inventory4430787531958624888.ini -f 5 -u root -k

PLAY [Running OWASP ZAP Baseline Scan] *##®ssssssssssiihssrihsihshsshrsmhssnssns

TASK [adding write permissions to reports directory] #*##sdirdiriiidridiiriititt
ok: [localhost]

TASK [running owasp zap baseline scan container against "192.168.33.111"] ***
changed: [localhost]

TASK [getting raw OULPUL OF The SCam] *%* % sk ks ks ks ks as ks ko k sk kak sk Ak K
changed: [localhost]

TASK [debug]
ook kR R R R R R kR R R R R R R R R R R R R KRR R R R K
ok: [localhost] => {
"msg": {
"changed": true,
"failed": false,

"rc": 0,
"stderr": "Shared connection to 127.0.0.1 closed.\r\n",
"stdout": "_XSERVTransmkdir: ERROR: euid != 0,directory

/tmp/ . X11-unix will not be created.\r\nOct 15, 2017 1:36:22 PM
java.util.prefs.FileSystemPreferences$l run\r\nINFO: Created user
preferences directory.\r\nTotal of 20 URLs\r\nPASS: Cookie Without
Secure Flag [10011]\r\nPASS: Password Autocomplete in Browser
[10012]\r\nPASS: Incomplete or No Cache-control and Pragma HTTP Header
Set [10015]\r\nPASS: Cross-Domain JavaScript Source File Inclusion
[10017]\r\nPASS: Content-Type Header Missing [10019]\r\nPASS:
Information Disclosure - Sensitive Informations in URL [10024]\r\nPASS:
Ioformation Di al i Sancitiy Ioformation dn HITD DRoforror H dor
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Enter an item name

ZAP-Jenkins

» Required field

. Freestyle project
@ This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for
something other than software build.

s N
’/ = Multi-configuration project
\@ Suitable for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific builds, etc.

if you want to create a new item from other existing, you can use this option:

@ Copy from ‘ Type to autocomplete

Build

Add build step ~

Execute Windows batch command

|[ Execute ZAP l

Execute shell
Inject environment variables

Invoke top-level Maven targets
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Admin Configurations

Workspace

Override Host 127.0.0.1

Default Host is : 127.0.0.1 (Configured under Manage Jenkins > Configure System)

Override Port 8090

Default Port is : 8090 (Configured under Manage Jenkins > Configure System)

Java

JDK InheritFromJob

Installation Method

Custom Tools Installation

© System Installed: ZAP Installation Directory

Environment Variable A ZAPROXY_HOME

<«

Run Configurations

Initialization Timeout = 20

Enter a value in seconds

Add ZAP Command Line Arguments

Command Line Option

-installdir

Add

$ZAPROXY_HOME

Command Line Value
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ZAP Home Directory

Path Ivar/lib/jenkins/.ZAP (2)
Session Management
© Load Session
Path Ivar/lib/jenkins/workspace/Z1/attack.session 5 @
Persist Session
Session Properties
Context Name ZAP ${BUILD_ID} @
Include in Context http://demo.testfire.net/* ®
z
Exclude from Context @
z
Alert Filters 1| @
"1 Authentication ®
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Attack Mode

Starting Point http://demo.testfire.net/ (2)
Spider Scan ®
Recurse ®
Subtree Only ®
Max Children to Crawl 0 @
) AJAX Spider ®
Active Scan ®
Policy 5 @
Recurse ®
Finalize Run
Generate Reports ®
— Clean Workspace Reports @
Filename JENKINS_ZAP_VULNERABILITY_REPORT-${BUILD_ID} @
© Generate Report
Format xml @
html

[40]




This project is parameterized

String Parameter
Name TARGET
Default Value ' http://demo.testfire.net

Description

[Plain text] Preview

Add Parameter ~

® ® 6

Build Triggers

Trigger builds remotely (e.g., from scripts)

Authentication Token  ansible2security

Use the following URL to trigger build remotely: JENKINS_URL/job/Z1/build?token=TOKEN_NAME or /buildWithParameters?

token=TOKEN_NAME

Optionally append &cause=Cause+Text to provide text that will be included in the recorded build cause.

Build after other projects are built
Build periodically

Poll SCM

()

API Token

Show API Token...

API Token

User ID admin

API Token bad2a496b0974487b3449199e2¢450¢

Change API Token
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Chapter 06: Vulnerability Scanning with
Nessus

€« 192.168.33.109 < ea B ¥ A0

Your connection is not secure

The owner of 192.168.33.109 has configured their website improperly. To protect
your information from being stolen, Firefox has not connected to this website.

Learn more..

Report errors like this to help Mozilla identify and block malicious sites

192.168.33.109:8834 uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate

certificates.
An additional root certificate may need to be imported.
The certificate is not valid for the name 192.168.33.1609.

Error code: SEC_ERROR_UNKNOWN_ISSUER

iAdd Exception._.i
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Add Security Exception

@ You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask
you to do this.

Server

Location: | https://192.168.33.109:8834/| Get Certificate

Certificate Status

This site attempts to identify itself with invalid
information.

Wrong Site

View..

The certificate belongs to a different site, which could mean that
someone is trying to impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn’'t been verified as
issued by a trusted authority using a secure signature.

P Permanently store this exception

Confirm Security Exception Cancel
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Welcome to Nessus Nessus )

Thank you for installing Nessus, the industry leader in vulnerability scanning. This application allows you to:

« Run high-speed vulnerability and discovery scans on your network

* Conduct agentless auditing on hosts to confirm they are running up-to-date software
¢ Perform compliance checks on hosts to verify they are adhering to your security policy
* Schedule scans to launch automatically at the frequency you select

¢ And much more!

Press continue to perform account setup, register or link this scanner, and download the latest plugins.

Account Setup Nessus@)

In order to use this scanner, an administrative account must be created. This user has full control of the
scanner—with the ability to create/delete users, stop running scans, and change the scanner configuration.

Username poweruser

Password ssscssssee
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Registration Nessuso"

As new vulnerabilities are discovered and released into the public domain, Tenable's research staff creates
plugins that allow Nessus to detect their presence. These plugins contain vulnerability information, algorithms to
test for the presence of the issue, and a set of remediation actions. Registering this scanner will grant you

access to download these plugins.

Registration Nessus (Home, Professional or Manager) -
Activation Code BO83- X0 XOXXK- XXX K- XXXXK
Back Advanced Settings
2017 Tenable Netwt e y
“M
poweruser
ocoo0OOOOOS
20 e Network Security®
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Scans Settings A poweruser e

My SCB_I"IS Import New Folder

@ My Scans

B All Scans
Create a new scan

fli Trash

a Policies
Plugin Rules

@ Scanners

Scan Templates

< Back to Scans

Scanner
.g-{) A ? -
Advanced Scan Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection
Basic Network Scan Credentialed Patch Audit DROWN Detection Host Discovery
Intel AMT Security Bypass Internal PCI Network Scan Malware Scan MDM Config Audit
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New Scan / Basic Network Scan

< Back to Scan Templates
Settings Credentials

BASIC v
General N
Schedule o

Description

Notifications

DISCOVERY

ASSESSMENT Folder

REPORT

Targets
ADVANCED

Upload Targets

Save - Cancel

basic-network-scan

basic network scan

My Scans

192.168.33.0/24|

Add File
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New Scan / Basic Network Scan

< Back to Scan Templates

Settings Credentials
BASIC
Port scan (common ports)
DISCOVERY v Scanlivpe
ASSESSMENT
General Settings:
REPORT
Always test the local Nessus host
ADVANCED

Use fast network discovery

Port Scanner Settings:
Scan common ports
Use netstat if credentials are provided

Use SYN scanner if necessary

Ping hosts using:
TCP
ARP
ICMP (2 retries)
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New Scan / Basic Network Scan

¢ Back to Scan Templates

Settings Credentials

BASIC
Default

Scan Type

DISCOVERY Default

ASSESSMENT " Scan for known web vulng.rgbllltles.
Scan for all web vulnerabilities (quick)

REPORT Scan for all web vulnerabilities (complex)
Custom

ADVANCED

Disable CGI scanning

Web Applications:

Disable web application scanning

Save - Cancel
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New Scan / Basic Network Scan

< Back to Scan Templates

Settings Credentials
BASIC .
Processing

DISCOVERY

Override normal verbosity
ASSESSMENT

® |h mited disk
REPORT M
ADVANCED Report as much inf

+  Show missing patches that have been superseded

+  Hide results from plugins initiated as a dependency

Output

+  Allow users to edit scan results
Designate hosts by their DNS name
Display hosts that respond to ping

Display unreachable hosts

Save - Cancel

New Scan / Basic Network Scan

< Back to Scan Templates

Settings Credentials
BASIC
Default
DISCOVERY SV Default
ASSESSMENT Scan low bandwidth links
Custom
REPORT b mp—
30 simultaneous hosts (max)
ADVANCED v

4 simultaneous checks per host (max)

5 second network read timeout
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< Back to Scan Templates

New Scan / Basic Network Scan

Settings Credentials

DATABASE v Database

Database
Username

MongoDB

HOST Password

MISCELLANEOUS
Database Type Oracle A4

PLAINTEXT AUTHENTICATION
Database Port 1521
Auth type SYSDBA -
Service type sib hd
Service

[ -
My Scans Import New Folder © New Scan

Name

basic-network-scan

Schedule

On Demand

Last Modified

N/A
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basic-network-scan
¢ Back to My Scans

Hosts 3 Vulnerabilities 140 Remediations 13
Filter +
Host Vulnerabilities
192.168.33.2 8

History 1

114

192.168.33.10 2 30

Configure

Audit Trail Launch ¥ Export
Scan Details

Name: basic-network-scan

Status: Completed

Policy: Basic Network Scan

Scanner: Local Scanner

Start: Today at 8:57 PM

End: Today at 9:07 PM

Elapsed: 9 minutes

Vulnerabilities

’ ® Critical
High

Medium
® Low

\ ® Info

-

basic-network-scan / Plugin #51988

< Back to Vulnerabilities

Hosts 3 Vul 140 F iati 13 History 1

Rogue Shell Backdoor Detection

Description

A shell is listening on the remote port without any authentication being required. An attacker may use it by connecting to the remote port and sending

commands directly.

Solution
Verify if the remote host has been compromised, and reinstall the system if necessary.

was able to execute the command "id" using the
following request :

This produced the following truncated output (limited to 10 lines)

snip
root@metasploitable:/# uid=0(root) gid—0(root) groups=-0(root)
root@metasploitable:/#

Port Hosts

1524 /tcp / wild_shell 192.168.33.2

Configure Audit Trail Launch ~ Export
Plugin Details
Severity: Critical
1D: 51988
Version: $Revision: 1.6 §
Type: remote
Family: Backdoors
Published: February 15, 2011
Modified: June 8, 2016

Risk Information

Risk Factor: Critical
CVSS Base Score: 10.0

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C
/:C/A:C
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TASK [listscans : list current scans and IDs UsSing aUTONESSUS] ***¥XXXxxixsiiisss s s xxxxxaaaaaaaaaaaaaaaaaaatattatatttttttttttttttttfxkkkkkkkkkkkkkEEEEx
change [192.168.33.109]

TASK [listscans :

TASK [startscan : starting nessus scan "17" using autoNessus] *¥%¥k¥kdkokforkkdordok ok d ko ook xokk
changed: [192.168.33.109]

TASK [startscan B debug] ok ook ok ook Ok ook Ok ook ok ook sk ook ok ook ok ook ook ok ook ok Sk Ok Sk ok ook ok Sk ook ook ok ook ook ok SOk Sk Ok R S0k Ok S0k Ok S0k ROk ok ko

basic-network-scan Configure Audit Trail Launch ~ Export ¥
< Back to My Scans
Nessus
Hosts 3 Vulnerabilities 140 Remediations 13 History 1 HTML
csv
Filter ~
Scan Details Nessus DB
Host Vulnerabilities Name: basic-network-scan
Status: Completed
7 114
192.168.33.2 E Policy: Basic Network Scan
Scanner: Local Scanner
192.168.33.109 l “ Start: Today at 8:57 PM
End: Today at 9:07 PM

192.168.33.10 I Elapsed: 9 minutes

Vulnerabilities

’ ® Critical
High

Medium

® Low

‘ ® Info
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Export as HTML

Report Custom -
Data « Vulnerabilities

« Remediations
Group by Host -

vulnerability scanner

Nessus Scan Report
Thu, 02 Nov 2017 15:37:14 UTC

Table Of Contents

Vulnerabilities By Host
192.168.33.2
192.168.33.10

192.168.33.108
Remediations

Suggested Remediations

Vulnerabilities By Host

[-] Collapse All
[+] Expand All

192.168.33.2

Scan Information
Start time: Thu Nov 2 15:28:01 2017
End time: Thu Nov 2 15:34:19 2017

Host Information

Netbios Name: METASPLOITABLE
IP: 192.168.33.2
MAC Address: 08:00:27:86:ae:f4
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192.168.33.109

Scan Information
Start time: Thu Nov 2 15:28:49 2017
End time: Thu Nov 2 15:33:08 2017

Host Information

P: 192.168.33.109
MAC Address: 08:00:27:9c:6¢:b7 02:82:45:97:eb:f4
os Linux Kernel 4.4.0-83-generic on Ubuntu 16.04

Results Summary
Critical High Medium Low Info Total
2 0 ] 63

Results Details

- 102818 - Ubuntu 16.04 LTS - linux, linux-aws, linux-gke, linux-raspi2, linux-snapdragon vulnerabilities (USN-3405-1) [-/4]
Synopsis
The remote Ubuntu host is missing one or more security-related patches.
Description
It was thata fter-free ity existed in the POSIX message queue implementation in the Linux kernel. A local attacker could use this to cause a denial of service (system crash) of possibly execute arbitrary

code. (GVE-2017-11176)

Huang Weller discovered that the exi4 filesystem implementation in the Linux kernel mishandled a needs-flushing-before-commit list. A local attacker could use this to expose sensitive information.
(CVE-2017-7495)

It was discovered that a buffer overflow existed in the Broadcom FullMAC WLAN driver in the Linux kernel. A local attacker could use this to cause a denial of service (system crash) or possibly execute arbitrary code.
(CVE-2017-7541)

It was discovered that the Linux kernel did not honor the UEF secure boot mode when performing a kexec operation. A local attacker could use this to bypass secure boot restrictions. (CVE-2015-7837).

Note that Tenable Network Security has extracted the preceding description block directly from the Ubuntu security advisory. Tenable has attempted to automatically clean and format it as much as possible without introducing
additional issues.

Solution

Update the affected packages.

Risk Factor

Critical

CVSS Base Score.

My Account

Account Settings Change Password API Keys

API| Keys are used to authenticate with the Nessus REST API (version 6.4 or greater) and
passed with requests using the "X-ApiKeys" HTTP header. For more details, see the API
documentation.

NOTICE: API Keys are only presented upon initial generation. Please store them in a safe
location as they can not be retrieved later and will need to be regenerated if lost.

Access Key: ea71bcd063a094b15bed768dd4590bb937b7c637c488b9f11f4fb0f8125¢c9c14

Secret Key: 0d03d32a8fb1ec7c481a22133d0a95517d017d6{944319b171171fd7d2bdd70d

Generate
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$ ansible-playbook site.yml
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [working with NesSUS rest api] ***¥kxxxxrxxxstsksxxkxk XX rxkEXEHNEEEEH KL EERXKLLLLREEEEH XL LR XX EERREEERE AL LKA EEEE KK EEEEE LKA A AR KK

TASK [download_report : export the report for given Scan M17"] XXX txksxxxxxxxXxkxxtttkt sk xiiiErrEEEnnrkttkrrk kR R EEEE KRR KRR RO AR XK X

TASK [download_report : debug] **XEsssssksxxxa s xaasks sk k kKX KXKKXLHRKEE KK KKK E XXX EHREEE KKK EE XK EEHRE R KRR AAEEEERR KA EAARE SR KA A AARE SRR KA A AR KKK

TASK [download_report : check the report status for "834426320"] *X ki kkix XX xkxaahki k¥ kKKK XX XAAKERRRI KK KKK AKKEEHRH KK KKK KHAKKEEERR KA A EARRE KA AL T AR KKK

TASK [download_report : debug] *¥*#XX stk sss X xask kX aaf X XXETHXXLLEKKLLLHHXEEEKHLEEKHXEEEKHLREKEXHEEKHLRE KL LR EHLRE KL KRR R

TASK [download_report : downloading the report Locally] *H i skt s st sis sis sisk sk ks ik ek b bk HkHE SRS KRS KSR K E RS KKK XSS S8R 88
changed: [localhost]

TASK [download_report : debug] *XX¥¥xsxxkxxxxx s xsasks sk xkx kX XXk EXHHREEEHHEHEERXKEHRK LK HHEKEXRLEEEERE LR EEEEER KRR KL KA,

PLAY RECAP ¥4 K54 kA 3k KA K XA KA A KKK KA KKK A K KA KKK KA KKK KKK XK KK XK KA KKK KA KKK KKK KKK 0K KA KK KKK KKK KKK KKK KKK KKK KKK XK
calhos : chang i
localhost chan unreachable: faile

Users

@ About
% Advanced

@& Proxy Server
From this page, you can view, create, edit, and delete users. Once created, a user is

configured with a role, which determines their scanner permissions. Additionally, each user
# Custom CA ‘ can generate a custom API key to authenticate with the REST API.

™ SMTP Server

)o

My Account
A8 Users

Name Last Login Role
akash Never System Administrator
madhu Never Standard

olduser Never Disabled

poweruser Today at 8:44 PM System Administrator
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® % O

» A

Users
< Back to Users
About

Advanced
Account Settings

Proxy Server

SMTP Server Username
Custom CA

Full Name
My Account Email
Users

Password

Role

SEV] Cancel

hodor

Hodor

hodor@Ilocalhost.local

Standard

Standard
System Administrator
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Chapter 07: Security Hardening for
Applications and Networks

$ ansible-playbook site.yml
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

R R R PP PP PP PP PP

[Gathering Facts] *#% s rk xxasn s s 6k KKK EARREE KK KKK KA AR EHHRI KKK KA AAKEEE R KA EEAARR SR AA AR A AR KA AR R SRR KX K KRS E KKK XA RR R K
[dev-sec.os-hardening : Set 0S family dependent variables] *FFXsxxxsfsssxxass K xEEEEXXLREXELHEKXHLRKKXLHREELHRKKELHREE LR KK LEEHEXEEEKKEE KR LEEEKRARE KR AR AR K

[dev-sec.os-hardening : Set 0S dependent variables] ¥ tkkxxsxxxxskkXEs K XEEEHHXEEKHLREKHXHRKKHLRKEXLHREKOLRKKELHREKERKKEEEREKEEEHHEEE R LR KR KL AR AR

[dev-sec.os-hardening : create limits.d-directory if it does not exist | sysctl-31a, Sysctl-3b] *¥¥Xakxxaskxxakk X xask kX Xak kX XEHHHKLEEKKLLEKHLLEEKHREKHLRE KK XARKKLLREK

[dev-sec.os-hardening : create sane limits.conf | sysctl-31a, SySCtl-31b] *¥XEExssxrkxxxxfxxxxxasksxkkkxxERXKLXLHKEEEHELEEXXLLEEEHEK KK IR XK EXXLEEEEERH KR E AR KK

[dev-sec.os-hardening : create login.defs | 0S-05, 0S-05h] XHKKE*kkkx XXk XHAKKEEK KKK K XXX EEHRKKK KKK XHAKKEEEH KKK KKK EEARKEEE KKK EEERR KA AKEE LKA,
alhost

TASK [dev-sec.os-hardening : find directories for MINiMizing ACCESS] **H* kK Hkkssasmi kK XK AAKREHRI KK KKK EAAKKEEHH KKK A KKK AARREEH KA AK RS SR KA A KK AARRE IR A A

TASK [dev-sec.os-hardening : minimize acCess] *¥H XXXtk Xtk X xxakk X XLXKXXXHKKKXLRKKELHRKKLEEKHKLEEKKEEEKHLRE KK XAREKHLRE KK AR EHLRR AR KRR SRS EE LKA

$ ansible-playbook -i inventory.ini main.yml --ask-pass
SSH password:

[STIGs ansible-hardening for automated security hardening] X ErxsxxkxxxxrXxEXEHHKLEEHHEXEXXKLLLLRREEH XXX EEXLLEEREEHREHEEOLHEEEEER LR OEHEEEER KA AKX

[Gathering Facts] *¥x#kkxasxxxs kkxas & K XEEEKRXEEEKHLREKHREEKKHRE KR LHEKEXRKKRLHRKEARKEELHR KRR EEEER AR EEE LSRR LSRR LSRR AR LA EEE KA AR

[ansible-hardening : Gather variables for each operating SyStem] **&kxxxxxxxxsaxksxkk kXX XXKXXLHRKEE KKK XXX XXXKEERRK KK KKK KKK XLHKEEHRK KK KKK OLHREEER KA KRR K K

[ansible-hardening : Check for check/audit MOde] **##H sk ks saasss s ki K kKK XAKKEEH KKK KK KKK HAAKEEHHH KKK HHAAEHARREEEH KA AEEARRE KA A AT EARR AR AR EA AR

[ansible-hardening : Check to see if we are booting with EFT oF UEFI] *¥X Xtk Xk £tk X xsk kX xakx X xask kX xakk XXtk HEEHHRXEEEKHLLEEKKLEEKHLEEEHXEEEKHLRE KR RHEE KRR AR

[ansible-hardening : Set facts] ***FkxxxrrxxxxtasssxkxxxERREXOLLREEEHHELEEXLLXLHHEEEEH XL L ERRLLLEERRE TR ERAE LR EEAE TR KA EEE LKA AKX

[ansible-hardening : Check if grub is present on the remote nOde] ***kKX XXXk xxiasssskkxx X kXXX XXLAKEEEKKKK KKK KXLARKEEHKK KK KX KKK LAREEEE KRR A AARE SRR KA EEAARR

[ansible-hardening : Anclude] *Fss sk aahssssmion sk k kKA ARERH R KKK K KA AR KR H R KKK K KA ARSI KKK K KRR KKK K SRR KRR KKK KRR

[ansible-hardening : Create temporary directory to hold any temporary files] **X itk xxeskx Xtk X XXskk XXtk XELHHKXLRKKELHHHKLEEKKLLEHRREEEHHEE KR LEEE KRS KRR KA AR

[ansible-hardening : Set a fact for the temporary directory] X EKEExxkxxxxfXxxxarks sk kxkEERXKLLLHREEEEHELEEXXLERRHE KRR L EEOLHEEEEER LR OLHREEER A AR KK

[ansible-hardening : nclude] *Fss sk xkk kX aasss sk kK KKK KK XXAKEEERI KKK KKK XAKEEER IR KKK EAAREEERH KA KK EAAREE SR AAEEAARE KA AT EAARE A AT EAARR

[ansible-hardening : Verify all installed RPM packages] **¥ & xxaxx itk xxak XX sk X Xk kX XXHkx X XHRKXXLKXEXHRKKLLHRKELRKKELEHRXLEEKXLEE RO REEE KRR KOEEE AR E KRR H AR

[ansible-hardening : Check for .shosts or shosts.equiv files] KHxXxxxkxxrsxxak K Xark X XXHKKKXLRKKXLHRKKXLRKKELHRKKEHRKKELEHHKEEEKHEEEHEKEEEHHREE LK EEE LA
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@TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin & = & (0]
PROJECTS / OpenSCAP
OpenSCAP
DETAILS PERMISSIONS NOTIFICATIONS
* NAME DESCRIPTION * ORGANIZATION
OpenSCAP Q, Default
*SCM TYPE PROJECT BASE PATH @ * PLAYBOOK DIRECTORY @
Manual v Ivarl/lib/awx/projects openscap v
CANCEL SAVE
@TOWER PROJECTS  INVENTORIES ~ TEMPLATES  JOBS @admin B = & O
TEMPLATES / OpenSCAP
OpenSCAP
COMPLETED JOBS | | PERMISSIONS NOTIFICATIONS
* NAME DESCRIPTION *JOBTYPE @
OpenSCAP Run M
[JJPrompt on launch
*INVENTORY @ * PROJECT @ * PLAYBOOK @
Q. prod-centos Q. OpenSCAP site.yml M

(JPrompt on launch

* MACHINE CREDENTIAL @

CLOUD CREDENTIAL @

Q. prod-centos-creds Q
(JPrompt on launch
FORKS @ LMIT @
0 2
(C)Prompt on launch
JOBTAGS @ SKIP TAGS @

(C)Prompt on launch

(D) Prompt on launch

NETWORK CREDENTIAL @
Q

*VERBOSITY @

0 (Normal) hd

OPTIONS

[")Enable Privilege Escalation &
") Allow Provisioning Callbacks @
["JEnable Concurrent Jobs @
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PROJECTS INVENTORIES

O rower

TEMPLATES

JOBS

TEMPLATES / OpenSCAP / SCHEDULES / CREATE SCHEDULE

OpenSCAP Audit

* NAME
OpenSCAP Audit

* LOCAL TIME ZONE
Asia/Kolkata M

FREQUENCY DETAILS

* EVERY

1 ~| DAYS

SCHEDULE DESCRIPTION

every day

OCCURRENCES (Limited to first 10)

11/8/2017 00:00:00 IST

11/9/2017 00:00:00 IST

11/10/2017 00:00:00 IST
11/11/2017 00:00:00 IST
11/12/2017 00:00:00 IST
11/13/2017 00:00:00 IST
11/14/2017 00:00:00 IST
11/15/2017 00:00:00 IST
11/16/2017 00:00:00 IST
11/17/2017 00:00:00 IST

DATE FORMAT © LOCAL TIME

* START DATE
By 11/08/2017

* REPEAT FREQUENCY

Day -

*END

Never M

ouTC

@ admin e

* START TIME (HH24:MM:SS)
0 o 0 ok 0

INVENTORIES

@ rover

joBS

PROJECTS TEMPLATES ~ JOBS

38 - OpenSCAP

DETAILS P
STATUS ® Successful
STARTED 11/8/2017 9:45:26 PM
FINISHED 11/8/2017 9:45:52 PM
TEMPLATE OpenSCAP
JOBTYPE Run
LAUNCHED BY admin
INVENTORY prod-centos
PROJECT OpenSCAP
PLAYBOOK siteyml
MACHINE CREDENTIAL  prod-centos-creds
FORKS 0

VERBOSITY 0 (Normal)

EXTRA VARIABLES ©

OpenSCAP

SSH password:

@admin - B» =

PLAYS @B TASKS @B HOSTS @B ELAPSED @WSI®

PLAY [all]

TASK [Gathering Facts]
ok: [192.168.1.7]

TASK [install openscap scanner]

nscap-scanner)

ap-security-guide)

TASK [run openscap]

TASK [download report]

PLAY RECAP

unreachable=0 failed=0

X

:45:

.45:

:45:

:45:

:45:

:45:

L

KEY
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@ OpenSCAP Evaluation Report

Guide to the Secure Configuration of Red Hat Enterprise Linux 7

with profile PCI-DSS v3 Control Baseline for Red Hat Enterprise Linux 7
— This is a *draft" profile for PCI-DSS v3

This guide presents a catalog of security-relevant configuration settings for Red Hat Enterprise Linux 7. Itis a rendering of content structured in the eXtensible
Configuration Checklist Description Format (XCCDF) in order to support security automation. The SCAP content is is available in the scap-security-guide
package which is developed at https //www .open-scap.org/security-policies/scap-security-guide.

Providing system administrators with such guidance informs them how to securely configure systems under their control in a variety of network roles. Policy
makers and baseline creators can use this catalog of settings, with its associated references to higher-level security control catalogs, in order to assist them in
security baseline creation. This guide is a catalog, not a checklist, and satisfaction of every item is not likely to be possible or sensible in many operational
scenarios. However, the XCCDF format enables granular selection and adjustment of settings, and their association with OVAL and OCIL content provides an
automated checking capability. Transformations of this and its checking content, are capable of providing baselines thatmeeta
diverse set of policy objectives. Some example XCCDF Profiles, which are selections of items that form checklists and can be used as baselines, are available
with this guide. They can be processed, in an automated fashion, with tools that support the Security Content Automation Protocol (SCAP). The DISA STIG for
Red Hat Enterprise Linux 7, which provides required settings for US Depariment of Defense systems, is one example of a baseline created from this guidance.

Do not attempt to implement any of the settings in this guide without first testing them in a non-operational environment. The creators of this guidance assume

no responsibility whatsoever for its use by other parties, and makes no guarantees, expressed or implied, about its quality, reliability, or any other
characteristic.

Evaluation Characteristics

Target localhost.localdomain CPE Platforms Addresses
machine

cpe/o:redhat:enterprise_linux 127.0.0.1

hel7-ds.xml [} cpe:/o:redhat:enterprise_linux 10.0.2.15
P g 8 i
URL [l cpeo:redhat:enterprise_linux 192.168.1.7
< B 0:0 0:1
k  xcodf_org.ssgprojectcontent_benchmark_RHEL-7 fe8 054 ff:feca:e48b
D fe8l 0:a00:27ff fe37 b7b6
00:00:00:00:00:00
Profile ID xcedf_org.ssgproject.content_profile_pci-dss 52:54:00:CA:E4:8B
08:00:27:37:B7:B6
Starledat _ 2017:11:08T16:19:05
e TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin & = & (0]

TEMPLATES / OpenSCAP / NOTIFICATIONS

OpenSCAP

DETAILS COMPLETED JOBS PERMISSIONS NOTIFICATIONS
Q KEY +ADD NOTIFICATION TEMPLATE

SUCCESS FAILURE

L on

NAME = TYPE %
OpenSCAP Audit Slack

ITEMS 1-10F1
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$ ansible-playbook cis.yml
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [localhost]

KA KA KK AA KRR KA KKK KKK KRR KA KKK AR KKK AR KKK KKK KKK KR KRR K KR KKK KK KKK KKK KKK KKK KKK A KK KK

TASK [Gathering Facts] ¥ xrxx xxtsss s sk x 6k K XXHRKEEE KKK KK EXKKXLHRKEE KKK KK KRR EEHREEE KRR A K EEERE AR EEEER KA EAARE SR KA A AARE SRR KA A AR KK

TASK [cis 1.1 Install Updates, Patches and Additional Security Software (Not Scored)]

L L L T T L L L T T e

changed: [localhost]

TASK [cis : Check if reboot is required] ***XFXx(xxtxkss sk X XXXk X XEHRKE LK KK XL EXXKLLLREEE KKK L EERXKLEEHREHE KRR EXLAEEEERE LKA AARE SR KA AHEE LKA AR KK
ch [localhost]
Reboot host 10 apply UPdates] **Fxksssssii s ki k Xahass sk KKk K XAAKREEHH KK KKK KK EAARREE R KA KK EAARRE KA A KT AARR KA AR R A AR KA AR AR K

Wait for the host to finish reboOting] *H*&XKakx Xtk XX xak X XARKXXXHKKXXRKKXXHRKKHLRKKXLHRKKXRKHELHRKKXEEKHEEERHEEEE LSRR EEE AL ALK AR ALK AR AR

2.1 Create Separate Partition for /tmp (Scored)] XXFXssxkxxxxxXxkxxtaxkxxkxkxxEXKKXLHNREEEHHEXEXXKLLLHEEEE KKK XL XXLEEER KRR LHEEEEEE ALK A,
2.2 - 2.4 Set nodev,nosuid,noexec option for /tmp Partition (Scored)] ***kxxxxxxxksstsk sk kxk kX XXKKXEHRRK KK KKK XXX XKEEEERE KKK XK XL LXLKEEERH KKK CLHREE LKA,

2.5 Create Separate Partition for /var (Scored)]

KA A AR E KA KA AR KR KKK KA KKK KKK KRR KKK KR KKK KKK KKK KKK KKK KA KKK KA KK KK

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name*  aws-cis-audit

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* ¢  Programmatic access

Enables an access key ID and secret access key for the AWS API, CLI, SDK, and other development tools.
AWS Management Console access

Enables a password that allows users to sign-in to the AWS Management Console.

* Required
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Set permissions for aws-cis-audit

A

S J

Copy permissions from Attach existing policies

Add user to grou
group existing user directly

Attach one or more existing policies directly to the users or create a new policy. Learn more

Create policy © Refresh

Filter: Policy type v Q security Showing 1 resuit
Policy name ~ Type Attachments »  Description
v - SecurityAudit Job function 0 The security audit template grants access to read security configuration metadata. It is useful
SecurityAudit

The security audit template grants a

cess to read security configuration metadata. It is useful for software that audits the configuration of an AWS account.

User Access key ID Secret access key
» @ aws-cis-audit AKI/ VXHkK
+DUb,

$ ansible-playbook main.yml
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [AWS CIS Benchmarks playbook] *#*#x*
TASK [Gathering Facts] #**k*xxx

TASK [installing python2] **xx*x

changed: [localhost]

TASK [installing pip] *#***

TASK [installing aws cli and ansizZhtml]

TASK [downloading and setting up prowler] ***

TASK [running prowler full scan]
changed: [localhost]

TASK [AWS CIS Benchmarks report downloaded] *

PLAY RECAP %% okok 3 ko ok ok ook ok ok ko ok ok ok ok ok Sk sk ok ok ik ke 3k bk 3k 3ok ok sk ok ok sk ko ok sk ok ok sk ko sk ok sk o ke ok o ok ok okok ok ok ok ok kok ok
localhost changed=2 unreachable=0 failed=0
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[
| N NN NS N
1D T TNy v/ 7
[P (N I N SNV ANV I A |
| | CIS based AWS Account Hardening Tool
Date: Thu Nov 9 18:57:46 UTC 2017

Colors Code for results: INFORMATIVE, OK (RECOMMENDED VALUE), WARNING (FIX REQUIRED)

This report is being generated using credentials below:
AWS-CLI Profile: [ENV] AWS API Region: [us-east-1] AWS Filter Region: [all]

Caller Identity:

| GetCallerIdentity

dommmmeman T T +
| Account| |
| Arn | arn:aws:iam:: ruser/aws-cis-audit |
| UserId | |
dommmmeman T LT TP +

0.1 Generating AWS IAM Credential Report...

[

Identity and Access Management **k#¥*kx ok ok kok ok k ok kk kkkkdk kokok ok ckokokokok dokok ok ok

1.1 Avoid the use of the root account (Scored).
INFO! Root account last accessed (password key_l key 2): 2017-11-09T18:28:52+00:00 N/A N/A

1.2 Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password (Scored)
OK! No users found with Password enabled and MFA disabled

1.3 Ensure credentials unused for 90 days or greater are disabled (Scored)
OK! No users found with password enabled

1.4 Ensure access keys are rotated every 90 days or less (Scored)
WARNING! stack has not rotated access keyl in over 90 days
OK! No users with access key 2.

1.5 Ensure IAM password policy requires at least one uppercase letter (Scored)
WARNING! Password Policy missing upper-case requirement

1.6 Ensure IAM password policy require at least one lowercase letter (Scored)

WABNTNG! P ard Palicy missing lower-case reoguirement
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$ ansible-playbook -i inventory main.yml --ask-pass

SSH passwo
PLAY [Lynis security audit playbook]

TASK [Gathering Facts]

TASK [adding lynis repo key]

TASK [installing apt-transport-https]

TASK [adding repo] **3

TASK [installing lynis] ***

TASK [audit scan the system]

changed: [192.168.1.5]

TASK [downloading report locally]
changed: [192.168.1.5]

TASK [report location]

PLAY RECAP *
192.168.1.5 : changed=2

unreachable=0

failed=0
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$ cat ./192.168.1.5-1ynis-report-2017-11-13.1og

[ Lynis 2.5.7 ]

BHARBRBRH AR BB HRRRRRRHHRHHBRBHARRR B AR BB R AR BB HHH BB BB R AR BB HHH BB BB R AR BB HARRBHH A
Lynis comes with ABSOLUTELY NO WARRANTY. This is free software, and you are
welcome to redistribute it under the terms of the GNU General Public License.

See the LICENSE file for details about using this software.

2007-2017, CISOfy - https://cisofy.com/lynis/

Enterprise support available (compliance, plugins,

interface and tools)

R R R R R R R R R R R R R R R R R R R R R R R R R R R R

[+] Initializing program

- Detecting 0S...
- Checking profiles...

Program version:
Operating system:
Operating system name:

Operating system version:

Kernel version:
Hardware platform:
Hostnhame:

Profiles:

Log file:

Report file:
Report version:
Plugin directory:

Auditor:
Language:

Test category:
Test group:

- Program update status...

[+] System Tools

Ubuntu Linux
16.04
4.4.0
x86_64
ubuntu-xenial

/etc/lynis/default.prf
/var/log/lynis.log
/var/log/lynis-report.dat
1.0
/usr/share/lynis/plugins

- Scanning available tools...
- Checking system binaries...

[ DONE ]
[ DONE ]

[ NO UPDATE ]




[+] Initializing program

Usage: lynis [options]

Command:

audit system
audit system remote <host>
audit dockerfile <file>

show
show version
show help

update info

Options:

--no-log

- -pentest

--profile <profile>
--quick (-Q)

Layout options
--no-colors
uiet (-q)
reverse-colors

Misc options

- -debug

--view-manpage (--man)
- -verbose

--version (-V)

Enterprise options
--plugin-dir "<path>"
- -upload

: Perform local security scan
: Remote security scan
: Analyze Dockerfile

: Show all commands
: Show Lynis version
: Show help

: Show update details

: Don't create a log file
: Non-privileged scan (useful for pentest)

: Scan the system with the given profile file
: Quick mode, don't wait for user input

: Don't use colors in output
: No output
: Optimize color display for light backgrounds

: Debug logging to screen

: View man page

: Show more details on screen

: Display version number and quit

: Define path of available plugins
: Upload data to central node

More options available. Run '/usr/sbin/lynis show options', or use the man page.

$ ansible-playbook -i inventory windows-security-updates.yml

PLAY [

ndows Security Updates]

TASK [Gathe ring FactS] K 2k ok ok ok ok ok ok

EEEE S S

TASK [install all critical and security updates] ***
changed:

TASK [

reboot host if required] *

changed:

PLAY RECAP

EEEE S S

changed=2

*
unreachable=0

failed=0
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$ ansible-playbook -i inventory windows-security-audit.yml
PLAY [Windows Audit Playbook] *

TASK [Gathering Facts] sk sohon ook ook oo ook oo ook o o e e K kK K K K

TASK [downloadrgudit ;Eript] *

changed:

TASK [running windows audit script] * *K A 3 *k ¥ KKK KKK KKK KK KK KK
changed:

PLAY RECAP ***x* o o K ok ok o Kk . *ook ok ek ok o K ok ok ok ok ok ok K o
changed=2 unreachable=0 failed

ANSIBLEWINDOW Audit
——

ot sreatad an 11772017 17 4058

ANSTBLEWINDOW Details

Computer Name
Computer Role
Computer Workgroup

Number of Processors
Hemory

Registered User
Registered Organisation
Last System Boot

Name
Aovng
o

s

Microsoft XPS Document Witer

NISTBLEVTNOOW
Standalone Server

WORKGROUP

Microsof Windows: Servr 2012 R2 Datacenter
c

Google:

Google Compate Engie

1
6114098
Vindows User

11/17/2017 16:57:17

Path Caption
C\Windows Remote Admin
=Y Defaut share:
Remote IPC
Location
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$ ansible-playbook main.yml --ask-sudo-pass

SUDO password:
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [Basic NMAP Scan Playbook]

TASK [check if nmap installed and install]

TASK [top ports scan]
changed: [localhost]

PLAY RECAP °
localhost : unreachable=0 failed=0

$ 1s -1

total 52

-rw-rw-r-- 1 madhuakula madhuakula 556 Nov main.yml

-rw-rw-r-- 1 madhuakula madhuakula 472 Nov nmap-scan-2017-11-14. gnmap
-rw-rw-r-- 1 madhuakula madhuakula 591 Nov nmap-scan-2017-11-14.nmap
-rw-rw-r-- 1 madhuakula madhuakula 5992 Nov nmap-scan-2017-11-14, xml
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$ cat nmap-scan-2017-11-14.nmap
# Nmap 7.01 scan initiated Tue Nov 14 21:19:32 2017 as: nmap --top-ports 1000 -Pn -oA nmap-scal
Nmap scan report for 192.168.1.1
Host is up (0.013s latency)
Not shown: 994 closed ports

STATE SERVICE

open ftp

open ssh

open telnet

open domain

open http

%m-%d 192.168.1.1 scanme.nmap.org 127.0.0.1

Nmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (0.23s latency).
Other addresses for scanme.nmap.org (not scanned): 2600:3c01::f03c:91ff:fel8:bb2f
Not shown: 986 closed ports
PORT STATE SERVICE

open ssh

open http

filtered msrpc

filtered netbios-ssn

filtered microsoft-ds

filtered rtsp

filtered exp2

filtered netvenuechat

filtered LSA-or-nterm

filtered h323g931

filtered msnp

filtered aol

filtered monkeycom
31337/tcp open Elite

Nmap scan report for localhost (127.0.0.1)
Host is up (0.06011s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

53/tcp open domain

# Nmap done at Tue Nov 14 21:20:05 2017 -- 3 IP addresses (3 hosts up) scanned in 32.50 seconds

$ ansible-playbbok main. yml
[WARNING]: Could not match supplied host pattern,

noring:

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [Advanced NMAP Scan using NSE] **

TASK [Gathering Facts]

TASK [Running Nmap NSE scan] *

changed:
changed:

[localhost]
[localhost]

PLAY RECAP

localhost

(item=http-methods)
(item=http-enum)

changed=1
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$ cat nmap-http-*.nmap

# Nmap 7.01 scan initiated Tue Nov 14 22:49:33 2017 as: nmap -Pn -p 80,443 --script http-enum -oA nmap-http-enum-results-%Y-%m-%d scanme.nmap.org
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.23s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c01::f03c:91ff:fel8:bb2f
PORT STATE SERVICE

80/tcp open http

| http-enum:

| /images/: Potentially interesting directory w/ listing on ‘'apache/2.4.7 (ubuntu)'
|_ /shared/: Potentially interesting directory w/ listing on ‘'apache/2.4.7 (ubuntu)'
443/tcp closed https

# Nmap done at Tue Nov 14 22:50:01 2017 -- 1 IP address (1 host up) scanned in 28.03 seconds
# Nmap 7.01 scan initiated Tue Nov 14 22:49:30 2017 as: nmap -Pn -p 80,443 --script http-methods -oA nmap-http-methods-results-%Y-%m-%d scanme.nmap.org
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.24s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c0l1::f03c:91ff:fel8:bh2f
PORT STATE SERVICE

80/tcp open http

| http-methods:

|_ Supported Methods: GET HEAD POST OPTIONS

443/tcp closed https

# Nmap done at Tue Nov 14 22:49:33 2017 -- 1 IP address (1 host up) scanned in 2.28 seconds

Management~

Account ID:

Summary:

Service # of Resources # of Rules # of Findings # of Checks

Directconnect 0 0 0 0

EFS 0 0 0 0
Elasticache 0 0 0 0
Elb 0 1 0 0

[71]



fine user policy allons sis:AssumeRole * ° _ _
« Policies checked: 0 « Policies checked: 4 « Policies checked: 4
« Policies flagged: 0 « Palicies flagged: 0 « Policies flagged: 0
+ Policies checked: 4 « Password policy checked: 1 « Password policy checked: 1
« Policies flagged: 0 « Password policy flagged: 1 « Password policy flagged: 1
_ NEEOIDERLEE ° _
« Password policy checked: 1 « Roles checked: 0 = Root account checked: 1
« Password policy flagged: 1 - Roles flagged: 0 - Root account flagged: 0
« Root account checked: 1 « Root account checked: 1 « Access keys checked: 4
« Root account flagged: 1 « Root account flagged: 0 = Access keys flagged: 1
« Access keys checked: 4 - Users checked: 4 = Users checked: 4
+ Access keys flagged: 0 « Users flagged: 0 « Users flagged: 0
« Users checked: 4
« Users flagged: 0
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$ ansible-playbook -i inventory main.yml --ask-pass
SSH password:

PLAY [Brakeman Scanning Playbook]

TASK [installing ruby and git] *
TASK [installing brakeman gem] *
TASK [cloning the https://github.com/OWASP/railsgoat.git]

changed: [192.168.1.5]

TASK [Brakeman scanning in action]
changed: [192.168.1.5]

TASK [Downloading the reportl]
changed: [192.168.1.5]

TASK [debug]

PLAY RECAP
192.168.1.5 changed=3 unreachable=0 failed=0

Brakeman Report

Application Rails  Brakeman Report Time Checks Performed

Path Version  Version

BasicAuth, BasicAuthTimingAttack, ContentTag, CreateWith, CrossSiteScripting, DefaultRoutes, Deserialize, DetailedExceptions,
i DigestDoS, DynamicFinders, EscapeFunction, Evaluation, Execute, FileAccess, FileDisclosure, FilterSkipping, ForgerySetting,
bt HeaderDoS, I18nXSS, JRubyXML, JSONEncoding, JSONParsing, LinkTo, LinkToHref, MailTo, MassAssignment, MimeTypeDoS,
/tmp/railsgoat 5.1.4  4.0.1 ModelAttrAccessible, ModelAttributes, ModelSerialize, NestedAttributes, NestedAttributesBypass, NumberToCurrency, QuoteTableName,
Redirect, RegexDoS, Render, RenderDoS, RenderInline, ResponseSplitting, RouteDoS, SQL, SQLCVEs, SSLVerify, SafeBufferManipulation,
SanitizeMethods, SelectTag, SelectVulnerability, Send, SendFile, SessionManipulation, SessionSettings, SimpleFormat, SingleQuotes,
SkipBeforeFilter, StripTags, SymbolDoSCVE, TranslateBug, UnsafeReflection, ValidationRegex, WithoutProtection, XMLDOS, YAMLParsing

2017-11-15

0.596077956
seconds

Summary
Scanned/Reported Total
Controllers 17
Errors 0

Ignored Warnings @

Models 12
Security Warnings 16 (12)
Templates 27

Warning Type Total

Command Injection
Cross-Site Request Forgery
Cross-Site Scripting
Dangerous Send

File Access

Format Validation

Mass Assignment

Remote Code Execution
Session Setting

NWB R R R R R R

SQL Injection
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ISecurity Warnings

Confidence Class Method Warning Type
High DashboardController change_graph Dangerous Send
High BenefitFormsController download File Access
i LiV1n: Remote Code
High Api::V1::MobileController —show Ex o
Remote Code
High V1::MobileController index Execution
Remote Code
High BenefitFormsController download e
High Session Setting
High Session Setting
High Session Setting
High UsersController update SOL Injection
Medium Benefits Benefits.make backup Command Injection
Medium UsersController user_params Mass Assignment
Medium Analytics hits by ip SQL Injection
Medium PasswordResetsController  reset_password RenoteFCodel
- Execution

Message

User controlled method execution near line 14: self.try(params[:graph])

Parameter value used in file name near line 11:
send_file(params:type].constantize.new(parans[:name]...

Unsafe reflection method constantize called with parameter value near line 9:
params| :class].classify. constantize

app/controllers/api/vl/mobile_controller.rb

5 respond_to :json

7 def show

8 if params[:class]

9 model = params[:class].classify.constantize
10 respond_with model.find(params[:id]).to_json
11 end

12 end

14| def index

Unsafe reflection method constantize called with parameter value near line 16:
params[:class].classif...

Unsafe reflection method constantize called with parameter value near line 10:
params|:type].constant. ..

Session cookies should be set to HTTP only near line 3
Session secret should not be included in version control near line 7
Session secret should not be included in version control near line 8
Possible SQL injection near line 28: User.where(“user id = '#{params[:user][:user id]}'")

Possible command injection near line 14: system(“cp #{full file name} #{data path}/bak#
{Time.zone.now.

Parameters should be whitelisted for mass assignment near line 50: params.require(:user).permit!

Possible SQL injection near line 2: select("#{col}")

Marshal.load called with parameter value near line 5: Marshal.load(Base64.decode64 (params[:user]))

$ ansible-playbbok -i inventory main.yml
PLAY [OWASP Dependency Check Playbook]

TASK [Gathering Facts]
TASK [installing pre requisuites]

TASK [downloading owasp dependency-check]
changed: [192.168.1.10]

TASK [adding symlink to the system] *
changed: [192.168.1.10]

TASK [cloning the https://github.com/psiinon/bodgeit.git]

changed: [192.168.1.10]

TASK [updating CVE database] *
changed: [192.168.1.10]

TASK [OWASP dependency-check scanni

changed: [192.168.1.10]

TASK [Downloading the report
changed: [192.168.1.10]

TASK [debug]

PLAY RECAP

192.168.1.10 changed=6

g in action] *

unreachable=0 failed=0
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»
‘) DEPENDENCY-CHECK

en sour est effort analysis of 3rd par
therwise, with regard to the analysis o

g y dependencie ortin
Any use of the tool and the reporting provided is at the

e in an AS IS condiion, and there are NO warranties, implied o
is tool, the analysis performed, of the resulting repor

s and false negatives may exist in the s perfarmed by the tool. Use of the tool ravided const acceptance
a eld lable for any damages wha of or in connection with the use of

How to read the report | Suppressing false positives | Getting Help: google group | github issues
Project: bodgeit

Scan Information (show all):

dependency-check version: 3.0.2

Report Generated On: Nov 16, 2017 at 19:46:09 +00:00
Dependencies Scanned: 52 (49 unique)

Vulnerable Dependencies: 19

Vulnerabilities Found: 108

Vulnerabilities Suppressed: 0

Display: Showing Vulnerable Dependencies (click to show all;

Highest CVE CPE Evidence
Dependency CcPE GAV Severity Count Confidence Count
servlet-apijar cpe/a:apache_tomcat:apache_tomcat:6.0.13 org.apache.tomcat:servlet-api:6.0.13 ~ High 75 Highest 15
cpe:/a:apache:tomcat:6.0.13
p ._software_| 013
selenium-server-standalone-2.43.0 jar/META- cpe:/a:apache:httpclient:4.3.4 org.apache httpcomponents:httpclient4.3.4 Medium 2 Highest 15
INF/ apache. ml
selenium-server-standalone-2.43.0 jar/META- cpe:/a:apache:httpclient4.3.4 org.apache.httpcomponents:htipmime:4.3.4 Medium 2 Highest 15
INF/ apache. i ml
selenium-server-standalone-2.43.0 jar/META-INF. - 1 321 commons-collections:commons- High 1 Highest 16
- ml collections:3.2.1
selenium-server-standalone-2.43.0 jar/META- cpe:/a:google:protobuf:2.4.1 com.google.protobuf:protobuf-java:2.4.1 Medium 1 Low 16
INF/ google.protc xml
2.43.0.jar/META i xml
Description: Types that extend and augment the Java Collections Framework.
File Path: 43.0.jar/META-| ml
MD5: 602190bb9bd6alff3cOb47b58edce76a
SHAL: c8 1ee315e734
Evidence ®
« cpe: 321 C Highest [suppress|
« maven: 321 C High

Published Vulnerabilities

CVE-2015-6420 [suppress|

Severity: High
CVSS Score: 7.5 (AV:N/AC:LIAUN/C:P/I:PIAP)

Serialized-object interfaces in certain Cisco Collaboration and Social Media; Endpoint Clients and Client Software; Network Application, Service, and Acceleration; Network and Content Security Devices; Network Management and
Provisioning; Routing and Switching - Enterprise and Service Provider; Unified Computing; Voice and Unified Communications Devices; Video, Streaming, TelePresence, and Transcoding Devices; Wireless; and Cisco Hosted
Services products allow remote attackers to execute arbitrary commands via a crafted serialized Java object, related to the Apache Commons Collections (ACC) library.

« BID - 78872

« CISCO - 20151209 in Java D Affecting Cisco Products

+ CONFIRM - www2.hpe: na-c05376917
« CONFIRM - www2.hpe. na-c05390722
« MISC - tenable 2017-14

« MISC- tenable. 201723

Vulnerable Software & Versions: (show all)

« cpeda: ; :3.2.1 and all previous versions
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$ ansible-playbbok -1 inventory main.yml

PLAY [Nikto Playbook] %k sk sksssks s

TASK [Gathering Facts] **xx*xkkkxxx

TASK [installing pre requisuites]

TASK [downloading nikto] *x*x#kkxx

TASK [Nikto scanning in action] **
changed: [192.168.1.10]

TASK [downloading the report] **xx
changed: [192.168.1.10]

TASK [debug] *FX ek ek sk sk sx ok ko x

PLAY RECAP %% ¥ sk ok sk KK K KKK kSRR RS K Sk K Sk K Kk koK Kk koK
192.168.1.10 : changed=2 unreachable=0 failed=0

idontexistdomainnamewebsite.com

/

idontexistdomainnamewebsite.com

port 80

Target IP idontexistdomainnamewebsite.com

Target hostname idontexistdomainnamewebsite.com

Target Port 80

HTTP Server Apache/2.4.7 (Ubuntu)

Site Link (Name) http://idontexistdomainnamewebsite.com:80/

Site Link (IP) http://idontexistdomainnamewebsite.com:80/

URI /

HTTP Method GET

Description Retrieved x-powered-by header: PHP/5.5.9-1ubuntu4.20

Test Links http://ldomex?stdoma\nnamewebslte.com'BO/
http://idontexistdomainnamewebsite.com:80/

OSVDB Entries OSVDB-0

URI !

HTTP Method GET

Description The anti-clickjacking X-Frame-Options header is not present.

Test Links httg://'idomex?stdomainnamewebsite.com:BO/
http://idontexistdomainnamewebsite.com:80/

OSVDB Entries OSVDB-0

URI !

HTTP Method GET

Description The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

Test Links http://'ldomex?stdoma\nnamewebslte.com:BO/
http://idontexistdomainnamewebsite.com:80/

OSVDB Entries OSVDB-0

URI /

HTTP Method GET

Description The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type

Test Links http://ldomex?stdoma\nnamewebslte.com:BO/
http://idontexistdomainnamewebsite.com:80/

| OSVDB Entries OSVDB-0
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$ ansible-playbbok main.yml
[WARNING]: Could not match supplied host pattern,

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [WPScan Playbook] **

TASK [Gathering Facts] ***
TASK [Downloading wpscanteam/wpscan docker co
TASK [creating output report file] ****

changed: [localhost]

TASK [Scanning www.idontexistdomainnamewebsite.com website using WPScan]
changed: [localhost]

TASK [WPScan report downloaded] *

localhost changed=2 unreachable=0 failed=0
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$ cat /tmp/www.idontexistdomainnamewebsite.com. txt

AYAY VAV N A |
AN AN S
NN NS NN N
| RS i [ v B S O B A |
I_1 R VU | VPR N ) |
WordPress Security Scanner by the WPScan Team
Version 2.9.4-dev
Sponsored by Sucuri - https://sucuri.net
@ _WPScan_, @ethicalhack3r, @erwan_lr, @_FireFart_

[i] Updating the Database ...
[i] Update completed.
Following redirection https://www.idontexistdomainnamewebsite.com/
[+] URL: https://www.idontexistdomainnamewebsite.com/
Started: Wed Nov 15 16:20:25 2017

robots. txt available under: ‘'https://www.idontexistdomainnamewebsite.com/robots. txt"'

Interesting entry from robots.txt: https://www.idontexistdomainnamewebsite.com/out/

Interesting entry from robots.txt: https://www.idontexistdomainnamewebsite.com/wp/out/

Interesting header: LINK: <https://www.idontexistdomainnamewebsite.com/wp-json/>; rel="https://api.w.org/"
Interesting header: LINK: <https://www.idontexistdomainnamewebsite.com/>; rel=shortl

Interesting header: SERVER: nginx

Interesting header: X-CONTENT-TYPE-OPTIONS: nosniff

Interesting header: X-POWERED-BY: PHP/7.1.11

WordPress version 4.8.3 (Released on 2017-10-31) identified from links opml
1 vulnerability identified from the version number

Title: WordPress 2.3-4.8.3 - Host Header Injection in Password Reset

Reference: https://wpvulndb.com/vulnerabilities/8807

Reference: https://exploitbox.io/vuln/WordPress-Exploit-4-7-Unauth-Password-Reset-0day-CVE-2017-8295.html
Reference: http://blog.dewhurstsecurity.com/2017/05/04/exploitbox-wordpress-security-advisories.html
Reference: https://core.trac.wordpress.org/ticket/25239

Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8295
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$ ansible-playbook -i inventory main.yml
PLAY [running common role] K K KK KKK R KKK K KKK K KK KKK R KKK R KKK R KK KKK K KKK R KK S KK S K KK K K KK R K KK K K K K K K K K K K K K K K K R K

TASK [common H insta'l_ling python 1f hot insta'l_led] K K KK R KK K R KK R KK SR KK KK R KK R KK SR KK KK K R KK K R K K K R K K K
changed: [blueserver]

changed: [greenserver]

changed: [proxy]

TASK [Common : updating and installing glt' cur'l_] KK K KK R KKK KKK R KK SR KK R KK KKK SR KK R KKK R KK K K K R KK K R K K K R K KK

[running haproxy ru'l_e] sk ok ok ke ok ok sk ok sk ok sk ok ko ok S ok sk sk ok skok ok ko ok s ok sk ok ok kK ok ko ok s ok sk ok ok ko ok ok ok S ok sk ok sk ks ko ok sk ok sk ok ok ok ok ok ko ok sk ok ok ok ok kR ok

[Gathering Facts] K K KK K K K KKK K KK R KKK R KK KKK R KKK R KK K S KK K K S KKK S KKK S KK S K KK K KK K K K K K K K K R K K K K K K K K K KK R K

[haproxy addlng haproxy repo] o ok ok ok ok ok ok ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok sk ok ok ok sk ok ok ok ok ok ok sk ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

[haproxy updating and installing haproxy] 2 3 ok ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok sk ok ok ok sk ok ok ok ok ok ok sk ok ok ok sk ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

[haproxy : updating the haproxy Configuration] KK K KK K K KK K KK K K KK K R KKK R KK R K KK R K K K R K KK R KK K K K K R K K K K K K K R K

[haproxy Starting the haproxy service] % 2 ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok sk ok ok ok ok ok ok sk ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

[running webserver role] o ok e ok ok ok ok ok ok ok ok ok ok ok sk ok ok sk ok ok ok sk ok ok ok sk ok ok ok ok ok ok sk ok ok ok sk ok ok ok sk ok ok ok ok ok ok sk ok ok ok sk ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

[Gathering Facts] % 3 ok ok ok ok ok ok ke ok ok ok ok ok ok ok ok ok ok ok sk ok ok sk ok ok ok sk ok ok ok sk ok ok ok ok ok ok sk ok ok ok sk ok ok ok sk ok ok ok ok ok ok sk ok ok ok sk ok ok ok ok ok ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok

[nginx ' installing nginx] ok ok ok ok ok ok ok ok ok ok ok kK ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ik ok ok ko ok R ok R ok R ok R ok R ok R ok kK

[nginx H Starting the nginx Service] K K KKK KK K KKK R K K R KK K KK R KK K K KKK K KK K K KK K K K K S K K K R KK K K K K K K K K K K K K R K

[% 192.168.100.100 X

C ( 192.168.100.100




$ ansible-playbook -i inventory main.yml

PLAY [Updating to GREEN deployment] *
TASK [Gathering Facts]

TASK [updating proxy configuration] **
changed: [proxyl

TASK [updating the service] *’
changed: [proxyl

TASK [debug]

PLAY RECAP *
proxy : changed=2 unreachable=0 failed=0

[% 192.168.100.100 X

C ( 192.168.100.100
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Chapter 08: Continuous Security Scanning
for Docker Containers

$ ansible-playbook -i inventory main.yml --ask-pass
SSH password:

PLAY [Docker bench security playbook]

TASK [Gathering Facts]

TASK [make sure git installed]

TASK [download the docker bench security]

TASK [running docker-bench-security scan]
changed: [192.168.1.9]

TASK [downloading report locally] *
changed: [192.168.1.9]

TASK [report location]

PLAY RECAP *
192.168.1.9 : changed=2 unreachable=0 failed=0
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$ cat ./192.168.1.9-docker-report-2017-11-09. log
Initializing Thu Nov 9 20:31:12 UTC 2017

[INFO] - Host Configuration
.1 - Ensure a separate partition for containers has been created
[NOTE] 1.2 - Ensure the container host has been Hardened
[INFO] 1.3 - Ensure Docker is up to date
[INFO] * Using 17.09.0, verify is it up to date as deemed necessary
[INFO] * Your operating system vendor may provide support and security maintenance for Docker
[INFO] 1. - Ensure only trusted users are allowed to control Docker daemon
[INFO] * docker:x:999:
Ensure auditing is configured for the Docker daemon
Ensure auditing is configured for Docker files and directories - /var/lib/docker

. Ensure auditing is configured for Docker files and directories - /etc/docker
[INFO] 1. Ensure auditing is configured for Docker files and directories - docker.service
[INFO] * File not found
[INFO] 1. Ensure auditing is configured for Docker files and directories - docker.socket
[INFO] * File not found

.10 - Ensure auditing is configured Docker files and directories - /etc/default/docker
[INFO] 1.11 - Ensure auditing is configured Docker files and directories - /etc/docker/daemon.json
[INFO] * File not found

.12 - Ensure auditing is configured Docker files and directories - /usr/bin/docker-containerd

.13 - Ensure auditing is configured Docker files and directories - /usr/bin/docker-runc

[INFO] Docker daemon configuration
- Ensure network traffic is restricted between containers on the default bridge
Ensure the logging level is set to 'info'
Ensure Docker is allowed to make changes to iptables
Ensure insecure registries are not used
Ensure aufs storage driver is not used
[INFO] Ensure TLS authentication for Docker daemon is configured
[INFO] * Docker daemon not listening on TCP
[INFO] Ensure the default ulimit is configured appropriately
[INFO] * Default ulimit doesn't appear to be set
Enable user namespace support
Ensure the default cgroup usage has been confirmed
Ensure base device size is not changed until needed
Ensure that authorization for Docker client commands is enabled
Ensure centralized and remote logging is configured
Ensure operations on legacy registry (vl) are Disabled
Ensure live restore is Enabled
Ensure Userland Proxy is Disabled
Ensure daemon-wide custom seccomp profile is applied, if needed
Ensure experimental features are avoided in production
Ensure containers are restricted from acquiring new privileges

[PASS]
[PASS]
[PASS]

NNNNNNN

N

[PASS]
[PASS]

[INFO]
[PASS]
[PASS]

NNNNNNNNNNN
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$ ansible-playbook -i inventory main.yaml
PLAY [Clair Scanner Server Setup]

TASK [Gathering Facts]

TASK [setting up clair-db]

changed: [192.168.1.10]

TASK [setting up clair-local-scan]
changed: [192.168.1.10]

PLAY RECAP * * o ¥ ok % % ok %k %k ok * % %k % % K ok %k % ok % 3
192.168.1.10 : changed=2 unreachable=0

$

$ ansible-playbook -i inventory main.yaml
PLAY [Scanning containers using clair-scanner]

TASK [Gathering Facts]

TASK [downloading and setting up clair-scanner binary]

TASK [scanning debian:sid container for vulnerabilities]

TASK [downloading the report locally]
changed: [192.168.1.10]

PLAY RECAP
192.168.1.10 : changed=2 unreachable=0
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$ cat debian\:sid-scan-report.json
{

"image": "debian:sid",

"unaproved": [
"CVE-2011-3374",
"CVE-2007-5686",
"CVE-2017-12424",
"CVE-2013-4235",
"CVE-2013-4392",
"CVE-2017-1000082",
"CVE-2017-7245",
"CVE-2017-7246",
"CVE-2017-11164",
"CVE-2010-4052",
"CVE-2010-4051",
"CVE-2015-8985",
"CVE-2017-12132",
"CVE-2010-4756",
"CVE-2016-10228",
"CVE-2017-8804",
"CVE-2016-2779",
"CVE-2012-3878",
"CVE-2011-4116",
"CVE-2016-2781",
"CVE-2011-3389",
"CVE-2005-2541"

1

"!ulnerabilities": [

"vulnerability": "CVE-2011-3374",
"namespace": "debian:unstable",
"severity": "Negligible"

"vulnerability": "CVE-2007-5686",
"namespace": "debian:unstable",
"severity": "Negligible"

"vulnerability": "CVE-2017-12424",
"namespace": "debian:unstable",
"severity": "High"

"vulnerability "CVE-2013-4235",
"namespace": "debian:unstable",
"severity": "Negligible"
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MANG
wde

$ ansible-playbook -i inventory main.yml

PLAY [anchore server setupl

TASK [Gathering Facts] *****

TASK [creating volumes]

changed: [192.168.33.60] (i /aevolume/db)
changed: [192.168.33.60] (1 /root/aevolume/config)

TASK [copying anchore-engine configuration] *?
changed: [192.168.33.60]

TASK [starting anchore-db container] **#*x*
changed: [192.168.33.60]

TASK [starting anchore-engine container] **
changed: [192.168.33.60]

PLAY RECAP * K K K * KK K K OK K KK K KK X * K K K * KK K KK X
192.168.33. : changed=4 unreachable=0 failed=0
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PROJECTS / CREATE PROJECT

NEW PROJECT

DETAILS

anchor-scan

*SCM TYPE

Git v

SOURCE DETAILS

https://gitlab.com/madhuakula/anchore-scan

SCM UPDATE OPTIONS
@ Clean
Delete on Update
Update on Launch

* NAME DESCRIPTION

*SCM URL SCM BRANCH

* ORGANIZATION

Q, Default

SCM CREDENTIAL

Q

TEMPLATES / CREATE JOB TEMPLATE

NEW JOB TEMPLATE

DETAILS

anchore-scan

* NAME DESCRIPTION

*JOB TYPE
Run v

Prompt on launch

EXTRA VARIABLES

YAML O JSON

2 scan_image_name: "docker.io/library/ubuntu:latest"
3 anchore_vars:
ANCHORE_CLI_URL: http://localhost:8228/v1
5 ANCHORE_CLI_USER: admin
6 ANCHORE_CLI_PASS: secretpassword

Prompt on launch

* INVENTORY *PROJECT *PLAYBOOK
Q. docker Q main.yml v
Prompt on launch
* MACHINE CREDENTIAL CLOUD CREDENTIAL NETWORK CREDENTIAL
Q. docker Q Q
Prompt on launch
FORKS LmIT *VERBOSITY
0 ° 0 (Normal) -
Prompt on launch
JOBTAGS SKIP TAGS OPTIONS
@ Enable Privilege Escalation
Allow Provisioning Callbacks
Enable Concurrent Jobs
LABELS




TEMPLATES

anchore-scan / SCHEDULES / CREATE SCHEDULE

docker-image-scan

* NAME * START DATE

docker-image-scan

2711172017

* LOCAL TIME ZONE * REPEAT FREQUENCY

Asia/Kolkata v Week

FREQUENCY DETAILS

* EVERY
J °

* ON DAYS
WEEKS SUN MON TUE WED

SCHEDULE DESCRIPTION
every week on Saturday

OCCURRENCES (Limited to first 10)  DATE FORMAT (O LOCAL TIME

1/12/2017 21:00:00 UTC
8/12/2017 21:00:00 UTC
15/12/2017 21:00:00 UTC
22/12/2017 21:00:00 UTC
29/12/2017 21:00:00 UTC
5/1/2018 21:00:00 UTC
12/1/2018 21:00:00 UTC
19/1/2018 21:00:00 UTC

THU FRI

SAT

* START TIME (HH24:MM:SS)
02 ~l1:30

*END

Never

JOBS / 42-anchore-scan

@® anchore-scan

SEARCH

TASK
flok

[vulnerabilities in docker.io/library/ubuntu:latest] ****ssksssssrsrssrssrs
3.60]

PLAY RECAP

0 iQok=7 0O unreachable=0  failed=0

PLAYS @  TASKS

ibuntu

ibuntu

ibuntu

HOSTS @ ELAPSED e &

A TOP

[871]




$ ansible-playbook -i inventory main.yml
PLAY [setting up vuls using docker containers] *?

TASK [Gathe ring FaCtS] ook ok sk ok ok ok ok ok ok sk ok sk sk ok ok sk ok ok ok ok ok sk ok ok skook ok ok ok ok sk ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok

TASK [vuls_containers_download : pulling containers locally] *#*¥¥xkkxks

TASK [vuls_database_download : fetching NVD database locally] *¥¥ksokkkdokikks:
changed: . . (item=2002)
[SRELLELE . . (item=2003)
changed: . . (item=2004)
changed: . . (item=2005)
changed: . . (item=2006)
changed: . . (item=2007)
changed: . . (1tem=2008)
changed: . . (item=2009)
changed: . . (item=2010)
changed: . .33. (item=2011)
changed: . .33. (item=2012)
changed: {

changed: . .33. (item=2014)
changed: . .33, (item=2015)
changed: . .33, (item=2016)
changed: .168.33.60] => (item=2017)

TASK [vuls_database_download : fetching redhat oval data] skt
changed: [192.168.33.60] (item=6)
changed: [192.168.33.60] (item=7)

TASK [vuls_database_download : fetching ubuntu oval data] *
changed: [192.168.33.60] (item=12)
changed: [192.168 .60] (item=14)
changed: [192.168.33.60] => (item=16)

PLAY RECAP *
192.168.33.60 : changed unreachabl
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$ ansible-playbook -i inventory main.yml
PLAY [scanning and reporting using vuls]

TASK [Gathering Facts] **¥*x

TASK [copying configuraiton file and ssh keys] *

TASK [running config test]
changed: [192.168.33.60]

TASK [running vuls scanner]
changed: [192.168.33.60]

TASK [sending slack report] *
changed: [192.168.33.60]

TASK [vuls webui report] *
changed: [192.168.33.60]

PLAY RECAP
192.168.33.60 : changed=4 unreachable=0 failed=0
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192-168-33-80 (ubuntu14.04)
Total: 10 (High:10 Medium:0 Low:0 ?:0)

CVE-2017-1000111
8.9 (HIGH)

Linux kernel: heap out-of-bounds in AF_PACKET sockets. This new issue 1is
analogous to previously disclosed CVE-2816-8655. In both cases, a socket option
that changes socket state may race with safety checks in packet_set _ring.
Previously with PACKET_VERSION. This time with PACKET_RESERVE. The solution is
similar: Lock the socket for the update. This issue may be exploitable, we did
not investigate further. As this issue affects PF_PACKET sockets, it requires
CAP_NET_RAW 1in the

Show more...
Installed Candidate
linux-image-3.13.0-125-generic- Not Fixed Yet

3.13.0-125.174

CVE-2017-1000112
8.9 (HIGH)

Linux kernel: Exploitable memory corruption due to UFO to non-UFO path switch.
When building a UFO packet with MSG_MORE __ ip append _data() calls

ip ufo append data() to append. However 1in between two send() calls, the append
path can be switched from UFO to non-UF0O one, which leads to a memory corruption.
In case UFO packet Llengths exceeds MTU, copy = maxfraglen - skb->Len becomes
negative on the non-UF0O path and the branch to allocate new skb is taken. This

triggers fragmentation

Show more...
Installed Candidate
linux-image-3.13.0-125-generic- Not Fixed Yet

3.13.0-125.174
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< C (© 192.168.33.60

Select setting Save Delete Clear
eatmap Count i~ CVSS Severity v CVSS Score v
Family v ScanTime v CVSS Severity Low High Unknown
CVSS Score Totals
Release v ServerName v 3 3 21 7.8 Unknown
ScanTime ServerName  Container
CvelD v Container v 2017-11-22T01:15:24+05:30 192-168-33-80 None 1 1 811
Totals 1 1 809 811
Packages v
NotFixedYet v
CwelD v
Platform v
DetectionMethod v

05. Pivot: CvelD/Packagelnfo => NotFixedYet —~ [ECEWS Delete Clear
Heatmap v Count vjt - ScanTime v.
ScanTime (1
Family v CvelD v @ EELD
o1
cvss 22T01:15:24+05:30
CvelD PackageVer NewPackageVer  NotFixedYet Changelo :15:
Relgasel CVSS Severity v ¥ 2017-11-22T01:15:24+05:30 (811) S ag 9 gelog
CVE-2009-5080 Unknown  1.22.2:5- None false None il 1
ServerName v | Packages v Apply | Cancel
CVE-2009-5147 Unknown  1.9.3.484-2ubuntu1.2- . tfalse None ot
CwelD v DetectionMethod v .
Unknown  libck OvalMatch Unknown 0.4.5-3.1ubuntu2- None false None 1 1
Platform v CVSS Score Type ¥ T al o
CVE-2011-3624 Unknown  ruby1.9.1 OvalMatch Unknown  1.9.3.484-2ubuntul.2- b t;u'"“x“w A true None
Container v PackageVer v
busybox-nitramfs  OvalMatch Unknown 21.0-1ubuntu1- None false None il 2
CVE2011.5325  Unknown
Summary v NewPackageVer v busybox-static OvalMatch Unknown  1:1.21.0-ubuntul- None false None 1l 1
libglib2.0-0 OvalMatch Unknown  2.40.2-0ubuntul- None false None i 1
CVSS Scorev | NotFixedYet v CVE20120039  Unknown
libglib2.0-data OvalMatch Unknown  2.40.2-0ubuntul- None false None il 1
CVSS (AV) ¥ Changelog v CVE20121053  Unknown  x11-common OvalMatch Unknown  1:7.7+1ubuntug.1- None false None il 1
CVSS (AC) v (CVE-2012-2663 Unknown  iptables OvalMatch Unknown 1.4.21-1ubuntul- None true None 1 1
Unknown OvalMatch Unknown 0.6.35-0ubuntu?.3- None true None 1 1
SES()v CVE2013.0157  Low utilinux OvalMatch nvd 22015 1ubuntu20.9- None true None A
S login OvalMatch Unknown  1:4.1.5.1-1ubuntud.5- None false None i 2
CVss (© CVE2013.4235  Unknown
passwd OvalMatch Unknown  1:4.15.1-1ubuntud.5- None false None il 1
CSSID li 3.13.0- 1 1
CVE20137445  High paimage3.13.0: ovaiMatch nvd 3130-125174- None true None
125-generic
CVSS (A) ¥
‘CVE-2014-0459 Unknown  liblems2-2 OvalMatch Unknown 2.5-0ubuntud.1- None false None 1 1
CVE-2014-2667 Unknown  python3.4 OvalMatch Unknown 3.4.3-1ubuntu1~14.04.5- None true None 1 1
CVE20142853  Unknown libllvm3.a OvalMatch Unknown  1:3.4-1ubuntu3- None false None 1l a
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osquery> SELECT * FROM users

uid_signed | gid_signed |

Mailing List Manager

ircd

Gnats Bug-Reporting System (admin)
nobody

libuuid
syslog
messagebus
landscape
sshd
pollinate
vagrant
colord
statd
puppet
ubuntu

colord colour management daemon

Puppet configuration management daemon,,,
Ubuntu
MysQL Server,

——
————— -

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
+

$ ansible-playbook -i inventory main.yml
PLAY [setting up osquery] **

TASK [Gather

TASK [installing osquery]
changed: [192.168.33.60]

TASK [adding osquery configuration]
changed: [192.168.33.60] (i
changed: [192.168.33.60] =

u'fim.conf', u'dst

(item={u'src

TASK [starting and enabling osquery servicel]
changed: [192.168.33.60]
EE S+ EE S

changed=3

EEE S EE S

unreachable=0

PLAY RECAP
192.168.33.60

$

director

/root

/usr/sbin

/bin

/dev

/bin

/usr/games
/var/cache/man
/var/spool/1lpd
/var/mail
/var/spool/news
/var/spool/uucp
/bin

/var/wiw
/var/backups
/var/list
/var/run/ircd
/var/lib/gnats
/nonexistent
/var/lib/1libuuid
/home/syslog
/var/run/dbus
/var/1lib/landscape
/var/run/sshd
/var/cache/pollinate
/home/vagrant
/var/lib/colord
/var/lib/nfs
/var/1lib/puppet
/home /ubuntu
/nonexistent

* K ok ok

* K ok ok

/bin/bash

/usr/sbin/nologin
/usr/sbin/nologin
/usr/sbin/nologin
/bin/sync

/usr/sbin/nologin
/usr/sbin/nologin
/usr/sbin/nologin
/usr/sbin/nologin
/usr/shin/nologin
/usr/sbin/nologin
/usr/sbin/nologin
/usr/sbin/nologin
/usr/sbin/nologin
/usr/shin/nologin
/usr/sbin/nologin
/usr/sbin/nologin
/usr/sbin/nologin

/bin/false
/bin/false
/bin/false
/usr/sbin/nologin
/bin/false
/bin/bash
/bin/false
/bin/false
/bin/false
/bin/bash
/bin/false

* K ok ok

u'/usr/share/osquery/packs/fim.conf'})
: u'osquery.conf', u'dst': u'/etc/osquery/osquery.conf'})
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162 hits New Save Open Share < @ Last15minutes 3
Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n

Add afilter +

logstash-* November 22nd 2017, 23:46:31.928 - November 23rd 2017, 00:01:31.928 —  Auto v

Selected Fields

t action e
3
t decorations.username -
t epoch
© name 234700 23480 234900 235000 235100 23 23:53¢ 23540 2 235600 2 235800 2
@timestamp per 30 seconds
2 columns.category
Time name epoch decorations.username columns.target_path columns.category columns.action action
? columns.action
November 22nd 2017, 23:59:21.000 pack_fim © ubuntu /home/ubuntu/ .ssh/.aut  homes UPDATED added
2 columnstarget_path _file_ev horized_keys. swpx
ents
Available Fields © November 22nd 2017, 23:59:21.000 pack_fim © ubuntu /home/ubuntu/.ssh/.aut  homes UPDATED added
_file_ev horized_keys. swp
Popular ents
t host November 22nd 2017, 23:59:21.000 pack_fim © ubuntu /home/ubuntu/.ssh/.aut  homes DELETED added
_file_ev horized_keys. swp
t hostidentifier ents
t path November 22nd 2017, 23:59:21.000 pack_fim © ubuntu /home/ubuntu/.ssh/.aut  homes UPDATED added
_file_ev horized_keys. swp
t type ents
©) GimEETD November 22nd 2017, 23:59:21.000 pack_fim @ ubuntu /home/ubuntu/.ssh/4913  homes DELETED added
£il
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Chapter 09: Automating Lab Setups for
Forensics Collection and Malware Analysis

$ ansible-playbook -i inventory m
PLAY [setting up VirusTotal]

TASK [Gathering Facts]
TASK [installing pip] *
TASK [checking if vt already exists] *

TASK [downloading VirusTotal api tool repol
changed: [192.168.33.21]

e dependencies]
3.21]

TASK [installing th
changed: [192.168.3

TASK [installing v
changed: [192.168.

PLAY RECAP
192.168.33.21 changed=3 unreachable=0 failed=0

TASK [virus total Scan resuls] sk ks ks ks sk sk sk sk akdaoh bk bk Rk Rk R RIS K SR SR SR SR 5K K K KK KSR SR SRR KKK KK
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B3 windowscuckoo - Settings

Serial Ports
Use

Shared Folders

[ General Network
System

Adapter 1 | Adapter 2 | Adapter3 Adapter 4
Display

& Enable Network Adapter
Storage B =

Attached to: | Host-only Adapter =
{;ﬂ Audio
Name: [vboxneto =

EP Network
@ P Advanced
=
i

User Interface

Cancel OK
x windowscuckoo - Settings

uUse

Shared Folders

@ General Network
System
Adapter 1 | Adapter 2 | Adapter 3 | Adapter 4
Display
& [Enable Network Adapter]
Storage T —
Attached to: | NAT :
{}U Audio
Name: |
B Network .
» Advanced
@ Serial Ports
=
i

User Interface

Cancel OK

[95]



windowscuckoo (One) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

]

@\Jv B, Computer »
Organize » AutoPlay Eject Properties System properties

0 Favorites 4 Hard Disk Drives (1)

Bl Desktop Local Disk (C:)
& Downloads

[ |
| Recent Places 115 GB free of 126 GB

=)
4 Devices with Remavable Storage (1)
7 Libraries <@g, CD Drive (D) VirtualBox Guest

3 Decuments ‘ Additions
DM QA 0 bytes free of 567 MB
LSIC

Uninstall or change a program

%% Oracle VM VirtualBox Guest Additions 5.1.24 Setup

Welcome to the Oracle VM

(=l o ==

VirtualBox Guest Additions 5.1.24

Setup Wizard

This wizard will guide you through the installation of Oracle

VM VirtualBox Guest Additions 5.1.24.

Itis recommended that you dose all other applications

computer.

Click Next to continue.

before starting Setup. This will make it possible to update
relevant system files without having to reboot your

E system: CDFS

o ) g ey 120AM ™
= 12372017 |

B @® &L & =il {3 S @ Rright ctrl
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windowscuckoo (One) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

-4 ][ =

=
@Qv‘ & ¢ IEUser » Downloads

Organize » “ Open v Share with + Mew folder

Name Date modified Type

0 Favorites

P Desktop | |@ agent 12/2/201710:32PM  Python File
& Downloads

=1, Recent Places

7 Libraries
3 Decuments
J? Music
| Pictures

H videos
1% Computer
&, Local Disk [C)

!? CD Drive (D) Virtual

G‘j Network

agent Date modified: 12/2/2017 10:32 PM Date created: 12/2/2017 10:32 PM
Python File Size: 12.0 KB

B @& @0 =i 0 S @ right ctrl
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windowscuckoo (One) [Running] - Oracle VM VirtualBox

File

]

Machine View Input Devices Help

Q Registry Editor

File Edit View Favorites Help

OEMInformation
QO0BE
OptimalLayout
Parental Controls
Persanalization
PhotoPropertyHandler
PnPSysprep
Policies
PreviewHandlers
PropertySystem
Reliability
RenameFiles

Run

RunOnce

Setup
SharedDLLs

Shell Extensions
ShellCompatibility
ShellserviceObjectDelaylo
Sidebar
SideBySide
SMDEn

SMI
StructuredQuery
Syncmgr
SysPrepTapi
Tablet PC
Telephony
ThemeManager
Themes
Uninstall

Name Data

<

—
_‘_!':Icuckoo python C:\Users\IEUser\Downloads\agent.py

VEORITay.ene

Ed NI ¢ v T O WE Sy BT

Edit String

==

Walue name:

Computer\HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

S DI

1244AM |
a7 ||

B @® &L & =il {3 S @ Rright ctrl
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Dashboard

Recent <f Pending Q Search Submit Import

configure >

J Low ‘

siorr  [IEEIC o
1

Process Memory Dump

FullMemory Dump

Enabie Simulted Humn ntrscion

HGH

v

matcan use

@ Dashboard

XD

> 0 a] Selection: 1/1

[ @ rootkit.ex1 745K @

Tvee

PE32 executable (GUI) Intel 80386 (for MS
Windows)

e

dosexec

745K

. j Low ‘ o

nding Q Search Submit Import

Summary

asks xt:  Viewpendingtasks  Submitagain

Tasks: Refreshes every 2.5 seconds

TaskiD Date Filename / URL Package status
3 01031212017 @ 1418 rootkitext e running
Done
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00000

0C0OOGCHOO0O0

I File rootkit.ex1
Summary

Size

Type

MD5

SHA1

SHA256

SHA512

CRC32

ssdeep

Yara

cucl ou’\z’" @ Dashboard

Recent &f Pending Q Search

& Download | 3 Resubmit sample

74.5KB
PE32 executable (GUI) Intel 80386, for MS Windows
9219e2cfcch4ccde2d8de507538b3991

181e59600d057dc6b31a3b19d74f75301a3425¢
5af3fd53aea5e008d8725¢720ead290e2e0cd485d8a953053ccfo2e5e81a94a0

Show SHA512
C782E510
None

None matched

O Information on Execution

Category Started Completed Duration Logs

FILE Dec. 3,2017,2:18 p.m Dec. 3,2017,2:18 p.m 19 seconds Show Analyzer Log
Show Cuckoo Log

Machine

Name Label Started On Shutdown On

windowscuckoo

8% Signatures

No signatures

i Screenshots

windowscuckoo 2017-12-03 14:18:04 2017-12-0314:18:22
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cucl eoﬁ( @ Dashboard := Recent &f Pending Q Search Submit Import

g Behavioral Analysis
@ Process tree v
Process contents v
o ——
Time & AP Arguments. Status Return Repeated
_exception_ 0x7fdce00 0xc367a00
f7 fo 64 8f 05 00 00 00 00 83 c4 04 31 co ff 15
div eax
rootkit.exl
0xc0000094
78095
ox41310f
458620 L 2 0
o
o
L]
2147336192

$ ansible-playbook -i inventory main.yml
PLAY [Cuckoo malware sample analysis] *

TASK [Gathering Facts]

TASK [copying malware sample to cuckoo for analysis]

changed: [172.16.1.119]

TASK [submitting the files to cuckoo for analysis]
changed: [172.16.1.119]

PLAY RECAP
172.16.1.119
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cuci 00"?’:’. @ Dashboard £= Recent #} Pending Q Search

B File v7 2.targz
Summary & Download | &> Resubmit sample
Size 566.6KB
Type gzip compressed data, from Unix
MD5 5116152c310a84f8fed491lecdealdc9dsc
SHA1 60d5185b5e32870405f02756051080b9cf5fa72d
SHA256 cae83e18665838ebebd0al73286ff059fd74d0a2a78df965bc40031bb0ed4f77

CRC32 (27BF4B4

©@00000

ssdeep None

Yara None matched

O Information on Execution
Category Started Completed Duration Logs

FILE Dec. 3,2017, 4:50 p.m. Dec. 3,2017, 4:52 p.m 129 seconds Show Analyzer Log
Show Cuckoo Log

000000

Machine

Name Label Started On Shutdown On
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« Pending Q Search Import

Insights Cuckoo

Cuckoo Installation SUBMIT URLS/HASHES

Version 204 o
SUBMIT A FILE FOR ANALYSIS Supm e

Usage statistics f

reported 0

completed 0 m
total 0
running 0

© Drag your file into the left field or click the icon to select a file.
pending 0

Systeminfo RS, o ]

FREE DISK SPACE CPU LOAD MEMORY USAGE
8% 7.4GB
8cores 14868

MISP

Threat Sharing

Login

Email Password

admin@admin.test ohove

gin
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Events

port From MISP Expor

Search Attribus Q My Events Org Events

Published Org  OwnerOrg Id  Clusters Tags #Attr Email Date Threat Level

Page 1 of 1, showing 0 records out of 0 total, starting on record 0, ending on 0

Filter

Analysis Info

Distribution

Admin %

Log out

Actions

$ ansible-playbook -i inventory main.yml
PLAY [Setting up Viper - binary management and analysis framework]

TASK [Gathering Facts]

* % X% *
u'python-pip"*,

TASK [dependencies : installing required packagesl]
changed: [192.168.33.22] item=[u'gcc', u'python-dev’,
TASK [dependencies : do ading ssdeep release] *¥¥kikkkkkiokx
changed: [192.168.33.22]

copy ssdeep setup script] *
22]

TASK [dependencies
changed: [192.168.3

TASK [dependencies
changed: [192.168.3

installing ssdeep]
22]

TASK [dependencies installing core dependencies] ****
changed: [192.168 22] item=SQLAlchemy)

changed: [192.168. 22] item=PrettyTabl

changed: [192.168. 22] item=python-magic)
changed: [192.168.33.22] (item=pydeep)

TASK [setup : downloading the release] *
changed: [192.168.33.22]

TASK [setup : installing pip dependencies]
changed: [192.168,33,22]

TASK [setup : starting viper webinterfacel]
changed: [192.168.33.22]

TASK [setup : debug]

PLAY RECAP 3 EEE TS 3 3 3 x4 A K * * K
failed=0

192. unreachable=0

168.33.

* * %

* %

u'libssl-dev', u'swig'l])

o ok ok ok %
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& C O Not secure | 192.168.33.22:9090

®

UIPERSS

Upload Sample

New_Project

Create

/@ Choose file Compression none v Tags List of Tags Upload
URL Download
URL Use Tor Tags  List of Tags Run
VT Download
VT HASH Tags Listof Tags Run
Search Samples
Name v | Search Term All Projects ~ Search
Project Main contains: 0 Files
# Name SHA256 Tags
Home / Main / 5af3fd53aea5e008d8725c720ea0290e2e0cd485d8a353053ccf02e5e81a94a0
Static Notes Modules Hex View
File Name rootkit.ex1
File Size 76288 bytes
File Type PE32 executable (GUI) Intel 80386, for MS Windows
File Mime application/x-dosexec
MD5 9219e2cfecc64ccde2d8de50753809991
SHA1 181e59600d057dc6b31a3b19d7f4{75301a3425e
SHA256 5af3fd53aea5e008d8725¢720ea0290e2e0cd485d8a953053ccf02e5e81a94a0
SHA512 8laa2fbde8567f4a3446d56a8fec8b346f9c4093f5haa32db4069644ad3fect4c6c2d749173557e5247144b92fal2ddbl4de55ca3687867d4aeadc37124c9f54
CRC32 CT782E510

sy IR

Tags: 4"
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$ tree /tmp/LOGS_*
/tmp/LOGS_blue-server
L— 192.168.100.10

history.log
term.log
auth. log
cloud-init.log
cloud-init-output.log
dpkg. log
kern.log
nginx
|: access.log
error.log
/tmp/L0GS_green-server
L— 192.168.100.20
var
L— 1log
apt
history. log
term.log
auth.log
cloud-init.log
cloud-init-output.log
dpkg. log
kern.log
nginx

I: access. log
errar.log

10 directories, 18 files

$ ansible-playbook main.yml
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [backing up the log data] * * k% k% i * Kk

TASK [ installing Sacmd 1f not insta'l_'l_ed] Xk K ok o ok ok ok K ok K K K K ok ok ok ok ok ok ok K ok o sk ok ok ok ok ok R ok
changed: [localhost] => (item=[u'python-magic', u'python-dateutil', u's3cmd'])

T ASK [ cre ate S3C md c Onf 1g f 11 e] 3 ook ok ok ok ook ok ok ok ok ok ok ok ok ok ook ok ok ok ok ke ook ok ok ok ok ok ok ok ok ok ke ook ok o ok ok ok ok ok ok ok ok ke ko
changed: [localhost]

TASK [make sure "secretforensicsdatausingansible" is avilable] *
changed: [localhost]

TASK [running the s3 backup to "secretforensicsdatausingansible"] *
changed: [localhost]

PLAY RECAP
localhost : changed=4 unreachable=0
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Amazon S3 > secretforensicsdatausingansible

Overview

‘ Q Type a prefix and press Enter to search. Press ESC to clear.

2. Upload Create folder

[] Name 7= Last modified 1=

[] [ auth.log Dec 2, 2017 5:56:00 PM GMT+0530
[] [ bootlog Dec 2, 2017 5:55:59 PM GMT+0530
[J [ cloud-init-output.log Dec 2, 2017 5:55:54 PM GMT+0530
[J [ cloud-initlog Dec 2, 2017 5:55:57 PM GMT+0530
[J [ dpkg.log Dec 2, 2017 5:55:53 PM GMT+0530
[] [ fontconfig.log Dec 2, 2017 5:55:50 PM GMT+0530
[] [ kem.og Dec 2, 2017 5:55:49 PM GMT+0530
] [ mysqllog Dec 2, 2017 5:55:47 PM GMT+0530

Size 1=

28.4 KB

5.4 KB

4.4 KB

131.4 KB

214.4KB

1015.0B

50.5 KB

0B

US West (Oregon)
Viewing 1to 8
Storage class 1=
Standard
Standard
Standard
Standard
Standard
Standard
Standard

Standard

~
(2
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Chapter 10: Writing an Ansible Module for
Security Testing

PLAY [Setting Developer Environment]

TASK [Gathering Facts]

TASK [installing prerequirements if not installed]

TASK [downloading ansible repo locally]

TASK [creating virtual environment]
changed: [172.16.1.119]

PLAY RECAP *
172.16.1.119 : changed=1 unreachable=0 failed=0

2594 [ZAP-daemon] INFO org.parosproxy.paros.extension.ExtensionLoader - Initializing Easy way to
replace strings in requests and responses

2689 [ZAP-daemon] INFO org.zaproxy.zap.extension.callback.ExtensionCallback - Started callback s

erver on 0.0.0.0:40083

2689 [ZAP-daemon] INFO org.zaproxy.zap.extension.dynssl.ExtensionDynSSL - Creating new root CA ¢

ertificate

3089 [ZAP-daemon] INFO org.zaproxy.zap.extension.dynssl.ExtensionDynSSL - New root CA certificat

e created

3091 [ZAP-daemon] INFO org.zaproxy.zap.DaemonBootstrap - ZAP is now listening on 0.0.0.0:8080
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PLAY [Testing OWASP ZAP Test Module] KAKhkAAAhkhAAAkhkhAhAhkhkhkhkhkhkhkAkhhkhkhkkhkhkrkhkhkhkhkkkhkhkkhkkkkhkkhkkkhkkrxkkkxkx

TASK [Gathe Lng Facts] KA AR A AR A AR A A A AR A Ak A A Ak A A Ak Ak Ak Ak Ak kA khkhk kA hkhk Ak hkhk kA hkhkhhkkhkkhkkhkkhkhkhkkhkhkhkhkkhkhkhkkkkkkkk
ok: [localhost]

TASK [Scan a website] KR AR A AR A AR A A A AR A Ak A A Ak A A Ak A Ak Ak Ak Ak Ak Ak Ak Ak Ak kA hkk kA kA hkhkhhkhkhkhkhkhkhkhkkhkhkhkkhkhkkhkhkhkhkkhkkkkkkkx
ok: [localhost]

PLAY RECAP **kkkhkkhkhkhkhkhhhhhhhhhhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhhhhkhkhkhhhhhkhkhkhhhkrkkkhkx
localhost : ok=2 changed=0 unreachable=0 failed=0
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Chapter 11: Ansible Security Best Practices,
References, and Further Reading

$ ansible-playbook --ask-vault -i hosts main.yml
Vault password:

PLAY [Installing MySQL server] *

TASK [mysqlsetup : se

set
changed: [192.168.33.22

mysql root password] FXXEXEXEEXEXEXCEXEELEXELRELE
1

TASK [mysqlsetup : confirm mysql root password] *
changed: [192.168.33

TASK [mysqlsetup : k *

changed: [192.168.33. > , u'mysqgl-client'])

PLAY RECAP
192.168.3 : changed=3 unreachable=0 failed=0

$ echo -n '53ff4ad63849e6977cb652763g7b7c64e2fad2a’' | ansible-vault encrypt_string --stdin-name 'api_key'

New Vault password:

Confirm New Vault password:

Reading plaintext input from stdin. (ctrl-d to end input)

api_key: !vault |
SANSIBLE_VAULT;1.1; AES256
30623561633236303231353061353365326136346165303662333762363730663561613136316133
3434393531623165323934333331396238616262616166340a643337396333663836633634656537
66303633666337653266646365613533333264353235616634633433653737323532646261633939
3863626437393730320a663737663036663332396435323962313632343639383132393766666439
33663735363464663461353138313339336264623338393863363065663530666262646466643563
6636653639663732336332363333386133346635626234303165

Encryption successful
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$ ansible-playbook --ask-vault-pass main.yml
Vault password:
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [ViewDNS domain information] ¥k kokskoksk kkokkokdok ko Kok kokok Kok ook ok Kok ok ok Kok ko ok ok ok Kok ok ok

TASK [Gathering Facts] ¥¥ ¥k s sk s doh ook kon k dooiok kKoK KKK KRR KR KKK R KKK K

TASK [getting google.com server info] ****x

TASK [debug] # %A s s ak d 4ok K A4 KRR KA KR A KR KKK A KKK AR KKK KRR X KK

PLAY RECAP ** ¥ Xk X XX KKKKXKKKKK KKK KKK KKK KRR KKK KKK KRR KRR KKK KRR KRR KKK KKK KRR KRR R KRR R KRR KKK KK
changed=0 unreachable=0 failed=0
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ALS

CREATE CREDENTIAL

DETAILS

* NAME

ORGANIZATION

mysalserver Q| Default

Machine M

TYPE DETAILS

Ask at runtime?

CANCEL

@ GALAXY ABOUT EXPLORE BROWSE ROLES BROWSE AUTHORS  SIGN IN

BROWSE ROLES

ke -k Q Relevance v AR TAGS
=
mysql nginx network_interface Ea
e Ansible e Ansible e Ansible (=)
P Enterprise_Linux, Fedora, Ubuntu P T Enterprise_Linux, Fedora, Ubuntu P Enterprise_Linux, Fedora, Ubuntu
T database, sql T web T development, networking, system
497
T4
ntp memcached redis
e Ansible e Ansible e Ansible

by o bennojoy

Enterprise_Linux, Fedora, Ubuntu P Enterprise_Linux, Fedora, Ubuntu Enterprise_Linux, Ubuntu

development s web s web
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$ ansible-galaxy --help
Usage: ansible-galaxy [delete|import|info|init|install|list|login|remove|search|setup] [--help] [options] ...

Options:

-h, --help show this help message and exit

-c, ghore-certs Ignore SSL certificate validation errors.

-s API_SERVER, --server=API_SERVER
The API server destination

, --verbose verbose mode (-vvv for more, -vvvv to enable

connection debugging)

--version show program's version number and exit

See 'ansible-galaxy <command> --help' for more information on a specific
command.

= MY ROLES

Import Your Roles from GitHub

Click the toggle next to the repository to reveal a check mark. This will add the role to Galaxy, making it visible on the Browse Roles page and allowing
anyone to download it. Removing the check mark will delete the role from Galaxy. Use settings # to enable Travis notifications and control the role

name.

If you don't see all of your roles, review and add your authorized organizations.

madhuakula/ansible-role-docker % Running

$ docker ps
IMAGE COMMAND CREATED STATUS PORTS NAMES
ansible/galaxy:develop  "/entrypoint.sh /b 8 seconds ago 7 seconds 8000/tcp galaxy_worker_1
ansible/galaxy:develop entrypoint.sh /b 8 seconds ago 8 seconds 0.0.0.0:80->8000/tcp galaxy_web_1
rabbitmq:latest locker-entrypoint 10 seconds ago 9 seconds 4369/tcp, 5671-5672/tcp, 25672/tcp  galaxy_rabbitmqg_1
memcached: latest locker-entrypoint 10 seconds ago 9 seconds 11211/tcp galaxy_memcache_1
postgres:9.5.4 docker-entrypoin 10 seconds ago 8 seconds 5432/tcp galaxy_postgres_1

4b684ab656e7 elasticsearch:2.4.1 "/docker-entrypoin 10 seconds ago 9 seconds 9200/tcp, 9300/tcp galaxy_elastic_1

- SEARCH BROWSE AUTHORS SIGN IN

= EXPLORE

Most Downloaded

Most Starred

[113 ]



ansible-galaxy install dev-sec.os-hardening

downloading role 'os-hardening', owned by dev-sec

downloading role from https://github.com/dev-sec/ansible-os-hardening/archive/4.2.0.tar.gz
extracting dev-sec.os-hardening to /home/ubuntu/.ansible/roles/dev-sec.os-hardening
dev-sec.os-hardening (4.2.0) was installed successfully

[L0CATROST] *FFHKKHK KK KKKk EHHAAA KKK KK HHHHEHHHHI KKK EFAAA AT EHHEEHHHI I K EHAAA A E R X HHH I KKK E A A H 00X KKK KKK S A 000K KKK KKK

[Gathering Facts] *¥x#krxss ks krxas £ XXLREKEXEEEKHREKHXHEKKHAREKHLREK KKK KELRR KK HARKEEERRE AR KA EE LSRR EEE LSRR AR R AR AR A AR

[dev-sec.os-hardening :

[dev-sec.os-hardening :

[dev-sec.os-hardening :

[dev-sec.os-hardening :

[dev-sec.os
s 0 alho

TASK [dev-sec.os-hardening :

TASK [dev-sec.os-hardening :

-hardening :
ost]

Set 05 family dependent variables] ¥X  xkxxxxxxxxxxasstxkxxxxkkxEXOEKEEERRKEXHELLEXHLHREEER KKK HE XKL XXLHEEEER KKK HRE LR ALK AREE KK

Set 05 dependent variables] *Fxxxssssk kkkxx XxEKREERRKKKKKX KK XXAKKEEHIHEK KKK KARREEE IR KK H KK EARRE SRR KA LT EARRE KA AL T AR KKK

create limits.d-directory if it does not exist | sysctl-31a, Sysctl-3lb] *FKxxxrxxxxxtssssxkxx XX kX Kk XXLKEEEK KKK KKK XXX LLRREEEK KKK EE KKK KLRKEEE KKK

create sane limits.conf | Sysctl-31a, SySCtL-3Lh] *Hsssssinxia s xaashs s ki kKK XAARKEEHHK KK HKAEEAARREEHH KA KK EAARR LK AAEEAARE KKK

create login.defs | 05-05, 0S-05b] **¥X*kX XXtk kX xxsk kX XHRKXXLHKKXLHEKKLEEHHXLEEKKREHHXLEEKHAREKHLREEKHAREKHLREKEARK KRR AR KRR EARK LR K

find directories for Minimizing acCESS] **¥XKXXXXXAKKEHXKKKX KKK KKXXLKKEEHKK KK HKX XK XXLHEEEHHH KK HEX K XLLHEEEERH KR A A EAHEE LKA AR KK

MINIMIZE ACCESS] * kX FHHrrHHAKKK K KKK EHHAAA KKK EHHHHHHHHI KKK EFAAA A I EHHEEHHH IS H A A K0 EH KKK S K K0 H K XX KKK
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TASK [dev
change

TASK [dev
change

TASK [dev

changed

TASK [dev

-sec.os-hardening
[localhost]

-sec. 0s-hardening
[ lhost]

-sec. 0s-hardening
lhost]

-sec.os-hardening

[localhost]

NSA 2.3.3.5 Upgrade Password Hashing ATQOrithm to SHA-512] **¥¥XXf#aaassssxx s A aaaasssxxkk kXL ARREXIOKKKERRRREXXKKKKKKKK KR AAREEIIIK KR RREEEAKK

Create profile.conf] HFxxXEskkxxakk X XXskk X XHRKKLLHRKXLHRKKLLEHHXLEEKKLEEHHREEEK KRS HHEEE K AR KR AR AR AR AR AR LR ER K

Create securetty] FXErxkkxxXrrXXXXEEXEHNRKEEHILXEXXLKLELRKE X IR XL ELXLHEEERE LR OEEEEEE R HE R EEER KA A EEEE LKA LKA K K

remove suid/sgid bit from binaries in blackliSt | 0S-06] *F¥¥xkxxxxxasssskx kxk kX XXKKEERKKK KKK KKK KXLKKEEEHK KK KKK KARKEEEHHEKEEAEEEARRE KKK

/usr/lib/openssh/ssh-keysign)

dmcrypt-get-devi
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Here are a few services that are available

Fully loaded ready to go applications

GitL,ab =~ GitLabCl Etherpad = DokuWiki ownCloud  phplPAM Mailman
Databases

PosigreSQL  MariaDB = Redis Memcached  Elasticsearch
Programming languages

Ruby Golang Java NodelJS  PHP

Web application deployment

nginx  Apache  RubyOnRails

Service monitoring and logging

LibreNMS  monit = rsyslog

Networking

dnsmasq DHCP Radvd ferm  postfix SMS = SSH NFS  Samba
Virtualization

LXC  Docker libvirt

Backup and encryption

Safekeep  BoxBackup encFS @ cryptsetup SKS =~ Monkeysphere
Security

PKI  dhparam  slapd

Tinc
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