Chapter 1: PowerShell Fundamentals
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EN Administrator: Windows PowerShell

Remove-MsolUser
Reset-MsolStrongAuthenticationMethodByUpn
Reset-MsolSstrongAuthenticationMethodByUpn
Restore-MsolUser

Restore-MsolUser

Set-MsolADFSContext
Set-MsolAdministrativeUnit
Set-MsolAdministrativeUnit
Set-MsolCompanyContactInformation
Set-MsolCompanyContactInformation
Set-MsolCompanySecurityComplianceContactInforma. ..
Set-MsolCompanySecurityComplianceContactInforma. ..
Set-MsolCompanySettings
Set-MsolCompanySettings
Set-MsolDeviceRegistrationServicePolicy
Set-MsolDeviceRegistrationServicePolicy
Set-MsolDirSyncConfiguration
Set-MsolDirSyncConfiguration
Set-MsolDirSynceEnabled
Set-MsolDirsyncenabled
Set-MsolDirsyncFeature
Set-MsolDirsSyncFeature

Set-MsolDomain

Set-MsolDomain
Set-MsolDomainAuthentication
Set-MsolDomainAuthentication
Set-MsolDomainFederationSettings
Set-MsolDomainFederationSettings
Sset-MsolGroup

Sset-MsolGroup
set-MsolPartnerInformation
set-MsolPartnerInformation
Set-MsolPasswordPolicy
Set-MsolPasswordPolicy

Set-MsolS icePrincipal
Set-MsolServicePrincipal
Set-MsolSettings

Set-MsolSettings

set-MsolUser

set-MsolUser

Set-MsolUserLicense

Set-MsolUserLicense
Set-MsolUserPassword
Set-MsolUserPassword
Set-MsolUserPrincipalName
Set-MsolUserPrincipalName
Update-MsolFederatedDomain
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EN Administrator: Windows PowerShell
PS C:\WINDOWS\system3Z2>|Get-TimeZone

Id Eastern Standard Time

DisplayName (UTC-05:00) Eastern Time (US & Canada)
StandardName Eastern Standard Time

Day1ightName Eastern Daylight Time

BaseUtcOffset -05:00:00

SupportsDaylightSavingTime True

PS C:‘\WINDOWS\system32> _




EX Administrator: Windows PowerShell
PS C:\WINDOWS\system3Z2>

Id

DisplayName

standardName

Day 1ightName

BaseUtcOffset
SupportsDaylightsavingTime

1id

DisplayName

standardName

Day 1ightName

BaseUtcOffset
SupportsDaylightsavingTime

1d

DisplayName

standardName

Day 1ightName

BaseUtcOffset
SupportsDaylightsavingTime

1d

DisplayName

StandardName

Day 1ightName

BaseUtcOffset
supportsDaylightsavingTime

1id

DisplayName

StandardName

Day 1ightName

BaseUtcOffset
SupportsDaylightSavingTime

1d

DisplayName

StandardName

Day11ightName

BaseUtcOffset
SupportsDaylightSavingTime

PS C:\WINDOWS\system32> _

Get-TimeZone

Pacific Standard Time (Mexico)
(UTC-08:00) Baja california
Pacific Sstandard Time (Mexico)
Pacific Daylight Time (Mexico)
-08:00:00

True

Standard Time
0) pPacific Time (US & Canada)
Pacific standard Time
Pacific Daylight Time
-08:00:00
True

Pacific
(utc-0

SA Pacific Standard Time

(uTC-05:00) Bogota, Lima, Quito, Rio Branco
SA Pacific Standard Time

SA Pacific Daylight Time

-05:00:00

False

Standard Time
antiago

Standard Time

Daylight Time

Pacific SA
(uTC-04:00;
Pacific SA
Pacific SA
-04:00:00
True

west Pacific Standard Time
(UTC+10:00) Guam, Port Moresby
west Pacific Standard Time
west Pacific Daylight Time
10:00:00

False

Central Pacific Standard Time
(UTC+11:00) solomon Is., New Caledonia
Central Pacific standard Time

Central Pacific Daylight Time

11:00:00

False




EX Administrator: Windows PowerShell

S C:\WINDOWS\system32>

1d

DisplayName

StandardName

Day1ightName

BaseUtcoffset
supportsbDaylightsavingTime

1d

DisplayName

standardName

Day 1ightName

BaseUtcOffset
SupportsDaylightSavingTime

1d

DisplayName

StandardName

Day 17 ghtName

BaseUtcOffset
SupportsDaylightSavingTime

1d

DisplayName

SstandardName

Day 1ightName

BaseUtcOffset
supportsDaylightSavingTime

1d

DisplayName

standardName

Day |1ightName

BaseUtcOffset
SupportsbDaylightsavingTime

1d

DisplayName

StandardName

Day 1ightName

BaseUtcOffset
SupportsDaylightSavingTime

1d
DisplayName
StandardName
Day 1ightName
BaseUtcOffset

Get-TimeZone

Dateline Standard Time

(UTC-12:00) International Date Line West
Dateline Standard Time

Dateline Daylight Time

-12:00:00

False

uTCc-11

(uTC-11:00) Coordinated Universal Time-11
uTc-11

uTCc-11

-11:00:00

False

Aleutian Standard Time
(UTC-10:00) Aleutian Islands
Aleutian Standard Time
Aleutian Daylight Time
-10:00:00

True

Hawaiian Standard Time
(UTC-10:00) Hawaii
Hawaiian Standard Time
Hawaiian Daylight Time
-10:00:00

False

Marquesas Standard Time
(UTC-09:30) Marquesas Islands
Marquesas Standard Time
Marquesas Daylight Time
-09:30:00

False

Standard Time
00) Alaska
Alaskan Standard Time
Alaskan Daylight Time
-09:00:00

True

Alaskan
(UTC-09:

uTCc-09

(UTC-09:00) Coordinated Universal Time-09
uTCc-09

uTCc-09

-09:00:00




EX Administrator: Windows PowerShell

Get-TimeZone

[

Write-Host ' 1 a
The current timezone is (UTC-05:00) Eastern Time (US & Canada)
PS C:\WINDOWS\system32:

EX Administrator: Windows PowerShell = o x

Get-Help Get-Service

SYNOPSIS
Gets the services on a local or remote computer

SYNTAX
Get-Service [-ComputerName i [-DependentServices] splayName ring[]> [-Exclude <String[]>]
[-Include tring[]>] [-RequiredServices] [<CommonParameters:>]

Get-Service [-ComputerName tring[ [-DependentServices] [-Exclude tring[]>] [-Include <String[]>]
[-Inputobject erviceController[]>] [-RequiredServi ommonParameter

Get-Service [[-Name] ring[]>] [-ComputerName < ring[1> [-Dependentservices] [-Exclude <Stringl[]: [-IncTlude
string[]>] [-Require rvices] [<CommonParameters:>]

DESCRIPTION
The Get-Service cmdlet gets objects that represent the services on a local computer or on a remote computer,
including running and stopped services.

You can direct this cmdlet to get only particular services by specifying the service name or display name of the
services, or you can pipe service objects to this cmdlet.

RELATED LINKS
Online Version: http://go.microsoft.com/fwlink/?7Link1d=821593
New-Service
Restart-Service
Resume-Service

Suspend-Service

REMARKS
To see the examples, type et-help Get- vice -examples
For more information, type get-help Get-Service -detailed
For technical information, type: "get-help Get-Service -full".
For online help, type: "get-help Get-Service -online"

C: \WINDOWS\system3




[ Get-Service x
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Table of contents ‘ Get SerVice

¥ Microsoft.PowerShell. Management

Add-Computer e JuanPablo Jofre | Last Updated: 6/9/2017 | 3 Contributors % > ﬁ

Add-Content

Checkpoint-Computer SYNOPS'S

Clear-Content
Gets the services on a local or remote computer.
Clear-EventLog

Clear-Iltem SYNTAX
Clear-ttemProperty

Default (Default)

Clear-RecycleBin

Complete-Transaction
P Get-Service [[-Name] <String[]>] [-Computerlame <String[]>] [-DependentServices] [-RequiredServices]

Comvert-rath [-Include <String[]>] [-Exclude <String[]>] [<CommonParameters>]
Copy-ltem
Copy-itemProperty DisplayName

Debug-Process

Disable-ComputerRestore Get-Service [-Computeriame <String[]>] [-DependentServices] [-RequiredServices] -DisplayMame <String[]>
[-Include <String[]>] [-Exclude <String[]>] [<CommonParameters>]
Enable-ComputerRestore

Get-Childitem

Get-Clipboard InputObject




EX Administrator: Windows PowerShell — [m] x
C: \WINDOWS\system32:

TypeName: System.ServiceProcess rviceController

MemberType Definition
NE asProperty Name erviceName
RequiredServices AliasProperty Require rvices = ServicesDependedon
Disposed Event System.EventHandler Disposed(System.Object, System.EventArgs)
Close Method void Close()
Continue Method void Continue()
CreateObjref Method System.Runtime.Remoting.0ObjRef CreateObjRef(type requestedType)
Dispose Method void Dispose(), void IDisposable.Dispose()
Equals Method bool Equals(System.Object obj)
ExecuteCommand Method void ExecuteCommand(int command)
GetHashCode Method int GetHashCode()
GetLifetimeService Method System.Object GetLifetimeService()
GetType Method type GetType()
InitializeLifetim rvi Method System. Object InitializelLifetimeService()
Pause Method void Pause()
Refresh Method void Refresh
art Method void Start(), void Start(string[] args)
S Method void Stop(
WaitForStatus Method void WaitForStatus(System.ServiceProcess.ServiceControllerStatus desire
CanPauseAndContinue Property bool CanPauseAndContinue {get;}
CanShutdown Property b utdown {get;
CanStop Property b op {get;}
Container Property .ComponentModel.IContainer Container {get;}
Dependen rvices Property ServiceProcess.ServiceController[] DependentServices {get;}
DisplayName Property string DisplayName {get;set;}
MachineName Property string MachineName {get;set;}
ServiceHandle Property System.Runtime. InteropServices.SafeHandle ServiceHandle {get;}
ServiceName Property string ServiceName {get;set;}
rvi cesDependedOn Property stem.ServiceProcess.ServiceController[] ServicesDependedon {get;}
Property stem.ServiceProcess.serviceType serviceType {get;}
Property omponentMode] . ite {get;set;}
StartType Property erviceProcess. vicestartMode S tartType {get;}
atus Property erviceProcess. ceControllerstatus Status {get;}
ToString riptMethod C

C: \WINDOWS\system3

EX Administrator: Windows PowerShell = u] hd
C:\WINDOWS\system32> |Get-TimeZone | Get-Member

TypeName: System. TimezZoneInfo

MemberType Definition
Equals Method bool Equals(System.TimeZoneInfo other), bool Equa]s(wystem Object obj), bool I.
GetAdjustmentRules Method System. TimeZoneInfo+AdjustmentRule[] GetAdjustmentRules()
GetAmbiguousTimeOffsets Method timespan[] GetAmbiguousTimeOffsets(System.DateTimeOffset dateTimeOffset), time.
GetHashCode Method int GetHashCode()
GetObjectData Method void ISerializable.GetObjectData(System.Runtime.Serialization.SerializationInf.
GetType Method type GetType(
GetUtcoffset Method timespan GetUtcOffset(System.DateTimeOffset dateTimeOoffset), timespan GetUtcof.
HassameRules Method bool HassameRules (System.TimeZoneInfo other)
Method bool b ousTime(System.DateTimeOffset dateTimeOffset), bool IsAmbiguousTi.
Method bool htSavingTime (System.DateTimeOffset dateT'lmeOﬂ'set) bool IsDaylig.
Method bool IsInvalidTime tetime dateTime)
Method void alizationCallback.OnDeserialization(System.Object sender)
ToSerializedString Method string ToSerializedstring()
ing Method string ToString()
BaseUtcOffset Property timespan BaselUtcOffset {get;}
Day1ightName Property string DaylightName {get;}
DisplayName Property string DisplayName {get;}
d Property string Id {get;}

tandardName Property string andardName {get;}
i ingTime Property b ppor ights ngTime {get;}
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EX Administrator: Windows PowerShell
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EN Administrator: Windows PowerShell
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.\Chap01_pemo06.psl

[ Usersinfo cav 3 l

Q{ Ch\Demaot\Usersinfo.csv - Notepad++
File Edit 5Search View Encoding Language

o = =] olg]| G|

Settings  Tools Macro

|#h % | % %@

Run  Plugins

=
i

Window 7

EPEPpa®®

2 Allan,

Steiner, Finance, Seattle,

USA

Bob, Smith,Marketing, London, England
4 Carlos, Grilo, Operations, Paris,
5 Sanjay, Shah, Human Resouce, New York, USA

France

1 FirstName,LastName,Department,O0ffice,Location




Q{ ChDemo\Chap01_Demo02.ps1 - Notepad++

File Edit Search View Enceding Language Settings Tools Macro Run Plugins  Window 7

PYe=] C] QLB]| D|E_’) |mbﬁ| % 3|‘—'.‘I.E_‘I.|it' EREAEDE
|=l Chap01_Demo02ps1 E3 l

@]

1 Function generateUserName (§firstName, $lastName) {

2 SuserName = $firstName + "." + $lastName

3 Return $userName;

4 }

6 $userInformation = import-csv 'C:\Demo\UsersInfo.csv'
2 Hforeach($user in $userInformation) {

9 $firstName = $Suser.FirstName
10 $lastName=5user.LastName
11 $department =$user.Department
12 Soffice=%user.0ffice

3 $Location=$%user.Location
14 $userName = generateUserName $firstName $lastName
15 Write-Host “The generated user name is “ $userName

16 L}




EX Administrator: Windows PowerShell - m] ped
Demo> |Get-Help Import-C

NAME
Import-Csv
SYNOPSIS
Creates table-like custom cbjects from the items in a csv file.

SYNTAX
Import-Csv [[-Path] <String[]>] [[-Delimiter] <Char>] [-Encoding {Unicode | UTI | UTF8 | ASCII | UTF32 |
Bigendianunicode | Default | OEM}] [-Header tring[]>] [-LiteralPath tring[]1>] ommonParamete

Import-Csv [[-Path] tring[]>] [-Encoding {Unicede | UTF7 | UTF8 | ASCII | UTF32 | BigEndianUnicode | Default |
0OEM}] [-Header g [-LiteralPath <String[]>] -UseCulture ommonParameter

DESCRIPTION
The Import-Csv cmdlet creates table-like custom objects from the items in C files. Each column in the csv file
becomes a property of the custom object and the items in rows become the property values. Import-Csv works on any
C file, including files that are generated by the Export-Csv cmdlet.

You can use the parameters of the Import-Csv cmdlet to specify the column header row and the item delimiter, or
direct Import-Csv to use the list separator for the current culture as the item delimiter.

You can also use the ConvertTo-Csv and ConvertFrom-Csv cmdlets to convert objects to C strings (and back). These
cmdlets are the same as the Export-cC and Import-Csv cmdlets, except that they do not deal with files.

Beginning in Windows Powershell 3.0, if a header row entry in a / file contains an empty or null value, Windows
hell inserts a default header row name and displays a warning message. In previous versions of Windows
ell, if a header row entry in a C file contains an empty or null value, the Import-Csv command fails.

RELATED LINKS
online Version: htt| o.microsoft. com/fwlink/?LinkId=821815
ConvertFrom-Csv
ConvertTo-Csv
Export-Csv

REMARKS
To see the examples, type: "get-help Import-Csv -examples"
For more information, type: "get-help Import-Csv -detailed
For technical information, typ get-help Import-Csv -full
For online help, type: "get-help Import-Csv -online

Demo> _

EX Administrator Windows PowerShell

\Chap01_bDemo02.ps1l
generated user name is Allan.Steiner
generated user name is Bob.Smith
generated user name is Carlos.Grilo

generated user name is Sanjay.Shah




Chapter 2: Managing Office 365 with
PowerShell
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Microsoft Online Services Sign-In Assistant for IT Professionals RTW

Select Language: English v Download

The Microsoft Online Services Sign-In Assistant provides end user sign-in capabilities to
Microsoft Online Services, such as Office 365.

@ Details
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@ Install Instructions

Choose the download you want

File Mame Size

en\msoidcli_32.msi 4,1 MB

| emmsoidcli_64.msi 59 MB




ﬁ Micresoft Online Services Sign-in Assistant Setup — *

MICROSOFT SOFTWARE LICENSE TERMS e
MICROSOFT ONLINE SERVICES SIGH-IN ASSISTANT
These license terms are an agreement between Microsoft Corporation (or based on

where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any.

W

Privacy Statement

[]1 accept the terms in the License Agreement and Privacy Statement

Print Back B Install Cancel

<

C [® connectmicrosoft.comysite

Home Dashboard Directory  Help

AZURE ACTIVE DIRECTORY CONNECTION HOME

Download Details

| Azure Active Directory Connection |

Reminder: You must accspt o

order to use this softuare. You cannot distributs downiosd package
Title

Azure Active Directory Bowershell V1
Release Date
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Version
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BN Windows PowerShell = a
PS C:\Users\pgbhoyar> Get-Module | Select-Object Name, Path

Name Path

Microsoft.Powershell.Management C:\Windows\system32\WindowsPowerShell\vl.0\Modules\Microsoft.Powershell.Management\M
Microsoft.Powershell.Security
Microsoft.Powershell.utility

C:\Windows\system32\WindowsPowersShe11\vl.0\Modules\Microsoft.PowerShell.Security\Mic
C:\Windows\system32\wWindowsPowershe11\vl.0\Modules\Microsoft.Powershell.utility\Micr
Microsoft.wSMan.Management C:\Windows\system32\WindowsPowerShe1l\vl.0\Modules\Microsoft.wSMan.Management\Micros
Msonline C:\Windows\system32\WindowsPowerShe11\vl.0\Modules\MSOnT1ine\MSOn1ine.psdl
PSReadline C:\Program Files\WindowsPowershel1\Modules\PSReadline\1l.2\PSReadLine.psml

PS cC:\Users\pgbhoyar>

EN Windows Azure Active Directory Module for Windows PowerShell i

PS C:\Users\pgbhoyar\Desktop> $cred = Get-Credential_

PS C:\Users\pgbhoyar\Desktop> $cred = Get-Credential

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:
Credential

Enter your credentials.

User name: |ﬂ bgbhoyar @pgbhoyar.onm V| .

Password: | sesssnens |

G

E¥ Windows Azure Active Directory Module for Windows PowerShell R O

PS C:\Users\pgbhoyar\Desktop> $cred = Get-Credential

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:

Credential
PS C:\Users\pgbhoyar\Desktop> Connect-MsolService
PS C:\Users\pgbhoyar\Desktop> _




EX Windows Azure Active Directory Medule for Windows PowerShell
Get-Credential

cmdlet Get-Credential at command pipeline position 1
upply '
redential

Desktop> Get-Credential

cmdlet Get-Credential at command pipeline position 1
for the following paramet :

\Desktop> Connect-M
\Desktop> Get-MsolUse

Description

dministra

le has full

eration in ..




N Windows Azure Active Directory Module for Windews PowerShell - [m]

7-4571-818b-6
Baf8-de 95

6-44ba-87

968-8ae

redential

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameter
Credential




E¥ Windows Azure Active Directory Module for Windows PowerShell

ktop>|New-MsolUser

*PrincipalName




Chapter 3: Azure AD and Licensing
Management

PS C:\Windows\system32> Import-Module MSOnline
PS C:\Windows\system32> $cred Get-Credential

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:
Credential

Windows PowerShell credential request

f*}
A\

Enter your credentials.

User name: |§ 4533057, onmicrosaft. com| V| e

Password: | sesssnnnes |

EN Administrator: Windows PowerShell

PS C:\Windows\system32> Import-Module MSOnline
PS C:\Windows\system32> $cred Get-Credential

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:
Credential

PS C:\Windows\system32>|Connect-MsolService

PS C:\Windows\system32>

PS C:\Windows\system32> get-MsOlUser

UserPrincipalName DisplayName 1isLicensed

alans@CIE9589057.onmicrosoft.com Alan Steiner True




E¥ Administrator: Windows PowerShell — a X
:\Windows\system32> Get-MsolUser > CorporateMarketingUsers.txt

:\Windows\system32> Get-MsolUser > CorporateMarketingusers.csv
PS C:\Windows\system32> _

E® Administrator: Windows PowerShell

PS C:\Windows\system32>| Get-MsolAccountSku

AccountskuId ActiveUnits wWarningunits Consumedunits
:ENTERPRISEPREMIUM
: PROJECTPREMIUM

:EMS 2
:PROJECT_MADEIRA_PREVIEW_IW_SKU 10000

PS C:\Windows\system32> _

BN Administrator: Windows PowerShell - o x
PS C:\Windows\system32> New-MsolUser

Password UserPrincipalName DisplayName isLicensed

bobsmith@CIE9589057.onmicrosoft.com Bob Smith False

PS C:\Windows\system32>

N Administrater: Windows PowerShell - [m] X
PS C:\Windows\system32> New-MsolUser

Password UserPrincipalName DisplayName isLicensed

bobsmith@CIE9589057. onmicrosoft.com Bob Smith True

PS C:\Windows\system32>

EX Administrator: Windows PowerShell
PS C:\Windows\system32> [Get-MsolUser bobsmith@CIE9589057.onmicrosoft.com

UserPrincipalName DisplayName isLicensed

bobsmith@CIE9589057.onmicrosoft.com Bob Smith True

PS C:\Windows\system32> _




1] Office Admin center - Ac X - x

<« C [ @ secure [nttpsy//portalofiice.com/a

Office 365 = Admin center Administrator

Contoso

@ Home

User name Status

2 users

P I Bob Smith bobsm Office 365 Enterprise £5
Contacts
Guest users
Deleted users {- User ® Types of users ® Filters
Data migration Users are people in your organization who Different types of users and accounts can use Learn how filtering will help you keep this list
can access Office 365. Office 265 in distinct ways. under control — before it gets teo long.
E¥ Administrator: Windows PowerShell - u} x

PS C:\Windows\system32> Set-MSOLUserLicense
PS C:\Windows\system32> Get-MsolUser
UserPrincipalName DisplayName |isL

bobsmith@CIE9589057.onmicrosoft.com Bob Smith True

PS C:\Windows\system32>

BN Administrator: Windows PowerShell - [m}] X
PS C:\Windows\system32> Set-MsolUserLicense

PS C:\Windows\system32> Get-MsolUser
UserPrincipalName DisplayName |isLicensed

bobsmith@CIE9589057.onmicrosoft.com Bob Smith False

PS C:\Windows\system32>

EX Administrator: Windows PowerShell — a X
S\Windows\system32> Get-MSolAccountsku

AccountskuId ActiveUnits WarningUnits ConsumedUnits

:ENTERPRISEPREMIUM
CIE9589057 :PROJECTPREMIUM
CIE9589057 :EMS
CIE9589057 : PROJECT_MADEIRA_PREVIEW_IW_SKU

NN N

PS C:\Windows\system32> Set-MsolUserLicense

PS cC:\Windows\system32> _




EN Administrator: Windows PowerShell

ku Get-MSO |AccountSku
u.ServiceStatus

ProvisioningStatus

PendingProvisioning
PendingProvisioning
Success
Success

iccess

STREAM_0365_E5
THREAT_INTELLIGENCE
Deskless
FLOW_0365_P3
POWERAPPS_0365_P3
TEAMS1
ADALLOM_S_0365
EQUIVIO_ANALYTICS
LOCKBOX_ENTERPRISE
EXCHANGE_ANALYTICS
SWAY

ATP_ENTERPRISE

MCOEV

MCOMEETADV
BI_AZURE_P2
INTUNE_0365
PROJECTWORKMANAGEMENT
RMS_S_ENTERPRISE
YAMMER_ENTERPRISE
DFFICESUBSCRIPTION
MCOSTANDARD
EXCHANGE_S_ENTERPR
SHAREPOINTENTERPRIS
SHAREPOINTWAC
SHAREPOINTWAC
SHAREPOINT_PROJECT
SHAREPOINTENTERPRISE
PROJECT_CLIENT_SUBSCRIPTION
RMS_S_PREMIUM

INTUNE_A
RMS_S_ENTERPRISE
AAD_PREMIUM

MFA_PREMIUM
PROJECT_MADEIRA_PREVIEW_

Success
PendingActivation
Success
Success

IW Success

PS C:\WINDOWS\system32> _

<«

Office 365

Home

Users

Active users

Contacts.

Guest users

Deleted users

Data migration

Admin center

ews | All users v

Display name. A

Alan Steiner

Alicia Thomber aliciat@CIE958905

Allie Bellew allieb@CIE958!
Amy Alberts amya@CIE958!
Anne Weiler annew@CIE

Carlos Grilo carlosg@C

onmicrosoft.com

9057.onmicrosoft.com
9057.onmicrosoft.com
89057.onmicrosoft.com

'CIE2589057.0nmicrosoft.com

Status

Dynamics 365
Dynamics 365
Dynamics 365
Dynamics 365
Dynamics 365

Dynamics 365

Financia

Financials

Financials

Financials fo.

Financials fo..

als fo..

g

Financials fo..




Chapter 4: Managing SharePoint Online
Using PowerShell

E¥ Windows PowerShell - O %

PS C:\temp> Set-ExecutionPolicy Unrestricte CurrentUser

Execution Policy Change ) )
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expi
you to the security r bout_Execution_Policies help topic at

go.microsoft. com LinkID=135 . Do you want to change the execution policy?
[A] Yes to All ] [L] No to A1l [S] Suspend [?] Help (default i ]
emp> Get-ExecutionPolicy
Unrestricted

PS5 C:\temp> (5F [ nTable.PSVersion.Major
Write-Er

PSVersion

PSEdition
PSCompatibleVersions

Bui 1dVersion

CLRVersion
WsManStackVersion
PSRemotingProtocolVersion
SerializationVers

¥ SharePoint Online Management Shell 1/21/2017 10:47 PM  Sh

F¥ SharePoint Online Management Shell Properties

Colors Security Details Previous Versi
General Shortcut Options Fort Lay

"! SharePoint Online Management Shell

Target type: Application

Target location: v1.0

Tanget: and "Import-Module Microsoft.Online. Share Point.




E¥ Windows PowerShell - O X

PS C:\temp> & ] Get-Module Microsott.Online.SharePoint.PowerS
PS C:\temp> ile.Version

Major Mino Build Rewvision

1

PS C:\temp> _

Test 2

test2@mytest321.onmicrosoft.

Edit user roles

User (no administrator access)
Global administrator
®) Customized administrator
Billing administrator
Exchange administrator
Password administrator
Skype for Business administrator
Power BI service administrator
Service administrator
«/| SharePoint administrator

User management administrator




Sign in to your account

Management Shell

Microsoft SharePoint Online

Work or school, or personal Microsoft account

|Emai] or phone

Password

Can't access vour account?

7 Microsoft

Terms of use  Privacy & Cookies

B® Microsoft

B Windows PowerShell ISE O b4
Eile Edit Miew Tools Debug Add-ons Help
U@ Hd 4 Bx 90c 3B | = 8 53O0 &,
| Connectps1 X | &
1 FIif ($PsversionTable PSVersion Major 3{ ~
2 wWrite-Error 'Powershell 3 is required!’
3 return;
4
5
6 Eif ((Get-Module Microsoft.online.SharePoint.Powershell).Count 0 {
7 Write-Host 'Loading SharePoint.Powershell’
8 Import-Module Microsoft.0Online.SharePoint.Powershell -DisableNameChecking
9
10

11 $adminur] "https://mytest321l-admin.sharepoint.com’

13 Connect-SPOService -Url Sadminurl

15 Wwrite-Host "Connected to fadminurl"™ -ForegroundColor Green

Ln 15 Col 59

100%




E Windows PowerShell ISE
File Edit

e oH o4&

View Tools Debug Add-ons Help

B x| 9 ¢ b 2 B = i

BB oo

ListCommands.ps1 X | Connect.psi ]

$moduTe

= Get-Module Microsoft.online.SharePoint.Powershell;

fcommands = $module.ExportedCommands.values #get-command *-SPO*

Sbuild =

$module.Version.Build.ToString()

Write-Host "SharePoint Online Command Count (build: Sbuild):

# group commands by noun and create a

"verb' property

$(Scommands . Count)™

E%gs = $commands Select @{ Name - 'Noun'; Expression - {

L _.Name.Split('-")[-1] }} , # the -1 index will return the last item of the array
@{ Name = 'Verb'; Expression = { $_.Name. split('-')[0] }}

Sort-Object Noun. Verb | Group-Object Noun

# print command groups and list available verbs
$gs Select @{N = "Noun'; E = {%_
@{ Name - 'verbs'; Expression-{5_.Group
# Aggregate the Verb property of each command into the new calculated 'Verbs' column
Foreach-object -Begin {%vs="";} -Process { Svs += $_.verb + ', ";} -End {Svs.Trim(",
Format-Table

;

Namel}, # N and E are shorthand for Name and Expression

i3

PS C:\temp> C:\temp\ListCommands.psl
SharePoint Online Command Count (bu11d 6112): 64

Noun
SPOAppErrors
SPOAppInfo
SPOCrossGeolUsers
SPODeletedSite
SPOExternalUser

Get, Remove, Restore

Get, Remove

Completed Ln 19 Col 1

B windows PowerShell ISE

File Edit View Tools

Debug Add-ons

Help

PS C:\»> Get-5P0Site -Filter { Url -notlike

"contentTypeHub'} -IncludePersonalSite $true -Detailed

WARNING: The -Detailed parameter will be deprecated for bulk enumeration.

url

https:
https:
https:
https:
https:
https:
://mytest321.sharepoint.com/portals/Community
https:

https

//mytest321-my.sharepoint.com/personal/adminl_mytest321_onmicrosoft_com adminl@mytest321.onmicrosoft.com
//mytest321.sharepoint.com/
//mytest321.sharepoint.com/sites/CompliancePolicyCenter
//mytest321-my.sharepoint.com/personal/test2_mytest321_onmicrosoft_com
//mytest321.sharepoint.com/portals/hub

//mytest321-my.sharepoint.com/

test2@mytest321.onmicrosoft.com

//mytest321.sharepoint.com/search

Script  \»)

Storage
Quota
1048576
26214400
26214400
1048576
26214400
26214400
26214400
26214400

Ln 18 Col 9

100%




¥ windows PowerShell ISE — O *
File Edit View Tools Debug Add-ons Help

Yy
| Sitelnfops1 X @
1 # filter contentTypeHub as an example . . ~
2 S$allsites - Get-SPOSite -Filter { Url -notlike 'contentTypeHub'l} -IncludePersonalSite $true
3 # additional filters -Limit ALL -Template STS#0
4
5 # WebsCount & other properties are not loaded by default
6 # Detailed flag has to be called for each site collection
7 %allsites | foreach { fallsites[$allsites.Indexof(35 ) Get-SPOSite § -Detailed };
8
9 %$allsites | Select Url, WebsCount, StorageUsageCurrent #, ResourceUsageCurrent, ResourceUsageAverage
< >
A
url WebsCount StorageUsageCurrent
https://mytest321-my.sharepoint.com/personal/adminl_mytest321_onmicrosoft_com 1 1
https://mytest321.sharepoint.com/ 1 1407
https://mytest321.sharepoint.com/sites/CompliancePolicyCenter 1 1
https://mytest321-my.sharepoint.com/personal/test2_mytest321 onmicrosoft_com 1 1
https://mytest321.sharepoint.com/portals/hub 1 1
https://mytest321-my.sharepoint.com/ 1 1
https://mytest321.sharepoint.com/portals/Community 1 1
https://mytest321.sharepoint.com/search 1 27
-
< >
Ln 16 Col 9 100%
Sharing outside your erganization
Control how users share content with people outside your organization.
Don't allow sharing outside your organization
Allow sharing only with the external users that already exist in your organization’s directary Set-SPOTenant -SharingCapability <Disabled |
Allow users ta invite and share with authenticated external users ) .
® Allow sharing to authenticated external users and using anonymous access links Externa\UserShar\ngOn\y ‘ ExternalUserAndGuestShar\ng>
¥ Anonymous access links expire in this many days: 9 Set-SPOTenant -RequireAnonymousLinksExpirelnDays <int>
Anonymous access links allow recipients to:
Files: | view and edit ¥ Set-SPOTenant -FileAnonymousLinkType <None | View | Edit>
Folders: |view, edit, and upload ¥ | Set-SPOTenant -FolderAnonymousLinkType <None | View | Edit>
Default link type
Choose the type of link that is created by default when users get links. Learn more,
Direct - only people who have permission
Internal - people in the crganization only Set-SPOTenant -DefaultSharingLinkType <None | Direct | Internal | AnonymousAccess>
® Anonymous Access - anyone with the link
Additional settings
¥ Limit external sharing using domains (applies to all future sharing invitations). Separate multiple domains with spaces. Learn more.
Allow sharing only with users from these domains v
microseft.com outlock.com Set-SPOTenant -SharingDomainRestrictionMode <Allowlist | BlockList=-SharingAllowedDomainList

‘outlook.com microsoft.com’ -SharingBlockedDomainlList *<string>"

4

[ Prevent external users from sharing files, folders, and sites that they don't own  Set-SPOTenant -PreventExternalUsersFromResharing <$true | $false>
¥ External users must accept sharing invitations using the same account that the invitations were sent to Set-SPOTenant -RequireAcceptingAccountMatchinvitedAccount <$true | $false>

When users share via anonymous access links, peaple who receive the link don't need to sign in to access the shared content. Therefore these additional settings don't apply to anonymous access links.

Notifications

E-mail OneDrive for Business owners when

¥ Other users invite additional external users to shared files Set-SPOTenant -NotifyOwnersWhenltemsReshared<$true | $false>

@ External users accept invitations to access files Set-SPOTenant -NotifyOwnersWhenlinvitationsAccepted<$true | $false>

@ An anonymous access link is created or changed




Share 'me'

Shared with lots of people

Invite people test@outlookl.com % Can edit

Administrative policies don't allow sharing with people
outside your organization.

You are not allowed to share with test@outlook1.com per site
policy. Contact your site owner or administrator for help.

¥ Send an email invitation

Share 'me'

Shared with lots of people

Invit Edit link - no sign-in required ~
Get a link Restricted link - Only specific people can open this link (created)
Shared with View link - mytest321 account required

Edit link - mytest321 account required
View link - no sign-in required

Edit link - no sign-in required




Chapter 5: Managing Exchange Online Using
PowerShell

Select Names: All Users

Search: (® Mame only () More coly|

| MName

& Accounting
& AdminLoags
& Chelsea
& Martin
Meeting Room A
& Miguel
T Printer B
& Support
& Test3

&3 testd

& tests

&5 testt
£

Share "Team Discussion'

Shared with [] Test 123
Invite people
peop test6 x|
Shared with
nclude a personal message

SHOW QPFTIONS




K

testS

testS@mytest321.onmicros

oft.com

testS@mytest321.onmicros

oft.com

Name Photo

tests c:\temp\b2.png
test123 c:\temp\b3.png

Wednesday Thursday Friday




Focused Other

MNext: No more events for today or tomorrow

mytest321 Admin
Important message

(Mo message text)
Today

mytest321 Admin

MNormal message

mytest321 Admin
A normal message

h

mytest321 Admin

This message is not important

(Mo message text)

Filter
m Agenda

11

433 PM

4:54 PM

451 PM

4:50 PM

Management role

MyTextMessaging

Recipient
read scope

Self

Configuration
read scope

Organization
Config

Configuration
write scope

Organization
Config




Chapter 6: Script Automation

ProductSales

(® new item or edit this list

v Title
AWC Logo Cap 6/1/2004 ¢
Bike Wash - Dissolver 6/1/2004 %
Chain 6/1/2004 %
Classic Vest, M 6/1/2004 %

Classic Vest, S 6/1,/2004 3

All Items === Find an item P

Product Name
wss  AWC Logo Cap
««+  Bike Wash - Dissolver
«««  Chain
e+ Classic Vest, M

»s»  Classic Vest, S

Sales Date
6/1/2004
6/1/2004
6/1/2004
6/1/2004

6/1/2004

Sales Total

52

55

8

34

87

PS5 C:\» Show-Command New-ModuleManifest

[> ] New—Modul@Manifest

Path: *
AliasesToExport:
Author:

CirVersion:
CmdletsToExport:
CompanyName:
CompatiblePSEditions:
[] Confirm
Copyright:

Dimfmn b m v wen v ol Do

@ Common Parameters

Parameters for "New-ModuleManifest™: o

SalesDashboardModule.psd1

Martin

Packt

2017




Shell Power Properties ? X

Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM+
General  Address  Account  Profle  Telephones  Organization

User logon name:

[pshel | @devlocal v
User logon name (pre-Windows 2000):
[DEW | [pshe
Logon Hours... Log On To...
[[] Unlock account
Account options:
[J User must change password at nest logon A
[J User cannot change password
[] Password never expires
[ Store password using reversible encryption v
Account expires
(® Never
() End of: | Monday . Apil 24,2017

[0k ]| Comeed || ooy | Heb




||| Database User - DEV\pshell

Select a page

%A General

%4 Owned Schemas
A Membership

A Securables

%4 Edended Properties

Connection

Server:
SQL1 tests

Connection:
DEV\administrator

#J View connection propetties

Ready

— O X
5 sert ~ [ Hep
Userpame: | DEV\pshel
Securables: Search...
Schema Name Type
1 SalesLT Product Table 54
O SaleslT SalesOrderDetail Table L g
O] SaleslT { SalesOrderHeader i Table Z
Pemissions for SalesLT.SalesOrderHeader: Column Pemissions...
Explict Effective
Pemission Grantor Grant With Grant Deny ~
Aler O O O
Control O O O
Delete O O O
Insert O O [l
References O O O
Take ownership O O O "
 Concel




@ Task Scheduler
File Action View Help

«< |5 HE

@ Task Scheduler (Local) Task Scheduler Summary (Last refreshed: 3/26/2017 12:5%:43 PM)
> L@ Task Scheduler Library

(5 Create Task

General Triggers Actions Conditions Settings

Name: Sales Db to SharePoint

Location:  \
Author: DEV\administrator

Description: | Calculate daily item sales by product and upload to SharePoint]

Security options

When running the task, use the following user account:

DEW\pshell Change User or Group...

() Run only when user is logged on
®) Run whether user is logged on or not

[ Do not store password. The task will only have access to local computer resources.

] Run with highest privileges

[] Hidden Configure for: | Windows Vista™, Windows Server™ 2008 v|

1T TN T T T e | T WP | YW A




New Action X
You must specify what action this task will perform.

Action:  Start a program ¥
Settings

Program/script:

PowerShell.exe | Browse...

Add arguments (optional): ARunSalesSync.ps1

o

Task Scheduler X

This task requires that the user account specified has Log on as batch job rights,
For more information about setting this policy, see the Task Security Context
topic in Help.




n Certificate

General Detalls Certification Path

Show: | <All> v
Field Value
[=]Public key RSA (2048 Bits)
DPLbic key parameters 0500

Key Usage Digital Signature, Certificate Si...
{31/ subject Key Identifier 07 a9 8f 5¢ 2a aa 8d 35 3300 ...
{&1]cA version V0.0
li-|Basic Constraints Subject Type=CA, Path Lengt...
[=| thumbsprint algorithm shal
=] T imbeseint 72 4f Q2 724224 TN 1468 7

Digital Signature, Certificate Signing, Off-ine CRL Signing, CRL Signing
(36)

Security Warning

) You are about to install a certificate from a certification authority (CA)
- k claiming to represent:

My Certificate Authority

Windows cannot validate that the certificate is actually from "My
Certificate Authority”. You should confirm its origin by contacting "My
Certificate Authority". The following number will assist you in this
process:

Thumbprint (sha1): 240290A4 4F5052EB 5E4F26C5 5858324B 4870EFD6

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a secunty risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?




i File Action View

| 4 XE = HE

ﬁ Consolel - [Console Root\Certificates - Current User\Trusted Root Certification

Favorites Window Help

<

| Console Root
v [l Certificates - Current User
[ ] Personal

| Trusted Root Certification Authorities
| Certificates

>

Trusted Root Certification Authorities store contains 29 certificates.

~

Issued To

] Microsoft Root Certificate
My Certificate Authority
[Z3/NO LIABILITY ACCEPTED,

[=a] SecureTrust CA
<

iFiIe Action
o 25 0|6z HE

ﬁ Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

View Favorites Window Help

| Console Root
v Lﬁll Certificates - Current User
v [ | Personal

Issued To

?,lMy Certificate Authority My Certificate Authority
‘Z;'My Signing Cert

| Certificates
[ ] Trusted Root Certificaf

Issued By

My Certificate Authority

j_jﬂ certsry - [Certification Authority (Local)\test-DC1-CANCertificate Ternplates]

File  Action

= | x| XE = H

View Help

I5) Certification Authority (Local)
v 0::1 test-DC1-CA
| Revoked Certificates
] Issued Certificates
[ | Pending Requests
[ Failed Requests
| Certificate Templates

MName

2 Code Signing

| Directory Email Replication

5 Domain Controller Authentication
] Kerberos Authentication

& EFs Recovery Agent

5 Basic EFS

] Domain Controller

5 Web Server

| Computer

& User

5 Subordinate Certification Authority
5 Administrator

Intended Purpose

Code Signing

Directory Service Email Replication

Client Authentication, Server Authentic...
Client &uthentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
<All>

Microsoft Trust List Signing, Encrypting...




@ Consclel - [Consale Rook\Certificate Templates (del.test.Iocal]]
@ File Action View Favorites Window Help
= amE B

7| Conscle Root Temgplate Display Name
ﬂ E::E::(anal Cor‘:c:: R A——
F| 3 Authenticated Session
& Basic EFS
Hca Exchange
& cep Encryption
F |

Duphicate Template Al Tasks »
4 Crost
& Diree o
& Dom Help
& Domain Controller Authentication

Properties of New Template X

Superseded Templates Bdensions Securty
Subject Name Server Issuance Requirements
Compatibilty General Request Handling Cryptography ~ Key Attestation

Template display name:
[My Code Signing |

Template name:
[MyCode Signing

Validity period: Renewal period:

[ Sl v [ 6l wees v

[] Publish certfficate in Active Directory
Do not automatically reenroll if a duplicate cerificate exists in Active
Directory

fﬁ] certsrv - [Certification Authority (Local)\test-DC1-CA\Pending Requests]

File Action View Help

&= 7|6= H

f;] Certification Authority (Local)

v é test-DC1-CA
|~ Revoked Certif”
[ lIssued Certific
__ Pending Requ
[ Failed Request
| Certificate Ten

RequestID  Binary Request Request Status Code

BEGIN NE...  The operation com...

View Attributes/Extensions... All Tasks >
Export Binary Data... Refresh
Issue Help

Deny
Il




i Consolel - [Console Root\Certificates - Current User\Personal\Certificates]
[E File Action View Favorites Window Help
oo 2@ ol HEE

- Console Root Issued To Issued By Expiration Date
v Gl Certificates - Current User || 910, c. el test-DCI-CA  3/19/2019
v | Personal
| Certificates

| Trusted Root Certificatior
_ Enterprise Trust

Intended Purposes

Code Signing

B Windows PowerShell ISE — ®
File Edit View Tools Debug Add-ons Help
| Helloworld.ps1 x )]
f 1 ~
2 Write-Host “Hello world!®
3 Write-Host "A change after signing'
4 # SIG # Begin signature block
5 # MIIGowYJKoZ ThvcNAQCCoIIG] DCCBpACAQEXCzAIBgUr DgMCGOUAMGKGCT sGAQQB
& # gjoCAQSgWzBZMDQGCsGAQQBg] cCAR4w]gIDAQAABBAT zDtgWUs ITrckOsYpTuNR
7 # AgEAAgEAAgEAAgEAAgENﬂCEmCQTFKMDAhUFAAQUmSguyehKBJAZ4chnOF025uK v
-] A s AT TIRTC Ahma A T O A A TAAVIN Tee T o bl AN D M= UA n = ARD ale bk leS S oenD
PS5 C:\» C:%temp'HelloWorld.psl ~
File C:“temp‘Helloworld.psl cannot be loaded. The contents of file C:‘temp'Helloworld.psl might have been changed by an
unauthorized user or process, because the hash of the file does not match the hash stored in the digital signature.
script cannot run on the specified system. For more information, run Get-Help about_Signing..
+ CategoryInfo : SecurityError: (:) [], ParentContainsErrorRecordException
+ FullyQualifiedErrorId : UnauthorizedAccess
v
< ¥
Ln8 Col9 100%




Chapter 7: Patterns and Practices
PowerShell

E¥ Administrator: Windows PowerShell — [m] X
PS C:\Windows\system32>| Install-Module SharePointPnPPowerShellOnline

NuGet provider is required to continue
Powershel1Get requires NuGet provider version '2.8.5.201' or newer to interact with NuGet-based

i ies. The NuGet provider must be available in 'C:\Program
Files\PackageManagement\ProviderAssemblies' or
'C:\Users\pgbhoyar\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the
NuGet provider by running 'Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do
you want PowerShellGet to install and import the NuGet provider now?
[Y] yes [N] No [S] suspend [?] Help (default is "Y"): o

EX Select Administrator: Windows PowerShell - [m] X
PS C:\Windows\system32>|Install-Module SharePointPnPPowerShellonline

NuGet provider is required to continue

PowershellGet requires NuGet provider version '2.8.5.201' or newer to interact with NuGet-based
repositories. The NuGet provider must be available in 'C:\Program
Files\PackageManagement\ProviderAssemblies' or
'C:\Users\pgbhoyar\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the
NuGet provider by running 'Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do
you want PowerShellGet to install and import the NuGet provider now?

[Y]l yes [N] No [S] Suspend [?] Help (default is "Y"): |Yes

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
InstallationPolicy value by running the Set-PSRepository cmdlet. Are you sure you want to install

the modules from 'PSGallery'?

[Y] Yes [A] Yes to A11 [N] No [L] No to A1l [S] Suspend [?] Help (default is "N"): H

E¥ Administrator: Windows PowerShell - [m] X
PS C:\Windows\system32>|Install-Module SharePointPnPPowershellonline

NuGet provider is required to continue

PowershellGet requires NuGet provider version '2.8.5.201" or newer to interact with NuGet-based
repositories. The NuGet provider must be available in 'C:\Program
Files\PackageManagement\ProvideraAssemblies' or
'C:\Users\pgbhoyar\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the
NuGet provider by running 'Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'.
you want PowerShellGet to install and import the NuGet provider now?

[Y] yes [N] No [S] Suspend [?] Help (default is "Y"): |Yes

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
InstallationPolicy value by running the Set-PSRepository cmdlet. Are you sure you want to install

the modules from 'PsSGallery'?

[Y] vYes [A] Yes to A1T [N] No [L] No to A1l [S] Suspend [?] Help (default is "N"):|Yes

PS C:\Windows\system32> _




) Releases . SharePoint/Prn X

&« C | & GitHub, Inc. [Us]l\ https://github.com/SharePoint/pnp-powershell/releases | h

O Features Business Explore Marketplace Pricing This repository Sign in or Sign up
& SharePoint / PnP-PowerShell @wWatch | 139 | ksar 272 Yok 322
<3 Code Issues 152 Pull requests 5 Projects 0 Wiki  Insights

Releases [EREFH

Latest release
(e=ee=] - june 2017 Release
©2.16.1706.0
o pebars & erwinvanhunen released this 10 days ago
» SharePointPnPPowerShellOnline.msi for SharePoint Online
* SharePointPnPPowerShell2016.msi for SharePoint 2016

» SharePointPnPPowerShell2013.msi for SharePoint 2013

Downloads

O SharePointPnPPowerShell2013.msi 517 MB

@ SharePointPnPPowerShell2016.msi 521 M8

0 SharePointPnPPowerShellOnline.msi | h 539 M8

[ source code (zip)
P

[ source code (tar.gz)

ﬁ SharePoint PnP Crdlets Setup = X

Please read the SharePoint PP Cmdlets License Agreement P n P

SharePoint Patterns and Practices (PnP) ~
The MIT License (MIT)

Copyright (c) Microsoft Corporation

All rights reserved.

Permission is hereby granted, free of charge, to any person

1 accept the terms in the License Agreement I

Click Install to install the product with default options just for you. Click Advanced to
change installation options.

Print Advanced Install | Cancel




jﬁ SharePoint PnP PowerShell Cmadlets - SharePoint Online — X

Completed the SharePoint PnP
PowerShell Cmdlets - SharePoint Online
Setup Wizard

Click the Finish button to exit the Setup Wizard.

@ PnP

EN Administrator: Windows PowerShell
PS C:\Windows\system32> |$PSVersionTable.PSVersion

Minor Build Revision

14393 1066

PS C:\Windows\system32>

EX Administrator: Windows PowerShell — [m] ]
PS C:\Windows\system32> $PSversionTable.PSVersion

Maj Minor Build Revision

14393 1066

PS C:\Windows\system32> Invoke-Expression (New-Object Net.webClient).Downloadstring(




EX Administrator: Windows PowerShell - [m] X
PS C:\Windows\system32> $PSVersionTable.PSVersion

Minor Build Revision

14393 1066

PS C:\Windows\system32> Invoke-Expression (New-Object Net.webClient).DownloadString(

PowershellPackageManagement now installed we will now run the next command in 10 Seconds

confirm

which version of the Modules do you want to install?

[0] sharePoint Online [6] SharePoint 2016 [3] SharePoint 2013 [?] Help (default is "0"):

The modules for SharePoint Online have been installed and can now be used

on the next release you can just run Update-Module -force to update this and other installed modules
PS C:\Windows\system32> _

EN Administrator: Windows PowerShell

PS C:\Windows\system32> |Update-Module SharePointPnPPowersShell*
PS C:\Windows\system32>

EX Administrator: Windows PowerShell - O X
PS C:\Windows\system32> Get-Module SharePointPnPPowershell* | Select-Object Name,Versio[d

Version

SharePointPnPPowerShellonline 2.16.1706.0

E¥ Administrator: Windows PowerShell - a X

PS C:\Windows\system32> Conhect-PnPOnline https://F® . . sharepoint.com/sites
et-Credential)

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:

Credential
PS C:\Windows\system32> _




EX¥ Administrator: Windows PowerShell

PS C:\Windows\system32> Connect-PnPOnTine https://

.sharepoint.com/sites
et-Credential)

cmdlet Get-Credential at command pipeline position 1
supply values for the following parameters:
Credential

PS C:\Windows\system32> Get-PnPSite

url

https:// .sharepoint.com/sites/|

CompatibilityLevel

PS C:\Windows\system32>

[E5 All Control Panel ltems

« v '* [EH » Control Panel » All Control Panel ltems v @ Search Control Panel »r

Adjust your computer’s settings View by:  Smallicons =

=7 Administrative Tools ,‘&' Backup and Restore (Windows 7) % BitLocker Drive Encryption
B Color Management % Date and Time [ Default Pragrams

& Device Manager #a Devices and Printers 1 Display @ Ease of Access Center

File Explorer Options &) File History Flash Player (32-bit) A Fonts

*& HomeGroup

&, Indexing Options [F Infrared €1 Internet Options
d Keyboard ‘j{i Language @ Mouse :‘,: Network and Sharing Center
i Pen and Touch & Personalization =l Phone and Modem @ Power Options
[ Programs and Features {’_«)] Recovery P Region 3 RemoteApp and Desktop Connections
\od Security and Maintenance i Sound @1 Speech Recognition £ Storage Spaces
@ Sync Center & system ﬁ, Taskbar and Navigation # Troubleshooting
:ii User Accounts Ea Windows Defender ﬁ Windows Firewall

i Windows Te Go
[l Work Felders




Credential Manager

« v

> Control Panel > All Control Panel ltems > Credential Manager

Control Panel Home .
Manage your credentials

View and delete your saved logon information for websites, connected applications and networks.

Web Credentials

Windows Credentials

Back up Credentials Restore Credentials

Windows Credentials

Add a Windows credential

Certificate-Based Credentials Add a certificate-based credential

Mo certificates.

Generic Credentials

Other ltems

Seealso

User Accounts

v O Search Control Panel

Add a Generic Credential

» Control Panel > All Control Panel ltems » Credential Manager » Add a Generic Credential

T

Type the website address and your credential information

Make sure that the user name and password that you type can be used to access the location.

Internet or network address: | https://yourtenant.sharepaint.com

User name: | username

Password: |

Cancel

v | Search Control Panel




Add a Generic Credential

&« - 4p| » Control Panel » All Control Panel ltems » Credential Manager » Add a Generic Credential v B Search Control Panel

Type the website address and your credential information

Make sure that the user name and password that you type can be used to access the location.

Internet or network address: | label |

User name: |usemame |

Password:

Concel
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COMPUTE

DATA SERVICES

APP SERVICES

¢ NETWORK SERVICES

MARKETPLACE

SQL DATABASE | ’ QUICK CREATE

RECOVERY SERVICES

MACHINE LEARNING

URL

mytest32 1temp [/]

.corewindows.net

LOCATION

East US

REPLICATION

Lecally Redundant

CREATE STORAGE ACCOUNT  +/

Manage Access Keys

When you regenerate your storage access keys, you need to update any virtua
machines, media services, or applications that access this storage account to use the new

keys. Learn more,

STORAGE ACCOUNT MAME
mytest32 Ttemp

PRIMARY ACCESS KEY

rmyy5SXDbVrhAPOxCGdHPICROZ9gSARAD 154

SECONDARY ACCESS KEY

TmkACWWkodHAYBSWOv/YvMwoWTeod 2CPTylc




Microsoft Azure Storage Explorer
Edit View Help

Tk R T L e T [ KR ST

Collapse All Refresh All

Uplcad Download Open Mew Folder Copy URL Select Al Copy Paste Rename Delete
= Quick Access -
4 @ (Local and Attached) E‘% 23 T_)
4 B Storage Accounts Make Snapshot  Manage Snapshot | Folder Statistics Refresh

» B (Development)
p B (5AS-Attached Services)

4 B mytest321temp (External)

packagecontainer]

4 [ Blob Containers

§ filecontainer] [} ExportSettings.xm

=] = [@ Import-4af62157-ef99-47c0-aeb8-42f41f2e88e2- 1.err
5 File Shares o . )

b [ Queues [@ Import-4af62157-ef99-47c0-aeb8-42f4112e88e2- 1.log

b [ Tables [M_Import-4af62157-ef99-47c0-aeb8-42{4112e88e2-1.wrn
Actions | Properties v Showing 1t 11 of 11 cached items
URL https://mytest321temp.blob.con

Activities

Type Blob Container

Public Read Access |~ Off
Lease State available
Lease Status unlocked

Last Modified Tue, 11 Apr 2017 00:36:07 GMT
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