Chapter 1: Searching for Problems in Nginx Configuration

O O 7 a0t Not Found - Mosilla Firefox

Not Found

The requested URL /mirror/index.html was not found on this server.

Additionally, a 404 Not Found error was encountered while trying to use an
ErrorDocument to handle the request.

Apache/2.2.19 (Unix) mod_ssl/2.2.19 OpenSSL/0.9.8e-fips-rhel5 DAV/2
mod_auth_passthrough/2.1 mod_bwlimited/1.4 Server at www.example.com Port 80

© O 404 Not Found - Mozilla Firefox

404 Not Found

nginx/1.6.2 (Ubuntu)

@ ® @ kappa@kantara: ~

kantara:~[0]% nginx -t

nginx: [alert] could not open error Log file: open() “/var/Log/nginx/error.Llog”
ailed (13: Permission denied)

2015/01/31 17:11:34 [warn] 9104#0: the “user” directive makes sense only if the
aster process runs with super-user privileges, ignored in /etc/nginx/nginx.conf:
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

2015/01/31 17:11:34 [emerg] 9104#0: open() “/run/nginx.pid” failed (13: Permissig
n denied)

nginx: configuration file /etc/nginx/nginx.conf test failed

kantara:~[1]%




Chapter 2: Searching for Problems in Log Files

Mozilla Firefox

http://local.../simple-post x
v € localhost vl B ¥ A =

[Nginx rules|| || submit

@S @ less nginx

/var/Log/nginx/*.Log {

weekly

missingok

rotate 52

compress

delaycompress

notifempty

create 0640 www-data adm

sharedscripts

prerotate
if [ -d /etc/logrotate.d/httpd-prerotate ]; then \

run-parts /etc/logrotate.d/httpd-prerotate; \

Fin\

endscript

postrotate
[ -s /run/nginx.pid ] 88 kill -USR1 ‘'cat /run/nginx.pid

endscript

@ ® @ ssh kapranoffiru

/var/Log/weekly. Log 1 $weDo N
/var/Log/wtmp % @o1To5 B
/var/Log/xferlog 100 * JC

/var/Log/nginx-access. Log * @Too JC /var/run/nginx.pid
/var/Log/nginx-error.Log * @Too JC /var/run/nginx.pid




Chapter 3: Troubleshooting Functionality
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kappa@kantara: ~

kantara:~[2]%

kantara:~[2]% ping machine-learning1.example.com
i unknown host machine-Llearningi.example.com

kantara:~[2]% ]

® @ @ kappa@kantara: ~

kantara:~[0]% ping t.co
PING t.co (199.16.156.11) 56(84) bytes of data.
bytes from 199.16.156.11: icmp_seq=1 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=3 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=6 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=9 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=11 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=14 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=16 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=17 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=19 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=20 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=22 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=23 ttl=246 time=151
bytes from 199.16.156.11: icmp_seq=24 ttl=246 time=151
from 199.16.156.11: icmp_seq=25 ttl=246 time=151

; ping statistics ---
26 packets transmitted, 14 received, 46% packet Loss, time 34237ms
rtt min/avg/max/mdev = 151.303/151.410/151.521/0.363 ms
kantara:~[0]%
kantara:~[0]% I
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Chapter 4: Optimizing Website Performance
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Chapter 5: Troubleshooting Rare Specific Problems

Privacy error - Chromium

[ Privacy error x

Your connection is not private

Attackers might be trying to steal your information Fromg
messages, or credit cards). NET:ERR_CERT_C

for example, passwords,

ADVANCED BACK TO SAFETY

Untrusted Connection - Mozilla Firefox

@ Untrusted Connection x W&

~ | & ][ search v @ & &4 @ =

This Connection is Untrusted

You have asked Firefox to connect securely toggsaasiah but we can’t confirm that your connection is
secure,

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that semeone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details

MMSES aninvalid security certificate.

The

ake is only valid For the following names:

(Error code: ssl_error_bad_cert_domain)

1 Understand the Risks

Cannot Verify Server Identity

The identity of # cannot be
verified by Safari. Review the certificate
details to continue.

Cancel

Details

Continue




Privacy error - Chromium

Your connection is not private

Attackers might be trying to steal your information Fr (For example,

passwords, messages, or credit cards).

P~c & Certificate Error: Navigatio

Qs

- v [ = v Pagev Safetyv Toolsv @~ 2 v

There is a problem with this website's security certificate.

The security certificate presented by this website has expired or is not yet valid.

Security certificate problems may indicate an attempt to fool you or intercept any data you s
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

& More information

Passive mixed content example - Mozilla Firefox

Passive mixed content... x

= _ # | https://googlesamples.github.io/web-fundamentals/samples/fundamentals/sect

@& googlesamples.github.io

Connection is Not Secure

' tent!

View page over: HTTP - HTTPS

Several examples of passive mixed content. When viewed over HTTPS most browsers do n«

=
[ ..



Passive mixed content example - Chromium

[ Passive mixed conte %

L4 @ | @ https://googlesamples.github.io/web-fundamentals/samples/fun

googlesamples.github.io »
Your connection to this site is private.

=F J—— tent!

ﬂ The identity of this website has been
verified by DigiCert SHA2 High Assurance

View page -
server CA. No Certificate Transparency
information was supplied by the server.
Several &y Certificate information
instead dig
u n Your connection to
googlesamples.github.io is encrypted using
B a modern cipher suite. Further, this page
d

includes other resources which are not
secure. These resources can be viewed by
others while in transit, and can be modified
by an attacker to change the look of the
page.

The connection uses TLS 1.2.

The connection is encrypted and
authenticated using AES_128_GCM and
uses ECDHE_RSA as the key exchange

mechanism.

What do these mean?

S most browsers

4

S|
o v

Elements

Network Sources Timeline Profiles Resources Audits | Console |

<top frame> ¥ [ Preserve log

4 Mixed Content: The page at 'https://googlesamples.github.io/web-
fundamentals/samples/fundamentals/security/prevent -mixed-content/passive-mixed-content.html’' was loaded over HTTPS, but regquested

an insecure image 'http:

Q3 A3 >

# O x

passive-mixed-content.html:39

googlesanples.github.io/web-fundamentals/samples/discovery-and-distribution/avoid-mixed-

content/puppy.jpg’. This content should alse be served over HTTPS.
4 Mixed Content: The page at 'https://googlesamples.github.io/web-

passive-mixed-content.html:1

fundamentals/samples/fundamentals/security/prevent -mixed-content/passive-mixed-content.html’' was loaded over HTTPS, but regquested

an insecure video 'http://googlesamples.github.io/web-fundamentals/samples/discovery-and-distribution/avoid-mixed-
content/symphony-5-beethoven.mp3'. This content should also be served over HTTPS.

>

Mixed Content: The page at 'https://qooglesamples.qithub.io/web-

passive-mixed-content.html:1

fundamentals/samples/fundamentals/security/prevent -mixed-content/passive-mixed-content.html' was loaded over HTTPS, but reguested

an insecure video 'http://developers.google.com/web/fundamentals/media/video/video/chrome.vwebm®. This content should also be
served over HTTPS.

Uploading

To upload files larger than 2 GE |, use the desktop version for Linux

151015_125948.png |

| Upload more ) Hide |




Untrusted Connection - Mozilla Firefox

@ Untrusted Connection x

€ )@ | http

v | @ ||Q search wa U 3+ A e

This Connection is Untrusted

‘You have asked Firefox to connect securely ke
is secure.

but we can't confirm that your connection

Normally, when you try to connect securely

ites will present trusted identification to prove that you
are going to the right place. However, this

's identity can't be verified.
What Should | Do?

IF you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

t me out of here!

echnical Del':ails:

1 Understand the Risks

@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share| =



Chapter 6: Monitoring Nginx

S

root@nymph: fvar/log/nginx
root@nymph:/var/log/nginx# ngxtop -1 access.log

running for 655 seconds, 1852 records processed: 2.83 req/sec

Summary:
count avg_bytes_sent | 2xx | 3xx | 4xx | 5xx |
-

48249.299 | 1647 |

67672.964
Jatom.xml 18929.962
Jfavicon.ico 894.000
Jrobots. txt 153.933
Jtrackback/ 134.000
Jindex.opml 30249.000
J/apple-touch-icon-precomposed.png 89.333
/apple-touch-icon.png 89.333
/wp-content/uploads/samplc.php 162.000
/bleg/wp-admin/ 162.000
oot@nymph: /var/log/nginx# I

[ localhost/stub-stat. x

4 [ localhost

Active connections: 3

server accepts handled requests
337

Reading: @ Writing: 1 Waiting: 2

10 stats Al ems Al metric
.
. /
Network traffic At | | A metrc
.
.
Processes
Nginx e



AMUNIN *~"

Problems

Critical (0) NGINX status

Warning (0) localhost.localdomain :: NGINX status

Unknown (0) NGINX status - by day
40-

Groups

localdomain
30-

q n

Cétegorles s

disk [dwmy] 5 20-

munin[dwmy ] g

network [dwmy ] = 1o

nginx [dwmy1

processes [dwm y ]
00

system [dwmy ]

Cp. 1800 47.00:00  MT.0800  Yr.12:00
cur: Min: Avg
B Active connections 2.04 2.00 2
Reading 0.08 0.00 0
m Writing 108 1.08 1
Waiting 1.04 1.00 1

Last update: Thu Nov 26 23:05:07 2015

YT, 18:00

Max:
57 3.98
a0 0.00
a0 1.00
57 98

Nginx requests

localhost.localdomain :: Nginx requests

Nginx requests - by day
18-

17-
18
15-
14
13-

Request per second

12~
11

10 +

Y. 00:00
cur:
1.04

Cp. 18:00 Y. 0600 4T 12:00

Hin: Avg:
1.03 1.1
Last update: Thu Nov

B requests port 89

YT 1800
Max:

9
26 23:05:06 2015

I Overview H Metrics H Snapshot ” Alerting ” Custom Plugins I

[+ Alert config H

+ Group alert config

Device Alerts

Ctri (¥ ws). Cmd (Mac) or Si

tio

Nginx Requests = 50

ns on multipl

Nginx Connections Dropped ! =1 1 s Laction. wat B, no repeat Q
NG;MX+ Dashboard @ Server zones @ Upstreams @ TCP Zones @ TCP Upstreams Caches #
Version 1.9.4 Connections ~ccepred: 20750626 Requests 7ol 46926994

Address 206.251.255.64
PID 70469 Current Accepted/s Active Idle Dropped Current Reg/s

Uptime 5d 3h 58m

29

0 4 25 0

serverzones (V) Upstreams ® TCP Zones @) TCP Upstreams (V)

Total Problems Total Alerts Conn total: 444279 Total Problems
Conn current: 0

3/ m 4/ Conniso 1/ m

Traffic Servers Traffic Servers

In:0 All:7/Up: 5 In:0 All:4/Up:3

Out: 0 Failed: 2 Out: 0 Failed: 0

@© NGINX, Inc. All rights reserved.

4 9

Caches @
Total Problems
Caches states

Warm: 1
# Cold: 0







