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Chapter 2

Feature Selection

Select the Enterprise features to install.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Features:

Feature descripticn:

Instanice Features

[w] Database Engine Services
[ 50L Server Replication
[#] Full-Text and Semantic Extractions for Sear
[ Data Quality Services
[] Analysis Services
[w] Reporting Services - Native
Shared Features
[] Reporting Services - SharePoint |
[] Reporting Services Add-in for SharePoint Prody
[ Data Quality Client
[] SQL Server Data Tools
[[] Client Tools Connectivity
[] Integration Services

- Client Tools Backwards Compatibili s
< m []

The configuration and operation of each
instance feature of a 5OL Server instance is
isolated from other SOL Server instances.
S0L Server instances can operate side-by-
side on the same computer.

Prerequisites for selected features:

Already installed:
. Microsoft .NET Framework 4.0
Windows PowerShell 2.0
To be installed from media:
.. Microsoft Visual Studio 2010 Shell
Windows feature(s) to be turned om:
. Microsoft \NET Framework 3.5

Shared feature directory:

|C:\Program Files\Microsoft SQL Server\,

Shared festure directory (x86): | C:AProgram Files (x@8)\Microsoft SQL Server\




Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Setup Support Rules () Default instance
Setup Role

(®) Named instance: |DPM

Feature Selection
Installation Rules

Instance Configuration Inetarice 1D |DPM
Disk Space Requirements

SererGoRTiliration Instance root directory: |E\DPMDB

Database Engine Confi

Kepartingenvices Conhgumtion S Sorf oo r s s EADPMDB\MSSQL11.0PM
Error Reporting

Reporting Services directory:  EADPMDB\MSRS511.DPM
Installation Configuration Rules

Ready to Install Installed instances:
Installation Progress

Instance Name Instance ID Features Edition Version

Complete




Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules i Service Accountq || Collation |
Setup Role
Fentinre Selection Microsoft recommends that you use a separate account for each SQL Server service.
Installation Rules Service Account Name Password Startup Type
Instance Configuration SCL Server Agent CONTOSON\SOLSYC sessssssessss |Automatic W
Disk Space Requirements SOL Server Database Engine CONTOSON\SQLSYC Automatic
Server Configuration SOL Server Reporting Services CONTOSONSOLSYVC seessnennsese |Automatic v
Database Engine Config oy SOL Full-text Filter Daemon Launc... |NT Service\MSSQLFDLa... Manual
Reporting Services C SCL Server Browser NT AUTHORITYLOCAL ... Automatic v
Error Reporting
Installation Configuration Rules
Ready to Install
Installation Progress
Complete
< Back || Next > || et || Help
B" Microsoft
= -

Microsoft:System Center 2012 R2

Data Protection Manager

Install Before you begin

Data Protection Manager View Release Notes

DPM Central Console Read Installation Guide

DPM Protection Agent Run the Prerequisite Checker

DPM Remote Administration Additional Resources

DEM Self Service Recovery Review License Terms

DPM Remote SQL Prep Visit DPM Web Site

RZ
Exit

& 2013 Microsoft Corporation, Al rights reserved,



@ Systermn Center 2012 R2 DPM Support Files installation has completed

successfully,

= Microsoft

Microsoft System Center 2012 R2
Data Protection Manager
Install Before you begin

I Data Protection Manager View Release Motes
DPM Central Console Read Installation Guide
DPM Protection Agent Run the Prerequisite Checker
DPFM Remote Administration Additional Resources
DPM Self Service Recovery Review License Terms
DPM Remote SQL Prep Visit DPM Web Site

i Exit

© 2013 Miorosoft Corporation. Al rights reserved.




Prerequisites Check
h : Please wait while the wizard checks for required hardware and software.

Installation Stages DPM requires a database. You can use a local or remote instance of SQL Server that already exists.

\Welcome

@ |se stand-alone SAL Server.
Prerequisites check SQL Server is not clustered.
Product registration " Use clustered SAL Server
SQL Server is clustered

Instance of SQL Server

Instzllation settings
Microscft Update Opt-In
Customer feedback option | IDPM2\DPM

Summary of settings User Name: | Password: |
Installation Domain: I

Select the appropriate option and click on the button to perform the p
check and install the missi find

« & & & & & & &

Details
Setup will use the cument user's credentials for this SQL instance.




Insiallation Stages
Welcome

Prerequisites check
Product registration
Installation settings
Microsoft Update Opt-In
Customer feedback option
Summary of seftings
Installation

Prerequisites Check
Please wat while the wizard checks for required hardware and software.

DPM reguires a database. You can use a local or remote instance of SQL Server that already exists.

% Use stand-alone SQL Server

SQL Server is not clustered.

T Use clustered SUL Server
SQL Server is clustered

Instance of SQL

Server
(Example: SQLSERV or SQLSERVAMYSGLINSTANCE):

| ERTRNITE]

User Name:  fjodo Password: |““““““‘
Domain: IF

Select the appropriate option and click on the button to perform the prereguisite
check and install the missing Windows components.

<Back|

Mext »

Check and Install |

Cancel

Help




Prerequisites Check
g Please wait while the wizard checks for required hardware and software.

Instllsbion Stages
Welcome

Prerequisites check
Product registration
Installation settings
Microsoft Update Opt-In
‘Customer feedback option
Summary of settings

& & & & & & & &

Installation

[l _Server is not
% Use clustered SQL Server
SEL Server is clustered

DPM requires a database. You can use a local or remote instance of SGL Server that already exists.

i~ Use stand-alone SQL Server.

clustered

Instance of SQL Server
(Example: SQLSERY or SQLSERVAMYSQLINSTANCE):

{saL\oPm3

User Name: Iiodo Passwond: I"“""‘"“""‘"
Domain: IF

Instance ot SUIL Server Heporting oervice
{Example: SGLSERV or SQLSERVWMYREPORTINGINSTANCE):

|saLahoPma

User Name: Iiodo Password: I““"‘““"“
Domain: IF

Select the appropriate option and click on the button to perform the prereguisite check
i ndows

and install the ponents. Check
<Back [ Hews | Cancel Help




Chapter 3

=] E@ Protection Group: File Data (Total members: 1)

Computer: DC.CONTOS0.LOCAL
[ Ci\Data Falder

@ Manual replica creation pending

T

= E@ Protection Group: File Data (Total members: 1)

= & Computer- DC.CONTOSO.LOCAL

iﬁ CiAData Folder (i) Manual replica creation pending

= EO Protection Group: Secondary DPM Server DB (Total members: 1)
Computer- DPM2_CONTOSO.LOCAL

Status: Manual replica creation pending
I Replica path: Click to view details
Latestr ry point: -

Source (Protected server) Destination (DPM §erver)
C:\Data on DC.CONTOSOLOCAL o Program Files'| icrosoft System Center 20120DP MADPMYWolum...

Mote- You can copy the list view text for reference.

While setting up protection i you had opted for manually loading the replica, click on Help to leam about exact steps
involved in doing that.

Cose || Heb




= Untitled - Notepad Iili-

File Edit Format View Help

C:\Data on DC.CONTOSO.LOCAL c:\Program Files\Microsoft System Center 2812%\DPM\DPM\Voluw

1Servertriterswol_S8BFr206h3—c223-42d5-8df6—Fc2943ef 4749 System State o oK

“W?25Uo lume{c7?0eeBh@-8888-11e2-93fd-BA155dBa7hBd >\
C:sProgram Files“Microsoft System Center 2812-~DPM-DPM-Uolumes-DifffArea™F|

ile System“wol _c6bh456h8-2668-45f5-8e5bh—BFf422f8%e74e\

““?\Uolume{c?Pec8h?—8888-11e2-93fd-BA155d@a?hBd >
L Tl T O e AR JPM\DPM Vo lunes~ReplicasFil Folder (i) Manual
le Systen~vol chb456h8—2668—45F5-8e5h-Bf422F8%e?4e™

, —GATh—1102-93n7—RARehf hehTRTDY
""" Untitled - Notepad

File Edit Format View Help
A\DPM\DPM\Volumes\Replica\File Systel\vol_cﬁbﬂ-SGbS—2668—45'F5—8e5b—8'F422'F899?£1-e fedbdedc-626

=N S Drive Toals Computer =12
“ Computer View Manage 6
(-l - T |_'|." v Computer » v & | Search Computer 2 |

¢ Favorites 4 Hard Disk Drives (2)

B Desktop Local Disk (C:) DPM-vol_cbb456b8-2668-45F5- (R:)

a4 Downloads == ¢ - |

: W 265 GE free of 40.6 GB <~ 933 B free of 1.00 GB

Recent places

4 Devices with Removable Storage (Z)



Specify the network bandwidth usage throttle setting for the selected protected computer. This
setting applies for both protection and recovery.

Ensure that'QoS Packet Scheduler' is installed in the local area connection properties of both
protected and DPM server. The QoS Packet Scheduler is not automatically installed with
Windows Server 2003. For details, refer to Help.
Enable network bandwidth usage throttling
Settings

On non-work days the throttling will be as per non-work hours for whole day.

Work hours: | 128¢] |Kkbps v 9AM to 6PM

Non-work hours: 9999/5] |Mbps v | 6PM to 9AM

Work Schedule
Work hours use the local time zone ofthe protected computer.

Work hours: |9 AM v| 1o [6PM v]

Wark days: Sunday Monday Tuesday
Wednesday Thursday Friday
Saturday
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Welcome:

Select protection group type
Select group members
Specify protection rules

Select data protection
method

Select short4emm goals

Choose consistency check
options

@ Summary

@ Status

b0 X

Modify Delete  Optimize

Protection group

Welcome to the New Protection Group Wizard
This wizard helps you create a new protection group that DPM will use to protect data.

A protection group is a collection of data sources that share the same protection configuration. You use this wizard to
specify your recovery goals that are defined by retention range, synchronization and recovery point schedules.

How data protection works:

1. DPM creates a replica of the selected data sources on the DPM server.
2. DPM synchronizes the replica with the data sources and creates recovery points on a recurming schedule.
3. Backups are performed as follows:

Disk-based and tape-based protection. DPM stores the replica of the data on disks and periodic full backups are
created on tape from the recovery points on disk.

Tape-based protection. DPM performs periodic incremental and full backups of the protected data on tapes.
Online protection. DPM performs perodic backups of the protected data to Windows Azure Backup.

[ Do not show this Welcome page again

<Back | || Net> |[Wcancel |[ Heb




Select Protection Group Type
Select what kind of computers you would like to setup protection for.

Steps:

Welcome

Select protection group type
Select group members
Specify protection rules

Select data protection
method

Select short4em goals

Choose consistency check
options

@ Summary

Status

You can create two kinds of protection groups. Select one of them below

® Servers

Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent is already installed on the tanget server. These computers must be online at the time of configuring
protection. You will need to select the specific resources you want to backup.

O Clients

Select this option for backing up data from laptops and desktops. You can install the DPM protection agent after completing
the configuration on the DPM server.

G) To configure secondary protection for laptops and desktops, select the Servers option.

<Back J|[ MNew: Cancel || Hep |




Select Group Members.
Select the data that you want to protect.

Steps:
s To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
@ Select group members directory structure, and clear the check box of the folder.

I you do not see the data source you wart to protect in the tree below, click the following link for a list of unsupported
corfigurations.

Unsupported configurations

@ Select data protection
method

@ Select short4erm goals Selected members

Selected Members Computer
\NFILEDT.CONTOSO.LOCAL\D... FILEO1.CONTOS...
ShECH ancpiolecy it EXCHO1 \NFILEO1.CONTOSO.LOCAL\d... FILEO1.CONTOS...

Specify online protection 3 FILEDT \\FILEO1.CONTOSO.LOCAL\R... FILEOT.CONTOS...
et E“Qﬁ% o Chinetpub FILED1.CONTOS. .
@ Summary | de-dup SMB DATA
@ Status [ 17| MTATempStore$
-[¥ ] ReFS - File data
== Al Volumes

B[ Jea G\

H-[ 17| SRecycle Bin
#-[ 17 Data

]--Eﬂ inetpub

E
E
E
-] Perflogs
E
s

@ Choose consistency check
options

#-{ 17| Program Files
#-{ | 7| Program Files mﬁ)
S o i [

Clear cache

Clicking Clear Cache wil only empty the cache. To

refresh the data, expand the resource: ;
_ = < Excluded folders: 0 View
Excluded file types: 0 Exclude Files ...

<Back |[[ MNet> || cancel |[ Hebp
—




Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

Steps:

Protection group name:
@ Select group members Protecti
@ Select data protection Secy ki ctbiird
your protection m 5

@ Select shortterm goals S [#] | want shorttem protection using: | Disk

@ Choose congistency check
options

@ [#] | want online protection
Specify online protection data

Specify online protection
goals [#] | want long4emm protection using tape

@ Summary

@ Status




Sieps:
Select group members

Select data protection
method

L3

Select short4tem goals
Review disk allocation
Specify long+erm goals

. & & &

Select library and tape details

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online protection
goals

L]

Summarny
Status

Specify Short-Term Goals
DPM will create & protection plan using your short4em recovery goals

‘Gg®  Specty your shortterm recovery goals for disk-based protection.

) Just before a recovery point

Retention range: days
Spri e, ® By

File recovery points
Specify recovery points for file members.

Recovery points for files

8:00 AM, 12:00 PM, £:00 PM
Everyday

2|

<Back Next > Cawd || Hebp |
——
B
Review Disk Allocation
Review the storage pool disk space allocated for this protection group.
Steps: Review the disk space allocated for new bers of this p 1 group.
@ Select group members Disk space allocation for new members
& Select data protection Total data size: 10.13GB
method Disk space allocated in DPM: 1743GB
@ Select short4em goals Average disk space allocated in protected & 30000 MB
AT e R D Co ata in DPM Storage Pool
@ Specify longtem goals This option is enabled only at the time of creating a new protection group or protecting datasource to disk for the first
time Click Help to leam more.
L]

Select library and tape details

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online protection
goals

@ Summary

@ Status

F

lly grow the

Ay tomatically grow the allocated volumes when more disk space is required to continue protecting the items in the

protection group for the specified retention range. This option is not applicable for custom volumes.

Storage pool details

Details of all disk space cumently alocated and free disk space that remains in the DPM storage pool.

B Total disk space allocated:  234.63GE
[ ] Disk space remaining: 26524 GB

< Back

Next >

Cancel




Select Long-Term Goals

O

Steps:
Select group members

Select data protection
method

Select short4em goals
Review disk allocation
Specify longterm goals

Select library and tape details

Choose replica creation
method

Choose consistency chack
options

Specify online protection data

Specify online protection
goals

Summary
Status

DPM will create a protection plan using your longtem recovery goals.

Specify your long4em recovery goals for tape-based protection. All long4em tape-based protection uses full backups.

Recovery goals
The retention range and backup frequency that you select will detemmine the recovery peint schedule.
(i) Click Customize to modify the recovery paint schedule or the default tape labels.

| Manths v |

Pyt

Recovery points: 1 recovery point every 1 weekis) for the last 4 week(s)
1 recovery point every 1 monthiz) for the last 3 monthiz)

Retention range: |E.

| Restore Defauts

Backup schedule

Based on the specified backup frequency, the tape library will perfform a full backup to the tapes according to the following
schedule

(i) Click the Modify button to choose the backup days in case of daily tape backups.

Weekly: Sat 11:00 FM

Monthly: Day 1.11:00F




You can customize the long4erm recovery goals for daily, weekly, monthly, or yeardy backups. To customize the
recovery goals, specify the backup frequency, retention range, number of backup copies, and tape label for each
increment of backup to be applied ta this protection group.

G} To modify the tape label, click the label texd to select it, and then click the label text again to edit it
Recovery goal 1
[w] Back up every: Weeks Tape Label

. File Data-LT-1WeeksCopyl
Retention range: Weeks

Number of backup copy: g

Recovery goal 2
[#] Back up every: Tape Label

17 A File Data-LT-1Months-Copy(
12 [

Retention range:

Mumber of backup copy: g

Recovery goal 3
[w] Back up eveny: Tape Label
Retertion range: EE File Data-LT-1Years-Copyl

Mumber of backup copy: E

Option
Specify the action DPM should take when the backup jobs for different recovery goals occur on the same day .
) Run backup for all {gnore overap of days)

®) Run backup only for the "Recoveny goal 3




Select Library and Tape Details

E Specify detailz about tape and the library that you would like to use for backup.

Steps: Specify details about the library and tape that you want to use for tape backups.
W Select group members Library details

Select data protection Library: | Firestreamer Media Changer
method

Drives allocated: ==
Select short4em goals ln

Review disk allocation Copy library: | Frestreamer Media Changer

Specify long4erm goals [] Check backup for data integrity time consuming operation)

Select library and tape details Tape options for long+em protection
® Compress data
Choose replica creation

method O Encrypt data

Choose consistency check A valid DPM encryption certfficate must be available on this DPM server. For more information click Help.

options () Do not compress or encrypt data.

Specify online protection data
@ You can optimize tape usage for this protection group using ‘Optimize Tape Usage' on the Libraries Management page.
Specify online protection
goals
@ Summary

@ Status




Choose Replica Creation Method
B To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

Steps: DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replica?

S e Replica in DPM Server

Select data protection (®) Automatically over the network
method

® Now O Later
[ 4172014 «| [ 1:5819FM

Select short4em goals

Review disk allocation
Specify long4em goals

O Manualy

Select library and tape details ‘You must transfer the data using removable media.
For large amourts of data, this operation may be faster than replica creation across the networlk.

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online protection
goals

@  Summary
@ Status




Consistency check options
Select how you want to run consistency check on inconsistent replicas.

Steps:
Sl b Running a consistency check on a replica that has become inconsistent allows DFM to continue protecting the data source.
=ct group members You can start @ consistency check manually or allow DPM to run it automatically. Use the methods below to customize how
Select data protection DPM can nun a consistency check.

method
Select short4em goals E Run a consistency check if a replica becomes inconsistent

Select this method if you want DPM to automatically run a consistency check when it finds a replica in an inconsistent
state. This method may require DPM to use additional CPU and disk resources.

Review disk allocation
Specify long4em goals
] Run a daily consistency check according to the following schedule

Select this method if you want DPM to check for inconsistent replicas at a specified time every day and thenrun a
Choose replica creation consistency check i it finds one. This method may require additional CPU and disk resources during the specified hours.

method

Select library and tape detaild

Sk Starttime: [1200AM v

Maxdmum duration: hours

Specify online protection dat

Cannot exceed 480 hours (20 days).

Specify online protection
goals

@ Summary
@ Status




Specify Online Protection Data
h Specify the data that you would like DPMto help protect online.

Steps:
@ Select group members

@ Select data protection Selected members Computer
Zickind M CA(inetpub, Data) FILEOT.CONTOSO.LOCAL

@ Select the data source you wart to protect online.

@ Select short4em goals
@ Specify longtem goals
Select library and tape details

Choose consistency check
options

Specify online protection data

Specify online protection
goals
@ Summary

@ Status

| select 2l | [ DeselectAl |

I




Specify Online Protection Goals
E Specify your online protection objectives. which DPM will use to generate your protection plan.

Steps: %
\é Specify your online protection objectives

@ Select group members
@ Select data protection Retertion range in days: 120

picthad Synchronization frequency: @) Daily
@ Select short4emm goals O Weekt
@ Review disk allocation Synchronization Schedule
@ Specify longterm goals Synchronize daily at the following times: {maximum 2 times per day)
@ Available time: o Scheduled time:

Select library and tape details

@ Choose replica creation
: method

@ Choose consistency check
options

Specify online protection data

@ Specify online protection CD DPM will create an online recovery point using the latest DPM replica on disk. No new data will be transfemred
goals from the protected computers. if you would likke DPM to help protect the latest computer data online, please
create a new recovery point on disk before creating an online recovery point.

Summary

Status

s Recovery points for: C:\

How | Available recovery points are indicated in bold on the calendar.

|F|Iter servers
Select the date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the Actions

|
» dpe - pane to open the Recovery Wizard.
3 EXCHO1 |
Recovery date:| April 22 2014
4 & FILED [Apri - 20 -
4|23 All Protected Shares R ryitifrie]

|2 Data

|33 de-dup SMB DATA Apri 2074 Recover from: | Disk g

|23 ReFS-File data | Sun Mon Tue Wed Thu Fri  Sat

1 2 3 4 5

i
Sf Al Heasand va 6 7 8 9 10 11 12
e foxt | | 13 14 15 16 17 18 19
=) = 20 21 2[23] 24 5
- 27 28 29 3N
Search
4 3earch Recovery Points [
= Files and folders Path: C3 ¥ e
gEmﬂangem*‘hﬂﬂ [Search list below £ v] [ Search in defails also (Slow)
SharePaint |
| Recoverable ltem / Size
i Data 5 )
g Monitoring & inetpub [  Show all recovery points -
¥ Recover.

_‘% Protection




Review recovery selection
Select recovery type
Specify recovery options
Summary

Recovery status

Review Recovery Selection
Review the information for the items that you chose to recover.

Recovery point:  4/22/2014 6:00:19 FM
Recover from: Disk

Item details
Recovery items: Nm Size ¢
7] Data -
Recovery source:  C:hon FILEDT.CONTOSO LOCAL
<Back [|[ Nets || cance ||




Select Recovery Type

Select the type of recovery you want to perform.

Steps:
Review recovery selection

i (®) Recoverto the original location
Original location:  C:\on FILEDT CONTOSCO.LOCAL

Select recovery type
Specify recovery options

ion: Browse...
Summary | I—I
Recovery status ) Copytotape

This option copies the volume that cortains the selected data to tape in a DPM library.
Note that the volume might also contain data that was not selected for recovery.




o Specify Recovery Options
@ Specify the options to apply to the recovery.

Steps: Existing version recoveny behavior
@ Review recovery selection ) Createcopy ) Skip ® Overwite
Select recovery type

Restore security
Specify recovery options (#® Apply security settings of the destination computer

Summary () Apply the security settings of the recovery point version

Hiecdveny stafis MNetwork bandwidth usage throttling
Status: Disabled

SAN Recovery
[] Enable SAN based recovery using hardware snapshots
Click on Help to lsam about the prerequisite steps
Notification
[] Send an e-mail when this recovery completes

Recipients:

A Separate e-mail addresses with comma.
v || Example: Kim@Contoso com, Temy@Adventure-works com




= Summary
@ Review your recovery settings.

Steps: Recovery point:  4/22/2014 6:00:19 FM
@ Review recovery selection Recovery media:  Disk
@ Select recovery type Source: C:von FILEDT CONTOSO . LOCAL
& Specify recovery options Destination: CMon FILED CONTOSO.LOCAL
@ Summary MNetffication: No
@ Recovery status Recovery items
Details:
Recovery ltems Size
[F] Data
Total size:

& Any synchronization job for the selected recovery server will be cancelled while the recovery iz in
progress.




Select Recovery Type

Select the type of recovery you want to parform.

@ Review recovery selection

* () Recoverto the orginal location
Original location:  C:\ on FILEX . CONTOSO.LOCAL

@ Select recovery type
®) Recoverto an altemiate location

@ Specify recovery options }
- Altemnate location: | | Browse...

@ Recovery status () Copytotape
This option copies the volume that contains the selected data to tape in a DPM library.
Mote that the volume might also contain data that was not selected for recovery.




Specify a recoveny destination on a computer that has the
protection agent installed.

=2 CONTOSO . LOCAL
= 5 DC

Peflogs

Program Files
Program Files {«86)
ProgramUata

9 g-|-B-f 58580

i




Select Recovery Type

Select the type of recovery you want to perform.

Flsmewsecoienstisaion % ) Recoverto the original location

Original location:  C:* on FILEDRT.CONTOSO LOCAL
Select recovery type
Specify library
Specify recovery options
Summarny m @) Copytotape

b This option copies the volume that contains the selected data to tape in a DPM library.
overy status Mote that the volume might also contain data that was not selected for recovery.

) Recoverto an altemate location
Altemate location: | | | Browse...




Specify Library
Select library and specify the tape options for recovery.

Data Protection Manager will copy the following item to a tape in the selected library.
Review recovery selection Copyitem: Con FILEDT.CONTOSO. LOCAL
Select recovery type Size: =
Specify librany Librany details
Specify recovery options Specify the library to use for the recovery.

Primary librany: | Firestreamer Media Changer w |

Summary
Recovery status Copy library: | b |
The copy library is enabled only when the primary library has a single drive.

Tape options
Tape label: |DPM_F€ecovered_C:\ on FILED.CONTOSO.LOCAL

Data ontape: () Compress
() Encrypt (Encrypted tape can be read only by a DPM Server)
(®) Do not compress or encrypt




Specify Recovery Options
Specify the options to apply ta the recoveny.

Steps: SAN Recovery
[1 Enable SAN based recovery using hardware snapshots

Click on Help to leam about the prerequisite steps
Specify libra S
pecty library ] Send an e-mail when this recovery completes
Specify recovery options Recipients:
Summary
Recovery status

Review recovery selection

Select recovery type

@| Separate e-mail addresses with comma.
~ | Bxample: Kim@Contoso com, Temy@Adventure-works com




Summary

Review your recovery settings.

Steps:
Review recovery selection
Select recovery type
Specify librany
Specify recovery options
Summary
Recovery status

Recovery point:
Recovery media:
Source:
Destination:
Notification:
Recovery items
Details:

4/22/2014 6:00:19 PM

Diisk

C:Mon FILED1.CONTOSO.LOCAL
Firestreamer Media Changer

No

Recovery ltems
[ Data




Browse Recovery poinis for: de-dup SMB DATA

% v| Available recovery points are indicated in bold on the calendar.

‘ Filter servers
Select the date from the calendar and the time from the drop down list for the recovery points that yvou want. Click recover in the Actions

4143 Recoverable Data 2 pane to open the Recovery Wizard.
4 3 CONTOSO.LOCAL
Recovery date:  April 23 2014
= |Apri| Y |2014 5
4|33 All Protected Shares
Pl April 2014 Recoverfrom:  Tape [
2 VB DA Sun Mon Tue Wed Thu Fri Sat
La de-dup SMB DATA 1 B 2 3 4 5 All tapes online [ View tape list
|22 ReFS-File data 6 = B e HE ows s
‘EAH Protected Volumes | 13 14 15 16 17 18 19
— [v] 20 21 2 24 25 26
: 27 28 29 30
Search
4 Search Recovery Points
E‘i Filie Sin il Path: F\Shareslde-dup SME DATAL E’ Up
&%) Exchange mailboxes “Search list below £ ~] [ Secarch in details also (Slow)
w SharePoint : -
Last Modified Size
- et =
g Monitoring @ Show all recovery points ——— - S_S E
I ¥ Recover... I
_.% Protection
|@ Recovery |

Reporting ‘

Review Recovery Selection
Review the information for the items that you chose to recover.

Review your recovery selections.

Review recovery selection Recowvery point: 4/23/2014 6:04:04 PM

Select recovery type Recower from: Tape

Specify recovery options Tape set forrecovery: |1 oo 4 | Tape set details

Summary hem details
Recovery status Recovery tems: Mame

Recovery source:  F:on FILEDT.CONTOSO LOCAL

P
<Back ||| MNea> |[| cancel ||




Select Recovery Type

Select the type of recovery you want to perform.

Steps:
Review recovery selection
Select recovery type
Specify recovery options
Summary
Recaovery status

®

O

- I

Recover to the onginal location
Original location:  F:\on FILEQ1.CONTOSO.LOCAL

Recoverto an altemate location

Atemate: location: | | Browse....

Copy to tape
This option copies the volume that contains the selected data to tape in a DPM library.
Note that the volume might also contain data that was not selected for recovery.




Specify Recovery Options
Specify the options to apply to the recovery.

Steps: Recovery library

Feview recovery selaction All the tapes needed for recovery needs to be present in this library.

Library name: | Firestreamer Media Changer (Recommended)

Select recovery type

Specify recovery options Existing version recovery behavior

Sy @ Createcopy () Skip () Overwrite
Recovery status

Restore security
(@) Apply security settings of the destination computer

() Apply the security settings of the recovery paint version

Metwork bandwidth usage throttling
Status: Disabled

SAN Recovery
[ Enable SAN based recovery using hardware snapshots
Click on Help to leam about the prerequisite steps

Matification
1 Send an e-mail when this recovery completes

Fecipients:

"~ | Separate e-mail addresses with comma.
L+ | Example: Kim@&Contoso.com, Temy@Adventure-works .com




Summary
Review your recovery settings.

Steps: Recoverypoint:  4/23/2014 5:04:04 PM

Review recovery selection Recovery media: Tapeset 1  Tape set details
Select recovery type Source: F\on FILEDT.CONTOSO.LOCAL
Specify recovery options Destination: F\on FILED1.CONTOSO . LOCAL
Summary Motification: No

Recovery status Recovery tems

Details:

Recovery tems

A Ay synchronization job for the selected recovery server will be cancelled while the recovery is in
progress.

£ N =
Hrneeel Recovery points forr ReFS - File data
|F\\ler servers K ow | Available recovery points are indicated in bold on the calendar.
~ | Selectthe date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the Actions
4 s‘i CONTOSO.LOCAL }'ﬁ pane to open the Recovery Wizard.
» & DPM1
E Recoverydate:  April 23 2014
» & EXCHOI [ prit - |20 - 4 3
“ i FiLEOT Recoverytime:
4|33 All Protected Shares
73 Data Sl 20L Recover from
22 de-dup SMB DATA - Sun Mon Tue Wed Thu Fri Sat
s | 1, 2 .3 4 5
\a RebS=hiledan 6 7 8 9 W 1 12
* 5] All Pratected Volumes \ 13 14 15 16 17 18 19
» 8 PC [v 20 21 2 | 23[24]25
27 28 29 30
Search
4 Search Recovery Points
= Fles anid ioldears Path: E‘ReFS - File datal #up
g Exdanosoiiboxes [Search list below £ | [ Search in detsils also (Slow)
SharePoint
Recoverable ltem / Last Modified Size
, ERETES = : 83K i
§ Maonitaring L how all recoyery point:
- B 40 Recover...
_‘% Protection
‘@’ Recovery
Reporting




Review Recovery Selection
Review the information for the items that you chose to recover.

Review recovery selection
Select recovery type
Specify recovery options
Summary

Recovery status

Review your recovery selections.
Recovery point: ~ 4/23/2014 2:16:52 AM
Recover from: Online

ftem details

Recovery items: Mame
=] DPM.txt

Recovery source:  E:on FILEDO1.CONTOSC LOCAL




Select Recovery Type

Select the type of recovery you want to perform.

Review recovery selection
Select recovery type
Specify recovery options
Summany

Recovery status

(@ Recoverto the original location
Original location:  E:\on FILEDT CONTOSO . LOCAL

ﬂ ) Recoverto an attemate location
Altemate location:

| Browse...




Specify Recovery Options
Specify the options to apply to the recovery.

Steps: Existing version recovery behavior
Review recovery selection @ Cregtecopy (O Skip () Owverwrite

Select recovery type
Restore security
Specify recovery options (®) Apply security settings of the destination computer

Summary () Bpply the security settings of the recovery paint version
Recovery status

Metwork bandwidth usage throttling
Status: Disabled

SAN Recovery

[T Enable SAN based recovery using handwars snapshots
Click on Help to leam about the prerequisite steps

Motification

[] Send an e-mail when this recovery completes

Recipients:

|~ Separate e-mail addresses with comma.
L~ | Bample: Km@Contoso com, Temy@Adventure-works com




Summary
Review your recovery settings.

Recovery point:  4/23/2014 2:16:52 AM

Review recovery selection Recovery media:  Online

Select recovery type Source:

Specify recovery options Destination:

Summary Motification: No

Recovery items
Details:

Recovery status

E\von FILEDT.CONTOSO.LOCAL
Even FILEDT.CONTOSO.LOCAL

Recovery ttems
=] DPM.ixt

Total size: B3 KB

A Ay synchronization job for the selected recovery server will be cancelled while the recovery iz in
progress.

= %ﬂ Protection Group: File Data (Total members: 2)

JaEER

= 3 Computer: FILED1.CONTOSO.LOCAL

R

Perform consistency check ...

Il['a.
o
=1
a
o =
= o
o L

[

Create recovery point...

"

L

5 0e & B

B 05 [

£

Details: WFILED1 CONTOSO LOCAL\Data

Stop protection of member...

Remove inactive protection...

Switch disaster protection
Modify disk allocation...
Resume disk backups...
Resume azure backups...
Resume tape backups..,
Recovery point status...




Selected: CM
Member type: Volume

Create recovery point for: | Short term disk protection

Recovery point creation options

d = <=

(®) Create a recovery poirt after synchronizing
Choose this option if you want to transfer the changes since the most recent
synchronization and then create a recovery point.

() Create a recovery point without synchronizing
Choose this option f you want to create a recovery point from the DPM
replica without transfeming changes. This is useful when data is deleted from
the protected computer but is still present in the DPM replica.

) Onty synchronize {available orly for file data)
Choose this option to transfer changes since the most recent synchronization
without creating any recovery points.

Selected: CX
Member type: Walume

Create recovery point for: | Online protection

Recovery point creation options

J = = = a

DPM will create an online recovery point using the latest DFM replica on disk.
Mo new data will be transfemed from the protected computers. f you would like
DPM to help protect the latest computer data onling, please create a new
recovery point on disk before creating an online recovery point.




Create recovery point “

Selected: Cx\
Member type: Volume
Create recovery point for: i Long term tape protection W

Recovery point creation options

v = &
Afull backup will be created for the protected member. The latest recovery

point on disk will be backed up to the tape. The library to be used is corfigured
in the protection group settings.

Library to be used: Firestreamer Media Changer
Available free tapes: 47
QK | | Cancel | | Help
DPM Management Shell

FS C:\Prggram Files“Microsoft System Center 2812 R2*DPH-~DPH~bin> .“Migrate-—-DataS}H
DUFCE . ps
DPHEerver: DPHL
JARNIMG: Connecting to DPM server: DPHMi
auto for AUTO SEARCH for matching volume letters
manual for MANUAL INPUT of 'from’ and ‘to" Uolumes. to bhe migrated
pption{ auto or manuald: auto
PSHame : FILES1 . CONTOS0 . LOCAL
Hunning inguiry on the P§
Finizhed running inguiry
ould not find any volumes for migrating automatically

PS C:“Frogram Files“Microsoft System Center 2012 RZ“\DPFM“~DPM-bin>




Chapter 5

=] %0 Protection Group: SQL Databases (Total members: 1)

= 5 Computer: SCSQL CONTOSO local

SCEALECOOrchestrator 3aQL Data '6 IUnable to configure protection Enabled

Occurred Since

=1 €3 Critical (Total alerts: 1)

Affected Area Computer Protection Gr... Alert

12/6/2013 10:55:18 AM SCSQL\SCO\Orchestr.. scsgl.contosol.. SOL Databases Unable to configure protection

Details: SCSQLSCOOrchestrator

Affected area:

Occurred since:

Description:

SCSALSCOWOrchestrator
12/6/2013 10:55:18 AM

DPM could not start & recovery, consistency check, or initial replica creation job for SAL Server 2012
database SC3QLSCOOrchestrator on SC3AL.CONTOSO local for following reason:
(ID 3170)

The DPM job failed for SGL Server 2012 database SCSALSCOOrchestrator on SC3AL.CONTOS0 local

because the protection agent did not have sysadmin privileges on the SAL Server instance. (ID 33424
Details: )

More infermation
e

Recommended
action:

Add 'NT Service\DPMRA' to the sysadmin role on the SQL Server instance.
Run configure protection job again...

Reszolution:

To dizsmiss the alert, click below
Inactivate



S Microsoft SQL Server Management Studio (Administrator)
~ File Edit View Debug Tools Window Help
P - o | NewQuey [ i v | 4 B

a.m.'.;ﬂ.'_-:H:ﬂ“

=1 3 Datahace

# [J Replication

# 3 AlwaysOn High Availability
# [ Management

[ [ Integration Services Catalogs
=} I_% SOL Server Agent

LS Microsoft SQL Server Management

File Edit View Debug Tools Window Help
Pl S A A NewQuery (B PR 4 A9 -8

Object Explorer * 0 X

Connect~ 4 3. m T [g] £
=l L:a SCSOL\SCO (S0L Server 11.0,3128 - CO
¥ [ Databases

= [ Security
=0 § Logins
ﬁ‘ ##MS5_PolicyEventPrgo New Login...
&, #2M5_PolicyTsqlExel s :

A COMTOSOVadministrat
A CONTOSOVscorchsve Start PowerShell
o] CONTOSONScorchUser:
& NT AUTHORITYWSYSTE
A NT SERVICE\MSSOLSSE Refresh
& NT SERVICE\SCLAgentSSLU
£ NT SERVICEVSQL Writer

A NT SERVICE\Winmgrnt

&, sa

# [ Server Roles

Reports b




Server:
SCSQLNSCO

. Connection:

CONTOSONadministrator
!ﬁ View connection properties

Ssert v [ Help

Login name: |NT SERVICENDPMRA

® Windows authentication

v ey s = e

Password:

Confirm password:

[ Specify old passward

Old password: |

Enforce password policy
Erforce password expiration
Usermust change password at next login

) Mapped to cerificate |

() Mapped to asymmetric key |

[] Map to Credential |

Mapped Credentials

Remove

Default database:

Y]

Default language:

v]




Server role is used to grant server-wide security privileges to a user.

Server roles:

[ bulkadmin
[] dbcreatar

[ ] diskadmin

[ processadmin
[w] public

[ securityadmin
[] serveradmin
[] setupadmin

] Server:
. 5C5QLMSCO

Connection:
| CONTOSO‘administratar

3 View connection properties

Ready

oK |[|Cm«r—===|

CETY

b &

Modify  Delete Optimize

Frotection group




Welcome

Select protection group type

Specify protection rules

Select data protection
method

-
L
@ Select group members
L
L

@ Select short4em goals

@ Choose consistency check

options
@ Summary

@ Status

Welcome to the New Protection Group Wizard
This wizard helps you create a new protection group that DPM will use to protect data.

A protection group is a collection of data sources that share the same protection configuration. You use this wizard to
specify your recovery goals that are defined by retention range, synchronization and recovery point schedules.

How data protection works:

1. DPM creates a replica of the selected data sources on the DPM server.
2. DPM synchronizes the replica with the data sources and creates recovery points on a recuming schedule.
3. Backups are performed as follows:

Disk-based and tape-based protection. DPM stores the replica of the data on disks and periodic full backups are
created on tape from the recovery points on disk.

Tape-based protection. DPM performs periodic incremental and full backups of the protected data on tapes.
Online protection. DP M performs periodic backups of the protected data to Windows Azure Backup.

"] Do nat show this Welcome page again

<Back | |[ Net> |[Ncancel |[ Hep |

Select Protection Group Type
Select what kind of computers you would like to setup protection for.

Steps:

Welcome

Select protection group type
Select group members
Specify protection nules

Select data protection
method

Select shot4em goals

Choose consistency check
options

@ Summary

@ Status

*You can create two kinds of protection groups. Select one of them below

® Servers

Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DFM
protection agent is already installed on the target server. These computers must be online at the time of configuring
protection. You will need to select the specific resources you want to backup.

) Clients

Select this option for backing up data from laptops and deskiops. You can install the DPM protection agent after completing
the corfiguration on the DPM server.

@ To configure secondary protection for laptops and desktops, select the Servers option.

<Back ||| Nex> Cancel | [ Heb




Steps:

Welcome

Select protection group type
Select group members

Select data protection
method

Select short4erm goals

Choose consistency check
options

@ Summary
@ Status

Select Group Members.
Select the data that you want to protect.

To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
directory structure, and clear the check box of the folder.

I you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported
configurations.

Unsupported corfigurations

Selected members

Sel_ected Members Computer
SCSQL\SCO\Orchestra... SCSOL.CONTOSO.local

=- 5 SC5aL

All Shares

:] Orchestratar
[}, SCSQLASCOM
145 SCSQLASCSM

% System Protection

Clear cache
Ciicking Clear Cache will only empty the cache. To | Remove |
refresh the data, expand the resource group. e 0 View
Excluded file types: 0  Exclude Files ...
<iack f|[ Nee> | [ Cancel |[ Hep |
e

Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

Steps:

L
@
@
L

Welcome

Select protection group type
Select group members
Select data protection
method

Select shorttem goals

@ Choose consistency check

options

@ Summary

@ Status

Frotection group name: | SGL Databases|
Protection method
Select your protection method.

s [w] 'want shorttem protection using: | Disk v

@ [ | wart online protection
Configure online p ion from the Management page to enable this option.

[ I'wart lengterm protection tsing tape
Protection using tape options are disabled as no tape libraries were detected.

<Back || Met> |[f concel [[ Hep |




Specify Short-Term Goals
DPM will create a protection plan using your short4em recovery goals.

Steps:

Welcome
Select protection group type
Select group members

Select data protection
method

Select shot4em goals
Review disk allocation

@ Choose replica creation
od

Choose consistency check
options

@ Summary

@ Status

SgP  Specify your short-term recovery goals for disk-based protection.

Retention range:

Synichronization frequency:

5 B

® Every |15minute5

() Just before a recovery point

Application recovery points

For applications the recovery point is as per synchronization frequency when they support incremental, otherwise the

recovery point is as per express full backup.

Recovery points:

Express Full Backup:

Based on synchronization frequency (Every 15 minutes)

8:00 PM Everyday

Express Full Backup |

Express full backup schedule
Awailable times:

To provide guick recoveries of application data, such as Exchange data and SCIL data, DFM
must perodically create an express full backup. The express full backup typically increases the
demand on the computer’s resources for several minutes.

To reduce the demand on computer's resources, you can schedule fewer express full backups,
but this can increase data recavery time.

8:00 AM

2:00 PM




Review Disk Allocation
Review the storage pool disk space allocated for this protection group.

Steps:

Welcome

Fl

@ Select protection group type
@ Select group members
L

Select data protection
method

@ Select short4em goals
# Review disk allocation
@ Choose replica creation

method

@ Choose consistency check

options

@ Summary
@ Status

Review the disk space allocated for new bers of this
Disk space allocation for new members
Total data size:

Disk space allocated in DPM:

ion group.

5.00 MB
1457GB

[#] Co-locate datz in DPM Storage Pool

CoHocating data enables DPM to protect more number of data sources per replica volume. Only certain type of data can
be codocated. Click Help to leam more.

A Iy the
Automatically grow the allocated volumes when more disk space is required to continue protecting the items in the
protection group for the specified retention range. This option is not applicable for custom volumes.

Storage pool details
Details of all disk space cumently allocated and free disk space that remains in the DPM storage pool.

B Total disk space allocated:  19257GE
[ ] Disk space remaining: 307.30GB

<Back ||| Ned> || Ccaneel

Choose Replica Creation Method
To pratect the data you have selected, you must inttially copy the selected data to the Data Protection Manager computer.

Steps:

Welcome
Select protection group type
Select group members

Select data protection
method

Select shortterm goals

Review disk allocation

@ Choose replica creation

method

Choose consistency check
options

@ Summary

@ Status

DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replica?

Replica in DPM Server
® Automatically over the network
® Now O Later
| 3/ e/2m4

v| [5329am B

) Manually

‘You must transfer the data using removable media.
For large amounts of data, this operation may be faster than replica creation across the network.

< Back || Next >




Consistency check options
Select how you want to run consistency check on inconsistent replicas.

Steps:

Welcome:
Select protection group type
Select group members

Select data protection
method

Select short4erm goals
Review disk allocation

@ (Choose replica creation

method

Choose consistency check
options

@ Summary

@ Status

Running a consistency check on a replica that has become inconsistent allows DPM to cortinue protecting the data source.
You can start a consistency check manually or allow DPM to run it automatically. Use the methods below to customize how
DPM can run a consistency check.

[w] Run a consistency check ff a replica becomes inconsistent

Select this method i you want DPM to automatically nun a consistency check when it finds a replica in an inconsistent
state. This method may require DPM to use additional CPU and disk resources.

"] Run a daily consistency check according to the following schedule

Select this method if you want DPM to check for inconsistent replicas at a specified time every day and then run a
consistency check if i finds one. This method may require additional CPU and disk resources during the specified hours.

Start time: 12:00 AM v
o

Cannot exceed 480 hours (20 days).

Madmum duration:




Summary
E DPM is ready to create the Protection Group 1 protection group.

Steps: Review the settings, and then click Create Group to create the Protection Group 1 protection group.
@ Welcome Protection group members:
SQLWFULL
@ Select protection group type
@ Select group members
@ Select data protection
method
@ Select short4erm goals Protection group settings:
# Review disk allocation Setting Details
® Chossiienics i Short4em retention range 5 Dayis)
method Synchronization Every 15 minutes
Recor it icati Every 15 minut
@ Choose consistency check .\rery DOI. < (applications) e
options Replica creation MNow
@ Summary
@ Status

(B You can optimize performance of this protection group now or you can do it later from the actions pane.

[>]

<




Select Group Members.
Select the data that you wart to protect.

Steps:

Welcome
Select protection group type
Select group members

Select data protection
method

Select shortterm goals

Choose consistency check
options

@ Summary

@ Status

To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the

directory structure, and clear the check box of the folder.

¥ you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported

configurations.
Unsupported corfigurations
Available members

Selected members

_m SCOEN

- 5 SCsaL

33, All Shares

g Al SQL Servers

4.4 SCSQLVSCO
-, SCSQLASCOM
14 SCSQLVSCSM

- All Volumes
% System Protection

E

Clear cache

Clicking Clear Cache will only empty the cache. To
refresh the data, expand the resource group.

Selected Members

Excluded folders:
Excluded file types:

Computer

0

Remave

View

Exclude Files ...

< Back || Mext =

Canicel
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Select Group Members.
Select the data that you want to protect.

Steps:

Welcome
Select protection group type
Select group members

Select data protection
method

Select shorttem goals

Choose consistency check
options

@ Summary

@ Status

To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the

directory structure, and clear the check box of the folder.

¥ you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported

configurations.
Unsupported configurations
Available members Selected members
Selected Members Computer
SCSOL\SCOYmaster SCSOL.CONTOSO.local
SCSOL\SCOAmodel SCSOL.CONTOSC.local
SCSQL\SCOVmsdb SCSOL.CONTOSC local
« L
-9 (Auto) SCSALASCO SCSQL\SCOMOrchestra.., SCSQL.CONTOSO.local
s et
- [w] _'J model
[ ] medb
- | Orchestrator
{4 SCSALASCOM
- SCSQLASCSM
All Volumes
System Protection
Clear cache
Clicking Clear Cache will only empty the cache. To
refresh the data, expand the resource group.
_ Bxcluded folders: 0 View
Excluded file types: D  Exclude Files ..
Back || MNet> |[ Canesl || Heb |

Select Data Protection Method

Welcome

Select protection group type

Select group members
Select data protection
method

Select short4+em goals

Choose consistency check
options

@ Summary

@ Status

DPM can help provide disk, online and tape based data protection.

Protection group name: | SOL Databases

Protection method
Select your protection method.

- [#] | want shertterm protection using: | Disk

@ [+ I want online protection

m [ | want long4em protection using tape

Protection using tape options are disabled as no tape libraries were detected.

<Back ||

Neat > ||




Specify Online Protection Data
ﬁ Specify the data that you would like DPM to help protect online.

Steps:

@ Welcome

@ Select protection group type
@ Select group members
L

Select data protection
method

@ Select short4erm goals
@ Review disk allocation

@ (Choose replica creation
method

@ Choose consistency check
options

- Specify online protection data

@ Specify online protection
goals

@ Summary

@ Status

@ Select the data source you want to protect online.

Selected members
[0 SCSQL\SCON\Orchestrator

Computer
SCSOL.CONTOSC local

[ Selectl | [ Desclectu |

< Back ||

Next >

| [ cancel

[ e |




Specify Online Protection Goals
Specify your online protection objectives, which DPM will use to generate your protection plan.

Steps: >
@ Specify your online protection objectives
Welcome
Select protection group type
Select group members Synchronization frequency: @) Daily
Select data protection O Weekly
method Sm e
Select short4erm goals Synchronize daily at the following times: (maximum 2 times per day)

Review disk allocation

@ Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online protection
goals

(I) DPM will create an online recovery point using the latest DFM replica on disk. Mo new data will be
transfemed from the protected computers. F you would likke DPM to help protect the latest computer
@ Summary data online, please create a new recovery point on disk before creating an online recovery point.

@ Status




Browse Recovery points for: SIMPLE
|F\Iter servers p v | Available recovery points are indicated in bold on the calendar.
2 ExcHO (<] Select the date from the calendar and the time from the drop down list for the recovery points that you want.
i ~ | paneto open the Recovery Wizard.
» & FILED1
— Recovery date:  March 08 2074
bdPe March -| 2014 - %
i SHABEPOINT et b
4 3 saL
4l All Protected SQL Instances | = March. 2014 Recoverfrom:  Disk <g
44 saL Sun Mon Tue Wed Thu Fri Sat
; 1
:.J_FU_U_-__ Z 3 % 5 6§ 7B
| SIMPLE L | 0: o400 41 32 dg 4 45
v % 17 18 19 20 21 2
il 23 24 25 2% 27 248 2
o AN
Search
4 Search Recovery Points
=] Files and folders Path: SQL
Exchange mailboxes Search list below
ﬂ SharePoint -
Recoverable ltem / Last Modified
g Monitoring s @ Show all recovery points
_.I% Protection ) Recover..
|‘[@ Recovery HI
E:;l Reporting
Q Management

Review Recovery Selection
Review the infarmation for the items that you chose to recover.

Steps: Review your recovery selections.
Review recovery selection Recovery point: ~ 3/10/2014 8:00:24 PM
Select recovery type Recover from: Disk:

Specify database state ltem details
Recovery item: SIMPLE

Size 47.02 MB
Recovery source:  SQLVSIMPLE on SQLCONTOSO LOCAL
Source version: 11031280

Specify recovery options

Summany

Recovery status




Select Recovery Type

Select the type of recovery you want to perform.

Steps:
Review recovery selection
Select recovery type

% (® Recoverto orginal instance of SQL Server (Overwrite database)
The cument database files will be overwritten during recovery.

_) Hecoverto any instance of SGL Server

Specify database state Jg:ﬁ This option allows you to recover to any instance of SQL Server on same or altemate server.

Specify recovery options e
~2 (O Copyto a network folder
Summary [ St

Recovery status & () Copytotape
This option copies the database to tape in a DPM library.

Specify Database State
@ Specify whether you want to leave the DE in restoring state and copy incremental log files across.

s Specify the recovery option for recovering the selected database.

@ Review recovery selection @ Femve et binse feirial
@ Select recovery type SQLVSIMPLE on SQL.CONTOSO.LOCAL
» Specty database state This option performs full recovery and leaves the database ready to use.

@ Specify recovery options () Leave database non-operational but able to restore additional transaction logs.

@ 5
R This option recovers the database but leaves it non-operational .
@ Recovery status Database in restoring state option
[ Copy SGIL transaction logs between the selected recovery point and latest available
recoverny point

This option is disabled because there are nao logs available for the selected database. For more
information click Help.




Review recovery selection
Select recovery type
Specify database state
Specify recovery options
Summany

Recowvery status

Specify Recovery Options
Specify the options to apply to the recoveny.

Network bandwidth usage throttling
Status: Disabled Modify...
SAN Recovery

["] Enable 5AN based recovery using hardware snapshots
Click on Help to leam about the prerequisite steps

Notffication

[] Send an e-mail when this recovery completes

Recipients:

E‘ Separate e-mail addresses with comma.
~ | Bxample: Km@&Contoso.com, Temy@Adventure-works.com

<Bock ||| MNet> [[] Cancel || Heb

Summary

Review your recovery settings.

Review recovery selection
Select recovery type
Specify database state
Specify recovery options
Summary

Recovery status

Recovery point:

Recovery media:

Source:
Destination:

Notification:
Recovery items

Recovery tem:

Details:

3/8/2014 1:27:59 PM

Disk

SQL\SIMPLE on SQL.CONTOSO.LOCAL
SQLASIMPLE on SQL.CONTOSO.LOCAL
No

SIMPLE

Database Files
@ SIMPLE. mdf

Dest'mat.ion
ChProgram Files\Microsoft.

LE log.Idf

Total size:

46.56 MB

& Any synchronization job for the selected recovery server will be cancelled while the recovery iz in
progress.




Select Recovery Type

Select the type of recovery you want to perform.

@ Review recovery selection
@ Select recovery type
@ Specify atemate recovery

location

@ Specify recovery options
@ Summary
@ Recovery status

Recover to orginal instance of SQL Server (Overwrite database)

A= KL= ing recover

® Recoverto any instance of SQL Server
This option allows you to recover to any instance of SOL Server on same or altemate server.

() Copy to a network folder

() Copytotape
This option copies the database to tape in a DPM library.




Specify altemnate recovery location
Specify the altemate database and instance for recovery.

Steps:

& Review recovery selection

&

Select recovery type

Specify attemate recovery
location

Specify database state
Specify recovery options

Summarny

&« & & &

Recovery status

For the database you are recovering, specify the instance of SGL Server, the name of the recoversd
database, and the database file locations.

Instance of SQL Server: | | Browse...

Recovered database name: | FULL

Database fils locations

I the recovery destination version is SQL 2000 then the database file locations have to be the same as
on the original SGL server, for SAL 2005 or |ater you can specify database file locations.

Databaze file Database file location Size Available space

FULL.mdf C\Program Files\Microsoft SCL Se g =
FULL_log.ldf | C\Program Files\Microsoft SOL Se = =

Database files location:




) Select SOL Server Instance

Specify a recovery destination on a computer that has the

protection agent installed.

e

=2 CONTOSO.LOCAL
=- & SCo

L3 el SCOMSC0

B 3 saL

oK

Cancel ||

Help




Specify alternate recovery location
Specify the atemate database and instance for recavery.

@ Review recovery selection

Select recovery type

Specify altemate recovery
location

Specify database state
Specify recovery options
Summany

Recovery status

For the database you are recovering, specify the instance of SQL Server, the name of the recovered
database, and the database file locations.

Instance of SQL Server: | SCO\SCO | [ Browse...

Recovered database name: |FU|—|— |

Database file locations

i the recovery destination version is SQL 2000 then the database file locations have to be the same as
on the original SQL server, for SQL 2005 or later you can specify database file locations.

Database file Diatabase file location l_‘;ize Awvailable space
FULL.mdf Ci\Program Files\Microsoft SQL S{|[_.. |1 ;

FULL log.ldf  |C\Program Files\Microsoft SOL Sll 1 2

Database files location:




Specify Database State
Specify whether you want to leave the DB in restoring state and copy incremental log files across.

@ Review recovery selection
@ Select recovery type

Specify altemate recovery
location

Specify database state
Specify recovery options
Summary

Recovery status

Specify the recovery option for recovering the selected database.

(®) Leave database operational
SCOMSCOVFULL on SCO.CONTOSO.LOCAL
This option performs full recovery and leaves the database ready to use.

) Leave database non-operational but able to restore additional transaction logs.

This option recovers the database but leaves it non-operational.
Database in restoring state option
[ Copy SGL transaction logs between the selected recovery point and latest avaiable

recovery point

This option is disabled because there are no logs available for the selected databasze. For more
information click Help.

Specify Recovery Options
Specify the options to apply to the recovery.

@ Review recovery selection
@ Select recovery type

Specify altemate recoveny
location

Specify database state
Specify recovery options
Summary

Recovery status

Network bandwidth usage throttling
Status: Disabled

SAN Recovery
[] Enable SAN based recovery using hardware snapshots
Click on Help to leam about the prerequisite steps
Metffication
|:| Send an e-mail when this recovery completes

Recipients:

@ Separate e-mail addresses with comma.
~ || Bxample: Kim&Contoso com, Temy@Adventure-waorks com




. Summary
@ Review your recovery settings.

Steps: Recovery point:  3/12/2014 12:00:04 AM

@ Review recovery selection Recovery media:  Disk
Select recovery type Source: SQLVFULL on SQL.CONTOSO.LOCAL
Speciy altemate recovery Destination: SCONSCONFULL on SCO.CONTOSO.LOCAL
location o o
Specify database state Recovery fems
Specify recovery options Her vy

Summ;
Gt Details:

HEcovery stahis Database Files Destination
@ 00000000330000000088... "
] FULL.mdf CAProgram Files\Microsoft... -
@ FULL leg.ldf CA\Program Files\Microsoft., -

Total size:

@ Recovery Status

Steps: Recovery status:  Failed
@ Review recovery selection  Start time: 3/8/2014 2:18:46 PM
@ Select recovery type End time: 3/8/2014 2:18:58 PM
@ Specify attemate recovery Data transfemed: -
location
- Scofi seletent le ©  The VSS application wrier orthe VSS provider s in a bad state. Eher t was alreadyin  bad state or
B i i o it entered a bad state during the cument operation, (1D 30111}
@ Summary
@ Recovery status



Specify alternate recovery location
@ Specify the atemate database and instance for recovery.

Steps: For the database you are recovering, specify the instance of SGL Server, the name of the recovered
database, and the database file locations.

—"

& Review recovery

Select recovery type Instance of SQL Server: |SQ]- | | Browse...

n

Specify atemate recoverny - |RESTORE
e Recovered database name: | |

Specify database state Database file locations
4 : If the recovery destination version is SQL 2000 then the database file locations have to be the same as
Specify recovery options on the original SQL server, for SQAL 2005 or later you can specify database file locations.

Sy Database file Database file location Size HAvailable space
Recovery status FULL.mdf C:\RESTORE & =

FULL_log.Idf  |CARESTORE 7 =

Database files location:

Specify Database State
@ Specify whether you want to leave the DB in restoring state and copy incremental log files across.

e Specify the recovery option for recovering the selected database.
@ Review recovery selection O leve dtibase ]
@ Select recovery type SQL\RESTORE on SQL.CONTOSO.LOCAL
@ Specify atemate recovery This option performs full recovery and leaves the database ready to use.

location
@ Speciy database state ® Lsave database non-operational bt sble to restors addiional transaction logs.
@ Specify recovery options This option recovers the database but leaves it non-operational.
8 Sivmrary Database in restonng state option

[ Copy SGL transaction logs between the selected recovery point and latest available

@ Recovery status recovery point

This option is disabled because there are no logs available for the selected database. For more
information click Help.

ook ][ Wea> ] [ Gaa ] [




Select Recovery Type
Select the type of recovery you want to perform.

() Recoverto onginal instance of SQL Server {Ovenwrite database)
The cument database files will be overwritten during recovery.

% () Recoverto any instance of SQL Server
Specify destination o This option allows you to recover to any instance of SQL Server on same or atemate server.

Specify recovery options
':'—.'t:. (®) Copyto a network folder
Summary Vi

Recovery status () Copytotape
Thiz option copies the database to tape in a DPM library.

Review recovery selection
Select recovery type

Specify Destination
Specify where you would like to locate the database files.

Specify where you would like to copy database files.
Review racovery sslection All the files will be copied inside a folder named "DPM_3-8-2014_13.52 34" in the copy destination.

Select recavery type Destination: | | Browse...
Specify recovery options
Summiary Space required:

Space available:

Destination path: |

Recovery status




Specify a recovery destination on a computer that has the
protection agent installed.

E-Z5 CONTOSO LOCAL
E-§ DC

5. F  FILEDT

ElE Volumes

B TN

+-{ | SRecycle.Bin
o

| Perflogs
#-. | Program Files
+-_| Program Files 85}
#- | ProgramData
#-{ | Users

#- | Windows

hares

. Specify Recovery Options
@ Specify the options to apply to the recaovery.

Steps: Restore security
@ Review recovery selection (@) Apply security settings of the destination computer
Apply the security settings of the int versi
@ Select recovery type O RN IR
@ Specify destination MNetworlk bandwidth usage throttling
B ety reeny o Status: Disabled Madify...
@ Summary SAN Recovery
@ Recovery status ["] Enable SAN based recovery using hardware snapshots
Click on Help to leam about the prerequisite steps
Notification
[ Send an e-mail when this recovery complstes
Recipients:

@| Separate e-mail addresses with comma.
| Example: Kim@&Cortoso.com, Temy@Adventure-works.com

e [][ > [| o] [P




Summary

Review your recovery settings.

Review recovery selection

Select recovery type

Specify destination
Specify recovery options
Summary

Recovery status

Recovery paint:
Recovery media:
Source:
Destination:
Notification:
Recovery items
Recovery item:
Details:

3/8/2014 1:52:34 PM

Diske

SQLWFULL on SQL.CONTOSO LOCAL
FILEDT.CONTOSO.LOCAL

Ne

Database Files
@ FULL.mdf

(] FULL log.Idf

Total size:

December z

2013

P 2.4
8 9
15 16 17
2 3 u

29 30 3

December 2013
Sun Mon Tue Wed Thu Fri

4 5 6
He " 3
15 19 20
25 26 27

Sat

14
21
28

Recovery date: December 10 2013

Recoverytime: |EREISENIE ~

Recover from:  Online @IF




a Select Recovery Type

i@

Steps:

Review recovery selection

Select recovery type
Specify library

Specify recovery options
Summary

Recovery status

Select the type of recovery you want to perform.

() Copyto a network folder

Recovery points for: FULL

() Recoverto onginal instance of SQL Server {Ovenwrite database)
The curent database files will be overwritten during recovery.

() Recoverto any instance of SQL Server
This option allows you to recover to any instance of SQL Server on same or atemate server.

| Filter servers

» 3 EXCHO1

3 FILEO1

& PC

I 3 SHAREPOINT
4 3 saL

4l All Protected SQL Instances

“dosaL
| SIMPLE

Available recovery points are indicated in bold on the calendar.

Select the date from the calendar and the time from the drop down list for the recovery points that you want.
pane to open the Recovery Wizard.

Recovery date:  March 08 2014

L<]

Search
4 Search Recovery Points
=] Files and folders
&% Exchange mailboxes
ﬂﬂ SharePoint

Recoverable ltem

|March 7 |2£|14 =
March 2014 Recoverfrom:  Disk <@
Sun Mon Tue Wed Thu Fri  Sat
1
3 & 5 & 7
10 12 13 "I
17 18 19 20 21 22
24 25 2% 27 28 29
31
|Search|i5tbelow ,O v| n
Last Modified Size

g Monitoring

__5 Protection

|@ Recovery

Reporting




Select Recovery Type
Select the type of recovery you want to perform.

Steps:
Review recavery selection * ® Recoverto original instance of SGL Server {Ovenwrite database)
The cument database files will be overaritten during recovery.

Select recovery type

Elj () Recoverto any instance of SUL Senver
Specify recovery options F- This option allows you to recover to any instance of SQL Server on same or altemate server.

Summary

E () Copy to a networ folder
Recovery status .

4,1 () Copy to tape
The option is disabled as either there are no tape libraries orthere are not enough number of tape
drives.




Chapter 7

-1 Administrator: Command Prompt

»Program Files“Microsoft Data Protection ManagersDPM-~bin*Conf igureSharepoint -
nableSharePointProtection

nter the user name for 'UWSSCmdletsWrapper’:| jodoBcontoso.local

nter the password for WESCmdletsWrapper:

Operation completed successfully.

ypes registered successfully
Operation completed successfully.

= | e %
IR T
Mew Modify Delete  Optimize

Protection group

el Create New Protection Group “

Select Group Members.
Select the data that you want to protect.

Steps:
To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
Welcome directory structure, and clear the check bax of the folder.
: I you do not see the data source you wart to protect in the tree below, click the following link for a list of unsupported
Select protection group type configurations.
Select group members Unsupported corfigurations
@ Select data protection Available members Selected members
mefiod | = '_3 IC [ Selected Members Computer
@ Select shorttem goals st Sharepoint Farm\SHA.. SHAREPOINT.CONTOS..
-
@ Choose consistency check i
options H
*
@ Summary +
@ Status -

S SHAREPOINT
+|:| 23 Al Shares
+-Lih, All SQL Servers

TR

ok

* o)

= ﬁ_ SharePoint

| [ SHAREPOINT\SharePoint'SharcPs
o - A T

#- g saL

B T 3

Clear cache

Clicking Clear Cache will only empty the cache. To
refresh the data, expand the resource group

IE Excluded folders: 0 View
Ear cache Excluded file types 0 Exclude Files ...

|| Meat = | Cancel || Help




Select Data Protection Method
E DPM can help provide disk, online and tape based data protection.

Steps:

Welcome

Select protection group type
Select group members
Select data protection
method

& & & &

Select short4erm goals

@ Choose consistency check
options

@ Summary

@ Status

Protection group name: | SharePoirt Fams | |

Protection method
Select your protection method.

S [+ | want short4em protection using: | Disk v

@_‘J [] 1 want enline protection

This option is disabled as this protection group does not contain data sources that can be

protected online.

[#] 1 want long4em protection using tape

<Back |||

Cancel | |




Specify Short-Term Goals
E DPM will create a protection plan using your short4em recoverny goals.

Steps: =] Specify your shorttem recovery goals for disk-based protection

Welcome
Retenti : d
Select protection group type = L ,El—_E X |
0N rECOVEry points
For applications the recovery point is as per synchronization frequency when they support incremental, otherwise the

*
*
@ Select group members
L

S:iﬁddﬁﬁ protection recovery paint is as per express full backup
metho
Recovery points: Based on express full schedule (8:00 PM Everyd
& Select shortterm goals i = e
@ Review disk allocation Express Full Backup: ‘31]] PM Everyday [
@ Specify longterm goals [ ]| [ Modiy ...
L

Select library and tape details

@ Choose replica creation
method

@ Choose consistency check
options

Summary

Status

p—
<Back ||| Net> | [fCacel || Heb |

Review Disk Allocation
Review the storage pool disk space allocated for this protection group.

S Review the disk space all d for new
Welcome Disk space allocation for new members

Total data size:
Disk space allocated in DPM:

Select protection group type
Select group members
Select data protection [] Co-locate data in DFM Sto

orage Pool
method e
This option is disabled because the chosen data sources cannot be codocated Click Help to leam more.

vl
Review disk allocation Automatically grow the allocated volumes when more disk space is required to continue protecting the items in the
Speciy longtem goals protection group forthe specified retention range. This option is not applicable for custom volumes.

Select shortterm goals

Select library and tape details
Storage pool details

Choose replica creation Details of all disk space curmently allocated and free disk space that remains in the DPM storage pool
method

Choose consistency check y B votal disk space allocated: 23088 GE

options
[] Disk space remaining: 268,99 GB
@ Summarny

@ Status




Select Long-Term Goals
E DPM will create a protection plan using your longtem recovery goals.

Steps:

Welcome

Select protection group type
Select group members

Select data protection
method

& & & &

Select short4em goals
Review disk allocation
Specify longtem goals

. & & &

Select library and tape details

@ Choose replica creation
method

# Choose consistency check
options

@ Summary

@ Status

Specify your longtemn recovery goals for tape-based protection. All longterm tape-based protection uses full backups.

Recovery goals
The retention range and backup frequency that you select will determine the recovery point schedule.
(i) Click Customize to modify the recovery point schedule or the default tape labels.

Retention ange: ‘3

G |Moﬂth5 v‘

Frequency of backup: Weskdy W

Recovery points: 1 recovery poirt every 1weekis) forthe last 4 week(z)
1 recovery poirt every 1 monthis) for the last 3 monthis)

[ Restore Defauts | [ @

Backup schedule
Based on the specified backup frequency, the tape library will perfform a full backup to the tapes according to the following
schedule

G) Click the Medify button to choose the backup days in case of daily tape backups.
Weekly: Sat 11:00 PM

Moritly: Day 1, 1100 FM

<Back ||[ MNet> |[|cancel |[ Heb |




You can customize the longtem recoveny goals for daily, weekly, monthly, or yeary backups. To customize the
recovery goals, specify the backup frequency. retention range, number of backup copies. and tape label for each
increment of backup to be applied to this protection group.

('B To modify the tape label, click the label text to select it. and then click the label text again to edit it.

Recovery goal 1

[w] Back up every: Tape Label
SharePoint Famms-LT-1WeeksCopyl

Retention range:
Mumber of backup copy:

Recovery goal 2
[ Back up every: . Tape Label
SharePoirt Farms-LT-1Months-Copyl

Retention range:
MNumber of backup copy:

Recovery goal 3
[[] Back up every: 2 Tape Label
SharePoint Farms-LT-1Years-Copyl

Retention range:
Mumber of backup copy:

Option
Specify the action DPM should take when the backup jobs for different recovery goals occur on the same day.
) Run backup for all fignore overdap of days)

® Run backup only for the "Recovery goal 2'




Select Library and Tape Details
E Specify details about tape and the library that you would like to use for backup.

Steps:

Welcome

Select protection group type
Select group members

& & & &

Select data protection
method

Select short4em goals
Review disk allocation
Specify long4erm goals

&« & & &

Select library and tape details

@ Choose replica creation
method

@ Choose consistency check
options

@ Summary

@ Status

Specify details about the library and tape that you want to use for tape backups.

Library details
Library: | Firestreamer Media Changer v |
Drives allocated:
Copy library: | Firestreamer Media Changer v |
[] Check backup for data integrity fime consuming operation)

Tape options for long4em protection
®) Compress data

) Encrypt data
Avalid DPM encryption certificate must be available on this DPM server. For more information click Help.

) Do not compress or encrypt data.

G) You can optimize tape usage for this protection group using ‘Optimize Tape Usage' on the Libraries Management page.




Ch Replica Creatio

p

E To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

Steps: DPM must create a replica to copy the selected data to the DPM server. How do you wart to create the replica?
iV Replica in DPM Server
@ Select protection group type ®) Austomatically over the network
@ Select group members @ Now ) Later
@ Select data protection i 7

e (6262014 | [20954AM |
& Select short4erm goals O Manualy

B

@ Review disk allocation You must transfer the data using removable media.
B S For large amounts of data, this operation may be faster than replica creation across the network
4 Select library and tape details
& Choose replica creation

method
@ Choose consistency check

options
@ Summary
@ Status

S VS
e ——t ]
)
Consistency check options

E Select how you want to run consistency check on inconsistent replicas.

Steps:
Wel Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source.
o e You can start a consistency check manually or allow DPM to run it automatically. Use the methods below to customize how
@ Select protection group type DPM can run a consistency check.
@ Select group members
[ Bun a consistency check if a replica becomes inconsistent
@ Select data protection

Select this method if you want DPM to automatically run a consistency check when it finds a replica in an inconsistent

it state. This method may require DPM to use addtional CPU and disk resources.
@ Select short4emm goals
# Review disk allocation [ Run a daily consistency check according to the folowing schedule
@ Specify longtem goals Select this method if you want DPM to check for inconsistert replicas at a specified time every day and then run a
congistency check if it finds one. This method may require additional CPU and disk resources during the specified hours.
L

Select library and tape details

Choose replica creation Start time: 12:00 AM v
method
Mepimum duration: hours

& Choose consistency check
options Cannot exceed 480 hours (20 days).

&

@ Summary

@ Status

<Back ||[ Net> |[| camcel || Hep




File Action View

© @

&% of

@

Recover Showall  End-user Check Options About Help
wversions = recovery  updates DPM
Recovery Configure Options Help
— - - =
Browse Recovery points for. SHAREPOINT\SharePoinf\SharePoint_Config_02e0896b-0c0b-4293-ad86-1538
|F\Ilerservers 0L v‘
. 3 DPMI ... Selectthe date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the
— | Actions pane to open the F{eoavemwizard.
> 3§ EXCHO1
] Recoverydate: June 26 2014
© & EXCHD2 |.J|me ‘2014 - &
v & FILEDT o Recoverytime:
3 PC =
s 3 sco June 2014 Recoverfrom:  Disk <@
4 3 SHAREPOINT | Sun Mon Tue Wed Thu Fri Sat
“§fi All Protected SharePaint Date % W E A B 18 3
ﬂSHAREPOINT\SharBPunﬁ.i 8 9 10 11 12 13 14
G T P I s - | I
Search és ﬁ 24 21 28
4 Search Recovery Points
=] Files and folders
i) Exchange mailboxes Path: All Protected SharePoint Data
SharePoint
i [Search list below £ v] [ Searchin details also
—_ Hecoverable lem | Last Madified Size
g Monitoring -

_;% Protection

(% Show all recovery points

‘@ Recovery

la Reporting

- Select Recovery Type

@

Steps:
Review recovery selection
Select recovery type
Specify recovery options
Summary

Recovery status

Select the type of recovery you want to perform.

€ Recover..

®) Recover all SharePoint content and components

Configuration and conteﬂt databaseswﬁ be recovered to their original locations. f DPM was unable
forthe datat during backup, then this option will be disabled.

Altemate folder:

@ ©

Copy the Windows SharePoint Services fam to tape
This option copies the SharePoint farm which contains the selected recovery item to a tape.




File Action View Help
© 4 & s
Recover  End-user Check  Options About Help
recovery updates DPM
Recovery | Configure Options Help
<
Browse Search Parameters
|F|Iterservers £ v| Parameters: ) Site name Contains | | ]
> § EXCHO1 [~
[ ® Document name |
» 3 EXCHO2 |
» 3 FILE0T -
e SharePointfarm name [sHAREPOINTISharePaintiSharePs |
Example:
F g 8CO
i = DSearcthlymihmaURL | | hitp://SharsPointd Ysite

4 3 SHAREPOINT
4§ All Protected SharePoint Data
3l SHAREPOINT\SharePoints
3 saL 1]

Recovery Point Range: | 6/24/2014 [+ | to [6/26/2014 [+ |

Search

Search Resulis

4 Search Recovery Points
=] Files and folders
E Exchange mailboxes
31 sharePoint

g Monitoring

__5 Protection

||E Recovery

Recovery Type /

Show all recovery points

o Select Recovery Type

=

Select the type of recovery you want to perform.

Steps:

Review recovery selection

*@

o
-

& ©

Select recovery type
Select recovery process
Specify temporary server
Specify staging location
Specify recovery options
Summarny

Recovery status

Recover to onginal site

Recover to an altemate site

This option wil recover the selected items inside a specified atemate site

Export selected items to & networl folder

Altemate folder: |

‘ Browse...

Copy the Windows SharePoint Services fam to tape
This option copies the SharePoint farm which contains the selected recovery items to atape.

Please note that it might also contain data which were not selected for recoveny

<Back |||

Next >

| [] cancel ||

e |




Chapter 8

Lpdate

Dizable protection

Uminstall
Throttle computer
Refresh

e T

PR

Modify Delete  Optimize

Protection group

Select Group Members.
ﬁ Select the data that you want to protect.

Steps:
s To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
@ Welcome directory structure, and clear the check box of the folder.
@ Select protection group type i,yr\'.;?lu d?aﬂr?ot see the data source you want to protect in the tree below, click the following link: for a list of unsupported
gurations.
@ Select group members Unsupported corfigurations
@ Select data protection Available members Selected members

method Selected Members Computer

@ Select short4em goals Mailbox Database 151... EXCHO1.CONTOSC.LO..

@ (Choose consistency check

e w28 Al Shares
E = T AP INY
@ Summary = "
@ Status E--@ Exchange 2013 Databases

& J
- g
- ﬂ
- i

Clear cache
Clicking Clear Cache will only empty the cache. To
refresh the data, expand the resource group.
= Excluded folders: 0 View
TR Bxcluded fie types: il Erciarie Hies
<Back | [[ Net> |[|cance || Hep |




Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

S :
e Protection group name: | Exchange Mailbox Databases
Welcome o .

Select protection group type Select your protection method.
Select group members
Select data protection
method

S [#] | want short4em protection using: | Disk

Spt_acify exchange protection @ [] 1 want online protection

o This option is disabled as this protection group does not contain data sources that can be
Specify Exchange DAG protected online.

protection

Select short4em goals [[] 1 want longtem protection using tape
Review disk allocation

Choose replica creation
method

Choose consistency checlk
options

Summary
Status




Specify Exchange Protection Options

Steps: Specify protection options for Bxchange members

Welcome Eseutil integrity check

Select protection group type For disk based protection, Eseutil runs on the DPM server. For tape-based protection, Eseutil runs on the protected
Exchange server.

Select group members [w] Run Esevtil to check data integrity

Siidddafﬁ protection For Exchange 2010 and Exchange 2013:

ZE ® Run for both database and log files {maybe slow f databases are large)

mmmgemm © Run for log files only (Recommended for DAG servers)

Specify Exchange DAG
protection

@ Select short4em goals
@ Review disk allocation

@ Choose replica creation
methad

Choose consistency check
options

@ Summary

@ Status

Specify Exchange DAG Protection

Steps: Full backup can only be performed from one copy of the database due to federated log truncation. All other copies must be
selected for copy backup. f multiple copies of a database are selected for backup, ensure that only one of them are selected
Wil comin for ful backup.

Select protection group type
Select group members

Select data protection Datat copies selected for Full Backup Database copies selected for Copy Backup
method

Database Node Database Node
Specify exchange protection _
options Mailbox Database.. EXCHO1.CONTOSQ...

Specify Exchange DAG
protection

@ Select shortterm goals
Review disk allocation

Choose replica creation
method

Choose consistency check
options

Summary

@ Status




Specify Short-Term Goals
DPM will create a protection plan using your shorttem recovery goals.

Steps:
Welcome
Select protection group type
Select group members

Select data protection
method

Specify exchange protection

g0  Specify your shorttem recovery goals for disk-based protection.

Retention range:

Synchronization frequency:

® Every |15minute5

() Just before a recovery point

options

Specify Exchange DAG
pratection

@ Select short4em goals
@ Review disk allocation

@ Choose replica creation
method

Choose consistency check
options

@  Summary
@ Status

Application recovery points

For applications the recovery point is as per synchronization frequency when they support incremental, otherwise the
recovery poirt is as per express full backup.

Recovery points:

Express Full Backup:

Based on synchronization frequency (Every 15 minutes)

8:00 PM Everyday




Review Disk Allocation

Steps:

Review the storage pool disk space allocated forthis protection group.

eyisw the di

Disk space allocation for new members

Welcome
Select protection group type Total data size: 785.07 MB
ekt ot Disk space allocated in DPM: 335GB
ii?::dda‘tap R=ctis) ] O OCaTe Tata T O T o oge [TooT
This option is disabled because the chosen data sources cannot be codocated Click Help to leam mone.
Specify exchange protection 5
options [#] futomatically grow the volumes
AL ically grow the allocated volumes when more disk space is required to continue protecting the items in the

Specify Exchange DAG
protection

& Select short4em goals
@ Review disk allocation

@ Choose replica creation

method

Choose consistency check.
options

Summarny

@ Status

ified retention range. This option is not applicable for custom volumes.

p ion group for the sp

Storage pool details
Details of all disk space cumertly allocated and free disk space that remains in the DPM storage pool.

B Total disk space allocated:  213.56GB
[ ] Disk space remaining: 286.32GB




Choose Replica Creation Method
To protect the data you have selected, you must inttially copy the selected data to the Data Protection Manager computer.

Steps:

Welcome
Select protection group type
Select group members

Select data protection
method

Specify exchange protection
options

Specify BExchange DAG
pratection

@ Select shortterm goals

Review disk allocation

& Choose replica creation
method

Choose consistency check
options

Summary

# Status

DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replica?

Replica in DPM Server
@) Automatically over the netwark
® Now O Later
[ 6719720014 | [1:3211aM [
) Manualy

“You must transfer the data using removable media.
For large amourts of data, this operation may be faster than replica creation across the netwark.

Help

P ———
<Book | || Nee> ||| Conce




Consistency check options
Select how you want to run consistency check on inconsistert replicas.

Steps:

Welcome
Select protection group type
Select group members

Select data protection
method

Specify exchange protection
options

Specify Exchange DAG
pratection

@ Select short4erm goals

@ Review disk allocation

@ Choose replica creation

method

Choose consistency check
options
Summary

Status

Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source.
You can start a consistency check manually or allow DPM to run it automatically. Use the methods below to customize how
DPM can run a consistency check.

[¥] Run a consistency check f a replica becomes inconsistent

Select this method if you want DPM to automatically run a consistency check when it finds a replica in an inconsistent
state. This method may require DPM to use additional CPLU and disk resources.

["] Run a daily consistency check according to the following scheduls

Select this method if you want DPM to check forinconsistent replicas at a specified time every day and then un a
consistency check if it finds one. This method may require additional CPL and disk resources during the specified hours.

Start time: 12:00 AM v
Maximum duration: hours

Cannot exceed 480 hours (20 days).

< Back || Next > ||




Summary
E DPMis ready to create the Exchange Mailbox Databases protection group.

Steps:

Welcome

Select protection group type
Select group members

Select data protection
method

@ Specify exchange protection
options

@ Specify Exchange DAG
protection

@ Select short4em goals
@ Review disk allocation

@ Choose replica creation
method

@ Choose consistency check
options

Review the settings, and then click Create Group to create the Exchange Mailbox Databases protection group.

Protection group members:
Mailbox Database 1511130143
Protection group settings:
Setting Details
Shortterm retention range 14 Dayis)
Synchronization Every 15 minutes
Recovery points (@pplications) Every 15 minutes
Replica creation MNow
@ You can optimize performance of this protection group now or you can do it later from the actions pane. E
™
< Back] | | Create Group | | Cancel | ‘

Select Recovery Type

Select the type of recoveny you want to perform.

Review recovery selection
Select recovery type

Summary

L
-
@ Specify recovery options
L]
L

Recovery status

a’ ® Recoverto original Exchange Server location
Mailbox Database 1511130143 on EXCHO1 CONTOS0 LOCAL

The existing database and files will be overaritten by recovery.

a ) Recoverto a Recovery Database

. () Copytoa network folder

] Choose a network folder where the database and its log files will be copied

) Copytotape

This option copies the Mailbox DB to tape in a DPM library.

<Back ||[ Nea> ||




Select Recovery Type

Select the type of recovery you want to perfom.

a ) Recoverto orginal Bxchange Server location
Mailbox Database 1511130143 on EXCHO1 CONTOS0 LOCAL

Select recovery type SF S e o S s e e S e e R
Specify destination ﬁ {®) Recoverto another database on an Exchange Server
Specify recovery options

Summary

Review recovery selection

ﬂ () Recowerto a Recovery Database

Recovery status
¥ () Copytoa network folder

) Choose a network folder where the databaze and its log files will be copied

) Copytotape
This option copies the Mailbox DE to tape in a DFM library.

- Select Recovery Type
¥

Select the type of recovery you want to perfform.

Steps:
® Restiew recovery; ssecian % () Recoverto original Exchange Server location
Mailbox Database 1511130143 on EXCHO1 CONTOS0 . LOCAL
@ Select recovery type The existing database and files will be overwritten by recovery.
@ Specify destination () Recover to another database on an Bxchange Server
@ Specify recovery options
@ Summary ﬂ ®) Recoverto a Recovery Database
@ Recovery status

“#- () Copyto anetwork folder
Choose a network folder where the database and its log files will be copied

() Copyto tape
This option copies the Mailbox DE to tape in @ DFM library.

<Bock ||| Nee> |[f concel ||




S Select Recovery Type
[né Select the type of recovery you want to perform.

Steps:
B Floviwrecovenysdkcian % () Recoverto original Exchange Server location
Mailbox Database 1511130143 on EXCHO1.CONTOSO.LOCAL
@ Select recovery type The existing database and files will be overwritten by recovery.
@ Specify destination @ () Recoverto another database on an Exchange Server
@ Specify recovery options
@ Summary ﬁ () Recoverto a Recovery Database
@ Recovery status

“d. (@ Copytoanetwork folder
Choose a network folder where the database and its log files will be copied

m ) Copytotape
This option copies the Mailbcx DB to tape in a DPM library.

<Back ||| Net> ||| cancel

Select Recovery Type
Select the type of recovery you wart to perform.

RS-, % (_) Recoverto onginal Bxchange Server location

Mailbox Database 1511130143 on EXCHO1.CONTOSO LOCAL
Select recovery type The existing database and files will bs overwritten by racovery.
Specify library @ () Recoverto anather database on an Exchange Server
Specify recovery options
Summary @ ) Recoverto a Recovery Database

Recovery status
. (O Copyto a network folder

Chooze a network folder where the database and its log files will be copied

m ® Copytotape
This option copies the Mailbox DB to tape in a DPM library.




Specify Exchange Protection Options

Steps: Specify protection options for Exchange members

Welcome Eseutil integrity check

Select protection group type For disk based protection, Eseutil runs on the DPM server. For tape-based protection, Eseutil runs on the protected
Exchange server.

Select group members [+] Run Eseutil to check data integrity

Sﬂidddafﬁ protection For Exchange 2010 and Exchange 2013:

s ® Run for both database and log files {maybe slow if databases are large)

mmmgemm © Run for log files only (Recommended for DAG servers)

Specify Exchange DAG
protection

@ Select short4em goals
@ Review disk allocation

@ Choose replica creation
method

Choose consistency check
options

@ Summarny

@ Status
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Steps:
@ Select group members
@ Specify protection rules

@ Select data protection
method

@ Select short4em goals
@ Summary
@ Status

Specify Inclusions and Exclusions
E Specify the folders that you want to include or exclude from protection and the file types that you want to exclude

Specify the folders that you wart to include or exclude from protection.

Folder inclusions and exclusions

For selecting folders you can choose commonly used folders for example, My Documents) from the drop-down list or type
in specific paths. Then choose whether you wart to apply the include rule or exclude rule to them.

Included folders will always get backed up unless they are inside another excluded folder. Excluded folders and
their sub-folders will not be backed up. For additional details, click here.

Enter the Folder Path Rule
|De5k‘top v "Include v|
[Links v [ Bxclude v

[w] Allow users to specify protection group members

Select this option to allow end users to include folders of their choice for protection. Folders you have excluded will not be
selectable. You must specify at least one include rule to enable this option.

File type exclusions

Type the file extensions for example: mp3, wav) that you want to exclude from protection. Use comma .’ to separate
multiple file types. These files will not be backed up if they are in an included folder orin a folder added by an end-user.

| mp3 |




Enter the Folder Path

Desktop

Uzer Profiles

Type the folder path or select the folder from the list
Systermn Drive

Program Files

AppData

Temporary Internet Files
Desktop

Downloads

Favorites

Links

My Documents

My Music

My Pictures

My Video

Start Menu

Startup

Quick Launch

Slide Shows

Uzer Profiles

Restore

Minimize
Exit

Custormize...




i

Data Protection Manager Client

Y}

| Summany | Protected ftem

|| Recovery |

Eslectthefoldor nonenact tobeeloun,

L__iJ The folders in bold are managed by your backup administrator according to your Company
Protection Policy.

EI--I:_|Computer
2N

B+-[_]8Recycle.Bin

[ _|Perflogs

&-[_| Program Files

&[] Program Files {x86)

&[] ProgramData

[ ] System Volume Information
=1 | Users

[ |administrator
&[] Defautt
EI--Djodo
- &[] AppData
[IContacts
[+ Desktop

..... [ 1Nt immamte

Size of data selected:

OK | Cancel




Following is your company protection policy that shows how protection of your files is managed

User specifies what to protect:  Yes

Files to be automatically protected:

ciwsers\jododesktoph” -
cwusers \administratordeshtop”
clwsers‘userdesktop’”

Files excluded from protection:
File types excluded: *mp3 -

Folders excluded:

Synchronization: Every 4 hour(z)

Recovery point creation: | 5:00:00 AM, 12:00:00 PM, €:00:00 FM i |

@ This package will configure your Active Directory to support end-user

recovery for Data Protection Manager. Do you want to continue?




Updating the Active Directory may take a few minutes, You will be
notified when the process is complete,

Active Directory could not be configured because the Active Directory
domain could not be found. Make sure that the domain name is

properly constructed, The following example shows a properly
constructed dormain name: city.corp.company.com.

Self service Disk Tape catalog

recovery [ allocation retention
i




File  Actions Help

You can use this tool to authorze end-users to perform sefservice recovery of data by creating and managing roles.
Foles

Description
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. Administrator; Command Prompt

:sProgram Files“Microsoft Data Protection ManagersDPM-hinXsetdpnserver —-dpmserwv
ername DPM1_—isnondomainzerver —username DPMUG-SRU1

B¥ Administrator: Command Prompt - setdpmserver -dpmservername DPM1 —isno...\;li“

:s“Program Files“Microsoft Data Protection ManagersDPM-hinXsetdpnserver —-dpmserwv
ername DPM1 —isnondomainserver —username DPMUG-S5RUL

ake sure that this computer iz not part of a perimeter network. DPM does not su
pport protection of computers on a perimeter network.
Enter the password for ‘DPMUG-S5RU1’ to connect to ‘DPM1°: _

N Administrator: Command Prompt

SProgram Files“Microsoft Data Protection ManagersDPM“hin’setdpmserver —dpmseru
ername DPM1 —isnondomainserver —username DPMUG-SRU1L

ake sure that this computer is not part of a perimeter network. DPM does not su
pport protection of computers on a perimeter network.
Enter the password for °*DPMUG-SRU1’ to connect to *DPM1’:

etype the password to confirm:
Enter the password for *‘DPMUG-SRU1’ to connect to ‘DPM1’:

onf igquring dpm server settings and firewall settings for dpm server =[DPM11]

he following firewall exceptions has been added:
— Exception for DPMRA.exe in all profiles.
— Exception for Windows Management Instrumentation service.
— Exception for DCOM communication on port 135 (TCP and UDP>

iles.
onf iguration completed successfully?t?
:s»Program Files“Microsoft Data Protection Managev~DPM“bhin>




File Action View Help

P EEREEER

@ Computer Management (Local
4 f} System Tools
b () Task Scheduler
[ E Event Viewer
b g2 Shared Folders
4 & Local Users and Groups
| Users
| Groups
[ @ Performance
=4 Device Manager
4 3 storage
3 E Windows Server Backug
ﬁ Disk Management

Steps:

@ Select agent deployment
method

Select computers

Enter credentials

Choose restart method

Summary
Installation

Mame
& Administrator
AIDPMWG-SRV1 DPMWG-SRV

#, Guest

Full Mame

Description

Built-in account for administering...
DPM backup account

Built-in account for guest access t..

Select Agent Deployment Method
Select agert deployment method

O Install agents
Recommended for computers that are not behind firewalls, or computers that have the required

exceptions created m_hefu’ewaﬂ. Selecting this option will install protection agent in the computers. Click

help for more information.

® Atach agents

Recommended for

- computers behind firewall.

- computers on which agent is already installed

- computers on which agent will be installed extemally.

Selecting this option will add the protected computers to the DPM server. i you have not already

installed the agent, then you must manually install it on the protected computer by executing the
DPMAgentinstaller. Click help for more information.

() Computer on trusted domain

The computer belongs to the same domain as. or is in @ domain that has a two-way trust with, the

DPM server domain

(®) Computerin a workaroup or untrusted domain
The computer is part of a workgroup or on a domain that does not have two-way trust with the
DPM server domain

<Back || Mext>




Steps:

@ Select agent deployment
method

@ Select computers
@ Summary

@ Installation

Select Computers
Select computers to attach to DPM server

To add & computer not joined to any domain or in & non4rusted domain, type the computer name or the fully
qualified domain name and the local user credentials that were specified after DPM agent installation on the

computer.

Computer name:
|WG-sRV1 |

Usemame:

Selected computers:

[DPMWG-SRV1 |

Password:

Computer

P =

Steps:

@ Select agent deployment
method

@ Select computers
@ Summary
@ Installation

Tasks

Task
Attach protected computer WG-SRV1

Click Attach to begin. The attach may take several minutes to complete.

@ If you have not already installed the agent, you must install it on protected computer by executing

DPMAgentinstaller.

] [ |




Select Group Members.

Steps:

Welcome

Select protection group type
Select group members

Select data protection
method

e & & &

Select short4em goals

Choose consistency check
options

@ Summary

@ Status

Select the data that you wart to protect.

To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
directory structure, and clear the check box of the folder.

If you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported

7] Key Recovery Agent

ions.
Unsupported configurations
Available members Selected members
Selected Members Computer

FILED1

SCO

SHAREPOINT
i r L
Eﬁ Workgroup

- 5 WG-SRV1
All Volumes
- System Protection
Clear cache
Clicking Clear Cache will only empty the cache. To Remove ~|
refresh the data, expand the resource group.
Excluded folders: 0 View
_ Excluded file types: 0 Bxclude Files ...
<Back || Ned> |[ cancd |[ Heb
105.0  Key Recove
3 101.0 QCSP Signi

& ocsp Response Signing
RAS and |AS Server

& Root Certification Autharity

5 Router (Offline request)

&l Smartcard Lagon

5 Smartcard User

5 subordinate Certification Autk

5 Trust List Signing

Duplicate Template

Client Auth,

E User

,E Lser Signature Only

: Reenroll 2 ertificate
All Tasks 2
Properties
Help
1 3.1
1 41



Subject Mame I Server I Izsuance Requirements

Superseded Templates I BEdensions I Security

Compatibilty | General | Request Handing | Cryptography | Key Attestation

The template options available are based on the eariest operating system
versions set in Compatibility Settings.

Compatibility Settings

Cerification Authaority
| Windows Server 2003

Certificate recipient

[Windows XP / Server 2003

These settings may not prevent earier operating systems from using this
template.




Subject Mame I Server I Issuance Requirement

Superseded Templates I Exdensions I Securty

Compatibilty | General | Request Handling | Cryptography | Key Attestation

Template display name:
|DPM CBA Template

Template name:
DPMCEATemplate

Validity period: Benewal period:
[ 5[ [ 6] [wesks

[w#Publish cerificate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exdists in Active
Directony




Subject Mame

I Server I

Izsuance Requirement

Superseded Templates |

Extensions

| Security

Compatibility | General | Request Handing | Cryptography | Key Attestation

Purpose:

| Signature and encryption

v]

[] Delete revoked or expired certificates {do not archive)
[ Include symmetric algorthms allowed by the subject
[ ] Archive subject’s encryption private key

[] Authorize additional service accounts to access the private key (%)

_K_e'y F'errnis‘iions...

el

[#] Allow private key to be exported

L Foy

1o
T

o am

| For automatic renewal of smart card cedificates, use the existing key if a
new key cannot be created (%}

Do the following when the subject is enrolled and when the private key
associated with this cerificate is used:

(®) Enroll subject without requiring any user input

() Prompt the user during enrcliment

— Prompt the user during enrcllment and require user input when the
=" private key is used

* Control is disabled due to compatibility settings.

QK

| [ Ganeel ||

Apphy

[ Console Root
4 T3] Certification Authority (Local)
4 gl CONTOSO-FILEO1-CA
| Revoked Certificates
[ Issued Certificates

MName

& Directory Email Replication

| Domain Contraller Authentication
| Kerberos Authentication

Eers Recovery Agent

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

File Recovery

aj_‘ Pe.nding Requests 5 Basic EFS Encrypting File System
lﬁ_ Falle_d_ Requests | Domain Contraller Client Authentication, Server Authentic...
|| Certificate Templ; Tluae o

New Window from Here

MNew Taskpad View...

Refresh

Export List...

Help

Server Authentication

:_Manage [ erver Authentic...
| Mew H Certificate Template to |ssue f5ecure Email, Cl...

T =y TP e AL

| View 5 oy

Microsoft Trust List Signing, Encrypting...



Select one Certfficate Template to enable on this Certification Authority.

Mote: If a cerificate template that was recently created does not appear an this list, you may need to wait wriil
infarmation about this template has been replicated to all domain controllers.

All of the cerificate templates in the arganization may not be available to your CA.

For more information, see Certificate Template Concepts.

MName Intended Purpose

B Autherticated Session Client Authertication

;'E CA Bxchange Private Key Archival

& CEP Encryption Cetficate Request Agent
;E Code Signing Code Signing

.

Server Authentication, Client Authentication

et
5] Enroliment Agert {Computer)
E Bxchange Enrollment Agent (Offline request) Cerificate Request Agent

et r'l.cqudﬂ .l:ym T

Cedificate Request Agent

;'E Bxchange Signature Only Secure Email

& Fyrhanne | lzer

Sectire Fmail

7] Console Root
4 T5) Certification Authority (Local)
4 g CONTOSO-FILED1-CA

7] Revoked Certificates
[ Issued Certificates
[ Pending Requests
["] Failed Requests
| Certificate Templates

T TTETTEt FuTPUsE
E DPM CBA Template Server Authentication, Client Authentic...
__En- g (A i o P B [~ PP DOy [« P (P
y 2 e o

¥l Domain Controller Authentication
[ Kerberos Authentication

Hers Recovery Agent

] Basic EFS

& Domain Controller

5 Web Server

| Computer

5] User

[ subordinate Certification Authority
@ Administrator

Client Authentication, Server Authentic...

Client Authentication, Server Authentic...

File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...
<All>

Microsoft Trust List Signing, Encrypting...




Superseded Templates I Extensions I Securty I Server

General |Corr¥;:abbﬂiy|ﬂ.equ&dHan:ﬁﬂg Iﬁmogaﬂy IKey.Pd:t&dabon

Subject Name | lzzuance Requirements

() Supply in the request

O Use subject information from exdisting cerificates for autoenrollment
renewal requests )

(®) Build from this Active Directory information

subject names and to
simplify cerntificate administration.

Subject name format:

| Common name

[l Include e-mail name in subject name

Include this information in altemate subject name:
["] E-mail name
[w] DMNS name

ame (LUPMN)
[ Service principal name {SPN)

* Control is disabled due to compatibility settings.

ok || cancal || epy




General | Compatiility | Request Handing | Cryptography | Key Attestation

Subject Name | tv.r;m Beguirements
Superseded Templates I Extensions Security Server

Group or user names:
B2 Autherticated Users

WU L ALY

% Domain Admins (CONTOSO0Domain Adming)
82, Enterprise Admins ([CONTOSOEntemrise Adming)
% RAS and 1AS Servers ([CONTOSOWRAS and IAS Servers)

Pemizsions for Authenticated Users

Full Control
Read
Wiite
Enroll

AULDETITC

For special pemmissions or advanced settings, click
Advanced.

| [ Concel ||

ﬁ File Action View Fa\mli! Window elp o | | . !EH
N R

] Console Root Object Type

4 G Certificates (Local C|| [ T
4 || Personal All Tasks Request New Certificate...

7] Certificates

i | Trusted Root Ce
I || Enterprise Trust ! Refresh Advanced Operations
I ] Intermediate Ce :
| Trusted Publishe
b ] Untrusted Certifi
[ | Third-Party Rool

i New Window from Here ot

More Actions 3




Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate termnplates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy
Configured by you

Request Certificates

You can request the following types of certificates. Select the certificates you want toe request, and then
click Enroll.

TECOC FICCTOT Y O

[] Computer

\1) STATUS: Available Details v

[w] DPM CBA Template \D STATUS: Available Details ~

The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key encipherment
Application policies:  Server Authentication
Client Authentication
Validity period (days): 1825

[T Show all templates




General | Subject | Extensions | Private Key | Certification Authority | Signature |

A friendly name and description will make it easier to identify and use a certificate,

_Friendhr name:
| oPM1|

Breseripbiam

Certificate Installation Results

The following certificates have been enrolled and installed on this computer,

Active Directory Enrollment Policy

DPM CBA Template o STATUS: Succeeded




Certificate m

| General: Detals | Certification Path

i

Show: | <all> v|

[ Field Value ~|
# | Authority Key Identifier KeyID=73 7b 41 2c 3f92 48 7...
CRL Distribution Points [1]CRL Distribution Point: Distr...
Authority Information Access  [1]Authority Info Access: Acc...
Subject Alternative Name DMS Mame=DPM1.CONTOSO. ...
Digital Signature, Key Encipher...
mrithom shad =
Thumbprint 81c9 le6b04al 8c 28 1cc2... 1
[:=l[Friendly narme DREM1 w

81 =% 1= 6b 04 a0 8z 28 1o o2 19 59 258 b2 08
b3 4f d2 9a ab

Edit Properties. .. || Copy to File... |

o

& DPM Management Shell

Jindows PowerShell
opyright (0> 2813 HMicrosoft Corporation. All rights reserved.

Welcome to the DPM Management Shell?

Full list of cmdlets: Get—Command

Only DPH cmdlets: Get—DPMCommand

Get general help: help

Get help for a cmdlet: help <cmdlet-name> or <cmdlet-—name> -7
Get definition of a cmdlet: Get—Command <cmdlet-name*> —Syntax
Sample DPM scripts: Get—-DPMSampleScript

P% C:“Program Files“Microsoft System Center 2812 R2~DPM~DPM“~bhin> Set—DPMCredenti
1z —DPMServerMame DPM1.contoso.local —Type Certificate —Action Configure —Outpu
FilePath CG:» —-Thumbprint 8icP?1lebhB4aB8cZ281cc2195728b208hE4fd2%aab




.@ Microsoft Active Directory .. >

Microsoft Active Directory Certificate Services — CONTOSO-FILEQ1-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

elect a task:
Request a certificate

mg certificate request
Download a CA certificate, certificate chain, or CRL

@ Microsoft Active Directory ...

Microsoft Active Directory Certificate Services — CONTOSO-FILED1-CA

Request a Certificate

Select the ceriificate type:
User Certificate

Or, submit arI advanced certificate request.

9 Microsoft Active Directory ...

Microsoft Active Directory Certificate Services — CONTOSO-FILED1-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following
options to:

Create and submit a request to this CA.

~ oUDMI A Cermcate request by usng a base-o4-encoded CMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file.




Microsoft

Advanced Certificate Request

(Certificate Template:

| DPM CBA Template

Identifying Information For Offline Template:

Name:

G-SRV1

————

BT

Company:
Department:
City:

State:
Country/Region:

Key Options:

[ 1

CSP:

Ll

® Create new key set (O Use existing key set
‘ Microsoft RSA SChannel Cryptographic Provider v

o k=)

Key Size:

Min: 2048 (common key sizes: 2048 4090 8192 10384 )
_@Wﬁu jontainer name ) User specified key container name
Mark keys as exportable

[[] Enable strong private key protection

Additional Options:

Request Format:
Hash Algorithm:

®CMC OPKCS10

Only used to sign request.
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-

Bl Windows Azure

1. Sign up
T o
2. Install agent 1 \s\t"..-"" ! :
335" g A
- 1 1
1 1
I 1
4. Back up encrypted data 1 :

—— e —— --H--ﬂﬂﬂ-ﬂ-.

5. Recover to the same or a different server

|F|le Action View Help

@ |6 & @ @ “

Manage Check Opfions | Aboutazure  Help

subscription | updates backup
Options Help
£
5 o | [Searchlist below 2 v] L scarchin detais also (Slow)
) 4 Status Name Used Space
Unprotected: 0 To use Windows Azure Backup, you must first install the Windows Azure Backup Agent on the DPM server. Click 'Manage subscription’ to
Upgrade available: 0 subscribe to the service and download the agent.
[=] DE For more information about Windows Azure Backup and Windows Azure Backup Agent. click 'About azure backup’

Number of disks: 1
Total capacity ~ 489.87GB

f M Used space: 220.06 GB
[unallecated space: 219.

Details:




recovery se rvices

You have no vaults. Create one to get started.

Create and manage Hyper-V Recovery
Manager vaults and backup vaults

’ QUICK CREATE

BACKUP VAULT




BACKUP WAULT

West Europe
West US
East US

Morth Eurcpe
Southeast Asia

CREATE VAULT

- I T

recovery services

MAME TYPE STATUS LOCATION SUBSCRIFTION =)

o] Administrator: Command Prompt

2% sy localmachine —-eku




CREDNT STATUS @
dpm

&3 DASHBOARD  PROTECTED ITEMS SERVERS.

Your backup vault was created.
Follow these steps to get started.

X

[ Skip Quick Start the next time | visit

Upload your public certificate to the backup vault.
A i i

ire Cartificate

Manage Certficate

Download the agent for your server and use it to register

your server with the backup vault.
Download Agent

W
i
®
[e]
0
o
;252
O
02
o

Manage Certificate
Add or update the certificate file (.cer) that contains a public key for the
vault. The certificate is used to register servers with the vault

CERTIRICATE FILE [
M | EBROWSE FOR FILE..

Download the agent for your server and use it to register

your server Tith the backup vault.
Download Agent




Use one of the following links to
download and install the agent
for your server,

igent for ‘Wondows Sevver s Sysbem Center - Dats Protecton Manager
Bowriosd Agerd

dugent Tor Windows Sereer [ssenbaly
Dowioad dgent

WAOEE I B0 TUEOITE] TS

Supplemental Notice

PLEASE NOTE: Your use of this software is subject to the terms and conditions of | ~ |
the license agreement by which you acquired this software. For instance, if you

a volume license customer, use of this software is subject to your volume
license agreement.

an online services customer, use of this software is subject to your online
subscription agreement.

a MSDN customer, use of this software is subject to the MSDN agreement.

‘fou may not use this software if you have not validly acquired a license for the
software from Microsoft or its licensed distributors.

You must accept the terms of the Supplemental Motice before you can install or use the software, If
you do not accept the terms of the Supplemental Motice, installation will not proceed.

% 1 accept the terms of the Supplemental Motice.

1 do not accept the terms of the Supplemental Motice and want to cancel this installation.

Privacy & Cookies




‘ét Prerequisites Check

=
Instiallation Stages
@ Prerequisites Check Windows Azure Backup Agent uses some optional Windows features that might not be installed on this
computer. The setup wizard is checking that the prerequisite software is installed.
@ Installation Settings
. Any missing software will be installed along with Windows Azure Backup Agent.
@ Installation
Required software Status
(@) Windows Identity Foundation Available
(@ Microsoft .NET Framewark 4 Available
< Back Mext = Cancel




Installation Settings

Ins tallation Stages Installation Folder
@ Prerequisites Check Windows Azure Backup Agent will be installed in the following folder. To choose a different installation
folder, click Browse. The location specified must have atleast 1 GB of free space.

@ Installation Settings

@ Installation

C:\Program Files"Windows Azure Backup Agent | Browse |

Cache Location

Click Browse to select the cache location. Windows Azure Backup Agent can use this to keep
track of files being backed up from your computer. The location specified must have free space of

atleast 10% of the backup data.

C:\Program Files\Windows Azure Backup Agent'\Scratch Browse




- Installation
=
Insiallation Stages

& Prerequisites Check
& Installation Settings
@ Installation

pleted successfully.

0 Windows Azure Backup Agert installation has
Mext Step: Please use the DPM Administrator Console to register your DFM server with Windows Azure
Backup and set your configurations.




= =E:
Manage Check  Options
subscription updates

Cinline Pr Options

<

g Agents )

Protected: 4

Unprotected: 0

Upgrade available: 0

= Disks

Mumber of disks: 1
Total capacity: 4899 37 GB

M Used space: 280.06 GB
[l unallocated space: 219,

&= Online
egistration status: Unknowr
Azure backup agent version: 1.0.8236.
Used space: -
L'

g Monitoring
“  Protection
| % Recovery

Reporting

! d Management




Backup Vault
&5 Select Backup Vaut

The Backup Vauits for your organization are created using the Windows Azure Recovery Services portal. The public key
wﬁcﬁefwhhiup“mﬁbetﬂmdedhhpmabmhmmhew Only cerificates present in
the local cerificate store are available for selection

Register server for azure
backup

Select certificate
Select the certificate to use,

DPMAzure
lzzuer; DP MAzure
Valid From: 8/20/2013 to 12/31/2015

Azure
Issuer; Azure

Valid From: 12/30/2013 to 1/1/2016

Click here to view certificate
properties




Backup Vault
G  Select Backip Vaul

Steps: The Backup Vaults for your organization are created wsing the Windows Azure Recovery Services portal. The public key
cestfficate forthe Backup Vault must be uploaded to the portal before the server can be regstensd. Only cerificates present in

@ Backup Vault the local certficate store are avalable for selection.

@ Praxy Corfiguration

® “Thuniting Sem Cerficate: | Azre ] |an |

@ Recovery Folder Setiings Backup Vault: OPM ¥

@ Encryption Setting Region: north europe

L ]

Soguersenerioraae  Subsctption ertfier. - Ted3ebef < 16-487b-33914aa566431367

ek | [hee> | | Goned ] [ o




’ Proxy Configuration
&  Condigure Proy Settings

Stepa:

. & & & & &

Backup Vault

Prooey Configuration
Throttling Setting
Recovery Folder Settings
Encryption Setting

Register server for azure
backup

Windows Azure Backup Agent can use the defaut settings configured for the server to connect to the intemet oryou can
specify a diferent prosy server. Thase setting apply to azure backup anly.

[[] Use a prowy server for Windows Azure Backup

Address: hutpi// |
Pot: |

] This prosy server requires suhentication

Usemame: .

Password: | |




Backup Vault

Prooey Configuration
Throttling Setting
Recovery Folder Settings
Encryption Setting

Register server for azure
backup

Throttling Setting
Configure Throttling Settings

[+ Enable intemet bandwidth usage throttling for backup operations

ok
s

Work hours: 9 AM v|[5FM v]

Work days: [ | Sunday [#] Monday [+ Tuesday [+ Wednesday [v] Thursday [w] Friday
[] Saturday




” Recovery Folder Settings
@ Recovery Folder Settings

Steps:
Backup Vault
Prowy Configuration
Throttling Setting
Recovery Folder Settings
Encryption Setting

Register server for azure
backup

During recovery, backup data from the Windows Azure Backup needs to be temporarily downloaded to a local staging area
before it is recovered to the final recovery destination. The staging folder is automatically cleaned up after recovery.

Enter a folder location with sufficient space to hold the recoverable items you anticipate to recover in parallel. You can
estimate the space requirement (in GBs) by adding up the maxdmum size of those recoverable items that you anticipate
recovering in parallel.

E:\Azure Restore Browse

For example. if you want to recover up to 10 virtual machine backups from online protection) in parallel and the size of each
WM backup can be up to 100GE, select a folder which can hold 1000GE of data.

More Information




Backup Vault

Prowy Configuration
Throttling Setting
Recovery Folder Settings
Encryption Setting

Register server for azure
backup

Encryption Setiing
Encryption Setting

Enter a passphrase to encrypt all backups from this server. Note that your existing backups will still be accessible after this
change.

® Passphrase must be 16 characters long.
» |ze strong password guidelines.
» Do not use recognizable words or phrases.

Enter passphrase (minimum 16 characters)
| T e I] |Gmepassﬂl'ase
Corfirm passphrase

L] L] "ee |

Copy to clipboard

/i, Please make sure to keep a copy of your passphrase in a safe location. if the passphrase is lost or forgotten, customer
support will not be able to assist you in recovering access to your backed up data.

<Back ||| Register |[§ cCancel || Hep




Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

Protection method
Select your protection methad.

S 7] | want shordem prtection using:

@ [ | wak orine protection I

n ] | want longtam protection Using tape
Protection using tape options are disabled as no tape libraries were detected.




Specify Online Protection Data
Specify the data that you would likke DPM to help protect online.

Steps:

fib Select the data source you want to protect online.
Welcome

Select protection group type Selected members Computer
Select group members [ DPMZ\DPM\DPMDB_DPM2 DPM2.CONTOSO.LOCAL

Select data protection
method

Select shortttem goals
Review disk allocation

& Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online protection
goals

@ Summary
@ Status




Specify Onlne Protection Goals
h Speciy your online protection objectives, which DPM will use to generate your protection plan,

Steps:
L5 Specify your online protection objectives

Select protection group type | Retetion mngeindays: |7 3

= R
(i) DPM wil create an online recovery point using the latest DPM rephca on disk. Mo new data will be transfemed
from the protected computers. f you would Bike DPM to help protect the latest computer data online, please
create @ new recovery pornt on disk before crealing an online recovery point.

[ <bocf || met> |[fcance || Heo |
_




Specify Online Protection Goals
Specify your online protection objectives, which DPM will use to generate your protection plan.

Steps:
Welcome
Select protection group type Retention range in days: n
Seuctqroup members Synchronization frequency: () Daily
Select data protection © Weekly
method Synchronization Schedule:

Select short4em goals Synchronize every week(s) on:
Review disk allocation ] Sunday [] Monday [ Tuesday

" r?;;::g replica creation [ Thursday [] Friday [V Saturday

@ Specify your online protection objectives

Choose consistency check at the following times: {mdmum 2 times per day)
options e e
Specify online protection datal

Specify online protection
goals

@ Summary

@ Status

@ DPM will create an online recovery point using the latest DPM replica on disk. No new data will be transfered
from the protected computers. f you would like DPM to help protect the latest computer data online, please
create a new recovery point on disk before creating an online recoveny point.

File Action View Help

T 7 ) ) c § | = -~
h o« 204G 28 A <L J | w &
New Consi: R y R Disk Online  Tape Selfservice  Disk Tape catalog  Recovery point  Check  Options |~
check point recovery  allocation  retention status updates
Protecti .. Diata sourcs operations Resurme bach Managa Reports Options
< . ;
+ Data Source Health [ ek h Souanmgg O Ouniae =
@ Critcal (0) || Seareh int batow S v| [ Searchin detaila also (Slow)
@ ok | Protaction Group Member / Type Protection Status Online Prolection
A Warning (0)

= %@ Protection Group: Azure Backup (Tolal members: 1)
Ea Computer: DPM2.CONTOSO LOCAL




@ Critical (3}
OK (5)
A Warning (0)

|Search list below

) v| [ Search in details also

Protection Group Member  /

Type Protection Status

%9 Protection Group: Client Protection (Total members: 2}

4 All Protection Groups
[, Client Protection

[, GOLD File (2 RP/d 08:00 16:00/15 ¢
[ GOLD SGL DPMDE
[, SILVER File (1RP/d 08:00)

[ S0OL Databases

E Super Important Web servers

B, SystemState
[ Inactive Protection

= %o Protection Group: GOLD File (2 RP/d 08:00 16:00 / 15 min SYNC / AZURE 22-00) (Total members: 1)

= % Protection Group:

Online Protection

GOLD SQL DPMDE (Total members: 1) [
& Computer: SCDPM.CONTOSO.local

= Ea Protection Group:- SILVER File (1RP/d 08:00) (Total membes

5 Computer- SCDPM CONTOSO local

= 2@ Protection Group: SQL Databases (Totsl members: 1)

5 Computer: SCSQL.CONTOSO local

Perform consistency check ...
==

Create recovery point...

Details: CAAzure

Status:
g Manitoring Replica path:
= Latest recovery point:
| _‘% Protection
Oldest ¥ point:
@ Recovery Total recovery points:

Selected:
Member type:

Create recovery point for:

Recovery point creation options

? -

Stop protection of member...
Remove inactive protection...
Switch disaster protection
Modify disk allocation...
Resume disk backups...
Resume azure backups...
Resume tape backups...

Recovery point status...

0K

Click to view details
1/7/2014 8:00:08 AM
12/18/2013 8:00:41 AM
16

CA

=]

|Or1|ine protection

& = &

DPM will create an online recovery point using the latest DPM replica on disk.
No new data will be transferred from the protected computers. F you would like
DPM to help protect the latest computer data online, please create a new

recovery point on disk before creating an online recovery point.




Progress details of recovery point creation is shown below.
You may close this dialog and view the progress in the Jobs tab in Monitoring view.

Tasks

Task

Creating enline recovery point for G\

Source Computer Protection Gro... Type Start Time *~ Time . Data Tr...
E‘{; In progress (Total jobs: 1)

o scsgl.contosodocal  GOLD File (2 RP/d.. Online recovery point  1/7/2014 1:46:42 P 00:04:04 4535 MB




Browse

Recovery points for: C\

|F|Iter servers ,O ™ ‘ Available recovery points are indicated in bold on the calendar.
v i oo Select the date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the Actions
= pane to open the Recovery Wizard.
b @ PC1 I
b i PC2 t ‘ i ‘ — Recoverydate: January 07 2014
january N i
» & SCDPM Recovery time:
4 3 scsal
+ [ All DPM Protected Data : fanuary i Recover from:
L, All Protected SQL Instances Sun Mon Tue Wed Thu Fri Sat
4 [ All Protected Vq\um 2? Eg =4l 3 ; 13 1:
A CA 12 13 14 15 16 17 18
1% 20 21 2 23 24 25
N 2% 27 28 29 30 31
Search
4 Search Recovery Points
|2 Files and folders Path: CI Fup
g BT I Search list below 5 v| [ searchin details also (Slow)
SharePoint
Recoverable ltem Last Modified Size
s R gl i
3 Monitoring =
= #0 Recover..
_5 Protection
|@ Recovery

Reporting

Q Management

Review Recovery Selection
Review the information for the items that you chose to recover.

Review recovery selection
Select recovery type
Specify recovery options
Summary

Recovery status

Review your recovery selections.

Recovery poirt:

Recover from:
ltem details

Online

1/7/2014 1:45:07 PM

Recovery items:

Con SCSQL.CONTOSO Jocal




- Select Recovery Type
@ Select the type of recovery you wart to perform.

Steps:

# Review recovery selection
W Select recovery type

@ Specify recovery options
@ Summary

# Recovery status

(®) Recoverto the original location
Original location:  C:\on SCSQL.CONTOS0 Jocal

@ O Recoverto an attemate location
Altemate location:




Specify Recovery Options
Specify the options to apply to the recovery.

Steps: Existing version recovery behavior
Review recovery sslection ® Createcopy () Skip ) Owverwite

Select recovery type

Restore security
Speciy recovery options (®) Apply security settings of the destination computer
Summary () Apply the security settings of the recovery point version

Recaovery status ! ih idth throtting

Status: Enabled - 512 Kbps 9 AM to 6 PM [ 9533 Mbps 6 PM to 3 AM

SAN Recovery
[] Enable SAM based recovery using hardware snapshots
Click on Help to leam about the prerequisite steps
Notfication
[ Send an e-mail when this recovery completes

Recipients:

FQ| Separate e-mail addresses with comma.
|| Bxample: Kim@Contoso.com, Temy@Adventuresworks com




Summary

Review your recovery settings.

Steps: Recovery point:  1/7/2014 1:45:07 PM

@ Review recovery selection Recovery media:  Online

@ Select recovery type Source: M on SCSOLCONTOSO local

@ Specify recovery options Destination: CMon SCS5QLCONTOSO local

@ Summary Notification: No

@ Recovery status Recovery items
Details:
Recovery tems Size
] Azure -
Total size:

ds Any synchronization job for the selected recovery server will be cancelled while the recovery is in
progress.




Review recovery selection

Select recovery type
Specify recovery options
Summary Recovering. ..

o [

You can now close the Recovery Wizard and view the recovery status in the Monitoring task area.

[] Show inactive alerts [search list below 5 | [ Searchin details also (Slow)
4 Al Alerts Source Computer Protection Gro... Type StartTime © Time ... Data Tr...
Critical (1) =£Y In progress (Total jobs: 2)
Ay Warning (2} cAx scdpm.contoso local - Online recovery 1/7/2014 2:19:53 P.. 00:00:08 oOME
(i) Information (1} cA sceql.contoso local - Recovery from staging.. 1/7/2014 2:19:52 P... - -
Jobs
4 Default Filters
T Alljobs

“F All jobs in progress
T Failed jobs for yesterday and today
‘T Today's jobs
4 Custom Filters
T Fast Inventory
F Week Sucess Jobs

Details:




Groupby: ) Protection group O Computer . Severity

Search list below o~ v| [] Search in details also (Slow)

.Occurred Since ° | Miected Area | Computer | Protection Gr... Alert
=(i) Information (Total alerts: 1)
§1HEO14 2:21:39 PM G scegl.contosol.. GOLD File (2 RPfd.. Recovery success
Details: C:
Affected area: G\
Occurred since: 172004 2:21:39 PM
Descrniption:

The recovery jobs for Volume C:\ that started at Tuesday, January 7, 20174 2:19:52 PM, with the destination
of SCSAL.CONTOS0. local, have successfully completed. (ID 3112)

Maore infermation

Recommended No action required.

Resolution: DPM automatically changes this alert's status to inactive 3 days after it is issued. To dismiss the aler, click

below
Inactivate



Chapter 12

Select Group Members.
E Select the data that you want to protect.

Steps:
Lo To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
Welcome directory structure, and clear the check box of the folder.

L

PR e ———— gnyrt;iu do noct:eeﬂ"le data sounce you want to protect in the tree below, click the following link for a list of unsupported
L
L]

Select group members Unsupported configurations

Select data protection Available members Selected members
method [E= Selected Members Compter
@ Select shot4em goals !
] {123 All Shares
@ E;‘i’::: consistency check S All SGL Servers
—3 Al Volumes
@ Summary : Hestastad-Clsat
=~ 5 Protected Servers
» e | @ EXCHO1.CONTOSO.LOCAL
2 EXCHO2CONTOSO.LOCAL
3 FILED1.CONTOSO.LOCAL
g SCO.CONTOSO.LOCAL
2 SHAREPOINT.CONTOSO.LOCAL
P
- DPM2
B~ 5 SQL
Clear cache
Clicking Clear Cache will onty empty the cache. To | Remove
refresh the data. expand the resource group.
_ Excluded folders: 0 View
Excluded file types: 0 Bxclude Files ...

T T




O

Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

Steps:

& & & &

Welcome
Select protection group type
Select group members

Select data protection
method

Select short4em goals
Review disk allocation
Specify longtem goals

Select library and tape details

Choose replica creation
method

Choose consistency check
options

@ Summary

@ Status

Protection group name: |Secondary Protection GOLD Services

Protection method
Select your protection method.

e
S [#] 1'wart short4em protection using: | Disk

@ |:| | want online protection

Corfigure online protection from the Management page to enable this option.

[+ l'wart long4em protection using tape




e Specify Short-Term Goals
DPM will create a protection plan using your short4em recovery goals.

PR, S  Specify your shortterm recovery goals for disk-based protection.
Welcome
Betention range: ke d
Select protection group type - i
Select group members Synchronization frequency: @ Every |24 hour{s} v
Select data protection Modify synchronization start time
method
File recovery points
Select shorttem goals Specify recoverny points for file members.
Review disk allocation

Recovery painis forfiles:  [5:00 FM Everyday Al
Specify longtem goals v e

Select library and tape details

Application recovery points
G;:;s:replica reiiny (D The recovery points for application replicas on the secondary DPM server use the express full backup schedule
e and synchronization frequency configured for the data source on the primary DPM server. For more information,
Choose consistency check click Help.
options
@ Summarny
@ Status




Review Disk Allocation
Review the storage pool disk space allocated for this protection group.

Steps:
Welcome
Select protection group type
Select group members

Select data protection
method

Select short4erm goals
Review disk allocation
Specify longtem goals
Select library and tape details

Choose replica creation
method

Choose consistency check
options

Summary

Status

Review the disk space allocated for new
Disk space allocation for new members

Total data size: 133.61 MB

Disk space allocated in DPM: 17.15GB
Average disk space allocated in protected computers: 300.00 MB

[#] Co-locate data in DPM Storage Pool

Codocating data enables DPMto protect more number of data sources per replica volume. Only certain type of data can
be codocated. Click Help to leam more.

futomatically grow
Automaticaly grow the allocated volumes when more disk space is required to continue protecting the items in the
protection group for the specified retention range. This option is not applicable for custom volumes.

Storage pool details
Details of all disk space curently allocated and free disk space that remains in the DPM storage pool.

B Total disk space allocated:  2.03 ME
[ ] Disk space remaining: 499.87GB




Select Long-Term Goals
DPM will create a protection plan using your longtem recovery goals.

Steps:
Welcome
Select protection group type
Select group members

Select data protection
method

Select short4em goals
Review disk allocation
Specify longtemm goals
Select library and tape details

Choose replica creation
method

Choose consistency check
options

@ Summary

@ Status

m Specify your longtem recovery goals for tape-based protection. All long4em tape-based protection uses full backups.

Recovery goals
The retention range and backup frequency that you select will detemmine the recovery point schedule.
G) Click Customize to modify the recovery point schedule or the default tape labels.

Retention range: |B

i

Recovery points: 1 recovery point every 1 week(s) for the last 4 week(s)
1 recovery point every 1 monthis) for the last 3 monthis)

[ Restore Defautts | [ Customize

Backup schedule

Based on the specified backup frequency, the tape library will perform a full backup to the tapes according to the following
scheduls

G) Click the Modify button to choose the backup days in case of daily tape backups.
Weekly: Sat 11:00 PM

Monthly: Day 1, 11:00 PM




Select Library and Tape Details
Specify details about tape and the library that you would like to use for backup.

Steps: Specify details about the library and tape that you want to use for tape backups.
Welcome Library details
Select protection group type i : | Firestreamer Media Changer

Select group members

imddata Sl Copy library: | Firestreamer Media Changer

Select shot4em goals [] Check backup for data integrity ftime consuming operation)
Review disk allocation Tape options for long4em protection
Specify longtem goals (® Compress data

Select lbrary and tape detals ) Encnpt data
Avalid DPM encryption certificate must be available on this DPM server. For more information click Help.

Choose replica creation ) Da not compress or encrypt data.
method =

Choose consistency check
options @ ‘You can optimize tape usage for this protection group using 'Optimize Tape Usage' on the Libraries Management page.

Summary
Status




Choose Replica Creation Method
To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

Steps:

Welcome
Select protection group type
Select group members

Select data protection
method

Select short4em goals
Review disk allocation
Specify longtem goals

Select library and tape details

Choose replica creation
method

Choose consistency check
options

@ Summary
@ Status

DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replica?
Replica in DPM Server
®) Automatically over the network

® MNow O Later

[117 772014 | [73657PM [

) Manually

‘You must transfer the data using removable media.
For large amourts of data, this operation may be faster than replica creation across the network.




Consistency check options

Steps:

& & & &

& & & &

Welcome
Select protection group type
Select group members

Select data protection
method

Select short4em goals
Review disk allocation
Specify longtem goals

Select library and tape details

Choose replica creation
method

Choose consistency check
options

@ Summary

@ Status

Select how you want to run consistency check on inconsistent replicas.

Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source.
You can start a consistency check manually or allow DPM to run it automatically. Use the methods below to customize how
DPM can run a consistency check.

[+] Bun a consistency check if a replica becomes inconsistent

Select this method if you want DPM to automatically run a consistency check when it finds a replica in an inconsistent
state. This method may require DPM to use additional CPU and disk resources.

["] Run a daily consistency check according to the following schedule

Select this method if you want DPM to check for inconsistent replicas at a specified time every day and then run a
consistency check if it finds one. This method may require additional CPLU and disk resources during the specified hours.

Start time: 12:00 AM v
Maximum duration: hours

Cannot exceed 480 hours (20 days).

<Back |[ Net> || camcel |[ Hep




Summary
DPM is ready to create the Secondary Protection GOLD Services protection group.

Steps:
@ Welcome
Select protection group type

Select group members

& & &

Select data protection
method

Select short4erm goals
Review disk allocation

Specify long4erm goals

&« & & &

Select library and tape details

13

Choose replica creation
method

W Choose consistency check
options

@ Summany
@ Status

Review the settings, and then click Create Group to create the Secondary Protection GOLD Services protection group.

Protection group members:
SCOMSCOOrchestrator
G
Protection group settings:
Setting Details _-A-
Short4em retention range 5 Dayis)
Synchronization Every 24 hours
Recovery points files) 6:00 PM Everyday =
Recovery points {applications) The recovery points for application replicas on the secondary DPM s..
Replica creation MNow
Longtem {tape) retention range 3 monthis)
Long4em {ape) frequency Weekdy —
| anntam #anal hasloin srhadila Waslchr: Gzt 11001 DA ol
() You can optimize performance of this protection group now or you can do it later from the actions pane. ~]

<Back || CreateGoup || Cancdl |

Protection Group Member #
i El %ﬂ Protection Group: Secondary Protection GOLD Services (Total members: 2)

Type

Protection Status

 CONTOSO LOCAL
Perform consistency check .

Create recovery point...

Stop protection of member..,

D e cm im gt e et et o
T

Switch disaster protection

b5 05 Qe

3

Details:

Medity disk allocation...
Resume disk backups...
Resume azure backups...
Resurne tape backups...
Recovery point status..,




The selected data sources are protected by the pimary DPM server
DPM1.CONTOS0 LOCAL. This DPM server is protecting the replicas of selected data
sources from the primary DPM server (secondary protection).

Do you want this DPM server to take over primary protection and protect these data sources
directhy?

ID: 31158

Task
Switching disaster protection for Ci\




Groupby: ® Protection group 5 Computer

|Search list below D w

“F"rotec:tion Group M;;nber ! Type F;-rotec:ti-cm Stéltus
= %0 Protection Group: Secondary Protection GOLD Sernices (Total members: 3}
i_—'.i Computer: DPM1.CONTOSO.LOCAL

SCOSCOOrchestrator op SCOCONTOS, S0l Nats @ oK

= 5 Computer: FILED1.CONTOSO0 LOCAL (Protection-Switched)
23 WFILEDT.CONTOSO.LOCALData Share @ ok
| Crinetpub Folder @ ok

Microsoft System Center 2012 R2 Data Protection Manager. |

The selected data sources were previously protected by the primary DPM server

DPM1 .CONTOS0O. LOCAL. Performing this operation will resume their secondary pratection
and run a consistency check between the data on primary DPM server and secondary DFM
SErver.

|

i some other data sources from the production servers of selected data sources are stil
directly protected on this DPM server, jobs for such data sources will fail until their protection is
switched back to primany DPM server.

Do you want to switch back protection of selected data sources to
DPM1.CONTOSO.LOCAL?

1D: 31159




Steps:

@ Review recovery selection
@ Select recovery type

@ Specify recovery options
@ Summary

@ Recovery status

» Select Recovery Type
@ Select the type of recovery you want to perform.

@ Recoverreplica to primary DPM server
DPM1.CONTOS0.LOCAL

i (O Recoverto the original location
Original location:  C:' on FILEDT.CONTOSO.LOCAL

(0 Recoverto an altemate location

Atemate location: | | Browse. ..

m O Copyto tape
This option copies the volume that contains the selected data to tape in a DPM library.
Mote that the volume might also contain data that was not selected for recovery.

Steps:

<Bade |[ Met> [[ Camcd || Hep
Specify Recovery Options
Specify the options to apply to the recovery.
Metwork bandwidth usage throttling
@ Review recovery selection Status: Disabled Modify...
@ Select recovery bype SAN Recovery

@ Specify recovery options
@ Summany
@ Recoveny status

[ Enable SAN based recovery using hardware snapshots
Click on Help to leam about the prerequisite steps
MNotificati
[1 Send an e-mail when this recovery completes

Recipients:

E| Separate e-mail addresses with comma.
~ | Example: Kim@Cortoso.com, Temy@Adventure-works.com




Summary
w Review your recovery settings.

Steps: Recovery point: ~ 11/17/2014 12:55:27 PM

@ Review recovery selection Recovery media:  Disk

@ Select recovery type Source: Con FILEDT.CONTOSO.LOCAL

@ Specify recovery options Destination: DPM1.CONTOSO. LOCAL

@ Summary Motification: No

@ FHecovery status Recovery tems
Details:
Recaovery tems Size
2] DPM.txt 43,07 MB

Total size:  43.07 ME

o] You cannot recover data to its orginal location from a secondary DPM server without
(X switching protection of the protected computer to the secondary DPM server.

|

To switch protection, right-click the data source, select "Switch disaster protection’, and then
retry the operation.

1D: 31213
Mare infomation




Chapter 14

SCSM

SCVMM SCOM

P — 89

Monitor Alert Update SCOM Fix Recovery pdate SCOM
Alert O Painks Alert OW Fix

I

|pdate SCOM
Alert OW F. ..



Edit Configuration
MName: | m |
Type: | Pawershell Remaoting | D
Properties
DPM Administrator Console DPM1 i
DPM Server DPM1 [ |
o SCORCHSVC =
Domain CONTOSO.local b
T TEEErErrErEEE
Authentication Type (Remate only) Default
Port (Remote only) 5885 o
oK | | Cancel

DPM
Managernent
Shell







Microsoft System Center 2012 R2\Operations Manager




@

Configuration

Operations Manager Setup

= = I ]

Specify an installation option

To proceed with installing a Management server, select an installation option below.

(® Create the first Management server in a new management group

Setup will create a new Operations Manager management group, operational database, and data warehouse, and then
it will install the Management server. After you create a management group, you cannot change its name. Before you
proceed, ensure that the management group name is unique.

Management group name:

Contosq

) Add a Management server to an existing management group

If you have an existing management group that contains at least one Management server, Setup will install a new
Management server that is linked to the existing operational database and data warehouse.

MICROSOFT SYSTEM CENTER 2012 R2 STANDARD

Previous | | MNext > | | Cancel
Operations Manager Setup -
Configuration
e ——— 2 |
Please read the license terms
MICROSOFT EVALUATION SOFTWARE LICENSE TERMS ol

i

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its
affiliates) and you. Please read them. They apply to the evaluation software named above, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

As described below, using the software also operates as your consent to the transmission of

coetain chandaed comnotar infasmation for Totoenat_hacod comibdens

I have read, understood, and agree with the license terms

Read our privacy statement Print...

updates,
supplements,
Internet-based services, and

support services

Previous | | Mext = | | Cancel |
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Configure the operational database
Before you click Next, verify the database name, the instance name, and the port. Ensure that you have sufficient permissions on
the database instance.

Server name and instance name: SOL Server port:
sQL\scom 1433

Format: server name\instance name

Database name:

Database size (MB):
:bpemtionshﬂ anager

1000
Data file folder:

C:\Program Files\Microsoft SQL Serve\MSSQL11.5COM\MSSQL\DATAY,

Log file folder:

CiAProgram Files\Microsoft SOL Server\MSSQL11.5COMMSSQLADATAY

Configuration

Configure the data warehouse database

Before you click Next, verify the database name, the instance name, and the port. Ensure that you have sufficient permissions on
the database instance.

Server name and instance name: SQL Server port:
sQL\scom 1433

Format: server name\instance name

(@) Create a new data warehouse database
() Use an existing data warehouse from a different management group

Database name:
CperationsManagerDW

Data file folder:

CAProgram Files\Microsoft SOL Server\MS50L11.5COM\MSSOLADATAY
Log file folder:

C:\Program Files\Microsoft SQL Server\MSS0OL11.5COM\MSSQL\DATAY,
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Help improve Operations Manager

Customer Experience Improvement Program

The Customer Experience Improvement Program collects data about your use of Microsoft applications to identify possible improvements
for Microsoft products.

(@) Yes, | am willing to participate anonymously in the Custemer Experience Improvement Program

(7) No, | am not willing to participate

Error Reporting

When a program errcr occurs, information about the error can be anonymeusly reported to Microsoft. This information is used to help
identify and resolve common issues with Operations Manager.

(@) Yes, | am willing to participate ancnymously. Please automatically send my errer reports.
() Yes, | am willing to pa_rtil.;ipate ancnymously. Please gueue the reports so that | can choose when to send them.
() No, | am not willing to participate

Operational Data Reporting (ODR)

Operational data reports summarize how Operations Manager is being used in your management group, If you consent to sending
-operational data reports to Microsoft, each week ODR reports will be generated from the data in the Operations Manager data warehouse
and sent to Microsoft.

(@) Yes, | am willing to participate anonymousty. Pleass automatically send my operational data reports.

() No, | am not willing to participate

Read more about these programis)

Previous || Next> || Cancel

Configuration

Microsoft Update

Microsoft Update offers security updates and other important updates for Windows and other Microsoft software, including
Operations Manager. Updates can be delivered using Automatic Updates, or you can visit the Microsoft Update web site,

) On (recommended)
Use Microsoft Update to check for updates.

® Off
Do not automatically check for updates.

Update Services privacy statement

Previous || MNest> || Cancel
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Installation Summary

Review your selections for the features that you are installing. To continue, click Install. To change your selections, click

Previous.

Installation location:

C:\Program Files\Microsoft System Center 2012 R2\Operations Manager

Management group name:
CONTOSO

Operational database:

OperationsManager will be created on50L\SCOM
Database size (ME):

5000

Data warehouse database:

OperationsManagerDW will be created on 50L\5COM

Data warehouse database size (ME):
10000

| €|

Previous || Install ||  Cancel

Microsoft System Center 2012 R2

Orchestrator

Install

o Restart may be required

o Before you begin

Standalone installations

Runbook Designer

Orchestration Console and Web Service

Runbook Server

Additional Resources
Release Motes
Deployment Guide
System Center Online

Obtain Installation Assistance

Service Management
Automation
Web Service

Runbook Worker
PowerShell Module

Standalone installations
Service Provider Foundation

Service Reporting






Getting started
I I I

Please read this License Terms

You must accept the license terms before you can install or use the software. If you do not accept the license terms,
installation will not proceed. After installation, the license terms are available in the Orchestrator License Terms folder.

PLEASE NOTE: Your use of this software is subject to the terms and conditions of
the license agreement by which you (or your company) acquired the Microsoft
server software or gained access to the online service from Microsoft. For instance,
if you are:

= | accept the license terms.
" | do not accept the license terms.

Read our privacy statement
Print License terms...

Previous |

Getting started
I —

Select features to install
Expand all ()

¥ Management Server

¥ Runbook Server

IV Crchestration Console and Web Service

© 0606

¥ Runbook Designer

Previous | Mext I Cancel




Prerequisites

— | | |

Setup will install these missing software prerequisites

Setup will install the missing prereqisites when you click Next. For some prerequisites, you need to select an option before the
Next button becomes available.

Expand All |30

Orchestration Console and Web Service LI
@) NET and 115 roles/features  The system check did not pass. g
® Activate MET and 115 features/roles
=l

1) Review full system requirements
Verify Prerequisites Again I

Previous | Cancel |

Configuration

Configure the service account

Enter the user account to use to run runbooks and access remote system resources. This account must have "Log onas a
service" rights enabled. Orchestrator will enable this right if it is not already enabled.

As a security best practice, do not use a domain administrator account. To learn more about security best practices and how
this account is configured to access Orchestrator database, see the Orchestrator deployment guide.

Username (you may enter domain\username}:

I contosa/scorchsve

Password:

..0...0...0.4

Domain:

| CONTOSO hd l Test |

Previous | Cancel |
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Configure the database server

Specify the database server, instance name, and port number for the Orchestrator database. You must have sufficient
issions on the database instance. To learn mare about the database permissions, see the Orchestrator deployment guide.

B

Server (you may enter server\instance): Port:
SCQhsco Browse... | I 1433
Authentication Credentials

1 Windows Authentication
" S0): Athentcttion

Username: I

Password: I

| Test Database Connection I
o Database connection succeeded.

Previous MNext Cancel

Configuration

Configure the database
Specify a new or existing database. You must have sufficient parmissions on the database instance.

If you select Existing Database option, only the SQL server databases compatible with Orchestrator are available for selection. To
learn maore about Orchestrator compatible databases, see the Orchestrator deployment guide.

Database

Specify a database.

& New database: IOrchestrator

" Existing database: I j

Previous | MNext I Cancel
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Configure Orchestrator users group

Select a group whose members will have access to the Runbook Designer and Deployment Manager. This can be a local group
but recommend to be an Active Directory group so that it can be centrally managed. If the group does not exist, then it will be
created and the current user account added to it.

Members of this group have administrative access to Orchestrator and have access to all configuration and data stored in the
Orchestrator database, including encrypted data.
Orchestrator users group:
CONTOSO\ScorchUsers Browse...

Cpticnally you can grant this group the permission to use the Runbock Designer from a computer other than the
Management server. To learn more about the changes that will be made to the Management server, see Orchestrator
Deployment Guide.

¥ Grant remote access to the Runbook Designer.

Previous MNext Cancel

Configuration
—— | |

Configure the ports for the web services

Choose an available port on the local computer whare the web service is being installed. This part number will be used to create
a new website in Internet Information Services (lIS) to host the web service application.

To learn more about how these ports will be used, see the Orchestrator deployment guide.

Web service port:
IS‘I

Crchestration console port:

=

Previcus | Cancel I







UNIX/Linuw Computers E Client Monitoring Library
; i & Client Monitoring Overrides Management Pack

Management Packs I B Chiont Mlanitarine Wicu ik ary

ii
4 Discovery Wizard...

@4 o,

IJE Discovery Rules E Create Management Pack cations

2 Metwork Devices F %, Download Management Packs

[

¥ Network Devices Pending Ma

Import Management Packs...
4 -] Notifications

i, e % Mew User Role v [P
B
' ra
L&Z] Subscribers i) Create Run As Account.. o
~[£| Subscriptions 2. Create Run As Profile..
e S el e e o o e
Discovery Wizard... =8 Mew channel ¥ gner Library
- 3}: Mew subscriber...
_._. Meanitoring . New subscription...
*7r Authoring M Add Management Group Er)
G

Refresh F3
55 Tmage Library TUNTELinux]

|4Q;| Reporting

Administration &5 Image Library (Windows)

ﬁ Instance Group Library

[Lﬂ My Workspace

B Managemet Pack Helsingborgs stad clustered ¥

F Import Management Packs

@) Help
Import fist ; =k Add = “f Properties ... X Remfve
| Mame e [Eelea Add from catalog ... j
Status details :
|ratall Cancel
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'—-'5_1' Data Protection Manager Central Console Setup E

'4_:-..;'

l;‘ 4 J Central Console Opt-in
ca r
Inztallation Stages

The DPM Central Conszole is built on top of Operationz Manager. [t requires few companents

@ ‘Welcome to be installed both an the Operations Manager Server and alzo the machine where the
Operations hanager Congole will be launched.

« Central Consale Dpt-ln

@ FPrerequisites check. " Ingtall Central Console server-side Components

@ Installation settings The server-side components should be installed on the Operations Manager Server.

@ Microsoft Update Dptn " Install Central Conzole client-side Componants

@ Installation The cliert-side components should be installed on the machine where pou will be launching the
Operations Manager Console.

* Install Central Console server-side and client-side Components

Chooze this option if you are planning to wn the Operations Manager console on the Operations
tanager server itzelf. Thiz will install bath the server-szide and client-side components,

< Back | Mest = I Cancel Help

e Trusted Hosts M
Ei Trusted Hosts

) Not Configured Comment: ~

®) Enabled

O Disabled =

Supported ont [ At east Windows Vista ~

Options: Help:

Tractibostolict ~ | | This policy setting allowslyou to manage whethler the ‘-'.\."?ndcluws .
Remote Management (WinRM) client uses the list specified in

DPM'I.CONTOSCI.LOCALI TrustedHostsList to determine if the destination host is a trusted
entity.

Syntax:

If you enable this policy setting, the WinRM client uses the list
specified in TrustedHostsList to determine if the destination host
is a trusted entity. The WinRM client uses this list when neither
HTTPS nor Kerberos are used to authenticate the identity of the
host,

Configure the trusted hosts by a comma separated
list

of host names, You can use wildcards [*) but only

one wildcard is allowed in a host name pattern, ; ; 3 : ;
| If you disable or do not configure this policy setting and the

Usze "<local»" [case insensitive) is used to indicate WinRM client needs to use the list of trusted hosts, you must

. ] configure the list of trusted hosts locally on each computer.

all host names that do not contain a period ().

The list can be empty to indicate that no host is

trusted.

Use asterizk (*) to indicate that all hosts are trusted.

< m [ T>

| oK H Cancel H Apply |
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