Chapter 01: Installing Wireshark 2
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M Wireshark 2.4.5 64-bit Setup

Choose Components
Choose which features of Wireshark 2.4. 5 64-bit you want to install.

The following components are available for installation.

Select components to install: : Wireshark

- [¥] Tshark

Wireshark 1

Flugins & Extensions
Tools

User's Guide

Description

Space required: 185, 2MB Pasition your mause aver a camponent bo see ks
descripkion.

Wireshark Installer (k)

< Back ][ Mext = l [ Cancel




= | = |
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M Wireshark 2.4.5 64-bit Setup

Select Additional Tasks
Which additional tasks should be done? ‘

Create Shortcuts
Wireshark Start Menu Item
[] wireshark Desktop Icon
Wireshark Quick Launch Icon
[] wireshark Legacy Start Menu Item
[] wireshark Legacy Desktop Icon
[] wireshark Legacy Quick Launch Icon

File Extensions
(@) Assodiate trace file extensions to Wireshark
() Assodate trace file extensions to Wireshark Legacy
() Mone
Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, mplog, out, pcap,
pcapng, pklg, pkt, rf5, snoop, syc, tpc, irl, trace, trc, vwr, wpc, wpz

< Back ][ Mext = ] [ Cancel
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M Wireshark 2.4.5 64-bit Setup [o || = | 2]
Install WinPcap?
WinPcap is required to capture live network data, Should WinPcap be installed? ‘

Currently installed WinPcap version

Install
Install WinPcap 4. 1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?

< Back ” Mext = ][ Cancel
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M The Wireshark Network Analyzer = | B PS

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm @ kmRE R =T L EFE

| |F—\ppl'-r' a display filter ... <Ctrl-/> '] Expression... =+

Welcome to Wireshark

Capture
.using this filter: | |Enter a capture filter ... - ] Allinterfaces shown ™
VirtualBox Host-Only Network ML T A n

Local Area Connection e — . WA

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists
‘fou are running Wireshark 2.4.5 (v2.4.5-0-g153e867ef1). You receive automatic updates.

# Ready to load or capture Mo Packets Profile: Default
@ Firefox File Edit View History Bookmarks Tools Window Help ® & B @ —-F [J @D «) = 93% @M Wed9:18PM Andrew Crouthamel Q =
oo e M wireshark - Go Deep e
€ ) OB wwiw wireshark.org) #downloac (< a Sn il = S =
MY | STy
NEWS  GetAcquainted v Get Help v Develop v Qur Sponsor SharkFest
WIRESHARK i z " g

DownloaﬂVireshark

The current stable release of Wireshark is 2.2.1.

Stable Release (2.2.1) « Oct

Windows Installer (64-bit)

Windows Installer (32-bit)

Windows PortableApps® (32-bit)
macOS 10.6 and later Intel 64-bit .dmg
Source Code

0ld Stable Release (2.0.7) - October 4, 2016

Documentation

More downloads and documentation can be found on the downloads page.

https://2.na.dl wireshark argfosx/Wireshark 2.2.1 Intel 64.dmg JELGCRR R QTR BT ST LELT ]
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93% M)} Wed 9:19 PM Andrew C Q

File Edit View Go Window Help

@ Finder
A Wireshark - Go Deep.

B heg ww v wireshark.org/# dow

/L
WIRESHARK REWS

Get Acquainted v

Get Help Develop v Qur Sponsor

Wireshark 2.2.1 intel

64.0kg

Stable Release (2.2.1) « October 4, 2016

Windows Installer (64-bit)

Windows Installer (32-bit)

Windows PortableApps® (32-bit)
macOS 10.6 and later Intel 64-bit .dmg
Source Code

0ld Stable Release (2.0.7) = October 4, 2016

s

Read me first.rtf

SharkFest

Documentation

More downloads and documentation can be found on the downloads page.

Wireshark and the "fin" logo are registered trademarks of the Wireshark Foundation
@ Firefox automatically sends some data to Mozllla so that we can improve your experience.

Choose What | Share JEY

A4

SonicWA...nect.app Stasis.app

Smart Switch

/ /
i
/

TextEdit.app

System P...nces.app TeamViewer.app

j\’l

——— -

Wireshark.app

Zoom.us.app

Zenmap.app

Applications

® -

Steam.app

©

Time Machine.app

°J
G

Open in Finder

TorBrowser.app

StrongVPM.app

unetbootin.app

vSSH Lite.app
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a i G)Synaptlc— Filter results »

& Applications

Lid

Synaptic Package
Manager

i Files & Folders

synaptics.o synaptics synaptics.h smbus.h

synaptics.c

synapkics_i2c.c synaptics_usb.c synapkics.o synaptics.h

synaptics.c synaptics.h

& @ Authenticate

%B Authentication is required to run the Synaptic Package Manager

An application is attempting to perform an action that requires privileges.
Authentication is required to perform this action.

Password: | see

» Details

Cancel Authenticate
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Synaptic Package Manager @ = 1217PM R
File Edit Package Settings Help

= ! ! Q

Reload  Mark AllUpgrades Apply Properties Search
s Package Installed Version Latest Version Description
Amateur Radio (universe) |[J  oad 0.0.20-1 Real-time strategy game of ancient warfare
Communication O Oad-data 0.0.20-1 Real-time strategy game of ancient warfare (data files)
Communication (multiverse)[]  oad-data-common 0.0.20-1 Real-time strategy game of ancient warfare (common data files)
Communication (universe) |[]  0ad-dbg 0.0.20-1 Real-time strategy game of ancient warfare (debug)
Cross Platform [  oinstall 2.102 cross-distribution packaging system
Cross Platform (multiverse) |[J Oinstall-core 2.10-2 cross-distribution packaging system (non-GUI parts)
Cross Platform (universe) |[J  OxFffF 0.6.1-3 Open Free Fiasco Firmware Flasher
Databases [0 2048qt 0.1.6-1 mathematics based puzzle game
Databases (multiverse) O  2ping 3.2.11 Ping utility to determine directional packet loss
Databases (universe) O  2veard 0.6-1 perlscriptto convert an addressbook to VCARD file Format
Debug O 3270-common 3.3.14ga11-1build* Common files for IBM 3270 emulators and pr3287
Debug (multiverse) [0  389-admin 1.1.42-2 389 Directory Administration Server
Debug (universe) [0  389-admin-console 1.1.10-2 389 admin server management console
Development []  389-console 1.1.9-1 389 Management Console

Development (multiverse) No packageis selected.
Development (universe)
Documentation
Documentation (multiverse)
Documentation (universe)
Editors

Editors (multiverse)

Editors (universe)
Education (universe)
Electronics (multiverse)
Electronics (universe)

Email

Email (multiverse)

Email (universe)

Embedded Devices (universe

Sections

Status

Origin

Search Results

Architecture

59086 packages listed, 3124 installed, 0 broken. 0 to install/upgrade, 0 to remove
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Synaptic Package Manager @ = 12.18PM R
File Edit Package Settings Help

= ! ! Q

Reload  Mark AllUpgrades Apply Properties Search
Al s Package Installed Version Latest Version Description
O  etherpuppet 0.32 create a virtual interface from a remote Ethernet interface
O  horst 4.2-1build1 Highly Optimized Radio Scanning Tool
[0  libwireshark-data 2.2.6+g32dac6a-2u network packet dissection library— data files
[0  libwireshark-dev 2.2.6+g32dac6a-2u network packet dissection library— development files
[0 libwiresharké 2.0.2+ga16e22e-1 network packet dissection library—shared library
O libwiresharks 2.2.6+g32dac6a-2u network packet dissection library—shared library
O  libwiretap-dev 2.2.6+g32dac6a-2u network packet capture library - development files
O  libwiretaps 2.0.2+ga16e22e-1 network packet capture library - shared library
[0  libwiretap6 2.2.6+g32dac6a-2u network packet capture library - shared library
[0 libwscodecs1 2.2.6+g932dac6a-2u network packet dissection codecs library—shared library
O libwsutil-dev 2.2.6+g32dac6a-2u network packet dissection ulf es library - development files
[0 libwsutils 2.0.2+ga16e22e-1 network packet dissection utilities library - shared library
O  libwsutil? 2.2.6+g32dac6a-2u network packet dissection utilities library - shared library
[0 netmate 0.2.0-6 netdude clone that shows pcap dump lines in network header style

No packageis selected.

Sections
Status

Origin

Search Results

Architecture

28 packages listed, 3124 installed, 0 broken. 0 to install/upgrade, 0 to remove
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Synaptic Package Manager E:i = 12:19PM R
File Edit Package Settings Help

= : = Q

Reload  Mark AllUpgrades Apply Properties Search

Al s Package Installed Version Latest Version Description
O  libwsutil? 2.2.6+g32dac6a-2u network packet dissection uf es library—shared library
[0  netmate 0.2.0-6 netdude clone that shows pcap dump lines in network header style
[0  ostinato 0.7.1-2build1 Packet/Traffic Generator and Analyzer
[0 packeth 1.6.52 Ethernet packet generator
O  peapfix 1.1.0-1 repairs broken pcap and pcapng files
O  snmp-mibs-downloader 1.1 Install and manage Management Information Base (MIB) files
[0  tepxtract 1.0.1-9 extract files from network traffic based on file signatures
O  tshark 2.2.6+g32dac6a-2u network traffic analyzer - console version
[0  ulogd2-pcap 2.0.5-2build1 pcap extension to ulogd
O  wireshark-common 2.2.6+g32dac6a-2u network traffic analyzer - common Ffiles
[0  wireshark-dev 2.2.6+g32dac6a-2u network traffic analyzer - development tools
[0  wireshark-doc 2.2.6+g32dac6a-2u network traffic analyzer - documentation
[J  wireshark-gtk 2.2.6+g932dac6a-2u network traffic analyzer - GTK+ version

network traffic analyzer - meta-package

| Get Screenshot H Get Changelog Visit Homepage

‘Wireshark is a network "sniffer” - a tool that captures and analyzes
packets off the wire. Wireshark can decode too many protocols to list
here.

This is a meta-package For Wireshark.

Sections

Status

Origin

Search Results

Architecture

28 packages listed, 3124 installed, 0 broken. 0 to install/upgrade, 0 to remove
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Synaptic Package Manager

= B 1220PM B

OoDoooooo®

@@ synaptic

O
O
]

Mark additional required changes?

The chosen action also affects other packages. The

following changes are required in order to proceed.

network traffic analy

Wwireshark is a network !
packets off the wire. Wi
here.

This is a meta-package F

~ Tobeinstalled
geoip-database-extra
libc-ares2
libjs-openlayers
libnghttp2-14
libnl-route-3-200
libgt5multimedias-plugins
libsmi2ldbl
libwireshark-data

Cancel || Mark
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Synaptic Package Manager

[ B 1221PM B

wireshark-common

wireshark-dev
wireshark-doc
wireshark-gtk

File Edit Package Settings Help
= = = Q

Reload  Mark AllUpgrades Apply Properties Search

Al Package Installed Version Latest Version Description
netmate 0.2.0-6 netdude clone that shows pcap dump lines in network header style
ostinato 0.7.1-2build1 Packet/Traffic Generator and Analyzer
packeth 1.6.5-2 Ethernet packet generator
peapfix 1.1.0-1 repairs broken pcap and pcapng files
snmp-mibs-downloader 1.1 Install and manage Management Information Base (MIB) files
tepxtract 1.0.1-9 extract files from network traffic based on file signatures
tshark 2.2.6+g32dac6a-2u network traffic analyzer - console version
ulogd2-pcap 2.0.5-2build1 pcap extension to ulogd

6+g32dac6a-2u network traffic analyzes
2.2.6+g32dac6a-2u network traffic analyzer - common Ffiles
2.2.6+g32dac6a-2u network traffic analyzer - development tools
2.2.6+g32dac6a-2u network traffic analyzer - documentation
2.2.6+g932dac6a-2u network traffic analyzer - GTK+ version

Sections

Status

Origin

Search Results

Architecture

network traffic analyzer - meta-package

| Get Screenshot H Get Changelog

Visit Homepage

‘Wireshark is a network "sniffer” - a tool that captures and analyzes
packets off the wire. Wireshark can decode too many protocols to list

here.

This is a meta-package For Wireshark.

28 packages listed, 3124 installed, 0 broken. 15 to install/upgrade, 0 to remove; 136 MB will be used
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Synaptic Package Manager @ = 12:25PM R
File Edit Package Settings Help

= ! ! Q

Reload  Mark AllUpgrades Apply Properties Search
Al s Package Installed Version Latest Version Description
O  etherpuppet 0.32 create a virtual interface from a remote Ethernet interface
O  horst 4.2-1build1 Highly Optimized Radio Scanning Tool
[  libwireshark-data 2.2.6+g32dac6a-2u 2.2.6+g32dac6a-2u network packet dissection library - data files
[0  libwireshark-dev 2.2.6+g32dac6a-2u network packet dissection library— development files
[0 libwiresharké 2.0.2+ga16e22e-1 network packet dissection library—shared library
[l  libwiresharks 2.2.6+g32dac6a-2u 2.2.6+g32dac6a-2u network packet dissection library—shared library
O  libwiretap-dev 2.2.6+g32dac6a-2u network packet capture library - development files
O  libwiretaps 2.0.2+ga16e22e-1 network packet capture library - shared library
[l  libwiretap6 2.2.6+g32dac6a-2u 2.2.6+g32dac6a-2u network packet capture library - shared library
E  libwscodecs1 2.2.6+g32dac6a-2u 2.2.6+g32dac6a-2u network packet dissection codecs library—shared library
O libwsutil-dev 2.2.6+g32dac6a-2u network packet dissection ulf es library - development files
[0 libwsutils 2.0.2+ga16e22e-1 network packet dissection utilities library - shared library
E  libwsutil? 2.2.6+g32dac6a-2u 2.2.6+g32dac6a-2u network packet dissection utilities library—shared library
[0 netmate 0.2.0-6 netdude clone that shows pcap dump lines in network header style

No packageis selected.

Sections
Status

Origin

Search Results

Architecture

28 packages listed, 3139 installed, 0 broken. 0 to install/upgrade, 0 to remove
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Chapter 02: Getting Started with Wireshark

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ MERE R =7 45 |6 e |
| |-3-_1-:E:53§-;‘:e- . /=

Welcome to Wireshark
Capture

.using this filter: | |E-

VirtualBox Host-Only Metwork AM_q
Local Area Connection [P

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
‘fou are running Wireshark 2.4.5 (v2.4,5-0-g153e867ef1). You receive automatic updates.

i

Ready to load or capture Mo Packets

- ] Allinterfaces shown ™

- ] Expression...

Profile: Default

+
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M Wireshark . Capture Interfacas

Input Qutput Options
Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB) Monitor Mode Capture Filt
> VirtualBox Host-Only Network Ethernet default 2 =
> Local Area Connection Ethernet default 2 —
< T | +
Enable promiscuous mode on all interfaces
Capture filter for selected interfaces: [ |Enle| a capture filter .. - ] [Ccmpile BPFs ]
Start ] I Cloge ] [ Help ]
d Wireshark - Preferences ? =
4 Appearance - ;
L t Remember main window size and placement
ayou
Columns Open files in
Font and Colors @ The most recently used folder
Capture () This folder:  C:\Users\sayalit\Documents
Filter Buttons
Mame Resolution Eeninea
> Protocols 10 filter entries
> Statistics
Advanced 10 recent files
Confirm unsaved capture files
[ Automatically scroll packet details
Packet detail scroll percentage: 0
Main toolbar style:
Language: |Use system setting ™
4 m | »
OK ] [ Cancel ] [ Help
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Eile Edit VMiew Ge Copture Analyze Statistics Telephony Wireless Tools Help
a6 RE Re=Ff iz EFaaar
W [Apply  display filter __<Ctr-/> — | Expression...
b T S Resiolicn i
1 9.060000 192.168.56.1 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
2 1.888388 192.168.56.1 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
3 2.088481 192.168.56.1 239.255.255.25@ SSDP 216 M-SEARCH * HTTP/1.1
4 3.000642 192 16_8.56.1 239.255.255.250 SS_DP 216 M—SEﬁcH * HTTP/1.1
5 119.999514 192.168.56.1 239.255.255.250 S5DP 216 M-SEARCH * HTTP/L1.1
6 128.999653 192.168.56.1 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
7 121.999728 192.168.56.1 239.255.255.25@ SSDP 216 M-SEARCH * HTTP/1.1
8 122.999895 192.168.56.1 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
9 239.999281 192.168.56.1 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
18 241.880111 192.168.56.1 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
11 241.999917 192.168.56.1 239.255.255.250 55DP 216 M-SEARCH * HTTP/1.1
12 243.000138 192.168.56.1 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
13 278.362383 192.168.56.1 192.168.56.255 BROWSER 243 Local Master Announcement PPMUMCPU@11@, Workstation, Server, NT Workstation, Pot..
> Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
> Ethernet II, Src: 9a:80:27:00:00:0d (8a:00:27:00:00:8d), Dst: IPvamcast _7f:ff:fa (01:88:5e:7f:ff:fa)
> Internet Protocol Version 4, Src: 192.168.56.1, Dst: 239.255.255.258
> User Datagram Protocel, Src Port: 65293, Dst Port: 19@@
- 'simple Service Discovery Protocol
GBBG 81 8@ Se 7t 1T fa Ba 80 27 00 00 6d 05 80 45 80 :
@210 @0 ca 85 c8 00 @0 @1 11 ca b7 c@ a8 38 el ef fF .
ea2p ff fa ff @d 87 6c @@ b6 @b b6 4d 2d 53 45 41 52 - . . .M-SEAR
8830 43 48 20 2a 20 48 54 54 5@ 2f 31 2e 31 @d @a 48 CH * HTT P/1.1..H
@848  4f 53 54 3a 2@ 32 33 39 2e 32 35 35 2e 32 35 35 0ST: 239 .255.255
9850 2e 32 35 3@ 3a 31 39 30 3@ od @a 4d 41 4e 33 20 .258:190 @..MAN:
@a60 22 73 73 64 70 3a 64 69 73 63 6f 76 65 72 22 ed "ssdp:di scover".
2870 @a 4d 58 3a 20 31 @d @a 53 54 3a 28 75 72 Ge 3a B s B urn:
@880 64 69 61 6c 2d 6d 75 6c 74 69 73 63 72 65 65 6e dial-mul tiscreen
ea9@ 2d 6f 72 67 3a 73 65 72 76 69 63 65 3a 64 69 61 -org:ser vice:dia
@@a@ 6c 3a 31 @d @a 55 53 45 52 2d 41 47 45 4e 54 3a 1:1..USE R-AGENT:
@abd 20 47 6f 6F 67 6c 65 20 43 68 72 6f 6d 65 2f 36 Google Chrome/6
@@cd 35 2e 38 2e 33 33 32 35 2e 31 38 31 28 57 69 6Ge 5.8.3325 .181 Win
eade 64 6f 77 73 ed @a ed @a dows....
O 7 Frame (frame), 216 bytes Packets: 64 - Displayed: &4 (100.0%) Praofile: Default

[
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M Wireshark - DNS - wireshark_F2E09F0C-9693-4C5B-BDAS-81FEB4FC2D6C_20180404165949_a07448 | = | =

Topic / tern : Count Average Minval Maxval Rate (ms) Percent Burstrate Burst start
4 Total Packets 100% - -
rcode
opcodes
Query/Response
Query Type
Class
4 Response Stats
no. of questions
no. of authorities

100% - -

no. of answers
no. of additionals
4 Query Stats
(name Len
4 Label Stats
4th Level or more
3rd Level
2nd Level
1st Level
Payload size

100% - -

= e e e T = N N NN N =R =]
'

100% - -

Display filter: Enter a display filter ...

Copy ][ Save as... ][ Close
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M Wireshark - 10 Graphs - wireshark_F2EQ9F0C-9693-4C5B-BDAS-81F8BAFC2D6C_20180404165949_a07448

=

B &

Wireshark I0 Graphs: wireshark_F2E09F0C-9693-4C5B-BDA9-81F8B4FC2D6C_20180404165949_a07448

28
24
2k
g
= 1l
:
m
o 1.2 +
0.8
0.4
0f, 1 1 1 © 1 1 1 1
o 200 400 600 300 1000 1200 1400
Time {5)
No packets in interval (761s).
MName Display filter Colo Style ¥ Axis ¥ Field Smoothing Il
All packets . Line Packets MNeone
TCP errors tep.analysis.flags . Bar Packets MNeone 3
[C] All packets . Line Packets MNeone 4
[] All packets B Line Packets None
[E1 an loct. | T Dlocloct. nl i
E] Mouse @) drags () zooms Interval [T Time of day [ Log scale
[ Save As... ] [ Copy ] [ Close ] [ Help ]
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M Wireshark - Save Graph As...

@'\:j'|- Desktop  »

Organize = Mew folder

-~

i Favorites =i
Bl Desktop
4 Downloads

n

=l Recent Places

4 sayalit (192.168.0.20 '.kl

Libraries
=

System Folder

| Computer
System Folder

= N N

- | 4 | | Search Desktop

Sayali Thanekar
System Folder

, Metwork

System Folder

m

Save as type: | Comma Separated Values (*.csv)

. BookDrafts
JApynb_checkpoints 6996
i TE Templates i ‘ File folder File folder m
& Onelrive d
{ Books o 8202 9041
% Dropbox File folder E File folder
- Libraries | | 9146 10031
@ D F File folder File folder
ocuments F r
Jj Music 52581 52582
|5 Pictures i h Feoia. h Fro i i
File name:  wireshark_ABB1E1DA-0270-446C-B13A-FASAAABACDA1_20180412121301_al6804.csv -

“ Hide Folders

Save

J |

Cancel ]
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M Wireshark - Follow UDP Stream (udp.stream eq () - wireshark_F2E09F0C-9693-4C5B-BDAS-81FEB4FC2D6C_20180404165949 07448

M-SEARCH * HTTP/1.1

HOST: 239.255.255.258:1966

MAN: "ssdp:discover™

MX: 1

S5T: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/65.8.3325.181 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1960

MAN: “ssdp:discover™

MX: 1

S5T: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/65.8.3325.181 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1960

MAN: “ssdp:discover™

MX: 1

5T: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/65.8.3325.181 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1960

MAN: “ssdp:discover™

MX: 1

ST: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/65.8.3325.181 Windows

4 client pies. O server ples, 0 rwms,

[Enﬁre conversation (636 bytes) - Show and save data as |ASCII -

Find:

Stream 0

[Filter Qut This Stream] [ Print ] [ Save as.. ] [

Back

J

Close

J

]
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M The Wireshark Network Analyzer = | = Z

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ JDBREB ] =7 BB

IL] |Appl}' a display filter ... «Ctrl-/>

) ~|Expression..  +

Welcome to Wireshark
Open
Ci\Users\sayalit\Desktop\9041\90411.pcapng (113 KB)

Capture

...using this filter: [ |Ente| a capture filter . '] All interfaces shown ™

VirtualBox Host-Only Network
Local Area Connection P g

Learn
User's Guide ' Wiki - Questions and Answers * Mailing Lists
‘fou &re running Wireshark 2.4.5 (v2.4.5-0-g153e867ef1). You receive sutomatic updates.

# Ready to load or capture No Packets Profile: Default
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
e RERe=2=2FTIEE QAR
[I Apply a display filter ... <Cirl-f> = '] Expression...
Nao. Time Source Destination Protocol  Length Info
1255 33.168734 IntelCor 22:2h:22 Broadcast ARP 6@ Who has 192.168.6.8? Tell 192.168.5.231
1256 33.258628 Elitegro_af:b@:9c Broadcast ARP 60 Who has 192.168.7.99? Tell 192.168.7.122
1257 33.2717@5 Giga-Byt_7e:6a:c2 Broadcast ARP 6@ Who has 192.168.4.63? Tell 192.168.5.172
1258 33.285932 192.168.6.227 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xldc675d2
1259 33.336556 192.168.6.29 239,255.255.258 SSDP 216 M-SEARCH * HTTR/1.1
1268 33.427545 192.168.6.157 239.255_255.258 SSDP 216 M-SEARCH * HTTP/1.1
1261 33.432698 192.168.6.212 239.255.255.25@ S5DP 216 M-SEARCH * HTTP/1.1
1262 33.459682 192.168.5.42 239.255.255.258 S5DP 289 M-SEARCH * HTTP/1.1
1263 33.497511 192.168.6.193 239,255.255.258 SSDP 216 M-SEARCH * HTTR/1.1
1264 33.595961 192.168.6.82 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
1265 33.668837 192.168.5.172 239.255.255.25@ S5DP 179 M-SEARCH * HTTP/1.1
1266 33.746911 192.168.6.98 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
1267 33.882237 192.168.6.2086 239.255.255.250 SSDP 216 M-SEARCH * HTTR/1.1
1268 34.817757 192.168.6.217 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
1269 34.834698 Elitegro_aa:15:4f Broadcast ARP 6@ Who has 192.168.5.2272 Tell 192.168.6.64
1278 34.891262 192.168.7.25 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
1271 34.188298 192.168.6.189 239.255_255.258 SSDP 216 M-SEARCH * HTTP/1.1
1272 34.138426 192.168.6.118 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xb3e49443
1273 34.136572 Elitegro_4f:2b:29 Broadcast ARP 6@ Who has 192.168.6.17? Tell 192.168.7.4
1274 34.278138 192.168.6.81 239,255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
1275 34.297346 192.168.6.49 255.255_355.255 DHCP 342 DHCP Inform - Transaction ID @x28322d9c
1276 34.362184 Elitegro_af:b@:96 Broadcast ARP 6@ Who has 192.168.6.1367 Tell 192.168.5.235

<

M.

> Frame 1: 6@ bytes on wire (486 bits), 6@ bytes captured (488 bits) on interface @
> Ethernet II, Src: PaloAlto bf:66:18 (88:38:6b:bf:66:18), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Address Resclution Protocel (request)

ff ff ff £ff F ff 88 38
@3 6@ 86 84 @ Bl B8 3@
ff f ff ff ff ff c@ a8
@2 BE Be BB B2 B0 B0 BB

6b bf 66 18 93 86 @0 @1
6b bf 66 18 c@ a8 84 @l
85 oo 60 00 0D BO 0B 00
ee 9o 8@ e

Q7

Local Area Connection: <live capture in progress>

|| Packets: 1276 - Displayed: 1276 (100.0%) || Profile: Default
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View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

@ TRERe=FT sIEEaaAH

-

4

Op capturing packets ] =3 '] Expression...  +
Ma. Time Source Destination Protocol  Length Info
2@599 218.74674@ 192.168.6.23 239.255.255.256 S5DP 216 M-SEARCH * HTTP/1.1
2@6ee 218.782949 192.168.5.248 239.255.255.250 S5DP 175 M-SEARCH * HTTP/1.1
26601 218.787718 192.168.6.76 192.168.8.6 DNS 84 Standard query @xb4e5 A dev26845.service-now.com
26682 218.860063 192.168.8.6 192.168.6.76 DNS 1e@ Standard query response @xb4e5 A dev26@45.service-now.c
218.916634 192.168.7.88 239.255.255.258 M-SEARCH * HTTP/1.1
28686 218.925137 192.168.6.76 183.23.66.118 nER 54 53000 + 443 [ACK] Seq=1 Ack=1 Win=G6424@ Len=2
28687 218.926854 192.168.6.76 183.23.66.118 TLSv1.2 328 Client Hello
28688 218.929326 Elitegro_9@:2e:fl Broadcast ARP 68 Who has 192.168.6.1387 Tell 192.168.6.137
28689 218.932499 Elitegro_@1:9f:b4 Broadcast ARP 68 Who has 192.168.6.1377 Tell 192.168.6.138
28618 218.932942 192.168.6.284 239.255.255.256 S5DP 216 M-SEARCH * HTTP/1.1
28611 218.989488 183.23.66.118 192.168.6.76 nER 68 443 = 58000 [ACK] Seq=1 Ack=275 Win=14874 Len=8
28612 218.991882 103.23.66.118 192.168.6.76 TLSv1.2 152 Server Hello, Change Cipher Spec
28613 219.805506 Elitegro_af:2a:77 Broadcast ARP 6@ Who has 192.168.5.727 Tell 192.168.6.69
28614 219.814788 SamsungE_aa:63:46 Broadcast ARP 68 Gratuitous ARP for 192.168.4.45 (Request)
28615 215.826764 52.48.69.221 192.168.6.76 TLSv1.2 672 Application Data
28616 219.834596 Elitegro_af:1b:13 Broadcast ARP 68 Who has 192.168.6.687 Tell 192.168.6.131
28617 219.839728 Elitegro_af:21:67 Broadcast ARP 68 Who has 192.168.6.1312? Tell 192.168.6.6@
28618 219.871531 192.168.7.31 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
28619 219.885831 192.168.4.285 239.255.255.256 S5DP 216 M-SEARCH * HTTP/1.1
28628 219.164868 192.168.7.89 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
< m ] +

> Frame 1: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface 8
> Ethernet II, Src: PaloAlto_bf:66:18 (@8:3@:6b:bf:66:18), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Address Resolution Protocol (request)

Ff ff ff 1 F ff @8 3@ 6b bf 66 12 @3 86 @@ @l
@3 @@ A6 B4 @0 @1 83 3@ 6b bf 66 18 cé a8 84 @l
ff ff £ff ff ff ff co a8 ©6 20 00 02 0R B0 0O 0
B2 B2 B2 B0 B2 0D B2 B2 0D 8@ BE BB

-]

)
o)
R F

[ )

O 7 Local Area Connection: <live capture in progress> || Packets: 20620 * Displayed: 20620 (100.0%%) H Profile: Default

File Edit View Go Capture Analyze Statistics  Telephony Wireless  Tools  Help
danjJolmmBe-=FaREaQQE
[i |App\y E er ... <Cirl-/> [ ~| Expression.. +
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M Wireshark - Capture Interfaces ?

Input Qutput Options

Display Options ———— Name Resolution
[ Update list of packets in real-time Resolve MAC Addresses
[ Automatically scroll during live capture [ Resolve network names

Show extra capture information dialog [ Resolve transpart names

Stop capture al ically after..
1 % packets
[ + files
O :
-

Start ] [ Close ] [ Help
M Wireshark: Save file as g
Save in: 3 Documents - G v ?
T Name ’ Date modified Type
by Custom Office Templates 1/30/2018 12:18 PM  File folder
RecentPlaces |} Github 2/21/2017409PM  File folder
- Python Scripts 9/6/2017 12:31 PM File folder
Desktop
Libraries
LY
Computer
“
Network
4| 1 F
File name: packets -
Save astype: Wireshar/... - pcapng (*.ntar.gz;” ntar;” pcapng v] [ Cancel ]
Help
[] Compress with gzip

[23]



M Wireshark: Export Specified Packets

22
Savein: 3 Documents - @ E
I Mame : Date modified Type Size
ke . Custom Office Templates 1/30/2018 12:18 PM  File folder
RecentPlaces | Gitub 2/21/2017 408 PM  File folder
! | Python Scripts 9/6,/201712:31 PM File folder
4 packets.pcapng 4/10/2018 1:22 PM  Wireshark capture... 359 KB
Desktop || packets.pcapng.gz 4/5/2018 6:19 PM GZ File 1,548 KB
Libraries
A
Computer
@
J
File name: packet small -
Metwork
Save as type: Wireshar/ ... - pcapng (* ntar gz;” ntar;” pcapng gz;” pcapng) vl ’ Cancel ]
Help
[] Compress with gzip
Packet Range
(7) Captured (@) Displayed
@) Al packets 4
) Selected packet 1
Marked packets
First to last marked
() Range: 0

Remowve lgnored packets

[24]




M Wireshark: Export Specified Packets

Savein: 3 Documents - @ ? ? '
= Name . Date rmodified Type Size
he | Custom Office Templates 1/30/2018 12:18 PM  File folder
RecentPlaces | GitHub 2/21/2017 409 PM  Filefolder
- | Python Scripts 9/6/2017 12:31 PM File folder
o packets.pcapng 4/10/2018 1:22 PM Wireshark capture... 359 KB
Desktop || packets.pcapng.gz 4/5/2018 6:19 PM GZ File 1,548 KB
I_.
Libraries
A
Computer
o
File name: packet small - Save
s
Save as type: Wireshark/... - pcapng (".rtar.gz;” ntar” pcapng.gz;” pcapng) v] [ Cancel l
Help

[7] Compress with gzip
Packet Range

() Al packets

@ Selected packet
Marked packets
First to last marked

(") Range:
Remove |gnored packets

(") Captured (@) Displayed
171 171

1 1

a 1]

a ]

a 1]

a ]
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M Wireshark: Export Specified Packets

Savein:

I
b B

Recent Places

Desktop

=0
Libraries

Ay

Computer

@

Metwork

5041

Mame
. chapl,2
. chap 4
J chap3
. Images
L
we Lpcapng
P
e 2.prapng
P
we 3.prapng
P
we 4.prapng
P
ws S.pcapng
P
ws B.pcapng
P
wa J.prapng

[ s =g il

Date modified

3/15/2018 12:35 PM
4/10/2018 4:18 PM
4/2/2018 11:59 AM
4/10/2018 4:33 PM
4/5/2018 5:46 PM
4/5/2018 8:55 PM
4/8/2018 3:33 PM
4/8/2018 6:17 PM
4/9/2018 1:41 PM
4/9/2018 7:06 PM
4/10/2018 3:01 PM

Type

File folder
File folder
File folder
File folder

Wireshark capture...
Wireshark capture...
Wireshark capture...
Wireshark capture...
Wireshark capture...
Wireshark capture...
Wireshark capture...

Size

| »

m

35 KB
3,718 KB
19 KB
38193 KB
2KB
66,314 KB
143 KB

<

L

File name: -
Save astype: Wireshare/.. - pcapng (*.ntar.gz.” ntar;” pcapng .gz.” pcapng) vl [ Cancel ]
Help
[] Compress with gzip
Packet Range

() All packets
(") Selected packet
Marked packets

First to last marked

@ Range: |5-200

Remowve |gnored packets

(7) Captured @) Displayed

244 244
1 1
0 0
0 0
136 136
0 0
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File | Edit View Go (Capture Analyze Statistics Telephony Wireless

Open Ctrl+0 E@ G & 9

Open Recent L4

Merge... Destination

Import from Hex Dump... 4 Broadcast

Close Ctrl+ W et

Broadcast

Save Ctrl+5 2 Broadcast

Save As... Ctrl+Shifts5 A T

Broadcast

File Set v [ Broadcast

239.255.255.250

Export Specified Packets... d Broadcast

Export Packet Dissections L4 As Plain Text...

Export Packet Bytes... Ctrl+H As CSV...

Export PDUs to File... As "C" Arrays..

Export 550 Session Keys...

A PSML XML...

Export Objects 4

AsPDMLXML.. 7

Print... Ctrl+P As ISOM...

]

Quit Ctrl+Q 239.255.255.250
ﬁpacketdissed—Natepad = |3
File Edit Format View
No. Time pestination protocol Length Info

1 0.000000 Elitegro_49:f9:f0 Broadcast ARP 60 who has 192.168.6.247 Tell 192.168.5.207

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface

Ethernet II, Src: Elitegro_49:f9:f0 (f4:4d:30:49:F9:f0), Dst: Broad
Address Resolution Protocol (request)

0
cast (ff:ff:ff.ff:ff:fF)
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ﬂ *Local Area Connection .
File | Edit View Go Capture Analyze

Open Ctrl+ O

Open Recent 4

Merge...

Import from Hex Dump...

Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+5Shift+5

File Set 4

Export Specified Packets...

Export Packet Dissections 4

Export Packet Bytes... Ctrl+H

Export PDUs to File...

Export S5L 5ession Keys...

Export Objects 4

Print... Ctrl+P

Quit Ctrl+Q
8l @8 Se /T ff fa T4 4d 3@ 4f 24 51 @8 @@ 45 80 ALLL.M BOST.LE -
@@ ca 3e 72 @@ @@ @1 11 c4 28 c@ aB @5 e6 ef ff b1 R T T
ff fa eb f1 @7 6c @2 b6 50 ed 4d 2d 53 45 41 52 ..... 1.. P.M-SEAR
43 48 20 2a 20 48 54 54 5@ 2f 31 2e 31 @d @a 48 CH * HTT P/L.1..H L
4f 53 54 3a 2@ 32 33 39 2e 32 35 35 2e 32 35 35 0ST: 239 .255.255 3
2e 32 35 3@ 3a 31 39 30 30 @d @a 4d 41 4e 3a 280 .258:198 @..MAN:
22 73 73 64 7@ 3a 64 69 73 63 6f 76 65 72 22 @d  “"ssdp:di scover”.
@a 4d 58 3a 28 31 @d @a 53 54 3a 28 75 72 6e 3a LM 1., ST: urn: N
64 69 61 6c 2d 6d 75 6c 74 69 73 63 72 65 65 6e  dial-mul tiscreen
2d 6f 72 67 3a 73 65 72 76 69 63 65 3a 64 69 61 -org:ser vice:dia
6c 3a 31 Bd @a 55 53 45 52 2d 41 47 45 4e 54 3a  1:1..USE R-AGENT: =

(0 7 wireshark_ABB 1E1DA-0270-46C-B13A-FASAAABACD4] 20180406131254 05576

Packets: 95 - Displayed: 95 {(100.0%)

Profile: Default

| Open the Capture File Properties dialog |

[28]




E_Wireshark - Capture File Properties - wireshark_ABB1E1DA-0270-446C-B13A-FA4AMABACDA] 20180406131254 a05976 = Bl ot
R

Details
File
MName: C:\Users'sayalit\AppData'LocalTempwireshark_ASE1E1DA-0270-446C-B13A-FA4AAABACD41_20180406131254_a05976.pcapng
Length: 18 kB
Format: Wireshark/... - pcapng
Encapsulation: Ethernet
Time
First packet: 2018-04-06 13:12:54
Last packet: 2018-04-06 13:12:57
Elapsed: 00:00:02
Capture
Hardware: Intel(R) Core(TM) i5-4460 CPU @ 3.20GHz (with S5E4.2)
05: &4-bit Windows 7 Service Pack 1, build 7601
Application: Dumpcap (Wireshark) 2.4.5 {v2.4.5-0-g153e857ef1)
Interfaces
Interface Dropped packets Capture filter Link type Packet size limit
\Device 010 %) none Ethernet 65535 bytes
\WPF_{ASE 1E 1DA-D270-446C-
B13A-FA4AAABACD41}
Statistics
Measurement Captured Displayed Marked
Packets 95 95 (100.0%) —
Time span, s 2.828 2.828 —
Average pps 33.6 33.6 —
Average packet size, B 157.5 157.5 —
Bytes 14938 14938 (100.0%) 0
Average bytes/z 5282 5282 —
Average bits/s 42k 42k —

File Comment
Capture from the management PC to the server. Data appears slow.

Capture file comments

Capture from the management PC to the server. Data appears slow.

Save Comments] [ Close ] [CopyTo Clipboard] [ Help

[29]



I! *“Local Area Connection

file Edit View Go Capture Analyze Statistics Telephony Mireless Iools Help
4 m @

= R &% iEEaaan

M [2pply a display fiter .. <Cul-> =3 ~| Expression...
Mo Time Source Destination Protocol  Length Info

1 8.808608 192.168.5.230 239.255.255.258 ssop 216 M-SEARCH * HTTP/1.1

2 8.804268 Private_1f:b7:fc Broadcast ARP 68 Who has 192.168.4.227 Tell 192.168.5.121

3 8.813562 Elitegro_ad:e5:f4  Broadcast AR 68 Who has 192.168.4.63? Tell 192.168.6.165

4 @.e25049 Elitegro_af:b8:96  Broadcast AR 68 Who has 192.168.5.120? Tell 192.168.5.235

5 8.831678 Elitegro_af:bl:b2  Broadcast ARP 68 Who has 192.163.5.235? Tell 192.163.5.128

6 8.039223 192.168.6.95 239.255.255.250 ssop 175 M-SEARCH * HTTP/1.1

7 2.065926 192.168.5.90 239.255.255.250 SsDP 216 M-SEARCH * HTTP/1.1

% 0.670184 IntelCor_22:3e:3f  Broadcast ARP 60 Who has 192.168.5.1212 Tell 192.168.7.118

9 0.077758 Giga-Byt 74:73:ba  Broadcast ARP 60 Who has 192.168.6.28? Tell 192.168.5.166

10 0.077925 192.168.7.38 239.2! ~ e

11 0.133385 FeB0: :7ae7 :d1FF Feo.. Fro: || M Wireshark - Packet Comment I Z ::95¢0:6a2b:2411:49bb from 78:e7:d1:9f:26:e8

12 0.161987 Elitegro 4f:20:d5  Broad 2.168.6.136

13 0.166738 Elitegro 49:dc:46  Broadq| Thispacketlooks bad.| 2.168.6.239

14 0.218939 192.168.7.74 239.2

15 0.226584 Elitegro af:7e:fc  Broad 2.168.6.146

16 0.240845 192.168.5.121 224.0 glecast. tcp.local, "QM” guestion

17 0.241737 192.168.5.121 224.0 glecast. tep.local, "QM” question

18 0.241889 fe80: :95e0:6a2b: 241... Ff02: glecast. tep.local, "QM” question

19 0.242179 fe80: :95e8:6a2b: 241... Ff02: glecast. tcp.local, "gM" question

26 0.256163 192.168.5.121 239.2

21 0.316015 Elitegro 4f:1b:4a  Broad 2.168.5.189

22 9.427848 192.168.6.76 52.234

23 0.431957 192.168.5.14 239.2

24 0.438462 Private 1f:b7:fc Broad ||-168.5.121

25 0.449123 192.168.7.61 239.2

26 0.451787 fe80::95eB:6a2b: 241.. Ff02: £292:1cFf:feBe:e9d2 from b@:25:aa:1f:b7:fc

27 0.4869732 192.168.5.121 233.24)

28 6.436561 52.238.86.10 192. 14| ok ][ cancel ][ Heb in=1621 Len=8 SLE=1 SRE=2

29 0.493531 192.168.5.233 239.

38 0.560875 feB0::95e0:6a2b:241.. Ff02::1:f62:ceee  ICHPVG 86 Neighbor Solicitation for fed8::a5d:36ff:fe62:cece from b@:25:aa:1f:b7:fc

31 0.517566 Elitegro_4f:1b:4a  Broadcast ARP 60 Who has 192.168.4.32 Tell 192.168.5.189

» Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @

Ethernet II, Src: Elitegro ad:db:c4 (f4:4d:38:ad:db:c4), Dst: IPvAmcast 7f:ff:fa (01:00:5e:7f:ff:fa)
Internet Protocol Version 4, Src: 192.168.5.98, Dst: 239.255.255.250

User Datagram Protocol, Src Port: 58814, Dst Port: 1989

Simple Service Discovery Protocol

@1 e se 7f ff fa T4 4d 3@ ad db c4 @8 @e 45 @@

@0 ca Sc a9 @0 80 @1 11 a6 7d c@ a8 @5 5a ef Ff S DI

f fa e5 be 87 6c @@ b6 57 ac 4d 2d 53 45 41 52 . W.M-SEAR

43 43 2a 20 43 534 54 5@ 2f 31 2e 31 @d @a 48 P/1.1..H
3a 20 32 33 39 2e 32 35 35 2e 32 35 35 .255.255
3@ 3a 31 39 38 30 od @a 4d 41 4e 33 2@ @..MAN:
64 78 3a 64 69 73 63 6 76 65 72 22 @d scaver™.
3a 28 31 @d Ba 53 54 3a 28 75 72 6e 3a ST: urn:

6c 2d 6d 75 6c 74 69 73 63 72 65 65 6e dial-mul tiscreen
67 3a 73 65 72 76 69 63 65 3a 64 69 61  -org:ser vice:dia
@d @a 55 53 45 52 2d 41 47 45 4e 54 3a  1:1..USE R-AGENT:
6f 67 6c 65 28 43 68 72 6f 6d 65 2f 36 Google Chrome/6
2e 33 33 32 35 2e 31 33 31 2@ 57 69 6e  5.8.3325 .181 Win
73 ed @a ed @a dows....

4 Packet comments
4 This packet looks bad.
> [Expert Info (Comment/Comment): This packet looks bad.]
Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
Ethernet II, Src: Elitegro ad:db:cd (f4:4d:38:ad:db:cd), Dst: IPvAmcast 7¥:ff:fa (01:00:5e:7f:ff:fa)
Internet Protocol Version 4, Src: 192.168.5.9@, Dst: 239.255.255.256
User Datagram Protocol, Src Port: 58814, Dst Port: 1986
Simple Service Discovery Protocol

7t ff fa 14 4d 3@ ad db c4 03 @9 45 o8

7 =

a9 @@ 82 81 11 a6 7d c@ aB @5 5a ef ff eeZn
be 87 6c @@ b6 57 ac 4d 2d 53 45 41 52 W.M-SEAR
22 20 48 54 53 5@ 2f 31 2e 31 @d @a 48 P/1.1..H bl

3a 28 32 33 39 2e 32 35 35 2e 32 35 35  OST: 239 .255.255
2e 32 35 30 3a 31 39 30 30 od @a 4d 41 4e 3a 20 .258:192 @..MAN:

() 7 Packet comments (pkt_comment) Packets: 95 - Displayed: 95 {100.0%) Profile: Defaul
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[ Lol Area Comneciion -m T — - - N [BEE= |

File Edit View Go Copture Analyze Statistics Telephony Wircless Tools Help

Am 1@ LEREe>=F sEFEQQaH

W [2pply o display fiiter .. <ctrl-/> =3 ~] Expression..  +
No. Time Source Destination Protocol  Length Packetcomments  Info

1 0.600000 192.168.5.238 239.255.255.258 ssop 216 M-SEARCH * HTTP/1.1

2 9.004260 Private_1f:b7:fc Broadcast ARP 60 who has 192.168.4.227 Tell 192.168.5.121

3 0.013662 Elitegro_ad:e5:f4  Broadcast ARP 60 uWho has 192.168.4.632 Tell 192.168.6.165

4 9.025049 Elitegro af:b8:96  Broadcast ARP 60 who has 192.168.5.120? Tell 192.168.5.235

5 0.831678 Elitegro_af:bl:b2  Broadcast ARP 60 Who has 192.168.5.2352 Tell 192.168.5.128

6 8.839223 192.168.6.95 239.255.255.258 SSDP 175 M-SEARCH * HTTP/1.1

7 0.865926 192.168.5.98 239.255.255.250 S5DP 216 v M-SEARCH = HTTP/1.1

8 8.870184 IntelCor_22:3e:3f  Broadcast ARP 68 Who has 192.168.5.121? Tell 192.168.7.118

9 0.877750 Giga-Byt_74:73:ba  Broadcast ARP 60 who has 192.168.6.287 Tell 192.168.5.166

10 06.677925 192.168.7.38 239.255.255.250 ssop 216 M-SEARCH * HTTP/1.1

11 0.133305 fe80::7ae7:d1ff:feo.. F102::1:f11:49bb  ICMPvE 86 Neighbor Solicitation for fe88::95e8:6a2b:2411:49bb from 78:e7:d1:9F:26:e8

12 0.161987 Elitegro_4f:26:d5  Broadcast ARP 60 who has 192.168.6.2392 Tell 192.168.6.136

13 8.166738 Elitegro 49:dc:46  Broadcast ARP 68 who has 192.168.6.136? Tell 192.168.6.239

14 0.218939 192.168.7.74 239.255.255.250 S5DP 175 M-SEARCH = HTTP/1.1

15 0.226584 Elitegro af:7e:fc  Broadcast ARP 68 Who has 192.168.6.200? Tell 192.168.6.146

16 ©.240845 192.168.5.121 224.9.0.251 MDNS 82 standard query @x@eee PTR _googlecast._tcp.local, "OQM" question

17 0.241737 192.168.5.121 224.0.0.251 MDNS 82 Standard query @x800 PTR _googlecast. tcp.local, "QM" question

18 0.241889 fe80::95e0:6a2b:241.. 102::fb HDNS 102 Standard query @x2800 PTR _googlecast. tcp.local, "QM" question

19 0.242179 fe80::95e0:6a2b:241. FF02::fb MDNS 102 Standard query @x2800 PTR _googlecast._tcp.local, "QM" question

26 8.256163 192.168.5.121 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1

21 0.316015 Elitegro_4f:1b:4a  Broadcast ARP 60 who has 192.168.6.1652 Tell 192.168.5.189

22 9.427848 192.168.6.76 52.230.86.18 ssL 55 Continuation Data

23 0.431957 192.168.5.14 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1

24 0.438462 Private_1f:b7:fc Broadcast ARP 60 Who has 192.168.4.412 Tell 192.168.5.121

25 0.449123 192.168.7.61 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1

26 0.451707 fe80::95e0:6a2b: 241 F102::1:Ff8e:e0d2  ICMPVE 86 Neighbor Solicitation for feB@::f292:1cff:feBe:edd2 from ba:25:aa:1f:

27 8.469792 192.168.5.121 239.255.255.258 SSDP 179 M-SEARCH * HTTP/1.1

28 0.486561 52.230.86.18 192.168.6.76 TP 66 443 + 50382 [ACK] Seg=1 Ack=2 Win=1021 Len= SLE=1 SRE=2

29 8.493591 192.168.5.233 239.255.255.258 Ssop 216 M-SEARCH * HTTP/1.1

30 0.500875 fe80::95e0:6a2b:241.. Ff02::1:f62:ceee  ICHPVE 86 Neighbor Solicitation for fes@::aesd:36ff:fe62:cece from be:25:aa:1f:b7:fc

<« [

4 Packet comments

4 This packet looks bad.

> [Expert Info (Comment/Comment): This packet looks bad.]

» Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
Ethernet II, Src: Elitegro_ad:db:cd (f4:4d:38:ad:db:cd), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:¥f:fa)
Internet Protocol Version 4, Src: 192.168.5.98, Dst: 239.255.255.256
User Datagram Protocol, Src Port: 58814, Dst Port: 1966
Simple Service Discovery Protocol
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M Wireshark - Expert Information - wireshark_ASB1E1DA-0270-446C-B13A-FA4AAABACD41_20180406131254_a05976 = = 2

Se\.rel'it_|,rv Summary Group Protocol Count
> Note Sequence IPvi 4
» Chat Sequence S5DP 43
4 Comment Comment Frame 1

7 This packet looks bad. Comment Frame
No dlispls) fitver set.

Limit to Display Filter [ Group by summary Search:
Close ] [ Help ]
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| "Local Area Connection

B T T e e S W=

Analyze  Statistics  Telephony

File Edit View Go Capture Wireless  Tools Help
am 6 RE ezt sEEaaan
T [({1{okt_comment)) &8 (frame)) || (frame) X] | Expression.. 4
Packetlist v Narrow & Wide = Case sensitive Display fiter Find Cancel
No. Time Source Destination Protocol  Length Packetcomments  Info E
1 0.000000 192.168.5.230 239.255.255.250 550P. 216 M-SEARCH * HTTP/1.1
2 8.084268 Private 1f:b7:fc Broadcast ARP 50 uho has 192.168.4.22? Tell 192.168.5.121 =
3 0.013662 Elitegro_ad:es:f4  Broadcast ARP 60 who has 192.168.4.63? Tell 192.168.6.165
4 8.825849 Elitegro af:bB:96  Broadcast ARP 50 uho has 192.168.5.128? Tell 192.168.5.235 L4
5 ©.031678 Elitegro af:bl:b2  Broadcast ARP 60 who has 192.168.5.235? Tell 192.168.5.120
58 Expand Subtrees Shift+Right  +250 S5DP. 175 M-SEARCH * HTTP/1.1
= -
7@ Expand Al CubeRight 259 SSDP. 216 M-SEARCH * HTTP/1.1
) ARP 0 uho has 192.168.5.121? Tell 192.168.7.118
980 Collapse All Gainll=s ARP 60 who has 192.168.6.287 Tell 192.168.5.166
10 @ 250 55DP. 216 M-SEARCH * HTTP/1.1
Apply as Column - X o et aa1 - e arae-
18 L:43bb  ICMPvE 86 Neighbor Solicitation for fe88::95e@:6a2b:2411:49bb from 78:e7:d1:9f:26:e8
120 5 50 \ho has 192.168.6.239? Tell 192.168.6.136
pply as Filter v Selected
13 8 = e uho has 192.168.6.136? Tell 192.168.6.239
e Bl 4 Hot Selected 5. M-SEARCH * HTTP/1.1
158 Conversation Filter » .and Selected 5o uho has 192.168.6.260? Tell 192.168.6.146
16 @ Colorize with Filter » v Seliected 2 standard qusry ©x0000 PTR _googlecast. tep.locsl, "Qi” question
17 @ ol ) 2 Standard query ©x@060 PTR _googlecast. tcp.local, "QM” guestion
15 @ ollow -and not Selected 5. Standard query Bx@@@@ PTR _googlecast. tcp.local, "QM" question
19 @ Copy R ..op not Selected 2 Standard query ©x@080 PTR _googlecast. tcp.local, "QM” question
28 8 o S5DF 5 M-SEARCH * HTTP/1.1
210 ShowEach sty = ARP 60 uho has 192.168.6.1652 Tell 192.168.5.189
28 Export Packet Bytes.. Ctrl+H 3 ssL 55 Continuation Data
230 250 SSDP 216 M-SEARCH * HTTP/1.1
240 Wiki Protocol Page ARP 60 Who has 192.168.4.417 Tell 192.165.5.121
50 Filter Field Reference 250 SSDP 216 M-SEARCH * HTTP/1.1
28 2:ead2  ICMPVE 86 Neighbor Solicitation for fe8®::f292:1cff:feSe:e9d2 from b@:25:a
Protocol Preferences »
27 @ 250 SSDP 179 M-SEARCH * HTTP/1.1
288 Decode A... 5 Tcp 56 443 5 50382 [ACK] Seq=1 Ack=2 Win=1621 Len= SLE=1 SRE=2
298 250 SSDP 216 M-SEARCH * HTTP/1.1
Go to Linked Packet . iieors
30 0 2:ceee  ICHMPVE 86 Neighbor Solicitation for fe8®::a65d:36ff:fe62:ceee from b@:25:aa:1f:b7:fc i
Show Linked Packet in New Window

4 |packet comments
4 This packet looks bad.
4 [Expert Info (Comment/Commen
[This packet locks bad.]
[Severity level: Comment]
[Group: Comment]
> Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface &
> Ethernet II, Src: Elitegro ad:db:c4 (f4:4d:38:ad:db:ca), Dst: IPvdmcast 7f:ff:fa (81:08:5e:7f:ff:fa)
» Internet Protocol Version 4, Src: 192.168.5.90, Dst: 239.255.255.250
> User Datagram Protocol, Src Port: 58814, Dst Port: 1988
- simple Service Discovery Protocol

This packet looks bad.]

@l 8@ Se 7f 1t fa f4 4d 30 ad db c4 @3 6@ 45 60 .
@@ ca 5c a9 8@ @8 @1 11 a6 7d c@ a8 @5 Sa ef f L} Ze
ff fa 5 be @7 6c @@ b6 57 ac 4d 2d 53 45 41 52 . W.M-SEAR
43 45 20 22 20 48 54 54 50 2f 31 2e 31 od @a 48 P/1.1..H I
4f 53 54 3a 26 32 33 39 2e 32 35 35 2e 32 35 35  05T: 239 .255.255
2e 32 35 3@ 3a 31 39 3@ 30 @d @a 4d 41 4e 3a 20 .256:19@ B..MAN: -

() 7 Ppacket comments (pkt_comment)

|| Packets: 95 - Displayed: 95 (100.0%) - Dropped: 0 (0.0%)

|| Profile: Default]
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= : :

Flem o viemptomesraEmtEEmSaicisptoymWirppickmte

AW ® LARE Qo 1E8aaand

I [pkt_comment. [X] ~| Expression...  +
Packet list Case sensitive Display filter Find Cancel
No. Time Source Destination Protocol  Length Packetcomments  Info
7 8.865926 192.168.5.90 239.255.255.250 SSDP 216 v M-SEARCH * HTTP/L.1
4 Packet comments
4 Thiz packet looks bad.
4 [Expert Info (Comment/Comment): This packet looks bad.]
[This packet looks bad.]
[Severity level: Comment]
[Group: Comment]
> Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
» Ethernet II, Src: Elitegro_ad:db:cd (f4:4d:30:ad:db:c4), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
> Internet Protocol Version 4, Src: 192.168.5.98, Dst: 239.255.255.250
> User Datagram Protocol, Src Port: 58814, Dst Port: 1900
© Simple Service Discovery Protocol
01 06 Se 7¥ 1f fa T4 4d 30 ad db cd 68 06 45 66 ..~ -
@0 ca Sc a9 @0 @0 @1 11 a6 7d @ a8 85 5a ef Ff  ..\..... .}...Z.. 9
Ff fa e5 be 87 6c @8 b6 57 ac 4d 2d 53 45 41 52 .....l.. W.M-SEAR H
43 48 20 22 20 48 54 54 50 2f 31 2e 31 0d @a 48 CH * HTT P/L.1..H W
4f 53 54 3a 26 32 33 39 e 32 35 35 2e 32 35 35 OST: 239 .255.255
2e 32 35 30 3a 31 39 38 30 6d 6a 4d 41 de 3a 26 .250:190 B..MAN: -
(O 7  Packet comments (pkt_comment) Packets: 95 - Displayed: 1(1.1%) * Dropped: 0 (0.0%) Profile: Default
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*Local Area Connection

.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm i@ JBRE Res=s=F A Eaqaan

[ W [pkt_comment.

[x] -] Expression...  +
Packetlist | [ case sensitive Cisplay filter Find Cancel
M. Time Source Destination Protocol  Length Packstcomments  Info
7 0.865926 192.168.5.90 239.255.255.250 55DP 216 v M-SEARCH * HTTP/1.1
17 @.241737 192.168.5.121 224.8.8.251

MDNS 82 v Standard query @xB80@ PTR _googlecast. tcp.local, "QM" question

4 Packet comments
4 Comment 2

[Comment 2]

[Group: Comment]

4 [Expert Info (Comment/Comment): Comment 2]
[Severity level: Comment]

Frame 17: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @

Ethernet II, Src: Private_1f:b7:fc (b@:25:aa:1f:b7:fc), Dst: IPvamcast_fb (91:00:52:60:00:fh)
Internet Protocol Version 4, Src: 192.168.5.121, Dst: 224.8.0.251

User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)

@1 99 5e @@ 0@ Tb be 25
80 44 29 c3 86 09 81 11
@0 fb 14 e9 14 e9 @@ 30
80 B0 60 BD 60 @9 6b ST
73 74 84 5f 74 63 70 @5
80 81

as
e8
ed
67
6c

1f b7 fc s ee 45 eo
€9 cB a8 @5 79 eb @0
86 60 80 06 80 60 o1
6f 6f 67 6c 65 63 61
6f 63 61 6c @0 @9 ec

‘eir.._ googleca
st._tep. local...

(O 7 Packet comments (pkt_comment)

|| Packets: 5 - Displayed: 2 (2.1%) - Dropped: 0 (0.0%) || Profile: Default
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M Wireshark - Print

Packet Format

Summary line

Details:

) Al collapsed
@ As displayed
() All expanded

Bytes

Print each packet on a new page

+ and - zoom, [ resets

Packet Range
(7) Captured @ Displayed

@ All packets 95 95

(7 Selected packets only 1 1

Marked packets only 0 0

First to last marked i 0

(7) Range: 0 0

[] Remove ignored padkets i 0
Page Setup. . print.. || Cancel || Hep |

[36]




[=R=iRl = i = @ =w
HOME  COMMENT  VIEW FORM PROTECT  SHARE  HELP Q | Find P 4
C:\Users\say alit\A ppData\local\Temp\wireshark_A 8B1E1DA-0270-446C -B13A-FA4A AAB4CD41_20180406131254_a05976.pcapng 95 total packets, 95 shown
6 9.839223 192.168.6.95 239.255.255.250 S5DP 175 M-SEARCH * HTTP/1.1
Frame 6: 175 bytes on wire (1400 bits), 175 bytes captured (1400 bits) on interface @
Ethernet II, Src: Elitegro_fd:aS:dc (b8:ae:ed:fd:a5:dc), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
Internet Protocol Version 4, Src: 192.168.6.95, Dst: 239.255.255.250
User Datagram Protocol, Src Port: 61745, Dst Port: 1900
Simple Service Discovery Protocol
7 9.065926 192.168.5.90 239.255.255.250 SSDP 216 v M-SEARCH * HTTP/1.1
Packet comments E
This packet looks bad. 1
[Expert Info (Comment/Comment): This packet loocks bad.]
[This packet looks bad.]
[Severity level: Comment]
[Group: Comment]
Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface 8
Ethernet II, Src: Elitegro_ad:db:c4 (f4:4d:3@:ad:db:c4), Dst: IPv4mcast_7f:ff:fa (01:00:5e:7f:ff:fa)
Internet Protocol Version 4, Src: 192.168.5.90, Dst: 239.255.255.250
User Datagram Protocol, Src Port: 58814, Dst Port: 1960
Simple Service Discovery Protocol
8 0.070184 IntelCor_22:3e:3f Broadcast ARP 60 Who has 192.168.5.121? Tell
192.168.7.11@ ]
Frame 8: 60 bytes on wire (488 bits), 60 bytes captured (486 bits) on interface @
Ethernet II, Src: IntelCor_22:3e:3f (@0:27:@e:22:3e:3f), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)
12 ©.161987 Elitegro_4f:20:d5 Broadcast ARP 60 Who has 192.168.6.239? Tell
192.168.6.136
Frame 12: 6@ bytes on wire (480 bits), 60 bytes captured (488 bits) on interface @
Ethernet II, Src: Elitegro_4f:20:d5 (f4:4d:3@:4f:28:d5), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)
13 ©.166738 Elitegro_49:dc:46 Broadcast ARP 60 Who has 192.168.6.1362 Tell
192.168.6.239
Frame 13: 6@ bytes on wire (480 bits), 60 bytes captured (488 bits) on interface @
Ethernet II, Src: Elitegro_49:dc:46 (f4:4d:3@:49:dc:46), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)
16 ©.240845 192.168.5.121 224.0.0.251 MDNS 82 Standard query ©x©eee PTR
_googlecast._tcp.local, "QM" question
Frame 16: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @
Ethernet II, Src: Private_1f:b7:fc (b@:25:aa:1f:b7:fc), Dst: IPv4mcast_fb (01:80:5e:00:00:fb)
Internet Protocol Version 4, Src: 192.168.5.121, Dst: 224.0.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)
17 0.241737 192.168.5.121 224.0.0.251 MDNS 82 ' Standard query ©x8eee PTR 2

1/1 - = 24.27%

O
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% lusrmgr - [Local Users and Groups (Local)iUsers]

File  Action ‘iew Help
L L 2] o N=0EY

‘&J Lacal Users and Groups (Local) || pame Eull Marne Description Actions
‘J- gsers &Jadmin Usars
o oreues &J.ﬂxdministrator Built-in account for administering... More Sctions
&Defau\t&cco... A useraccount managed by the 5.,
Bcuest MNew User ? ®
User name: |pcap |
Full name: | |
Description: | Service Account |
Pazsword: ‘lOOl |
Confirmn password ‘ LLL L] |

User must change password at next logon
User cannot change password
Password never expires
[ szcount is dizabled
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pcap Froperties

Select Groups

Select this abject type:

|G'0UDS | Object Types...
From this location:

|DESKTOPFUI2205 | Locations...
Enter the object names to select [examples):

DESkETOP-FUZ2053 Adminiztrabors Check Mames

Advanced... Cancel

Changes to a user's group membership

Add Femove are hot effective until the next time the
uzer logs on.
Ok Cancel Apply Help
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Rernote Packet Capture Protocol w.0 {experimental) Properties (Loc...

General LogOn  Recovery Dependencies

Log on as:

() Local System acoount
Allow zervice o interact with desklop

(®) Thiz account: |.\|:uc:ap

Pazsword: LLLL

Canfirm passward: | sessl

Cancel

Browse...

Apply
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@& Custornize Settings

e

S ﬂ < Windows Firewall » Custorize Settings v O Search Contral Panel

Customize settings for each type of network

You can modify the firewall settings for each type of netwerk that you use.
Private network settings

9 (Z) Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app
$ (® Turn off Windows Firewall (not recommended)
Public network settings
9 () Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed apps

Notify e when Windows Firewall blocks a new app

g (® Turn off Windows Firewall (not recommended)

| Ok || Cancel
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M Manage Interfaces

| Local Interfaces I Pipes | Remote Interfaces

Show Host / Device URL
4 192.168.5.25

rpcap://[192,168.5.251:2002/\Device\NPF_{C4A00981 -FE3A-4007 -91FA-6311A3690451 }
rpcap://[192,168.5.251:2002 \Device\NPF_{AADDCAES-FFEL-4CAS-97FB-3AEFOE82637C)

- Remote Settings
This version of Wireshark sbes not ssve ramote settings.
Ok ] ’ Cancel ] [ Help
M Wireshark - Capture Interfaces ? =
Input | Qutput Options
Interface Traffic Link-layer Header  Promi: Snaplen | Buffer (M
> VirtualBox Host-Only Network | Ethernet default 2 B
> Local Area Connection ! Ethernet default 2 B
USBPcapl USBPcap — — — B
USBPcap2 USBPcap — — — B
USBPcap3 USBPcap — — — B
¢ rpcap://[192.168.5.251:20020Device\NPF_{C4AD6981 -FE3A-40D7-91 FA-6311 A3690451 } Ethernet default 2 &
> rpcap://[192.168.5.25]:2002/\Device\NPF_{AADDCAEG-FFEL-4CA5-97FB-3AEFG682637 C} Ethernet default 2 e
| m L2
Enable promiscuous mode on &l interfaces
Capture filter for selected interfaces: l |Emer a capture filter - ] Compile BPFs
Start ] [ Close ] [ Help ]
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Chapter 03: Filtering Traffic

User's Guide * Wiki * Questions and Answers * Mailing Lists

Capture
.using this filters | e _'] Al interfaces shown >
: Save this filter
t’lor::laf’f;'; Manage Capture Filters
@ UsBPeapl Ethernet address 00:00:52:00:53:00: ether host 00:00:5e:00:53:00
© UsBPeap2 Ethernet type 00806 (ARP): ether proto 0x0806
@) USBPcap3
Mo Broadcast and no Multicast: not broadcast and not multicast
Mo ARP: not arp
IPv only: ip
IPv address 192.0.2.1: host192.0.2.1
IPvE only: ip6
IPv6 address 2001:db8::1: host 2001:db8::1
IPX only: ipx
TCP only: tcp
UDP only: udp
TCP or UDP port 80 (HTTP): port 80
HTTP TCP pert (80): tcp port http
No ARP and no DNS: not arp and port not 53
Learn Nen-HTTP and non-SMTP to/from www.wireshark.org: not port 80 and not pert 25 and host www.wireshark.org
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M Wireshark - Capture Filters ? P

Marme Filter
Mon-HTTP and non-SMTP te/from www.wireshark.org not port 80 and not port 25 and host www.wireshark.org
Mo ARP and no DMNS not arp and port not 53
HTTP TCP port (20) tcp port http
TCP or UDP port 80 (HTTP) port 80
UDP only udp
TCP only tep
IPX only ipx
IPvi address 2001:db&::1 host 2001:db&::1
IPvi only ipb
IPvd address 192.0.2.1 host 192.0.21
IPvd only ip
Mo ARP not arp
Mo Broadcast and no Multicast not broadcast and not multicast
Ethernet type 00806 (ARP) ether proto 0x0806
Ethernet address 00:00:5e:00:53:00 ether host 00:00:5e:00:53:00
My Host ip host 192.168.5.25
-]
0K ] [ Cancel ] [ Help

Capture
...using this filter: | ‘eﬁ'\er broadcast m '] [NI interfaces shown ™
Save this filter
tr!::lafr‘:; ’2 Manage Capture Filters i
@ UsBPcapl Ethernet address 00:00:5e:00:53:00: ether host 00:00:5e:00:53:00 —
@ usBpcap2 Ethernet type 0x0806 (ARP): ether proto 0x0806 ——
@ UsBPcap3 I
No Broadcast and no Multicast: not broadcast and not multicast
No ARP: not arp
IPvd only: ip
IPv4 address 192.0.2.1: host 192.0.2.1
IPv only: ipb
IPv6 address 2001:db8:1: host 2001:db8:1
IPX only: ipx
TCP only: tcp
UDP anly: udp
TCP or UDP port 80 (HTTP): port 80
HTTP TCP port (80): tep port http
No ARP and no DNS: not arp and port not 53
Learn Non-HTTP and nen-SMTP to/from www.wireshark.org: not port &0 and not port 25 and host www.wireshark.org
User's Guide - My Host: ip host 192.168.5.25
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d Capturing from Local Area Connection (ether broadcast) ¢

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

uae REAe=fFs=EFEaaan

[] |r'-\p|:|-f a display filter ... <Ctrl-/

Mo. Time Source Destination Protocol  Length Packet comments Info
1 @.866668 Elitegro_de:ad:de Broadcast ARP 68 Who has 192.168.6.1292 Tell 192.168.6.43
2 8.881558 Giga-Byt_4@:5a:6e Broadcast ARP 68 Who has 192.168.7.45? Tell 192.168.7.78
3 @.@3e124 192.168.6.84 192.168.7.255 NBNS a2 Name query NB PACKTPUB<lb>
4 8.867866 Elitegro_ef:9b:64 Broadcast ARP 68 Who has 192.168.6.2382 Tell 192.168.6.15
5 @8.149179 Elitegro_4e:a2:28 Broadcast ARP 68 Who has 192.168.7.83? Tell 192.168.6.52
6 @8.285475 SuperMic_88:92:8f Broadcast ARP 68 Who has 192.168.8.12 Tell 192.168.8.11

‘ *Local Area Connection (ether broadcast)

File Edit Wiew Go Capture Analyze 5Statistics Telephony Wireless  Tools  Help
anmsfleliprEB Res=Ta=Baaand

[. |App|'-r' a display filter ... <Ctrl-{=

M Wireshark - Capture Interfaces 7l =

Input | Qutput Options

Interface Traffic Link-layer Header  Promi: Snaplen | Buffer (MB) Moniter Mode  Capture Filter
> VirtualBox Host-Only Metwork Ethernet default 2 —
> Local Area Connection ~ Ethemnet default 2 = ip host 182.168.5.25
USBPcapl USBPcap — — — —
USBPcap2 USBPcap — — — —
USBPcap3 USBPcap — — — —

Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: [ |i|:| host 192.168.5.25 X ] Compile BPFs

Start ] [ Close ] [ Help

File Edit Miew Go Capture Analyze Statistics Telephony Wireless Toels Help

. 7@ REBQezs=F sz EFaaam

[i |Appl'-; a display filter ... <Ctrl-f= !

No.[ Manage saved bookmarks. }f‘rom previous captured frame Source Destination
1 8.8688 8.000000000 Elitegro_ae:82:fe Broadcast
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A4m 10 JBRE Qe FEaaan

.| |F—\pp|'-r' a display filter ... <Ctrl-/=

Save this filter
Manage Display Filters
Manage Filter Expressions

Ethernet address 00:00:5&:00:53:00: eth.addr == 00:00:5&:00:53:00
Ethernet type 0:0806 (ARP): eth.type == 0x0806

Ethernet broadcast: eth.addr == fRfR.fRfRA

Mo ARP: not arp

IPv4 only: ip

[Pvd address192.0.2.1: ip.addr == 192.0.2.1

IPv4 address isn't 192.0.2.1 (don't use != for this!): l(ip.addr == 192.0.2.1)
IPv6 only: ipvé

IPvG address 2001:db8:1: ipvB.addr == 2001:db8:1

IPX only: ipx

TCP only: tcp

UDP only: udp

Mon-DNS: (udp.port == 53 || tep.port == 53)

TCP or UDP port is 80 (HTTP): tcp.port == 80 || udp.port == 80

HTTP: http

Mo ARP and no DMS: not arp and !(udp.port == 53)

MNon-HTTP and non-SMTP to/from 192.0.2.1: ip.addr == 192,021 and not tcp.port in {80 25}

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm @ LRRE Qe=s=F A5 aqaarm

[ [ip.host eq 192.168.5.25

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ LBhRE Res= EEaaawn

[ [ip.host eq 192,168,5.25

No. Time Source Destination Protocol  Length Packet comments Info
459 18.218628 192.168.6.76 192.168.5.25 TCP 139 58353 = 3389 [PSH, ACK] Seq=1 Ack=1l Win=252 Len=85
468 18.219958 192.168.5.25 192.168.6.76 TCP 123 3389 + 5@353 [PSH, ACK] Seq=1 Ack=86 Win=6349@ Len=69
461 18.228951 192.168.5.25 192.168.6.76 TCP 123 3389 » 50353 [PSH, ACK] Seq=78 Ack=86 Win=63490 Len=69
462 18.228952 192.168.5.25 192.168.6.76 TCP 123 3389 + 5@353 [PSH, ACK] Seq=139 Ack=86 Win=63498 Len=69
463 18.221026 192.168.6.76 192.168.5.25 TCP 54 568353 + 3389 [ACK] Seq=86 Ack=283 Win=251 Len=@

File Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 2@ ERERe==zFIEEQQQE

‘ﬂ ‘lp‘dstaq 192.168.5.25 || ip.src == 192.168.5.25

No. Time Source Destination Protocol  Length Packet comments Info
459 19.218628 192.168.6.76 192.168.5.25 TCP 139 58353 »+ 3389 [PSH, ACK] Seq=1 Ack=1 Win=252 Len=85
468 18.219958 192.168.5.25 192.168.6.76 TCP 123 3389 - 50353 [PSH, ACK] Seq=1 Ack=86 Win=6349@ Len=69
461 1@.228951 192.168.5.25 192.168.6.76 TCP 123 3389 » 58353 [PSH, ACK] Seq=7@ Ack=86 Win=63498 Len=69
462 18.228952 192.168.5.25 192.168.6.76 TCP 123 3389 - 50353 [PSH, ACK] 5Seq=139 Ack=86 Win=6349@ Len=69
463 1@8.221828 192.168.6.76 192.168.5.25 TCP 54 568353 + 3389 [ACK] Seq=86 Ack=288 Win=251 Len=8
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmi® iBRBEB Rec=FesEEaqaan

I [ tep.window_size_value < 10

[X] Expression +

No. Time Source Destination Protocol  Length Packet comments Info

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmi® LBRE Res=TaEEaqaamn

N [tep.window_size_value < 10

[X] ~ | Expression... = +

Transmission Control Protocel, Src Port: 2869, Dst Port: 51532, Seq: 1, Ack: 1, Len: @
Source Port: 2869
Destination Port: 51532
[Stream index: 1]
[TCP Segment Len: 8]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
9101 .... = Header Length: 20 bytes (5)
I Flags: @x@14 (RST, ACK)

No. Time Source Destination Protocol  Length Packetcomments  Info

b Frame 154: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @ -
I Ethernet II, Src: Elitegro 4a:@8:12 (f4:4d:38:42:88:12), Dst: Elitegro 82:98:bb (f4:4d:38:82:98:bb)

I Internet Protocol Version 4, Src: 192.168.6.76, Dst: 192.168.6.26

a

m

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm i@ LBRBE =7 2B aaan

EAC0 -] Expression...  +

| ip.dst eq 192168525 || ip.src == 192168525 »
ip.dst eq192168.5.25 B

| ipsrc eq 192168525

iphost eq192.168.5.25

Destination Protocol  Length Packet comments Info

ipaccess
ipars

ipcomp

ipcp

ipdc

ipdr

iperf2

ipfc

ipmb

ipmi

ipmi.trace

ipmi_session

ipnet -
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File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
_ R — m
Am @ LORE Re=sE BEEaaanw
[l |ﬁ|:|.dst eq 192.1568.5.25 || ip.src == 192,168.5.25) && (dns)
Mo, Time Source Destination Protocol  Length
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
Adm i@ JBRB Re>=zFaEE QR
(N |ﬁ|:|.dst eq 192.168.5.25 || ip.src == 192,168.5.25) && (dns) &&ip.len <= 72
Mo, Time Source Destination Protocol  Length
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help —
Adm @ LRRB Re=s=FaEaaan
(M poly a display fiter .. <Ctrl-/> | Expression...  +
Label: Gateway Fiter: ip.host == 192.168.5.25 oK Cancel
Eile Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help —
AN 26 LBRE ] e tEEaaanm
[ Tip.host == 192.168.5.25 [X] ~) Expression...  + Gateway
No. Time Source Destination Protocol  Length Packet comments Info
459 1@.218620 192.168.6.76 192.168.5.25 TCP 139 58353 = 3389 [PSH, ACK] Seq=1 Ack=1 Win=252 Len=85
460 16.219953 192.168.5.25 192.168.6.76 TCP 123 3389 » 58353 [PSH, ACK] Seq=1 Ack=86 Win=63498 Len=69
461 18.220951 192.168.5.25 192.168.6.76 TCP 123 3389 » 50353 [PSH, ACK] Seq=7@ Ack=86 Win=63498 Len=69
462 18.220952 192.168.5.25 192.168.6.76 TCP 123 3389 » 50353 [PSH, ACK] Seq=139 Ack=86 Win=63498 Len=69
463 18.221820 192.168.6.76 192.168.5.25 TCP 54 58353 = 3389 [ACK] Seq=B6 Ack=208 Win=251 Len=8
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‘ Wireshark - Preferences

4 Appearance
Layout
Columns
Font and Colors

Capture
Filter Buttons
Mame Resclution
[* Protocols
[» Statistics
Advanced

Enabled Button Label

Gateway
DNS
Gateway
DNS

Filter Expressicn
ip.host == 192.168.5.25
(dns)

ip.host == 192.168.5.25
(dns)

[ ok || cancel || Hep

File Edit View Go Capture Analyze Statistics

Telephony  Wireless Tools  Help

Adm e imRB Res>=F3EEQQAQE

W | Apply a display filter ... <Ctri-/> ~] Expression...  +
No. ° Source Destination Protocol  Length Packet comments Info =
Actionte e7:bf:47 __ Spanning-tree-(for- SIP T Conf. Root = 32768/0/00:7F:28:e7:bf:48 Cost = 0 Port = @x8000 I
2 0.130543 Actionte_e7:bf:47 Broadcast ARP 60 Who has 192.168.77.153? Tell 192.168.77.1
3 0.388339 192.168.77.89 255.255.255.255 UoP 215 46668 » 7437 Len=173
4 1.129956 Actionte_e7:bf:47 Broadcast ARP 60 Who has 192.168.77.153? Tell 192.168.77.1
5 1.436268 192.168.77.152 192.168.77.1 DNS 73 Standard query @xe857 A www.cisco.com
6 1.452310 192.168.77.1 192.168.77.152 DNS 254 Standard query response @xe857 A www.cisco.com CNAME www.cisco.com.akadns.net CNAME..
7 1.452665 192.168.77.152 104.100.128.151 TCP 66 50663 =+ 80 [SYN] Seq=0 Win=8192 Len=@ MSS=146@ WS=4 SACK_PERM=1 I
8 1.452788 192.168.77.152 104.100.128.151 TP 66 50664 » 80 [SYN] Seq=0 Win=8192 Len=0 MSS=146@ WS=4 SACK_PERM=1
9 1.459659 104.100.128.151 192.168.77.152 TCP 66 80 » 50664 [SYN, ACK] Seq=@ Ack=1 Win=29200 Len=@ MSS=146@ SACK_PERM=1 WS=32
10 1.459659 104.100.128.151 192.168.77.152 TCP 66 80 » 50663 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=146@ SACK_PERM=1 WS=32
11 1.459719 192.168.77.152 104.100.128.151 TCP 54 50664 -+ 80 [ACK] Seq=1 Ack=1 Win=6570@ Len=0
12 1.459729 192.168.77.152 104.100.128.151 TCP 54 50663 » 80 [ACK] Seq=1 Ack=1 Win=6570@ Len=0
13 1.459788 192.168.77.152 104.100.128.151 HTTP 1801 GET /web/fw/i/mm-spinner.gif HTTP/1.1
14 1.459794 192.168.77.152 104.100.128.151 HTTP 1777 GET /c/dam/global/en_us/framework/menu-content.html HTTP/1.1
15 1.469657 104.100.128.151 192.168.77.152 TP 60 80 > 50663 [ACK] Seq=1 Ack=1461 Win=32128 Len=0
16 1.469657 104.100.128.151 192.168.77.152 TCP 60 80 » 50663 [ACK] Seq=1 Ack=1748 Win=35040 Len=0
17 1.472069 104.100.128.151 192.168.77.152 TCP 60 80 » 50664 [ACK] Seq=1 Acl
18 1.472070 104.100.128.151 192.168.77.152 TCP 60 8@ » 50664 [ACK] Seq=1 Ack=1724 Win=35040 Len=0
19 1.479595 104.100.128.151 192.168.77.152 HTTP 799 HTTP/1.1 200 OK (GIF89a) =
20 1.479619 192.168.77.152 104.100.128.151 TCP 54 50663 » 80 [ACK] Seq=1748 Ack=746 Win=64952 Len=0

[49]




“Realtek PCle GBE Family Controller: Local Area Connection Mark/Unmark Packet CtleM
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Ignore/Unignore Packet Ctrl+D
Am 20 sPBREB Res=F aEEaQ]H Set/Unset Time Reference ~ CtrlsT
W[ Apply a dsplay fiter .. <Cti-/> Time Shift... Ctrl+Shift=T -] Expression.
o~ Time Source Destination Protocol  Length Pal Packet Comment...
1 0.000000 Actionte_e7:bf:47  Spanning-tree-(for-.. STP 60 i 28:e7:bf:48 Cost = @ Port = 0xB000
2 0.130543 Actionte_e7:bf:47  Broadcast ARP 60 Edit Resolved Name 1 192.168.77.1
3 0.388339 192.168.77.89 255.255.255.255 uop 215 Applyas Fter R
4 1.129956 Actionte_e7:bf:47  Broadcast ARP 60 1 192.168.77.1
5 1.436268 192.168.77.152 192.168.77.1 NS 73 Prepare a Filter b h.cisco.com
6 1.452310 192.168.77.1 192.168.77.152 DNS 254 Conversation Filter > B857 A www.cisco.com CNAME www.cisco.com.akadns.net CNAME..
F 7 1.452665 192.168.77.152 104.100.128.151 Tcp 66 Colorize Conversation ) 8192 Len=0 MSS=1460 WS=4 SACK_PERM: [
: 8 1.452788 192.168.77.152 104.100.128.151 Tcp 66 f— , [8192 Len=0 1S5=1460 WS=4 SACK_PE
9 1.459659 104.100.128.151 192.168.77.152 Tcp 66 Ack=1 Win=29200 Len=0 MSS=146@ SACK_PERM=1 WS=32
10 1.459659 104.100.128.151 192.168.77.152 Tcp 6 Follow » TCP Stream Len=0 MSS=1468 SACK_PERM=1 WS=32
11 1.459719 192.168.77.152 104.100.128.151 Tcp 54 lﬁ, S
12 1.459729 192.168.77.152 104.100.128.151 Tcp 54 Copy O
13 1.459788 192.168.77.152 104.100.128.151 HTTP 1801 S5t Rueam
14 1.459794 192.168.77.152 104.100.128.151 HTTP 1777 B R * Frework/menu-content.html HTTP/1.1
15 1.469657 104.100.128.151 192.168.77.152 Tcp 60 Decode As... 1461 Win=32128 Len=0
16 1.469657 104.100.128.151 192.168.77.152 Tcp 60 Show Packet in New Window 1748 Win=35040 Len=0
i 17 1.472069 104.100.128.151 192.168.77.152 Tcp 60 LR Seys. 1 Win=32128 Len=0
i 18 1.472070 104.100.128.151 192.168.77.152 Tcp 0 80 - 50664 [ACK] Seq=1 Ack=1724 Win=35640 Len=0
+ 19 1.479595 104.100.128.151 192.168.77.152 HTTP 799 HTTP/1.1 200 OK (GIF89a)
| 20 1.479619 192.168.77.152 104.100.128.151 TCP 54 50663 » 80 [ACK] Seq=1748 Ack=746 Win=64952 Len=@
© Frame 13: 1801 bytes on wire (1448 bits), 1801 bytes captured (14408 bits) on interface @
b Ethernet II, Src: AsrockIn_fb:46:d1 (@0:25:22:fb:46:d1), Dst: Actionte_e7:bf:47 (00:7f:28:e7:bf:47)
> Internet Protocol Version 4, Src: 192.168.77.152, Dst: 104.100.128.151
4 Transmission Control Protocol, Src Port: 50663 (50663), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 1747
Source Port: 50663
Destination Port: 80
[Stream index: @]
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Ml Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_pcapng_OFASEACA-DBSF-4517-99D1-0F3DDD758494 2... (o[ o]

GET /web/fw/i/mm-spinner.gif HTTP/1.1 -
Accept: image/png, image/svg+xml, image/*;q=0.8, */*;q=0.5 (4
Referer: http://www.cisco.com/

Accept-Language: en-US

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.@; rv:11l.0) like Gecko

Accept-Encoding: gzip, deflate

Host: www.cisco.com

DNT: 1

Connection: Keep-Alive

Cookie: mbox=check#true#1472161683|session#1472161622949-242247#1472163483 |
PC#1472161622949-242247.17_1#1473371224; AMCV_B8D@7FF4520E94(10A4908D4C
mdnbe()rg:-227IBSZSIXTCHCIDTS%ﬂIl?BBBX?CMCMID
¥7(86792133594714181362464311960493114796%7CMCAAMLH-1472766423%7C7%7CMCAAMB -1472766423%7CNRX38W08NS5B
HB8Th-ngAG_A%7CMCOPTOUT-1472168823s%7CNONEX7CMCAIDE7C2BDFB3ABB5078(82-6000010D800432(B;
CP_GUTC=72.163.4.169.1472161623111098; AMCVS_BBDO7FF4520E94C10A490D4C¥40Adobe0rg=1; utag_main=v_id:
@156c3abae338016@7c7d157b@c9820bB0R150a8007e8%_sn:13_ss5:1$_pn:1%3Bexp-session$_st:
1472163423865%ses_1id:1472161623603%3Bexp-session; hbx_lid=no_id;
0b550Cookie=7n25vvYiF9Pd1lnhbUtTsQ3znQaCQrb381GvVg6eRAbHEXAXNUCXKhEZg4yWpimFYMMiIMBB3RSFITsiZHXdCPjrix
ZXEX2F6]3m29E7R1hLrwPvIZUCCXX%2FFREEX2BR4qIW
%2FKg2ulauG5tBcu3colZ9bFjzz4eXV8eLF9Iu7S8%2BP1zZKQyncF5GzUB9%2F zTo4Nkg28CkLMIDP
¥2Fa3ciTx1E1Ho8tkpcl8hp@YMb3YDHKN
%2BYDS4BmBRo1IWTIIrGmNIgp3a5Ps8f41iiTEEQTECTpfk3uTklmlX1ladsyY3MHKBNjYNdzFIqQTZgn
%2BYwlSpfTdsR1huHgjrVxIZFnLkKyFpuv9eZnuUzihbyUaSME2BEHKL6tEIGINnZsT1K6P4pIU3NjKUgs; gpv_v9=cisco.com;
s_ptc=0.15%5E%5E0. @0XSEXSED . 00XSEXSED . 0OXSEXSED . PAXSEXSED . 0OXSEXSEG . B2XSEXSED . 09X5EXSET.05;
s_cc=true; _ga=GAl.2.2146854644.1472161624; _gat=1; s_ppvl=cisco.com
%2C31%2C16%2C1262%2C1280%2C664%2C1280%2C720%2C1%2CP; s_ppv=cisco.com
¥2C36%2C31%2C1461%2C1280%2C664%2C1280%2C720%2C1%2CP; cdc.cookie.newlUser=1472766423419;
ts=1472161623617; domain.VIQ.CISCO=NewVisitor

HTTP/1.1 288 0K

Server: Apache

ETag: "491990920a200"
Accept-Ranges: bytes
Content-Length: 484
FMCHOST » rdrvweh-nradl -62

16 client pkys) mle'veph(ﬂ. 31 s,

Ent‘recwwersaﬁvt?r—i(mkﬂ) "] Show data as Stream 0 ?!
-

[ide thisstream| | Print | [ Saveas.. | [ close || Hep |
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580
581
582
583
584

Time

18.226733
18.227386
18.231108
18.235852
18.252076

Source
192.168.6.202
Elitegro_90:2e:fl
Elitegro 61:9f:ba
Elitegro_4a:8c:07
192.168.7.126

Destination
192.168.7.255
Broadcast
Broadcast
Broadcast
239.255.255.25@

Protocol
BROWSER

Length Packetcomments  Win

ggsd

jow size value  Info

587 18.268844 192.168.6.112 192.168.6.76 TCP 60
588 18.261216 192.168.6.112 192.168.6.76 HTTP. 298
589 18.262662 192.168.6.76 192.168.6.112 TCP 259
{ 590 18.262826 192.168.6.76 192.168.6.112 HTTP/X.. 2450
591 18.263726 192.168.6.112 192.168.6.76 TCP 60
592 18.317287 Elitegro_af:blie7  Broadcast ARP 60
593 18.319068 Elitegro_af:bl:e7  Broadcast ARP 60
595 18.327221 192.168.6.76 23.102.45.176 TCP 54
596 18.355976 23.1082.45.176 192.168.6.76 TCP 1514
597 18.355981 23.102.45.176 192.168.6.76 TCP 1514
598 18.356618 192.168.6.76 23.102.45.176 TCP 54
599 18.356892 23.102.45.176 192.168.6.76 TCP 1514
600 18.356893 23.1082.45.176 192.168.6.76 TLSv1.2 1199
6@l 18.357186 192.168.6.76 23.182.45.17¢ TCP 54
602 18.374997 192.168.6.76 23.1082.45.176 TLSv1.2 236
603 18.385799 192.168.4.69 239.255.255.10@ IGMPVL 106
604 18.388044 192.168.5.75 239.255.255.258 SSDP 216
605 18.394374 fe80::3664:29fF: fe6.. ffe2::1:7f26:9ba8  ICMPVE 86
606 18.398262 Elitegro_af:b@:99 Broadcast ARP 68
608 18.427624 192.168.6.91 239.255.255.25@ SSDP 216
609 18.442104 192.168.6.3@ 239.255.255.25@ SSDP 216
610 18.564839 192.168.6.116 192.168.7.255 BROWSER 216
611 18.505199 192.168.6.116 192.168.7.255 NBNS 92
612 18.565586 Giga-Byt 7f:3b:39 Broadcast ARP 60

RIRIRIAIAS RIS

Align Left
Align Center
Align Right

Column Preferences...
Edit Column
Resize To Contents

Resolve Names

Mo.
Time

Source
Destination
Protocol

Length

Packet comments
Window size value

Info

Remove This Column

ment PPMUMCPU@221, Workstation, Server, NT Workstation, Pos
68.6.138? Tell 192.168.6.137

68.6.137? Tell 192.168.6.130

68.6.258? Tell 192.168.6.93

[TP/1.1

[ACK] Seg=1 Ack=1 Win=525568 Len=8
Judhisapi.dll?content=uuid:1872da@5-f@57-4bal-bb74-9eaf54d
Ack=237 Win=65536 Len=265 [TCP segment of

[ACK] Seq=237 Ack=2682 Win=525568 Len=@
68.7.167 Tell 192.168.6.116
68.5.182 Tell 192.168.6.116

ACK] Win=66643 Len=0

ACK] Seq=1 Ack=219 Win=131328 Len=146@ [TCP segment of a ri
ACK] Seq=1461 Ack=219 Win=131328 Len=1468 [TCP segment of
ACK] Seq=219 Ack=2921 Win=66848 Len=8

ACK] 5eq=2921 Ack=219 Win=131328 Len=1468 [TCP segment of
Certificate, Certificate Status, Server Key Exchange, Sery
ACK] Seq=219 Ack=5526 Win-66848 Len=0

change, Change Cipher Spec, Encrypted Handshake Message

port

M-SEARCH * HTTP/1.1
Neighbor selicitation for fese
Who has 192.168.6.1167 Tell 192.168.6.184

M-SEARCH * HTTP/1.1

M-SEARCH * HTTP/1.1

Get Backup List Request

Name query NB W<lb>

Who has 192.168.6.116? Tell 192.168.7.179

422:91de:4026:9ba8 from 34:64:29:6e:5a

[Stream index: 12]
[TCP Segment Len: 236]

Sequence number: 1
[Next sequence number: 237
Acknowledgment number: 1

8161 . Header

Flags: @x@ls (PSH, ACK)
Window size value: 2853
[Calculated window size: 525568]
[Window size scaling factor: 256]

(relative sequence number)

(relative sequence number)]
(relative ack number)
Length: 28 bytes (5)

m
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No. Time Source Destination Protocol  Length Packetcomments  Info -
626 18.591134 192.168.6.76 52.114.32.7 TP sa 59697 + 443 [ACK] Seq=1 Ack=1 Win=66848 Len=0
623 18.566777 192.168.6.76 23.102.45.176 Tlsvi.2 1371 Application Data
662 18.374997 192.168.6.76 23.102.45.176 TLsvi.2 236 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
601 18.357186 192.168.6.76 23.102.45.176 TCP sa 59695 - 443 [ACK] Seq=219 Ack=5526 Win=66848 Len=g
598 18.356618 192.168. R wen sa 59695 + 443 [ACK] Seq=219 Ack=2921 Win=66843 Len=6
595 18.327221 192.168. Expand Subtrees Shift+Right | 54 59696 + 443 [ACK] Seq=1 Ack=1 Win=66848 Len=@
573 18.156323 192.168. Expand All Cti+Right 272 Client Hello
572 18.155382 192.168. Collapse Al Ctrls Left sa 59695 + 443 [ACK] Seq=1 Ack=1 Win=66645 Len=8
226 8.107539 192.168. 55 Continuation Data
262 6.908477 192.168. Apply a5 Column 55 Continuation Data
199 6.854615 192.168. LE] Application Data
590 18.262826 192.168. Apply as Filter » fase HTTP/1.1 260 OK
589 18.262662 192.168. el 5 e 9 = 58874 [PSH, ACK] Seq=l Ack=237 Win=65536 Len=205 [TCP segment of a reass..
L a8s 16.322288 192.168. = @31 » 2860 [ACK] Seq=237 Ack=2602 Win=65536 Len=0
484 16.321042 192.168., (g B (i " Nt Selected TP/1.1 200 OK
483 16.320875 192.168. Colorize with Filter > .and Selected 69 > 58031 [PSH, ACK] Seq=1 Ack=237 Win=65536 Len=285 [TCP segment of a reass..
482 16.319324 192.168 Follow » T T /upnphost/udhisapi.dll?content=uuid:1872da@5-@57-4bal-bb74-9eaf54da5e96 HT..
481 16.318545 192.168. = 831 + 2869 [ACK] Seq=1 Ack-1 Win=65536 Len=6
659 19.068008 192.168, Copy » and not Selected b1 cation Data
657 19.017076 192.168. Show Packet Bytes ..or not Selected 695 = 443 [ACK] Seq-1718 Ack=6438 Win-65280 Len-g
641 18.838283 192.168. & Tlient Key Exchange, Change Cipher Spec, Encrypted Handshake Message
684 19.380979 192.168. Export Packet Bytes. Ctrl+H 259 Application Data
267 6.998493 192.168 . - s5 Continuation Data
203 6.968578 172.217. VLIEEST T3 66 443 > 59658 [ACK] Seg=1 Ack=2 Win=189 Len= SLE=1 SRE=2
227 8.141538 216.58.2 Filter Field Reference 66 443 » 59683 [ACK] Seq=1 Ack=2 Win=18@ Len=8 SLE=1 SRE=2
213 7.142704 162.125. Protocol Preferences v |68 443 + 53583 [ACK] Seq=258 Ack=1150 Win=144 Len=0 4
> Frame 482: 290 bytes on wire . on interface @ B
» Ethernet II, Src: Elitegro_a :08:12 (f4:4d:30:42:08:12
> Internet Protocol VEI‘SiEn a, Comil=E S ¢ !
4 Transmission Control Protocol Show Linked Packet in New Window ck: 1, Len: 236
|Source Port: 58831 J
Destination Port: 2869
[Stream index: 9] L
[TCP Segment Len: 236] 3
Sequence number: 1 (relative sequence number)
[Mext seguence number: 237  (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
@101 .... = Header Length: 26 bytes (5)
> Flags: @xe1s (PSH, ACK)
Window size value: 256 M
[Calculated window size: 65536]
[Window size scaling factor: 256]
Checksum: @xa232 [unverified]
[Checksum Status: Unverified] X
File Edit | Miew | Go Capture Analyze Statistics Telephony Wireless Tools Help
N g ® RE Q&= S Eaaan
[ W [tcp.sreport == 50031
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No. Time Source Destination Protocol  Length Packetcomments  Info

o,

023 3 C 9698 [PSH, ACK] Seq=1 Ack=1 Win=8 Le
1 637 18.797820 52.114.32.7 192.168.6.76 TLSV1.2 Server Key Exchange, Server Hello Done
f eee 15.356803 23.102.45.176 192.168.6.76 TLSvi.2 1199 Server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hell..
| 598 18.262826 192.168.6.76 192.168.6.112 HTTP/X. 2450 HTTP/1.1 200 OK
484 16.321042 192.168.6.76 192.168.6.116 HTTP/X.. 2458 HTTP/1.1 200 OK
588 18.261216 192.168.6.112 192.168.6.76 HTTP 290 GET /upnphost/udhisapi.dl1?content=uuid:1872dag5-f@57-abal-bb74-9eafs4de5e96 HT..
482 16.319324 192.168.6.116 192.9 Egpand Subtrees ShiftrRight | GET /upnphost/udhisapi.dl12content=uuid:1572da05-f057-abal-bb74-Oeaf54d85e96 HT..
259 9.799545 192.168.0.200 192.1 Echo Response
258 9.798948 192.168.6.76 192.1 Expand All Ctrl+Right Echo Request
226 8.187539 192.168.6.76 216.5 Collapse All Ctrl=Left Continuation Data
207 6.990493 192.168.6.76 192.4 Continuation Data
202 6.900477 192.168.6.76 172.2 Apply as Column Continuation Data
641 18.838283 192.168.6.76 52.11 = S1émmaicass comkmn=s Change Cipher Spec, Encrypted Handshake Message
| 602 18.374997 192.168.6.76 23.1¢ Apply as Filter 4 Selected Change Cipher Spec, Encrypted Handshake Message
' 627 18.592669 192.168.6.76 52.11 Prepare a Filter b Mot Selected
| 573 18.156323 192.168.6.76 23.1¢ Conversation Filter s . and Selected
;656 19.812334 52.114.32.7 192.1 —— , Encrypted Handshake Message
| 622 18554567 23.162.45.176 192.1 or Selected Encrypted Handshake Message
731 28.751662 52.114.32.7 192.1 Follow b ...and not Selected -
684 19.380979 192.168.6.76 52.11 ornot Selected
683 19.388811 52.114.32.7 192.1 Copy DI
659 19.060008 192.168.6.76 52.11 Show Packet Bytes. Application Data
639 18.811623 23.102.45.176 192.1 Export Packet Bytes... CtreH Application Data 8
Acknowledgment number: 213 (relative ack Wiki Protacol Page -
8101 .... = Header Length: 28 bytes (5)
4 Flags: expls (PSH, ACK) Filter Field Reference
200, ... = Reserved: Not set Protocol Preferences »
8 ... .... = Nonce: Not set
- Cangestion wWindow Reduce Decode As...
= ECN-Echo: Not set Go to Linked Packet
- Urgent: Mot set Show Linked Packet in New Window
= Acknowledgment: Set
= Push: Set
.@.. = Reset: Not set
Syn: Not set
Fin: Mot set
[TCP Flags: -------AP---] M
Window size value: 513
[Calculated window size: 131328]
[Window size scaling factor: 256]
Checksum: @xbsz9 [unverified] 2

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm J@ LRRE Re>=TIFE QRQAQAH

N [ (p.host == 12.168.77.1) & (dns)
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Chapter 04: Customizing Wireshark

M Wireshark . Preferences L® =
4 Appearance
L t Remember main window size and placement
ayou
Columns Dpen_ files in
Font and Colors! (@) The most recently used folder
Capture () This folder: C:Ysers\sayalit'Documents
Filter Buttons
MName Resolution SO
> Protocols 10 filter entries
> Statistics o <
Advanced recentiies
Confirm unsaved capture files
[ Automatically scroll packet details
Packet detail scroll percentage: 0
Main toolbar style:
Language: |Use system setting ~
4 1 | »

[ OK ” Cancel ” Help ]

[ Wirespan TR T [ -]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmi® imRBE] =F sEEBaac

] |App|‘-r' a display filter ... <Ctrl-/> a ~| Expression... +
tep.srcport == 50031
(udp) && !(udp.length == 132)

ip.host == 192,168.56.1
ip.host == 192.168.5.25
(tcp.flags.ack == 1) && (top.flags.push == 1)

Ch\Usershsayalit\Documents\packets.pcapng (358 KB)
CihUsershsayalithDesktoph9041\6.pcapng (64 MB)
ChUsers\sayalit\Desktop'9041\5.pcapng (1172 Bytes)
ChUsers\sayalith Desktop'9041\4.pcapng (37 ME)
ChUsershsayalithDesktop9041'3.pcapng (18 KB)
ChUsers\sayalit\Desktop9041\2.pcapng (3717 KB)
CihUsersisayalithDocuments\packets.pcapng.gz (1547 KB)
ChUsers\sayalith Desktop8041\1.pcapng (34 KB}
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M Wireshark - Preferences

4 Appearance
Layout
Columns
Font and Colors|
Capture
Filter Buttons
MName Resolution
» Protocols
> Statistics
Advanced

] i | »

! 1|2 1
2 — — 3 112|3
3 3 3 2
Pane 1: Pane 2: Pane 3:
@ Packet List ) Packet List ) Packet List
() Packet Details @ Packet Details () Packet Details
) Packet Bytes ) Packet Bytes @ Packet Bytes
) Mone ) Mone ) Mone
[] Show packet separator on Packet List
Restore Defaults
oK ] [ Cancel l [ Help
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‘ ‘Wireshark - Preferences ? P

4 Appearance

Layout Displayed Title Type Fields Field Occurren
Columns Ne. MNumber
Font and Colors| Tirme Tirme (format as specified)
Capture Source Source address
Filter Buttons Destination Destination address
Marmne Resolution Protocol Protocol
> Protocols Length Packet length (bytes)
> Statistics Packet comments Custom pkt_comment 0
Advanced Info Information

OK ][ Cancel ” Help
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! Wireshark - Preferences 7 P

4 Appearance
Layout Main window font: |Consolas 10.0

Columns Example GIF query packets have jumbo window sizes @123456789
Font and Colors
Colors:
Capture .
Filter Buttons Sa e marked packet text
Mame Resclution .
— Sample ignored packet text
> Protocols
> Statistics ] sample "Follow Stream” client text
Advanced
] Sample "Follow Stream" server text

Sample valid filter
Sample invalid filter

Sample warning filter

0K ][ Cancel ][ Help
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M Wireshark . Preferences (2 S

4
AppLearance Default interface
ayout
Columns : : " l;‘
VirtualBox Host-Only Metwork (\Device \NPF_{F2E09F0C-9693-4C56-BDAS-81FEB4FC2D6C
Font and Colors Local Area Connection {\Device \NPF_1ASE 1E 1DA-0270-46C 5 13A-FA4AAABACD 41
Capture USBPcap1 (\\. \USBPcapl)
Filter Buttons UsBPcap2 (\\. \WSBPcapZ)
Mame Resolution UsBPcap3 (1Y, WSBPcap3)
I Protocols Automatic scrolling in live capture
[+ Statistics
Advanced
‘ 1 b

[ OK ]l Cancel ][ Help
=
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‘ Wireshark - Preferences

4 Appearance
Layout
Columns
Font and Colors

Capture

Filter Buttons

Marne Resolution
> Protocols

> Statistics

Advanced

Enabled Button Label

Filter Expression

< 1 | »

[ Gateway ip.host == 192.168.5.25
[] DNs (dns)
[ Gateway ip-host == 192.168.5.25
O Dbns (dns)

L]

oK H Cancel ][

Help
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M Wireshark - Preferences [

“ Appearance Name Resolution
l&z};z::ns Resolve MAC addresses
Font and Colors) [ | Resolve transport names
Capture [7] Resolve network (IP) addresses
Filter Buttons
Mame Resolution Use captured DNS packet data for address resolution
» Protocols Use an external network name resolver
’ ,?;:I::s;d Maximum concurrent requests 500
[ only use the profile "hosts™ file
[] Resolve VLAN IDs
[ Resolve 557 PCs
["] Enable OID resolution
|:| Suppress SMI errors
SMI (MIB and PIE) paths
SMI (MIE and PIE) modules
GeolP database directories
4 i | »

0K ][ Cancel ][ Help
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! Wireshark - Preferences

<

IMAP
IMF
INAP
Infiniband 5C
Interlink
IPDC
IPDR/SP
iPerf2
IPMI
IPSICTL
IPvd

IPvE

IPVS

IPX

IRC
ISAKMP
iSCSI
1SDM
iSER
ISMACRYP
iSNS

150 15765
150 8583

TcLin
[ |

Internet Protocol Version 4

Decode IPv4 TOS field as DiffServ field
Reassemble fragmented IPv4 datagrams
Show IPv4 summary in protocol tree

[ validate the IPv4 checksum if possible

Support packet-captu Whether to ed hardware
Enable GeolP lookups | validate the IPv4

checksum
[ Interpret Reserved flaga ¥ C 3514)

[ Try heuristic sub-dissectors first

IPv4 UDP port 0

Ok ][ Cancel ][ Help

J
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4 Wireshark - Preferences

4 Appearance
Layout
Columns
Font and Colors

Capture

Filter Buttons

Mame Resclution
> Protocols

» Statistics

Advanced

4 m | »

Statistics

Tap update interval inms 3000

Max visible channels in RTP Player 4

Enable the calculation of burst information
[ Show burst count for item rather than rate
Burst rate resolution (ms) 5

Burst rate window size (ms) 100

Default sort column for stats_tree stats | Item count

Default stats_tree sort order is descending
Case sensitive sort of stats_tree item names
Always sort range’ nodes by name

Always sort range’ nodes in ascending order

[ Display the full stats_tree plug-n name

] [ Cancel

J

Help
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M Wireshark - Preferences ? 2
4 Appearance
PP Search:
Layout
Colurmns Name E Status Type Value -
Fontand Colors| | - ) |
Capture Capture b
lap capture.auto_scroll Default Boolean TRUE
Filter Buttons - " won W
i capture.columns Unknown Column list IMTERFACE", "LINK","PMODE
Name Resolution . .
., Protocols capture.device Default String
ro. - capture.devices_buffersize Changed String \Device\NPF_{F2E09F0C-969
> Statistics . .
Advanced capture.devices_descr Default  String
capture.devices_filter Default  String
capture.devices_hide Default  String
capture.devices linktypes Changed String \Device\NPF_{F2E09F0C-969
capture.devices_monitor_.. Default  String
capture.devices pmode  Changed String \Device\MPF_{F2E09F0C-969
capture.devices_snaplen  Changed String \Device\MPF_{F2E09F0C-969
capture.pcap_ng Default  Boolean TRUE
capture.prom_mode Default  Boolean TRUE
capture.real_time_update  Default  Boolean TRUE
capture.show_info Default  Boolean FALSE
Console
consoleincomplete_disse., Default Boolean FALSE
consolelog.level Unknown Log level 28
Futcan | Wilitiar 2
T 3
4| mn 3
QK ] [ Cancel ] [ Help
Learn
User's Guide - Wiki -+ Questions and Answers - Mailing Lists v | Default
‘You are running Wireshark 2.4.6 {v2.4.6-0-0e2f395aa12). You receive automatic updates.
Eluetooth
Classic
# Ready to load or capture No Packets Tofile: Ug
Manage Profiles...
Learn
New...
User's Guide * Wiki * Questions and Answers ° Mailing Lists Edit..
You are running Wireshark 2.4.6 (v2.4.6-0-ge2f395aa12). You receive automatic updates. Delete
< Ready to load or capture Mo Packets Profile: Default gutchiic
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M Wireshark - Configuration Profiles

Default
Bluetooth
Classic

(=) @)

Ce|Users lsavait|AnpDats Roaming [Wireshark |

[ Create a new profile using default settings. K [ Cancel ] [ Help ]

M Wireshark - Configuration Profiles ?
Default
Bluetooth
Classic
Mew Profile
E] Created from default settings
oK ] [ Cancel ] [ Help ]

# Ready to load or capture

Learn

User's Guide * wiki -

Questions and Answers -

Mailing Lists

‘You are running Wireshark 2.4.6 (v2.4.6-0-ge2f3953a12). You receive automatic updates,

Mo Packets

| Profile: New Profile |

M 'Wireshark - Configuration Profiles

?

Default
Mew Profile
Bluetooth
Classic

(=) =)
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'.‘ b Sayali Thanekar » AppData » Roaming » Wireshark » profiles »

Organize » = Open Include in library = Share with « New folder
A Favarites Name : Date modified Type Size
PR Desktop . New Profile 472372018 1:47 PM File folder
& Downloads

L sayalit (192.168.0.20(

v Sayali Thanekar » AppData » Roaming » Wireshark »

Organize = = Open Include in library « Share with + MNew folder
% Favorites MName . Date modified Type Size
Bl Desktop . profiles 4/23/2018 1:47 PM  File folder
4 Downloads || cfilters 4/9/2018 6:39 PM File 1KB
o sayalit (192168.0.200 | | decode_as_entries 4/18/2018 6:49 PM File 1KB
=] Recent Places || dfilters 4/9/2018 1:56 PM File 1KB
. BookDrafts || io_graphs 4/12/2018 1:56 PM File 1KB
. TE Terplates || language 4/18/2018 6:49 PM  File 1KB
& OneDrive || preferences 4/18/2018 6:49 PM  File T7KB
| Books || recent 4/23/2018 1:47 PM File 3KB
%% Dropbox || recent_common 4/18/2018 6:54 PM File TKB
M 8pcapng SHlE &
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm @ lnRE es=FaEEaaan

(W] 2pply & display fiter .. <Ctrl-/> =3 ~] Expression..
Mo. Time Source Destination Protocol  Length Info
= 1 0.600BBG 192.168.6.73 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
2 8.855462 Elitegro_ac:df:59 Broadcast ARP 6@ Gratuitous ARP for 192.168.6.123 (Request)
3 8.859311 ICMPVE 9@ Multicast Listener Report Message w2
4 8.860576 ICMPVE 9@ Multicast Listener Report Message w2
5 8.860831 ICMPVE 9@ Multicast Listener Report Message w2
6 8.861155 LLMNR 92 Standard query @xebSc ANY PPMUMCPU@331
7 8.861259 192.168.6.123 224.9.8.252 LLMNR 72 Standard query @xebSc ANY PPMUMCPU@331
8 B.861468 fege::956a:bbb1:35:.. ffe2::16 ICMPvE 9@ Multicast Listener Report Message w2
9 8.874382 192.168.6.228 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
10 8.836892 Elitegro_ac:df:59 Broadcast ARP 60 Whe has 192.168.4.3? Tell 192.168.6.123 E—{
11 8.116298 Elitegre_ad:e5:T4 Broadcast ARP 60 Who has 192.168.5.191? Tell 192.168.6.165
12 8.194297 192.168.7.97 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
13 2.244977 fe80::a9b8:d11d:6b2. ffe2::fb MDNS 182 Standard query @x2@@@ PTR _googlecast. tcp.local, "QM" question —
14 0.245648 fe80: :a0b8:d11d:6b2.. F82::h MDNS 182 Standard query @x@008 PTR _pooglecast. tecp.local, "QM" question —
15 8.259478 192.168.7.99 239.255.255.256 SSDP 216 M-SEARCH * HTTP/1.1
16 8.265647 Elitegro_4a:@8:e9 Broadcast ARP 6@ Who has 192.168.7.882 Tell 192.168.7.3 L
17 8.3e0883 192.168.5.255 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
18 8.326881 192.168.6.241 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1

M 3pcapng EIM

File Edit View Go Capture Analyze Statistics Telephon Wireless Tools Help
4am:© B rRe2=TsFIBElaaan
[. |App\'-,' a display filter ... <Ctrl-/> r Y a '] Expression... +
{ Draw packets using your coloring rules §
MNo. Time Source Destination Protocol  Length Info |l
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M &pcapng
Eile Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
Am 1 ® RE ] &= i = aaan
(M [2pply 2 display filter _ <Ctrl-/> =3 ~| Expression...  +
No. Time Source Destination Protocol  Length Info -
- 1 0.000000 192.168.6.73 239.255.255.258 SsDP 216 M-SEARCH * HTTP/1.1
2 8.855462 Elitegro_ac:df:59  Broadcast ARP 60 Gratuitous ARP for 192.168.6.123 (Request)
3 9.859311 fe80::956a:bbb1:35:.. Ffe2::16 ICHPYE 9@ Multicast Listener Report Message v2
4 0.060576 fe8@::956a:bbbl:35: ICHPYE 9@ Multicast Listener Report Message v2
5 9.068831 fesa::956a: ICMPVE 99 Multicast Listener Report Message v2
6 8.861155 feB@::956a: LLMNR 92 Standard query @xebSc ANY PRMUMCPUB33L
7 8.861259 192.168.6.123 224.0.0.252 LLMNR 72 Standard query @xebSc ANY PRMUMCPUB33L
§ ©.861463 fe8@::956a:bbb1:35:.. ffe2::16 ICHPYE 9@ Multicast Listener Report Message v2
9 9.874882 192.168.6.228 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
1@ 9.986892 Elitegro_ac:df:59 Broadcast ARP 6@ Who has 192.168.4.32 Tell 192.168.6.123
11 2.116298 Elitegro_ad:e5:f4  Broadcast ARP 60 Who has 192.168.5.191? Tell 192.168.6.165
12 2.194297 192.168.7.97 239.255.255.258 SsDP 216 M-SEARCH * HTTP/1.1
13 ©.244977 fes8e::aobs:d11d:6b2.. Ffe2::fb MDNS 162 Standard query @x@e8e PTR _googlecast. tcp.local, "QM" question
14 9.245043 fes8e::aobs:d11d:6b2.. Ffe2::fb MDNS 162 Standard query @x@e8e PTR _googlecast. tcp.local, "QM" question
15 9.259478 192.168.7.99 239,255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
16 8.265647 Elitegro_4a:@8:e9  Broadcast ARP 60 Who has 192.168.7.88? Tell 192.168.7.3
17 ©.308083 192.168.5.255 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
18 ©.326881 192.168.6.241 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1 o
M pcapng
File Edit Go Capture Anahyze Statistics Telephony Wireless Tools Help
Fi ¥ Main Toolbar Qe aQHE
Eilter Toolbar = | '1 Expression... +
Wireless Toolbar Protocol  Length Info -
Status Bar .250 Ssop 216 M-SEARCH * HTTP/1.1 4
ARP 6@ Gratuitous ARP for 192.168.6.123 (Request)
Eull Screen F11 ICMPVE 9@ Multicast Listener Report Message v2
ICHPVE 98 Multicast Listener Report Message v2
Packet List ICMPVG 9@ Multicast Listener Report Message v2
Packet Details LLMNR 92 Standard query @xebSc ANY PRMUMCPUB331
Packet Bytes LLMNR 72 Standard query @xeb5c ANY PPMUMCPUB331
ICMPVE 9@ Multicast Listener Report Message v2
Time Display Format b 5.250 SSDP 216 M-SEARCH * HTTP/1.1
>
Name Resolution o ARP 6@ Who has 192.168.4.3? Tell 192.168.6.123
ARP 6@ Who has 192.168.5.1917 Tell 192.168.6.165
Zoom » 5.250 SSDP 216 M-SEARCH * HTTP/1.1
MDNS 162 Standard query Bx2@@@ PTR _googlecast._ tcp.local, "QM" question —
Expand Subtrees Shift+Right MDNS 102 Standard query Bx2@88 PTR _googlecast. tcp.local, "QM" question
Expand Al Cirl+ Right .250 SSDP 216 M-SEARCH * HTTR/1.1
ARP 6@ Who has 192.168.7.88? Tell 192.168.7.3
Gzl ElisEi 258 ssDP 216 M-SEARCH = HTTP/1.1
» =
= Colorize Packet List .250 SSDP 216 M-SEARCH * HTTP/1.1 -

Frame Coloring Rules... ptured (1728 bits) on interface @

> Ethern 42), Dst: IPvamcast_7f:Ffifa (01:0:5e:7F:Ff:fa)
Colorize Conversation 3 =
> Intern 239.255.255.258
d== Reset Layout Ctrl+Shift+w 998
© Simple
P21 7§ Resize Columns Ctrls Shift+R
»
o1 Internals TR
e e eeeanIe.
s Show Packet in New Window T iinn
a3 Reload as File Format/Capture  Ctrl+ Shift-F CH * HTT P/1.1..H
af | 05T: 239 .255.255
2e Foad (GHHS .250:190 8. .MAN:

22 73 73 64 78 3a 64 69 73 63 6T 76 65 72 22 &d "ssdp:di scover”.
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M Wireshark - Coloring Rules - New Profile

Filter

» State Change
Spanning Tree Tope

TTL low or unexpected
C um Err

476 16.313152
477 16.316953
478 16.317068

192.168.6.116 SSDP
Broadcast ARP
Elitegro_afi. ARP
192.168.6.76 TCP
192.168.6.116 TCP.

Elitegro_af:..
Elitegro_4az..

192.165.6.116
192.168.6.76

481 16.318545 192.168.6.116 192.168.6.76 TCP
482 16.319324 192.168.6.116 192.168.6.76 HTTP
483 16.320875 192.168.6.76 192.168.6.116 TCP

484 16.321042 192.168.6.76 192.168.6.116 HTTP/XNL
485 16.322288 192.168.6.116 192.168.6.76 TCP

486 16.360978 Elitegro_49:.. Broadcast ARP

487 16.386938 192.168.5.75 239.255.255... SSDP
488 16.426944 192.168.6.91

489 16.441219 192.168.6.30

498 16.441652 192.168.7.54 239.255.255... SSDP
491 16.448827 192.168.7.52 239.255.255... S5DP
492 16.584827 192.168.6.76 192.168.4.1 UDP

493 16.518399 Elitegro_90:.. Broadcast ARP

494 16.530874 192.168.4.98 239.255.255... 55DP
495 16.534373 192.168.6.78 239.255.255... SSDP
496 16.588119 Elitegro_af:.. Broadcast ARP

497 16.613576
498 16.A15820 192. 16

192.168.6.231 192.168.7.255 BROWSER
.11 Q

[¥] sMe smb || nbss || nbns || nbipx || ipxsap || netbios
HTTP http || tep.port == 80 || http2
IPX ipx || spx
DCERPC decerpc
Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
TCP SYN/FIN tep.flags & 002 || tep flagsfin==1
TCP tep
upp udp
'l [ +
Double dick to edit. Drag to move. Rules are processed in ordar unt found.
=| [T
QK ] [ Cancel ] [ Import... ] [ Export... ] [ Help
Ml 7.pcapng = [
File Edit View Go Capture Analyze Statisics Telephony Wireless Tools Help
A= REse=2=TIFEacanm
[ fiter _<C ] Expression...  +
Mo, Time Source Destination Protocol Length Info [ =
472 16.296449 192.168.6.158 239.255.255... SSDP 216 M-SEARCH * HTTP/1.1 1
473 16.296785 192.168.6.116 239.255.255... UDP 666 64826 + 3702 Len=624
474 16.312448 Broadcast ARP 42 who has 192.168.6.1167 Tell 192.168.6.76
475 16.312998 . Elitegro_da:.. ARP 60 192.165.6.116 is at f4:4d:3@:af:bl:e7

438 HTTP/1.1 208 OK

68 Who has 192.168.6.762 Tell 192.168.6.116

42 192.168.6.76 is at f4:4d:39:42:08:12

66 50031 - 2869 [SYN] Seq=0 Win=8192 Len=p MSS=1460 WS=256 SACK PERM=1

66 2869 > 50031 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=@ MSS=1460 WS=256 SACK PERM=1

60 50831 > 2869 [ACK] Seq=1 Ack=1 Win=65536 Len=6

298 GET /upnphost/udhisapi.dl12content=uuid:1872da85-fB57-4bal-bb74-Oeaf54dB5e96 HTTP/1.1

259 2869 + 50631 [PSH, ACK] Seq=1 Ack=237 Win-65536 Len=205 [TCP segment of a reassembled PDU]
2450 HTTP/1.1 200 0K

60 50031 » 2869 [ACK] Seq=237 Ack=2602 Win=65536 Len=0

68 Who has 192.165.5.2267 Tell 192.168.6.239

216 M-SEARCH * HTTP/1
216 M-SEARCH * HTTP/1.
216 M-SEARCH * HTTP/L.
216 M-SEARCH * HTTR/1
216 M-SEARCH * HTTP/1
272 60809 > 6668 Len=23

6@ Who has 192.168.4.1? Tell 192.168.7.75

178 M-SEARCH * HTTP/1.1

216 M-SEARCH * HTTP/1.1

68 Who has 192.165.4.452 Tell 192.168.4.118

243 Host Announcement PPHUMCPUB333, Workstation, Server, NT Workstation, Potential Browser, Backup Browser
143 M-SEARCH * HTTP/1.1
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M Wireshark - Coloring Rules - New Profile

Name Filter
[¥] Mew coloring rule ip.host == 192.168.6.6

upp udp

4 I

[V] SMB smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tcp.port == 80 || http2

1PX ipx || spx

DCERPC deerpc

Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
TCP SYN/FIN tep.flags & 0402 || tep.flags.fin ==

TCP tcp

Double dick to edit. Drag to move. Rules are processed in order until & match i found.

= —

OK ] [ Cancel

H Import... H Export... H

Help

|~

Bile Edit View Go Copture Analyze Statistics Telephony MWireless Tools Help

Adm i@ Re=zZTiEEaaan
+ | Expression, +
Source Destination Protocol Length Info i
r 1 ©.800000 192.168.5.233 239.255.255... SSDP 216 M-SEARCH * HTTP/1.1
2 ©.811966 Elitegro_48:.. Broadcast ARP 6@ Who has 192.168.6.157? Tell 192.168.6.18@
3 ©.216480 Elitegro_ad:.. Breadcast ARP 6@ Who has 192.168.5.72? Tell 192.168.7.45
4 8.221255 Pegatron_@e:.. Broadcast ARP 6@ Who has 192.168.4.33? Tell 192.168.6.108
5 ©.385812 - Broadcast ARP 6@ Who has 192.168.6.250? Tell 192.168.6.153
6 2.585883 239.255.255... SSDP 214 M-SEARCH * HTTP/1.1
7 ©.528186 192.168.6.76 TLSv1.2 187 Application Data
8 ©.528808 13.76.245.122 TLSv1.2 187 Application Data
9 8.554772 255.255.255... DHCP 342 DHCP Inform - Transaction ID @x2fe26b81
10 @.563237 Broadcast ARP 6@ Who has 192.168.4.32 Tell 192.168.7.67
11 2.682534 Broadcast ARP 6@ Who has 192.168.6.52? Tell 192.168.6.8
12 2.618916 Broadcast ARP 6@ Who has 192.168.6.287 Tell 192.168.6.204 =
13 2.621164 192.168.5.126 239.255.255... SSDP 216 M-SEARCH * HTTP/1.1
14 2.827756 Elitegro_a9:.. Broadcast ARP 6@ Who has 192.168.6.69? Tell 192.168.7.67
15 2.668329 192.168.7.55 192.168.7.255 BROWSER 243 Host Announcement PPMUMCPU@2EL, b ation, Server, NT tation, Potential B iser, Backup B
16 2.674604 192.168.6.73 192.168.7.255 NBNS 92 Name query NB ADC<20> —_—
18 @.738200 192.168.4.98 239.255.255... SSDP 178 M-SEARCH * HTTP/1.1
19 2.848535 192.168.7.67 239.255.255. 175 * HTTP/1.1
20 2.858804 192.168.4.98 239.255.255. 178 * HTTP/1.1
21 2.861999 192.168.6.217 239.255.255. 216 * HTTP/1.1
22 9.898712 192.168.6.13 239.255.255. 216 * HTTP/1.1
23 2.905916 192.168.5.251 239.255.255. 216 * HTTP/1.1
24 1.800206 192.168.5.233 239.255.255. 216 * HTTP/1.1
25 1.832376 192.168.6.75 239.255.255. 175 M-SEARCH * HTTP/1.1
26 1.862161 Hewlettp_27 6@ Who has 192.168.7.1627 Tell 192.168.4.3
1.21598! feR@A::haa2: ffad::16 94 Multi t listener Renort Me =
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| & 6pcapng

File Edit View Go Copture Analyze Stotistics Telephony Wireless Jools Help

74945 908.016378  67.26.53.254 192.168.6.76 TCP 66 88 > 53149 [SYN, ACK] Seq=d Ack=l Win=29200 Len=o MsS=1460 SACK_PERN=L Ws=128

74946 908.016600  192.168.6.76 67.26.53.254 TCP 54 53149 - 80 [ACK] Seq-1 Ack=1 Win=65536 Len=0
74947 908.617503  192.168.6.76 67.26.53.254 HITP 385 GET /d/msdownload/update/software/ftpk/2018/61/ndpa71-kbaBsassa-x64_5857288c78a7aas027617d69942a818300hc5547 . exe HTTR/L.1
74948 908.618405  67.26,53.254 192.168.6.76 HITP 1261 HTTP/1.1 583 Service Unavailable (text/html)

74943 908.618407  67.26.53.254 192.168.6.76 TCP 66 80 > 53149 [FIN, ACK] Seq=1208 Ack=1 Win=32768 Len=0

AW 0@ Res=f IEEAa’QR
Ct ) Expression...  #
Source Destination Protocol Length Info =
74936 907.694542  192.168.6.106 255.255.255... DHCP 342 DHCP Inform - Transaction ID @xdecsbels
74937 907.806796  192.168.6.58 239.255.255... SSOP 216 H-SEARCH * HTTP/1.1
74938 907.511450  Elitegro_49:. Broadcast  ARP 60 Who has 192.168.6.15? Tell 192.165.5.207
74930 967.916988  Elitegro_@f:. Broadcast  ARP 60 Who has 192.168.5.207? Tell 192.168.6.15
74940 907.92438%  Elitegro_of:. Broadcast  ARP 68 Who has 192.168.5.2397 Tell 192.168.5.255
74941 907.928367  Elitegro_af:.. Broadcast  ARP 60 Who has 192.168.5.255? Tell 192.168.5.239
74942 987.933883 Elitegro_a9:.. Broadcast ARP 60 Who has 192.168.6.93? Tell 192.168.6.45 [
r 74943 907.959564  192.168.6.76 67.26.53.254 TCP 66 53149 - 50 [SYN] Seq=0 Win=3192 Len=d MSS=1450 WS=256 SACK PERH=1
! 74944 908.006227  Elitegro_4f:. Broadcast  ARP 60 Who has 192.168.6.52? Tell 192.168.5.2

< [Frame 74947: 385 bytes on wire (3080 bits), 385 bytes captured (3080 bits) on interface @
> Interface id: 8 (\Device\NPF_{ABBLE1DA-0276-446C-B13A-FA4AAABACDA1})
Encapsulation type: Ethernet (1)
Arrival Time: Apr 9, 2018 19:00:35.485151000 India Standard Time
[Time shift for this packet: 0.080080000 seconds]
Epoch Time: 1523280635,455161600 seconds
[Time delta from previous captured frame: 0.000903080 seconds]
[Time delta from previous displayed frame: .000963200 seconds]
[Time since reference or First frame: 905.017503000 seconds]
Frame Number: 74947
Frame Length: 385 bytes (3880 bits)
Capture Length: 385 bytes (3080 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp:http]
[Coloring Rule Name: RTTP]
| [Coloring Rule String: http || tcp.port == 88 || http2]

M Wireshark . Coloring Rules - New Profile

Filter

HSRP State Change
Spanning Tree Tope
Change f.msg =

Change stp.type

arp
icmp || icmpvb
tep.flags.reset eql
sctp.chunk_type eq ABORT

pecte

smb || nbss || nbns || nbipx || ipxsap || netbios
http || tep.port == 80 || http2

ipx || spx
DCERPC decerpc
Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
TCP SYN/FIN tep.flags & 0x02 || tep.flags.fin == 1
TCP tep

upp udp

4 I

(!ip.dst 4.0.00/4 BBt ipttl < 5 o i ==2 [ 51 &8 ipttl!=1 &

Double click to edit. Drag to move. Rules are processed in order until & match i found,

COK
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74948 908.818485 67.26.53.254 102.168.6.76 HTTP 1261 HTTP/1.1 583 Service Unavailable (text/html) —
74949 908.018487 67.26.53.254 192.168.6.76 T IN, ACK] Seq=12@8 Ack=1 Win=32768 Len=@
74950 908.919108 192.168.6.76 67.26.53.254 T Mark/Unmark Packet Ctrl+M ICK] Seq=332 Ack=12@9 Win=64256 Len=0
74951 908.819150 192.168.6.76 67.26.53.254 T Ignore/Unignore Packet Ctrl+D IN, ACK] Seq=332 Ack=1209 Win=64256 Len=@
L 74952 908.919772 67.26.53.254 192.168.6.76 i Set/Unset Time Reference  ChrkeT 209 Ack=333 Win=524160 Le
T
T

74953 998.046979 192.168.6.76 13.187.4.50 Seq Win=8192 Len M55=146@8 WS=256 SACK_PERM=1
74954 9@8.858876 13.107.4.50  192.168.6.76 T2 i CtrieShift=T | ack] Seq=@ Ack=1 Win=65535 Len=@ MSS-144@ WS=256 SACK_PERM=1
74955 998.059878 192.168.6.76 13.1087.4.50 Packet Comment.. Ctrl+Alt+C [Ck] Seq=1 Ack=1 Win=66@48 Len=0 -
4 Frame 74949: 6@ bytes on wire (480 bits), 6@ bytes capt Edit Resolved Name -
» Interface id: @ (\Device\NPF_{ABB1E1DA-027@-445C-B13,
Encapsulation type: Ethernet (1) Apply as Filter »
Arrival Time: Apr 9, 2818 19:00:35.486085000 India
: : . Prepare a Filter > -
e LiEe fam sk L e
30 4a 08 12 6 10 98 00 45 00 Conversation Filter 3
bc of 0 06 Colorize Conversation 3 3
e ENIP10
@030 cc dd ee ee scTP s ENIP Explicit 3
Follow 4 Ethemnet 3
Copy » P v Colorl
Pvb b Color2
Protocol Preferences 3
TcR 4 Color3
Decode A;
A ubP 4 Color4
Show Packet in New Window e, . P

Color§

) 7 Frame (frame), 60 bytes Color? %) - Load time: 0:1.135 || Profile: New Profile

Color8
Colorg
Color10

New Coloring Rule:

74948 908.018465  67.26.53.254 192.1 reTEn. 1521 WTTO ] 563 Service Unavailable (text/html)

74949 983.013487 67.26.53.254 192 Expand Subtrees Shift+Right 53149 [FIN, ACK] Seq=1268 Ack=1 Win=32768 Len=0

74950 903.019168  192.168.6.76 67.2 Expand All Ctrl+Right | B8 [ACK] Seq=332 Ack=1209 Win=§4256 Len=6

74951 908.919150  192.168.6.76 67.2 ~ 80 [FIN, ACK] Seq=332 Ack=1209 Win=64256 Len=@ —
Collapse All Ctrl+Left :

74952 908.919772  67.26.53.254 192 3149 [ACK] Seq=1209 Ack=333 Win=524160 Len=0

74953 988.846979 192.168.6.76 13.1 Apply as Column + 808 [SYN] Seq=8 Win=8192 Len=8 MSS=146@ WS=256 SACK_PERM=1

74954 988.858876 13.1@7.4.58 192, 3158 [S‘!N, ACK] Seq=e Ack=1 Win=65535 Len=8 MS55=1448 WS=256 SACK_PERM=1

74955 908.859078  192.168.6.76 13.1  Apply as Filter 4 Selected
74956 508.059871  192.168.6.76 13.1 ooy N Mot Selected oftware/ftpk/2018/01/ndpa71-kba054852-x64_SB57288c78a7a34927677.. |
74957 908.861231  13.107.4.58 192 = lable (text/html)
74958 908.861232  13.107.4.50 192 Conversation Filter 4 ..and Selected 1268 Ack=1 Win=66848 Len=0 -
4 Frame 74948: 1261 bytes on wire (10088 bits Colorize with Filter s wgr Selected -
> Interface id: @ (\Device\NPF_{ABB1E1DA-82  Follow » e B
Encapsulation type: Ethernet (1)
Arrival Time: Apr 9, 2018 19:00:35.48605 Copy > finoticlecied
[Time shift for this packet: 8.080808000 Show Packet Bytes...

Epoch Time: 1523288635.486083008 seconds
[Time delta from previous captured frame:
[Time delta from previous displayed frame Wiki Protocol Page
[Time since reference or first frame: 968
Frame Number: 74948
Frame Length: 1261 bytes (18838 bits) Protocol Preferences b
Capture Length: 1261 bytes (16088 bits)

Export Packet Bytes. Ctrl+H

Filter Field Reference

[Frame is marked: False] Decedeln
[Frame is ignored: False] Go to Linked Packet
[Protocols in frame: eth:ethertype:ip:tcp Show Linked Packet in New Window
|[coloring Rule Name: conversation_color_rzxer o
[Coloring Rule String: ip.addr eq 67.26.53.254 and ip.addr eq 192.168.6.76]
b Ethernet II, Src: PaloAlto_bf:66:10 (88:3@:6b:bf:66:18), Dst: Elitegro_4a:@8:12 (f4:4d:30:4a:08:12) o
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#3 Wireshark - Coloring Rules - New Profile ? PS

Mame Filter

[¥] Mew coloring rule http.response.code > 339

HSRP State Change
Spanning Tree Tope

[¥] SMB smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tep.port == 80 || http2

IPX ipx || spx

DCERPC decerpc

Routing hsrp || eigrp || ospf || bap || cdp || vrrp || carp || gvrp || igmp || ismp

TCP SYN/FIN tep.flags 8 002 || tep flags.fin ==

TCP tep

upp udp

q [ [T N G

Double click to edit. Drag to move. Rules are processed in order until & match i found.

B socazond

OK ][ Cancel ][ Import... ][ Export... ][ Help
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A

reshark - Coloring Rules - New Profile

Mame

MNew coloring rule

V]
W
@l HSRP State Change
P Spanning Tree Top
i F State Change
J 1P errars

=

el

W

W

W

v

[}

1PX
DCERPC
Routing
TCP SYN/FIN
TCP
upp

i

Filter
http.response.code > 399

hange sl

tep.flags.reseteql
sctp.chunk q Al
(!ip.dst==224.0.0

http || tcp.port == 80 || http2
ipx || spx
decerpc

smb || nbss || nbns || nbipx || ipxsap || netbios

hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp

tep.flags & 0x02 || tepflagsfin==1

tcp
udp

al

1

ip.dst = 224.0.0.251

Double dick to edit. Drag to move. Rules are processed in order until & match & found.

ENECT. ]

OK. ] [ Cancel ] [ Import... ] [ Export... ] [ Help
4 "Local Area Connection
File | Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help
Am Q@ LBRE ] e iEBEaaan
( |App|-fadisp|a-, filter ... <Ctrl-f>
Mo, Time Source Destination Protocal  Length Info
5785 75.628774 192.168.5.14 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
5786 75.826593 Giga-Byt_48:5d:e4 Broadcast ARP 68 Who has 192.168.5.253? Tell 192.168.6.14
5787 75.711846 Elitegro_@f:9b:64 Broadcast ARP 6@ Who has 192.168.7.82? Tell 192.168.6.15
5788 75.717457 Giga-Byt_48:5d:e4 Broadcast ARP 68 Who has 192.168.6.255? Tell 192.168.6.14
5789 75.821423 Elitegro_4a:8d:al Broadcast ARP 60 Who has 192.168.6.110? Tell 192.168.6.91
5798 75.826821 192.168.7.24 239.,255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
5791 75.844587 Elitegro_4a:8e:1f Broadcast ARP 68 Who has 192.168.6.15? Tell 192.168.6.167
5792 75.84B8680 Elitegro_ef:9b:64 Broadcast ARP 68 Who has 192.168.6.187? Tell 192.168.6.15
5793 75.954318@ Elitegro_a9:fa:9d Broadcast ARP 68 Who has 192.168.6.2047 Tell 192.168.6.45
5794 76.126967 192.168.7.152 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
5795 76.129286 192.168.6.172 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
5796 76.141373 Giga-Byt_48:5d:e4 Broadcast ARP 6@ Who has 192.168.7.165? Tell 192.168.6.14
5797 76.141391 Giga-Byt 4@:5d:ed Broadcast ARP 6@ Who has 192.168.6.174? Tell 192.168.6.14
5798 76.141397 Giga-Byt_48:5d:e4 Broadcast ARP 68 Who has 192.168.5.248? Tell 192.168.6.14
.213861 184.126.69.246 192.168.6.76 6@ 30 + 64278 [FIN, ACK] Segq=415 Ack=1 Win=29216 Len=@
.213485 192.168.6.76 184.1208.69.245 54 64278 + 8@ [ACK] Se 5288 Len=@
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M *Local Area Connection ==
File Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help
hRE ] =FaREEaa
ter . <Cirly ~ | Expression.
Source Destination Protocol  Length Info

5785 75.620774 192.168.5.14 239.255.255.250@ SsDP 216 M-SEARCH * HTTP/1.1

5786 75.626593 Giga-Byt 4@:5d:e4 Broadcast ARP 60 Whe has 192.168.5.253? Tell 192.163.6.14

5787 75.711846 Elitegro @f:9b:64 Broadcast ARP 60 Whe has 192.168.7.82? Tell 192.168.6.15

5788 75.717457 Giga-Byt_4@:5d:e4 Broadcast ARP 60 Who has 192.168.6.255? Tell 192.168.6.14

5789 75.821423 Elitegro_4a:@d:al Broadcast ARP 60 Who has 192.168.6.1187 Tell 192.168.6.91

5790 75.826821 192.168.7.24 239.255.255.250@ S5DP 216 M-SEARCH * HTTP/1.1

5791 75.844587 Elitegro_4a:@e:1f Broadcast ARP 60 Who has 192.168.6.15? Tell 192.168.6.167

5792 75.843688 Elitegro_0f:ob:64  Broadcast ARP 60 Who has 192.168.5.187? Tell 192.16%.6.15

5793 75.954318 Elitegro_ag:fa:od  Broadcast ARP 60 Who has 192.168.5.2047 Tell 192.16%.6.45

5794 76.126967 192.168.7.152 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1

5795 76.129286 192.168.6.172 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1

5796 76.141373 Giga-Byt_4@:5d:e4  Broadcast ARP 60 Who has 192.168.7.165? Tell 192.168.6.14

5797 76.141391 Giga-Byt _48:5d:ed Broadcast ARP 60 Who has 192.168.6.174? Tell 192.163.6.14

5798 76.141397 Giga-Byt 48:5d:ed Broadcast ARP 60 Who has 192.168.5.2487 Tell 192.163.6.14
‘ 5799 76.213060 104.120.69.246 192.168.6.76 HTTP 468 HTTP/1.8 488 Request Time-out (text/html)

5800 76.213061 104.120.69.246 192.168.6.76 TCP 60 80 - 64278 [FIN, ACK] Se 15 Ack=1 Win=29216 Len=0

5801 76.213485 192.168.6.76 104.120.69.246 TCP 54 64278 » 80 [ACK] Se Len=8

5803 76.213801 104.120.69.246 192.168.6.76 TCP 60 80 + 64276 [FIN, ACK] Se 15 Ack=1 Win=29216 Le;

Internet Protocol Version 4, Src: 184.120.69.246, Dst: 192.168.6.76
Transmission Control Protocol, Src Port: 88, Dst Port: 64278, Seq: 1, Ack: 1, Len: 414

4 Hypertext Transfer Protocol
4 HTTP/1.8 408 Request Time-out\r\n

est Version: HITP/1.8

Description: Request
Response Phrase: Request Time-out

Server: AkamaiGHost\r\n

Mime-Version: 1.2\r\n

Date: Mon, 23 Apr 2018 11:33:59 GMT\

Content-Type: text/htmlirin

Content-Length: 218\r\n

[Expert Info (Chat/Sequence): HTTP/1.B 488 Request Time-out\r\n]
R

Time-out]

rn

Bl ChWindows\system32\y

Microsoft Windouws
Copyright <{c» 2089

Address: B8.8.8.8

domain

C:wUsersssagalit>

cmd.exe

[Uersion 6.1.766811
Microsoft Gorporation. All rights reserved.

C:vUsersssayalit?nslookup 123456wertwedvgS.com 8.8.8.8
Server: google-public-dnsz—a.google.com

ezl gqogle—puhlic—dns—a.google.cum can’t find 123456uwertwedvgb.com: Mon—existent
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M Wireshark - Coloring Rules - New Profile

Mame
[¥] DMS Mo Records

HSRP State Change
Spanning Tree Top

OSPF State Change

unexpected

Filter

dns.flags.rcode == 3

tcp.flags.reset eql
sctp.chunk_type eq Al
(!ip.dst =

smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tep.port == 80 || http2
IPX ipx || spx
DCERPC deerpc
Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
TCP SYN/FIN tecp.flags & 002 || tep.flags.fin ==
TCP tep
upp udp
4| 1

Bl ip.ttl1=1 &

HE®

Double dick to edit. Drag to move. Rules are processed in order until & match is found.

Background

OK

][ Cancel ][ Import... ][ Export... ][

Help

| “Local Area Connection
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
adm @ & ] &= 1IEEaaan
Apply a display fiter ... <Ctrl-/>
Na. Time Source Destination Protocol  Length Info
368 8.783288 Elitegro_@f:9b:ca Broadcast ARP 6@ Who has 192.168.6.91? Tell 192.168.6.172
361 8.7@8713 Elitegro_4a:ed:al Broadcast ARP 60 Who has 192.168.6.172? Tell 192.168.6.91
362 8.713750 192.168.7.198 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
363 8.715652 Elitegro_8f:97:cc Broadcast ARP 6@ Who has 192.168.7.1492 Tell 192.168.6.16
364 8.727445 192.168.6.130 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
365 8.748838 192.168.6.76 52.229.174.94 TLSv1.2 2811 Application Data
366 8.748788 8.8.8.8 192.168.6.76 DNS 158 Standard query response @x@082 No such name A 123456wertwedvg5.com.packtpub.net SOA rush.easydns.com
367 8.758303 192.168.6.76 8.8.8.8 DNS 93 Standard query @x9883 AAAA 123456wertwedvgS.com.packtpub.net
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I'! *Local Area Connection
Ei

le Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

LD RE se==p sEE’aaH

(W] apply a display fiter ... <Ctrl-/>

No. Time Source Destination Protocol  Length Info

H 368 8.783283 Elitegro_8f:9b:ca Broadcast ARP 66 Who has 192.168.6.91? Tell 192.168.6.172
361 8.788713 Elitegro_4a:@d: Broadcast ARP 68 Who has 192.168.6.172? Tell 192.168.6.91
362 8.713750 192.168.7.198 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
363 8.715652 Elitegro_Bf:97:cc  Broadcast ARP 60 Who has 192.168.7.149? Tell 192.168.6.16
364 3.727445 192.168.6.138 233.255.255.258 SsSDP 216 M-SEARCH * HTTP/1.1

| 365 8.748838 192.168.6.76 52.229.174.94 TLSv1.2 2@11 Application Data

<L 366 8.748788 8.8.8.8 192.168.6.76 DNS. 150 Standard query response @xe@@@2 No such name A 123456wertwedvgs.com.packtpub.net S0A rush.easydns.com
367 8.756908 192.168.6.76 8.8.8.8 DNS 93 Standard query @xPB03 AAAA 123456wertwedvgs.com. packtpub.net
368 8.797841 Elitegro_af:b@:ba Broadcast ARP 66 Who has 192.168.6.167 Tell 192.168.6.19

4 [Frame 366: 150 bytes on wire (1260 bits), 150 bytes captured (1260 bits) on interface &
> Interface id: @ (\Device\NPF_{ASB1E1DA-8270-446C-B13A-FA4AMABACDA1})
Encapsulation type: Ethernet (1)
Arrival Time: Apr 23, 2018 17:13:44.912180000 India Standard Time
[Time shift for this packet: ©.@800000600 seconds]
Epoch Time: 1524483824.912186008 seconds
[Time delta from previous captured frame: ©.007950000 seconds]
[Time delta from previous displayed frame: ©.007950000 seconds]
[Time since reference or first frame: 8.748788000 seconds]
Frame Number: 366
Frame Length: 150 bytes (1200 bits)
Capture Length: 150 bytes (1200 bits)
[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:udp:dns]

[Coloring Rule Name: DNS No Records]

[Coloring Rule String: dns.flags.rcode == 3]
Ethernet II, Src: PaloAlto bf:66:18 (88:38:6b:bf:66:18), Dst: Elitegro 4a:@8:12 (f4:4d:38:42:08:12)
Internet Protocol Version 4, Src: 8.8.8.8, Dst: 192.168.6.76
User Datagram Protocol, Src Port: 53, Dst Port: 62765
Domain Name System (response)

[Request In: 357]

[Time: 9.867533000 seconds]

Transaction ID: Bx@802
4 Flags: @x8183 Standard query response, No such name

.

Tees wues weee ... = Response: Message is a response

.02 B... Opcode: Standard query (@)

Authoritative: Server is not an authority for domain
= Truncated: Message is not truncated

.1 .e.. .... = Recursion desired: Do query recursively
1... .... = Recursion available: Server can do recursive queries
B.. .... = Z: reserved (@)

Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable
Reply code: No such name (3)

Questions
Answer RRs: @

futhority RRs: 1
Additional RRs: O
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Chapter 05: Statistics

7. Application

6. Presentation

. Physical

7. Application

6. Application

. Application
ansport
Inte
2. Network Inter

. Network Interface

M *Local Area Connection =8 =
File Edit Mew Go Capture Analyze Statistics Telephony Wireless Tools Help
AW @ ] &= ssBaaaH
‘ |App\'-; a display filter ... <Cirl-f> '} Expression... +
Mo. Time Source Destination Protocol  Length Info o
14623 375.788841 192.168.8.11 239.255.255.258 S5DP 481 NOTIFY * HTTP/1.1
14624 375.727918 Elitegro_49:7@8:c7 Broadcast ARP 60 Who has 192.168.7.185? Tell 192.168.5.225
14625 375.731192 192.168.7.215 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
14626 375.732341 Elitegro_4f:2a:74 Broadcast ARP 60 Who has 192.168.5.225? Tell 192.168.7.185
14627 375.744793 192.168.7.11 239.255.255.258 55DP 216 M-SEARCH * HTTP/1.1
T‘ 14628 375.744981 192.168.6.76 192.168.8.6 DNS 71 Standard query 8x847a A www.pbs.org
| 14629 375.763019 192.168.6.52 239.255.255.258 5SDP 216 M-SEARCH * HTTP/1.1 -

> Frame 14628: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface @
» Ethernet II, Src: Elitegro_4a:@8:12 (f4:4d:38:43:88:12), Dst: HewlettP_27:d8:8a (d5:94:83:27:d8:8a)
4 Internet Protocol VWersion 4, Src: 192.168.6.76, Dst: 192.168.8.6
81e@ .... = Version: 4
8101 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@e (DSCP: CS@, ECN: Not-ECT)
Total Length: 57
Identification: @xSc4e (2363@)
Flags: ©9x88
Fragment offset: @
Time to live: 128
Protocol: UDP (17)
Header checksum: 8x@28@ [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.6.78
| Destination: 192.168.8.6 |
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
> User Datagram Protocol, Src Port: 61822, Dst Port: 53
> Domain Name System (query)
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‘ *Local Area Connection ==

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

AN 2@ lERE Re==F 3= BHaaan

[l |App|‘-; a display filter ... <Ctrl-/> v] Expression... +
No. Time Source Destination Protocol  Length Info o
14623 375.788841 192.168.8.11 239.255.255.25@ 55DP 481 NOTIFY * HTTP/1.1
14624 375.727918 Elitegro_49:f@:c7 Broadcast ARP 66 Who has 192.168.7.185? Tell 192.168.5.225 L
14625 375.731192 192.168.7.215 239,255.255.25@ 55DP 216 M-SEARCH * HTTP/1.1 ;
14626 375.732341 Elitegro_4f:2a:74 Broadcast ARP 68 Who has 192.168.5.2252 Tell 192.168.7.165
14627 375.744793 192.168.7.11 239.255.255.258 S50P 216 M-SEARCH * HTTP/1.1 |_‘
—l—- 14628 375.744981 192.168.6.76 192.168.8.6 DNS. 71 Standard query 8x847a A www.pbs.org __
| 14628 375.7630819 192.168.6.52 239.255.255.250 55DP 216 M-SEARCH * HTTP/1.1 |~
Identification: exSc4e (2363@) -

> Flags: ex@a

Fragment offset: @

Time to liwve: 128

Protocol: UDP (17)

Header checksum: @x@888 [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.6.76

Destination: 192.168.8.6

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
4 User Datagram Protocol, Src Port: 61022, Dst Port: 53
51822

m

Source Port

Length: 37
Checksum: @x87d9 [unverified] -
M “Local Area Connection =3 =
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
Adm i L RRE Res=F s BaaaH
[. |App|‘,‘ a display filter ... <Ctrl-/> ~ | Expression +
Mo. Time Source Destination Protocol  Length Info o
14623 375.7885841 192.168.0.11 239.255.255.250 S5DP 4@1 NOTIFY * HTTP/1.1
14624 375.727918 Elitegro_49:f@:c7 Broadcast ARP 6@ Who has 192.168.7.185? Tell 192.168.5.225
14625 375.731192 192.168.7.215 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1 —
14626 375.732341 Elitegro_4f:2a:74 Broadcast ARP 60 Who has 192.168.5.225? Tell 192.168.7.185
14627 375.744793 192.168.7.11 239.255.255.250 S50P 216 M-SEARCH * HTTP/1.1
T 14628 375.744901 192.168.6.76 192.168.0.6 DNS. 71 Standard query @x847a A www.pbs.org
| 14629 375.763619 192.168.6.52 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1 o
4 Domain Name System (query) -

Response In: 14631
Transaction ID: @x847a
» Flags: @x818@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
4 Queries
4 www.pbs.org: type A, class IN is
Name: www.pbs.org
[Name Length: 11]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x@eal)

m
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M *Local Area Connection

Eile Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

AN @ JEREe=F 8 EBaaaB

(W [2o0ly a display filter ... <cal-/> ~| Expression.. | +
No. Time Source Destination Protocol  Length Info B
14623 375.7@8841  192.168.8.11 239.255.255.258 ssop 481 NOTIFY * HTTP/1.1
14624 375.727918  Elitegro_49:f@:c7  Broadcast ARP 68 Who has 192.168.7.1057 Tell 192.168.5.225
14625 375.731192  192.168.7.215 239.255.255.258 ssop 216 M-SEARCH * HTTP/1.1
14626 375.732341  Elitegro 4f:2a:74  Broadcast ARP 68 Who has 192.168.5.225? Tell 192.168.7.185
14627 375.744793  192.168.7.11 239.255.255.250 ssDP 216 M-SEARCH * HTTP/1.1
14628 375.744901  192.168.6.76 192.168.0.6 DNS 71 Standard query @x847a A www.pbs.org —
14629 375.763919  192.168.6.52 239.255.255.250 ssoP 216 M-SEARCH * HTTP/1.1

14631 37 14866 19 Bi 6 192.16: 76 DNS 189 Standard query response @x847a A www.pbs.org CNAME rS.
14632 375.824935 Elitegro_af:bh@:a9 Broadcast ARP 68 Who has 192.168.7.145? Tell 192.168.6.25
14633 375.842239 192.168.6.19 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1

1

I Frame 14631: 189 bytes on wire (872 bits), 189 bytes captured (872 bits) on interface 8
b Ethernet II, Src: HewlettP_27:d8:8a (d8:94:03:27:d8:8a), Dst: Elitegro 4a:08:12 (f4:4d:30:42:08:12)
> Internet Protocol Version 4, Src: 192.168.8.6, Dst: 192.168.6.76
[ User Datagram Protocol, Src Port: 53, Dst Port: 61822
4 Domain Name System (response)
Reguest In: 14628
[Time: ©.869165008 seconds]
Transaction ID: @x847a
Flags: @x8188 Standard query response, No error
Questions: 1
Answer RRs: 2
Autherity RRs: @
Additional RRs: @
4 Queries
4 www.pbs.org: type A, class IN
Name: wew.pbs.org
[Name Length: 11]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x@8al)
4 Answers

© wiww.pbs.org: type CNAME, class IN, cname rS3-vip.pbs.org
 r53-vip.pbs.org: type A, class IN, addr 54.225.198.196

M "Local Area Connection =@ =
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ JBREB Rezs=FTa=EFaaan
Apply a display filter __ <Ctrl-[> ~ | Expression. +
Time Source Destination Frotocol  Length Info
14644 376.885931 192.168.5.172 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
14645 376.892838 fe808::6075:d67d:6b@.. FfB2::1:ff15:chbc2 ICMPVE 86 Neighbor Solicitation for fe8@::c634:6bff:fel5:chc2 from f4:4d:30:05:35:d6
14646 376.895005 192.168.6.76 192.168.0.6 DNS 73 Standard query @xb163 A image.pbs.org
14647 376.112624 192.168.6.130 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
14648 376.113026 192.168.5.191 192.168.7.255 NBNS 92 Name query NB PACKTPUB<1b> —
14649 376.149933 192.168.6.222 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
14656 376.164671 192.168.0.6 192.168.6.76 DNS 141 Standard gue response @xbl63 A image.pbs.org CNAME cds.v3g6w3cd.hwcdn.net A 205.185.216.18 A 20..

— ==
192.168.5.76 66 62454 > 443 Seg=8 Win=8132 len=4 M55=1456 W5=256 SACK PERM=1

| 14652 376.168597 SuperMic_8¢ 2:8f Broadcast ARP 6@ Who has 192.168.8.12 Tell 192.168.8.11
i 14653 376.177781 192.168.5.225 239.255.255.2508 SS5DP 216 M-SEARCH * HTTP/1.1
M 10pcapng =8 % |

File Edit View Go Copture Analyze Stotistics Telephony Wircless Tools Help

Adm @4 BRrRe=zF tfEaaal
W [Apoly agizp <Cul/> -] Expression..  +
No. Time Destination Protocol  Length Info

14645 376.892838 fes0::6075:d67d:6b0... Ff@2::1:Ff15:chc2 ICMPVE 86 Neighbor Solicitation for fe8@::c634:6bff:fel5:cbc2 from f4:4d:30:85:35:d6

14646 376.095005 192.168.6.76 192.168.0.6 DNS. 73 standard query @xbl63 A image.pbs.org

14647 376.112624 192.168.6.138 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1

14648 376.118828 192.168.5.191 192.168.7.255 NBNS 92 Name query NB PACKTPUB<1b>

14649 376.149983 192.168.6.222 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1 —

@ A 205.185.21

hwedn. net A 205.185. 211

14650 376.164071  192.168 NS 141 standard query response @xbl63 A image.pbs.org CNAME cds.v3gewsc:

192.16:

Who has 192.16:
SSDP 216 M-SEARCH * HTTP/

Broadcast
239.25'
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M 10pcapng
Fle Edit [View] Go Copture Analyze Statistics Telephony Wireless Tools Help

M W 1| V| MainToolbar [ORICRICRE & |
V| Filter Toolbar -] expresson.. | +
Wireless Toolbar Protocdl  Length Info A
v Status Bar 5:cbc2 ICMPE 86 Neighbor Selicitation for fe8@::c634:6bff:fel5:cbc2 from f4:4d:38:85:35:d6
DNS 73 Standard query @xb163 A image.pbs.org
Eull Screen FIL .258 SSDP 216 M-SEARCH * HTTP/1.1
v 55 NBNS 92 Name query NB PACKTPUB<1b>
bl .250 ssop 216 M-SEARCH * HTTP/1.1 —
| Packet Details 5 DNS 141 Standard query response @xb163 A image.pbs.org CNAME cds.v3qéwBc4.hwcdn.net A 265.185.216.18 A 205.185.216.42
Packet Bytes
14652 who has 192.168.8.17 Tell 192.168.8.11
14653 Time Display Format i Date and Time of Day (1970-01-01 01:02:03.123456) CirleAlt+1
Name Resolution » y
e85 Vear, Day of Year, and Time of Day (1970/001 01:02:03123456) -
14656 - b Time of Day (01:02:03123456) CirleAlt-2
14657 Seconds Since 1970-01-01 Ctrl+Alt+3
i:::z EpamiStbEs TS ||D) | et ey o e Ctrl+Alt+d
] Expand Al Ctrl~Right Seconds Since Previous Captured Packet CHIAIS | onp
14661 Collapse All it llas Seconds Since Previous Displayed Packet Ctrl+Alt+6
14662 Colorize Packet List UTC Date and Time of Day (1970-01-01 01:02:02.123456) Ctrl+Alt+7 77D
1662 Coloring Rules.. UTC Year, Day of Year, and Time of Day (1970/001 01:02:03123456) o
Colorize Conversation » UTC Time of Day (01:02:02123456) CirleAlt+8
14666
14667 Reset Layout Ctrl+Shift«W | ©  Automatic (from capture file) Lo il
» Frame 1 E& Resize Columns Ctrl+Shift+R. Seconds
b Ethern Tenths of a second Ml
Internals »
» Intern Hundredths of a second
4 Tfﬁ;‘j"‘ Show Packet in New Window Milliseconds F
u
eet  Reload asFile Format/Capture  Ctrl«ShifteF Microseconds L
[str B Reload Ctrl+R Nanoseconds
[TCP Segment Len: 255]
Sequence number: 1 (relative sequence number) Displsy Seconds With Hours and Minutes
[Mext sequence number: 256 (relative sequence number)]
M 10pcapng (=@ = |
File Edit View Go Cepture Analyze Statistics Telephony Wircless Tools Help
Adm 28 JBRERe=FAEFE QAT
W Apply o display filter ... <Ctri-/> | Expression...  +
No. Time. Seurce Destination Protocol  Length Info b~
14645 8.006357 feB0::6075:d67d:6b@.. Tf82::1:Ff15:cbc2 ICMPVE 86 Neighbor Solicitation for fe8®::c634:6bff:fel5:cbc2 from f4:4d:38:85:35:d6
14646 ©.802167 192.168.6.76 192.168.9.6 DNS. 73 Standard query @xb163 A image.pbs.org
14647 ©.817619 192.168.6.130 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
14648 ©.805396 192.168.5.191 192.168.7.255 NBNS 92 Name query NB PACKTPUB<1b>
14649 ©.831963 192.168.6.222 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1  —
14656 ©.814038 192.168.0.6 192.168.6.76 DNS. 141 Standard query response @xbl63 A image.pbs.org CNAME cds.v3q6wBcd.hwcdn.net A 205.185.216.10 A 205.185.216.42
14652 @.802123 Broadcast Whe has 19;
14653 2.809184 23 '55.255.250 M-SEARCH * HTTP/:
14655 ©.800184 192.168.6.76 205.185.216.18 TP 54 62454 » 443 [ACK] Seq=1 Ack=1 Win=65536 Len=8
14656 ©.800420 192.168.6.76 205.185.216.18 TLSv1.2 571 Client Hello
14657 ©.830311 192.168.6.34 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1
14658 8.820433 Elitegro_ef:58:1d Broadcast ARP 68 Who has 192.168.6.147? Tell 192.168.6.223
14659 8.801908 Elitegro_49:d5:df Broadcast ARP 68 Whe has 192.168.6.223? Tell 192.168.6.147
14660 ©.821815 285.185.216.168 192.168.6.76 TP 68 443 - 62454 [ACK] Seq=1 Ack=518 Wi 5872 Len=8
14661 ©.819467 151.181.2.118 192.168.6.76 TLSv1.2 112 Application Data
14662 ©.900000 151.101.2.110 192.168.6.76 TLSV1.2 85 Encrypted Alert —
14664 6.009169 192.168.6.76 151.161.2.110 TCP. 54 62255 + 443 [ACK] Seq-2 Ack=01 Win-258 Len=0
14666 ©.804264 192.168.6.43 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x2375c39a
14667 ©.213@90 151.101.2.110 192.168.6.76 TcP 6@ 443 > 62255 [ACK] Seq=91 Ack=3 Win=61 Len=@ =
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M 10.pcapng E@Q

File Edit View Go (Capture Analyre Statistics Telephony Wireless Tools Help

dm i@ LERB Re>=FsEE QA

[. |Apply a display filter ... <Ctrl-/> '] Expression... +
Mo, ’ Time Source Destination Protocol  Length Info =
1824 24.272686 192.168.6.189 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1 =5
1825 24.283465 192.168.5.126 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
1826 24.439731 192.168.7.17 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
1627 24.445989 157.248.16.35 192.168.6.76 TLSV1.2 93 Annlication Data
Expand Subtrees Shift+Right
| 1829 24.446205 192.168.6.76 157.248.16.35 Expand Al CtrleRight =1=2
1031 24.458279 157.248.16.35 192.168.6.76 TCP Cukap==All et en=g —
1032 24.52390@4 Elitegro_a9:ee:6a Broadcast ARP
. Apply as Column
1833 24.526984 Elitegro_49:T6:38 Broadcast ARP
1834 24.542795 Elitegro_49:db:5f Broadcast ARP Apply as Filter N —
1835 24.553966 192.168.6.254 239.255.255.250 SSDP ) i
1836 24.554486 192.168.7.67 239.255.255.258 SS0P el '
1837 24.613998 192.168.7.92 239.255.255.250 SSDP Conversation Filter e —
1838 24.618278 192.168.6.108 239.255.255.250 SSDP Colorize with Filter 3
1839 24.634621 192.168.5.246 239.255.255.250 SSDP Follaw b
1646 24.682818 192.168.6.65 192.168.7.255 NBNS
1841 24.699533 192.168.7.110 239.255.255.250 SSDP Copy s
1842 24,709435 Elitegro_af:82:8a Broadcast ARP
1043 24.709637 Elitegro_af:@2:8a  Broadcast ARP EholBackeEivie
1844 24.711886 Elitegro_af:81:9¢ Broadcast ARP Export Packet Bytes... Ctrl+H
1045 24.712113 Elitegro_aa:15:4f Broadcast ARP
1046 24.715490 Elitegro_af:@2:8a  Broadcast ARP Wiki Protocol Page -
4 Frame 1824: 216 bytes on wire (1728 bits), 216 bytes captured (1728 Filter Field Reference B
b Interface id: @ (\Device\NPF_{AS8B1E1DA-8278-446C-B13A-FALAAABACD: Protocol Preferences v
Encapsulation type: Ethernet (1)
Arrival Time: Apr 24, 2018 16:20:56.592783088 India Standard Tim Decode As... =
[Time shift for this packet: @.800000888 seconds] Go to Linked Packet
Epoch Time: 1524567@856.592783800 seconds Show Linked Packet in New Window

|[Time delta from previous captured frame: 8.800368889 seconds]
[Time delta from previous displayed frame: @.@ee36ee88 seconds]
[Time since reference or first frame: 24.272686888 seconds]
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M 10pcapng [ESREER— |

File Edit Go Capture Analyze Statistics Telephony Wireless Tools Help

A W 2| v MainToolbar @ aQe
Wliedy =d ¥ EiterToolbar e
No. Wireless Toolbar urce Destination Protocol  Length Info -
1002 | v Status Bar 2.168.6.33 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x7514e9e@ i
1883 2.168.5.242 239.255.255.25@ SSDP 216 M-SEARCH * HTTP/1.1 _I_I
1084 Eull Screen F1l 2.168.6.65 192.168.7.255 HBNS 92 Name query NB ISATAP<@@>
1885 v 2.168.4.99 239.255.255.250 SSDP 178 M-SEARCH * HTTP/1.1
1006 Packet List 2.168.6.64 239.255.255.250 sSSP 216 M-SEARCH * HTTP/1.1
1007 | v Packet Details itegro_af:@2:56  Broadcast ARP 60 Who has 192.168.7.722 Tell 192.168.6.167
1608 1 | packet Bytes 2.168.6.65 239.255.255.250 sSDP 167 M-SEARCH * HTTP/1.1
1889 itegro 48:cf:bf Broadcast ARP 6@ Who has 192.168.6.167? Tell 192.168.7.72
le1e Time Display Format b Date and Time of Day (1970-01-01 01:02:03.123456) Ctrl+Alt=1  HTTP/1.1
1811 . .168.6.422 Tell 192.168.6.18
Name Resolution ’ 024
1012 Vear, Day of Year, and Time of Day (1970/001 01:02:03.123456) e
1013 Zoom N Time of Day (01:02:03123456) Ctri+Alt+2  |yTTP/1.1
1014 Seconds Since 1970-01-01 Ctri+Alt+3  |HTTP/1.1
igiz Frasles SRR ) | Szt s S By £ e CtrleAlt=4 ::;é;ﬁ;»
Epmeiit Ctrl+Right Seconds Since Previous Captured Packet CirleAS | g pACKTPUBCLEs
Collapse All Eril= Seconds Since Previous Displayed Packet Ctrl+Alt+6  |.168.0.1? Tell 192.168.8.11
Colorize Packet List UTC Date and Time of Day (1970-01-01 01:02:03.123456) Ctri+Alts7  HTTP/1.1
istener Report Message v2
1om1 Coloring Rules... UTC Year, Day of Year, and Time of Day (1970/001 01:02:03123456) e
1822 Colorize Conversation ’ UTC Time of Day (01:02:03123456) Ctri+Alt+8  WTTP/1.1
1023 HTTP/1.1 -
< [ Reset Layout Ctrl+Shift=W | @  Automatic (from capture file) o
2 Frame 1% Resize Columns Ctrl+Shift+R Seconds =
> Inte Tenths of a second B
Internals ’
Encz Hundredths of a second
Ared Show Packet in New Window Milliseconds 3
Tin
épu Reload as File Format/Capture  Ctrl+Shift=F Microseconds
[Tin B Reload Ctrl+R Nanoseconds
[Time delta from previous displayed frame: 8.686
[Time since reference or first frame: 24.2726860 Display Seconds With Hours and Minutes
Frame Number: 1824
M Wireshark . Preferences ? 23
4 Appearance - - -
Layout Displayed Title Type Fields
Columns Mo. Murmber
Font and Colors Time Time (format as specified)
Capture Time delta from previcus captured frame Custom frame.time_delta
Filter Buttons Source Source address
Mame Resolution Destination Destination address
> Protocols Protocol Protocol
» Statistics Length Packet length (bytes)
Advanced Info Information
Mew Column Murmber

I 2

OK. ][ Cancel ][ Help
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| 1829 24.446

1Pvd4 Statistics
IPv6 Statistics

‘ Wireshark - Capture File Properties - 10 =& PY
Details
File
Name: C:\Users\sayalit\Desktop'9041\10. pcapng
Length: 3572 kB
Format: Wiresharky... - pcapng
Encapsulation: Ethernet
Time
First packet: 2015-04-24 15:20:32
Last packet: 2013-04-24 16:27:45
Elapsed: 00:07:12
Capture
Hardware: Intel(R) Core(TM) i5-4460 CPU @ 3.20GHz (with S5E4.2)
05 64-bit Windows 7 Service Pack 1, build 7601
Application: Dumpcap (Wireshark) 2.4.6 (v2.4.6-0-ge2f395aa12)
Interfaces
Interface Dropped packets Capture filter Link type Packet size limit
Device 0 {0 %) none Ethernet 65535 bytes
\WPF_{ABB1E1DA-0270-446C-
B13A-FA4AAAB4CD41}
Statistics
Measurement Captured Displayed Marked
Packets 17034 17034 (100.0%) —
Time span, s 432,977 432,977 —
Average pps 39.3 38.3 —
Average packet size, B 177.5 177.5 —
Bytes 3019801 3019801 (100.0%) 0
Average bytes/s 6974 6974 —
Average bits/s 55k 55k —
e B
File Edit View Go Capture Analyze [ Statistics | Telephony Wireless Tools Help
Am 2@ ) B ] e Capture File Properties  Ctrl+Alt+Shift+C
R [y 2 display Ater . <CHi /> Resolved Addresses <) Exuession.. | +
No. Tme  Tme delta from previous cap Protocol Hierarchy on Protocol  Length Info -
1002 23.903 Conversations 5.255.255 DHCP 342 DHCP Inform - Transaction ID @x7514c9e@
1083 23.925 Endpoints 5.255.250 SSOP 216 M-SEARCH * HTTP/1.1 =
1084 23.932 Dacket Lenath 8.7.255 HBHS 92 Name query NE ISATAP<@@>
1005 23.950 acket Lengths 5.255.250 SSDP 178 M-SEARCH * HTTP/1.1
1096 23.986 1/0 Graph 5.255.250 SSDP. 216 M-SEARCH * HTTP/1.1
1087 24.007 S y fast ARP 6@ Who has 192.168.7.72? Tell 192.168.6.167
1088 24.010 5.255.250 sSSP 167 M-SEARCH * HTTP/1.1
1089 24.811 DHCP (BOOTP) Statistics ast ARP 6@ Who has 192.168.6.167? Tell 192.168.7.72
1018 24.011 ONC-RPC Programs 5.255.250 sSSP 165 M-SEARCH * HTTP/1.1 L
1011 24.012 0w , st ARP 6@ Who has 192.168.6.42? Tell 192.168.6.18 —
1012 24.017 et ast ARP 68 Who has 192.168.6.18? Tell 192.168.6.42
1013 24.827 ANCP 5.255.258 SSDP. 216 M-SEARCH * HTTP/1.1
1014 24.858 BACnet » [5.255.258 SsP 216 M-SEARCH * HTTP/1.1 =
1015 24.887 - 5.255.250 Ss0P 178 M-SEARCH * HTTP/1.1
1016 24.893 8.7.255 HBHS 92 Name query HB WPAD<BE>
1817 24.156 DS 5.7.255 HBHS 118 Registration NB PACKTPUB<le>
1018 24.164 Flow Graph ast ARP 60 Who has 192.168.0.17 Tell 192.168.6.11
1019 24.243 T 5.255.250 S50P 139 M-SEARCH * HTTP/1.1
1020 24.255 16 ICHPVE 90 Multicast Listener Report Message v2
1021 24.271 HIFEEES ast ARP 60 Who has 192.168.7.185? Tell 192.168.6.94
1022 24.271 HTTP » [5.255.250 550P 216 M-SEARCH * HTTP/1.1
1023 24.272 HTTP2 5.255.250 S50P 216 M-SEARCH * HTTP/1.1
1024 24.272 . 5.255.250 S50P 216 M-SEARCH * HTTP/1.1
1025 24.283 ametme 5.255.250 S50P 216 M-SEARCH * HTTP/1.1
1026 24.439 TCP Stream Graphs * |5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
1027 24.445 UDP Multicast Streams 8.6.76 TLSvl.2 93 Application Data

54 62243 » 443 [ACK] Seq=2 Ack=41 Win=257 Len=0




M Wireshark - Resolved Addresses - C:\Users\sayalit\Desktop\9041410.pcapng

# Resolved addresses found in C:\Usersh\sayalit\Desktop\9841\1@.pcapng

# Comments

#

# No entries.
# Hosts

#
# 37 entries.

285.185.216.42
54.192.27.225
34,243.33.253
13.91.52.255
54,192.27.115
54,192.27.221
183.23.66.118
54,192.27.27
54.192.27.133
49.84.37.228
172.217.166.67
192.168.8.5
216.58.220.174
52.175.17.224
54,192.27.46
52.114.32.7
54,192.27.188
172.217.27.194
54.192.27.139
54.192.27.73
152.195.11.6
192.168.6.88
162.125.33.7
54,192.27.34
285.185.216.1@
54,192.27.215
287.45.148.78
54.192.27.21
52.215.44.95
54.192.27.127
54,192.27.83
52.211.98.246
216.58.22@.163
13.187.4.58
54,192.27.154
54,192.27.35
54.225.198.196

# Services
#

# 60855 entries.

cds.v3q6wacd. hwedn. net

pbskids.org
typecloud-vl.eu-west-1.elasticbeanstalk.com
muwl-shasta-rrsipv46-prod.westus.cloudapp.azure.com
pbskids.org

pbskids.org

dev26@45. service-now. com

pbskids.org

dlawoxl9oxwx3r.cloudfront.net
skype-pcs-prod-usea2-b.cloudapp.net
clientservices.googleapis.com
mumbai.packtpub.net

clients.l.google.com
eal-authgw.cloudapp.net

pbskids.org

pipe.cloudapp.aria.akadns.net

pbskids.org

pagead46.l.doubleclick.net
dlawoxl9oxwx3r.cloudfront.net

pbskids.org

cs61l.wpc.edgecastcdn.net

PPMUMCPU@148. local

d-sjc.v.dropbox.com

pbskids.org

cds.v3q6wacd. hwedn. net

dlawox19oxwx3r. cloudfront.net
webclientshellserver-prod-eaas.cloudapp.net
dlawoxl9oxwx3r.cloudfront.net
typecloud-vl.eu-west-1.elasticbeanstalk.com
dlawox19omawnGr. cloudfront.net
dlawox190xwx3r. cloudfront.net
typecloud-vl.eu-west-1.elasticbeanstalk.com
www.google.co.in

c-8881.c-msedge.net

dlawox19oxwx3r. cloudfront.net
dlawox19oxwx3r. cloudfront.net
r53-vip.pbs.org

OK

][ Cancel

] [ Show ~
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M 10pcapng
File Edit View Go Capture Analyze [Statistics | Telephony Wireless Tools Help
FL Capture File Properties  Ctrb+ Alt+ Shift+C
Resolved Addresses. -] Expression...  +
No. Time  Time delta from previous capt Protecol Hierarchy lon Protocol  Length Info -
1882 23.903 Conversations 5.255.255 DHCP 342 DHCP Inform - Transaction ID @x7514e9e@
1663 23.925 EmTs 5.255.256 550P 216 M-SEARCH * HTTP/1.1
1004 23.932 Packet Lengths 8.7.255 NENS 92 Name query NB ISATAP<@E>
1885 23.958 5.255.250 SSDP 178 M-SEARCH * HTTP/1.1
1606 23.986 /0 Graph 5.255.256 SSDP 216 M-SEARCH * HTTP/1.1
1067 24.867 Service Response Time > |ast ARP 68 Who has 192.168.7.722 Tell 192.168.6.167
1608 24.010 5.255.256 550P 167 M-SEARCH * HTTP/1.1
1009 24.011 DHCP (BOOTP) Statistics ast ARP 60 Who has 192.168.6.1677 Tell 192.168.7.72
181@ 24.811 ONC-RPC Pragrams 5.255.250 SSDP 165 M-SEARCH * HTTP/1.1
1011 24.012 ast ARP 66 Who has 192.165.6.427 Tell 192.163.6.18
1012 24.017 HWest b olast ARP 60 Who has 192.168.6.182 Tell 192.168.6.42
1813 24.827 ANCP 5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
1014 24.858 BACnet » [5.255.250 550P 216 M-SEARCH * HTTP/1.1 —
1015 24.087 —_— 5.255.250 SSDP 178 M-SEARCH * HTTP/1.1
1816 24.893 B8.7.255 NBNS 92 Name query NB WPAD<8@>
1017 24.156 DNS 8.7.255 NBHS 116 Registration NE PACKTPUB<le> B
1018 24.164 Flow Graph ast ARP 60 Who has 192.168.8.12 Tell 192.168.8.11
1819 24.243 HART-IP 5.255.250 SSDP 139 M-SEARCH * HTTP/1.1
1620 24.255 16 ICHPVG 98 Multicast Listener Report Message v2
1021 24.271 FIAREEES ast ARP 60 Who has 192.168.7.1857 Tell 192.168.6.94
1022 24.271 HTTP ¥ [5.255.258 SSDP 216 M-SEARCH * HTTP/1.1
1823 24.272 HTTP2 5.255.256 550P 216 M-SEARCH * HTTP/1.1
1024 24.272 Sametime 5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
1825 24.283 5.255.25@ SSDP 216 M-SEARCH * HTTP/1.1
1026 24.439 TCP Stream Graphs ' |s.255.250 SS0P 216 M-SEARCH * HTTP/1.1
1827 24.445 UDP Multicast Streams B8.6.76 TLSv1.2 93 Application Data
1028 24.445 8.6.76 TP 60 443 > 62243 [FIN, ACK] Seq=48 Ack=2 Win=373 Len=p
1029 24.446 1Pvd Statistics b 8.16.35 TCP 54 62243 - 443 [ACK] Seq=2 Ack=41 Win=257 Len=8 i
1PV Statistics Y - v
M Wireshark - Pratocol Hierarchy Statistics - 10 =68 %
Protocol Percent Packets Packets Percent Bytes Bytes  Bits/s End Packets End Bytes End Bits/s
4 Frame 1000 17034 1000 3019801 55k 0 0 0
4 Ethernet 1000 17034 79 238476 4406 0 0 0
4 Internet Protocol Version 6 30 512 07 20480 37 0 0 0
4 User Datagram Protecel 20 342 01 2736 50 0 0 0
Multicast Domain Name System 0.2 32 0.0 1280 23 32 1280 23
Link-local Multicast Name Resolution 18 303 03 7747 143 303 7747 143
DHCPvE 00 7 0.0 742 13 7 742 13
Internet Control Message Protocol v 10 170 0.2 5020 92 170 5020 92
4 Internet Protecol Version 4 616 10493 6.9 209860 3877 0 0 0
4 User Datagram Protecel 480 8173 22 65384 1208 0 0 0
Simple Service Discovery Protocol 373 6350 368 1112420 20k 6350 1112420 20k
NetBIOS Name Service 39 667 11 34700 641 66T 34700 641
4 NetBIOS Datagram Service 15 249 16 48861 902 0 0 0
4 SMB (Server Message Block Protocol) 15 249 0.8 28443 525 0 0 0
4 SME MailSlot Protocol 15 249 0.2 6225 15 o 0 0
Microsoft Windows Browser Pretocel 15 249 0.2 7029 129 249 7029 129
Multicast Domain Name System 0.2 34 0.0 1403 25 34 1403 25
Link-local Multicast Name Resolution 18 305 03 7811 144 305 7811 144
Domain Name System 03 58 01 4468 82 58 4468 82
Data 05 81 1.5 46210 853 81 46210 853
Cennectionless Lightweight Directery Access Protocel 00 4 0.0 685 12 4 685 12
Bootstrap Pretocel 25 425 4.2 127886 2362 425 127886 2362
4 Transmission Control Protacol 135 2299 26.6 802470 14k 1534 324562 5896
Secure Sockets Layer 28 471 137 414639 7ol 461 392503 7252
4 NetBIOS Session Service 02 39 0.2 6365 17 1 4 0
SMB2 (Server Message Block Protocol version 2) 01 13 0.2 4878 90 13 4882 90
SMB (Server Message Block Protecol) 01 25 0.0 1331 24 25 1331 24
Malformed Packet 00 2 0.0 0 0 2 0 0
Kerberos 00 4 0.2 6018 11 4 6018 111
4 Hypertext Transfer Protecol 09 156 75 227788 4208 80 22685 419
Portable Network Graphics 00 5 0.7 21325 3% 5 22270 411
Line-based text data 00 2 01 1862 34 2 1862 34
eXtensible Markup Language 04 69 55 165324 3054 @9 180419 3333
Data 06 103 0.0 103 1 103 103 1
Internet Group Management Protocol 00 3 0.0 6 3 3 6 3
Internet Centrol Message Protecel 01 18 0.0 560 10 18 560 10
Address Resolution Protocol 354 6029 56 168812 3119 6029 168812 3119
Na display fker:
Close ] [ Copy '] [ Help

[85]




M Wireshark - Protocol Hierarchy Statistics - 10

o | B K%

Protocol Percent Packets Packets Percent Bytes Bytes  Bits/s End Packets EndBytes End Bits/s
4 Frame 100.0 17034 100.0 3019801 55k O 0 0
4 Ethernet 100.0 17034 79 233476 4406 0 0 0
> Internet Protocol Version 6 30 512 07 20480 378 0 0 0
> Internet Protocol Version 4 61.6 10493 6.9 209860 3877 0 0 0
Address Resolution Protocol 354 6029 56 168812 3119 6029 168812 3119
o dispisy fiker.
Close ] [ Copy ™ I [ Help

M Wireshark - Protocol Hierarchy Statistics - 10

=S

Protocol Percent Packets Packets Percent Bytes Bytes  Bits/s EndPackets EndBytes End Bits/s *
Multicast Domain Name System 0.2 32 00 1280 23 32 1280 23
Link-local Multicast Name Resolution 18 303 03 747 143 303 7147 143
DHCPvE 0.0 7 00 T42 13 7 742 13
Internet Control Message Protocol v 10 170 02 5020 92 170 5020 92 [
4 Internet Protocol Version 4 61.6 10493 69 209860 3877 0 1] 0
4 User Datagram Protocol 48.0 8173 22 65384 1208 O 1] 0
Simple Service Discovery Protocol 33 6350 368 1112420 20k 6350 1112420 20k
MNetBIOS Name Service 39 667 11 34700 641 667 34700 641
4 MetBIOS Datagram Service 15 249 16 48861 902 O 1] 0
4 SMB (Server Message Block Protocol) 15 249 09 28443 525 O 1] 0
4 5MB MailSlot Protocol 15 249 02 6225 115 0 1] 0
Microsoft Windows Browser Protocol 15 248 02 7029 128 249 7029 129
Multicast Domain Name System 0.2 34 00 1403 25 34 1403 25
Link-local Multicast Name Resolution 18 305 03 7811 144 305 7811 144
Domain Mame System 0.3 58 01 4468 82 58 4468 82
Data 05 a1 15 46210 853 Bl 46210 853
Connectienless Lightweight Directory Access Protocol 0.0 4 00 685 12 4 6835 12
Bootstrap Protocel 25 425 42 127886 2362 425 127886 2362 =
4 Transmission Control Protocol 135 2299 266 802470 14k 1534 324562 5096
Secure Sockets Layer 28 471 137 414639 76l 461 392503 7252
4 MetBIOS Session Service 0.2 39 0.2 6365 nr 1 4 0
SMB2 (Server Message Block Pretocol version 2) 01 13 02 4878 a0 13 4382 a0
SMB (Server Message Block Protocol) 01 25 00 1331 24 25 1331 24
Malformed Packet 0.0 2 00 0 0 2 0 0
Kerberos 0.0 4 02 6018 111 4 6018 111
4 Hypertext Transfer Protocol 0.9 156 75 227738 4208 80 22685 419
Portable Metwork Graphics 0.0 5 07 21325 394 5 22270 a1
Line-based text data 0.0 2 01 162 34 2 1862 34
eXtensible Markup Language 0.4 69 55 165324 3054 69 180419 3333
Data 0.6 103 00 103 1 103 103 1
Internet Group Management Protocol 0.0 3 00 216 3 3 216 3
Internet Control Message Protocol 01 18 00 560 10 18 560 10 B
Address Resolution Protocol 35.4 6029 56 168812 3119 6029 168812 3119 >
o dispisy fiker.
Close ] [ Copy ™ ] [ Help
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::EI&J

M 10.pcapng

File Edit View Go Capture Analyze [Statistics | Telephony Wireless Tools Help

gLl @ R ] & Capture File Properties  Ctrl+AltShift+ C

W Aooly & dispay fiter . <Cui/> Resolved Addresses ~] Expression... | +
No. ~ Tme  Time delta from previous capt Protocol Hierarchy on Protocol  Length Info -

Conversations.

62428 » 80 [SYN] Se

- 880 21409 Endpoints
| ss121.428 ovctet ot ast are 60 Who has 192.168.6.152 Tell 192.168.6.23
882 21.429 CALAUES 8.6.76 Tcp 66 80 » 62428 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=@ MSS=1440 WS=256 SACK_PERM=1
883 21.429 VO Graph 450 Tep 54 62428 » 88 [ACK] SeqL Ack=1 Win=56048 Len=0
884 21.430 SRS » 450 HTTP 296 HEAD /d/msdownload/update/software/ftpk/2817/11/ndp471-kb4833341 -xB6-x64-enu_3b2¢898771d6a46b8
| sss 2143 3.6.76 TLSv1.2 1051 Application Data
| 886 21.432 DHCP (BOOTP) Statistics ast ARP 60 Who has 152.168.6.23? Tell 192.168.6.15
| 887 21.436 ONC-RPC Programs st ARP 60 Who has 192.168.6.165? Tell 192.168.5.234
»
Eils 62428 > 80 [FIN, ACK] Seq-243 Ack=-1208 Win-65024 Len-2
ANCP

80 » 62425 [FIN, ACK] Seq=1208 Ack=1 Win=66043 Len=0

21 BACnet 2 [ ive [
892 21.484 " ast ARP 60 kho has 192.168.5.2267 Tell 192.168.6.99
893 21.493 5.255.250 ssDP 216 M-SEARCH * HTTP/1.1
894 21.601 DNS 5.255.250 sspp 216 M-SEARCH * HTTP/1.1
895 21.617 Flow Graph 5.255.250 s5DP 216 M-SEARCH * HTTP/1.1
896 21.628 [T .174.94 TP 54 60775 > 443 [ACK] Seq-1 Ack-998 Win-254 Len-@
897 21.637 5.255.250 s5DP 216 M-SEARCH * HTTP/1.1
898 21.682 (DS 8.7.255 BNS 92 Name query NB ISATAP<@@> =
599 21.703 HTTP b oast ARP 6@ who has 192.168.7.48? Tell 192.168.6.198
980 21.714 HTTP2 5.255.250 ssDP 216 M-SEARCH * HTTP/1.1 =
901 21.714 5.255.250 sspp 216 M-SEARCH * HTTP/1.1
982 21.742 Sametime ast ARP 6 kho has 192.168.4.1? Tell 192.168.6.214
903 21.754 TCP Stream Graphs b st ARP 60 Who has 192.168.6.65? Tell 0.0.9.9
904 21.515 UDP Multicast Streams 5.255.255 DHCP 342 DHCP Inform - Transaction ID @xSabfe5at
905 21.841 ast ARP 6@ Who has 192.168.7.802 Tell 192.168.6.14
906 21.865 1Pud Statistics v 5.7.255 nens 110 Registration NB PACKTPUB<GO> i
007 21 see . y moose  wemc 110 Darictratian un DOW MCDUATOE 0B .
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‘ Wireshark . Conversations . 10

Ethernet - 857

Pv4-857 | IPv6-86 | Tcp-157 | upp-2185 |

Address’A

00:15:99:33:63:46
00:1f:d0:eT:32:27
00:25:90:88:92:0f
00:25:90:88:92:0f
00:27:0e:22:3e:3F
00:27:0e:22:3e:3F
01:00:5e:00:00:fb
01:00:5:00:00:fb
01:00:5e:00:00:fb
01:00:5:00:00:fb
01:00:5e:00:00:fb
01:00:5e:00:00:fb
01:00:5e:00:00:fb
01:00:5e:00:00:fb
01:00:5e:00:00:fc
01:00:5e:00:00:fc
01:00:52:00:00:fc
01:00:5e:00:00:fc
01:00:52:00:00:fc
01:00:5e:00:00:fc
01:00:5e:00:00:fc
01:00:5e:00:00:fc
01:00:5e:00:00:fc
01:00:52:00:00:fc
01:00:5e:00:00:fc
01:00:52:00:00:fc
01:00:5e:00:00:fc
01:00:5e:00:00:fc
01:00:5e:00:00:fc
01:00:5e:00:00:fc
01:00:52:00:00:fc
01:00:5e:00:00:fc
01:00:52:00:00:fc

Address B Packets Bytes Packets A —B BytesA—B PacketsB —A BytesB —A Rel Start

lifliinisinig 27 1620 27 1620 0 0 11017372
lifiisisiA 12 720 12 720 0 0 §3.512190
lifliinisinig 257 15k 257 15k 0 0 0.824537
01:00:5e:7f:ff:fa G 2206 i 2206 a 0375161064
lifidinisinig 34 2697 34 2697 0 0 5251327
01:00:5e:7f:ff:fa 16 3456 16 3456 1] 0 23704156
f4:4d:30:af:02:8a & 656 0 0 8 656 24855905
b0:25:33:0e:33:45 3 246 0 a El 246 75.229335
44 c:30:05:35:d6 6 492 0 0 6 492 84126526
50:e5:49:18:85:5 1 119 0 0 1 119123507428
f4:4c:30:48:(7:f5 3 246 0 a 3 246147310145
f4:4c:30:0f:5e:26 6 402 0 0 6 492172516984
f4:4d:30:0f:9a3:b6 1 B8 0 0 1 88 202765774
f4:4d:30:af:b1:06 6 492 0 0 6 492 230652952
fAddi30:deadibd 2 1M 0 0 2 144 11486416
fhdd:30:af:02:8a 30 2010 0 0 30 2010 12977829
fhddi30:acaele 4 256 0 0 4 256 17592613
f4:4d:30:4f:2b:29 2 128 0 a 2 128 18.200424
30:65: ec:0f:e9:45 18 1200 0 0 18 1200 32.585915
f4:4d:30:39:F2:a7 4 256 0 0 4 256 44815569
f4:dd:30:af:ae74 4 256 0 0 4 256 57901503
fA:ddi30:aal 5:4f 2 12 0 0 2 128 63.207474
fhdck30:a2:f6:98 6 406 0 0 6 406 64671630
50:e5:49:18:85:5 4 276 0 0 4 276 67331629
f4:4d:30:ac:df:-58 4 256 0 a 4 256 70.443248
b0:25:3a3:0e:33:45 200 1320 0 0 20 1320 75.212321
f4:4d:30:0f:9b:a8 2 128 0 0 2 128 76910421
f4:4:30:05:35:d6 14 976 0 0 14 976 78.596863
fA:dck30:e4:80:ce 4 276 0 0 4 276 85557588
fhdd:30:fe:66:8d 2 12 0 0 2 128 §9.994611
fA:dd:30:af:b1:53 2 130 0 0 2 130 91651580
f4:4c:30:e8:d4:24 4 276 0 a 4 276 92541178
f4:4ck:30:f3:c9:49 4 288 0 0 4 288 97.581458

Duration Bits/sA — B Bits/sB — A -
14167158 Eil El
3336592 17 0
4314550 285 0
0.5478 2k 0
14164113 51 0
363.0193 76 0
6.4174 0 817
30021 0 655
30025 0 1310
0.0000 — —
30020 0 655
3.0160 0 1305
0.0000 — —
30020 0 1311
0.0984 0 1k
1904308 0 84
04113 0 4978
0.0997 0 10k
2509137 0 %
04106 0 4987
46,6115 0 13
0.0996 0 W0k
2991744 0 10
2400059 0 9
04113 0 4978
26,2595 0 39
00963 0 10k
9.4546 0 825
2400194 0 9
04094 0 2501
00946 0 10k
2400172 0 9
1.2651 0 1821 -

[ Name resolution

[T Limit to display filter

[ Absolute start time

- Follow Stream... Graph...

Conversation Types ™
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M Wireshark - Conversations - 10 = = X4

Ethernet 857 | IPv4-857 | IPvg-86 | TCP-157 | LDP - 2185 | — |

Address A Port A Address B PortB Packets Bytes Packets A—B BytesA—B PacketsB—A BytesB—A Rel Start I Durgt\on | Bits/s A—B Bits/sB - *
192168.676 62346 207.46.140.70 443 1 60 0 0 1 60 21100252 0.0000 —
102168676 62347 13.78.04.7 443 1 60 0 0 1 60 27772275 0.0000 —
192168676 62154 162.125.34.137 443 1 54 1 54 0 0345.528600 0.0000 — =
1921686160 63838 192.168.6.76 2869 1 60 1 60 0 0 10676226  0.0000 — i
192.168.5168 50589 192.168.6.76 2869 9 3403 5 555 4 2848 189.353754  0.0022 —
192168676 62459 192.168.0.5 88 3 334 4 1660 4 1684 380.754268  0.0022 — B
192.168.5168 50547 192.168.6.76 2869 10 3463 G 615 4 2848126.313951 0.0028 —
192168.6105 53671 192.168.6.76 2869 9 3403 5 555 4 2848 86.515916  0.0031 —
192168676 62458 192.168.0.5 88 11 3778 5 1870 6 1508 389.750473  0.0031 —
192168.5168 50605 192.168.6.76 2869 9 3403 5 555 4 2848 210382404  0.0035 —
192,168,665 52744 192.1686.76 2869 9 3457 5 609 4 2848 24842688 00040 —
192168.5168 50686 192.168.6.76 2869 9 3403 5 555 4 2848 336493361  0.0041 —
102168.5.246 54535 192.168.6.76 2869 9 5174 5 492 4 4682 392,071658 0.0042 —
192168.6105 53733 192.168.6.76 2869 9 3403 5 555 4 2848 151,698760 0.0045 —
192168.503 55590 192.168.6.76 2869 9 5174 5 492 4 4682 417.224655 0.0045 —
192.168.5168 50477 192.168.6.76 2369 9 3403 5 555 4 2848 21.248503 0.0047 —
192168.5168 50719 192.168.6.76 2869 10 3463 6 615 4 2848 378.550204  0.0047 —
192.168.5168 50702 192.168.6.76 2869 10 3463 G 615 4 2848 357.522896  0.0050 975k 451
192168.5168 50745 192.168.6.76 2869 9 3403 5 555 4 2848 420593013  0.0051 868 k 44t
192.168.5168 50561 192.168.6.76 2869 9 3403 5 555 4 2848 147.3445978 00052 860 k 441
192168.5168 50532 192.168.6.76 2869 9 3403 5 555 4 2848 105.298255 0.0053 843 k 43:
192163665 52897 192.1686.76 2869 7 3251 4 476 3 2775 415.372047 00054 02k 408
192168.5168 50658 192.168.6.76 2869 10 3463 6 615 4 2848 294436250  0.0056 883 k 40¢
192.168.5168 50618 192.168.6.76 2869 9 3403 5 555 4 2848 231,395154  0.0056 Tk 407
192168.5168 50576 192.168.6.76 2869 9 3403 5 555 4 2848 168.366406  0.0056 785k 40:
192168.5168 50733 192.168.6.76 2869 9 3403 5 555 4 2848 300,564868  0.0057 182k 401
192168.6105 53687 192.168.6.76 2869 9 3403 5 555 4 2848 102,652474  0.0038 Mk 39t
192168.5168 50631 192.168.6.76 2869 9 3403 5 555 4 2848 252.405782  0.0058 768 k 39¢
192.168.5168 50516 192.168.6.76 2369 9 3403 5 555 4 2548 84.287732 0.0058 157k 388
1921686105 53802 192.168.6.76 2869 9 3403 5 555 4 2848 221905521  0.0061 B0k 37
192.168.5.246 54530 192.168.6.76 2869 9 3457 5 609 4 2848 391.971021  0.0062 782k E
192168.5168 50464 192.168.6.76 2869 9 3403 5 555 4 2848 0.222569  0.0063 700 k 36 -
< [ | 3

Mame resolution [ Limit to display filter [ Absalute start time Conversation Types ¥
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889 21.457

I
L 801 21.4

892 21.484
893 21.493
894 21.661
895 21.617
896 21.628
897 21.637
898 21.682
899 21.783
960 21.714
961 21.714
962 21.742
963 21.754
9@4 21.815
965 21.841
966 21.865

<[

ONC-RPC Programs
29West

ANCP

BACnet

Collectd

DNS

Flow Graph
HART-IP

HPFEEDS.

HTTP

HTTP2

Sametime

TCP Stream Graphs
UDP Multicast Streams

IPv4 Statistics
IP6 Statistics

M 10pcapng (= B ]
Fle Edit View Go Capture Analyze Telephony  Wireless  Tools Help
Am 7@ R &d Capture File Properties  Ctrl+ Alt+Shift~C
(W gply a display fiter .. <Cirl/> Resolved Addresses -] Expresson... | +
No. B Time Time delta from previous capl Erotocol Hierarchy fon Protocol  Length Info o
Conversations

850 21.409 Endpoints . 66 62428 ~ B0 [SYN] Seq=0 Win=B192 Len= MSS=1460 WS=256 SACK_PERM=

881 21.428 Packet Lt h ast ARP 68 Who has 192.168.6.15? Tell 192.168.6.23

882 21.420 s 5.6.76 Tcp 66 89 + 62428 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=p M5S=1448 WS=256 SACK_PERM=

883 21.429 VO Graph 4.56 TP 54 62428 > 88 [ACK] Seq=1 Ack=1 Win=66848 Len=8

884 21.430 iR Te v |as0 HTTP 296 HEAD /d/msdownload/update/ software/Ttpk/2817/11/ndpa71-kba33341 -x86-x64-enu_3b2e98771d6a46b5

885 21.431 B.6.76 TLSv1.2 1851 Application Data

886 21.432 DHCP (BOQTP) Statistics. ast ARP 6@ Who has 192.168.6.23? Tell 192.168.6.15

887 21.436 ast ARP 60 Who has 192.168.6.165? Tell 192.168.6.234

ast ARP

5.255.25@ SSDP 216 M-SEARCH * HTTP/L1.1

5.255.250 SSDP 216 M-SEARCH * HTTP/1.1

5.255.250 SSDP 216 M-SEARCH * HTTP/1.1

174.94 Tce 54 60775 » 443 [ACK] Seq=1 Ack=998 Win=254 Len=0
5.255.25@ SSDP 216 M-SEARCH * HTTP/1.1

8.7.255 HBNS 92 Name query NB ISATAP<O®>

ast ARP 68 Who has 192.168.7.48? Tell 192.168.6.198
5.255.250 ssop 216 M-SEARCH * HTTP/1.1

5.255.250 SSDP 216 M-SEARCH * HTTP/1.1

ast ARP 6@ Who has 192.168.4.17 Tell 192.163.6.214
ast ARP 68 Who has 192.168.6.65? Tell ©.8.8.8
5.255.255 DHCP 342 DHCP Inform - Transaction ID @x5abfeSaé
st ARP 60 Who has 192.165.7.507 Tell 192.168.6.14
B.7.255 NBNS 118 Registration NB PACKTPUB<8@>

54 62428 - 80 [FIN, ACK] Seq=243 Ack=1208 Win-65024 Le
60 80 » 62428 [FIN, ACK] Seq=1208 Ac

60 Who has 192.168.6.2262 Tell 192.168.6.99
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‘ Wireshark - Endpoints - 10

Ethernet: 422 | IPv4-445 | IPvs-68 | TCP-211 | uDP-2186

Addres’; Port Packets Bytes TxPackets TxBytes RxPackets FRxBytes Latitude Longitude ol
13.78.94.7 443 1 60 1 60 0 0 — —

13.91.52.255 443 23 9629 12 7733 11 1896 — —

13.91.60.30 443 4 620 4 620 0 0— — E
13.107.4.50 80 17 3985 8 2894 9 1091 — —

23.9.182.247 80 8 453 3 180 5 73 — — L
34.243.33.253 443 27 10k 13 4710 14 5403 — —

40.84.37.228 443 4 12k 18 a751 16 2784 — —

49,248.249.8 80 15 894 7 456 8 438 — —

52.85.17.195 80 1 627 5 300 [ 327 — —

52.8517.214 80 10 586 5 312 5 274 — —

52.114.227 443 44 Tk 21 9926 23 1Tk — —

5217517.224 443 42 20k 2 14k 21 5683 — —

52.2115.44 95 443 95 S6k 54 13k 41 42k — —

52.220.73.34 80 6 349 3 186 3 163 — —

52.229.174.94 443 189 158k 95 55k 94 103k — —

54.169.219.198 80 6 349 3 186 3 163 — —

54.225.198.196 80 6 350 3 186 3 164 — —

54.243142.74 443 9 52 4 n 5 2711 — —

74.125.68.155 443 13 817 [ 435 7 382 — —

103.23.66.118 443 161 29k a3 18k 73 1k — —

10412073.214 443 9 549 4 277 5 272 — —

109.234.207.107 443 27 10k 13 5500 14 5030 — —

149.174.66.134 80 13 743 [ 360 7 383 — —

151.101.2.110 443 24 1514 13 911 11 603 — —

152195116 443 78 26k 40 Ak 38 4592 — —

157.240.16.35 443 T 436 4 273 3 163 — —

162.125.33.7 443 18 6445 3 4228 10 217 — —

16212534129 443 3k 18k 24 4452 12 13k — —

16212534137 443 1 54 0 0 1 54 — —

172.217.27.194 80 9 1537 4 738 5 799 — —

172217.27.194 443 21 3568 1 1607 10 1961 — —

1722171680162 443 5 345 3 237 2 108 — —

172217163198 80 14 834 7 450 7 384 — — i

MName resolution

[ Limit to display filter

Endpoint Types ™

|

Map

J

Close ] [

Help

]
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Py

No.

(W [agply = cisplay fter . <Ctri-/>

me  Time delta from previous cap!

=

880 21.489
881 21.428
882 21.429
883 21.429
884 21.430
885 21.431
886 21.432
887 21.436

Resolved Addresses
Protocol Hierarchy
Conversations
Endpoints

Packet Lengths
/O Graph

Service Response Time

DHCP (BOOTP) Statistics
ONC-RPC Programs

M 10pcapng
Fle Edt View Go Capture Analyze [Statistics | Telephony Mireless Tools Help
aAm @ [RE R & =  CaptureFileProperties  Ctrl-Alt-Shift«C

] Expression...  +

Protocol

ARP 6@ Who has 192.168.6.157 Tell 192.163.6.23

Tcp 66 80 > 62428 [SYN, ACK] Seq=d Ack=1 Win=65535 Len=d MSS5=144 W5=256 SACK PERM=1

Tcp 54 62428 » 89 [ACK] Seq-1 Ack-1 Win-66048 Len=0

HTTP 296 HEAD /d/msdownload/update/software/Ttpk/2017/11/ndpa71-kba033341-xB6-x64-enu_3h22090771d6a46b5
TiSv1.2 1851 Application Data

ArP 60 Who has 192.168.6.232 Tell 192.163.6.15

ARP 68 Who has 192.168.6.165? Tell 192.165.6.234

Length Info e

66 62428 + 88 [SYN] S

I = ' |a. 54 62428 ~ 80 [FIN, ACK] Seq=243 Ack=1208 Win=65024 Len=0
890 21.458 ANCP .6. 68 88 » 62428 [FIN, ACK] Se
L 391 o1.458 BACnet - - 60 [1CP 0 fACK]
892 21.484 Collectd ast ARP 60 Who has 192.168.6.2262 Tell 192.168.6.99
893 21.493 5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
894 21.681 DNS 5.255.250 S5DP 216 M-SEARCH * HTTP/1.1
895 21.617 Flow Graph 5.255.258 SSDP 216 M-SEARCH * HTTP/1.1
896 21.628 T 174.94 Tcp 54 60775 + 443 [ACK] Seq=1 Ack=998 Win=254 Len-8
897 21.637 HPFEEDS 5.255.258 SSDP 216 M-SEARCH * HTTP/1.1
398 21.682 3.7.255 NS 92 Name query NE TSATAP<GD> =
899 21.7@3 HTTP b fast ARP 60 Who has 192.168.7.482 Tell 192.168.6.190
900 21.714 HTTP2 9.255.250 SSDP 216 M-SEARCH * HTTP/1.1 | —
ZS; ;1;:’; Sametime :iss.zse Z:gv 12; C;:E::?iszrjg;ﬁj? Tell 192.168.6.214
903 21.754 TCP Stream Graphs b ast 2Rp 56 Who has 192.163.6.657 Tell 0.0.0.0
984 21.815 UDP Multicast Streams 5.255.255 DHCP 342 DHCP Inform - Transaction ID @x5abfe5a6
985 21.841 ast ARP 60 Who has 192.168.7.8@2 Tell 192.168.6.14
966 21855 1Py Statistics v g.7.255 NS 116 Registration NB PACKTRUB<G0>
| e EaEre [ R ——— 0 Damicenstian un DoMBMDIA1OC/AGY : =
4 Wireshark - Packet Lengths - = | E P
Topicflten; Count Average Minval Maxval Rate(ms) Percent Burstrate Burst start
4 Packet Lengths 17034 177.28 42 6056 0.0393 100% 0.8500 388335
0-19 a - - - 0.0000 0.00% - -
20-39 1] - - - 0.0000 0.00% - -
40-79 7787 6011 42 79 0.0180 4571%  0.3400 201,812
80-159 1618 9971 a0 156 0.0037 9.50% 01200 87,128
160-319 6434 21487 162 319 00143 37.77%  0.0900 201,805
320-639 724 385,82 320 630 0.0017 4.25%  0.0500 375.250
640-1279 178 869.61 651 1277 0.0004 1.04%  0.0300 64,117
1280-2559 273 183883 1319 2450 0.000&6 1.60% 04500 388337
2560-5119 19 341337 2859 4374 0.0000 011%  0.0100 24,916
5120 and greater 1 G956.00 6956 6056 0.0000 0.01%  0.0100 86,137
Display filter: Enter a display filter ...
Copy ] ’ SEVE 8S... ] [ Close ]
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am @ B ]eg Capture File Properties  Cirl+Alt+Shift+C
(W [0l o display fiter __<Ctrl-/> Resolved Addresses
No. ©  Tme Time delta from previous cap Gons ey on Protocol _ Length Info
Conversations
830 21.409 Endpoints 62428 » 80 [SYN] Seq=b Win=8192 Len=0 M55=1460 WS=256 SACK PERM=
881 21.428 ast ARP 6 Who has 192.168.6.152 Tell 192.168.6.23 —
852 21.429 fackeEenail) 5.6.76 TP 66 80 - 62028 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 M5S=1448 WS=256 SACK PERM=1
883 21.429 1/0 Graph .4.58 TP 54 62428 + 88 [ACK] Seq=1 Ack=1 Win=66@848 Len=8
884 21.430 I S— - » |-a.s0 rTe 296 HEAD /d/msdownload/update/software/ftpk/2017/11/ndpa71-kbao33341-x86-x64-eny_b2e90771d6aa6b5
885 21.431 8.6.76 TLSv1.2 1851 Application Data
886 21.432 DHCP (BOOTP) Statistics. ast ARP 60 Who has 192.168.5.232 Tell 192.165.6.15
887 21.436 ONC-RPC Programs ast ARP 6 kho has 192.168.6.165? Tell 192.168.6.234
839 21.457 =t 4 62428 » 80 [FIN, ACK] Se
I e e =
T aACnet R S| = s Rz = - =
p— ast ARP 6@ kho has 192.168.6.2267 Tell 192.168.6.99
5.255.250 sspp 216 M-SEARCH * HTTP/1.1
B 5.255.250 s5DP 216 M-SEARCH * HTTP/1.1
Flow Graph 5.255.250 sspp 216 M-SEARCH * HTTP/1.1 =
o .174.94 T 54 60775 -+ 443 [ACK] Seq=1 Ack=998 Win-254 Len-8
5.255.250 sspp 216 M-SEARCH * HTTP/1.1
LEEEEDS 5.7.255 BN 92 Name query NB TSATAP<G@>
HTTP b oast ARP 60 Who has 192.168.7.48? Tell 192.168.6.198 I
HTTP2 5.255.250 s5DP 216 M-SEARCH * HTTP/1.1
Sametime 5.255.250 s5SDP 216 M-SEARCH * HTTP/1.1 [
last ARP 60 kho has 192.168.4.17 Tell 192.168.6.214
TCP Stream Graphs b olast ARP 60 Who has 192.168.6.65? Tell 2.9.0.9
UDP Mutticast Streams 5.255.255 DHCP 342 DHCP Inform - Transaction ID exSabfesas
ast ARP 60 kho has 192.168.7.802 Tell 192.168.6.1%
TPk Statistics * §.7.255 nens 110 Registration NB PACKTPUB<0O> Il
—ames N —— [ 118 Darictoation un DoMmCDUATOE oA =
M Wireshark - 10 Graphs - 10 =B %

Wireshark IO Graphs: 10

80 -

Packets/1 sec
[=1]
[=]
T

0 L l]l llllljlnlnl.lll.ll.LL.nnl.‘ llL.. MEMEPPEETERY M I lllll

! 1 1 I
o &0 120 180 240 300 380 420

Time (s)

Click to select packer 2441 (58 = 30).

Name Display filter Colo Style Y Axis ¥ Field Smoothing
All packets . Line Packets MNone
TCP errors tep.analysis.flags . Bar Packets Mone

Interval

[T Time of day [ Log scale

[ Save As ] [ Copy ] [ Close ] [ Help ]
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File Edit View Go Capture Analyze [Statistics| Telephony Wireless Tools Help

A m @® ] & o Capture File Properties  Ctrl+Alt+Shift+ C
(W 4poly a display fiter ... <Ctrl-/> Resolved Addresses =3 -] Bxpresson.. | +
No. Tme  Time delta from previous cap Protocel Hierarchy lon Protocol  Length Info B
5737 145... Conversations hs ICHPvE 98 Multicast Listener Report Message v2
5738 145... Brfyents 16 IaPvE 98 Multicast Listener Report Message v2
5739 145... i IaPvE 98 Multicast Listener Report Message v2
5748 145... Packet Lengths ast ARP 58 Who has 192.168.4.1807 Tell 192.168.6.95
5741 145... /0 Graph 5.255.250 SSOP 216 M-SEARCH * HTTP/1.1
5742 145... Service Response Time » [5.255.250 SsoP 216 M-SEARCH * HTTP/1.1
5743 145 last ARP 60 Who has 192.168.6.165? Tell 192.168.7.39
5744 145 DHCP (BOOTP) Statistics h:3 LLMNR 84 Standard query 8x8c@6 A wpad
5745 145 ONC-RPC Programs 8.7.255 NBHS 110 Registration NB PPMUMIGNOTBOG<20>
5746 145 .252 LLMNR 64 Standard query @x@ce6 A wpad m
5747 145 Bl ' ls.7.255 NBNS 11@ Registration NB PPMUMLGNOT@O@G<E0> =1
5748 145... ANCP 8.7.255 NBNS 110 Registration NB WORKGROUP<@®>
5749 145... BACnet » [5.255.250 SSOP 216 M-SEARCH * HTTP/L.1 —
5750 145... — 5.255.250 SSDP 216 M-SEARCH * HTTP/L.1
5751 145... 8.7.255 NBNS 92 Name query NB PACKTPUB<1b>
5752 145... DNS st ARP 60 Who has 192.168.8.17 Tell 192.168.6.11
5753 145... Flow Graph 5.255.250 SSDP 216 M-SEARCH * HTTP/L.1
5754 145... HART.P 8.7.255 NENS 92 Name query NB WPAD<®E>
5755 145... last ARP 68 Who has 192.168.5.54} Tell 6.0.0.8
5756 145... GIEEEEDS) 5 ICHP 130 Multicast Listener Report Message v2
5757 145... HTTP b Packet Counter 216 M-SEARCH * HTTP/1.1
5758 145... HTTR2 s 58 Who has 192.168.5.54? Tell 192.168.4.1
5750 145... U= 58 Who has 192.168.4.187 Tell 192.168.5.95
5768 145... i Lozs Wismation 6@ Who has 192.168.4.45? Tell 192.168.6.239
5761 145... TCP Stream Graphs P olast ARP 68 Who has 192.168.6.95? Tell 192.168.4.34
5762 145... UDP Multicast Streams 5.255.250 SSOP 216 M-SEARCH * HTTP/1.1
5763 145... last ARP 68 Who has 192.168.7.198? Tell 192.168.6.118
5764 145... IPv4 Statistics } [5.255.250 SSOP 216 M-SEARCH * HTTR/1.1 =
5765 145... IPv6 Statistics » [5.255.250 SSOP 216 M-SEARCH * HTTP/1.1 il
M Wireshark - Load Distribution - 10 = B X
Topic / Item ’ Count Awverage Minval Maxval Rate(ms) Percent Burstrate Burststat — *
4 HTTP Responses by Server Address 285 0.0007 100%  0.0300 201.810
4 192168.6.76 282 0.0007 98.95% 0.0300 201810
QK 282 0.0007 100.00% 0.0300 201810
4 172.217.27194 1 0.0000 0.35% 00100 375332
oK 1 0.0000 100.00% 0.0100 375332
4 13107450 2 0.0000 0.70%  0.0100 21358
KO 2 0.0000 100.00% 0.0100 21358
4 HTTP Requests by Server 6220 0.0144 100% 0.0800 201.805
4 HTTP Requests by Server Address 6220 0.0144 100.00%5 0.0800 201805 =
4 239.255.255.250 6142 0.0142 98.75%  0.0700 3.936
239.255.255.250:1900 6142 0.0142 100.00% 0.0700 3.936
4 192.168.6.76 75 0.0002 1.21%  0.0300 201.809
192 168.5.76:2869 75 0.0002 100.00%5 0.0300 201.809
4 172.217.27.194 1 0.0000 0.02%  0.0100 375.250
googleads.g.doubleclick.net 1 0.0000 100.00% 0.0100 375250
4 13107450 2 0.0000 0.03%  0.0200 21337
au.download.windowsupdate.com 2 0.0000 100.00% 0.0200 21337
4 HTTP Requests by HTTP Host 6220 0.0144 100.00% 0.0800 201.805 |4
4 googleads.g.doubleclick.net 1 0.0000 0.02%  0.0100 375250
172.217.27.194 1 00000  100.00% 00100 375250
4 au.download windowsupdate.com 2 0.0000 0.03%  0.0200 21337
13.107.4.50 2 0.0000 100.00% 0.0200 21337 -

Display filter: Enter a display filter ...

Copy ][ Save as... ][ Close ]
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A m ® R & o Capture File Properties  Ctrl«AltShifts-C
(W [eooly 2 cisploy fiter_ccol> | Resolved Addresses =0 - Expression.. | +
No. Tme  Time delta from previous capf EBrotocel Hierarchy on Protocol  Length Info B
5737 145. Conversations 16 ICHPVE 98 Multicast Listener Report Message v2
5738 145. Endpoints 16 ICHPVE 98 Multicast Listener Report Message w2
5739 145. 16 ICHPVE 90 Multicast Listener Report Message v2
5740 145. B ast ARP 6@ who has 192.168.4.1@? Tell 192.168.5.95
V0 Graph 5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
Service Response Time » [5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
ast ARP 60 Who has 192.168.6.165? Tell 192.168.7.39
DHCP (BOOTP) Statistics 1:3 LLMNR 84 Standard query @x8c86 A wpad
ONC-RPC Programs 8.7.255 NBNS 11@ Registration NB PPMUM1GNOT@RO6<20>
, p.252 LLMNR 64 Standard query @x8c@6 A wpad @
2West 8.7.255 NBNS 118 Registration NB PPMUM1GNOTEGR6<08> =i
ANCP 8.7.255 NBNS 110 Registration NB WORKGROUP<®@>
BACnet » [5.255.250 S50P 216 M-SEARCH * HTTP/1.1 —
Collectd 5.255.256 SSDP 216 M-SEARCH * HTTP/1.1
ore 8.7.255 NBNS 92 Name query NB PACKTPUB<1b>
DA ast ARP 60 Who has 192.168.8.12 Tell 192.168.8.11
Flow Graph 5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
HART-IP 8.7.255 NBNS 92 Name query NB WPAD<8@>
ast ARP 60 Who has 192.168.5.542 Tell 2.0.6.0
FIAREEES 16 ICMPv6 130 Multicast Listener Report Message v2
HTTP » |5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
HTTP2 ast ARP 6@ Who has 192.168.5.542 Tell 192.168.4.1
a ast ARP 60 Who has 192.168.4.182 Tell 192.168.6.95
emetime ast ARP 60 Who has 192.168.4.457 Tell 192.168.6.239
TCP Stream Graphs Y last ARP 6@ Who has 192.168.6.95? Tell 192.168.4.34
UDP Multicast Streams 5.255.250 SSDP 216 M-SEARCH * HTTP/1.1
ast ARP 60 Who has 192.168.7.198? Tell 192.168.6.118
1PvA Statistics » |5.255.250 SSDP 216 M-SEARCH * HTTP/1.1 =
1Pv6 Statistics » [5.255.250 SSDP 216 M-SEARCH * HTTR/1.1 i
: L mie A Standacd z
M Wireshark - DNS - 10 =8 %
Topic / Item Count Average Minval Maxval Rate(ms) Percent Burstrate Burststart ol
4 Total Packets 58 0.0001 100%  0.0400 375145
4 rcode 58 0.0001 100.00% 0.0400 375145
Mo error 58 0.0001 100.00% 0.0400 375145
4 oppcodes 58 0.0001 100.00% 0.0400 375145
Standard query 58 0.0001 100.00% 0.0400 375145
4 Query/Response 58 0.0001 100.00% 0.0400 375145
Response 29 0.0001 50.00%  0.0200 375.147
Query 24 0.0001 50.00%  0.0200 375145 L
4 Query Type 58 0.0001 100.00% 0.0400 375145 7
SRV (Server Selection) 2 0.0000 345% 00200 247,850
A (Host Address) 56 0.0001 96.55%  0.0400 375145
4 Class 58 0.0001 100.00% 0.0400 375145
N 58 0.0001 100.00% 0.0400 375145
4 Response Stats 1] 0.0000 100% - -
no. of questions 29 1.00 1 1 0.0001 0.0200 375147
no. of authorities 2 0.00 0 0 0.0001 0.0200 375147
no. of answers ) 2.80 1 9 0.0001 0.0200 375147
no, of additionals ] 0.03 0 1 0.0001 0.0200 375147
4 (Juery Stats 0 0.0000 100% - -
Qname Len 2 2207 1 34 0.0001 0.0200 375145
4 Label Stats 1] 0.0000 - - -
Display filter: Enter a display filter ...
Copy ] [ Save as ] [ Close ]
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Am2® Rewz=FasEEaaan

(W 200l a display fiter . <Ctil-/> ] Expression... | +

Time delta from previous captured frame Source Destination Protorol  Length Info

109 standard query response 0xad7a A www.pbs.org CNAME r53-vip.pbs.org A 54.225.198.195
6@ Who has 192.168.7.1452 Tell 192.168.6.25
216 M-SEARCH * HTTP/1l.1

©.011941000 192.168.0.6 192.168.6.76
©.910869000 Elitegro_af:b8:ad  Broadcast
0.017304000 192.168.6.19 239.255.255.250

66 Who has 192.168.4.337 Tell 192.168.6.168
€@ Who has 192.168.5.191? Tell 102.168.4.34
60 Who has 192.168.5.1672 Tell 192.168.6.14
216 M-SEARCH * HTTP/1.1

60 Wwho has 192.168.6.847 Tell 192.168.7.39
60 Who has 192.168.7.397 Tell 192.168.6.84

©9.818302008 Pegatron_Be:24:a2 Broadcast
©.012108000 HewlettP_6e:Sazad  Broadcast
©.001256000 Giga-Byt_48:5d:ed4 Broadcast
©9.136339000 192.168.6.169 239.255.255.250
©.011208000 Elitegro 4f:14:f3  Broadcast
©.083306000 Elitegro_af:81:9c Broadcast
©9.912349000 192.168.6.12 239.255.255.250
©.030175000 192.168.6.210 239.255.255.250
©9.8127490908 192.168.6.76 192.168.6.185
0.005733000 192.168.5.172 239.255.255.250

438 HTTP/1.1 208 OK
216 M-SEARCH * HTTP/1.1

0.006857000 fes: :6675:d67d:6b0... FF02::1:FF15:cbcd 86 Neighbor Solicitation for fes::c634:6bff:fel5:chc2 from f4:4d:30:65:35:d6
0.002167000 192.168.6.76 192.168.9.6 ons 73 Standard query Bxb163 A image.pbs.org
©.817619000 192.168.6.130 239.255.255.250 ss0P 216 M-SEARCH * HTTP/1.1
.005396000 192.168.5.191 192.168.7.255 NBNS 92 Name query NB PACKTPUB<1b>
©.031963000 192.168.6.222 239.255.255.250 ss0P 216 M-SEARCH * HTTP/1.1
©.014085000 192.168.0.6 192.168.6.76 ons 141 standard query response oxb163 A image.pbs.org CNAME cds.v3gswsca.hwedn.net A 205.185.216.16..
©.082403000 192.168.6.76 205.185.216.10 T 66 2454 » 443 [SYN] Sea=h Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
©.002123000 SuperMic_38:92:0f  Broadcast Mark/Unmark Packet CtrisM 11 192.168.0.11
14653 376... 0.069184600 192.168.5.225 239.255.255.250 P e D L
14654 376... ©.066177000 205.185.216.19 192.168.6.76 5eq=8 Ack=1 Win=1460@ Len=p M5S=146 SACK PERM=1 WS=256 L
14655 376... ©.000104080 192.165.6.76 205.185.216.10 Selelerse Giel Ack=1 Win=65536 Len=p —
14656 376... 0.060420000 192.168.6.76 205.185.216.16 Time Shift, Ctrl Shift+ T
14657 376... 0.030311000 192.168.6.34 239.255.255.250 Packet Comment... Ctrle Alts C
14658 376... ©.020433000 Elitegro 6f:58:1d  Broadcast Tell 192.168.6.223
2 2 £13a 40.d8odf  Benadeact Edit Resolved Name. a1 200 1 21 2

> Frame 14651: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

» Ethernet II, Src: Elitegro d4a:@8:12 (f4:4d:30:42:08:12), Dst: HewlettP_27:d8:8a (d8:94 Apply as Filter 4
> Internet Protocol Version 4, Src: 192.168.6.76, Dst: 205.185.216.18 Prepare a Filter »
* Transmission Control Protocol, Sre Port: 62454, Dst Port: 443, Seq: @, Len: @
Conversation Filter 3
Colorize Conversation »
sCTP »
Follow v TCP Stream
Cony b UDP Stream
SSL Stream
»
Protocol Preferences HTTP Stream
Decode s.

Show Packet in New Window

A 0oy =1 s

Fle Edit View Go Capture Analyze Telephony  Wireless  Tools Help

)l ® B R e Capture File Properties  Ctrl+ Alt+Shift+C
top stream eq 136 Resolved Addresses EED -] Bxpresson.. | +
No. Time  Time delta from previouscap|  Protocol Hierarchy on Protocol  Length Info B
- Conversations 5.216.10 TP 66 62454 > 443 [SYN] Seq-0 Win-8192 Len-@ MS5-1460 WS=256 SACK PERM-1
Erfyenis TP 56 443 > 52454 [SYN, ACK] Seq=d Ack=1 Win=14600 Len=8 MS5=1450 SACK PERM=1 WS=256
Tcp 54 62454 > 443 [ACK] Seq=1 Ack=1 Win-65536 Len-0
RERlnED TLSvi.2 571 Client Hello
/0 Graph TcP 60 443 + 62454 [ACK] Seq=1 Ack=518 Win=15872 Len-@
e e R et » TLSv1.2 286 Server Hello, Change Cipher Spec, Encrypted Handshake Message
TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
DHCP (BOOTP) Statistics TLsv1.2 3@ Application Data .
ONC-RPC Programs 60 443 + 62454 [ACK] Seq-153 Ack-1335 Win=17408 Len-8
14690 376. ANCP TLSv1.2 545 Application Data =
14691 376 BAChet » Tep 1514 443 - 62454 [ACK] 7
14692 376. —— Tcp 54 62454 > 443 [ACK] Win=65536 Le
14693 376 Tcp 1514 243 > 62454 [ACK] Ack=1345 Win=17468 Len=1466 [TCP segment of a reassembled PDU]
14694 376. DNs TCP 1514 443 » 62454 [ACK] Ack=1345 Win-17408 Len-1460 [TCP segment of a reassembled POU]
14695 376 Flow Graph Tcp 54 62454 > 443 [ACK Ack=5024 Win=65536 Le
14696 376. HART-IP Tep 1514 443 - 62454 [ACK] Seq=5B24 Ack=1345 Win=17468 Len=1460 [TCP segment of a reassembled PDU]
14697 376 Tcp 1514 243 > 62454 [ACK] Seq=6484 Ack=1345 Win=17468 Len=146 [TCP segment of a reassembled PDU]
14698 376. LEEEEDS) Tcp 1514 243 » 62454 [ACK] Ack-1345 Win-17488 Len-146@ [TCP segment of a reassembled PDU]
14699 376 HTTP » Tcp 54 62450 > 443 [ACK] Seq Ack=0484 Win=65536 Le;
14760 376.... HTTP2 Tep 1514 243 > 62454 [ACK] Seq=9404 Ack=1345 Win=17468 Len=1460 [TCP segment of a reassembled PDU]
14701 376. Sametime TLsvi.2 221 Application Data
14762 376 Tep 54 62454 > 443 [ACK] Seq=1345 Ack=11031 Win=65536 Len= B
15064 386. TCP Stream Graphs e TLSV1.2 85 Encrypted Alert
15065 386.... UDP Multicast Streams TP 60 443 » 62454 [FIN, ACK] Seq=11862 Ack=1345 Win=17468 Len=8
15066 386. < 54 62454 > 443 [ACK] Seq=1345 Ack=11063 Win-65536 Len-8 -
1PuA Statistics v TCP 54 62454 > 443 [FIN, ACK] Seq=1345 Ack=11063 Win=65536 Len=0
IPV6 Statistics > 54 62454 » 443 [RST, i -

Tro an 254 FAC] San—11 L-124, ~17008 Lan
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M Wireshark - Flow - 10

[ @] = |

Elitegro_e:a2:28

0.000 Wiho has 192.168.6

Tel 152168652

Elitegro_fd

Broadeast

0654
0661
0.726
0.751
0824
«

[——————

Bcker 251 ARP: Who has 192.168.7.757 Tell 192.168.6.237

B rrer—

Who has 152.168.6 527 Tl 152.168.6.55

iho has 152.168.6.107 Tell 152.168,6.35

Who has 19,168.6.5¢

£ Tell 192.168.6.107

Eltegro_sat0er1f

192.168.5.233

3933

239,255,255.250

MSEARCH * HTTPILL P

‘Who has 192.168.7.1857 Tel 152.168.7.62

1500

|

o e (s )

Comment o

ARP: Who has 152.168.6.957 Tell 192.168.6.52
ARP: Who has 152.168.6.527 Tl 192.168.6.95
ARP: Who has 152.168.6.1077 Tell 192.168.6.95
ARP: Who has 152.165.6.957 Tell 192.168.6.107
SSDP: M-SEARCH * HTTRILL

TLSvL.2: Appicstion Dats

ARP: Who has 152.168.7.1897 Tell 192.168.7.6
SSDP: M-SEARCH * HTTRILL

TCP: 50464 — 2665 [SYN] Sea=0 Win=B192 Len
TCP: 2885 — 50464 [SYN, ACK] Seq=0 Ack=1W.
TCP: 50464 — 2665 [ACK] Seq=1 Ack=1 Win=65.
HTTP: GET Jupnphostludhisapi diicontent=uuid 18
TCP: 2885 — 50464 [PSH, ACK] Sea=1 Ack=1256.
HTTPIXML: HTTPALL 200 0K

TCP: 50464 _ 2869 [ACK] Seq=255 Ack=2622 W,
TCP: 50464 — 2663 [FIN, ACK] Seqm256 Adk=2...
TCP: 2869 — 50464 [ACK] Seq=2622 Ack=257 W,
SSDP: M-SEARCH * HTTRILL

SSDP: M-SEARCH * HTTRILL

ARP: Who has 152.168.5.1317 Tell 192.168.6.14
TCP: 62253 — 443 [ACK] Seq=1 Ack=615 Win=2.
SSDP: M-SEARCH * HTTRILL

SSDP: M-SEARCH * HTTRILL

ARP: Who has 152.168.6.2377 Tell 192.168.7.75

ARP: Viho has 192.165.7.757 Tell 192.168.6.237
BROWSER: Host Amnouncement PRMUMCPUDDS...
SSDP: M-SEARCH * HTTRILL

‘SSDP: M.SEARCH * HTTR/LL

ARP: Wiho has 192.168.0.17 Tell 182.168.0,11.

Addresses:

Reset

() Co ) )

M Wireshark - Flow - 10

Elitegro_te:a2:28

0.000

Whe has 192.168.6.957 Tel 192.168.6.52

Blitegro_fd:aSide

Broadcast

0.013
0,053
0.080
0,103
0153
0,154
0.217

0,223
0,223
0.226
0.227
0.227
0.228
0.228
0.282
0.293
034
0353
0:43L
0,512
0,64
0654

0.726
075
0.824

]
Packet 30 ARP: Who has 192.158.6.1107 Tel 192.165.6.54

Who has 152.168.6.52) Tell 192.168.6.95

Who has 19.168.6.1072 Tl 182.168.6:

Wha bz 1521686 5

£ Tell 192.168.6.107

Elitegro_a:0e:1f

192,168.5.233

39

239,255,255.250

M-SEARCH * HTTPL1

Who has 192,168.7,169 Tl 192.168.7.62

0222
0.222

1900
fO ) —

m——

Comment o

ARP: Who has 152,166, 557 Tell 192.168.6.52
ARP: Who has 152,166, 527 Tl 192.168.6.55
ARP: Who has 152,168,107 Tel 192.168.6.55
ARP: Who has 152,168, 557 Tell 1S2.168.6.107
SSDP: M-SEARCH * HTTRILL

TiSuL2: Appicaton Data

ARP: Wh has 152.168.7.1692 el 192.168.7.62
SSDP: M.SEARCH * HTTRILL

TCP: 50464 — 2865 [SYN] Seq=0 Win=8152 Len
TCP: 2865 — 50484 [SYN, ACK] S50 Adk—1 W,
TCP: 50464 — 2869 [ACK] Sag-1 Ask= 1 Win—€5
HTTP: GET Iupnphostudhisapi dlicontent = 16...
TCP: 2869 — 5464 [PSH, ACK] Seg=1 Ack=256.
HTTPIXML; HTTRLL 200 0K

TCP: 50464 — 2869 [ACK] Sa4-255 Atk-2622 ...
TCP: 50464 — 2869 [FIN, ACK] Seq-255 Ack-2.
TCP: 2665 — 50484 [ACK] S24-2622 Ack=257 W,
SSDP: M-SEARCH * HTTPILL

SSDP: M-SEARCH * HTTPILL

ARP: Who has 192,168,513 Tell 192.168.6.14
TCP: 62253 — 443 [ACK] S
SSDP: M-SEARCH * HTTPILL

SSDP: M-SEARCH * HTTPILL

ARP: Who has 192.168.6.2372 Tell 192.168.7.75
ARP: Who has 192.168.7.752 Tell 192.168.6,237
BROWSER: Host Announcement PPMUMCPLOLS.
SSDP: M-SEARCH = HTTRILL

SSDP: M.SEARCH * HTTRILL

ARP: Who has 152.166.0.07 Tell 192.168.0,11

Addresses
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M Wireshark - Flow - 10

F

(=2 =

Time

376,186
376.243
376294
376.294
376.318
376,602
376.603
376.603
376.683
376.684
376.684
376.690
376,690
376.691
376.691
376.691
376.691
376.692
376.652
376.692
376.692
376.693
376.693
376.693
386.699
386.700
386,700

192.168.6.76

205. 185 216.10

54 2454 — 443 [ACK] Seg=1 Ack=1 Win=6,
Client Hello

2454 3 — 62454 [ACK] Sea=1 Ack=518 Win...

2454 GErver Hello, Change Cipher Spec, Enaryp...

2454 (Change Cipher Spec, Encrypted Handshek

2454 Application Data

3 _ 62454 [ACK] Seq=153 Ack=1345 _

Applicstion Data
eaagq 453 — 62454 [ACK] Sec=644 Ack=1345 ..
7454 B2454 —» 443 [ACK] Seq=1345 Ack=2104

2454 (13 — 62954 [ACK] Seg=2104 Ack=1345..
2454 1443 — 62454 [ACK] Sen=3564 Ack=1345.

2454 182454 — 443 [AC 1345 Ack=5024
13 . 62454 [ACK] Seq=5024 Ack=1345._

2454 (413 — 62454 [ACK] Seg=6484 Ack=1345..
13 . 62454 [ACK] Sec=7544 Ack=1345.

2454 152454 — 443 [ACK] Sen= 1345 Ack=5404,
13 . 62454 [ACK] Seq=9404 Ack=1345..

62454
62454 Application Data
£2454 2454 — 443 [ACI 1345 Ack=1103.

Encrypted Alert

54 162454 — 443 [ACK] Seq=1345 Ack=1106.,1 4

443
443

443
443

443

443

Comment

TCP: 62454 _, 443 [SYN] Seq=0 Win=8157 Le
TCP: 443 — 62454 [SYN, ACK] Seq=0 Ack=1 Wi..
TCP: 62454 _ 443 [ACK] Seq=1 Ack=1 Win=655...

TLSvL2: Client Hello

TCP: 443 — 62454 [ACK] Seq=1 Ack=518 Win=L1...
TLSv1.2: Server Hello, Change Cipher Spec, Encr...

TLSvL2: Change Cipher Spec, Encrypted Handsh...

TLSvL2: Applieation Data

TCP: 443 — 62454 [ACK] Seq=153 Ack=1345 Wi..

TCP: [TCP Kesp-Alive] 443 - 62454 [ACK] Seq=...
TCP: [TCP Keep-Alive ACK] 62454 — 443 [ACK] ..
TLSvL2: Application Data

TCP: 443 _ 62454 [ACK] Seq=644 Ack=1345 Wi._

TCP: 62454 — 443 [ACK] Seq=145 Ack=2104 W...
TCP: 443 _ 62454 [ACK] Seq=2104 Ack=1345 W
TCP: 443 — 62454 [ACK] Seq=1564 Ack=1345 W..
TCP: 62454 _. 443 [ACK] Seq=1345 Ack=5024 W...
TCP: 443 — 62454 [ACK] Seq=5024 Ack=1345 W...
TCP: 443 — 62454 [ACK] Seq=6484 Ack=1345 W...
TCP: 443 — 62454 [ACK] Seq=7544 Ack=1345 W...
TCP: 62454 — 443 [ACK] Seq=1345 Ack=3404 W...
TCP: 443 _ 62454 [ACK] Seq=5404 Ack=1345 W__
TLSvL2: Application Data

TCP: 62454 _, 443 [ACK] Seq=1345 Ack=11031

TLSv1.2: Encrypted Alert

TCP: 443 _ 62454 [FIN, ACK] Seg=11062 Ack=...

TCP: 62454 _, 443 [ACK] Seq=1345 Ack=11063

o [ s 5~ 7 e s s

4

Packet 19660: TOP: 443 — 52454 [ACK] Seg=1 Ack=518 Win=15872 len=0

Show:

Fiow type:

Addresses:

m

Save As.. ] [ Close ] [ Help
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A s —

& C | @ Secure | hitps://wiki.wireshark.org/SampleCaptures

( i Login
EESTT-V:T'@ SampleCaptures

FrontPage RecentChanges FindPage  HelpContents | SampleCaptures

Immutable Page Info Attachments | More Actions: r

Contents

1. Sample Captures

. How to add a new Capture File

. Other Sources of Capture Files

. General / Unsorted

. ADSL CPE

. Viruses and worms

. Crack Traces

. PROTOS Test Suite Traffic

. 5pecific Protocols and Protocol Families
1. AirTunes

2. Apache Cassandra

3. ARP/RARP

4. Spanning Tree Protocol

5. Bluetooth

6. UDP-Lite

7. NFS Protocol Family

8. Server Message Block (SMB)Common Internet File System (CIFS)

8. Legacy Implementations of SMB

10. Browser Elections

11. SMB-Locking

12. SME-Direct

13. SMB3.1 handshake

14 SMB3 encryption

15 TCP

16. MPTCP

17. Parallel Virtual File System (PVFS)

18. HyperText Transport Protocol (HTTP)

19. Telnet

20. TFTP

21. UFTP

22. Routing Protocols

23. SNMP

24 Network Time Protocol

25. SyncE Protoco

26. PostgreSQL v3 Frontend/Backend Protoco!

27. MySQL protocal

28 MS S0QL Server protocol - Tabular Data Stream (TDS)
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SampleCaptures - The

&« C | & Secure | hitps://wiki.wireshark.org/SampleCaptures B |

atm_capture?.cap (libpcap) A trace of ATM Classical IP packets. errer

bacnet-arcnet.cap (libpcap) Some BACnet packets encapsulated in ARCnet framing

w-auth-simple pcap (libpcap) BFD packets using simple password authentication.

-auth-mds.pcap (libpcap) BFD packets using mds authentication.

w-auth-shat.pcap (libpcap) BFD packets using SHAT authentication.

BT_USE_LinCooked Eth_20211_RT.ntar.gz (pcap-ng) A selection of Bluetooth, Linux mmapped USB, Linux Cocked, Ethernet, IEEE 802,11, and
|EEE 802.11 RadioTap packets in a pcap-ng file, to showcase the power of the file format, and Wireshark's support for it. Currently, Wireshark
doesn't support files with multiple Section Header Blocks, which this file has, so it cannot read it. In addition, the first packet in the file, a
Bluetooth packet, is corrupt - it claims to be a packet with a Bluetooth pseudo-header, but it contains only 3 bytes of data, which is too small for
a Bluetooth pseudo-header.

bootparams.cap.gz (libpcap) A couple of rpc.bootparamsd 'getfile’ and "‘whoami' requests.

cmp_IR_sequence_OpenssL-Cryptlib.pcap (libpcap) Certificate Management Protocel (CMP) version 2 encapsulated in HTTP. Full "Initialization

Request".

cmp_|R_sequence_ OpenSSL-E|BCA.pcap (libpcap) Certificate Management Protocol (CMP) version 2 encapsulated in HTTP. Full "Initialization
Request". Authentication with CRMF regToken.

cmp-trace.pcap.gz (libpcap) Certificate Management Protocol (CMP) certificate requests.

ol.pcap.gz (libpcap) Certificate Management Protocol (CMP) version 2 encapsulated in HTTP. Full
ey Update Request". There are some errors in the CMP packages.

cmp-in-hitp-with-Bi@Ks-in-cmp-prot
“Initialization Request" and rejected "

cmp_in_http_with_pkixcmp-poll_content_type.pcap.gz (libpcap) Certificate Management Protocol (CMP) version 2 encapsulated in HTTP. The
CMP messages are of the deprecated but used content-type "pkixcmp-poll”, so they are using the TCP transport style. In two of the four CMP
messages, the content type is not explicitly set, thus they cannot be dissected correctly.

cigi2.pcap.gz (libpcap) Common Image Generator Interface (CIGI) versien 2 packets.
cigi3.pcap.gz (libpcap) Common Image Generator Interface (CIGI) version 3 packets.

/l.pcap.gz (libpeap) Cisco Wireless LAN Context Control Protocol (WLCCP) version 0x0

M 10.pcapng | ESRIERT
Fle Edit View Go Capture [Analze| Statistics Telephony Wireless Tools Help
a4 m ® & Display Filters... U]
N [ipsueance 36 Display Filter Macros... +
Tme  Tmedetafomp  apey ac Column Destinaton Protocol  Length Info
14651 376... 265.185.216.10 TP 66 62454 + 443 [SYN] Seq=0 W
Apply as Filter v
14655 376. Prepare 2 Fiter , 205.185.216.10 e 4 62454 + 443 [ACK] Se
14656 376. Conversation Filter » 205.185.216.10 TLSv1.2 571 Client Hello
14680 376. 192.168.5.76 TP 60 443 > 62454 [ACK] Seq=1 Ack=518 Win=15872 Len=g
14680 376. Enabled Protocols.,  Ctrl+Shift+E 192.168.6.76 TLSv1.2 206 Server Hello, Change Cipher Spec, Encrypted Handshake Message
14681 376. Decode As.. 205.185.216.10 TLSV1.2 105 Change Cipher Spec, Encrypted Handshake Message
14652 376. - 205.185.216.10 TLSvl.2 830 Application Data .
14686 376. Reload Lua Plugins  Ctrl-Shift-L 192.168.6.76 60 443 > 62454 Win=17408 Len=0
scTP » [ .
felew ' 192.168.6.76 .2 545 Application Data

13690 376.
14691 376..
14692 376.
14693 376.

192.168.6.76 TP 1514 443 - 62454 [ACK] Seq=644 Ack=1345 Win=17408 Len=1268 [TCP segment of a reassembled PDU]
205.185.216.10 Tcp 54 62454 > 443 [ACK] Sex 104 Win=65536 Len=0
©.000687000 205.185.216.18 192.168.6.76 TP 1514 443 > 62454 [ACK] Se 345 Win=1748 Len=1460 [TCP segment of a reassembled PDU]

Expert Information

.
|O P‘ wireshark_ABB1E 1DA-0270-46C-B 13AFA4AAAB4CD41_20180425165727_a02992 || Packets: 6352 - Displayed: 22 (0.3%) || Profie: New Profie

[ WARNING is the highest expert information level |
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‘ Wireshark - Expert Information - 10

Severity Summary Group Protocol Count o
4 Warning This frame is a (suspected) out-of-order segment Sequence TCP 5
14295 [TCP Qut-Of-Order] 443 — 62450 [PSH, ACK] Seq=2921 Ac... Sequence TCP
15230 [TCP Qut-Of-Order] 443 — 62456 [ACK] 5eq=60109 Ack=1.. Sequence TCP
15825 [TCP Qut-Of-Order] 443 — 62462 [ACK] 5eq=19983 Ack=1.. Sequence TCP
15827 [TCP Qut-Of-Order] 443 — 62462 [ACK] 5eq=31663 Ack=1.. Sequence TCP
15830 [TCP Out-Of-Order] 443 — 62462 [ACK] Seq=46616 Ack=1... Sequence TCP
» Warning Ignored Unknown Record Protocol S5L 1
> Warning TCP Zero Window segment Sequence TCP 1
> Warning No response seen to ICMP request Sequence ICMP 6
> Warning Previeus segment(s) not captured (commeon at capture sta.. Sequence TCP 16
> Warning Connection reset (R5T) Sequence TCP 53
4 MNote This frame is a (suspected) fast retransmission Sequence TCP 2=
11504 [TCP Fast Retransmission] , Application Data Sequence TCP
15226 [TCP Fast Retransmission] , Application Data Sequence TCP
> Mote This frame is a (suspected) spurieus retransmission Sequence TCP 2
> Mote Seconds elapsed appears to be encoded as little-endian Protocel BOOTP/DHCP 6
= Mote This frame is a (suspected) retransmission Sequence TCP 28
> Mote ACKto a TCP keep-alive segment Sequence TCP 87
> Mote Duplicate ACK (#1) Sequence TCP 75
> Mote This session reuses previously negotiated keys (Session res...  Sequence S5L 13
> Mote "Time To Live" != 255 for a packet sent to the Local Netwo.., Sequence IPvd 32
: Maote The acknowledgment number field is nonzero while the A...  Protocol TCP 7
> Mote TCP keep-alive segment Sequence TCP 110
4 Chat TCP window update Sequence TCR 1
8328 [TCP Window Update] 51930 — 2869 [ACK] 5eq=237 Ack=... Sequence TCP
> [Chat Connection finish (FIN) Sequence TCP 217 -
Ne displa) fiker set.
Limit to Display Filter Group by summary Search:
Close ] [ Help ]
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M 10pcapng 2 0%
File Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 1@ RE Re==TiEEaaanH
(W Tapoly a display fiter . <Ctr-/> =3 -] Expression... | +
No. Time. Time delta from previous captured frame Source Destination Protocol  Length Info i
14292 367. 2.888461008 152.195.11.6 192.168.6.76 TLSv1.2 747 Certificate Status, Server Key Exchange, Server Hello Done
| 14292 367... ©.085849600 192.168.6.217 239.255.255.250 s50P 216 M-SEARCH * HTTP/1.1
i 14293 367... ©.939474008 192.168.7.81 239.255.255.256 SSDP 216 M-SEARCH * HTTP/1.1
i 14294 367... ©.087023008 Elitegro_de:a3:dd Broadcast ARP 6@ Who has 192.168.7.1962 Tell 192.168.6.205 -
> Frame 14295: 1238 bytes on wire (9848 bits), 1238 bytes captured (9848 bits) on interface @
Ethernet II, Src: PaloAlto_bf:66:10 (@8:38:6b:bf:66:1@), Dst: Elitegro_4a:@8:12 (4:4d:30:4a:08:12)
> Internet Protocol Version 4, Src:

N

152.195.11.6, Dst: 192.168.6.76
Transmission Contrel Protocol, Src Port: 443, Dst Port: 62450, Seq: 2021, Ack: 520, Len: 1176
Source Port: 443
Destination Port: 62450
[Stream index: 131]
[TCP Segment Len: 1176]
Sequence number: 2021  (relative sequence number)
[Next sequence number: 4087
Acknowledgment number: 528 (relative ack number)
161 .... = Header Length: 20 bytes (5)
Flags: @xgl8 (PSH, ACK)
window size value: 288

(relative sequence number)]

[Calculated window size: 147455]
[Window size scaling factor: 512]
Checksum: @xa615 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

> [SEQ/ACK analysis]

TCP payload (1176 bytes)

TCP segment data (1176 bytes)

>[5 Reassembled TCP Segments (6611 bytes): #14281(1377), #14282(1460), #14295(1176), #14284(1460), #14286(1138)

14"4d"36 4a 68 12 68 36 6b bt 66 10 68 60 45 6O

63,6 k.T...E
Frame (1230 bytes) | Reassembled TCP (6611 bytes)

@ 7 his frame is a (suspectad) ut-of-order segment (tcp.analysis,out_of_order)

Packets: 17034 * Displayed: 17034 (100.0%) * Load time: 0:0.223

Profile: New Profile

wiki wireshark.org/Sampl

ptures

PPP-config.ca

p LCP and IPCP configuration of a Direct Cable Connection (WinxP)

ppp-dialup-munged.pppd Linux pppd async dialup connect/disconnect; (The capture file generated by pppd has been munged slightly to hide
login info, thus certain HDLC checksums are incorrect)

ppp_lcp_ipcp.pcap PPP LCP and IPCP traffic w/a protocol reject for CCP.
Point-To-Point over Ethernet

File:

PPPoE exchange between a Telecom Italia ADSL CPE and one of their juniper (ex-Unisphere) BNASes.

1. CPE sends a discovery initiation frame (PADI) and receives an offer (PADO).

2. CPE sends an authentication request with dummy credentials "aliceads|” both for username and password. These are useless, since the
actual authentication is performed thanks to the DSLAM intercepting the PPPoE discovery frames and adding in a Circuit-ID/NAS-Port-ID tag,

hidden and transparent to the user and cannot be shown here.
3. Post-authentication, our CPE receives back IPCP messages containing configuration information, such as public IP, default gateway and DNS
configuration.

4. We're now on the Internet. PPP LCP Echo requests and Echo replies are sent as session keep-alive check.
Contributed by Lorenzo Cafaro.

X.400

These captures exercise the Session (SES), Presentation(PRES), Assocation Control (ACSE), Reliable Transfer (RTSE), Remote Operations (ROSE),
X.400 P1 Transfer (X411). X.400 Information Object » ) 06 dissectors.

Contributor: Graeme Lunt

File: X400-ping-refuse.pcap (2KB)

Description: An X.400 bind attempt using RTS in normal mode generating an authentication error from the responder.
File: x400-ping-success.pcap (2KB)

Description: An X.400 bind attempt using RTS in normal mode with a bind result from the responder.

which is unigue for the customer DSLAM port. This tag is then verified against a RADIUS server on Telecom Italia's premises. This process is

SampleCaptures - Th
& C | & Secure | https:

400
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Ml <400-ping-refuse.peap =@ =

File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Iools Help

4m 0 iERBRes=FaEEaaaH
W Apply a display filter ... <Ctrl-f> =3 -|Expression.. +

Mo. Time  Time delta from previous captured frame Source Destination Protocol  Length Info

3 8.800 5 F - . B 2
‘ Wireshark - Expert Information . x400-ping-refuse —_
4 0.000 # = - =

5 6.898
6 9.898
7 0.107

Packet Summary Group Protocol Count

4 Warning Connection reset (RST) Sequence TCP 1
f 10 102 — 2278 [RST] Seq=L46 Win=0 Len=0 Sequence TP f
FoaE > MNote The ac number field is jlethe A... Pratocol TP 1
I >

b

»

No displzy fber sex.
[T] Limit to Display Filter Group by summary Search: Show.. ~

8181 .... = Header Length: 26 bytes (5) -
4 Flags: exee4 (RST)
@08. .... .... = Reserved: Not set
= Nonce: Not set
= Congestion Window Reduced (CHR): Not set
= ECH-Echo: Mot set
= Urgent: Not set
= Acknowledgment: Hot set
= Push: Hot set
= Reset: Set
[Expert Info (Warning/Sequence): Connection reset (RST)]
[Connection reset (RST)]
[Severity level: Warning] -
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Chapter 06: Introductory Analysis

B C\Windows\system32icmd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright {(c»> 288? Microsoft Corporation. All rights reserved.

C:sUsersssavalit>ipconfig ~flushdns
Windows IP Configuration
Successfully flushed the DNE Resolver Cache.

C:“Users~savalit>

BN CAWindows\system32omd exe

C:~Usersssavalitnslookup wireshark.org 8.8.8.8
Server: google—-public—dns—a.google.comn
Addreszs: B_.8_.8.8B

DHS request timed out.
timeout was 2 seconds.
Mon—authoritative answer:

wirezshark.org

es: 2400:chBB:2048:1::68192:dal5
2408:chPB:2048:1::681%:dh15
184 .25.219.21
184.25.218.21

C=“UsersszayalitX>
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M The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A 1 == @ qRKR

~ | Expression

Welcome to Wireshark

C:\Users\sayalit\Downloads\l00-ping-refuse.pcap (1121 Bytes)
C\Userst\sayalit\Desktop\9041\8.pcapng (298 ME)
Ci\Users\sayalit\Desktop\90419 peapng (114 KB)
Ci\Users\sayalit\ Desktop\9041110.pcapng (3488 KE)
CA\Users\sayalit\ Desktop\9041\6 peapng (64 MB)
C:\Users\sayalit\Desktop\d041\7. peapng (142 KE)
Ci\Users\sayalit\Documents\packets.pcapng (358 KB)
Ci\Users\sayalit\ Desktop\Q04115 peapng (1172 Bytes)
Ch\Users\sayalit\Desktop9041'\4.pcapng (37 MB)
Ci\Users\sayalit\ Desktop\9041\3 peapng (18 KE)

..using this filter: (

i

v ‘AII interfaces shown = |

VirtualBox Host-Only Network

L Local Area Connection

@ UsBPcapl
@ USBPcap2
@ USBPcap3

[T

User's Guide *+ Wiki * Questions and Answers - Mailing Lists

You are running Wireshark 2.4.6 (v2.4.6-0-ge2f395aa12). You receive automatic updates.

Ready to load or capture No Packets

Profile: New Profile

+

BN C\Windows\system3Acmd.exe

C:=“Usersssavalit>ipconfig ~flushdns

Windows IP Configuration

Successfully flushed the DN Resoluver Cache.
C:=“Userssszayalit>nslookup wireshark.org 8.8_.8.8

Server: google-public—dns—a.google.com
Address: B8.8.8.8

Non—authoritative answer:

Mame = wireshark.org

Addresses: 2488:chBB:2048:1::68197:dalk
2408 :ch@B:2P48:1: 6819 :db1b
184.25.219.21
184.25.218.21

C:wUsers~sayalit>
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M Local Area Connection =8| &
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AE i@ BRes=F 83 | H
M [dns [x] ~| Expression. +
No. Tme  Time delta from previous captured frame: Souree Destination Protocol  Length Info |~

177 7.464 ©.070909000 192.168.6.76 192.168.6.6 NS 84 Standard query @xe134 A prod.registrar.skype.com

180 7.610 ©.0683753000 192.168.0.6 192.168.6.76 NS 156 Standard query response Oxel34 A prod.registrar.skype.com CNAME production.skype..

255 9.466 ©.062826000 192.168.6.76 192.168.0.6 DS 78 Standard query @x3079 A contacts.skype.com E

256 9.468 ©.061699000 192.168.8.6 192.168.6.76 NS 196 Standard query response @x3679 A contacts.skype.com CNAME prod-contacts-skype-co..

378 12.484 ©.622186000 192.168.6.76 192.168.8.6 NS 73 Standard query @x2fa6 A d.dropbox.com

379 12.488 ©.663413000 192.168.8.6 192.168.6.76 DiS 127 Standard query response 8x2fa6 A d.dropbox.com CNAME d.v.dropbox.com CNAME d-sic.. M

612 17.217 0.060100000 192.168.6.76 5.8.8.8 NS 80 Standard query @x@001 PTR 8.8.8.8.in-addr.arpa

622 17.360 ©.836470008 5.5.5.5 162.168.6.76 DI 124 Standard query response Ox@eel PTR 8.5.8.8.1n-addr.arpa PIR googlepul

623 17.304 ©.064520000 192.168.6.76 8.8.8.8 DS 86 Standard query 0x0002 A wireshark.org.packtpub.net

643 17.753 ©.000385000 5.5.5.5 192.168.6.76 NS 143 Standard query response 0x0902 No such name A wireshark.org.packtpub.net SOA rus.

644 17.755 ©.681557080 192.168.6.76 8.8.8.8 NS 86 Standard query @x8083 AAAA wireshark.org.packtpub.net

668 18.217 ©.088393000 8.5.5.8 192.168.6.76 NS 143 Standard query response 0x0903 No such name AAAA wireshark.org.packtpub.net SOA ..

669 18.219 ©.061992000 192.168.6.76 8.8.8.8 NS 73 Standard query @x@e04 A wireshark.org

670 18.289 ©.069463000 5.8.8.8 192.168.6.76 NS 105 Standard query response 9x0@04 A wireshark.org A 104.25.219.21 A 164.25.218.21

671 18.201 ©.062350000 192.168.6.76 8.8.8.8 DS 73 Standard query 8x8005 AAMA wireshark.org

674 18.372 ©.068757000 5.8.8.8 192.168.6.76 NS 129 Standard query response 0x0805 AAAA wireshark.org AAAA 2400:cb0:2648:1: :6819:da..

749 19.336 ©.6846130080 192.168.6.76 192.168.8.6 NS 79 Standard query @xBedc A MUMBAI.packtpub.net

758 19.342 ©.085722000 192.168.0.6 192.168.6.76 NS 95 Standard query response @xBedc A MUMBAL.packtpub.net A 192.168.8.5

753 19.345 ©.061488000 192.168.6.76 192.168.8.6 NS 79 Standard query @x4%cc A MUMBAI.packtpub.net

755 19.348 ©.062562000 192.168.0.6 192.168.6.76 NS 95 Standard query response @x49cc A MUMBAL.packtpub.net A 192.168.8.5

945 21.601 ©.020912000 192.168.6.76 192.168.0.6 DS 79 Standard query Gxledé A MUMBAI.packtpub.net

945 21,68 I’ 192.168.0.6 192.168.6.76 DI 95 Standard auerv response @xleds A MUMBAL.packfpub.net A 192.168.0 %
M *Local Arez Connection =|8] %
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
dn i@ JERE cs==T2sEEaaan

] ] Expression... | +

No. Time  Time delta from previous captured frame Source Destination Frotocol  Length Info |+

177 7.464 ©.070909000 192.168.6.76 192.168.0.6 NS 84 Standard query @xe134 A prod.registrar.skype.com

180 7.618 ©.663753000 192.168.8.6 192.168.6.76 NS 156 Standard query response Oxel34 A prod.registrar.skype.com CNAME production.skype..

255 9.466 ©.062826000 192.168.6.76 192.168.6.6 DS 78 Standard query @x3079 A contacts.skype.com =

256 9.468 ©.061699000 192.168.0.6 192.168.6.76 [ 196 Standard query response 9x3879 A contacts.skype.com CNAME prod-contacts-skype-co.

378 12.484 ©.022186000 192.168.6.76 192.168.8.6 NS 73 Standard query @x2faé A d.dropbox.com

379 12.498 ©.063413000 192.168.0.6 192.168.6.76 DS 127 Standard query response 0x2faé A d.dropbox.com CHAME d.v.dropbox.com CNAME d-sjc.. M

612 17.217 ©.060100000 192.168.6.76 6.6.8.8 NS 80 Standard query @x0001 PTR 8.8.5.8.in-addr.arpa

622 17.380 ©.036470000 5.8.8.8 192.168.6.76 DS 124 Standard query response 0x0@81 PTR 8.8.8.8.in-addr.arpa PTR google-public-dns-a

623 17.3604. 0064520000 152165 676 5.8.8.8 DS 86 Standard query Gx8062 A wireshark.org.pacKtpub_net

643 17.753 ©.000385000 8.8.5.8 192.168.6.76 DS, 143 Standard query response Ox0@02 No such name A wireshark.org.packtpub.net SOA rus.

644 17.755 ©.061557000 192.168.6.76 8.8.8.8 NS 86 Standard query @x@ee3 AAAA wireshark.org.packtpub.net

663 18.217 ©.068393000 5.5.5.5 192.168.6.76 NS 143 Standard query response 0x0903 No such name AAAA wireshark.org.packtpub.net SOA ..

669 18.219 ©.61992080 192.168.6.76 8.8.8.8 NS 73 Standard query @x8004 A wireshark.org

678 18.289 ©.069463000 5.8.8.8 192.168.6.76 NS 105 Standard query response 8x8804 A wireshark.org A 184.25.219.21 A 184.25.218.21

671 18.291 ©.062359000 192.168.6.76 8.8.8.8 NS 73 Standard query 8x8005 AAAA wireshark.org

674 18.372 ©.088787000 8.8.8.8 192.168.6.76 NS 129 Standard query response 0x0005 AAAA wireshark.org AAAA 2400:cb@@:2648:1: :6819:da.

749 19.336 ©.064613000 192.168.6.76 192.168.0.6 DS 79 Standard query @xSedc A MUMBAI.packtpub.net

750 19.342 ©.065722000 192.168.8.6 192.168.6.76 NS 95 Standard query response @xBedc A MUMBAI.packtpub.net A 192.168.0.5

753 19.345 ©.61488080 192.168.6.76 192.168.8.6 NS 79 Standard query @xd%cc A MUMBAI.packtpub.net

755 19.348 ©.862562000 192.168.8.6 192.168.6.76 NS 95 Standard query response @x49cc A MUMBAL.packtpub.net A 192.168.8.5

945 21.601 ©.020912000 192.168.6.76 192.168.6.6 NS 79 Standard query @xled6 A MUMBAI.packtpub.net

946 21.68: ] 192.168.8.6 192.168.6.76 i 95 standard auerv resnonse @xledé A MUMBAL.packtoub.net A 192.168.8 =

N

Frame 623: 86 bytes on wire (688 bits), 86 bytes captured (668 bits) on interface ©

Ethernet II, Src: Elitegro 4a:@8:12 (f4:4d:38:42:08:12), Dst: HewlettP_37:d8:8a (d8:94:83:27:d8:8a)
Internet Protocol Version 4, Src: 192.168.6.76, Dst: B.8.8.8

User Datagram Protocol, Src Port: 56323, Dst Port: 53

Domain Name System (query)

> Flags: @x@108 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @

m

6660 dB 94 83 27 d& Ba T4 4d
6018 @@ 48 7a 54 00 00 80 11 00 B0 cO a8 @6 4c ©8 08

36 4a 08 12 08 @6 45 80

) 7 Frame (frame), 86 bytes

Packets: 4852 - Displayed: 50 {1.0%) - Dropped: 0 {0.0%) Profile: New Profile

[Response In:

622]

Transaction ID:
Flags: @x@12@ Standard query

>
Questicns: 1
Answer RRs: @
Authority RRs:
Additicnal RRs:
» Queries

awaeal

a
a
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M *Local Area Connection =8 ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am:® RE e==7iEEaaam
B [dns [x] ~ | Expression. +
No. Time  Time delta from previous captured frame Source: Destination Protocol  Length Info =
177 7.464 8.870909000 192.168.6.76 192.168.8.6 DNS 84 Standard query @xel34 A prod.registrar.skype.com
180 7.610 9.003753000 192.168.8.6 192.168.6.76 DNS 150 Standard query response @xel34 A prod.registrar.skype.com CNAME production.skype.. =
255 9.466 8.002826000 192.168.6.76 192.168.8.6 DNS 78 Standard query @x3@79 A contacts.skype.com
256 9.468 8.801699660 192.168.8.6 192.168.6.76 DNS 196 Standard query response @x3@79 A contacts.skype.com CNAME prod-contacts-skype-co.. ‘.
378 12.404 ©.922186000 192.168.6.76 192.168.0.6 DNS 73 Standard query @x2faé A d.dropbox.com
379 12.408 ©.903413000 192.168.0.6 192.168.6.76 DNS 127 Standard query response @x2faé A d.dropbox.com CNAME d.v.dropbox.com CNAME d-sjc..
612 17.217 8.000100000 192.168.6.76 8.8.8.8 DNS 8@ Standard query @x8@@1 PTR 8.8.8.8.in-addr.arpa
622 17.380 8.8364706060 8.8.8.8 192.168.6.76 DNS 124 Standard query response @x8@@1 PTR 8.8.8.8.in-addr.arpa PTR google-public-dns-a...
I 623 17.384 8.804520000 192.168.6.76 8.8.8.8 DNS 86 Standard query @x@e@2 A wireshark.org.packtpub.net
643 17.753 8.eee385ee0 8.8.8.8 192.168.6.76 DNS 143 Standard query response @x@@@2 No such name A wireshark.org.packtpub.net SOA rus..
644 17.755 8.801557800 192.168.6.76 8.8.8.8 DNS 86 Standard query @x@003 AAAA wireshark.org.packtpub.net
668 18.217 8.88339300@ 8.8.8.8 192.168.6.76 DNS. 143 Standard query response @x@@@3 No such name AAAA wireshark.org.packtpub.net SOA ..
669 18.219 9.801992000 192.168.6.76 8.8.8.8 DNS 73 Standard query 0x@004 A wireshark.org
670 18.289 ©.969463000 8.8.8.8 192.168.6.76 DNS 185 Standard query response 9x@004 A wireshark.org A 104.25.219.21 A 104.25.218.21
671 18.291 8.802359000 192.168.6.76 8.8.8.8 DNS 73 Standard query @x8@85 AAAA wireshark.org
674 18.372 8.e08787060 8.8.8.8 192.168.6.76 DNS 129 Standard query response @x8@85 AAAA wireshark.org AAAA 2400:cb8@:2848:1::6819:da..
749 19.336 8.804613000 192.168.6.76 192.168.8.6 DNS 79 standard query @x8ed4c A MUMBAI.packtpub.net N

Frame 623: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @

Ethernet II, Src: Elitegro_4a:@8:12 (f4:4d:3@:

Internet Protocol Version 4, Src: 192.168.6.76, Dst: 8.8.8.8

User Datagram Protocol, Src Port: 56323, Dst Port: 53

Domain Name System (query)
Response In: 643
Transaction ID: 0xB862

4 Flags: ©x@le® Standard

B e e e

[

query
= Response: Message is a query
Opcode: Standard query (8)
Truncated: Message is not truncated

880 6. ..
6. .
1.

... = Recursion desired: Do query recursively |
weee wees oBu. ... = Zt reserved (8)
weve wver +2.@ .... = Non-authenticated data: Unacceptable

Questions: 1
Answer RRs: @

:88:12), Dst: HewlettP_37:d8:8a (dB:94:83:27:d8:8a)

m

0000 d8 94 @3 27 d8 Ba T4 Ad 30 4a 0B 12 0B 00 45 00 .

O 7 Frame (frame), 86 bytes

|| Packets: 4852 - Displayed: 50 (1.0%) - Dropped: 0 (0.0%) || Profie: New Profie

Response: Message is a response |
Opcode: Standard query ()
Authoritative

890 B... ..

Server is not an authority for domain
Truncated: Message is not truncated

Recursion desired: Do query recursively

Recursion available: Server can do recursive gueries
I: reserved (8)

Non-authenticated data
Reply code: No error (@)

Unacceptable

Questions: 1

Answer RRs: 2

Answer authenticated: Answer/authority portion was not authenticated by the server

M *Local Area Connection =8 ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am @ BERE e=s=zFTsEEaaas
W [dns [X] ~ | Expression. +
No. Tme  Time delta from previous captured frame Source Destination Protocol  Length Info =
177 7.464 ©.676989000 192.165.6.76 192.168.8.6 DS 84 Standard query @xel34 A prod.registrar.skype.com
130 7.610 ©.003753000 102.168.0.6 192.168.6.76 DS 156 Standard query response @xel34 A prod.registrar.skype.com CNAME production.skype.. =
255 9.466 ©.002826000 192.168.6.76 192.168.0.6 DS 78 Standard query @x3879 A contacts.skype.com
256 9.468 ©.801699000 192.168.0.6 192.168.6.76 DS 196 Standard query response @x3879 A contacts.skype.com CHAME prod-contacts-skype-co.. -
378 12.484 ©.622186008 192.168.6.76 192.168.8.6 DS 73 Standard query @x2fa6 A d.dropbox.com
379 12.408 ©.603413000 192.168.0.6 192.168.6.76 DS 127 Standard query response @x2faé A d.dropbox.com CHAME d.v.dropbox.com CNAME d-sjc..
612 17.217 ©.600100000 192.165.6.76 5.5.8.8 DS 8@ Standard query @x@001 PTR 5.5.5.5.in-addr.arpa
622 17.300 ©.036470000 5.5.8.8 192.168.6.76 DS 124 Standard query response @x201 PTR 8.5.8.5.in-addr.arpa PTR google-public-dns-a...
623 17.304 ©.004520000 192.168.6.76 6.5.8.8 DS 86 Standard query @x0802 A wireshark.org.packtpub.net
643 17.753 ©.608385000 8.8.5.8 192.168.6.76 DS 143 Standard query response @x@802 No such name A wireshark.org.packtpub.net SOA rus..
644 17.755 ©.601557000 192.168.6.76 8.8.8.8 DS 86 Standard query @x@003 AAAA wireshark.org.packtpub.net
668 18.217 ©.608393000 8.8.8.8 192.168.6.76 DS 143 Standard nse @x0003 Mo such name AAAA wireshark.org.packtpub.net S0A
T 669 15.219 ©.601992000 192.165.6.76 8.5.8.5 DS 73 Standard query @x@004 A wireshark.org
670 18.230 ©.069463000 §.8.8.8 192.168.6.76 DS 105 Standard query response 0x0004 A wireshark.org A 184.25.219.21 A 164.25.213.21
671 18.291 ©.002359008 192.168.6.76 8.5.8.8 IS 73 Standard query @x@005 AAAA wireshark.org
674 18.372 ©.605757000 8.8.8.8 192.168.6.76 DS 129 Standard query response @x@805 AAAA wireshark.org AAAA 248:cbBP:2848:1::6819:da..
749 19.336 ©.604613000 192.168.6.76 192.168.0.6 DS 79 Standard query @xSedc A MUMBAT.packtpub.net i
[Request In: 669] -
[Time: 0.969463000 seconds]
Transaction ID: @x@ee4
4 Flags: @x818@ Standard guery response, Mo error

6660 T4 4d 30 4a 08 12 68 30 6b Df 66 10 ©8 00 45 08  .MBJ...0 K.T..

© 7 Frame (frame), 105 bytes

Packets: 4852 - Displayed: 50 (1.0%) - Dropped: 0 (0.0%) || Profie: New Profile
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Questions: 1

| Answer RRs: 2 I
Authority RRs: @
Additicnal RRs: @

4 Queries

4 wireshark.org: type A, class IN
Name: wireshark.org
[Name Length: 13]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@xeeal)

4 Answers

4 wireshark.org: type A, class IN, addr 184,.25.219.21
Name: wireshark.org
Type: A (Host Address) (1)
Class: IN (@xeeal)
Time to live: 299
Data length: 4
Address: 184.25.219.21

4 wireshark.org: type A, class IN, addr 184.25.215.21
Name: wireshark.org
Type: A (Host Address) (1)
Class: IN (@xeeal)
Time to live: 299
Data length: 4
Address: 184.25,218.21

C:xUsersssayalit>nslookup jhadgug3B4r8.com B.B.8.8

EN C:\Windows\system32icmd.exe

C:“Usersssayalit?nslookup jhadgug384r8_com 8.8_8_8
Server: google-public—dns—a.google.com
Address: 8.8.8.8

T google-public—dns—a.google.com can’t find jhadgug384r8_com: Non—existent dom
ain

C=~Userswsayalit>
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Mo. Time  Time delta from previous captured frame Source Destination Brotocol  Length Info
I 252 7.408 ©.014623000 192.168.6.76 192.168.0.6 DNS 73 Standard query ©x5888 A web.skype.com
253 7.410 ©.801681000 192.168.8.6 192.168.6.76 DNS 281 Standard query response Bx5888 A web.skype.com CNAME webclientshellserver-prod.trafficmanager.net
29@ 7.877 9.824495000 192.168.6.76 8.8.8.8 DNS 8@ Standard query @x@@@1 PTR 8.8.8.8.in-addr.arpa
202 7.950 ©.013306000 5.5.3.5 192.168.6.76 DS 124 Standard query response @x@@@l PTR 3.8.8.8.in-addr.arpa PTR google-public-dns-a.google.com
293 7.953 6003524060 192.165.6.76 8.5.5.8 ois 89 Standard query @x0002 A jhadgug3sars. com. packtpub. net
312 8.444 8.068057000 5.8.8.8 192.168.6.76 DS 146 Standard query response @x062 No such name A jhadgug384rs.com.packtpub.net S0A rush.easydns.com
313 8.446 2.802045000 192.168.6.76 8.8.8.8 DNS 89 Standard query Bx88@3 AAAA jhadgug384r8.com.packtpub.net
334 8.952 ©.838578000 8.8.8.8 192.168.6.76 DNS. 146 Standard query response @x@0@3 No such name AAAA 5 igug: ktpub.net SOA rush.easydn: om
336 5.954 6.001466060 192.165.6.76 8.8.5.8 ons 76 Standard query @x0004 A jhadgug3sars. com
341 9.209 ©.018506000 8.8.8.8 192.168.6.76 DNS. 149 Standard query response @x@8@4 No such name A jhadgug384r8.com SOA a.gtld-servers.net
342 9.211 ©.801981000 192.168.6.76 8.8.8.8 DNS 76 Standard query 8x88@5 AAAA jhadgug384r8.com
351 9.440 ©.801103000 8.8.8.8 192.168.6.76 DNS. 149 Standard query response @x@@@5 No such name AAAA jhadgug3B84r8.com SOA a.gtld-servers.net
M *Local Area Connection o L5
Fle Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help
aAm 2 ® RE Re==F7aEaaam
A Jdns [x] =] Expression...  +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Info
638 13.211 2.88331700@ 192.168.6.76 192.168.8.6 DNS 84 Standard query @x483f A dev26@45.service-now.com
638 13.387 2.882625000 192.168.9.6 192.168.6.76 DNS 1088 Standard query response @x483T A dev26@45.service-now.com A 103.23.66.118
850 13.719 0.104645000 192.168.6.76 5.5.8.5 DN 8@ Standard query @x@@el PTR 5.3.3.3.in-addr.arpa
949 20.737 o. 192.168.6.76 5.5.8.8 DM 89 Standard query @x0002 A jhadgug384rs.com.packtpub.net
975 21.117 ©.812453000 3. Expand Subtrees Shift+ Right 146 Standard query response @x8882 No such name A jhadgug384r8.com.packtpub.net SOA rush.e..
976 21.119 8.802079800 19 Expand Al Curk-Right 89 Standard query @xBB83 AAAA jhadgug3s4rS.com. packtpub.net
1085 21.658 9.002623200 8. = 146 Standard query response @x@083 No such name AAAA jhadgug384r8.com.packtpub.net SOA rus..
T 1006 21.652 8.001941009 19 Salg=adl] Erlet 76 Standard query @x@@a4 A jhadgug3asrs.com
1015 21.906 0.000928000 3. Aol a5 Col 149 Standard query respense 2x2684 No such name A jhadgug384r8.com SOA a.gtld-servers.net
1016 21.967 ©.001063000 19 ppYy as Column 76 Standard query @x@@05 AAMA jhadgug3sdrs.com
1027 22.163 8.004551600 8. Apply as Fiter 5 T response @x8885 No such name AMMA jhadgug384r8.com SOA a.gtld-servers.n..
2061 54.728 8.843455000 19 B y @x8b53 A cdp.packtpub.com
2062 54.730 ©.001721000 19 el & 4 Not Selected y response xabS3 A cdp.packtpub.com CNAME typecloud-vl.eu-west-1.elastic..
Conversation Filter ’ nd Selected
Colorize with Fitter , (S
Follow 4 nd not Selected
[Time: .25410360@ seconds] Copy 4 —zhis a
Transaction ID: @ Show Packet Bytes...
4 Flags: €x8183 Standard query response, No such Export Packet Byte CtrleH i
= Response: Message is a
= Opcode: Standard query|  Wiki Protocol Page
= Authoritative: Server Filter Field Reference =
= Truncated: Message is
~ Recureion desired: Do Protocol Preferences ,
= Recursion available: S Fo——
= 7: reserved (8)
Answer authenticated: Go to Linked Packet d by the server
- Non-authenticated data Show Linked Packet in New Window
= Reply code: No such name (3)
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B8 Command Prompt |£|é‘

Interface: 192.168.159.1 --- Ox11
Internet Addr Physical Address Type

68.159 Ff-ff-ff-ff-ff-ff static
01-00 i 02 static

i static

static

static

static

static

static

01-00-5e static

FF-Ff- FF FF ff ff static

Interface: 192.168.139. - 0x12
Internet Address Physical Address Type
2 i static
01-00 02 static
i static
static
static
static
static
static
static -

E¥ Command Prompt == '-Eg-i

C:\Users\Andrew>arp -a

7.159 --- Oxa
Interne 2 Ph <1ca1 Addresc Type
J 68.77 dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dyamic
qggtwc
static
static
static
static
static
static
static
0 y static
FF-Ff-Ff- ff ff = static

[

[

)

o

w

4
4
4
4 0
4
9
9
9
5
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BN Command Prompt

wind
(c)

1icrosoft
ICopyright

Andre

Pinging 192.16
Reply from
Reply from

192
192

rsion 6.1./601]

licrosoft Corporation.

ows [
2009

L

All

w>ping 192.1
th 32 bytes of data:
bytes=32 time<lms
bytes time<lms

1
.16

Reply from
Reply from

192.168.

bytes

192.168.

time<lms
time<lms

Ping statistics for 192.
Packets: Sent

Approximate round trip times in milli-secon
Minimum Oms, Maximum Oms, Average

Users\Andrew:-

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- ® RE ] =EF a8 = Q ¥
arp ~ | Expression
No. Time Time delta from previous displayed frame Length Packet comments Destination Protocol  Info
3 ©.356 0.000000000 [,\} 60 Broadcast ARP who has 192.168.77.12 Tell 192.168.77.153
7 2.635 2.278853000 60 Broadcast ARP who has 192.168.77.97? Tell 192.168.77.153
21 8.124 5.488891000 60 Broadcast ARP who has 192.168.77.1? Tell 192.168.77.152
28 13.242 5.118268000 42 Broadcast ARP who has 192.168.77.97? Tell 192.168.77.159
29 13.243 0.000275000 60 AsrockIn_fb:46:d1 ARP 192.168.77.97 is at 00:1f:33:eb:0e:3e
33 13.659 0.416244000 60 Broadcast ARP who has 192.168.77.12 Tell 192.168.77.153
50 18.246 4.587497000 60 AsrockIn_fb:46:d1 ARP who has 192.168.77.159? Tell 192.168.77.97
51 18.246 0.000017000 42 Netgear_eb:@e:3e ARP 192.168.77.159 is at ©0:25:22:fb:46:d1
53 19.724 1.477275000 42 Actionte_e7:bf:47 ARP who has 192.168.77.12 Tell 192.168.77.159
54 19.724 0.000336000 60 AsrockIn_fb:46:d1 ARP 192.168.77.1 is at 00:7f:28:e7:bf:47
72 26.391 6.666934000 SamsungE_a@ 84 60 Broadcast ARP who has 192.168.77.97? Tell 192.168.77.153
99 34.312 7.921058000 SamsungE_a@ 84 60 Broadcast ARP who has 192.168.77.12 Tell 192.168.77.153
101 34.682 0.370429000 Actionte_e7 47 60 AsrockIn_fb:46:d1 ARP who has 192.168.77.159? Tell 192.168.77.1
102 34.682 0.000022000 AsrockIn_fb:46:d1 42 Actionte_e7:bf:47 ARP 192.168.77.159 is at ©00:25:22:fb:46:d1

| Netgear_eb:@e:3e

60 AsrockIn_fb:46:d1 ARP

Frame 29: 60 bytes on wire (480 bits), 60 bytes captured (488 bits) on interface @
Ethernet II, Src: Netgear_eb:@e:3e (00:1f:33:eb:@e:3e), Dst: AsrockIn_fb:46:d1 (00:25:22:fb:46:d1)
4 Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x8800)
Hardware size: 6
Protocol size: 4

Opcode: reply (2)

Sender MAC address: Netgear_eb:@e:3e (00:1f:33:eb:0Qe:3e)
Sender IP address: 192.168.77.97

Target MAC address: AsrockIn_fb:46:dl (80:25:22:fb:46:d1)
Target IP address: 192.168.77.159

192.168.77.97 is at 68:1f:33:eb:68:3&|
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2E

Ethernet II, Src: AsrockIn_fb:46:dl (80:25:22:1fb:46:d1l), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Destination: Broadcast (ff:ff:ff:ff
Source: AsrockIn_fb:46:d1 (@@:2

FF:FF)
fb:46:d1)

from
from
from

8.77.124

32 bytes

Destination
Destination
Destination
Destination

unreachable.
unreachabl
unreachable
unreachable

Lost = loss)

File Edit View Go Capture Analyze Statistics

Telephony  Wireless  Tools

Help

an @ RRE Qex2EF 4 ] Q8
(W [arp = -] Expression...  +
No. Time  Time delta from previous displayed frame Source Length Packet comments  Destination Protocol  Info -
53.480 0.000000000 SamsungE_a@:59: ) Broadcast ARP who has 192.168.77.1? Tell 192.168.77.153
13 7.849 3.559666000 SamsungE_a@:59: 60 Broadcast ARP Who has 192.168.77.97? Tell 192.168.77.153
20 9.158 2.109185000 Actionte_e7:bf: 60 Broadcast ARP Who has 192.168.77.102 Tell 192.168.77.1
22 10.158 ©.999940000 Actionte_e7:bf: 60 Broadcast ARP who has 192.168.77.10? Tell 192.168.77.1
24 11.158 0.999983000 Actionte e7:bf: 60 Broadcast ARP Who has 192.168.77.10? Tell 192.168.77.1 =
| 34 17.694 6.536626000 AsrockIn fb:46: 42 Broadcast ARP Who has 192.168.77.1242 Tell 192.168.77.159
37 18.639 0.944542000 Asr‘ccklniﬂikéiﬁ, 42 Broadcast ARP who has 192.168.77.1242 Tell 192.168.77.159
43 19.639 1.000033000 AsrockIn_fbi46: 42 Broadcast ARP who has 192.168.77.124? Tell 192.168.77.159
45 20.640 1.001061000 AsrockIn_fb:46: 42 Broadcast ARP who has 192.168.77.124? Tell 192.168.77.159
47 20.853 0.212639000 SamsungE_a@:59: 60 Broadcast ARP Who has 192.168.77.1? Tell 192.168.77.153
50 21.638 0.785383000 AsrockIn_fb:46: 42 Broadcast ARP Who has 192.168.77.124? Tell 192.168.77.159
51 22.138 0.500021000 AsrockIn_fb:46: 42 Actionte_e7:bf:47  ARP who has 192.168.77.1? Tell 192.168.77.159
52 22.138 0.000310000 Actionte_e7:bf: 60 AsrockIn_fb:46:d1 ARP 192.168.77.1 is at 00:7f:28:e7:bf:47
54 22.638 0.499782000 AsrockIn_fb:46: 42 Broadcast ARP who has 192.168.77.124? Tell 192.168.77.159
128 23.639 1.000777000 AsrockIn_fb:46: 42 Broadcast ARP Who has 192.168.77.124? Tell 192.168.77.159
130 24.415 0.776341000 SamsungE_a@:59: 60 Broadcast ARP Who has 192.168.77.97? Tell 192.168.77.153
131 24.638 0.222895000 AsrockIn_fb:46: 42 Broadcast ARP who has 192.168.77.124? Tell 192.168.77.159
132 25.268 0.629380000 Actionte e7:bf: 60 Broadcast ARP Who has 192.168.77.102 Tell 192.168.77.1 i
M *Local Area Connection =B8] %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm @ UBRE se=FsEEQQAQE
(AT te ~| Expression...  +
No Time  Time delta from previous captured frame Source Destination Protocol  Length Info -
139 2.514 ©.008454000 192.168.6.64 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
149 2.514 ©.000287000 Elitegro_af:bl:b2 Broadcast ARP 60 Who has 192.168.5.347 Tell 192.168.5.120
141 2.55@ ©.835837000 HewlettP_27:d8:8a Broadcast ARP 60 Who has 192.168.4.1417 Tell 192.168.4.3
142 2.567 ©.916706000 34.243.33.253 192.168.6.76 TCP 66 443 » 54392 [SYN, ACK] Seq=@ Ack=1 Win=26883 Len=0 MS5-146@ SACK_PERM=..
143 2.567 ©.000175000 192.168.6.76 34.243.33.253 TCP 54 64392 - 443 [ACK] Seg=1 Ack=1 Win=65536 Len=8
144 2.568 ©.000427600 192.168.6.76 34.243.33.253 TLSv1.2 571 Client Hello
145 2.572 ©.004718000 192.168.6.39 192.168.7.255 NBNS 92 Name query NB PPMUMCPU2020<28>
146 2.573 ©.000774000 _48: Broadcast ARP 6@ Who has 192.168.6.39? Tell 192.168.6.9
147 2.574 ©.000873000 Broadcast ARP 6@ Who has 192.168.6.9? Tell 192.168.6.39
148 2.6@7 ©.832634600 Broadcast ARP 6@ Who has 192.168.7.18? Tell 192.168.6.45
149 2.712 ©.105817688 Broadcast ARP 6@ Who has 192.168.6.27? Tell 192.168.7.75
150 2.722 ©.8891180@@ Elitegro_4f:24:4c Broadcast ARP 6@ Who has 192.168.7.1847 Tell 192.168.4.285
151 2.759 ©.8372828008 34.243.33.253 192.168.6.76 TP 6@ 443 + 64392 [ACK] Seq=1 Ack=518 Win=28168 Len=8
152 2.759 ©.000001000 34.243.33.253 192.168.6.76 TLSv1.2 139 Server Hello, Change Cipher Spec, Encrypted Handshake Message
153 2.759 ©.000299000 192.168.6.76 34.243.33.253 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
154 2.76@ ©.001268000 192.168.6.76 34.243.33.253 TCP 2974 64392 + 443 [ACK] Seq=569 Ack=146 Win=65536 Len=292@ [TCP segment of a..
155 2.797 ©.036582000 Elitegro_49:dS:df Broadcast ARP 6@ Who has 192.168.6.165? Tell 192.168.6.147
156 2.823 ©.625610000 Elitegro_48:fb:6b Broadcast ARP 6@ Who has 192.168.7.1317 Tell 192.168.6.234
157 2.826 ©.003410000 Broadcast ARP 6@ Who has 192.168.6.2347 Tell 192.168.7.131
158 2.847 ©.820571600 LLMNR 95 Standard query @x4f23 AAAA SECBB1599AAG346
159 2.347 ©.000306000 54f:55bd: 23d... LLMNR 95 Standard query @xf@79 A SEC@A1599AAG346
160 2.347 ©.000000000 192.168.6.121 LLMNR 75 Standard query @x4f23 AAAA SECBB1599AAG346
161 2.347 ©.000001600 192.168.6.121 224.9.9.252 LLMNR 75 Standard query @xf@79 A SEC@A1599AAG346
162 2.855 ©.007870000 192.168.6.130 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
163 2.864 ©.003033000 Elitegro_ad:dc:f7 Broadcast ARP 6@ Who has 192.168.7.182 Tell 192.168.6.246
164 2.880 ©.816397000 Broadcast ARP 6@ Who has 192.168.7.196% Tell 192.168.7.75
165 2.950 ©.869395600 Broadcast ARP 6@ Who has 192.168.7.15> Tell 192.168.6.200
166 2.951 0.081233000 192.168.6.76 Tcp 60 443 5 64392 [ACK] Seq=146 Ack=2829 Win=38976 Len=a
I 167 2.951 ©.808066000 192.168.6.76 34.243.33.253 TLSv1.2 1134 Applicatinn Data, Applicatinn Data I -
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l4 Internet Protocol Version 4, Src: 192.168.6.76, Dst: 34.243.33.253

@188 .... = Version: 4
vew. 8181 = Header Length: 2@ bytes (5)

I Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1128
Identification: @x2ddf (11743)

> Flags: @x488@8, Don't fragment
Time to live: 128
Protocol: TCP (6)
Header checksum: 8x@@88 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.6.76
Destination: 34.243,33.253

4 Flags: @x4@e8, Don't fragment
B... cuve wuu. -... = Reserved bit: Not set
Wdew wies wevs ww.. = Don't fragment: Set
vasa ssss wae. = More fragments: Not set
...B BEE2 Goen Fragment offset: @

.

Time to live: 128

Protocol: TCP (6)

Header checksum: @x888@ [validation disabled]
[Header checksum status: Unverified]

Source: 192.168.6.76

Destination: 34.243.33.253

File Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 20 JRRB Aes>=Fa=Baaan

W [Apply a display filter ... <Ctrl 3 -] expression...  +
No. Time  Time delta from previous displayed frame Source Length Packetcomments  Destination Protocol  Info -
2811 8.694 ©.000000000 216.58.217.104 1314 192.168.77.159 TLSv1.2 Application Data =
2812 8.694 0©.000001000 216.58.217.104 131 192.168.77.159 TLSv1.2 Application Data
2813 8.694 ©.000000000 216.58.217.104 100 192.168.77.159 TLSv1.2 Application Data
2814 8.694 0.000052000 192.168.77.159 54 216.58.217.104 TCP 55921-+443 [A(K] Seq=874 Ack=22401 Win=66780 Len=0
2815 8.694 ©.000393000 192.168.77.159 100 216.58.217.104 TLSv1.2 Application Data
2816 8.708 ©.013555000 216.58.217.104 60 192.168.77.159 TCP 443+55921 [A(K] Seq=22401 Ack=920 Win=46208 Len=0
216.58.217.110 585 192.168.77.150 Tisvl.2 Application Data
25155718 9732000 192.168.77.159 1314 173.194.206.138 Ipva _ Fragmented IP protocol (proto=UDP 17, off=0, ID=3c7.. |
© 2819 8.718 0.000023000 192.168.77.159 112 173.194.206.138 QUIC  Client Hello, PKN: 5, CID: 11139293328366937872
2820 8.752 0.034773000 192.168.77.159 84 192.168.77.1 DNS  Standard query @xdcdl A sb.scorecardresearch.com
2821 8.765 ©.012555000 192.168.77.1 184 192.168.77.159 DNS  Standard query response @x4cdl A sb.scorecardresear.
2823 8.771 ©.005778000 192.168.77.159 1314 216.58.217.165 Tcp [TCP segment of a reassembled PDU]
2224 2 771 aoan22000 102 162 77 150 1314 216 52 217 148 1co e P a1
0100 . = Version: 4 -

.... 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1300
Identification:"®x3c78 (15480)
Flags: @x@1 (More Fragments)
. = Reserved bit: Not set
Don't fragment: Not set
= & a More fragments: Set
Fragment offset: @
Time to live: 128
protocol: UDP (17)
Header checksum: @x4ecc [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.77.159
Destination: 173.194.206.138
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

.

n
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Admie iRRB Re>=FIZBaaan
W [Aoply a display fiter __ <Ctrl =3 -] Expression...  +
No. Time  Time delta from previous displayed frame Source Length Packet comments  Destination Protocol  Info -
| 2811 8.694 ©.000000000 216.58.217.104 1314 192.168.77.159 TLSv1.2 Application Data
| 2812 8.694 ©0.000001000 216.58.217.104 131 192.168.77.159 TLSv1.2 Application Data
| 2813 5.694 ©.000000000 216.58.217.104 100 192.168.77.159 TLSv1.2 Application Data
| 2814 8.694 ©0.000052000 192.168.77.159 54 216.58.217.104 TCP 559214443 [ACK] Seq=874 Ack=22401 Win=66780 Len=0
| 2815 8.694 ©0.000393000 192.168.77.159 100 216.58.217.104 TLSv1.2 Application Data
| 2816 8.708 0.013555000 216.58.217.104 60 192.168.77.159 TCP 44355921 [ACK] Seq=22401 Ack=020 Win=46208 Len=0
H 2817 8.708 ©0.000000000 216.58.217.110 585 192.168.77.159 TLSv1.2 Application Data
+ 2818 8.718 0.009732000 192.168.77.159 1314 173.194.206.138 IPv4  Fragmented IP protocol (proto=UDP 17, off=0, ID=3c7..
4+ 2819 8.718 0.000023000 192.168.77.159 112 173.194.206.138 QIC Client Hello, PKN: 5, CID: 11139293328366937872
2820 8.752 ©.034773000 192.168.77.159 84 192.168.77.1 DNS  Standard query @x4cdl A sb.scorecardresearch.com
2821 8.765 ©.012555000 192.168.77.1 184 192.168.77.159 DNS Standard query response @x4cdl A sb.scorecardresear..
2823 8.771 ©.005778000 192.168.77.159 1314 216.58.217.165 TCP [TCP segment of a reassembled PDU] A
2274 2 771 QA 102 162 77 18Q 1214 216 82 217 168 TR i& /a1 £3 ol
0100 .... = Version: 4 =

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 98
Identification: @x3c78 (15480)
Flags: @x00
e

.

= Reserved bit: Not set
= Don't fragment: Not set

= = More fragments: Not set
Fragment offset: 1280

Time to live: 128

Protocol: UDP (&)

Header checksum: @x72de [validation disabled]
[Header checksum status: Unverified]

Source: 192.168.77.159

Destination: 173.194.206.138

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

m

4 [2 IPv4 Fragments (1358 bytes): #2818(1280), #2819(78)]
Frame: 2818 “payload: ©-1279 (1230 bytes
Frame: 2819, payload: 128@-1357 (78 bytes

[Fragment count: 2]
[Reassembled IPv4 length: 1353]

4 Flags: @x@1 (More Fragments)

@... .... = Reserved bit: Not set
.8.. .... = Don't fragment: Not set
..1. .... = More fragments: Set

Fragment offset: @

Time to live: 128

Protocol: UDP (17)

Header checksum: @x4ecc [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.77.159

Destination: 173.194.206.138

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

Reassembled IPv4 in frame: 2819

[114]




30 1.837 0.000052000 fe80::3c6a:4d5c:4de.. 102 ffe2::fb MDNS Standard query @x@00@ PTR _googlecast._tcp.local,
31 1.864 ©.026265000 192.168.77.159 92 192.168.77.255 NBNS Name query NB WPAD<@@> -
32 1.866 ©.002433000 192.168.77.159 66 192.168.77.162 TCP [SYN] Seq=0 Len=0 MS5=1260 WS=4..

800955865 [RST, ACK] Se

.948 0.079985000
35 1 042 0 0aa120000

192.168.
102 162 77 15 75

.159 79 192.168.77.1 DNS

z Standard query @xa458 A accounts.google.com
102 1682 77 1 ous

Standard auar: Gx230h A anic anacla com

Frame 30: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface @
Ethernet II, Src: AsrockIn_fb:46:d1 (00:25:22:fb:46:d1), Dst: IPvémcast_fb (33:33:00:00:00:fb)
4 Internet Protocol Version 6, Src: fe8@::3c6a:4dSc:4def:edal, Dst: ffe2::fb
0110 .... = Version: 6
4 .... 0000 0000 .... .... .... .... .... = Traffic class: @x@@ (DSCP: CS@, ECN: Not-ECT)
. 0000 00.. = Differentiated Services Codepoint: Default (@)
..00 . e Explicit Congestion Notification: Not ECN-Capable Transport (@)
ceie eee. .... 0000 0000 0000 0000 0000 = Flow label: 0x00000
payload length: 48
| Next header: UDP (17) ]
Hop Limit|w
Source: fe80::3c6a:4dSc:ddef:edal
Destination: ffe2::fb
[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

EX CAWindows\systerm3Zyomd.exe

Microzoft Windows [Uersion 6.1.76H11
Copyright <c> 208? Microsoft Corporation. All rights reserved.
C:~Usersssayalit>ping 8_8_8_8

Pinging 8_8_.8_8 with 32 bytes of data:
Hequest timed out.

Reply from 8.8.8.8: hytes

Reply from 8.8.8.8: hytes

Reply from 8.8.8.8: hytes

Ping statistics for 8.8_8_8:

Packets: Bent = 4. Received = 3, Lost = 1 {25x lossJ).
Approximate round trip times in milli—seconds:

Minimum = 6mz,. Maximum = 32msz. Average = 1G%ms

C:~Usersswsayalit?>

Ml “Local Area Connection =B X
File Edit View Go Capture Analyze Statistics Telephony Wireless Help
a ® YRE ] TiEEaac
(W Jiemp -] Expression... | +
Ho. Time  Time delta from previous captured frame Source Destination Protocol  Length Info

278 7.657 ©.046160000 192.168.6.76 B8.8.8.8 74 Echo (ping) request id=@xe@0l, seq=81/20736, ttl=128 (reply in 279)

279 7.671 ©.014404000 8.8.8.8 192.168.6.76 74 Echo (ping) reply  id=8x@@el, seq=81/26736, ttl=56 (request in 278)

306 8.658 ©.059118600 192.168.6.76 8.8.8.8 74 Echo (ping) request id=@xB@0l, seq=82/20992, ttl=128 (reply in 3@8)

308 8.681 ©.009494000 8.8.8.8 192.168.6.76 74 Echo (ping) reply  id=8x@@@l, seq=82/20992, ttl=56 (request in 306)

342 9.660 .06016100¢ 192.168.6.76 8.8.8.8 74 Echo (ping) request id=8x@@@l, seq=83/21248, ttl=128 (reply in 343)

343 9.664 ©.804287000 8.8.8.8 192.168.6.76 74 Echo (ping) reply  id=Bx8@@1, seq=83/21248, ttl=56 (request in 342)

374 10.662 ©.861234000 192.168.6.76 8.8.8.8 74 Echo (ping) request id=Bx8881, seq-84/21584, ttl=128 (reply in 375)

375 10.672 ©.880763000 8.8.8.8 192.168.6.76 74 Echo (ping) reply  id=Bx8881, seq-84/21584, ttl=56 (request in 374)
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4 Internet Control Message Protocol
Type: 8 (Eche (ping) request)
Code: @

Checksum: @x4déa [correct]
[Checksum Status: Geod]
Identifier (BE): 1 (@x@881)
Identifier (LE): 256 (@x@lea)
Sequence number (BE): Bl (@x@851)
Sequence number (LE): 28736 (@x5188)
[Response frame: 279]

> Data (32 bytes)

B R —

& C | @ Secure https://en.wikipedia.org/wiki/Internet_Cont

Control messages |zt

Control messages are identified by the value in the fype field. The code field gives additional context information for the message. Some control messages

Notable control messages!I[]
Type Code | Status Description

0 - Echo Replyl* 14 0 Echo reply (used @ ping)
1and 2 unassigned | Reserved

0 Destination network unreachable

1 Destination host unreachable
Destination proiocol unreachable
Destination port unreachable
Fragmentation required, and DF flag set
Source route failed
Destination network unknown
Destination host unknaown

3 - Destination Unreachablel*:#
Source host isolated

W o ~N| oo e WM

Network administratively prohibited
10 Host administratively prohibited
11 Network unreachable for ToS
12 Host unreachable for ToS
13 Communication administratively prohibited
14 Host Precedence Violation
15 Precedence cutoff in effect
4 — Source Quench 0 deprecated | Source quench (congestion control)
0 Redirect Datagram for the Network
1 Redirect Datagram for the Host
5 — Redirect Message
2 Redirect Datagram for the ToS & network
3 Redirect Datagram for the ToS & host
6 deprecated | Alternate Host Address
7 unassigned | Reserved

8 — Echo Request 0 Echo request (used to ping)
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- @ N RE ] &=
|icmp ~ | Expression. +
No Time  Time delta from previous displayed frame Source Length Packetcomments  Destination Protocol  Info E
81.000 0.000000000 192.168.77.159 74 8.8.55 ICMP  Echo (ping) request id=0x0001, seq=32/8192, ttl

.8.55
.8.55

27 5.999 4.999209000 .168.77.

40 10.999 5.000176000 .168.77.
(Fragment

Time-to-live exceeded (Fragment
Time-to exceeded (Fragment

oo R

.070013000

Time-to- ceeded (Fragment

Time-to e eded (Fragment

Time-to- exceeded (Fragment

Time-to ed (Fragment

(Fragment

590 E i ed (Fragment

.017534000
.01501200

.052442000
.015065000

Frame 4746: 590 bytes on wire (4720 bits), 590 bytes captured (4720 bits) on interface @
Ethernet II, Src: Actionte_e7:bf:47 (@0:7f:28:e7:bf:47), Dst: AsrockIn_fb:46:d1 (00:25:22:fb:46:d1)
Internet Protocol Version 4, Src: 216.58.217.109, Dst: 192.168.77.159
4 Internet Control Message Protocol

Type: 11 (Time-to-live exceeded)

Code: 1 (Fragment reassembly time exceeded)

Checksum: @xe86d [correct]

[Checksum Status: Good]

Internet Protocol Version 4, Src: 192.168.77.159, Dst: 216.58.217.109

User Datagram Protocol, Src Port: 64884, Dst Port: 443

QUIC (Quick UDP Internet Connections)

R ChWindows\systern32\cmd.exe

C:~Userswsayalit>tracert B.8.8_8

Tracing route to google-public-dns—a.google.com [B.8.8.81
over a maximum of 38 hops:

1 ms 1 ms = 172.168_4.3

* 28 ms arenafirewall.packtpub.net [192.168.4.11

15 15 m=s s 123.252.235.121

* 22 ms static—2.79.156.182-tataidc.co.in [182_156.7%

25 ms s 18.117.225.82
4 18.4417.137.146
26 ms s 14.141.63.225_static—mumbai.vsnl.net.in [14.141.

* Request timed out.
9 115.113.165.28 .static—mumbai.vsnl.net.in [115.11

15 ms = 1@8.170.248.289
13 209 .85.253 2141
29 ms 2 google-public-dns-a.google.com [B.8_8_.81

33
ERZR]

Trace complete.

C=~Usersvwsavalit>
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£ Capturing from Local Area Connection EIEIES
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kG RE R ez iz EFaaaH
(W [iamp EA_ ~]Expression. +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Info bt
798 13.381 8.807861008 192.168.6.76 8.8.8.8 e 186 Echo (ping) request 1d=@x@8@1, seq=113/28928, ttl=1 (no response found!)
792 13.303 ©.601069608 192.168.6.76 8.8.8.8 ICMP 106 Echo (ping) request id=8x88@1, seq=114/29184, ttl=1 (no response found!)
794 13.384 ©.000823600 192.168.6.76 8.8.8.8 ICMP 106 Echo (ping) request id=8x88@1, seq=115/2944@, ttl=1 (no response found!)
1158 19.114 ©.806367600 192.168.6.76 8.8.8.8 P 186 Echo (ping) request ttl=2 (no response found!)

1346 23.111 ©.016698066 192.168.6.76 8.5.8.8 ICHP 106 Echo (ping) request seq=117/29952, ttl=2 (no response found!)

< [ . +

> Frame 790: 186 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface @ =
> Ethernet IT, Src: Elitegro_4a:@8:12 (f4:4d:30:42:08:12), Dst: HewlettP 27:d8:8a (d8:94:03:27:d8:8a)
4 Internet Protocol Version 4, Src: 192.168.6.76, Dst: 8.5.5.8

9160 .... = Version: 4

8101 = Header Length: 20 bytes (5)
» Differentiated Services Field: @x@@ (DSCP: (58, ECN: Not-ECT)

Total Length: 92

Identification: ox@82f (2095)

Flags: 0x0000

[Expert Info (Note/Sequence): "Time To Live” only 1]

Protocol: ICHP (1)

Header checksum: 8x8888 [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.6.76

Destination: 8.5.8.3

£ Capturing from Local Area Connection = B %

File Edit View Go Capture Analyze Statistics Telephony MWireless Tools Help

e RE] &= TasEaaad

(I Jicmp [x] ~| Expression.. | +

No. Time  Time delta from previous captured frame Source. Destination Protocol  Length Info -
1158 19.114 ©.006307060 192.168.6.76 8.8.8.8 IcHP 186 Echo (ping) request id=gx@@01, seg=116/29696, ttl=2 (no response found!)
1340 23.111 ©.010698060 192.168.6.76 8.8.8.8 1P 186 Echo (ping) request id=gx@001, seq=117/29952, ttl=2 (no response found!)
1343 23.132 0.061105060 192.168.6.76 8.8.8.8 ICHP 186 Echo (ping) request id=gx@001, seq=118/30208, ttl=2 (no response found!)
1406 24.139 0.005094060 192.168.6.76 8.8.8.8 ICHP 186 Echo (ping) request id=gx@@01, seq=119/30464, ttl=3 (no response found!)

4 [ 1 | »

> Frame 1158: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on interface &
> Ethernet IT, Src: Elitegro 4a:08:12 (f4:4d:30:4a:08:12), Dst: HewlettP 27:d8:8a (dB:94:03:27:d8:8a)
4 Internet Protocol Version 4, Src: 192.168.6.76, Dst: 8.8.8.8
@100 .... = Version: 4
8101 = Header Length: 28 bytes (5)
> Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 92
Identification: @x@881 (2177)
Flags: @x@eee

> [Expert Info (Note/Sequence): "Time To Live™ only 2]
protocol: ICHP (1)

Header checksum: @x@e@e [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.6.76

Destinotion: §.8.8.8
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Adn @ LBRE Res=FTLeFaaan

W licmp [x] ~] Expression.. | +
Mo. Time  Time delta from previous captured fiame Source Destination Protocol  Length Info =
38358 2042.. 9.600065600 192.168.6.76 192.168.6.14 CHP 58 Echo (ping) reply  id=8x@@lb, seq=7568/36893, ttl=128 (request in 883
38359 2042.. 8.600372600 192.168.6.14 192.168.6.76 TCHP 68 Echo (ping) request id=8x@dlb, seq=7576/38941, tt1=255 (reply in 8536@)
38360 2042.. 9.600196600 192.168.6.76 192.168.6.14 TCHP 58 Echo (ping) reply  id=0x@@lb, seq=7576/38941, tt1=128 (request in 883
38361 2042.. @.660425600 192.168.6.14 192.168.6.76 TCHP 68 Echo (ping) request id=0x@dlb, seq=7584/40939, tt1=255 (reply in 88362)
38362 2042.. ©.000175600 192.168.6.76 192.168.6.14 TcMP 58 Echo (ping) reply  id-Dx0Olb, seq-7584/46939, tt1-125 (request in 833 |
39371 2056.. 8.000856000 192.165.6.76 192.168.0.260 TcMP 56 Echo (ping) request 1id=0x@0@1, seq=163/41728, tt1=255 (reply in 89372) —
39372 2056.. ©.000393600 192.168.0.260 192.165.6.76 TcHP 68 Echo (ping) reply  id=0x@0@1, seq=163/41728, ttl=63 (request in 89371 |«
< i ] ’

> Frame 88359: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @

> Ethernet II, Src: Giga-Byt_4@:5d:e4 (94:de:80:40:5d:e4), Dst: Elitegro_4a:@8:12 (f4:4d:30:4a:08:12)
4 Internet Protocol Version 4, Src: 192.168.6.14, Dst: 192.168.6.76

9160 .... = Version: 4

. @101 = Header Length: 20 bytes (5)
> Differentiated Services Field: @x80 (DSCP: CS@, ECN: Not-ECT)

Total Length: 44

Identification: @x@944 (2372)

Protocol: ICMP (1)
Header checksum: @x24e? [validation disabled]
[Header checksum status: Unverified]

Source: 192.168.6.14

Destination: 192.168.6.76
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Chapter 07: Network Protocol Analysis

E=1e

. httpsi/fwww.ietforg/rfc/ X

C | @ Secure | httpsy//www.ietf.org/rfc/

RFC 768 J. Postel
IsI
28 August 198@

User Datagram Protocol

Introduction

This User Datagram Protocol (UDP) is defined to make available =&
datagram mode of packet-switched computer  communication in the
environment of an dinterconnected set of computer networks. This
protocol assumes  that the Internet Protocol (IP) [1] is used as the
underlying protocol.

This protocol provides a procedure for application programs to send
messages to other programs with a minimum of protocel mechanism. The
protocol is transaction oriented, and delivery and duplicate protection
are not guaranteed. Applications reguiring ordered reliable delivery of
streams of data should use the Transmission Control Protocol (TCP) [2].

Format

= 78 15 16 23 24 31
R B R +
Source | Destination |

Port | Port |

fommm e BT Hmmmm e +
| |

Length | Checksum |

R —— s [ —_— +

User Datagram Header Format

w

Py
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dmnde ippEre==FsEEaaan
(W 2cply a display filter ... <Ctrl-/> =3 -] Expression..  +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Info
r 1 6.888 4.800000000 192.1658.7.64 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
2 8.020 ©.020093000 192.168.7.25 192.168.7.255 NBNS 92 Name query NB WPAD<@@>
3 8.178 0.158860000 Elitegro 4f:38:76 Broadcast ARP 68 Who has 192.168.5.31? Tell 192.168.6.61
4 8.200 ©.021280000 192.168.6.40 239,255.255.25@ S5DP 216 M-SEARCH * HTTP/1.1
5 8.21e ©.910056000 192.168.5.224 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
6 8.222 9.812155000 Elitegro_o6f:97:48 Broadcast ARP 68 Who has 192.168.6.1187 Tell 192.168.6.11
7 8.226 ©.883560000 Elitegro 49:d3:41 Broadcast ARP 608 Who has 192.168.6.112 Tell 192.168.6.118
8 8.289 0.063413000 Elitegro 4f:1b:4a Broadcast ARP 6@ Who has 192.168.5.2842 Tell 192.168.5.189
9 8.294 @.885182000 Elitegro_4f:28:81 Broadcast ARP 68 Who has 192.168.5.1892 Tell 192.1638.5.284
1@ ©.302 ©.987609000 Elitegro_4e:a3:bd Broadcast ARP 68 Who has 192.168.6.362 Tell 192.168.6.242
11 8.438 9.1279490800 192.168.7.198 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
12 ©.444 ©.014815000 192.168.7.35 239,255.255.25@ S5DP 216 M-SEARCH * HTTP/1.1 -
<[ I ] v

> Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @

Ethernet II, Src: Elitegro a9:f6:88 (f4:4d:30:29:¥6:88), Dst: IPvdmcast 7f:ff:fa (01:00:5e:7f:ff:fa)
Internet Protocol Version 4, Src: 192.168.7.64, Dst: 239.255.255.250

User Datagram Protocol, Src Port: 61682, Dst Port: 196@

Simple Service Discovery Protocol

@ 7 wireshark_ABB1E1DA-D270-446C-B13A-FA4AAAB4CD41_20180514113807_a04356,pcapng Packets: 76 - Displayed: 76 (100.0%) Profile: New Profile

M *Local Area Connection = B 3R
File Edit View Go

AE @ UDRAE R e

Capture Analyze Statistics Telephony Wireless Tools Help

TiEEaaan

[ ‘udp [X] '] Expression... | +
Mo. Time Time delta from previous captured frame Source Destination Frotocol  Length Info
r 1 8.888 0.000000000 192.168.7.64 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
20.820 ©.020098000 192.168.7.25 192.168.7.255 NBNS 92 Name query NE WPAD<@@>
4 98.200 ©.821289000 192.168.6.48 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1 N
5@.21e 0.910056000 192.168.5.224 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
11 @.438 ©.127949660 192.168.7.198 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
12 @.444 9.814015608 192.168.7.35 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
13 8.476 ©.832273000 192.168.6.808 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
14 8.511 @.8356681000 192.168.6.249 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
16 @.647 @.897532008 192.168.6.194 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
19 8.776 @8.9148500880 192.168.7.25 192.168.7.255 NBNS 92 Name query NB WPAD<@@>
23 8.965 @.812878@88 192.168.5.236 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
24 1.815 @.858179@88 192.168.7.64 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1 -
« | n | r

> Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @

> Ethernet II, Src: Elitegro 29:76:88 (f4:4d:3@:29:T6:88), Dst: IPvdmcast 7f:ff:fa (@1:0@:5e:7f:ff:fa)
» Internet Protocol Version 4, Src: 192.168.7.64, Dst: 239.255.255.258

* User Datagram Protocol, Src Port: 61682, Dst Port: 1968

© Simple Serwice Discovery Protocol

O ¥ User Datagram Protocol: Protocol Packets: 76 * Displayed: 48 (63.2%) - Dropped: 0 {0.0%) || Profie: Mew Profile

4 User Datagram Protocol, Src Port: 61682, Dst Port: 1988
Source Port: 6leéa2
Destination Port: 19886
Length: 182
Checksum: @x4b86 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
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‘ ‘Wireshark - Preferences ?

UASIP -
UAUDP
UBERTOOTH

Ucp [T] Try heuristic sub-dissectors first
ubP Validate the UDP checksum if possible
UDP-Lite
UDPEMCAP [ collect process flow information
upDT

UFTP

UHD

ULP

UMA

UMNISTIM

USB

USB DFU

USBIP

UserLog

vCDu

VICP

Vines FRP

VITA 49 L
VLAN

VNC Sk

User Datagram Protocol
Show UDP summary in protocol tree

[ 0K ]’ Cancel ]’ Help

4 Checksum: 8x9443 [correct]
[Calculated Checksum: @x9443]
[Checksum Status: Good]
[Stream index: 18]

4 |User Datagram Protocol, Src Port: 48897, Dst Port: 1988
Source Port: 48097 Expand Subtrees Shift+Right
Destination Port: 1368 Collapse Subtrees Shift+Left
Length: 495 ]
4 Checksum: ®x9443 [correct] Expand All Ctrl+Right
[Calculated Checksum: @x9 Collapse All Ctrl+Left
[Checksum Status: Good]
[Stream index: 18] Apply as Column Ctrl+ Shift+]
+ Simple Service Discovery Proto .
Apply as Filter 4
Prepare a Filter 4
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M *Local Ares Connection

File Edit View Go Copture Analyze Statistics Telephony Wircless Tools Help

dm i@ LBERE Re=>=FTsFEaqan

(W ~poly 2 dplay fiter ... <Ctrl-/>

~ | Expression

Mo. Time Time delta from previous captured frame Source Destination Protocol  Length User Datagram Protocl  Info

1 9.800 ©.000000000 192.168.7.64 239.255.255.256 SsDP 216 & M-SEARCH * HTTP/1.1

2 8.620 ©.020095000 192.168.7.25 192.168.7.255 NBHS 92 Name query NB WPAD<@@>

3 0.178 ©.158860000 Elitegro 4f:30:76  Broadcast ARP 60 Who has 192.168.5.31? Tell 192.168.6.61
40.200 ©.021289000 192.168.6.40 239.255.255.250 S5DP 216 ¢ M-SEARCH * HTTP/1.1

5 8.210 6.016086600 192.168.5.224 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1

6 8.222 ©.012155006 Elitegro @f:97:48  Broadcast ARP 60 Who has 192.168.6.118? Tell 192.168.6.11
7 8.226 ©.083560000 Elitegro 49:d8:41  Broadcast ARP 60 who has 192.168.6.117 Tell 192.168.6.118

RFC RrC 793 - Transmission X

AR

C | & Secure

https://tocls.ietf.org/html/rfcT

[Docs] [txt|pdf] [Iracker] [Errats]

Updated by: 1122, 3168, 893, 8528

RFC: 783

&)= @] =

| ot

INTERMET STANDARD
Errata Exist

TRAMNSMISSION CONTROL PROTOCOL

DARPA INTERMNET PROGRAM

FROTOCOL SPECIFICATION

September 1281

prepared for

Defense Advanced Research Projects Agency
Information Processing Technigues Office
1400 Wilson Boulevard
Arlington, Virginia 22209

[123 ]



% RFC 793 - Transmission © X

& C | & Secure | https;//tools.ietf.org/html/rfc

3.1. Header Format

TCP segments are sent as internet datagrams. The Internet Protocol
header carries several information fields, including the scurce and
destination host addresses [2]. A TCP header follows the internet
header, supplying information specific to the TCP protocol. This
division allows for the existence of host level protocols other than
TCP.

TCP Header Format

@ 1 2 3
1234567898 1234567 8528123456789 801
T S T A S S
| Source Port | Destination Port |
B T T T ot Tk ik ot T T IR A e
| Sequence Number |
B T S s e e S
| Acknowledgment Number |
B S s T ST
| Data | |ulalP|R|S|F| |
| offset| Reserved |R|C|S|S|Y]|I| Window |
| | [Glk[H[T|n[n]| |
B e e e e e Y
| Checksum | Urgent Pointer |
R e e Y
| Options | Padding |
B e e e St e
| data |
R e e Y

TCP Header Format
Mote that one tick mark represents one bit position.
Figure 3.
Source Port: 16 bits
The source port number.
Destination Port: 16 bits

The destination port number.
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M “Local Area Connection = B %

File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
An 0 LBREBIR e stEEaaan
W [ Aoply 2 display filter ... <Cirl-/> ~] Expression.. | +

MNo. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info b
22 @.952 @.604911008 Elitegro_49:5:eb Broadcast ARP 60 Who has 192.168.6.42? Tell 192.168.7.85
23 @.965 ©.01287300@ 192.168.5.236 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
24 1.015 9.05017900@ 192.168.7.64 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
25 1.201 ©.185574@0@ 192.168.6.48 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
- 26 1.282 9.881253080 192.168.6.76 13.75.88.240 TCP 55 ¢ 49663 » 443 [ACK] Seq=1 Ack=1 Win=253 Len=1 [
i 27 1.211 ©.888919080 192.168.5.224 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
i 28 1.319 ©.187584080 192.168.4.98 239.255.255.258 SSDP 465 NOTIFY * HTTP/1.1
i 29 1.319 2.280170080 192.168.4.98 239.255.255.258 SSDP 474 NOTIFY * HTTP/1.1
i 38 1.319 2.200070080 192.168.4.98 239.255.255.258 SSDP 529 NOTIFY * HTTP/1.1
3 311.319 9.000133000 192.168.4.98 239.255.255.250 SSDP 545 NOTIFY * HTTP/1.1
L 32 1.330 9.911437000 13.75.85.240 192.168.6.76 Tcp 66 ¢ 443 + 49663 [ACK] Seq=1 Ack=2 Win=1023 Len=2 -
< i, ] B
> Frame 26: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface @
> Ethernet IT, Src: Elitegro_4a:08:12 (f4:4d:38:4a:08:12), Dst: HewlettP_27:d8:8a (d8:94:83:27:d8:8a)
> Internet Protocol Version 4, Src: 192.168.6.76, Dst: 13.75.88.248
4 Transmission Control Protoeol, Src Port: 49663, Dst Port: 443, Seq: 1, Ack: 1, len: 1
Source Port: 49663
Destination Port: 443
[Stream index: 8]
[TCP Segment Len: 1]
Sequence number: 1 (relative sequence number)
[Next sequence number: 2  (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
8101 = Header Length: 2@ bytes (5)
» Flags: exe1@ (ACK)
wWindow size value: 253
[Calculated window size: 253]
[Window size scaling factor: -1 (unknown)]
Checksum: @x2dab [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
» [SEQ/ACK analysis]
b [Timestamps]
TCP payload (1 byte)
TCP segment data (1 byte)
@ 7 Transmission Control Protacol (tcp), 20 bytes Packets: 76 * Displayed: 75 (100.0%) - Dropped: 0 (0.0%) Profile: New Profile
4 Flags: @x@1e (ACK)
#99. .... .... = Reserved: Not set
sea® ... .... = Nonce: Not set
vews Buo. ..., = Congestion Window Reduced (CWR): Mot set
vews oB.. .... = ECN-Echo: Not set
vewe .8, ..., = Urgent: Not set
vaws 2aal ... = Acknowledgment: Set
vass suss @B... = Push: Not set
vaws saas .B.. = Reset: Not set
vewe swes o8B0 = 5yn: Not set
sewe sass ...8 = Fin: Not set
[TCPFlgS:"""'J‘:\""]

Window size walue: 253
[Calculated window size: 253]
[Window size scaling factor: -1 (unknown)]
Checksum: 8x2d4b [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
> [SEQ/ACK analysis]
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M Wireshark . Preferences

SYMCHROPH... =
Synergy

Sysleg

T38

TACACS
TACACS+

TALI

TAPA Relative sequence numbers

TCAP
Tcp Scaling factor to use when not available from capture

TCPEMCAP Track number of bytes in flight
TCPROS
TDMoE
TDMeP
TDS [ 1gnore TCP Timestamps in summary
TeamSpeak2
TELMET
Teredo
TETRA [ Display process information via IFFIX
TFP

TFTP

Thread

Thrift S

Transmission Control Protocol

Show TCP summary in protocol tree

Validate the TCP checksum if possible

Allow subdissector to reassemble TCP streams

Analyze TCP sequence numbers

Calculate conversation timestamps

[] Try heuristic sub-dissectors first

Do not call subdissectors for error packets
TCF Experimental Options with a Magic Mumber

TCP UDF port 0O

Ok ] [ Cancel ] [ Help
M “Local Area Connection =8 %
file Edit Wiew Go Copture Analyze Statistics Telephony Wireless Tools Help
Am 10 LBREB Res=FIEE QR
~] Expression...  +

No. Time Time delta from previous captured frame. Source. Destination Protecol  Length Transmission Control Protocel  Info ==

2152 57.845 ©.008031000 152.195.11.6 192.168.6.76 TLSvl.2 1514 o Certificate [TCP segment of a reassembled PDU]

2153 57.845 o.000001600 152.195.11.6 192.168.6.76 T 1 v 443 » 52575 [PSH, ACK] Seq=7017 Ack=520 Win-147456 Len=1176 [TCP segnent of a reassembled PDU] ||

2153 57.845 0.000000860 152.195.11.6 192.168.6.76

2159 57 0.039628600 192.168.6.146 239.255.255.250 SSOP 216 M-SEARCH * HTTP/1.1

TUSv1.2 747 ¥ Certificate Status, Server Key Exchange, Server Hello Done

0.000008080 152.195.11.6 192.168.6.76 TLSVL.2 747 4 Certificate Status

Mark/Unmark Packet CtrteM
Ignore/Unignore Packet ~ Ctrl+D
Set/Unset Time Reference  CtrtsT

0.039623000 192.163.6.146 239.255.255.250 M-SEARCH

192.163.6.76

0.000001000 152.195.11.6

192.168.6.76

6.600734000 152.195.11.6 Applicati
239.255.255.250
e:fl  Broadcast
d:bf __Broadcast

0.013963000 192.165.7.95
0.029959000 Elitegro S
©.000203000 Elitegro 48:

Who has 1
kiho has 1 Copy

0611332000 192.165.6.13¢ 239.255.255.250 M-seARCH
0.029294000 fe30: :394:Fd7d:b09.. FF02::16 tulticasy  |meShift CtrleShift-T
0013103000 fesD: :b494: Fd7d:b0s.. F02::1:3 Standard|  Packet Comment.. CleAlisC
0.000897080 192.168.5.229 24.0.0.252 Standard
0.605878060 192.168.7.201 239.255.255.250 neseanch|  EditResolved Name
0.635736060 152.195.11.6 192.168.6.76 New Sessi
1 hoply ssFiter ,

0.000002000 152.195.11.6 152.168.6.76 Bpplicat]
0.00060100 152.195.11.6 192.168.6.76 Applicati  Prepareafiter ’

fpplicati  Conversation Fiter ,

Colerize Conversation »
A ' scTp »
H-SEARCH Follow »

2160 57 ©.211332000 192.168.6.134 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1 —
2161 57 0.029294600 Te80: :5494: fd7d:b09.. 1021116 apve e (ks (i (g (e 2
2162 57 ©.013103000 fe80: :b494:fd7d: be9... TFO2::1:3 LLMNR 92 Standard query @xbcll ANY PPMUMCPUBLAT
2163 57 0.608097600 192.168.5.220 224.0.0.252 LLMNR 72 Standard query @xbcll ANY PPMUMCPUBLAT
M *Local Area Connection o3
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ami® Res=F7 sEBEa’E
= e ¥
Time delta from previous captured frame. Source Destination Protocol  Length Transmission Control Protocol Info =4
0.000031000 152.195.11.6 102.168.6.76 TS 1514 v Certificate [TCP segnent of a reassembled PDU]
0.000001000 152.195.11.6 192.368.6.76 w12 443 » 52575 [Psi, ACK] Seq-7017 Ack-520 Win-147456 Len-1176 [TCP segrent of a reassembled POU] —
Server Key Exchange, Server Hello Done

Handshake Message

TCP Stream
UDP Stream

Ctrl+ Alt-Shift+T
Ctrl+Alt-Shift+ U




Ml *Locsl Avea Connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dnco LBRBERes=TIEEQQQAE

[ Tecp.stream eq 27 B -] Bpresson.. | +
|

Destination Protocol _ Length Transmission Control Protocl  Info
= v

192.165.6.76

=0 Ack=1 Win=65"

4 Flags: Bx@82 (SYN)
8ee. .... .... Reserved: Not set
Nonce: Not set
vess B.o.. ..., = Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set
T T Reset: Not set
4 iee wee. ..l = 5yn: set
> [Expert Info (Chat/Sequence): Connection establish request (SYN): server port 443]
vass saaa ...8 = Fin: Not set
[TCP Flags: -++vv+v=-+5-]
Window size wvalue: 8192
[Calculated window size: 8192]

&
n

L om
Com .
® o
oo

'
n

M ~Local Area Connection =@ %
Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Amie Ll REeEsE BEaaam

(A [tep.streameq 27 [x] ] Expression... | +

No. Tme  Time dela from previous captured frame Source Destnaton Protocol  Length Transmission ControlProtocol  Info

0.001715000 152.195.11.6 35 Len=p 1S5=1460 SACK PERNM=1 W5=512

443 > 52575 [SYN, ACK] Seq=0 Ack=1 Win-655:

Len:

2144 57.837
2146 57.345
2147 57.345
2148 57.345
2149 57.345

021812000 152.105.11
000165000 152.195.11
000001000 152.195.11
060001000 152.195.11
000001000 152.195.11

443 > 52575 [ACK] Seq=1 Ack=520 Win=147456 Len=8

Server Hello
443 > 52575 [ACK] Seq=1461 Ack=520 Win=147456 Len=1460 [TCP segment of a reassembled PDU]
443 > 52575 [PSH, ACK] Seq=2921 Ack=520 Win-147456 Len-1176 [TCP segnent of a reassenbled Pou] [
443 > 52575 [ACK] 5eq-3097 Ack=520 Win=147456 Len=1460 [TCP segment of a reassembled PDU]

3 [AC M1 o

~ RRSRNRNEN . =

M *Local Area Connection = &8 %
File Edit View Go Capture Analyze Stafistics Telephony Wireless Tools Help
A8 20 LBRE ] & EB8aaan
i.options B ) Epresson.. +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info o
72 1.899 0.039561000 109.234.207.107  192.168.5 e 6 v 443 > 52567 [ACK] Seq=1 Ack=2 |

131 3.375 0.005260000 172.217.165.45 192.165.6 v 443 > 52362 [ACK]
3 0 3 03.23.66 v 2 ] 5eq=0 Wi

v 443 > 52569 [SYN, ACK] Seq=8 Ack=1 i

s 55657 2850 [SYN] Seq=p Win=5192 Len= MSS=146 1i5=256 SACK PERN=1
G 5 N, ACK] -
v
v
v
v

464 14.872 0.084557660 103.23.66.118. 192.168.6.
510 15.560 0.082079660 102.168.6.3 192.168.6.

52526 > 2869 [SYN] Seq-0 Win-G192 Len=0 MS5-1460 WS=256 SACK_PERN-1
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4 TCP Option - Window scale: & (multiply by 256)
Kind: Window Scale (3)
Length: 3
Shift count: 8
[Multiplier: 256]
> TCP Optiocn - No-Operaticn (NOP)
> TCP Option - No-Operaticn (NOP)
4 TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2

M “Local Area Connection =@ %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
duse immERe=>=FsEFEaa’E
(A teoptons B -] Expression.. | +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info -—
]
464 14.872 0.004587600 103.23.66.118 192.168.6.76 TP 6 v 443 - 52560 [SVH, ACK] Seq-d Ack-L Win-14660 Len- M55-1460 SACK PERl-1
| siease A Smar e e ev 55657 + 2860 [Svi] Seq-o Min-a152 Lento HsS-1460 wS-256 SACC pERL |
=== e e e e e .
=
996 23.517 0.024424000 172.217.22.163  192.168.6.76 TeP 5 v 43 » 52570 [SVl, ACK] SeqwB AckeL Win~42780 Len-0 MSS-138 SACK_ PERI-L N5~256 H
905 23.757 0.053134000 172.217.22.163 192.168.5.76 e 5 443 » 52571 [5Y, ACK] Seq-0 Ack-1 Win-42780 Len-0 MSS-1380 SACK PERH-1 Us=256 =]
< o
Lengths 5 =
Shift count:
[Hultiplier: 256]
> TCP Option - No-Operation (NOP)
TCP Option - No-Operation (NOP
4 TCP Option - SACK permitted
Kind: SACK Permitted (4)
Lengt
TSEQ/ACK snaly=ie] g
@ 7 push (tcp.flags.push), 1byte Packets: 2529 - Displayed: 28 (1.12%) - Dropped: 0 (0.0%) Profi: New Profie
M *Local Area Connection o[B] R
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm 2@ LBRB R == sEEaaaH
(M Apoly a display filter . <Ctrl-f> +] Expression.  +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info =5
68 1.78@ ©.085728000 192.168.6.132 239.255.255.258 S50P 216 M-SEARCH * HTTP/1.1  —
69 1.806 9.825887000 192.168.6.244 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x5234cF
70 1.806 ©.000263000 192.168.7.33 239.255.255.25@ SSDP 216 M-SEARCH * HTTP/1.1 —
71 1.860 0.053837000 192.168.6.71 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1 —
72 1.8%3 ©.0839561000 183.234.2087.187 192.168.6.76 TCP 66 ¥ 443 » 52567 [ACK] Seq=1 Ack=2 Win=337 L
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4 Transmission Control Protocol, Src Port: 443, Dst Port: 52567, Seq: 1, Ack: 2, Len:
Source Port: 443
Destination Port: 52567
[Stream index: @]
[TCP Segment Len: @]

Sequence number: 1 {relative sequence number)

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 2 (relative ack number)

1888 .... = Header Length: 32 bytes (8)

Flags: @x@le (ACK)

Window size value: 337

[Calculated window size: 337]

[Window size scaling factor: -1 (unknown)]
Checksum: @xc64b [correct]

[Checksum Status: Good]

[Calculated Checksum: @xcB4b]

Urgent pointer: @

options: (12 bytes), No-Operatien (NOP), No-Operatiocn (NOP), SACK
[SEQ/ACK analysis]

[Timestamps]

4 Flags: @x81@ (ACK)
@ea. .... .... = Reserved: Not set
B .... .... = Nonce: Mot set
B... .... = Congestion Window Reduced (CWR): Not set
cewe oB.. ... = ECN-Echo: Not set
| vewe «aB. .... = Urgent: Not set |
.1 ... = Acknowledgment: Set
B... = Push: Not set
.8.. = Reset: Not set
.B. = 5yn: Not set
.8 = Fin: Mot set
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4 Flags: @x@ld (ACK)
@98. .... .... = Reserved: Not set
vea® suus wa.. = Nonce: Not set
B... = Congestion Window Reduced (CWR): Not set
vewe oBuu w... = ECN-Echo: Mot set
sesa ooBe o... = Urgent: Not set
swse wenl ... = Acknowled Expand Subtrees Shift+Right
peee nees €oen = PUSE WOY e Subtr Shift+ Lef
o ... .B.. = Reset: No ollapse Subtrees ift+Left
.@. = Syn: Not Expand All Ctrl+Right
vere wass ..@ = Fin: Not Collapse All Ctrl+Left
[TCP Flags: =+cvevrAreee]
Window size value: 337 Apply as Column Ctrl+Shift+]
[Calculated window size: 337]
[Window size scaling factor: Apply as Filter v I Selected I
Checksum: @xcé4b [correct] Prepare a Filter L Mot Selected
[Checksum Status: Good] C - -
onversation Filter L4
[Calculated Checksum: @xc64b] =il =2
Colorize with Filter L4 ..or Selected N
# Urgent flags.urg), 1byte B
0 gent (tcp.flags.urg), 1by Follow b ...and not Selected =
Copy » ...or not Selected
M “Local Area Connection
File | Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
Am 2@ LE®m Res=gf iEEaaqH
[ |hcp.ﬂags.urg ==
No. Time Time delta from previous captured frame Source Protocol  Length Transmission Control Protocol

72 1.899

©.839561000 109.234.267.167

Destination

192.168.6.76

66 v

M “Local Area Connection = =5 %
file Edit View Go Capture Analyze Statistics Telephony MWireless Tools Help

dm i@ JBRE Q&= sEEaaan

W [ tep. fiags ]

No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protacal Info

72 1.899

98 2.540
99 2.548

250 7.667

0.852892600 217
6.006000008 217.

©.005260000 172

0.0845441660 217

©.839561000 169.234.

146

146.

146

287.107 192.168.6.

192.163.6
192.168.6.

192.168.6

v
v
./'
v
v
v
o
¥
v
v

5938 » 58737 [ACK] Seg=1 Ack=
5938 + 58737 [PSH, ACK] Seq

M ~Local Area Connection =B8] %
File Edit Yiew Go Capture Analyze Statistics  Telephony Wireless Tools Help

Adn 20 JBRB Res=FaEEaqaaH

[ | tep. flags.reset == [X] ~| Expression.. | +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocel Info
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‘ *Local Area Connection
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 10 LERE Res=FIEERQQAH

|ﬂ |tq:l.stream egq3

Wireshark - Follow TCP Stream (tcp.stream eq 3) - wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACDA] 20180514144614 50770... | = =l 2|

cemO. L XD p@. .| 3wz y. -..t].&1....1TIr.
--gB./z...iy25.+....H..W. >..FC.n%.1l.d......J(PD ...5.~...X.....0b2=.F.. . #j.c.PueuccuueMe.n.Cy.ny.7.0. .80,
{Z..... JuzL. SiE=oofToo oEe |dledc oo lfe cfloocc™  oosoc K.ri.h..d..
E.. 2..1X
50 dEo o3 o[Pacoonoonooooos o~ d3B %o ooooooac q A I T &.&Y..... do.{..@
........ 8.8k, .. ... {..0.8....F5.T=. . T.B.. Lo VouTeuitieenand e, v I
L. T....e6..5..X..a.4.R k... fo.m. . @8 B Bee|..r.#]..... # G.@
.k cede o |USTH.@. ... L EA L<LBL e Wu.o.@ .y
| Beeanans CHz¥+.g.Conunn . I
2..6r-...;..Cdy. .3 .o\. oM.
Folloodbnibonoonoos rQ,gl%u L
F lE..2..\..n-".4..... V.7 g-.8.{...(e..5&. .R...... q 3
{-;/-q
= e dX....q@..f...E =..N.h.9..e
n o - 1 re.a in. 1 n T A - I S
Entire conversation (4640 bytes) '] Show and save data as Stream 3 %
Find: Find Next

[Filher QOut This Stream] [ Print ] [ Save as... ] [ Back ] [ Close ] [ Help ]

M “Local Area Connection = @ 5

File Edit View Go Copture Analyze Statistics Telephomy Wircless Tools Help

am i@ Brez=FaEEaaan

(A tep.streameq 3 EIED -] Expression.. |+
No. Time Time delta from pravieus captured frame. Source Destination Protocol  Length Transmission Control Protocol Info
276 8.596 ©9.201143000 54.246.238.0 192.168.6.76 TP 60 ¢ 443 > 52568 [ACK] Seq=1 Ack=1461 Win=247 Len=0
277 8.596 ©.00000100@ 54.246.238.0 192.168.6.76 TP 60 ¢ 443 > 52568 [ACK] Seq=1 Ack=2921 Win=258 Len=0
278 8.596 ©.000001000 54.246.238.0 192.168.6.76 TP 60 ¢ 443 > 52568 [ACK] Seq=1 Ack=3726 Win=269 Len=0
279 8.596 ©.000001000 54.246.238.0 192.168.6.76 TP 60 ¢ 443 > 52568 [ACK] Seq=1 Ack=3992 Win=281 Len=0
292 9.824 0.083404000 54.246.238.0 192.168.6.76 TLSv1.2 672 v Application Data
648 17.690 9.089668000 54.246.238.0 192.168.6.76 TLSv1.2 85 ¢ Encrypted Alert
649 17.69@ ©.000002000 54.246.238.9 192.168.6.76 TP 6@ v 443 > 52568 [FIN, ACK] Seq=65@ Ack=3993 Win=281 Len=0
M “Local Area Connection ERCIN]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

An 2 ® Bec=rasEBaaan

I [tcp.nindon_size < 50

‘Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol

9.060315600 192 6.76 54.246.238.0 52568 » 443 [RST] Se;
©.015191068 40.114.95. 166 192.168.7.1 TLSv1 Application Data

1126 30.978 ©0.030139060 40.114.95. 166 192.168.7.1 TLSv1 Application Data
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File Edit Viev Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm 20 LBRB Aec=F sEaaan

[ 1 [tcp.analysis. zero_window BAL ~)Expresson.. +
No. Tmme | Time | icP-analysis.zero_window_probe urce Length Packetcomments  Destination Protocol  Transmission Control Protocol Info
tep.analysis.zero_window_probe_ack

File Edit View Go Capture Analyze Statistics

Telephony  Wireless Tools Help

Am e iBRBRe>=FAEEQQAQE
]

No. Time

~ | Expression +

Time delta from previous displayed frame Source

Length Packet comments  Destination

Protocol  Transmission Control Protocol Info

Expa Shift+Right

Expand All Ctrl+Right
Collapse All Ctrl+Left

Apply as Column

Apply as Filter »

Prepare a Filter ’ Selected [
Conversation Filter 2 Not Selected
Colorize with Filter v ..and Selected
Follow L ..or Selected
e N ..and not Selected
o ey ..or not Selected

M *Local Area Connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

Help
Am 20 LBRBE _Re =Baaan
| |tcp.hdr_|en =20
Mo, Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol
| 25 9.609 B.983823060 172.217.166.42 192.168.6.76 TCP 66 ¥
! 58 1.468 B.883461060 172.217.166.42 192.168.6.76 TCP 66 ¥
i 468 12.281 B.080229600 192.168.6.250 192.168.6.76 TCP 66 v
! v
: 4
! 1876 26.228 284981006 162.125.81.3 192.168 '6 TCP '
i 1136 27.418 8.830340000 216.58.196.78 192.168.6.76 TCP '
i 1179 28.863 B.884739060 172.217.166.46 192.168.6.76 TCP '
]

n

> Frame 25: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
> Ethernet II, Src: PaloAlto bf:66:18 (88:38:6b:bf:66:18), Dst: Elitegro_4a:08:12 (f4:4d:30:4a:088:12)
> Internet Protocol Version 4, Src: 172.217.166.42, Dst: 192.168.6.76

4 Transmission Control Protocol, Src Port: 443, Dst Port: 53872, Seq: 1, Ack: 2, Len
Source Port: 443

Destination Port: 53872
[Stream index: 1]
[TCP Segment Len: @]

]

Sequence number: 1 (relative sequence number)
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 2 (relative ack number)

I 1888 .... = Header Length: 32 bytes (8)
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» Internet Protocol Ver
4 Transmission Control

Prepare a Filter L4 I

Selected

Source Port: 443 Conversation Filter L Mot Selected
Destination Port: ! Colorize with Filter b ..and Selected
[Stream index: 1] Follow L4 ..o Selected
Eergzeiiimﬁﬂihﬁ" ' 1I Copy > e not Selected
[Mext sequence numl Show Packet Bytes... Ctrl+Shift+0 ..0r not Selected
Acknowledgment numl g0 packet Bytes... Ctrl+ Shift+ X

leee = Header
Flags: @x@le (ACK)
Window size value:
[Calculated window
[Window size scali)
Checksum: 8x24d3 [
[Checksum Status: |
[Calculated Checks)
Urgent pointer: @

Wiki Protocol Page
Filter Field Reference

Protocol Preferences 4

Decode As...
Go to Linked Packet

Show Linked Packet in New Window
4 |Options: (12 bytes;; wo—opcrocoonm pwor g, wo-upcracoon peor g, seck

M “Local Area Connection =8 =%
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW ® BRE ] e= ssBaaam
[ [tep.options [X] | Expression..  +
0. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info e
25 6.689 ©.0603823000 172.217.166.42 192.168.6.76 TcP 66 v 443 > 53872 [ACK] Seq=1 Ack=2 Win=17 £
58 1.468 ©.003461600 172.217.166.42 192.168.6.76 TCP 66 v 443 > 53873 [ACK] Seq=1 Ack=2 Win=19

I
|

468 12.281 ©.680220068 192.168.6.250 .168.6.76 66 65489 + 2869 [SYN] Seq=8 Win=64248 -

> 53808 [SYN, ACK] Seq=@ Ack=1 W

ol
81

> 53891 [SYN, ACK] Seq=@ Ack=1 Wil

1876 26.228
1136 27.418
1179 28.863

©.684981668 162.125.81.3
8.630348086 216.58.196.78
8.634739686 172.217.166.46

©.8658343008 162.125.81.4

File Edit View Go Capture Analyze GStatistics Telephony Wireless Tools Help

Ami® BE ez iz Faaad

( ter .. <Cirl/> ~| Expression...  +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info

3 381 9.486 8.800001008 74.125.68.189 192.168.6.76 TLSv1.2 108 Appli(atiun Data

i 387 9.482 8.8185280688 74.125.68.189 192.168.6.76 TCP 58 443 » 53691 [A[K] Seq=145 Ack=47 Win:
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! *Local Area Connection

File Edit View Go Capture Analyze | Statistics | Telephony Wireless Tools Help

d m @ | R R & H Capture File Properties Ctrl+&lt+Shift+C
[ pply ay filter . <Ctrl-/= Resolved Addresses
No. Time Time delta from previous cz Protacol Hierarchy ation Protocol  Length  Transmission
i 381 9.486 Conversations L68.6.76 TLSv1.2 188
i Endpoints ":
g v
: 387 9.432 Packet Lengths v
] 10 Graph v
i R
i Service Response Time L4 v
| .
! DHCP (BOOTP) Statistics v
1 ¥R ke ONC-RPC Programs =i v
i 332 10.258 0West 5 L68.6.76 TCP 68 ¥
| 333 18.251 = 168.6.76 TLSV1.2 188 v
i 335 18.277 ANCP L68.6.76 TCP 68
BACnet ’ v
s
Collectd .
9 v
! 343 1@.458 DNS IRR.6. 7R TiSwl.2 312 S
4 Flow Graph
Destination Port: 53872 HART-IP

[Stream index: 1]

[TCP Segment Len: @] [AIHAEEES
Sequence number: 1 (relative HTTP 4
[Next sequence number: 1 (re HTTP2
Acknowledgment number: 2 (re Sametime
1@@@ .... = Header Length: 32 |
> Flags: @x81@ (ACK) TCP Stream Graphs L Time Sequence (Stevens)
Window size value: 178 UDP Multicast Streams Time Sequence (teptrace)
[Calculated window size: 176]
Th hput
[Window size scaling factor: -] F5 'I e ?u - I
Checksum: @x24d3 [correct] P4 Statistics b Round Trip Time
[Checksum Status: Good] P Statistics » Window Scaling

[Calculated Checksum: @x24d3]
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M Throughput for 192.168.6.76:53576 — 217.146.12.44:5938 (MA) ? )

Throughput for 192.168.6.76:53576 - 217.146.12.44:5938 (MA)

Local Area Connection

56 |- .
48 - | 500
or Jao %
= &
= ]
5 32+ =
=z 4300 g
= =
T 24| . + + . 9 + & - . ! 1 =
o =
S
i 1 Z
16 =
- 100
s
0t - " . e - . . - . —* - —+]0
0 10 20 30 40 50 ]
Time {s)

Hover over the graph for detzils. — 35 pkis, 550 bytes — 21 plis, 320 bytes

Type [Throughput A MA Window (s) 1.000000 |5 Stream 1 [%| |Switch Direction
Mouse @ drags (7 zooms Segment Length  [¥] Throughput [ Goodput

[ Save As... ] [ Close ] [ Help ]

[135]




‘ Throughput for 217.146.12.44:5938 — 192.168.6.76:53576 (MA) ? =
Throughput for 217.146.12.44:5938 : 192.168.6.76:53576 (MA)
Local Area Connection
56 ¥
- 420
Frys
- 380

o x
— 4300 &
=) o
= )
= 32 - ;
g - 240 3
; L=}
% 24 |+ + + - + . + + + +] 50 Ué
i =z

6 | 110 =

gr 460

D N - - | N - .I | - .I -~ D

8 16 24 32 40 56
Time (&)

Hover over the graph for details. — 21 pkts, 320 bytes — 35 plts, 560 bytes
Type [I'hroughput hd

Mouse @ drags () zooms

MA Window (s) 1000000 |5

Segment Length Throughput [~ Goodput

Stream 1 % |Switch Direction

[ Save As... ] [ Close ] [ Help ]
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M Throughput for 217.146.12.44:5938 — 192.168.6.76:53576 (MA) ? &
Throughput for 217.146.12.44:5938 > 192.168.6.76:53576 (MA)
Local Area Connection
a0k
-1 300
32
-1 240
24 b ' . . ® . t ! T f P'dwo ¥
e b
= [ m
g qu 3
i g
7 5
g B8r 40 B
=] =
3 g
ok . . - - - . . + 0 w
A -1 -60
-5 -1-120
1 1 1 1 1 1 1
8 15 24 32 40 45 56
Time {s)
Click to select packer 1719 (26,355 len 24 sag 97 ack 217 win 508) — 21 phts. 720 bytes — 35 phes, 560 bytes
Type [Throughput - MA Window (s) 1.000000 |5 Stream 1 (%
Mouse @ drags () zooms Segment Length Throughput [| Goodput
[ Save As... ] [ Close ] [ Help ]

Type [Throughput | MA Window (s) 1.000000 |-

Mouse| Throughput Segment Length Throughput [~| Goodput
Time [ Sequence (Stevens)
D

Stream 1 %] |Switch Direction
Round Trip Time

trace

Time [ Sequence (tq [ Save As... ][ Close

|

Help
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' Sequence Numbers (Stevens) for 216.239.116.76:80 — 192.168.1.64:18280

Sequence Numbers (Stevens) for 216.239.116.76:80

»192.168.1.64:18280

bad.pcapng
”
17500000 -
14000000
)
1]
=)
=
Z 10500000 -
g
]
=1
o
[T}
v
7000000 -
3500000 -
O -I 1 1 1 1 1 1
0 60 120 180 240 300 360
Time (s)
Click to select packer 3152 (56.86s len 1340 seq 2650521 ack 1 win 5840) — 15 k phrs, 20 MB — 8540 pes, 0 bytes
Type ITme,fSequence (Stevens) '] Stream 0 %
Mouse @ drags () zooms
Save As... } [ Close ] [ Help ]
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= B

4 Wireshark - 10 Graphs - wireshark_ASB1E1DA-0270-446C-B13A-FA4AAABACDA] 20180514174130_a08168 pcapng

Wireshark I0 Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAAAB4ACD41_20180514174130_a08168.pcapng

105 [

Packets/i sec

15
o pr——————— .-_Tl_l ____________ T —— ————.,_-m__m
o 10 20 30 40 50 60
Time (s)
Gk 0 selec packer 48 (U5 = 48
Enabled Graph Name Display Filter Color Style W Axis ¥ Field SMA Period
All packets . Line Packets None
TCP errors tcp.analysis.flags . Bar Packets None

=| & Mouse @) drags () zooms

Interval [ Time of day [ Log scale

[ Save As.. ] [ Copy ] [ Close ] [ Help
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= B &

M Wireshark - 10 Graphs - wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACDA1_20180514174130_a08168.pcapng

Wireshark I0 Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAAB4CD41_20180514174130_a08168.pcapng

100
10F
1
§
z
5 oif
0.01
0.001
I I I I
a 10 20 30 40 50 60
Time (s)
Qlick o selecr packer F00 (18 = 53).
Enabled Graph Name Display Filter Color Style W Axis ¥ Field SMA Period
All packets . Line Packets None
TCP errors tep.analysisflags . Bar Packets Mone

[ Time of day Log scale

[ Save As... ] [ Copy ] [ Close ] [ Help ]

= ||t Mouse @ drags (O) zooms Interval
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= | B 5

M Wireshark - 10 Graphs - wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACDA1_20180514174130_a08168.pcapng

Wireshark I0 Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAAB4CD41_20180514174130_a08168.pcapng
100 -
o
3
o
I I I I I I I
o 10 0 30 40 50 60
Time (s)
Howver over the graph for detais.
Enabled Graph Name Display Filter Color Style W Axis ¥ Field SMA Period
All packets . Line Packets Mone
] All packets tep.analysis.flags . Line Packets Mone
E] Mouse @ drags () zooms Interval [ Time of day Log scale
[ Save As... ] [ Copy ] [ Close I [ Help ]
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M Wireshark - 10 Graphs - wireshark_A881E1DA-0270-446C-B13A-FA4AAABACDA1_20180514174130_a08168.pcapng

Wireshark I0 Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAAB4CD41_20180514174130_a08168.pcapng

V\ W\/\/\/‘/

100

10

Packets/1 sec

1k
. L . | s L ‘
1} 10 20 30 40 50 60
Time (s)
Hover over the graph for detsik.
Enabled Graph Mame Display Filter Color Style W Axis ¥ Field SMA Period
All packets . Line Packets None
All packets tep.analysic.flag... . Line Packets None

Interval [1] Time of day Log scale

E] Mouse @) drags (O zooms

[ Save As ] [ Copy ] [ Close ] [ Help
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M Wireshark - 10 Graphs - wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACDAL_20180514174130_a08168.pcapng =8 RS

Wireshark 10 Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAAB4CD41_20180514174130_a08168.pcapng
100
— N
10F
1k
o
i
o
g
o]
5 pap
0.01F
0.001
I I I I
20 30 40 50 ]
Time (s)
No packets in interval (D).
Enabled Graph Name Display Filter Color Style W Axis ¥ Field SMA Period
All packets . Line Packets Mone
All packets tep.analysis.flag... .l::ﬂ Bar Packets Mone
E Mouse @ drags () zooms Interval [ Time of day Log scale
[ Save As... ] [ Copy ] [ Close ] [ Help ]
M “Local Area Connection = 8] %
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am @ BRecs=zfiszFaaadHd
W apply = display fiter . <Ctri/> =3 -] Expression.. | +
No Time Time delta from previous captured frame: Source Destination Protocol  Length Transmission Control Protocol Info = -
—
Sl 050 £a000001000.005, 82 Gl e 5L LRl A Gl 50T ] il
352 8.096 ©.905913000 103.23.66.118 192.168.6.76 TcP 1514 443 + 54001 [ACK] Seq
353 8.096 ©.000003000 103.23.66.118 192.168.6.76 TLSv1.2 296 ¢ Application Data
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M *Local Arca Connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
48 @ UBRBQ e TesBEaaan
(W] apoly a display fiter ... <Cirl-/> 3 ~) Expression..  +
MNo. Tme Time delta from previous captured frame Source Destination Protocol  Length Transmission Contral Protocal Info —
352 8.896 ©.685913000 103.23.66.118 192.168.6.76 TCP 1514 443 - 54801 [ACK] Seq=144 Ack=985 Wil
353 8.896 ©.680003000 103.23.66.118 192.168.6.76 TLSv1.2 296 ¢ Application Data
354 8.896 ©.080001000 103.23.66.118 192.168.6.76 TLSvi.2 112 ¢ Application Data —
— s
< . 3
» Flags: @x818 (ACK) -
Window size value: 14925
[Calculated window size: 14925]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @xadsa [correct]
[Checksum Status: Good]
[Calculated Checksum: @xodsa] |
Urgent pointer: @
4 [SEQ/ACK analysis]
[4RTT: @.245727809 seconds]
4 [TCP Analysis Flags] =
[This is a TCP duplicate ack]
[Duplicate ACK #: 1]
Duplicate to the ACK in frame: 350
> [Timestamps] =
@ 7 This frame has some of the TCP analysis shown (tcp.analysis) Packets: 2647 - Displayed: 439 (16.5%) - Dropped: 0 (0.0%) || Profile: New Profie
4 Wireshark - IO Graphs . wireshark_ASBLE1DA-0270-446C-B12A-FAAAAABACDAL 20180514174130_208168.pcapng =8 =
Wireshark I0 Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAAB4CD41_20180514174130_a08168.pcapng
100 -
10
1
o
&
Ef
£ 01
]
o
0.01
0.001
o 10 20 30 40 50 &0 70
Time (s)
No packets in interval (435).
Enabled Graph Name Display Filter Caolor Style Y Axis ¥ Field SMA Period
All packets . Bar Packets None
All packets tep.analysis.flag... . Line Packets None
E] Mouse @ drags () zooms Interval [ Time of day Log scale
[ Save As ] [ Copy ] [ Close ] [ Help
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Chapter 08: Application Protocol Analysis |

583 16.680 ©.000763000 192

Inform -

Transaction

Transaction

D

ID oxed4372768

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 2@ rez=fiEEaaaH
(W [dhep [X] | Expression +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info 1
r 1 0.808 2.008000000 192.168.6.103 239.255.255.258 S5DP 175 M-SEARCH * HTTP/1.1
| 2 0.820 @.020683000 192.168.6.72 192.168.7.255 BROWSER 243 Host Announcement PPMUMCPU@357, Workstation, ——
i 3 0.864 ©.944158000 192.168.5.226 239.255.255.258 SS0P 216 M-SEARCH * HTTP/1.1 —
i 4 9.899 8.835141000 192.168.5.207 239.255.255.250 SSDP 216 SEARCH * HTTP/1.1 —
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adu @ R & BB aaanw
(M [oootp [x] <] Expression... | +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Contral Protocol Info =
62 1.661 ©.073281000 192.168.6.63 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xbBb66839
125 4.021 ©.003302000 192.168.5.242 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x66dcaae
164 4.793 ©.011726000 192.165.7.73 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x6leldfca
172 5.072 ©.056530000 192.168.6.249 255.255.255.255 DHCP. 342 DHCP Inform - Transaction ID @x53f276fd -
194 5,708 ©.083492000 192.165.6.46 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xefzbea3 =
208 5.881 ©.007472000 192.168.5.249 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xa92f3df4
234 6.277 ©.029925000 192.168.7.52 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xd8232dd3
-
480 9.946 ©.831285080 192.168.5.239 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID 8x9a383a82 -
430 10.881 ©.008460000 192.168.6.118 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x3efc2640
518 14.038 ©.079209060 192.168.5.204 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xdc46c993 -
533 14.978 0.039021000 192.165.6.133 255.255.255 DHCP 0x7533534

DHCP

Message Type (Release) I

I » Option: (53
» Option: (54
» Option: (61
» Option: (25

Padding:

DHCP Server Identifier

Client identifier
) End

4 Bootstrap Protocol (Off|
Message type: Boot R
Hardware type: Ether
Hardware address len
Hops: @
Transaction ID: @xed
Seconds elapsed: @
Bootp flags: exeees
Client IP address: @
Your (client) IP add
Next server IP addre
Relay agent IP addre
Client MAC address:
Client hardware addr
server host name not
Boot file name not g
Magic cookie: DHCP
4 QOption: (53) DHCP Me

Length: 1

DHCP: oOffer (2)

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize with Filter

Follow

Copy
Show Packet Bytes...
Export Packet Bytes...

Wiki Protecol Page
Filter Field Reference

Protocel Preferences

Decode As...
Go to Linked Packet
Show Linked Packet in Mew W

Ctrl+Shift+ 0
Ctrl+Shift+X

indow

Selected

Mot Selected
.and Selected
..or Selected
...and not Selected

...or not Selected
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4 Option: (53) DHCP Message Type (Request)
Length: 1
DHCP: Request (3)
4 Option: (61) Client identifier
Length: 7
Hardware type: Ethernet (@x@l)
Client MAC address: Elitegro_4a:88:12 (f4:4d:38:43:88:12)
4 Optien: (5@) Requested IP Address
Length: 4
Requested IP Address: 192.168.6.76
4 Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.4.1
4 Qptien: (12) Host Name
Length: 12
Host Mame: PPMUMCPUBLLe
4 Option: (81) Client Fully Qualified Domain Name
Length: 28
> Flags: @x8@
A-RR result: @
PTR-RR result: @
Client name: PPMUMCPUBLl1e.packtpub.net
4 Option: (6@8) Vendor class identifier
Length: 8
Vendor class identifier: MSFT 5.8
4 Qption: (55) Parameter Request List
Length: 12
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain MName Server
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Ttem: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (31) Perform Router Discowver
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Ttem: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (43) Vendor-Specific Information
4 Option: (255) End
Optien End: 255
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ietf.org/rfc/rfc2131. 6t x

&« C | @ ietforg/ | :
Netwark Weorking Group R. Droms
Reguest for Comments: 2131 Bucknell University
Obsoletes: 1541 March 1997
Category: Standards Track
Dynamic Host Configuration Protocol
status of this memo
This document specifies an Intermet standards track protocol for the
Internst community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards™ (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.
Abstract
The Dynamic Host Configuration Protocel (DHCP) provides a framework
for passing configuration information to hosts on a TCPIP network.
DHCP is based on the Bootstrap Protocol (BOOTP) [7], adding the
capability of automatic allocation of reusable network addresses and
additional configuration options [19]. DHCP captures the behavior of
BOOTP relay agents [7, 21], and DHCP participants can interoperate
with BOOTP participants [2].
-
62 1.661 ©.073281000 192.168.6.63 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xbeb66839
125 4.021 ©9.803302000 192.168.5.242 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x66dcaae
164 4.793 ©9.911726000 192.168.7.73 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x6leldfca
172 5.872 ©.0565300600 192.165.6. 249 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x53f276fd
194 5.708 ©.033492000 192.165.6.45 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID éxef2bea3

4 Option: (55) Parameter Request List
Length: 13
Parameter Request List Item:
Parameter Request List Item:
Parameter Request List Item:
Parameter Request List Item:

) Subnet Mask
5) Domain Name
) Router

) Domain Name Server

(

(

(

(
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Ttem: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (43) Vendor-Specific Informaticn
Parameter Request List Item: (252) Private/Proxy autodiscovery
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dm 2o LPRRE Re==FiEaaan
L= iy fit Ct EJ -] Expression
MNo. Time  Time deita from previous displayed frame Length Packet comments Destination Protocol  Info
13 4.350 0.000227000 415 239.255.255.250 SSDP  NOTIFY * HTTP/1.1
14 4.350 ©.000000000 425 239.255.255.250 SSDP  NOTIFY * HTTP/1.1
15 4.350 ©.000001000 149 239.255.250.250 uoP 43364+9131 Len=107
16 4.350 ©.000165000 427 239.255,255.250 SSDP  NOTIFY * HTTP/1.1
17 4.753 @.402907000 n 192.168.77.1 ons Standard query @xde64 A www.npr.org
18 4.766 ©.012183000 162 192.168.77.160 ons Standard query response Oxde6d A www.npr.org CHAME .
- 194.767 0.001446000 192.168.77.160 66 104.123.1.45 TP 51216+80 [SYN] Seq=@ Win=8192 Len=0 MSS=1260 WS=4 5.
20 4.767 0.000219000 192.168.77.168 82 2.168.77.1 ons Standard query @xtada A e4539,g.akamaiedge.net
21 4.774 0.006427000 104.123.1.45 66 192.168.77.160 TP 88451216 [SYN, ACK] Sequ@ Ack=1 Win=29200 Len=@ MSS..
22 4.774 ©.000063000 192.168.77.168 54 104.123.1.45 TP 51216480 [ACK] Seq=1 Ack=1 Win=66780 Len=@
23 4.774 ©.000374000 192.168.77.160 665 104.123.1.45 HTTP  GET /sections/news/ HTTP/1.1
24 4.780 ©.006234000 104.123.1.45 60 192.168.77.160 TP 88+51216 [ACK] Seq=1 Ack=612 Win=38432 Len=0
25 4.780 ©.000186000 192.168.77.1 98 192.168.77.160 DNS Standard query response Oxdada A ed539.g.akamaiedge..
26 4.781 ©.000347000 192.168.77.168 82 192.168.77.1 ous Standard query 8x9edd AAAA €4539.g.akamaiedge.net
27 4.794 ©.013279000 104,123.1.45 1314 192.168.77.160 TP [TCP segment of a reassembled PDU]
28 4.794 ©.000001000 104.123.1.45 691 192.168.77.160 TP [TCP segment of a reassembled PDU]
29 4.794 ©.000000000 192.168.77.1 143 192.168.77.160 ons Standard query response @xOedd AAMA ed539.g.akamaie..
30 4.794 0.000006000 104.123.1.45 1314 192.168.77.160 TCP [TCP segment of a reassembled PDU]
20 4.767 ©.000219000 192.168.77.168 82 192.168.77.1 DNS Standard query @xdada A e4539.g.akamaiedge.net
21 4.774 ©.006427000 104.123.1.45 66 192.168.77.168 Tcp 88551216 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=d MSS..
22 4.774 ©.000063000 192.168.77.168 54 104.123.1.85 [} Tcp 51216+80 [ACK] Seq=1 Ack=1 Win=66780 Len=8
L+ 234.77a o.ee0374000 192.168.77.168 665 104.123.1.45 HTTP [ GET /sections/news/ HTTP/1.1 B
24 4.780 ©.006234000 104.123.1.45 50 192.168.77.168 TCP 8051216 [ACK) Seq-1 Ack=612 Win=30432 Len=B
ﬁ Wireshark - Preferences | ? D
- L
5TUN Ti Control Protocol
SUA )
sV Show TCP summary in protocol tree
SYMNC Validate the TCP checksum if possible
SYNCHROPF I [ Allow subdissector to reassemble TCP streams I
Synergy I :
Analyze TCP sequence numbers
Syslog Y q
T.38 Relative sequence numbers
TACACS ) .
Scaling factor to use when not available from capture
TACACS+
TALL Track number of bytes in flight
TAPA Calculate conversation timestamps
TCAP . )
[C] Try heuristic sub-dissectors first
TCP
TCPENCAP [ 1gnore TCP Timestamps in summary
TCPROS Do not call subdissectors for error packets
TDMoE ) ) ) .
TDMoP |:| TCP Experimental Options with a Magic Number
TDS [ pisplay process information via IPFIX
TeamSpeak?
P TCP UDP port 0
TELMET
Teredo S
4 T 3
oK. ] [ Cancel ] [ Help
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'@ LBRB Re==7 sEEaaan
display fit Ch 3 -] Expression.
Tme  Tme delta from previous dsplayed frame Source Length Packetcomments  Destination Protocol  Info

54 4.320 ©.000001000 184.123.1.45 1314 192.168.77.16@ HTTP Continuation

55 4.820 ©.000042000 192.168.77.168 54 184.123.1.45 TCP 51216+88 [ACK] Seq=612 Ack=25481 Win=6678@ Len=0
56 4.822 ©.001952000 184.123.1.45 1314 192.168.77.160 HTTP Continuation

57 4.822 ©.000001000 184.123.1.45 1314 192.168.77.160 HTTP Continuation

58 4.822 ©.000000000 184.123.1.45 1314 192.168.77.16@ HTTR Continuation

59 4.822 ©.000001000 104.123.1.45 1314 192.168.77.160 HTTP Continuation

6@ 4.822 ©.000001000 104.123.1.45 1314 192.168.77.16@ HTTP Continuation

61 4.822 ©.000001000 104.123.1.45 1314 192.168.77.168 HTTP Continuation

62 4.822 0.000000000 104.123.1.45 1314 192.168.77.168 HTTP Continuation

63 4.322 ©.000001000 104.123.1.45 1314 192.168.77.160 HTTP Continuation

64 4.822 ©.800000000 184.123.1.45 1314 192.168.77.160 HTTP Continuation

65 4.522 ©.000001000 184.123.1.45 1314 192.168.77.168 HTTP  Contjnuation

66 4.522 ©.000042000 192.168.77.160 54 184.123.1.45 TP 51214880 [ACK] Seqe=612 Ack=350881 Win=63800 Len=g
67 4.822 ©.000010000 192.168.77.168 54 184.123.1.45 TCP [TCP window Update] 51216+88 [ACK] Seq=612 Ack=3808..
68 4.822 ©.000357000 104.123.1.45 1314 192.168.77.160 HTTP Continuation

69 4.822 ©.000001000 104.123.1.45 1314 192.168.77.160 HTTP Continuation

7@ 4.822 ©.000000000 184.123.1.45 1314 192.168.77.168 HTTP Continuation

71 4.822 ©.000013000 192.168.77.168 54 184.123.1.45 TCP 51216-+88 [ACK] Seq=612 Ack=41861 Win=6678@ Len=0

- T
4 Line-based text data: text/html
[trurasted](ldoctype html><html class="no-js"

“en”><head><script type="text/javascript”>(window.NREUM| | (NREUM=(})) .loader_config={xpid: "UwcOVINACWCHVLFbAw=="};window.NH

( == = |

M SampleCaptures - The W X

C ‘ 8 Secure | httpsy//wikiwireshark.org/SampleCaptures 1}‘

3. Other Sources of Ca|

4. General / Unsorted

5. ADSL CPE

6. Viruses and worms

7. Crack Traces

8. PROTOS Test Suite Traffic

9. Specific Protocols and Protocol Families
1. AirTunes

he Cassandra

ure Files -

2

3

4, ng Tree Protocol

5. Bluetooth
6. UDP-Lite
7. NFS Protocol Family
8. Server Message Block (SMB)/Common Internet File System (CIFS)
9. Legacy Implementations of SMB
10. Browser Elections
11. SMB-Locking
12 SMB-Direct
13. SMB3.1 handshake
14 SMB3 encryption
15.TCP
16. MPTCP
17. Parallel Virtua| File System (PVFS)

| 18. HyperText Transport Protocal (HTTP) |

19. Telnet
20. TFTP
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‘ SSL Decrypt ? =
IP address  Port Protocol Key File Password
127001 443 http |C:sters.fsaya lit/ Downloads/snakeoil2_070531/snakeoil2_070531/rsd ]|
(=) @) (~] [+
CK ] [ Cancel Help
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Admi® RE Re>=ZFosEEQAQQE
(1 [htm ] | Expression...  +
No. Time: Time delta from previous captured frame Source Destination Protocal  Length Transmission Control Protocol Info il
=]
- 30 2.993 ©.000646000 127.9.0.1 127.0.0.1 HTTP. 596 v HTTP/1.1 484 Not Found (text/html) @
[l 11 | litd
» Frame 38: 596 bytes on wire (4768 bits), 596 bytes captured (4768 bits) B
> Ethernet II, Src: 00:0:00_00:09:00 (00:00:00:00:00:00), Dst: 60:00:00_00:00:00 (00:06:00:00:00:00) B
> Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.0.6.1
» Secure Sockets Layer
> [2 Reassembled SSL segments (474 bytes): #38(248), #30(226)]
4 Hypertext Transfer Protocol
* HTTP/1.1 484 Not Found\r\n
Date: Mon, 24 Apr 28086 ©9:@4:18 GMT\r\n
Server: Apache/2.0.55 (Debian) mod_ss1/2.6.55 OpensSL/@.9.5a\r\n
M Wireshark - Expert Information - rsasnakecil2.cap =8 PS
Saverltyv Summary Group Protocol Count 5l
a
4 Client Hello Checksum TCP
[ Server Hello, Certificate, Server Hello Done Checksum TCP
g Client Key Exchange, Change Cipher Spec, Finished Checksum TCP £
9 Change Cipher Spec, Finished Checksum TCP
1 GET /HTTR/11 Checksum TCP
13 Hello Request Checksum TCP
14 Client Hello Checksum TCP il |
16 Server Hello, Certificate, Server Hello Done Checksum TCP
17 Client Key Exchange, Change Cipher Spec, Finished Checksum TCP
18 Change Cipher Spec, Finished Checksum TCP
19 HTTP/1.1 200 OK (text/html) Checksum TCP
al GET ficons/jhel6l.png HTTP/L1 Checksum TCP
25 Client Hello Checksum TCP
27 Server Hello, Change Cipher Spec, Finished Checksum TCP
29 GET ficons/debian/openlogo-25.jpg HTTP/1.1 Checksum TCP
30 HTTP/1.1 404 Mot Found (text/html) Checksum TCP
31 GET ficons/apache_pb.png HTTP/1.1 Checksum TCP -
Displsy fileers “hezp”
[ Limit to Display Filter Group by summary Search:
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FileZilla (=[@] = |
File Edit View Transfer Server Bookmarks Help New version available!
- IDEE 2+ R&gmaan
Hot fpmgrsby  Usemame snonymos e bt 2 [Quckeomnest ]|
Local site: | C:\Users\sayalit\ « | Rernote site:
H 11 Administrator .
11 All Users
|, Default
|, Default User
| Public
A sayalit
Ji user i
1. yogeshp
. Windows E
Filename Filesize Filetype Last modified * | Filename Filesize Filetype Last modified  Permissions  Owner/Gro...
|- .anaconda File folder 9/6/2017 1:03:57 PM =
| .conda File folder 9/11/2017 12:56:08... Not connected to any server
1. .condamanager File folder 9/6/2017 1:06:00 PM
|. .config File folder 2/7/2018 5:31:38 PM
/. .FBReader File folder 1/18/2018 4:37:56 ...
File folder
File folder .
|| jupyter File folder 9/8/2017 4:02:39 PM
| .matplotlib File folder 10/4/2017 4:24:00 ...
1. .plotly File folder 9/8/2017 2:34:57 PM
1. ssh File folder 3/20/2017 6:48:53 ..
1. VirtualBox File folder 4/2/2018 6:53:42 PM
| AppData File folder 1/16/2018 4:32:53 ...
|| Application Data File folder i
15 files and 39 directories. Total size: 14,809,993 bytes Mot connected.
Server/Local file Direction Remote file Size Priority  Status
] Queued files 1 Failed transfers J Successful transfers
EH Queue: empty e
Host: ftp.mgts.by Username: anonymous sword: Port: Quickconnect || »
Status: Connecting to 82.209.230.71:21...
Status: Connection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS.
Status: Logged in
Status: Retrieving directery listing...
Status: Directory listing of “/" successful
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2@ JBRB ] e i1=Baaan

Time  Time delta from previous displayed frame Source Length Packetcomments  Destination
121 33.379 ©.000000000 82.209.230.71 61 192.168.77.168
122 33.379 ©.000000000 82.209.230.71 61 192.168.77.160
123 33.379 ©.000001000 82.209.230.71 68 192.168.77.160
124 33.379 0.000000000 82.209.230.71 61 192.168.77.160
125 33.379 0.000000000 82.209.230.71 61 192.168.77.160
126 33.379 ©.000000000 82.209.230.71 61 192.168.77.160
127 33.379 ©.000000000 82.209.230.71 63 192.168.77.160
129 33.379 0.000163000 192.168.77.160 68 82.209.230.71
130 33.501 0.122024000 82.209.230.71 80 192.168.77.160
131 33.501 @.000346000 192.168.77.160 59 82.209.230.71
132 33.623 @.122144000 82.209.230.71 63 192.168.77.168
133 33.624 @.00103800¢ 192.168.77.160 62 82.209.23a,71
134 33.746 ©.121495000 82.209.230.71 8s 192.168.7/1168
135 33.746 ©.000146000 192.168.77.160 60 82.209.230.71
137 33.868 @.122567000 82.209.230.71 104 192.168.77.168
138 33.869 @.800435000 192.168.77.160 60 82.209.230.71
147 34.116 @.246938000 82.209.230.71 93 192.168.77.168
149 34,238 @.122524000 82.209.230.71 78 192.168.77.168
185 47.398 13.159422000 192.168.77.160 63 §2.209.230.71

Protocol  Info

ETP Response: MDTM

FTP Response: PASV

FTP Response: REST STREAM

FTP Response: SIZE

FTP Response: TVFS

FTP Response: UTF8

FTP Response: 211 End

ETP Request: OPTS UTF8 ON

FTP Response: 200 Always in UTF8 mode.

FTP Request: PHD

FTP Response: 257 /"

FTP Request: TYPE I

FTP Response: 200 Switching to Binary mode.

FTP Request: PASV

FTP Response: 227 Entering Passive Mode (82,209,230,71.
FTP Request: LIST

FTP Response: 158 Here comes the directory listing.
FTP Response: 226 Directory send OK.

FTP Request: (WD pub

4 File Transfer Protocol (FTP)
4 228 (vsFTPd 2.3.2)\r\n
Response ¢ Service ready for
Response arg: (vsFTPd 2.3.2)

new user (228)

File Edit View Go Capture Analyze Statitics Telephony Wireless Tooks Help

Adn e sPRERes=FLSBaa]qd

MNo. Time Time deita from previous displayed frame Source Length Packet comments Destination Protocol Info

118 33.379 @.122551000 B82.209.238.71 69 192.168.77.160 FTP Response: 211-Features:

119 33.379 ©.000001000 B82.209.230.71 61 192.168.77.160 FTP Response: EPRT

120 33.379 @. B82.209.230.71 61 192.168.77.160 FTP Response: EPSV

121 33.379 ﬂ.m 82.209.230.71 61 192.168.77.160 FTP Response: MDTM

122 33.379 0.000000000 82.209.230.71 61 192.168.77.160 FTP Response: PASV

123 33.379 @.000001000 82.209.230.71 68 192.168.77.160 FTP Response: REST STREAM

124 33.379 @.000000000 82.209.230.71 61 192.168.77.160 FTP Response: SIZE

125 33.379 0.000000000 82.209.230.71 61 192.168.77.160 FTP Response: TVFS

126 33.379 0.000000000 £2.209.230.71 61 192.168.77.160 FTP Response: UTFB

127 33.379 ©.000000000 B2.209.230.71 63 192.168.77.160 FTP Response: 211 End

129 33.379 0.000163000 192.168.77.160 68 B2.2@9.230.71 FTP Request: OPTS UTF8 ON

130 33.501 @.122024000 82.209.230.71 88 192.168.77.160 FTP Response: 20@ Always in UTF8 mode.

131 33.501 @.800346000 192.168.77.160 59 B82.209.230.71 FTP Request: PWD

132 33.623 9.122144000 82.209.230.71 63 192.168.77.160 FTP Response: 257 “/™

133 33.624 0.001033000 192.168.77.160 62 82.209.230.71 FTP Request: TYPE I

134 33.746 0.121495000 82.209.230.71 85 192.168.77.160 FTP Response: 2088 Switching to Binary mode.

135 33.746 0.000145000 192.168.77.160 (-] 82.209.230.71 FTP Request: PASV o
+ 137 33.868 0.122567000 82.209.230.71 104 192.168.77.160 FTP Response: 227 Entering Passive Mode (82,209,230,71.

138 33.869 ©.000435000 192.168.77.160 68 82.209.230.71 FTP Request: LIST

143 34.113 @. 52.209.238.71 1168 192.168.77.160 FTP-DATA FTP Da 1106 bytes

Frame 138: 6@ bytes on wire (488 bits), 6@ bytes captured (480 bits) on interface @
Ethernet II, Src: AsrockIn_fb:46:dl (@0:25:22:fb:46:d1), Dst: Actionte_e7:bf:47 (80:7f:28:e7:bf:47)
Internet Protocol Version 4, Src: 192.168.77.16@, Dst: 82.209.230.71
Transmission Control Protocol, Src Port: 52284, Dst Port: 21, Seq: 98, Ack: 376, Len: 6
4 File Transfer Protocol (FTP)
4 LIST\r\n
Request command: LIST
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[Docs] [txt|pdf] [draft-myers-pop...] [Tracker] [Diffl] [Diff2] [Errata]

Updated by: 1957, 2449, 6186, 8314 INTERNET STANDARD

Errata Exist
Network Working Group J. Myers
Request for Comments: 1939 Carnegie Mellon
5TD: 53 M. Rose
Obsoletes: 1725 Dover Beach Consulting, Inc.
Category: Standards Track May 1396

Post Office Protocol - Version 3
Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards™ (STD 1) for the standardization state
and status of this protocol. Distribution of thisz memo is unlimited.
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&

C | & Secure | https;//tools.ietf.org/html/rfc2821

ENIEEES

Obsoleted by: 5321
Updated by: 5336

Network Working Group
Request for Comments: 2821
Obsoletes: 321, 974, 1859
Updates: 1123

Category: Standards Track

Simple Mail Transfer Protocol

Status of this Memo

improvements.

and status of this protocol.
Copyright Notice

Copyright (C) The Internet Society (2021)

Abstract

for the Internet electronic mail transport.

of the following:

REC 821 [28],

J.

[Docs] [fxt|pdf] [draft-ietf-drum...] [Tracker] [Diff1] [Diff2] [Errata]

PROPOSED STANDARD

This document specifies an Internet standards track protocol for the
Internst community, and requests discussion and suggestions for
Please refer to the current edition of the
Official Protocol Standards” (STD 1) for the standardization state
Distribution of this memo is unlimited.

All Rights Reserved.

This document is a self-contained specification of the basic protocel
It consolidates, updates
and clarifies, but doesn't add new or change existing functionality

- the original SMTP (Simple Mail Transfer Protocol} specification of

Klensin, Editor
ATRT Laboratories

Errata Exist

April zeel

"Internet

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
re | @® RE Re= Taz=Baaan
W [popl T = -] Expression..  +
No. Time Time delta from previous displayed frame Source Length Packet comments Destination Protocol Info s
4 4.680 0.000000000 128.241.194.25 1e3 67.161.34.229 POP S: +0K POP3 [128.241.194.25] v2000.70@ server ready
5 4.681 ©.000337000 67.161.34.229 70 128.241.194.25 POP C: USER rgantreyl
6 4.770 ©.089890000 128.241.194.25 95 67.161.34.229 POP S: +0K User name accepted, password please
7 4.771 ©.000180000 67.161.34.229 69 128.241.194.25 POP C: PASS abcdefgh
8 4.886 ©.114933000 128.241.194.25 84 67.161.34.229 POP S: +0K Mailbox open, 1 messages
9 4.886 0.000292000 67.161.34.229 60 128.241.194.25 POP C: STAT
10 4.978 ©.091886000 128.241.194.25 67 67.161.34.229 POP S: 40K 1 11110
11 4.978 ©.000277000 67.161.34.229 60 128.241.194.25 POP C: UIDL £
12 5.071 0.093466000 128.241.194.25 108 67.161.34.229 POP S: +0K Unique-ID listing follows
13 5.072 ©.000216000 67.161.34.229 60 128.241.194.25 POP C: LIST
14 5.166 ©0.094390000 128.241.194.25 100 67.161.34.229 POP S: +0K Mailbox scan listing follows
15 5.168 ©.002249000 67.161.34.229 62 128.241.194.25 POP C: RETR 1
16 5.256 ©.087846000 128.241.194.25 1514 67.161.34.229 POP S: +0K 11110 octets
17 5.256 ©0.000296000 128.241.194.25 1514 67.161.34.229 POP S: DATA fragment, 1460 bytes

4 Post Office Protocol
i +OK POP3 [128.241.194.25] v2888.78 server ready\r\n

Transmission Control Protocol, Src Port: 110, Dst Port: 1643, Seq: 1, Ack: 1, Len: 49
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4 4,680 4.593677000 128.241.194.25 103 67.161.34.229 POP S: +0K POP3 [128.241.194.25] v2000.70@ server ready
5 4.681 ©.000387000 67.161.34.229 70 128.241.194.25 PoP C: USER rgantreyl
6 4.770 ©.089890000 128.241.194.25 95 67.161.34.229 POP S: +0K User name accepted, password please
7 4.771 ©.000180000 67.161.34.229 69 128.241.194.25 PoP C: PASS abcdefgh
8 4.886 ©.114983000 128.241.194.25 84 67.161.34.229 POP S: +0K Mailbox open, 1 messages
9 4.386 ©.000292000 67.161.34.229 60 128.241.194.25 POP C: STAT

10 4.978 ©.091836000 128.241.194.25 67 67.161.34.229 POP S: 40K 1 11110

11 4.978 0.000277000 67.161.34.229 60 128.241.194.25 PoP C: uIDL

12 5.071 0.093466000 128.241.194.25 108 67.161.34.229 POP S: +0K Unique-ID listing follows

| 13 5.872 0.000216000 67.161.34.229 60 128.241.194.25 PoP C: LIST |

14 5.166 0.094390000 128.241.194.25 100 67.161.34.229 POP S: +0K Mailbox scan listing follows

15 5.168 0.802249000 67.161.34.229 62 128.241.194.25 POP C: RETR 1

16 5.256 ©.087846000 128.241.194.25 1514 67.161.34.229 POP S: 40K 11110 octets

Post Office Protocol
4 +0K 111108 octets\r\n
Response indicator: +0K
Respon{g description: 11110 octets
Return-Path: bbelch@ipacket-level.com\r\n
Received: from mx2@.stngva@l.us.mxservers.net (204.202.242.7)\r\n
\tby maillld.verio-web.com (RS ver 1.0.95vs) with SMTP id 3-8575327743\r\n
\tfor <rgantreyl@packet-level.com>; Mon, 15 Jan 2007 16:49:86 -858@ (EST)\r\n
Received: from mxwl100@.verio-web.com [161.88.148.89] (EHLO GIGA)\r\n
\tby mx2@.stngva@l.us.mxservers.net (mxl_mta-1.3.8-1@p4) with ESMTP id d85fba54.2509.132.mx2@.stneva@l.us.mxservers.net:\rin

16 125.241.194.25 1514 57.161.34.225 POP. St fOK 11110 octets |

17 5.256 0.000296000 128.241.194.25 1514 67.161.34.229 POP St DATA fragment, 1460 bytes

18 5.257 0.000025000 67.161.34.229 54 128.241.194.25 Tcp 643+110 [ACK] Seq=58 Ack=3154 Win=256960 Len=0
19 5.257 ©0.000240000 128.241.194.25 1230 67.161.34.229 PoP § DATA fragment, 1176 bytes

20 5.258 ©0.001077000 128.241.194.25 1514 67.161.34.229 PoP S: DATA fragment, 1460 bytes

215.258 ©0.000017000 67.161.34.229 s4 128.241.194.25 Tcp 1643+110 [ACK] Seq=58 Ack=5790 Win=256960 Len=0
22 5.258 ©0.000302000 128.241.194.25 1514 67.161.34.229 POP S: DATA fragment, 1460 bytes

235.250 0.000931000 128.241.194.25 1514 67.161.34.229 PoP S: DATA fragment, 1460 bytes

24 5.259 0.000023000 67.161.34.229 s4 128.241.194.25 Tcp 1643+110 [ACK] Seq=58 Ack=8710 Win=256960 Len=0
25 5.343 0.083831000 128.241.194.25 338 67.161.34.229 POP S: DATA fl'angnt, 284 bytes

26 5.351 ©0.087775000 128.241.194.25 1514 67.161.34.229 POP S: DATA fragment, 1460 bytes

27 5.351 ©.000039000 67.161.34.229 54 128.241.194.25 TCP 1643-110 [ACK] Seq=58 Ack=10454 Win=25696@ Len=@
28 5.437 ©.086159000 128.241.194.25 966 67.161.34.229 PoP S: DATA fragment, 912 bytes

29 5.562 ©.125231000 67.161.34.229 54 128.241.194.25 TCP 1643-110 [ACK] Seq=58 Ack=11366 Win=256048 Len=@
30 8.371 2.809058000 67.161.34.229 62 128.241.194.25 POP €: BELE 1

31 8.460 0©.033340000 128.241.194.25 F 67.161.34.229 POP S: +OK Message deleted

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ UnBRBRe==ZF IS ERAQAQAE
A | Apply a display filter ... <Ctrl-/ =3 ~ | Expression}
No. Time  Time delta from previous displayed frame Source Length Packetcomments  Destination Protocol  Info

3 0.083 0.000055000 67.161.34.229 54 128.241.194.25 TCP 1650+25 [ACK] Seq=1 Ack=1 Win=256960 Len=0

4 4.683 4.594681000 128.241.194.25 163 67.161.34.229 SMTR S: 220 mx10@.stngva@dl.us.mxservers.net ESMTP mx1l_m..
5 4.683 0.000270000 67.161.34.229 65 128.241.194.25 SM'TI&? C: EHLO Vaio

6 4.782 0.098716000 128.241.194.25 91 67.161.34.229 SMTP S: 250 mx100.stngva@l.us.mxservers.net

7 4.906 ©.124529000 67.161.34.229 54 128.241.194.25 TCP 1650+25 [ACK] Seq=12 Ack=147 Win=256812 Len=0
8 4.995 ©.088823000 128.241.194.25 82 67.161.34.229 SMTP S: 250 SIZE @ | 250 PIPELINING

9 4.995 0.000142000 67.161.34.229 95 128.241.194.25 SMTP C: MAIL FROM: <breaddyl6@packet-level.com>

10 5.096 ©0.100986000 128.241.194.25 69 67.161.34.229 SMTP S: 250 Sender Ok

11 5.096 ©.000363000 67.161.34.229 %0 128.241.194.25 SMTP C: RCPT TO: <bbelch@packet-level.com>

12 5.298 ©0.2018389000 128.241.194.25 95 67.161.34.229 SMTP S: 250 bbelch@packet-level.com ok (normal)

13 5.298 0.000243000 67.161.34.229 60 128.241.194.25 SMTP C: DATA

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 20 JERB ARes=F LA Baaan
N [smtp| T ~] Expression...  +
No. Time Time delta from previous displayed frame Source Length Packet comments Destination Protocol Info
4 4.683 0.000000000 128.241.194.25 163 67.161.34.229 SMTP S: 220 mx10@.stngva@l.us.mxservers.net ESMTP mxl_mta-1.3...
5 4.683 0.000270000 67.161.34.229 65 128.241.194.25 SMTP C: EHLO Vaio
6 4.782 ©.098716000 128.241.194.25 91 67.161.34.229 SMTP S: 250 mx10@.stngva®l.us.mxservers.net
8 4.995 0.213352000 128.241.194.25 82 67.161.34.229 SMTP S: 250 SIZE @ | 250 PIPELINING
9 4.995 ©.000142000 67.161.34.229 95 128.241.194.25 SMTP C: MAIL FROM: <breaddyl6@packet-level.com>
10 5.096 ©.100986000 128.241.194.25 69 67.161.34.229 SMTP S: 250 Sender Ok
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4 Simple Mail Transfer Protocol
4 Response: 220 mx10@.stngva@l.us.mxservers.net ESMTP mxl_mta-1.3.8-10p4; Mon, 15 Jan 2807 16:49:50 -8500 (EST); NO UCE\r\n

Response code: <domain> Service ready (p20)
Response parameter: mx10@.stngva@l.us.m

ervers.net ESMTP mxl_mta-1.3.8-10p4; Mon, 15 Jan 2007 16:49:50 -8500 (EST); NO UCE

| 44.683 4.594681000 128.241.194.25 163 67.1 - 20 mx100.s5tngvadl.us.mxservers.net ESMTP mxl r
5 4.683 0.000270000 67.161.34.229 65 128.241.194.25 C: EHLO Vaio
6 4.732 ©.093716000 128.241.194.25 91 67.161.34.229 SMTP SE 21} mx1080.stngvall.us.mxservers.net
7 4.906 ©.124529000 67.161.34.229 54 128.241.194.25 TCP 1650525 [ACK] Seq=12 Ack=147 Win=256812 Len=0@
8 4.995 0.033323000 128.241.194.25 82 67.161.34.229 SMTP S: 250 SIZE @ | 250 PIPELINING
: :
4 Simple Mail Transfer Protocol
4 Response: 25@-SIZE @\r\n
. .
Response code: Requested mail action okay, completed (25@)
Response parameter: SIZE @
4 Response: 258 PIPELINING\r\n
Response code: Requested mail D;tlon okay, completed (258@)
Response parameter: PIPELINING
9 4.995 0.000142000 67.161.34.229 95 128.241.194.25 SMTP C: MAIL FROM: <breaddyl6@packet-level.com> %
10 5.096 ©.100986000 128.241.194.25 69 67.161.34.229 SMTP S: 250 Sender Ok
11 5.896 ©.000363000 67.161.34.229 98 128.241.194.25 SMTP C: RCPT TO: <bbelch@packet-level.com>
12 5.298 ©.201889000 128.241.194.25 95 67.161.34.229 SMTP S: 250 bbelch@packet-level.com ok (normal)
[ 135 5.258 0.000243000 €7.161.34.229 53 128.241.194.25 TP T: DATA
14 5.385 ©.086553000 128.241.194.25 100 67.161.34.229 SMTP S: 354 Sbr‘t mail input; end with <CRLF>.<CRLF>
15 5.396 ©.011263000 67.161.34.229 1514 128.241.194.25 SMTP C: DATA fragment, 1460 bytes
16 5.396 0.000025000 67.161.34.229 1514 128.241.194.25 SMTP C: DATA fragment, 1460 bytes
17 5.396 ©.000013000 67.161.34.229 1476 128.241.194.25 SMTP C: DATA fragment, 1422 bytes
18 5.496 0.099300000 128.241.194.25 60 67.161.34.229 TCP 25-+1650 [A(K] Seq=277 Ack=3015 Win=65535 Len=0
19 5.496 0.000022000 67.161.34.229 59 128.241.194.25 IMF from: "Brian Readdyl6" <breaddyl6@packet-level.com.
206 5.500 ©.084146000 128.241.194.25 60 67.161.34.229 TCP 251650 [ACK] Seq=277 Ack=4437 Win=64113 Len=
21 5.718 ©.217512600 128.241.194.25 60 67.161.34.229 TP 2551650 [ACK] Seq=277 Ack=4442 Win=64108 Len=0
22 6.360 ©.642102000 128.241.194.25 102 67.161.34.229 SMTP S: 250 0-0484658135 Message accepted for delivery
23 6.511 ©.151263000 67.161.34.229 54 128.241.194.25 TCP 1650+25 [ACK] Seq=4442 Ack=325 Win=256636 Len=0
24 8.870 2.358602000 67.161.34.229 60 128.241.194.25 SMTP C: QUIT
25 8.870 ©0.000120000 67.161.34.229 54 128.241.194.25 TCcP 1650+25 [FIN, ACK] Seq=4448 Ack=325 Win=256636 Len..
26 8.958 ©.087663000 128.241.194.25 128 67.161.34.229 SMTP S: 221 mx100.stngva@l.us.mxservers.net Service clo..
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File Edt View Go Capture Analyze Statisticc Telephony Wireless Tools Help
Am i ® RE es=FazBEaaan
A [Acply a display f b ~ | Expression +
No. Tme  Time delta from previous displayed frame Source Length Packetcomments  Destination Protocol  Info -
1 0.000 0©.000000000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2058, FN=@, Flags=.
2 0.409 0.409624000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2062, FN=0,
3 0.511 0.102342000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2063, FN=0,
4 0.716 ©0.204765000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2065, FN=0,
5 ©0.819 ©.102430000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2066, FN=0,
6 0.921 0.102202000 D-LinkCo_cc:a3:ea 99 Broadcast 802.11 Beacon frame, SN=2067, FN=0,
7 1.023 0.102466000 D-LinkCo_cc:a3:ea 111 Broadcast 802.11 Beacon frame, SN=2068, FN=0,
8 1.126 0.102550000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2069, FN=0,
9 1.228 ©.102369000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2070, FN=0,
10 1.331 0.102493000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2071, FN=0,
11 1.433 ©.102384000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2072, FN=0,
12 1.475 0.041453000 IntelCor_d@:27:d7 69 Broadcast 802.11 Probe Request, SN=276, FN=@, .
13 1.478 ©.003359000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7 802.11 Probe Response, SN=2073, FN=0, Flags:
14 1.479 0.001127000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7 802.11 Probe Response, SN=2073, FN=0, Flags=
15 1.535 ©.0856299000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2074, FN=0,
16 1.638 0.102504000 D-LinkCo_cc:a3:ea 126 I%roadcast 802.11 Beacon frame, SN=2075, FN=0,
17 1.740 0.102376000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2076, FN=0,
18 1.843 0.102377000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2077, FN=0,
19 1.945 0.102495000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2078, FN=0,
20 2.047 0.102326000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2079, FN=0,
21 2.150 ©.102378000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2080, FN=0,
22 2.253 ©0.103177000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2081, FN=0, .

¥ |IEEE 802.11 Beacon frame, Flag
Type/Subtype: Beacon frame (

.

20e8)

Frame Control Field: @x3eee

.000 0000 e0oe bobe

Duration: @ microseconds

Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)

Destination address
Transmitter address

Source address: D-LinkCo cc:a3:ea (@0:13:46

.

Broadcast (ff:ff:ff:ff:ff:ff)

D-LinkCo_cc:a3:ea (©@:13:46:cc:a3:ea)

icc:ald:ea)

cawn

loee eeee lele

sass saas

[FCS Status: Good]

Source address: D-LINKLO cc:as:ea (00:13:46
B Id: D-LinkCo_cc:a3:ea (@@:13:46:cc:a3:ea)
2000

Fragment number: @
Sequence number: 2@58

Frame check sequence: @x5fcel56d [correct]

sccrasiea)
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 0 JEREB Res=T = Eaaan
N [wian iy ~] Expression...  +
No. Time  Time delta from previous displayed frame Source Length Packetcomments  Destination Protocol  Info B
1 0.000 0.000000000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2058, FN=0, Flags=........ BI=l. I
2 ©.409 0.409624000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2062, FN=@, Flags= BI=1..
3 0.511 0.102342000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2063, FN=0, Flags= BI=1..
4 0.716 ©0.204765000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2065, FN=@, Flags= BI=1..
5 ©.819 ©.102430000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2066, FN=@, Flags= BI=1..
6 0.921 ©.102202000 D-LinkCo_cc:a3:ea 929 Broadcast 802.11 Beacon frame, SN=2067, FN=@, Flags= .., BI=l.
7 1.023 ©.102466000 D-LinkCo_cc:a3:ea 111 Broadcast 802.11 Beacon frame, SN=2068, FN=@, Flags= eoy BIml.
8 1.126 ©.102550000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2069, FN=@, Flags= .C, BI=l..
9 1.228 0.102369000 D»Link(o_cc:as:ea 126 Broadcast 802.11 Beacon frame, SN=2070, FN=0, Flags: BI=1..
10 1.331 ©.102493000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2071, FN=@, Flags= BI=1..
11 1.433 0.102384000 D»Link(o_c::az:ea 126 Broadcast 802.11 Beacon frame, SN=2072, FN=0, Flags= BI=1..
12 1.475 ©.041453000 IntelCor_d@:27:d7 69 Broadcast 802.11 Probe Request, SN=276, FN=@, Flags= SSID..
13 1.478 ©.003359000 D-LinkCo_cc:a3:ea 120 IntelCor_de:27:d7 802.11 Probe Response, SN=2073, FN=@, Flags= C, BI.
14 1.479 0.001127000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7 802.11 Probe Response, SN=2073, FN=0, Flags=... C, BI.
File Edit Wiew Go Capture Analyze Statistics Telephony Winedess Took Help
dm 2@ JERBE Res==EFTizEaaan
_ﬁ _wilan
-3 Tme  Time deita Expand Subtress Shift+ Right Length Padet comments
10,000 0.00000  pounga Ctrl Right 126
2 B.405 B.40962 124
30.511 e.1023e  ColapseAd CubeLah 126
4 B.71E 9. 20475 R Cokarat 126
5 2.819 9.18243 126
6 9.921 @.10220 Apphy s Filter [} ¥ a9
T 1.923 9.18246 Br o Filter i o
g 1.126 ©.19255] el aelecied
9 1.228 ©.10236 Conversation Filter L Mot Selected
1@ 1.331 9.18249 Cobosize with Filtes ’ _ aad Telacted
11 1.43%3% 9. 10238
Follow " Salacted
12 1.475 9.84145 =
13 1.478 ©.0@335 ¢ ¥ «and not Selected
14 1.470 &.00112 oot Selected
Show Packet Bytes... .
15 1.535 9.05629 e .
16 1.638 ©.10258, Export Packet Bytes... Cirl=H 126
17 1.742 @.10237 . 126
18 1.843 ©.10237 Wi Probacol Fage 126
19 1.945 @.18249 Filter Field Reference 126
28 2.847 @.10232 Protocol Preferences ¥ 126
21 2.158 @, 18237 126
i 2.253 9.10317 Decode As. | 126
b B2.11 radis infores G0 to Linked Packet
4 IEEE 892.11 Beacon i Show Linked Packet in New Window
Type/Subtype: Beat v ¥
Frame Control Fleld: @wSede
000 00Bd obdE 88 = Duration: @ microzeconds
Recelver address: Broadcast (FF:ff:ff:fF:F:Ff)
Destination address: Broadcast (ff:ff:fFf:ff:ff:FF)

[158]




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 10 JERB QRes=TEaZ B QaQaan
N | (wlan) && ! (wlan. fc.type_subtype X0008) [X] ~ | Expression. +
No. Tinf\, | Time delta from previous displayed frame Source Length Packet comments  Destination Protocol  Info -
12 1.475 ©.000000000 IntelCor_d:27:d7 69 Broadcast 802.11 Probe Request, SN=276, FN=8, Flags=........C, SSID.
13 1.478 ©.003359000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7  802.11 Probe Response, SN=2073, FN=0, Flag: G, 1BE=
14 1.479 ©.001127000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7  802.11 Probe Response, SN=2073, FN=0, Flags=....R...C, BL.
133 14.888 13.409015000 IntelCor_de@:27:d7 69 Broadcast 802.11 Probe Request, SN=277, FN=@, Flags=. C, SSID.. |
134 14.893 0.004731000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7  802.11 Probe Response, SN=2210, FN=0, Flags=........C, BIL.
155 18.636 3.742901000 D-LinkCo_cc:a3:ea 413 Broadcast 802.11 Data, SN=2263, FN=@, Flags=.p....F
194 22.640 4.003852000 IntelCor_d@:27:d7 69 Broadcast 802.11 Probe Request, SN=280, FN=0, Flags=........C, SSID.
195 22.642 ©.002261000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7 802.11 Probe Response, SN=23@9, FN=@, Flags= C, BL.
196 22.647 0.005612000 IntelCor_d@:27:d7 69 Broadcast 802.11 Probe Request, SN=282, FN=0, Flags=........C, SSID..
197 22.658 ©.011000000 D-LinkCo_cc:a3:ea 95 IntelCor_d@:27:d7 802.11 Probe Response, SN=231@, FN=@, Flags=....R...., BI.
198 22.660 0.001753000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7  802.11 Probe Response, SN=2310, FN=0, Flags=....R...C, BL.
199 22.686 0.026150000 IntelCor_d@:27:d7 69 Broadcast 802.11 Probe Request, SN=288, FN=@, Flags
200 22.702 0.015349000 IntelCor_d@:27:d7 69 Broadcast 802.11 Probe Request, SN=292, FN=0, Flags=........C, SSID..
201 22.705 ©.003282000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7 802.11 Probe Response, SN=2311, FN=@, Flags=....R...C, BI..
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AnZe LBRB Re>=F8sBEQ’E
W [ Apply a display fiter .. <Ctrl 3 -] Bxpression...  +
No. Time  Time delta from previous displayed frame Source Length Packetcomments  Destination Protocol  Info E
2617 302... ©.102460000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=168,
2618 302... ©.102792000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=169,
2619 302... ©.101992000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=170,
2620 303... ©.102853000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=171,
2621 303... ©.101992000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=172,
2622 303... ©.102382000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, 73,
2623 303... ©.102404000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame,
2624 303... ©.102385000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame,
2625 303... ©.102340000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=176,
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b Frame 4863: 126 bytes on wire (184
" Radictap Header w@, Length 2@

b B82.11 radio information

» IEEE 882.11 Beacon frame, Flags:

" TEEE 882.11 wireless LAN managemei

Capture File Properties
Resoboed Addresses
Pretocel Hierarchy
Commrsations
Endpeints

Packet Lengths

vo

Service Response Time

DHCP (BOOTP) Statistics
OMC-RPC Progeams
2N est

ANCP

BACnet

Collectd

DNS

Flow Graph

HART-IP

HPFEEDS

HTTP

HTTP2

Sametime

TCP Stream Graphs
UDP Multicast Streams

[Pl Statistics
[Pv6 Statistics

File Edit View Go Capture Anshyze | Statistics | Telephony Wreless Took Help

A3 LA ME Q.

[ Tacoly & daiay fiter ... <Cirl-/>

Po. Time:
1e.
28,
3 e,
48,
5 0.
6.
70,

L824

Carl= Alts Shiifys C

i interface @
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h Wireshark - 10 Graphs - wlan-beacon-probl

Jem (=) o]

Wireshark 10 Graphs: wlan-beacon-problem

9 i |
7.5
g 6
% 4.5
g Y
3}
L5
or 1 1 o 1 1 1 1
0 80 160 240 320 400 480
Time (s)
No packets in interval (2145).
Name Display filter Cole Style Y Axis Y Field Smoothing -
All packets . Line Packets None
All packets tcp.analysis.flags &8&... . Bar Packets None
[T] All packets B uine Packets None
[T] All packets B uine Packets None
=1 an Joat. T Diaclent. AL

= || %

[7] Time of day [ Log scale

[saveas. | copy |[ cose |[ rep |

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 2@ U Bres=FazEaaan
W | Apply a display filter ... <Ctrl-/ 3 -] Expression...  +
No. Time  Time delta from previous displayed frame Source Length Packet comments  Destination Protocol  Info -
— 10.000 0.000000000 192.168.0.106 128 Yes 192.168.0.1 IcHP Echo (ping) request id=0x0001, seq=21/5376, ttl=l.| | ||
jo— 2 0.000 0.000921000 192.168.0.1 128 192.168.0.106 ple Echo (ping) reply id=0x0001, seq=21/5376, ttl=1..
31.002 1.001323000 192.168.0.106 128 192.168.0.1 1M Echo (ping) request id=ex@001, seq=22/5632, ttl=1..
4 1.003 0.000989000 192.168.0.1 128 192. pla Echo (ping) reply id=ex0001, seq=22/5632, ttl=1..
52.005 1.001995000 192.168.0.106 128 192. 1M Echo (ping) request id=ex@e01, seq=23/5888, ttl=1..
6 2.006 0.000885000 192.168.0.1 128 192. ple Echo (ping) reply id=ex0e01, seq=23/5888, ttl=1..
7 3.007 1.001139000 192.168.0.106 128 192. 1M Echo (ping) request id=ex@001, seq=24/6144, ttl=1..
8 3.008 ©.001224000 192.168.0.1 128 192. pla Echo (ping) reply id=ex0001, seq=24/6144, ttl=1..
9 310.626447000 192.168.0.106 128 192. 1M Echo (ping) request id=ex@001, seq=25/6400, ttl-1..
0.000921000 192.168.0.1 128 192. ple Echo (ping) reply id=0x0001, seq=25/6400, ttl=1..
1.001179000 192.168.0.106 128 192. 1M Echo (ping) request id=ex@001, seq=26/6656, ttl=1..
0.000941000 192.168.0.1 128 192. pla Echo (ping) reply id=0x0001, seq=26/6656, ttl=1..
1.001051000 192.168.0.106 128 192. 1M Echo (ping) request id=ex@001, seq=27/6912, ttl=1..
1.851958000 192.168.0.106 128 192. ple Echo (ping) request id=8x@@@1, seq=28/7168, ttl=1..
0.001116000 192.168.0.1 128 192. 1M Echo (ping) reply  id=ex@00l1, seq=28/7168, ttl=1..
0.000730000 192.168.0.1 128 192. pla Echo (ping) reply id=ex0001, seq=28/7168, ttl=1..
©.001117000 192.168.0.1 128 192. P Echo (ping) reply  id=ex@001, seq=28/7168, ttl=1..
1.217360000 192.168.0.106 128 192. e Echo (ping) request id=0x@@01, seq=29/7424, ttl=1..
©.000329000 192.168.0.106 128 192. 1M Echo (ping) request id=ex@e01, seq=29/7424, ttl=1..
0.001490000 192.168.0.1 128 192. pla Echo (ping) reply id=0x@001, seq=29/7424, ttl=1..
1.002323000 192.168.0.106 128 192. 1M Echo (ping) request id=ex@e01, seq=30/7680, ttl=1..
©0.000349000 192.168.0.106 128 192. ICHP Echo (ping) request id=@x@001, seq=30/7689, ttl=1. ~
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M Wireshark . Expert Information - wlan-signalissue

Packet N
4 Warning

BRR

-]

Summary
No response seen to ICMP request

Echo (ping) request id=0x0001, seq=27/6912, ttI=128 (no re...
Echo (ping) request id=0:0001, seq=29/7424, t1=128 (no re...
Echo (ping) request id=0x0001, seq=30,/7680, ttI=128 (no re...
Echo (ping) request id=0x0001, seq=30,/7680, ttl=128 (no re...
Echo (ping) request id=0x0001, seq=30/7680, ttI=128 (no re...
Echo (ping) request id=0x0001, seq=30/7680, ttl=128 (no re...
Echo (ping) request id=0x0001, seq=31/7936, ttl=128 (no re...

Group

Sequence

Echo (ping) request id=0x0001, seq=31/7936, ttI=128 (no re...

Protocol
ICMP

o e

R ]
B W

[=:] =51 (=]
= %) (=]

102

Echo (ping) request id 1, seq=31/7936, ttl=128 (no re...
Echo (ping) request id= 1, seq=32/8192, ttl=128 (no re...
Echo (ping) request id=0x0001, seq=34/8704, tt1=128 (no re...
Echo (ping) request id=0:0001, seq=35/8960, tt1=128 (no re...
Echo (ping) request id=0x0001, seq=40,/10240, ttI=128 (no r...
Echo (ping) request id=0x0001, seq=41/10496, tt1=128 (no ...
Echo (ping) request id=0x0001, seq=41/10496, ttl=128 (nor...
Eche (ping) request id=0x0001, seq=44/11264, tt1=128 (no r...
Echo (ping) request id=0x0001, seq=47,/12032, ttI=128 (no ...
Echo (ping) request id=0x0001, seq=56/14336, tt1=128 (no r...
Echo (ping) request id=0x0001, seq=57/14592, tt1=128 (nor...
Echo (ping) request id=0:0001, seq=61/15616, t1=128 (nor...
Echo (ping) request id=0x0001, seq=61/15616, ttl=128 (no r...
Echo (ping) request id=0x0001, seq=61/15616, tt1=128 (no r...
Echo (ping) request id=0x0001, seq=62/15872, ttI=128 (no r...
Echo (ping) request id=0x0001, seq=63/16128, tt1=128 (no ...
Echo (ping) request id=0x0001, seq=64/16384, t11=128 (nor...
Echo (ping) request id=0x0001, seq=66/16896, ttI=128 (no r...
Echo (ping) request id=0x0001, seq=68/17408, tt1=128 (no ...
Echo (ping) request id=0x0001, seq=74,/18944, ttI=128 (no ...
Echo (ping) request id=0x0001, seq=81/20736, ttl=128 (nor...
Echo (ping) request id=0x0001, seq=92/23552, tt1=128 (no r...

Echo (ping) request id=0x0001, seq=101,/25856, ttl=128 (no...
Echo (ping) request id=0x0001, seq=102/26112, ttl=128 (no...

159 Frha (nina) reauect id=0d0001 cen-105/26820 H#1-128 (nn

Limit to Display Filter Group by summary Search:
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M SampleCaptures - The W X

& C | @ Secure | hitps://wikiwireshark.org/Samp | o
" » . . . -
ipmb.multi.packel ap (libpcap). IPMB interface capture file, include multiple request and response packets.
SIP and RTP
aaa.pcap Sample SIP and RTP traffic.
711 Sample SIP call with RTP in G711.
SIP_DTMF2.cap Sample SIP call with RFC 2833 DTMF
DTMFEsipinfo.pcap Sample SIP call with SIP INFO DTMF
7 (libpcap) A sample of H.223 running over RTP, following negotiation over SIP.
o (libpcap) A sample of RFC 2190 H.263 over RTP, following negotiation over SIP.
ap Metasploit 3.0 SIP Invite spoof capture.
cap Fax call from TDM to SIP over Mediagateway with declined T38 request, megaco H.248.
terisk ZFONE_XLITE.pcap Sample SIP call with ZRTP protected media.
Magicjack+ Power On sequence SIP and RTP traffic generated by power on the Magicjack+
Iv Jack+ short test call A complete telephone call example
SIP calls between SIPp (scenario file) and FreeSWITCH 1.6.12, playing ivr-on_hold i in one direction using various codecs: -
M Magidack+_short_call.pcap =B8] 2
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4m ;0@ XB e==TiFEQaaH
W [ 4pply 2 display filter ... <Cirl-/> 3 -] Expression... | +
Mo Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info i
1 0.000 ©.000000000 192.168.0.16 192.168.0.1 ICHP 74 Echo (ping) request id=8x@ee@, seq=8/, ttl- | |
‘|T‘ 2 0.016 ©.016514600 192.168.0.1 192.168.0.18 ICHP 74 Echo (ping) reply  id=ex@@@, seq=8/8, ttl-mmm
| 3 0.817 ©.600661000 192.163.0.1 192.168.0.2 upp 248 32772 + 2972 Len=206
i 4 5.012 4.9953078@0 Cisco-Li_1d:5f:eb Magicjac_61:4d:17 ARP 60 Who has 192.168.8.18? Tell 192.168.08.1
i 55.812 2.000495000 Magicjac_61:4d:17 Cisco-1i_1d:5f:eb ARP 60 192.168.0.10 is at 6c:33:a9:61:4d:17
i 6 5.728 ©.707622000 192.168.0.10 216.234.64.8 upp 60 59285 =+ 5678 Len=2
i 7 7.128 1.399640000 192.163.0.1 192.168.0.2 UuDP 211 32772 + 2972 Len=169
M Magiclack_short_callpcap =8 %
File Edit View Go Capture Analyze Statistics Telephony Wireless JTools Help
Amo®@ RE R &= ifEaaas
(W s [X] ~| Expression.. | +
No. Time Time delta from previous captured frame Seurce Destination Protocol  Length Transmission Control Protocol Info
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M Magicack=_short callpcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Iools Help
am @ RE Res=FsEEaaaE

(W s [1rtp [X] ~ ] Expression... | +
No. Time Time delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol Info -

©.965075000 192.168 234.64.16
57 166.125 ©.016285000 192.163.0.16 216.234.64.16 RTP 214
58 166.126 ©.601239000 192.163.0.16 216.234.64.16 RTP 214
59 166.151 ©.024673000 216.234.64.16 192.168.0.16 RTP 214
62 166.155 6.602953000 192.163.0.10 216.234.64.16 RTP 214
63 166.157 ©.002544600 216.234.64.16 192.168.0.16 RTP 214
64 166.177 6.619945600 216.234.64.16 192.168.0.16 RTP 214
65 166.185 6.007168000 192.168.0.10 216.234.64.16 RTP 214
66 166.186 6.001204000 192.168.0.10 216.234.64.16 RTP 214
67 166.197 ©.911591000 216.234.64.16 192.168.0.10 RTP 214
68 166.215 ©.917257000 192.168.0.10 216.234.64.16 RTP 214
69 166.217 6.002449000 216.234.64.16 192.168.0.10 RTP 214

PT=ITU-T

711
711
711
711
711
711
711
711
711
711
711

PCHU,
PCHU,
PCHU,
PCHU,
PCHU,
PCHU,
PCHU,
PCHU,
PCHU,
PCMU,
PCMU,
PCMU,

55| 2A173650,
SSRC=Bx2A173658,
SSRC=Bx2A173658,
SSRC=8x31BE1ERE,
SSRC=Bx2A173658,
SSRC=Bx31BE1EGE,
SSRC=Bx31BE1EGE,
SSRC=8x2A17365@,
SSRC=8x2A17365@,
SSRC=8x31BE1ERE,
SSRC=8x2A173658,
SSRC=8X31BE1ERE,

Seq=265
Seq=265
Seq=265
Seq=184
Seq=26%
Seq=184
Seq=184
Seq=265
Seq=265
Seq=184
Seq=265
Seq=184

4 Session Initiation Protocol (183)

4 Status-Line: SIP/2.8 183 Session Progress
Status-Code: 183
[Resent Packet: False]
[Request Frame: 58]
[Response Time (ms): 6816]

» Message Header

> Message Body

4 Message Header

Contact: <sip:4165551212216.234.64.8:5078>
To: ¢sip:9@55551212(Ftalk4free. coms;tag=38da@aed-col2178-INSB15
From: "unknown"<sip:E646657195281@talk4free. com>;tag=2afc8c735218176
Call-ID: C557@127C1ABALABF7EDIDBIADGASCERBXCAaBRRRa
4 (CS5eq: 2 INVITE
Sequence Number: 2
Method: INVITE
Content-Type: application/sdp
Date: Thu, 12 Apr 2812 15:48:21 GMT
User-Agent: ENSR3.2.21.22-I515-RMRG5@82-RG982-EP-CPI15-CP0O25791
Content-Length: 236
4 X-Number-Type: 9855551212;type=off-net
4 [Expert Info (Note/Undecoded): Unrecognised SIP header (x-number-type)]
[Unrecognised SIP header (x-number-type)]
[Severity level: Note]
[Group: Undecoded]

Via: SIP/2.8/UDP 192.168.8.18:59285;branch=z0hG4bKcbadeaeans52182706Tat2cbT3d; rport=59265; received=206.248.161.77
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4 Message Body
4 Session Description Protocol
Session Description Protocol Version (v): @
Owner/Creator, Session Id (o): - B19596@13 819596@13 IN IP4 216.234.64.8
Session Name (s): ENSResip
Connection Informaticn (c): IN IP4 216.234.64.16
Time Description, active time (t): @ @
Media Descripticn, name and address (m): audic 54558 RTP/AVP @ 181
Media Attribute (a): rtpmap:@ PCMU/B@08
Media Attribute (a): rtpmap:181 telephone-event/geae
Media Attribute (a): fmtp:lel e-11
Media Attribute (a): ptime:2@
Media Attribute (a): setup:active
Media Attribute (a): sendrecv

55 166.895 ©.865078600 192.168.0.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=26%
57 166.125 ©.816285600 192.168.0.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=26%
58 166.126 ©0.601239600 192.168.0.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=265
59 166.151 ©9.024678000 216.234.64.16 192.168.6.10 RTP 214 PT=ITU-T 6.711 PCMU, SSRC=8x31BE1EBE, Seq=184
62 166.155 ©.802953600 192.168.08.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=26%
63 166.157 ©.202344800 216.234.64.16 192.168.0.18 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x31BELE@E, Seq=184
64 166.177 ©9.8199450080 216.234.64.16 192.168.6.10 RTP 214 PT=ITU-T 6.711 PCMU, SSRC=8x31BE1EBE, Seq=184
65 166.185 ©.007168000 192.168.0.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=265
66 166.186 ©.201204800 192.168.08.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=26%

4 Real-Time Transport Protocol
> [Stream setup by SDP (frame 54)]

18.. .... = Version: RFC 1889 Version (2)

..8. .... = Padding: False

+..8® .... = Extension: False

ve.. 8888 = Contributing source identifiers count: @
l... .... = Marker: True

Payload type: ITU-T G.711 PCMU (@)

Sequence number: 26528

[Extended sequence number: 92864]

Timestamp: @

Synchronization Source identifier: @x2al73658 (7B6164384)
Payload: ff7eff7evelelefefefefffi7ererereveffiffevefffeff...

1325 178.845 0.881063000 192.168. 216.234.64.16 -711 PCMU,

] SSRI x2A173658, Seq=271
1326 178.874 ©9.828518000 192.168.0.18 216.234.64.16 RTP 214 . 711 PCMU, SSRC=Bx2A173658, Seq=271
1327 178.984 ©0.830060000 192.168.0.18 216.234.64.16 RTP 214 .711 PCMU, SSRC=8x2A173658, Seq=271
1328 178.985 9.881232000 192.168.8, .711 PCMU, SSRC=Bx2A173658, Seq=271

216.234.64.16
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Telephony | Wireless Tools Help

VolP Calls
ANSI 4
G5SM 3

1AX2 Stream Analysis
ISUP Messages

LTE 4
MTP3 »
Osmux 4
RTP »
RTSP 4
SCTP »

SMEP Operations

UCP Messages

H.225

SIP Flows

SIP Statistics

WAP-WSP Packet Counter

‘ Wireshark - VaIP Calls - Magiclack+_short_call.pcap =8 =
Start Time Stop Time Initial Speaker  From To Protocol Duration Packets State Comments
159041032 178.954983 192.168.0.10 "unknown" <sip:E646657195201 @talkdfree.com> <sip:9055551212 @talkdfres.com> SIP 00:00:19 11 COMPLETED INVITE 401 200

[ Time of Day

Prepare Filter | |Flow Sequence| | P Play Streams

Ml Wireshark - Call Flow - Magiclack+_short_call.pcap SRS
e 192.168.0.10 216.234.64.16 Comment =
216.234.64.8
159,041 5205 MVITE SOP (7110 a711A talephona ov Jf oy SIP INVITE From: “unknown” <sipiEE466571952...
159,085 59205 IR 5070 SIP Status 100 Trying
159.099 59205 S0t 2 070 SIP Status 401 Unautherized
159,212 55205 e s 5070 SIP ACK From: “unknown” <sip:EG46657195201
159.214 55005 [NVITE SOP (g711U g711A sekephaneev gl gy SIP INVITE From: “unknown” <sip:EG466571952...
159,261 59205 NI 070 SIP Status 100 Trying
166,030 59205 /452 Seson Progress SDP (g7L1U telepho.. | gy SIP Status 183 Sassion Progress
166.085 45154 RTP (g711U) S4550 RTP, €42 packets, Duration: 12.810s SSRC; B:2A1..
166.151 5154 Ity 54550 RTP, 626 packess, Duration: 12.486s SSRC: (315,
174,768 59205 a200 OK SDP [g7LIU vert) | sprm SIP Stanus 200 0K
175.050 55205 Le s 5070 1P Regquest INVITE ACK 200 CSeqi2
178.844 59205 il s070 SIP Request BYE CSeq:1217001
178.954 55205 o so70 SIP Status 200 OK
« f
3 nodes, 13 ivems
Save As... ] [ Close ] [ Help

[ 166 ]



Statistics | Telephony Wireless Tools  Help
Capture File Properties Ctrl+Alt+Shift+C
Resolved Addresses
Protocol Hierarchy
Conversations
Endpeints
Packet Lengths
/O Graph

Service Response Time 4

DHCP (BOOTP) Statistics
OMC-RPC Programs
29West »
AMCP
BAChet 4
Collectd
DMS

I Flow Graph I
HART-IP
HPFEEDS
HTTP 4
HTTP2

Sametime
TCP Stream Graphs 4
UDP Multicast Streams

F5 L
IPwd Statistics L4
IPv Statistics 4
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M Wireshark - Flow - Magiclack+_short_call.pcap

Time 192.168.0.10 192.168.0.2 Comment
192.168.0.1 Cisco-Li_1d:5f:eb @
0.000 Echo (sing) request = 00000, s20-010. 2 ICMP: Echo (ping) request id=0x0000, seq=0/0, &
0.016 ICMP: Echo (ping) reply  d=0>0000, 52q=0/0, til
0.017 22 el 272 UDP: 32772 — 2972 Len=206
5.012  Wiho has 152.165.0.107 Tell 15! ppp; yiho has 192.168.0.107 Tell 152.168.0.1
5.012 g 192:168:0.10 15 21 Bei3diahE: ARp: 192.168.0.10 is at 6c:33:a9:61:4k17
5.720 55205 ST UDP: 59205 — 5070 Len=2
7.120 . RECE bR 1 =72 UDP: 32772 — 2972 Len=163
10.408 2 SRR A 2972 UDP: 33772 — 2872 len=172
10.506 BROWSER: Host Announcement T40, Workstation,
10.523 nm 2972 UDP: 32772 — 2572 Len=205
12.112 ARP: Who has 192.168.0.27 Tell 192.168.0.1
12112 ARP: 192.168.02 5 3
22,121 w2m Il e 2972 UDP: 32772 — 2572 Len=241
25.137 2772 By %72 UDP: 32772 — 2572 Len=241
25.718 59205 SRIEE A UDP: 53205 — 5070 Len=2
3113 . RS DR =72 UDP: 32772 — 2972 Len=241
45.717 55205 Zhldo TP UDP: 55205 — 5070 Len=2

4 [} | +
13 nodes, 1,301 ems

[T] Limit to display filter Flow type: |All Flows x

Saveds.. | [ Coss | [ hep

Telephon}:] Wireless Tools Help

VolP Calls
AMSI 4
GSM 4

IAX2 Stream Analysis
ISUP Messages

LTE 3
MTP3 3
Osmux L4
RTP 3
RTSP L4
SCTP L4

SMPP Operations
UCP Messages
H.225
SIP Flows
| SIP Statistics |
WAP-WSP Packet Counter
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Wireshark - SIP Statistics - Magiclack+_short_call.pca SRS
g pcap

Request Method / Res;;onse Code Count Resent Min Setup (s) Awvg Setup (s) Maz *
4 SIP Responses
699 Global Failure - Others
607 Unwanted
606 Mot Acceptable
604 Does Not Exist Anywhere
603 Decline
600 Busy Everywhere
599 Server Error - Others
513 Message Too Large
505 Version Mot Supported
504 Server Time-out
503 Service Unavailable
502 Bad Gateway

0000000 0.000000
0000000 0.000000
0.000000 0.000000 —
0000000 0.000000
0.000000 0.000000
0.000000 0.000000
0.000000 0.000000
0.000000 0.000000
0.000000 0.000000
0,000000 0.000000
0,000000 0.000000
0,000000 0.000000

m

oo o oo ooo0o0oooooooooo
oo o oo ooo0o0oooooooooo

501 Mot Implemented 0.000000 0.000000

500 Server Internal Error 0.000000 0.000000

439 Client Error - Others 0.000000 0.000000

494 Security Agreement Required 0.000000 0.000000

493 Undecipherable 0.000000 0.000000

491 Request Pending 0.000000 0.000000
489 Bad Event 0.000000 0.000000 %

< I | ¢

Display filter: Enter a display filter ...
Copy ] [ Save as... ] [ Close ]

! Wireshark - RTP Streams - Magiclack+_short_call. pcap = E B
Source ;\ddress Source Port Destination Address Destination Port  SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter  Status
192168.0.10 49154 216.234.64.16 54550 0x2a173650 g711U 642 0(0.0%) 31.653 12,838 12,513
216.234.64.16 54550 192.168.0.10 49154 0:31lbelele g711U 626 0(0.0%) 21187 0832 0.235

2 straams. Right-ciick for more aptions.

Find Reverse | |Prepare Filter Export... Analyze

M Wireshark - VoIP Calls - Magiclack+_short_call.pcap =B X
Start Time Stop Time Initial Speaker  From To Protocol Duration Packets State Comments
159.041032 178.954983 192.168.0.10 "unknown” <sip:E646657195201 @talkdfree.com> «<sip:9055551212@talkdfree.com> SIP 00:00:18 11 COMPLETED INVITE 401 200

[] Time of Day

Prepare Filter | |Flow Sequence| | P Play Streams
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M Wireshark - RTP Player B

E— Ww

1 1 1 1 1
17 72 174 176 178 130 182
Source Address  Source Port  Destination Address  Destination Port  55RC Setup Frame Packets Time Span (s} Sample Rate (Hz) Payloads
216.234.64.16 54550 192.168.0.10 49154 0:31belele 50 626 166 -179 (12.5) 8000 g711U
192168.0.10 49154 216.234.64.16 54550 0x2a173650 54 642 166 -179 (12.8) 8000 g711u
E] M| oOutputDevice: |Default Output Device |

Jitter Buffer: 50 [+ Playback Timing: |Jitter Buffer - [] Time of Day
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‘ Wireshark - RTP Player

= @] =

o Jitter Drops
% Wrong Timestamps

Inserted Silence

170 172

174 176 178

180

182

Source Port  Destination Address
54550 192168010
49154 216.234,64.16

Source Address
216.234.64.16
192.168.0.10

Destination Port  SSRC
49154
54550

626
642

0x31belele 50
0x2al73650 54

166 - 179 (12.5) 8000
166 - 179 (12.8) 8000

Setup Frame  Packets Time Span (s) Sample Rate (Hz)

Payloads
g711u
g711U

Output Device: |Default Output Device

7]

> m

Jitter Buffer: 5 %

Flaybadk Timing: | Jitter Buffer -

[7] Time of Day
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‘ Wireshark - RTP Player

= =] = |

o Jitter Drops
% Wrong Timestamps

+  Inserted Silence

A -4

I I
174 174

I
174

173 173 173
Source Address  Source Port  Destination Address  Destination Port  S5RC Setup Frame Packets Time Span(s) Sample Rate (Hz) Payloads
216.234.64.16 54550 192.168.0.10 49154 0:31belele 50 626 166 - 179 (12.5) 8000 g711u
192.168.0.10 49154 216.234.64.16 54550 022173650 54 642 166 - 179 (12.8) 8000 g71iu
E] |§\ Output Device: Default Qutput Device |
Jitter Buffer: 5 E Playback Timing: Time of Day
e
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‘ ‘Wireshark - RTP Player

(== =

o Jitter Drops
% Wrong Timestamps

«  Inserted Silence

L 1 1 L 1 1
166 168 170 172 174 176 178
Source Address  Source Port  Destination Address  Destination Port  55RC Setup Frame Packets Time 5pan(s) Sample Rate (Hz) Payloads
2162346416 54550 192.168.0.10 49154 O31belele 50 626 166 -179 (12.5) 8000 g711u
192.168.0.10 49154 216.234.64.16 54550 0x22173650 54 642 166 -179 (12.8) 8000 g71iu
E] M| OutputDevice: [Defauit Output Device |
Jitter Buffer: 5 = Playback Timing: [] Time of Day
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Chapter 10: Command-Line Tools

EX Command Prompt

821 README.windows .txt
327,848 reordercap.exe
278,978 serwvices
333 smi_modules
<DIR> Snmp
351.912 textZpcap.exe
13.832 textZpcap.html
<DIR> tpncp
<DIR> translations
583.848 tshark.exe
184,829 tshark.html
431,392 uninstall.exe
3.661.788 user—guide.chm
15,328,616 vcredist_xb4d._exe
<DIR> wimaxasncp
15,128 UinPcap_4_1_3.exe
1.868.456 YinSparkle.dll
21.293 wireshavrk-filter.html
8.125.6088 Yireshark.exe
198,255 wireshark.html
168,728 uka
40,370 ws.css
PHM 147,112 =1ibl.d11
File<{s> 158,803,248 hytes
21 Dir{s>» 156.652.003,.328 bytes free

C:=“Program Files“Wireshark>

B Command Prompt

——disable—-heuristic <short_name>
disahle dissection of heuristic protocol

User interface:

—G <{config profile> start with specified configuration profile

Y <{display filter> start with the given display filter

—g <packet number> go to specified packet number after "—»"

—J {jump filter> Jump to the first packet matching the {display>

filter

-3 zsearch backwards for a matching packet after "—J"

-n <font> set the font name used for most text

—t aladididdieiriuiud output format of time stamps (def: »: rel. to firstd
= thms output format of seconds {(def: =: seconds)
<keyr:<value> eAtension options. see man page for details
{statistics> show various statistics, see man page for details

Output :
—u {outfilei-> set the output filename <or '—' for stdoutl

Miscellaneous:
=h display this help and exit
—u display version info and exit
=P <key>:<{path> persconf :path — personal configuration files
persdata:path — personal data files
—o <nameX:{valuer> _.. override preference or recent setting
-K <keytahl keytah file to wuse for kerberos decryption
—fullscreen start Wireshark in full screen
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BN Command Prompt

C:“Program Files“sWireshark>Wireshark.exe -h
G:wProgram FilesUWireshark>
Wireshark 2_6.0 (v2_6_0-B—gc?239f82)

Interactively dump and analyze network traffic.
See https: suww.wireshark.org for more information.

Usage: wireshark [options] ... [ <infile> 1

Capture interface:

—-i <interface> name or idx of dinterface (def: first non—loophack)>

—f <capture filterr packet filter in libpcap filter syntax

—s {snaplen> packet snapzhot length (def: appropriate maximum>
don’t capture in promiscuous mode
start capturing immediately (def: do nothing)
update packet display when new packets are captured
turn on automatic scrolling while -8 is in use
capture in monitor mode, if available

-B <huffer size> size of kernel buffer (def: ZMB>

-y <link type} link layer type <def: First appropriatel

—time—stamp—type {type> timestamp method for interface

=D print list of interfaces and exit

-L print list of link-layer types of iface and exit

—list—time—stamp—types print list of timestamp types for iface and exit

Capture stop conditions:

Bl Command Prompt

C:Program FilessMireshark>Wireshark.exe -D
C:“Program Files“Wireshark>
1. “Device\NPF_{F2EA?FBC-7693-4C5B-BDA?-81F8B4FC2DAC} (UirtuwalBox Host—Only Hetw

o1k

2. “DevicesNPF_{A8B1E1DA-B270-446C-B13A-FA4AAAB4CD41> (Local Area Connection?

. SMoMUSBPcapl <(USBPcapl)>
4. “N.NUEBPcap2 (USBPcap2)
5. Sw.NUSBPcap3 <USBPcap3?
JER
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EX Command Prompt - tshark.exe

C:~Program Flle*\u1re¢hark>t*hark exe
Capturing on ‘UirtualBox Ho“t—Only Hetuwork’
B.0880AA 192 .168.56.1 + 192.168.56.255 NBNS 92 Hame query NE SQM.MEN.CO

B.185362 192.168.56.1 239.255.255.258 SSDP 216 M-SEARCH = HTTP-1.1

B.744515 192.168.56.1 192 .168.56.255 NBNS 92 HName query NB SQM.MSN.CO|

1.185663 122.168.56.1 239.255.255.258 S3DP 216 M-SEARCH = HTTPrs1.1
1.588777 192.168.56.1 192.168.56.255 NBNE 72 HMName query NE SQM.MSH.CO|

2186722 192 . 168.56.1 239.255.255.258 SSDP 216 M-SEARCH = HTTP-1.1
2.294586 192.168.56.1 122.168.56.255 NBNS 92 HMame gquery HB SQM.MSH.COS

3.844548 192.168.56.1 172.168.56.255 NBNS 72 HName query NE SQM.MSH.CO|

3.186746 192.168.56.1 239.255.255.258 SSDP 216 M-SEARCH = HTTP-1.1
3.79492% 192.168.56.1 192 .168.56.255 NBNS 92 HName query NB SQM.MSN.CO|

4.588235 192.168.56.1 172.168.56.255 NBNS 72 HName gquery NE SQM.M3H.CO|
5.342529 192.168.56.1 192.168.56.255 NBNE 72 HMName query NE SQM.MSH.CO|
6891897 192.168.56.1 192 .168.56.255 NBNS 92 HName query NB SQM.MSN.CO|

B Command Prompt

C:=“\Program Files“Wireshark>tshark.exe —h

IShark (Wireshark? 2.6.8 (uv2.6.8-8-gc?239f02)

Dump and analyze network traffic.

See https:/Auwwuw.wireshark.org for more information.

Uzsage:- tshark [options] ...

Capture interface:
—-i <interface’ name or idx of interface (def: first non—-loopback>
—f {capture filter> packet filter in libpcap filter suyntax
—g <snaplen> packet snapshut length (def : appropriate maximum>
don't capture in promiscuous mode
capture in monitor mode. if available
{bhuffer sizel size of kernel huffer {(def: 2MB)>
<link type> link layer type (def: first appropriated
——time—stamp—type <type> timestamp method for interface
print list of interfaces and exit
print list of link—-layer types of iface and exit
——1list—time—stamp—types print list of timestamp types for iface and exit

Capture stop conditions:
—c <packet count> stop after n packets <(def: infinite)
—a <{autostop cond.> ... duration:NUM - stop after NHUM seconds
filesize:NUM — stop this file after NUM KB
files:=HUM - stop after HUM files
Capture output:

-b <ringbuffer opt.> ... duration:=-HUH
interval -NUM
filesize :NUM

files:=HUM

switch to next file after NUM secs
create time intervals of HUM szecs
switch to next file after NMUM KB
ringhuffer: replace after NUM files

RPCAP options:
—A {user>:{password> use RPCAFP password authentication
Input file:
—r <infile> set the filename to read from {- to read from stdinl

[176 ]



BN Command Prompt - tsharkexe -i 1 -w Ch\Users\sayalit\test.pcapng

C:wProgram Files“\Wireshark*tshark.exe —-D

1. “Device~NPF_{F2EA?FAC-96%3-4C5B-BDA9-81FEB4FC2D6C> <(UirtualBox Host—Only HNetw
ork>

2. “Device~NPF_{ABB1E1DA-A270-446C-B13A-FA4AAAB4ACD41> {(Local Area Connection)

3. “SNoSUSBPcapl <USBPcapl)

4. S\ .WUSBEPcap2 (USBPcap?)

5. SSoSUSBPcap3 (USBPcapd?

C:“Program Files\Wireshark>tshark.exe —1i 1 —uw G:\lUsersisayalititest. pcapng
Capturing on ‘UirtualBox Hozt-Only Network®

BN Command Prompt - tsharkexe -i 1 -w C\Users\sayalit\test.pcapng -b duration:100

C:“Program Files“MWireshark>tshark.exe —1 1 —w C:islsersssavalitstest.pcapng —h du
ration:188
Capturing on ‘VirtualBox Host—-Only MNetwork’

andrew@ubuntu:~$ tcpdump --help

tcpdump version 4.7.4

libpcap version 1.7.4

OpenSSL 1.0.29 1 Mar 2016

Usage: tcpdump [-aAbdDefhHIJKLLnNOpgRStuUvxX#] [ -B size ] [ -c count ]
[ -c file_size ] [ -E algo:secret ] [ -F file ] [ -G seconds ]
[ -1 interface ] [ -j tstamptype ] [ -M secret ] [ --number ]
[ -Q injout|inout ]
[ -r file ] [ -s snaplen ] [ --time-stamp-precision precision ]
[ --immediate-mode ] [ -T type ] [ --version ] [ -v file ]
[ -w file ] [ -W filecount ] [ -y datalinktype ] [ -z command ]
[ -Z user ] [ expression ]

andrew@ubuntu:~$ man tcpdump
andrew@ubuntu:~$ ifconfig
ers33 Link encap:Ethernet HWaddr 00:0c:29:5a:28:8e
inet addr:192.168.139.131 Bcast:192.168.139.255 Mask:255.255.255.0
inet6 addr: feB0::ffeB8:9443:3f8f:42d0/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:167879 errors:0 dropped:® overruns:® frame:0
TX packets:75044 errors:0 dropped:® overruns:® carrier:@
collisions:® txqueuelen:1000
RX bytes:220455267 (220.4 MB) TX bytes:4541715 (4.5 MB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:275 errors:0 dropped:® overruns:0 frame:0
TX packets:275 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1

RX bytes:22103 (22.1 KB) TX bytes:22103 (22.1 KB)
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andrew@ubuntu:~$ ifconfig
ens33 Link encap:Ethernet HWaddr 00:0c:29:5a3:28:8e
inet addr:192.168.139.131 Bcast:192.168.139.255 Mask:255.255.255.0
inet6 addr: feB80::ffe8:9443:3f8f:42d0/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:167879 errors:0 dropped:® overruns:® frame:@
TX packets:75044 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:1000
RX bytes:220455267 (220.4 MB) TX bytes:4541715 (4.5 MB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:275 errors:0 dropped:® overruns:0® frame:0
TX packets:275 errors:® dropped:® overruns:0 carrier:0
collisions:® txqueuelen:1

RX bytes:22103 (22.1 KB) TX bytes:22183 (22.1 KB)

andrew@ubuntu:~$

andrew@ubuntu:~$ tcpdump

tcpdump: ens33: You don't have permission to capture on that device
(socket: Operation not permitted)

andrew@ubuntu:~S

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:167879 errors:0 dropped:0® overruns:® frame:0
TX packets:75044 errors:® dropped:® overruns:® carrier:0
collisions:0® txqueuelen:1000

RX bytes:220455267 (220.4 MB) TX bytes:4541715 (4.5 MB)

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:275 errors:® dropped:® overruns:® frame:®
TX packets:275 errors:® dropped:® overruns:0 carrier:0
collisions:0® txqueuelen:1
I RX bytes:22103 (22.1 KB) TX bytes:22103 (22.1 KB)

andrew@ubuntu:~$

andrew@ubuntu:~$ tcpdump

tcpdump: ens33: You don't have permission to capture on that device
(socket: Operation not permitted)

andrew@ubuntu:~$ sudo tcpdump

[sudo] password for andrew:

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ens33, link-type EN18MB (Ethernet), capture size 262144 bytes
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inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:275 errors:0 dropped:0 overruns:0 frame:0
TX packets:275 errors:0 dropped:@ overruns carrier:0
collisions:0 txqueuelen:1

RX bytes:22103 (22.1 KB) TX bytes:22103 (22.1 KB)

andrew@ubuntu:~$
andrew@ubuntu:~$ tcpdump
tcpdump: ens33: You don't have permission to capture on that device
(socket: Operation not permitted)
andrew@ubuntu:~5$ sudo tcpdump
[sudo] password for andrew:
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ens33, link-type EN16MB (Ethernet), capture size 262144 bytes
nC
® packets captured

received by filter

dropped by kernel
andrew@ubuntu:~$ sudo tcpdump -i lo
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on lo, link-type EN16MB (Ethernet), capture size 262144 bytes

andrew@ubuntu:~$ sudo tcpdump -i lo

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on 1 link-type EN10MB (Ethernet), capture size 262144 bytes

18:59:45.040066 IP localhost > localhost: ICMP echo request, id 19418, s 1, le
.040878 IP localhost > localhost: ICMP echo reply, id 19418, seq 1, leng
6.039267 IP localhost > localhost: ICMP request, id 19418, seq 2, le

6.839278 IP localhost > localhest: ICMP e

andrew@ubuntu: ~
.0839418 IP localhost > localhost: Féandrew@ubuntu:~$ ping localhost
PING localhost (127 .1) 56(84) bytes of data.
.@39429]1P localhost > localhost: P echo rigq bytes ( .0.0. ttl=64 time=0.084
bytes .0.0. 4 time=0.051
3.039324 IP localhost > localhest: echo reigq bytes .0.0. ttl=64 time=0.046
bytes 27.0.0. _S€ ttl=64 time=0.049

3.839334 IP localhost > localhest: P echo
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19:00:08.039088 localhost localhost: request, id 19418, seq 24, 1
ength 64
19:00:08.039102 localhost localhost: reply, id 19418, seq 24, len
aqth 64
19:00:09.039182 localhost localhost: request, id 19418, seq 25, 1
ength 64
19:00:09.039193 localhost localhost: reply, id 19418, seq 25, len
gth 64
19:00:10.039226 localhost localhost: request, id 19418, seq 26, 1
ength 64
19:00:10.039237 localhost localhost: reply, id 19418, seq 26, len
gqth 64
19:00:11.039182 localhost localhost: request, id 19418, seq 27, 1
ength 64

.039194 localhost localhost: reply, id 19418, seq 27, len

54 packets captured

108 packets received by filter

® packets dropped by kernel

andrew@ubuntu 1s I
D 1loads C Public test.pcap
examples.desktop P ures Te vid

19:00:10.039237 IP localhost > localhost: ICMP echo reply, id 19418, seq 26, len
gth 64

19:00:11.039182 IP localhost > localhost: ICMP echo request, id 19418, seq 27, 1
ength 64

19:00:11.039194 IP localhost > localhost: ICMP echo reply, id 19418, seq 27, len

54 packets captured
108 packets received by filter
® packets dropped by kernel
rew@ubuntu:~$ 1s
k D loads M
examples.desktop P
:~$ rm test.pcap
remove write-protected regular file 'test.pcap'? yes

Downloads M
examples.desktop Pic
untu:~$ sudo tcpdump -1 lo -w test.pcap
: listening on lo, link-type EN16MB (Ethernet), capture size 262144 bytes

AC32 packets captured
64 packets received by filter I
® packets dropped by kernel
andrew@ubuntu:~$ lsi
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BEX Command Prompt

C:“Program Files“Wireshark>dumpcap.exe —help

Dumpcap ‘Wireshark) 2.6.8 (v2_.6.8- B—gc?239fﬁ2)

Capture network packets and dump them into a pcapng or pcap file.
See https:/7uwww.wireshark.org for more information.

Uzage: dumpcap [options] ...

Capture interface:
—-i <interface’ name or idx of interface (def: first non—loophack>.
or for remote capturing. use one of these formats:
rpcap:/s<host> {interface’
TCPE<host>:<{port>
{capture filter> packet filter in libpcap filter syntax
{snaplen> packet snapshot length {def: appropriate maximum)
don't capture in promiscuous mode
capture in monitor mude, if availahle
{bhbuffer size> gize of kernel buffer in MiB (def: ZMiB>
{1link typeX> link layer type {(def: first appropriated
——time—stamp—type <type’> timestamp method for interface
-D print list of interfaces and exit
-L print list of link-layer types of iface and exit
——list-time—stamp-types print list of timestamp types for iface and exit
- print generated BPF code for capture filter
-k zet channel on wifi interface:

EX Command Prompt

C:“Program Files“Wireshark>dumpcap.exe -D
1. “Device~NPF_{F2ZEA?FAC-9693-4C5B-BDA?-81FEB4FC2D6CY <(VirtualBox Host—Only Hetw
ork>

2. “Device~NPF_{ASB1E1DA-B270-446C-B12A-FA4AAAB4ACD41> (Local Area Connection?

C:“Program Files“Wireshark>dumpcap.exe —1i 1 —-w C:xlUszersssavalitsdump._pcap
Capturing on ‘UirtualBox Host-Only Metwork'

File: C:sUsersssayalitsdump.pcap

Packets captured: 8

Packets receivedsdropped on interface 'UirtualBox Host—-Only Metwork’: B-8 (pcap:
B dunpcap:8-f lushed:-B-pz_ifdrop:8> (B.8x)>
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Chapter 11: A Troubleshooting Scenario

BIEES

M Lua/Dissectors - The Wir- X
e

< C | @ Secure | httpsy//wikiwireshark.org/Luz;

Login Search Titles || Text

T '
WSS TY-V\:1'@ Lua/Dissectors

FrontPage = RecentChanges | FindPage || HelpContents | | Lua/Dissectors

Immutable Page Info Attachments | More Actions: A

Contents

Dissectors

Dissectors are meant to analyze some part of a packet's data. They are similar to their older brothers written in C. Note that Heuristic
Dissectors and Post-Dissectors operate differently, and are described separately. This section only refers to pure Dissectors.

* They have to be registered to handle a type of payload of another protocol {or a raw wiretap type).

* Tobe registered, the dissector function has to be assigned to a Proto object. (see examples below)

* When called by Wireshark, they are passed (1) a TVB buffer of the data (a Tvb object), (2) a packet information record (Pinfo object), and (3) a
tree root (Treeltern object).

* Dissectors only get called when the packet matches the DissectorTable the Proto is set to, or when the user forces it using "Decode As".
"force” it using "Decode As” if the Dis rTable you set your Proto object to is of the correct type; for example, if you
t to the udp DissectorTable, a user cannot try to decode a link layer using your Proto dissector.

© The user can only
set your Proto obj

TCP reassembly

You should not write a dissector for TCP payload if you cannot handle reassembly (i.e., don't add your Proto object to the DissectorT.
tep). Like dissectors written in C, Lua dissectors can use Wireshark's ability to reassemble TCP streams:

* You should make sure your dissector can handle the following conditions:
1. The TCP packet segment might only have the first portion of your message.
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M Wireshark Developer's G %

= C | & Secure | https://www.wireshark.org/docs/wsdg_html_chunked;/

Wireshark Developer’s Guide

Wireshark Developer’s Guide

Table of Contents

Preface

1

=]

o]

-

. Foreword
. Who should read this document?
. Acknowledgements

. About this doenment

Where to get the latest copy of this document?

. Providing feedback about this document

Typographic Conventions

e 2 ¥PO/LA

=.1. Admonitions

7.2, Shell Prompt and Source Code Examples

B =T =
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‘ Chapter 9. Packet dissect X

& C | @ Secure | httpsy//www.wireshark.org/docs/wsdg_html_chunked/ChapterDissection.html

Chapter 9. Packet dissection

Table of Contents

9.1. How it works
9.2. Adding a basic dissector
0.2.1. Setting up the dissector
0.2.2. Dissecting the details of the protocol

9.2.3. Improving the dissection information

0.3. How to handle transformed data

9.4.2. How to reassemble split TCP Packets

9.5. How to tap protocols

9.6. How to produce protocol stats

0.7. How to use conversations

0.8. idl2wrs: Creating dissectors from CORBA IDL files

0.8.1. What is it?
9.8.2. Why do this?

9.8.3. How to use idlzwrs

9.8.4. TODO
0.8.5. Limitations
9.8.6. Notes

==
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M Wireshark Developer's G %

- C | & Secure | https//www.wireshark.org/d

11. Wireshark’s Lua API Reference Manual
11.1. Saving capture files
11.1.1. Dumper

11.1.2. PseudoHeader

11.2. Obtaining dissection data
11.2.1. Field
11.2.2. FieldInfo

11.2.3. Global Functions

11.3. GUI support
11.3.1. ProgDlg
11.3.2. TextWindow

11.3.3. Global Functions

11.4. Post-dissection packet analysis

11.4.1. Listener

Cs/wsag_him |_chunked/

== =

& Programming in Lua x

& C | & Secure | https://www.lua.org/pil/

fourth edition - third edition - second edition - first edition - errata - online version - amazon - e-book - manual

B= = =

This book is a detailed and autheritative introduction to all aspects of Lua programming written by Lua's chief architect.

Programming in Lua provides a solid base to any programmer who wants to use Lua. It covers all aspects of Lua—from the
basics to its APl with C. The book is the main source of programming patterns for Lua, with numerous code examples that
help the reader to make the most of Lua's flexibility and powerful mechanisms. The book is targeted at people with some

programming background, but it does not assume any prior knowledge about Lua or other scripting languages
When you buy a copy of this book, you help to support the Lua project

Faor the official definition of the Lua language, see the reference manual.

[185]




@ Lua5.1 Reference Manuz X

&

C | & Secure | https://www.lua.org/manual/5.1

" Lua 5.1 Reference Manual

The reference manual is the official definition of the Lua language
For a complete introduction to Lua programming, see the book Programming in Lua

This manual is also available as a book:
Lua 5.1 Reference Manual
by R. lerusalimschy. L. H. de Figueiredo, W. Celes
Lua.org, August 2006
ISBN 85-903798-3-3
Buy a copy of this book and help to support the Lua project.

start - contents - index - errata - other versions - portugués - espafiol - pycckui - deutsch

Copyright @ 2006-2012 Lua.org, PUC-Rio. Freely available under the terms of the Lua license

Bl Command Prompt
Microsoft Windows [Version 6.1.76811

C:sUsershsayalitied. .
C:“Usersied. .
C:%>cd “"Program Files"

C:“Program Files>cd Wireshark

C:“Program Files\Wirezhark>Wireshark.exe ——help

Copyright <(c> 2809 Microsoft Corporation. All rights reserved.
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B Command Prompt =

C:“Program Filezs“UWirezshark>Wirezhark.exe ——help

C:“Program Files“Wireshark>

Wireshark 2.6.8 (uv2_ 6.8-B0—qgc?239FfB2>
Interactively dump and analyze network traffic.
See https:sswm . wireshark.org for more information.

Usage: wireshark [options] ... [ <infile> 1

Capture interface:

—i {interface’> name or idx of interface {def: First non—loopba

—f <capture filter> packet filter in libpcap filter syntax

—= <snaplen’ packet znapzhot length (def: appropriate maximu
don’t capture in promiscuous mode
start capturing immediately <def: do nothingl
update packet display when new packets are capt
turn on automatic scrolling while —8 is in use
capture in monitor mode,. if available

-B <huffer zize’ zize of kernel buffer (def: ZMB>

—y <link typel> link layer type {def: first appropriatel

—time—stamp—type <type*> timestamp method for interface

-D print list of interfaces and exit

-L print list of link-layer types of iface

—list—time—stamp—types print list of timestamp types for iface

Client Internet

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
® RE ] =788
~ ] Expression...  +
No Time delta from previous displayed frame Source Length Packet comments  Destination Protocol  Info E
©.000000000 192.168. 62 10.100.0.10 cP 56258+389 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 S.. =
0.550301000 192.168 92 192.168.77.255 NBNS Name query NB SSC-MAIL1<@0>
0.522889000 60 Broadcast ARP Who has 192.168.77.1? Tell 192.168.77.159
©.205078000 215 255.255.255.255 uoP 3721947437 Len=173
©.021736000 92 192.168.77.255 NBNS Name query NB SSC-MAIL1<@@>
©.749932000 92 192.168.77.255 NBNS Name query NB SSC-MAIL1<@0>
©.370849000 92 192.168.77.255 NBNS Name query NB —
©.749239000 92 192.168.77.255 NBNS Name query NB
0.021474000 92 192.168.77.255 NBNS Name query NB
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
® RE ] ZTL = L
[ tep.port == 21 -] Expression...  +
No Time Time delta from previous displayed frame Source Length Packetcomments  Destination Protocol
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Aamge EREQRexZEF I EQaan
M [Aoply a display filter .. <Ctrl-/> 3 -] expression...  +
No. Time Time delta from previous displayed frame Source Length Packet comments Destination Protocol Info
r 1 0.000 (] 192.168.77.152 92 192.168.77.255 NBNS Name query NB SSC-FILE7<20>
3 20.035 ©.035927000 192.168.77.96 110 192.168.77.160 BINP Scanner Response: Scan Job Details
3 4 0.660 ©.594027000 SamsungE_a@ 60 Broadcast ARP who has 192.168.77.97? Tell 192.168.77.153
i 5 0.660 ©.000001000 SamsungE_a@: 60 Broadcast ARP who has 192.168.77.162? Tell 192.168.77.153 =
3 6 0.703 ©0.042690000 SamsungE_68:82:0b 60 Broadcast ARP who has 192.168.77.1? Tell 192.168.77.159
i 7 0.710 ©.007589000 192.168.77.89 215 255.255.255.255 UoP 41069+7437 Len=173
8 0.751 ©.040645000 192.168.77.152 92 192.168.77.255 NBNS Name query NB SSC-FILE7<20>
I 9 0.776 ©0.025115000 Actionte_e7:bf:47 60 Broadcast ARP who has 192.168.77.10? Tell 192.168.77.1 =
L 10 1.499 0.723084000 192.168.77.152 92 192.168.77.255 NBNS Name query NB SSC-FILE7<20>
12 2.180 ©0.113923000 192.168.77.99 215 255.255.255.255 uoP 37219+7437 Len=173
13 2.739 ©.558263000 SamsungE_68:82:0b 60 Broadcast ARP who has 192.168.77.1? Tell 192.168.77.159
14 3.123 ©.384008000 192.168.77.164 188 239.255.255.250 SSDP M-SEARCH * HTTP/1.1
15 3.734 ©.611619000 192.168.77.89 215 255.255.255.255 UoP 41069+7437 Len=173
16 4.036 0.301776000 192.168.77.160 174 192.168.77.96 BINP Scanner Command: Scan Job Details
18 4.131 0.065269000 192.168.77.96 110 192.168.77.160 BINP Scanner Response: Scan Job Details
19 4.220 ©.089071000 SamsungE_a@:59:84 60 Broadcast ARP Who has 192.168.77.1? Tell 192.168.77.153
20 4.586 0.365410000 192.168.77.160 78 162.220.222.4 TP 49164+5938 [PSH, ACK] Seq=1 Ack=1 Win=256 Len=24
File Edit Viev Go Capture Analyze Statistics Telephony Wireless Tools Help
A 10 LBRBRe=>=TE=EQQaH
(W [tp.port == 21 [X] ~] Expression...  +
No. Time Time delta from previous displayed frame Source Length Packet comments Destination Protocol Info
" 28 5.215  0.000000000 192.168437.152 66 192.168.77.160 TCP. 5688821 [SYN] Seq=@ Win=8192 Len=@ MSS=1460 WS=4 SACK.. |

o Senvices B =N
File Action View Help
e’ |EEc=z HE »anw
I . Services (Local) % Services (Local)
FileZilla Server FTP server Name : escription Status Startup Type LogOnAs *
" Diagnostic Policy 5...  The Diagno... Started Automatic Local Servit
Start the service “ Diagnostic Service ...  The Diagno... Started Manual Local Servii
“+: Diagnostic System ...  The Diagno... Manual Local Syste
“« Diagnostics Trackin... The Diagno.. Started Automatic Local Syste;:
" Disk Defragmenter Provides Dis... Manual Local Syste‘:
“ Distributed Link Tra... Maintains li.. Started Automatic Local Syste
“ Distributed Transac... Coordinates... Manual Network S.
% DNS Client The DNS Cli...  Started Automatic Network S.
" Encrypting File Syst... Providesth... Started Automatic Local Syste
" Extensible Authenti... The Extensi... Manual Local Syste
% Fax Enables you... Manual Network S.
B iz server 1P AutomaticLocai Sy
" Function Discovery ... The FDPHO... Started Manual Local Servii
% Function Discovery ... Publishesth... Started Manual Local Servie
"+ Google Update Serv... Keeps your ... Automatic (D... Local Syste
“+: Google Update Serv... Keepsyour ... Manual Local Syste
"+ Group Policy Client  The service.. Started Automatic Local Syste
“: Health Key and Cer... Provides X.5... Manual Local Syste
| " HomeGroup Listener  Makes local... Manual Local Syste
‘. HomeGroup Provider Performs ne... Started Manual Local Servis
“Human Interface D...  Enables gen.. Started Manual Local Syste =
< m L
\ Extended [ Standard/
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Service Control &j

Windows is attempting to start the following service on Local Computer...

FileZila Server FTFP server

Close ‘

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

moG RE ] =F 8= Q|

N [tep.port == 21 4 - Expresson.. +

No. Time Time delta from previous displayed frame Source Length Packet comments  Destination Protocol  Info
14 2 1 16 66 192.16: TCP

EY C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011] -
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

C:\Users\Andreuw>netstat —an

Select C:\Windows\system32\cmd.exe | | () ]

192.168.77.160:49237 -98.217.74:443 CLOSE_WAIT A
192.168. -58.217.74:443 CLOSE_UWAIT
192.168. -217.3.33:443 CLOSE_UWAIT
192.168. .217.3.33:443 CLOSE_UWAIT
192.168. 172.217.3.33:443 CLOSE_UWAIT
192.168. 65.52.1088 .186:443 ESTABLISHED L
192.168. 172.217.3.42:443 CLOSE_UWAIT I
192.168. -217.1.282:443 CLOSE_UWAIT
192.168. -168.77.97:445 ESTABLISHED \
192.168. -58.217.173:443 CLOSE_UWAIT
192.168.77.1608:52987 216.58.217.1086:443 ESTABLISHED

68.139.1:139 .0.8:8 LISTENING

H LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

et b bl o
QIO ®

[
[
[
[
!
!
!
[
L
[
[
*
*
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[ Windon el wit Acanced Sccurty R - |

File Action View Help

P
@ Windows Firewall with Advance R it b Ly ] Security on Local Computer Actions

I3 Inbound Rules + | Windows Firewall with Advanced Se... &

Outbound Rules . . . - M
B, Connection Security Rules Windows Firewall with Advanced Security provides network security for Windows computers. @] Import Policy...
, B Monitoring 4] Export Policy...
Overview ‘ Restore Default Policy
Domain Profile Diagnose / Repair
@ Wingaws Firewall is on. i »
@ Inbound connections that do not match a rule are blocked.
|G Refresh
@ oOutbound connections that do not match a rule are allowed. X
[Z] Properties
Private Profile is Active =
- = ﬂ Help
@ Windows Firewall is on.
Q Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.
Public Profile
@ ‘Windows Firewall is on.
@ Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.
g Windows Firewall Properties —
Getting Started “
Authenti ot bety I
p

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).
g Connection Security Rules
View and create firewall rules i

'Windows Firewall with Advanced Security on Local Computer Pr... g

Domain Profile | Pavate Profile | Public Profile | IPsec Settings |

Specify behaviorforwhe&a computer is connected to its corporate
domain.

State

I P Firewall state: [Cﬁ ']
Inbound connections: Block (default) b4
Outbound connections: Allow (default) =

Protected network connections: Customize...
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AR gdo iPRBRex=F oS BEaaan
N licppoct == 21 -] Expresson...  +
No. Time Time delta from previous displayed frame Source Length Packetcomments  Destination Protocol  Info
463 79.736  0.000000000 192.168.77.152 66 192.168.77.160 TCP 57249+21 [SYN] Seq=@ Win=8192 Len=@ MSS=1460 WS=4 SACK..
999 177.356 ©0.004769000 192.168.77.152 60 192.168.77.160 TP 57265+21 [ACK] Seq=1 Ack=1 Win=6678@ Len=@
1000 177.357 ©.000616000 192.168.77.160 197 192.168.77.152 FTP Response: 220-FileZilla Server ©.9.59 beta
1001 177.362 ©.004981000 192.168.77.152 69 192.168.77.160 FTP Request: USER testuser
1002 177.362 ©.000121000 192.168.77.160 %0 192.168.77.152 FTP Response: 331 Password required for testuser
1003 177.572 0.210121000 192.168.77.152 60 192.168.77.160 TCP 57265+21 [ACK] Seq=16 Ack=18@ Win=66600 Len=0
1487 263.841 0.004401000 192.168.77.152 60 192.168.77.160 TCP 57280+21 [ACK] Seq=1 Ack=1 Win=6678@ Len=0
1488 263.842 0.000301000 192.168.77.160 197 192.168.77.152 FTP Response: 220-FileZilla Server ©.9.59 beta
1489 263.847 0.004803000 192.168.77.152 69 192.168.77.160 FTP Request: USER testuser
1490 263.847 0.000130000 192.168.77.160 % 192.168.77.152 FTP Response: 331 Password required for testuser
1491 264.054 0.207360000 192.168.77.152 60 192.168.77.160 TCP 57280+21 [ACK] Seq=16 Ack=180 Win=66600 Len=0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AB 50 LBRE == 3EEQQAQAE
W [tep.port == 21 +
JNo. Time Time delta from previous displayed frame Source Length Packet comments Destination Protocol Info -~
1001 177.362 ©.004981000 192.168.77.152 69 192.168.77.160 FTP Request: USER testuser
1002 177.362 ©.000121000 192.168.77.160 920 192.168.77.152 FTP Response: 331 Password required for testuser
1003 177.572 ©.210121000 192.168.77.152 60 192.168.77.160 TCP 57265+21 [ACK] Seq=16 Ack=180 Win=66600 Len=0 J
237.386 59.814249000 192.168.77.160 192.168.77.152 Response: 421 Login time exceeded. (losing control c..

237.391 ©.004639000 192.168.77.152 192.168.77.160 57265+21 [ACK] Seq=16 Ack=235 Win=66544 Len=0

237.391 0.000022000 192.168.77.160 192.168.77.152 2157265 [ACK] Seq=235 Ack=17 Win=6656@ Len=0@

263.841 192.168.77.152 192.168.77.160 5728821 [ACK] Seq=1 Ack=1 Win=66780 Len=@
1488 263.842 ©.000301000 192.168.77.160 197 192.168.77.152 FTP Response: 220-FileZilla Server ©.9.59 beta
1489 263.847 ©.004303000 192.168.77.152 69 192.168.77.160 FTP Request: USER testuser
1490 263.847 ©.000130000 192.168.77.160 90 192.168.77.152 FTP Response: 331 Password required for testuser
1491 264.054 0.207360000 192.168.77.152 60 192.168.77.160 TP 5728021 [ACK] Seq=16 Ack=18@ Win=66600 Len=0 -
1522 273.693 9.638684000 192.168.77.152 68 192.168.77.160 FTP Request: PASS testl2
273.693 . 192.168.77.160 88 192.168.77.152 Response: 53@ Login password incorrect!

273.698 ©. 192.168.77.160 54 192.168.77.152 21+57280 [ACK] Seq=214 Ack=31 Win=66560 Len=0

273.703 192.168.77.152 192.168.77.168 5728821 [ACK] Seg=31 Ack=215 Win=66564 Len=@

Users E
-
Page: Users
General
- Shared folders
- Speed Limits
IP Filter -

["] Bypass userlimit of server
Maximum connection count: 0

Connection limit per IP: 0

oS frserioan

Description

»

H

You can enter some comments about the user
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1900 349.592 0.0804447000 192.168.77.152 60 192.168.77.160 TCP 57297+21 [ACK] Seq=1 Ack=1 Win=66780 Len=0

1901 349.592 ©.000323000 192.168.77.160 197 192.168.77.152 FTP Response: 220-FileZilla Server ©.9.59 beta

1902 349.597 ©.0805043000 192.168.77.152 69 192.168.77.160 FTP Request: USER testuser

1903 349.597 0.000157000 192.168.77.160 90 192.168.77.152 FTP Response: 331 Password required for testuser

1904 349.602 0.0804690000 192.168.77.152 68 192.168.77.160 FTP Request: PASS testl23

1905 349.602 0.0001831000 192.168.77.160 69 192.168.77.152 FTP Response: 230 Ldygged on

1906 349.607 0.0804726000 192.168.77.152 60 192.168.77.160 FTP Request: SYST

1907 349.607 ©.000122000 192.168.77.160 86 192.168.77.152 FTP Response: 215 UNIX emulated by Filezilla

1908 349.612 0.0804662000 192.168.77.152 60 192.168.77.160 ETE Request: FEAT

1909 349.612 ©.000085000 192.168.77.160 176 192.168.77.152 FTP Response: 211-Features:

1910 349.617 ©.005103000 192.168.77.152 81 192.168.77.160 FTP Request: CLNT WinSCP-release-5.9.3

1911 349.617 ©.000094000 192.168.77.160 70 192.168.77.152 FTP Response: 200 Don't care

1912 349.622 ©.805037000 192.168.77.152 68 192.168.77.160 FTP Request: OPTS UTF8 ON

1913 349.622 ©.000122000 192.168.77.16@ 118 192.168.77.152 FTP Respons 202 UTF8 mode is always enabled. No need t..
1914 349.704 0.031625000 192.168.77.152 60 192.168.77.160 FTP Request: PWD

2183 412.503 ©.000034000 192.168.77.160 54 192.168.77.152 TCP 2157297 [ACK] Seq=669 Ack=122 Win=6656@ Len=0
2184 412.503 . 192.168.77.160 54 192.168.77.152 TCP 21257297 [FIN, ACK] Seq=669 Ack=122 Win=66! Len=0
2185 412.508 ©.004633000 192.168.77.152 60 192.168.77.160 TCP h 57297+21 [ACK] Seq=122 Ack=670 Win=66112 Len=0
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