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Chapter 1: Getting Started with a Cloud-Only 
Scenario 

 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 

Chapter 2: Planning and Designing Cloud Identities 
 

 
 
 



 

 

 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 

 

 

 
 

 
 

 

 
 

Create, 

Change, 

Register 

Deactivate, 
Delete 

Distribute, 

Provide, 

Integrate, 

Transform 

Usage 



 

 

 
 

 
 

 

 

 
 

 

 

 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 

Chapter 3: Planning and Designing Authentication 
and Application Access 

 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 

Chapter 4: Building and Configuring a Suitable 
Azure AD 

 

 
 
 

 
 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 

 

Chapter 5: Shifting to a Hybrid Scenario 
 

 
 
 



 

 

 
 

 
 

 
 



 

 

 

 

 
 

 



 

 

 
 

 



 

 

 
 

 
 

 

 



 

 

 

 

 
 

 
 

 
 

 



 

 

 
 

 



 

 

 
 

 



 

 

 

Chapter 6: Extending to a Basic Hybrid 
Environment 

 
 
 



 

 

 
 

 
 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 



 

 

 

Chapter 7: Designing Hybrid Identity Management 
Architecture 

 

 
 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 

 

Chapter 8: Planning Authorization and Information 
Protection Options 

 

 
 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 



 

 

 
 

 
 

 

 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 

 

 
 

 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 

Chapter 9: Building Cloud from Common Identities 
 

 
 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 

Chapter 10: Implementing Access Control 
Mechanisms 

 

 
 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 

Chapter 11: Managing Transition Scenarios with 
Special Scenarios 

 

 
 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 
 

 



 

 

 
 

 



 

 

 

Chapter 12: Advanced Considerations for Complex 
Scenarios 

 

 
 
 

 
 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 

Chapter 13: Delivering Multi-Forest Hybrid 
Architectures 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 

 

 

Chapter 14: Installing and Configuring the 
Enhanced Identity Infrastructure 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 

 

 

Chapter 15: Installing and Configuring Information 
Protection Features 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 

 
 

 

 
 



 

 

 

 

 
 

 
 

 
 

 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 



 

 

 
 

 
 

 
 

 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 

 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 



 

 

 
 

 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 
 

 
 

 
 



 

 

 

 

Chapter 16: Choosing the Right Technology, 
Methods, and Future Trends 



 



 



 



 



 


