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Chapter 1: Introducing Elastic Stack

Elastic Stack: Real Time Search & Analytics at Scale

User Interface

G Elasticsearch

& Analyze |

Logstash

Ingest

éy# elastic
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Lk id

-

curl http://localhost:92007?pretty

"name" : "bhbP&GV",
"cluster_name" : "elasticsearch",
"cluster_uuid™ : "QQhvZ7YGTjORn5HcSsQf_Q",
"version" : {
"number" : "6.0.0",
"build_hash™ : "8f0685b",
"build_date™ : "2017-11-10T18:41:22.859Z",
"build_snapshot" : false,
"lucene_version" : "7.0.1",
"minimum_wire_compatibility_version" : "5.6.0@",
"minimum_index_compatibility_version" : "5.0.0"
1,
"tagline" : "You Know, for Search"
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Chapter 2: Getting Started with
Elasticsearch

Pranav

® © ® [7 console - Kibana x \
< C' | ® localhost:5601/app/kibana#/dev_tools/console?_g=() *% o ™ R O W
[} iGoogle [ Elasticsearch [ Webservices - REST... 51 Hadoop [ Spark [E=JloT [ Startup [ Scala [ Big Data [ Utilities £ Log Analytics £ DW & Big Data  »

i Apps
Dev Tools History  Settings  Help
‘ kibana Console
5
iscover 1 GET /l > ’ 7V{
Visualize 2 2 "name": "bhbP6GV",
3 "cluster_name": "elasticsearch",
Dashboard 4 ::clus?er:umd": "QQhvZ7YGTjORN5HcSsQf_Q",
5~ version": {

> "number": "6.0.0",

7 "build_hash": "8f@685b",

"build_date": "2017-11-10T18:41:22.859Z",
"build_snapshot": false,

"lucene_version": "7.0.1",
"minimum_wire_compatibility_version": "5.6.0",
"minimum_index_compatibility_version": "5.0.0"

1,

"tagline": "You Know, for Search"

Timelion

Dev Tools

Management

B
s W T
»

-
»
-

o Collapse
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® © ® '[7 console - Kibana X Pranav

< C' | ® localhost:5601/app/kibana#/dev_tools/console?_g=() ¥ o M R € W :
2if Apps [ iGoogle [ Elasticsearch [=] Webservices - REST... =] Hadoop [ Spark [=loT £ Startup [F5Scala [ Big Data [ Utilities [ Log Analytics [=]DW & Big Data  »

Dev Tools History  Settings  Help
‘ kibana Console
Discover 1 GET / 1+
Visualize 2 2 "name": "bhbP6GV",
3 GET /my_index/_n| > &£ 3 ": "elasticsearch",
B 4 mapping endpoint 4 "QQhvZ7YGTjORN5HcSsQf_Q",
-mapping/field endpoint 5.
e -mappings feature 6
Timelion _segments endpoint 7
_search/template endpoint T

Dev Tools 8 "build_date": "2017-11-10T18:41:22.859Z",
9 "build_snapshot": false,

Menagement 10 "lucene_version": "7.0.1",
11 "minimum_wire_compatibility_version": "5.6.0",
12 "minimum_index_compatibility_version": "5.0.0"
13- 1,
14 "tagline": "You Know, for Search"
15+ }

© Collapse
Index
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f Cluster
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//_ \ /_ \ /_ Node 3 \\
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Chapter 3: Searching-What is Relevant
3 N

(zero or more) 3 (exactly one) 3 (zero or more)
Character Filter(s) Tokenizer Token Filter(s)
Analyzer
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Term level query flow

At indexing time At query time

{
"manufacturer": "victory multimedia", : qﬂigﬁmﬂ:{{

"manufacturer": "victory multimedia"

/

No analysis
performed on the
term

Index time analyzer

T
Use the analyzer to break into terms
here it's a noop analyzer

Terms
victory multimedia

Execute the term level query
directly against the inverted index

Store terms in the
inverted index

victory multimedia | 1 1
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High level query flow

At indexing time

"title": "gods & heroes: rome rising",

l

Index time analyzer

I
Use the analyzer to break into terms

Terms
gods
heroes
rome
rising

Store terms in the
inverted index

At query time

“query": {
"match": {
"title": "gods heroes"

i

Query time analyzer

I
Use the query/search analyzer to find terms

Terms
gods
heroes

Rewrite in terms of term level queries
using individual terms

v

"query": {
"bool": {
"should": [

{"term": {"title": "gods"}},
{"term": {"title": "heroes"}}

}
¥
1

Execute the term level query

gods
heroes
rome

rising

1
1
1
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Chapter 4: Analytics with Elasticsearch

Routers

/ Customer 1 premises \
WiFi
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Chapter 5: Analyzing Log Data

P011-05-20 20:06:06.46 Server This instance of SQL Server last reported using a process ID of 1760 at 5/20/2011 8:03:41 PM (
p011-05-20 20:06:06.46 Server registry startup parameters:
-d C:\Program Files\Microsoft SQL Server\MSSQL10_50.MSSQLSERVER\MSSQL\DATA\master.mdf 5QL Server Logs

-e C:\Program Files\Microsoft SQL Server\MSSQL10_50.MSSQLSERVER\MSSQL\LOG\ERRORLOG
=1 _C:\program Files\Microsoft SQL Server\MSSQL10_50.MSSQLSERVER\MSSQL\DATA\mastlog. 1df
PO11-05-20 20:06:06.66 Server sQL Server is starting at normal priority base (=7). This is an informational message only. No

Elasticsearch
Exceptions

RPOTtNOdeL
\Transportiodes

93.180.71.3 - - [17/May/2015:08:05:23 +0000] "GET /downloads/product_1 HTTP/1.1" 304 0 "-" "Debian
APT-HTTP/1.3 (0.8.l16~expl2ubuntul0.21)"
80.51.33.133 - - [17/May/2015:08:05:24 +0000] "GET /downloads/product_l1 HTTP/1.1" 304 0 "-" "Debian
APT-HTTP/1.3 (0.8.16~expl2ubuntul0.17)" NGNIX logs
A :
Analysis

@
%%

Monitoring

logstash

N

Alerting
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Download Logstash

@ Want to upgrade? We'll give you a hand. Migration Guide »

Version:

Release date:

Notes:

Downloads:

6.0.0
November 14, 2017

View detailed release notes.

Not the version you're looking for? View past releases.
Java 8 is required for Logstash 6.x and 5.x.

& TAR.GZ sha & ZIP sha & DEB sha
& RPM sha

Data

Sources

Logstash Pipeline

Filters

Lt

Data

Destinations

[13]
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Chapter 6: Building Data Pipelines with
Logstash

filter{

geoilp:
*{timezone: "Europe/Moscow",
*1p: TB3.149.0.216™,
*latitude: 55.7485,
‘continent code: "EU",
*city name: "Moscow",
*country name: "Russia",
geoip{ *country code2: "RU",
clientip => "83.149.9.216" = source => clientip *country code3: "RU",
} ‘region_name: "Moscow",
*location:
*{lon: 37.6184,
*lat: 55.7485
*)s
*postal code: "101194",
‘region_code: "MOW",
*longitude: 37.6184
}

[14]
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agent: ""Mozilla/5.0 (Macintosh; Intel Mac 0S8 X 10 9 1)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.77
Safari/53i.:36"" l

useragent{

source => agent
}
useragint:
*{patch: "1700",
*os: "Mac 0S X",
*major: "32",
'minor: "0",
*build: "",
*os minor: "9",
*os major: "10",
*name: "Chrome",
*os_name: "Mac 0S X",

*device: "Other"

}

Modules Protocol Analyzer Modules / Metricsets Monitors.
Community Beat
Filebeat Packetbeat Metricbeat Heartbeat
e
4
|3
. '
A
- = - elasticsearch
Parse & Transform -
logstash <
g
§
B
kibana

[15]




Graphic bundle

Chapter 1

Download Filebeat

@ Want to upgrade? We'll give you a hand. Migration Guide »

Version: 6.0.0
Release date: November 14, 2017

Notes:  View release notes.
Not the version you're looking for? View past releases.

Downloads: & DEB 32-BIT sha & DEB 64-BIT sha & RPM 32-BIT sha
* RPM 64-BIT sha & LINUX 32-BIT sha & LINUX 64-BIT sha
& MAC sha VS 64-BIT

[16]
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Prospector 1: | _S;og' -
/var/log/*.log | : Elasticsearch
| |
I
L» Harvester | E E E :
: I Logstash
I
L> Harvester | E E E |
wifi.log | l
| |
Prospector 2: | | % Kafka
/var/log/apache2/* | I
| |
| |
| G G I
Harvester -
| | Redis
.

Filebeat
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Filebeat
filebeat.prospectors:

- input type: log
paths:
- /var/log/*.log
- /var/log/messages
¥ Exclude lihes.” -~

excludq_lines: ["*DEG"]
# Include lines.
includq_lines: ["“"ERR", ""“WARN"]

tags: ["java_logs"]

fields:

env: staging

### Multiline options
2 llzspace:]1"
false

multiline.pattern:
multiline.negate:
rmultiline.match: after
scan frequency: ls

input type: log
paths?

- [war/log/apache/httpd-*.log
document type: apache

prospectors

[18]
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Chapter 7: Visualizing data with Kibana

Download Kibana

‘ @ Want to upgrade? We'll give you a hand. Migration Guide »

Version: 6.0.0
Release date: November 14, 2017

Notes:  View release notes.
Not the version you're looking for? View past releases.

Downloads: & WINDOWS sha & MAC sha & LINUX 64-BIT sha

& RPM 64-BIT sha & DEB 64-BIT sha

K kibana Status:

SHMN-IN
®
v Heap Total Heap Used Load
f i 1.15GB 909.23 MB 0.00, 0.00, 0.00
: : Response Time Avg Response Time Max Requests Per Second

0.00 ms 0.00 ms

Status Breakdown

D Status
Ready
Ready

Kibana index ready
Ready
nimetrics@6.0.0 Ready
plugin:timelion@6.0.0 Ready

Build 16070, Commit SHA fabcd4of

[19]
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clo

Discover

Dashboard

Timelion

Dev Tools

Management

Management / Kibana

Index Patterns Saved Objects Advanced Settings

No default index pattern. You must select or
create one to continue

Configure an index pattern
In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search and analytics against. They are also used to configure fields.
Index pattern scvanced oprions.

logstash-*

A Unable to fetch mapping. Do you have indices matching the pattern?

Parcerns allow you index a5 2 wildcard.

Time Filter field name @ refresh fields

Time Filter field name s required

Configure/Manage
Index

Insights

Create Dashboards into Discover Data

Data

Create Visualization:

[20]
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gement / Kibana
‘ kibani

® oscover

Visualize

Dashboard

Timelion

DevTools

Management

Collapse.

Index Patterns Saved Objects Advanced Settings

% logstash-*
[

This page lsts every fied in the logstash-* index and the feld's associated core type a5 recorded by Elasticsearch. While this
%

it allows you to view the core type of each field, changing field types must be done using Elasticsearch's Mapping

kibana

Discover

Dashboard
Timelion
Dev Tools

Management

Status200 A

Add s fiterd

logstash-+

Selected Fields

ND extension:PHP)

No results found ®

fields (80) fields (0)
Filtes Allfield types
name. type format searchable © aggregatable © excluded © controls
@xmestamp [ date v v ’
@version string v v
Jd string v v ,
_index string v v .
_score number Z
_source _source ’
_type string v v ’
agent string v .
agent keyword string v v ’
auth string v ,
authkeyword string v v ,
bytes number v v Z
dlientip string v ’
dlentip.keyword string v v ’
geoip.city_name string v ,
geoip.city_name keyword string v v .
geoip.continent_code string v P
geoip.continent_code.ke string v v ’
geoip.country_code2 string v ’
geoip.country_code2 keyword string v v .
geoip.country_code3 string v ’
geoip.country_code3 keyword string v v ’
ohits New Save Open Share CAutorefresh < OL: >

Time Range Quick
From "

0525 060009.000 01 000000000

< ey 2014 > < iy 201a >
e e Wer e Sk Sn M e el Tw S
“@ oo © s o0 s !

T u o7 ow

s 5 % »

% 0 w2

Unfortunately | could not find any results matching your search. | tried really hard. | looked all over the place and frankly, | just couldn' find anything good. Help me. help you. Here are some ideas:

Evnond uniir tima ranos

[21]
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7New save oOpen share < @ May28th 2014, 00:00:00.000 tojuly 1t 2014, 00:00:00.000 g
‘ kibana A a Uses lucene query syntax n
® oscover sgastierd O
Visualize logstash-* May 28th 2014, 00:00:00.000 - July 15t 2014, 00:00:00.000 —  Auto ¥
Dashboard -
Selected Felds
Timelion B o0 6
DevToos . . r = -
able Felds o e | 1 . m
\ I mal RN DEREe
© Gumesamp . I I
¢ Time
S 000 request: /scripts/netcat-webserver agent: "Mozil1a/5.0 (compatible; Easouspider; +http://www.easou.com/search/spider.html)” geoip.city name: Guangzhou geoip.timezone: Asia/Shanghai
. SR 101,00, 115,50 FERTEELEGERT geotp.comtry_name: China geofp.country_Code2: CN geotp.continent_codes AS  geoip.country_Code3: CN_ geotp.region name: Guangdong
geoip.location: { “lon*s 15325, “15T': 23,1567 §  geoip.region code: 44 geoip.longitudes 13,25 auth: - idents - Verd: GET USeragent.nsme: ESSouSoider useragent.os_namei OTher
useragent.os: Oher useragent.device: Syider useragent.uild:  message: 153.60.315.50 - - (377 ~0400] “GET /5cripts/netcat-webserver MTTP/L.1" 200 182 =" "WoziTa/
5.0 (conpatible; Zasouspider; +hEcp: /. casou. con/search/spider.heal)” types 1ogs patht O:\Learnings\data\Togs\logs referrers "-" @tlnestampi June 27¢h 2014, 17:30:00.000
LA 9.000  request ‘log/geekery/s01ving-good-or-bad-problems. htm] 7utm_sour ce=T T X Z e - 2
. sgent: “Tiny Tiny RSS/4.13 (heept//toras.or0/)” geoip.timeiones Anerice/New_york gecip.ip 199.46.145.163 geoip.latitude: 42,956 geoip.continent code: \n_ geofp.city names suffalo
seolp.country_nase: united States. geoip.country_code2: US  geoip.dua_codes 514 geoip.country_code3: U5 geoip.region nase: New York geoip.Location: { “lon”: 76,5781, "lat’: 42,8564 1
¢ 3 secip.postal_code: 14207 geoipuregion codes N geoip.Longitudes 75,578 suthi - dents - Verb: GET Useragent.ost Other Useragent.smors § ussragent.sinor: 11 usersgent.builec
Useragent.nane: Tiny Tiny ASS USeragent.os mmes Ocher useragent.device: Other MeSSage: 135.46.185.143 - - [37/3un/2014107:53:29 ~0400] "GET /olog/geekery/501ving-good-or-bad-provien
N A :29@ @ request: /blog/geekery/disabling-battery-in-ubuntu-vms. html7utm_sour ce=FeedburnerautmJ X 3 28 = pe-+30r
SRent: “Tiny Tiny RSS/L.11 (REGp://Eerss.ora/)”  geoip.tinezonss Aserice/New York gEoip.ip: 198.46.149.143 geoip.latitufe: 42,36 geolp.continent code: XA geoip.city.mmes surfalo
seolp.country_name: united States  geoip.country_code2: US  geoip.dna_coder 514 geoip.country_code3: U5 geoip.region nase: New York geoip.location: { “lon": 78,5781, "lat’: 42,8564 }
N geoip.postal_code: 14202 geoip.region_code: Ny geoip.longitude: -73.878 auth: - ident: - verb: GET useragent.os: Other Y T 11 i
seoipcou Useragent.nase: Tiny Tiny RSS USEragent.osname: Otner USErBpent.device: Other MSSage: 198.46.145.143 - - [27/2un/2014107:59:29 -0400] "GET /b10g/geckery/d15abling-battery~1n-ubinty
# gealp.dma_code * June 000 style2.css agent: "-" geoip.timezome: Asia/Karachi geoip.ip: 202.69.11.26 geoip.latitude: 30 geoip.country name: Pakistan geoip.country code2: Pk geoip.continent_code: A
- seotp.coutry_code3: 7k geofp.locations { “lon's 70, “1t': 30 } geotp.longitudes 70 Mth: - idents - verbs GET Userageot.name: Other USeraENt.os nane: Cther Useragent.os: Ccher
Otner useragent.bulld:  message: 202.69.11.26 - - [27/2Un/2014107159119 0400] "GET /5Ty1e2.Cs5 WTTR/.1" 200 4877 =" "~ types Togs pathi Di\Learnings\data\logs
© g - Gtinestanp: June 27th 204, 17:29:19.000 responses 200 bytes: 4,677 Clientipt 202.65.31.26 @version: 3 hosts SWIN-IN REtpversion: 1.1 _idi rbiXWGABVALTENYOz4
Oy U typer Tops _index: Togstasn-2014.06.27 _scoret -
# geoip.longitudk > June :18.000  request: /files/logstash/logstash-1.1.0-monolithic.jar agent: "Chef Client/10.18.2 (ruby-1.8.7-p302; ohai-6.14.0; x86_64-1inux; +http://opscode.com)” geoip.timezone: Europe/Amsterd
¢ geoip st coe o geofp.tp: 5.153.24.131 geotp.latituces 52,35 geoip.continent Code: U geolp.city_name: Ansterdan  geoip.country nase: Netherlancs geofp.contry_codedi N geoip.country Coded: AL
gecip.reion_nase: orch “oT1and geoip.locations { “1on"s 45167, “1AT's 52.35 ) geoip.postal coder 1091 eoip.region codes N geoip.longitude: 557 auth: - idents - verb: GeT
SR = useragent.name: Other useragent.os_name: Other useragent.os: Other useragent.device: Other useragent.build: message: 5.153.24.131 - - [27/Jun/2014:07:59:18 -0400] "GET /Files/logsta
coprezon veme £1/10g5TaSN-1. 1.0-HGNOTENTC, Jar ATTP/1.1° 200 4023996 =" "Chef CI1ENT/10.18.2 (ruby=3.5.7-p3025 ONSI-6.14.0; X86_64-111ux; +NCp://opscode.con)” types 1ogs paths 0i\Learnings\ds

L geoip.city_name

lop 5 values in 393 7 500 records

San Jose aa

Amsterdam ag

Seattle ag

Woscow ag

Chantilly aq

[22]
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Time
Expand Button

> June 27th 2014, 17:43:20.000

_source

request: /scripts/netcat-webserver

geoip. timezone: Asia/Shanghai
geoip. country_code3:
verb:

ident: - GET useragent.os:

geoip.ip:
SN geoip.region_name:

Other

agent:

"Mozil1a/5.0 (compatible;
183.60.215.50 geoip.latitude:
Guangdong geoip.location: {
useragent. build:

[27/Jun/2014:08:00:00 -0400] "GET /scripts/netcat-webserver HTTP/1.1" 200 182 "-"

Easouspider; +http://www.easou.com/search/spider.html)” geoip.cil
23.117 geoip.country_name: China geoip.country_code2: CN geoip.c
"lon": 113.25, "lat”: 23.1167 } geoip.region_code: 44 geoip.long]

useragent.name: EasouSpider useragent.os_name: Other useragent.device: Spides

“Mozilla/5.0 (compatible; EasouSpider; +http://]

Table JISON

O etimestamp @ Q[0 % June 27th 2014, 17:43:20.000

t Gversion Qamx* 1

t _id Qe AVAFHIXYxVeThiXaralw

t _index @ @ [ * logstash-2014.06.27

# _score m -

t _twpe aad logs

t agent @ @ [0 % "Mozilla/s.0 (compatible; Easouspider; +http://www.easou.com/search/spider.html}"

t auth QQD* -

# bytes @aQ % 182

t clientip @ @ [ * 183.60.215.50

t geoip.city_name @ @ [@ * Guangzhou

t geoip.continent_code @ Q@ [0 % AS

i _geoip countrv code2 @ O [T ok CN

t geoip. country_name @ & [0 & China
0O geoip.ip Toggle column in table
Time geoip.city_name response reguest X «
»  June 27th 2014, 17:43:20.000 Guangzhou 200 Move column o the lefi Euy
*  June 27th 2014, 17:42:49.000 Buffalo 200 /blog/geekery/solving-good-or-bad-problems. html1?
utm_source=feedburner&utm_medium=F eed&utm_campaign=Fe
» June 27th 2014, 17:42:49.000 Buffalo 200 /blog/geekery/disabling-battery-in-ubuntu-vms. htm1?
utm_source=feedburner&utm_medium=Feed&utm_campaign=Fe

*  June 27th 2014, 17:42:39.000 - 200 /style2.css
*  June 27th 2014, 17:42:38.000 Amsterdam 200 /files/logstash/logstash-1.1.0-monolithic. jar
» June 27th 2014, 17:42:37.000 = 200 /images /jordan-80.png
* June 27th 2014, 17:42:35.000 - 200 J/reset.css
*  June 27th 2014, 17:42:30.000 - 200 /blog/tags/X11
» June 27th 2014, 17:42:12.000 = 200 /images /googledotcom. png

[23]
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fles logstash

|Add a filter
logstash-+ April 18th 2014, 08:02:02.379 - October 15th 2014, 18:51:25.093—  Auto .
Selected Fields
Available Fields % 1
Popular o ~
© @tmesamp @timestamp per day
¢ agent Time _source
¢ geoip.ity_name > June 27th 2014, 1 request: /[FiIES] [IS9SEASH  [I6GEERER 1)1. 0-nonol ithic. jar message: 5.153.24.131 - - [27/Jun/2014:07:59:18 -0400] "GET /FEiIES/NGGEEASH / NGGSEARH-1. 1. 0-nonol it
e hic. jar BTy § 7" "Chef Client/10.15.2 (ruby-1.8.7-p302; ohai-6.14.0; xB6_64-1inux; +http://opscode.com)” agent: "Chef Client/10.15.2 (ruby-
. 1.5.7-p302; ohai-6.14.0; x86_64-Tinux; +http://opscode.com)” geoip.tinezone: Europe/Ansterdam geoip.ip: 5.153.24.131 geoip.latitude: 52.35
geoip.continent code: EU geoip.city name: Ansterdam geoip.country name: Netherlands geoip.country_code2: NL geoip.country code3: NL geoip.region name: North Holl
e and geoip.location: { "Ton": 4.9167, "lat”: 52.35 } geoip.postal code: 1091 geoip.region code: NH geoip.longitude: 4.917 auth: - ident: - verb: GET
¢ response
> June 27¢h 2014, 1 request: /[FiES] [IGGSEAEN  [IGGSERER 1. 1. 0-nonol thic. Jar message: 173.192.221.212 - - [27/Jun/2014:07:58:16 -0400] "GET /jFiNES), NGGEEASH /IGGEEAER -1.1.0-rono
£ Cecslog Tithic. jar HTTP/1.1" 200 40923996 "-" “"Chef Client/10.18.2 (ruby-1.8.7-p302; ohai-6.14.0; x86_64-linux; +http://opscode.com)” agent: "Chef Client/10.18.2 (ru
t _id by-1.8.7-p302; ohai-6.14.0; x86_64-1inux; +http://opscode.com geoip. timezone: America/New_York geoip.ip: 173.192.221.212 geoip.latitude: 38.904
< ro geoip.continent code: NA geoip.city_name: Chantilly geoip.country name: United States geoip.country code2: US geoip.dma_code: 511 geoip.country coded: US
- geoip.region nane: Virginia geoip.location: { "lon”: -77.4512, "lat": 36.3036 } tal_code: 20151 Son_code: VA geoip.longitude: -77.451 authi -
i > June 27th 2014, 1: 7.000  request: /[filies)/[i6GSEash /[I6GSEasH-1.1.0-monolithic. jar message: 159.253.145.222 - - [27/1un/2014:07:56:27 -0400] "GET /files/ [IGGsEash| I6GsEash-1.1. 0-mono
Tithic. jar HTTP/1.1" 200 40923996 "-" “"Chef Client/10.18.2 (ruby-1.8.7-p302; ohai-6.14.0; x86_64-linux; +http://opscode.com)” agent: "Chef Client/10.18.2 (ru
t auth
by-1.8.7-p302; ohai-6.14.0; x86_64-linux; +http://opscode.com; geoip. timezone: Europe/Amsterdam geoip.i 159.253.145.222 geoip.latitude: 52.35
# bytes geoip. continent code: EU geoip.city name: Ansterdam geoip.country name: Netherlands geoip.country_code2: NL geoip.country code3: NL geoip.region name: North Holl
ey and geoip.location: { "lon": 4.9167, "lat”: 52.35 } geoip.postalcode: 1091 geoip.region code: NH geoip.longitude: 4.917 auth: - ident: - verb: GET
t geoip.country_code? * June 27th 2014, 1 6.000 5.10.83.95 - - [27/Jun/2014:07:54:16 -0400] "GET /i8] xdotool /docs/man/?C=N;0=D HTTP/1.1" 200 955 "-"
e Etp://ahrefs.com/robot/)" agent: "Mozilla/5.0 (compatible; AhrefsBot/5.0; +http://ahrefs.com/robot/)"
geoip.timezone: Europe/Amsterdam geoip.ip: 5.10.83.95 geoip.latitude: 52.35 geoip.continent code: EU geoip.city name: Amsterdam geoip.country name: Netherlands
+_szoip.country name

search By Time'D 11.383 hits New Save Open Share <  © April 18th 2014, 08:02:02.379 to October 15th 2014, 18:51:25.093
geoip.city_name: Amsterdam ses | ery syntax

Addafiter+

logstash-* April 18th 2014, 08:02:02.379 - October 15th 2014, 18:51:25.003 —  Auto v

Selected Fields

Available Fields & i
o e
opular 0 -
© @timestamp @timestamp per day
t agent Time _source
¢ G > June 27th 2014, 17:42:38.000  geqip, city name: [WSEEROEN| request: /files/logstash/logstash-1.1.0-monolithic.jar agent: "Chef Client/10.18.2 (ruby-1.8.7-p302; ohai-6.14.0; x86_64-Tinux; +
¢ geoip.continent code http:/fopscode.con)” geoip.tinezone: Europe/Ansterdan geoip.ip: 5.153.24.131 geoip.latitude: 52.35 geoip.continent code: EU geoip.country name: Netherlands
. try_code2: NL geod vtry_coded: NL geoip.region name: North Holland geoip.location: { "Ton": 4.9167, "lat": 52.35 } geoip.postal code: 1091
© referrer
geoip.region_code: NH geoip.longitude: 4.917 auth: - ident: - verbs GET useragent.os: Other useragent.build: useragent.name: Other useragent.os_name: Other
t request useragent.device: Other message: 5.153.24.131 - - [27/Jun/2014:07:59:18 -0400] "GET /files/logstash/logstash-1.1.0-monolithic.jar HTTP/1.1" 200 40923996 "-
t response
b June 27th 2014, 17:41:02.000  geoip.city name: [MEESREEN request: /?Flav=rss20 agent: "-" geoip.timezone: Europe/Amsterdam geoip.ip: 108.174.55.234 geoip.latitude: 52.35
¢ uersen geoip.continent_code: EU geoip.country_name: Netherlands geoip.country_code2: NL geoip.country_code3: N. geoip.region_name: North Holland geoip.location: { “lo
¢ d 4.9167, "lat": 52.35 } geoip.postal_code: 1091 geoip.region code: N geoip.longitude: 4.917 auth: - ident: - verb: GET useragent.os: Other
A i useragent.build:  useragent.name: Other useragent.os name: Other useragent.device: Other message: 108.174.55.234 - - [27/Jun/2014:07:57:42 ~0400] "GET /?flav=
- rss20 HTTP/1.1" 200 28041 "~" "-" type: logs path: D:\Learmings\oraclecode\data\logs referrer: "-" @timestamp: June 27th 2014, 17:41:02.000 response: 200
# _score
> June 27th 2014, 17:40:07.000  geoip city_nane: [ request: /blog/geckery/insist-on-better-asserts.html agent: "Mozilla/5.0 (compatible; AhrefsBo i fahr efs. con/robot/)"
& am geoip.city_nane: [SESREEN request: /blog/geckery, t-on-bett ts.html  age Mozilla/5.0 (compatible; AhrefsBot/s.0; +http://ahrefs. com/robot/)

geoip. timezone: Europe/Amsterdam  geoip.

5.10.83.96 geoip.latitude: 52.35 geoip.continent code: EU geoip.country name: Netherlands geoip.country_code2: NL

geoip.country_code3: NL geoip.region name: North Holland geoip.location: { "Ton": 4.9167, "lat": 52.35 } geoip.postal code: 1091 geoip.region code: NH

# bytes geoip.longitude: 4.917 auth: - ident: - verb: GET useragent.os: Other useragent.major: 0 useragent.build: useragent.name: AhrefsBot

5 useragent.minor:

useragent.os_name: Other useragent.device: Spider message: 5.10.83.96 - - [27/Jun/2014:0;

6:47 -0400] "GET /blog/geskery/insist-on-better-asserts.html HITP,

clientip
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geoip.city_name: Abingdon AND response:301 tseslucene

Add a filter +

logstash-* April 18th 2014, 08:02:02.370 - October 15th 2014, 18:51:25.093 —  ayto v

Selected Fields

geoip.ciy_name ¢
response -~
verb
Available Fields @ S . : -
@timestamp per day
Popular Time geoip.city_name response verb.
@timestamp % June 21st 2014, 00:35:22.000 |ABARGHGH 301 GET
agen: _
> June 21st 2014, 00:28:00Q @ [ABiNGASH 301 GeT
geoip.continent_code
referrer
geoip.city_name: Abingdon -response: 200 Uses luce
Add a fiter +
logstash-* April 18th 2014, 08:02:02.378 - October 15th 2014, 18:51:25.093 —  Ayto v

Selected Fields

geoipiy_name

response
verb
Available Fields P "
@timestamp per day
Popular Time geoip.city_name response verb
@timestamp b June 21st 2012, 00:35:22.000 |ABYRGAGH 301 T
e » June 21st 2014, 00:28:00.000 |ABTRGEGH 301 GET
geoip.continent_code
geoip.city_name: Abingdon -301 Uses
Add a filtter 4
logstash-* April 18th 2014, 08:02:02373 - October 15th 2014, 18:51:25.083 —  auto v

Selected Fields g

geolp.city_name ¢
34
response o
verb -
Available Fields & -
@timestamp per day
Popular Time geoip.city_name response verb
[Eiue= » June 21st 2014, 00:35:23.000 [AEHGEGH 200 GET
agent -
b June 2ist 2014, 00:28:56.000 |ABTAGHGH 200 et
geoip.continent_code
b June 21st 2014, 00:28:01.000 |ABHHGAHGH 200 GeT
referrer
e b June 2ist 2014, 00:28:01.000 |ABTHGHGH 200 et
b June 21st 2014, 00:28:00.000 |ABHHGHGH 200 GeT
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(geoip.city_name: Abingdon OR geoip.city_name: Abinsk) AND response: (301 OR 404)

Add afilter +

logstash-*

Selected Fields

geoip.ciy_name

Count

April 18th 2014, 08:02:02.379 - October 15th 2014, 18:51:25.093 —

Alto ¥

response
verb
RS RS & @timestamp per day
Popular Time geoip.city name response verb
LY » June 21st 2014, 00:35:22.000 [ABHAGEGH 301 GET
agent .
* June 21st 2014, 00:28:00.000 [AEHRGAGH 301 GET
geoip.continent_code
» June 19th 2014, 19:24:16.000 [ABNEK 404 GeT
referrer
ey > June 1sth 2014, 18:24:15.000 [HBAER 408 GeT
@uersion » June 19th 2014, 19:24:15.000 [ABNEK 404 GeT
id
_index
_score
response:[301 TO 500]
Add a filter 4
logstash-* April 18th 2014, 08:02:02.379 - October 15th 2014, 18:51:25.
Selected Fields
response ¥
a
o
Available Fields o 1
Popular
@timestamp @timestamp per day
agent Time response
Eeoip.city_name > June 27th 2014, 17:41:49.000 304
Eeoip.continent_code
»  June 27th 2014, 17:37:46.000 [504
referrer
»  June 27th 2014, 17:33:47.000 [504
request
Varb m »  June 27th 2014, 17:32:05.000 [504
@version b June 27th 2014, 17:16:10.000 [504
_id
»  June 27th 2014, 17:10:48.000 [5O3
_index
b June 27th 2014, 17:05:50.000 (404
_score
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Search By Time D 20,345 hits
geoip.city_name: S?n*

Add a filter 4

logstash-*

Selected Fields

geoip.city_name

Available Fields

Popular

@timestamp

agent

Eeoip.continent_code

referrer

request

response

verb

@version

Count

Time

June

June

June

June

June

June

June

June

June

June

27th

27th

27th

27th

27th

27th

27th

27th

2014,

2014,

2014,

2014,

2014,

2014,

2014,

2014,

2014,

2014,

17

17:

17:

17:

17:

17:

1732

17

173

114,

.000

.000

000

New  Save

Open

April 18th 2014, 08:02:02.37% - October 15th 2014, 18:51:25.003 —

geoip.city_name

Sunnyvale

San| Jose

San| Jose

sunnyvale

San| Jose

San Jose

San| Francisco

San| Francisco

San| Jose

San| Jose

@timestamp per day

share € @ Ap|

Auto b4
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geoip.city_name: /[gabl.*/

Add a filter +
logstash-* April 18th 2014, 08:02:02.379 - October 15th 2014, 18:51:25.092
Selected Fields
t geoip.city_name £ L
@ o = I
s} i T
Available Felds -4 1,000 | | ‘
Popular o
@ @timestamp @timestamp per day
t agent Time geoip.city_name
t geoip.continent_code » June 27th 2014, 17:43:20.000 |GlEngzhou
t referrer .
» June 27th 2014, 17:42:49.000 [BUFFEIS
1 regquest
» June 27th 2014, 17:42:49.000 [BUFfalg
t response
s » June 27th 2014, 17:42:35.000 [ARSEerdan
t @version » June 27th 2014, 17:41:02.000 [ARSEEndan
t _id > .
» June 27th 2014, 17:40:07.000 [ARSEERdEm
t _index
» June 27th 2014, 17:39:47.000 [ERSEerdam
# _score
5 » June 27th 2014, 17:37:36.000 [ARSEerdan
t auth » June 27th 2014, 17:35:13.000
bytes
» June 27th 2014, 17:33:48.000

{"bool"{ "must": [{'match":{"useragent.name":"IE"}} , {"match":{"geoip.region_name":"Washington'}} 11}

Add afilter
logstash-* April 18th 2014, 08:02:02.379 - October 15th 2014, 18:51:25.093 —  Auto v

Selected Fields

S 5
Available Fields @ B : ‘ ‘
Popular 0 - E g . o
O @timestamp @timestamp per day
¢ agent Time source
t geoip.city_name ¥ June 27th 2014, 17:21:34.000  geoip. region_nane: [WEBHAMGEOH useragent.name: [E reauest: /stylez.css agent: "Mozilla/s.0 (compatible; MSIE 9.0; Windows NT 6.1; Trident/5.0; WOWe4; Triden
¢ geoip.continent_code £/5.0)" geoip.timezone: America/Los_Angeles geoip.ip: 65.55.213.51 geoip.latitude: 47.68 geoip.continent_code: NA geoip.city_name: Rednond
5 geoip. country_name: United States geoip.country_code2: US geoip.dua_code: 819 geoip.country_coded: US geoip.location: { "lon": -122.1206, "lat": 47.6301 }
geoip. postal code: 95052 geoip.region code: WA geoip.longitude: -122.17L auth: - ident: - verb: GET useragent.os: Windows 7 useragent.major: 9
RS useragent.minor: 0 useragent.build:  useragent.os_name: Windows 7 useragent.device: Other message: 65.55.213.51 - - [27/Jun/2014:07:38:14 -0400] "GET /style2.
© response
» une 27th 2014, 17:21:34.000  geoip. region name: WESHANGESH useragent.name: [EE| request: /reset.css agent: "Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.13 Trident/5.0; WOW64; Trident/
o b 5.0)" geoip.tinezone: America/Los_Angeles geoip.ip: 65.55.213.51 geoip.latitude: 47.65 geoip.continent code: NA geoip.city name: Redmond geoip.country name: Un
¢ @uersion ited States geoip.country_code2: US geoip.dma_code: 519 geoip.country_code3: Us geoip.location: { "lon": -122.1206, "lat": 47.6801 } geoip.postal code: 95052
< geoip.region code: WA geoip.longitude: -122.121 auth: - ident: - verb: GET useragent.os: Windows 7 useragent.major: © useragent.minor: O useragent.build:
useragent. os_nane: Windows 7 useragent.device: Other message: 65.55.213.51 - - [27/3un/2014:07:38:14 -0400] "GET /reset.css HTTP/L.1" 200 1015 "http://wa.sen
t _index
E score * June 27th 2014, 17:21:33.000  geoip, region_nanc: [WESHAMGEGW useragent.name: [E request: /blog/tags/regexp agent: "Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Trident/s.0; WoWes; T
- rident/5.0)" geolp.tinezone: America/Los_Angeles geoip.ip: 65.55.213.51 geoip.latitude: 47.68 geoip.continent code: NA geoip.city name: Redmond
. geoip. country_name: United States geoip.country_code2: US geoip.dma_code: 519 geoip.country_coded: US geoip.location: { "lon": -122.120, "lat": 47.6s01 }
¢ autn geoip. postal code: 95052 geoip.region code: WA geoip.longitude: -122.121 auth: - ddent: - verb: GET useragent.os: Windows 7 useragent.major: 9
¥ byes useragent.minor: 0 useragent.build: useragent.os name: Windows 7 useragent.device: Other message: 65.55.213.51 - - [27/Jun/2014:07:38:13 -0400] "GET /blog/ta
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June 11th 2014, 03:39:51.212 - July 15t 2014, 21:56:37.962 — | Hourly

v | @ Scaled to 3 hours

Auto
Millisecond
Second
Minute
Hourly

ily
Weekly
Monthly
Yearly

@timestamp per hour

Response_ 200D 18 hits

Save Search
Response_200_Graz

¥l save as a new search

response:200 AND geoip.city_name:Graz

New Save Open Share < O June 18th 2014, 11:58:23.859 tc

Search By Time'D 1 hit

Open Search

New Save Open Share < © June11th2014,03:39:51.212 to Jul

[t

hes Filter.

Name &
Response_200

Search By Time

Response 200D 172,688 hits

Share saved search

You can share this URL with people to let them load the most recent saved version of this search

Link Copy

hitp://localhost:5601/app/kibana#/discover/d16¢7a20-8c02-11e7-8ac5-c321b749bc47?_g={(filters®3Al)%2Crefreshinterva

New sSave Open Share < O june11th 2014, 03:39:51.212 to July 15t 2014, 21:56:37.962 >
Share Snapshot
Snapshot URLs encode the current state of the search in the URL itself. Edits to the saved search won't be visible via this URL

Link

http://localhost:5601/app/kibana#/discover/d16¢7a20-8c02-11e7-8ac5-c3210749bc472_g=(filtersi(refreshinterval(displa

recommend sharing shortened snapshot URLS for maxi
and some wiki and markup parsers don't do well with the
work great.

um compatibility. Inter
Iength version of the sna

lorer has URL length
hot URL, but the short UR

Time Range Relative  Absolute
Today Yesterday Last 15 minutes Last 30 days
This week Day before Last 30 minutes Last 60 days
This month yesterday Last 1 hour Last 90 days
This year This day last week Last 4 hours Last & months
The day so far Previous week Last 12 hours Last 1 year
Week to date Previous month Last 24 hours Last 2 years
Month to date Previous year Last 7 days Last 5 years
‘Year to date
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Time Range

From

December 15th 2013, 12:28:47.432

Set To Now

4 Years ago

round to the year

To
December 15th 2014, 12:28:47.432

Quick | Relative | Absolute

Set To Now

3 Years ago -

round to the year

Time Range Quick  Relative
From SatTo Mow TO Set To Now

2014-05-28 00:00:00.000

2014-07-01 00:00:00.000

< May 2014 > < July 2014 >
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
01 0z o3 n 02 03 04 05
04 05 06 a7 o8 s 10 06 07 03 03 10 11 12
i1 12 13 14 1z 16 17 13 14 15 16 17 18 19
18 15 20 21 22 P | 24 20 2 22 23 24 25 26
25 26 27 29 30 3 27 28 29 30 31
Response_2009 34,474 hits New Save Open Share | CAuto-refresh
Refresh Interval
5 seconds 1 minute 1 hour
10 seconds 5 minutes 2 hour
30 seconds 15 minutes 12 hour
45 seconds 30 minutes 1 day
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Available Fields »

il

AT

A

bt @umestamp . g o 9053
Visualize ¢ Guersion Otimestamp per 12 hours
Dashboard ¢ Time _source
. « une 27th 2014, - S - . : B o . -
Timelion ¢ _index reauest: /scripts/netcat-nebserver agent: "Wozi1la/s.0 (compatible; EasouSpider; <http://um. casou. con/search/spider.htnl)" geolp.city_name: Guangzhou
. seoip. tinezone: Asia/Shanghai geoip.ip: 183.60.215.50 geolp.latitude: 23117 geoip.country_name: China geop.country_code2: CN geotp.continent code: AS
Deticol - geoip.country_code3: CN geoip.region_name: Guangdong geoip.location: { "lon": 113.25, “lat": 23.1167 } geoip.region_code: 44 geoip.longitude: 113.25 auth: -
Noeamen t e idents - verbi GET useragent.name: EssouSpider useragent.os_nsme: Other useragent.os: Other usersgent.device: Spider useragent.buildi messsge: 153.60.715.5
e 0 - - [27/2un/2014:08:00:00 ~0400] "GET /scripts/netcat-nebzerver HTTP/L.1" 200 182 *=" “Wozi11a/5.0 (conpstible; Eazouspider; ~https//umn. exsou. con/search/
o exists filter
negative filter Table ISON Vie
8¢ 1 o ( (

etimestamp

positive filter
: -

=
Q % June 27th 2014, 17:30:00.000
ter for field present

t Gversion
¢ i @Q QM # obiXNGABYALienOTzsu
© _type / Qam#* logs
t agent / @@ @ * "™ozilla/s.0 (compatible; Easouspider; +http://www. easou. con/search/spider. html)"
t Qam* -
phees Qam#* 1
clientip Qam#* 183.60.215.50
/t geoip.citynme @@ * Guangzhou
© geoip.continent_code @ @ M % AS
geoip. country_code2 @ @ [ # O

300,000 hits New Save Open Share < O May 28th 2014, 00:00:0(
‘ kibana search...(¢.. 5tatus:200 AND extension:PHP)
@ Discover
sl visual Add filter x May 28th 2014, 00:00:00.000- July 15t 2014, 00:00:00.000—  Auto v
® Dashboard
Filter Edit Query DSL
©  Timelion
geoip.country_name is v | United States| ] L
M DevTools m| |
Label I "
B v oo AR R R EmER NN
014061305:30 0140617 05:30 20140621 05:30 20
imestamp per 12 hours
. |
t _index *  June 27th 2014, 17:30:00.000  request: /scripts/netcat-webserver agent: "Mozilla/s.0 (compatible; Easouspider; <http://www.easou.com/search/spider.htm)]
. geoip. tinezone: Asia/Shanghai geoip.ip: 183.60.215.50 Lotitude: 23.117 try_nane: China try_codez: |
- geoip. country_code3: CN geoip.region_name: Guangdong geoip.location: { "lon": 113.25, "lat”: 23.1167 } geoip.region_code: 44
t _ype ddent: - verb: GET wuseragent.name: EasouSpider useragent.os_name: Other useragent.os: Other useragent.device: Spider userag)
e 0 - - [27/7un/2014:08:00:00 ~0400] "GET /scripts/netcat-webserver HTTP/1.1" 200 182 " "Wozilla/5.0 (compatible; Easouspid)
. 10,230 hits edit filter emove filter New save oOpen share < O May2sth 201,
kibana Search... (e.s. status:200 AND extension:PHP)
positive filter disabled filter negative filter
= RS - )
Visualize May 28th 2014, 00:00:00.000 - July 15t 2014, 00:08:00.000—  Auto .

Dashboard

Timelion

DevTools

Available Fields
Management
@umestamp

@version

toggle filter

enable or disable filter

pin filtes

Un

i

i \PFH?‘ ‘\TE‘J@

@timestamp per 12 hours

\HT@HHTHWHHT\H_H \Hﬂﬂﬂﬂrwj

Time _source

[7] 3une 27th 2014, 16:57:28.000

ceoip. country_nane: sversio

vsearch/sTurp)”

ES reques

America/Los_Angeles

projects/xpathtool agent:

geoip. timezone: geoip.ip: 68.180.224.229 geoip.latitude:

geoip.country_code2: US geoip.dma_code: 307 geoip.country_code3: US geoip.region_name:

geoip.postal_code: 94089 geoip.region_code: CA geoip.longitude: -122.007 auth: - ident: -

useragent.os: Other useragent.device: Spider useragent.build: message: 68.180.224.229 - -

0zi11a/5.0 (compatible;

California geoip.location:
verb:

[27/3

Hr—ﬂ\“ﬁ
3

¥4

37.425 geoip.continent

GET useragent.name

un/2014:07:27:28 -
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sualze / New

kibana

Select visualization type

= Iz

Data
B & 6 42
waps
Time Series
Other
=
Visualize / New Visualization (unsaved) 6Save Share Refresh < @ May 28th 2014, 00:00:00.000 to July 1st 2014, 00:00:00.000 >
kibana Search.. (e S1atus200 AND extension P, . uses tucene auery syntax [
Visualize logstash-* @ Count

Dashboard Data  Options. [ x

Timelion

Metrics
DevToots D sicesiee i
e

Buckets

Seectbuckespe 1

325l Sices

Jic Chare
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Discover
Visualize
Dashboard
Timelion
Dev Tools

Management

Collapse

Visualize / New Visualization (unsaved)

Search... (e.g. stat
Add afiter+
logstash-*

Data  Merrics & Axes

Metrics

[ T

0 AND extension:PHP)

=y .

Count

Buckets

B
Ragregation
Date Histogram

Field

@timestamp

Interval

Auto

Custom Label

B sviesercs
Sub Aggregarion

Terms

Field

response keyword

Order By
metric: Count
Order

Descendir v

Size

s

Count

Share Refresh € @ May 28th 2014, 00:00:00.000 to July 1st 2014, 00:00:00.0¢

Uses lucene query syntax

00 i
®200

o304

®d
® 25

aees
Bl W
[ R = R |
£y S I |

&> Q
XTI YT Y]
sseceeee
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{ kibana

Visualize / New Visualization (unsaved)

Search...(e.g 00 AND extension:PHP)
® Discover response.keyword: 404" RN RN E Y
Visualize logstash-*
Metrics .
DevTools o -
Vohsis Count
Management 3%
Buckets N
[ - B2 1[x]
Aggregation -

Date Histogram

Field

@timestamp

Auto

Custom Label

Count

Save

Share

Refresh

< © May 28th 2014, 00:00:00.000 to July 15t 2014, 00:00:00.000 >

2630

404
2014-06-16 12:00

«Advanced
(B st series 1 0
Sub Aggregation
Terms - )
Field
response keyword - 0
Ordergy
metric: Count v o
Order size .
Descendir ¥ 2
D collpse
logstash-* urls Total Requests
Daza  Oprions x Ifavicon.ico 18,893
metrics ffiles/logstashvlogstash-1.1.0-monolithicar 14752
B vewic Istyle2css 12,925
(Asgregation Iresetss 12,821
Count Jimages/jordan-80.png 12,521
Custom Label /images/web/2009/banner.png 12,036
Total Requests /blog/tags/puppet?flav=rss20 11.379
«Advanced 4 6295
e Ipresentations/fpm-scale12x.pdf 5,268
buckets
2flav=rss20 5,103
B3 spic Rows cB
Ageregation
Exporz: Raws Formatted &
Terms 2
Field
request.keyword -
Order By
metric: Total Requests M
Order size

Descending ¥ 10

Custom Label

Urls.

«Advanced
Add sub-buck

[34]




Graphic bundle

Chapter 1

Visualize / New Visualization (unsaved)

‘ kibana

Save

Share

Refresh

< © May 28th 2014, 00:00:00.000 to July 15t 2014, 00:00:00.000

Search... (eg. status:200 AND extension:PHP) Uses lucene query syntax
® oOiscover dd afiter+
Visualiz logstash-* o Unied Sestes
= Data Memics&Axes PanelSermings gl X
Timelion
Metrics
DevToc [~ 1o
Management Aggregation
sum -
Field 25000000000
bytes -
Custom Label
@ Eoznia and Herzegon
+Advanced . © fusialia
3 ® ireland
H @ szl
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C | ® localhost:9

New
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_id:

h

- inj

b

_index:

§8318acleb”,

score: 1,
- _source: {
- trigger: {

- schedule: {
interval: “1es

put: {
- search: {
- request: {
search_type: hen_fetch™
- indices: [
“logs"
1
types: [ 1,
size: 8,
- query: {
- bool: {
- filter: {
- range: {
- timestamp

b
- condition: {
- script: {

source:

lang: °
- params: {

thresheld: 2@

total

- transform: {

- seript: {

source:

lang:
- params: {

threshold: 22

- actions: {
- logging_1: {

- logging

leve 0y

text: “"Number of Logs Reported is above the threshold is {{ct

errors_watch”,

trigger interval_unit:

agg_type: “count”,

: imestamp”,
trigger interval_size: 18,
term_size: 5,
time_window_unit:
threshold_comparator:
term_field: 11

- index: [

“logs"

1.

3

> params. threshold

w HashMap(); result.resu

{ return truej } return false;”,

= ctx.payload.hits.total; return res

«.payload.resul
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C | ® localhost
New
¥
Ta
- schedule: {
interval: "3@s"
¥
s
- dnput: {
- search: {
- request: {
search_type: "query_then_fetch”,
- indices: [
"logstash*"
1,
types: [ 1,
- body: {
- query: {
- match: {
message: "error”
¥
5
1
}
H
s
- condition: {
- compare: {
- ctx.payload.hits. total: {
gt: @
}
¥
s
- actions: {
- log error: {
- logging: {
level: "i o
text: "The number of errors in logs is
3}
¥
s
- metadata: {
name: "Logstash Error Watch",
- xpack: {
type:
Ts
+ status: {.}
%
Is
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Current Status

Watch History
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December 11
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Firing
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Chapter 9: Running Elastic Stack in
Production

<« C @ Secure | https://cloud.elastic.co) 14

0 iGoogle B Elasticsearch B Webservices - REST... Bl Hadoop ESSpark ESioT EdiStartup ESScala EdBigData B Utiities ESLog Analytics EDW & BigData ES) Disti Computing Akk... B3 Machine Learning [) Cisco Meraki Cloud... B Data Discovery S} Programming Test B Angular

Summary Get started with Elastic Cloud
During your free trial period, you can provision a single cluster with up to 4GB memory, 96GB storage, and high availability (HA) across two zones for 14 days. You also get a chance to
Platform Amazon Web Services explore Shield, Watcher, Marvel, and Kibana.
Region US East (N. Virginia) Adding a credit card will prevent your cluster from being stopped after 14 days, and let you create additional and larger clusters. A 4GB cluster with HA will remain free for 14 days.
Memory a68 Additional and/or larger clusters will accrue charges.
Storage 96 GB Should you have any technical questions, email us at support@elastic.co. We also offer world class, SLA-based premium support.
8SD Yes
High ilabili Ye "
fon avalebity = Cluster Size
Hourly rate $0.3125
Choose a cluster size. Cluster size can be changed later without downtime. Memory | Storage
Monthly rate $228

SSD — Selected for improved storage performance. Need a larger cluster? Contact us.

Cloud Platform

Pick your cloud:

Google CloudPlatform

Choose a region near you:

US East (N. Virginia) US West (N. California) US West (Oregor) EU (reland) Asia Pacific (Singapore) Asia Pacific (Tokyo) South America East Asia Pacific (Sydney)
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Etastic Cloud

< C @ Secure | htps: #clusters/us-east-1/6791 55 2f[overview Qax @M 2 ea E
5 Log Analytics 30w & BigData B Ak E o =]

Apps ) iGoogle B Elasticsearch B Webservices - REST... B Hadoop 3 Sperk EioT B3 Startup B Scala E6ig Data 3 i
€cloud cuen ke

2.08-east.

“6791fe" acting support about y

bt}

Kibana
Node

Node name. stats Capacity Zone Master Version Mem. pressure Storage usage
lbreaker-0000000000 ooy 1026 tetreaer £20301y/SOByEMYmSIA 500 L 3 po%
Instance-0000000003 running 4006 zone-1 120301y1S0ByQMIYmSIA 600 [ J lpox
Instance-0000000001 running 4006 20000 120301y1S06yQMIYMISIA 600 [ J lox

Your clusteris composed of one o more nodes. Nodes will ‘capacity .

Memory pressure is the percentage used of the *old gen* memory pool. I thisi 3 igh, the

A Console - Kibana

= C @ Secure . us-east-1.aws.found.i0:9243/app/kibana#/dev_tools/console? ¢ * em eea@:
Apps [ iGoogle £ Elasticsearch ES] Webservices - REST... £ Hadoop I Spark EloT £5Startup £Scala £JBigData £ Utilties £ Log Analytics E5JDW &BigData B A B D . £ Data Discovery 5 Programming Test »
Dev Tools History Settings  Help
‘ kibana Console Search Profiler Grok Debugger
@ Discover

sl Visualize

© Dashboard

@ Timelion
Graph

F Deviooss
@ Monitoring
£ Mansgement
& clastic

< Logout
© Coliapse
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€cloud cuses  ven Yostmevaencansams  Accom | Sgnout

st o Shards #indoxes

success 15015 s

success 15115 15

success 15015 s

a3z success 15015 1
7222 success 15015 s
s6.65 success 15015 15
success 15015 s

success 15015 1

success 16716 1

success 16716 1

success 14114 1

success 14114 1

success 14114 1

success 16714 1

success 16114 1

€cloud cuses ves You et encs ey Accom | Senout

T <o o

wiod instance 000000000
@ LoamingESs D schodued 1511318514 1
\ -monitoring-kibana-6-2017.11.21 .triggerad vatches-6 BT FTRTY -11.16 .security-6 amazon products -vateher-history-
indexes ¢ a017.11.17 . 20 70115 vatches-s ETien 1020 .xibanacs .22
Snards Successiut 15 Falod0 Tota: 15
Wren  2017-11-2210241:54.7222
ook assBms
Restore
- Allinde pecity index, index2, index3 if
You only want o restore spacific ones.
Rename patiern ndex () rename_pattern and rename : restore using regular
expression that supports referencing the original text.
Rename eplacement ostore index.$1
Custor - o
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Chapter 10: Building a Sensor Data
Analytics Application

Site 1
®

>

|

L
'
v

N

Elastic Stack

:
Internet  <—>
\
;

Site 2

' 4

- 0¥ -
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‘ kibana Management
®

Discover
Version: 600
Visualize
Dashboard & Security
Timelion
Users Roles

Machine Learning

Graph

devtont £ Elasticsearch

Monitoring Watcher

Management

Z Kibana
Saved Objects Reporting Advanced Settings
R Logstash
Pipelines
Management / Kibana
kibana Ind
ndex Patterns Saved Objects Reporting Advanced Settings
@ Discover
* bigginsight . )
e Configure an index pattern
Visualize
n order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search and analytics against. They are also used to configure filds.
Dashboard
Index pattern advanced options
UEZED sensor_data*
Machine Learning Patterns @ * a5 2 widcard, .
Graph Time Filter field name @ refresh fields
time -
DevTools
[ ]
Monitoring

Management
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Visualize / Average temperature over time

Search.. (e.g. status:200 AND extension:PHP)

‘ kibana

Visualize sensor_data*
Dashboard osa e aaees ponetsenes | [N |
Timelion

Metrics
wactine eaming | IS

vohis
e Agsregation

Average -
DevToots

Feld
Monitoring reading .

Management

Custom Label

Average Temperature

«Advanced
d me
Buckets H
s ) H
Aggregation H
Date Histogram - £
Field
time -
Interval
Auto :
Custom Label
«Advanced

elastic
Logout

Collapse

Save Share Refresh R © December 15t 2017,

December 2nd 2017, 23:59:59.000
Uses lucene query syntax

Actions»

@ Average Temperat

time per hour

Visualize / Average temperature over time

kibana Search..(e  satus200 AND extensionPHP)

oo [einiaae]

VETE Edit filter x

e
Filter Edit Query DSL
Label

e Optional

T

Monkorg PR - |

Average Humi

ity

«Advanced

((Add metrics.

Share Refresh Reporting < ® December st 2017, 00:00:00.000 to December 2nd 2017, 23:59:59.999 >
Uses lucene query syntax [JEl)
Actions»

@ Average Temperature
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Visualize / Temperature at locations over time

‘ kibana

Search.. (e.g. status:200 AND extension:PHP)

Visualize sensor_data*
Dashboard Data Metrics&Aves PanelSetiings [l X
Timelion
Metrics
wachine eaming | I
V-axis
— Aggregation
Average -
DevTools
Field
Monitoring reading .
Management
Custom Label
Average Temperature
«Advanced
(Add metrics
Buckets
B xaxis © 1[x]
Aggregation
Date Histogram -
Field
time -
Interval
Auto :
Custom Label
©
Sub Aggregation
Terms -
Field
locationOnFioor -
elastic
o Order By
metric: Average Temperature D
Collapse

Save  Share

time per hour

Refresh

< © December 15t2017,

Reporting

e 23201, 2355555553

Actions»

Visualize / Temperature over locations

kibana

Search... (e.g. status:

0 AND extension:PHP)

sensorType: Temperatur :

Discover

Visualize sensor_data*
Dashboard Data  Options > B
Timelion -
Metrics
wachine eaming | Y
Value
Graph Aggregation
Average -
Dev Tools
Fild
Monitoring eading .
Management
Custom Label
Average Temperature
«advanced
Buckets
8D ceo Coordinaces
Aggregation
Geohash -
Field
location -

Change precision on map zoom
Place markers off grid (use geocentroid)
Only request data around extent of map ©
Custom Label

«Advanced

e

|2

cROXTON

ERGEN

COMMUNIPAW.

Save Share Refresh Reporting <& O December 1st2017, December 2nd 2017, 23:59:59.999
uses ucene query synax [
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Q
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Visualize / Locations across departments

kibana Search...(e.g. status:200 AND extension:PHP)
Discover Adda fiter+
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Timelion -
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Machine Learing | I~ SN
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Unique Count -
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Management
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°e[¥
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Order By
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Order size
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Chapter 11: Monitoring Server Infrastructure

Download Metricbeat

‘ @ Want to upgrade? We'll give you a hand. Migration Guide »

Version:

Release date:

Notes:

Downloads:

6.0.0
November 14, 2017

View release notes.
Not the version you're looking for? View past releases.
Looking for Topbeat? Download the 1.x release.

& DEB 32-BIT sha & DEB 64-BIT sha
& RPM 64-BIT sl L
= MIA 2-BIT &
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Mongodb module

“ﬁ\\_ -
& seNe‘??-' a Metrie -7
%, u

Bty elasticsearch
mongoDB <
E Y
& C | ® localhost:s ‘app/kibana#/dashboards?.
Dashboard
Search. n 1-110f 11 < >

Visualize

Dashboard

Timelion

Dev Tools

Management

[Metricbeat Apache] Overview
[Metricbeat Docker] Overview

[Metricbeat Golang]

verview

[Metricbeat Kubernetes] Overview
[Metricbeat MongoDE] Overview
[Metricbeat MySQL] Overview

[Metricbeat RabbitMQ] Overview

[Metricbeat Redis] Overview

[Metricbeat System] Containers overview

Metricbeat System] Host overview

M

beat System] Overview

1-11eof11 £ >
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® Discover

Visualize

Dashboard

Timelion

DevTools

Management

Dashboard / [Metricbeat System] Overview

Add a filter 4

10.15%

ricbeat System] «*  Memory

Fullscreen  Share Clone Edit Wl Sseconds < @ LastiSminutes >

Disk used [Metricbeat System] # Inbound # Outbound Traffic [Metricbeat

fic [Metricbeat System]

Outbound Traffic

62.0B/s

Total Transfered 222.2KB

Inbound Traffic

162.0B/

46.7KB

63.1% 61.74%

osts By Memory (Re

kibana

Discover

Dashboard
Timelion
DevTools

Management

Dashboard / [Metricbeat System] Host overview

Fullscreen  Share Clone Edit Wl Sseconds < @ Last1Sminutes >

| ezt name: metricheat insti |

Uses lucene query syntax

Add afilter +

tem Navigation [Metricbeat Systs

System Overview | Host Overview | Containers overview

auge [Metricbeat System] <" Memory Usag

B 885% 63.3%

s total

tem) 2 Memory

Memory usage

10.1GB

Total Memory 15.9GB

TIP: To select another host, go to the System Overview dashboard and double-click a host name.

# Inbound Traffic [Metrich 7 Outbound Tr <~ Packetl

stem] <

System]

eat System] K

Outbound Traffic In Packetloss

51.9B/s 0

otal Transfered 234.1KB

Inbound Traffic

sm Load 10.8B/s

fered 157.9KB

Out Packetloss 0

[Met

Processes 52.6
1 8 61.74%
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