Chapter 1: Current PowerShell Versions
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PS C:\WINDOWS\system32>
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PS C:\> $PSVersionTable

Name

PSVersion 5.1.17046.1000
PSEdition Desktop

PSCompatibleVersions {1.e, 2.0, 3.0, 4.0...}
BuildVersion 10.0.17046.1000

CLRVersion 4.0.38319.42000
WSManStackVersion 3.0
PSRemotingProtocolVersion 2.3

1.1.

SerializationVersion 0.1




Version| Release Date Default OS5 Versions Available OS Versions PSEdition
Nov-06 Windows XP SP2, SP3
Windows Server 2003 SP1. SP2
1 Downloadable Windows Server 2003 R2 Desktop
Windows Vista
Windows Vista §P2
Oet09 Windows 7 Windows XP SP3
2 Windows Server 2008 R2 Windows Server 2003 SP2 Desktop
WMF 2.0 Windows Vista SP1, 5P2
Windows Server 2008 SP1, SP2
Sep-12 Windows 8 Windows 7 SP1
3 Windows Server 2012 Windows Server 2008 SP2 Desktop
WhF 3.0 Windows Server 2008 R2 SP1
Oet-13 Windows 8.1 Windows 7 SP1
4 Windows Server 2012 R2 Windows Server 2008 B2 SP1 Desktop
WMF 4.0 Windows Server 2012
Feb-16 Windows 7 SP1
5 Windows 10 Windows 8.1 Desktop
WMF 5.0 Windows Server 2012
Windows Server 2012 R2
Jan-17 Windows 10 1607 Windows 7 SP1 Desktop
Windows Server 2016 Windows 8.1
51 WhEF 5.1 Windows Server 2008 B2 SP1 Core
Windows Server 2016 Nano Server Windows Server 2012
Windows Server 2012 R2
Dec-17 macO8K
Core § Linux Core
Deownloadable package Windows




Operating System Prerequisites Package Links

Windows Server 2012 R2 https://go.microsoft.com/fwlink/?linkid=839516

Windows Server 2012 https://go.microsoft.com/fwlink/?linkid=839513

Windows Server 2008 R2 .NET Framework 4.5.2 https://go.microsoft.com/felink/?linkid=839523
x04:

https://go.microsoft.com/fwlink/?linkid=839516

Windows 8.1

x86:

https://go.microsoft.com/fwlink/?linkid=839521

x64:

https://go.microsoft.com/felink/?linkid=839523
Windows 7 SP1 .MNET Framework 4.5.2

x86:

https://go.microsoft.com/fwlink/?linkid=839522

E PowerShell / PowerShell ® Watch~ 769 W Unstar | 8755 | ¥Fork 1319

¢» Code lssues 1,19 Pull requests 45 Projects 12 Insights

PowerShell for every system! https://microsoft.com/powershell

powershell windaows macos linux command-line shell netcore

(P 5,682 commits 17 3 branches T 41 releases 12 165 contributors

Branch: master ~ New pull request Create new file | Upload files | Find file Clone or download >




PowerShell Documentation

—=— sl » .-

Get started with Windows PowerShell Setup and installation
Learn how to use PowerShell.

Features

Reference

Community

Tutorials
Get PowerShell installed in your environment.

A cookbook of common scripting tasks.

GE A0 |

Download WMF

PowerShell on GitHub

PowerShell Module Browser
PowerShell is an open-source project and available for Windows Management Framework contains the latest Search for PowerShell modules and cmdlets.
Windows, Linux and macOS. wversions of PowerShell, DSC., WMI, and WinRM for older
wversions of Windows.

PowerShell in Azure Cloud Shell

PowerShell in Azure Cloud Shell is now availlable in public
preview. Leamn more!




.NET Framework .NET Core

ll ASPNET 5 ml ASPNETS
ASPNET 4.6 Wl e Native
WEF
Windows Forms

o ‘5 ASBNET 5 for Mac and Linux

Common Runtime Compilers NuGet packages

L rewonn BT s cone

.NET FRAMEWORK .NET CORE XAMARIN

WPF Windows UWP
Forms :
Android

APP
MODELS

ASPNET ASPNET Core

-.NET STANDARD LIBRARY
One library to rule them all

COMMON INFRASTRUCTURE




.NET STANDARD 2.0

XLing* XML Documente*XPatheXSDe*XSL

SERIALIZATION BinaryFormattere® Data Contract® XML

NETWORKING Sockets* Http * Mail* WebSockets

10 Files® Compression®* MMF

THREADING Threads*Thread Pool ® Tasks

Primitives * Collections ®* Reflections ® Interop® Ling




PowerShell PowerShell
(Enter/New- (Enter/New-
P55ession) P55ession)

5trings (text)

PowerShell PowerShell
Remoting Protocol Remoting Protocol
(PSRP) (PSRP)

S5H client (ssh.exe)

WSMan/WinRM

Settings — O ot

2 Manage optional features

OpenSSH Client (Beta) 3,24 MB
OpenSSH Server (Beta) 3,38 MB




PowerShell v | () 7 &%

Requesting a Cloud Shell.
PowerShell may take up to a minute...Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell (Preview)

Type "dir" to see your Azure resources
Type "help™ to learn about Cloud Shell

VERBOSE: Authenticating to Azure
VERBOSE: Building your Azure drive ...
Azure:\

PS Azure:\> |

PS Azure:\> $PSVersionTable

WET(S

PSVersion 5.1.14393.1480
PSEdition Desktop
PSCompatibleVersions {1.e, 2.0, 3.0, 4.0...}
BuildVersion 10.0.14393.1480
CLRVersion 4.0.306319.42000
WSManStackVersion

PSRemotingProtocolVersion

SerializationVersion




PS Azure:\> dir

Directory: Azure:

Mode SubscriptionName SubscriptionId TenantId

Visual Studio Enterprise 7el688el-6d7e-4dda-890a-36247e29af4b 34c7837c-56b1-461e-b38. ..




Chapter 2: PowerShell ISE Versus VSCode

g Administrator: Windows PowerShell ISE
File Debug Add-ons Help

B >

Edit View Tools
5 &
Untitled1.ps1 X

1

’;__..

]

—: -

PS C:\WINDOWS\system32>

Ln1 Col1

165%

Step Over F10
Step Into E1
Step Out Shift+F11
Help
[ Ei 1“ lg_; = = = —E ~

Show Command Window




B commands — O 4

Modules: | All -
Marne: sEMVice
Get-5ervice ~

Get-ServiceEndpoint
Get-VMIntegrationService
Get-WAPackCloudService ke

Mame: Get-Service
Maodule: Micresoft.PowerShell. Management (Imported)

Parameters for "Get-5ervice™: @

Default | DisplayMame | InputObject |

| -

ComputerMame:

[] DependentServices

Exclude:

Include:

Mame:

[ ] RequiredServices

@ Common Parameters
[] Debug “

Errarfction:

ErrorVariable:

InformationAction:

InformationVariable:

CutBuffer: W

| Bun | | Copy | |Cam:eE|




B Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

AR~T = I ST = B SR A @ B || 8B oo|d@E.
| Untitledlps1* X |
i
i class (simple)
I Cmdlet (advanced function)
4 Cmdlet (advanced function) - complete

i Comment block

8l cl o-until Description: do-until loop
1 do-while Path: Built-in
4 DSC Configuration (simple)
i DSC Configuration (using ConfigurationData) 2
i DSC ConfigurationData
¥

until ($x -gt 0)

T [\ ‘

Tl

4 Windows 4 .deb 4 Mac
Windows 7, 8, 10 Debian, Ubuntu Red Hat, Fedora, SUSE macOS 10.9+

.zip | 32 bit versions tar.gz | 32 bit versions




) Setup - Visual Studio Code - X

Welcome to the Visual Studio
Code Setup Wizard
This will install Microsoft Visual Studio Code on your computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

ot ]




A Welcome - Visual Studio Code - O X

File Edit Selection View Go Debug Tasks Help

Welcome Git not found. Install it or configure it using the 'gitpath’ setting.

Visual Studio Code

shortcuts

Find and run a

te e page on startup

Interactive play

OUTPUT

Looking for git in: Program Files\Git\cmd\git

Looking for git in: Program Files (x86)\Git\cmd

Looking for git in: Program Files\Git\cmd\g

Looking for git in: Users\David\AppData\lLocal\Programs\Git\cmd\
Git installation not fi



Ll
0 glt --everything-is-local Q, Search entire site...

Git is a free and open source distributed version control system
designed to handle everything from small to very large projects with
speed and efficiency.

Git is easy to learn and has a tiny footprint with lightning fast
performance. It outclasses SCM tools like Subversion, CVS, Perforce,
and ClearCase with features like cheap local branching, convenient
staging areas, and multiple workflows.

9 Learn Git in your browser for free with Try Git.

=

2 About Documentation

g Latest source Release
The advantages of Git compared Command reference pages, Pro
to other source control svstems. Git book content, videos and . 16- 1

other material. = o018 0122)
Download 2.16.1 for Windows
Downloads Community
* GUI clients and binary releases CS? Get involved! Bug reporting,

for all major platforms. mailing list, chat, development

and more.




Git 2.16.1.4 Setup

Choosing the default editor used by Git
Which editor would you like Git to use?

IUse Vim (the ubiquitous text editor) as Git's default editor

Use the Mano editor by default

IUse Vim (the ubiquitous text editor) as Git's default editor
Use Motepad++ as Git's default editor
Use VisualStudioCode as Gits defaulteditor ...
it is highly recommended to switch to a modern GLI editor instead.

QUTRUT

Looking for git in: C:\Program Files\Git\cmd\git

Using git 2.16 s .4 from C:\Program Files\Git\cmd\git.exe




4] Extension: PowerShell - Visual Studio Code = O *
File Edit Selection View Go Debug Tasks Help

EXTES Welco = Extension: PowerShell

PowerShell

PowerShell
PowerShell 15.1

Develop PowerShell scr... Microsoft a2

il rShell scripts in Visual Studio Code!

PowerShell Stack.
Search for

r CodeShell o Detail
[-‘ Start a n ..~ Details

Extension:
VSCl -psconteu..

& s PowerShell Language Support for Visual Studio Code

Code Runner Visual Studio Marketplace visi W [ chat m
Run C, C++
AppVeyor (Windows) Travis Cl (Linux / macOS)
Template Literal . —_—
Use Ctrl+Enter to open... © build [passg ok
Install
Better Comments 1 This extension provides rich PowerShell language support for . Now you can write and debug Pow A
Imp our code com..
Install
Terminal ouTpPuT

Terminal for Visual Stud... Looking for git in: C:\Program Files\Git\cmd\,

Install Using git 2.16.1. from C:\Program Files\Git\cmd\
DevSkim
Detect

4 |INSTALLED

PowerShell 151

Develop PowerShell scr...

- Tt




TERMINAL

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

sers\David>

Name

PSVersion

PSEdition Desktop
PSCompatibleVersions {1.8; 2
BuildVersion

CLRVersion

WsManStackVersion
PSRemotingProtocolVersion
SerializationVersion

1: powershell

v

L

ﬂ Welcome - ws (Workspace) - Visual Studio Code
File Edit Selection View Go Debug Tasks Help

EX ER Welcome

4 OPEN EDITORS
Welcome Start
test.ps1
<«WS(WORKS.. ) # O @
4 () Workspace

test.ps1

{-} ws.code-workspace

TERMINAL




2] test.ps] - Workspace - Visual Studio Code

File Edit Selection View Go Debug Tasks Help

E

4 OPEN EDITORS
Welcome
test.ps1

4 WORKSPACE

test.ps1

{.} ws.code-workspace

b AZURE APP SERVICE
b AZURE FUNCTIONS

#

@ 0 A0 Azure: david das.neves@outlook.com

b AZURE STORAGE

Q
PowerShell Integrat

BS
PS
PS
BS
PS
PS
PS

E
E
C
(&
(5
&

test.ps1

X

cureBootPoli
cureBootUEFI

rvice

ame] <string[]>] [-C. 4

t-Se

rviceEndpoint

AC
AC
PSS
PSS
PSS
VM
v Cim

:\Users\dadasnev\das
:\Users\dadasnev\das
:\Users\dadasnev\das
:\Users\dadasnev\das
:\Users\dadasnev\das
:\Users\dadasnev\das
C:

\Users\dadasnev\das

\Workspace>

vent
ventQuery
ssion
ssionCapability
ssionConfiguration
curity

ssion

IISServerManager
ed Console

das
das
das
das
das
das
das

Neves\OneDrive -
Neves\OneDrive -
Neves\OneDrive -
Neves\OneDrive -
Neves\OneDrive -
Neves\OneDrive -
Neves\OneDrive -

Neves\Books\Learning
Neves\Books\Learning
Neves\Books\Learning
Neves\Books\Learning
Neves\Books\Learning
Neves\Books\Learning
Neves\Books\Learning

In1,Col7 Spaces:4 UTF-8 CRLF

PowerShell\Current
PowerShell\Current
PowerShell\Cur
Powershell\Cur
PowerShell\

Powers
PowerShell\Current

()

PowerShell [Z5.1



Chapter 3: Basic Coding Techniques




Chapter 4: Advanced Coding Techniques

foreach-Construct was 267.11% faster than the LINQ-like query, and 633.58% faster than Foreach-Object!
Where-Construct was 232.40% faster than the LINQ-like query, and 274.28% faster than Where-Object!

PS C:\Users\install>

Name Description StartMode SideIndicator
LanmanServer DifferentDescription Auto

LanmanServer NewDescription Auto

IPS D:\> get-filehash .\build.psl

D:\build.psl 75414CCO48DAEOEEBE20716B12E76072659AB760EQCC586AA29BABOCBF89EE49S SHA256

PS D:\>

#X PowerShell-6.0.1

PS C:\Program Files\PowerShell\6.0.1> d:
PS D:\> get-filehash .\build.psl

Hash Path

75414CCO48DAEOEEBE20716B12E76072659AB760EQCC586AA29BABOCBF89EE4S D:\build.psl

[00:00:00|PS C:\Users\JHP> get-process -id $pid

Name WS in MB

powershell 113.16




TypeName: System.IO.FileInfo

Name MemberType Definition

Hash ScriptProperty System.Object Hash {get=Get-FileHash -Path $this.FullName;}

Algorithm : SHA256

Hash : 6C81DBBCO1C37B3A39EA3E5379AAO5FF72CB2EC825093BEOF8F3D652FF4B5FBS8
Path : D:\Backup\MyCustomType.pslxml




Chapter 5: Writing Reusable Code

# Acceptable one-Liner if e.g. a condition is not met
if ( $condition) {return}

# Good style, closing brace has new Line

function Get-SomeThing
{
# Do your thing

Get-SomeThing

# Spacing

# Bad

if($condition){
"do Stuff"

# Good
if ($condition)

{
"Do stuff"




# Use parentheses to make expressions apparent
# Bad

if (3 2 (Get-Date) .DayOflWeek 'Friday')
{
'Good things happen’
}
# Good
if ((3 2) ((Get-Date).DayOfleek "Friday'))
{

'Good things happen’




# Bad
3 references
function Get-SomeThing

{
param
(
$parametername
)
$somevariable
}
# Good

3 references
function Get-SomeThing

{

param

(

$ParameterName

$someVariable




# Bad

$a 'contoso.com’
$aa $false

b 'administrator'
while ( $aa)

{

$bb Get-AdUser $b -Server $a -ErrorAction SilentlyContinue
if ($bb) {%aa = $true}
}

$bb Set-AdUser -EmployeeNumber 42

# Good

$domainName 'contoso.com’
fuserCreated $false
$samAccountName "administrator'

$employeeNumber = 42

while ( $userCreated)

{

$userObject Get-AdUser $szmAccountName -Server $domainName -ErrorAction SilentlyContinue
if ($userObject) {$userCreated = $true}

}

fuserObject Set-AdUser -EmployeeNumber $employeeNumber

# Bad
gei C:\temp -ea SilentlyContinue
gsv ? CanStop

[T

# Good
Get-ChildItem -Path C:\temp -ErrorAction SilentlyContinue
Get-Service | Where-Object -Property CanStop




# Bad
Set-ADUser -Identity janhendrik -AccountExpirationDate (Get-Date).AddMonths(6) -City Duesseldorf -(C

# Good

$userParameters = @{
Identity 'janhendrik’
AccountExpirationDate (Get-Date).AddMonths(6)
City 'Duesseldorf’
Country 'Germany'
Company 'Contoso Ltd.'
Department 'R & D'
DisplayName 'Jan-Hendrik Peters'
GivenName 'Jan-Hendrik'
Surname 'Peters’

}

Set-ADUser @userParameters

# Proper naming with the approved verbs

# Adding a company prefix distinguishes your cmdlet from builtin ones
# Bad

function foo {
'does something'

# Good
1 reference
function Get-ContosoVm

{

'does something'




_%r Local Group Policy Editor

File Action View Help

&= 715 = BE 7

=] Local Computer Policy
v & Computer Configuration
> & Software Settings
> ] Windows Settings
v 3 Administrative Templates
> [ Control Panel
> ] Network
| Printers
[ server
> [ Start Menu and Taskbar
> E System
v 2 Windows Components

O Not Configured ~ COMMent:

(® Enabled

E Set the default source path for Update-Help

- O X
Set the default source path for Setting
Update-Help 2] Turn on Module Logging
A \i=| Turn on PowerShell Script Block Logging
iz| Turn on Script Execution
Requirements: \iz] Turn on PowerShell Transcription

At least Microsoft Windows 7 or [#] set the default source path for Update-Help
Windows Server 2008 family

Edit policy setting

Description:
This policy setting allows you to
set the default value of the

=

=

Previous Setting ExtSetting

() Disabled
Supported on: | a4 105t Microsoft Windows 7 or Windows Server 2008 family
Options: Help:
Default Source Path This policy setting allows you to set the default value of the SourcePath

parameter on the Update-Help cmdlet.

\\HA_DFS\HelpContent|




M Certificate

Gereral Detallzs  Certification Path

|_a : Certificate Information

This certificate is intended for the following purpose(s):

» Ensures software came from software publisher
» Protects software from alteration after publication

*Refer to the certification autharity's statement for details.

Issued to:  Jan-Hendrik Peters
Issued by: DigiCert SHAZ Assured ID Code Signing CA

Valid from 30/04/2018 to 30/08/2019

? You have a private key that corresponds to this certificate.

Issuer Statement

4 MyhanifestModule
> MyManifestModule.psdl
> MyManifestModulepsm
4 MyScrptModule
> MyScriptModule.psm1




4 MyWellStructuredModule
4 Private
> Get-MyinternalData.ps1
4 Public
> Get-MyDatapsi
4 Types
> MyCustomType.psi
> MyWellStructuredModule.psd1
> MyWellStructuredModule.psmi 1

— &

58]

ps > Get-MylnternalData.psl > Test-Data

reference

function Get-MyInternalData
b

- - e - L -
Book = =

LR L=y L J RN LT TR

i

Data.ps1 Code
7

# Maybe call some internal validation method
if (Test-Datakey -DatakKey $Datakey)

{
Get-MyInternalData @PSBoundParameters




Name

440
5.01
5.1.1
541
55.0

A

Date modified

10/10/2017 09:42
16/11/2017 11:22
12/12/2017 11:52
12/03/2018 09:23
26/03/2018 15:52

[ > Local Disk (C:) » Program Files » WindowsPowerShell > Modules » AzureRM »

Type

File folder
File folder
File folder
File folder
File folder




File Edit Selection View Go Debug Tasks Help

SOURCE CONTROL: GIT v ¢ e

Message (press Ctrl+Enter to commit)

CHANGES

> 02_Functions.ps1 Code\BookCode\Ch5
‘ % > 03_Help.ps1 Code\BookCode\Ch5
MyManifestModule.psd1 Code\BookCode\Ch5\MyM...
MyWellStructuredModule.psd1 Code\BookCode\Chs..
MyWellStructuredModule.psm1 Code\BookCode\Ch...
Get-MyinternalData.ps1 Code\BookCode\Ch5\MyWe...
Test-DataKey.ps1 Code\BookCode\Ch5\MyWellStructu..
Get-MyData.ps1 Code\BookCode\Ch5\MyWellStructur...
MyCustomType.ps1 Code\BookCode\Ch5\MyWellStru...

vy VNV V VWV
CcC Cccccc £ £ <

v

P master* 0111 QO0AO0



> Git History X &

e

. change B o a635fs0
Jan-Hendrik Peters [MSFT] on Thu, May 17, 2018, 9:34 AM

. Merge branch develop of https: //glthub com/nyan. p/ lak into develop B o 73ebe63
Jan-Hendrik Peters [MSFT] on Thu, May 17, 2018, 9:2

test ) . ) B o e7a2a83
Jan-Hendrik Peters [MSFT] on Thu, May 17, 2018, 9:24 AM

. test 7 B } E o 2fadddb
Jan-Hendrik Peters [MSFT] on Thu, May 17, 2018, 9:22 AM
Merge branch *develop’ of https //glthub com/AL iLab/A dLab.C into develop B o 8b09dd3

Raimund Andée [MSFT] on Tue, Ap
Bugfix TFS2018 E o 5cfe2ab
Raimund Andée [MSFT] on Tue, Apr 17, 2018, 6:27 PM -
Merge pull request #24 from nyanhp/TstlspIayBug B o 5209351
Jan-Hendrik Peters [MSFT] on Mon, Apr -
. Fixed TFS Status report for New TfsPruject TfSD'SP' B o 6adb6fo
Jan-Hendrik Peters [MSFT] on Mon, Apr

+ Fixed display bug in New- TfsPrOJect when Pro;ect took too long to get created B o b6ba2eo
Jan-Hendrik Peters [MSFT] on Mon, Apr 0

Added .net build 461808 -
Raimund Andée [MSFT] on Sat, Apr 14, 2018, 5:31 PM
Install- SoftwarePackage supports ExpectedRetumCodes B o cboba3s
Raimund Andée [MSFT] on Sat, A -

.V Added Get-| DotNetFrameworkVersmn
Raimund Andée [MSFT] on Tue, Mar 20, 2 PM

PS C:\Users\JHP\OneDrive\Career\PowerShell Book_Packt\MyNewRepository> git log

Author: Jan-Hendrik Peters [MSFT] <nyanhp@users.noreply.github.com>
Date: Thu May 17 18:27:11 218 +©20e

Added .gitignore file

Author: Jan-Hendrik Peters [MSFT] <nyanhp@users.noreply.github.com>
Date: Thu May 17 18:27:11 218 +@280

Added new script to do stuff
PS C:\Users\JHP\OneDrive\Career\PowerShell_ Book_Packt\MyNewRepository> git prettylog
< - Added .gitignore file <Jan-Hendrik Peters [MSFT]>
< - Added new script to do stuff <Jan-Hendrik Peters [MSFT]>
PS C:\Users\JHP\OneDrive\Career\PowerShell Book_Packt\MyNewRepository> I

PS C:\Users\JHP\OneDrive\Career\PowerShell Book_Packt\MyNewRepository> git merge develop
Auto-merging NewFile2.psl

CONFLICT (content): Merge conflict in NewFile2.psl

Automatic merge failed; fix conflicts and then commit the result.




Accept Current Change | Accept Incoming Change | Accept Both Changes | Compare Changes

Restart-ComputerI can change

Restart-ComputerI hate change
>>>>>>> develop (Incoming Change)

G TestProject / TestProject... »  Dashboards Code Work Build and Release Test

4 TestProject ™  Files Commits Pushes Branches Tags Pull Requests

& master ~  TestProject / Type to find a file or folder...

Contents  History
4 TestProject _—

Name T Last change Commits
Vs
ConsoleApp1 NS Just now aabe58a2
&1 ConsoleApp1.sin ConsoleApp1 just now aabe58a2
&1 ConsoleApp1.sin just now aa6e58a2
O
E HomeAutomation
HomeAutomation
Q <> Source ) _ ) ) ) e
Here's where you'll find this repository's source files. To give your users an idea of what they'll find here, add a description t
+ § Commits
is master v
b Branches
T4 Pullrequests ./
o _— Name Size  Last commit
ipelines
B B Apitester 2016-02-27
=J Downloads
ED R . ProjectOxfordConnector 2016-02-27
oards

0 Settings . openHABConnector 2016-02-27




o This repository Pull requests Issues Marketplace Explore

AutomatedlLab / AutomatedLab @ Unwatch~ | 66 * Star | 324 YFork 73
<> Code Issues 27 Pull requests 1 Projects 0 Wiki Insights Settings
AutomatedLab is a provisioning solution and framework that lets you deploy complex labs on HyperV and Azure with simple Edit

PowerShell scripts. It supports all Windows operating systems from 2008 R2 to 2016 including Nano Server and various
products like AD, Exchange, PK, 1S, etc.

powershell deployment active directory pki exchange scripted active-directory domain-controller automated-deployment
scripted-deployment lab-machine azure hyperv hyper  Manage topics
D 1,516 commits ¥ 7 branches © 34 releases 28 18 contributors s MIT
e
> 01 VariablesAndTypesps X > 05_VersionControlps1 @
L # Everytning starts witn an empty repo
2 mkdir MyNewRepository

3 cd MyNewRepository
4 git init
PROBLEMS OuTPUT DEBUG TERMINAL

Filter. Eg: text, **/*.ts, **/node_modules/**
4 > 05_VersionControl.ps1

v [PSScriptAnalyzer] ‘cd is an alias of 'Set-Location’. Alias can introduce possible problems and make scripts hard to maintain. Please consider changing alias to its full content. (PSAvoidUsingCmdletAliases) (3,




Chapter 6: Working with Data

System.Diagnostics.Process (AgentService)
System.Diagnostics.Process (ApplicationFrameHost)
System.Diagnostics.Process (armsvc)

Handles NPM(K) (K CPU(s) Id Processhame

2424 AgentService
LEYEY] 3 13224 1 ApplicationFrameHost
1384 4172 armsvc




>configu

Preferences:

System.ServiceProcess.ServiceController

PsstandardMembers
DefaultDisplayPropertyset
Status

Name
DisplayName

ServiceName

RequiredServices
ServicesDependedOn

ToString

$this.ServiceName

re User Snippets

re Language

Extensions:

Preferences:

re Recommended Extensions (Workspace Folder)

re Language Specific Settings...




Major Minor Build Revision

Typelame: System.Version



Chapter 7: Understanding PowerShell
Security

Release Thinking / Waterfall Model

—,
One version of Windows
in Deployment

< Release Deployment




Agile Model

Several Versions of Windows
10 in Dep

Production

Continuous Testing

Continuous Deployment Pre-Production

User Acceptance
Testing




-,

MachinePolicy: The execution policy set by a
Group Policy for all users of the computer.

UserPolicy: The execution policy set by a
Group Policy for the current user of the
computer.

Process: The execution policy that is set for
the current Windows PowerShell process.

CurrentUser: The execution policy that is set
for the current user.

LocalMachine: The execution policy that is
set for all users of the computer.

19pJ0 DUaPR.U(

Scope ExecutionPolicy

MachinePolicy Undefined
UserPolicy Undetined

Process RemoteSigned
CurrentUser Undefined
LocalMachine Unrestricted




M Turn on Script Execution

[EE] Turmn en Script Execution

(O) Not Configured Comment:
(®) Enabled
(O Disabled

Supported on:

Options:

Previous Setting Mext Setting

At least Microsoft Windows 7 or Windows Server 2008 family

Help:

Executicn Policy

L

Allow only signed scripts
Allow local scriits and remote siined scriits

This policy setting lets you configure the script execution policy,
controlling which scripts are allowed to run.

If you enable this policy setting, the scripts selected in the drop-
down list are allowed to run.

The "Allow enly signed scripts” policy setting allows scripts to
execute only if they are signed by a trusted publisher,

The "Allow local scripts and remote signed scripts” policy setting
allows any local scrips to run; scripts that eriginate from the
Internet must be signed by a trusted publisher,

The "Allow all scripts” policy setting allows all scripts to run.
If you disable this policy setting, no scripts are allowed to run.
MNote: This policy setting exists under both "Computer
Configuration” and "User Configuration” in the Local Group

Policy Editor. The "Computer Configuration” has precedence
over "User Configuration.”

o || oy




\temp\test.psl
\temp\services.txt

Name DisplayName

AdobefRMservice Adobe Acrobat Update Service
AJRouter AllJoyn Router Service
Stopped ALG Application Layer Gateway Service
Running AppHostSvc Application Host Helper Service

27 Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

GH | ABE| SAS | 8| A8 | X LIM

Tim... Process Name PID  Operation Path Resut Detai

153.. Bpowershellexe 23444 &7 Load Inage  C:\Windows assembly' Nativelmages_v4.0,30319_64\System {6585 96 Ibocd 90580ac 7c 19%a 1\ System il SUCCESS Image Base: (Gc7d...
153, B¥powershellexe 23444 [FhClosefle  C-\Windowsassembly'\Nativelmages_vé.0.30315_64\System'feG85e 96 3bocd90580ac 7c 155 11 System il SUCCESS

153, B¥powershellexe 23444 BhClosefle  C:\Windows\assembly\Nativelmages_v4 0.30319_64\System SUCCESS

153.. powershellexe 23444 @ RegQueryKey HKLM\SOFTWARE\Microsaft\FusionPublisherPolicy\Defaut SUCCESS Query: HandleTag..
153.. Mpowershellene 23444 @Y RegOpenkey HKLM\SOFTWARE Microsaft'Fusion'PublisherPolicy’ Defauit 4. 0_policy.3.0. System. Management Automation__315f3856ad364¢ 35 NAME NOT FOUND Desired Access: R
153, B¥powershellexe 23444 @ ReqOueryKey HKLM\SOFTWARE\Microsoft'Fusion'PublisherPolicy'Defaut SUCCESS Query: HandieTag
153 P¥oowershel.exe 23444 @ RegOpenkey HKLW\SOFTWARE\Microsoft\Fusion\PublsherPolcy\Defaut poicy 3.0 System Management Atomation__31bf36565d364635 NAVIE NOT FOUND Desied Access: R

£ \W\nduws\M\wusoﬂ NEf\asscmbly\hNI MSIL"System.Management. Automation v4.0_3.0.0.0__31bf3856ad 3642 35\System Management Automation dil SUCCESS

153, F¥powershellexe 23444 [Fh
153 powershellexe 23444 [BhCloseFis

Windows\Mi ft NET. bly MSIL\System Management Automation'w4.0_3.0.0.0__31bf3856ad 364e35"System Management Automation dil  SUCCESS CreationTime: 08.0.
Miindows \Microsoft NET\assembly\GAC_MS5IL\System Management Automation‘w4.0_3.0.0.0__31bf3856ad364e35\System Management Automation dil  SUCCESS

powershell exe C:\Windows M bly\GAC_MSIL\System Managemert Automation' 31f3856ad 364235\ System Management Atomaton di - SUCCESS CreationTime: 08.0..
153.. B¥powershellexe 23444 BC\nsaF\a C:\Windows\Microsoft NET \assembly\GAC_MSIL\System Managemert Automation'v4.0_3.0.0.0__31bf3856ad364635\System Management Automation il SUCCESS
153.. Mpowershellexe 23444 [hCratcfic  C
C
C

Wiindows \Microsoft. NET\assembly .GFC:MS\L \System.Management.Automation'w4.0_3.0.0.0__31bf3856ad 3642 35\5ystem Management. Automation dil  SUCCESS Desired Access: R...

5l Windows Features — O x

Turn Windows features on or off 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

%

MET Framework 3.5 (includes \MET 2.0 and 3.0 A

MET Framework 4.7 Advanced Services

Active Directory Lightweight Directory Services

Containers

Data Center Bridging

Device Lockdown

Guarded Host

Hyper-¥

Internet Explorer 11

Internet Information Services

Internet Information Services Hostable Web Core

m Cancel

0w ©E O OO0 O [E]

| enacy Components




Windows Features _

Turn Windows features on or off

O

To turn a feature on, select its check box. To turn a feature off, clear its

check box. A filled box means that only part of the feature is turned on.

Telnet Client

TFTP Client

Windows Defender Application Guard
Windows Hypervisor Platform
Windows ldentity Foundation 3.5
Windows Process Activation Service
Windows Projected File Systermn (Beta)
Windows Subsystem for Linux
Windows TIFF IFilter

Work Folders Client

® &
NOMOROOOOO0O

Cancel

pod




EX Select Windows PowerShell - m} x

All rights re

). FullNam




o' PowerShellScripting — O
Seript
Get-Process
Bun Script
Output
Handles NPM{K) PMK] WS{K) CPU(s) Id S5I ProcessName
120 33 2980 2476 2512 0 AgentsService
E43 32 33704 18004 24,70 12872 1 ApplicationFrame
149 9 1372 140 4268 0O armswvc
140 11 B4E8EB 1304 4224 0 atkexComSve
254 15 45004 13668 974,89 29936 0 audiodg
405 32 10936 10628 4,08 15672 1 BrCcUxsys




Windows PowerShell Mumber of events: 1.142

Level Date and Time Source Event ID  Task Category &
@Information 20.06.2018 17:43:04 Powers... 800  Pipeline Execution Details
1 Information 20.06.2018 17:43:04 Power5... 1339 Engine Health

®Information 20.06.2018 17:43:04 Powers... 800 Pipeline Execution Details
(Dlnformation 20.06.2018 17:43:04 PowerS... 800 Pipeline Execution Details "
Event 1339, PowerShell (PowerShell) x

General  Details

A

Date/Time: 06/20/2018 17:43:03

Process ID: 31364

Process Mame: Magic.exe

Command Line: "C:\Users\david\OneDrive - das Neves\Books\Learning PowerShell\Github\Book_Learn_PowerShel\Ch7
\02_Executing PowerShell differenthy’\03_Magic.exe\Magic.exe”

StatelUsedHost: bad

StateUsedDll: good

DIl loaded: \Windows\assembly\Nativelmages_v4.0.30319_64\5ystem.Manaa37fcBcc#\d6392025a7ef3a065cf2e2c 04354680
\System.Management.Automation.ni.dll

v

Log Name: Windows PowerShell
Source: PowerShell (PowerShell) Logged: 20.06.2018 17:43:04
Event ID: 1339 Task Category: Engine Health
Level: Information Keywords: Classic
User: N/ Computer: dadasnev-Home
OpCode:

More Information:  Event Log Online Help




File  Action Help

e | z@m = HmE

View

=[ Local Computer Policy
w (& Computer Configuration
| Software Settings
~ | Windows Settings
| Mame Resolution Policy
| Scripts (Startup/Shutdown)
= Deployed Printers
v i"-‘a Security Settings
‘i Account Policies
‘& Local Policies
| Windows Defender Firewall wi
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
~ || Application Control Policies
v @ Applocker
5 Executable Rules
Windows Installer Rule:
Ej’ Script Rules
8 Packaged app Rules
&, IP Security Policies on Local C

Create Script Rules

Conditions

Before You Begin
Permissions
Conditions

Publisher

Select the type of primary condition that you would like to create,

(® Publisher

| Advanced Audit Policy Configurati

Exceptions
Select this option if the application you want to create the rule for is signed by the
Name software publisher.
() Path
Create a rule for a specific file or folder path. If you select a folder, all files in the
folder will be affected by the rule.
() File hash
Select this option if you want to create a rule for an application that is not signed.
More abeut rule conditions
v

>




Applocker Properties >

Enforcement  Advanced

Specify whether ApplLocker rules are enforced for each rule
collection.

Executable rules:
[ ] Configured

Enforce rules

Windows Installer rules:
] Configured

Enforce nules

Script rules:
Corfigured

Enforce rules

| Applocker @Iﬂformatian Applocker 2005 Mone
=] EXEand DLL aError Applocker 8007 MNone
=] MSl and Script @Enor Applocker 8007 Mone
§:| Packaged app-Deployment @Infnrmatmn Applocker 8005 MNone
] Packaged app-Execution @Iﬂformatian Applocker 8005 Mone

| AppModel-Runtime

| AppReadiness

| Apps

| Apps-4P|

| AppXDeployment

| AppXDeployment-Server
| AppxPackagingOM

Event 8007, AppLocker

General | Details

%05DRIVE%:\USERS [ ~PPDATA\LOCALNTEMPY _PSSCRIPTPOLICYTEST AN 5\ was prevented from running.




 Event Viewer — m} X
File Action View Help
| H
g Event Viewer (Local) Windows PowerShell Numb Actions
» [ Custom Views
s Windows Logs Level Date and Time Source EventID Task Category ~ | | Windows PowerShell -
~ | Applications and Services Logs ®|m‘ormation 21.08.2018 17:10:30  PowerShell (Po... 600 Provider Lifecycle = Open Saved Log...
@ Azure Information Protection ®Information 21.06.2018 17:10:30  PowerShell (Po... 600 Provider Lifecycle W Create Custom View...
& Hardware Events ®Im‘nrmat!on 21.06.2018 17:10:30  PowerShell (Po... 600 Prov!der L!facycle Import Custom View...
& Intemnet Explorer ®Informat|on 21.06.2018 17:10:30  PowerShell (Po... 600 Provider Lifecycle
i Key Management Service (D Information  21.06.2018 17:10:30 PowerShell (Po... 600 Provider Lifecycle Clear Log...
» [ Microsoft ®|m‘ormation 21.06.2018 17:10:30  PowerShell (Po... 600 Provider Lifecycle ¥ Filter Current Log...
i i nformation 6. 10 owerShell (Po.. ipeline Execution Details
] Microsoft Office Alerts Inf 21062018 17:10:26  PowerShell (P 200 Pipeline Ex Detail [E] Properties
] TechSmith (D) Information  21.06.201817:10:25 PowerShell (Pa... 800 Pipeline Execution Details M Find
] Windows Azure (D)Information  21,06.2018 17:10:23  PowerShell (Po... 800 Pipeline Execution Details nd
. i&] Windows PowerShell (i) Information  21.06.2018 17:10:22  PowerShell (Po... 800 Pipeline Execution Details I save AllEvents As...
» Lg SavedLogs (D) Information  21.06.2018 17:10:22  PowerShell (Po... 800 Pipeline Execution Details Attach a Task To this Log...
|4 Subscriptions
2 Event Viewer - m} X
File Action View Help
L ] el 7|
» [ WebAuth [l Operational Numb nt: Actions
> [ WebAuthN .
» 1 WebDeploy Level Date and Time Source Event |D  Task Category ~ | | Operaticnal -
o 7 Weblo 08.06.2018 17:11:10  Windows R... Response handling % OpenSaved Log...
» [] WebPlatform-SecurityBroker WEror 08.06.2018 17:11:10 Windows R... 161 User authentication W Create Custom View...
> [ WEPHOSTSVC ®Iﬂformation 08.06.2018 17:11:10  Windows R... 234 Mone - "
- X X Impert Custom View...
» L1 WFP @Infurmatlon 08.06.2018 17:11:08  Windows R... 145 'WSMan API call
» [ WiFiNetworkManager @Eror 08.06.2018 17:11:50  Windows R... 142 Response handling Clear Log...
> J Win32k @ Eror 08.06.2018 17:11:50  Windows R... 161  User authentication ¥ Filter Current Log...
» [ Windows Defender (@)Information 08.06.2012 17:11:50  Windows R... 254 None [ Properties
» Ll Windows Firewall With Advanced || () |nformation 08.06.2012 17:11:48  Windows R... 145 WSMan API call Disable L
v [ Windows Remote Management @ Error 02.06.2018 171214 Windows R... 142 Response handling 1sebieteg
% 3“’5;"’”:‘ @ Error 08.06.2018 17:12:14  Windows R.. 161 User authentication @8 Find..
4 j Wmdow;CaT USp;t @Informatlon 08.06.2018 17:12:14  Windows R... 254 Mone l‘.j Save All Events As...
> indowsColorSystem - o -
s B WindowsSystemAssessmentTool @Iﬂformatlon 08.06.2018 1712112 W!ndows R 145 WSMan API ca\l. Attach a Task To this Log...
- @Error 31.05.2018 15:24:42  Windows R... 142 Response handling
> L WindowsUllmmersive = View »
» | PersistentMemory-MvdimmM -~ | R0 =
» | PersistentMemory-PmemDisk N - Number of E .
= - ame e umber of Events IZe
» | PersistentMemory-5cmBus ¥P
» || PersistentMemony-VirtualMwvdir Admin Administrative 0 B8 KB
5 || PmemDisk Operational Operational 7.929 15,00 MB
v || Policy-based CoS
w || PowerShell
@ Admin
E] Operational




=[ Local Group Policy Editor

File  Action

View Help

e |pmE HET

<

| Windows Calendar

| Windows Color Systerr
| Windows Customer Ex)
| Windows Defender Ani
| Windows Defender Ap,
| Windows Defender Exp
| Windows Defender Sec
~| Windows Defender Sm
| Windows Error Reportil
| Windows Game Recorc
| Windows Hello for Bus
| Windows Ink Warkspa
| Windows Installer

| Windows Logon Optio
Windows Media Digita
Windows Messenger
~| Windows Mobility Cen
| Windows PowerShell
| Windows Reliability An
~| Windows Remote Man
| Windows Remote Shell
~| Windows Update

=l
|

Ll

v

Setting State Comment
urn on Module Logging Enabled Mo
Turn on PowerShell Script Block Legging Enabled Mo
Mot configured Mo
Enabled Mo
Mot configured Mo

Extended )\Standard /

5 setting(s)




B Turn on Module Loggi

[=]

[ Tum en Module Legging

MNext Setting

() Not Configured Comment:

(®) Enabled

() Disabled

Supported cn:

At least Microsoft Windows 7 or Windows Server 2008 family

Opticns:

To turn en legging for one or more modules, click
Show, and then type the module names in the list.
Wildcards are supported.

Meodule Mames Show...

To turn on legging for the Windows PowerShell core
modules, type the following module names in the
list:

Microsoft. PowerShell.*

Microsoft. WSMan.Management

Show Contents O

Module Mames

Value

Cancel

pelicy setting for a medule is equivalent to setting the
LogPipelineExecutionDetails property of the module to False.

If this policy setting is not configured, the
LogPipelineExecutionDetails property of a medule or snap-in
determines whether the execution events of a medule or snap-in
are logged. By default, the LogPipelineExecutionDetails property
of all modules and snap-ins is set to False.

QK Cancel Lieje




2] Event Viewer
File Action View Help

«=| 75 BE

PackageStateRoamin ~
ParentalControls
Partition
PerceptionRuntime
PerceptionSensorDat
PersistentMemory-Ih

PersistentMemory-N
PersistentMemory-P1

PersistentMemonry-5¢
PersistentMemory-Vi
PrmemDisk
Policy-based QoS
PowerShell

@ Admin

] Operational
PowerShell-Desired5t

EvvvYvY VYV Y Yy Yy

=
=
=
=l
=
=
] PersistentMemory-N
]
=
s
el
=
=

PrimaryNetworklcon
PrintBRM

=

=

[ PrintService

] PriResources-Deploy
1 Program-Compatibil
[ Provisioning-Diagno,
[] Proximity-Common
-]
=
=
=
=
|

PushNotifications-Pl
ReadyBoost
ReadyBoostDriver
ReFs

RemoteApp and Desl

RemoteAssistance

RemoteDesktopServi

Operational Numb:

1 Information

Source

'B'Verbose PowerShell (Microsoft-Windows-PowerShell) w
€ >
Event 4103, PowerShell (Microsoft-Windows-PowerShell) »

General  Details

Commandlnvocation(Invoke-Expression): "Invoke-Expression” A
ParameterBinding(Invoke-Expression): name="Command"; value="Write-Host 'Pwnd""

Context:

Severity = Informational

Host Name = Visual Studio Code Host

Host Version = 1.7.0

Host ID = 05d600e8-35af-4a8c-9ech-dc9044d9e213

Host Application = CAWINDOWS\Systern32\WindowsPowerShell\w1.0\powershell.exe -NoProfile -Nenlnteractive -
ExecutionPolicy Bypass -Command & 'C:\Users\david\.vscode\extensions\ms-vscode.powershell-1.7.0\modules
"\PowerShellEditorServices! Start-EditorServices.ps1' -HostName 'Visual Studic Code Host' -HostProfileld 'Microsoft.VSCede' -
HostVersion '1.7.0' - AdditionalModules @ (' PowerShellEditorServices.V5Code') -BundledMaodulesPath 'ChUsers\david'.vscode
‘\extensions\ms-vscode.powershell-1.7.0umodules’ -EnableConsoleRepl -Loglevel 'Mormal’ -LogPath 'C\Users\david\.vscode
\extensionshms-vscode.powershell-1.7.00ogs\ 1520477778 e0cb0e32-2b37-4867- beac-18552c918b051529477774927
"\EditorServices.log’ -SessionDetailsPath 'C:\Users\david\ vscode\extensions\ms-vscode.powershell-1.7.0\sessions\PSES-VSCode-
31476-904633" -FeatureFlags @0

Engine Version = 5.1.17134.81

Runspace ID = 58c4db1d-b1f1-40de-8117-63c5bf9c12838

Pipeline ID = 671

Command Name = Invoke-Expression

Command Type = Cmdlet

Script Name =

Command Path =
Seguence Mumber = 8631




M Turn on PowerShell Transcription

E‘ Turn on PowerShell Transcription

() Mot Configured Comment:
(® Enabled

() Disabled

Supported cn:

Options:

Previous Setting Mext Setting

At least Microsoft Windows 7 or Windows Server 2008 family

Help:

Transcript cutput directory

This policy setting lets you capture the input and cutput of

| c\Temp'P5Logh

Windows PowerShell commands into text-based transcripts.

Include invocation headers:

If you enable this policy setting, Windows PowerShell will
enable transcripting for Windows PowerShell, the Windows
Powershell 15E, and any other

applications that leverage the Windows PowerShell engine,
By default, Windows PowerShell will record transcript output to
each users' My Documents

directory, with a file name that includes
'PowerShell_transcript’, along with the computer name and time
started. Enabling this policy is equivalent

to calling the Start-Transcript cmdlet on each Windows
Powershell session,

If you disable this policy setting, transcripting of
Powershell-based applications is disabled by default, although
transcripting can still be enabled

through the Start-Transcript cmadlet.

o« |[==]

20170919
20170920
20170921
20170923
20170924
20170925
20170926




|| PowerShell_transcript,
|£] PowerShell_transcript,
|=] PowerShell_transcript.
|| PowerShell_transcript,
|=| PowerShell_transcript,
|=] PowerShell_transcript.

EDEn|7Z1.20170919105710 bt
PMndkiT.20170919105836.04
J3ZDIhmM. 2017007910591 et
TH+MNmBCG.20170919105926.6¢
Syl9PYHV.20170919105926. bt
bYmOofPD.20170919105391 9 bt

M Turn on PowerShell Script Block Logging

[ Turn en PowerShell Script Block Logging

Previous Setting Mext Setting

() Mot Configured Comment:
{®) Enabled

(") Disabled

Supperted on: [ a4 jeast Microsoft Windows 7 or Windows Server 2008 family

Options:

Help:

Log script block invocation start / stop events:

This policy setting enables logging of all PowerShell script
input to the Microsoft-Windows-Powershell/Operaticnal event
leg. If you enable this policy setting,

Windows PowerShell will log the processing of commands,
script blocks, functions, and scripts - whether invoked
interactively, or through autemation.

If you disable this policy setting, logging of PowerShell
script input is disabled.

If you enable the Script Block Invocation Legging,
PowerShell additicnally logs events when invocation of a
command, script block, function, or script

starts or stops. Enabling Invocation Logging generates a
high velume of event logs.

Note: This policy setting exists under both Computer
Configuration and User Configuration in the Group Pelicy Editor.
The Computer Configuration policy setting takes precedence
over the User Configuration policy setting.

& | (o]




Recommendation

Enable all three log sources

Most Activity
Script Block Logging and Transcription

Minimum

Script Block Logging =
to identify attacker commands and code execution.

Other Other
PowerShell VBScript
Application Application MsMpEng. & xe
A I— F'y LS (Windows Defender Service)
i SRS Amalel Sk
AMSLN -+ ANELIE + AMSLAR
Win32 AP Layer AmaiScanBaffer()
PmaiScanString()
____________________________1.!' ______ MpEngine .dll
————— {Defender Scan Engine)
M API Lay e
o Layer IAntimalvare: : Scan() _.lmn: MpSvo. dl1
~ - = (Dafendar RPC Sarver)
AV Provider Layer Windows Defender Provider Class 37 Party AV Provider
IAntimalwareProvider: : Scan() Class

! !




o5 ExploitGuard Demo Tool o (] >

Rule | Block execution of potentially obfuscated scripts "
This rule prevents the execution of scripts that are recognized as potentially obfuscated

— RunSecenaro
(®) Disabled
() Block
() Audit
how Advan ion
Steps: ~

+ Creating script file [MailBlock ExeContent .cmd]

+ Scan file via I0AV

ExploitGuard Block: Failed to create Scrpt file [C:\Program Data*AntiMalware Test\12_8_
201724622531 bad%-40b4-a065-4c 822 7282 226  Mail Block ExeContent .cmd).

ik dd e d bbb bbb ddddddb bbb bbb bR b bR a R EE

Corfiguring Rule [Sbeb 7efe{fd35-4556-201d-275e Sfcldec] for mode [Block]

Block execution of potentially obfuscated scripts

Parameters:
[Scenario] = [AntiMalware Scaninteface]
[Seript Type] = [P51]

Steps:

+ Wrting script to file.
+ Executing script,
ExploitGuard Block: Failed to nun [Script BlockObfuscatedContent ps 1] script,

Corfiguring Rule [Sbeb Vefefd3a-4556-801d-275e 5fc(dec] for mode [Disable] i




Chapter 8: Just Enough Administration

This PC » Local Disk (C) » Program Files » WindowsPowerShell » Modules » JeaRoleCapabilities » RoleCapabilities

ey
Name Date modified Type Size
|| FirstLevelUserAdmin.psrc 05/03/2018 13:58 PSRC File

» This PC » System (C:) » Windows » System32 » Microsoft » Windows » PowerShell » DriveRoots » NESTEDO1_Administrator

~

Name Date modified Type Size

.| JeaTest 21/05/2018 21:19 FILE File 1KB

| JeaTest - Notepad

File Edit Format View Help
\it just works




Chapter 9: DevOps with PowerShell

About WinOps

The world’s only dedicated conference to 'DevOps in a Windows World'

The conference was about discovering a

xperiences of using products and tools within the Microsoft
DevOps world such as: PowerShell, TeamCity, Octopus Deploy, Azure, Vagrant, Chocolatey, AppDynamics, ScriptRock,
Chef, Puppet, Ansible, Docker etc...

WinOps Founders

WinOps Conf was founded in 2015 as a collaboration between the DevO

) b and Prism Digital. Its aim is to create
a community for Microsoft professionals to discuss and collaborate on all things DevOps

DevOpsGroup are experts in delivering practical engineering & consultancy solutions to transform and accelerate the
way that organisations deliver software.

Prism Digital are a recruitment consultancy with a core focus around WinOps and DevOps. Their mission is to connect
smart people with outstanding clients

risme
ﬁDevOpsGroup dpigitql :




jhpbeerbot-Cl

Variables ~ Triggers ~ Options ~ Retention  History & Save & queue ™ ) Discard = Summary

variables Name 1 Value =}

groups system.collectionld 8dc484d5-b914-44c0-a7ch-ee9d8c7faa68

variables 12 system.debug false
system.definitionld 2
system.teamProjec jhpbeerbot
Securablelnformation) 0] e D

DEBUG: HTTP REQUEST

HTTP Method:
GET

Absolute Uri:
https://management.azure.com/subscriptions,
rosoft.Storage/storageAccounts?api-version=2017-10-01

SqlServerDsc

Merge pull request #1149 from PowerShell/dev




Chapter 10: Creating Your Own PowerShell
Repository

Core install APIs
and cmdlets

Provider-specific
implementations

|

Package Sources
LocalRepo

PackageManagement

End User Providers

PowerShellGet

PowerShell Gallery

w

HI

m
Insta all

MSU

Programs NuGet Gallery 1

PackageManagement

PowerShell cmdlets NuGet

NuGet Gallery 2
Python

Inventory

API

1




Deploying a lab with Lin

. [CENal & GitHub, Inc. [US]
B Tavel

B pev B Brewing [ Smithing [} Cooking [l Mountainbikestuff— |} Misc [} Work

AutomatedLab / AutomatedLab

@ Unwatch ~

Code Issues 29 Pull requests 0 Projects 0 EB wiki Insights Settings

Deploying a lab with Linux VMs

Jan-Hendrik Peters [MSFT] edited this page on Mar 17 - 1 revision

Deploying a lab with Linux VMs

With AutomatedLab Linux VMs can be deployed just as easily as Windows VMs. The current
implementation should take care of the following distributions:

® RHEL7

* CentOS7
® Fedora 27
e SLES 123
* OpenSuSE

At the moment the machines do not support any of AutomatedLab's roles since our roles are
Windows-based. However, your VMs should come up domain-joined and capable of receiving
WinRM requests. AutomatedLab uses kickstart (RHEL-based) or AutoYAST (SLES-based) to
configure everything that would be configured in the unattend file of a Windows machine.

WinRM support is spotty with distributions like OpenSuSE and Fedora. Fedora being too cutting-
edge does not allow PowerShell and omi-psrp-server to be installed, while OpenSuSE currently has
the wrong package dependencies and fails installing PowerShell as well.

Simple Linux lab

You can find the Linux lab here: AL Loves Linux As you can see, integrating Linux clients is very
simple in general:

Add-LabMachineDefinition -Name LINCN2 -OperatingSystem 'Cent0S 7.4'

https://github.com/AutomatedLab/AutomatedLab/wiki/Deploying-a-lab-with-Linux-VMs

66 % Star

» Pages E5)

* 1. Installation

335

Fork | 79

® 2. Getting Started
e 3. Defining your lab

© Creating a new lab

= Using the REST API

© Networks and IP Addresses
= Fully automated

© Adding machines
= Linux VMs

© Roles

= Active Directory
Office 2013
Office 2016
SQL Server

Failover clustering

TFS

© Custom Roles

® 4. Customizing your lab
© Installing Windows

Features

Simple network
definitions

Simple Internet
Connected

Complex Internet
Connected

Release Pipeline with




Editing Deploying a lab with Linux VMs

Deploying a lab with Linux VMs

Write Preview

m | e @ | @ B ik it >, =R = S ® Edit mode:  Markdown s

e

# Deploying a lab with Linux VMs

With AutomatedlLab Linux VMs can be deployed just as easily as Windows VMs. The current
the following distributions:

- RHEL 7

- CentOs 7

- Fedora 27

- SLES 12.3

- OpenSuSE

- PowerShellBook v Modules DSC Resources JEA Roles

i 2 @ Add Page
Out-Voice
31 May 2018 15:29 VoiceCommands
Out-Voice
4r
Syntax PsLog o
Out-Voice [-Text] <string> [[-Gender] {Male | Female}] [[-VeiceCulturel <cultureinfo>] [<CommenParameters>]
HostFlle v
Description VstsConnector v

Outputs text to the standard speaker with the chosen voice culture and gender.

Example
'Packt Publishing is aweseme!' | Out-Voice




umentation Dow

h for packag

1

package versions

Create .NET apps faster with =

£+ 80/ @ nucetGallry | Home

Blog

¥ out-voicemd ® ¥ ®© QI Preview out-voice.md

1 .
2 external help file: VoiceCommands-help.xml OUt_VOICG
3 Module Name: VoiceCommands
4 online version:
s schema: 2.0.0 SYNOPSIS
7 g Outputs any given string to the default audio device
8 # Out-Voice
9
e ## SYNOPSIS SYNTAX
1 Outputs any given string to the default audio device
3 ## SYNTAX Out-Voice [-Text] <String> [[-Gender] <String>] [[-VoiceCulture] <CultureInfo>]
4 [<CommonParameters>]
5 s
6  Out-Voice [-Text] <String> [[-Gender] <String>] [[-VoiceCulture] <CultureInfo>]

[<CommonParameters>] DESCRIPTION
8
9 ## DESCRIPTION Outputs any string to the default audio device. The voice gender and culture can be selected. The cmdlet defaults
©  Outputs any string to the default audio device. The voice gender and culture can be to the installed voice if the selected voice is not insstalled

selected. The cmdlet defaults to the installed voice if the selected voice is not

insstalled. EXAMPLES
1
2 ## EXANPLES
3 Example 1
4 e Exomple d
5 powershell
6 PS C:\' 'Packt Publishing is awesome!' | Out-Voice Gender Male VoiceCulture de DE PS C:\> 'Packt Publishing is awesome!' | Out-Voice -Gender Male -VoiceCulture de-DE
File Action Media View Help

OFoXo M NI JLNE T

otto ~

otto
otto@localhost.local

View Profile
Account Settings
API Keys

0

Manage Organizations
package downloads

Manage Packages

Upload Package

unique

Sign Out




2 > APl keys

An APl key is a token that can identify you to NuGet Gallery. The NuGet command-line utility allows you to submit a NuGet package
to the gallery using your API key to authenticate.

Always keep your API keys a secret! If one of your keys is accidentally revealed, you can always generate a new one at any time.
You can also remove existing APl keys if necessary.

Note: To push packages to nuget.org you must use nuget.exe v4.1.0 or above, which implements the required NuGet protocols.

+ Create

> Manage
Key Name Expires In
CICD_Updater 365 days g

Select Scopes

M Push
® Push new packages and package versions
© Push only new package versions

L1 Unlist package

Select Packages
To select which pages to associate with a key, use a glob pattern, select individual packages, or both.

Glob Pattern

* x
PSRead A glob pattern allows you to
replace any sequence of characters

Available Packages with ™"

PSReadline
Example glob patterns:




PowerShell Gallery

AutomatedLabTeam | Sign out

Home ltems Publish Statistics Documentation Status

My account
& Publish an Item £ Manage my Items
Publish your item for other users to download and enjoy. You can publish Edit item details or Remove items that you have previously published.

multiple revisions of the same item, as long as the version is different.

Subscribed to Email Notifications More Info M

Credentials

Personal account:  Jan-Hendrik Peters

API Key: © show Key More Info IS4G
@ Appveyor PROJECTS ENVIRONMENTS DOCS SUPPORT JAN-HENDRIK PETERS [MSFT]

Encrypt configuration data

This form allows you to encrypt sensitive data before saving it into appveyor.yml file. Secure strings are currently supported in environment , deploy and
notifications sections.

Value to encrypt

Securablelnformation

Encrypted value

XMA7WEptSRKN9+6Pbk3giLBIQLQISWCH2jpXESMTLUI=

Example usage in appveyor.yml

environment:
my_variable:
secure: xmA7W8ptSRkn9+6Pbk3gilBIQLQ]j8WCH2IpXESMTtul=




Automatedlab

HISTORY @ 106
LATEST BUILD STORY ) os

Setting $global:PSLog_Indent =0 50312
ada by Raimund Andée [MSFT] ¥ develop < BB88a51c3 a day ago in 2 28 sec
CONSOLE MESSAGES TESTS
[] AutomatedLab.zip Zip archive 893 KB
[ AutomatediLab.5.0.3.12.nupkg 895 KB
] AutomatedLabDefinition.zip Zip archive 44 KB

[s AutomatedLabDefinition.5.0.3.12.nupkg NuGet package 45KB

This PC » Local Disk (C:) » Program Files » WindowsPowerShell > Modules > AzureRM

~ Name B Date modified Type
4.4.0 10/10/2017 09:42 File folder
5.0.1 16/11/2017 11:22 File folder
5.1.1 12/12/2017 11:52 File folder
541 12/03/2018 09:23 File folder
5.5.0 26/03/2018 15:52 File folder
6.1.0 24/05/2018 19:05 File folder

Uninstalling a MSI package 'Graphviz'

Uninstalling ...
[000000000000000000000000000000000000000000000000000000000000000000000000000000000 |




Chapter 11: VSCode and PowerShell
Release Pipelines

Bary View Go Debug Tasks Help
EX R [a] 3 06_Resourcespst X O a] (&) D ® @nhm -
© ormeorons 1 #region Buiit-in resource
Ol e ¥ Reolly buile-in
— . il 5 Get-bschescurce Module PsDesiredstateconfiguration B
S # New and inproved (and updateable)
Get-Dschesource -Hodule PsDschesources
7 Wendregion
SRR 5 region commnity resources
» o 12 PowerShell Desired State Configuration 10
D 1L # The x denotes experinental, while @ ¢ indicates a commnity resource
12 Find-DacResounce Name xHaintenanceilindon
4 @l Code
# IF o Fitting modute is found, install with Install-odule
15 Find-DscRasounce siaintanancekindon | Install-Hlodule
Side Bar 17 # Discover odditionat, resources in & module
Get-DscResource -Module x0scHelper
26 # There are some HQRN (High-quality resource modules) that are Editor
21 # really extensive and are held o o higher coding seandard
» -t 22 # https://github. con/ponershell/dscresources
Qo Find-DscResource -Niane Sqlsetup, Sqldatabase
O 01_Introduction.ps1 1]
By M 25 ¥ using resources
R | 2 contiguration witncustomesources
B {
D 04 PULLps u Import-DscResource -ModuleName xDscHelper
D 05 Secuityps y Tnport-DscRasource Hodulahane PsDscResources
[) 06_Resources.ps1 u 30
2 {
ERMINAL 2 PowerShell Integrated ¥ 4+ M @ ~ O x
Povershell Integrated Console
7S C:\Users\JHP\OneDrive\Career\PoersheL_Bock_Packt>
Integratediierminall

powershell

DEFAULT USER SETTINGS USER SETTINGS (2) WORKSPACE SETTINGS

Place your settings in the right hand side editor to override. Place your settings here to overwrite the Default Settings.

1
// The path of the shell that the terminal uses on Windows. When using 2 "explorer.confirmDragAndDrop": false,
shells shipped with Windows (cmd, PowerShell or Bash on Ubuntu). 3 "powershell.codeFormatting.openBraceOnSameLine": false,
"terminal.integrated.shell.windows": 4 "window.zoomLevel": 1,
"C:\\WINDOWS\\System32\\WindowsPowerShell\\v1.0\\powershell.exe", 5 "workbench.colorTheme": "Default Light+",

6 "explorer.confirmDelete": false,

// Attach command to use for Windows containers 7 "git.autofetch": true,

"docker.attachShellCommand.windowsContainer": "powershell", 8 "powershell.powerShellExePath": "C:\\WINDOWS\\System32\
9 "latex-workshop.view.pdf.viewer": "tab",

// Specifies the url of the GitHub project in which to generate bug 10 "editor.codelLens": false,

reports. 11 "editor.minimap.enabled": false,

"powershell.bugReporting.project”: 12 "workbench.iconTheme "vs-minimal",

"https://github.com/PowerShell/vscode-powershell", 13 "editor.formatOnType": false,




EXTENSIONS: MARKETPLACE £ e

python

Python 201860 &>123M K 45

Linting, Debugging (multi-threaded, ...

O Get-TfsBuildDefinitionps1 %
1 function Get-TfsBuildDefinition
A
New-TfsBuildDefinition.ps1 ALCommonFork/AutomatedLab.Comtr TeamFoundation/Public/Build — 2 references
ol ¥
62
63 $exBuildParam = Sync-Parameter -Command (Get-Command Get-TfsBuildDefinition) -Parameters $PSBoundParameters
64 $exBuildParam.Remove('Version')
65 $existingBuild = Get-TfsBuildDefinition @exBuildParam
66 if ($existingBuild)
67 {
68 Write-Verbose -Message ('Build definition {0} in {1} already exists.' -f $DefinitionName, $ProjectName);

github.com

thing I Cooking— R~ Mountainbikesturt [ Misc W Work

PowerShell Gallery

Register |'Sign in

R e———— [ Q]

Welcome to the PowerShell Gallery

B u I It for d evelo pe XZ:L o ";mp central repository for PowerShell content, You can find new PowerShell commands or Desired State Configuration (DSC)

elopment platform inspired by Getting Started with the Gallery
vork. From open source to ord i i S

an hostand r
L ; ey 5.//www.appveyor.com
N B ithing B Cooking— Mk~ Mountainbikestuft [l Misc W
longside r ns of other devel r

Sign up for GitHub \ppVeyor cNG s sureonr

Continuous Integration solution for Windows and Linux

Build, test, deploy your apps faster, on any platform.

‘CREATE YOUR FREE ACCOUNT NOW




Token description

VS Settings Sync

What's this token for?

Select scopes

Scopes define the access for personal tokens. Read more about OAuth scopes.

U

repo

L) reporstatus

repo_deployment

o
) public_repo
uJ

Full control of private repositories
Access commit status

Access deployment status

Access public repositories

Access repository invitations

Full control of orgs and teams
Read and write org and team membership

Read org and team membership

Full control of user public keys

Full control of repository hooks

Full control of organization hooks

repo:invite
L admin:org
Lt write:org
) read:org
L admin:public_key
& write:public_key Write user public keys
) read:public_key Read user public keys
L) admin:repo_hook
) write:repo_hook Write repository hooks
L) read:repo_hook Read repository hooks
L admin:org_hook
¥ gist Create gists




CODE SETTINGS SYNC UPLOAD SUMMARY
Version: 2.9.2

GitHub Token:
GitHub Gist:
GitHub Gist Type: Secret

Restarting Visual Studio Code may be required to apply color and file icon theme.
Files Uploaded:

Extensions Removed:

Extensions Added:
azure-account ve.4.0

>plaster

PowerShell: Create New Project from Plaster Template

}Choose a template to create a new project

£> Load additional templates from installed modules

AddPSScriptAnalyzerSettings v1.0.0 by Plaster project, tags: PSScriptAnalyzer, settings

Add a PowerShell Script Analyzer settings file to the root of your workspace.

New PowerShell Manifest Module v1.1.0 by Plaster, tags: Module, ScriptModule, ModuleManifest
Creates files for a simple, non-shared PowerShell script module.




DI I VA A I A
AT CIN N
PO R\ W N

Enter the name of the module: MyAwesomeModule
Enter the version number of the module (©.0.1): 1.0.0

Select an editor for editor integration (or None):

[N] None [C] Visual Studio Code [?] Help (default is "Visual Studio Code"): C

Scaffolding your PowerShell Module...

MyAwesomeModule. psdl

MyAwesomeModule.psml

test\MyAwesomeModule.Tests.psl

.vscode\settings.json

.vscode\tasks.json

The required module Pester (minimum version: 4.0.3) is already installed.

Your new PowerShell module project 'MyAwesomeModule' has been created.

A Pester test has been created to validate the module's manifest file. Add additional tests to the test directory.
You can run the Pester tests in your project by executing the 'test' task. Press Ctrl+P, then type 'task test'.




Creating folders
Public\
Private\
Types\
Test\

Test\Unit\
Test\Integration\
Creating files
SomeName.psml
SomeName.psdl




Choose a template to create a new project

€ Refresh template list

AddPSScriptAnalyzerSettings v1.0.0 by Plaster project, tags: PSSc
Add a PowerShell Script Analyzer settings file to the root of yq

New PowerShell Manifest Module v1.1.0 by Plaster, tags: Modulg

Creates files for a simple, non-shared PowerShell script modu

DSC Configuration Data Template §1.0.0 by Jan-Hendrik Peters, {
Plaster template that makes use of the module DSCConfigura

DSC Composite Resource Template] v1.0.0 by Jan-Hendrik Peters




Select ‘Confirm' to confirm or press 'Esc’ key to cancel

B Confirm

[ 1PSAlignAssignmentStatement

[ v/ ] PSAvoidUsingCmdletAliases

[ v ] PSAvoidDefaultValueSwitchParameter

[ ] PSAvoidDefaultValueForMandatoryParameter
] PSAvoidUsingEmptyCatchBlock
] PSAvoidGlobalAliases
] PSAvoidGlobalFunctions

[
[
>select pssc\ :
[ ] PSAvoidGlobalVars
[
[
[

PowerShell: Select PSS ] PSAvoidinvokingEmptyMembers

] PSAvoidNullOrEmptyHelpMessageAttribute
] PSAvoidUsingPositionalParameters
[ v/ ] PSReservedCmdletChar
[ v/ ] PSReservedParams
[ ] PSAvoidShouldContinueWithoutForce
[ ]1PSAvoidUsingUserNameAndPassWordParams
[ ]1PSAvoidUsingComputerNameHardcoded
[ 1PSAvoidUsingConvertToSecureStringWithPlainText
[ 1PSAvoidUsingDeprecatedManifestFields
[ 1PSAvoidUsinglnvokeExpression

4 ) 02_PSScriptAnalyzer.ps1 Code\BookCode\Ch11
© [PSScriptAnalyzer] Script definition uses ConvertTo-SecureString with plaintext. This will expose secure information. Encrypted standard strings sh

i [PSScriptAnalyzer] Script definition uses WMI cmdlet. For PowerShell 3.0 and above, use CIM cmdlet which perform the same tasks as the WMI cn

]
i [PSScriptAnalyzer] The variable ‘Credential’ is assigned but never used. (PSUseDeclaredVarsMoreThanAssignments) (9, 1)
i [PSScriptAnalyzer] The cmdlet 'Get-SomeObjects' uses a plural noun. A singular noun should be used instead. (PSUseSingularNouns) (13, 10)
]

i [PSScriptAnalyzer] Empty catch block is used. Please use Write-Error or throw statements in catch blocks. (PSAvoidUsingEmptyCatchBlock) (24, 1)




// Specifies the path to a PowerShell Script Analyzer
settings file. To override the default settings for all

projects, enter an absolute path, or enter a path relative
to your workspace.

"powershell.kcriptAnalysis.settingsPath": "

83 Describe OnelLastTest {

84 It 'Should do things' {

85 1 Should Be © Because 'the world would spin madly out of control
86 }

87 }

PROBLEMS OUTPUT DEBUG CONSOLE ERMINAL 2: PowerShell Integrate

Version Control

All Respondents Professional Developers

Git  87.2%
Subversion  16.1%
Team Foundation Version Control ~ 10.9%
Zip file back-ups  7.9%
Copying and pasting files to network ~ 7.9%
shares

| don't use version control  4.8%

Mercurial  3.6%




Chapter 12: PowerShell Desired State
Configuration

conftiguration Domain

{ Configuration

param

(

[pscredential] $Credential

)

Import-DscResource -ModuleName PSDesiredStateConfiguration, xActiveDirectory

node $AllNodes.NodeName

{
foreach ($feature in @('AD-Domain-Services', 'RSAT-AD-Tools')) [ﬂ£2gu§
{
WindowsFeature $feature
{ Resource
Name $feature
Ensure 'Present’
}
}
xADDomain contoso
{ DomainName 'contoso.com'’ M
DomainAdministratorCredential $Credential
SafemodeAdministratorPassword $Credential
ForestMode 'WinThreshold'
DependsOn '[WindowsFeature]AD-Domain-Services', '[WindowsFeature]RSAT-AD-Tools'
}




VERBOSE: Perform operation 'Invoke CimMethod' with following parameters, '‘'methodName'
SendConfigurationApply, 'className' = MSFT_DSCLocalConfigurationManager, 'namespaceName’
root/Microsoft/Windows/DesiredStateConfiguration'.

VERBOSE: An LCM method call arrived from computer BORBARAD with user sid
S$-1-5-21-411528071-819182688-1339608774-1001.

VERBOSE: [BORBARAD]: LCM: [ Start Set

VERBOSE: [BORBARAD]: LCM: Start Resource [[File]testfile]

VERBOSE: [BORBARAD]: LCM: Start Test [[File]testfile]

VERBOSE: [BORBARAD]: LCM: End Test [[File]testfile] in ©.0180 seconds.
VERBOSE: [BORBARAD]: LCM: End Set [[File]testfile] in ©.0130 seconds.
VERBOSE: [BORBARAD]: LCM: End Resource ] [[File]testfile]

VERBOSE: [BORBARAD]: LCM: End Set ]

VERBOSE: [BORBARAD]: LCM: [ End Set 1 in 0.2140 seconds.

VERBOSE: Operation 'Invoke CimMethod' complete.

VERBOSE: Time taken for configuration job to complete is ©0.432 seconds

[
E
VERBOSE: [BORBARAD]: LCM: [ Start Set [[File]testfile]
[
[
[

VERBOSE: [BORBARAD]: LCM: [ Start Test [[File]testfile]

VERBOSE: [BORBARAD]: [[File]testfile] The destination object was
found and no action is required.

VERBOSE: [BORBARAD]: LCM: [ End Test [[File]testfile] 1in ©.0040 seconds.
VERBOSE: [BORBARAD]: LCM: |[ Skip Set [[File]testfile]




instance of MSFT_Credential as $MSFT_Credentiallref

{

Password = "Somepassl";

UserName = "contoso\\install";

¥

instance of MSFT_Credential as $MSFT_Credential2@ef
{

Password = "Somepassl"”;

UserName = "contoso\\install";

¥

instance of MSFT_xADDomain as $MSFT_x8DDomainlre
{

ResourceID = "[xADDomain]contoso";

DomainAdministratorCredential
SafemodeAdministratorPassword

$MSFT_Credentiallref;
$MSFT_Credential2ref;




PowerShell Team Blog

Automating the world one-liner at a time...

DSC Resource Kit Release May 2018

May 2, 2018 by Katie Keim [MSFT] /# 0 Comments
We just released the DSC Resource Kit!

This release includes updates to 12 DSC resource modules. In these past 6 weeks, 52 pull requests have been merged

and 63 issues have been closed, all thanks to our amazing community!

v P «<| WindowsPowerShell » Modules » xDscHelper » 1.0.41.1 > DSCResources » xMaintenanceWindow
xDscHelper ~ Name Date modified
1.041.1
:J xMaintenanceWindow.psm1 18/05/2017 08:52
xMaintenanceWindow D xMaintenanceWindow.schema.mof 18/05/2017 08:52

xPSDesiredStateConfiguration

= | xMaintenanc

Home Share View

|

v p » This PC » Local Disk (C:) » Program Files »| WindowsPowerShell > Modules > xMaintenanceWindow

EaY
xMaintenanceWindow 2 Name Date modified
xPSDesiredStateConfiguration i .
) xMaintenanceWindow.psd1 11/06/2018 20:01
Scripts . )
P -:] xMaintenanceWindow.psm1 11/06/2018 20:01
D ® D sFileClean D xFileCleaner.schema.mof X O @ m
1 function Get-TargetResource 1
2 =24 2 [ClassVersion("1.8.8.8"), FriendlyName("xFileCleaner")]
3 [CmdletBinding()] 3 class xFileCleaner : OMI_BaseResource
4 [OutputType([System.Collections.Hashtable])] 4 A
5 param 5 [Key, Description("The path to clean up")] String Path;
6 = ( 6 [Required, Description("The maximum file age (last modified)")] DateTime FileAge;
7 [parameter(Mandatory = $true)] 7 }s
8 [System.String] 8
9 $Path 9
]
1 [parameter(Mandatory = $true)]




Chapter 13: Working with Windows

In53,Col43 Spaces4 UTF-8 CRLF PowerShell )60 @ A



@ Advanced options

By default, we're dynamically optimizing the amount of bandwidth
your device uses to both download and upload Windows and app
updates, and other Microsoft products. But you can set a specific
limit if you're worried about data usage.

Download settings

|:| Limit how much bandwidth is used for downloading updates in the
background

45%
|:| Limit how much bandwidth is used for downloading updates in the foreground

90%

Upload settings

|:| Limit how much bandwidth is used for uploading updates to other PCs on the
Internet

50%

|:| Monthly upload limit
500 GB
Mote: when this limit is reached, your device will stop uploading to other PCs on the

Internet.

Monthly upload to date
N/A

Amount left
500.0 GB




@ Activity monitor

Download Statistics

Since 01.06.2018

From Microsoft
100.00% (1.1 GB)

From PCs on your local network
0.00% (N/A)

From PCs on the Internet

0.00% (N/A)

Average download speed (user initiated): 44.4 Mbps
Average download speed (background): 20.3 Mbps

Upload Statistics

Since 01.06.2018

Uploaded to PCs on the Internet
N/A

Uploaded to PCs on your local network

“ N/A




EN SUpdates.Where{ §_Title -like *KB2267602*' } | Sort-Object -Descending Date | Out-GridView

Filter

Date

| Operation

Status

Title | pc

14.06.2018 09:01:28
14.06.2018 07:58:54
13.06.2018 19:25:16
13.06.2018 07:15:33
12.06.2018 15:01:20
12.06.2018 06:44:51
10.06.2018 16:01:37
09.06.2018 09:24:15
08.06.2018 15:21:12
08.06.2018 06:13:43

Installation
Installation
Installation
Installation
Installation
Installation
Installation
Installation
Installation

Installation

Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded

Succeeded

Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.269.1231.0)
Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.269.1229.0)
Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.268.1192.0)
Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.269.1157.0)
Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.269.1126.0)
Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.269.1099.0)
Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.265.1000.0)
Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.269.945.0)

Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.269.909.0)

Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.269.888.0)




Chapter 14: Working with Azure

Subscription ( Subscrintion 1IN Deployments

Tags ( )

Purpose : Cloud Gaming CoOwners : Miriam, Tim CostCenter : 4711

All types

15 items

NAME TYPE 7T

Availability set

Disk

Disk

Network interface
Network interface
Network security group
Network security group
Public IP address

Public IP address
Recovery Services vault
Storage account
Storage account

Virtual machine

Virtual machine

Virtual network




PowerShell PREVEW ~ | (h 7 &2 1 [

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell (Preview)

Type "dir"™ to see your Azure resources
Type "help" to learn about Cloud Shell

Changes coming to PowerShell: https://azure.microsoft.com/en—us/blog/t

VERBOSE: Authenticating to Azure
VERBOSE: Building your Azure drive

PS Azure:\:

Name

PSVersion

PSEdition
PSCompatibleVersions

]1oudshellrefresh/

BuildvVersion ._»- e Stl” m

CLRVersion
WSManStackVersion
PSRemotingProtocolVersion
SerializationVersion

PS Azure:\> cd 3 =\ clouddrive

PS C:\Users\ContainerAdministrator\clouddrive> git clone https://github.com/nyanhp/xDscHelper

Cloning into 'xDscHelper'...

remote: Counting objects: 210, done.

remote: Total 210 (delta 0), reused 0 (delta 0), pack-reused 210
Receiving objects: 100% (210/210), 36.99 KiB | 54.00 KiB/s, done.
Resolving deltas: 100% (92/92), done.

PS C:\Users\ContainerAdministrator\clouddrive>




PS Azure:\> ls .\JHPaaS\ResourceGroups\

Directory: Azure:\JHPaaS\ResourceGroups

Mode ResourceGroupName Location ProvisioningState Tags

AutomatedLabSources westeurope Succeeded
PwshFundamentals westeurope Succeeded
WorkshopShared westeurope Succeeded

PS Azure:\> ls .\JHPaaS\ResourceGroups\Workshopshared\Microsoft.Storage\storageAccounts

Directory: Azure:\JHPaaS\ResourceGroups\WorkshopShared\Microsoft.Storage\storageAccounts

StorageAccountName Location  ProvisioningState CreationTime

westeurope Succeeded 2018-05-23T08:35:12.8436131Z {} https:/, blob.core.windows.net/
https:/, file.core.windows.net/
https:/, queue.core.windows.net/

https:/, .table.core.windows.net/

nterprise! 1 acl 3 | Start-AzureRmVm

PS Azure:\> ls terp
What if: Performing the operation "Start”
What if: Performing the operation "Start" on target "TheArk".

ark - Automation script
s ?

Resource group - PREVIEW

¥ Download [ Add tolibrary |1 Deploy

@ Overview

Bl Activity log ‘ Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Define resources and configurable input parameters and deploy with script or code.

Access control (IAM)
Tags

¥ Events

SETTINGS
&4 Quickstart
© Resource costs
&2 Deployments
B Policies

Properties
& Locks

B Automation script

MONITORING
I Metrics

B Alerts (classic)

B Diagnostics logs
¥ Application insights
# Log analytics

® |Log search

@ Advisor recommendations

Template  Parameters  CLI  PowerShell .NET  Ruby

Parameters (32)
B Variables (0)
~ 9 Resources (26)
i [parameters(availabilitySets_arkAv_name’)] (Microsoft.Co.

I8 [parameters(virtualMachines_Client01_name’)] (Microsoft.
I8 [parameters(virtualMachines_TheArk_name)] (Microsoft
I [parameters(networkinterfaces_client01404_name?)] (Micr.
I8 [parameters(networkinterfaces_theark161_name?)] (Micro.

W [parameters(networkSecurityGroups_Client01_nsg_name".

W [parameters('networkSecurityGroups_TheArk_nsg_name)...
I [parameters(‘publiciPAddresses_Client01_ip_name)] (Micr...
I [parameters(publiclPAddresses TheArk ip_name?)] (Micro...

[parameters(virtualNetworks_ark vnet name’)] (Microsoft...
& [parameters(vaults vault367_name)] (Microsoft Recovery..

B [parameters('storageAccounts_arkdiag603_name’)] (Micro...

= X
% [concat(parameters( virtualMachines_TheArk name),

% [concat(parameters( virtualMachines_TheArk_name), /. p.
% [concat(parameters(networkSecurityGroups_Client01_nsg.
% [concat(parameters('networkSecurityGroups_TheArk nsg_.
% [concat(parameters(networkSecurityGroups_TheArk nsg,

W [concat(parameters('networkSecurityGroups_TheArk_nsg.

% [concat(parameters('networkSecurityGroups TheArk nsg_...
% [concat(parameters( virtualNetworks ark vnet name?), /. ...
% [concat(parameters( virtualNetworks ark vnet name?), /., ...

W [concat(parameters('vaults vault367_name), 7, paramete...

[concat(parameters(vaults vault367_name), /., paramete.

"$schema":
"contentVersion"

"parameters”: {
“extensions_TaaSDiagnostics_xmlCfg":
"defaultValue”
"type": "Secul
}
extensions_TaasDiagnostics_storageAccountName
"defaultValue": nul

"extensions_TaasDiagnostics_storageAccountKey™: {
"defaultvalue”
"type": "Secure

extensions_TaaSDiagnostics_storageAccountEndPoint”
“defaultValue":
"type":

s

"availabilitySets_arkAv_name": {
"defaultvalue" “arkAv"
“type": "St

}

virtualMachines_TheArk_name
"defaultValue™: :

"virtualMachines_Clientel_name":
"defaultvalue"

"virtualNetworks_ark_vnet_name"




3 ﬂ' parameters (9)
b X wvariables (22)

PR g resources (6)
4 jhplabpoc
“2 labpocvnet
I labdco1Nic
£ labdc01
l labca01Nic
2 labca01
+2 outputs (0)

dd Resource

Search

=

L
L
]

e

Microsoft Azure Diagnostics
Extension for Linux

virtual machine).

Microsoft Azure Diagnostics for
Linux VMSS Extension

Name:

Network Interface

Creates a network interface

Microsoft Azure Diagnostics for

Windows VMSS Extension SomeNic

Virtual network/subnet:

Microsoft Monitoring Agent

Extension
<Create New...>

<Select from subscription...>

MySQL Database <Select from another template...>

[variables('labpocvnetSubnet1Name')] (labpocvnet)

[variables('labpocvnetSubnet2Name')] (labpocvnet)

Nested Deployment

[J Azure / azure-quickstart-templates

<> Code Issues 418 Pull requests 34 Projects 0 Wiki

Azure Quickstart Templates https://azure.microsoft.com/en-us/doc...
azure templates arm
(P 18,803 commits

¥ 3 branches & 0 releases

® Watch~v = 509 o Star | 3,817 Fork | 5456

Insights

22 664 contributors sfs MIT

Branch: master v New pull request

B github

B 1-CONTRIBUTION-GUIDE

B 100-blank-template

B 100-marketplace-sample

B 101-1vm-2nics-2subnets-1vnet
B 101-Telegraf-InfluxDB-Grafana
I 101-aci-dynamicsnav

B 101-aci-linuxcontainer-public-ip

B8 101-aci-storage-file-share

B 101-acs-dcos

‘ bmoore-msft Merge pull request #4847 from jovanpop-msft/master

Update stale.yml

text tweak

added schema propety to metadata.json
added schema propety to metadata.json
added schema propety to metadatajson
added schema propety to metadata.json
added schema propety to metadata.json
added schema propety to metadata.json
added schema propety to metadata.json

added schema propety to metadata.json

Create new file = Upload files = Find file Clone or download ¥

Latest commit 94ec1f8 20 hours ago

a month ago

5 days ago
20 days ago
20 days ago
20 days ago
20 days ago
20 days ago
20 days ago
20 days ago

20 days ago




Branch: master v | azure-quickstart-templates / 101-Tvm-2nics-2subnets-lvnet /

n bmoore-msft added schema propety to metadata.json

[E) README.md simplified overall template
[£) azuredeploy.json added location parameters
[2) azuredeploy.parametersjson update from Cl failures

[£) metadata json added schema propety to metadatajson

Create new file = Upload files = Find file = History

Latest commit e5913ce 20 days ago

a year ago
2 months ago
ayear ago

20 days ago




Chapter 15: Connecting to Microsoft Online

Services

Looking for mare?

sen

$12.00

user/manth

Offce spplications included

Get the latest advanced features with Office 365

$8.00

user/manth

Gffce spplications

e inchuded

$20.00

user/manth

Office apglications included

s included

$35.00

user/manth

Office apglications in

details




MSOnline

Note: this is the older MSOnline V1 PowerShell module for Azure Active Directory. Customers are encouraged to use the
newer Azure Active Directory V2 PowerShell module instead of this module. For more information about the V2 module

please see Azure Active Directory V2 PowerShell.

For more detail info on installation of the AzureAD cmdlets please see: Azure ActiveDirectory (MSOnline).

This topic displays help topics for the Azure Active Directory MSOnline module.




Compare Exchange Online plans

Get business-class
email as either a
standalone
Exchange Online
plan, or as part of
an Office 365
Business plan that
includes Office
and more,

See more Office
365 plans

Locking for more?

Exchange Server
2016

= Userscan

$400 user/month

{annual commitment)

Exchange Online Plan 1

Secure and reliable business-class email with a

50 GB mailbox per user.

Office applications

[Not included)

Services

{Not included)

« Each user gets 50 GB of mailbox storage and

can send messages up to 150 ME in size

ect supported ions of

$800 user/month

(annual commitment)

Exchange Online Plan 2

Includes all the features of Exchange Online
Plan 1, plus unlimited storage, hosted
woicemail, and data loss prevention.

Office applications

(Not included)

Services

{Not included)

« Each user gets 100 GB of mailbox storage and
can send messages up to 150 MB in size

* Take

antage of unlimited storage (100 GB

$1250 user/month

{annual commitment)
Office 365 Business Premium

1 year $12.50 user/month -

Includes all the features of Exchange Online
Plan 1, plus fully installed Cffice, 1 TE file
storage and sharing, video conferencing, and
more.

Office applications included

Email hosting with 50 GB mailbox and custom
email domain address

s Desl

op versions of Office 2016 applicati




Exchange Admin Center

Postfacher

P Y-

DISPLAY N

O User AN,

4 | MAILEOX TYPE EMAIL ADDRESS

Name

tmp_hgeifrle.2se

xportedCommands

labilityAddressSpace, Add-DistributionGroupMember, Add-MailboxFolderPermission, Add-MailboxLs



Compare SharePoint Online options

$ 5 OO user/month

Looking for more?

See options for
small business

The features that small and mid-sized
businesses need to succeed.

Office applications

{Not included)

Services

.

1TB of OneDrive storage per user

= 5

s securely inside or

SharePoint Online Plan 1

$1000 user/month

SharePoint Online Plan 2

Full-featured SharePoint Online with
capabilities for the enterprise.

Includes all SharePoint Online Plan 1 benefits
and more.

Office applications

{Nat included)

Services

* Unlimited personal cloud storage ©

ur enterprise search and results

.

$2000 user/month

{annual commitment)

Office 365 Enterprise E3

Buy now

Businesses that need the power of Office with
advanced services for messaging, document
sharing, compliance and management features
for IT.

Includes all SharePoint Online Plan 7 benefits

and more,

Office applications

oomoo
Qoo

Services

Business-class email hosting with unlimited
mailbox

istom email domain addresses (name@




Office 365 licensing for Microsoft Teams

[5] 04/16/2018 « (O 2 minutes to read » Contributors @ * @ all = Applies to: Microscft Teams

(© Important

The new Microsoft Teams & Skype for Business Admin Center is coming soon! Starting in March 2018, we're gradually migrating settings to it
from both the current Skype for Business admin center and the Microsoft Teams experience in the Office 365 admin center. If a setting has been
migrated, you'll see a notification and then be directed to the setting’s location in the new Microsoft Teams & Skype for Business Admin Center.
For more information, see Manage Teams during the transition to the new Microsoft Teams and Skype for Business Admin Center.

The following Office 365 subscriptions enable users for Teams.

Small Business Plans Enterprise Plans Education Plans Developer Plans
Office 365 Business Essentials Office 365 Enterprise E1 Office 365 Education Office 365 Developer
Office 365 Business Premium Office 365 Enterprise E3 Office 365 Education Plus
Office 365 Enterprise F1 Office 365 Enterprise E4 (retired) Office 365 Education E3 (retired)

Office 365 Enterprise ES Office 365 Education E5

CommandType Name Version Source

Cmdlet Add-Teamlser

Cmdlet Connect-MicrosoftTeams
Cmdlet Disconnect-MicrosoftTeams
Cmdlet Get-Team

Cmdlet Get-TeamChannel

Cmdlet Get-TeamFunSettings
Cmdlet Get-TeamGuestSettings
Cmdlet Get-TeamHelp

Cmdlet Get-TeamMemberSettings
Cmdlet Get-TeamMessagingSettings
Cmdlet Get-TeamlUser

Cmdlet MNew-Team

Cmdlet New-TeamChannel

Cmdlet Remove-Team

Cmdlet Remove-TeamChannel

Cmdlet Remove-Teamlser ‘osoftTeams
Cmdlet Set-Team MicrosoftTeams
Cmdlet Set-TeamChannel crosoftTeams
Cmdlet Set-TeamFunSettings . ‘osoftTeams
Cmdlet Set-TeamGuestSettings . MicrosoftTeams
Cmdlet Set-TeamMemberSettings MicrosoftTeams
Cmdlet Set-TeamMessagingSettings MicrosoftTeams
Cmdlet Set-TeamPicture MicrosoftTeams

MicrosoftTeams
MicrosoftTeams
‘osoftTeams

WL L L L L

MicrosoftTeams
crosoftTeams
crosoftTeams

MicrosoftTeams

‘osoftTeams

Lo I o R v v I T v
LV I T R Vo BT Y o Y = Y = Y

[xn]
=]

- @@
[Tt R =]

WO L L L L

(AT RNTY]




Chapter 16: Working with SCCM and SQL

Server

(-]
gﬂ Script

Summary
Progress

Completion

Create Script

m Script details

Specify the script to be executed on client devices.

Script Name: |Shutdown Computer |
Sciptlanguage: | PowerShel v
Script: Import | | Clear |
shutdown /r 4 60 A -
L'
Mext = | | Summary | | Cancel




] File Tools Window Help
RS i ng

Date/Tome Thiead
T/24/2014 5:33:43 AM 7564 {x1DEC)
T/24/2014 %:38:43 AM T4 (D102C)

T/24/2014 5:38:43 AM T564 ((x1DEC)

Log Text
Info:Starting Logging Example Script

Info:Stopping Logging Example Sciipt

Date/Time: 724201
Thread: 7564 {1 DALY

Source:

Infa:Stopping Logging Examele Scrpt

i Oy Oers 05 35




Chapter 17: PowerShell Deep Dives

" PSGUI-Manager

File Dialogs About

Dialogs Variables Events
Examples ~ m MName Objekt Name
01_Userinput Window Click
Name 01_Userinput_bOK Button: OK ContextMenuClosing

flisbl=rdupi 01_Userlnput_tblnput TextBox: TextBox ContextMenuQpening
02_PCInformation DataContextChanged
03_ShowDialogResult DragEnter

04 _Bindings1 Dragleave
05_Bindings2 DragCver

H " # 1 [{ =

1 #region PreFilling

3 #endregion

p

6 #region EventHandler

7 SOl_%serInput.Add_c]osed(

&

9 #Get-variable -name 01_userInput® | Clear-variable
10 #Get-variable -Name 01_UserInput® Remove-variable
11
12 )

15 #endregion

16

17

18 $01_userInput_bok.Add_click(

19 {

20 set-variable -name ReturnvalueuserInput -value $01_uUserInput_tbInput.Text -scope global
21 . $01_userInput.cClose()

EN Userlnput - O X

Label |TextBox




Windows PowerShell K

&« v A @, ThisPC » v 0 Search This PC

a
1
o

Organize = S v

7 Quick access Folders (/)
i Devices and drives (3)

@ Onelrive - das Meves

@ Onelrive - Personal

3 This PC

a External_S5D (D:)

¥ Metwork

File name; v| PowerShell-files (*.ps1) w

[00:00:00]PS C:\WINDOWS\system32> cd D:

[00:00:00]PS D:\> Import-Module SHiPS

[00:00:00]PS D:\> Import-Module .\05_DeepDiveShips.psml

[00:00:00]PS D:\> New-PSDrive -Name myCloud -PSProvider SHiPS -Root ©5_DeepDiveShips#Cloud

Used (GB) Free (GB) Provider Root

05_DeepDiveShips#Cloud

[00:00:00]PS D:\> dir myCloud:\localhost\

Directory: myCloud:\localhost

Name
Machines
Disks
Switches




