Chapter 1: VMware Horizon Infrastructure Overview
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Chapter 2: Implementing Horizon Connection Server
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Horizon Connection
Server

i Navigator

O Administrator@VSPHERE.LOCAL ~
X [ )vc.01vasonlocal | Actions v

[oxditiosts and Glustts (0] | Gefing Started  Summary  Monitor | Manage | Related Objects
|8 | B B8 8 |, S
b = 3 vc-01 viason.local } 4 J Settings ‘ Scheduled Tasks l Alarm Definitions l Tags ’Permissions Sessions ¥
v RTP
\ » @ Clustert ’-l- PR (Q Filter -
» Q esxi-04 vjason.local User/Group Role Defined in
\ ,5 VSPHERE.LOCALWwpxd-...  Administrator This object and its children
‘ & VSPHERE.LOCALAdMI...

Administrator This ohject and its children



Select users from the list ortype names in the Users text box Click Check names to
validate your entries againstthe directory.

Damain: [UJASDN

[-)

Users and Groups

lSth Users First vJ

UserfiZroup
5 sve-horizon

5 sve-hotizoncomp

[ Q  sve-hor ]

2 a [escriptionfFull name

sve-hotizon

Add |

Users: |WAE Cfsve-horizon |

Groups: |

Separate multiple names with semicolons | Check names |

Selectthe uszers or groups on the left and the role to assign to them on the right.

Users and Groups

The users orgroups listed helow are
assigned the role selected an the right on
"WC-01 wjason local’,

Assigned Role

The users ar groups ahtain the permissions on the selected
ohjects as defined ky their assigned role.

? Horizon Administrator




Installation Options
Select the type of Horizon 7 Connection Server instance you want to install,

Select the type of Horizon 7 Connection Server instance you want to install.

Horizon 7 Standard Server

Horizon 7 Replica Server [#] Install HTML Access
Horizon 7 Security Server
Horizon 7 Enrollment Server

Perform a standard full install. This is used to install a standalone instance of Horizon 7
Connection Server or the first instance of a aroup of servers.

Specify what IP protocol version shall be used to configure this Horizon 7 Connection Server

instance:
This server will be configured to choose the IPv4
IPVE protocol for establishing all connections.

() Authorize the local Administrators group

(®) Authorize a spedific domain user or domain group

IVJASONV—lorizon_Admins

{domainname \username, domainname \groupname or UPN format)
{d Y do \ UPN fi t)

VMware Horizon™7

AL Administrator

Domain: VIASON v

B Remember user name

Log In




Updatad 5/1/2016 10:57 AM ,—@ Licensing and Usage

Sessions 0

Problem vCenter VMs 0] Licensing Customer Experience Program

Problem RDS Hosts 0

Events @ om0 | Edit License... | | Edit Settings |

System Health [l @ = ' ' '

L T A No valid license present for View Manager. Click Edit Send anonymous data to VM
= to add a valid license. hi o
Tnventory Geographic Location:
= Business Vertical:

<3 Dashboard

88 Users and Groups Number of Employees:
» Catalog
P Resources

= 0 Usage
B Monitoring
> Polici : [
AT | Reset Highest Count | | Reset Named Users Count | =
¥ View Configuration ;
eSS Session Mode Current Highest

Instant Clone Domain Admins

| ; ; Total Concurrent Co| 0 ]
| Product Licensing and Usage
'3

Edit Event Database

Database server: ve-01l.viason.local
Database type: Microsoft SQL Server |
Port: 1433

Database name: Podl_ViewEvent

User name: viewevent

Password: bttt

B

Confirm password:

Table prefix:

. OK || cancel |




Add vCenter Server . 3
| VCinformation | yCenter Server Settings vcmterseii
View Composer {
P ‘ . : B_efore you .
Storage Server address: vc-01.vjason.local \ View, install
Ready to Complete — - ‘ signed by a
User name: }v;ason\svc-honzon ‘ environmerJ
— - - default, self
password: ‘7“““““* ‘ insm"ed wié
Description: aou musl_: 2
thumbprint.
. |—| Provide the

Port: |443 | IP address, ..

Add vCenter Server

VC Information Storage Settings
View Composer

iSiorage M @ Redim VM disk space

Ready to Complete

[V] Enable View Storage Accelerator

Default host cache size: ME

Cache must be between 100 MB and 2048 MB

_“ vCenter Servers  Security Servers Connection Servers
[ Add... J [ Edit... } lRemove] [DlsabIe Provisioning...} [Enable vaisioning...] D
vCenter Server WM Disk Space Reclamation View Storage Accelerator Provisioning
vc-l:l1.vjason.local(vjason\% v | v ' v

A group of Horizon 7 Connection Server instances that share the same configuration data is
called a Horizon 7 Connection Server aroup. Setup will replicate configuration data from an

Enter the server name of an existing Horizon 7 Connection Server instance to make this server
part of that group.

Example server: view.internal.vmware.com.

Server: |wewm03v;asonlocal (hostname or IP address)



UpdatEd Sfl’{zols o e =

Sessions 1 = 2
vCenter Servers Security Servers Connection Servers
Problem vCenter VMs 0 i ‘
Problem RDS Hosts 0
Eranke oA 3 [ enable | [ Dissble | [ edit.. ] [2ackup Now.. | [z More Commands |
System Health [l @ &
24 0 0 0 Connection Server Version 1v PColP Secu... State Settings
VIEWCS01 | 7.0.0-3633490 ‘ Installed Enabled | Secure tunnel connection,
Inventory ‘ ‘ \ ‘

yCenter Servers Security Servers  Connection Servers

[ Enable ] [ Disable ] [ Edit, .. ) IBackup e ] I v More Commands I

Connection Server Version 1v PColP Secu... State Settings

VIEWCS01 7.0.0-3633490 \ Installed ' Enabled | Secure tunnel connection,

VIEWCS02 ’[ 7.0.0-3633490  Installed 1 Enabled : Secure tunnel connection,
|

General Authentication = Backup

Changes to backup settings will take effect immediately

Automatic backup frequency: | Every day | ¥

Backup time: 12 midnight

Backup time offset: 0 - Minutes

Max number of backups: | 10 ‘

Folder location: 'C:\ProgramData\VMware\VDM\backups \

[ Change data recovery password ]




|| Create Role

2 »

role

Role name:

VMware Horizon 7 Administrator

Updated 4/30/2016 2:358 AM

Sessions

Problem vCenter WMs
Problem RDS Hosts
Events 0 A

System Health [l @ [&
u]

Inventory

2 Dashboard
& Users and Groups
» Catalog
* Resources
> Monitoring
> Policies

» ¥iew Configuration

Dashboard

Systern Health

EY Wiew components

P. Connection Servers

» [l Evert database

> . Wiew Composer Servers
i > RDS Farms
EY vwSphere components

l". Datastores

» [l ESX hosts

l-. viCenter Servers

| ¥ Other components

Editthe role name or select check hoxes to change privileges for this

Horizon Connection Server

fshout | Help | fadministrator)

Logout

Updated S/1/2016 9152:49 AM

Machine Status [ =u] |

wCenter .. RDS Hosts Others |

» [ Preparing
» (3 Problem Machines

[ Jis] Prepared for use

Dataztores

Datastore i

{=u]

! =Low onfree space

Fath Capacity (GB)

Free Space (GB)

| HOP-CLU1-VSANZ
| RTRIrfra
e

Limm e e Ak

ve-02
wve-02
wo-02

nn

SHOPAHOP-CLUL-YSAN 99
SHOPARTPINfra 2,520

FHOPAAN WS 49

AUANSUAT S e ARl 400




Full damain name:

User name: |5m:—h|:|ri2|:|r'|i|::

[ add.. |[ Edi.. |[remove.. ]

Domains Lser

viason.local ‘ syc-horizonic



Chapter 3: Implementing Horizon Composer
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Replica Disk

Read Only Horizon Desktop

Horizon desktop master image

vy ‘ Replica Disk
>
1‘_ N
— 1*:3 _@ 0$ disk
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Disposahle
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PN
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Horizon
Clients

e vCenter
Server

4 f}ﬁj wjason.local
i+ | Builtin
] Camputers
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i || FareignSecurityPrincipal;
4 2] Horizon
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Linked
Clones

< < Master
~ Image

Horizon
Composer



Uszerz or Groups]
Select one or

Selected userg

Select Users, Computers, or Groups

Select thiz object twpe;

|L|$ers, Groupz, or Built-in zecunty principals | | Object Types... |
From this location:
|vias::-n.ln:n::al | | Locations. . |

Enter the abject names to select [examples]:

svi-harizoncomp

Check Mamesz

o] [
Add... Remove ’atn...
er..
Active Directory Object Type rf-:a

Indizate the scope of the tazk vau want to delegate.

Deleqate control of:

¢

() This folder, existing objects in thiz folder, and creation of new objects in this folder

(®) Only the following objects in the folder:

[] account objects

[] aCS5Resourcelimits objects
[ ] applicationversion objects
[] bootableDievice objects

[] certificationd utharity objects
Computer objects

e PR 1

Create selected objects in this folder
[w] Delete selected objects in thiz folder



Permiszions H
Select the permiszions you want to delegate. M‘

Show thesze permizsions;

[w] General
[] Property-specific
[ ] Creation/deletion of specific child objects

Permizsiong:

[+] Read ”
[] wirite |:|
[[] Create &ll Child Objects

[ ] Delete All Child Objects

Fead &l Properties

[] “Wirite &l Properties

[+] Change pazzwaord [+ ]

|Composer_Pod1 ODBC DSN Setup... |

Enter the username that you entered in the ODBC Data Source Administrator.

Icomposer

Enter the password for this database connection.

VMware Horizon 7 Composer Port Settings

Enter the connection information for the VMware Horizon 7 Composer.

Specify the web access port and security settings for VMware Horizon 7 Composer.
SOAP Port: 18443

SSL Certificate:  No SSL certificates were found on your machine.
A default SSL certificate will be created for you.



VMware Horizon 7 Administrator

Updated 4/30/2016 9138 AM Y Bervers
SIEEEIS . yCenter Servers Security Servers
Problem vCenter WMs o —
Problem FDS Hosts ] : we .
Evente @ 0 & 0 [ add... ] l EHiE | | Rermove | [D:sab!e
SystemHealth [l B &
e WE dEE O v_enter Server
@ vo-01.vjason.local(vjason\svc-horizon)

Edit vCenter Server

View Composer Settings

(U Do not use View Composer

() View Composer co-installed with vCenter Server
Choose this if View Composer is installed on the same server as vCenter
Port: 18443

(+) Standalone View Composer Server

Choose this if View Composer is installed on a separate server from
vCenter

Server address: ] viewcomp01.vjason.local

User name: | viason\svc-horizoncomp |
Password: e
Port: 18443

Domains

' Yerify Server Information ‘




Full darmain name: yjasan.local

User name: 'svec-harizancomp

Cancel

sl

(=) Standalone View Composer Server

Choose this if Wiew Composer is installed on a separate server from
wCenter

Server address: |vie1.-\r:nrnpﬂl.'.l'jasnn.lnca| |

Llser name: |vjasun\suc-hurizuncump |
Password: |******* |
port

Domains

[ Add.., ][ Editi.. ][ Femove.,, ]

Domains Lser Desktop Pool

viason.local | swc-horizoncomp

VMware Horizon 7 Administrator

Updated 4/20/2016 2:38 AM 8

Sessions ]
Problem vCenter 'WMs o
Problerm RDS Hosts 0
Events ﬂ' o & o
SystemHealth [l B & [

e A T

yCenter Servers | Security Servers

| add. || Edit.. ||Remove | |[Dicani

viZenter Server

vo-01.vjason.local(vjasonsvo-horizon)



sMindowssMicrosof t _.HET“Framework-uv4_.8.38319 >aspnet_regiis.exe —px "SviKeyConta
iner'" "keys.xml" —pri

icrosoft (R> ASP.MET RegllIS version 4.0.38317.34209

Administration utility to install and wninstall ASP.NET on the local machine.
opyright (G Microsoft Corporation. All rights reserved.
Exporting RSA Keys to file...
Succeeded?

type AdConfigEntryDo found in the backup
type UcConfigEntryDo found in the bhackup
type AnthorizedlUserDo found in the bhackup
type SequenceNumDo found in the hackup
type UmMameDo found in the backup
type GuestComputerMameDo found in the backup
type ReplicaDo found in the backup
type DeploymentGroupDo found in the backup
type SimCloneDo found in the backup

estoring data finished successfully.

s»Program Files <x86>“UMware“~UHMHuare Uiew Composer’_

sMindowssMicrosof t .MET“Framework-w4 _ B.30319>aspnet_regiis.exe —pi "SviKeyConta
iner' "C:xTempkeys._ xml' —exp

icrosoft CH» ASP.HNET RegllIS version 4.0.360319.34209

Administration utility to install and wninstall ASP.NET on the local machine.
opyright <C>» Microsoft Corporation. All rights reserved.
Importing RSA Kevws from file..
Fucceeded?

»Program Files <(x86>“UMware“UMware Uiew Composerisviconfig —operation=restored
snname =Compozer_Podl —-username=composer —-passuword=Pass 123 —backupfilep




Chapter 4: Implementing Horizon Security Server
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Security

Intermal Horizon Load
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Remote Horizon Client
(PColP, RDP, or Blast

HTTPS)
o) = B
T EEE
S5 834
—_ ?»n o
3333
BRErg 22 o$20
SR St*’ e <R G (\G? st “ Horizon Desktop or
| | R o Application
W& o
(66\_ (eG\so (\G? 0?6
@@\?\ ‘66\ 6(\’\. @‘0
P P AL
2

JMS (TCP 4001-4002)
AJP13 (TCP 8009)
IP sec (UDP 500)
NAT-T ISAKMP (UDP 4500)

Horizon Security Server Horizon Connection
Server

Senvers

vCenter Servers Security Servers Connection Servers

| freble || Disable | | Edit... J | Backup Now... ] | v More Commands | (=

Specify Security Server Pairing Password...
Connection Server Version 1v PColP Secu.., - <e s E

VIEWCS01 7.0.0-3633490  Installed Enabled Srnart card auth 5/1/2016 12:00:
VIEWCS02 7.0.0-3633490 Installed Enabled Smart card autt ¢ 5/1/2016 12:00:



Specify Security Server Pairing Password

This password is a one-time password that allows a security server to be
paired with this connection server, It is invalidated when any
authentication attempt is made for pairing.

This password will also be invalidated based on the password timeout
value below,

A\ This Wiew environment is configured to enable IPsec for communication
between the VIEWCS02 Connection Server and the security server,
IPsec requires the Windows Firewall to be turned on for the active
profile used for pairing the Connection Server to the Security Server,

Flease ensure the \Windows Firewall for the active profile on the
YIEWCS02 Connection Server is turned on before continuing, You can
turn the Windows Firewall on for the active profile from "Windows
Firewall with &dvanced Security” under "administrative Tools",

Fairing password: il
Confirm password; | FHEEE
Password timeout: g | Minutes | |
oK. [| cancel |
Installation Options [’_] :
Select the type of Horizon 7 Connection Server instance you want to install. “

Select the type of Horizon 7 Connection Server instance you want to install.

Horizon 7 Standard Server

Horizon 7 Replica Server

Horizon 7 Security Server

Horizon 7 Enroliment Server

Perform an install of just the security server components. This is typically used on servers in

a DMZ to run an appropriate subset of the full Horizon 7 Connection Server functionality. A
Security Server instance must be able to connect to a standard or replica instance server,

Specify what IP protocol version shall be used to configure this Horizon 7 Connection Server
instance:

[ZEs  This server will be configured to choose the IPv4

IPv6 protocol for establishing all connections.




Paired Horizon 7 Connection Server
Select a Horizon 7 Connection Server that this instance will talk to.

A Horizon 7 Security Server is paired with an existing instance of a Horizon 7 Connection Server.
Enter the server name of any existing Horizon 7 Connection Server instance,

Example server: view.internal.vmware.com.

Server:

Iviewcsoz.vjason.locall {hostname or IP address)

Paired Horizon 7 Connection Server Password
Enter a password to pair with the Horizon 7 Connection Server,

A password is required to pair this Security Server with a Connection Server.,
First specify the Pairing Password for the Connection Server in Horizon 7 Administrator,
This password is set in Horizon 7 Administrator in "Horizon 7 Configuration®™ > "Servers”, Select

the specified Connection Server and go to "More Commands™ > "Specify Security Server Pairing
Password”,

Password: | ssee

Horizon 7 Security Server Configuration
Specify Security Server settings.

Enter the External URLs for this Security Server.

The External URLs specified are used by Horizon Clients to establish connections to this Security
Server for the secure tunnel, PCoIP and Blast protocols respectively. The URL names and IP
addresses must not be load balanced.

Note that the hostnames must be resolvable by the Horizon Client and the PColIP External URL
must contain an IP address.

External URL: ts: SE01.vjason.local: 443}

PColP External URL: |172. 16.100.21:4172

Blast External URL: |https:/VIEWSED 1. vjason.local:8443



Servers

viCenter Servers Security Servers Connection Servers
| Edit... | | » More Commands
Security Server Mersion PCoIP Secure Gateway Connection Server
VIEWSEQDL 7.0,0-3633490 Installed VIEWCS0Z
Servers
vCenter Servers Security Servers Connection Servers
| Disable | | Edit.. | |Backup Now... | | ¥ More Commands
Connection Server Version 1w PColP Secu... State Settings
WIEWCS01 7.0.0-3633490 | Installed Enabled Smart card auth
WIEWCS0Z 7.0.0-3633490  Installed Enabled Smart card auth

Edit Connection Server Settings

General Authentication Backup

Tags

Tags can be used to restrict which desktop pools can be accessed through this Connection Server.,

Tags: Separate tags with ; ar,
HTTP(S) Secure Tunnel

[+ Use Secure Tunnel connection to machine

External URL: https: /AVIEWCS02 viason.local  Example: https:ffmyserver.cam: 443
PCoIP Secure Gateway

[ Use PColIP Secure Gateway for PColP connections to machine

PCoIP External URL: 172 15.100.20:4172 Example: 10.0.0.1:4172 (2
Blast Secure Gateway

[#] Use Blast Secure Gateway for HTML access to machine

Blast External URL: https: /AIEWCS02 viason.local  Example: https:ffmyserver.com:8443




Edit Security Server - VIEWSEQL

Server name: | EV/SEDT

HTTP{S) Secure Tunnel

External URL: https: /AVIEWSEDL viason.local: 443
Example: hitps: /fmyserver.com: 443 2
PCoIP Secure Gateway

PColIP External URL: 172.16.100.21:4172

Example: 10.0.0.1:4172

Blast Secure Gateway

Blast External URL: https: /AIEWSEDL vjason . local: 8443

Example: hitps: ffmyserver.com: 8443

Servers
yCenter Servers Security Servers Connection Servers
| Edit.. || ¥ More Commands |
Prepare for Upgrade or Reinstallation...
Security Sem : i olP Secure Gateway
VIEWSEODL 7.0.0-3633490 Installed
YIEWSEDZ 6.2.0-3005368 Installed

W arming

This Security Server is paired with the "WIEWCZ502'
Connection Server instance using IPsec, If you continue,
the IPsec rules that control communication between the
secUrity server and Connection Server instance will be
removed, The current IPsec rules must be removed before
vou can upgrade or reinstall this security server and pair it
again with the view Connection Server instance, Continue
only if you intend to upgrade or reinstall,

YWarning: If you remove the IPsec rules for an active
security server, all communication with the security server
is lost until you upgrade or reinstall the security server.,

Click OFK to remove the IPsec rules now ., Otherwise, click
Cancel,



= C (X b#ps//viewse01 . vjason.local

EIEJ vmware Horizon

You can connect to your desktop and applications by using the VMware Horizon Client or through the browser.
The VMware Horizon Client offers better performance and features.

Install VMware Horizon Client VMware Horizon HTML Access

J >

To see the full list of VMware Horizon Clients, click here.
For help with VMware Horizon, click here.

Servers
yvCenter Servers Security Servers Connection Servers
[ Edit... | | » More Commands |
Security Server Version FColP Secure Gateway Connection Server
VIEWSEOL 7.0.0-3633490 Installed VIEW CE02

VIEW SEDZ 6.2.0-3005368 Installed MIEWCE0Z



Chapter 5: Implementing VMware Horizon Access Point
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Standard
Security

Internal Horizon Load
Client Balancer

Ty -
- —E\,ﬁ: \ &£ T
" o ﬁ o Load
emuC:a_ nn::rlzun Load Balancer
e Balancer
Hori zun_ Access Configured for
Points Access Point

Horizon Connection Servers



Remote Horizon Client
(PColP, RDP, or Blast

HTTPS)

9 ol
EEEE:
5358393
—_ ?»n o
O e o
88333
nB oo
R sRX O T
S) § @ Q= o« ’5'560? 9,7:,’&'9 Horizon Desktop or

° ¢ OO Q2 Application

| | QO e «© D 33
(e,é? eo\')o(\o? Ix "):Lb‘
@V‘\?‘ o ?{\ (\G? 1D
6%\ ?Go\ <\\. o b"\«
® ANy
%\66900\?

HTTPS (TCP 443)

Horizon Security Server Horizon Connection
Server

Seners

vCenter Servers Security Servers Connection Servers

| Enable | l Disable | | Edit... | | Backup Now... ] | v More Commands

Connection Server Version PColP Secure... State Settings

VIEWCS03 7.0.0-36334¢ Installed Enabled Secure tunnel connectior



General Authentication Backup

Taags

Tags can be used to restrict which desktop pools can be accessed through this Connection Server

Tags: Separate tags with ; or,
HTTP({S) Secure Tunnel

[ ] Use Secure Tunnel connection to machine

Extarnal URL: hitps: AWIEWC SO viason local| Example: htps:ffmyservercom: 443 (2

PCoIP Secure Gateway

[] Use PColP Secure Gateway for PColP connections to machine

PCoIP External URL: (172 15.100.26:4172 Example: 10.0.0.1:4172

s

Blast Secure Gateway

[] Use Blast Secure Gateway for Blast connections to machine

Blast External URL: bttps: A AVIEWCS03 viason e :.e.!| Example: https:fimyservercom: 8443 2

Yilware Access Point Deployment Utility

File
Deployment Settings
Wirtual Center: |'-.-'C-Ell.vjasnn.||:u:al ||i| W sername: |administratur@vjasun.||||?_|
ES¥ Host: |rtpsu:u|-u|:51-2.vjasu:un.|u:u:al ||T| Dataskore: |Nestedlnfral ||i|
Appliance Mame: |HOR.|5.F'IIII ||T| yi- Diabacerter: |R'|'p ||i|

# Mics: |threenic k ||i| Canfigure View Settings During Deplayment [




Details | Certification Path

Show: | zhll= W |
Field Walue |:~ !
Sul:ujeu:t Key Identifier Sb 31 5 Za 8f 34 92 74 73 96...
Sul:uject alternative Mame DS Mame=viewcs01,viason.l...
P.uth-:urit';.f ke Identifier KeyID=ae 54 &2 a5 0f 30 7d ...
CRL Distribution Poinks [1JCRL Distribukion Poink: Diskr. ..
.ﬁ.uthnrit':.f Information Access  [1]Authority Info Acocess: Acc, .,
Ke':.-' zage Digital Signature, Key Encipher... | =
Thuml:uprint algorithm shal
Thuml:uprint Q359357 8505308601 74.., | |

Certificate Settings
Private Key: |'|,'|,n ----- BEGIM RS54 PRIVATE KEY-——--\\nMIIEowIBAAKCAQEASECmEevpwBGzobkIOY L1 v+ CWaEv:

| | Update Private Key |[

Certificate Chain: {n——BEGIN CERTIFICATE-— 'l,'l,nMIIFGDCCBACg.ﬁ.wIB.ﬁ.gITLg.C\.C\.C\DEuEIngZJDDmSQABAAM\PjANB|| Update Certificates |[

Wiew Thumbprints: |shal=ga 5985c7 838053086 b1 74 bd 54 b da 60 01 80 76 4= 18,91 01 1c 8F c9 15 44 F0 5c 3a db 64 ae 16 de e0 d9 95 E|




Deployment Sett

Yirtual Center:

ES¥ Hosk:

Appliance Mame:

# Mics:

External IP:

Management IP:
Backend IP:
Path to OWa:

Certificate Sekkin

Private Key:

Certificate Chain:

View Setkings
Destination LRL
Wiew Thumbprints
#ccess Poink URL
PCOIP URL

Blast LIRL

ings

|VC-I:Il ~jason.local

|rt|:uso|-ucs 1-2 vjason, local

7]

Datastare: |NestedInFra1

]

||i| WC Username: |administratnr@vjasnn.I-||?_| WC Passward: |***********

Folder: |Hnrizon

7]

HORARD1 2] vc patacenter: [rTP | 2| Cluster Mame: [Infrastructuret

|th“9*3"'iC v ||i| [w] Configure View Settings During Deployment [ Configure Certificates During Deplayment

[172.16.100.7 [7]  ExternslNetwork: [vianzes Iz] DNSIP: (172160005 |7

|1?2.16.1I3EI.9 | Management Network: |\-'L.0.N269 ||i| root Passwird: [#Hassstttts |i|

(172.16.100.8 2] Backend Metwork: [vLaNzeS [ 2] admin Passward; [reeeeemme 5]

[D:17\euc-access-paint-2.5.0.0-3566605_OVF 10.0va | |
gs

: |https:m?2.1s.100.51:443

{ |hDri20n.vjasan.cam:443

g |1?2.16.1EID.?:41?2

; |h0ri20n.vjason.c0m:8443

| Irnpoart Setkings

From %ML |

Deploy Access Point Appliance

| Export Current

Settings |

Deploy Access Point Appliance

[w] PCoIP Enabled

[+] Blast Enabled

i |'§hal=ga 5085c7 8305 3086 b1 74 bd 54 9b da 6001 80 76 42 18,91 01 1c 8F ¢9 15 4a f0 5c 3a db 64 as 16 de 0 d3 95 E|

| [ Tunnel Enabled

| Show OVF Tool String

Show OYF Tool

String |

--machineCutput - enableHiddenProperties -x:loaT aConsole -X:loglevel=verbose -
--noSSLVerify --powerOn --overwrite --vmFolder="Horizon'"" --net:intemet=""LANZ269" -




Deploying Access Point Appliance

«Arg bype="string" figldName="ovfDescription = -
SUSE Linux Enterprise Server 12,0 Gehit
=/hrg=

«Arg bvpe="string" fieldName="targetDescription” =
Cther Linu: (64-bit)

= fArg:

<M arning =

< Marnings x

Z016-04-30T11:33:13.880-04:00 verbose -[163572] [Originator@a576 sub=Default] Using
file size as progress measure

PROGRESS

Z016-04-30T11:33:13.851-04:00 verbose -[166200] [Originator@6576 sub=Default]
CwfPackagesourceBase getking file source

2016-04-30T11:33:13.881-04:00 verbose -[166200] [Originator@as?a sub=Cefault]
HtkphriterFackory web request : htkps: ) frtpsol-ucs] -2, viason, localinfofS254d3d2-6d66-3020-
S0dc-c329c0d72azbidisk-0, vrdk,

2016-04-30T11:533:13.881-04:00 verbose -[166200] [Originator@a5876 sub=Defaul:]
Initializing new curl session

1 St
= Administrator CHiWindowsh\System32hcmd.exe | =2 s

»Program Files“UMwaresUMware OUF ToolXouvftool.exe —machineQutput —H:enahleHi
denProperties ——H:logToConsole ——®:logLevel=verboze —power(QffTarget ——noSSLUer
ify —powerdn ——overwrite ——uvmFolder="Horizon" ——net:Internet="ULANZ69" ——net:Ma

agementMetwork="ULAN26?" ——net:BackendNetwork="ULAN26?" —-ds="MestedInfral' -dm=
hin ——name="HORAPA1" ——ipAllocationPolicy=fixedPolicy —deploymentOption=threen
ic —prop:ipA=172_16.1800.7 —prop:ipl=172_16.180.2 —prop:ip2=172.16.188.8 —pro




Chapter 6: Implementing a Horizon Cloud Pod

[ Glabal User Entitlerient J

Pod 1 Pod 1 Pod 2 Pod 2
Connection Connection Connection Connection
Server 1 Server 2 Server 1 Server 2

Inter-pod
Communications

K Two-site Horizon Cloud Pod /

You are about to initialize the Cloud Pod Architecture
feature.

1: oK ]I Cancel ,_




Cloud Fod Architecture

Pod Federation
| Edit... | Uninitialize... |
Mame: Horizon Cloud Pod Federation
FPods
Mame Site Description
Cluster-WIEWCS03(local) Default First Site
Join
Ta join this pod to the pod federation, you must provide connection information for a
View Connection Server instance that belongs to a pod that has been initialized or is
already joined to the pod federation.
Connection Server (host name viewrs03 vjason.local
or IP address):
User name viasonysyc-horizon
(dormainfusername);
Passwaord: ok ok ok o o ok
Cloud Pod Architecture

Pod Federation

| Edit... | | Unjoin...

Name: Horizon Cloud Pod Federation

Pods

Mame Site Description

Cluster-VIEWCS03 Default First Site

Cluster-VIEWCS01{local) Default First Site



Mame: RTE

Description:

Pod Cescription

Cluster-VIEWCS03 |

Cluster-YIEWCS01 |

Mame: Cluster-wIEWCS03

Description:

Hopkinton

Hopkintan

| add.. || Edit.. || Delete |

Site  Description Mumber of Pods
Hopkintan | Al
RTP | 1
5
Pod  Description | Global Entitlernent

Cluster-YIEWCS03 |




Type: [v] Users [v] Groups

Domain: | Entire Directory | v |
Name/User name: |,,C,.o_r._1tain§, IL] }Hop
Description: IJ_Q.QHF?,'-@’.‘.‘%, v \
Find |
Name User Name
Horizon_Homesite_ HOP Horizon_Home

General

Mame

Llser name

Ernail
Description

Darmain

Horizon_Homesite_HOP

Horizon_Homesite_HOR/vjaso

viason.local

Home Site

Horme Site

Hopkintan I -




Entitlerents  Home Site ]

Assignment | Resalution

User Mame Damains Group  Email ' Home Site
Horizon_Hormesite_ HOP | vjasaon.local true Hopkinton
Horizon_Homesite_ RTP | vjason.local true RTF

Mame and Policies

(=) Desktop Entitlement
Lsers and Groups

Ready to Complete () Application Entitlement



Add Global Entitlement

Type
Name and Policies

Name and Policies
General

Name: Window s 10 x64

Description:

Policies

User assignment: (+) Floating
() Dedicated

Scope: QO all sites
() Within site
() Within pod

[V] Use Home Site

[] Entitled user must have Home Site

[V] automatically clean up redundant sessions

Default display ’ PColIP v
protocol:
Allow users to Yes |w

choose protocol:

[v] allow users to reset their machines

[V] HTML Access

User Assignment Policy

Specifies the type of
desktop pool that the
global desktop entitlement
can contain. A Floating
global desktop entitlement
can contain only floating
desktop pools. & Dedicated
global desktop entitlement
can contain only dedicated
desktop pools.

Scope Policy

Specifies where to look for
desktops to satisfy a
desktop request from the
global desktop entitlement.
All sites searches for
desktops on any pod in the
pod federation, Within site
searches for desktops only
on pods within the same
site, and Within pod
searches for desktops only
in the pod to which the
user is connected.

For global desktop
entitlements that contain
dedicated desktop pools,
the scope policy is applied
only the first time a user

&dd Global Entitlement

Type
Mame and Policies
Users and Groups

Global Entitlerments

Add users or groups to the global entitlerment

MHarme

Domains

viason.localiHorizon_GlabalDTPool_\WinldMP | viasonlocal

| add. ||
Filter - . Find || Clear | s
Mame Type Murmber of Users ... Mumber of Pods User Assignrment
Windows 10 w64 | Desktop 1 Group ] Flaating



Select Pools to add 2

Pool ID Pool Name Type
HOP-Winl0x64-Basel ‘ HOP-Winl0x64-Basel | AUTOMATED

Summary Lacal Pools | Users and Groups Haome Site Override

[ Add... ][ Delete ] &
] Display Mame 1% Type Sessions
HOP-Win10x64-Basel | HOP-WinlDx64-Bassl AUTOMATED o

j‘ (% viewcs03.vjason.local

Windows 10 x64  Internet Explorer



Twpe

User and urups
Eeady to Complete

General
Name: |Internet Explorer
Description:
Policies
Scope: () Al sites
(=) Within site
() Within pod

[¥] Use Home Site
] Entitled user must have Home Site

[+] automatically dean up redundant sessions

Default display

| PCoIP Lx]
protocol:

Allow users to
choose protocal:

[] HTML Access

Scope Policy

Specifies where to look for
applications to satisfy a
request from the global
application entitlement, All
sites searches for
applications on any pod in
the pod federation, Within
site searches for
applications only on pods
within the same site, and
Within pod searches for
applications only in the pod
to which the useris
connected.

Home Site Policy

Enabling this policy causes
Wiew to look for
applications in the user's
Home Site. If the user does
not have a Home Site and
your configuration does not
require a Home Site, the
site to which the user is
currently connected is
assumed to be the Home

iexplore

Assign Pools -

Select Pools to Add (2

Pool Name

Internet Explorer

Type



summary | LocalPogls  Ussrs and Groups  Home Site Override

-:.é'%ni‘-‘.'t‘e_a. 1

Marme: Wwindows 10 x64

Description:

Hurmber of Pods: 2

Summary  Local Pools  Users and Groups  Home Site Override

(Ladd.. ][ edt, ] [Remove.. ]

MNarne Domains. Home Site

Erik Lehnsherr viason.local Hopkinton




Edit Global Entitlerment

General
Mame: Window s 10 x64
Description:
Policies
Scope: (=) All sites
i) Within site
() Within pod

[#] Use Home Site
] Entitled user must have Home Site

[¥] automatically clean up redundant sessions

Default display PColF v |
protocaol: -

[#] HTML Access

Llzers and Groups

Entitlements Home Site

Assignment

Specify the user whose effective home site you want to display.

Click here to find the user ..,

gers and Groups

Entitlerments Home Site

Assignment

Specify the user whose effective home site you want to display.

yiasaon.localhErik | Look Up |




viason.lacalyErik | Look Up |

Displaying the result for user:vjason . localhErik

Entitlernent Haore Site Resalution
¥ = windows 10 =64 RTP [ Direct )
Hepktrrear——Erefande-
¥ &= Internet Explorer Hopkinton { Default )

" , — -

Sessions

Desktop | Applications

Filter « | Find || Clear |

User Type DNS Name Client ID  Security ... Pool or Farm
& vjason.local\Charles | Desktop| rtpwl0x643.vjason.local | b96f69d2a0z VIEWCS03 | RTP-Winl10x64-Base

Updated 472472016 1:14 PM ,31 Search Sessions
Sessions 0
Problem vCenter WMs 0 | Brokering Pod > | | Cluster-VIEWCS03 57 ! | Search |
Problem RDS Hosts o Usar
Events © 0 & o bk
System Health [ @ & 2
13 B B O
Inventory
£ Dashboard

% Users and Groups




Search

Taotal Sessions Found:1

[Discannect Session... | [ Logoff Sessian.,, | [ Reset virtual Machine | [ send Message... |

User Type  Machine Paolor Farm Pod Brokering Pod  Site.

] vjason.localCharles | DESKTOP | RTPW10xA43 | RTP-WinleEuél-Ehasel‘ Cluster-WIEWCS01 | Cluster-wIEWCS03 | RTP

System asith

p Local Pod (Cluster-WIEWCS01)
¥ Remote Pods

v [l Cluster-vIEWCS03
L . Caonnection Servers
B viEwicsos




Chapter 7: Using VMware Virtual SAN with Horizon

vmware:* vSphere Web Client

| £ VM Storage Policies

Objects |

B X & 27 | {GActons v

Name 1 alDescription

% 0S5_DISK_2fh66e28-2559-4c5f-8c3h-ef75a311189ea View Auto Created
EE 0S_DISK_FLOATING_2fh66e28-2559-4c5f-8c3h-ef75a311f9ea | View Auto Created
Ef PERSISTENT_DISK_2Mh66e28-2559-4c5f-8c3b-ef75a311f%ea | View Auto Created

- EBOS_D|SK_2ﬂ355828~2559‘465f~...
% OS_DISK_FLOATING_2h66e28...
% PERSISTENT_DISK_2h66e28-...
% REPLICA_DISK_2/h66e28-2559...
EF Virtual SAN Default Storage Policy

% REPLICA_DISK_2fh66e28-2559-4c5f-8c3b-ef75a31119ea View Auto Created
£S5 VM_HONE_2166628-2550-4c51.. | = viptyal AN Default Storage Policy Storage policy used as defaultf...
ES Wol No Requirements Policy £S5 VM_HOME_2MB6e28-2559-4c5f-Bc3b-ef75a31119ea View Auto Created
E5y VIM_HOME_2fh66e28-2559-4¢5f-8c3h-ef75a31119ea: Edit VM Storage Policy (?)
Name and description Rule-Set1
Selectrules specific for a datastore type. Rules can be based on data senvices provided by datastore or based on tags.
The W storage policy will match datastores that satisfy all the rules in atleast one of the rule-sets.
Storage compatfibility
Rules based on data services [ VSAN | v J Storage Consumption Model
Number of disk stripes per object @ |1 | @ | Avinual diskwith size: 100 GB
would consume:
Flash read cache reservation (%) @ IIJ.DIJUU I @ Storage space
200.00 GB
Number of failures to tolerate @ |1 | @ |nitially reserved storage space
0.00B
Object space reservation (%) @ [0 | @  Resenedfiash space
0.00B

vmware* vSphere Web Client

y

W-‘Nwigator .‘
4 Home L o)

(o | 8 a
v [ VC-01 vjason.local
v g RTP
v [J) Desktop1
[ esxi-01 vjason.local
esxi-02 vjason.local
[ esxi-03vjason.local




vmware* vSphere Web Client

Navigator X []esxi0

1Masondocal | Actions ¥

4 Home ahy) Getting Started  Summary  Monitor | Manage | Related Objects

[ |8 8 @

v@VC-m viason local | Sefttings ’ ﬁeﬁﬁg I Storage | Alarm Definitions | Tags | Pemmissions

v [ RTP
v [J) Desktop1 s VMkemel adapters
B esxi-01.vjasonlocal i Virtual switches E Q : E'
[ esxi-02jason.local VMkernel adapters Rren ;emm =
I
[ esxi-03¥jason.local :
Plsicaladapters vmk0 @ Management Netw...
TCPAP configuration vmki 2 NFS
[J esxi-01:ason.local - Add Networking.
v 1 Selectconnection type Port properties

Specify ViMkernel port settings.
v 2 Selecttargetdevice

3 Connection seftings

VMkemel port settings
3a Port properiies
y MNetwork label: IVMkernel
3b IPv4 settings -
4 Readyto complete YLANID: rNone (0) I|
IP settings: | IPv4 |~ |
TCPAIP stack | Default |~ |

Available senvices

Enable services: [] vMotion traffic
[[] Provisioning traffic
[[] Fault Tolerance logging
[[] Management traffic
[[] vSphere Replication traffic
[[] vSphere Replication NFC traffic
[w] Virtual SAN trafiic



vmware* vSphere Web Client

fi=

-

| Navigator

J.Il [J esxi-01vasonlocal | Actions ~

4 Home

Getting Started  Summary  Monitor | Manage l Related Objects

@ | B8 B8

v [ vC-01 vjason.local

v [RTP

v [J Desktop1

h.lo

esxi-02.vjason.lo
[g esxi-03vjason.lo

vmware* vSphere Web Client

" Settings l ﬁm 'rﬁmﬁ I Storage l Alarm Definitions I Tags i Permissions I

« VMkemel adapters
cal Virtual switches A
ca I 3‘; gé ] / x L@v
cal \YMkernel adapters ,
sl . Device Network Label
Ll i atguoes vmkl & Management Netw...
TCPAP configuration vmki @ NFS
Advanced vmk2 @ VSAN

J Navigator X [J pesktop1 l Actions ~ l.-—_'
K 4 Home ¥ O Getting Started ~ Summary  Monitor ‘ Manage [ Related Ohjects

(@ | C p—

+B1ve-01 vjason local Seftings | Scheduled Tasks INan'n Definitions ] Tags I Permissions | Update ManagerJ

v [laRTP

esxi-01.vjason.local
[ eswi-02vjason.lacal
[ esxi-03vjason.local

“ Virtual SAN is Tumed OFF

v Services
vSphere DRS
vSphere HA

v \irtual SAN

Disk Management

Fault Domains & Stretched
Cluster

Health and Performance

ﬁ Desktop1 - Configure Virtual SAN

1 SelectVSAN capabiliies Select VSAN capabiliies

Select how you want your Virtual SAN cluster to behave.

2 Network validation

3 Ciaim disks Dis

k Claiming

4 Readyto complete

Add disks to storage: | Manual

)

Requires manual claiming of any new disks on the included hosts to the shared storage.

Deduplication and Compression

[] Enable

Deduplication and compression will improve the total cost of ownership by reducing the data stored on your
physical disks. Deduplication and compression only works for all-flash disk groups. Creating hybrid disk groups is
not allowed when Deduplication and compression is turned on.

Fault Domains and Stretched Cluster




il
N

[J pesktop1 = Actions ~ ,

Getting Started  Summary  Monitor \ Manage | Related Ohjects

['Séiﬁhgs Scheduled Tasks | Alarm Definitions | Tags | Permissions | Update Manager |

4 Virtual SAN is Tumed ON
YIS Add disks to storage Manual

vSphere DRS

P Deduplication and compression Enabled

vSphere HA
+ Virtual SAN On-disk Format Version Upgrade
Disk format version 3.0 {latest)

Disk Management Disks with outdated version @ 00of6

Fault Domains & Stretched

Cluster Intemet Connectivity

Health and Performance

Status Disabled
L Disk Groups Disk Groups
Services ! . A P ;
i 4 8| 8 8 '~ =¢ (aFitr
vSphere DRS 7
Drisk Group
vSphere HA + [ esxi-01xjasonlocal
= AU S &8 Disk group (00000000007 66EE6261 313231 3a30)
General v [ esxi-02xjasonlocal
Disk Management Q Disk group (00000000007 EEdEEE2E131 3531 3a30)
Fault Domains & Stretched - @ ecxi-03vjasonlocal
EIEGE &8 Disk group (00000000007 GEAREE2E1 313431 3a30)
Health and Performance 1
+ Configuration i 6 items
General esy-01.vjason.local: Disks
Licensing .
Show: | Inuse (2}
Vidware EVC ;
Hame
YMMHost Groups
Local Whiware Disk (mpxvmbbat COT1:L0
YiMHost Rules

& Local Viware Disk (mpsymhbbat COT2:L0)



&dd Desktop Pool - &ppolurmes-4 10

Desktop Pool Definition Storage Optimization
Type
IUser Assignment
viCenter Server
Setting () Do not use YMware Virtual 54N
Desktop Pool Identification

Desktop Pool Settings
Provisioning Settings A virtual volumes(woL) and fast NFS clones
MasD will be unavailable if the replica
disks and 05 disks are stored on
separate datastores.

Storage Policy Management

(=) Use WMware Virtual SAN

| Select separate datastores for replica and OS5 disks

Yiew Composer Disks
Storage Optimization

] Desktop1 = Actions »

. Getting Started  Summary  Monitor  Manage ] Related Objects L

]4 Top Level Objects | Hosts | Virtual Machines | vApps | Datastores

B (& Q C B | Gactons- E
Name E Status Type
3 Desktop1-VSAN1 @ Normal ¥san
i
Disk Model/Serial Number Claim For Drive Type Total Capacity

v Vihdware Virtual disk | 150.00 GB disks g Capacitytier  Flash 450.00 GB
Local Whiware Disk (mpx.vmhhbal:C0O:T... g Capacity tier  Flash 150.00 GB
Lacal Vhware Disk (mpxvymhbal:C0:T... g Capacitytier  Flash 150.00 GB
& Local Viware Disk (mpxymhhal:COT... g Capacitytier  Flash 150.00 GB

v Vidware Virtual disk | 40.00 GB disks /s Cache tier Flash 120.00 GB
Local Whware Disk (mpxvmhhatl:CO:T... _Q; Cache tier Flash 40.00 GB
Local Whware Disk (mpxvmhbal:C0O:T... _@ Cache tier Flash 40,00 GB
Lacal Viware Disk (mpxymhbal:C0O:T.. _123 Cache tier Flash 40.00 GB



Chapter 8: Implementing VMware User Environment Manager

=
0
@

App Volumes
AppStack

== Desktop OS

5 Wiware UEM FlexEngine
i ® - Applicakion Migrakion
... % | Self-Suppaort
YMware LEM Management Cons

<| m | [>]

Select the share where the UEM configuration will be stored.
Location:  \\fs1avjason.lacalUEM







4 #8 User Configuration
4 | Palicies
B[] Software Settings
Bl Mindows Settings
4 [ Administrative Templates: Palicy
4 | Whhware LUERA
b Helpdesk Support Tool
| Management Cansole
B SyncTool
2 All Settings

|iZ] Flex config files

un FlexEngineg as Group Policy Extension

i) [

|:=| FlexEngine lagging Optians:
|==] Profile archive backups

=] Profile archives Central location of Flex canfig files:

|==] FlexEngine refresh settings

|==] Presvent access to WhAuware UEM Self-Support W51 ajsson locallUEM general

|==] Showe Whtweare UER logon and logoff progress irf rgcegs falder recursively

| Profile archives Location for storing user prafile archives

|i=] FlexEngine refresh settings localhERL o o hi
|| Prevent access to Whhweare UEM Self-Support w'

li=] Showe Witneare UER logon and logoff progress infarmation | |[] Hide profile archive folder

|==] Silo-specific Flex config files . :
i ormpress profile archives

Fetain file modification dates

|i=| Profile archive backups Lacation far storing user profile archive backups:

= Frotile archrees

el |

||.I-:u:aIHLlEMUsersH%username%\Backups|

|i=] FlexEngine refresh settings
|iZ] Prevent access to Wivhware JEM S| |[] Hide backup folder

|==| Showe Whdweare UEM logon and lo

. - T Murnber of backups per profile archive:
|i=] Silo-specific Flex config files :

reate single backup per day




|i=] Certificate support far rman

|==] DirectFlex — advanced settings

|i=] FlexEngine logging to the Windows event log

i=| Run FlexEngine as Group Policy Extension ® Enabled

|i=] FlexEngine logging

datary profiles E‘ Rur FlexEngine as Group Policy Extension

() Mot Configured Comment:

i) Disabled

Script Mame:

- Saripts (Logon/Logoff)

Logoff Marme
Display Properties |=| Logon
Description: =] Logoff

Contains user logeff scripts.

C:%Program FileshmmidiohFlex Profiles\FlesEngine. exe

Script Parameters:
l

II_EI Llarays wait for the netwark at computer startup and lagon I E Alweays weait for the netweork at computer startup and logon

L= Syt g UETaUTeLTEWETILG T HTLRALET
|i=] Assign a default domain for logon

|i2] Do not display netwark selection U

|| Do not display the Getting Started welcorme screen at logon ®) Enabled

|| Do not enurmerate connected users on do

) Mot Canfiqured Comment:

rnain-joined carm..,

() Disabled

\R.Ya
\»-/ Personalization

Q 8|

W7 (BB (8

User Environment Condition Sets Application Migration

Refresh  Group | Create Configure
By Tag
List Folder Redirection
-+ | & ADMX-based Settings - Folder Redirection
-+ | [@ Application Blocking -
Name Label

< Drive Mappings
T Environment Variables
B File Type Associations

-

-1 Folder Redirection

s L




Settings |Conditions "Comments
- General Settings

Name: {Redirecﬁon settings [

Label: | |

Tag: [ |

- Folder Redirection Settings

Remote path:  \\fs1ajasonlocal\FolderRedit%username% | Browse...

Folders to redirect:
V| Documents

V| Downloads

¥! Music

V| Pictures

V| Videos

WARNING: Redirecting the following highly active profile folders might degrade
filesystem and/or network performance.

™ Desktop

| Favorites

| Programs Menu
| Roaming AppData

(®) Use path:  \\fs1.vjason.local\FolderRedir\ %username?:

| UserEnvironment || ConditionSets Application Migration

Personalization

Q B >

Refresh Group || Create Edit

Duplicate Import Export Remove | Configure | Manage
By Tag | Templates
List ADMX-based Settings i ADMX
ADMX-based Settings ADMX-based Settings
< Drive Mappings =
I Environment Variables Maoy Labe]
B} File Type Associations




18 General Word
&G Applcations Import / Export i’roﬁleCleanup Predefined Settings | Backups | DirectFlex | Advanced | Conditions | User Environment | Information |
I8 Acrobat Reader -
L:l Calculator Use the editor below to configure which file, folder and / or registry information to Import / Export for this config file.
---~E|Nolepad : S : 3 o
-1 Paint This config file references the Microsoft Office 2013 Application Template “Word',
E’ PaintDotNet
ﬁ viC # This Flex config file references a built-in Microsoft Office 2013 application template.
S ‘Wordpad
(=123 Microsoft Office 2013 # A condition is configured (on the Conditions tab) to make sure this config file is only
@ Access # processed when logging on and off on a machine where Office 2013 is installed in the default
Excel # installation directory.
¥ InfoPath
ﬁ] OneNote
Qﬁ Outlook
m PowerPoint
-3 Publisher

||t zneruasrites)

IncludeRegistryTrees -~

IncludeFolderTrees
IncludelndividualRegistrykeys
IncludelndividualRegistryalues

IncludelndividualFalders

IncludeFilesRecursively
ExcludeReqistryTrees
ExcludelndividualRegistrykeys

Oo0aaaaaas

ExcludelndividualRegistndfalues :v

Word

Import / Export | Profile Cleanup; Predefined Settings ;Backup§ }birectFIexﬁ Advanced | Conditions ;Llser Environment

Use the editor below to configure which file, folder and / or registry information to Impaort / Export for this config file,

This config file references the Microsoft Office 2013 Application Template "Word',

# This Flex config file references a built-in Microsoft 0Office 2013 application template.

# A condition is configured (on the Conditions tab) to make sure this config file is only
# processed when logging on and off on a machine where 0ffice 2013 is installed in the default
# installation directory.

[IncludeRegistryTrees
HKCUN\ Software\Microsoft\0ffice\Word
HEKCUNSoftware\Microsoft\0f£fice\15.04Word

[IncludeFolderTrees |
<AppData>\MicrosoftiWord

[IncludeFiles |
<LocaldppData>\Microsoft\0ffice\Word.0fficell




ADM-bazed Settings
@ Application Blocking
= [ive Mappingz
I Enwironment Yariables
[E1 File Type Azzociations
1 Files and Folders
1 Folder Redirection
Q?_-, Horizon Policies
£¢ Logon Tasks
¥ Logoff Tasks
s Frinter Mappings
@ Fegisty Settings
[ Shortcuts
{5 Triggered T azks
&3 Windows Settings
@ Display Language
=% Hide Drives
(= Pulicy Settings




Settings | Conditions J Comments

- General Settings

|
Label:  Creates Acrobat Reader 11 shortcut if it is installed in the default directo

Tag: l v
- Shortcut Settings

Shortcut name: 'Acrobat Reader 11 (created by Viiware UEM) |
Target: ’a%ProgramFiIes%‘.Adobe\Reader 11.0%Rea | ‘W|
Arguments: | |
Start in: | | 1 Browse... ’
Run: lNormal window -

Comment: [ |
lcon path: Fz—z{%ProgramFiIes%\Adobe\Reader 11.0\ReaJ 'V|

lcon index: t 0

Destination: V| Desktop
™| Quick Launch bar (for Windows XP, 2003, Vista and 2008)

V! Programs folder §Created by Viware UEM > I
V! Skip if shortcut already exists
[ ] Run once
V! Undo at logoff
¥ Run asynchronously




Chapter 9: Implementing VMware App Volumes

| [ Infrastructure1 | Actions

+ MNetworking Properties

Default Gateway

Domain Mame

Domain Search Path

Domain Name Setvers

Network 1 IP Address

Network 1 Netmask

What is a Cluster?

Aclusteris a group Mewy Virtual Machine

hiost to & cluster, the I e AR
hecome a part ofth

J Getting Started | Sui ﬁ Actions - Infrastructuret

1 ﬁ Add Host...
[2y Move Hosts into Cluster...

cluster manages th Mew Resource Fool...
within it. - ¥@ Deploy OVF Template...
6 settings

The default gateway address for this VM. Leave blank if DHCP is desired.

|1 72.16.100.1

The domain name of this VM. Leave blank if DHCP is desired.

|vjason.l0cal

The domain search path (comma or space separated domain names) for this VIVl Leave blank if

DHCP is desired.

’vjason.local

The domain name server IP Addresses for this VM (comma separated). Leave blank if DHCP is

desired.

|1 72.16.100.6

The IP address for this interface. Leave blank if DHCP is desired.

|1 72.16.100.30

The netmask or prefix for this interface. Leave blank if DHCP is desired.

|255.255.224.0)




Register Active Directory

+ NETBIOS Name: | viason

+ DNS Domain Name: | viason.local

+Protocol: ® LDAP i) LDAPS

+Bind Username: | sve-appvolumes

+ Bind Password: ’ ........... |

o]

Add Super Administrator

User Group:

L Active Directory Search

Selected User Group:

__ AppVolumes_Admins



New vCenter

*Name: | yC-01

*Hostname: ‘ ve-01.vjason. local

City: Name: ‘ City Search

Raleigh

+ vCenter Username:

V1aso1.sve- app’«.‘olume S

*vCenter Password: ‘

+ ESX Username: ‘ appvol

+* ESX Password: ‘

AV Managers: ‘

*+ Appstack Datastore Prefix: ‘ AVA

+ Writable Datastore Prefix: ’ AV

Locations

eunrey Locations




| ocations

AV MANAGER |  VCENTER
New Edit Delete
B | Name v | Path

AppVolumes-https:/localhost...  localhost:3443

Edit AV Manager

+Name: { RTPAPPVO1

*Path: [ rtpappv01.vjason.local:3443

Destination vCenters: VC-01 %
Locations
AV MANAGER | VCENTER
New [ Edit J | Delete J
||| Name a v | Path

| | RTPAPPVOI rtpappv01.vjason local:3443



New File Share

*Name: | yC-01 AppStack Share

*Type: | Applications
* Source Path: ‘ ve-01.vjason.local' AppCapture
* Destination vCenters: ‘ VC-01
L-UL X

New AV Manager

* Name: y RTPAPPV(2

*Path: ’ https://rtpappv02.vjason.local:3443

Destination vCenters:

’ VC-01 x
B Registry Editor
File Edit View Favorites Help
: svdriver A || Name Type Data
svservice ab) (Default) REG_SZ (value not set)
Parameters ; . - ST

ablHunen
rtpappv01.vjason.local:3443
rtpappv02.vjason.local:3443

|| Synth3dVsc 8
>~ SysMain REG_DWORD

4| VolAttachMessa... REG_DWORD 0%00000000 (0)

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\svservice\Parameters



c:\Program Files (x86)\VMware\AppCapture>AppCapture.exe /n NotepadPlus

VMware AppCapture Program
Version 3.0.0.340 (with App Volumes Agent v3.0.0.9)
Copyright (c) 2016 VMware, Inc.

INFO : creating output disk (copying 100 % done)
INFO : preparing output virtual disk for capture
INFO : attaching virtual disk for capture

INFO : disk attachment complete

INFO : waiting to become capture-ready: 8

Ready to capture application(s):

Run installers to install applications. If an installer requires a machine
reboot, allow the reboot to proceed. When the installation is complete, hit
ENTER at the prompt below, to begin reboot and finalize capture.

Use "CTRL+C" to cancel and begin a new session.

After all application installs are complete, hit ENTER here

Virtual s with captured application(s) are now available at:

C:\ProgramData\VMware\AppCapture\appvhds\NotepadPlus.vhd
C:\ProgramData\VMware\AppCapture\appvhds\NotepadPlus. vmdk

ew Edit Remove

Status v Name v

v VC-01 AppStack Share

Applications

Status v Application v OS
& ++ Windows 10 (x64)
e

\AppCaptu AppCapture.e /n MotepadPlus-1 /s



Ready to capture application(s):

Run installers to install applications. If an installer requires a machine
reboot, allow the reboot to proceed. When the installation is complete, hit

B

ENTER at the prompt below, to begin reboot and finalize capture.
Use "CTRL+C" to cancel and begin a new session.

After all application installs are complete, hit ENTER here

C:\ProgramData\VMware\AppCapture\appvhds\NotepadPlus-1.vhd
C:\ProgramData\VMware\AppCapture\appvhds\NotepadPlus-1.vmdk

MotepadPlus-1json - Notepad

“apps” @ |
"name™ : “MNotepad++",

“wersion™ @ "6.8. BW -
"publisher™ : "Motepad++ Team”,

Applications

Status v Application v OS v
g S + Windows 10 (x64)
=
- otepad++(6.8.3-Rev2 Windows 10 (x64)



New Applications Assignment

1. DEFINITION 2_APPLICATIONS 3. USERS

*+ Assignment Name: [ NotepadPlus

SN Windows 10 (x64)

Computer Name Prefix: [

Writable Volume: m

New Applications Assignment

1. DEFINITION 3. APPLICATIONS 3.
B | Application v | Publisher v
d Notepad++(6.8.3) Notepad++ Team

Assignments

New | | Edit || Delete |
| || Status ~ | Name v | Type v | Capacity v | OS v | Users
[] ® NotepadPlus Native Application NA Windows 10 (x64) 1

Assignments

New Edit Delete

B3| stams v | Name

® NotepadPlus



New Applications Assignment

1. DEFINITION 2_APPLICATIONS 3. USERS

*+ Assignment Name: | NotepadPlus

WeCHl  Windows 10 (x64)

Computer Name Prefix:

Writable Volume: (@R

1. DEFINITION 2. APPLICATIONS 3. USERS

* Assignment Name: | NotepadPlus

WSH  Windows 10 (x64)

Computer Name Prefix:

Writable Volume:

g9 ?m
T




4 Hard Disk Drives (2) G AppWol2 | Actions -

Local Disk (C:) Getting Started | Summary | Monitor Manage Re Appfol2 - View Hard Disks
- . - = . = - -
% 143 GB free of 23.8 GB Download Remote Console @ Host es{ b Harddisk1 4.00GB
SystemDisposableDisk {" b Hard disk 2 20.00 MB

T e
SV .96 GB free of 3.99 GB < UM Hardiare v Hard disk3 24.00GB

4 Devices with Removable § b CPU 1 CPU(S), 2501 MHz used b Hard disk4 10,00 GH
v Memary D 1024 MB, 1003 MB memorf * Hard disks 20.00 GB
= Floppy Disk Drive (&)
- b Hard disk 1 4.00 3B

& & ¢ Hard disk 2 20.00 mB
DWD Drive (D:)
== Cther hard disks 4 hard disks  (view dizks)




Chapter 10: Creating Horizon Desktop Pools

Add Desktop Pool - LC Pool 1

Desktop Pool Definition Type
v e
User Assignment () Automated Desktop Pool
vCenter Server

Settin
9 Vaqus e () Manual Desktop Pool

(_) RDS Desktop Pool

Add Desktop Pool - LC Pool 1

Desktop Pool Definition User assignment
0 © o=
—_— (+) Dedicated
User Assignment e
vCenter Server [V] Enable automatic assignment

Setting

m () Floating

Add Desktop Pool - LC Pool 1

Desktop Pool Definition vCenter Server
epe . () Full virtual machines
User Assignment
yCenter Server (+) View Composer linked clones
Setung () Instant clones
vCenter Server View Composer
V- yc-01.vjason.local

01.vjason.local{vjas
onysyc-harizon)

V- VIEWCOMPO1 VIASON
02.vjason.localivias  LOCAL
on\svc-horizon)



Add Desktop Pool - Wi10x64-Basel

Desktop Pool Definition
B ID:
User &ssignment
viCenter Server

Setting

Display name:

Desktop Pool Identification

Villoxa4-Basel

windows 10 LC Poal 1

ACcess graup; i . s
Desktop Pool Identification
Description:
Sdd Desktop Pool - W10x64-Basel
Desktop Pool Definition Desktop Pool Settings
Type General
Lser Assignment - |
= State: Enabled |w
vZenter Server
Setting Connection Server MNone Brawse,.,
Desktop Pool Identification restrictions: '
Desktop Pool Settings Remote Settings
Remaote Machine Power | Take no power action
Policy:
Automatically logoff after . Mever v
disconnect:

Add Desktop Pool - W10x64-Basel

Desktop Pool Definition
Type
Lser Assignment
vCenter Server
Setting

Basic

Frovisioning Settings

[¥] Enable provisioning

|¥] Stop provisioning on error

Desktop Pool Identification Virtual Machine Maming

Desktop Pool Settings

i) Specify names manually

Provisionitng Settings

Start machines in maintenance mode

(*) Use 3 naming pattern

Marming

Pattern:

WinlOxadin}



&dd Desktop Pool - W 10x64-Basel

Desktop Pool Definition
Type
Lser &ssignment
yCenter Server

Setting
Desktop Pool Identification
Desktop Pool Settings
Provisioning Settings
View Composer Disks

Wiew Composer Disks

Persistent Disk
i) Redirect Windows profile to a persistent disk
Disk size: o048 MB  (rminimum 128 MB)

Crive |letter: |_D v ;

(=) Do not redirect Windows profile

Disposable File
Redirection

i*) Redirect disposable files to a non-persistent
disk

Disk size: 4096 MB  {minimurm 512 MB)

Drive letter: i*'j'-'-lt':' T: ?

() Do not redirect disposable files

S

Add Desktop Pool - W10x64-Basel

Desktop Pool Definition

Type

User Assignment

vCenter Server
Setting

Desktop Pool Identification

Desktop Pool Settings
Provisioning Settings
View Composer Disks
Storage Optimization

Storage Optimization
Storage Policy Management

(») Use VMware Virtual SaN

() Do not use WMware Virtual SaN

Select separate datastores for replica

and 0S disks

A virtual Volumes(WWOL) and fast
MNFS clones (W ) will be
unavailahle if the replica disks
and OS disks are stored on

separate datastores.



Add Desktop Pool - ' 10x64-Basel

Desktop Pool Definition vCenter Settings

Type Default Image
User Assignment ..
vCenter Server 1) Parent VM | | | Browse..
Setting _
Desktop Pool Identification | b |
Desktop Pool Settings Yirtual Machine Location
Pravisioning Settings
View Composer Disks | C |
Storage Optimization
yCenter Settings Resource Settings
Select Parent WM
Select the virtual machine to be used as the parent WM for this desktop pool
[ ] Show all parent¥Ms (2 Filter - Find
Marme FPath
Wil-AppvolCapture | JRETRfvm/HorizonMW 10-AppvolCapture
WillxG64-Base JETR v 10xa4-Base
Select default image
FParent WM:  SRTPSfvmfW10x64-Base
Snapshot:
Shapshot Details
Shapshot Time created Description
LC-Base 4162016 2:18:18 PN LC-Base



Wi Folder Location

Select the folder to store the WM

[ ] Show all folders (2

v[arTe

[ Dizscavered virtual machine

Host or Cluster

Select a host or a cluster on which to run the virtual
machines created for this desktop pool,

v RTP

il Desktopl

| @ Infrastructurel

Resource Pool

Select a resource pool to use for this desktop poal,

i

rE-I Desktopl

Select Linked Clone Datastores

Select the linked clone datastores to use for this desktop pool, Only datastores that can be used by the
selected host or cluster can be selected.

[] Show all datastares (including lacal datastares) (2 Local datastore Bl Shared datastore &

Datastore Capacity (GB) Free (GB)  FS5 Type Drive Type
[V £ Desktopl-VSaN1 426,18 420.67 ¥San



Add Desktop Pool - W10x64-Basel

Desktop Pool Definition
Type
User Assignment
yCenter Server
Setting

Desktop Pool Identification

Desktop Pool Settings
Provisioning Settings

View Composer Disks
Storage Optimization

vCenter Settings

Advanced Storage Options

Advanced Storage Options

Based on your resource selection, the following features are

recormmended. Options that are not supported by the selected
hardware are disabled.

[V] Use view Storage Accelerator

Disk Types: | OS disks v |

Regenerate storage accelerator 7 Days

after:

-

Initiate reclamation when unused GB

space on VM exceeds:

Blackout Times

Storage accelerator regeneration and VM disk space reclamation do not
occur during blackout times. The same blackout policy applies to both
operations.

| Add.. |

Day Time

08:00-17:00

Mon, Tue, Wed, Thu, Fri

Add Desktop Pool - 'W10x64+-Basel

Desktop Pool Definition
Type
Lser &ssignment
vCenter Server

Setting
Desktop Pool Identification
Desktop Pool Settings
Pravisioning Settings
Wiew Composer Disks
Storage COptimization
vCenter Settings
&dvanced Storage Options
Guest Customization

Guest Custormization

Dormain: vjason.local(sve-horizoncamp) |« |
A0 container: Cl=Computers,JU=Horizon i_E'.erse..._
[] allow reuse of pre-esxisting computer accounts (2
(=) Use QuickPrep
Power-off script name: |G

Power-off script parameters: Example: pl p2
Post-synchronization script narme:

Post-synchronization script parameters: Example: pl p2

() Use a customization specification (SysPrep)



Add Desktop Pool - W10x64-Basel

Desktop Pool Definition vCenter Server

Type () Full virtual machines

User Assignmemnt

R i Wiew Composer linked clones
Setting

(=) Instant clones

vCenter Server

wo-01 . vjason.local(vjasontsye-harizon

&dd Desktop Pool - W10u64-Basel

Desktop Pool Definition Guest Customization

Type
User Assignment

Damain: vigson.ocalisve-horizoncomp) | » |
viZenter Server - -

Setting AD container: U=Computers,Ol=Harizon | _.E.rcnwse... |
Desktop Pool Identification

Desktop Pool Settings Use ClonePrep

Provisioning Settings

Power-off script name:

Storage Optimization

viZenter Settings Power-off script Example: pl p2
parameters:

Guest Customization

Post-synchronization script
name:

Post-synchronization script Erample: pl p2
parametears:

Select template

Select a template from which to deploy virtual machines for this desktop
pocl. Only templates with a supported OS5 can be selected.

Filter = | Find || Clear | =

Temnplate Path
Winllx64-FCBase fRETRfymf/HorizonWinl0xe4-FCRase



Add Desktop Pool - W10x64-Basel

Desktop Pool Definition
Type
User Assignment
yvCenter Server

Setting
Desktop Pool Identification
Desktop Pool Settings
Provisioning Settings
Storage Optimization
yCenter Settings
Advanced Storage Options
Guest Customization

Guest Customization

() None - Customization will be done manually

() Use this customization specification:

[] Show all customization specifications 2

Name Guest 0S5
Winl10x64-HorizonFC  Windows
Win2012R2 Windows

Machine Status 1 Machine Status =u|
wCenter WiMs RDOS Hosts others vCenter WMs RDOS Hosts Others
¥ B3 Preparing NN Preparing
Frowisioning 0 » (1 Problern Machines
Custormizing 0 ¥ B Prepared for use
W aiting for agent 0 Provisioned 0
Deleting fvailable 14
Maintenance rmode 0 Connected 0
Startup 0 Disconnected 0
» (1 Problern Machines
¥ 53 Prepared for use
Provisioned 0 =
Inventory Filter = Firnd | | Clear
£ Dashboard
% Users and Groups Machine Desktop Pool DMNE Mame
» Catalog IC3 IhstantClonel o3 vdirtplabernc.co
| ¥ Resources LCz LinkedClone1 lc2 wdirtp.lab.emc.co
(& Farms 17 InstantClone1 ic7 vdi.rtp.lab.eme.co
: : LCc1 LinkedClonel [c1 . wdirtp.lab.ernc.co
it Persistent Disks Ic4 InstantClonel icd wdiurtp.lab.emec.co




'E! Desktop Poaols

. Navigator X [7] Task Console
{ History E| D | - b |QFT
4} Home Task Name Target Status
%vCenterlnventonfLists N Clone virtual machine 1 W10x64-Base B 40%
Update option values E] esxi-01 vjasonlocal " Completed
[J Hosts and Clusters > y s
Update option values E] esxi-03vjasonlocal v Completed
@] #s AN Tereleles > Update option values lj esxi-02 vjason.local ' Completed
Hl Storags > Create folder [ Horizon v Completed
9' NIk > Mark virtual machine as template & Win10x64-FCBase v Completed
%7 Policies and Profiles bl BEN i
€@ Hybrid Cloud Manager > i 100 items Pre
() vRealize Orchestratar >
& Update Manager > Clone virtual machine
&% Administration > St'a'tus: A% )
Initiator:  YJASONUsve-harizon
I Target: & W10x64-Base
"4 Home D
U (2| 8 9
w [JVC-01 vjason.local
vRTP
» [IDiscovered virtual machine
w [_JHotizon
M Yin10x64-Basel
Eb"f\ﬂ 0x64-1
ﬁb‘o‘\ﬂ 0x64-2
ﬁb'@'\ﬂ 0x64-3
Updated 4/16/2016 2:24 &M g l Deskiop Poals
Sessions 0
EEE:EQ ;Ei”;i;:smg g | add... || Edit.. || clone.. | [Delete.. | [ = Entitlements.. || ~
Events © o0 A 1 Add entitlernent...
System Health [l @ Filter = [ Find Remove entitlement...
i 1L i ' N |
s} Display Mame Type Source User &...
Inventory 'Ei Winl0xz64-Basel  Windows 10 Pool 1 Autormater wCenter (linke: Floating
£33 Dashboard
ﬁ Users and Groups
¥ Catalog



Add Entitlernents

&dd new users and groups who can use the selected poolis),

I add. || Rermove |

Mame Domains Ernail

Find User or Group

Type: ] Users [v] Groups
Comain: | Entire Directory | -
Mame/User name: | Contains | » | on_DTPoaol_Winlo
Description: | Contains |
| Find |
MNarme User Mame iv

' Horizon_DTPool_Winl0MP  Horizon _DTPool _\Winl0MP/vjason.local

- } .
48 0 0 0 | |Remove. || Reset || ||+ Maore Commands
l Assign User, .,
Inventory Filter - Unassign User...
£ Dashboard Enter Maintenance Made .,
ﬁ Machine  Desktop ... DN Name
Users and Groups
» Catalog IC3 Instant,., | ic3.sedirtp.lab.en
¥ Resources IC7 Instant.., | ic?.wedirtp.lab.en
(Ef Farms LC1 Linkedcl... Il vdirtp.lab.er
 — LCE LinkedCl... | lc2 wdirtplab.en]  vigw Unentitled Machines...




Chapter 11: Implementing Horizon Application Pools

VMware Horizon 7 Administrator

Updated 4/2/2016 2143 PM Farms
Sessions ]
Problem vCenter WMs ] | i |
Problermn RDS Hosts 0
Events @? 0O & 0
System Health [l @ [= Filter «
T E T
(] Type
Inventory
£ Dashboard
ﬁ Users and Groups
| » Catalog
| ¥ Resources |
| rm |
Add Farm - RDSH-&pp-1
Type Identification and Settings
vCenter Server General
Identification and Settings .
T R et 10 | RDSH-App-1
Description:
Arccess group: | i | = |
Farm Settings
Default display protocal: | FColP L4 | ?
Allow users to choose Yes: [ =
protocol:
Ermpty session timeout Minutes

(applications only):



Add Farm - EDSH-App-1

Type Provisioning Settings

vCenter Server Basic
Identification and Settings

== : [¥] Enable provisioning
Provisioning Settings

[¥] Stop provisioning on erraor

Virtual Machine Maming

Maming Pattern: ROSH&PFP{N}

Farm Sizing

Max nurmber of machines o

Minimum number of o
ready(provisioned) machines during
View Composer maintenance
operations:

yiCenter Settings

Default Image

Parent WM; | MIEWRDSHD |

Snhapshot: | B o |

Virtual Machine Location

WM folder location: | RTP |

Resource Settings

Host or cluster: | _ \structurel |

Resource pool; | hastiinfrastructurel/Resolreas |

Datastores: 1 selectead



VMware Horizon 7 Administrator

Updated 4/3/2016 5:32 aM g8 } RDEH-APP-1

Sessions 0 :
Summar RDS Hosts Sessions
Problem vCenter WMs 0 - !
Problerm EDS Hosts _ ] | Edit... | | s '|
Events © =04 0 '
System Health [ @ & :
28 .. E A General

GHEEHECEY ID: RDSH-APP-1
£ Dashboard Type Automated Farm
@5 Users and Groups Dascription:

> Catalog

| ¥ Resources ALCess Group. /

Fgd Farms Default display PCOIP

VMware Horizon 7 Administrator

Updated 4/3/2016 8:32 AM : RDSH-APP-1
Sessions o | .
Summar RDS Hosts Sessions
Problem vCenter WMs 0 z
Problem RDS Hosts 0
Events ©20A0 TPIRER
Remave from farm More Commands
System Health [ @ | | l X ]
28 1T 0 B )
Filter v Find |
Inventory
DNS Name Type Max number of ...
£ Dashboard . _ —
& DEarscand Gratag rdshapp2.vjason.lo Windows Server  Unlimited
» Catalog rdshappl.vjason.o Windows Server Unlimited
¥ Resources

83 Farms




VMware Horizon 7 Administrator

Updated 4/3/2016 12:10 PM ¥ Application Pools
Sessions o |
Problem vCenter VMs 0 iTl |—
- Problem RDS Hosts 0 Sl &2
Events © 204 0 |
System Health [l @ Filter «
29 0 0 O
1D
Inventory
£ Dashboard
&% Users and Groups
3 application Pools
Add Application Pools
Select an RDS farm ROSH-APP-1
() add application pool manually
(=) Select installed applications
Filter -
] Marne 1a Path
[+] Internet Explorer CAProgram Files\y\Internet Exploreriexsplore . exe

Add Application Pools

Edit ID and Display Mame of the selected applications
[¥] Entitle users after this wizard finishes

(8] Display Mame Path
iexplore Internet Explarer CAaProgram FilesyhInternet Exploreriexplore.exe

Remote_Desktop_Conne Remote Desktop Conned C:\ProgramDatal\Microsofty\Windows\Start MenuhProgramshaccessot



ﬁ‘ (3 viewcs01.vjason.local

Internet Explorer Remote Desktop
Connection

DESTINATION SERVER

Select installation type NG sarvers are seactn

Before You Begin

Installation Type

Deployment Type

Select a server

Before You Begin

Installation Type

Deployment Typs

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

() Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

(® Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

DESTINATION SERVER
Quick Start selected

The Quick Start will install the RD Connection Broker, RD Web Access, and RD Session Host role services

on the same server.

Server Pool Selected
Deployment Scenario
Computer
Filter: |
Confirmation 4 WVJASON.LOCAL (1)
Mame IP Address Operating RDSHBASE
RDSHBASE.vjason.local 172.16.100.204
Setting State
|iz] Use the specified Remote Desktop license servers Not configured

==l

i) Hide notifications about RD Licensing problems that affect t... Not configured

iz] Set the Remote Desktop licensing mode Not configured



VMware Horizon 7 Administrator

Updated 4/6/2016 3:19 PM g8

w1 Machines

Sessions i) p
vCenter VMs RDS Hosts Others
Problem vCenter VMs 0
Problem ROSE0=Es g ol Problem Machines
Events © o Ao
SystemHealth @ @ E
29 0 0 0 [Fiemove from farm... ]
Inventory . : S 2 = =
Filter \"I Find ” Clear ]
£ Dashboard " -
8 Users and Groups RDS Host Farm 1a  Desktop Pool Agent Version  Sessions Status
> Catalog rdshapp2.vjason.local RDSH-APP-1 7.0.0 0 Available
ki i rdshappl.vjason.local A RDSH-APP-1 7.0.0 0 ‘ Available

Updated 4/3/2016 12110 PM

Sessiong
Problemn vCenter viMs
Problemn RDS Hosts
Events
System Health [l @

Al | Desktop | Applications

[Dlscunnsct Session,., ] [Luguﬁ Session.., J [Rsset Wirtual Machme] I Send Message.,

20 0

Inventory

£ Dashboard
a Users and Groups

» Catalog
> Resources
¥ Monitoring

ﬁ Events
=

& wiasonlocal\charles  Applications | ROSH-8PP-1 | rdshappl.vjasor boefaadzanz WIEWCS0L  4/3/2018 121324 2 minutes Connected
{ 1 1 | | | 1

i ' Find Clear |

1 |‘@ ﬁf.

L1iw Display P...

User Type Poal or Farm DNE Marne Client ID  Security ... Start Time Duration  Session ..

| pcarp

iexplore

Display name:

Internet Explorer



Farm Settings

General

1D: RDSH-APP-1

Description:

Access group:

Farm Settings

Default display protocol:

Allow users to choose
protocol:

Empty session timeout
(applications only):

When timeout occurs:

Log off disconnected sessions: | Mever | v

&llow HTML Access to desktops [V] Enabled (2
and applications on this farm:
Requires installation of HTML Access.

Max sessions per RDS Host: I;!Jnl,im':teg | v |

Summary  RDS Hosts | ,_RDSf_PooI$ Seﬂssi'qns'

[Remove from farm... ] .

Enable

DNS Name ' Type Max number of connections
rdshapp2.vjasan.local Windows Server 2012 Unlimited

rdshappl.vjason.local Windows Server 2012 | Unlimited



_]' Summary ]-ﬁtfrﬁffﬁﬁakfﬁ RDS Pools  Sessions

Edit.. | |Recompose |

General




Chapter 12: Performing Horizon Desktop Pool Maintenance

iy Horizon desktop master image
m Replica Disk
\ “" .
I S OS disk
Linked Clone |
Desktop .
Disposable
g disk (optional)
N

Persistent
disk {(optional)

Summary Inventory Sessions Entitlements Tasks

App¥olumes-W10

| | Cancel task... | [Pause task... | | Resum

!
| Type Description
!
| Refresh Refreshing 2 user(s) to their Mar 18,
base OS image. This task will
force affected users off the
system at Mar 18, 2016 9:54 AM
so that the update can be
performed.



Global Settings

General

Edit... |
View Administrator session 32,600 minutes
timeout:
Farcibly disconnect users: 600 minutes
Single sign-on (S50): Enabled

Client-dependent settings

For clients that support applications

If the user stops using MNever
the keybhoard and mouse

General Settings

[ ] Display a pre-login message:

[v] Display warning before forced logoff:

After warning, log off after: 10 Minutes

Your desktop iz scheduled for an impaortant update and will
shut down in 10| minutes, Fleaze save any unzaved work

now
Semwvers
vCenter Servers Security Servers Connection Servers
aAdd... || Edit... | Remove Disable Provisioning... |
vCenter Server WM Disk Space Reclamation Wiew Storage Accelerator

yc-01.vjason.local(vjasony,
(& ve-02.vjason.local(vjasony,



Advanced Settings

Specify the concurrent operation limits,

Max concurrent
yCenter pravisioning 20
operations:

Max concurrent power
operations:

Max concurrent View
Composer
maintenance
operations:

12

Max concurrent View
Composer provisioning =]
operations:

Desktop Fools

&dd... Edit... || Clone...
Filter =
i} Display ...
@ Appvolumes-Wi0 | AppWalume
5 Appvolumes1 AppWalurme
Datastares: 1 selected S

Datastore Capacity (GB) Free (GB) FS Type Drive Typ Machine Storage Overcommit 2
¥ B RTPL:nfra 2,520.94 2,078.51 | MFS 2  Conservative v



Updated 3/17/2016 2:39 P & Deskiop Pools
Sessions 0
Problem vCenter VMs 0 . ‘ : ‘
Add... Edit... Cl Delete...
Problem RDS Hosts 0 | d | : | iGloneiay) (Rl
Events oA 1
System Health I I (=] Filter | Find |
30 0 0 O '
j 1D Display ... Type
‘ Inventory |[@E appvolumes-W10  AppVolume Automated
£2 Dashboard l.:__g Appvolumesi AppYolume Automated
% Users and Groups
v Catalog

¥ pesktop Pools

AppYolumes-Wi10

summary Inventory Sessions Entitlernents Tasks Events Policies

| Edit... | | Delete Desktop Poal... | | ~ Entitlements... | | v Status | |~ View Composer
Refresh

General Pool Setti
Recompose
) Rebalance
Unique ID: AppWolumes-W10 Max nu e
Refrash
Scheduling

Specify when you want this task to start

Start att  0s/16/2016 G4 g 1f % Web browser local time

(=) Force users to log off

Users will be forced to log off when the system is ready to operate on their virtual machines, Before being
forcibly logged off, users may have a grace period in which to save their work (Global Settings).

() Wait for users to log off

Wait for connected users to disconnect before the task starts, The task starts immediately on machines
without active sessions,

[#] Stop atfirst error
The warning and grace period can be edited in global settings:

v

Log off time: g minutes

Log off message: 8



Parent VM: |/RTP/vm/\W10x64-Base | | Change... |

Snapshot:

I Snapshot Details |

Snapshot Time created  1a Description Path
PreDeploy 1/12/2016 9:34:27 fPreDeploy
JEM 1/16/2016 11:29:1 fPreleploy/UEM
JEMZ 1/16/2016 1:09:36 fPreDeploy/UEMSUEMZ
Updated App Yolumes Agent 3/18/2016 9:50:15 fPreDeploy JEMUEMZ, Agent
Datastore Capacity (GB) Free (GB) FS Type Drive Typ Machine Storage Owercormmit (20
] B RTF1:Infra 2,520,94 2,076.40 | NFS 2 Conservative | »
] B RTP1:Infraz 1,008,237 759.88 MFS 1]

AppYolumes-1i10

summary Inventory Sessions Entitlernents Tasks Events Policies

| Edit... | |Delete Desktop Pool... | | v Entitlements... | | ~ Status || v View Composer
Refresh
General Pool Settir
Recompose

: Rebalance
Unigue ID: Appvolumes-W10 Max nurieere yernriee

Fersistent Disks

Attached Detached

| Detach... |
Filter - | Find || clear |
Persistent Dislk zer Machine

:ﬂDD"-.-"lEI—l—VdI‘I‘I—LJSEI’—diSk—D wiason.ocalhCharles  Apph/10-1
| AppW10-2-vdm-user-disk-D Apph/10-2



Dietach Persistent Disk

Select the storage location for the detached persistent disk.
(=) Use current datastore

() Use the following datastore:

FPersistent Disks

Attached Detached

[ | Lite Machin | | Irnport from vCenter...

Filter - | Find | | Clear || Access Group!

Persistent Disk ser Last Desktop Pool

AppWv10-1-vdm-user-disk-D | vjasonlocalhCharles | appvolumes-w 10

|.ﬁ.tta|:h... | | Eadifie o | Delete | |Recreate Machine... |
Filter -  Find || Clear |
Persistent Disk User

Sopwl10-1-vdm-user-disk-0  vjasondocalhCharles

Fersistent Disks

&itached Detached

| Import from wCenter..,




Import Persistent Disk From yvCenter

Import a persistent disk from a vCenter server,

yiCenter Server: i vo-O1.vjason.local(vjasonhadministrator) | =
Datacenter: RTE | =

Linked-clone desktop pool: | Snpvolumes-W 10 | >

Arcess Group: |/ | = |

Persistent Disk File: |[R’i'?«'1:1r|-‘r5} .-'ll:lpi.fi:’.:-'L-~x:?iru'1—:.55| | Browse... .|
User: vjason.localbCharles | | Browse.. .|




Chapter 13: Creating a Master Horizon Desktop Image

Where do you want to install Windows?

Name Total size Free space | Type
-~ Drive 0 Partition 1: System Reserve 100.0 MB 880MB System
+ Drive 0 Partition 2: OS_8k 319 GB 318 GB Primary

" Registry Editor
File Edit Wiew Faworites Help

=l | Policies :I Mame Type Data
= Adobe : =
e i Acrobat Reader REG_DWORD 000000000 {0}
B Do

- . FeatureLackDown

&' Registry Editor

Frorites  Help
“ . Adobe ARM ;I Marme Tyvpe | Daka
G- 1.0 ab|(Default) RESG 57 (value not sek)
Eh- 0 Legacy 24 Check REG_DWWORD 000000048 (72)
= Reader ab 1pa 2 nif = bbb e e bseranal dobe com
L ACTEBAR Mode REG_DW/ORD 000000000 {0)
- " — &

File Edit ‘iew Fawarites Help

.. Jawasoft ;I E = | Tyvpe | Daka

e Auko Update ab|(Default) REG_ST {walue not set)

. Java Plug-in T AN REG_DWORD  Ox00000000 ()

B+ [0 Java Runtime Enviranment ab| InstalledJREYersion REG_SZ 1.6.0_45

=0 Java Update 4 3b|Method REG. 52 repi

i - 1 Policy al'ﬂF‘u:usI:SI:aI:usLlrI REG_SZ https: fisiremetrics. java.comib/ss 6
Bl- 0 Java wel Stari L|;| ab| yisitorId REG_SZ cale9e05-56108d510

|C|:|m|:|uter'l,HKE\"_LOCP.L_MP.CHINE'I,SOFTWARE'I,WDWE432Nnde'l,JavaSu:uFt'l,Java |IpdateiPaolicy

dministrator: indows" System32cmd.exe

CisWindowssMicrosof t .NET“Frameworkod~v4.0.30319>ngen executequeneditems
Microzsoft (R> CLR Hative Image Generator — Uersion 4.8.36319.34289

Copyright (c»> Microzoft Corporation. All rights reserved.
All compilation targets are up to date.

C:sWindowssMicrosof t .HET“Frameworkodsv4 B_.30319>




PS C:\Users\administrator> Get-AppxProvisionedPackage | Select DisplayName, PackageName

DisplayName

Microsoft.3DBuilder .3DBuilder_10.9.50.0_neutral_~_8wekyb3d8bbwe
M1icrosoft.Appconnector Microsoft.Appconnector_2015.707.550.0_neutral_~_8wekyb3d8bbwe
Microsoft.BingFinance Microsoft.BingFinance_4.6.169.0_neutral_~_8wekyb3d8bbwe
M1icrosoft.BingNews Microsoft.BingNews_4.6.169.0_neutral_~_8wekyb3d8bbwe

ge -Online | Where-Object {%_.PackageName -notlike "*store="} | Remove-AppxP

ne H
Restart Needed :

Path
Online
Restart Needed :

Boot options

[]safe boat

mal

Mo GUI boat

Alternate shell
Active Directory repair boot information

Metwork

12

1a

IOPS

Optitrd zed Mon-Cptimized
® Avg Reads/Sec  ® Awvg Writes/Sec




% Processor Time
—_— -2 -2 [N (%)
(Y [} (Y [} LA

A\

L R )

) N

A

)
7

1 g 11 1éd 21 24 31 386 41 46 51 56
Time (mins)

m— Ciptitrized = Non Optimized




Chapter 14: Managing Horizon SSL Certificates

Select role services

Before You Beain Select the role services to install for Web Server (1IS)

Instaliation Type Role services

Server iel:;.lor if

Server Roles 5‘ ] FTP Server

Featurss [] FTP Service

Web Server Role {liS) [] FTP Extensibility

|4 Management Tools
Confirmation IS Management Console

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click
one of the following options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10
file, or submit a renewal request by using a base-64-encoded PKCS #7 file.




Advanced Certificate Request

Certificate Template:
| Web Server-Export v|

Identifying Information For Offline Template:

Mame: |hurizﬂn_vjasun.mm |

E-Mail: |jaﬁun@viasun.mm |

This snap4n will always manage certfficates for:
O My user account

(O Service account

(®) Computer account

File Action View Favorites Window Help

T IEREY

[fj Console Root | Name
4 ) Certificates (Local Computer) || ()l Certificates (Local Computer)
p || Personal

ﬁ File Action View Favorites Window Help

«= = = BE

ffl Console Root | Name
b G Certificates (Local Computer) || (G Certificates (Local Computer)
b Gl Certificates - Current User Gl Certificates - Current User

File Action View Favorites Window Help

e 2 0| @ BE

.| Console Root Issued To * Issued By
b G Certificates (Local Comput ) horizon.vjason.com  vjason-DC-01-CA
4 ) Certificates - Current User
4 || Personal
] Certificates



Issued To * Issued By Expiration Date Intended Purposes

= horiz i _-01-CA  2/14/2018 Server Authenticati...
Open |
All Tasks » Open
Cut Request Certificate with New Key...
Copy Renew Certificate with New Key...
Delete Advanced Operations 4
Properties .
l

Export Private Key
Yau can choose ko expart the private key with the certificate.,

Private keys are password protected, IF ywou wank to expart the private key with the
certificate, vou musk bype a password on a later page.

Do wou want to export the private key with the certificate?
(®) ¥es, export the private key

() Mo, do not export the private key

(®) Personal Information Exchange - PKCS #12 (.PFX)
[ Jindude all certificates in the certification path if possible

[ ] Delete the private key if the export is successful
[]Export all extended properties
Security

To mainkain security, wou must protect the private key ko a security principal or b
using a passwaord,

[ Group ar user names {recommended)

add

Femove

[f] Password:

Confirm password:




sOpenSSL—-Win32%hin>openssl.exe pkcsl2 —in e:“Horizon“horapll.pfx —-out e:“Hori=

n~key.pem —nodes
nter Import Password:
AC verified 0K

sOpenSSL-Win32%hin>openssl.exe rza —in e:“Horizon“key.pem —out e:“Horizon“seru

er.key
yriting REA key

sOpenSSL—Win32%hin>openssl.exe pkcsl2 —in e:“Horizon“horapll.pfx —clcerts —-nok
eys —out e:“Horizon“horapdl.crt

nter Import Password:

AC verified OK

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate
chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and
encoding method.

CA certificate:

Previous [vjason-DC-01-CA]

Encoding method:

O DER

@ Base 64
Download CA cerificate

F----BEGIN CERTIFICATE-----
MITFv]CCBRagawIBAyITLgAAAR]l]l o252 VA ZDWABAALAHTANEgkghk 1 & 5wl BAQSF

Console Root ~ || Issued To * Issued By Expiration Date Intended Purposes Friendly Name
4 GGl Certificates (Local Com| || EZIVIEWCSO1.vjason.l.. VIEWCSOl.vjaso... 6/13/2025 Server Authenticati...
4 [ ] Personal alvjason-DC-01-CA vjason-DC-01-CA  5/4/2039 <All> <None>
| Certificates

4 ) Certificates (Local Com| G VIEWCSO1.vjason.)...  VIEWCSO1.vjaso... 6/13/2025

4 Personal - ;
‘ = VIEWCSO01.vjason.local Properties
Certificates
b [ Trusted Root Certifig General | Cross-Certificates ' ocsP ‘ Extended Validation
p | Enterprise Trust = 3 v
b | Intermediate Certific Friendly name: lvdﬂoﬁgnm||
B | Trusted Publishers




i Certificates (Local Com [Zlvjasan-DC-01-C4, wjason-DC-01-CA
wiason-DC-01-CA

o j_ﬂafcfil_l @viewcsm.xfjamn.lncal
| Certifir=

] Sdvanced Operations

b || Enterprise View

Windows can automatically select a certificate store, or you can specify a location for

the certificate.
() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
Personal

l | Browse...

A ||| Issued To “ Issued By Expiration Date

B httpsy/ Adewcs01 vjasonlocal

| Console Root A
4 Y Certificates (Local Com
4 || Personal
| Certificates

viewcs01.vjason.local
YWour connection to this site is private, Details

1
Details | Certification Path

Show: | <pll=

v]

Walue
L1 JAUENOFEY LNFD ACCess; ACC...

Server duthentication (1.3.6....

Field
{ZE] AUEnOrIEy INFormaton Acoess

Enhann:eu:l key Usage
=5 agoE

DS Mame=viewsecOl vjason.local

DS Mame=harizon. vjason.com
IP Address=172.16,100.15




»Program Files <xB6>sUMwaresUMware Uiew Compozeridir =*.exe
Uolume in drive C has no label.
Uolume Serial Mumber is B217-149C

Directory of c:sProgram Files C(x86>“UMware“UMuware UView Composer

1-.22-.2015 16:-34 PH 327.384 SviConfig.exe
1292815 18:=34 PH 48,664 SvillehService.exe
1-.22-28015 168:34 PH 81.928 zip.exe

2 File<s> 449 . 768 hytes

A Dirds>» 27.883.898.112 hytes free

w»Program Files <x8B6>sUMwaresUMware Uiew Composerr_

:sProgram Files (x86>“UMuware“UMware Uiew Composer>SviConfig.exe —operation=replg
cecertificate —delete=falsze

felect a certificate:

1. Subject: C=US, 5=CA, L=CA, 0=UMware Inc., OU=UMware Inc., CH=UIEWCOMPH1,. E=s
wpportBumrare .com

Ualid from: 12232815 9:37:42 AN

Valid to: 12-/23.2817 9:37:42 AM

Thumbprint: 6ABES7BCCBABEG1593EB?39?CCS5FoBDETEEAZ1568

. Subject: CHM=viewcompBl.vjason.local
Ualid from: 2-15-.20816 7:59:44 AM
Ualid to: 2-14-20018 7:5%:44 AN
Thumbprint: 54FD4F386DD73I286CCEDZF?DZAC34012865DACAE

Enter choice (B-2. @ to abortl:_

View Cormposer Server Details

Mame: M https: /fviewcomp0O1.vjason.local: 18443
Wersion: 6.2.0,178849

Status: Mo problem detected.

S5L Certificate: valid

Additional Options:
Request Format: ® CMC (O PKCS10

Hash Algorithm: | sha1 \?i
Only used to sign request.

[ |Save request

Attributes:

£ >




Ehttps:fﬁrtpappvm Jhorizonadmin/#fadLogin

rtpappv01
Your connection to this site is private, Details
| u
|
LN UTF-8 [N
DosViind ows UTF-8 NS
Replace :
Find | Replace | Findin Files | Mark
Find what § n W | Find Mext |
Replace with § 1in W | Replace

[ ]1n selection I Replace Al

ifind onis Format

EQIL Conwversion

Blank Operations

Paste Special

:; [=] horap01.crit E3 |

=] horap01.key B3
il === BEEGIMN R3A PRIVATE KE¥V————- \nHIIEnwEE 1 F————BEGIN CERTIFICATE—\———-— YuMIIFojCCE
= new1 E
1 { ]
|"priV&tEKE?PEM": P EEGIN R34 PRIVATE EKEYV-———- "nMITIEowIBLAKCAQEL=NGD
L BEGZIN CERTIFICATE-————-— WAMIIFoJCCEIquAwIBAgITLOgLL

2
3 "oertChainPem™:
e H




PUT » Ji172.16.100.9:944 3 rest/v1/config/certs/ssl

Authorization Headers (1)

X

Lsername ‘B admin

Password ‘B sssssnnsnnnn

PUT v https://172.16.100.9:9443/rest/v1/config/certs/ssl Params

Authorization Headers (2)

form-data x-www-form-uriencoded

ST

B https://horizonwvjason.com

horizon.¥jason.com

YWour connection to this site is private, Details

rootBrtpappudl : setc nginxtt scp root@l1?2.16.100.27 : tmprappuol_self uvnuare.com.crt setc nginxsappuol_|
self_umuare.com.crt

The authenticity of host *172.16.100.27 (172.16.100.27)" can't be established.

RSA key fingerprint is a?:9a:c0:b3:1f:df:ac:bl:ajd:a?:8b:2c:82:f2:be: V0.

fire you sure you want to continue commecting (yes/nol)? yes

arning: Permanently added ’172.16.100.27° (R5A) to the list of knoun hosts.

Password :

ppuol_self_umware.com.crt 100 3850 3.8KB-s 00:00
root@rtpappull: setc nginxt scp root@l1?2.16.100.27: tmprappuol_self umware.com.key ~etcsnginx-appuol_|
celf unuare.com.key
Password :

ppvol_self umware.com.key 100 1675 1.6KBss  00:00
root@rtpappudl : setc ng inxit




Chapter 15: Using Horizon PowerCLlI

svrwinrm gquickconfig —transport:https

Jinnalfl Service 1s dircdly eanninyg on vnis machine.

JinRM iz not set up to allow remote access to this machine for management.
he following changes must be made:

reate a WinRM listener on HITPS:/-* to accept WS8—Man requests to any IP on this
machine.

onfigure CertificateThumbprint setting for the service, to be uszed for CredSSP
uthentication.

ake these changes [y/nl? y

JinRM has been updated for remote management .

reated a WinRM listener on HTTPS:/ /= to accept WS-Man requests to any IP on thi
machine.
onfigured required settings for the zervice.

PSS C:x> Enter—-PS5Seszion —ComputerMame '"wiewcsH3.vjaszon.local" -UseSS5L —Credentia
yvjasonssvc—horizon"

Enter wour credentials,

User narne: | € jasonsve-horizon W |

Password: | TYTYTTTTYT] |

[viewcsB3 .vjason.locall: PS5 C:s> _

v1ewcs03 . vjason. : PS C:\Program Files\VMware\VMware View\Server\extras S . hadd-snapin.psl
Loading VMware View PowerCLI

wWelcome to VMware View PowerCLI

[viewcs03.vjason.local]: PS C:\Program Files\VMware\WMware View\Serveri\extras\Powershells:
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