Chapter 01: Introduction to Cloud
Computing
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Chapter 02: Overview of Microsoft Azure
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&3 DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

Show|AppI|'cat\ons my company uses V‘Search| v

NAME PUBLISHER TYPE APP URL yel

4

Office 365 Exchange Online Microsoft Corporation ‘Web application http:/foffice.microsoft.com/outiook/
Office 365 Management APls Microsoft Corporation ‘Web application

Office 365 SharePoint Online Microsoft Corporation ‘Web application http://office.microsoft.com/sharepoint/
Office 365 Yammer Microsoft Corporation Web application https://products.office.com/yammer/
Skype for Business Online (preview) Microsoft Corporation ‘Web application
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You have no storage mounted

* Subscription

Diagnostics Vv | Hide advanced settings
* Resource group * Storage account * File share
Create new @ Use existing © Create new Use existing © Create new Use existing

AzureCloudServicel v

Cloud Shell requires storage accounts in your Cloud Shell region (West US) to be LRS or GRS.

——

flicrosoft Azure b x

Clone of Dashboard ~ + Newdashboars & Upload dashboard & Download dashboard ~  Edit dashboard {3 Share

Create a re:

All services
All resources
ALL SUBSCRIPTIONS

* TES

summitpariscontainerapp

B, testbigdataserver
2

zureFunctionAppPla

I8 Dashboard
# All resources

& Resource groups RHELmelon

& App Services Bl Dataos

weatherpredictstreamanalytic

Bl testdatafactorydatabase

B 50 databases

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI 2.0
Type "help™ to learn about Cloud Shell

melony
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PS C:\Users\mqin> Get-Module AzureRM -ListAvailable

Répertoire : C:\Program Files\WindowsPowerShell\Modules

ModuleType Version Name ExportedCommands

Script L2 AzureRM
i AzureRM

VAN

owner Contributor User
Access
Inheritance
High Low
. ]
Subscription ﬁ
-

Resource Group _ . ’

Resources
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Chapter 03: Implementing and Managing
Azure Virtual Machines

A Series

B Series

D Series

Dv2 Series

E Series

F Series

G Series

H Series

L Series

M Series

N Series

V1V B - V

Entry-level economical
VMs for dev/test

Base level performance for
workload, ability to burst
CPU performance up to
100% of the CPU

General purpose compute
Next generation general
purpose compute

Optimized for in-memory
hyper-threaded
applications

Compute optimized virtual
machines

Memory and storage
optimized virtual machines

High performance virtual
machines

Storage optimized virtual
machines

Largest memory optimized
virtual machines

GPU enabled virtual
machines

Development and test servers, low traffic web servers, small to medium databases, servers for
proof-of-concepts, and code repositories.

Ideal for workloads that do not need the full performance of the CPU continuously, like web
servers, small databases and development and test environments

most applications, relational databases, in-memory caching, and analytics
Ideal for applications that demand faster CPUs, better local disk performance or higher
memories, and offer a powerful combination for many enterprise-grade applications

SAP HANA, SAP S/4 HANA, SQL Hekaton and other large in-memory business critical workloads

Batch processing, web servers, analytics, and gaming
Large SQL and NoSQL databases, ERP, SAP, and data warehousing solutions

High performance computing, batch processing, analytics, molecular modeling, and fluid
dynamics

NoSQL databases such as Cassandra, MongoDB, Cloudera, and Redis. Data warehousing
applications and large transactional databases are great use cases as well

SAP HANA, SAP S/4 HANA, SQL Hekaton and other large in-memory business critical workloads
requiring massive parallel compute power

Graphics rendering, video editing, remote visualization, high performance computing, and
analytics
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ll Windows Server 2016 Datacenter

Micrasaft

Windows Server 2016 is a comprehensive server aperating system designed to run the applications
and infrastructure that power your business. It includes built-in layers of security and innovation to
help you run traditional and cloud-native applications with confidence. This Server with Desktop

Experience image includes all roles including the graphical user interface (GUI).
This image can be used with Azure Hybrid Benefit for Windows Server.
Legal Terms

By clicking the Create button, | acknowledge that | am getting this software from Microsoft and that
the legal terms of Microsoft apply to it. Microsoft does not provide rights for third -party software.
Also see the privacy statement from Microsoft.

UODHE

PUBLISHER Microsoft

........... 4

Documentation

Select a deployment model ©

Resource Manager W
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Home > New > Marketolace > C

Create virtual machine

™ Mame

Basics : .
1 ; . : b | testinfrawinvm
Configure basic settings

WM disk type O
55D e

DAL g ¥ User name
| testcloudadmin u'|
3 ™ Password
™ Confirm password
ﬂ PO |
Subscription
Yisual Studio Dev Essentials L

" Resource group @

(@) Create new () Use existing
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Create virtual machine

Confirm password

1 Basics > :

Configure basic settings . Subscription
i Wisual Studio Dev Essentials v

2 | ™ Resource group ©

(@) Create new () Use existing

infra-vm-sg

" i
3 Canfigure ootional features I ¥ Location

Configure featiire .
West Europe '

Save money

Save up to 40% with a license you already own.

* Already have a Windows license? @

Mo
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<0 M 3 20 3

Create virtual machine Choose a size

Browse the available sizes and their features

Prices presented are estimates in your local currency that include only Azure infrastructure costs and
1 Basics v any discounts for the subscription and location. The prices don't include any applicable software costs.
Daone Recernmended sizes are determined by the publisher of the selected image based on hardware and
software requirements.

2 Size 53 Supported disk type Minimum vCPUs Minimum memory (GiB)
Choose virtual machine size ) v O 1 O 0

* Recommended | View all
PR

Ds1V2 Standard Ds1 Standard B1S Standard

1 wvCPU 1 wCPU 1 wvCPU
35 B 35 cB 1 B
& 4 o 4 & 2
— Data disks = Data disks =S Data disks
= 3200 = 3200 =, BOO
Max IOP5 Max IOP5 Max IOP5S
= 7GB = 7GB = 4GB
lﬁ Local 55D h Local 55D lﬁ Local 55D

Premium disk support Premium disk support Premium disk support

s

Choose a size £
Browse the available sizes and their features
Search Compute type Disk type vCPUs
Show all compute types v | ssDonly v i1 [Oe—) | 12
. SKU TYPE COMPUTE ... VCPUS GB RAM DATA DISKS MAX IOPS LOCAL 55D PREMIUM ... ADDITION... EUR/MQ)
lailable
Bis Standard General purpose 1 1 2 800 4GB SSD €791
Bims Standard General purpose 1 2 2 1600 4GB SSD €15.25
B2s Standard General purpose 2 4 4 3200 8GB SsD €3049
B2ms Standard General purpose 2 8 4 4800 16 GB SsD €60.98
Bdms Standard General purpose 4 16 8 7200 32GB SsD €121.97)
BBms Standard General purpose 8 32 16 10800 64 GB SsD €243.94
D2s_v3 Standard General purpose 2 8 4 4000 16 GB Ssp €75.29
Prices presented are estimates in your local currency that include only Azure infrastructure costs and any discounts for the subscription and location. The prices don't include any applicable software cq
Recommended sizes are determined by the publisher of the selected image based on hardware and software requirements.
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Storage
Use managed disks @

Yes

* Storage account @

(new) testmanageddisks

Network

* \irtual network @
(new) testloTRG-vnet

* Subnet @
default (10.1.0.0/24)

* Public IP address @
(new) test-ip

* MNetwork security group (firewall) @

{new) test-nsg
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lome * Mew > "--",--r_:'-':__.:' cR > ='_': e > W :_ .'__.:. Wer "} '.1..' :-"g'."' enter » :'_-._'_'i_'._ virtual machine 3> SE'H:-I"IQ_E

Create virtual machine Settings 8 X

High availability

1 Basics v, .
Done Availability zone @

Tt
;I'J.ua':'ai:u'::'l':}r zones are not available for the chasen
- | location and size.
2 Size vy |
Done | ¥ Availability set @ 3
' None

3 Settings % . | Storage
Configure optional features E -
Use managed disks @

-

4 Windows Server 2016 Datscen Network

* Virtual network @
(new) infra-vm-sg-vnet

: * Subnet @ >
default {10.1.0.0/24)
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Home > New > Marke e > Comy { ne > Create

Create virtual machine

1 Basics

Daone
Offer details
Standard DS1 v2 0.1138 EUR/hr
2 Size by Microsoft Pricing for other VM sizes
Done Terms of use | privacy policy
D Azure resource
) You may use your Azure monetary commitment funds or subscription credits for these
3 Settings purchases. Prices presented are retail prices and may not reflect discounts associated with your
Done subscription.
Terms of use
4 Summary
Windows Server 2016 Datacen... By clicking "Create", | (a) agree to the legal terms and privacy statement(s) associated with each

Marketplace offering above, (b) authorize Microsoft to charge or bill my current payment method
for the fees associated with my use of the offering(s), including applicable taxes, with the same
billing frequency as my Azure subscription, until | discontinue use of the offering(s), and (c) agree

| | give Microsoft permission to use and share my contact information so that Microsoft or the
Provider can contact me regarding this product and related products.

m Download template and parameters

« + Add == Edit columns @M Delete resource group c) Refresh =9 Move ‘ '
Subscription {changg) Subscription ID Deployments
—~ ) Visual Studio Dev Essentials Sefcdf8d-8daB-4993-9c36-4cc553... 1 Succeeded
Overview
Tags (change
H Activity log Click here to add tags
;; Access control (IAM)
‘ Tags All types v All locations v No grouping b
7 items Show hidden types @
SETTINGS
NAME TYPE LOCATION
Quickstart —
infravmsgdiag469 Storage account West Europe bddd
' Resource costs X
infra-vm-sg-vnet Virtual network West Europe LU
,
= Deployments 4 testinfrawinvm Virtual machine West Europe see
Policies g testinfrawinvm_OsDisk_1_a1f150110e85436d9b621dbael4feed2 Disk West Europe see
= Properties ! testinfrawinvm459 Network interface West Europe sy
testinfrawinvm-ip Public IP address West Europe e
a Locks
@ testinfrawinvm-nsg Network security group West Europe s
= Automation script
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&
MName

Basics : :
1 . : i b | testinfralinuxvm |
Configure basic settings

VM disk type @
55D A

b ]
!

* User name

| testcloudadmin

g ). * Authentication type
- € SSH public key

* SSH public key @

AAAABINzaC1yc2EAAAABIWAAAQEAKIOU &
pkDHHY17SbrmTIpNLTGKSTjom/BWDSU
GPI+nafzZIHDTYW7hdldyZ5ew18]H4IWSjbh ..

PS C:\WINDOWS\system32> Login-AzureRmAccount

Account

SubscriptionName ; — MPN
SubscriptionId : f38e1d90-3a11-460c-a4d2-186e1660d4993
TenantId : 6494460e-8600-4edc-850f-528e8faad290

Environment - AzureCloud
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PS C:\WINDOWS\system32> Get-AzureRmSubscription

Name
Id

TenantId :
: Disabled

State

Name
Id

State

Name
Id

State

Name
Id

State

TenantId :
: Enabled

State

: Visual Studio Dev Essentials

5efcdfB8d-8da8-4993-9c36-4cc5534b9563
6494460e-8600-4edc-850f-528e8faad290

; f38e1d90-3al11-460c-a4d2-186e1660d993
TenantId :
: Enabled

: Microsoft Azure _

: 659714ac-ebc2-4fc2-84b8-e2cf5dlabeba
TenantId :
: Enabled

6494460e-8600-4edc-850f-528e8faad290

8265bf70-d0b6-438b-b01d-fa623087caB4

; d9cl6e03-bbea-45ed-b211-c99049536d51
TenantId :
: Enabled

933c9cbe-35d3-4416-abbd-ddd1bca5879c

- I
: 0e95efb5-2252-441b-953e-9754cc7d5433

933c9cbe-35d3-4416-abbd-ddd1bca5879c
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¥ Administrateur : Windows PowerShell ISE
Fichier Modifier Afficher Outils Déboguer Composants additionnels Aide

S H & 52829 O = | &

! Sans titrel.ps1* X |

Login-AzureRmAccount

New-AzureRmvm ~
-ResourceGroupName testmfra?OEBrg
-Name "testinfra70533fr”
-Location "WEST Europe"
-VirtualNetworkName "testinfra70533vnet"
-SubnetName ”testinfra?OSBBSubnet“ .
-Securi tyGroupName testmfra?OSBSecumtyGrou
-PublicIpAddressName ' test]nfra?OSBPubthpAddress
11 -OpenPorts 80 3389

2
3

Creating Azure resources.

1%, Creating 'testinfra70533SecurityGroup’ network security group, ‘testinfra70533Vnet' virtual network, “testinfra70533PubliclpAddress’ public IP address..

PR-Group-Solutions-Staging

0e95efb5-2252-441b-953e-9754cc7d5433
TenantId : 933c9cbe-35d3-4416-abbd- dddlbcaSS?‘Jc
State : Enabled

PS C:\WINDOWS\system32> Login-AzureRmAccount

New-AzureRmvm ~
-ResourceGroupName "testinfra70533rg"
—Name "te..tmﬁa?OS 3f
ocation "WEST Europe
-virtualNetworkName "testinfra70533vnet™
ubnetName "testinfra70533subnet™ °
ecurityGroupName "testinfra70533SecurityGroup”
-PublicIpAddressName "testinfra70533PublicIpAddress”
—-OpenPorts 80,3389

Account

SubscriptionName

SubscriptionId 38e a € d993
TenantId 6494460e-8600-4edc-850F-528e8faad290
Environment : AzureCloud

applet de commande New-AzureRmvM a la position 1 du pipeline de la commande
Fournissez des valeurs pour les paramétres suivants :
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M - SO Search resources, services and docs N Q> | © @ _‘tl

Clone of Dashboard v + Newdashboard & Upload dashboard ¥ Download dashboard ¢ Edit dashboard (3 Share  ,” Full screen 51 Clone il Delete

- Create a resource

Al services
All resources Quickstart tutorials melonvm Resources
ALL SUBSCRIPTIONS RHELRG

O Ref 4 RHELmelon
irtual Machines 2 =

Server, SQL Server, SharePoint VMs
RHELmelon Virtual machine S dkahirbubowdatadis

infravmss Virtual machine scale. dkahirixzubowdatadiskl

Dashboard

Al resources

testinfrawinvm Virtual machine Stopped -

Rt testinfrawinvm-nsg Network security groug

DataDB testinfrawinvm

melonDLVM Virtual machine
QL DATABASE

App Services
—~ testdb SQL database App Ser Online o
SQL databases

testbigdataserver SQL server

SQL data warehouses testdatafactorydatab.
testbigdataVM Virtual machine ot semen
g [

Available 1

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI 2.0
Type "help” to learn about Cloud Shell

melony@Azure:~$ az

Welcome to Azure CLI!

Use “az -h" to see available commands or go to https://aka.ms/cli.

Telemetry

The Azure CLI collects usage data in order to improve your experience.

melony@Azure:~$%$ az group create --name testinfravmazurecli --location 'West Europe'

{

"id": "/subscriptions/f38e1d90-3a11-460c-a4d2-186e1660d993/resourceGroups/testinfravmazurecli”,
"location": "westeurope",
"managedBy": null,
"name": "testinfravmazurecli”,
"properties": {
"provisioningState": "Succeeded"

fravmazurecli --image 'Cent0S’ --generate-ssh-keys

/Microsoft.Compute/virtualMachines/infravmazurecli®,
"locatior
"macAddress "00-0D-3A-24-9B-8
"powerstate™: "vM running”,
"privateIpAddress 10.0.0.4",
"publicIpAddre : "51.144.166.90",
testinfravmazurecli”,
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O Search resour

and docs < 0> & o o Y

»

X

Create a resource

Al services Editcolumns [ Delete resource group () Refresh  => Move ®

= Add

Subscription (change) Subscription 1D Deployments
o Visual Stugiio Enterprise - MPN 38e1d90-3a11-460c-a4d2-186e1 1 Succeeded
erview
Tags (change)
Dashboard nAME
by H Activitylog Click here to add tags
[EEETEmE———— .
All resources - 2 Access control (AM)
() DefaultResourceGroup-We:  *+* -
Alltypes v | | Alllocations ~ | | No groupin v
Resource groups @) infra-vmlinux-sg & Tags ¥P: grouping
() melonMLRG . 6 items w hidden types @
App Services SETTINGS.
(@) metonka NAmE TveE LOCATION
R SQL databases Quickstart
[¥) myResourceGroup i infravmazurecli Virtual machine West Europe e
< c o %! Resource costs -
SQL data warehouses @) thelre ... = 1i_OsDisk 1.1 7c1e0b00  Disk West Europe
. Azire Cosnios DB @) summitpariscontainer en Deployments Q) infravmazurectiNsG Network security group West Europe
[@) test-purge-rg Policies infravmazureciiPubliclP Public IP address West Europe
Virtual machines
) TestDataRG Properties B infravmazurecivmnic Network interface West Europe vee
Load balk -
oad balancers ) testinfra70533rg 8 o @ infravmazureciVNET Virtual network West Europe
Storage accounts ) testinfravmazurec -
Autnemation srrint

[

melony@Azure:~$ az vm create --resource-group testinfravmazurecli --name infravmazurecli --image °CentOS® --generate-ssh-keys

2 @

“fqdns 5
"id": "/subscriptions/f38e1d9@-3a11-460c-a4d2-186e1660d993/resourceGroups/testinfravmazurecli/providers/Microsoft.compute/virtualMachines/infravmazurecli”,
“westeurope”,

00-0D-3A-24-9B-81",
: "VM running”,
rivateIpAddres "10.0.0.4",
publicIpAddress” 51.144.166.90",

S Search res , services and doc
mplate ¢

Create a resource emplate deployment
v oft

All services Applications running in Microsoft Azure usually rely on a combination of resources, like databases,

M Template deployment x servers, and web apps. Azure Resource Manager templates enable you to deploy and manage these
resources as a group, using a JSON description of the resources and their deployment settings.

See all
Azure Marketp\a(e POPUIar Edit your template with IntelliSense and deploy it to a new or existing resource group.

Windows Server 2016 VM u n m E

Quickstart tutorial

Dashboard

Get started |

All resources

Recently created

PUBLISHER Microsoft
Resource groups Compute @ Ubuntu Server 17.10 VM e
Networking LOGICAPPSUPPOR none

App Services

Storage Web App USEFUL LINKS Documentation

50l databases.

Web + Mobile start tutoria

SQL data warehouses Containers
SQL Database

Azure Cosmos DB Databases Quickstart tutorial

Data + Analytics
Virtual machines Cosmos DB

i . P
Al + Cogpnitive Services _ Ml Quickstart tutoria
(. s Internet of Things
i Storage accounts Enterprise Integration g DevOps Project
start tutoria
el Security + Identity
Developer tools — | Storage Account
@ Azure Active y . f:=== 0 Quickstart tutoria
Monitoring + Management o
© Monitor Add-ons Serverless Function App
Giticies -
& shior Blockchain Quickstart tutorial
@ Security Center Show recently created items
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Hol Virtual mac

> melonDLVM

melonDLVM

Virtual machine

M Stop

|/ . | & Ii-'F Connect I P Start Q! Restart
o Starting

2 Overview
Resource group (change)
: melonMLRG
B Activity log
Status
. Starting
sp Access control (|AM) 5
Location

& West Europe
ags

s Subscription (change)

Visual Studio Enterprise — MPN

Subscription 1D

f38e1d90-3a11-460c-a4d2-186e1660d993

K Diagnose and solve problems

:ﬁ: Capture

> Move O Refresh

ﬁ Delete

Computer name

melonBLVM

Operating system

Windows

Size

Standard NC6 {6 vepus, 56 GB memory)
Public IP address

51.136.35.32

Virtual network/subnet
melonDLVM/Subnet

DNS name

dsvmrbdlzyeh|Spty westeurope.cloudapp.azure.com

A

1 day | 7 days | 30day5|

SETTINGS
MNetworking
= Disks
Show data for last: 6 hours | 12 hours
Size

[§ RHELmelon
—= Virtual machine
[ 2 « +* Connect P Start Q' Restart
Resource group {thange)
" ) rhelRG
0 Overview
Status
- - Running
B Activity log .
Location

a Woest Europe
oad Access control (IAM) ey
Subscription {change)

Visual Studio Enterprise — MPN

Subscription |D
f38e1d90-3a11-460c-add2-186e1660d993

& Tags

#{ Diagnose and solve problems

SETTINGS

B Stop

=» Move O Refresh

O Delete

:ﬁ: Capture

Computer name

RHELmelon

Operating system

Linux

Size

Standard A2 (2 vopus, 3.5 GB memary)

Public IP address
51.144.101.101
Virtual network/subnet

dkahirbzubowvnet/Subnet

DNS name
Configure

®@0e

melony — testcloudadmin@RHELmelon:~ — ssh testeloudadmin@51.144.9101.101 — 88=...

(MelonyQins—-MacBook—-Pro:~ melony$ ssh testcloudadming5l.144.181.181

The authenticity of host '51.144.181.181 (51.144.181.181)' can't be established.
ECDSA key fTingerprint is SHAZ2S56:t+L@3cEKtuSmI0sqbSVrVTUEC+PjXBERWTzsBdoAUTHI.

Are you sure you want to continue connecting (yes/nol? yes

Warning: Permanently added '51.144.181.181' (ECD5SA) to the list of Known hosts.
Password:

Last login: Thu Mar 8 28:36:23 2018

[testcloudadmin@RHELmelon ~]%
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Home > Re ps » rhelRG > RHELmelon - Serial console (Preview)

N RHELmelon - Serial console (Preview)

Virtual machine

«

Alert rules
Diagnostics settings
W Advisor recommendations

okw Diagram

SUPPORT + TROUBLESHOOTING
Resource health
Boot diagnostics
Reset password

M Redeploy

Serial console (Preview)

M Red Hat Customer Portal

New support request

?  Feedback [/

2018/04/15 09:22:50.311086 INFO Purging disk cache, current incarnation is 1
2018/04/15 09:22:50.366695 INFO Running Agent 2.2.22 was not found in the agent manif
est - adding to list

2018/04/15 09:22:50.377796 INFO Wire server endpoint:168.63.129.16

2018/04/15 09:22:50.478051 INFO [Microsoft.OSTCExtensions.LinuxDiagnostic-2.3.9029] T
arget handler state: enabled

2018/04/15 09:22:50.485235 INFO [Microsoft.0OSTCExtensions.LinuxDiagnostic-2.3.9029] [
Enable] current handler state is: enabled

2018/04/15 09:22:50.486515 INFO [Microsoft.OSTCExtensions.LinuxDiagnostic-2.3.9029] U
pdate settings file: l.settings

2018/04/15 09:22:50.493242 INFPO [Microsoft.OSTCExtensions.LinuxDiagnostic-2.3.9029] E
nable extension [diagnostic.py -enable]

2018/04/15 09:22:56.517864 INFO Event: name=Microsoft.OSTCExtensions.LinuxDiagnostic,
op=Enable, message=Launch command succeeded: diagnostic.py -enable, duration=6023
2018/04/15 09:22:56.652452 INFO Event: name=WALinuxAgent, op=ProcessGoalState, messag
e=Incarnation 1, duration=6274

2018/04/15 09:37:49.783620 INFO Agent WALinuxAgent-2.2.22 launched with command 'pyth
on -u bin/WALinuxAgent-2.2.,22-py2.7.egg -run-exthandlers' is successfully running
2018/04/15 09:37:49.786848 INFO Event: name=WALinuxAgent, op=Enable, message=Agent WA
LinuxAgent-2.2.22 launched with command 'python -u bin/WALinuxAgent-2.2.22-py2.7.egg
-run-exthandlers' is successfully running

Red Hat Enterprise Linux
Kernel 3.10.0-327.59.1.el17.x86_64 on an xB6_64

RHELmelon login: testcloudadmin

Password:

Last login: Sun Apr 15 09:31:57 from 92.184.105.59
[testcloudadmin@RHELmelon ~]$

I Network Interface: testinfrawinvm459

Virtual network/subnet: infra-vm-sg-vnet/default

INBOUND PORT RULES 0

J Network security group testinfraw
Impacts 0 subnets, 1 network interfaces

Effective security rules Topology @

Public IP: testinfrawinvm-ip Private IP: 10.1.0.4

invm-nsg (attached to network interface: testinfrawinvm459) Add inbound port rule

PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
I'FOOG default-allow-rdp 3389 TCP Any Any 2 Allow I
65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow

65001 AllowAzureloadBalancerinBound Any Any AzureloadBalancer Any % Allow

65500 DenyAllinBound Any Any Any Any @ Deny

OUTBOUND PORT RULES @

@ Network security group testinfrawinvm-nsg (attached to network interface: testinfrawinvm459) Add outbound port rule

Impacts 0 subnets, 1 network interfaces

PRIORITY NAME

65000 AllowVnetOutBound
65001 AllowInternetQutBound
65500 DenyAllQutBound

PORT PROTOCOL SOURCE DESTINATION ACTION

Any Any VirtualNetwork VirtualNetwork 2 Allow
Any Any Any Internet 2 Allow
Any Any Any Any @ Deny
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I Network Interface: infravmazurecliVMNic Effective security rules Topolog
Virtual network/subnet: infravmazurecliVNET/infravmazurecliSubnet Public IP: 51.144.166.90 Private IP: 10.0.0.4

INBOUND PORT RULES @

¥ Network security group infravmazurecliNSG (attached to network interface: infravmazurecliVMNic)

Impacts 0 subnets, 1 network interfaces

PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
|1000 4k default-allow-ssh 22 TCP Any Any & Allow I e
65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
65001 AllowAzureLoadBalancerinBound Any Any AzurelLoadBalancer Any @ Allow
65500 DenyAllinBound Any Any Any Any @ Deny o

OUTBOUND PORT RULES @
© Network security group infravmazurecliNSG (attached to network interface: infravmazurecliVMNic) Add outbound port rule

Impacts 0 subnets, 1 network interfaces

PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION

65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork @ Allow e
65001 AllowInternetOutBound Any Any Any Internet @ Allow e
65500 DenyAllQutBound Any Any Any Any @ Deny

Create and manage Key
Vaut and keys URls for keys

Administrator

Developer

Azure Key Vaut
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Create virtual machine

Settings

Extensions New resource

3 Settings

Configure optional features

High availability

Availability zone @

Availabilit,

location and

v

nes are not available for the chosen

Add new features, like configuration
management or antivirus protection, to your
virtual machine using extensions. Learn more [2

Acronis Backup (preview)

Acronis, Inc.

No extensions Datadog Agent for Windows

* Availability set @

>
None
Storage
Network
* Virtual network @ N
(new) infra-vm-linux-sg-vnet
* Subnet @ S
default (10.1.0.0/24)
* Public IP addr >
(new) testadminexten-ip
* Network security grouf N
(new) testadminexten-nsg
Extensions
Extensions @
>

No extensions

Datadog Inc.
t” dd I

Custom Script Extension

Microsoft Corp.

PowerShell Desired State
Configuration
Microsoft Corp.

Octopus Deploy Tentacle Agent
Octopus Deploy Pty. Ltd.

Puppet Agent (preview)

Puppet

APM Insight .NET Agent
Site24x7

Agent for Windows Server
Monitoring
Site24x7

Agent for Cloud Workload
Protection (Windows)
Symantec Corp.

Control-M Agent
BMC Software, Inc.

soft Azure

Create a resource

All services

FAVORITES

Dashboard

All resources
Resource groups
App Services

SQL databases

SQL data warehouses
Azure Cosmos DB
Virtual machines

Load balancers

Storage accounts

Virtual networks

Search resources, services and docs

x |

Popular

8

Q

1800

Windows Server 2016 VM

Quickstart tutorial

Ubuntu Server 17.10 VM

Learn mare

Web App

Quickstart tutorial

SQL Database

Quickstart tutorial

Cosmos DB
Quickstart tutorial

DevOps Project

Quickstart tutorial

S

Virtual machine scale set

Microsaft

This template allows you to deploy a Virtual machine scale set of virtual machines using Windows or
Linux. WARNING: Provisioning a virtual machine from RHEL or SLES requires a subscription with no
spending limit and a verified payment method (usually a credit card). If you leave “limit to single
placement group” as True, then these virtual machines will be behind a load balancer with NAT rules
for RDP or ssh connections. After it has deployed, use the Azure Portal to find the public IP address
of the load balancer and see the NAT rules associated with the load balancer. For instance, if there is
a NAT rule on port 50000, you can connect to that virtual machine by using RDP on port 50000 of
the public ip address of the load balancer for Windows or ssh into that virtual machine using the
command: ssh -p 50000 {user-name}@{public-ip-address}. If, however, you set “limit to single
placement group" to False, then these virtual machines will not have any load balancer or public IP
on them, so you will need to add a jumpbox to the same virtual network as the scale set in order to
access the VM:s in the scale set. (Portal VMSS version 7.1.4).

(v Qinli -l s e

PUBLISHER Microsoft

Learn more
USEFUL LINKS
Documentation

[28]




Create virtual machine scale set

BASICS

* Virtual machine scale set name infravmss W

* Operating system disk image @ Windows Server 2016 Datacenter ~

Browse all images
™ Subscription \-;'isual Studio Enterprise N I'\-"IIE’N. ~
* Resource group -. Create new | ) Use existing
testinfra70533

* Location . West Europe As

Availability zone @ Mone e

* User name @ | testcloudadmin v

* Password testassersaan o

INSTANCES

¥ Instance count @ 2

™ Instance size (View full pricing details) @ | D1_v2 (1 vCPU, 3.5 GB) v
I Deploy as low priority @ No Yes

Use managed disks @ M

- Hide advanced settings

Enable scaling beyond 100 instances @ No Yes
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INSTANCES

* Instance count @

™ Instance size (View full pricing details) @ | D1_v2 (1 vCPU, 3.5 GB)

Deploy as low priority @ No Yes
Use managed disks @ Yes
- Hide advanced settings

Enable scaling beyond 100 instances @ No Yes

Choose Load balancing options

¥ Public IP address name @

" Domain name label @

() Application Gateway

) Load balancer

| testinfra70533

| testinfra70533

westeurope.cloudapp.azure.com

» infra-vmss-s

infra-vmss-sg

Resource group

[#] Owverview
E Activity log
;ﬁ Access control (|AM)

'Tas
g

SETTINGS
di  Quickstart
(+' Resource costs
om Deployments

Palicies

EE Edit columns

=+ Add

Subscription {change)
Visual Studio Dev Essentials

5 items Show hidden types @

NAME

infravmss

infravmss
vy infravmssib

U infravmssnsg

¢+ infravmssVnet

@ Delete resource group

O Refresh

Subscription 1D

Sefcdf8d-8daB-4993-9c36-4cc553..

A

All types A

> Move

Deployments
1 Succeeded

All locations

Virtual machine scale set
Public IP address

Load balancer

Metwork security group

Virtual network

6 Assig

24 No grouping

LOCATION

‘West Europe
West Europe
West Europe
‘West Europe

‘West Europe

[3
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> infravmss - Scaling Scale rule

N infravmss - Scaling

Virtual machine scale set

o] « l_:l save ¥ Discard @ Disable autoscale U Refresh

Criteria
i Default Auto created scale condition 7 * Time aggregation @
Average N
B Activity log
* .
¥ Delete warning @ The very last or default recurrence rule cannot be deleted. Metric name
i Access control (IAM) Percentage CPU v
’ T I ®) Scale based on a metric () Scale to a specific instance col 1 minute time grain
ags * Ti
° Scale mode Scale out and scale in your instances based on metric. For examp Time grain statistic @
CPU percentage is above 70%" Average v
X Diagnose and solve problems
_ * Operator
o It is recommended to have at least one scale in rule
SETTINGS Rules Greater than W
4 Instances + Add a rule ™ Threshold
70
7 i . .
Scaling . Minimum @ Maximum @ Defat
Instance limits 1 1 1 * Duration (in minutes) @
— < |
orage 10

=l Operating system Schedule This scale condition is executed when none of the other scale

4 Size
+ Add a scale condition m

High availability * Name

Basics -
1 & Availability zone © You can create a new availability [ infra70533
Done & Ly = &
set or select an existing availability
G ™ set in the same location and
Availability zones are not available for the chosen resource group as the VM.

Fault domains @

2 Size <

Done * Availability set @

Update domains @
None ‘ 4= | Create new

unn) 5

3 Setibg > Storage 540 None dicks @
Configure optional features o % o » |
ged disks

4 ows Server 2016 Datace P Network

* Virtual network @
(new) infra-vm-linux-sg-vnet

* Subnet @ N
default (10.1.0.0/24)

* Public IP address @ >
(new) testadminexten-ip

* Network security group (firewall) @ >
(new) testadminexten-nsg

Extensions

Extensions @ >
No extensions
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Blue Environment Subnet

10.0.0.5

e
Default Subnet /@ @
Az

ure load balancer

(ILB)
> | PublicIP
Internet ¢

! . Green Environment Subnet

. 10005 Application

! : 10.0.0.6 Gateway

v : 10.0.0.6
R Backend Pool
Y, _—
Azure DNS
Azure load balancer
(ILB)
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Chapter 04: Implementing and Managing
Containers in Azure

Monolithic Architecture Monolithic Architecture

—_—
i
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&S &S = =
= =7 =7 =2
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Docker Host Container Registry

Using Docker CLI :> | Uncherdacmon ] <::‘> &

Docker build

Docker pull Containers Images dOCker
Docker push

NGi

T e

S

X

Explore Help Sign up Signin

Explore Official Repositories

alpine 3.6K 10M+ >
official STARS PULLS DETAILS

N nginx 8.5K 10M+ >
' official STARS PULLS DETAILS
httpd 1.7K 10M+ >
T fficial
STARS PULLS DETAILS
busybox 1.2K 10M+ >

el ot
W= official STARS PULLS DETAILS
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%‘ docker store | @

Explore  Publish Feedback Login

@ Docker EE @ Docker CE [®] containers % Plugins
Filters 1-10 of 216 available images. Most Popular -
TYPE

softwareag/natural-ce

% saftusare
By Software AG

o Store

) Community (Docker Hub)

Official Software AG Natural Community Edition for Docker

DOCKER CERTIFIED - Container Linux xB6-64

[ ] & Docker Ceriified
IBM Db2 Warehouse client container

&

DB2 Warehouse

CATEGORIES -
By IBM

|_| Analytics Multiple tools to migrate to, operate, and maintain Db2 Warehouse.

_| Application Frameworks Containe Linu WEF Databases

| | Application Infrastructure

MelonyQins-MacBook-Pro:~ melony$ docker -v
Docker version 17.12.8-ce, build c97ced6

docker COMMAND

Usage:

A self-sufficient runtime for containers

Options:

-—config string
-D, --debug
-H, —host list
-1, --log-level string
-—tls
-—tlscacert string

Location of client config files (default "/Users/melony/.docker")

Enable debug mode

Daemon socket(s) to connect to

Set the logging level (“debug"|"info"|"warn"|"error"|"fatal") (default "info")
Use TLS; implied by —--tlswverify

Trust certs signed only by this CA (default "/Users/melony/.docker/ca.pem")

MelonyQins-MacBook-Pro:docker—-testinfra-78533 melony$ sudo docker build -t testinfraapp:latest
Password:

Sending build context to Docker daemon
Step 1/13 FROM python:3.4

———> 138@d6cfEb7T

Step 2/13 : RUN mkdir /code

-—2=» Using cache

——> 17038627%9e03

Step 3/13 : WORKDIR /code

—-——>» Using cache

———> 37aded611081
Step 4713 : ADD requirements.txt /Scode/
-——» Using cache

5.637TMB
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Microsoft Azure

Home > New > MMarke B2 ¥ B

-!'-- Create a resource CI'EE'(E CDI"I'talrIEI" r’EgTStF)I'

All services e
Registry name

testinfraacr W
* FAVORITES ; AZUrecr.io

| 7 Subscription
= Dashboard Visual Studio Dev Essentials W

All resources | ¥ Resource group
' (@) Create new () Use existing

Resource groups

testinfrarg

App Services

¥ Location

West Europe A
SQL databases
* Admin user @

50l data warehouses

" Azure Cosmos DB | *cxu @

Basic R

Virtual machines

Load balancers

. Fin to dashboard

Storage accounts

Virtual networks m Automation options
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testinfraacr

{,?_.. testinfraacr

Container registry

£ se; « =» Move [ Delete % Update

Essentials ~

Overview I

Resource group Legin server

B Acivity log testinfrarg testinfraacr.azurecr.io
Location Creation date

o Access control (IAM) West Europe 5/10/2018, 10:12 PM GMT+8
Subscription name SEU

& Tags Visual Studio Dev Essentials Basic
Subscription ID Provisioning state
Sefcdf8d-8daB-4883-9c36-4cc5534b9563 Succeeded

@4 Quick start

SETTINGS

Access keys Registry metrics

ﬂ Locks Registry quota usages
z | I USED
E¥  Automation script | 0 0
| .\J GiB
| 10
| SIZE QUOTA
SERVE | REMAINING
|| 1100

Repositories

J% Webhooks |

Container security integrations

Home > Microsoft.Co ry - Oven

testinfraacr - Access keys

Container registry

D «
Registry name
Overview testinfraacr l E
E‘ Activity log
Login server
,-_.'. Access control (|JAM)
testinfraacr.azurecr.io E
' Tags
Quick start Admin user @
Enable
SETTINGS
Username
Access keys
testinfraacr E
8 Llocks
Automation script NAME PASSWORD
SERVICES password /CIRT5p7cghIpfWTYAWMACAIFsUIGOMi E [$)]
Repositories password2 RADeelUo=sW3jwipYkCXREKOV213PoP [ @
.5 Webhooks
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? testinfraacr - Access keys

Container registry

Registry name

i testinfraacr | m
B Activity log
Login server
;,.'. Access control (|AM)
testinfraacr.azurecr.io E
& Tags
Quick start Admin user @
Erabl
SETTINGS
Username
Access keys
testinfraacr E
ﬂ Locks
Automation script NAME PASSWORD
SERVICES password JCrRTSp7egh9pfW7YAWMGCAIFsUIGOMi E ()
Repositaries password2 RADeelUo=sW3jwipYKCXREKOV213gP9P E Q
Webhooks

melonygqins—-macbook-pro:Github melony$ docker login testinfraacr.azurecr.io -u testinfraacr -p FCrRTSp7cghSpfWiYAW
dcAIFsUIGRMi

WARMING! Using --password via the CLI is insecure. Use —-—-password-stdin.
Warning: failed to get default registry endpoint from daemon (Cannot connect to the Docker daemon at unix:///var/
unfdocker.sock. Is the docker daemon running?). Using system default: https://index.docker.io/vl/
Cannot connect to the Docker daemon at unix://fvar/runf/docker.sock. Is the docker daemon running?
melonygins—-macbook-pro:Github melony$ docker login testinfraacr.azurecr.io -u testinfraacr —-p FCrRTSp7cghSpfW7YAW
dcAIFsUIGRMi

WARMTMEG ! lleinm —-password via the CLI is insecure. Use —--password-stdin.
Login Succeeded

melonygins-macbook-pro:Github melony% docker push testinfraacr.azurecr.iofstarterapp:latest
L Z Gemansitory [testinfraacr.azurecr.iofstarterappl

000ae22f308: Pushed

L. ULUESL. =

D:BA72a54ebb3bcl36150e f2E60TRRaTbT45T13eeb17ccaZ430fcd@@54cBe5lb size: 524
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Microsoft Azure SO Search resources, services, and docs

“:i"- Create a resource

All services

42 Web App for Containers x .
FAVORITES
Azure Marketplace Seeall  Featured See all
Dashboard Kub Sari
Get started upernetes Service

All resources Cuuickstart tutorial
Recently created

Resource groups Compute Container Instances
Guickstart tutorial
Metworkin
App Services g
Storage T Cantainer Registry
SQL databases Web m]i] Quickstart tutorial
SQL data warehouses Mobile
B i s et a Q Service Fabric Cluster
! Containers ] ickstart tutorial
AzureCosmos DB [ a Quickstart tutoria
Databases
Virtual machines ) Web App for Containers
Analytics ‘j Quickstart tutorial
» Load balancers Al + Machine Learning
ot Intemet of Things _ Dacker on Ubuntu Server
= 8 Learn more
. Integration : ;
Virtual networks
Security
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melony@Azure:~$ az webapp config container set --name testinfrawebapp --resource-group testinfrarg --docker-custom-image-name testinfraacr.
azurecr.iostarterapp --docker-registry-server-url https://testinfraacr.azurecr.io --docker-registry-server-user testinfraacr --docker-regist
ry-server-password /CrRT5p7cgh9pfW7YAWMACATIFsUIGOMi

[

“name": "WEBSITES_ENABLE APP_SERVICE_STORAGE",
"slotSetting": false,
"value": "false"

"name": "DOCKER_REGISTRY_SERVER_URL",
"slotSetting": false,
"value": "https://testinfraacr.azurecr.io"

"name": "DOCKER_REGISTRY_ SERVER USERNAME",
"slotSetting": false,
"value": "testinfraacr"

"name": "DOCKER_REGISTRY SERVER_PASSWORD",
"slotSetting": false,
"value": null

"name": "DOCKER_CUSTOM_IMAGE_NAME",
"value": "DOCKER|testinfraacr.azurecr.iostarterapp"

Home > F ce groups > testinfrarg
testinfrarg
Resource group
i « + Add  EE Editcolumns [ Delete resource group O Refresh =3 Move
Subscription (change] Subscription ID Deployments
= ) Visual Studio Enterprise — MPN f38e1d90-3a11-460c-a4d2-186e1... 1 Succeeded
| Overview
Tags (change)
B Activity log Click here to add tags
zha Access control (JAM)
‘ Tags All types e All locations L
4items  |v| Show hidden types @
SETTINGS
NAME TYPE LOCATION
Quickstart
W aci-infrastart-app Container instances West Europe
+ Resource costs o " 2
testinfraacr Container registry West Europe
e
+ -
= Deployments =<_\ testinfraServicePlan App Service plan West Europe
Policies testinfrawebapp App Service West Europe
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testinfrawebapp

App Service

@ testinfrawebapp

2 « " <« [ Browse W Stop O Restart @ Delete ! Get publish profile C) Reset publish profile
] Resource group (change} URL
; ] testinfrarg https://testinfrawebapp.azurewebsites.net
&2 Overview | . i
| Status App Service plan/pricing tier
3 . | Running testinfraServicePlan (Standard: 1 Small)
B Activity log | :
| Location FTP/deployment username
. | West Europe testinfrawebapp\testmeanuser
shd Access control (JAM) | o
| Subscription (change} FTP hostname
o ] Visual Studio Enterprise — MPN ftp/fwaws-prod-am2-085 ftp.azurewebsites windows.net
ags ]
- | Subscription ID FTPS hastname
. ] f38e1d90-3a11-460c-a4d2-186e1660d4993 ftps:/fwaws-prod-am2-085 ftip.azurewebsites. windows.net
< Diagnose and solve problems ]
| A
DEPLOYMENT |
] Diagnose and solve @ App Service Advisor
di  Quickstart : problems .} App Service Advisor provides

insights for improving app
experience on the App Service
platfarm. Recommendations are

Qur self-service diagnostic and

2 Deployment credentials | troubleshooting experience helps

B | you identify and resolve issues k
{ with your web app sorted by freshness, priority and
| with your web app.

n. Deployment slots | impact to your app.

» Deployment Center {Preview) |

| Hittp 5xx »* Data In *

SETTINGS |
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: : m ;
Microsoft Azure L0 Search resources, services, and docs

..!r. Create a resource

All services

&0 Azure containers instances x

FAVORITES
Azure Marketplace seeall  Featured See all
Dashboard
Get started Kubernetes Service
All Quickstart tutorial
e Recently created
Resource groups Compute ﬁ Container Instances
Quickstart tutorial
MNetworkin
App Services 2
Storage B Container Registry
SQL databases Web % Quickstart tutorial
SQL data warehouses Mohile
Service Fabric Cluster
Azure Cosmos DB Containers | Quickstart tutorial
Databases
Virtual machines ) Web App for Containers
Analytics ' Quickstart tutorial
Load balancers Al + Machine Learning
hage sicints Internet of Things 5 Docker on Ubuntu Server
- Learn more
Integrati :
Virtual networks 2 Messages
Security

melony@Azure:~$ az container create --resource-group testinfrarg --name aci-infrastart-app --image testinfraacr.azurecr.io/starterapp:latest
1 --registry-login-server testinfraacr.azurecr.io —-registry-username testinfraacr --registry-password /CrRTSp7cgh9pfW7YAW

ns-name-label aci-start-app --ports 80
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aci-infrastart-app

Container instances

§ir Overview
B' Activity log

;ﬂ Access control (|AM)

Tags
& Tag

SETTINGS
. Containers
Properties
n Locks

Automation script

M Delete ! C.) Refr

Resource group (change)
testinfrarg

Status
Creating

Location
West Europe

Subseription {change)
Visual Studio Enterprise — MPN

Subscription |D
f38e1d90-3a11-460c-a4d2-186e1660d993

Tags {change)
Click here to add tags

CPU (aci-infrastart-app)
00
a0
A

05 type

Linux

IP address

40.114.208.171

FQDN
aci-start-app.westeurope.azurecontainerio

Container count
1

»
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Microsoft Azure

Create a resource

All services

FAVORITES

Dashboard

All resources

Resource groups

App Services

SQL databases

SQL data warehouses

> Azure Cosmos DB

Virtual machines

Load balancers

Storage accounts

Virtual networks

D Search resources, services, and docs

e ainer Se

Container Service

Microsaft

Azure Container Service (ACS) provides a way to simplify the creation, configuration, and
management of a cluster of virtual machines that are preconfigured to run containerized
applications. Using an optimized configuration of popular open-source scheduling and orchestration
tools, ACS enables you to use your existing skills or draw upon a large and growing body of
community expertise to deploy and manage container-based applications on Microsoft Azure.

ACS leverages Docker images to ensure that your application containers are fully portable. It also
supports your choice of Kubernetes, DC/OS (powered by Apache Mesos), or Docker Swarm for
orchestration to ensure that these applications can be scaled to thousands, even tens of thousands
of containers.

The Azure Container service enables you to take advantage of the enterprise grade features of Azure
while still maintaining application portability, including at the orchestration layers.

There are no fees for any of the software installed by default as part of ACS. All default options are
implemented by open source software.

ACS is currently available for Standard A, D, DS, G, G5, F, and FS series Linux virtual machines. You
are only charged for the compute instances you choose, as well as the other underlying
infrastructure resources consumed such as storage and networking. There are no incremental
charges for the ACS itself.
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s > New > Container Servi

Create Container Service Basics

* Name

Basics P
1 : : : > ! testinfradcos v
Configure basic settings |

Subscription

4
* Resource group @
Create new 'I_'!'Z- Use existing
2 test-aks-infra-beta v
-
* Location
West Europe v
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Home > New > Container Service * Create Container Service > Mastercunﬁguratinn

Create Container Service X Master configuration

¥ Orchestrator @

1 Basics == = o

Done _—
DC/OS
Kubernetes
2 Master configuration > Swarm

Provide master information

melony@Azure:~$ ssh-keygen -t rsa -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/home/melony/.ssh/id_rsa): testkeygenk8s
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in testkeygenk8s.

Your public key has been saved in testkeygenk8s.pub.

The key fingerprint is:

SHA256:B6Iu3YjKpLWTOstbBqrGnjeKSy4RQxCON2CowdGKZi8 melony@cc-cdaace85-2228111686-9zFhv
The key's randomart image is:

+---[RSA 2048]----+

|B* I

| =00

|*+.0

[B.o ..

| E ..

lo o+ o
|o++++ .

| ==

| %&=. .
+----[SHA256]
melony@Azure:~$ [

melony@Azure:~$% 1s
clouddrive testkeygenk8s testkeygenk8s.pub
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melony@Azure:~$ cat testkeygenk8s.pub
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCWUdY6MUN3TC++WIRgNpPBL98xgkb3BH2exATto@IOWrblz/6+IAy29IgagPh5h115j0Bv87q9jgxKk31ujVevvodEjqUHjgaoeTup+t8X6wPaqryY+Mq3o0BLGXOF+30tqlfdAW
92UMbk9Sj ivDyxWkWoa5wehR1S13ZsqmFxNxPqjB49L i2yBIFrDOqvnPgWWpWIr2HASjO+IC4jsCZyMytNoNgVrY6q3bBYO+C90GnYi0QyqHZok11DTz9hMCNgF80/ gNrVBMoUeGlolj/1XAfrDe2megs@z++idps
N+XUMpGjKzXS9WiZ7I8vmIo/Iz melony@cc-cdaace85-2228111606-9zFfhv

melony@Azure:~$ ls
clouddrive testkeygenk8s testkeygenk8s.pub
melony@Azure:~$ cat testkeygenk8s

MIIEpAIBAAKCAQEASFHWOjFDd3wvvlvUajaTwS/fMYJIGOwWRONsQE7aNCT1qg29¢c/+
viAMtvSYGoD4eYdZeYzgb906vY4AMSpNSbo1XL7/XRI61B44GqHk7qfrfF+sD2qq2
PjKt6ASx1zhftéLatX3QFuhRDEHxgOy4Pd1DG5PUo4rw8sVpFqGucHoUZUtSWbKp
hcTcTeowePS4tsgfRawzqr5z4F1qViK9hwOYzviQuI7AmcjMrTaDYFa20qt2wiiDv
gvaBp2IjkMgh2aJlNzZQes8/YTAjYBfDv4DalQTKFHhtaCY/9cQHEWSNpnILNM/vona
bNRYrHJIXPvnzfsVDKRoysl1OvVomeyPL51aPyMwIDAQABAOIBAGAhTi5N+521b]1Z
kbcS6H3UbticUbgNjTvIXXJ+p6D2/neInjfkW2pIcsFIfbAs1iDKKPdvNYnxbowd
m65xiwS5yhphPOTSkP4cNCFWD3KweqtBGcLP6h4xP0s/aoXeKYjm/TXufz8hiD5yd
811tIcRgVfeQYgvKi6AWKHgUZxhOD88yhtAU/yroc6eixueqdepg2QGnhI8hAiQC
8XU1S5GEXO9uwFKNETTZOIvx5gzT1lksRrp/UucozATQ3+kGmBDQfsiqwge@tShPev
YdyC8tRXbZs98e9yE6pONCdcQ7pb2SSrfk1EIGWDRTVOV1bKjuPQFZCAVhuH2Iv/
HmkXgakCgYEA3RCQNChemoLhgVLjfeYtk11IGf3n+dpIXud8zXhm8NZFez1lIeoCC
mfXLMieD7mB@3vzekHbb/ZgHWI7A4GG03ugtco/88Xv8ifI2IiWQRKpnARCVuUBha
7aReAj3eXTrDqdyEFpC8WASWPESNb+xBpTOYPoRa7T1lu4mB7zkinpXUCgYEAzCSP
XyvV+BOOSL1kDm@8DhOER/gxGa@R6rQ3YG7411reukbXzVYgwA+sVWES1+kLfUBSEND RSA PRIVATE KEY
melony@Azure:~$ \J]

[47]



Pull requests Issues Marketplace Explore

LI Azure [/ acs-engine @ Watch~ | 169 & Star 808  YFork 529

<> Code Issues 466 Pull requests 45 Projects 1 12 Wiki Insights

Azure Container Service Engine - a place for community to collaborate and build the best open Docker container
infrastructure for Azure.

kubernetes dcos mesos docker swarm swarmmode orchestration containers azure

D 2,006 commits ¥ 44 branches > 50 releases A% 160 contributors s MIT

Branch: master ~ New pull request Create new file = Upload files = Find file Clone or download ~

HI pweil- and CecileRobertMichon Use vars for nsg, ip, and |b openshift resources (#3089) Latest commit b7364fe 2 days ago

B .circleci cleanup openshift e2e, retain if fail for k8s (#3041) 5 days ago
B .github Update PULL_REQUEST_TEMPLATE.md (#2515) 2 months ago
| .prowci Setup prow Cl (#2923) 4 days ago
s cmd Delete role assignments when deleting a VM (#2934) 4 days ago
| docs Update docs (#3050) 2 days ago
I examples Autofill ACI Connector credentials and enable logs (#2903) 4 days ago
Discovery
<+ Manager
Backend
* Scheduler Docker S
OCKEr swarm
Discovery
Service

?

v

v

v

Node 1

Node 2

Docker Daemon

Docker Daemon

Node “n”

Docker Daemon

Containers

Containers

Containers
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‘I Basics
Dane

2 Master configuration
Provide master information

= > Master

nfiguration

Master configuration

* Orchestrator @

Swarm

* DNS name prefix @

testinfrasdockerwarm

Master credentials

%* i
User name @

testcloudadmin

* SSH public key @

ssh-rsa
AAAABINzaCTyc2EAAAADAQABAAAEA
QCwUdYeMUN3C++W9RgNpPBL98xgk

-

Settings
Master count @
1

VM diagnostics @

= Enabled
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> New » Container Service > Create Container Service > Agent configuration

Create Container Service Agent configuration

* Agent count @

1 Basics » : %
Done !

* Agent virtual machine size @ >

2 Master configuration T 5x Standard D52

Done

3 Agent configuration >
Provide agent information
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Create Container Service

> Summary

Summary

2 Master configuration
Dane

3 Agent configuration
Daone

4 Summary
Container Service

o Validation passed

Basics
Subscription
Resource group
Location

Name

Master configuration
Orchestrator

DNS name prefix

User name

SSH public key

Master count

VM diagnostics

Agent configuration
Agent count
Agent virtual machine size

test-aks-infra-beta
West Europe

testinfraacsswarm

Swarm

testinfrasdockerwarm

testcloudadmin

ssh-rsa AAAAB3NzaC1yc2EAAAADACABAAABACCWUdYEMUNSE..
1

Disabled

5
Standard DS2

“ Download template and parameters
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5 test-aks-infra-beta

Resourc P

&) Overview

B Activity log

s Access control (IAM

SETTINGS

Quickstart

a.L

= Properties

Automation script

MONITORING

il Me

& Log analytics (OMS)

p Log search

«

Subscription (change]

19 items

+ Add EE Editcolumns [ Delete resource group c) Refresh

Subscription ID

60bad 1d7-71fd-4e40-b6b9-1016a..

All types

NAME

i0ng543tt634gkkswarm4

ng543tt634gkkswarm0
ng543tt634gkkswarmdiag0
o0ng543tt634gkkswarm5
swarm-agent-D604EB24-vmss
swarm-agent-ip-testinfrasdockerwarmagents-D604EB24
¥p swarm-agent-lb-D604EB24
o i swarm-master-availabilitySet-D604EB24
J# swarm-master-D604EB24-0
> configuremaster (swarm-master-D604EB24-0/configurem-..
> linuxdiagnostic (swarm-master-D604EB24-0/linuxdiagnos---
l swarm-master-D604EB24-nic-0
swarm-master-ip-testinfrasdockerwarmmgmt-D604EB24
(_;' swarm-master-lb-D604EB24
swarm-vnet-D604EB24

>3
23> testinfraacsswarm

>

TYPE

Storage account
Storage account
Storage account
Storage account

Virtual machine scale set
Public IP address

Load balancer
Availability set

Virtual machine
Microsoft.Compute/virtualMac..

N

oft.Compute/virtualMac..

Network interface

Container service

LOCATION

urope

rope

o
o

urope
West Europe

West Europe
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) test-aks-infra-beta-v2

Resource group

« 4= Add

Subscription

¥) Overview

Edit columns [l Delete resource group

Q) Refresh

All types

Tags (ch:
B Activity log
M Access control (IAM)
& Tags

31items  [v] Show hidden types @
SETTINGS

NAME
Quickstart

+) Resource costs

& Deployments
Policies

= Properties

a Locks

Automation script

MONITORING

il Metrics

dcos-master-ip-testinfradcosmgmt-C1380550
&P dcos-master-Ib-C1380550
@ dcos-master-nsg-C1380550
dcos-vnet-C1380550
S iowpbgb4su7hjdiagntpri3
3 00wpbgb4su7hjdiagntprid

"% testinfradcos

3 wpbgb4su7hjdiagntpub
o wpbgbdsu7hjdidiagd
3 wpbgb4su7hjdiexhb0

S wpbabdsu7hidimstr0

=> Move

Deploym
1Fa

v All locations

Public IP address

Load balancer
Network security group
Virtual network
Storage account
Storage account
Container service
Storage account
Storage account
Storage account

Storage account

v | | No groupingv

LOCATION

West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe

West Europe

etc daemon

A

Master

API Server

Replication
Controller

Scheduler

T

v

Minion 1

Kubelet

Containers

Minion 2

Kubelet

Minion “n”

Kubelet

Containers

Containers
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Bash v i O ? & 1M

Type "az" to use Azure CLI 2.8
Type "help” to learn about Cloud Shell

melony@Azure:~% az group create --name test-infra7@533 --location westeurope

{

"id": "/subscriptions/f38e1d96-3all-468c-add2-186e1660d993/resourceGroups/test-infra7e533",
"location": "westeurope",
“managedBy": null,

"name": "test-infra7e533",
“properties”: {

"provisioningState": "Succeeded"

1
“"tags": null

}
melony@Azure:~$ []

>

No) |25 a]0933

« = Add = Edit columns Q) Refresh

@ Delete resource group

S tion (change Subscription ID
o o v udio Enterprise - MPN f38e1d90-3a11-460c-a4d2-186e1
verview
Tags (chang
B Activity log Click here to add tags
M Access control (IAM)
& Tags All types
23items [V Show hidden types @
SETTINGS
NAME
Quickstart

3 005mjjenidsavmaagnt0
2) Resource costs .
5mjjenldsavm4mstr0

@ Deployments agent-availabilitySet-53726145

Policies w5 infrak8scluster
i Properties A k8s-agent-53726145-0
N cse0 (kBs-agent-53726145-0/cse0)
& Llocks

k8s-agent-53726145-1
A Automation script _
" csel (kBs-agent-53726145-1/cse)

=> Move

Deployments
2 Deploying

v All locations

TYPE

Storage account

Storage account

Availability set

Container service

Virtual machine
Microsoft.Compute/virtualMachines/ext.

Virtual machine

Microsoft.Compute/virtualMachines/ext...

LOCATION

West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Europe

West Europe

v

No groupingv

melony@Azure:~$ az acs kubernetes get-credentials --resource-group=test-infra7e533

melony@Azure:~$ kubectl get nodes
NAME STATUS
k8s-agent-53726145-0 Ready
Ready
Ready
Ready

ROLES
agent
agent
agent
master

AGE

k8s-agent-53726145-1
k8s-agent-53726145-2
k8s-master-53726145-0
melony@Azure:~$ ||
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VERSION
13m vl.
13m vl1.
14m vi.
13m vl1.

7.7
7.7
7.7
7.7

--name=infrak8scluster




--name testinfra70533aks --resource-group testinfraKubernetesRG --node-count 5

Home > testinfra70533aks - Scale
i testinfra70533aks - Scale

te=ma Kubernetes service

@] « O Refresh

You can scale the number of nodes in your cluster to increase the total amount of cores and memory available for your container

& Overview
applications. Having at least 3 nodes is recommended for a more resilient cluster.
i' Activity log Learn more about scaling your AKS cluster.
& Access control (AM) Total cluster capacity
Cores 10 vCPUs
' Tags
Memory 20 GB
SETTINGS 5 % Standard F2s_vZ (2 vcpus, 4 GB memory)
[+] Upgrade
7 Scale
Properties

ﬂ Locks

Automation script

melony@hzure:-$ az aks get-upgrades --name testinfra70533aks —-resource-group testinfraKubernetesRG -—output table
MasterVersion NodePoolVersion

default testinfraKubernetesRG 1.9.6 None available

> testinfra70533aks - Upgrade

He
@ testinfra70533aks - Upgrade

Kubernetes service

o Update in progress...
45 Overview

You can upgrade your cluster to a newer version of Kubernetes. The upgrade will roll out safely in stages so your container applications can
continue to run smoothly while the upgrade is taking place. Upgrading your cluster may take up to 10 minutes per node.

B Activity log

AN i i <
.,‘.'. Access control (IAM) Learn more about upgrading your AKS cluster.

View the Kubernetes changelog

& Tags

Kubernetes Version

SETTINGS v This cluster is using the latest available version of Kubernetes.

© Upgrade

7 Scale
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melony@Azure:~$ kubectl get nodes

NAME STATUS ROLES AGE VERSION
k8s-agent-53726145-0 Ready agent 13m v1.7.7
k8s-agent-53726145-1 Ready agent 13m V1.7.7
k8s-agent-53726145-2 Ready agent 14m v1.7.7

k8s-master-53726145-6 Ready master 13m "
melony@Azure:~$ az group delete --name test-infra7e@533 --yes --no-wait
melony@Azure:~$ az group delete --name test-infra7e533

Are you sure you want to perform this operation? (y/n): y

J- Running ..
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and docs

~{~ Create a resource

All services
Azure Kubernetes Service is the guickest path from zero to Kubernetes on Azure, This new service

features an Azure-hosted control plane, automated upgrades, self-healing, easy scaling, and a
simple user experience for both developers and cluster operators. With AKS, customers get the
benefits of open source Kubernetes without complexity or operational overhead.

Dashboard To help you get started with AKS, the managed Kubernetes service is free. You only pay for the VMs
in your cluster, and any infrastructure resources consumed like storage and networking. This means

All resources on Azure, you will pay nothing for the management of your Kubemnetes cluster,

AKS is currently available for Linux virtual machines.
Resource groups

Creating an AKS cluster typically takes a few minutes. Once complete, you can access and manage
App Services your cluster through "az aks” and "kubect!",

SCOL databases . v Save for later

50 data warehouses PUBLISHER Microsoft

Azure Cosmos DB Learn more
USEFUL LINKS

Documentation
Virtual machines

Load balancers

Storage accounts

Virtual networks

@ Azure Active Directory

G‘ Monitor
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Create Kubernetes cluster

PROJECT DETAILS

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your

resources.

* Subscription @

* Resource group @

CLUSTER DETAILS

* Kubernetes cluster name @

* Region @
* Kubernetes version @
* DNS name prefix @

AUTHENTICATION

* Service principal @

SCALE

Visual Studio Enterprise - MPN v

(®) Create new () Use existing

I testinfraKubernetesRG v l

I testinfra70533aks I
West Europe v
19.6 v
testinfra70533aksdns v

(new) default service principal

Config my service principal

The number and size of nodes in your cluster. For production workloads, at least 3 nodes are recommended for resiliency. For
development or test workloads, only one node is required. You will not be able to change the node size after cluster creation, but you will
be able to change the number of nodes in your cluster after creation. Learn more about scaling in Azure Kubernetes Service

* Node size @

* Node count @

Standard F2s_v2 (2 vcpus, 4 GB memory)

Change size

) 3

I Next: Networking » ‘ Download a template for automation
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Home » el

Create Kubernetes cluster

Basics MNetworking Monitoring Tags  Review + create

You can enable HTTP application routing and choose between two networking options: "Basic" or "Advanced".

= "Basic" networking creates a new VMNet for your cluster using default values.
« "Advanced” networking allows clusters to use a new or existing VMNet with customizable addresses. Application pods are
connected directly to the VNet, which allows for native integration with VMNet features.

Learn more about networking in Azure Kubernetes Service

HTTP application routing @ '!' No ui:___:‘- Yes

(®) Basic () Advanced

Network configuration @

Basics MNetworking Monitoring Tags  Review + create

With Azure Kubernetes Service, you will get CPU and memory usage metrics for each node. In addition, you can enable container

monitoring capabilities and get insights into the performance and health of your entire Kubernetes cluster. You will be billed based on the
amount of data ingested and your data retention settings.

Learn more about container performance and health monitoring
Learn more about pricing

AZURE MONITOR

Enable container monitoring Yes

Log Analytics workspace @ (new) testinfra705330MSworkspace W

Create new

[59]



[60]




Basics  Metworking

BASICS

Subscription

Resource group
Kubernetes cluster name
Region

Kubernetes version

DNS name prefix

Mode count

Mode size

NETWORKING
HTTP application routing

Metwork configuration

MOMNITORING

Enable container monitoring
Log Analytics workspace

Monitoring Tags  Review + create

Wisual 5tudic Enterprise — MPMN
testinfrakubernetesRG
testinfra70533aks

West Europe

1.9.6

testinfra70533aksdns

3

Standard_F2s_v2

Mo
Basic

Yes
(new) testinfra703330M5Sworkspace

Create | « Previous: Tags | Download a template for automation
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%% Overview
i Activity log
;,." Access control (IAM)

& Tags

SETTINGS
© Upgrade
7 Scale
Properties

a Locks

£ Automation script

MONITORING
i\i| Metrics (preview)
“ Health (preview)

O\ Logs

SUPPORT + TROUBLESHOOTING

ss MNew support request

= Move M Delete O Refresh

Resource group {changs)
testinfrakubemetesRG

Status
Succeeded

Location
West Europe

Subscription (changs)
Visual Studio Enterprise — MPN

Subscription ID
f38e1d90-3a11-460c-add2-186e 16604993

Tags {change)
APP : ONECFR BUD : FR_B03630

Monitor container health
Get health and performance insights

Go to Azure Monitor container health

Kubernetes version
1.9.6

APl server address
testinfra70533aksdns-e477dael hcp.westeurope.azmkis.io

Total cores

6

Total memory
12

»

O\ Search logs

Search and analyze logs using ad-hoc queries

Go to Azure Monitor logs

| View Kubernetes dashboard

Learn how to connect to the Kubemnetes dashboard

View connection steps

Manitoring

Showdataforlast: 6 hours | 12 hours | 1 day | 7 days | 30 days

Node status (testinfra70533aks)
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Chapter 05: Designing and Implementing
Azure App Service Apps

Existing apps Cloud Cloud-Optimized Cloud-Mative
MET web apes on premises; Infrastructure-Ready Contalner2ed & Managed M icroserdce architectung

Cn-premises Azure Azure Azure

e N

Minimal code changes Architected for the cloud, needs new code

=

Web Apps Mobile Apps

Azure App Service

L

AP| Apps Logic Apps
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ft Azure /O Search resources,

Create a resource E x

All services

FAVORITES
Azure Marketplace Seeall  Popular

Dashboard .
Gt dartad Windows Server 2016 VM
) Quickstart tutorial
All resources
Recently created
Resource groups Compute Ubuntu Server 17.10 VM
N i @ Learn more
App Services Etworking
Storage Web App
SQL databases @ : ’
Web Quickstart tutorial
SQAL data warehouses Mobile
SQL Database
=lire Gaemos Dh Containers Q Quickstart tutorial
; ) Databases )
it it . 4 Serverless Function App
Analytics L@  Quickstart tutorial
Load balancers Al + Machine Learning
Storage accounts Internet of Things Gosmos Pl
Quickstart tutorial
Integration
Virtual networks 9
Security Kubernetes Service
‘ Azure Active Directory . [ Quickstart tutorial
Identity
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ft Azu

- Create a resource Web App

Create

All services

* App name
testinfra70533 v
.azurewebsites.net

Dashboard * Subscription
Visual Studio Dev Essentials o

All resources
*
Resource Group @

(®) Create new () Use existing

Resource groups

testinfra70533 v
App Services
|- os I |
SAL databases
* App Service plan/Location
SQL data warehouses ServicePland4188543-bfab(Centr... ?

Azure Cosmos DB
Application Insights @ Off

Virtual machines
Load balancers
Storage accounts

Virtual networks

" Azure Active Directory

Pin to dashboard

e Monitor
Automation options
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Web App

» App name
testinfra70533 vl
.azurewebsites.net

* Subscription

Visual Studio Dev Essentials »,

* Resource Group @
N Y o
}) Create new () Use existing

e Plan

App Service plan
Select b apj

n for th PP

An App Service plan is the container for your app. The App Service plan settings w...
‘-. determine the location, features, cost and compute resources associated with your
app.

+ | Create new

testinfra70533 v
App Service plan/Location >

ServicePland4188543-bfab(Centr...

Application Insights @ “ Off

Pin to dashboard

Automation options

P,, ServicePland4188543-bfab(S1) (New)
8% Central US New Plan

E]

New App Service Plan
[« lan fo P

for the

& App Service plan

‘ testinfra70533asp v
* Location

‘ West Europe v |
* Pricing tier S

$1 Standard

[66]




£ testinfra
App Service Plan

—~+ Create a resource App Service Plan

Microsoft

All services _ ) . - .
App Service plans give you the flexibility to allocate specific apps to a given set of resources and

further optimize your Azure resource utilization. This way, if you want to save money on your testing
* FAVORITES envirenment you can share a plan across multiple apps.

—

All resources PUBLISHER Microsoft

&# Resource groups Documentation
USEFUL LINKS Service Overview

& App Services Pricing details

SQL databases

SQL data warchouses
Azure Cosmos DB
Virtual machines

‘ Virtual machine scale sets

Q Load balancers

B storage accounts
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tA

Create a resource

All services

Dashboard

All resources

Resource groups

App Services

SQL databases

SQL data warehouses

Azure Cosmos DB

Virtual machines

Load balancers

Storage accounts

Virtual networks

Q Azure Active Directory

e' Monitor

Web App

Create

™ App name
testinfra70533 v
.azurewebsites.net

* Subscription

Visual Studio Dev Essentials v

*

Resource Group @
@ I s
(@) Create new (_) Use existing

testinfra70533 v

* App Service plan/Location
testinfra70533asp(West Europe)

v

Application Insights @ On

* Application Insights Location @

West Europe ~

Pin to dashboard

Automation options
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testinfra70533rg

testinfra70533rg

" Resource group

[ Overview
h Activity log
saa Access control (IAM)

‘Tas
g

SETTINGS
#i Quickstart
& Resource costs
Em Deployments
Palicies

:= Properties

ﬂ Locks

Automation script

o= Add

Subscription (change)
Visual Studio Enterprise - MPMN

Edit calumns

Tags (change)

Click here to add tags

All types
Jitems || Show hidden types @

MNAME

[ Delete resource group

Subscription 1D
f38e1d90-3a11-460c-add2-186e1...

O Refresh = Move @

Deployments
1 Succeeded

~ All locations ~ No

TYPE LOCATION

@  testinfra70533

P. testinfrazos3s

! testinfra70533

Application Insights West Europe

App Service plan West Europe

App Service West Europe

@8 testinfra70533

App Service
0 «
Overview
B Activity log

2ia Access control (1AM)
& Tags

2 Diagnose and solve problems

DEPLOYMENT
@i Quickstart
18 Deployment credentials
. Deployment slots
{# Deployment options

78 Deployment Center (Preview)

SETTINGS

[} Browse

W Stop

O Restart

Af‘ Click here to access our Quickstart guide for deploying code to your app =

Resource group (change}
testinfra70533rg

Status
Running

Lacation
‘West Europe

Subscription (change)
Visual Studio Enterprise — MPN

Subscription ID
f38e1d90-3a11-460c-a4d2-186e1660d993

X

problems T
Our self-service diagnostic and

troubleshoating experience helps

yau identify and resolve issues

with your web app.

Http Sxx

ﬁ Delete

Diagnose and solve 9

! Get publish profile CD Reset publish profile

URL
https://testinfra70533.azurewebsites.net

App Service plan/pricing tier

testinfra70533 (Free: 0 Small)

FTP/deployment username

testinfra70533\testmeanuser

FTP hostname

tpr/fwaws-prod-am2-149 fip.azurewebsites windows.net

FTPS hostname
ftps//waws-prod-am2-149.ftp.azurewebsites windows.net

Ed
Application Insights @ App Service Advisor
Application Insights helps you ] App Service Advisor pravides

nsights for impraving app
experience on the App Service
platform. Recommendations are
sorted by freshness, priority and
mpact to your app.

detect and diagnaose quality
issues in your apps, and helps
you understand what your users
actually do with it

* Data In *
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E| htips://testinfra70533.azurewebsites.net/
/A Microsoft Azure

Your App Service app is up and running

Go to your app's Quick Start guide in the Azure portal to get started or read our de

Search Azure App Service documentation. ok

I

httpsi//ge.microsoft.com/fwlink/?linkid=838467 &isitename=testinfra70533
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Set up deployment aption

Choose Source

Configure required settings

Choose source

DB &

A

Visual Studio Team Services

By Microsoft

OneDrive
By Microsoft

Local Git Repository
By Git

GitHub
By GitHub

Bitbucket
By Atlassian

Dropbox
By Dropbox

External Repository

g > D 1 » Choose source

O X

[71]




" Overview

B Acivity log

s Accese control (LAM)
' Tags

X Diagnose and solve problems

DEPLOYMENT

el Quickstart
3 Deployment credentials
i, Deployment slots

## Deployment options

&% Deployment Center (Preview)
SETTINGS
= Application settings

Authentication / Authorization

@

Application Insights

Managed service identity (Pr...
& Backups

Custom domains

o

S5L settings

«

General settings

MET Framework version @

PHP version @&

0 App Service supports installing newer versions of Python. Click here to learn more,

Python version @

Java version @

Java minor version €

Java web container a

Platform €

Web sockets @

Always On a

Off

Upgrade to enable +

Off on

Upgrade to enable +

Managed Pipeline Version Integrated
.0

HTTP Version

You can improve the performance of your stateless applications by turning off the
Affinity Cookie, stateful applications should keep the Affinity Cookie turned on for
increased compatibility. Click to learn more.

ARR Affinity

Auto Swap

Upgrade to enable +

FTP based deploy i 1 in texd) or FTPS

4
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= Overview

H Activity log

aba Access control (JAM)
& Tags

-4 Diagnose and solve problems

DEPLOYMENT
dd Quickstart
& Deployment credentials
Deplayment slots
£+ Deployment options

@ Deplayment Center (Preview)

SETTINGS

Application settings

Authentication [ Authorization

cation / Authorization

<&

? Application Insights

& Managed service identity (Pr...
@& Backups
@8 Custom domains

U S5l settings

H Save M Discard

Authentication / Authorization

: _) Anonymous access is enabled on the App Service app. Users will not be prompted for login.

Action to take when request is not authenticated
Allow Anonymous requests (no action)

Authentication Providers

" Azure Active Directory

Mot Configured

Ifl Facebook
Mot Configured

] Google
Mot Configured

B Twitter
Mot Configured

-
m= Microsoft

Mot Configured

Advanced Settings

Token Store On

ALLOWED EXTERMAL REDIRECT URLS
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= tostinfr 3 - Custom domains
W )

o | «| T Refresh (@ FaQs

Deployment credentials

Custom Hostnames

Deployment slots

1 Deployment options Configure and manage custom hostnames assigned to your app Learn more

i’ Deployment Center [Preview)

SETTINGS

== Application settings —
‘ + | Add hostname
Authentication / Authorization

° HOSTNAMES ASSIGNED TO SITE 551 BINDING
¥ Application Insights

g Managed service identity (Pr...

& Backups

B Custom domains o =

§ St App Service Domains
MNetworking

Purchase and manage domains for your Azure services with auto-renew and
privacy protection. Learn more

(4 Scale up (App Service plan)
14 Scale out [App Service plan)

i ‘+_| Buy Domain
% Weblobs

DOMAINS EXPIRES STATUS
Push

No results

£ MySQL In App

Properties
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_— Certificates

Certificates must be associated with your application before you can use them
to create a binding. You can upload a certificate you purchased externally, or
import an App Service Certificate.

e
! Import App Service Certificate * Upload Certificate

Client Certificates

Incoming client certificates @ Off On

Public Certificates
You have no certificates. Upload a certificate now to get started.

Private Certificates

0 Private certificates list includes all valid private certificates from your subscription.
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SSL Configuration

SSL Configuration lets you configure the TLS version used by all bindings in this app and HTTPS only setting

HTTPS Only: @ On

Minimum TLS
Version @ “ 1.1

1.2 |

Bindings

Bindings let you specify which certificate to use when responding to requests
to a specific hostname over HTTPS Learn more

55l bindings

I_E Add binding I

HOST NAME CERTIFICATE 55L TYPE

Mo results
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. infra70533StartApp

App Service

Overview

ﬁ. Activity log
M Access control (JAM)
‘ Tags

X Diagnose and solve problems

DEPLOVMENT

@4  Quickstart
Deployment credentials
Deployment slots

£+ Deployment options

e Deployment Center (Preview)

SETTINGS
= Application settings
Authentication / Authorization

@ Application Insights v

A

« [ Browse B Stop ";s C) Restart @ Delete ! Get publish profile C) Reset publish profile
Http 5xx P o Data In
4008
3008
2008
1008
08 l.".n)\A)\
1AM 10 AM 10:15 AM
I HTTP SERVER ERRORS @ DATAIN @
= 8018
Data Out »
4ke
2k8
2kB
KB |
0kB AJ l\Af\AJ\f\_... .....
10AM 10:15 AM 10:30 AM
DATACUT @
6.84 kB

[77]



K Advanced Tools
App Service Editor (Preview)

&3 Performance test

Resource explorer

2

Testing in production

Extensions

MOBILE
] Easy tables
a" Easy APls

E! Data connections

API
API definition

&) CORS

&

MONITORING

+  Alerts (Classic)
Diagnostics logs
Bl Logstream

Wl Process explorer

SUPPORT + TROUBLESHOOTING

Hsave ¥ Discard

Application Logging (Filesystem) @
Off Cn

Application Logging (Blob) @
Off On

Level

Error

Storage Settings

melonassets(cdesvmsstest)

Retention Period (Days) @

5

Web server logging @

Detailed error messages @

Failed request tracing @

Zl > |

Download logs

FTP/deployment username

testinfra70533\testmeanuser
FTR

[ ftp://waws-prod-am2- 149 ftp.azurewebsites windows.net

p;;:ffwaws—prod—am?_-ug ftp.azurewebsites.windows.net
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W Advanced Tools

App Service Editor (Preview)
& Performance test
-} Resource explorer
= Testing in production

7 Extensions

MOBILE
Easy tables
«" Easy APls

EJ Data connections

API

API definition

3,

CORS

&

MONITORING

+  Alerts (Classic)

%: Diagnostics logs

Log stream

& Process explorer

NAME

TESTINFRAT(0533 (SERVERFARMS)

You haven't created any alert rules.

TESTINFRAT0533 (SITES)

@  testsinfraalerts

CONDITION

AverageMemoryWorkingSet > 1

LAST ACTIVE

Never
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Add an alert rule

* Resource @

testinfrar0333 (sites) W
¥ Mame @
‘ testzinfraalerts \/‘

Description

| testzinfraalerts |

Alert on

Metrics

* Metric @

Average memory working set W
COMB

40818

OB

HE - - -

12 P 6 PM Jun 18 6 AM
" Condition

greater than hd

* T "
Threshold @

1
bytes
* Period @
Over the last 5 minutes W

Email owners, contributors, and readers
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File
Q-

J.01dx3 1BNIZS

x0q|00]

Application Insights Configuration

Edit View Project Build

B-ams

Solution Explorer

R o-seF@

Debug Team Tools Architecture Test ReSharper RTools Analyze Window  Help

Debug ~ AnyCPU - B 1IS Express (FirefoxDeveloperEdition) = C = 2 n

Contact.cshtm! Index.cshtml _Layout.cshtm!

~ B x| Application Insights Configuration # X Aboutcshtmi

p- @ Application Insights

o=

& Solution ‘infra70533StartApp’ (1 project)

S

=] infra70533StartApp
& Connected Services
b M Properties
3 References
W8 App_Data
&l App_Start
b c* BundleConfigcs
b c* FilterConfig.cs
b c* RouteConfig.cs
Bl Content
&l Contrallers
b c* HomeController.cs
 fonts
8 Models
W Scripts
&l Views
4 &l Home
1@ About.cshtml
Contact.cshtml
(@) Index.cshtml
4 ) Shared
@ Layoutcshtml
1@ Error.cshtml
_Viewstart.cshtml
Web.config

b ¢ Applicationinsights.config

[ faviconico
b &) Global.asax

¢ packages.config
b ¢ Web.config

SDK added

Gain insights through telemetry, analytics and smart detection

Detect
and diagnose exceptions and application performance issues

Monitor
websites on Azure, hosted containers, on-premises and with other cloud providers

Integrate
with your DevOps pipeline using Visual Studio, VSTS, GitHub, and web hooks

&o

Get Started

Output

Show output from:  Source Control - Git

About.cshtml Contact.cshtmi Index.cshtml HomeController.cs

SDK added
App registered with Application Insights
Exception collection enabled

Trace collection enabled

Your app is configured to send traces from System.Diagnostics.Trace to Application Insights.

4

System.Diagnostics.Trace.TraceInformation("Information™);
System.Diagnostics.Trace.Tracelarning("Warning™);
System.Diagnostics.Trace.TraceError("Error™);

Publish annotation configured

HomeController.cs

_ViewStart.cshtml

_ViewStart.cshtm|

P - a

Melony Ya QIN

BundleConfig.cs




[] an | [¢] Avai

0

[] 127001
loperMode

Debug Team Tools Architecture Test ReSharper RTools Analyze Window Help

¢- 8 nmd

Application Insights Search #® X About.cshtml Contact.cshtml| HomeController.cs

Data from

or click the Search icon to show all pel Time range: Last 30 minutes >

bili E om Event \? Depende! ] epti _' i : ge View ’Tﬂ Request

0] 0 4

6/18/2018 12:46:43 PM - Request

GET Home/Inde:

Request URL: httpy//localhost64618/ Response code: 200 Response time
6/18/2018 12:46:41 PM - Request

ET Home/About

Request URL: //localhost:64618/Home/About Re:
6/18/2018 12:46:39 PM - Request

GET Home/Index

Reguest URL: http://localhost:64618/ Response code: 200 Response time: 8ms
6/18/2018 12:46:07 PM - Request

GET Home/Index

Request URL: http://localh 8/Home/In
6/18/2018 12:46:02 PM - Trace

Al Di i : Perform, ition is running under IS E:

200 Response tim

onse code: 200 Respons e 47518

e EnablelISExpr:

T/ Operation I
6/18/2018 12:46:01 PM - Metric

time

Telemetry Readil
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Home » W B Anplicat

Application

Application Insights 8 X

Monitor web app performance and usage

MName @
| testinfra70533Applinsights W |

¥ Application Type @
ASPMET webk application v

¥ Subscription

Visual Studio Enterprise — MPN v

¥ Resource Group @

| ) Create new (®) Use existing

CloudmelonGitHubRG W
¥ Location
West Eurcpe v
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5 infra70 tartApp - Application Insights

Ap

= Overview

9 Application Insights
H Activity log —
sha Access control (lAM) Application Insights helps you detect and diagnose quality issues in your web apps and web services, and helps you understand what your users|
do with it.
started

& Tags
x Diagnose and solve problems

Link your application to Application Insights

@ Select existing resource

DEPLOYMENT
4 Quickstart
@ testinfraT0533 testinfra70533rg West Europe
Deployment credentials @ infra705335tartApp Defaul-Application]nsigies-EStUS
@ testCloudNotesSots53mndx melonMLRG West furope
Deployment slots

i3 i
% Deployment options (O Create new resource

@® Deplayment Center (Preview) i 2 *

SETTINGS
Instrument your application
= Application settings
* s
Runtime/Framewaork

Authentication / Authorization ASP.NET ».
) = v
= eplicdtoninight Code level diagnestics
g - Identify code that slowed down your web app and debug runtime exceptions with local variables
& Managed service identity (Pr...
@' Backups
B Custom domains i » Advanced Settings

U 5SL settings
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testinfra70

0533Applnsights - Performance

=
# L Time range = Last 24 hours Roles = All client_Type |= "Browser” @ *Y
@ overview Qperations  Dependaricies 2 View in Analytics v | |[A Feedback ~ | 28 profiler ) Refresh
ﬁ Activity log
Operation times: zoom into a range Avg | 50m | 5™ | ggm | I Overall
h Access control (IAM)
P 2050 Distribution of durations: zoom in... seale  1IHIE 1 11
Tags
5
% Diagnose and solve problems Lt ﬁl I I ﬂ I I
' H
g l l i
8
INVESTIGATE e g I | “ I |
Request count v % 1 1
= Application map 5 = I | I |l I I
I 11
“Q Smart Detection 3 - . | I
06 PM Mon 18 06 AM 12PM Duration  1.0ms 13ms 130ms  520ms  2.0sec
A Live Metrics Stream
06PM Mon 18 06 AM 12Mm I 18ms 130ms  520ms  20sec
iil Metrics Explorer 02:28 02:28
I Metrics (preview) Select operation search to filter items Insights (2)
£ search ‘OPERATION NAME DURATION (AVG) ~ COUNT PIN
£~ 88% COMMON PROPERTIES
I Overall 855 ms 8 =’ resultCode, client_City, client_CountryOr... >
Availability
. GET Home/Contact 3.39 sec 2
I iFailires £~ 13% COMMON PROPERTIES:
GET Home/About 19.8 ms 2 -’ resultCode, client_City, client_CountryOr... >
® Performance
‘ GET Home/Index 466 ms 4

Add Web)

infra70:

| testinfra70533webjob /|

= * File Upload
1 Deployment options =

= Deployment Center (Preview)

WeblJobs

Type @
Continuous ~ |
SETTINGS
Weblaobs provide an easy way to run scripts or programs as background .
== Application settings s
NAME TYPE STATUS SCHEDULE | Multi Instance v

Authentication / Authorization
Applicationinsigh... Continuous Running n/a
? Application Insights
& Managed service identity (Pr...

@ Backups

@m Custom domains
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-

i Apps

C (& Secure | htt s:-".-'testin‘fra?osas.scm.ﬁrewebsi‘es.net

Environment

Build 74.10611.3437.0 (a2dcB0BbBa)

Azure App Service 74.0.8598.41 (rd_websites_stable.180604-1306)
Site up time 00.00:05:02

Site folder D:Ahome

Temp folder D:\ocal\Temph

REST API

« App Settings

Deployments

Source control info

« Files

« Log streaming (use curl, not browser!)
* Processes and mini-dumps

« Runtime versions

« Site Extensions: installed | feed

» Web hooks

« WebdJobs: all | triggered | continuous
Functions: list | host config

More information about Kudu can be found on the wiki.
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2 Overview

B Activity log
:,.'. Access control (IAM)
4 Tags

% Diagnose and solve problems

DEPLOYMENT
Quickstart

| Deployment credentials

I Deployment slots

1% Deployment options

[ Deployment Center (Preview)

SETTINGS
= Application settings
Authentication / Authorization
@ Application Insights
& Managed service identity (Pr...
& Backups
@ Custom domains

O S5L settings

NAME STATUS APP SERVICE PLAN

You haven't added any deployment slots, Click ADD 5LOT to get started,
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Create a resource

All services

Dashboard

All resources

Resource groups

App Services

SOL databases

SOl data warehouses
Azure Cosmos DB
Virtual machines
Virtual machine scale s...
Load balancers
Storage accounts
Virtual networks
Azure Active Directory
Monitor

Advisor

Securnity Center

Cost Management + B...

Help + support

/'[} Search

Add a slot A X

Deployment slots let you deploy different
versions of your web app to different URLs,
You can test a certain version and then
swap content and configuration between
slots.

" Name @

testinfra70533staging v

Configuration Source

testinfra70533
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[ Overview
B Activity log
:,..' Access control (IAM)

& Tags

SETTINGS
Quickstart

(' Resource costs

ma Deployments
Palicies

:= Properties

ﬂ Locks

£ Automation script

MONITORING

+ Add EE Editcolumns [ Delete resource group () Refresh =9 Move | @ ‘ssign Tags

Subscription {changs) Subscription ID Deployments
Visual Studio Enterprise — MPN f38e1d90-3a11-460c-a4d2-186e1... 1 Succeeded

Tags (chzngs)
Click here to add tags

All types b4 All locations
4items  [v] Show hidden types @
NAME TYPE LOCATION
? testinfra70533 Application Insights  West Europe
P testinfra70533 App Service plan West Europe
testinfra70533 App Service West Europe
) testinfra70533staging (testinfra70533/testinfra70533staging) Web App West Europe
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= Overview

B Activity log

sha Access contral (IAM)
& Tags

K Diagnose and solve problems

DEPLOYMENT
®i Quickstart
| Deployment credentials
Deployment slots
0] Deployment cptions

% Deployment Center (Preview)

SETTINGS
Application settings
Authentication / Autherization
Q Application Insights
& Managed service identity (Pr...
&* Backups
&8 Custom domains

0 S5L settings

[4] Browse W Stop

f‘ Click here to access our Quickstart guide for deploying code to your app =

Resource group (changs)
testinfra70533rg

Status

Running

Location

West Europe

Subscription [changs)

Visual Studio prise — MPN

Subscription ID
f2821d90-3a11-460c-a4d2-186216604993

% Diagnose and solve
problems

Qur self-senvice diagnostic and
troubleshoating sxperience helps
you identify and resclve issuss
with your web app.

Http Sxx

1AM

I HTTP SERVER ERRORS @

%y Swap ) Restart

Delete ¢ Get publish profile T Reset publish profile

URL

https://testinfraT0533-testinfra70533staging.azurewebsites.net

testinfra70533 =f5‘tar-dard: 7 Small)

FTP/deployment username
testinfra70533_ testinfra7053 3staging\testmeanuser

FTP hostname
ftp:/fwaws-prod-am2-149.ftp.azurewebsites.windows. net
FTPS hostname
ftpsy/fwaws-prod-am2-149.ftp.azurewebsites.windows.net

#
Application Insights rvice Advisor
Application Insights helps you ce Advisor provides

detect and diagnose quality
issues in your apps, and helps
you understand what your users
actually do with it

f Data In

1AM
DATAIN @
-B

for improving app
riznce on the App Service
piztform. Recommendations are
sorted by freshness, priority and
impact 1o your app.
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Choose which slots to swap

Swap type @

Swap

Source

preduction

Destination

testinfra70533staging

Preview Changes

Mo Warnings
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testinfra70533 - Scale up (App Service plan)

LI

a | §

App Service

Application settings
Authentication / Authorization

Application Insights

Managed service identity (Previ...

Backups
Custom domains
S5L settings

Networking

Scale up (App Service plan)

Scale out (App Service plan)
Weblobs

Push

Dev / Test
For less demanding workloads

Recommended pricing tiers

250.95 EUR/Month (Estimated)

Included features

Every app hosted cn this App Service plan will have access to these

features:

N Custom domains / SSL
,J Configure and purchase custom domains with SNI and IP

[

Production
For most production workloads

1x cores
Piva e
125.44 EUR/Month (Estimated)

~ See additional options

Included hardware

Ewvery instance of your App Service plan will include the following
hardware configuration:

CPU

Isolated
Advanced networking and scale

!‘ Dedicated A-series compute resources used to run
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SETTINGS

Application settings
Authentication / Authorization
Application Insights

Managed service identity (Pr...
Backups

Custom domains

551 settings

Networking

Scale up (App Service plan)
Scale out (App Service plan)
Weblobs

Push

MySQL In App

Properties

Locks

Automation script

APP SERVICE PLAN

A

App Service plan

«

H save

XD

Configure  Run

iscard @ Disable autoscale O Refresh

history JSON  Notify

Autoscale setting name testingfraas

Resource group

Instance count

CloudmelonGitHubRG

Default Auto created scale condition Y

Delete warning

L] The very last or default recurrence rule cannet be deleted. Instead, you can disable autoscale to tum off

©

Scale mode Scale based on a metric '7' Scale to a specific instance count
@ tis recommended to have at least one scale in rule
Rules Scale out
When infra705335tartAp... (Average) CpuPercentage > 70 Increase instance count by 1
+ Add a rule
e Minimum @ Maximum @ Default @
Instance limits | [ 5

Schedule

[ 2 | 2 | |2

This scale condition is executed when none of the other scale condition(s) match

=+ Add a scale condition
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Default Auto created scale condition f

Scale mode |_J) Scale based on a metric  (®) Scale o a specific instance count
Instance count | 2

Schedule This scale condition is executed when none of the other scale condition(s) match

Auto created scale condition 1 {/9

Scale mode 'Z::_::Z' Scale based on a metric I!' Scale to a specific instance count I

Instance count | 1

I Schedule 'i' Specify start/end dates ' | Repeat specific days I
Timezone (UTC+01:00) Amsterdam, Berlin, Bern, Rome, 5to...
Start date 2018-06-20 12:00:00 AM
End date 2018-06-20 11:59:00 PM

+ Add a scale condition

sitems  [v| Show hidden types @

NAME TYPE LOCATION
— .
== cloudmelongithub Storage account West Europe e
5‘ Failure Anomalies - testinfra70533Applnsights microsoft.insights/alertrules West Europe L
l:é‘:& infra70533StartApp App Service North Europe L
P‘ infra70533StartAppPlan App Service plan North Europe LLE
? testinfra70533Applnsights Application Insights West Europe ass
I h" testingfraas microsoft.insights/autoscalesettings North Europe L I'
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) Overview
ﬁ Activity log
M Access control (IAM)

& Tags

SETTINGS
Quickstart
& Resource costs
B Deployments
Policies
= Properties

ﬂ Locks

= Automation script
MONITORING
il Metrics

Alerts (classic)

=+ Add

Subscription (change)
Visual Studio Dev Essentials

Tags (change)

Click here to add tags

7 of 7 items selected

| NAME

v
v
v
v
v
v
v

52
o
-2

infrabasicapp-dev-dev-sql

Subscription ID
5efcdf8d-8da8-4993-9c36-4cc

Edit columns @ Delete resource group C) Refresh =9 Move ‘ . Assign Tags

Move to another resource group

Move to another subscription

All types

V| Show hidden types @

master (infrabasicapp-dev-dev-sql/master)

testinf icdb (i

infrabasicapp-dev-dev-web

-dev-dev-sql/testinfr icdb)

Staging (infrabasicapp-dev-dev-web/Staging)

infrabasicapp-dev-web

npngdeqzbfigi

~ All locations

TYPE

SQL server

SQL database
SQL database
App Service
Web App

App Service plan

Storage account

LOCATION

West Europe
West Europe
West Europe
West Europe
West Europe
West Europe

West Europe

v | | No groupingv
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Move resources

nESUUILES LU THuve

| SELECTALL
v infrabasicapp-dev-dev-sgl
SQL server
o7 infrabasicapp-dev-dev-sql/master
SQL database
7 infrabasicapp-dev-dev-sqgl/testinfrabasicdb
SQL database
7 npngdeqzbfigi
Storage account
v infrabasicapp-dev-web
App Service plan
7 infrabasicapp-dev-dev-web
App Service
v infrabasicapp-dev-dev-web/Staging
Web App v
Move these resources to
2 Subscription
Visual Studio Enterprise — MPN v
* Resource group
MigratingResource v

Select existing resource group

[%| | understand that tools and scripts associated with moved resources will not work until | update

them to use new resource |Ds @

] Moving resources complete

subscription 'Visual Studio Enterprise — MPN'

Successfully moved 4 resources from resource group
‘testinfrawebbasicapprg’ in subscription "Visual Studio Dev
Essentials’ to resource group "MigratingResourceRG' in

4:08 PM
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> Migrating

ceRG

o
&) Overview
ﬁ‘i Activity log

,-,ﬁ Access control (IAM)

-‘ Tags

SETTINGS
Quickstart
:' Resource costs
s Deployments
Policies
i= Properties
ﬂ Locks

Automation script

MONITORING
i".’| Metrics

Alerts (classic)

&« + Add = Edit columns @ Delete resource group c) Refresh
Subscription (changd) Subscription ID
A Visual Studio Enterprise - MPN 138e1d90-3a11-460c-a4d2-186e1...

Tags (change)
Click here to add tags

All types
Titems  |[v| Show hidden types @

NAME

@ infrabasicapp-dev-dev-sql

ﬂ master (infrabasicapp-dev-dev-sql/master)

@ testinfrabasicdb (infrabasicapp-dev-dev-sql/testinfrabasicdb)
infrabasicapp-dev-dev-web
Staging (infrabasicapp-dev-dev-web/Staging)

infrabasicapp-dev-web

|

npnqg4eqzbfigi

=3 Move ‘ ® A

Deployments
No deployments

v All locations

TYPE

SQL server

SQL database
SQL database
App Service
Web App

App Service plan

Storage account

LOCATION

West Europe
West Europe
West Europe
West Europe
West Europe
West Europe

‘West Europe

~ | | Nogroupingv

testinfra70533

Resource group

LT

&) Overview

ﬁ\ Activity log
M Access control (IAM)

’ Tags

SETTINGS
Quickstart

.’ Resource costs

&5 Deployments
Policies

i= Properties

a Locks

= Automation script

« =+ ndd

Edit columns @ Delete resource group O Refresh

= Move

‘ . Assign Tags

Subscription (change)
2 Visual Studio Dev Essentials

Subscription ID
Sefcdf8d-8dag-4993-9c36-4cch!

Move to another resource group I

Tags (change)
Click here to add tags

All types
3of3itemsselected V'] Show hidden types @
| NAME

v| @ testinfrazos3z

V| (& testinfra70533

v ' testinfra70533asp

Move to another subscription

A

~ All locations

TYPE

Application Insights
App Service

App Service plan

LOCATION

West Europe
‘West Europe

‘West Europe

~ | | No groupingv
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Move resources

Resources to move

+/| SELECTALL

v 9 testinfra70533
=  Application Insights

7 testinfra70533asp
App Service plan

7 testinfra70533
App Service

Move these resources to

* Resource group
ToHostResourceGroup v

Create a new group

them to use new resource [Ds @
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5 Te

M Delete resource group 0 Refresh =¥ Move | 0

£ 5 « = Add  EZ Edit columns
Subscription {change) Subscription ID
- 2 Visual Studio Dev Essentials
&) Overview
Tags (change)
B Activity log Click here to add tags

;; Access control (IAM)

' Tags
3items |V Show hidden types @
SETTINGS
NAME
#i  Quickstart

@ testinfra7os33
' Resource costs

testinfra70533
.
@ Deployments ' testinfra70533asp

Policies

i= Properties

5efedfBd-8da8-4993-9c36-4cc553..,

VDEVp\D)V(mreﬂrts B
No deployments

»

All types ~ | | Alllocations

TYPE

Application Insights
App Service

App Service plan

LOCATION

West Europe
West Europe

West Europe

v No grouping

Subscription (change)
Visual Studio Enterprise — MPN

Subscription ID

Tags (change)
Click here to add tags

All types

8items || Show hidden types @

NAME

infrabasicapp-dev-dev-sql

master (infrabasicapp-dev-dev-sql/master)

testinfrabasicdb (infrabasicapp-dev-dev-sgl/testinfrabasicdb)
infrabasicapp-dev-dev-web

Staging (infrabasicapp-dev-dev-web/Staging)

38e1d90-3a11-460c-a4d2-186e1...

Deployments
1 Succeeded

~ All locations

TYPE

SQL server
SQL database
SQL database
App Service

Web App

LOCATION

West Europe
West Europe
West Europe
West Europe

West Europe

v No grouping

infrabasicapp-dev-web

App Service plan

West Europe

npngdeqzbflgi

Storage account

West Europe

r.» testMigratingServiceplan

App Service plan

West Europe
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infrabasicapp-dev... »# X App Service plan

App Service Select a plan for the web app

| An App Service plan is the container for your app. The App Service plan settings w... 4
Automation script = j J determine the location, features, cost and compute resources associated with your |
f app.

APP SERVICE PLAN

? testMigratingServiceplan(S1)

B. App service plan » West Europe 1 instance(s)

iiil Quotas

' Change App Service plan

DEVELOPMENT TOOLS
‘@ Clone app
Bl Console
}\ Advanced Tools
App Service Editor (Preview)
& Performance test
=} Resource explorer

Testing in production

-¥ Extensions
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@BV E O ®

3% Contribute to Cloud... B Your benefits & exa...

&« (&) Ql 8 Secure | https://testinfra70533.azurewebsites.net I

=t Apps [ Dashboard « cloud...

[ Packt Content Dev.. > Packt Author Portal g Personal Learning... s> [E5 Other Bookmarks

/A Microsoft Azure

Welcome to 70533 Exam Guide by Pack Publishing author: Cloudmel

Go to your app's Quick Start guide in the Azure portal to get started or read our deployment documentation.

Tell us how App Services is working for you. Do you have any feedback or suggestions about your experience? ok

g testinfra70533

App Service

|p Se

. App Service plan

[Z Browse M Stop  “5 Swap

O Restart

ﬁ Delete

W Get publish profile

c) Reset publish profile

Af' Click here to access our Quickstart guide for deploying code to your app =

Resource group {change) URL

testinfra70533rg https://testinfra70533.azurewebsites.net
v
ilit Quotas Status App Service plan/pricing tier

Running testinfra70533 (Premium: 1 Small)
P. Change App Service plan Location FTP/deployment username

‘West Europe testinfra70533\testmeanuser

DEVELOPMENT TOOLS

F2 Clone app

B Console
% Advanced Tools
App Service Editor (Preview)
&3 Performance test
=) Resource explorer
‘2 Testing in production

[-7 Extensions

Subscription (change)
Visual Studio Enterprise — MPN

Subscription 1D
f38e1d90-3a11-460c-a4d2-186e16604993

Diagnose and solve
problems

Our self-service diagnostic and

X

troubleshaating experience helps
you identify and resolve issues
with your web app.

Http Sxx

k-

FTP hostname

ftpe/fwaws-prod-am2-149 fip.azurewebsites windows.net

FTPS hostname

ftps.//waws-prod-am2-149 fip.azurewebsites windows.net

@ Application Insights

Application Insightz helps you
detect and diagnose quality
issues in your apps, and helps
yau understard what your users
actually do with it.

]

* Data In

App Service Advisor
App Service Advisor pravides
insights for improving app
experience on the App Service
platform. Recommendations are
sorted by freshness, priority and
impact to your app.
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Clone app

Create

= App name

testinfra70533clone v
Aazurewebsites.net

* Resource Group @
(@) Create new () Use existing

| testinfra70533clone

> App Service p!

App Service plan

Select a plan for the web app

An App Service plan is the container for your app. The App Service plan settings will Ei
determine the location, features, cost and compute resources associated with your
app.

Create new

* App Service plan/Location 5
testinfra70533(West Europe)

P  testinfra70533(P1)

"5 West Europe 1 instance(s)

Clone Settings
2 >

Application Insights @ Off

Pin to dashboard

m Automation options
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Clone app

Create

* App name

testinfra70533clone

.azurewebsites.net
¥ Resource Group @

(@) Create new () Use existing

testinfra70533clone

* App Service plan/Location 5
testinfra70533(West Europe)

Clone Settings
>

Application Insights @

Pin to dashboard

m Automation options

> Clone Settings

Clone Settings

Clone Settings

App service clone will copy the content and certificates of your app into a newly
created application. Some settings can also be included in the clone operation by
using the toggles below

App Settings @ Mo Yes
) |
Deployment source @ Mo Yes

) [ Mo ]
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Microsoft Azure

vi— Create a resource Clone dpp

Create

All services

" App name

* FAVORITES testinfra70533clone

azurewebsites.net

I= Dashboard * Resource Group @
. Create new | Use existing
All resources testinfra70533clone W
Resource groups * App Service plan/Location 5
testinfra70533{West Europe)
| App Services
5QL databases Clone Settings 5
SQL data warehouses
Azure Cosmos DB Application Insights @ sn
. . " Application Insights Location @
Virtual machines
West Europe A
Virtual machine scale sets

‘1‘ Load balancers | | Pin to dashboard

- Storage accounts m Automation options
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testinfra70533clone

| « + Add  EE Edit columns @ Delete resource group O Refresh = Move | . Assign Tags

Subscription (change) Subscription 1D Deployments
Visual Studio Enterprise — MPN f38e1d90-3a11-460c-a4d2-186e1... 1 Succeeded
& Locks Tags ichange)
EJ Automation script Click here to add tags
Ed
MONITORING - —
| Filte ‘ | All types v | | All locations ~ | | Na
fiq Metrics . — _
1 of 2 items selected |_\_/_. Show hidden types @
Alerts {classic) [m] namEe TYPE LOCATION
Diagnastics Jogs: ? testinfra70533clone Application Insights West Europe
@ Application insights v {S.‘ testinfra70533clone App Service West Europe
@ Log analytics (OMS)
p Log search
“%} Advisor recommendations
SUPPORT + TROUBLESHOOTING
".' MNew support request
- (&) i) Iﬂ Secure | https://testinfra70533clone.azurewebsites.net eSS Vesoe
iif apps [ Dashboard < cloud.. [ Packt Content Dev.. 2 Packt Authar Portal g Personal Learning.. % Contribute to Cloud... B Your benefits & exa.. » Other Bookmarks

/A Microsoft Azure

Welcome to 70533 Exam Guide by Pack Publishing author: Cloudmeldh,

Go to your app's Quick Start guide in the Azure portal to get started or read our deployment documentation.

Search Azure App Service documentation.

I ©
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I S

File Edit View Project Build Debug Team Tools Architecture Test ReSharper RTools Anal Window Help Melony Ya QIN ~ MQ

[ B-awe Debug ~ AnyCPU ~ B IIS Express (FirefoxDeveloperEdition) ~ ¢ - M _ )5
Solution Ex _ViewStarteshtml # X | BundieConfig, infra70533StartApp

- o-sca

Layout html";
57 Solution ‘infra70533StartApp’ (1 project)
4 =] infra70533StartApp
Connected s

& Propertie:
=B Reference:
M App_Data
&l App_Start

Bundl

FilterConfig.cs

RouteConfi
H8 Content
B Controllers
B fonts
M Models

Web.config Show output from:  Build . =

Applicationins -~ Rebuild All started: Proj infr tartApp, rati g Any -
infra70533StartApp jsers\main\source\repos\infra78533StartApp\infra70533StartApp\bin\infra70533StartApp. d11

[ faviconico
Rebuild All: 1 succeeded, @ failed, 8 skipped =

Pr

£ Rebuild All succeeded A Add to Source Control «

IB Home Page - Infra 70533 star

F C @

Exam Guide 70533 Start web app

Our officiel GitHub Repository is : https://github.com/PacktPublishing/Implementing-Microsoft-Azure-
Infrastructure-Solutions-Exam-Guide-70-533

Implementing Microsoft Azure Infrastructure Solutions: Exam Guide 70-533 Published by Packt Publishing

Learn more »

© 2018 - Published by Packt Publishing
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File  Edit Project Build Debug Team Tools Architecture Test ReSharper RTools Analyze Window Help
(R Debug ~ AnyCPU ~ P IS Expre efoxDeveloperEdition) - % ~

Solution er ¥ 0 X |infra70533StartApp ® X Aboutcshtml Contact.csh ndex.cs HomeController.

<>).-

project)

Pick a publish target

Azure App Service
Fully managed, and highly scalable cloud environment
\zure Virtual Machines
B 15 FTP et

m Folder

HomeController.cs
| ErrorHandler
b = AiHandleErrorAttribute.
 for
B Models

Home
1 About.cshtml

Publish ¥ Cancel
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Configure Hosting Plan

A hosting plan is the container for your app. The hosting plan settings
will determine the location, features, cost and compute resources...

App Service Plan
infra70533StartAppPlan

Location

North Europe

Size

S1 (1 core, 1,75 GB RAM)

Cancel
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Create App Service

Host your web and mobile applications, REST APls, and more in Azure

App Name Explore additional Azure services

infra705335tartApp

Subscription

Visual Studio Enterprise — MPN

Resource Group

CloudmelonGitHubRG (westeurope)

Hosting Plan Clicking the Create button will create the following Azure
resources

infra705335tartAppPian® (Morth Europe, 51) o .
Hosting Plan - infra705335tartAppPlan for X

App Service - infra

Create Cancel
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infra70533StartApp About.cshtml Contact.cshtml| Index.cshtml HomeController.cs _ViewStart.cshtml BundleConfig.cs Error.cshtml

Overview

Publish

Publish Publish your app to Azure or another hc

infra70533StartApp - Web Deploy Publish

Resource Group CloudmelonGitHubRG

Configuration

Continuous Delivery

Ily publish your application to Azure with continuous delivery

o O 1w n @ =

B Home Page - Infra 70533 start X+

F C @ infra70533startapp.azurewebsites.net

Infra Start App  Home  About  Contact

Exam Guide 70533 Start web app

Our officiel GitHub Repository is : https://github.com/PacktPublishing/Implementing-Microsoft-Azure-
Infrastructure-Solutions-Exam-Guide-70-533

Implementing Microsoft Azure Infrastructure Solutions: Exam Guide 70-533 Published by Packt Publishing

Learn m

© 2018 - Published by Packt Publishing
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infra70533StartApp #* X Abol

Connected Services

Publish

HomeControlle

Publish

Publish your app to Azure or another host.

tartApp - Web Deploy

Site URL

Resource Group CloudmelonGitHubRG

Configuration Rele

Continuous Delivery

Publish

Automatically publish your application to Azu ith continuous deliv

Start

[111]
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Edit View  Project

.;"uuﬁ

Debug Team Tools Architecture Test ReSharper

RTools Analyze Window  Hel
Debug ~ AnyCPU - P IIS Express (FirefoxDeveloperEdition) = € ~

Team Explorer - Synchronization ¥ o x

P

infra7 3StartApp About.cshtml HomeControll 5] Start.cshtml

Push Overview

Backup and share your code. Publish it to a Git A Publish
. Connected Services
service.

i Publish your app to Azure or another host.
4 Push to Visual Studio Team Servi SR % iz © e
Team Services
SrOiey T . 33startApp - Web Deploy
Unlimited free private Git repos, code review, work items, build,

and mi

Publish Git Repo Site URL

Resource CloudmelonGitHubRG
O GitHub Configu

Powerful collaboration, code review, and code management for
open source and p

ol Publish to GitHub

Continuous Delivery
4 Push to Remote Repository

Automatically publish your app! h continuous delivery

Start
Publish Git Repo

Qutput
Show output from: Source Control - Git

A new Git repository has been created for you in C:\Users\mgin\source\repos\infra78533StartApp.
Opening repositories:

\Users\mqin\source\repos\infra7e533StartApp
Unable to complete read operation after process has ted.

Commit @f4fbbab created locally in repository C:\Users\mgin\source\repos\infra785335tartApp

Error List
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repo
~| repostatus

< repo_deployment

Full control of private repositories
Access commit status

Access deployment status

~| public_repo Access public repositories
< repoinvite Access repository invitations
[J admin:org Full control of orgs and teams
[ writezorg Read and write org and team membership
O read:org Read org and team membership

[ admin:public_key
[ writespublic_key
[ read:public_key

O admin:repo_hook
O writerrepo_hook

| readirepo_hook

O admin:org_hook

[ gist

Full control of user public keys
Write user public keys

Read user public keys

Full control of repository hooks
Write repository hooks

Read repository hooks
Full control of organization hooks

Create gists

I notifications

Access notifications I

[ user
O read:user
O useremail

O userfollow
O delete_repo

[ writerdiscussion

[J read:discussion

[ admin:gpg_key
[ write:gpg_key
[ read:gpg_key

Generate token Cancel

Update all user data
Read all user profile data
Access user email addresses (read-only)

Follow and unfollow users
Delete repositories

Read and write team discussions

Read team discussions

Full control of user gpg keys (Developer Preview)
Write user gpg keys
Read user gpg keys

Rt
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Settings  Developer settings

OAuth Apps Pel’sonal access t()kens Generate new token Revoke all

GitHub Apps :
GHEUb:ApD Tokens you have generatad that can be used to access the GitHub APL

Personal access tokens

Make sure to copy your new persenal access token now. You won't be able to see it again!

v 813d32c85afd6d815949be7589611dfd2a68T5

Delete

git: https://github.com/ on LAP-20150413A at 22-mai-2018 18:21 — gist, repo Last used within the last week | Delete

git: https://github.com/ on LAP-20150413A at 13-avr.-2018 22:53 — gist, repo  Last used within the last 3 months | Delete

git: https://github.com/ on LAP-20150413A at 16-juin-2017 14:16 — gist, repo  Last used within the last 10 mo Delete

Personal access tokens function like ordinary OAuth access tokens. They can be used instead of a password for Git over HTTPS, or can be
u

sed to authenticate to the APl over Basic Authentication.

Configure Continuous Delivery to Azure

Start a build and release now or whenever you check in code. Enabling continuous delivery will:

i Create an Azure App Service with the S1 Service Plan
Select a Repository Branch

Create a build definition on Visual Studio Team Services that

Repasitory. targets the selected repository.

GitHub PAT: 2c85afd6d815949be7589611dfd9ab8f535 Create a release definition targeting your selected Azure App
Service
Branch: master

Visual Studio Team Services continuous delivery is a free service
Select a VSTS Team Project

Team Services Domain: testinfravsts.visualstudio.com

Team Project: infra705335tartApp (new)

Select Target Azure Resources
Subscription: Visual Studic Enterp

App Service: infra705335tartApp-

Cancel
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infra70533StartApp About.cshtml

Contact.cshtml Index.cshtml HomeController.cs _ViewStart.cshtml BundleConfig.cs Error.cshtml

Overview Publish your app to Azure or another host.

Connected Services

Publish

infra70533StartApp - Web Deploy Publish

Site URL

Resource Group CloudmelonGitHubRG

Configuration Release

Output

Show output from: Continuous Delivery Tools

Creating VSTS project infra7@5335tartApp on testinfravsts

Creating Azure resources:

Creating Resource Group infra7@533StartApp-dev-rg...done
Creating App Service Plan infra7@5335tartApp-dev-asp
Creating App Service infra7@533StartApp-dev-as

Creating VSTS build and release definitions

The continuous build delivery setup for Team Project infra78533StartApp completed successfully. Builds are now automatically generated and deployed to App Service infr

Details:

Azure App Service: infra7@8533StartApp-dev-as
VSTS Team Project: infra7@533StartApp (h

VSTS build definition: htt S
VSTS release definition:

File Edit View Project Buld Debug Team Tools Architecture Test ReSharper RTools Analyze Window Help
Q- B-amd 2 - Debug ~ AnyCPU ~ P IIS Express (FirefoxDeveloperEdition) ~ € ~ -y n =

@RE- o-5¢5@ F =

110103 JoNIBS

s3] Solution ‘infra70533StartApp’ (1 project)
4 5] infra70533StartApp
4 & Connected Services

x0q1001.

4 &l Application Insights
I Gatting Started
£T ConnectedService,json
A Properties
*H References
W8 App_Data
&l App_Start
b ac= BundleConfig.cs
> FilterConfig.cs
3 RouteConfig.cs
Bl Content
&l Controllers
b &c* HomeController.cs
&l ErrorHandler
b & ¢ AiHandleErrorAttribute.cs
M fonts
W Models
i Scripts
@l Views
4 ) Home
1@1 About.cshtml
101 Contact.cshtm!
@] Index.cshtml
Shared
@1 _Layoutcshtml
@] Error.cshtml
_ViewStart.cshtm!
Web.config
b a¢) Applicationinsights.config
[ faviconico

Properties Team Explorer Model Browser

Solution Explorer ~ B X infra70533StartApp About.cshtml Contact.cshtm! Index.cshtml # X HomeController.cs _ViewStartcshtml BundleConfig.cs Error.cshtm!

o]
ViewBag.Title = "Home Pa

B o~

Slass=rdumboteon
Exam Guide 78533 Start web app - CI/CD
class="Tead">0ur officiel GitHub Repository 1s : h t n E 2/Impl in
Implementing Microsoft Azure Infrastructure Solutions: Exam Guide 70-533 Published by Packt Publishing

href=" class="btn btn-primary btn-lg">Learn more &raquo;

100% ~ < Melonya, 1hour ago | 1author, 1change 4

Output

Show output from: Continuous Delivery Tools
Creating VSTS project infra7@533StartApp on testinfravsts

Creating Azure resources:
Creating Resource Group infra7@533StartApp-dev-rg. . .done
Creating App Service Plan infra70533StartApp-dev-asp
Creating App Service infra7@533StartApp-dev-as. ...

Creating VSTS build and release definitions

The continuous build delivery setup for Team Project infra7@533StartApp completed successfully. Builds are now automatically generated and deployed to App Service infr
Details:
Azure App Service: infra7@533StartApp-dev-as
]
Package Manager Console Mapping Details Find Results Error List Web Publish Activity

Ln12 Col 1 ch1 s @ infra70533StartApp  'V* master «

© @




View Project Build

Debug
B-aww

Team Tools  Architecture Test ReSharper RTools Analyze
Debug ~ AnyCPU foxDeveloperEdition) =~ ¢ ~ 5|
> B X infra
P

v|7|

Index.cshtml

changes test CI/CD

» offici GitHub Reposi
e ti Azure Infr
<p Tal: https://asp.net" cla
Commit All ~ 43
4 Changes (1)

100% ~ < Melo 1 hour ago | 1 author, 1

Output

Show output from: Continuous Delivery Tools

Creating VSTS project infra708533StartfApp on testinfravsts

Creating Azure resources:
Creating Resource Group infra7@5335tartlpp-dev-rg
App Service Plan infra78533StartApp-dev-asp

App Service infra7@5335tartApp-dev-as.......... done

Creating
Creating

Creating VSTS build and release definitions

The continuous build delivery setup for Team Project infra7@5335tartApp
Details:

Azure App Service: infra7@533Starthpp-dev-as

Van

Error
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C | & Secure

¥ Technical document ¥ 01 - Functional arch

V'  Dashboards Code Work  Build and Release Search wor
Builds WReleases Library Task Groups  Deployment Groups
Build Cfinitions /| infra70533StartApp-dev-as - CI v » in progress L et OSecurity @ Help
Summaly  History  Deleted
Details Branches
Repository ) cloudmelon/infra70533StartApp 9 master b irpiogress 3 initesagg

Hosted V52017 | Manage
Enabled

Default queue
Queue status
ated by

upd

Queued & running

https://testinfravsts.visualstudio.com/infra7053:

main | Monday, June 18, 2018 9:13 AM

R

Stackify Prefix »

% @ @ r?
4

build/index?context=allDefinitions&path=9%5C&definitionld=18._a=summary

[3  AzureCAT Guidance [§® Azure Architecture C % Online Artificial Inte' % Your benefits & exa:  $9 RocketChat [§ C4Sport %  DiffNow - Compare

| #201806182 B in progress 9 master MicrosoftVisualStudiosS... |
Recently completed
#20180618.1 + succeeded 9 master mgin
Analytics
Number s Success rate

1 o 100.00%

C | & Secure

https://testinfravsts.visualstudio.com/infra

w e @

¥ Stackify Prefix »

tartApp/_release

B® Yourbenefits & exar  §9 RocketChat [} C4Sport & DiffNow - Compare

2 apps B Technical documen

v

X, 01 - Functional arch

[3  AzureCAT Guidance B Azure Architecture

B® Online Artificial Inte

Dashboards

Code

Work

Build and Release

Test

Wiki

&

Search work items in this project

ORI

infra70533StartApp

Builds  Releases Library Task Groups  Deployment Groups
O+~ All release definitions
— o | Overview Releases  Deleted -
Release Definitions )
clidpahiigns oo & 5 e Release Definition Environments Build Branch Created |, Created |
infra70533StartApp-dev-as - . I T Release2 ++ infra70533StartApp-dev-as ... 20180618.2 (Build) master a minute ago Microsol
T Release-1 infra705335tartApp-dev-as .. 20180618.1 (Build) master 15 minutes ago main

B Home Page - Infra 70533 star

s C @

x +

@) infra70533startapp.azurewebsites.net

Exam Guide 70533 Start web app -
CIl/CD

Our officiel GitHub Repository is : https://github.com/PacktPublishing/Implementing-Microsoft-Azure-
Infrastructure-Solutions-Exam-Guide-70-533

Implementing Microsoft Azure Infrastructure Solutions: Exam Guide 70-533 Published by Packt Publishing

Learn more »

© 2018 - Published by Packt Publishing
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Chapter 06: Implementing and Managing
Azure Virtual Networks

- Create a resource

All services

Dashboard

Resource groups

All resources

App Services

Function Apps

SQL databases

’ Azure Cosmos DB

Virtual machines

Virtual machine scale

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Policy

Advisor

!‘-‘ Security Center

£ Virtual network

Azure Marketplace See all

Get started
Recently created

Compute @

Networking I

Storage

Web

Mobile

Containers

Databases

Analytics

Al + Machine Learning
Internet of Things
Integration

Security

Identity

Developer tools
Management Tools
Software as a service (5aas)

Blockchain

Featured

Virtual network

Quickstart tutorial

Load Balancer

Learn more

Application Gateway

Leam more

Virtual network gateway

Leamn more

Local network gateway

Leam more

Traffic Manager profile

Quickstart

DNS zone

Quickstart tutorial

Route table

more

ExpressRoute

Leam more

Network security group

Quickstart

See all

Q> @

Create virtual network

)
MName

[infraVnet

10.0.0.0 - 10.0.255.255 (65536 addresses)

existing

default

™ Address range @

10.0.0.0/24
10.0.0.0 - 10.0.0.2:
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7 infra-70533-rg

Resource group

N

B Activity log
a4 Access control (IAM)
' Tags

Events

SETTINGS
Quickstart

») Resource costs

&= Deployments

Policies

Properties
B Locks

Automation script

=+ Add

Subscription (change)
Visual Studio Enterprise - MPN

£E Edit columns

Tags (cha

)
Click here to add tags

1items Show hidden types @

NAME

@ Delete resource group ) Refresh  =» Move L

Deployments
No deployments

Subscription ID
f38e1d90-3a11-460c-a4d2-186e1...

All types v All locations

TYPE

v No groupingv

LOCATION

I infraVnet

Virtual network

West Europe I

infraVnet - Subnets

Virtual network

Overview
B Activity log
am Access control (IAM)
X 4 Tags

X Diagnose and solve problems

SETTINGS
Address space

& Connected devices

Subnets

W DDoS protection

B\ DNS servers
Peerings
Service endpoints
Properties

8 Llocks

Automation script

« + Subnet

+ Gateway subnet

0
NAME ADDRESS RANGE AVAILABLE ADDRESSES SECURITY GROUP
default 10.0.0.0/24 251 = .
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GroupName :
L :
Provisioningstate : Succeeded
Tags :
ResourceTd : /subscriptions/f38e1d90-3a11-460c-a4d2-186e1660d993/resourceGroups/infra-70533-rg
AVERTISSEMENT : The output object type of this cmdlet will be modified in a future release.

AddressSpace : Microsoft.Azure.Commands . Network .Models . PSAddressSpace
DhcpOptions : Microsoft.Azure.Commands . Network .Models . PSDhcpOptions
Subnets : {default}
VirtualNetwarkBeerinas S0
ProvisioningState :_succeeded
EnabebdosFrotection Traise
EnablevmProtection : False
DdosProtectionPlan 3
AddressSpaceText

"AddressPrefixes": [

"10.0.0.0/16"

DhcpOptionsText
"Dnsservers”: []

SubnetsText

“default",
“W/\"4bd35bla-bec2-46cb-bba4-8b3478987c24\""

/subscriptions/f38e1d90-3al1-460c-a4d2-186e1660d993/resourceGroups /infra-70533-rg/providers/Microsoft. Network/virtualNetworks/infravnet/subnets/default",
sPrefix": "10.0.0.0/24"

virtualNetworkPeeringsText :

EnableDdosProtectionText

DdosProtectionPlanText

EnablevmProtectionText

ResourceGroupName : infra-70533-rg

Location : westeurope

ResourceGuid : a185b59f-dde2-4a5d-89b2-4640c93e674
Type : Microsoft.Network/virtualNetworks

Tag :

TagsTable )

Name : infravnet

Etag : W/"4bd35bla-bec2-46cb-bbad-8b3478987c24"
1d : /subscriptions/f38e1d90-3a11-460c-a4d2-186e1660d993/ resourceGroups/infra-70533-rg/providers/Microsoft. Network/virtualNetworks /infravnet

melony@fAzure:~$ az network vnet create --name infraVnet --resource-group infra-7@533-rg --subnet-name default

"newVNet": {

"addressSpace™: {

"addressPrefixes": [
"10.9.8.08/16"

]

b

"ddosProtectionPlan": null,

"dhcpOptions": {

"dnsServers": []

s

"enableDdosProtection”: false,

"enableVimProtection”: false,
"W/\"57caacda-1173-44c6-9133-e739d7al11baF\

/subscriptions/f38e1d98-3all-468c-add2-186e1668d993/resourceGroups/infra-70533-rg/providers/Microsoft . Network/virtualNetworks/infraVnet”,
"location": "westeurope”,

'provisioningState”: "Succeeded" )

resourcearoup :  1InTra-/usii-rg ,

"resourceGuid": "de842aab-1fcd-4468-9d60-d@78d2c7d@ak",
"subnets": [

"addressPrefix": "10.8.8.8/24",
"etag": "W/\"S57caacda-1173-44c6-9133-e739d7allbsf\"",
"id": "/subscriptions/f38e1d90-3all-468c-add2-186e166@d993/resourceGroups/infra-70533-rg/providers/Microsoft. Network/virtualNetworks /infraVnet/subnet

s
pConfigurations”: null,
"name": "default",
"networkSecurityGroup”: null,
"provisioningState": "Succeeded",
"resourceGroup”: "infra-7@533-rg",
"resourceNavigationLinks": null,
"routeTable": null,
"serviceEndpoints": null

"Microsoft.Network/virtualNetworks",
"virtualNetworkPeerings": []




Overview
H Activity log
sha Access control (JAM)
L 4 Tags

}( Diagnose and solve problems

SETTINGS

Address space

** Connected devices
* Subnets
W DOoS protection
5 Firewall (Preview)
B8 DNS servers
. Peerings
Service endpoints
Properties

ﬂ Locks

Automation script

¥ Discard

10.0.0.0/24

| 10.1.0.0/24
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e melonRG-vnet - DNS servers

* Owerview
B Activity log
uba Access control (IAM)
& Tags

R Diagnose and solve problems

SETTINGS
* Address space
¥ Connected devices
* Subnets
W DDoS protection

& Firewall (Preview)

I B8 DNS servers I

22 Peerings

i Service endpoints
Properties

ﬂ Locks

Automation script

«

¥ Discard

Virtual machines within this virtual network must be restarted to utilize the updated DNS server settings.

DNS senv

Li]
| Default (Azure-provided)

@) Custorn
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S «| Orehen > vove | W Do |

Resource group (¢

#, melonRG 10.0.0.0/24
Location DNS servers
‘West Europe Azure provided DNS service

B Activity log

change)

Subscription
- Visual Studio Enterprise — MPN
snd Access control (LAM)
Subscription 1D
38e1d90-3a11-460c-a4d2-186e1660d993

& Tags
Tags (change)
K Diagnose and solve problems Click here to add tags
[l
SELTINGS Connected devices
Address space _/)
G I DEVICE TYPE IP ADDRESS SUBNET
onnected devices
<> Subnets melonvm229 Metwork interface 10.0.0.4 default

W DDosS protection

& Firewall (Preview)

astinfra-routetb - Routes
ble

0 Search (Ct |« fradd
. 5
Overview i
NAME ADDRESS PREFIX MNEXT HOP
E‘ Activity log nn
ToPrivateSubnetinfra 10.0.1.0/24 10.0.2.4 o
:,." Access control (JAM)

& Tags

X Diagnose and solve problems

SETTINGS

Configuration

Routes

Subnets
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Bash v | O ? & [h [ {} — O

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

melony@Azure:~$ az network route-table route list -g testinfra7@533rg --route-table-name testinfra-routetb
L
{
"addressPrefix": "10.0.1.8/24",
"W/\ "a3ced583-477b-493b-96c2-c6aBd81353a1\"",
" /subscriptions/f38e1d98-3all-46@c-ald2-186e1668d993/resourceGroups ftestinfra78533rg/providers/Microsoft .Network/routeTables /testinfra-routetb/rou
es/ToPrivateSubnetInfra”,
"ToPrivateSubnetInfra",
"nextHopIpAddress": "10.0.2.4",
"nextHopTyp: VirtualAppliance”,
"provisioningState”: "Succeeded”,
"resourceGroup”: "testinfra7es533rg",
"type": "Microsoft.Network/routeTables/routes™

PS Azure:\> Get-AzureRmRouteTable | Get-AzureRmRouteConfig

: ToPrivateSubnetInfra
Id : /subscriptions/f38e1d98-3all-460c-add2-186e166@d993/resourceGroups/testinfra7@533rg/providers/Microsoft.Network/routeTables/testinfra-ro
utetb/routes/ToPrivateSubnetInfra
Etag : W/"a3ced503-477b-493b-96c2-c6a8d81353al1"
ProvisioningState : Succeeded
AddressPrefix - 10.0.1.0/24
NextHopType : VirtualAppliance
NextHopIpAddress : 10.0.2.4

[124]



Azure Virtual network
<",.> R i gl

Web tier Subnet [iata tier subnet

o

L
Virtual machine Arure SO

database
TCP port 80 Port B0 Port 1433
internet i £ | E‘ —_— .| )
L]
3 virtual machine Y
Public L-:.a.a Internal Load 'Z?""%Sﬂl
Balancer Balancer atabase

2

Virtual machine

Azure SOL
database
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Internet

www.cloud-melon.com

Web Application
Firewall

Load balancer at

application layer
( kayer 7 in OS5l
maodel )

Jarticles™

codes,™

Sever pool
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Create application gateway X Basics

Basics >

testinfra-app-gw W

Configure basic settings

* Tier
() Standard (@) WAF
2 Canfiqure application gateway... * SKU size @

| Medium

3 Instance count @

Review and create ) &

* Subscription

Wisual Studio Enterprise — MPN W

* Resource group
{ ) Create new (@) Use existing

testinfra70533rg Ay

* Location

West Europe h
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Create application gateway

Configure application gateway...

1 Basics '
Configure basic settings
2 Settings 5

eway » Seftings

Settings

Subnet configuration

™ Virtual network @
testinfraVNet-1

* Subnet @
default (10.0.0.0/24)

Frontend IP configuration

* |P address type

() Private

(@) Public

* Public IP address @
.. Create new - | Use existing
| testinfra-app-gw-ip

~ Configure public IP address

L ]

Basic

* |dle timeout (minutes) @
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Home > Mew > Application 3 0 5 SE‘::[:I"IIHE
Create application gateway Settings
DMS name label @
1 Basics W : ‘ testinfra-app-gw o
Configure basic settings |
| westevrope.cloudapp.azure.com
2 Settings x
Configure application gateway... |

| JListener configuration

3 d * Protocol

RRNIGW and Crelke | J@HTTe (yHTIPS
. * Port
i 80 o

Additional Settings
* HTTP2

2L Enabled

Web application firewall

* Firewall status

Disabled EEEELE

[129]



ome > testinfra-app-gw

= testinfra-app-gw

Application gateway

@ Overview

ﬁ Activity log

ama Access control (LAM)
& Tags
x Diagnose and solve problems

SETTINGS

& Configuration

& Web application firewall

Backend pools

HTTP settings

Frontend IP configurations

«

H save M Discard

* Firewall status
Eratis

* Firewall mode

oeecrion [T

To view your detection logs, you must have diagnostics enabled.

* Rule set

[ owase 20

Advanced rule configuration @

EMNA.. NAME DESCRIPTION
v| } General
v P REQUEST-910-IP-REPUTATION

hd| P REQUEST-911-METHOD-ENFORCEMENT

| b REQUEST-912-DOS-PROTECTION

ot Dbl bbb P T b

testinfra-app-gw - Backend p:

testinfra-app-gw - Backend pools

Application gateway

W

Overview

ﬁ Activity log

s Access control (|AM)
& Tags

X Diagnose and solve problems

SETTINGS
& Configuration

) Web application firewall

Backend pools

HTTP settings

@l Frontend IP configurations
= Listeners

Rules

o)
NAME RULES ASSOCIATED TARGETS
appGatewayBackendPool 1 0
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Azure Virtual network

Goad

P
.ﬁ"""'ﬁ:,
Yy
- ]
VPN Gateway [ Route-based
VPN Type | with public IP

(=

P25 S5TP Tunnel

_____4<EB,____

VPN Client Address Pool :

VPN Client ( public or private P |

P25 IKEv2 Tunnel

WP Client | public or private IP |

Azure Virtual network

e

VPN Gataway |
Route-based VPN
Type | with public iP

IPsec IKE 525 VPN

iRy : Server farm
Origanisation’s

on-premise ‘
network ~
-

—
7 4

Data Source

Azure ViNet

Goed

e
sl
VPN Gateway |
Route-based VPN
Type ) with public IP

R

IPsec IKE 525 VPN

—_G.,_

IPsec IKE 525 VPN

@

Ornganlsati_on's Server farm Data Source
on-premise

network

<=
. ==y
> Ey
) —
Qri ganisation’s Server farm Data Source
on-premise
network
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Azure

¢

VNet-1

West Europe <

IPsec IKE 525 VPN

Azure VMNet-2

<.. . .>

North Europe

VPN Gateway (

a -

Origanisation’s
on-premise
network

VPN Client [ public or private IP )

R\.-m: G|: ETIPEN Tunnel Route-based VPN
oule-Dase s
Type } with public IP Type ) with public IP
Azure VNet-2

IPsec IKE 525 VPN

VPN Gateway
{”‘— [ Route-based VPN
Type ]

P25 S5TP Tunnel

Virtual machine

¢

Gateway Transit

Virtual machine
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..> testinfraVNet-1 - Peerings

Virtual netwark

A « Add
yel
& Tags
NAME PEERING STATUS PEER GATEWAY TRANSIT
24 Diagnose and solve problems
Mo results.

SETTINGS
» Address space
%> Connected devices
* Subnets
W DDoS protection
& Firewall (Preview)

@ DNS servers

Peerings

Service endpoints

Properties
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* Mame

| peering-vnetTtovnet2

Peer details

Virtual network deployment model @

| ®) Resource manager () Classic

| know my resource ID @

* Subscription @
Visual Studio Enterprise — MPN

* Virtual network

[ testinfravnet-2 (testinfra70533rg)

Configuration

Allow virtual network access @
abled QESELEN]

Allow forwarded traffic @

Allow gateway transit @

9 Virtual network “testinfraVMet-1' has a gateway; peerings created from this virtual network
can't enable 'use remote gateways.
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Add peering

testinfravmat-2

* Mame

| peering-vnet2tovnet]

Peer details

Virtual network deployment model @

(®) Resource manager | Classic

| know my resource D @

* Subscription @
Visual Studio Enterprise — MPN w

* Virtual network

testinfraVMet-1 (testinfra70533rg) w

Configuration

Allows virtual network access @
Disabled [QESyEl=

Allow forwarded traffic @

Use remote gateways @

To use a remote gateway, the peer virtual network must use the resource manager
) deployment medel, have a gateway, and enable ‘allow gateway transit', Ensure this setting is
enabled on your peer before selecting this setting.
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Overview
NAME PEERING STATUS PEER GATEWAY TRANSIT
B Activity log
I peering-vnetltovnet2 Connected testinfravnet-2 Enabled I e
;..'. Access control (I1AM)

‘ Tags

b4 Diagnose and solve problems

SETTINGS
Address space
=* Connected devices
Subnets
W DDoS protection
& Firewall (Preview)
DNS servers

I %2 Peerings I

i Service endpoints

Properties
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Overview
E  Activity log
s Access control (IAM])
t 4 Tags

X Diagnose and solve problems

SETTINGS
* Address space
% Connected devices
* Subnets
® DDoS protection
& Firewall (Preview)

DNS servers

: Peerings

Service endpaints

« o Add

EE

MNAME

PEERING STATUS

PEER

GATEWAY TRANSIT

peering-vnet2tovnet]

Connected

testinfraW/MNet-1

Disabled
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Customer’s premises

ExpressRoute Circuit
( Not go over Internet )

Microsoft Cloud
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> New

-t Create a resource

All services Compute Load Balancer

Learn mare

I Networking

* FAVORITES

$

Storage Application Gateway

= Dashboard Web Learn more
Mobile :

All resources Virtual network gateway

Containers i Learn mare

&# Resource groups
Databases

: ) Local network gateway
ﬁ App Services Analytics T
B sqL databases Al + Machine Learning

Internet of Things Traffic Manager profile

Quickstart tutorial

& SQL data warehouses

Integration E
‘-
A& Azure Cosmos DB Security = DNS zone
- ; t‘m.,a Quickstart tutorial
Virtual machines Identity

1 ¢ Developer tools Route table

E Virtual machine scale sets (-JR

Management Tools Eearfrang
Q! Load balancers )

Software as a service (5aa5)

ExpressRoute

- Storage accounts Blockchain Learn more
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Create ExpressRoute circuit

Create new or import from classic @
Create new Import

* Circuit name

| testinfra-expressroute

* Provider @

| AtaT

* Peering location @

| silicon Valley

* Bandwidth @

50Mbps

*SKU @
Standard
* Billing model @

Unlimited

Allow classic operations @

* Subscription

Visual Studio Enterprise — MPN

* Resource group

() Create new Use existing
testinfra70533rg

* Location

West Europe

Automation opticns

By clicking the create button, you understand
that billing will start immediately upon creation
of the ExpressRoute and you agree to accept the

charges.

[140]




Ca' —F
—\&/ =>— ¥

Hybrid Connection [
Manager

Hyborid Connection

Data Source

Origanisation’s
on-premise
network

® group p * tes webapp - working »> Hybrid connections

Hybrid connections

testinfra-webapp

O Refresh

f@J Hybrid connections

App Service integration with hybrid connections enables your app to access a single TCP endpoint per hybrid connection. Here you can manage the new and
classic hybrid connections used by your app. Learn more

App service plan (pricing tier) : Connections used

testinfraAdvancedPlan CONNECTIONS USED
(Premium\V2) 0
Location : 0 CONNECTIONS QUOTA
West Europe 220

Nl’ Download connection manager

!i_| Add hybrid connection @

NAME STATUS ENDFOINT NAMESPACE

Mo results
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Create new hybrid connection x
Add hybrid connection

testinfra-webapp

* Hybrid connection Name @

| testinfrahybridhost > |

* Endpoint Host @

| testinfrahybridhost.com |

* Endpoint Port @
[ 1433 v|

To use a hybrid connection with your app select it form the list and click on 'Add selected hybrid connection'. Click ol
to create a new one.

MAME HOST PORT NAMESPACE * Servicebus namespace @

(@) Create new () Select existing
Mo results
* Location

West Europe v

* Name

testinfra-servicebus

~* Hybrid connections
- p

O Refresh

C Hybrid connections
L)

App Service integration with hybrid connections enables your app to access a single TCP endpoeint per hybrid connection. Here you can manage the new and
classic hybrid connections used by your app. Learn more

Apy Connections used

testinfraAdvancedPlan

CONMECTIONS USED
i (PremiumV2) | 1
Location : 1 CONNECTIONS QUOTA
West Europe 220
"l’ Download connection manager
—
! + I Add hybrid connection @
NAME STATUS ENDPOINT NAMESPACE
testinfrahybridhost Mot connected testinfrahybridhost.com : 1433 testinfra-servicebus
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Microsoft Azure

-+ Create a resource

All services

* FAVORITES
1= Dashboard
All resources
&# Resource groups
@ App Services
% SQL databases
“@ SQL data warehouses
&F Azure Cosmos DB

Virtual machines

a Virtual machine scale sets

"& Load balancers

i Storage accounts

Azure Marketplace

Get started
Recently created

Compute

L Search resources, services, and docs

See all Featured

Virtual network

Quickstart tutorial

Load Balancer

Netwaorking

Learn more

Storage

Web

Mabile

Containers

Databases

Analytics

Al + Machine Learning
Internet of Things
Integration

Security

Identity

Application Gateway

Learn maore

Virtual network gateway

Learn mare

Local network gateway

Learn mare

Traffic Manager profile

Quickstart tutorial

DNS zone

Quickstart tutorial

@ d B EBE
Ly ~ I s

See all
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ate Traffic Manager profile

Manager profile O X

* Mame

testinfra70533tm

frafficmanager.net
Routing method

Performance

® Subscription
Visual Studio Enterprise — MPN b

¥ Resource group

(@) Create new | ) Use existing

testinfra/0333rg

¥ Resource group location @

| West Eurcpe R
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> testinfra70533tm

testinfra70533tm

Traffic Manager profile

@ Overview

H Activity log
;..‘. Access control (|AM)
& Tzas

x Diagnose and solve problems

SETTINGS
& Configuration
i Real user measurements
& Traffic view
k% Endpoints
Properties

ﬂ Locks

<«

file (9 Disable profile

T Refresh

Resource group (!
testinfra70533rg

Status
Enabled

Subscription (change)
Visual Studio Enterprise — MPN

Subscription D
f38e1d90-3a711-460c-a4d2-186e 16604993

Tags ichange)

Click here to add tags

NAME STATUS
testinfra-webapp-ep Enabled
testinfra-pubip-ep Enabled

=> Move [ Delete profile

DNS name
hitpy/ftestinfra70533tm.trafficmanager.net

Monitor status
Degraded

»

MONITOR STATUS TYPE LOCATION

Stopped Azure endpoint MNorth Europe

Degraded Azure endpoint West Europe

testinfra m - Endpoints

Hoi 3
@ testinfra70533tm - Endpoints

Traffic Manager profile

@ Overview

E‘ Activity log

“'. Access control {IAM)
& Tags

}( Diagnose and solve problems

SETTINGS
& Configuration
& Real user measurements

& Traffic view

& End points

Properties

n Locks

O Refresh

B
NAME STATUS MONITOR STATUS TYPE LOCATION
testinfra-webapp-ep Enabled Stopped Azure endpoint MNorth Europe
testinfra-pubip-ep Enabled Degraded Azure endpoint ‘West Europe
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@ Add endpoint X Resource

testinfra70533tm

Type @ ;
- i infra70533StartApp
Azille arapaint ¥ CloudmelanGitHubRG Morth Europe
* Name
| test-cloudbot-ep . | West Europe
Target resource type
| App Service v | West Eurape
* Target resource 5 West Europe
Choose an app service
test1stFunctionApp
Add as disabled = TestDataRG West Europe

> testinfra705 n

testinfra70533tm

Tratfic Manager profile

0 @ b Enable profile @ Disable profile O Refresh =3 Move ﬁ Delete profile
Resource group (thange) DNS name
testinfra70533r http//testinfra70533tm.trafficmanager.net
I & Overview I = g <
Status Monitor status
= Enabled Degraded
E Activity log 2 i
Subscription {change) Routing method
. Visual Studio Enterprise — MPN Performance
s Access control {JAM)
Subscription ID
f38e1d90-3a11-460c-24d2-186e1660d993
' Tags
Tags (change)
¥ Diagnose and solve problems Click here to add tags
R
SETTINGS £ s
ﬂ Configuration NAME STATUS MONITOR STATUS TYPE LOCATION
K% Real user measurements testinfra-webapp-ep Enabled Stopped Azure endpoint North Europe
& Traffic view testinfra-pubip-ep Enabled Degraded Azure endpoint ‘Woest Europe
i@ Endpoints
Properties
B Locks
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@
g
oM
&
e

> testinfr: 33tm - Configuration

= testinfra70533tm - Configuration

Traffic Manager profile

Overview

Activity log

Access control (JAM}
Tags

Diagnose and solve problems

SETTINGS

Configuration

L]
2]
L]

Real user measurements

Traffic view

Endpoints

Properties

Lacks

Routing method @

Performance ~
* DNS time to live (TTL) @

60

seconds

Endpeint monitor settings @
Protocol

HTTP i
* Port

B0
* Path

/
Fast endpoint failover settings
Probing interval @

£l v
* Tolerated number of failures @

3
* Probe timeout (i)
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ate remetes cluster

Create Kubernetes cluster

Basics  Authentication | Networking | Monitoring Tags Review + create

You can enable HTTP application routing and choose between two networking options: "Basic" or “Advanced”.

« "Basic" networking creates a new VNet for your cluster using default values.
+ "Advanced” networking allows clusters to use a new or existing VNet with customizable addresses. Application pods are
connected directly to the VNet, which allows for native integration with VNet features.

Learn more about networking in Azure Kubernetes Service

HTTP application routing @ Yes -

Network configuration @ () Basic (@) Advanced

* Virtual network @ 1 melonRG-vnet e
Create new

* Subnet @ default Bl
Create new

* Kubernetes service address range @ ‘ 10.1.0.0/16 v'|

* Kubernetes DNS service IP address @ ‘ 10.1.0.10 |

Review + create | « Previous: Authentication | | Next: Monitoring » Download a template for automation
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> tes > testinfra-webapp - Networking

testinfra-webapp - Networking

App Service

2 Ses ’ | =% VNET Integration
<'“> Not Configured

Securely access resources available in or through your Azure VNET
s Custom domains Learn Maore

? Setu
) SSLsettings s

@ Metworking

_/‘3-) Hybrid connections
It k@

Scale up (App Service plan)

Securely access applications in private networks

/ Scale out {App Service plan) Learn More
’ Configure your hybrid connection endpoints
wu Weblobs

Push

ﬂ Azure CDN

Secure, reliable content defivery with broad global reach and rich feature set
Learn More

£ MySQL In App
Properties

B Locks

8 Automation seript ® IP Restrictions

APP SERVICE PLAN Define and manage rules that control access to your app for range of IP addresses.
Learn More

Configure Azure CDN for your app
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Virtual Network

Networkir i firtual Netwark > Cre

Create New Virtual Network 0B X

+ Create New Virtual Network

rmalanfil WRA
melonbLVM
"

melonRG-vnet

dkahlrlxzubowvnet

* Virtual Metwork

| inﬁa-integrated-VNeﬂ |

IP address blocks need to be £
specified in CIDR notation

which for example looks like
10.0.0.0/8. Click this box to

learn maore about Azure

Virtual Metworks.

* Virtual Metwork Address Block
| 10.0.0.0/8

Range: 10.0.0.0 - 10.255.255.255

* Subnet Name

| default

* Subnet Address Block
[ 10.1.0.0M18 :
- Range: 10.1.0.0 - 10.1.255.255
* Gateway Subnet Address Block

| 10.200/16 :
Range: 10.2.0.0 - 10.2.255.255
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App S5ervice

fr » testinfra- app - Networking

testinfra-webapp - Networking

O . i
T %1 VNET Integration
< - ‘> Connected to infra-integrated-VNet
i Securely access resources available in or through your Azure VMET
BRI | Learn More
Application settings ' Click here to configure
Authentication / Authorization :
E ’3-) Hybrid connections
@  Application Insights '*-e
Securely access applications in private netwarks
Managed service identity Learn Mare

U

Backups Configure your hybrid connection endpaints

@ Custom domains
-_. Azure CDN

L} S5l settings

| Secure, reliable content delivery with broad global reach and rich feature set
@ Networking | Learn More

E Configure Azure CDN for your a
7 Scale up (App Service plan) | . i * o
@ Scale out {App Service plan) | ® IP Restrictions
“» Weblobs |

| Define and manage rules that control access to your app for range of IP addresses.
o i Learn More
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Azure Infrastructure
services

Azure hosting
infrastructure

Without accelerated networking

*hysical Physical
server 1 E server 2
Metwork card Netwark card

Physical switch

With accelerated networking

! -
s
WM 1 o

=

Metwork card Metwork card
S

Phvwsical switch
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Home > New > Create virtual machine > Settings

Create virtual machine Settings

* Virtual network @

1 Basics v (new) testinfra70533rg-vnet
Done

* Subnet @
default (192.168.2.0/24)

2 Size v,

Done s o
* Public IF address @

(new) testvm-ip

Settings

Configure optional features Metwork Security Group @

=

4 * Select public inbound ports @

Sarver 1804 LTS | 0selected hd

Accelerated networking @

et

Extensions

. Extensions @

| No extensions
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Create a resource

All services

Dashboard

Resource groups

All resources

App Services

Function Apps

SQOL databases

Azure Cosmos DB

Virtual machines

Virtual machine scale s...

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Policy

* Advisor

Security Center

Subscrintions

Azure Marketplace Seeall

Get started
Recently created
Compute
Metworking
Storage

Web

Mobile
Containers
Databases
Analytics

Al + Machine Learning
Internet of Things
Integration

Security

' Identity

Featured

Chapter 07: Managing Azure ldentities

Azure Active Directory

Learn more

Azure AD Connect Health

Cuuickstart tutorial

Azure AD Cloud App Discovery

Quickstart tutorial

Azure AD Privileged Identity
Management

Quickstart tut

Azure AD Identity Protection

Quickstart tutorial

Azure Information Protection

Quickstart

Azure AD Domain Services

Quickstart tutorial

Developer tools
Management Tools
Software as a service (5aas)

Blockchain

Intune App Protection

Learn more

Azure Active Directory B2C

Learn more
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All services

#= Dashboard

’ Azure Active Directory

°
M Users

@ Enterprise applications

Dashboard Vv + Newdashboard ¢ Edit

mOoQ

Azure AD Free | Try Azure AD Premium

Users and groups

Users Sign-ins
SIGN-INS FOR 'ALL USERS' BETWEEN 7/10/2018 AND 8/9/2018.

You don't have access to this data. Please contact your

global administrator to get access.

What's new

General Availability of e AD Premium P2

/" Fullscreen [ Clone @ Delete

Welcome to the Azure AD admin center

Azure AD helps you protect your business
and empower your users.

out Azure AD

Recommended

Sync with Windows Server AD

m your on-premi

ectory to your Azu

Self-service password reset

Enable your users to reset their forgott

Company branding

Customize thi

see when they sign in to your Azure AD

Azure AD Connect Audit Logs

Sync not enabled o View activity

Quick tasks

Find an enterprise app

Azure portal

al.azure.com
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» Create directory

Create directory

* Organization name @

| testinfracrganisation o

* |nitial domain name @

| testinfracrganisation |

.anmicrosoft.com

Country or region @

| France L |

Directory creation will take about
one minute.
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Directory + subscription

Current directory: expertime3ibh.onmicrosott.com

Learn about directories and subscriptions [

Switch directory

Set your default directory

test-azuread-organisation (testinfraorganisation.o... »

Favorites  All Directories AtoZty

=

test-azuread-organisation
testinfracrganisation.onmicrosoft.com
bbc&f2be-dect-4981-a2ad-654cade911a3

test-origanisation
testinfracriganisation.onmicrosoft.com

616404f2-0597-4545-86d7-18d62664342¢
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Azure Active Directory admin center

k > te iganisation - Ow

All services test-origanisation - Overview

Azure Active Directory

@ Switch directory @ Delete directory

* FAVORITES

= Dashboard

Overview testi

aoriganisation.onmicrosoft.com

@ Azure Active Directory o Gatting staited test-origanisation
Azure AD for Office 365

M Users MANAGE o
Sign-ins
® Enterprise applications Users 1
0.8

zha Groups
06
Roles and administratars
04
Enterprise applications 0z
e o y i
Jul 15 Jul 22 Jul 29 Aug 5

App registrations
What's new in Azure AD

i Application proxy
Stay up to date with the latest release notes and blog posts.

36 entries since April 15, 2018. View archive &

Hve @

X

All services

K FAVORIT All users
Bt Name Show
- eleted users
B8 Dashboard All users v
@ Azure Active Directory Passwiorieset NAME USER NAME USERTYPE SOURCE
& L& User settings —
o Users 1co.onmicrosoftcom  Member Azure Active Directory
B Emecinicc pplications ACTVITY e smco.onmicrosoft.c.. Member Azure Active Directory
D sign-ins ° ‘cssmco.onmicrosoft... Member Azure Active Directory
B Auditiogs e mco.onmicrosoft.com Member Azure Active Directory
° o.onmicrosoftcom  Member Azure Active Directory
TROUBLESHOOTING + SUPPORT
3 >.onmicrosoft.com  Member Azure Active Directory
K Troubleshoot
@ >.onmicrosoft.com  Member Azure Active Directory
New support request
@ »onmicrosoftcom  Member Azure Active Directory
@ >onmicrosoftcom  Member Azure Active Directory
@ >onmicrosoftcom  Member Azure Active Directory
Q >onmicrosoftcom  Member Azure Active Directory
@ smco.onmicrosoft.co... Member Azure Active Directory
e cssmco.onmicrosoft... Member Azure Active Directory
ﬁ i@cssmco.onmicros...Member Azure Active Directory M
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» Directory role

User X Directory role

test-ariganisation

* Name @ Djrec*.ury rale @
i (@) User
Jackson W —
() Global administrator
* |User name @ g ) Limited administrator
Users can access assigned resources but cannot
. manage most directory resources.
Profile @ >
Configured Learn more about directory roles

Properties @
Default

Groups @
0 groups selected

Directory role
User
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mEIony_-

© @

ome oy
Al services Groups - All groups

_ - Azure Active Directory

O Refresh
All groups
Dashboard
SETTINGS
Q Azure Active Directory L General NAME GROUP TYPE MEMBERSHIP TYPE
o 3 . :
pd Users 0 Expiration access-nsg-appgw-afi-contributor Security Assigned
® Enterprise applications U i access-rg-infra-noprd-reader Security Assigned
. access-rg-infra-prd-reader Security Assigned
ﬁ\ Audit logs
access-smz-test Security Assigned
TROUBLESHOOTING + SUPPORT
Ll access-support-exploit Security Assigned
3( Troubleshoot
ﬂ access-support-k8s Security Assigned
New support request
Security Assigned
AC Security Assigned
ﬂ Security Assigned
Security Assigned
Al Security Assigned
Security Assigned
ﬂ Security Assigned
Security Assigned
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Select members

Select members

* Group type

| Security A |
* Group name @
| testgroup 4
Group description @
* Membership type @

v]

Select member or invite an external user @

‘ L FTE h E e

QiN

Members @

0 members selected

Selected members:

Mo members selacted

re Activ

Azu
rs - All users

Users - All users

test-azuread-organisation - Azure Active Directory

I«

All services

% FAVORITES I pa Allusers

¥ Dashboard

Deleted users

@ Azure Active Directory Password reset

= L User settings
aa Users
@ Enterprise applications ACTIVITY

3 Sign-ins

B Auditlogs

TROUBLESHOOTING + SUPPORT
K Troubleshoot

s New support request

X

o New user

o= tew quest user

Name Show
All users ~
NAME USER NAME USER TYPE SOURCE
Member External Azure Active Direct...
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multi-factor authentication
users [service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

View: | Sign-in allowed users % .ID Multi-Factor Auth status: | Any + bulk update

MULTI-FACTOR AUTH
STATUS

DISPLAY NAME ~ USER NAME

Disabled

Select a user

multi-factor authentication
users service settings

app passwords

© Allow users to create app passwords to sign in to non-browser apps
! Do not allow users to create app passwords to sign in to non-browser apps

verification options

Methods available to users:

Call to phone

Text message to phone

Motification through mobile app

Verification code from mobile app or hardware token

remember multi-factor authentication

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate {(1-60): | 14
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Select a CSV file

To bulk update users, select a CSV file containing user information &

BROWSE FOR

= FILE...

Download a sample file
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@ Excel File Edit View Insert Format Tools Data Window Help

MAEdw- 3 B BulkUpdateMFASampleFile

Insert Page Layout Formulas Data Review View

I
Il
%

]

=@ Wrap Text General

Merge & Center e %

U! , % Calibri (Body) +| 12 +| A= A~

I
11|
I
i
i

Paste & BIEv_v‘thA-r

&
129 . fx
A B c D E F G H
Username MFA Status
testl@infracrganisation.com Enabled
test2 @infracrganisation.com Disabled
test3@infracrganisation.com Disabled
testd @infracrganisation.com Enabled
testS@infracrganisation.com  Enabled

1= - - B~ TR, I P %

L T N O T T S |
M= D00~ ;s WwWMEeED Do~ ;bhE WMo R D

4 p BulkUpdateMFASampleFile +

b

.0
.00
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dmin center
_— o

All services Devices - All devices
J— Azure Active Directory
MANAGE «|  EE columns
B Dashboard
£ Device settings
@ Azure Active Directory 15 items (15 Devices)
—
NAME ENABLED os 'VERSION JOIN TYPE OWNER MDM COMPLIANT REGISTERED ACTIVITY
° ACTIVITY
pa Users
@ Yes Windows Windows 10 § Azure AD register... None None N/A N/A 9/4/2015 3.
® Enterprise applications
@ Yes Windows Windows 10 § Azure AD register... None None N/A 8/3/2016 7:48:10 PM 8/3/20167... ...
TROUBLESHOOTING + SUPPORT
© Yes Windows ~ 10.0.16299.0 | Azure AD register... None N/A 6/14/2018 5:36:48PM  7/28/2015 ... ...,
K Troubleshoot
@ Yes Windows ~ 10.0.16299.0 | Azure AD register... None N/A 12/18/2017 136:19AM  7/31/2018 ... ...
New support request
@ Yes Windows 10.0.15063.0 § Azure AD register... None N/A 9/21/2017 1:08:21 PM 8/4/20186... ...
© Yes Windows 10.0.15063.0 § Azure AD register.. None N/A 1/20/2018 2:37:44 AM 5/12/2018 ... ...
@ Yes Windows ~ Windows 10 | Azure AD register.. None N/A 11/29/2016 9:49:49PM  4/28/2018 ... ...,
@ Yes Windows ~ 10.0.15063.0 | Azure AD register... None N/A 11/9/2017 10:30:18 AM  5/17/2016.... ...
@ Yes Windows 10.0.16299.0 § Azure AD register.. None N/A 12/13/2017 11:07:35 AM 5/2/20188... ...
M @ Yes Windows 10.0.17134.0 § Azure AD register.. None N/A 6/13/2018 11:22:23 AM 8/7/20181... ...
@ Yes Windows ~ Windows 10 | Azure AD register... None N/A 5/11/2016 92628 AM  5/11/20%6 .. ...
@ Yes Windows ~ 10.0.15063.0 | Azure AD register.. None N/A 11/2/2017 35720 PM  8/6/20189... ...,
@ Yes Windows 10.0.16299.0 § Azure AD register... None N/A 1/29/2018 3:26:28 PM 7/31/2018 ... ...

»m domain name

test-origanisation - Custom domain names

Azure Active Directory

0 4 « + Add custom domain O Refresh % Troubleshoot

Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?

App registrations

i Application proxy NAME STATUS FEDERATED PRIMARY

testinfracriganisation.onmicrosoft.com @ Available

Azure AD Connect

i~ Custom domain names

Mability (MDM and MAM)
Password reset
Company branding

£} User settings

Properties

L Notifications settings
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Custom domain name

test-ariganisation

* Custom domain name @

customdomaintestorg .::Grﬂ

Add Domain

> customdomaintestorg.com

test-origanisation - Custom domain names

Azure Active Directory

[ .,'..' 5 1 | « + Add custom domain o Refresh 34 Troubleshoot  EE Columns
g el
- =
Roles and administrators Looking to move an on-premises application to the cloud and use Azure Active Directary Domain Services?
£ Enterprise applications
NAME STATUS FEDERATED PRIMARY
B App registrations customdomaintestorg.com A Unverified
" Application proxy testinfraoriganisation.onmicrosoft.com @ Available
censes
B Azure AD Connect
I i= Custom domain names I
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» customdomaintestorg.com

customdomaintestorg.com

Custom domain name

ﬁ Delete

To use customdomaintestorg.com with your Azure AD, create a new TXT record with
your domain name registrar using the info below.

ALIAS OR HOST NAME @

DESTIMATION OR POINTS TO ADDRESS | MS=ms37589618

I | 3600

Share these settings via email

Verify domain
Verification will not succeed until you have configured your domain with your registrar as described

abowve,

Verify
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Conditional access - Policies

Al services test-origanisation x Conditional access - Policies
Azure Active Directory Azure Active Directory
o | Ne L
% FAVORITES - « = Polidies « =+ e ]
- .f' Create your own policies and target specific conditions like Cloud apps, Sign-in risk, and
Ls=toed SECURITY MANAGE
@ Azure Active Directory I ] Conditional access I N jocatis POLICY NAME
s Users O MFAServer Custom controls (preview Baseline policy: Require MFA for admins (Preview)
e e % Users flagged for risk T 6 s

A\ Risky sign-ins onnect

O Authentication methods = Ci

ACTIVITY TROUBLESHOOTING + SUPPORT
2 Sign-ins ¥ Troubleshoot
B Auditlogs w New support request

TROUBLESHOOTING + SUPPORT
X Troubleshoot

Mew support request

Users Password reset
test-origanisation - Azure Active Directory test-origanisation - Azure Active Directory
" L4 MANAGE @ H Save ¥ Discard
sa  Allusers
2 Properties Self service password reset enabled @
Deleted users

I I o Authentication methods I

MNotifications

I Password reset

L User settings

ACTIVITY
ACTIVITY
o E Audit logs
:) Sign-ins
B Audit logs TROUBLESHOOTING + SUPPORT

K Troubleshoot
TROUBLESHOOTING + SUPPORT

o New support request
}( Troubleshoot = i

& New support request
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» Users > Password reset - Notifications

Password reset - Notifications

test-origanisation - Azure Active Directory

MANAGE & Hsave X Discard
Properties . Motify users on password resets? @
| =z
L) Authentication methods |
I Motify all admins when other admins reset their password? @
I Motifications I . Yes No

ACTIVITY |

B Auditlogs

TROUBLESHOOTING + SUPPORT !
)( Troubleshoot

f:': Mew support request

> Create new B2C Tenant or Link to existing Tenant

Create new B2C Tenant or Link to existing Tenant

@ Create a new Azure AD B2C Tenant ©

Link an existing Azure AD B2C Tenant to my Azure subscription @
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Azure AD B2C Create Tenant O X

* Organization name

test-origanisation

* |nitial domain name @

testinfracriganisation

Jonmicrosoft.com

Country or region @

France A

Directory creation will take about
one minute.
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nk t T » Azure AD B2C Resource

Create new B2C Tenant or Link to existing Tenant Azure AD B2C Resource

* Azure AD B2C Tenant @

@ Create a new Azure AD B2C Tenant @ |

| testinfraoriganisation.onmicrosoft.com “

Link an existing Azure AD B2C Tenant to my Azure subscription @

* Subscription

Visual Studio Enterprise — MPN W

* Resource group

. Create new ( i ) Use existing

testinfra70533-rg

Resource group location

Morth Europe W

& testinfraoriganisation.onmicrosoft.com

2]
‘ B2C Tenant

0 Searc y « i Delete =¥ Move

Essentials -~

@ Overview
Resource group {change] Azure AD B2C Tenant

B Activity log testinfra70533-rg testinfraoriganisation.onmicrosoft.com
Location Tenant ID

s Access control (IAM) Europe 616404f2-0597-454b-86d7-18d6266d342¢
Subscription name (change)

& Taos Visual Studio Enterprise — MPN

Subscription 1D

3 Diagnose and solve problems f38e1d90-3a11-460c-ad4d2-186e1660d993

SETTINGS

‘= Properties

SUPPORT + TROUBLESHOOTING ﬁ P

3

New support request Azure AD B2C Settings [

testinfraoriganisation....
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Azure AD B2C

Azure AD B2C

testinfraoriganisation.onmicrosoft.com

« 3( Troubleshoot

Applications
[ ti i
sa |dentity providers

User attributes

1 -
Domain name______
testinfraoriganisati
& Overview AUl L
Metered
Yes
MANAGE Subscription D

Quick Start

Users
E' Audit logs
POLICIES

ﬁ Sign-up policies

'm' Sign-up or sign-in policies
ﬁ- Profile editing policies

m- Password reset policies

.onmicrosoft.cam

f38e1d90-3a11-460c-a4d2- 186216604953

Welcome te Azure AD B2C.

»

Tenant type
Production-scale tenant

Subscription status
Registered

Resource name
testinfraoriganisation.onmicrosoft.com

e Active Directory admin center

All services

*  FAVORITES

B Dashboard

‘ Azure Active Directory
l: Users

@ Enterprise applications

Users - All users

test-azuread-organisation = Azure Active Directory

. “« = New user
aa Al users
Name
Deleted users
Password reset NAME

£ User settings
ACTIMITY

3 sign-ins

E Auditlogs
TROUBLESHOOTING + SUPPORT

x Troubleshoot

& New support request

= New guest user

B

Show

All users

USER NAME

[} Multi-Factor Authentication

USER TYPE SOURCE

Member

]
TEST-AZUREAD-ORGANISATL.. '

X
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Users - All users

Users - All users

test-origanisation - Azure Active Directory

« + Mew user Z Multi-Factor Authentication
All users .

| Mame
Deleted users | I
| All users v
Password reset |
| NAME USER NAME USER TYPE SOURCE
ﬂ- User settings | . -
Member External Azure Active Direct...

ACTIVITY
o] Sign-ins |
i Audit logs ]

TROUBLESHOOTING + SUPPORT
}( Troubleshoot |

New support request .
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Isers - All users > Mew Guest Liser

New Guest User

test-origanisation

o This user will be added as a Guest. Click here to lgarn more.

* Email address @
jackson@cloud-melon.com

Include a personal message with the invitation
Hi Jacksan,

| would like to invite you to join our organization.
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> test-origan - App registrations

test-origanisation - App registrations

Azure Active Directory

{2 Search |« + New application registration EE Endpoints K Troubleshoot

To view and manage your registrations for converged applications, please visit the Microsoft Application Console.

O Overview
| Al apps v |
5 Getting started : i
DISPLAY NAME APPLICATION TYPE APPLICATION ID
MANAGE : i
b2c-extensions-app. Do not modify. Used by AAD  Web app / API d986b4d0-5fe?-47b4-9369-400abeld74d5
sy Users
testappl Web app / API 684€77c8-6313-475¢-9bf4-dab63888117b
4 Groups

pa Roles and administrators

Enterprise applications

B8 App registrations

i Application proxy

* Azure AD Connect

[175]



Create

* Mame @

testinfraapp

Application type @
Web app / AP

* Sign-on URL @

https://cloud-melon.com

testinfraapp

Registerad app

s » testinfraapp

L+ Settings  # Manifest [ Delete

Display name
restinfraapp

Application type

Web app / API

Home page
https:/fcloud-melon.com

Application ID
T4cfdE82-b4f8-4a80-8348-96decd9b2bfb
Object ID
353a519%e-69de-46e7-Bb5b-8f4d2cda1e25

Managed application in local directory
testinfraapp

»
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1 identity provider > Select social identity provider

Add identity provider X Select social identity provider O X

* MName @
SOCIAL IDENTITY PROVIDERS

] ] Microsoft Account
* |dentity provider type

Google
Google
* Set up this identity provider
Required
Facebook
Linkedin
Amazon

Weibo (Preview)
Q0 (Preview)

Wai™hat (Prewiswd
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Settings

GEMERAL
Properties B
Reply URLs b
;ﬂ Owners B
API ACCESS
«+ Required permissions b
I Keys )I

TROUBLESHOOTING + SUPPORT
}( Troubleshoot

& MNew support request

¥ Discard A Upload Public Key

Copy the key value. You won't be able to retrieve after you leave this blade.

Passwords

DESCRIPTION EXPIRES VALUE

testkeys 12/31/2299 QgauWlsObtwHukQ4NMFqkTud76f2iPEvbwze SrmU3NKs=
| testinfra / | i Mever expires

Duration

Public Keys

THUMBPRINT START DATE EXPIRES

No results.

jel

GEMERAL
Properties
<= Reply URLs

;.‘. Cwners

APl ACCESS

Required permissions

~

I Keys

TROUBLESHOOTING + SUPPORT
X Troubleshoot

i

s Mew support request

N

3 Upload Public Key

Copy the key value. You won't be able to retrieve after you leave this blade.

Passwords
DESCRIPTION EXPIRES
testkeys 12/31/2299
testinfra 12/31/2299
Duration
Public Keys
THUMBPRINT
No results

VALUE

Hidden

20uyi/ZT IwerXg92hafsakg5bmUgQemKSgnibjAvpQzU=

START DATE EXPIRES

[178]




» Set up the social identity provider

Add identity provider Set up the social identity pro... O X

* Name @ : * Client ID @
| tEEtiﬂfragDDg#E ” i | ?ﬁ{fd652-64@-435@-5343-gﬁdECdghEbfb W
* Client secret @
* |dentity provider t !
i - > | || 20uyi/z71wcrXg92hatsakqsmUgQsmKSg...
Google |

Set up this identity provider |
Required |
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Home > Azure AD B2C - ldentity providers

Azure AD B2C - Identity providers

testinfraoriganisation.onmicrosoft.com

Local accounts @

@  Overview . Ernail i
MAMNAGE . - . .
; Social identity providers @
if  Applications testinfragoogle
I aM Identity providers I

[22] User attributes

- Custom identity providers (Preview)
g lsers

Mo identity providers are defined in the tenant
B Auditlogs

POLICIES

4 Sign-up or sign-in policies
B Profile editing policies
L Password reset policies

#F sign-up policies |
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On- premises Active
Directory

User

Devices

Azure Active

Directory

Office 365

Your Apps

SaaS Applications

e > test-origanisation - Azure AD Connect

test-ol

Azure Active Directory

je)

Roles and administrators

Enterprise applications

App registrations

Application proxy

» Azure AD Connect

£ ]

Custom demain names
Mability (MDM and MAM)
Password reset

Company branding

User settings

riganisation - Azure AD Connect

“ ’( Troubleshoot

O Refresh

SYNC STATUS
Mot Installed Download Azure AD Connect
Last Sync Sync has never run
Password Hash Sync Disabled
fuser siGN-IN
. Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Disabled 0 agents
ON-PREMISES APPLICATIONS
ﬁ Looking to configure remote access for on-premises applications? Head to Application Proxy
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Virtual network

Azure AD
Domain Services

—

Azure
Active Directory
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Chapter 08: Planning and Implementing
Azure Storage, Backup, and Recovery

Services

- Create a resource

All services

Dashboard
Resource groups
All resources
App Services
Function Apps
S0OL databases

& Azure Cosmos DB
Virtual machines
Virtual machine scale s...
Load balancers
Storage accounts
Virtual networks
Azure Active Directory
Monitor
Policy

Advisor

w Security Center

Azure Marketplace See all

Get started
Recently created
Compute

Networking

P N e L |
| Storage H
| . L T -4
Web
Mobile

Containers

Databases

Analytics

Al + Machine Learning
Internet of Things
Integration

Security

Identity

Developer tools
Management Tools
Software as a service (5aa5)

Blockchain

Featursd

See all

queus

Quickstart tutorial

NetApp

.

Endure

Azure File Sync (preview)

Cruickstart tutornal

Data Lake Storage Genl

Cruickstart tutorial

StorSimple Physical Device Series

Learn more

StorSimple Virtual Device Series

Backup and Site Recovery (OMS)

Chuickstart tutonal

AltaVault AVA-c4, version 4.4.1

Learn more

SoftMNAS Cloud Express

Learn more

CloudEndure Disaster Recovery -
Tier-1

Learn mare

X
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Create a resource

All services

Al TEYUUNLES

Resource groups

p Services

SQL databa

SQL data warehouses

Azure Cosmos DB

Virtual machine scale s...

Load balancers

orage accounts

Virtual networks

Azure Active Directory

Monitor

Cost Management + B...

Help + support

Network Watcher

reate storage account |

The cost of your storage account depends on the
usage and the options you choose below.

* Name ©@

testinfrasa

Lorewindows.net

t model @

Resource manager

Account kind @

Storage (general purpose v1) hd

*
0c

West Europe ad

eo-redundant storage (RA-.. v

Standard n
Secure transfer required @

Visual Studio Enterprise - MPN v

(®) Create new () Use existing

testinfra705

Virtual networks
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> Create storage account

Create storage account

Deployment model @
e

Account kind ©

| StorageVa (general purpose v2)

* :
Location

| West Eu rope A

Replication @

| Locally-redundant storage (LRS) '

Performance @

Standard R

Access tier (default) @

Cool Hot
| Cool |

* Secure transfer required @

Disabled SELIES]

Fin to dashboard

m Automation options
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Create a re:

All services.

Resource groups

App Services

SOL databases

SQL data warehouses

P Azure Cosmos DB

Virtual machines

Virtual machine scale s...

Load balance

Storage accounts

Virtual network

Azure Active Directory

Monitor

Advisor

Cost Management + B...

Help + support

Network Watcher

T) Refresh

Performance
Standard

Replication
Read-access geo-redundant storage (RA-GRS)
Account kind

Storage (general purpose v1)

Files

File shares that use the standard SMB 3.0 protocol

Queues
Effectively scale apps according to traffic

figure CORS rules

Show data for:

d

stinfrasa
0 « 7 Openin Explorer =¥ Move [ Delete
Resource
= ~ testinfra
Overview
Status
Brimary: Available, Secondary: Available
B Activity log 24 -
Location
, West Europe, North Europe
i Access control (IAM)
Subscription )
Visual Studio Enterprise — MPN
& Tags ¥
Subscription ID
. 13821d90-3311-460¢-24d/2-1862 16600993
¥ Diagnose and solve problems
Tegs i )
W storage Explorer [preview) Click here to add tags
SETTINGS e
Services
Aceess keys
=% Blobs
& Configuration i
- 9 REST-based object storage for unstructured data
2 Configure CORS rules
Encryption g
& enayp Setiip cristom dosnain
View metrics
& Shared access signature
“Y Firewalls and virtual networks
. ™ Tables
Properties 55 Tabular data storage
8 Locks Configure CORS rules
View mef
2 Automation script
BLOB SERVICE Monitoring
) Show data for last:
Gonkainers Thour | 6hours | 12 hours 7
& CORS
Total egress (testinfrasa)
B8 Custom domain
W Soft delets ¥

ays || Account

»

Storage account

Storage container

blobs
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4 Overview
=] Activity log

& Access control (IAM)

Tags

X %

Diagnose and solve problems

& Storage Explorer (preview)

SETTINGS
Access keys
& Configuration

a Encryption

& Shared access signature

Firewalls and virtual networks
Properties
B locks

| Automation script

T8 Openin Explorer = Move [ Delete

Subscription
Visual Studio Enterp

se — MPN

Subscription ID
f38e1d90-3a11-460c-a4d2- 186216604993

Tags {change)

Click here to add tags

Services

T Refresh

=== Blobs

Configure CORS rules
Setup customn domain
View metnics

REST-based object storage for unstructured data

Files
File shares that use the standard SMB 3.0 protocol

o
C

nfigure CORS rules
View metrics

=™ Tables
Tabular data storage

Configure CORS rules
metncs

Manitoring

Show data for last:

Queues
Effectively scale apps according to traffic

Configure CORS rules
View metrics

Show data for

| 1 hour | 6 hours |'2 hours 7 days | Account v

4 Overview

B Activity log

2 Access control (1AM)

& Tags

x Diagnose and solve problems

& Storage Explorer (preview)

SETTINGS
Access keys

& Configuration

NAME

You don't have any containers yet, Click '+ Container' to get started.

LAST MODIFIED PUBLIC ACCESS... LEASE STATE
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Overview
=] Activity log
b4 Access control (IAM)
& Tags
#{ Diagnose and solve problems

& Storage Explorer (preview)

SETTINGS
Access keys

& Configuration

Storage account:

NAME LAST MODIFIED PUBLIC ACCESS...  LEASE STATE

You don't have any containers yet, Click '+ Container' to get started.

Overview

E Activity log

sha Access control (IAM)

‘ Tags

x Diagnose and solve problems

W& Storage Explorer (preview)

SETTINGS

Access keys

b

Configuration

b

Encryption

%

Shared access signature

“¢  Firewalls and virtual networks
Properties

n Locks

Automation script

+ Container O Refresh M Delete

New container

* Name

testinfrablobecontainer v

Public access level @

Private (no anonymous access) W
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- Containers

@ + Container O Refresh

Storage account: testinfrasa

4 Overview

jel

=1 Activity log
NAME

_-_.'. Access control (IAM)

LAST MODIFIED

PUBLIC ACCESS...  LEASE STATE

testinfrablobcontainer

& Tags

7/16/2018 2:04:50 PM Private Available

x Diagnose and solve problems

& Storage Explorer (preview)

SETTINGS
Access keys
& Configuration
& Encryption
¢’ Shared access signature
‘0 Firewalls and virtual networks
Properties

a Locks

Automation script

T Overview

;;. Access Control (JAM)

NAME
SETTINGS

Access paolicy Mo blobs found.

Properties

MODIFIED

testinfrablobcontainer/

Files @

"unnamed.jpg”

Overwrite if files already

v Advanced
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ce groups » testinfra70533 > testinfrasa - Containers » er -Jp|0-3d blob X

infrablobcontainer testinfrabiobeontainsr/
o X
) @ Upload Completed for unnamed,jpg 211 PM
yel . | @ A Upload O Refresh [ Celete & Acquire lease 46.71KiB |

https://testinfrasa.blob.corewindows.net/testinfrablobcontainer

Location: testinfrablobcontainer

Overview

& 5 6 ! £ ~  Advanced
s Access Control {JAM) |

SETTINGS NAME
s unnamed.jpg
— Current uploads
il Properties Dismiss: Completed All
unnamed.jpg 47 KiB / 47 KiB -
* Upload ') Refresh [0 Delete % Acquire lease &k Bresk leas= 7% View snapshots  [B) Create snapshot
Location: testinfrablobcontainer
Show deleted blobs
MNAME MODIFIED BLOE TYPE SIZE LEASE STATE
| i 2018 212 ; !
v unnamed.jpg 711642018 212116 PM view/edit blob v s
Download 4
Blob properties =
Generate SAS &
View snapshots o
Create snapshot 121
Acquire lease £h
Break lease L]
Delete m
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unnamed,jpg

M Delete

ease

Blob

H save O Refresh ! Download ok Acquire lease ¥l Brea
Overview Snapshots  Edit blob  Generate SAS

Properties

URL https://testinfrasa.blob.core.windows.net/t... EI
LAST MODIFIED 7/16/2018 2:12:16 PM

CREATION TIME 7/16/2018 21216 PM

TVPE

SIZE 46.71 KB

SERVER ENCRYPTED true

ETAG 0x8D5EB155EF18796
CONTENT-MD5 -

LEASE STATUS Unlocked

LEASE STATE Ayailable

LEASE DURATION -

COPY STATUS -

COPY COMBLETION TIME
Undelete all snapshots

Access Tier

Optimize storage costs by placing your data in the appropriate access tier, Archive is not
supported in your region at this time. Learn more

Setting object level access tier is only supported for Standard LRS, GRS, and RA-
GRS Blob Storage and General Purpose V2 Accounts,

[E]
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| O See . |« 2= Open in Explorer

Resource group

=» Move [ Delete

~ testinfra70533

1 Overview
Status

B Aciitylo
7 Location

;:. Access contrel (LAM)

Primary: Available, Secondary: Available

West Europe, North Europe

Subscription (change)

& Tags

Visual Studio Enterprise — MPN

Subscription 1D

}( Diagnose and solve problems

f38e21d90-3a11-460c-a4d2-18621660d4593

Tags ichange)

W& Storage Explorer (preview)

SETTINGS .
Services
Access keys

& Configuration
a Encryption

&’ Shared access sighature

“@  Firewalls and virtual networks

Click here to add tags

Elobs
REST-based object storage for unstructured data
Configure CORS rules

Setup custom domain
View metrics

. S Tables
Properties L Tabular data storage
8 locks Configure CORS rules
View metrics
¥ Automation script
BLOB SERVICE Maonitaring

Show data for last:

s
ontainers
- ‘ 1 hour

‘ 6 hours ‘ 12 hours 1 day

&) CORS

Total egress (testinfrasa)

En Custom domain

O Refresh

»

7 days | Account

Performance

Standard

Replication

Read-access gec-redundant storage (RA-GRS)
Account kind

Storage (general purpose v1)

Files
File shares that use the standard SMB 3.0 protocol

Configure CORS rules
View metrics

Queues
Effectively scale apps according to traffic

Configure CORS rules
View metrics

Show data for:

»
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Overview
ﬁ| Activity log
a Access control (IAM)
‘ Tags
X

Diagnose and solve problems

HE

Storage Explorer (preview)

SETTINGS

«

+ File share O Refresh

New file share

* Name
testinfrafileshare v
Quota @
[2
GB

testinfrasa - Files

testinfrasa - Files

Storage account

o2 rch ; | «l| ¢ + File share | O Refresh

Overview

B Activity log

;,ﬂ Access control (|AM)

& Tags

K Diagnose and solve problems

&l Storage Explorer {preview)

SETTINGS

Access keys
& Configuration
& Encryption

&’ Shared access signature

o)

Storage account: testinfrasa

NAME

MODIFIED

QuoTA

testinfrafileshare

7/17/2018, 10:29:40 PM

2 GiB
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testinfrasa

= Overview

H Activity log

a4 Access control (1AM)

& Tags

% Diagnose and solve problems

& Storage Explorer (preview)

SETTINGS
Access keys

& Configuration

& Encryption

& Shared access signature
Firewalls and virtual networks
Properties

& Locks

4 Automation script

E@ Open in Explorer =% Move @ Delete O Refresh

Resource group (£han Performance
testinfra70533 Standard
Status Replication

Primary: Available, Secondary: Available Read-access geo-redundant storage (RA-GRS)
Location

West Eurape, Narth Europe
Subscription {change)

Visual Studio Enterprise - MPN

Account kind
Storage (general purpose v1)

Subscription ID
f3861d90-3a11-460c-a4d2- 18621660993

Tags (change)

Click here to add tags

Services

% Blobs
REST-based object storage for unstructured data

Files
File shares that use the standard SMB 3.0 protocol
Configure CORS rules

Setup custom demain
View metrics

Configure CORS rules
View metrics

™ Tables
Tabular data storage

¥ Queues
0

Effectively scale apps according to traffic

Configure CORS rules
View metrics

Configure CORS rules
View metrics

Monitoring

testinfrasa - Queues

Storage account

nfrasa - Queues

Cverview

H Activity log

% Access control (IAM)

‘ Tags
X Diagnose and solve problems

& Storage Explorer (preview)

SETTINGS
Access keys
& Configuration
B Encryption
& Shared access signature

Firewalls and virtual networks

«

=+ queue

Q) Refresh I Delete queues

Add queue

* Queue name

| testinfragu EuEl
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testinfrasa - Queues

Storage account

d Overview
B‘ Activity log
:..'. Access control {JAM)
& Tags
X Diagnose and solve problems

& Storage Explorer (preview)

SETTINGS
Access keys
& Configuration
& Encryption
& Shared access signature

" Firewalls and virtual networks

> testinfrasa - Queues

<«

Storage account: testinfrasa

‘QUEUE

testinfraqueue

https://testinfrasa.queue.core windows.net/testinfraqueue

testinfrasa

count

= Overview

ﬁ\ Activity log

sha Access control (IAM)

' Tags

X Diagnose and solve problems

ss Storage Explorer (preview)

SETTINGS
Access keys
& Configuration
& Encryption
&’ Shared access signature
Firewalls and virtual networks
Properties

n Locks

Automation script

Eﬁ Open in Explorer =% Move

Resource group
testinfra70533

Status
Primary: Available, Secondary: Available

Location
West Europe, North Europe

Subscription (change)

Visual Studio Enterprise — MPN
Subscription ID
f38e1d90-3a11-460c-a4d2-186e1660d993
Tags (change)

Click here to add tags

Services

=== Blobs

ﬁ Delete

REST-based object storage for unstructured data

Configure CORS rules
Setup custom domain
View metrics

C) Refresh

[ Tables
Tabular data storage

Configure CORS rules
View metrics

Monitoring

Performance

Standard

Replication

Read-access geo-redundant storage (RA-GRS)
Account kind

Storage {(general purpose v1)

Files
File shares that use the standard SMB 3.0 protocol

Configure CORS rules
View metrics

Queues
Effectively scale apps according to traffic

Canfigure CORS rules
View metrics
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tinfras

testinfrasa - Tables

Storage account

~ A Add table
Overview
ﬂ Activity log
* Table name
;." Access control (IAM) ‘ testinfratable v
Tags

X @

Diagnose and solve problems

mis Storage Explorer (preview)

SETTINGS

Access keys
Configuration
& Encryption

Shared access signature

Firewalls and virtual networks
Properties

a Locks

% Automation script

frasa -

testinfrasa - Tables

Storage account

0 « = Table @ Refresh [ Delete tables

o Check out premium Table experience with Azure Cosmos DB =3

3 Overview
Storage account: testinfrasa
ﬁ\ Activity log
3 L
s Access control (IAM)
TABLE URL
‘ Tags
I ' testinfratable https://testinfrasa.table.core.windows.net/testinfratable I
}( Diagnose and solve problems

M Storage Explorer (preview)

SETTINGS
Access keys
&= Configuration

& Encryption
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nirablobsa

account

= Overview

ﬁ| Activity log

a Access control (IAM)

‘ Tags

K Diagnose and solve problems

& Storage Explorer (preview)

SETTINGS
Access keys

& Configuration

a Encryption

¢? Shared access signature

& Firewalls and virtual networks
Properties

n Locks

Automation script

T3 Open in Bxplorer  =» Move

Resource group (change)

testinfra70533

Status

Primary: Available, Secondary: Available
Location

West Europe, North Europe

Subscription (change)
Visual Studio Enterprise — MPN

Subscription 1D
f38e1d90-3a11-460c-a4d2-186e1660d993
Tags (change)

Click here to add tags

Services
== Blobs
REST-based object storage for unstructured data
Configure CORS rules
Setup custom domain
View metrics

Tables
Tabular data storage

Configure CORS rules
View metrics

c) Refresh

Performance

Standard

Replication

Read-access geo-redundant storage (RA-GRS)
Account kind

Storage (general purpose v1)

Files
File shares that use the standard SMB 3.0 protocol

Configure CORS rules
View metrics

Queues
Effectively scale apps according to traffic

Configure CORS rules
View metrics
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Delete storage account

testinfrablobsa

The following table shows the list of storage services. You can click on them to access data within
them.

Containers
Files
m== Tables
iii Queues

A This action cannot be undone. This will permanently delete storage account
"o X ‘testinfrablobsa’ and its contents.

Type the name of the storage account (testinfrablobsa) to confirm:
testinfrablobsa v
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X
10:49 AM

o Successfully deleted storage account

Successfully deleted storage account 'testinfrablobsa’.

i Overview

Activity log

n'. Access control (|AM)

& Tags

X

Diagnose and solve problems

Storage Explorer (preview)

SETTINGS

[

Q@

Access keys

Configuration

Encryption

Shared access signature
Firewalls and virtual networks
Properties

Locks

Automation script

<«

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access keys securely -
for example, using Azure Key Vault - and don’t share them. We recommend regenerating your access keys regularly. You are provided two
access keys so that you can maintain connections using one key while regenerating the other,

When you regenerate your access keys, you must update any Azure resources and applications that access this storage account to use the
new keys, This action will not interrupt access to disks from your virtual machines. Learn more

Storage account name

| testinfrasa

keyl (2
Ke_;.-'
YJEAOcqXFFBKT1PO9JAGryRvwT PMkrg9SXsX9oMRSY+efouXmEvgt2 MsWIITa TZPIOkMOVSYAYYTZgT TmQ== | E

Connection string
DefaultEndpointsProtocol=https:AccountMame=testinfrasa:AccountKey=YJEAOcqXFFBK11POSJAGryRvwTPMkrg9/XsX9oMRSY+... | E

key2 2
Key

':-'.?ZEhpLivﬁcyC‘Z LY3Z10WzvL HKMSdvVelGVTHfRyHT66ELVCOg5cDHPGLToliPB/uSVNFIpRENAjtI8eDCYv2A== ._ E

Connection string
DefaultEndpointsProtocol=https;AccountMame =testinfrasa;AccountKey =7T7ZEhpLiviToG2LY3Z 10WzvL HKMSdvVelGVTHRyHT66... E
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File Edit View Help

< -'_',; Microsoft Azure Storage Explorer - Connect
Collapse All Refresh All

¢ Quick Access
4 @ (Local and Attached)
b @ Cosmos DB Accounts (Preview)
b @ Data Lake Store (Preview)
4 B Storage Accounts
» B (Development)
» B (SAS-Attached Services)
» B Fvproto (External)

Connect to Azure Storage

How do you want to connect to your Storage Account or service?

Add an Azure Account
Azure environment:

» B melonassets (External)
» B stoprhsnakestaging (External)
» B testescfac (External)
b E testoriginblob (External)
4 B vmsstestsa (External)
» [E] Blob Containers
b A File Shares
» [ Queues
b B Tables
4 B vmsstestsac4 (External)
4 [ Blob Containers
Load more
ile Shares

Use a connection string or a shared access signature UR|

I @) Use a storage account name and key I

3

8
Actions = Properties

Permissions | Full

Cancel
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-_'; Microsoft Azure Storage Explorer - Connect

Attach using Name and Key

Enter information to connect to the Microsoft Azure storage account

Account name:

testinfrasa

Account key:

YIEAOcgXFFBKT1POSIAGryRvWwWTPMkrg9)XsXSoMRSY +ebouXmEvgt2MsWISITaj TZPISkMOVSYAYYTZg7)TmQ=

Storage endpoints domain:

Azure v

Use HTTP (Mot recommended)
Online privacy statement

Back MNext Connect Cancel
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-:_',; Microsoft Azure Storage Explorer - Connect

Connection Summary

The following settings will be used to connect to your storage account:

Account name: testinfrasa

Account key: YIEAQcgXFFBK11P09JAGryRvwTPMkrg2JXsX9oMRSY +ebouXmEvagt2Ms...

Default endpoints protocol: https

@) Make sure you only connect to resources you trust.

Back Next

Connect

Cancel
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59 Overview

H Activity log

zha Access contrel (IAM)

4 Tags

x Diagnose and solve problems

Wil Storage Explorer (preview)

SETTINGS
Access keys

& Configuration

& Encryption

¢ Shared access signature

“@ Firewalls and virtual networks
Properties

n Locks

E3 Automation script

BLOB SERVICE
"1 Containers
&) CORS

@8 Custom domain

W Soft delete

Allowed resource types @

V| Service |¥| Container |V Object

Allowed permissions @

| Read |V| Write V| Delete |V] List

:‘/_ Add V| Create |V| Update V| Process

Start and expiry date/time @
Start

2018-07-13
End
2018-07-14
(UTC+02:00) --- Current Timezone ---

Allowed |P addresses @

Allowed protocols @
(@) HTTPS only

) HTTPS and HTTP

Signing key @
keyl w |

Generate SAS and connection string

20918 PM

12:00:18 AM

Connection string

BlobEndpoint=https://testinfrasa.blob.core windows.net/:QueueEndpoint=https://testinfrasa.queue.corewindows.net/FileEndpoint |

SAS token @

Tsv=2017-11-098ss=bfqtlisrt=scofisp=rwdlacup8ise=2018-07-13T22:09:18785t=2018-07-13T14:09:18Z &spr=htipsdisig=%62 2

Blob service SAS URL

https://testinfrasa.blob.core.windows.net/Tsv=2017-11-098ss=bigtiisrt=scofsp=rwdlacup8ise=2018-07-13T22:09:18Z&st=2018-

File service SAS URL

1et/7ev=2017-11-098ss=bigt&srt=scolisp=rwdlacup&ise=2018-07-13T22:09:187 &st=2018-07-13T14:09: 182 &spr=httpsBisig=%2F I
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File Edit View Help

EXPLORER

for resources po

:_:,; Microsoft Azure Storage Explorer - Connect
Collapse All Refresh All

¢ Quick Access
4 @ (Local and Attached)

b/ Cosmos DD Account (Bleyiew) How do you want to connect to your Storage Account or service?
» i@ Data Lake Store (Preview)

Connect to Azure Storage

4 [E Storage Accounts
» B (Development)
» B (SAS-Attached Services)
» B Fvproto (External)
» B melonassets (External)
» B stoprhsnakestaging (External)
» B testescfac (External)
» B testoriginblob (External)
4 [E vmsstestsa (External)
» [B Blob Containers
b

Add an Azure Account
Azure environment:

I ® Use a connection string or a shared access signature URI I
Use a storage account name and key

& File Shares
b [@ Queues
» [ Tables
4 B vmsstestsac4 (External)
4 [ Blob Containers
Load more
b Al File Shares

Actions = Properties

T3 e i e o

Back Next Connect Cancel
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-:; Microsoft Azure Storage Explorer - Connect

Attach with Connection String or SAS URI

®) lse a connection string

Use a SAS URI

Connection string:

BlobEndpoint=https://testinfrasa.blob.core.windows.net/;QueueEndpoint=https://testinfrasa.queue.core.wind:

Account label:

testinfrasa

Back Next Connect Cancel
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Attach with Connection String or SAS URI

Use a connection string
® Use a SAS URI

URL:

https://testinfrasa.blob.core.windows.net/?sv=2017-11-09&ss=bfgt&sri=sco&sp=rwdlacup&se=2018-07-181

Account or resource label:

Blob endpoint:

https://testinfrasa.blob.core.windows.net

File endpoint:

https://testinfrasa.file.core.windows.net

Queue endpoint:

https://testinfrasa.queue.core.windows.net

Table endpoint:

https://testinfrasa.table.core.windows.net

Back MNext

Connect

Cancel
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-:_',; Microsoft Azure Storage Explorer - Connect

Connection Summary

The following settings will be used to connect to your storage account:

Account name: |

SAS: sv=2017-11-098&ss=bfgt&srt=sco&sp=rwdlacup&se=2018-07-18T16:16....
Expiration date: 18/07/2018 3 18:16:56
I Permissions: Read, Write, Delete, List, Add, Create, Update, Process I
Blob endpoint: https://testinfrasa.blob.core.windows.net
File endpoint: https://testinfrasa.file.core.windows.net
Queue endpoint: https://testinfrasa.queue.core.windows.net
Table endpint: https://testinfrasa.table.core.windows.net

@) Make sure you only connect to resources you trust.

Back Next Cancel
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AZURE

ON-PREMISES

Import/Export

Storage Blobs
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Create import/export job

. Type
1 Basics > Import into Azure

Configure basic settings o
g & | Export from Azure

* Mame

2 Sk ; testinfraimportjob u

* co -
SUDSCrpuon

W

gure return shipping deta ™ Resource group

r"\. -~ e 11 X =
!' Create new | ) Use existing

4 testinfra70533 v
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L}

-

b ®& & m

Q0 @

Create a resource

All services

EXUUILEL
Resource groups
App Services
SQL databases
SQL data warehouses
Azure Cosmaos DB

Virtual machines

Virtual machine scale s...

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Advisor

Secunty Center

Cost Management + B...

Help + support

MNetwork Watcher

See all

Azure Marketplace

Get started
Recently created
Compute
Metworking

Storage

I Web :

Mobile

Containers

Databases

Analytics

Al + Machine Learning
Internet of Things
Integration

Security

Identity

Developer tools
Management Tools
Software as a service (5aa5)

Blockchain

Featured

Web App

Quickstart tutornial

Logic App

Quickstart tutorial

Web App for Containers

Quickstart tutorial

CDN

Quickstart tutonal

Media Services

Quickstart tutorial

Azure Search

Quickstart tutorial

APl App

Learn maore

Template deployment

Learn mare

APl management

Quickstart tutorial

App Service Environment v1

Learn mare

See all
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Create a resource

All services

All 1E30UILED

Resource groups

App Services

SQL databases

SQL data warehouses

Azure Cosmos DB

Virtual machines

Virtual machine scale s...

Load balancers

Virtual networks

Azure Active Directory

Monitor

Advisor

Security Center

Cost Management + B

Help + support

MNetwork Watcher

CDN pro a
* Name
| testinfracdn \;|
* Subscription

Visual Studio Enterprise — MPN AV
* Resource group

) Create new (@) Use existing

testinfra70533 W
* Resource group location @

v

¥ Pricing tier (View full pricing details]

Standard Microsoft w

Create a new CDM endpo

* CDN endpoint name

| testinfracdn

.azureedge.net

* Origin type

| Storage ~ |
* Origin hostname @

| testinfrasa.blob.core.windows.net ~ |

Pin to dashboard

Automation options
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+ Add =S Editcolumns [ Delete resource group O Refresh =3 Move

Subscription Subscription ID Deployments
i 5 | f38e1d90-3a11-460c-add2-186el... 2 Succeeded
Cverview

Activity log

Access control {(JAM)

Tags All types All locations

B 3 items
NAME LOCATION

SETTINGS
S testinfracdn CDN profile West Furope

Quickstart

S testinfracdn (testinfracdn/testinfracdn) Endpoint West Europe

Resource costs Bl testinfrasa Storage account West Europe
Deployments

Policies

Properties

Locks

Automation script

MONITORING
ilil Metrics
Alerts (classic)
Diagnostics logs
Application insights

Log analytics
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Enable backup

roller

Extensions

&% Continuous delivery (Preview)
Availability set

@ Configuration
Properties

B Locks

Automation script

OPERATIONS

Auto-shutdown

@& Backup I

@ Disaster recovery

Bl Update management
Inventory
Change tracking

Run command

MONITORING
fiil Metrics

Alerts (cl.

Diagnostics settings

« |

Welcome to Azure Backup
Simple and reliable server backup to the cloud. Learn more, Charges are

being protected.

Review the following information and click on ‘Enable backup' to start protecting your VM.

y Services vault @

Create new

ource g

Create new |_) Useexisting

testinfra7f0533RSV-rg v

Choose backup policy @

(new) DailyPolicy v

BACKUP FREQUENCY

Daily at 11:30 PM UTC
RETENTION RANGE

Retention of daily backup point

Retain backup taken every day at 11:30 PM for 180 Day(s)

Cr

Create (or edit) a new policy

Enable Backup
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= Create a resource

All services

Dashboard

Resource groups

All resources

App Services

Function Apps

SOL databases

" Azure Cosmos DB

Virtual machines

Virtual machine scale s...

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Policy

Advisor

Secunty Center

Azure Marketplace See all

Get started
Recently created
Compute
MNetworking

I Storage I

Web

Mabile

Containers

Databases

Analytics

Al + Machine Learning
Internet of Things
Integration

Security

Identity

Developer tools
Management Tools
Software as a service (5235)

Blockchain

Featured

rch resources, services, and docs

Storage account - blob, file, table,
queue

Cuickstart tutorial
Azure File Sync (preview)

Ohicketart futorial
Uuickstart tutoria

Data Lake Storage Genl

Quickstart tutorial

StorSimple Physical Device Series

Learn more

StorSimple Virtual Device Series

Learn more

L
m
i

Backup and Site Recovery (OMS)

Quickstart tutoria

Endure

AltaVault AVA-c4, version 4.4.1

Learn maore

SoftNAS Cloud Express

Learn more

CloudEndure Disaster Recovery -
Tier-1

Learn maore
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Recover

ervices vault

very Sen vault

¥ Mame
| testinfra70533RSV
-

| ®) Create new | J Use E)‘.i:-,til'lg

Maorth Burope
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testinfra70533RSV-rg

LT

Res up
L0 “ + Add Edit columns @ Delete resource group O Refresh =3 Move ® issigntags
Subscription (d Deployments
= 3 60bad 1d7-71fd-4e40-bbb%-1016a... 1 Succeeded
(] Owverview
Tags | y
B Activity log Click here to add tags
R
. 5 ntral (AR
asm  Access control (IAM)
& Tags £ All types v All locations v
Events 1 items
NAME TYPE LOCATION
SETTINGS
-3 testinfra70533R5V Recovery Services vault Naorth Europe
Quickstart
(.} Rescurce costs
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testinfra70533RSV
R rault

| Nl | « o= Replicate [ Delete
Support for >1TB disk VMs and improvements to backup and restore speed =3
I*‘ Overview I
Essentials ¥
B Activity log
s Access control (IAM)
Menitorin
& Tags 9
Backup Alerts (last 24 hours) Backup Pre-Check Status (Azure VMs)
x Diagnose and solve problems
CRITICAL
SETTINGS Critical 0 0
0
Properties Warning 0 WARNING
ﬂ Locks 0
Automation script
Usage

GETTING STARTED Backup items Backup Storage

& Backup

& Site Recovery Cloud - LRS 0B

Cloud - GRS 0B

MONITCRING AND REPORTS

Backup lobs

Site Recovery Jobs
Backup Alerts

i= Site Recovery Events

iiil Backup Reports
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Backup Goal

3 T, .
Where is your workload running?

Azure

What do you want to backup?

Virtual machine

Step: Configure Backup

Backup
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Rari

Backup policy

Backup policy

Choose backup policy @

f
1 Backup policy o | DefaultPolicy

Select

BACKUP FREQUENCY

2 : Daily at 1:30 AM

RETENTION RANGE
Retention of daily backup point

Retain backup taken every day at 1:30 AM for 30 Day(s)
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Backup policy

1

2

Backup policy
Select

Choose backup policy @

| Create New v |
* Policy name @
| testinfracustom v
Backup frequency

Daily v 12:00 PM v (UTC) Coordinated Universal Time v
Retention range
* At For

[
v | [ 180 Day(s)

.‘/_ Retention of weekly backup point.
* On * At For
T . .’

Sunday o 0 o 12 Week(s)

|%| Retention of monthly backup point.

Week Based [EBEN
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Backup policy

Backup frequency

Daiky ~ 12:00 PM ~ (UTC) Ceoordinated Universal Time  ~

Retention range

* At Far
Day(s]
w || 180 yle)
¥| Retention of weekly backup point.
" On * At For
: 7 Weekis
Sunday A 2:00 A 12 )
* On * Da * At For
- I — 1T ] Maonth(s
First ~ Sunday ~ ~ 60 i 2

]
-

1 * -
In wihn

; 2 Year(s)
January A First A Sunday A 2 w 10 V/ =
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Backs

DefaultPolicy

lems to backup

Select

Select virtual machines

VIRTUAL MACHINE NAME

mediationfo

uat-bld-newshop

uat-db-newshop

uat-int-newshop

uat-mo-newshop

uat-db-newshop2

uat-int-newshop2

RESOURCE GROUP

ooshop-clone-rg

COSHOP-CLONE-RG

ooshop-clone-rg

ooshop-clone-rg

ooshop-clone2-rg

ooshop-cloned-rg

masternode-0

mastarnode-1

masternode-2

vmss-test-rg

wmss-test-rg

vmss-test-rg
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What do you want to backup?

Virtual machine v

ltemsz selected : 2
Step: Configure Backup

Backup

Enable backup |
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& vmsscontroller - Backup

Virtual e

U Secunty

Extensions

Continuous delivery (Preview)

A

ity set

& Configuration
Properties

ﬂ Locks

Automation script

OPERATIONS
Auto-shutdown
@ Backup
@& Disaster recovery
Bl Update management
o Inventory
Change tracking

Run command

MONITORING

il Me

<«

49 Backup now 2

Alerts and Jobs

Stop backup

Backup status

)

Backup Pre-Check

Last backup status

@ Passed

Warnin

backup pending)

Summary
Recovery services vaul
Backup policy

Oldest restore point

Restore points

This list is filtered for last 30 da

I CRASH COMNSISTENT

0 10
TIME

No restore points available.

of restore points. To

APPLICATION CONSISTENT

FILE-SYSTEM CONSISTENT

0

m restore point older than 30 days, clic

L COMNSISTENCY
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testinfra70533RSV

R ult

| 2 5= + | « +Ba:<up + Replicate [ Delete

Support for >1TB disk VMs and improvements to backup and restore speed =3
I @ Overview I
Essentials ¥

H Activity log

;..'. Access control (lAM)
Monitorin
' Tags 9
Backup Alerts (last 24 hours) Backup Pre-Check Status (Azure VMs)
% Diagnose and sclve problems
CRIMCAL
SETTINGS Critical 0 0
0
Properties Warning 0 WARNING

ﬂ Locks 0

& Automation script

Usage
GETTING STARTED Backup items Backup Storage
& Backup
& Site Recovery o Cloud - LRS 0B
Cloud - GRS 0B
.

MONITORING AND REPORTS

Backup Jobs

Site Recovery Jobs

Backup Alerts

Site Recovery Events

fiil Backup Reports
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t) Refresh

NAME

masternode-0

masternode-1

masternode-2

vmsscontroller

Backup ltems (Azure Virtual Machine)

o 2dd Y Filter

Fetching data from service completed.

RESOURCE GROUP
wmss-test-rg
vmss-test-rg
wmss-test-rg

vmss-test-rg

BACKUP PRE-CHECK

@ Passed

@ Passed

@ Passed

@ Passed

LAST BACKUP STATUS

A Warning(Initial backu..

£ Warning(Initial backu...

A Warning(initial backu..

@ Failed

LATEST RESTORE POINT

Pin to dashboard

I Backup now I

Stop backup
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Backup Now

vmsscontroller

Retain Backup Till @
2018-08-11] =)
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Backup tems (Azure Virtual Machine)

o Refresh + Add Y Filter

Fetching data from service completed.

| 2]
NAME RESOURCE GROUP BACKUP PRE-CHECK LAST BACKUP STATUS LATEST RESTORE POINT
masternade-0 wmss-test-rg ) Passed A Warning(Initial backu... e
masternode-1 vmss-test-rg @ Passed @ Success 7/12/2018, £:49:51 PM —_—
masternode-2 vmss-test-rg @ Passed @ Success 7/12/2018, 44817 PM e
vmsscontroller vmss-test-rg @ Passad @ Success 7/12/2018, 4:27:20 PM .

Backup ltems (Azure Virtual Machine)

est

) Refresn = add Y Filter

Fetching data from service completed.

|2
NAME RESOURCE GROUP BACKUP PRE-CHECK LAST BACKUP STATUS LATEST RESTORE POINT
Farey i 3 ucc 7172 2:36:44 A
testvmrsakey testcdsolutionrg @ Passed @ Success { 018, 12:36:44 AM Pin to dashboard

Backup now

I Restore VM I

File Recovery

Stop backup
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Y Filter

Filtered for

last 30 days

I CRASH CONSISTENT

TIME

APPLICATION COMSISTENT

All

resto

4

FILE-SYSTEM CONSISTENT

re points

COMNSISTENCY

Crash Censistent

[230]




Restore Restore configuration

To create an alternate configuration
IJ when restoring your VM (from the
' following menus), use PowerShell
cmdlets,

'I Restore point ",
7/17/2018, 12:36:44 AM

! Restore configuration 3

Configure

Create virtual machine W

& 5 .
Virtual machine name ﬂ

Toberestored W

¥ Resource group @

| testedsolutionrg W

Virtual network @

testvnetbasicapp (testcdsolutionrg) W

default A

= - - -
Staging Location @

testcdsolutionrgdiag48 (StandardLRS) ~

[

n't find your storage account 7
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Virtual m: i

@ testvmrsake
. t

O Security

Extensions

Lyailal

lity set
E— Configuration
Properties

ﬂ Locks

¥ Automation script

OPERATIONS

Auto-shutdown

B

Backup

o

Disaster recovery

Update management

Inventory
Change tracking

2 Run command

MONITORING

fisl Metrics

% Continuous delivery (Preview)

«

Welcome to Azure Site Recovery
You can replicate your virtual machines to another Azure region for
business continuity and disaster recovery needs. You can conduct

periodic DR drills to ensure you meet the compliance needs, The
VM will be replicated with the specified settings to the seflected
region so that you can recover your applications in the event of
outages in source region. Learn more about Azure Site Recovery,

* Target region

. Naorth Eurcpe ~
Target settings
SOURCE TARGET
VM resource group testedsolutionrg [ [new) testcdsol... w i}
Availability set Net Applicable ot Applicable w [i]
Virtual network testvnetbasicapp [ [new) testvnet... v i)
Storage settings [+] Show details

A new cache storage account and 1 replica managed disk(s) will be created.

Replication settings  [+]5

Jetails

A new recovery services vault and recovery policy will be created.

Extension settings [+]

Site Recovery manages site recovery extension updates for all your replicated

items. 1 new automation account wi

Enable replication

Show details

be created.
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Configure disaster recovery

A new recovery services vault and recovery policy will be created,

Extension settings [+] Show details

Site Recovery manages site recovery extension updates for all your replicated

items. 1 new automation account will be created.

¥ Source region (West Europe)
® Selected target region (North Europe)
¥ Available target regions

Enable replication
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Chapter 09: Managing Azure Operations and

Automation

= Create a resource

All services

Dashboard
Resource groups
All resources
App Services
Function Apps
SQL databases

’ Azure Cosmos DB

Virtual machines

Virtual machine scale s...

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Policy

Advisor

@ security Center

See all

Azure Marketplace

Get started
Recently created
Compute
MNetworking
Storage

Web

Mobile
Containers
Databases
Analytics

Al + Machine Learning
Internet of Things
Integration
Security

Identity

Developer tools

Management Tools I

Software as a service (5aas)

Blockchain

Featursd

s, and docs

See all

Azure Migrate

Quickstart tutorial

Application Insights

Ouickstart tutorial
Chunckstart tutorial

Log Analytics

Quickstart tutorial

Gllef-Nd

Automation

Learn more

0

HC

Backup and Site Recovery (OMS)

Quickstart tutorial

Intune App Protection

Learn r

Scheduler

Quickstart tutorial

Dynatrace

Learn more

Veeam Cloud Connect for the
Enterprise

Learn more
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Create a resource

All services

Dashboard

All resources

Resource groups

App Services

SQL databases

SOL data warehouses

Azure Cosmos DB

Virtual machines

Virtual machine scale s...

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Advisar

Secunty Center

Cost Management + B...

Help + support

* Mame @

,O Search

| testinfra

* Subscription

Visual Studio Enterprise — MPN

* Resource group

) Create new (@) Use existing

testinfra70533

* Location

West Europe

*

Create Azure Run As account @

-

Learn more about Automati...
pricing.

The Run As account feature will
create a Run As account and a
Classic Run As account.Click here to
learn more about Run As accounts,
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=] Activity log

:ma Access control (IAM)
& Tags

Events

SETTINGS
Quickstart
(' Resource costs
ma Deployments
Palicies
= Properties
n Locks

iy

Automation script

MONITORING
ilil Metrics

Alerts [classic)
B2 Diagnostics logs

@  Application insights

& Log analytics

Subscription

+ Add  ZE Edit columns M Delets resource group O Refresh = Move ® i

angs) Subscription D

Visual Studio Enterprise — MPN
Tags (change)

Click here to add tags

f38e1d90-3a11-460c-a4d2-186e1...

Deployments
4 Succeeded

[ [ an types e All lacations
Sitems | | Show hidden types @

NAME TYPE LOCATION

gnt testinfra Automation Account West Europe
‘ AzureAutomationTutorial (testinfra/AzureAutomationTutorial) Runbook West Europe
‘ AzureAutomationTutorialPython2 (testinfra/AzureAutomation--  Runbook West Europe
‘ AzureAutomationTutorialScript (testinfra/AzureAutomationTut-- Runbook ‘West Europe
L’ AzureClassicAutomationTutorial (testinfra/AzureClassicAutoma-: Runbook ‘West Europe
k‘ AzureClassicAutomationTutorialScript (testinfra/AzureClassicA-  Runbook ‘West Europe
SR testinfracdn CDN profile West Europe
S testinfracdn (testinfracdn/testinfracdn) Endpoint West Europe

testinfrasa

Storage account

West Europe
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ﬂ Browse gallery

CONFIGURATION MANAGEMENT NAME

2 Inventory P AzurefutomationTutorial

7| Change tracking @ ArureAutomationTutorialPython2
& D5Cnodes 2 AzurefutomationTutorialScript
& DSC configurations [ : . i

] g & AzureClassicAutomationTutorial
B3 D5C configurations gallery (P... 2 AzureClassicAutomationTutorial...

DSC node configurations

UPDATE MAMAGEMENT

Update management

PROCESS AUTOMATION

&5 Runbooks

Jobs

E3 Runbooks gallery

&) Hybrid worker groups

£ Watcher tasks

O Refresh

AUTHORING STATUS
+ Published
v Published
v Published
+" Published

v Published

LAST MODIFIED

7/19/2018 5:53 PM

7/19/2018 5:53 PM

/19/2018 5:53 PM

7/19/2018 5:53 PM

7/19/2018 5:53 PM
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Add Runbook

Quick Create
Create a new runbook

Impaort
Import an existing runbook

Runbook

* Name @

| started-runbook-infra70533

* Runbook type @

| PowerShell

Description

Simple sample runbook
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> Import

Add Runbook |

Cuick Create
Create a new runbook

Select a file smaller than 1 MB to impaort.

* Runbook file @

Impart

Select a file
oo >
Import an existing runbook

* Runbook type @

| PowerShell ' |

* Mame

| testinfrarunbook o

Description

test runbook b
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+ Add a runbook i Browse gallery ) Refresh

jol
NAME AUTHORING STATUS LAST MODIFIED TAGS
AzurefutomationTutorial v Published 7/19/2018 553 PM

a AzurefutomationTutonalPython2  «f Published 71972018 5:53 PM

2 AzurebutomationTutorialScript v Published 77192018 553 PM
AzureClassicAutomationTutorial v Published 77192018 553 PM

2 AzureClassicAutomationTutorial...  «f Published 71972018 5:53 PM

> started-runbook-infra70533 Mew 7202018 10:10 AM

H save @& Publish 3 Revertto published () Check in W Feedback
» EECMDLETS 1 iz’“"‘a'"
2
P RUNBOOKS 3 [Parameter(Mandatory=%false)]
b = ASSETS 4 [String] $testname = "runbook”
E
5)
[
7 "%testname test ok"
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Test

started-runboo

infra70533
P start

Parameters
TESTHAME @

Owptional, String, Default: "runbook”

Run Settings runbook test ok

Run on Azure @

Using a hybrid runbook 2

worker can increase test
perfermance.

Learn more

Activity-level tracing

This configuration is available only for
graphical runbaoks,
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H szve | & Publish | ¥ Revertto published (@) Checkin  [[8] Testpane W Feedback

» B8 CMDLETS ; i’m""
b 4 RUNBOOKS 3 [Parameter(Mandatory=%false)]
b = ASSETS -;L ) [String] $testname = "runbock"
6
7 "$testname test ok”

| rubiicn |

Revert to published

Test pane

Feedback
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Runbooks

unt

| O Searct « * Add a runbook W 2rowse gallery ) Refresh
= [2

CONFIGURATION MANAGEMENT NAME AUTHORING STATUS LAST MODIFIED TAGS
2 Inventory & AzurefutomationTutorial + Published 7/19/2018 5:53 PM
71 Change tracking @ AzureAutomationTutorialPython2  + Published 7/19/2018 5:53 PM
& DSC nodes 3 AzureAutomationTutorialScript  + Published 7/19/2018 5:53 PM
& DSC configurations & AzureClassichutomationTutorial  +/ Published 7/19/2018 5:53 PM
By DSC configurations gallery (P... > AzureClassicAutomationTutorial.. v Published /19/2018 5:53 PM
% DSC node configurations 3> started-runbook-infra70533 + Published 7/20/2018 10:29 AM

UPDATE MANAGEMENT

Update management
PROCESS AUTOMATION

D Seurt ; | i« stat <> View @ Edit (D Schedule Webhook [ Delete & Export () Refresh
¢ ] Resource group Account Location

ga Overview testinfra70533 testinfra West Europe
Subscripticn Subscription ID Status

=] Activity log Visual Studio Enterprise — MPN f38e1d90-3a11-460c-a4d2-186e1... Published
Runbook type Last modified

& Tags PowerShell Runbook 7/20/2018 10:56 AM
§ A

. Diagnose and solve problems

Recent Jobs

RESOURCES STATUS CREATED LAST UPDATED

Jalis +/ Completed 7/20/2018 11:07:16 AM 7/20/2018 11:07:25 AM

N
=) Schedules / Completed 7/20/2018 10:36:32 AM 7/20/2018 10:36:41 AM

= Webhooks

RUNBOOK SETTINGS
Properties
= Description

Logging and tracing
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Schedule Runbock

Schedule
Link a schedule to your runbook

Parameters and run settings
Configure parameters and run settings

Create a new schedule

Mo schedules found.

* Mame

| testschedule

v

Description

test schedule every day at lunch time

* Starts @
2018-07-23 12:30 PM

France - Central European Time

Recurrence

Once

* Recur every

Expires

Never
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iedule Runbook * X ﬁ* Param:e

ed-run

nfr:

Schedule 5 Parameters
testschedule TESTNAME @

| test every day

Parameters and run settings >

. Optional, String, Default: "runbook”
Configure parameters and run settings

Run Settings
Run on Azure @
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Overview
B Activity log

& Tags

7% Diagnose and solve problems

RESOURCES

Jobs

\ _L\ Schedules

[} Webhooks

RUMBOOK SETTIMGS
Properties
= Description

Logging and tracing

SETTINGS

n Locks

% Automation script

SUPPORT + TROUBLESHOOTING

st New support request

&« Add a schedule | ) Refresh

NAME

NEXT RUN

STATUS

testschedule

7/23/2018 12:30 PM (France Time)

v On
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71 Add Webhook I | Create a new webhook

Start a runbock via a simple HTTP POST to a URL

Webhook For securl'i_}r, after creating a
C bhook > webhook its URL can't be viewed.
reate new webhoo Make sure to copy it before
pressing "OK", and to store it
Parameters and run settings 5 securely. Learn more
Configure parameters and run settings
* Mame
| test webhook o
* Enabled

e

* Expires
2019-07-23 12:03:15 PM

URL @ B
httpsy/{s2events.azure-automation.net.., E
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started-runbook-infr - Webhaoc

Run
O Sea : « Add Webhook | () Refresh
B oeriiew NAME EXPIRATION LAST TRIGGERED STATUS
=] Activity log test webhook T/23/2019 12:03 PM +" Enabled
* 4 Tags

X Diagnose and solve problems

RESOURCES
Jobs

_E.\- Schedules

[} Webhooks

RUNBOOK SETTINGS
Properties
= Description

Logging and tracing
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stinfr

ot Overview

B Activity log

aba Access control (IAM)
L 4 Tags

A Diagnose and solve problems

CONFIGURATION MANAGEMENT
& Inventory

#| Change tracking

54 DSC nodes

DSC configurations

[+

D5C configurations gallery (P...

& D5C node configurations

UPDATE MAMNAGEMENT

L) Update management

PROCESS AUTOMATION
—"~ Runbooks

lobs
E3 Runbooks gallery

&) Hybrid worker groups

7] Add Non-Azure  [4] Leam more

() Refresh | O Try new DSC experience @ Log search

Azure YMs managed by the configuration service do not incur a cost if they have the VM D5C extension version greater than 2.70)]
installed. Learn more about this price change and how to upgrade the extension.

DSC nodes Status Node configuration name WM DSC extension version »
7 selected v Unassigned v 2 selected
NAME T STATUS T NODECONFIGURATION T LAST SEEN 4 VM DSC EXTENSION

No DSC nodes found.

?

Virtual Machines

infra

) Refresh

Visual Studio Dev Essentials ~ 4 selected ~ West Euro... v

VIRTUAL MACHINES

SUBSCRIPTION RESOURCE GROUP LOCATION

testbigdataVM

Visual Studio Dev Essentials testBigDataOnAzureRG West Europe
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testbigdataVM

Virtual machine

0 Mot connected

POWER STATE

VM running

o5

Windows

STATUS

Mot connected

;,f_”" Learn more

o

Azure Automation

— . B

Azure PowerShell

Web App

App Service Plan
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!—A—\

Blob Storage I

7 4 )
\?} Media Services

ﬁ Azure Subscriptions

[."] Resource Groups

TG
=2= Event Hubs

Bl
B
l'_'h loT Hub

r— )
B4 Service Bus

|
E Custom Topics
\

Y
Event Sources

J

Topics

Event Subscriptions

K—A—\

Azure Functions <’>
Logic Apps {‘i‘}

Azure Automation i}{{}

WebHooks (5_‘\9

Queue Storage @

Hybrid Connections

Event Hubs =2s

L ]
I

Event Handlers
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. Create Event Subscription

Eve

Create

TOPIC DETAILS

Topic Type

Topic Resource

EVENT TYPES

Defined Event Types

ENDPOINT DETAILS

Endpoint Type
Endpaint

Mame

Event Schema

FILTERS
Subject Begins With
Subject Ends With

Labels

Advanced Editor

Subscribe to all event types

EVENT SUBSCRIPTION DETAILS

Pick a topic resource fer which events should be generated and pushed. Learn more

Subscription

Visual Studio Enterprise — MPN (change)

Pick which event types get pushed to your destination. Learn more

Resource Write Success

Pick an event handler to receive your events. Learn more

&% Web Hook (change)

httpsi//s2events.azure-automation.net/webhookstoken=TIDXD... (changs)

testinfraeventgrid v
Event Grid Schema ~
+ Add Label

o) Write

1 operation
N —»

Azure Subscription (
topic type)

WebHook
>

[A]
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Create a resource

All services

Dashboard

All resources

Resource groups

App Services

SQL databases

SQL data warehouses

Azure Cosmos DB

Virtual machin

Virtual machine scale

Load balancers

Virtual networks

Azure Active Directory

Monitor

Advisor

Cost Management + B...

Help + support

2 Inventory

% Change tracking
@ DSC nodes

& DSC configurations

E¥ DSC configurations gallery (P...

@ DSC node configurations

UPDATE MANAGEMENT

2| Update management

PROCESS AUTOMATION

Jobs
B3 Runbooks gallery
2) Hybrid worker groups

£ Watcher tasks

SHARED RESOURCES
L) Schedules
=i Modules

B3 Modules gallery

Credentials

+ Add a runbock
e
NAME
AzureAutomationTutorial
& ArureAutomationTutorialPython2
2 AzureAutomationTutorialScript
& AzureClassicAutomationTutorial
2 ArureClassicAutomationTutorial...

2 started-runbook-infra70533

{) Refresh

AUTHORING STATUS

+ Published

+ Published

v Published

+/ Published

+/ Published

v Published

LAST MODIFIED

7/19/2018 5:53 PM

7/19/2018 5:53 PM

7/19/2018 5:52 PM

7/19/2018 5:53 PM

T/19/2018 5:53 PM

7/20/2018 10:36 AM
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Watcher action that processes events triggerd by a watcher runbook
PowerShell Runbook

This sample automation runbook is designed to be used in a watcher task that takes
action on data passed in from a watcher runbook. It is required to have a parameter
called $EVENTDATA in watcher action runbooks to receive information from the watcher

Tags: Runbook, Automation Watcher

Created by: 5C Automation Product Tean
Ratings: 5 of 5

559 downloads

Last updated: 11/17,/2017

Gallery Source

Script Center

Integrating Azure Automation with Event grid

PowerShell Runbook

This sample Autemation runbook integrates with Azure event grid subscriptions to get
notified when a write command is performed against an Azure VM. The runbook adds a
cost tag to the VM if it doesn't exist. It also sends an optional notification to a Microsoft
Tags: Azu

Automation, Microsoft Azure Virtual Machines, Event Grid

Created by: 5C Automation Product Tean
380 downlcads
Last updated: 11/28/2017

Type

| PowerShell script
~/| Graphical runbook
| PowerShell workflow

Publisher
+| Microsoft

| Community

Sample monitor runbook to watch for event IDs in an Azure Virtual Machine.
PowerShell Workflow Runbook

This runboek looks for a specific event ID in an Azure VM so that an action could be
taken, It should be used with the Manage-MonitorRunbook runbook. Please refer to
http://azure.microsoft.com/blog/2014/11/17/monitoring-azure-services-and-external-
Tags: Tutorial

Azure: ARM Virtual Network Gateway Diagnostics (WVPN)

PowerShell Runbook

This script sample demonstrates how the Azure Virtual Networks PowerShell cmdlets can
be utilized to gather Azure Gateway Diagnostics data. This logging is useful for
troubleshooting VPN connection issues, and includes messages such as MainMode SA
Tags: Micro:

Azure, Networking, vpn monitor

Event Hub - Sample data generator
PowerShell Runbook

Generates sample Events for an Azure Event Hub.The sample data is specific to
temperature sensor data and should be used inside an Azure Automation Runbook on a
schedule.For best results I'd suggest creating a Stream Analytics job with your Event Hub
Tags: Mic Azure, Powershell, Event Hub

Find-AzureEndPoints

Created by: 5C Automation Product Tean
Ratings: 3 of 3

613 downloads

Last updated: 11/18/2014

Created by: symevent_ninja
Ratings: 3 of 5

519 downloads

Last updated: 6/21/2016

Created by: GordonB0OOT7
315 downloads
Last updated: 3/3/2016
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Deep Application Monitoring Deep Infrastructure Monitoring

Application Log Management
Insights Analytics Solutions

Network Service
Monitoring Map

Core Monitoring

Azure Adisar Service Activity
Monitor Health Log

Home > Monitor
Monitor
Micrasoft
£ «
Monitor your applications and infrastructure
Hlerts Get full stack visibility, find and fix problems, optimize your performance, and understand
Alerts (classic) customer behavior all in one place. Learn mord |~

it Metrics (preview)
ilil Metrics

& Log Analytics ¢
B Activity log

B H (A " @ 5 = e e Ty

¥ Service Health

SOLUTIONS

Explore monitoring essentials Query with advanced Configure monitoring solutions
—_ o analytics
@ Application Insights Metrics, Activity Log and Service Health 3 Solutions for application and
are automatically available. Alerts can Diagnostics settings routes data to Log infrastructure monitoring collect
&y Containers (preview) trigger automation and connect to Analytics or 3rd party tools. Queries customized telemetry and provides
ITSM systerms enable troubleshooting, visualizations powerful diagnostic toals.

£ Network watcher and pattern recognition.

e
4 Management solutions
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Advisor recommendations

Advisor recommendations

! Download as €SV ! Download as POF | == Configure

Subscriptions: All 2 selected — Don't see a subscription? Open Directory + Subscription settings

| All subscriptions v || All types

~ | | Active

Overview ¥ High Awvailability (1)

._.';H Security (7)

| Performance (0) Cost (0)

High Availability

1 Recommendation

|
High Medium Low
0 impact 0 impact 1 impact

1 Impacted resource

Security

7 Recommendations

|
High Medium Low
7 impact 0 impact 0 impact

10 Impacted resources

All (8)

Performance

There are no performance recommendations

at this time.

Hi » Advisor recommendations

Advisor recommendations

¥ Download as €5V ¥ Download as PDF == Configure

Subscriptions: All 2 selected — Don't see a subscription? Open Directory + Subscription settings

All subscriptions v All types

Overview & High Availability {1}

.,’5 Security (7) m Performance (0)

Y Active

Cost (0) All (8)

1 High o

Medium O

Low 1 I

Total recommendations Recommendations by impact Impacted resources

1&

~ No grouping

IMPACT DESCRIPTION

Low Create an Azure service health alert

POTENTIAL BENEFITS

Get notified when Azure service issues affect you

IMPACTED RESOURCES

1 Subscription

UPDATED AT

7/22/2018, 7:32:56
PM
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L

I - Activity log

[ Cwverview

H Activity log

i Access control (IAM)
& Tags

Events

SETTINGS

#i Quickstart

{2) Resource costs
L

ms Deployments

Policies

Properties

B Llocks

Automation script
MONITORING
flil Metrics

Alerts

Diagnostics logs
? Application insights

& Log analytics

«

£ Columns f Export q,m Log Analytics

Quick Insights:Failed deployments | Role assignments | Errors | Alerts
fired | Outage notifications

Select query ... ~ F‘ m A
g

* Subscription @ Resource group @ Resource @ Resource type @ COperation @

w All resources v Al re: ce types v

Timespan @ Event category @ Event initiated by @ Search @

All categories w 4 selected ~ S
rovty

Query result has exceeded the internal data size limit and returned the top 237 items. Update filters to get all items or
Click here to download all the items as csv

OPERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION EVENT INITIATED BY

[:v @ Create new OMS solutiol Succeeded 18 min ago Wed Jul 18 2...

@ Create Deployment  Succeeded 28 min ago Wed Jul 18 2...
@ Start Virtual Machine Succeeded 8 hago Wed Jul 18 2...
@ Start Virtual Machine Succeeded 8 hago Wed Jul 18 2...
@ Start Virtual Machine Succeeded 8 hago Wed Jul 18 2...
@ Deallocate Virtual Machi Succeeded 14 hago Wed Jul 18 2...
@ Deallocate Virtual Machi Succeeded 4 hago Wed Jul 18 2...
@ Deallocate Virtual Machi Succeeded 14 hago Wed Jul 18 2...
@ Start Virtual Machine Succeeded  18hago Tue Jul 17 20...

@ Start Virtual Machine Succeeded 18 hago Tue Jul 17 20...

@ Start Virtual Machine Succeeded  18hago Tue Jul 17 20...

@ Deallocate Virtual Machi Succeeded 19 h ago Tue Jul 17 20... CloudOpsAutomationfc
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ervice Health - Service issues

Semce Health - Service issues

O se: | « o

* Subscription | 2 selected ~ | * Region | 5selected v | ¥ Service | 140 selected
ACTIVE EVENTS

‘& Service issues (& save fiter [l Dl . 57 Pin filtered world map to dashboard {3 create service health alert
[} Planned maintenance

't Health advisories

HISTORY
L) Health history
RESOURCE HEALTH

No service issues found

“¥ Resource health See all past issues in the health history.

Launch guided tour

ALERTS

Health alerts

» ServiceMap({defaultworkspace-f3821d90-3a11-460c-a4d2-186e1660d993-weu) - Virtual machines

Q SemceMap(defauItworkspace -f38e1d90-3a11-460c-a4d2-186e1660d993-weu) - Virtual machines

Solution
| ) . | « Q) Refresh 2 Help

3 Diagnose and solve problems 8 selected ~ || 2selected v || 2 selected || 4 selected w
NAME OMS CONNECTION 05 SUBSCRIPTION RESOURCE GROUP

SETTINGS

& melonDLVM @ Not connected Windows f3821d90-3a171-460c-24... melonMLRG

ﬂ Locks . ————————————_————

melonvm @ This workspace Windows f38e1d90-3a11-460c-a4... melonRG

£4  Automation script
& RHELmelon @ Not connected Linux f38e1d90-3a11-460c-a4... rhelRG

GEMERAL
4 testbigdataVM @ Not connected Windows Sefcdf8d-8da8-4993-9c..  testBigDataCnAzureRG

@ OMS Warkspace
Properties

Saved searches

WORKSPACE DATA S0URCES

24 Virtual machines

7] Storage accounts logs

B Azure Activity log
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Show data for last: 6 hou

CPU (average)

Iﬂ PERCENTAGE CPU @

0.76 %

Disk operations/sec (average)

s | 12 hours

1 day | 7 days ‘ 30 days ‘

o»* Network (total) *

AM 2
ENHWORK\N i ] NETWORK OUT @

110.42 mB 4.36 MB

215 AM

m DISK READ OPERATI... @

4.8 /hr

Disk bytes (total)

DISK READ BYTES @

163.06 kB

DISK WRITE BYTES @

2.79 mB

OPERATIONS
Auto-shutdown

& Backup

@ Disaster recovery (Preview)

B Update management
Inventory

% Change tracking

MONTORING

Alert rules
Diagnostics settings

@ Advisor recommendations

4% Diagram

SUPPORT + TROUBLESHOOTING

Resource health

Boot diagnostics

Reset password

o* Diagnostics settings = Add metric alert (classic)
A Launch the preview of the new metrics experience
Resource type @

* Subscription @ * Resource group @

Visual Studio Enterprise ~ MPN testinfravmazurecli 2 selected

Available metrics.

All subcontainers

@ You can onlyselect metrics of the
same unit (count)

* Resource @

infravmazurecli (Virtual Machines)

Chart type _ Time range

Line v || Past24 hours # Pin to dashboard

6aM 2m
| CPUCREDITS CONS... © CPUCREDTSREMA... © I DATADISKQD ©
1

No alerts configured for this resource. Click to add an

0sDISKQD @

0
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d activity log alert ush/Vo

* Activity log alert name @ | infra70533 \,-| |Name| |
mai
Description @ | alter log test < |
Er
* Subscription @ Visual 5tudio Enterprise — MPN v -
* Resource group @ | Default-ActivityLogAlerts (to be created) v | S
Source Country code
Input @ Activity log ~
Criteria @ Carrier charges may apply.

* Event category @ | Service Health v

Azure app Push Notifications
* Service(s) @ 140 selected v Learn about the connecting to your Azure resources
using the Azure app.

* Region(s) @ 29 selected v | melony@mg.com o
This is the email you use to log into your Azure
* Type @ 3 selected ¥ account
Alert via || Voice
—~ oy - : *
Action group (@) New (_) Existing Coumn_a code
v
* Action group name @ | test -/|
* Short name @ | test v'| “
Actions
ACTION NAME ACTION TYPE STATUS DETAILS
| email v] [ Email/sms/Push/Voice v
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infravmazurecli - Diagnosti

« H save R Discard

~ Status
OPERATIONS
- * - cour
D Auto-shutdown Storage account 5
melonassets
& Backup
p v Basic metrics 1h, 1m
&* Disaster recovery (Preview)
Boot diagnostics
Ed Update management
% Inventory Existing diagnostics will not appear in the portal if you change the storage account.
=1 Change tracking
You'll be charged normal data rates for storage and transactions when you send diagnostics to a storage account.
MONITORING
il Metrics
Alert rules

Diagnostics settings
@ Advisor recommendations

n:n Diagram

SUPPORT + TROUBLESHOOTING
Resource health
Boot diagnostics

Reset password

E'.; Microsoft Azure Storage Explorer

b [m] X
File Edit View Help
P R One or more accounts requires reauthenticatios Manage Accounts Close
re V) 7o) <)
I N <4 + & z =] X (e]] ) £
Collapse All Refresh Al
SOREaDSe efresh Al | ypioad  Download Open  NewFolder CopyURL Select All Copy Rename  Delete  Make Snapshot Manage Snapshots  Properties More
2% Quick Access
4 @ (Local and Attached & = v 1 | weatherpredittestcontainer prefi it »
“ Cosmos DB Accounts (Preview)
» @ (Development) Nar . t

4 Data Lake Store (Preview)
L ! note.txt  Mon, 16 Apr 2018 01 1GMT Block Blob text/plain 1808

& (Development)
4 B Storage Accounts
» B (Development)
» B (SAS-Attached Services)
» B Fvproto (External)
4 B melonassets (External)
4 & Blob Containers
B melodyspace
B weatherpredittestcontainer

> Al File Shares
» [ Queues
» 8 Tables

» B stoprhsnakestaging (External)
4 B testescfac (External)
[ Blob Containers Showing 1to 1 of 1 cached items
» A File Shares

Actions  Properties Activities

URL https://melonassets.blob.core.wi

Clear completed  Clear successf

Type Blob Container

Public Read Access =~ Off

Lease State available
Lease Status unlocked
Last Modified Tue, 21 Nov 2017 14:15:57 GMT
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alytics workspace

or link created in O

Cn L=y

Log an

—
Create New [ ) Link Existing

¥ OMS Workspace ©

* Subscription

Location

West Europe

* Pricing tier

Free

| Pin to dashboard
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Pricing Tier

The cost of your workspace depends on the
pricing tier and what solutions you use. Learn
more about Log Analytics pricing.

This subscription is currently in an clder pricing
model with access to multiple pricing tiers. Learn
more about the new pricing model and assessing
if you should adopt it. Change the monitoring
pricing model for this subscription on the Pricing
model selection page under Monitor > Usage
and estimated costs.

Pricing Tier

Per Node (OMS)

To use Operations Management Suite
entitlements choose "Per Mode (OMS)".
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Advanced settings
I

0 « T) Refresh 22 Analytics
Linux Servers
Qverview é’_) Connected Sources > | Windows Servers > Attach any Linux server or client.
B Adivitylog 0 LINUX COMPUTERS CONNECTED
= ) & Data > A Linux Servers >
&M Access.cantrol (1AM] Download Agent for Linux
& Tags You'll need the Workspace ID and Key to install the
Il Computer Groups > ® e Storage > st P 4
X Diagnose and solve problems )
WORKSPACE ID
System Center >
SETTINGS 69aa15cf-b254-4dfd-8053-49458188a48d
n Locks

PRIMARY KEY
&4 Automation script

N NuWam4sfIXILb4XxCdKdRmZY +WnBijOVNI Regen erate

SECONDARY KEY

GENERAL
2 Quick Start ZHELEYNV3XuixMU7L+wdQNeBpRcQOrv/q Regenerate
Workspace summary DOWNLOAD AND ONBOARD AGENT FOR LINUX
‘-‘; View Designer waget https://raw.githubusercontent.com/Microsoft/OMS-Agent-for-

}3 Log Search
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== Overview I

B Activity log

X Diagnose and solve problems

SETTINGS

B Llocks

|

Automation script

Advanced settings

GEMNERAL
@ Quick Start

Workspace summary

=: ]
,Q Log Search
=¥' Solutions
Pricing tier
() Usage and estimated costs
Properties

Saved searches

Workspace Id
69aa15cf-b254-4dfd-8053-49455188348d

Pricin

West Europe Free

Management services

Operations logs

Subscription name (ch:

Subscripticn 1D

Learn more

Get started with Log Analytics

ning from OMS Po

Log Analytics collects data from a vanety of sources and uses a powerful query language to
insights into the operation of your applications and rescurces. Use Azure Monitor
he complete set of tools for monitoring all of your Azure resources

FAQ's

Documentation

o Connect a data source e Configure monitoring solutions
Add monitoring solutions that
provide insights for applications and
services in your environment

Select one or more data sources to
connect to the warkspace

Maximize your Log Analytics experience

=ff) Search and analyze logs Manage alert rules

Natify or take action in response to
important information in your data

Use Log Analytics rich query
language to analyze logs

View logs Set alerts
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D _ Virtual machines
-t Lo ics

o b e & Q) Refresh P Help
i e & selected || 2 selected
B View Designer
E NAME OMS CONNECTION os
B Log Search e )
L] Not connected Linux
s Solutions ) _
LS, Not connected Linux
Pricing tier . )
L] Not connected Linux
{2} Usage and estimated costs 4 _
Ln Error Linux
Properties e )
LF Other workspace Linux
Saved zearches
Ln Other workspace Linux
# Upgrade Summary - )
LF Mot connected Linux
Alerts 4 _
Ln Mot connected Linux
&> Service Map . )
LF Mot connected Linux
WORKSPACE DATA SQURCES T Mot connected Linux
Virtual machines 7 ] Not connected Windows
Storage accounts logs o Mot connected Windows
Azure Activity log e ] Mot connected Windows
Scope Configurations (Plevie... LS, Not connected Windows
Azure Resources  # ] Loading... Loading...
LS Loading... Loading...
SUPPORT + TROUBLESHOOTING
i : 3 Loading... Loading...
¥ Resource health = =
R ey hd LS, Loading... Loading...
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Create a resource N Migrate-testprojec... # X Overview

Log Analytics migrate-testproject-171128100947

All services O se & O Refresh + Add

FAVORITES Last 24 hours

;ﬂ Access control ([AM)

Dashboard : &

‘ Tage Filter by name...
All resources X Diagnose and solve problems Service Map *
Resource groups

SETTINGS

App Services

8 Locks

SQL databases

£4 Automation script

Solution requires additional configuration
SQL data warehouses {3 Advanced settings

" Azure Cosmos DB

GENERAL

Virtual machines i Cuick Start
% Virtual machine scale sets == Workspace summary
& Load balancers B2 View Designer

= h
= Storage accounts P LogSearc

migrate-testproject-171128100947 »  Analytics

# Home Page New Quer... * - o 3

migrate-testproject-1711281... =% \ m Time range: Last 24 hours & =

Schema Filter « ||

| where ObjectName == "Processor”
| summarize avg(CounterValue) by Computer, bin({TimeGenerated, 5min}
| render timechart

1= Collapse all

t RemediationRunbookName
# RepeatCount

t ResolvedBy

t Resourceld

t ResourceType

t ResourceValue

£ RootObjectName

t ServiceDeskConnectionName
t ServiceDeskid ] @ NORESULTS FOUND (last 24 hours)
t ServiceDeskWorkItemLink
t ServiceDeskWorkItemType
t SourceDisplayName

t SourceFullName

£ SourceSystem Need Help?

t StateType = Select another time range.
¢ StatusDescription
& Templateld

t ThresholdOperator
# Thresholdvalue

(i) migrate-testproject-171128100947 (& 00:00:00.858 [] 0 records

0 records matched for the selected time range

* Add a custom time filter to your guery.
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View Designer

testvmssansible

[ / - | « U Refresh B8 Analytics H Save P Cancel ! Export 3 Import

Last 24 hours

Overview

) View dashboard
B Activity leg Ga”ery
VIEW DASHEOARD

aM Access control {IAM)
& T 22 2 5

. Diagnose and solve problems

SETTINGS Listo Number &  Two
quernes list numbers &
8 locks ist

&8 Automation script

LF Advanced settings

This seems a bit empty...

GENERAL i : : ; :
Donut & Two Informati... Click and drag a part from brary to the layout area to start
s list timelines &  EEEE] bui your View dashboard,
Quick Start list

Workspace summary

— 3
L5 View Designer

j —

,0 Log Search

Line chart, Line chart Stack of
callout, & & list ine charts
[ Preview | Preview|

=F’ Solutions
Pricing tier

() Usage and estimated costs
Properties

Saved searches i
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skitest

Overview
Solution
B Activity log ServiceDesk(test,
Type

i n WA 2 erati Mar ement/solution
smh Access contral (IAM) Microsoft.OperationsManagement/solutions

Workspace ha

West Europe

Subscription name (change)

x Diagnose and solve problems

aETHRG Subscription D
60bad1d7-71fd-4e40-b6b3-1016af395341
8 Locks

: ! Summary
Automation script =
IT Service Management Connector Solution Resources
GEMERAL
@ OMS Workspace 1 &
Properties ServiceDesk(testvmssansible)_Overview
Solution requires additional configuration
Saved searches

WORKSPACE DATA SOURCES
Ll Virtual machines
Storage accounts logs

B Azure Activity log

£ IT5M Connections

SUPPORT + TROUBLESHOOTING

Resource health

END
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