Chapter 01: Configuring and Administering
vSphere 6.x Security

User/Group

& VSPHERE.LOCAL\pxd-65b4a850-07 ..
@& VSPHERE LOCAL\Administrators

,ﬂ, VSPHERE.LOCALWsphere-webclient-...
@& LAB\Domain Admins

S VSPHERE.LOCAL\Administrator

S LAB\Administrator

,ﬂ, VSPHERE LOCAL\Wpxd-extension-65...

Navigator X | 5 vCenter Users and Groups
4 Back |User5 Solution Users  Groups
Administration Domain |vsphTocal|v|
~ Access Control e —
Roles + Q Fite
Glabal Permissions Usemame 1a First Name Last Mame Emai Description Locked Disabled Domain
« Single Sign-on Administra...  Administra...  vspherelo... Mo Mo vsphere.lo...
KM Mo MNo vsphere.lo...
krbtgt'VSE... No No vsphere.lo...
CIIEDDT vic-Cloud-a... | vic-cloud-a... vspherelo... vic-cloud-a.. Examplev.. No No vsphere.lo...
~ Licensing vic-develo...  wvic-develo...  wvspherelo... vic-develo... Examplev.. Mo Mo vsphere.lo...
Licenses vic-devops...  vic-devops... wvspherelo...  vic-devops.. Examplev.. No No vsphere.lo._..
Reports waiter-Gc0... | waiter Gclaaeds-.. No Mo vsphere.lo...
~ Solutions waiter-fe1... waiter feibd8al- . No No vsphere.lo...
Client Flug-Ins
vCenter Server Extens...
~ Deployment
System Configuration
Customer Experience...
 SInpadl [+ 8 itemq] [ Export ~ | Copy ~
] 3
Gh Windows7 | ®F [ [ £ (S | {ghActions v =
Summary  Monitor Conﬂgural| Permissions | Snapshots Datastores Meiworks  Update Manager

Role
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator

Administrator

Ll

Q Filte

Defined in

Global Permission
Global Permission
Global Permission

[5 vCenter6 lab.local
[5] vCenterG lab local
[5] vCenterG lab local
[5] vCenterG lab local

Titems [< Expori~ [5Copy~




Navigator X Global Permissions
4 Back J Manage |
Administration [
+ Access Control \Qriter -
User/Group Role Defined in
&% VSPHERE LOCAL\Admini Admini This object and its children
Eﬂ LAB LOCALWdministrator Administrator This object and iis children
@ SILE SR & VSPHERE LOCALWsphere-webcli | Administrator This object and its children
s ol se & LAB LOCAL\Domain Admins Administrator This object and s children
Configuration & VSPHERE.LOCAL\Administrator Administrator This object and its children
~ Licensing & VSPHERE.LOCALwpxd-extension-... = Administrator This object and iis children
Licenses ﬂ VSPHERE.LOCALWwpxd-65b4a850... ~ Adminisirator This object and iis children
Reports
+ Solutions
Client Plug-Ins
vCenter Server Extens...
+ Deployment
System Configuration
Customer Experience. ..
~ Support T 7items [ Export~ [[5Copy~
[l 0 »
Global Permission Root - Change Role On Permissions
Select the users or groups on the left and the role o assign to them on the right.
Users and Groups Assigned Role
The users or groups listed below are The users or groups obtain the permissions on the selected
assigned the role selected on the right on objects as defined by their assigned role.
"Global Permission Root'.
| Administrator | - |
User/Group Role Propag...
= " All Privileges -

£% LABLOC.. Administra... Yes

»  Alarms

v v AutoDeploy

v v Certificates

» v Content Library

» v Cryptographic operations
v  Datacenter

v v Datastore

Description: All Privileges
[+] Propagate to children

View Children

OK H Cancel
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[J Cluster - Add Permission

2w
Select the users or groups on the left and the role to assign to them on the right.
Users and Groups Assigned Role
The users or groups listed below are The users or groups obtain the permissions on the selected
assigned the role selected on the right on objects as defined by their assigned role.
"Cluster'. . .
Administrator | - |

UseriGroup Raole Propag...
O LABLOC.. Administra.. No 7 L FILELE .

» v Alarms

v v AutoDeploy

v  Ceriificates

v v Content Library

v + Cryptographic operations

v + Datacenter

»  Datastore T

Description: All Privileges
ID Propagate to children I
Add. || Remowe | View Children
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root object
(global permissions level)
4 l ¥

vCenter Server
) tag category
(vCenter Server instance level)

library Item data center tog
folder

data center

‘ content library

-
A y v !
VM folder host folder network datastore
folder folder

template host standard VDS datastore
switch

4 N 7 Y
resource distributed datastore
cluster
— pool port group cluster
v ¥ l l
virtual virtual resource
machine machine pool

- J

- J
virtual

machine
~

resource
pool

virtual
machine
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Navigator ) § Roles

4 Back Roles provider: |VCenterB.Iab.IocaI |v| 4]
Administration

~ Access Control

Roles

_ + i /7 X Usage | Privileges |

Global Permissions

Administrator Defined in User/Group Propagate
~ Single Sign-On Read-only This list is empty.
Users and Groups No access

Configuration No cryptography administrator

~ Licensing Virtual machine power user (sample)
Licenses Virtual machine user (sample)
Reports Resource pool administrator (sample)

- Solufions VMware Consolidated Backup user (sample)
Client Plug-Ins Datastore consumer (sample)

vCenter Server Extens... TEE ) A

Metworl administrator (sample)

A

Deployment

Content library administrator (sample)
System Configuration

Customer Experience...

~ Support
4 3

Navigator X SSO Configuration for vCenterf.lab.local

4 Back Folicies | Identity Sources | Cerificates  SAML Service Providers
Administration

L

Name Server URL Type Domain

« Access Control

Ruoles
e . - vsphera local

- - Local OS YCENTERE (defaulf)
lab.local - Active Directory (Integrated Windows A, lablocal

Global Permissions
- Single Sign-On

Users and Groups
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-] Add identity source (7)

Identity source type: (=) Active Directory (Integrated Windows Authentication)
() Active Directory as an LDAP Server

() Open LDAP

() Local 0S

|dentity source settings

Domain name: LAB.LOCAL | @

(») Use machine account
(_) Use Senvice Principal Mame (SPN)

Senvice Principal Name (SPN): i ]
User Principal Name (UPN): Li ]
Password:

4 H »

OK || cancel

[ vCenteré.lab.local Pl t@ /& | 53 Actions -
Summ...  Monitor | Confi... | Permi... Datac.. Hosis ... VWMs Datast.. MNetwo.. Linked.. Extens.. Updat .

4 vCenter Server Setlings

v Settings » Statistics Estimated space required: 58,70 GB *
m + Database Max connections: 50
Licensing . .
» Runtime settings vCenter Server name: vCenterd.lab.local
Message of the Day
« User directory
Advanced Settings
User directory timeout 60 second(s)
Auto Deploy
Query limit Emabled
vCenter HA
Query limit size 5000 users and groups
- More
Validation Enabled
Key Management Servers
Storage Providers Validation period 1440 minute(s)
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ESXi Running
hostd/DCUI/VMs

VMkernel

Boot Loading
Components

UEFI Firmware (@)

Hardware

[ esx0tabdocal | B [ |- [ [g | {chActions + =

Summary  Monitor .Conﬁgure ‘ Permissions VMs Datastores Neiworks Update Manager

“ Firewall
Agent VM Settings

» Incoming Connections

Swap file location
P » Qutgoing Connections

Default VM Compatibility

w System Senices

Licensing Name Daemon

Time Configuration Direct Console Ul Running

Authentication Services ESXi Shell Running

Certificate SSH Running

Power Management Load-Based Teaming Daemon Running

Advanced System Settings Active Directory Service Stopped
NTP Daemon Running

System Resource Reservation

- PC/SC Smart Card Daemon Stopped
Security Profile
CIM Server Running

System Swap

SNMP Server Running

Host Profile Syslog Server Running

~ Hardware vSphere High Availability Agent Running

Processors WMware vCenter Agent Running

Memory X.0rg Server Stopped
Graphics

Lockdown Mode

Power Management
‘When enabled, lockdown mode prevents remote users from logging directly into this host. The host will only be accessible
through the local console or an autherized cenfralized management application.

PCI Devices

~ Virtual Flash
=) i I nekrinun Mads: Nicohlar

[7]



@ esx01.lab.local: Edit Security Profile

?) M
To provide access to a service or client, check the corresponding box.
By default, daemons will start automatically when any of their ports are opened, and stop when all of their poris are closed.
Mame Incoming Ports Outgoing Ports Protocals Daemon
Required Services -
Secure Shell
["] S8H Client 22 TCP MNiA
[+ S5H Server 22 TCP MNiA
Simple Network Man...
Ungrouped =
» Service Details MiA
Status MNIA
~ Allowed IP Addresses Allow connections from any IP address
IP Addresses [/] Allow connections from any IP address
oK ] [ Cancel
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[ esx01.lab.local: Edit Security Profile

(D »
To provide access to a service or client, check the corresponding box.
By default, daemons will start automatically when any of their ports are opened, and stop when all of their ports are closed.
Mame Diaemon
Direct Console Ul Running -
ESXi Shell Stopped
S5H Running
Load-Based Teaming Daemon Running
Active Directory Service Stopped
NTP Daemon Running v
« Service Details  Running
Status Running
Stop Restart
Mote: Action will take place immediately
Startup Policy | Start and stop with host | -
Start and stop with host
OK l [ Cancel
°I5 Navigator ‘ [J esx01.lab.local - Manage
~ [@ Host System Hardware Licensing Packages Services
Manage
Monitor Acceptance level 4, Add user @ Refresh (@ Search
£ Virtual Machines Authentication User Name ~ Description v
Certificates
B3 storage _ root Administrator
g Networking
Roles 1 items ¥
Lockdown mode
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& Manage permissions

@ Host Assign users and roles for Host
“Q Add user
User a Role ~
dcui Adminisirator
root Adminisirator
vpxuser Administrator
Jitems
&
Close
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Domain Settings

Domain |Iab.|oca| |

(=) Using credentials

User name |ADuser |

Password I““*“*’ﬂ I

() Using proxy server

IP address

0K ][ Cancel
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Ej Template Host - Edit Host Profile

M

1 Name and description View: | All v
P 2 Edit host profile L4 Q

» [¥]E0] Advanced Configuration Settings

Administrator password

Leave administrator password unchanged

» [¥][i5 CM Indication Subscriptions
» [¥]E0 General System Settings
» [¥][ii5 Networking configuration
» [V]E] Other
w [V]E5 Security and Services
» || Firewall Configuration
w V] Secunity Settings
£ Permi n rules
[¥I[ils SSH authorized key for root u
[ User configuration

» (][5 Authentication configuration

» [V] [ Passwd PAM Configuration
(V][ Host

» [¥]EZ] Service Co

ptance Level Configure

guration

» (V][5 Storage configuration

Back Finish

Cancel

I Lockdown Mode

p 2

Lockdown Mode Lockdown Mode

‘When enabled, lockdown mode prevents remote users from logging directly to this host. The hostis accessible only
Exception Users through the local console or vCenter Server

Specify host lockdown mode:

(=) Disabled
Lockdown mode is disabled.
() Normal

The hostis accessible only through the local console or vCenter Senver.
() Strict
The hostis accessible only through vCenter Server. The Direct Console Ul senvice is stopped

Conf igure Lockdoun Mode

Hhen enabled, lockdoun mode prevents users from logging directly
into this host.

1 Enable lockdoun node

<Space> Toggle Selected “Enter> 0K <Esc> Cancel
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=

Single Sign-On

Platform Services
Controller 6.5

Custom Roles
Global Permissions
Certificate Authority

vCenter Server
)

vCenter Server Content Library

Auto Deploy PostgreSQL
Syslog Collector

Profile-Driven Storage

Licensing

ELE]

HTMLS / Web Clients
ESXi Dump Collector

Site 1 (. Site 2
| |
Virtual Machine or Virtual Machine or [ Virtual Machine or Virtual Machine or
Physical Server Physical Server N Physical Server Physical Server
Platform Services Platform Services : : Platform Services Platform Services
Controller Controller Lo Controller Controller
I
| |
» I
Load Balancer [ Load Balancer
| |
I
| |
Virtual Machine or Virtual Machine or . Virtual Machine or Virtual Machine or
Physical Server Physical Server : : Physical Server Physical Server
I
vCenter Server vCenter Server I vCenter Server vCenter Server
| |
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Installer

Install - Stage 2: Set Up Platform Services Controller Appliance

) e S50 configuration

+ 2 Appliance configuration © Create a new SSO domain

Single Sign-On domain name vsphere local U
3 S50 configuration : :
Single Sign-On user name administrator
4 Configure CEIP Single Sign-Onpassword | sesssssess i
Confirm password [Ty
5 Ready to complete
Site name Site1 }

Join an existing $SO domain

Back Next Cancel

[ﬁwm.local B (3 | {Gactions ~

Summary  Monitor |F Manage \| Related Objects

m Certificate Authority |
«“ Active Directory [ Join.. |

~ Commen Domain LAB LOCAL
m Organizational unit

Networking
w Advanced

Firewall
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vmware

Getting Started For Administrators

To access vSphere, log in to: Web-Based Datastore Browser
vSphere Web Client (Flash) Use your web browser 10 find and download files (for
vSphere Client (HTMLS5) - partial functionality - . example, virtual machine and virtual disk files).

For help, see < ~ Browse datastores in the vSphere inventory
vSphere Documentation ] e For Developers

Supported Functionality in vSphere Client (HTMLS) vSphere Web Services SDK

T ~
! ﬁ Learn about our latest SDKs, Toolkits, and APIs for

managing VMware ESXi and VMware vCenter. Get

vCenter Servers

sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.

Learn more about the Web Services SDK

Browse objects managed by vSphere

Browse vSphere REST APls

Download trusted root CA certificates
Navigator X | &5 vCenter Users and Groups
{4 Back JE| Solution Users  Groups
Administration e T
~ Access Control )
Roles | Q Filter
R Username First Name Last Name Emsil Description Locked Disabled Domain
KM No No vsphere.local
Adminisirator Administrator vsphere.local No No vsphere.local
U el 2T vie-cloud-admin - vsphere local vic-cloud-adm_.. Example vSp.. No No wsphere local
Configuration vic-develope D:Iﬂe:m’ Ir vspherelocal | vic-developer..  Example vSp... | Mo No vsphere.local
~ Licensing vic-devops-a vsphere local vic-devops-ad... | ExamplevSp.. No No vsphere local
Licenses waiter-6c0a8 - fehaaeds-29 No No vsphere local
Reports krbtot/VSPH No No vsphere.local
~ Solutions waiter-fe1 bo@he Waer felbd3al-ch3... No No vsphere local
Client Plug-Ins
vCenter Server Extensio
~ Deployment
System Configuration
Customer Experience |...
~ Support
Upload File to Service R... [ D DEX]JDI‘[T [@CDDY*
a 13
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Navigator ) § S50 Configuration for vCenter6.lab.local

4 Back J Policies | Identity Sources ~ Certificates  SAML Service Providers

Administration
~ Access Control

l[Passwurd Policy ILockuut Policy | Token Policy

Roles

T Ereste Asetofrules and restrictions on the format and expiration of vCenter Single Sign-Cn user passwords

Password Policy

~ Single Sign-On

Users and Groups Description
Configuraiion Maximum lifetime Password must be changed every 90 days
~ Licensing Resirict reuse Users cannot reuse any previous 5 passwords
Licenses Maximum length 20 characters
Reports Minimum length 8 characters
~ Solutions

Character requirements At least 2 alphabetic characiers
Client Plug-Ins At least 1 special characters

At least 1 uppercase characters
At least 1 lowercase characters
~ Deployment At least 1 numeric characters
Identical adjacent characters:3

vCenter Server Extensio...

System Configuration

Customer Experience |...
~ Support

Upload File to Service R...

|} vcsa65-vc01.Jab.ocal - Add KMS ?) M
KMS cluster: <Create new cluster> v it
Cluster name: KMScluster

Server alias: centos-kms

Server address: 192.168.100.60

Server port: j5696

Proxy address: 10 ptiona

Proxy port

User name: V.L:l ona | D]
Password: R —

OK Cancel |
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(1 firewall; Edit VM Storage Policies

VM storage policy

WM Encryption Policy

Select a common storage policy for all storage objects or use the table below to define different policies for the different storage objects

v | | Applyto all
Name Disk Size VM Storage Policy Datastore Datastore Type
] VM home VM Encryption Policy «* 13 vmware01 VMFS
&= Hard disk 1 8,00 GB VM Encryption Policy « |EH vmware01 VMFS
Predicted impact
(1 ] Storage policies do not affect the storage consumption of objects on VMFS and NFS datastores
OK Cancel

~ *Boot Options

Firmware (*)

Boot Delay

Secure Boot
Force EFl setup

Failed Boot Recovery

Choose which firmware should be used to bootthe vintual machine:

=

|T|

iy Changing firmware might cause the installed guest operating

system to become unbootable.

Whenever the virtual machine is powered on or reset, delay the boot
order for:

0 T' milliseconds

[[] secure Boot (EFI boot only)

[] The next time the virtual machine boots, force entry into the EFI
setup screen

[] When the virtual machine fails to find a boot device, automatically
retry boot after:

10 seconds
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4% vSwitchd - Edit Settings

Properties

Promiscuous mode: | Reject
MAC address changes: | Reject
Traffic shaping ) S
Faorged transmits: | Reject
Teaming and failover '
(#1 centos6 - Edit Settings (2] »

| YWirtual Hardware | %hl Qptions | SDRS Rules | whpp Options

v General Options Wi Marme: |cen1096
Whtvware Remote Consale [ Lackthe guest operating system when the last remote user
' Qptions disconnects

Yhware Tools Expand for Vifware Tools seftings

-

Expand for power mahagement seiiings

-

Power mahagement

» Boot Options Expand for boot options

~ Encryption Expand for encrition seflings
Encrypted vMotion | Gpportunistic [+ ©

» Advanced Disabled

Fibre Channel NPV

-

Compatibility: ESXI 6.5 and later (M wersion 13) u]'4 Cancel
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Chapter 02: Configure and Administer
vSphere 6.x Networking

= New Distributed Switch o

Selectversion
Specify a distributed switch version.

+ 1 Name and location

3 Editsettings ) Distributed switch: 6.5.0
This version is compatible with VMware ESXi version 6.5 and later. The following new features are

4 Readyt complete
¥ f available: Port Mirroring Enhancements

Distributed switch: 6.0.0
This versicn is compatible with ViMware ESXi version 6.0 and later. The following new features are
available: Network /0O Control version 3, and IGMP/MLD snooping

) Distributed switch: 5.5.0
This versicn is compatible with VMware ESXi version 5.5 and later. The following new features are
available: Traffic Filtering and Marking, and enhanced LACP support

Distributed switch: 5.1.0

This version is compatible with ViMware ESXi version 5.1 and later. The following new features are
available: Management Network Rollback and Recovery, Health Check, Enhanced Port Mirroring
and LACP.

Distributed switch: 5.0.0

This version is compatible with ViMware ESXi version 5.0 and later. The following new features are
available: User-defined network resource pools in Network 1/O Control, NetFlow, and Port
Mirroring

Back Next Cancel

= New Distributed Switch S

Edit settings
Specify number of uplink ports, resource allocaton and default port group.

" 1 Name and location

" 2 Selectversion

3 Editsettings

Number of uplinks 4 : ‘
4 Readyto complete
Network I/O Control: | Enabled | » |
Default port group [ Create a default port group
Port group name: |DPD|IGroup
v
4 »

Back Next Cancel

[19]



ﬂ} Add and Manage Hosts

1 Selecttask Selecttask

Selecta task to perform on this distributed switch
2 Select hosts

3 Select network adaptertasks () Add hosts
Manage physical network Add new hosts to this distributed switch.
adapters () Manage host networking
Manage VMkemne| network Manage networking of hosts attached to this distributed switch
adapters

() Remowe hosts

6 Analyze impact Remove hosts from this distributed switch

7 Readyto complete
(_) Add hostand manage hostnetworking (advanced)

Add new hosts and manage networking of hosts already attached to this distributed switch. Use
this option to unify the network configuration of new and existing hosts

Next Cancel

2, New Distributed Port Group 7 b

+ 1 Selectname and location Configure setiings

2 Configure setings

3 Readyt complete

Set general properties of the new port group

Port binding | Static binding ‘ hé
Port allocation | Elasiic | -

@ Elastic port groups automatically increase or decrease the number of ports as needed

Number of ports 8 :

Network resource pool | (cefault) v
VLAN

VLAN type None v
Advanced

[[] Customize default policies configuration

Back Next Cancel
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w = DSwitch

&% Commun
&8 DSwitch-L
o, |solated

%, Managen
o, Promiscug
& WM

b [ig!TS-Lab

&2, Actions - Community1
o Edit Settings...

Export Configuration...
Restore Configuration...

Rename...
Tags & Custom Attributes

Add Permission...
Alarms

K Delete

14

Uplink ports

X
Uplink Port
Uplink 1
[ vmnicO
Uplink 2
[ vmnic1
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(& DSwitch - Edit Settings

Advanced

Name DSwitch

Number of uplinks 2 = Edit uplink names
Number of ports: T4

Network I/O Control Enabled -]
Description

OK

Cancel

& DPortGroup - Edit Settings

General

Security

Traffic shaping

VLAN

Teaming and failover
Monitoring

Traffic filtering and marking

Miscellaneous

Configure reset at disconnect | Enabled v
Override port policies

Block ports. (=) Allowed () Disabled
Traffic shaping: ) Allowed (e) Disabled
Vendor configuration: ) Allowed (=) Disabled
VLAN ) Allowed (=) Disabled
Uplink teaming ) Allowed (=) Disabled
Security policy ) Allowed () Disabled
NetFlow ) Allowed (#) Disabled
Traffic filtering and marking ) Allowed (=) Disabled

OK Cancel
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+ 1 Selectconnection type Port properties
Specify ViMkernel port settings.
+ 2 Selecttargetdevice

3 Connection setiings VMkemel port setings

3a Port properties

Network label Management(DSwitch)
3b IPvé settings
4 Readyto complete IP seftings 1Pvd
TCPIIP stack (Defautt [-]®

Awailable senvices

Enabled services ] wMotion
[] Provisioning
[[] Fault Tolerance logging
[[] Management
[[] vSphere Replication
[[] vSphere Replication NFC
[ vsan

|EMEV&&MNM |

Select source and desfination Selectsource and destination networks
networks Select source and destination networks for the migration of virtual machine network adapters
2 SelectVMs to migrate

1

3 Readyt complete Source network
(=) Specific network

Browse... ‘

Al virtual machine network adapters that are connected to this network will be migrated

() No network
Allvirtual machine network adapters that are not connected to any network will be migrated

Destination network

Browse... J
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Name:

Number of ports:
Mode:

Load balancing mode: [ Source and destination IP address, TCP/UDP port and VLAN \ > ]

Port policies
You can apply VLAN and NetFlow policies on individual LAGs within the same uplink port group
Unless overridden, the policies defined at uplink port group level will be applied

VLAN type: Override | VLAN trunking

VLAN trunk range 0-4004

Newly-created LAGs are unused by default in the teaming and failover order of distributed port
groups, because only one LAG must be the active uplink backing the traffic for a distributed port or
port group.

Follow the suggested steps to migrate network traffic to a LAG without losing network connectivity.

1. Set the LAG as a standby uplink on distributed port groups
The combination of active standalone uplinks and a standby LAG should be used only during
the migration phase.

& Manage Distributed Port Groups...

2. Reassign physical network adapters of the hosts to the LAG ports

@ Add and Manage Hosts.

3. Set the LAG to be the only active uplink on the distributed port groups
Set all other uplinks and LAGs as unused.

& Manage Distributed Port Groups.
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=

&% DPortGroup - Edit Settings

General Promiscuous mode: | Reject ‘ i

Advanced

Traffic shaping

MAC address changes: | Reject ‘ v

Forged transmits: | Reject ‘ v

VLAN

Teaming and failover
Monitoring

Traffic filtering and marking

Miscellaneous

OK | | Cancel

2 DPortGroup - Edit Settings ?

General Block all ports. No -

Advanced _.'_-, Selecting Yes will shut down all ports in the port group. This might disrupt the normal network operations of the hosts or VMs using the ports.
Securiy

Traffic shaping

VLAN

Teaming and failover

Monitoring

Traffic filtering and marking

OK Cancel

& Port 2 on DSwitch - Edit Settings 7]

Properties Block port [_| Override

Security Ay Selecting Yes will shut down this port. This might disrupt the normal network operations of the host or VMs using the port
Traffic shaping

VLAN

Teaming and failover

Monitoring

Traffic filtering and marking
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£ DPortGroup - Edit Settings

General Load balancing | Route based on originating virual part | =
Advanced Network failure detection ‘ Link status only ‘ -
Sy Notify switches | Yes |-
Traffic shapi
Ping Failback ‘ Yes ‘ v

VLAN
Teaming and failover Failover order
Monitoring
Traffic filtering and marking Active uplinks
Miscellaneous i Uplink 1

@ Uplink 2

M Uplink 3

@ Uplink 4

Standby uplinks
Unused uplinks
«
OK Cancel
&% DPortGroup - Edit Settings

General VLAN type | MLAN trunking -
Advanced VLAN trunk range 0-4094
Security
Traffic shaping

Teaming and failover
Menitoring
Traffic filtering and marking

Miscellaneous

OK Cancel
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DSwitch - Edit Private VLAN Settings (2) M
Primary VLAN ID Secondary VL... VLAN Type
+ 210 Community
+ 220 Community
EED o B
Add || Remowe Add Remove |
[ ok || cancel |
&% DPortGroup - Edit Settings

General Ingress traffic shaping
Advanced

Status: Disabled -
Security

Average bandwidth (kbit/s) 0 -
Traffic shaping

Peak bandwidth (kbit/s) 00 B
VLAN d

Burst KB 2
Teaming and failover S v v
Monkoring Egress traffic shaping
Traffic filtering and marking

Status Disabled v

Miscellaneous
Average bandwidth (kbit/s)

Peak bandwidth (kbit/s)

Burst size (KB)

B Traffic shaping policy is applied individually to each port in the port group

| oK Cancel
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Burst Size
A E—
m
-g.
= Peak
£ Bandwidth
.'g Average Period Average
S Bandwidth Bandwidth
© Period Period
o
Time
;2 DSwitch - Edit Settings
General MTU (Bytes) 9000 &
m Multicast filtering mode Basic =

Discovery protocol
Type

Operation

Administrator contact
Name

Other details

Cisco Discovery Profocol

Listen v

OK Cancel
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vCenter Server

vSphere Distributed Switch

Production network

Uplink1

L L) L

VMKkernel network 4— e
port groups

Uplink2 Uplink3

Management plane

Virtual network

Physical network

Physical NICs

Physical Switch cee

R A W
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Summary  Monitor Conﬁgure] Permissions WMs  Datastores  Metworks Update Manager

" TCPIIP Stacks
Storage B —
= o H 2 (q Filter )
Storage Adapters
TCPIIP Stack VMkemnel Adapters IPv4 Gateway Address IPvG Gateway A
Storage Devices System stacks
Datastores . Default 8 10.16.27.250 -
Host Cache Configuration Provisioning o - -
Protocol Endpoints viotion 0| - -
11O Filters L
Networkin
h 9 IER| H [+]
Virtual switches 7 3items [{3Copy~

VMkernel adapters

PR S TCPIP Stack: Default

TCPAP configuration
DNS | Routing IPv4 Routing Table IPv6 Roufing Table Advanced

Advanced
w Virtual Machines Configuration method: Use manual settings Q
VM Startup/Shutdown Host name: esx01 g
Nomain Iah Incal
Agent VM Settings E| D%
[EN| i ||

= DSwitch - Add Port Mirroring Session

1 Select session ype Select session type

Selectthe type ofthe port mirroring session.
2 Edit properties

3 Selectsources (=) Distributed Port Mirroring

4 Select desfinations Mirror network fraffic from a set of distributed poris to other distributed ports.

() Remote Mirroring Source

5 Readyfo complete Mirror network traffic from a set of distributed poris to specific uplink ports.

() Remote Mirroring Destination
Mirror netwaork trafiic from a set of VLANs fo distributed poris.

O Encapsulated Remote Mirroring (L3) Source
Mirrer network traffic from a set of distributed poris to remote agent's IP addresses.

O Disfributed Port Mirroring (legacy)
Mirror network traffic from a set of distributed poris fo a set of distributed ports and/or uplink ports

Finish
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Collector IP address: |IP\r4 or |Pv6 address

Collector port: |0

Observation Domain ID: |0

Switch IP address: |IP-.r4 address

Advanced setiings

Active flow export timeout (Seconds): | 6o

Idle flow export timeout (Seconds): | 15

Sampling rate: |0

Process internal flows only: Disabled

OK ] [ Cancel
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51 veeamproxy2 - Edit Settings (7) 1
( Virtual Hardware | VM Options | SDRS Rules | vApp Options |
» [ cPU (& |~ @ ‘
» @ Memory | 8182 |v.||.MB |v|
» (2 Hard disk 1 40 E] (68 ||
3 SCSI controller 0 LSI Logic SAS
» @, SCSI controller 1 VMware Paravirtual
Metwork adapter 1 | [ VLAN1718-Management (DSwitch-v¢ | » | [¥] Connected
Status [+ Connect At Power On
Fort ID 1
Adapter Type -
DirectPath I/O [ Enable
MAC Address -
Shares | Normal | - | -
Reservation | 0 | v.l | Mbitfs | v.|
Limit Unlimited v.l | Mbit/s | v‘|
» (@ CD/DVD drive 1 |' Client Device | v '|
v [ Video card -
r o3 VMCI device .
New device: [ —— Select —— |v]
Compatibility: ESXi 6.0 and later (VM version 11) oK Cancel
|

& DSwitch-vSAN - Edit Settings

Advanced

Mame:

Mumber of uplinks:

|DS\'.'itch—vSAN

> ;] Edit uplink names

203

Mumber of ports:
I Network I/ Control:

[ Enabled |~ | I

Description:
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Chapter 03: Configure and Administer
vSphere 6.x Storage

[ esx01.lab.local

&

“
~ Storage
Storage Adapters
Storage Devices
Datastores
Host Cache Configuration
Protocol Endpoints
IfO Filters
« Networking
Virtual switches
VMkernel adapters
Physical adapters
TCP/IP configuration
Advanced
« Virtual Machines
VM Startup/Shutdown
Agent VM Settings
Swap file location
Default VM Compatibility

+ System
.

Summary  Monitor | Configure | Permissions ~ VMs

[ [Fy B | ichActions ~ =T
Datastores Metworks Update Manager

Storage Adapters

B L a .
Adapter Type Status Identifier =
Patsburg 6 Port SATA AHCI Controller
vmhbal Block SCSI  Unknown
USB Storage Controller
vmhba32 Block SCSI  Unknown
iSC 8l Software Adapter

iSCSI Online ign.1998-01_com.vmware:5adbae12-5096-51f0-117F90b

Adapter Defails

Properties | Devices | Paths Targets

Metwork Port Binding

3

Advanced Options

83 Al Actions ~ [y~
MName
EQLOGIC iSCSI Disk (naa.6090..
EQLOGIC iSCSI Disk (naa.6090..

LUN

Q Fitte -
Type Capacity Operational .. | Hardware Acceleration

0 disk 1,00 TB Attached Supported

0 disk 1,00 TE Attached Supported
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vmware* vSphere Web Client  fi=

— [#! vCenter6. |ab.local

w [iz Datacenter

B Total Processors; 24
~'I7 I Total vidotion Migrations: 132

 Navigator I Cluster| T B T % © | EhAcions
4 Back Gefting Started ( Summary | Monitor ~ Configure  Permissions
@ 8 Q Cluster

Cluster =8
@ asx01.1a ﬁ Actions - Cluster @ Q'}
[ esx021a H AddHost..
» & Manager I} Move Hosts into Cluster...
F @Frodudh o virual wachine »
‘ gsD? Mew vApp »
es
r ) # New Resource Pool... I_ I:I|
b & View )
¥ Deploy OVF Template... L |:|‘
Restore Resource Pool Tree... |
=
» rﬁ Mew Datastore...
Host Profiles , Rescan Storage... .
A inual Flash Resource Capacity |
Edit Default VM Compatibility... " 1 !

[J cCluster - Rescan Storage

2

.

& Rescanning a cluster might take a long time. During this time, vMotion might not be
operable and some datastore operations might be disallowed.

@ Scan for new Storage Devices

Rescan all host bus adapters for new storage devices.
Rescanning all adapters can be slow.

[+] Scan for new YMFS Volumes

Rescan all known storage devices for new VMFS volumes that have been added

since the |ast scan. Rescanning known storage for new file systems is faster than
rescanning for new storage.

0K ][ Cancel
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Navigator E | [ esx0tablocal = B =z - 1) [ | {ghActons -

1 Back

v | 8 a

w ) vCenters.lab.local .
v [f3 Datacenter v F -

+ B Cluster Storage Adapters Adapter
B esx01 lablocal || Storage Devices

E esx02 lab local @ Actions - esx01.lab.local

Summary  Monitor | Configure | Permissions  VMs  Datastores

4 Storage Adapters

Dell PERC H710 Mini

L& vmhbai
» & Management Mew Virtual Machine 4 <
» @ Production New vApp , Patsburg 6 Port SATA AHCI Contro
» & RDS i vmhbad
b 3 Test #@ Deploy OVF Template... USB Storage Controller
» & View Eg vmhba32
Connection [
Vaintenance Mode b iSCSI Software Adapter
Power , vmhbat4
Certificates 4 Adapter Details

Storage ] & New Datastore...

New Datastore

- G "

Specify datastore type.
2 Select NFS version

3 Name and configuration () VMFS

4 Ready to complete Create a VMFS datastore on a disk/iLUN.
(=) NFS

Create an NFS datastore on an MFS share over the network.

) WVol

ot

Create a Virtual Yolumes datastore on a storage container connected to a storage provider.

/A, Use only one NFS version to access a given datastore. Consequences of mounting one or more hosts to the same datastore
using different versions can include data corruption.

3 Mew Datastore (?) M
+ 1 Type Select NF S version
Selectthe MFS version.
il 2 Seclect NFS version
3 Name and configuration («)NFS 3
4 Ready to complete MF3 3
(CINFS 41
MFS 4.1
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New Datastore o

0 T Name and configuration

Specify name and configuration.
" 2 Select NFS version

© !Tyou plan to configure an existing datastore on new hosts in the datacenter, itis recommended to use the "Mount to additional
Configure Kerberos hosts” action instead.
authentication
5 Ready to complete Datastore name: I
Folder | |
E.g: /datastore-001
Server(s): |

E.q: nas, nas.it.com or 192.168.0.1

@ Ifthe server that will back this datastore has trunking enabled, you can enter additional IPs above, which the ESXi hostwill use
to achieve multipathing to this NFS server mount point.

Servers to be added

0items Copy ~
[ Mount MFS as read-only

Back Next Cancel

Getting Started  Summary  Monitor | Configure | Permissions  VMs

" Storage Adapters

« Storage -

Storage Adapters

Software iSCS1 adapter

Storage Devices |

Datastores r\fmhba‘l .
Host Cache Configuration vmhbafid
Protocol Endpoints Dell PERC &/i Integrated
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[ esx01.lab.local

B 2 [ [0y B | {Shactons ~

“

- Storage
Storage Adapters
Storage Devices
Datastores
Host Cache Configuration
Protocol Endpoints
/O Filters

w Networking
Virtual switches
VMEkernel adapters
Physical adapters
TCPIIP configuration
Advanced

w Virtual Machines
VM Startup/Shutdown
Agent VM Settings
Swap file location
Default VM Compatibility

« System
4

Summary  Monitor | Configure | Permissions VMs  Datasiores

il
I(

MNetworks Update Manager
Storage Adapters
B L8 - (aFiter -
Adapter Type Status Identifier =
Patsburg 6 Port SATA AHCI Controller
vmhba0 Block SCSI  Unknown
USB Storage Controller
vmhba32 Block SCSl | Unknown
iSCSI Software Adapter
vmhbat4 iSCSsI Online ign.1998-01_com.vmware:5a4bae12-5008-51f0-117-80b
4 L3
Adapter Details
J. Properties | Devices Paths Targets Metwork Port Binding  Advanced Options
Adapter Status
Status Enabled
Genenal Edit
Name vmhbaG4
Model iSCSI Software Adapter
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[ esx0tlablocal | B F. [ [ By | {chActions ~

Summary  Monitor .Conﬁgure | Permissions VMs Datastores Networks Update Manager

“ Storage Adapters
~ Storage - B 4| yv |.Oﬂg'—v
Slutagelllences vmhbao Block SCSI | Unknown
Datastores USB Storage Controller
Host Cache Configuration B vmhba32 Block SCSI | Unknown
Protocol Endpoints N iSCSI Software Adapter
/O Filters vmhbag4 iscsl Online ign.1998-01.com.vmware:5a4bae12-5096-5110-117{-90b
» Networking -

Virtual switches

VMkernel adapters AkpEriietis

Physical adapters I Properties I Devices Paths Targets Metwork Port Binding deanced Dptionsl

TCPIIP configuration

General
Advanced
w Virtual Machines Name vmhbat4
VM Startup/Shutdown Model iSCS| Software Adapter
Agent VM Settings iSCSI Name ign 1998-01 com vmware 5a4bae12-5096-5110-117--90b11c1dd98d-69e9465a
Swap file location iSCSI Alias
Default VM Compatibility Target Discovery Send Targets, Siafic Targets
« System
. . 4 Authentication
4 1 L3
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Summary  Monitor Conﬁgure] Permissions VMs Datasiores

MNetworks Update Manager

"

+ Storage -

Storage Adapters

Storage Devices
Datastores
Host Cache Configuration
Protocol Endpoints
/O Filters

+ Networking

Virtual switches

VMkernel adapters
Physical adapters
TCPIIP configuration
Advanced
+ Virtual Machines
VM Startup/Shutdown
Agent VM Settings
Swap file location
Default VM Compatibility
« System

[a1 |||

Storage Adapters

B L8 k-
Adapter
vmhbal
USB Storage Controller
vmhbai2
iSCSI Software Adapter

Type Status
Block SC5I | Unknown
Block SCS1 | Unknown
iSCSl Online

Identifier

ign.1998-01 com vmware:5ad4bae12-5096-51f0-1177-90b

Adapter Details

Q Filter -

[

_ |

Properties  Devices Paths  Targets I Network Port Binding IAdvanoed Options

[

Port Group

& iSCsI1 (vSwitch1)
® iSCSI3 (vSwitch1)
@ ISCSI2 (vSwitch1)
® iSCSI4 (vSwitch1)

VMkerne! Ada... Port Group Policy
vmk1 & Compliant
vmk3 | @ Compliant
vmik2 & Compliant
vmikd @ Compliant

Path Status
@ Active
@ Active
@ Active
@ Active

Physical Network Adapier
vmnic2 (1 Gbit's, Full)
vmnich (1 Gbit/s, Full)
vmnic3 (1 Gbitfs, Full)
vmnic7 (1 Gbit/s, Full)

4items [= Export~ [£5Copy~

vmhbaé4 - Edit Authentication

The initiator uses these settings for authentication for all targets unless otherwise overriden by the
specific target settings. Make sure thatthese parameters match on the storage side.

IAmhemlcatmn Method: [ None

-

tials (target

‘Outgoing CHAP Ci {targ

Name:

[[]Use initiator name

Secret

ing CHAP C|

Name:

{initiator

[]Use initiator name

the target)
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ESXi Host

C

Fibre Channel Switch 1

) (

Fibre Channel Switch 2 )

w P
L A
| N s, /
\ ~ e /
| S // /
| AN s /
SO 7 /
| < ,
\ ~
s ~ /
~
\ P </
| /N

Storage
Processor A

Storage

Processor B

* WM Hardware

» CPU

» Memory

» Hard disk 1
Capacity
VM storage policy
Type

Location

2 CPU(s), 211

10240 MB

12 .00 GB

Thin provision

nware01 (5045

MHz used

1126 MB memaory active

5 GB free)
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VMware Software-Defined Storage

Microsoft Microsoft
ORACLE Exchange SQL Server]| vM VM
Storage Policy-Based Mgmt

o3

vSphere Virtual Volumes

i % Virtual SAN L

Virtual Datastore
SVMMI DatastoreE

SAN/NAS

[ Lab-Cluster - Configure vSAN

1 vSAN capabilites vSAN capabilities

Select how you want your vSAN cluster to behave.
2 Network validation

3 Claim disks
aim dis Senvices

4 Readyto complete
[] Deduplication and Compression

[C] Encryption @
Erase disks before use 0
KMS cluster: v
Options:

Alow Reduced Redundancy

FaultDomains and Stretched Cluster

(=) Do not configure )

() Configure two host vSAN cluster iy
() Configure stretched cluster

() Configure fault domains
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’ Without Virtual Volumes ‘

-

‘ vSphere ‘

Storage array Storage array

‘ With Virtual Volumes ‘

- - N W

‘ vSphere ‘ ( Per-VM Granularity

( Offloaded Data Services

( Policy based Management

Q @$ ( NO LUN Management

- T

£} Create New VM Storage Policy

+ 1 Name and description Rule-set1

Select a storage type to place the W and add rules for data senvices provided by datastores. The rule-set will be applied when Wk
are placed on datastores from the selected storage type. Adding tags to the rule-set will filter only datastores maftching those tags

v 2 Policy structure

«  2a Common rules

7b Rule-set 1 EZ Use rule-sets in the storage policy i

3 Storage compatibility

. w Placement
4 Readyto complete

Storage Type:

Deduplication @

AlFlash @

<Add rule>

4 Add component

| NimbleStorage B3
‘ Yes v | o
| Yes v |2

Add another rule set Remove this rle set

Back Next Cancel
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[} Cluster - Configure vSAN

1 vSAN capabil vSAN capabilites

Select how you want your vSAN cluster to behave
2 Network validation

3 Claim disks
Senvices

4 Ready complete
|:| Deduplication and Compression 0

[] Encryption @
Y
KMS cluster
Options:

Fault Domains and Stretched Cluster

) Do not configure
Configure two host vSAN cluster )
Configure stretched cluster )

Configure faultdomains

3 ProductionvMs  # X G P | (ghActions -
Getting Started  Summary | Monitor ‘ Manage VMs
[WWEana Virtuai Disks | storage Compatiilty |
cgFH = a Fu -
Name Compliance Status Last Checked
v @ Prod01
£33 VM home +* Compliant 5/13/2018 8:23 AM
&= Hard disk 1 + Comphiant 5/13/2018 8:23 AM
» & Prod02
[ VM home ' Compliant 5/13/2018 8:23 AM
&= Hard disk 1 + Compliant 5/13/2018 8:23 AM
H Gitems [o Export~ [[5Copy~

[43]



J vesa-0ta.corpocal [ *7 %@ Iigd | {ghActions ~

Getting... Summ...  Monitor

“

w Settings
General
Licensing
Message of the Day
Advanced Settings
Auto Deploy
vCenter HA

+ More

Key Management Servers

Config... | Permis._.

Storage Providers

» IOFILTER Provider esx-03a

Datace...

582509f-1c7a-9e52-9f8a-0...

~ group-nimble-os1

group-nimbie-o0s1 (1/1 online)

» UnityVSA

VIRT1720XLRRUO (

»_arnun-nimhbie-ns?

Storage Provider Details

CE

Supported vendor IDs
Cerlificate info

Provider name
Provider status
Active/standby status
Activation

URL

Provider version

Hosts .. WVMs Datast.. Networ.. Linked ...
Group by Storage provider v Q
ystem Status oy
Online -
Active
Online —
Activ
Oniine .
1/1 onli Active
Cinline -
16items |wd

group-nimble-os 1

Oniine

Automatic

hittps://192.168.110.201:

xml

4.2.0.0-459821-opt

Extensi.. Update...
Priority -
- k
. 2
- 3
0
- H
0
. M

.

Export~ [ yCopy~

8443/vasalversion

Pluggable Storage Architecture (PSA)

Third-Party
MPP

-

4 ™

Third-Party SATP

Third-Party PSP

VMware NMP
[ VMware SATP 1 VMware PSP
Third-Party
MPP [ VMware SATP I VMware PSP
[ VMware SATP I VMware PSP

k_a I\
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[% Lab-Cluster - Edit Cluster Settings

vSphere Availability

Failures and Responses

Proactive HAFailures
and Responses

Admission Control
Heartbeat Datastores

Advanced Options

Failure conditions and responses

You can configure how vSphere HAresponds to the failure conditions on this cluster. The following failure conditions are supported: host, host
isolation, VM component protection (datastore with PDL and APD), VM and application

[v/] Enable Host Monitoring i ]

» Host Failure Response

» Response for Host Isolation

[ Restart ViVis ‘ )

[ Disabled []

v Datastore with PDL

Datastore with PDL
Failure Response

Allows you to configure the cluster to respond to PDL Datastore failures.

() Disabled

No action will be taken to the affected VMs
(O Issue events

No action will be taken to the affected VMs, events will be generated
() Power off and restart Vivis

All affected VMs will be terminated and vSphere HA will attempt to restart the Vs on hosts that still
have connectivity to the datastore

= Datastore with APD

All Paths Down (APD)
Failure Response

Allows you to configure the cluster to respond to APD Datastore failures

() Disabled

No action will be taken on the affected VMs
() Issue events

No action will be taken on the affected VIMs. Events will be generated
() Power off and restart Vivis - Conservative restart policy

All affected Vs will be powered off and vSphere HA will attempt to restart VMs, if another host has
connectivity to the datastore.

() Power off and restart ViVis - Agaressive restart policy

OK ] | Cancel
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esx01.lab.local - PUuTTY

]

EAvmwareol  pF (G @ B 3 | {ghActions ~

Navigator X
4 Back Summary "Iamur-je“‘wis ons Files Hosts

B @ o
H

vCenter6 lab local

-
Genera
Capability sets
B / Unmount
Device Backing
5 esx0 ounted Connected
E esx01.ablc Mounted Connected

» CJQnap

Multipathing Details

Multipathing Policies

Paths
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o esx01.lab.local - PUTTY

T CD-ROM
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(31 VM-RDM - Edit Settings

| Virtual Hardware | VM Options | SDRS Rules | vApp Options |

¢ [l Network adapter 1

" ESXi-RegionA01-vDS-COMP (Regit | ~ | [/ Connect..

» (@ CD/DVD drive 1 Client Device |+
» [ Floppy drive 1 Client Device | = |
» Video card Specify custom settings | - |
ED SATA controller 0
» 2 VMCI device
» Other Devices
~ 2 New Hard disk = | GB | - |
VM storage policy Datastore Default | - ] (i ]
Location Store with the virtual machine |~ ]
Compatibility Mode Physical | v
Sharing Unspecified | -
Physical LUN Nnmfs/devices/disks/naa.6589cfc000000ee079bbdabd553cof2f
Shares Normal |+| 1.000
Limit - IOPs Unlimited v ]
Virtual flash read cache 0 | GB | v_J Advanced
Virtual Device Node SCSlcontroller 0 | » | | SCSI(0:1) |~
New device: £& RDM Disk \v|  Add
Compatibility: ESXi 6.5 and later (VM version 13) oK Cancel
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[ Linux-Test - Edit Settings (7} »h
| Virtual Hardware | VM Options | SDRS Rules | vApp Options |
» @ cPU (1 |~ @
» Bk Memory 1024 |v\.|MB |v
v (2 Hard disk 1 4 (e |+
3 g‘_’ SCSI controller 0 LS| Logic Parallel
» Al Network adapter 1 VM Network [+ v Connect...
+ (8 CD/DVD drive 1 [ Datastore ISO File |+ ] [ connect...
» (] video card " Specify custom settings [+
b ok VMCI device
SATA controller 0
» Other Devices
b (=) “New Hard disk 16 + [eB -
+ (@, New SCSI controller VMware Paravirtual
SCSI Bus Sharing :None | ¥ J i
Change Type VMware Paravirtual [*]
New device: ( SCSI Controller v Add
Compatibility: ESXi 6.5 and later (VM version 13) 0K Cancel
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1 Linux-Test - Edit Settings

2)

| Virtual Hardware | VM Options | S|
g
3 Network adapter 1
+ (@ CD/DVD drive 1
3 Video card
F ¢ VMCI device

SATA controller 0

» Other Devices

DRS Rules | vApp Options

e

| VM Network

| « | [¥] Connect...

[ Datastore ISO File

( Specify custom settings

»

Virtual Device Node

New device:

[ sCsl controller 0

2 New Hard Disk

Compatibility: ESXi 6.5 and later (VM version 13)

| + ] [scsio:1)

|v | [] connect...

v (2 "New Hard disk 16 e8|+
Maximum Size 327,28 GB
VM storage policy Datastore Default | * |0
Location Stare with the virtual machine |~ J
Disk Provisioning | Thick provision lazy zeroed | * ]
Sharing (*) " Multi-writer [~
Shares Normal [~ 1.000
Limit - IOPs Unlimited A
Virtual flash read cache 0 I GB | - Advanced
Disk Mode :Dependem | hd Li ]

[~]

Add

oK Cancel
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il

4 Back g

m[@ﬁgaglﬁm-

| Summary | Monitor Configure Permissions Files Ho

w [} vCenter6 lab local F's Type: VMFS5
w fig Datacenter i URL s /ivmisivolumes/560da7r-63604b4
¥ [JCompellent

ER) Actions - vmware01 |
(g Browse Files
f# Register VM

w [JEqualLogic

T vmware01
B vmware02

¢ [JLocal

» JQnap

@ Mount Datastore
@ Unmount Datastore [ (]
Maintenance Mode »
Move Out of Datastore Cluster

enption
3 Manage Storage Providers

Configure Storage 1/O Control
Edit Space Reclamation
Upgrade to VMFS-5
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2 Gvmwantt | 5 @ 5B (Acions -

<4 Back : ‘! Summary | Monitor  Configure
ﬂ ﬂ a vimwared1
w ({1 vCenteré lab local - Type VMFSS
w [l Datacenter | iy
b JCompellent | B Actions - vmware01
+ CJEqualLogic iq) Browse Files
v EquaILc»glc ¥ Register VM
T vmw N
ﬂ vwarsnd e Refresh Capacity Information
» CoLocal 3 Increase Datastore Capacity
» JQnap

Maintenance Mode

Mave Out of Datastore Cluster

E3 Manage Storage Providers
Configure Storage /O Control

Permissions

ds fiivmTsivolumes/5600a371-83604084-0171-20011C254aae

Files Hosts VMs

Biscsis | @7 (@ @ & B | Factions ~

Getting Started Summary  Monitor {-Conﬁgure-] Permissions Files Hosts VMs

“" Connectivity and Multipathing
General

Capability sets

Select a host to view the multipathing details for its devices.

Mount [ Unmount |
Device Backing
e — Host Datastore Mounted Datastore Connectivity Mount Point
Connectivity and Multipathing
ﬂ 192.168.0.198 Mounted Connected Ivmfsivolumes
« »
Multipathing Details
.
Ed Refresh Enable | |_Disable
Runtime Name Status Target LUN Preferr.
vmhba64:C0:TO:LO @ Active (I/0)  iqn.2006-01.com.openfiler:tsn.. 0o =
vmhba64:C3:T0O:.LO & Active iqn.2006-01.com.openfiler:tsn.... 0
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[ 1 DAS - Configure Storage /0 Control

7
Storage I/O Control is used to control the I/0 usage of a virtual machine and to gradually
enforce the predefined /O share levels.
v Enable Storage /O Control
Congestion Threshold:  (s) Percentage of peak throughput | 90 ‘, | %
() Manual * ms
Reset to defaults
Exclude |/0 statistics from SDRS
OK Cancel

ﬁﬁ Create New VM Storage Policy

(7) W
+ 1 Name and description Common rules for data senvices provided by hosts
Selectrules for data services provided by hostis. Available data sernvices could include encryption, I/O control, caching, efc.
" 2 Policy structure Data services, defined in common rules, will be applied in addition to data services defined in any of the rule-sets
2b Rule-set 1 [ Use common rules in the VM storage policy i ]
3 Storage compatibility w Storage /O Control > High 10 shares allocation Q
4 Readyto complete Name High 1O shares allocation
Description Storage policy component for High SIOC controls
Provider VMware Storage |0 Control
VMware Storage I/O Control
10PS limit 100.000
IOPS reservation 100
IOPS shares 2.000
o Add component
Back Next Cancel
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Navigator
4 Back

P @ a
w (il vCenter6 lab local
= [[gDatacenter
b [JCompellent
w [JEquallogic

i vmware01
B vmware02
} CJLocal
» CJQnap

£ vmwared1 | iF (g e 4 3 @mﬁns-

Summary | Monitor | Configure Permissions Files Hosts VMs
asks & Events
view, [Feromence ] | imeange: (Restme |+ showsme vt

Summary for vnware01

Storage 1/ O Control Normalized Latency
4.000
3500
3000
2500

2.000

microsecond

1500

1.000

500

1a/05/18
16.50 1

19/05/18
1640

® vmware0O1

19105/18
16.30

19/05/18
16.20

Storage 10 Control Activity

Percent

19/05/18

19/05/18
7m0 1710

Graph refreshes every 20 seconds

Storage 10 Control Aggregate 10Ps ?

200

150
125
100 |

1905418
17.00

19105/18
1620

19/05/18
16.30

19/05/18 laj05/8
1640 16.50

| vmwared1

1710

Average Device Latency per Host (Top 10)

. T
E2: Tﬁﬂliﬁ[—”;'“u"[_“"'
S

i1

L1

LB
Ir—.n_‘ﬂr- ,—V—I,-,

175 f

18405/18

|
L
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Chapter 04: Upgrade a vSphere Deployment
to 6.x

vcsa65-vc01.1ab.local - Edit Download Sources

2) b
Select a method for downloading new patches and VA upgrades.
*) Use direct connection to Internet
< Add. Q -

Download Source Enabled Connectivity Status Update Type Component

Description
hitps:/hostupdatevmwar...  Yes Connected ViMware Host Download vSp..
https:/hostupdatevmwar... Yes Connected Custom Host Download vSp...
http/vapp-updatesvmw...  Yes Connected VMware VAs

Download virtu...

M 3items [= Export~ [5Copy~
Use a shared repository @

OK Cancel
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&, vesa65-vcOtablocal (g Actions ~

Getting Started  Monitor | Manage

Seftings | Hosts Baselines | VMs/VAs Baselines | Patch Repository | ESXilmages | VA Upgrades l
“ Download sources [_Edt.. ||| DownloadNow |[| import Patches... |*
Network Connectivity . ) . . .
Download new patches and VA upgrades either atintervals specified in Download Schedule orimmediately by clicking the
Download Settings Download Now button. You can also import patches manually from a local zip file by clicking the Import Patches button.

Download Schedule

Download method Use direct connection to Internet
Notification Check Schedule

Download sources

Download Source Enabl Connectivity Sta Update Type Component Desaiption
VM Settings
hitps:hostupdate vm. Yes Connected ViMware Host Download
Host/ Cluster Settings
hitps:fhostupdatevm..  Yes Connected Custom Host Download .
vApp Settings
9 hitp:iivapp-updatesv..  Yes Connected ViMware VAs Download ..
Proxy settings
Use proxy No
Proxy -
Port 80
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(&, vesa65.vc01.lablocal | {5} Actions ~

Getting Started  Monitor | Manage

Seftings | Hosts Baselines | VMs/VAs Baselines { Patch Repository | ESXilmages | VA Upgrades

Imported ESXi lmages/
« Import ESXiImage...|| o Create baseline ) Delete

Name

ESXi-6.5.0-20170702001-standard VMware ESXi 6.5.0 Update 1

Software Packages

Name
net-usbnet
net-enic
hid-hid
net-mix4-en
block-cciss

tnnleJdinht

Product

WVersion

1.0-3vmw.650.0.0.45...
2.1.2.38-2vmw.650.0

1.0-3vmw.650.0.0.45...
1.9.7.0-1vmw.650.0.0...

3.6.14-10vmw.650.0.

A R N-N 23 RARAINN

WMwiara

Vession Vendor

650 VMware, .

Acceptance Level
Certified
Certified
Certified
Certified
Certified

Carifiad

Build

Go to compliance view
Q ter -
Acceptance Creation Date Baseline
5969303 Partner 70712017 2:00:00 ..

1items [ Export~ [ Copy~

Q Filter -
Crestion Date Size

10/27/2016 2:00:00 AM
10/27/2016 2:00:00 AM
10/27/2016 2:00:00 AM
10/27/2016 2:00:00 AM
1012712016 2:00:00 AM
FI2NAT 220000 AM

16.63 KB .
528 KB 1
16.56 KB

66.8 KB

242 KB

175 1R MR
123items [= Export~ [ Copy~

-

&3 LAB - Scan for Updates

Scan hosts for:

[v] Patches and Extensions

[v] Upgrades

Scan virtual machines and appliances for:

[:] Virtual appliance upgrades
[[] viaware Tools upgrades
[[] vM Hardware upgrades

OK

] | Cancel
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4}, vesab5-vcO1.Jablocal (g} Actions ~

Getting Stated  Monitor | Manage

|Selting5 HusEBasallnes] VMs/NVAs Baselines | Patch Repository | ESXiiImages | VA Upgrades

Hosts Baselines ‘/
o New Baseline... Q Filter - < New Baseline Group...

Baseling Name Content Type Dynamic Group Name
w Predefined » Hij Baseline Group patching + ext
[ Non-Critical HostP.. @ 194 Host Patch Yes
[ Critical Host Patche.. @ 65 Host Patch Yes
w Custom
B Host extension o Host Extension  No
@ Host bug fixes 07 Host Patch Yes
X i [ [
M Gitems |[= Export~ [[5Copy~ M

Go to compliance view
Q Filt -

Type

© Host

»

1items [« Export~ [5Copy~

(#, vesab5.vc01lablocal {5} Adlions ~

Getting Started  Monitor | Manage

\Seuings Hosts Baselines | VMs/VAs Baselines | Patch Repository | ESXi Images | VA Upgrades

Hosts Baselines

< New Baseline Q Filte - < New Baseline Group
Baseline Name Content Type Dynamic Group Name
« Predefined » ;ﬁ Baseline Group patching + ext...
[ Non-Critical HostP.. @ 194 Host Patch Yes
[T Critical Host Patche.. @ 65 Host Patch Yes
« Custom
[ Upgrade ESXito65 @ VMware HostUpgrade  No
[ Host extension o1 Host Extension  No
[T Hostbug fixes o7 Host Patch Yes

.

Go to compliance view

Q Filter -

Type

© Host
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[ vesa65vcOtdablocal T 1 Ta g | (GhAdtions -

GeftingS.. Summary Monitor Configure Permissi.. Datacent..

Hosts & ...

VMs

Datastor.. Networks Linkedv.. Extensio... Update ...

W Scan for Updates... || Stage Palches

Overall compliance status: € Non-Compliant T
Baseline Type
~ Independent baselines
& VMware Tools Upgrade to Match Hos_.. @ VM Upgrade
& VM Hardware Upgrade to Match Host.. @ VM Upgrade

Remediate... I l Go to Admin View

Compliance Status

& Non-Compliant

& Non-Compliant

[ vcsaB5.vcO1.Jab.local - Attach Baseline or Baseline Group

N )

Individual Baselines

[T New Host Baseline... [§j New VM/VA Baseline...

Name
~ Patch Baselines
(] [T§ Hostbug fixes
| [§ Non-Critical Host Patches (Predefined)
] [T Critical Host Patches (Predefined)
~ Extension Baselines
[T) Host extension
~ Upgrade Baselines
1 [ Upgrade ESXito 6.5
O 5 VA Upgrade to Latest (Predefined)
1 [ VM Hardware Upgrade to Match Host (Predefined)
] [ VMware Tools Upgrade to Match Host (Predefined)

Baseline Groups
Zﬁ New Host Baseline Group HE‘I New VM/NVA Baseline Group

Name

» [ Baseline Group patching + extension

eeoe © eeo

Type

Host Patch
Host Patch
Host Patch

Host Extension
Host Upgrade
VA Upgrade

VM Upgrade
VM Upgrade

Type

ok || cancel
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() vesaB5.vcOtdablocal 5 #1 ¥@ g | {GhActions ~

Gefting Started  Summary  Monitor Configure  Permissions Datacenters  Hosts & Clus.. VMs Datastores

Networks  Linked vCent..

Extensions = Update Man...

Aftach Baseline... | [ Scan for Updates.. | [ Stage Patches.. | [ Remediate

| [ Goto Admin view |
Overall compliance status: € Non-Compliant
,‘;4 Detach Baseline... '™ "= Q
Baseline Type Compliance Status
v Independent baselines
[§ Upgrade ESXito 6.5  HostUpgrade € Non-Compliant
Compliant (0) | Non-Compliant (2) | Incompatible (0) Unknown (0)
Objec Last Patch Scan Time
[ esxi011avlocal 43/2018 2:00 AM
[ esx021avlocal 41372018 2:00 AM
\4 vesa65.vc01.lab.local - Remediate 200
1 Select baselines Select baselines
Select baselines to remediate.
2 Select target objects
3 Advanced options Select remediation type
4 Host remediation options *) Host remediation
§ Ready to complete VMNA remediation
Baseline Groups and Types Baselines
Name Q -
Baseline Groups Baseline Name
Individual Baselines by Type ® ,[‘a Upgrade ESXito 6.5 (i ]

(=) Upgrade Baselines
_ Patch Baselines

-

1items [[5Copy~

Cancel
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vmware* vSphere Web Client
X =Dswitch 2 & [ &2 o | (GAdions ~

fi=

Updatedat246 PM { | Adminis

Navigator
4 Back | Getting Started ‘ Summary I Monitor  Configure Permissions Ports Hosts VMs  Networks
s a BN 2 [ DSwitch
'@vcsass-vco1'lab'loca1 Manufacturer: VMware, Inc.
v L8 Version: 6.0.0
Q_VM MNetwork Upgrades available

itch

&= Actions - DSwitch
Distributed Port Group
[ Add and Manage Hosts...

&2 Migrate VMs to Another Network...

Upgrade
Settings

Move To..
Rename....
Tags & Custom Aftributes

Alarms

X Delete a
Value

Qe

Upgrade Distributed Switch..

* Features

* Tags

Assigned Tag Category Desq
This listis empty.
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{1 wi2r2-services - Edit Settings

I Virtual Hardware | VM Options | SDRS Rules I vApp Options

» General Options

VMware Remote Console
Options

~ *VMware Tools

Power Operations

Run VMware Tools Scripts

Tools Upgrades (*)

Time

-

Power management

Boot Options

-

Encryption
Advanced

-

Fibre Channel NPIV

-

Compatibility. ESXi 5.0 and later (VM version 8)

VM Name: iw12r2-services

[ Lockthe guest operating system when the last remote user
disconnects

@ | shutDown Guest

|'|
|'|

aa \'Suspend
p Power On / Resume VM

@ \ Restart Guest

|'|

[] After powering on

[+ After resuming

[ Before suspending

[+ Before shutting down guest

[ Check and upgrade VMware Tools before each power on

[_] Synchronize guest time with host
Expand for power management settings

Expand for boot options

Expand for encryption settings

Expand for advanced settings

Expand for Fibre Channel NPIV settings

OK Cancel
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D sttt | 0 B 12 %5 O @Adons -

Getting Started Summary Monitor Configure Permissions Hosts | VMs | Datastores Networks Update Manager

(RS vors

Wt PE B S | GAdons~

Name

(3 centos-kms
(3p centos-prod01
(ip centos-prod02
{5 Tp-devo1

G P-devo2

{p rp-sales01
3p rp-sales02
{3p rp-sales03
{p vcsab5-psco1
{§p vesaB5-vc01
B vcsab5-vc02
(i wi2r2-dc01
{ip wi2r2-senvices

1} (1 Actions - 10 Virtual Machines

Guest 0S
Snapshots >

&% Migrate...
Template >
VM Policies >
Compatibility »
Move To...

Tags & Custom Aftributes »
Add Permission...

?E
3
Remove from Inventory }

Delete from Disk

AllvCenter Orchestrator plugin Actions »

Update Manager »

InstalllJpgrade VMware Tools..

Unmount VMware Tools Installer

0B

0B

0B

0B

0B

16 GB
38.33 GB
252 GB
18.36 GB
0B

0 MHz
0 MHz
0 MHz
0 MHz
0 MHz
216 MHz
384 MHz
0 MHz
216 MHz
0 MHz
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A LAB - Remediate

M
1 Select baselines Select baselines
Select baselines to remediate.
2 Select target objects
3 Schedule Select remediation type
4 Rolliback options Host remediation
Xeady to comj =) VMIVA remediation
Baseline Groups and Types Baselines
Q =
Baseline Groups Baseline Name
Individual Baselines by Type =) & VMware Tools Upgrade to Match Host (Predefined) (i ]
=) Upgrade Baselines
M 1items . 5Copy~
Next Cancel
Op wi2rz-dc01 = =f @ (5 | {CActions ~
[ w12r2-dc01 x

Getting Started | Summary

p Powered On O

* VM Hardware

» Advanced Configuration

Monitor Configure Permis

wi2r2-dc01
Guest 0S:
Compatibiiity
VMware Tools

DNS Name
IP Addresses
Host

&l

Micresoft Wing
ESXi6.5and I

Running, vers
More info

w12r2-dc01.
192.168.100.8

esxi01.lab.locq

VMware Tools:

Running Status
Version

Version Stalus

Installation Type:

Running

10279 (10.1.7)

Current

VMware Tools is installed and the version is current

MSI

VM Storage Policies =

VM Storage Policy Compliance -
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(91 wi12r2-services - Edit Settings

O

Virtual Hardware | VM Options . SDRS Rules ‘ vApp Options ‘

» | cPU [ 1 - @

» BB Memory 64 v || MB J'i

» & Hard disk 1 128 i{ | MB | -

» [ Network adapter 1 | VM Network Iv | & connect...

» (@ CD/DVD drive 1 | Host Device |v| [ connect...

» Video card | Specify custom settings | - |

» 2 VMCI device

» Other Devices

« *Upgrade [¥] Schedule VM Compatibility Upgrade...
Select the compatibility to upgrade the virtual machine on next
reboot

Compatible with (*) | ESXi 6.5 and later |~ ]| ©
ESXi 6.5 and later 3 provide the best
Workstation 12 and later in ESXi 6.5.
Guest OS shutdown ESXi 6.0 and later utdown
ESXi 5.5 and later
ESXi 5.1 and later
New device: | — Select— |+
Compatibility: ESXi 5.0 and later (VM version 8) oK Cancel
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D ousterer | G B B %

© | {ghActions ~

Getting Stated Summary Monitor Configure Permissions Hosls VMs | Datastores Networks Update Manager
| virtual Machines | vApps
Wt b E G G | GAdons - [
Name 14 (81 Actions - 5 Virtual Machines { Space Used Space Host CPU Host Mem
& centos-kms | Power -} 279 GB 0 MHz omMB
& centos-prodo1 Guest 03 g 848 KB 0 MHz 0MB
& centos-prodo2 Snapshots 's 593.32 KB 0 MHz 0MB
& rp-devo1 5 Migrate... B 0B 0 MHz omB
& p-devo2 Template * B 0B 0 MHz oMB
5 rp-sales01 VM Policies » oB omB
{ rp-sales02 Compatibility » Upgrade VM Compatibility... oM
G rp-sales03 Move To__ Schedule VM Compatibility Upgrade... |0 MB
@p vcsab5-pscl Tags & Custom Attributes N Cancel Scheduled VM Upgrade . 1,169 MB
@ vesab5ve01 — 3833 GO BAWHZ 6,253 MB
& vcsab5-vc02 ot 3B 252 GB 0 MHz oms
& W12r2-dc01 Remave from Inventory 3 18.36 GB 216 MHz 1,035 MB
& wi2r2-senvices Delete from Disk B 08 0 MHz omB
All vCenter Orchestrator plugin Actions »
Update Manager »
p—
cluster01 - Remediate 2w

+ 1 Select baselines

+ 2 Select target objects

v 3 EULA

' 4 Advanced options

M 5 tost emociaion optons ]
6 Cluster remediation options

7 Ready to complete

Host remediation options
Specify the maintenance mode options of the remediation task

Maintenance Mode Options

A\ These options also apply to hosts in clusters.

Before host remediation, hosts might need to enter maintenance mode. Virtual machines and virtual appliances must be shut
down or migrated. To reduce the host remediation downtime, you can select to shut down or suspend the virtual machines and
appliances before remediation from the drop-down menu below.

VM Power state: | Do Not Change VM Power State |

[ Disable any removable media devices connected to the virtual machines on the host.
[] Retry entering maintenance mode in case of failure
Retry delay. 5 minutes |

Number of retries: 3

|

ESXi Patch Settings
[[] Enable patch remediation of powered on PXE booted hosts

A PXE booted ESXi hosts revert lo their original state afler a reboot. To keep new software and patches on stateless hosts after
areboot, use a PXE bootimage that contains the updates

[[] save as the default host remediation options @

Back Next Cancel
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cluster01 - Remediate (21

Cluster remediation options

+ 1 Select baselines
Specify the cluster oplions of the remediation task.

+ 2 Select target objects
v 3 EULA To remediate clusters, first you should temporarily disable certain cluster features. Update Manager automatically re-enable the
« 4 Advanced options features after remediation.
+ 5 Host remediation options A update Manager does not remediate hosts or clusters on which the features remain enabled.

6 Cluster remediation options | Disable Distributed Power Management (OPM) if it is enabled for any of the selected clusters

7 Ready to complete [ Disable Fault Tolerance (FT)if itis enabled. This affects all fault tolerant virtual machines in the selected clusters

@ Ifyou let Update Manager disable FT when necessary, you should remediate all the hosts in a cluster, so that the hosts
remain consistent. This way FT can be re-enabled after remediation.

[ Disable High Availability admission control if it is enabled for any of the selected clusters.

e | '+! Enable parallel remediation for the hosts in the selected clusters

() Automatically determine the maximum number of concurrently remediated hosls in a cluster.

(=) Limit the number of concurrently remediated hosts in each clusterto: |2

| Migrate powered off and suspended VMs to other hosts in the cluster, if a host must enter maintenance mode

[[] Save as the default cluster remediation options @

Back Next k Cancel
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(&, vcsab5-ve.nolabnoparty.local | {g Actions ~

Getting Started  Monitor | Manage

| settings [ Hosts Baselines | VM /VAs Baselines | Patch Repository | ESXi Images | VAUpgrades |

Hosts Baselines

< New Baseline...

| @ Filter -

Baseline Name Content Type Dynamic
+ Predefined

@ Non-Critical Host Patches (Predefined) o 199 Host Patch Yes

[T Critical Host Patches (Predefined) O 65 Host Patch Yes
« System managed

FTj vSAN recommended patchto be appli.. @ 1 Host Patch No

[P Wware ESXi6.5.0 U1 (VSAN 6.6.1,bu... @ 1 Host Patch No

Custom

7Titems [o Export~ [[Copy~

< New Baseline Group...
Group Name
~ System managed
» Hf VSAN Cluster ‘cluster01’
Custom

Virtual Machine or Physical Server

Platform Services
Controller

vCenter Server
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Virtual Machine or Physical Server

Platform Services

Controller
Virtual Machine or Physical Server Virtual Machine or Physical Server
vCenter Server vCenter Server
vCenter Server 5.5 vCenter Server 6.5
vCenter Inventory
Service
vSphere Web
Gl vCenter Server
vCenter Server
Platform Services
vCenter Single Controller
Sign-On [
Operating System Operating System
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vCenter Server 5.5

vCenter Single
Sign-On

Operating System

vCenter Inventory
Service

vSphere Web
Client

vCenter Server

Operating System

vCenter Server 6.5

Platform Services
Controller

Operating System

vCenter Server

Operating System

vCenter Server 5.5

vCenter Inventory
Service

vSphere Web
Client

vCenter Server

vCenter Single
Sign-0On

Operating System

vSphere Auto
Deploy

Operating System

vCenter Server 6.5

vCenter Server

Platform Setrvices
Controller

I

Operating System
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vCenter Server 5.5

vSphere Web
Client

vCenter Single
Sign-0On

Operating System

vCenter Inventory
Service

vCenter Server

Operating System

J

]

vCenter Server 6.5

Platform Services
Controller

Operating System

vCenter Server

Operating System
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vCenter Server 5.5

vCenter Single
Sign-On

vCenter Inventory
Service

vCenter Server

vSphere Web
Client

|

Data
Only

vCenter Server 6.5

Platform Services
Controller

vCenter Server

MU
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Backup Appliance

1 Enter backup details Enter backup details

Specify the location details and credentials to establish connection with the server. Optionally, encrypt your backup.

2 Select parts to backup
Protocol

3 Ready to complete | Location
Port
User name

Password

] Encrypt Backup Data

SCP v
192.168.10.200/vcsa_backup
22

root

You will need this password during restore.

Password

Confirm password:

LTI TTTTTY

Next Cancel

Installer

vm vCenter Server Appliance 6.5 Installer

Install

Upgrade

Migrate

Install a new vCenter Server Appliance or Platform Services Controller Appliance

Upgrade an existing vCenter Server Appliance

Migrate from an existing vCenter Server for Windows to a vCenter Server Appliance

@Engiish

Restore

® 0 © ©

Restore from a previously created vCenter Server Appliance backup
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Application Tools ~ Migration-assistant

Home Share View Manage
This PC > DVD Drive (E) CDOROM * migration-assistant
~ o
~ B This PC =
m Desktop @ cis-upgrade-runner.msi
Documents expat.dil
& Downloads libeay32.dll
b Music lookup-types.dll
e msvcp120.dil
msver120.dll
E Videos pion.dil
S SYSTEM (C) ssleay32.dll
~~ DATA (D) ssoclient.dll
DVD Drive (E:) COROM vim-types.dil
W Network vmacore.dll
vmomi.dll
@ VMware-Migration-Assistant.exe
["1-L VMware-python.msi
v

14 items 1 item selected 3,02 MB

VMware-Migration-Assistant.exe
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O vCenter Server Appliance Installer - [m) X

Installer

vm vCenter Server Appliance 6.5 Installer

Install
Install a new vCenter Server Appliance or Platform Services Controller Appliance

Upgrade

Upgrade an existing vCenter Server Appliance

Migrate from an existing vCenter Server for Windows to a vCenter Server Appliance

Restore

Restore from a previously created vCenter Server Appliance backup

A

©
—[® v

@
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Migrate - Stage 1: Deploy appliance

+ 1 Introduction 0 Unable to connect to the migration assistant Installer log (X

DL UL UL TGS ¥ T D00 T, WL UL A, A | G A ¥ I U I I UL U G L U DI G TGN I

the Migration Assistant is running on the source. The Migration Assistant executable is included in the vCenter Server Appliance
+ 2 End user license agreement

ISO image.

3 Connect to source server
Source Windows server vcenter55 lab.local

4 Appliance deployment target
Migration assistant port 9123

5 Set up target

o Ak ks S50 User name administrator@vsphere.local

S50 Password sessssasnnn

Do not run this installer from the source Windows Server. The source will be shutdown during the migration process and
you will lose connectivity with this installer.

settings

Back m Cancel

Migrate - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Configure network settings
The appliance requires a temporary network identity so that it can copy data from the source server. After the data has been
copied, the network identity of the source server is also copied to the appliance, and then the source server is shut down.

« 1 Infroduction

+ 2 End user license agreement

+ 3 Connectto source server sl VA Natworkis. |/ G
+ 4 Appliance deployment target Temporary network settings
+ 5 Setup target appliance VM IP version IPvd v
+ G Select deployment size y
IP assignment static v
v T Select datastore
Temporary IP address 192.168.10.70
8 Configure network setfings
" . Subnet mask or prefix length 255.256.255.0
9 Ready to complete stage 1
*—
Default gateway 192.168.10.250
DNS servers 192.168.10.120

Back m Cancel
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Pre-upgrade check result

Warning This ESXi host [lab-esxi02.1ab.local] is managed by vCenter

> Server [192.168.10.80]
Resolution Make sure the cluster where this ESXi host resides is not setto
Fully Automated DRS for the duration of the upgrade process,

Warning vCenter External Extensions

Description This vCenter Server has extensions registered that cannot be
upgraded to or may not work with the new vCenter Server
Extensions: Pernixdata FVP vSphere Web Client Extension on
https://pernixdata-
va.nolabnoparty.local:60002/client/prnxvwcplugin.zip

Resolution Please ensure extensions are compatible with the new vCenter
Server and re-register extensions with the new vCenter Server after
upgrade. Please refer to the vSphere documentation on
extensions, and the upgrade and interoperability guides

— =

vCenter Server 5.5 vCenter Server Appliance 6.5

vCenter Inventory Service

vSphere Web Client

vCenter Server
vCenter Server

vCenter Single Sign-On Platform Services Controller

Windows OS

Appliance
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vCenter Server 6.0

vCenter Server

Platform Services
Controller

Windows OS

vCenter Server Appliance 6.5

vCenter Server

Platform Services
Controller

Appliance

vCenter Server 5.5

vCenter Single Sign-On

Windows 0OS

vCenter Inventory Service

vSphere Web Client

vCenter Server

Windows OS

vCenter Server 6.5

Platform Services Controller

Appliance

vCenter Server

Appliance
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vCenter Server 6.0

Platform Services Controller

Windows 0S

vCenter Server

Windows OS

U

U

vCenter Server Appliance 6.5

Platform Services Controller

Appliance

vCenter Server

Appliance
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Chapter 05: Administer and Manage vSphere
6.x Resources

3 cluster01 - New Resource Pool ?) M

Name: |Resource Pool

+ CPU
Shares Normal -
Reservation 0 v | | MHz v

Max reservation: 5,520 MHz

Resenvationtype [+ Expandable | =

Limit Unlimited v | | MHz -

Max limit. 5520 MHz

~ Memory
Shares Normal -
Reservation 0 ~| | MB -

Max reservation: 4,830 MB

Resemvationtype  [¥] Expandable |

Limit Unlimited ~| | MB -
Max limit. 5,032 MB

OK Cancel
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‘ Navigator

4 Back
o @ 3
(= vcsab5-vc01.1ab.local
v_[:lLAB

ROOT RESOURCE POOL | ——— v {Jl cluster01
[3 esxi01.1ab.local
(3 esxi02lab.local
~ @ RP-Dev
G rp-devo1

(5p rp-testo
« @ RP-Prod
« @ RP-Marketing
(i rp-mkt01
{5 rp-mkt02
~ @ RP-Sales
(i rp-sales01
(3 rp-sales02
{5p centos-kms

<]

SIBLINGS

[PARENT RESOURCE POOL|

[ cHILD RESOURCE POOL |

@ High T B % B &) | {5hActions v

=v
Gelting Started Summary ‘ Monitor ‘ Configure  Permissions Resource Pools VMs
[ Issues ‘ Performance ‘ Tasks & Events [ Resource Reservation | Utilization |
g [ |
cPU omMB 160 50 GB
Memory Resource Pool Total Capacity 169.59 GB
Storage Configured Reservation 0.00 MB
Used Reservation 524.00 MB
—_— I Available Reservation 169.07 GB l
Reservation Type Expandable
| Q Filter -
Name 1 a|Reservation (MB) Limit (MB) Type ta
ﬁ; vcsabs-pscoi 0 Unlimited Fixed
G vesabs-veo1 0 Unlimited Fixed
&p wi2r2-sqlstd01 0 Unlimited Fixed
@5 Ix6-vsftp01 0 Unlimited Fixed =
i

5 Objects [« Export [[5Copy~
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vmware* vSphere Web Client fi=
—_— -
Navigator X ©RPDev | % B
KET EESSIRR| Sem
| v [ESEEE
« (71 vesab5-vc01.1ab local
v [aLAB
~ P clustero1
[3 esxi01.1ab.local
[7 esxi02.1ab.local | |
© rcns -0
~@RP-R&D  New Virtual Machine »
(G rp-dev New vApp »
Gpre-dev 3 New Resource Pool...

5 rp-testod ¥p Deploy OVF Template...
v @ RP-Prod

PO - oo |
Gyrp-mg  Settings
Gro-mk  Move To...

~@RP-Sales  Rename...

»

Bbre-sal  Tags & Custom Attributes »
rp-sah
&cer%s-kms Add Permission...
{5 vesab5-pscl it g
(pvcsab5vc0l 3¢ Delete
(3 vesab5-vc02

All vCenter Orchestrator plugin Actions »
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vmware* vSphere

p———

v [l vesab5-vc01.1ab.local
v [aLAB
v [J clustero1
[7\ esxi01.1ab.loca
[7\ esxi02.1ab.loca
~ @ RP-Dev

v @ RP-R&D
{5p rp-devo1
{ip rp-devo2

(G rp-testo

{5 vesab5-psco1
(i vesab5-vc01
 vesab5-vc02
(G w12r2-dc01

£ w12r2-senvices

@ Actions - RP-Prod

¥ Deploy OVF Template...

@& EditResource Settings...

¥ Delete

_ RP-Prod All vCenter Orchestrator plugin Actions »
{5 centos-kms

New Virtual Machine >
New vApp
New Resource Pool..

Seftings

Move To...
Rename...
Tags & Custom Attributes »

Add Permission...
Alarms >

v Tags
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{% cluster01 - Edit Cluster Settings

[ Tum ON vsphere DRs

vSphere Availability / » DRS Automation

Failures and Responses o5 :
» Additional Options
Proactive HA Failures

and Responses » Power Management

e » Advanced Options

Heartbeat Datastores
Advanced Options

Manual

Expand for policies
Off

None
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@ Actions - RP-Prod
New Virtual Machine »
New vApp
% New Resource Pool...

¥ Deploy OVF Template...

vmware* vSphere

v [l vesab5-ve01 lab local @ EditResource Settings...
v [LAB Settings
~ [J) cluster01

Move To...
[7 esxi01.1ab.loca
Rename...
[\ esxi02.1ab.loca .
Tags & Custom Attributes 3
+ @ RP-Dev
v @ RP-R&D Add Permission...
Gprp-dev01  Alarms »
@rp-devoz ¥ Delete
p rp-testo
_ RP-Prod All vCenter Orchestrator plugin Actions »
{3 centos-kms
(i vesab5-psc01
(i vesab5-ve0 v Tags
5 vesab5-ve02
& w12r2-dc01
5 w12r2-senices
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(> RP-R&D - Edit Resource Settings

) M

+ CPU
Shares

Reservation

Reservation type

Limit

~ Memory
Shares

Reservation

Reservation type

Limit

Normal

Low

Normal

Custom

TIITTTINGW

Max limit

Normal

5,520 MHz

MHz

MHz

0

MB

Max reservation:

| Expandable

5,180 MB

Unlimited

Max limit:

5,382 MB

MB

OK

Cancel

[86]




vmware* vSphere Web

[0 | @ @

@ Actions - RP-Marketing
New Virtual Machine
New vApp

# New Resource Pool...

&

= ¥@ Deploy OVF Template...

w [) vcsab5-ve01.1ab.local
~ [J) cluster01
[3 esxi01.1ab.local
[7 esxi02.1ab.local
~ @ RP-Dev
~ @ RP-R&D
(i rp-devo1
(i rp-devo2
g rp-testo1
+ & RP-Prod

(i rp-mkt01
(i rp-mkt02
~ @ RP-Sales
(i rp-sales01
(i rp-sales02
(g centos-kms
{5 vesab5-psco
G vesab5-ve0
(3 vesab5-ve02

@ Edit Resource Settings...
Settings

Move To...
Rename...
Tags & Custom Aftributes

Add Permission...
Alarms

nplates:
VMs:
ce Pools:

2

[ Suset e e o)

All vCenter Orchestrator plugin Actions  » |
& RP-Marketing

v Tags

Assigned Tag

This listis empty.
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vmware* vSphere Web Client #=

Navigator X (5 centoskms (&

4 Back Getting S... | Summa...

Km0
w 5] vcsa65-vc01.1ab.local
~ [ cluster01
(3 esxi01.1ab.local
[7\ esxi02.1ab.local
» & RP-Dev
» @ RP-Prody,
» 3E vAppO1
& vesab5-psc01 * VM Hardware
{3p vesab5-ve01

Monitor

(51 2 Virtual Machines - Migrate

"

+ 1 Select the migration type Select a compute resource

Select a cluster, host, vApp or resource pool to run the vitlual machines
B 2 Select a compute resource

3 Select networks
Filter

4 Ready to complete - —_—
Hosts | Clusters | Resource Pools | vApps

Name 1alvc
() @& RP-Dev [} vesaB5-vc01.lab.local
() & RP-Marketing (7 vcsab5-vc01.lab.local
\») © RP-Prod ) vcsaB5-vcO1.ab.local
() & RP-Sales (]] vcsab5-vc01.lab.local
i
Compatibility

@ Compatibility checks succeeded.

Back

Next

4 Objects

[ Copy ~

Cancel
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—— v ® RP-Prod

v @ RP-Marketing

(51 rp-mkt01
(51 rp-mkt02 :‘

& rp-prodo1
+ @ RP-Prod
v & RP-Marketing
(91 rp-mkt01  ——— I_l
(3 rp-mkt02 e
—— (3 rp-prod01
& rp-prod02 ———

v [J) clustero1 ——

[3 esxi01.1ab.local
[3 esxi02.1ab.local

Shares = NORMAL » @& RP-Dev

GHz = ?
Shares = HIGH
» & RP-Prod Pyl
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Name: |H ostGroup01

Type: | HostGroup
Remove
Members

[3 esxi01.lab.local
[3, esxi02lablocal
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[P clusteror . G B B % © | {SiAdtions v

=Y

Getting St.. Summary Monitor | Configure \Permissio... Hosts VMs  Datastores Networks

“ VM/Host Groups

Health and Performance = ‘ Add._ ” Edit.. Ill m”“ I

iSCSI Targets

Update M...

Name Type
ol S0 VMs Production VM Group
Configuration Assist {@ EsXi gold Host Group
Updates Eﬂ HostGroup01 Host Group I

« Configuration
General
. VM/Host Group Members
VMware EVC
ey f-lules HestGroup01 Group Members
s 0"“@” B esxi01ab.local
R R esx02lablocal
Profiles
VO Filters
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Name: [VMGrou p01

Tyoe: [ VM Group [+]

Members
& rp-prodo2
& rp-prod01

Name: IKeep Production

[/ Enable rule.
Type: | Keep Virtual Machines Together [+]
Description:

The listed Virtual Machines must be run on the same host.

Members 1la
& rp-prod01
& rp-prodo2
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[ cluster01 - Create VM/Host Rule 2] MW

Name: |VMtoHosl[]1

[v] Enable rule.

Type: [Virlual Machines to Hosts v
Keep Virtual Machines Together
Separate Virtual Machines

‘_ Virtual Machines to Hosts

Descriptia

Virtual Machines to Virtual Machines

VM group:

[ VMGroup01 v
|_ Should run on hosts in group | \
Host Group:

| HostGroup01 v

oK | [ Cancel
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Sphere DRS
vSphere Availability

Failures and Responses

Proactive HA Failures
and Responses

Admission Control
Heartbeat Datastores
Advanced Options

[w] Turn ON vSphere DRS
» DRS Automation

» Additional Options
» Power Management

» Advanced Options

Fully Automated
Manual

Partially Automated
Fully Automated

& Do you want to save a snapshot of the resource pool tree which can be used to restore it
once DRS is enabled?

You have chosen to disable DRS. Doing this removes all the resource pools in the cluster.

Yes
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vmware* vSphere Web Client fi=

[uavigator X @Powsteror G B W
AL Back Getting Started  Summary  Monit
J o l = Q «
v ) vcsab5-vc01.1ab local
i .LAB v Services
[ esxi01.1ab.local vSphere Availability
iéﬁéez‘»xlOZlabAlocal - VSAN
centos-kms
& rp-devo1 General
& rp-dev02 Disk Management
{5 rp-mkt01 Fault Domains & Stretched
b rp-mkt02 Cluster
{5 rp-prodo1 Health and Performance
rp-prod02 :
g e 8000 iSCSI Targets
p-sales
Ebvcsaﬁ&pscm iSCSl Initiator Groups
‘ {5 vesab5-vc01 Configuration Assist
{51 vesab5-vc02 Updates
il w12r2-dc01 + Configuration
5 wi12r2-senvices
‘ General
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- a :
Navigator X Qousterrt T G ™
4 Back | Getting Started  Summary

| o | @ gl [J Actions - cluster01
« [P vesab5-vc01.1ablocal | 1§ AddHost..

v [[aLAB [ Move Hosts into Cluster..
8’ cluster01 New Virtual Machine » -
(7 esxi01.1ab.log New vADp .

[ esxi02.lab.log # New Resource Pool...
{3 centos-kms p Deploy OVF Template...

£ rp-dev01

& rp-devo2 Restore Resource Pool Tree... L
@ rp-mkt01 Storage » ftched
£ rp-mkt02

& rp-prodo Host Profiles » e
£ rp-prod02 Edit Default VM Compatibility...

& rp-sales02 [Eg Assign License...

{3 vesab5-pscol

{3 vesaB5-ve0 1 Settings

(3 vesab5-vc02 Move To...

i wi2r2-dc01 Rename...

& wi2r2-senice Tags & Custom Attributes »

[961]



B cluster01 - Edit Cluster Settings

@ 7um on vspnere DRs
vSphere Availability ~ DRS Automation

Failures and Responses Automation Level

Proactive HA Failures
and Responses

Admission Control
Heartbeat Datastores
Advanced Options

Migration Threshold

Predictive DRS

_) Manual
vCenter Server will suggest migration recommendations for virtual machines.

Partially Automated
Virtual machines will be automatically placed onto hosts at power on and vCenter Server
will suggest migration r 1dations for virtual r i

=) Fully Automated
Virtual machines will be automatically placed onto hosts when powered on, and will be
automatically migrated from one host to another to optimize resource usage

Conservative Aggressive

Apply priority 1, priority 2, and priority 3 recommendations.
vCenter Server will apply recommendations that promise at least good improvements to the

clusters load balance.

[l Enable Predictive DRS

In addition to realtime metrics, DRS will respond to forecasted metrics provided by
vRealize Operations server. You must also configure Predictive DRS in a version of
vRealize Operations that supponts this feature

Virtual M Al

[v] Enable individual vitual maching automation BVels. | e

Override for individual virtual machines can be set from the VM Overrides page.

OK Cancel
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[ cluster01 - Create VM/Host Rule (2) b

Name: IKeep PROD on HostGroup01

[] Enable rule.
Type: | virtual Machines to Hosts -
Description:

Virtual machines that are members of the VM Group VMs Production must run on host
group HostGroup01.

VM group:
| VMs Production

Must run on hosts in group

Must run on hosts in group

Should run on hosts in group
Must not run on hosts in group
Should not run on hosts in group

OK H Cancel J
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[Jcusteror G B 90 % © | GhAdions v

Gefting Started Summary = Monitor | Configure Permissions Hosts VMs Datastores Metworks Update Manager

I
'¢

| Issues | Performance ‘ Tasks & Events | Profile Compliance | Resource Reservation vSphere DRS | vSphere HA | Utilization
1 1 | 1 1 1

4 DRS Faults

Recommendations

_r_j' Q Filter -
Faults
Time Reason

Target Object
History

Thursday, May 3, 2018 8:29:22 AN ¢ Could not enter maintenance mode. ﬁ esxi01.1ab.local
CPU Utilization

Memory Utilization

Network Utilization

DRS Fault Details

Fault Prevented Recommendation
€ Nohostis compatible with the virtual machine (5 Migrate w12r2-dc01 from esxi01.1ab.local to any host

f.‘ﬁ} Migrate vcsa65-psc01 from esxi01.1ab.local to any

¢ No hostis compatible with the virtual machine. host

View DRS Troubleshooting Guide

Pewsternr T B T % B | {SiAdions ~

=v
Gefting Started Summary | Monitor | Configure Permissions Hosts VMs Datastores Networks Update Manager
| Issues Performance ‘ Tasks & Events | Profile Compliance | Resource Reservation | ¥Sphere DRS | vSphere HA | Utilization
1 1 1 1 1

" Total Network Utilization - Per Host

Recommendations

Al Network Data Receive Rate - Per Host: Network Data Transmit Rate - Per Host:

au
0% 50% 100% 0% 50% 100%
History
ﬁ esxi01.l. E esxi01l.

CPU Utilization

Memory Utilization ﬂ esxi02l... ﬂ esxi02.l...

Network Utilization

© nNetwork data displayed reflects all traffic across physical network interfaces on the host.
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% cluster01 - Edit Cluster Settings 2 n

@ Tam ON vaphes DRS i
vSphere Availability
Failures and Responses

~ DRS Automation

Automation Level

Proactive HA Failures Manual : _
and Responses vCenter Server will suggest migration recommendations for virtual machines.
Admission Control Partially Automated

Virtual machines will be automatically placed onto hosts at power on and vCenter Server
Heartbeat Datastores will suggest migration recommendations for virtual machines.
Advanced Options =) Fully Automated

Virtual machines will be automatically placed onto hosts when powered on, and will be
automatically migrated from one host to another to oplimize resource usage.

Migration Threshold

Conservative Aggressive

Apply priority 1, priority 2, and priority 3 recommendations.
vCenter Server will apply recommendations that promise at least good improvements lo the
cluster's load balance

[¥] Enable Prediclive DRS |

In addition to realtime metrics, DRS will respond to forecasted metrics provided by
vRealize Operations server. You must also configure Predictive DRS in a version of
vRealize Operations that supports this feature

Predictive DRS

Virtual Machine Automation
[] Enable individual virtual machine automation levels

Owerride for individual virhial machinas can he sel from the VM Owerrides nane

Ok | Cancel

9 New Datastore Cluster ?)

L3

3 1 Name and Location Name and Location

Specify the datastore cluster name and location.
2 Storage DRS Automation

3 Storage DRS Runtime o
Settings Datastore cluster name:  DatastoreCluster01

4 Select Clusters and Hosts Location: :1 LAB

5 Select Datastores [V Turn ON Storage DRS 3

6 Ready to Complete vSphere Storage DRS enables vCenter Server to manage datasiores as an aggregate pool of storage resources.
vSphere Storage DRS also enables vCenter Server to manage the assignment of vifual machines to datastores, suggesting

placement when virtual machines are created, migrated or cloned, and migrating running virtual machines to balance load and
enforce placement rules.

Next Cancel
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&3 New Datastore Cluster

»

+ 1 Name and Location
+/ 2 Storage DRS Automation
v
Settings
4 Select Clusters and Hosts
5 Select Datastores

6 Ready to Complete

Storage DRS Runtime Settings
Setthe datastore cluster runtime settings.
/O Metric inclusion

Select this option if you want I/O metrics considered as a part of any SDRS recommendations or automated migrations in this data
store cluster

[V Enable /0 metric for SDRS recommendations @
Storage DRS thresholds

Runtime thresholds govern when Storage DRS performs or recommends migrations (based on the selected automation level).

Space threshold: ) Utilized space 50 %

— 100% (80 1%
Dictates the minimum level of consumed space for each datastore that is the threshold for action.

_) Minimum free space =
Dictates the minimum level of free space for each datastore that is the threshold for action.
v

1O latency threshold:  5ms =y——— 100ms 15 1 ms

Dictates the minimum 1/O latency for each datastore below which I/O load balancing moves are not considered.

» Advanced options Expand for advanced options

Back Next Cancel
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Chapter 06: Backup and Recover a vSphere
Deployment

Backup Appliance

Enter backup details

Specify the location details and credentials to establish connection with the server. Optionally, encrypt your backup
2 Select parts to backup

Brotoco SCP v
S Raady ko complete Locatic 192.168.10.120/backup_vcsa

Port 22
root

sesesnneee
| Encrypt Backup Data

You will need this password during restore
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Restore - Stage 2: vCenter Server Appliance with an Embedded PSC

Backup details

1 Introduction
v Enter the credentials to retrieve the backup details.

2 Backup details

Protocol SCP

Location 192.168.10.120/backup_vcsa
Port 22

User name root

Password  sesewees

Encryption password

O Next | Cancel

vCenter vSphere Data vSphere Data
Server Protection Protection Proxy
( App Agent ] \ /
Virtual ’ Virtual Virtual
Appliance Appliance Appliance
VM VM @@ VM
vSphere vSphere
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vSphere Data Protection 6.1 (powered by EMC)

vdp Switch Appliance: !vdp (v B & AiAtions @
Gefting Started Backup Restore Replication Reports [ Configuration ]
i Log | Email | & Refresh k-
Backup appliance details VDP Appliance storage summary =
Display name: vdp Capacity: 536.3 GiB
Product name: VDP Space free: 536.3 GiB
IP Address: 192.168.100.85 Deduplicated size: 0 bytes
Major Version: 6.1.8.31 000 Non-Deduplicated size: 0 bytes
Minor Version: 7.2.80.155_6.1.8.31
Status: Normal
Host: esxi01.lab.local
vCenter server vcsab5-ve01.1ab.local
VDP backup user: administrator@vsphere.local
VDP appliance time:  05/15/2018 08:40 AM
Time zone: GMT +2:00 /
Downloads ‘
Microsoft Exchange Server 64 bit Micros oft SQL Server 32 bit Micros oft SQL Server 64 bit

Micros oft SharePoint Server 64 bit

Backup window configuration

[@Bacws maintenance
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9 Take VM Snapshot for w12r2-dc01 (2)

Name VM Snapshot ]

Description Before patching

[ Snapshot the virtual machine’s memory

OK

][ Cancel ]

vmware* vSphere Web

(o | @ 8

£ [ Open Console

v [ vcsafisvc01.lab.local
v e
~ [J) cluster01
[3, esxi01.1ab.local
[3, esxi02.1ab.local
» & RP-Dev
» & RP-Prod

{5 vesaB5-psco
{5 vesab5-vc01
5 vesab5-vc02

& vOP
{i w12r2-dc01

W centos-kms

(3B Actions - centos-kms
Power
Guest 0S
Snapshots

% Migrate...
Clone
Template

Fault Tolerance

VM Policies
Compatibility

Export System Logs...

& Edit Resource Settings...
{5 Edit Settings...

Move To...

E (55 | {ShActions ~

{9 Take Snapshot..
iy Revertto Latest Snapshot
| (» Manage Snapshots

Consolidate | <

Delete All Snapshots

achine is

im.
: tis anisolated Cluster
» @anuse virtual

station

fonments, or to

8.

lines run on
lostcan run
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Welcome
Network Settings
Time Zone
VDP Credentials

» vCenter Registration
Create Storage
VDP Migration

Device Allocation

CPU and Memory

Product Improvement
Ready to Complete

Complete

vCenter Registration

Identify the hostname or IP address of your vCenter server. Also provide 3
username and password for a user that has rights to register objects with the
vCenter server.

vCenter username: | administrator@vsphe

vCenter password:

vCenter FQDN or IP: | vcsa65-vc01.1ab.local

vCenter HTTP port:
vCenter HTTPS port: | 443

(] Verify vCenter certificate.
"] Use vCenter for SSO authentication
SSOFQDN orIP: | vcsa65-psc01.lab.loca

SSOport:  |7444

Test Connection

[prevous | e |
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Welcome

Network Settings
Time Zone

VDP Credentials
vCenter Registration
Creale Storage

VDP Migration

Device Allocation

CPU and Memory

Product Improvement
Ready to Complete

Complete

Ready to Complete

Click Next to apply the changes.

[] Run performance analysis on storage configuration

Note: Depending on your storage configuration, performance analysis
can take from 30 minutes to several hours.

[] Restart the appliance if successful

VDP: Starting Storage Write Test...

L

VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDF:
VDP:

Starting VDP Add Virtual Disk to Datastore [vsanDatastore]...
Completed VDP Add Virtual Disk to Datastore [vsanDatastore].
Starting VDP Scan SCSI Host Controller for Disk...
Completed VDP Scan SCSI Host Controller for Disk.
Starting Configuring new data disk data01 on OS...
Completed Configuring new data disk data01 on OS.
Starting Configuring new data disk data02 on OS...
Completed Configuring new data disk data02 on OS.
Starting Configuring new data disk data03 on CS...
Completed Configuring new data disk data03 on OS.
Initializing storage performance test

Completed storage performance testinitialization.

Starting Storage Write Test...

| »

4]
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Navigator 4

{z} Home

4 Back

H

[J Hosts and Clusters
|&] Vs and Templates
E3 storage

€9 Networking

Content Libraries
[Z5 Global Inventory Lists

Policies and Profiles
(, Update Manager

) vSphere Data Protection ...

&%, Administration AN

v

VWV VYV VY VY VYV
—

[z] Tasks \

[7 Events

&7 Tags & Custom Aftributes

Q New Search >
[ saved Searches

v

Home |

Inventories

Hosts and

=)

Wi and

Clusters Templates

Ea

Global

=

Storage

)

VDP

Inventory Lists

Operations and Policies

o

Task Console Event Console

r§

Host Profiles

| i
!
L

WM Storage
Policies

e

Networking

i G
Customization
Specification
Manager

Content
Libraries

@Q
Update
Manager
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Navigator X vSphere Data Protection 6.1 (powered by EMC)

{Back vdp Switch Appliance: | wip [+| B &~ AlAdions @

¢} Home J Gefting Started | Backup  Restore  Replication  Repors  Configuration

[J) Hosts and Clusters vSphere Data Protection 7

@] ws and Templates vSphere Data Protection backs up Microsoft q

E storage SQL, Microsoft Exchange, and SharePoint > ] LA ¢

@ Networking Servers in addition to virtual machines. If data q
= gkl loss or corruption occurs, the previous state of

Content Libraries these servers or virtual machines, can be

[ Global Inventory Lists restored

[ Policies and Profiles Users determine when vSphere Data Protection
& Update Manager tasks are run and how long restore points are \
saved. For example, users might schedule

%) vSphere Data Prolection 6.1 (... I backups for early morning hours and the

resulting restore points might be retained for

VW |V VWV VWV VWV

&% Administration weeks, months, or years.

%] Tasks

[T Events Basic Tasks

<7 Tags & Custom Attributes ) Download Application Backup Client

&, New Search

[ Saved Searches h a e e

v v

il verify a Backup
@4 Restore Backup

© see an Overview
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vSphere Data Protection 6.1 (powered by EMC)

Switch Appliance: | vdp [+] B @& NiAtions @

vdp
Getting Started Backup Restore Replication Reports Configuration

( Backup | Backup Verification |

& Refresh 4~ Backupjobactions [ Backup now
Filter: Show All ¥
Name A State Type Last Start Time Duration Next Run Tit
Backup Dev Enabled Image Never Never 05/16/201
| »
1item

Backup job details

Name: Backup Dev
State: Enabled
Sources: 2 Show items

Qut of date: 0

Backup window configuration
<’ Maintenance

Plan
VWP 1221 2 3 4 5 6 7 & 9 101112p1 2 3 4 5§ 6 7 8 9 10 1112a
local 12a1 2 3 4 5 6 7 8 9 10 1112p1 2 3 4 5 6 7 8 9 10 1112a
uTC 0 1112a 1 2 3 4 5 6 7 &8 9 10 1112p1 2 3 4 5 6 7 8 9 10
Backup start ime: | 8:00 PM | »

Backup duration: 12 E Hour(s) Save ][ Cancel
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vSphere Data Protection 6.1 (powered by EMC)

vdp

Switch Appliance: | vdp [+ | B - AlActions

@

Getting Started Backup ] Restore Replication Reports Configuration i
[ Backup l Backup Verification } *
& Refresh &k~ Backup job actions
Filter: Show All v
Name A  State Type Last Start Time Duration Next Run Tir
Backup Dev Enabled Image Never Never 05/16/201¢

vSphere Data Protection 6.1 (powered by EMC)

vdp

Switch Appliance: | vdp [~ B @ AiAtions @

Geting Started  Backup | Restore | Replication  Reports  Configuration

& Refresh ¥ Recoverreplicated backups | %y Restore | &4 LockiUnlock % Delete {3 Clear
Filter: Show all ¥
[ < ]| {3 w12r2-sriab01 Ivl ?

(m] Name | Size(MiB) I Backup Types | LastKnownP... «
¥ %y 05/16/2018 12:47 PM > 307246 Image b
[] % 05/16/2018 12:26 PM > 30,7203 Image

K

) Consistency level not applicable '8 Application-consistent backups 8 Crash-consistent backups

i
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Restore backup

" 1 SelectBackup SetRestore Options

¥a 2 SetRestore Opfions Setthe restore options for each backup that you wantto restore.

3 Readyto Complete

k= Client:  lxsmallvm01
Backup:  05M16/2018 05:00 AM

[] Restore to original location

Mew name: Ix=smallvm01_2018516_112612_991

Desfination: | /Datacenters/LAB/cluster0 1/Smallviv [ Choose

¥ Advanced options

Datastore: | veanDatastore (2.5 TiB free) | v

[] Power On [] Reconnact MIC

Back Next

Cancel
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Configure Replication for wi12r2-dc01

1 Replication type
2 Targetsite

3 Replication server

KR GRS

4 Target location

~ 5 Replication options

' 6 Recowerysetiings

v T Readyto complete

Recovery settings
Configure recovery seltings for the virtual machine.

Recovery Point Objective (RPO)
Lower RPO times reduce potential data loss, but use more bandwidth and system resources.

5minutes ' ' ! ' ' i ' ' ' ' ' ' ' ] ' 24 hours

=y

10 minutes

Pointin ime instances

Retained replication instances are converted to snapshots during recovery. Replication of existing VM snapshots is not
supported

[¥] Enable

Keep |3 ﬂ instances per day for the last |5 H days (15 total)
Ifthe RPO period is longer than 8 hours, you might want to decrease the RPO value to allow vSphere Replication

to create the number of instances that you want to keep.

Recovery seftings validation:

Q@ \validation succeeded

Back Next Finish Cancel
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G Ix-smallvm02 ~ WF [ [ ) G | {ShActons -

=

Getting S... Summary Monitor Configure Permissi... .Snapsho...-

Datastores Networks Update ...

@ & X | gA Actions ~ Snapshot details
v [0 2018-05-2 kI

e & Edit Snapshot Name
9 Delete Snapshot Description

@® You Delete All Snapshots

Created

Disk usage

2018-05-21 12:38:18 UTC

vSphere Replication
instance created on
2018-05-21 12:38:18 UTC

Monday, May 21, 2018
2:38:18 PM

23.02 MB

Snapshot the virtual machine’s No

memory
Quiesce guest file system

Console

No
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%@ Deploy OVF Template

1 Selecttemplate
Selectname and location
Selecta resource

Review defails

Accept license agreements
Select configuration

Select storage

Select networks

CF I NG (G
@ N S A W N

-]

+ 9 Customize template

310 vSenice bindings

+" 11 Readyto complete

vSenvce bindings
Selectthe vSenvices to which the deployed OVF template should bind

vCenter Extension Installation

This appliance requires a binding to the vCenter Extension vSenvice
which allows itto register as a vCenter Extension at runtime.

Provider vCenter Extension vSendce
Binding status: -]
Validation Message: Success

Back

Next

Finish

Cancel
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‘3*0{} vSphere Replication Appliance
| Nework | _upase | system |
Securty | Suppor_|

Startup Configuration

VR

Configuration Mode: ® Configure using the embedded database
Manual configuration
Configure from an existing VRM database

Application Home | Help | Logout user root

= Actions

| Save and Restart Service

[ unregister vRMS

LookupService Address:  [vcsab5-psc01.lab.local

| Reset Embedded Database

SSO Administrator: |Administrator@vsphere.local |

Password: [RE— |

VRM Host: [192.168.100.119 || Browse... |
VRM Site Name: |Last login: Thu May 17 11:13:28 UTC 2018 on tty1

vCenter Server Address: |'UCSGB5-VC01.]8D.|OC&|

vCenter Server Port: leo

vCenter Server Admin Mail: [root@192 168.100.119

IP Address for Incoming Storage Traffic: [192.168.100.119 |

Apply Network Setting

SSL Certificate Policy

Accept only SSL certificates signed by a trusted Certificate Authority
(You must click the "Save and Restart Service’ button after changing this setting)

Install a new SSL Certificate
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B watch How-to Videos

Navigator X (;} Home
_( Back b ‘ Home |
EEC oo
) Hosts and Clusters > . >
[&] Wis and Templates > !!! @ @ g/
£ storage > Hosts and WM and Storage Networking Content
€ Networking > Clusters Templates Libraries
Content Libraries >
[74 Global Inventory Lists > E; @ -
[ Policies and Profiles > u -
Global VDP vSphere
@ Updale Mansger > Inventory Lists Replication
@) vSphere Data Protectio...
¢ vSphere Replication | < Operations and Policies
&% Administration > : _ =
v I AF (@,
| 9 @ B 4

2] Tasks D L ‘—L
[T Events Task Console Event Console W Storage Customization Update

Policies Specification Manager
¢ Tags & Custom Attribut... Manager
&, New Search 20
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("] vcsab5-ve.nolabnoparty.local 1 ta g | {SActions v

Getti.. Sum.. Monitor | Confi.. | Perm... Data.. Hosts.. VMs Data.. Netw. Linke.. Exte.. Upda..

“« OB IBEERC Q Filer :
v Settings Name Domain Name/IP Status Replications
General @p vra (Embedded) 192.168.10.119 # Connected 0
Licensing B vrs 192.168.210.119 & Connected 0

Message of the Day
Advanced Settings
Auto Deploy
vCenter HA
+ VSphere Replication
About
Target Sites
+ More
Key Management Servers

Storage Providers

[ 2items [= Export~ [[4Copy~

GQQ vSphere Replication Appliance

Application Home | Help | Logout user root

Update Status

Vendor: VMware, Inc. Actions
Appliance Name: vSphere Replicalion Appliance

Appliance ProductRID: 050561bc-f3c8-4115-bd9d-22baf1 317178 | Check Updates
Appliance Version: 6.5.1.1832 Build 6128217 ( Details... ) [ Install Updates
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QQQ vSphere Replication Appliance

Application Home | Help | Logout user root

2 Actions

I Save and Restart Service |

[ unregister vRMS

| Reset Embedded Database

Rl Network  Update | System

Getting Started eV IEIEUN  Security ] Support |

Startup Configuration

SSO Administrator: |Administrator@vsphere.local |

Password: [ ]

VRM Host: [192.168.100.119 |[ Browse... |

VRM Site Name: |Lasl login: Thu May 17 11:13:28 UTC 2018 on tty1 J

vCenter Server Address: [vwass-vcol lab.local J

vCenter Server Port: 8o ]
\

vCenter Server Admin Mail: [root@192.168.100.119

IP Address for Incoming Storage Traffic: [192.168.100.119 |

Apply Network Setting

SSL Certificate Policy

Accept only SSL certificates signed by a trusted Certificate Authority
(You must click the 'Save and Restart Service’ button after changing this setting)
Install a new SSL Certificate

Generate a self-signed certificate Generate and Install

Upload PKCS#12 (*.pfx) file Choose File | No file chosen

Upload and Install
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Con.. Per.. Dat. Hos.. | vMs | Dat..

Yl
Name
& wi2r2-ondon
{5 wi2r2-swvilo1
(p wi2r2-swo1
G w12r2-5w03
(3p w12r2-sqistd01
@ w12r2-hpe
G w12r2-drvproxy
Gp wi2r2-srviab01
(§p wi2r2-services

& w12r2-adfswap01

Gy w12r2-sw02

& vdp

& W12r2-dc01

<] 3

M .
e

m th]’amnlahs.infﬂdmlﬂnns_l_(‘mhmj_' ari

(5 Actions - 6 Virtual Machines

>

Power
Guest 0OS
Snapshots

Migrate. ..
Template

VM Policies
Compatibility

Move To...

Tags & Custom Attributes
Add Permission...

Remove from Inventory
Delete from Disk

All vCenter Orchestrator plugin Actions
All VDP 6.1 Actions

All Veeam Backup Actions

All VMware Site Recovery Actions

All vSphere Replication Actions
Update Manager

Net. Lin.. Ext. Up.
»E [B (q Filter -
’ Provisioned Space Use *
. 3053 GB 39
41.66 GB 41...
. 53411 GB 51
» 534.11 GB 52
» 13222 GB 50.
al 3411 GB 18]
» fmal 3412 GB 33
al 424 GB 42!
al 8438 GB 75.
al 32.11 GB 15,
, mal 53411 GB 51°
, Mal 1.09 TB 56:
y Mal 3411 GB 20,
: :
>
»
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vesa65-vc1.lab.local 1 tp /& | {53 Actions v
Gettin... Summ.. | Monitor | Config... Permi. Datac... Hosts... VMs Datast.. Netwo.. Linke... Exten... Updat. ..
[ lssues l Tasks & Events l System Logs I Sessions | vSphere Replicaﬁon]

“ % % T A AP 0C (o Fier )
Outgoing Replications Virtual Machine Status Source VR server Test Status
Incoming Replications F Ix-wordpr.. & OK [@ vcsaé5-vc.lab.local @ vrs
Reports [w ] Ix-i@ Reconfigure... [@ vcsab5-vc.lab.local B vra
Cloud Recovery Settings :

jy Pause
r_‘i Stop
(J» Sync Now
2, Move to..
eV .-
M 2items [« Export~ [[Copy~
Recovery - Ix-wordpress03 2 »
v Recomsyoptoms
Select the option to use during recovery.
2 Folder
3 Resource (=) Synchronize recent changes
4 Ready to complete Perform synchronization with the latest data from the source machine
Use this option ifthe source virtual machine is accessible
() Use latest available data
Skip data synchronization and use latest replication data on the target site.
Use this option ifthe source site is not available or the disks of the source virtual machine are corrupted.
© Point in time recovery
There are no retained instances.
Recovery option validation:
@ \validation succeeded
Next F Cancel
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(] vesa65-vco1.Jab.local | 1 te /8 | {GiActions v

Gettin... Summ... | Monitor l Config... Permi.. Datac.. Hosts... VMs Datast.. Netwo.. Linke.. Exten.. Updat..
[ Issues | Tasks & Events [ System Logs | Sessions ' vSphere Repllcaﬁon]

« % & ¢ (a Fiter -
QOutgoing Replications Virtual Machine Status Source VR server Test Status
Incoming Replications (7 Ix-wordpr... | 28 Recovered | [, vcsab5-vc01lab.local & vrs
Reports ? k-smallv.. @& OK ' [@ vcsabs-vcoilab.local @ vra
Cloud Recovery Settings

H 2items [5 Export~ [[5Copy~

() vesa65-vc1.Jab.local | ®3 @ /& | {S3Actions v

Getting Start... Summary ‘ Monitor | Configure Permissions Datacenters Hosts & Clus...

[ Issues | Tasks & Events | System Logs | Sessions | vSphere Replicaﬁon]

«“ = O ¢
Outgoing Replications Virtual Machine Status Source

F Ix-smallvm02. . 28 Recovered [@ vcsaés
Reports A g !

Cloud Recovery Settings

m' Stop

1
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Chapter 07: Troubleshoot a vSphere
Deployment

vCenter Server Appliance

Logout
Navigator 4] Summary
~
A f‘ Hostname: photon-machine Backup Create Support Bundle Reboot Shutdown
Le ,ﬂ Type: vCenter Server with an embedded
B Access Platform Services Controller
Product: VMware vCenter Server Appliance
£, Networking Version: 6.5.0.21000
O Time
; Update ~ Health Status ~ Single Sign-On
Overall Health @ Good Single Sign-On Domain vsphere local
% Administration Last Health Check 6/8/2018, 15:48:21 Status Running
CPU @ Good
[ Syslog Configuration Memory i@ Good
Database @ Good
CPU and Memory
. ~ Health Messages
|lJ Database
No Messages Available.
v
< >
Navigator § &5 System Configuration
4 Back Summary | Objects
System Cenfiguraton
& Nodes
Using System Configuration, you can
[l Services manage and menitor the management
stack running the vCloud Suite. The
L management stack includes nodes and the
4 senvces running in each node
Leam more aboutvCenter Server Appliance configuration
Non-vCSA nodes do not support some features such as rebooting, monitoring and configuration in System Configuration. Use their operating
systems to perform these tasks
= MNodes Health [J | = Services Health (=]
Critical [ ] Critica @ 0Services
Warming & o Warning &) 0 Services
Unknown (7 ] Unknown @ 0 senvices
Good | Good ®
Not applicable 0 Nodes Not applicable 6 Services
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Navigator

4 Back
System Configuration

X | & vCenterblab.local | &3 [

{3 Actions =

Summary Monitor Manage Rela(edonjecls‘

& Nodes Services
[ senices 3 Restart Stop B Actions ~ [ (o Fitter -
Nodes Name 1 a|Starup Type Health State o
[ Appliance Management Serv... | Automatic - Good Running
[@ Auto Deploy Automatic . Good Running
[@ Compenent Manager Automatic . Good Running
[@ Content Library Service Automatic . Good Running
(@ !mageBuilder Service Manual Not applicable Stopped (normal)
[@ License Service Automatic . Good Running
(@ Senvice Control Agent Automatic . Good Running
[@ VMware Appliance Monitorin... | Automatic . Good Running
@ VMware ESX Agent Manager Automatic . Good Running
[@ VMware HTTP Reverse Proxy | Automatic . Good Running
[@ VMware Message Bus Confi... | Disabled Mot applicable Stopped (normal)
[@ VMware PSC Health Automatic Not applicable Stopped (normal)
@ VMware Performance Charls... | Automatic . Good Running
@ VMware Postgres Automatic . Good Running
@ VMware Service Lifecycle M... | Automatic . Good Running
[@ VMware vCenter High Availa Disabled Not applicable Stopped (normal)
@ VMware vCenter Server Automatic . Good Running
@ VMware vCenter-Services Automatic . Good Running v
L 27 Objects [ Export [[5Copy~
Rl »
Badge icon Description

. \Good: The health of the object is normal

B [Warning: The object is experiencing some problem

(Critical: The object is not functioning properly or will stop functioning soon

[Unknown: No data is available for this object
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vmware*

vCenter Se Appliance | Hep~
Navigator [} Database
Summa
4 " Current Utilization
B Access
VC DB SEAT VC DB SEAT
@ Networking
Alarms 0GB
@ Time
Events 0.18 GB
VC DB SEAT
¥ Update W Tasks 0.03 GB
Stats 0.25 GB
Administration
Free space 9.23GB
Syslog Configuration Total capacity 07168
B CPU and Memory
Overall current space utilization trending Select duration: 1 day =
@Alarms @ Events  @Tasks @ Stats @SEAT @ Transaction Log @ VC Inventory
100% 100%
80% 80%
# =
5 60% T B0%
g g
£ =
£ g
Z 40% g a0
5 5
o a
20% 20%
0% 0%
07/22 18:04 07/23 00:53 07i23 18:04 07/2218:04 07/23 00:53 07/23 18:04
[ 192.168.0198 . . [| | [¥  ighActions - =~
Getting Started Summary  Monitor | Configure | Permissions VMs Resource Pools Datastores Networks  Update Manager
+ Firewall Edit 2
" dapt .
Eaysical + Incoming Connections
TCPI/IP configuration
9 + Outgoing Connections
Advanced
w Virtual Machines Senices Refresh Edit -
VM Startup/Shutdown Name Daemon
Agent VM Settings Direct Console Ul Running
Swap file location ESXi Shell Stopped
Default VM Compatibility SSH Running
- System Load-Based Teaming Daemon Running
Licansing Active Directory Service Stopped
Time Configuration NTP Daemon Stopped
o PC/SC Smart Card Daemon Stopped
Authentication Services
CIM Server Stopped
Certificate
SNMP Server Stopped
et Syslog Server Running
Advanced System Settings VMware vCenter Agent Running
System Resource Reservation X Org Server Stopped

Security Profile v

Lockdown Mode

Fait |7
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|’ “I¥ Navigator [J esx01.lab.local - Manage
~ [J Host System Hardware Licensing Packages Services Security & users
| € Refresh (@ search )
Monitor -
Name a ~ | Description ~ | Status ~ | Source ~ | Firewall rules ~
(51 Virtual Machines
H storage ocul Direct Cansole Ul [ Running Base system None
Q Networking Ibtd Load-Based Teaming Dae.. I Running Base system None
twsmd Active Directory Service Stopped Base system None
ntpd NTP Daemon I Running Base system nipClient
pescd PC/SC Smart Card Daemon Stopped Base system None
sfchd-watchdog CIM Server I Running Base system CIMHitpServer, CIMHttpsS...
13items
Troubleshoot ing Mode Options
nable ESXi Shell
Enable 5SH
Modify ESXi Shell and SSH timeouts
Modify DCUI idle timeout
Restart Management Agents
D 192.168.0.198 @ = [} [ [B3 gghActions ~ [
Getting Started  Summary = Monitor | Configure Permissions VMs Resource Pools Datastores MNetworks Update Manager
Issues | Performance | Tasks & Events | Hardware Status | Resource Resenvation | Utilization
Sensors
BIOS Manufacturer: HP, BIOS Version: P89
Alerts and wamnings  Model: ProLiant DL360 Gen9, Serial Number null, Tag 337-343533345858
System eventlog No alerts or wamings out of 85 sensors
Update Resetsensors Exportdata " Q -
enso tatu -
» ﬁ Battery & Normal
iy Baseboard Management Controller
=] Cable/Interconnect
» & Fan & Normal
v M Memory & Normal
€ Network
v & Other & Normal
[ PCI
» & Power @ Normal
[’ Processor b
‘. ] »
T 16 items | [§Copy ~
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[ 192.168.0.10 | 3 ¥a Jg | {ghactions ~

Getting St.. Summary | Moni... = Configure Permissio.. Datacenters Hosts&C.. WVMs Datastores Networks Linked v... Extensions Update M...

Issues | Tasks & Events | System Logs | Sessions
vCenter Server log [vpxd-9 log] - Export System Logs

2018-05-10T09:18:20.68572 Section for ViMware VirtualCenter, pid=12835, version=6.5.0, build=8024368, option=Release -
2018-05-10T09:18:20 8562 info vpxd[TF86163CT700] [Originator@6876 sub=vpxLro oplD=urn:vmomi:HostSystem:host-129:27bd4b4a-57cf-495-acbé- H
4bffcd00ceTc.configManager.cpuScheduler properties:02-b1] [VpxLRO] -- BEGIN Iro-414350 -- ResourceModel -- cis data provider ResourceModel.query -- 52bbeT 1b-
3cOc-afdd-7ibb-41041477bd4 1(52bb2d03-5475-5474-2202-9895285455b1)

2018-05-10T09:18:20.6692Z info vpxd[7TF861683CT7700] [Originator@6876 sub=vpxLro oplD=urmn:vmomi:HostSystem:host-129:27bd4b4a-57cf-49f5-acbé-
4bffcd00ceTc.configManager.cpuScheduler properties:02-b1] [VpxLRO] -- FINISH Iro-414350

2018-05-10T09.18:20.673Z info vpxd[7F86156AD700] [Originater@6876 sub=vpxLro oplD=urn.vmomi HostSystem host-129:27bd4b4a-57cf-4915-acb-

4bffcd00ceTc. properties 01-63] [VpxLRO] - BEGIN Iro-414351 -- ResourceModel - cis.data. provider. ResourceModel query -- 52bbe7 1b-3c9c-af4d-Tibb-

4104147 7bd41(52bb2d03-5475-5474-2202-9895285455b1)

2018-05-10T09:18:20 8742 info vpxd[7F86156ADT00] [Originater@6876 sub=vpxLro oplD=urn:vmomi HostSystem:host-129:27bd4bda-57 cf-49f5-acbB-

4bffcd00ceTc. properties 01-63) [VpxLRO] -- FINISH Iro-414351

2018-05-10T09.18:20 6882 info vpxd[7F8616850700] [Originator@B6876 sub=vpxLro oplD=dam-auto-generated. HostConfigurationViewMediator dr-
211:HostPropertyProvider: 202388:503216-1290187-ngc: 70106318-cd] [VpxLRO] -- BEGIN Iro-414353 -- imageConfigManager-129 --

vim.host ImageConfigManager queryHostimageProfile -- 52bbe71b-3c8c-afdd-Tfbb-41041477bd4 1(52bb2d03-5475-5474-2202-0895285455b1)

2018-05-10T09.18:22.1942 info vpxd[7F86171E3700] [Oniginator@6876 sub=vpxLro oplD=dam-auto-generated. ObjectPropertyFilter.dr-223:01-73] [VpxLRO] -- BEGIN
Iro-414354 -- ResourceModel -- cis.data provider ResourceModel query -- 52bbe7 1b-3c9c-afdd-7fbb-4104f477bd41(52bb2d03-5475-5474-2202-9895285455b1)
2018-05-10T09:18:22.194Z info vpxd[7F86171E3700] [Originator@6876 sub=vpxLro oplD=dam-auto-generated: ObjectPropertyFilter.dr-223:01-73] [VpxLRO] -- FINISH
Iro-414354

2018-05-10T09:18:22.3172 info vpxd[7F861552A700] [Originator@6876 sub=vpxLro oplD=dam-auto-generated: RelateditemsManager:dr-225:01-1f] [VpxLRO] -- BEGIN |+

Showing 2000 of 201245 lines [[] show line numbers | Show Next 2000 Lines | | Show Al Lines

Time spent in the ESXi storage stack is minimal.
Application For all practical purposes, KAVG=QAVG. In a
Guest 0S well-configured system, QAVG should be zero.

™

ESXi Storage

Stack If KAVG is greater than zero,
QAVG it usually means 1/0 is
Driver backed up in a device or
adapter queue.
HBA
Fabric

\W/\ /| w\ /] w /] GAVG=KAVG+DAVG

[127]



vCenterG.lab.local - Edit vCenter Server Settings

Stafistics Logging settings
Select the level of detail that vCenter Server uses for log files.
Database
Runfime setiings Logging options nfo -
User directory none
Mail errar
SNMP receivers warning
-
verbose
Timeout setfings N
trivia

Logging setfings

SSL settings

[128]



Chart options: [—Selet:t option— ‘ - ] [ Save Options As... ] Delete Cplions
Chart Metrics Timespan
CPU

*) Last
Datastore
Disk From:
Memory
Network o
Power
System

Y Chart Type Line Graph

Virtual disk

Select counters for this chart:

Countars Rollups

[[] Co-stop Summation
[] Demand Average
[] Demand-to-entitlem. Latest

[] Entitlement Latest

[ 1dle Summation
[ Latency Average
] Masx limited Summation

Always load these options at startup

Hour{s}

ms
MHz

MHz
ms

ms

Select object for this chart:

Target Objects
o

M1

[ firewall

Intemal Name
costop
demand

demandEntitieme...

entitlement
idle
latency
maxlimited

Stat Type
Delta
Absolute
Absolute
Absolute
Delta
Rate
Delta

All

Deseription 4|
Time the virlual machine is
The amount of CPU resourg
CPU resource entitiement t
CPU resources devoted by
Total time that the CPU spel
Percent of time the virtual m

N

Time the virlual machmeliglzl
]

All
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s firewall | (8 B & & | {chActions ~

Summary | Monitor | Configure Permissions Snapshots Datastores Networks Update Manager
Issues | Performance | Tasks & Events | Policies | Utilization

“ MemornyReal-ime, 28/07/2018 12:32:40 - 22/07/2018 13:32:20 Chart Op

: The graph refreshes every 20 seconds. Memory - e L=
Overview

2400000

2000000 |-

1800000

oM

1200000 [
800000

400000 - —

12:58 1:03 1:08 1:13 1:18 1:23 1:22
Time
Performance Chart Legend

K. | Object Rollu Units a ni_. A
W frewall KB 20 4 G :
W frewall Ballooned memory KB 0 0 0|C
firewall Consumed KB 20.. 20 20. -
192.168.0.198 - PuTTY = ] x
4

1D GID NAME NWLD  $USED LRUN %5YS SWAIT SVMWAIT

$RDY $IDLE % $CSTP  SMLMTD %
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O firewall | m (5 | {5)Actions ~

Summary | Momlor| Configure  Permissions Snapshots Datastores MNetworks Update Manager

I lssues | Performance | Tasks & Events | Policies | Utilization ]

“ Virtual disk/Real-ime, 22/07/2018 11:56:20 - 28/07/2018 12:56:00 Chart Options . _ --
View: | \irtual disk -
X The graph refreshes every 20 seconds. n e e
Overview
400
200
2200 [
100 |
0 BpA A AAA f“u..—“'\r"; e :'-\'._;-r".y\-.a\—._ A A AAA A A
11: 12:02 12:07 12:12 12:47 12:22 12:27 12:32 12:37
Time
Performance Chart Legend
k.. Object Measurament Rollup Units Latest Maxi.. Mini.. A
. 5Csi0:0 Read latency Average ms 0 318 0 ¢
W scsi00 Write latency Average ms G 10 o :
[} wcenteri.vmware.local - Edit vCenter Server Settings 2w
Siaiistics Statistics
Enter settings for collecting vCenter Server statistics
Database
R Enabled | Interval Duration Save For Statistics Level
User directory ™ 5 minutes 1 day Level 1
Mail ™ 30 minutes 1 week Level 1
SNMP receivers ™ 2 hours 1 month Level 1
1 day 1 year Level 1
Ports ™ 4 g
Timeout setiings Database size
Logging setings Based on the current vCenter Server inventory size, the vCenter Server database can be estimated. Enter the expected number of

hosts and virtual machines in the inventory to calculate an estimate.
SSL setings

50 % Physical hosts Estimated space required:  16.71 GB

Virtual machines

Monitor vCenter database consumption and disk partition in Appliance Management Ul 2

— ok ][ cancal ||

[131]



) stretchedCluster T [ 5 5 & | {giActons ~

Summary | Monitor | Configure Permissions Hosts VMs  Dataslores  Networks  Upsiale Manager
Issues | Performance | Tasks & Events F‘mﬁeComu-mn:e‘Resnurca Resenalion | vSAN | vSphere DRS [vSphere HA'| Ufilization

“

Ee—

= Hosts 0| | = WVirtual Machines =]
Heartbeat
Mastar asx-ing3.vmuware local | | Protacted g2
Configuration Issues
- - 7 e
Detastores under APD or Hosts connacted to master 7 Unprotected 0
PDL Hosts not connected to master 0

vSphere HA agent not reachable 0

vSphere HA agent configuration
amor

o

Hosts faled

Network isolated

Network parfifioned

vEphere HA agent initializing
Disconnected from vCenter

Standby mode

©c o o o o o o

Mantenance mode

vSphere HA agent
unconfiguration failures

=

vSphere HA Seftings

* vSphere DRS O

Balanced

Migration automation level: Fully Auto Host Load Standard Deviation

and priofity|  cyrrent 0.042
recommen

Migration thres hald: Apply priori| Target: less than or equal to 0150

FPower management automation level. Of
DR3 recommendations: 0
DRS faults: 0
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Chapter 08: Deploy and Customize ESXi

Hosts

________________________________________________ K
| Auto Deploy !
: PowerCLI |
| ‘ L |
1 I
! r—-— - - - al !
! Host Profiles . !

| . | |
| and Hostlﬁ)lroﬁle | Rules Engine Imsg:leBrglll_?er Image |
: answer files C K profiles :
! | | |
1 I
K Auto Deploy :
i server I
1 I
1 I

(web server)

Fetch of predefined image

profiles and VIBs
Host Plug-in

profile

engine

VIBs and

(3 vesab5-ve02
G wi2r2-de01
(3 wi2r2-senvices

Key Management Servers

Storage Providers

ESXi HTTP fetch of images/VIBs image profiles
host | ¢ and host profiles (gPXE boot
and update) _
public depot
Navigator X [ vcsab5vcOtlablocal fq %J &z ¥y &9 | {ghActons ~
4 Back Gefting St.. Summary Monitor | Configure | Permissi.. Datacent.. Hosts&.. VMs Datastores Networks
& a £
D = J *i 4" Auto Deploy
(%! vesa65-vc01.lab.local )
- J_‘[LAE! R iesn BIOS DHCP File Name undionly.kpxe vmw-hardwired
] G 1
~ @ dusterot e IPXE Boot URL hitps://192.168.100.55:650 Ivmwirbdramp
j esxi01.1ab.local Licensing
Q %i02 lab.local Cache Size 200GIB
esuizlaploca Message of the Day
» & RP-Dev Cache Space In-Use 7 MiB
Advanced Settings
» ©RP-Prod [ Download TFTP Boatzip |
£ centos-km
(3 vesa65-psc01 vCenter HA
(3 vesab5-ve01 e
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uto Deploy I

& Update Manager >
&2, Administration >
[£] Tasks
T Events

¢/ Tags & Custom Attribut...

C, New Search >
| Saved Searches >

1items |4 Export~

4

Navigator X 7 Auto Deploy

{ Back Gefting Started | Software Depots = Deploy Rules Deployed Hosts  Discovered Hosts

(i} Home IR P 4 Q Filte - Software Depot: Update ESXi 6.5 U2

) Hosts and Clusters >| Name Type [image Profiles | Software Packages

@ VMs and Templates b i) Update ESXi 6.5 U2 P

[ storage > Q Filter -

Q NeMDI‘Ian > Name Acceptance Level Vendor

Content Libraries > (@ ESXi-6.5.0-20180501001s-n... Partner supported Viware,

[ Global Inventory Lists > (@ ESXi-6.5.0-20180501001s-5... Partner supported VMware,
@ ESXi-6.5.0-20180502001-n0...  Partner supported Viware,

(3 Policies and Profies > @ ESX-6.5.0-20180502001-5t..  Partner supported VMware,

*
4items [ Export~ [[5Copy~

No image profile selected
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vmware* vSphere Web Client  #= U | Administrator@VSPHERE.LOCAL +

| Navigator X | [ esxiotiablocal | B 2 [} [ [ | @BhActions ¥ =
e | | ———"
7 . .
$Back | [@ Actions - esxio1 lab.local S OnT . LD 2 d[EED
|9 | @ B8 New Virtual Machine » ocal cru FREE 2,42 GHz
v [vesab5cOtiablocal | Newvapp ’ Viware ESXi 6.5.0, 5969303 G— —
v ELAB | VMware, Inc. VMware Virtual Platform
1 ) MEMORY FREE: 288.49 MB
cluster0 #@ Deploy OVF Template... ype:  Intel(R) Core(TM) iS-6200U CPU @ 2.30GHz ——————
- Bssors: 2 USED: 2.72 GB CAPACITY: 4.00 GB
[ esxi021ab.lo¢ ;or\r:edlon Wod ’ 3 STORAGE FREE: 105.66 GB
aintenance Mode s
» © RP-Dev P 3 USED: 129.84 GB CAPACITY: 235.50 GB
» ® RP-Prod Power »
{5 centos-km Certificates » Connected
{3 vesab5-psc0? 1days
G vesaB5-1c01 Storage »
(5 vesab5-vc02 | £ Add Networking...
G w12r2-dc01 E
X oj|» ¢C
B wi22-seM o profiles [ ¥s ExtractHost Profile...
[#3 Attach Host Profile... of(» ¢
&
Export System Logs ) [ a|*r T
[ >~ R
[5g Assign License... F Clus
Settings Reset Host Customizations
Move To..
Tags & Custom Attributes » r
Add Permission.
Alarms »
Remove from Inventory
All vCenter Orchestrator plugin Actions  » = D
Update Manager »
Navigator X [I5 Host Profiles
< Back Objects
¥s Host Profiles 4
+ 68 BB % | Grcons-
(@5 Host Profile Dell
Heost Profile Name 1 a|Compliant Hosts Net Compliant Hosts
[ Host Profile HPE
[#5 HostProfile Dell 0 0
Eb Host Profile IBM
[@5 HostProfile HPE 0 0
[ Host Profile SuperMicro G Host Profie 1BM o o
(@5 HostProfile SuperMicro 0 0
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[}, esxi02.1ab.local - Attach Host Profile

L1

1 Select Host profile Select Host profile

Select host profile from the list below to attach
2 Customize hosts

Profile Desaiption
[ Host Profile Dell
[@5 Host Profile HPE
[ Host Profile IBM

f‘ﬁ Host Profile SuperMicro

[[] Skip Host Customization

Next

Cancel
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New Virtual Machine

vmware* vSphere We

New vApp
I“ igator New Resource Poo - E;|@Acﬁm5v
¥ Deploy OVF Template...
u 4 Back Configure Permissions VMs
T — Connection [
v | @ 8 §
‘ Maintenance Mode »
v [5) vesaB5-ve01 1ab.local Bower y | VMware ESX 6.5.0, 5969303
hd U\B ) VMware, Inc. VMware Virtual Platform
~ [J cluster01 Certificates * | Intel(R) Core(TM) i5-6200U CPU @ 2.30GHz
[J esxi01.1ablocal Storage p & 2
H esxi02lab.local 3
» @ RP-Dev %9 Add Networking... 1
» eRP‘PTOd Add Diagnostic Partitior
|
(i centos-km Host Profiles » [i5 Extract Host Profile...
(3 vesab5-psc0 . . : 1 Attach Host Profile
Edit Default VM Compatibility '
djp vesab5-ve01 - [@5 Change Host Profile...
1 vesaB5vc02 ExportSystem Logs . f o Remedate. |
dp w12r2-dc01 Reconfigure for vSphere HA [l Detach Host Profile
12r2- i : )
& w semices @ Assign License... % Check Host Profile Compliance
Settings Reset Host Customizations
" @# ExportHost Customizations...
Move To... ) -
@ EditHost Customizations...
Tags & Custom Atiributes P | pruy
Add Permission... r

Alarms »
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[i5 Host Profile Dell - Edit Host Profile

+~ 1 Name and description

¥4 2 Edit host profile % Q Filte

View: | All | -

+ |V|& Advanced Configuration Settings
» |¥|[7] Advanced Options
» [¥][] Agent VM Configuration
» V| Configuration Files
» |¥][] DirectPath /O Configuration

System Image Cache Configuration
System Image Cache Profile Settings

User must explicitly choose the policy option

User must explicitly choose the policy option

Enable stateless caching on the host
Enable stateful installs on the host
Enable stateless caching to a USB disk on the host

Enable stateful installs to a USB disk on the host

» |¥|(7] Graphics Configuration

» [¥][] Host Profile Log Configuration
» [T Hosts file Configuration
» |¥|C7] Power System Configuration

- lt_f,{—'j System Image Cache Configuratior

tem Image Cache Configura

3 \v‘||j General System Settings
¥ |¥][i5 Networking configuration
» V] Security and Senvices
¥ [VI[i5 Storage configuration

Back Finish Cancel
" Application Tools ~ Packages
Home Share View Manage
<« v P > This PC > DVD Drive (E) COROM > vCenter-Server * Packages
~
Name Date modified Type

> o Quick access

v W ThisPC
> m Desktop
> |4 Documents

> & Downloads

» D Music

> = Pictures

> [ Videos

> #.. SYSTEM (C)

> w= DATA (D)

> () DVD Drive () CDOROM

> W Network

r@ cis-upgrade-runner.msi

H drm-apps-wine.5.0-5973321.zip
[@ kfw.msi

@ veredist_ve90_x64.exe

f@ veredist_ve90_x86.exe

r@ veredist_vc120_x64.exe

[@ VCSServiceManager.msi

[@ vmware-afd.msi

r@ VMware-Apache-Tomcat.msi
ﬂ VMware-autodeploy.msi

rﬂ vmware-cam.msi

[@ vmware-certificate.msi

[@ VMware-cis-license.msi

08/7/2017 0:11

07/7/2017 23:58
07/7/2017 23:57
07/7/2017 23:57
07/7/2017 23:57
07/7/2017 23:57
07/7/2017 23:57
07/7/2017 23:57
07/7/2017 23:57
07/7/2017 23:59
07/7/2017 23:57
07/7/2017 23:57
07/7/2017 23:57

Windows Installer ...
zZip Archive
Windows Installer ...
Application
Application
Application
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...

Windows Installer ...
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e PN T S e N AR T
4 Back J Summary | Manage | (@ Actions - Auto Deploy (vcsaf5-vc01.lab.local) l
System Configuration wesl
O SRR
& Nodes 2] LR, ==
cription Supports network-based deploy
(3 Senices [ 34 Startup Type: Manual -
Health: Not applicable Edit Startup Type...
e State: Stopped (normal) / Setings
(@ Appliance Management Senvic... © Node: ¥ veO1.sbocal
(@ Appliance Management Senvic.
I Auto Deploy (v
(@ Component Manager (vcsab5-... ~ Health Messages D| |~ Related Objects o
(@ Component Manager (vcsab5-... Node: g4 vcsaB5-vc01.lab.local

(@ Content Library Service (vcsab.. This listis empty.
(@ ImageBuilder Senvice (vcsab5-..
(@ License Senvice (vcsaf5-psco...
(@ Semvice Control Agent (vesa65-...
[ Senvice Control Agent (vcsa65-...

(@ VMware Appliance Monitoring ...

(@ VMware Appliance Monitoring ...

s Attach/Detach Hosts and Clusters...
| @ Copy Settings from Host.. ‘
& Copy Seftings to Host Profiles...
|‘ﬂﬁ Duplicate Host Profile... ‘
{4 Export Host Profile
|@ Export Host Customizations... ‘
2 Edit Host Customizations...
|§ Edit Settings... ‘

Rename...

J& Delete

Navigator X [J5 Host Profiles
4 Back I Objects |
I

+ 5T b & % G| Gacons~ (Q Filter .
{5 Host Profile Dell

Host Profile Name lcamp\inm Hosts Not Compliant Hosts Unknown State Hosts

Host Profile HPE
& [I5 HostProfile Dell n 1
@5 Host Profile 1BM [y Host Profe HPE {fig Actions - Host Profile Dell r 5
ﬁj Host Profile SuperMicro BS Host Profile IBM % Check Host Profile Compliance 0
3 Remediate...
[iis HostProfile Sup# 0

4 Objects |« Export [ Copy~
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[ Host Profile Dell - Edit Host Profile

~ 1 Name and description

2 Edit host profile

View: | All v

@

» |V|F7) Advanced Configuration Seftings
» V|2 General System Settings
» |VI[i5 Networking configuration

-

|¥|E) Security and Senvices
.lf:‘j‘ Storage configuration
[[J] NFS storage configuration

Ei Pluggable Storage Architectur

Pluggable Storage Architecture (PSA) configuration

e (PSA) configuration

» |_|[7] PSA device sharing
» | PSAclaimrule number
|_I[lis Host boot device configuration
» || PSA device setting
» |_|E] PSA device configuration

» [¥I[s iSCS! Initiator Configuration
13 1'/@3‘ Native Multi-Pathing (NMP)

|¥|Ei5 NFS user host configuration
» [¥|i5 Virual Volumes (WOL)

& LA Cathunra COAC Manfiairabian

Back Finish Cancel

[ Host Profile Dell - Edit Host Profile

+ 1 Name and description

2 Edit host profile ¢

View: | All =
Q
» [¥]E) Advanced Configuration Settings
» |V General System Settings
w ][5 Networking configuration
w |V]E5 vSwitch
» [VI[Es vSwitcho
- [ vowitch1

"

ink configuration
(¥)GEs Number of ports
iﬂ:’ Network policy Configur;
» || Virtual machine port group
» |¥][2) Host port group
» ¥][CJ Physical NIC configuration
£ vSphere Distributed Switch
] Hostwirtual NIC
» V][] NetStack Instance

[#I[5 Network Coredump Settings

Link configuration
Physical network adapters
Choose Physical NICs with the specified name -

Names ofthe NICs to attach  ymnic2, vmnic1

Beacon configuration
Fixed beacon configuration -

*Beacon Interval 1

atic

Back Finish Cancel

[140]




vmware* vSphere W

@ Actions - esxio1.1ab.local
New Virtual Machine
New vApp

=]
w (£ vcsaBS-ve01 lab.local

Deploy OVF Template...

{&-Mm-

Vs

C gure Per

Connection | VMware BSX, 650, S909203
v [FLaB Maintenance Hode , | VMware nc.VMware Vitusi Astiorm
~ {J clustern1 Inte| R) Core( TM} i5-6200U CAU @ 2 30GH:
H es lab.local Power *a: 2
&l esxiv2 lab.local Certificates » 2
» & RP-Dev 3
» @ RP-Prod Storage »
£l centos-km #3 Add Networking O
& vesabS-psco1 12 hours
£ vesaBS-ve
21 vesab5-ved2 Host Profiles 3 Extract Host Profile...
& w12r2-dco1 it Default VM (35 Attach Host Profile... 1
& w12r2-services | ration
Ezpoﬂ Syslem Lags - | |
v Pﬂ:l"iblltes
[Eg Assign License... Value
Senings | Reset Host Customizations Wa
Move To... _ )
Tags & Custom Aftributes 4 AR
[} Host Profile Dell - Edit Host Profile (2)
~ 1 Name and description View: | All - Firewall configuration
&
g 2 cathostprotie IS Q Fier Defautt blocking policy
» V][ Advanced Configuration Settings Configure a fixed default blocking policy .
v ]
» YIEQ General System Settings *Flag indicating whether (¥ Enabled
» [¥][is Networking configuration incoming traffic should be
w |V|E5 Securily and Services blocked
*Flag indicating whether [# Enabled
(V] Firewall Configuration outgoing traffic should be
blocked
» V() Ruleset Configuration
w |V]E= Security Seftings
» (][5 Authentication configuration
» [¥I[Es Passwd PAM Configuration
)G Host Acceptance Level Configur
» Vi@ Security
» [¥]C2) Senice Configuration
» VI[@s Storage configuration
Back Nex Finish Cancel
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s Host Profile Dell - Copy Settings to Host Profiles

L

1 Select settings Select settings

Select settings to copy to other host profiles
2 Select target host profiles

3 Ready t let
sl e feosee i Available | Selected (377)

View: | Al - Q

= Advanced Configuration Settings -

» |¥|[) Advanced Options

» V][] Agent VM Configuration

» |¥|[] Configuration Files

» |¥|[] DirectPath /O Configuration

» |¥|[] Graphics Configuration

» (V][] Host Profile Log Configuration
r &
» |¥|[) Power System Configuration

» |¥|[] System Image Cache Configuration

-

|¥I[2] General System Settings
|¥I[@5 Networking configuration
» |_J[7) Security and Services

I —— -

-

Next Cancel
Navigator X | [{5 Host Profiles
4 Back » Objects
Fi Host Profiles - : ;
+ 518 b & G| @acons- Q Fite -
[iis Host Profile Dell
E(L_j Host Profile Name Compliant Hosts Not Compliant Hosts Unknown State Hosts
5 Host Profile HPE
[ HostProfile Dell L0 (1] 1
5 Host Profite 1BM " Actions - Host Profile Dell
[iis Host Profile HPE 0
[@5 Host Profile SuperMicro 5 Host Profile IBM €y Check Host Profile Compliance 0
[ii5 Host Profile SuperMi¢ %‘b Remediate.. 0
[§& Attach/Detach Hosts and Clusters..
@ Copy Settings from Host...
& Copy Settings to Host Profiles.
‘Bj Duplicate Host Profile
J4 Export Host Profile
@8 Export Host Customizations.
@ EditHost Customizations.
{5 Edit Settings..
Rename
L—
“ T B
M 4 0bjects [= Export [ Copy ~
=
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Navigator X [J5 Host Profiles

4 Back J Objects j/
i’i Host Profiles n

+HGE|¥ B & % b | @acons-

[@5 Host Profile Dell

Host Profile Name Compliant Hosts Not Compliant Hosts
ii5 Host Profile HPE B Hosl Import Host Profile | | o 0

(s Host Profe 1BM [#5 Host Profile HPE 0 0
% Host Profile SuperMicro ﬁi Host Profile IBM 0 0
[F5 Host Profile SuperMicro 0 0

[Z= import Host Profile

vCenter Server: | vcsab5-vc01.1ab.local |« |

Profile location:
‘proﬁle_dell,vpl' [ Browse ]

Name:
\Host Profile Dell |

Description:

Host configuration for Dell servers

OK || cancel ||
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Navigator X [+ Host Profiles
4 Back | obiects
K& Host Profiles 4
+ O'Jr ?ﬁ @J%%W @Mions' Q Filter -
[ Host Profile Dell
Host Profile Name Compliant Hosts Not Compliant Hosts Unknown State Hosts
Host Profile HPE
& [ Host Profile Dell, n LN 1
Host Profile IBM =
(75} i [ HostProfile HPE: (5 Actions - Host Profie Del 0
[ Check Host Profile Compliance
{5 Host Profile SuperMicro {5 Host Profle 1BM ] p P
<h Remediate...
[#s HostProfile Supg 0
[B& Attach/Detach Hosts and Clusters...
[y Copy Settings from Host
4% Copy Settings to Host Profiles...
4 Duplicate Host Profile.
¥ Export Host Profile
@ Export Host Customizations...
@ EditHost Customizations...
{5 Edit Settings...
Rename...
[ Delete
4 i *
] 4 0Objects [ Export [[5Copy~
« 1 Select Host profile Customize hosts
Q Filter -
Required Property Name Path Value
No Disable the Adapt.. Storage configuration > iSCSI Initiator Configuration » Softw... [ "] Enabled -
No MAC Address Networking configuration > Host port group = iSCSI = Deter...
Yes Specify IQN for iS Storage configuration > iSCSI Initiator Configuration > Softw... |iqn.1998-01.com vmware esxi
No iSCSI Alias forthe ... Storage configuration = iSCSI Initiator Configuration = Softw...
Yes User Name Security and Services > Security Settings > Authentication c...
Yes Password Security and Services > Security Settings > Authentication c... ™
Yes Name forthis host  Networking configuration > NetStack Instance » defaultTcpi... |esxi20
Yes HostIPv4 address  Networking configuration > Host port group > vMotion > IPa... |192.168.45.20
Yes Subnet mask Networking configuration > Host port group = vMotion = IP a... |255.255.255.0
No MAC Address Networking configuration > Host port group > vMotion > Det...
Yes HostIPv4 address  Networking configuration > Host port group > iISCSI = IP ad.

Selected property name: Subnet mask
Selected property path: Networking configuration > Host port group > vMotion = IP address seftings > IPv4 address

Back Next Finish Cancel

[144 ]



E‘ Host Profile Dell
[ Host Profile HPE
@5 Host Profile IBM
[ Host Profile Superiicro

[ Host Profiles

Objects | \

+ 5P B % % 8| G@adons~ \ Q Filter =
Host Profile Name Hosts  Not Hosts | Unknown State Hosts [Last Edited

ﬁj Host Profile Dell ] 0 2 May 24, 2018 2:24 PM

ﬁj- Host Profile HPE 0 0 0 May 24, 2018 2:25 PM

[ HostProfile IBM 0 0 0 May 24, 2018 225 PM

ﬂj Host Profile SuperMicro 0 0 0 May 24, 2018 2:25 PM

»

4 Objects [= Export ([ Copy -

Navigator X
4 Back
(o |2 8 g
w [ vesab5-vc01.1ab.local
~hue
« [J clustero1

B esxi01lab.local I

[@ esxi02.1ab.local
» @ RP-Dev
» & RP-Prod
5 centos-km
(5 vesab5-psc01
(5 vesab5-ved1
& vcsab5-ve02
(5 wi2r2-dco1
3 wi2r2-senices

[ esxiotiablocal | B (. L L (3 | igpAcions -

T

Metworks  Update Manager

Gefting Started = Summary Monitor Configure Permissions VMs
S esxifi.lab.local
—
Hypervisor: VMware ESXi, 6.5.0, 5969303
3 Modet: VMware, Inc. Vidware Virtual Piatform
Processor Type: Intel(R) Core(TM) is-6200U CPU @
— 230GHz

Logical Processors: 2
NICs. 3
Virtual Machines: 3

State: Connected
Uptime: 22 hours
=N

L=

Hostis notin compliance with the attached profile.

cPU

USED: 4.46 GHz

MEMORY

USED: 3.77 GB
STORAGE

USED: 129.20 GB

FREE: 345.00 MHz

CAPACITY: 4.80 GHz

FREE: 239.49 M8

CAPACITY: 4.00 GB

FREE: 108.30 GB

CAPACITY: 235.50 GB
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~ Host Profile Compliance

Status: @ Not Compliant

Profile: 5 HostProfile Dell

Last Checked: 6/6/2018 12:43 PM

~ Standard Network Setting

~ Security Settings

o2

IPvE vmknic gateway configuration doesn’t match the specification

IPv6 vmknic gateway configuration doesn't match the specification

o1

Expected user input parameters missing. Check the host customiza...

Check Compliance Remediate HOSI__E

[F5 Host Profile HPE - Edit Host Profile

+ 1 Name and description View:

2 Edit host profile L/

Al E
Q

b [¥|C] Advanced Configuration Settings

¥ [¥][7] General System Settings

» |v|Gis Networking configuration

» ¥ Security and Services

~ |@|[5 Storage configuration

[ NFS storage configuration

™ Fg iSCSl Initiate nfiguration

-

21 Independent Hardware iSCSI Adap
» |2 Software iSCS! Initiator

[] Dependent Hardware iSCSI Adapte
,-_f,ﬁ'j Pluggable Storage Architecture (PS
(¥ Virtual SAN Configuration
|¥|(i5 NFS user host configuration
V[ Native Multi-Pathing (NMP)
|¥]s Virual Valumes (VWOL)
|V|[f5 Software FCoE Configuration

iSCSl Initiator Configuration

Back Finish Cancel
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Chapter 09: Configure and Administer

vSphere and vCenter Availability Solutions

[ cluster01 - Edit Cluster Settings

14

vSphere DRS Failure condifions and responses

vSphere Availability

Failures and Responses hostisolation, VM component protection (datastore with PDL and APD), VM and application

Proactive HAFailures [V Enable Host Monitoring @
and Responses
Admission Control » Host Failure Response Restart VMs v
Heartbeat Datastores
» Response for Host Isolation Power off and restart Vivis v
Advanced Options
» Datastore with PDL Disabled *
» Datastore with APD Disabled x
» VM Monitoring VM Monitoring Only v

You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are supported: host

OK Cancel
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[ esxio1.ab.local - Add Networking

+ 1 Select connection type
v 2 Select target device
3 Connection settings
3b IPv4 settings

4 Ready to complete

Port properties
Specify VMkernel port seftings
VMkemel port settings
Network label:
VLANID
TCPAP stack
Available services

Enabled senices:

VMkernel
None (0) v |

Default IRSL: ]

[] vmotion

[] Provisioning

El Fault Tolerance logging
[¥] Management

[] vSphere Replication

[[] vsphere Replication NFC
[Jvsan

Back Next

Cancel
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[P clusterd1 - Edit Cluster Settings

()

vSphere DRS
vSphere Awilability
Failures and Responses

Proactive HA Failures
and Responses

Admission Control

Heartbeat Datastores

Advanced Options

Admission Control

Admission control is a policy used by vSphere HA to ensure failover capacity within a cluster. Increasing the value of host failures cluster
tolerates will increase the availability constraints and capacity reserved

Host failures cluster tolerates 1 % Maximum is one less than number of hosts in cluster.

Define host failover capacity by [ Slot Policy (powered-on WMs) =

The slot size is defined as the memory and CPU resources that satisfy the reservation
requirements for any powered-on virtual machine in the cluster.
Slot size policy
(=) Cover all powered-on virtual machines
Calculate slot size based on the maximum CPU/Memory reservation and overhead of
all powered-on virtual machines.
() Fixed slot size

Specify the slot size explicitly.

WM requiring multiple slots: View Calculate
Performance degradation ViMs 100 - : ! % Percentage of performance degradation the VMs in the cluster are allowed to
tolerate a5 tolerate during a failure

0% - Raises a warning if there is insufficient failover capacity to guarantee the
same performance after VMs restart
100% - Warning is disabled
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L% cluster01 - Edit Cluster Settings

»

vSphere DRS
vSphere Awailability
Failures and Responses

Proaciive HA Failures
and Responses

Heartbeat Datastores

Advanced Options

Admission Control

Admission control is a policy used by vSphere HA to ensure failover capacity within a cluster. Increasing the value of host failures cluster
tolerates will increase the availability constraints and capacity reserved

Host failures cluster tolerates

=1 Maximum is one less than number of hosts in cluster.

Performance degradation VMs

Define host failover capacity by ‘ Cluster resource percentage =

|:| Override calculated failover capacity.

Percentage of performance degradation the VMs in the cluster are allowed to

tolerate tolerate during a failure
0% - Raises a warning if there is insufficient failover capacity to guarantee the
same performance after VMs restart.
100% - Warning is disabled.
ok || cance |
3 GHz 3 GHz 2 GHz 2 GHz 2 GHz
2GB 2GB 1GB 2GB 2GB
VM1 — VM2 — VM3 VM4 — VM5
TOTAL RESOURCE REQUIREMENTS
12 GHz, 9 GB
Host 1 Host 2 Host 3
[} ] ]
12 GHz 12 GHz 12 GHz
10 GB 9GB 9GB
TOTAL HOST RESOURCES
36 GHz, 28 GB
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[ clusterd - Edit Cluster Settings

I

vSphere DRS
vSphere Awilability
Failures and Responses

Proactive HAFailures
and Responses

Heartbeat Datastores
Advanced Options

Admission Control

Admission confrel is a policy used by vSphere HA to ensure failover capacity within a cluster. Increasing the value of host failures cluster
folerates will increase the availability constraints and capacity reserved.

Host failures cluster tolerates

Define host failover capacity by

Performance degradation VMs
tolerate

1 T Maximum is one less than number of hosts in cluster.

| Dedicated failover hosts -

Failover Hosts

esxi01.lab.local

% Percentage of performance degradation the VMs in the cluster are allowed to
tolerate during a failure

0% - Raises a warning if there is insufficient failover capacity to guarantee the
same performance after VMs restart.
100% - Waming is disabled.

0K | cancel

B |
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% clusterd1 - Edit Cluster Settings

2 "
vSphere DRS Advanced Options
vSphere Availability
YYou can set advanced options that affect the behavior of your vSphere HA cluster
Failures and Responses
Proactive HA Failures
and Responses fdd Delals
Admission Control Option Value
Hoarbeat Dalashoms das.ignoreRedundantNetWamning true
2 das.isolationAddress0 192.168.80.1
Advanced Options
das.useDefaultisolationAddress false
oK || cancel |
T} cluster01 - Edit Cluster Settings 2
vSphere DRS Heartbeat Datastores -
vSphere Availability
vSphere HAuses datastores to monitor hosts and virtual machines when management network has failed. vCenter Server selects two
Failures and Responses datastores for each hostusing the policy and datastore preferences specified below.
Proactive HA Failures Heartbeat datastore selection policy,
and Responses Automatically select datastores accessible from the host
Admission Control Use datastores only from the specified list
Eaesl Daiarices =) Use datastores from the specified list and complement automatically if needed
. Available heartbeat datastores
Advanced Options
Name Datastore Cluster Hosts Mounting Datastore
~ B ts421_lun01 (73 DatastoreCluster01 3
[0 B ts421_lun02 Eg DatastoreCluster01 3
[ | B ts421_lun03 B9 DatastoreCluster01 3
™ B sw_vsan_ds01 N/A 3
[ | B ts421_nfs01 N/A 3
[0 B VMExplorer_NFS_W12R2-HPE N/A 2
Hosts mounting selected datastore
Name
E lab-esxi01.nolabnoparty.local
@ lab-esxi03.nolabnoparty local
[@ 'ab-esxi02 nolabnoparty local
—

|| Cancel \
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b cluster0? - Edit Cluster Settings 2) M

vSphere DRS Failure conditions and responses

vSphere Awilability = s = = =
You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are supported: host,

Failures and Responses hostisolation, VM component protection (datastore with PDL and APD), VWM and application.

Proactive HA Failures [ Enable Host Monitoring @
and Responses
Admission Control » Host Failure Response | Restart WMs ‘ -
Heartbeat Datastores ) .
» Response for Host Isolation | Power off and restart Vivis ‘ >
Advanced Options '
» Datastore with PDL | Disabled | »
» Datastore with APD | Disabled ‘ - |
» VM Monitoring | vMMonitoring Only | ~
Disabled
VM Monitoring Only
WM and Application Monitoring
[ ok [ cancal
[ cluster0t - Edit Cluster Settings 2 »
vSphere DRS Failure conditions and responses

vSphere Awilability
You can configure how vSphere HAresponds to the failure conditions on this cluster. The following failure conditions are supported: host,

Failures and Responses host isolation, VM component protection (datastore with PDL and APD), VM and application.

Proactive HA Failures [¥] Enable Host Monitoring @
and Responses
Admission Control » Host Failure Response | Restart VWs | =
Heartbeat Datastores

» Response for Host Isolation | Power off and restart Vs |~
Adwanced Options

~ Datastore with POL

Datastore with PDL Allows you to configure the cluster to respond to PDL Datastore failures
Failure Response

(=) Disabled
No action will be taken to the affected VMs
) Issue events
Mo action will be taken fo the affecied VMs; evenis will be generated.
() Power off and restart Vivis

All affected VMs will be terminated and vSphere HA will attempt to restart the VMs on hosts
that still have connectivity to the datastore.

» Datastore with APD | Disabled |
Disabled

» VM Monitoring Issue events

Power off and restart Vs (consendative)
Power off and restart Vivis (aggressive)

[ ok ][ cance |
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[} clustero1 - Configure vSAN D
1 vSAN capabilities © Tumn off vSphere HA to turn on/off vSAN <]
2 Network validation
3 Claim disks Services
4 Ready to complete
[C] Deduplication and Compression @
[] Encryption €@
¢ i
KMS cluster: | K
Options:
Fault Domains and Stretched Cluster
+) Do not configure
Configure two host vSAN cluster
Configure stretched cluster
Configure fault domains
Next Cancel
% cluster01 - Edit Cluster Settings 2) B
 Turn ON vSphere DRS
IR » DRS Automation Fully Automated
Failures and Responses A o
» itional Options Expand for policies
Proactive HA Failures i i
and Responses » Power Management
Admission Control
e » Advanced Options
Heartbeat Datastores
Advanced Options
0K Cancel
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vmware* vSphere Web Client 4]

) Eammmlmﬂtjglas-

Administrator@VSPHERELOCAL ~ | Help ~

~ [laLaB
~ [ dustero

@ esxiotiavlocal
@ esxi02lab local

» & RP-Dev

» & RP-Prod
£ centos-km
5 vesab5-psc0l
Gy vesab5ve0
& vesab5ve02
G wi2r2-ac01
5 wi2r2-senices

(G Actions - vesaBS-ve01.lab local
T New Datacenter
“‘|_’| New Folder .

3 Deploy OVF Template..

|5g) Assign License 1

r HA Seftings

Gefti. | Sum.. | Monit. Confi. Perm. Data. Host. VMs Dala. Netw. Linke. Exten. Upda.

wesa65-vedi.dab.local cPU
fitual Machines: 14
: 2

FREE: 5.90 GHz

CAPACITY: 8.60 GHz
FREE: 78258 MB

USED: 1123 GB CAPACITY: 12.00 GB

STORAGE FREE: 108.18 GB

USED: 229.59 GB CAPACITY: 237,75 GB

Export System Logs.

Settings [ O | = Wersion Information EI. rrw—

X%

A | Version 650

Tags & Custom Aftributes » Build 5973321

Add Permission..

* Update Manager Compliance a
Alarms » .
Update Manager »

AI0) | New(0) Ackno..

Configure vCenter HA

2)

2 Select IP settings for

Select a deployment
configuration

4 Ready to complete

1 Select a configuration option

Select a configuration option
Select a configuration option for the vCenter HA.

Passive and Witness nodes

(=) Basic
Use this option to configure vCenter HA automatically. The vCenter HA nodes will be
automatically cloned and configured.
MNote: This requires that the vCenter Server Appliance is available in the vCenter Server inventory.

Prerequisite:
1. Create vCenter HA network.

) Advanced
Use this option to configure vCenter HA manually. The vCenter HA nodes will be manually
cloned and configured

Prerequisites:
1. Create vCenter HA network.

2. Add a second NIC to the vCenter Server Appliance, attach it to the vCenter HA network, and
configure its IP address.

For more information refer to the vSphere documentation. Click here to open article on configuring vCenter HA.

Next nist

Cancel
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Configure vCenter HA

+ 1 Selecta configuration option  S€ect a depioyment configuration
Select a deployment configuration for Passive and Witness nodes.

v Add a vCenter HA network
adapter for Active node

v 4 SelectIP settings for Active Node (vcsa65-vc01)
Passive and Witness nodes

Select a deployment Location:
configuration

] clustero1
5 Ready to complete ~
() vesab5-vc01.1ab.local

[ Infrastructure

Passive Node (vcsa65-vc01-peer)

Location:

[P clustero1

(5 vesab5-vc01.1ab.local
[ Infrastructure

Witness Node (vcsa65-vc01-witness)

Location:

I clustero1

(5] vesaB5-vc01.1ab.local
[ /Infrastructure

Networks:
€ VM Network (Management)
€3 VM Network (vCenter HA)

Networks:
6 VM Network (Management)
g VM Network (vCenter HA)

Networks:
€3 VM Network (vCenter HA)

Storage:

[ raid1_nfs_datastore01

— | Q Compatibility errors O Edit..

Storage:
3 raid1_nfs_datastore01

=t | Q¢ Compatibility errors O Edit

Storage:

[ raid1_nfs_datastore01

Back Next Cancel

(] vesa65-veo1.lab.local P B & @ | {ShAcions v

Getting Started Summary  Monitor ‘ Config ‘ F D; Hosts & Clus.. VMs Datastores Networks Linked vCent.. Extensions Update Man...
« vCenter HAis Enabled Edit... | l Initiate Failover
v Settings @ AllvCenter HA nodes are accessible and replication is enabled. Automatic failover protection is enabled. vCenter HA Monitoring
General
Licensing
Role Status vCenter HA IP Address
Message of the Da! s
> Y (& Actve ) 192.168.70.10
Advanced 3eflings 4 Passive @w 192.168.70.20
Auto Deploy & Witness . Up 192.168.70.30
vCenter HA
w More
Key Management Servers
Active Settings

Storage Providers
IP Settin... | VM Settings

~ vCenter HA network (NIC1)
IPv4 address
IPv4 subnet mask

~ Management network (NIC0)
IPv4 address
IPv4 subnet mask

|Pv4 gateway

192.168.70.10
255.255.255.0

192.168.10.40
255.255.255.0
192.168.10.1
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VCENTER SERVER APPLIANCE VCENTER SERVER APPLIANCE

(Active)

MGMT INTERFACE

(Passive)

HA INTERFACE | \:| HA INTERFACE

VCENTER HA
NETWORK

]

WITNESS
Wirtual Machine Wirtual Machine
or Physical Server or Physacal Server
Platfarm Services Platfarm Services
Contraller Contraller
Load Balancer |

yCenter Server Appliance

|Active]

vlenter Server

wCenter Server Appliance
(Pasmsive]

vienter Server

wi_enber HA network

'.{nn‘rn;!.mwr -A.pphn:n
{Witress)
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Edit vCenter HA (?)

Enable vCenter HA
Replication between the Active and Passive nodes is enabled. Automatic failover will
occur if the Active node fails while the vCenter HA cluster is in a healthy state.

() Maintenance Mode
Replication between the Active and Passive nodes is enabled but automatic failover is
disabled. The Active node continues to run normally even if the Passive and Witness
nodes are both unavailable.

() Disable vCenter HA
Both replication and autom failover are disabled. vCenter HA configuration is
preserved

(s) Remove vCenter HA
The vCenter HA configuration is removed. The current Active node continues to run
normally.

ok | [ cancel
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Chapter 10: Administer and Manage vSphere
Virtual Machines

(31 wi2r2-data - Edit Settings 2) M
| Virtual Hardware | VM Options | SDRS Rules | vApp Options |

» [ cPU - @

» MR Memory - v

» (3 Hard disk 1 30 <G8 |~

» (2 Hard disk 2 5 = (6B |«

» SCSI controller 0 LSl Logic SAS

» [ Network adapter 1 VMTraffic-ID10 | v | 4 Connected

» (@ CD/DVD drive 1 Client Device [~

» (B Video card =

&8 SATA controller 0

» 53 VMCI device

» Other Devices

- New USB Controller USB 2.0 (X

Settings | USB 2.0 I v |
USB 3.0
New device: USB Controller - Add
Compatibility: ESXi 6.5 and later (VM version 13) 0K Cancel
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(1 wi2r2-data - Edit Settings

2 »

( Virtual Hardware | VM Options | SDRS Rules | vApp Options |

| » @K Memory

| |204s %] (mB i-]
| » (2 Hard disk 1 30 % (68 |+]
| (2 Hard disk 2 s =(e8 [+]

» @, SCSI controller 0 LSI Logic SAS

» il Network adapter 1 | VMTraffic-ID10 || B Connect...
» @) CD/DVD drive 1 | Client Device |+] I Connect
» [ video card | Specify custom settings { |
£ SATA controller 0
| 4 VMCI device
1 » Other Devices
+ @ NewPCldevice | NVIDIAGRID vGPU | v ]
GPU Profile | v

oy Warning: The VM will not power on until its memory
reservation equals its memory size.

Reserve all memory

A\ Note: Some virtual machine operations are unavailable when
PCI/PCle passthrough devices are present. You cannot
suspend, migrate with vMotion, or take or restore snapshots of
such virtual machines.

New device: [ gl Shared PCI Device [+][ Ad

Compatibility: ESXi 6.5 and later (VM version 13) OK

Cancel

[160 ]



[ Iab-esxi01.nolabnoparty.local: Edit PCI Device Availability

h,\ "
All PCI1 Devices
- | @ Filter -
D Status Vendor Name Device Name ESX Name
O }g 0000:06:00.0 Unavailable ASPEED Techno... ASPEED Graphi...
O b 0000:03:00.0 Unavailable Intel Corporation 1210 Gigabit Net.. vmnic2
N h] 0000:00:02.0 Unavailable Intel Corporation HD Graphics P530
54l }g 0000:04:00.0 Available (pendi...  Intel Corporation 1210 Gigabit Net...  vmnic3
0000:04:00.0
This device is not available to VMs. It will become available after its host is rebooted.
Name 1210 Gigabit Network Connection Vendor Name Intel Corporation
Device ID 1533 Vendor ID 8086
Subdevice ID 1533 Subvendor ID 15D9
Class ID 200
Bus Location
ID 0000:04:00.0 Slot 0
Bus 4 Function NAN
ESX/ESXi Device vmnic3 (on virtual switch vSwitch1)
oK || cancel
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(41 wi2r2-services - Edit Settings (2) M
| Virual Hardware | Vi Options | SDRS Rules | vapp Options
y [ cPu L3 New Hard Disk
3\ Existing Hard Disk
» 3 Memory 2, ROM Disk me |~
» 2 Hard disk 1 | MB R4
» [ Network adapter 1 | 8l Network |~ | [ Connect..
» (®) CD/DVD drive 1 _ _ ~ | L] Connect..
(@) CD/DVD Drive |
» I8 video card & Floppy Drive |~
» i3 VMCI device
» Other Devices R Serial Port
= Parallel Port
@ HostUSB Device
USB Controller
SCSI Device
& Shared PCI Device
SCSI Controller
L NVMe Controller
ED SATA Controller
New device: | —T o — -
Compatibility: ESXi 6.5 and later (VM version 13) 0K Cancel
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vmnic4 - Edit Settings (?)

Configured speed, Duplex: | 1000 Wb, Full Duplex | v |

SR-IOV

SR-IOV is a technology that allows multiple virtual machines
to use the same PCI device as a virtual pass-through device.

Status: [ Enabled

Number of virtual functions: 8

B

& Changes will not take effect until the system is restarted.

| ok || cancel
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(51 wi2r2-services - Edit Settings

Virtual Hardware | VM Options | SDRS Rules [ vApp Options ‘
|

» | cPU

» B Memory

» & Hard disk 1

» Network adapter 1
» (®) CD/DVD drive 1

» [@ video card

» 7 VMCI device

» Other Devices

~ [ New Network

1 |~ @

4 | ~|(we v

128 = (M |~

VM Network | +| B4 Connect.
Host Device | +| [J connect..
Specify custom settings \ - \

VM Network [~

Status [¥1 Connect At Power On
Adapter Type SR-I0V passthrough -
A\ Note: Some virtual machine operations are unavailable when

SR-IOV passthrough devices are present. You cannot
suspend, migrate with vMotion, or take or restore snapshots of
such virtual machines.

Physical function 03:00.1

MAC Address 00:50:56:8¢:38:60 t v

Guest OS MTU Change | Disallow |~ ]

New device: | Network ‘v] Add
Compatibility: ESXi 6.5 and later (VM version 13) 0K Cancel

Q1
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w12r2-services - Edit Settings 2 »
. Virtual Hardware | VM Options l SDRS Rules l vApp Options |
~ [ *cpu [2 [~ @ =
Cores per Socket \ 1 |v‘ Sockets: 2
CPU Hot Plug
Resenvation ‘2 | MHz |+
Limit [Unlimited [+ (MHz [ ~]
Shares | Normal [~ -
CPUID Mask | Expose the NX/XD flag to guest | ~ | Advanced.
Hardware virtualization  [_] Expose hardware assisted virtualization to the guest @
Performance Counters
CPUMMU | Automatic |~ i ]
Virtualization
» 48 emory F e
» (2 Hard disk 1 128 =] (we |~
» [ Network adapter 1 | VM Network |~ | [+ Connect..
» (@) CD/DVD drive 1 | Host Device | +| CJ connect..
» [ video card | Specify custom settings |~ ]
» 3 VMCI device v
New device: | —— Select — |v\
Compatibility: ESXi 6.5 and later (VM version 13) 0K Gancel

[165 ]




Configuration Parameters

A Modify or add configuration parameters as needed for experimental features or as instructed by technical support.
Empty values will be removed (supported on ESXi 6.0 and later).

Name
acpi.smbiosVersion2.7
ethernetd_pciSlotNumber
hpet0.present
ide0:0.redo
ide1:0.autodetect
migrate.hostLog
migrate hostLogState
migrate.migrationid
monitor.phys_bits_used
numa.autosize.cookie

numa.autosize vcpu.maxPerVirtualNode

o —

Name:

| Q Filter -

Value

|FALSE

|32

rnQUE

FT%UE

|none

|o

43

|1ooo1

|1

|
|
|
|
|
W12r2-senvices-54d2152c hlog |
|
|
|
|
|

[has 4P mmmimnn e

Value: [ H Add |

OK ][ Cancel ]
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E wi22-dc01.vmx E3

1 .encoding = "UTF-8"

2 config.version = "8"

3 wvirtualHW.version = "13"

4 nvram = "wl2r2-dcOl.nvram"

5 pciBridge0.present = "TRUE"

6 svga.present = "TRUE"

7 pciBridged.present = "TRUE"

8§ pciBridged4.virtualDev = "pcieRootPort"

S vmci0O.present = "TRUE"
10 hpetO.present = "TRUE"
11 floppy0.present = "FALSE"

12 svga.vramSize = "B8388608"

13 memSize = "4096"

14 tools.upgrade.policy = "manual”

5 scsilO.virtualDev = "lsisasl068"

16 scsi0.pciSlotNumber = "160"

17 scsi0.present = "TRUE"

18 scsi0:0.deviceType = "scsi-hardDisk"
1% scsi0:0.fileName = "wl2r2-dc0l.vmdk"
20 scsi0:0.present = "TRUE"

21 wvmci0O.pciSlotNumber = "32"
22 ethernet0.virtualDev = "vmxnet3"

23 ethernetl.networkName = "VM Network"
24 ethernet0.addressType = "generated"
5 ethernet0.pciSlotNumber = "192"

26 ethernet0.uptCompatibility = "TRUE"
27 ethernet0.present = "TRUE"

28 displayName = "wl2r2-dc01l"

29 guest0S = "windowsB8srv-64"

30 disk.EnableUUID = "TRUE"
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Configuration Parameters (x)
/A Modify or add configuration parameters as needed for experimental features or as instructed by technical support.
Empty values will be removed (supported on ESXi 6.0 and later).
Q Filter -
Name Value
pciBridge7 virtualDev ‘pdeRoolPort =
sched.cpu.latencySensitivity \normal ‘
sched.swap.derivedName ‘lesNolumes!Sgach27-b86cd793-5847-000c295b573|'M|
softPowerOft |
svga.present ‘TRUE |
tools.guest desktop.autolock ‘FALSE |
vmci0.pciSlotNumber 33 |
vmotion checkpointFBSize 4194304 |
vmotion.checkpointSVGAPrimarySize 4194304 |
vmware.tools.internalversion \0 ]
vmware.tools.requiredversion ‘10279 |
-
Name: | Value: [ | | Add ]

[ OK ][ Cancel ]

/ New Content Library - Edit Settings

2 »

Publishing option [\ Publish this content library externally

Subscription URL https:ivcsab5-vc01.1ab.local:443/clshcspllib/6912efd5-b968-49f6-b... | Copy Link

Authentication [W] Enable user authentication for access to this content library

Password

ARRRRRAARRAR

Confirm password

ARRRRAARAAR

[ OK ][ Cancel ]J

[168 ]



vmware* vSphere Web Client LE

{a} Home Cirl+Alt+1

] Hosts and Clusters Ctrl+Alt+2
4 Back Getting () VMs and Templates Ctri+Alt+3 | Permissions Hosts VMs Datastores Networks
} g \ @ 8 e B Storage Clrl+Alt+4
| v [Zlvcsab5vcd1.lab.local € Networking Ctri+Alt+5

v [
 Woumer
[g esxio1.1ab10cal
[ esxio2.1ablocal

B Content Libraries Cir+All+6
[¥5 Global Inventory Lists Ctri+Alt+7

i Policies and Profiles

» @ RP-Dev | 2 Auto Deploy
» & RP-Prod @&, Update Manager
) centos-km 1 i

& Administration

i vesab5-psco1 O | » vSphere DRS

{3 vesab5-vc01 Hosl £] Tasks

(b vesaB5-vc02 Totd [T Events r * Cluster Consumers
i wi2r2-dc01

7 Tags & Custom Attributes
5 wi2r2-senvices evg & 129 * Related Objects

@Q New Search Datacenter  [13 LAB

* ] [ Saved Searches 0

e

* Update Manager Compliance

1| New Content Library

+ 1 Name and location Configure content library
Local libraries can be published externally and optimized for syncing over HTTP. Subscribed libraries originate from other

2 Configure content library published libraries
3 Add storage

Local content library
4 Ready to complete

(=) Subscribed content library
Subscription URL: |https:ivesab5-ve05 lab.local:443icisvesplib/S5acd7b7-e a9b-433e-bed7-e 266de59
Example: hitps://server/path/ib json

|| Enable authentication
(=) Download all library content immediately

(_) Download library content only when needed
Save storage space by storing only metadata for the items. To use a content library tem, synchronize the item or the whole library

Back Next Cancel
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() Edit Role Content library administrator (sample) 2w

Edit the role name or select check boxes to change privileges for this
role

Role name: |Content library administrator (sample)

Privilege:
~ |@ All Privileges
» || Alarms
» || AutoDeploy
» |_| Certificates
~ |@| Content Library
|V Add library item
|| Create local library
|V] Create subscribed library
|v] Delete library item
|| Delete local library
|¥] Delete subscribed library
|| Download files
|V Evict library item
|V Evict subscribed library
lmnnrt etarana

Description: All Privileges

ok | [ Cancel

=

/ SubscribedLibrary - Edit Settings 2 »

Automatic synchronization @ Enable automatic synchronization with the external content library

Subscription URL \https:lNcsaﬁS-vcm.Iab.Iocal:443/cIchspllib/553c47b7-eagb-433e-l
Authentication |:] Enable user authentication for access to this content library
Library content () Download all library contentimmediately

(=) Download library content only when needed
Save storage space by storing only metadata for the tems. To use a
content library item, synchronize the item or the whole library

OK ][ Cancel J_I
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[¢. Content Library LAB - Import Library item (?) bp

Source

Select the OVF package or other file type to import.

Source file:
URL
) Local file
Browse... | \slacko64-6.3.0.is0
Destination
Item name: slacko64-6.3.0.is0
Notes Linux Slack masterimage

Content library: [_] Content Library LAB

OK || Cancel

{::] New Content Library

1]

+~ 1 Name and location

2 Configure content library

3 Add storage

4 Ready to complete

Configure content library

Local libraries can be published externally and optimized for syncing over HTTP. Subscribed libraries originate from other
published libraries.

#) Local content library

[ Publish externally | —

Optimize for syncing over HTTP
The library cannot be used to deploy virtual machines.

[_] Enable authentication

Subscribed content library
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i/ New Content Library

2 W

+ 1 Name and location

2 Configure content library

3 Add storage

4 Ready to complete

Configure content library

Local libraries can be published externally and optimized for syncing over HTTP. Subscribed libraries originate from other
published libraries.

&/ Local content library
| Publish externally

L_| Optimize for syncing over HTTP
The library cannot be used to deploy virtual machines

| Enable authentication
Password:
Confirm password: e

Longer passwords are stronger passwords. All characters can be
used
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() Clone Role Content library administrator (sample) (?)

»

Edit the role name or select check boxes to change privileges for this

role

Role name: [Content library items administrator

Privilege:

~ @ Content Library

] Add library item
|_| Create local library

|_| Create subscribed library

|v] Delete library item

|| Delete local library

|_| Delete subscribed library

|_| Download files

|| Evictlibrary item

|_| Evict subscribed library

|| Import storage

|_| Probe subscription information
|v¥] Read storage

[_] Synclibrary item

Quner cutherrihad lihran:

Description: Content Library

oK |[ cancel
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vmware* vSphere Web Client fi=

X [ Content Libraries

Getting Started | Objects \

& Content Libraries

Create a new content library | [l Importtem... | {G Actions ~

ﬂ‘ ContentLibrary01
3 Name 1 AITy'pe Published Password Protected
:¥ SubscribedLibra
& & E? ContentLibrary01 — Llacal es No
3 SubscrivedLibrary 1 Actions - 1 Content Library | No
- [@ 'mportitem...

# Edit Settings...

Rename...
Edit Notes...
Tags »

Delete

Setup Type
Click the type of setup you prefer, then dick Next.

(® Local installation
Install Converter on this machine. Use this option to create and

() Client-Server installation (advanced)

Set up a dient-server model for Converter. Use this option to install
the server, dient or the agent on this machine.

InstallShield
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Source System

Select the source system you want to convert

Source System Source: none
Destination System

Options Select source type:
Summary

Destination: none

& Powered gn  Powered off

|Remote Windows machine ;I

Convert any powered on physical or virtual
Windows machine.,

Specify the powered on machine

1P address or name: |172.16.21.254 ]

User name:

Password:

[administrator@iab.local

View source detais...

Help Export diagnostic logs...

< Back Il Next > I

Cancel
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E Conversion

Destination System
Select a host for the new virtual machine

Source System Source: &l 172.16.21.254 [Windows 10 (64-bit)]  Destination: none
Destination System e
Destination Virtual Machine  Select destination type: |VMware Infrastructure virtual machine |

Destination Location Creates a new virtual machine for use on a VMware Infrastructure product.

Options
Summary
VMware Infrastructure server details

Server:  |172.16.20.22 =l

User name: |admnstrator@vsphere.local

Password: In:::l:lxaum

™ Use proxy mode

Heb | Export diagnostic logs... <Back || mext> |

Cancel
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Destination Location

Select the location for the new virtual machine

Source System
Destination System
Destination Virtual Machine
Destination Location
Options

Summary

Source: Bl 172.16.21.254 [Windo...

Inventory for: 172.16.20.22

Destination: ¥ w10-application on 172.16.20.22 (VMware vCent...

Total source disks size: 931,51 GB

£ a8 Datastore
= @ cluster01
g B esxi01.kb.local [un01_raids =
B es02.kb.ocal Capacity: 1.395 GB
@ RP-Dev Free: 789,34 GB
© re-prod Type: VMFS5
Block size: 1MB
Virtual machine version
Version 13~
Refresh

Help Export diagnostic logs...

< Back | Next > I

Cancel
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¥ Conversion

Options

Source System
Destination System
Destination Virtual Machine

Destination Location
Options
Summary

Set up the parameters for the conversion task

Source: &l 172.16.21.254 [Windows 10 (64-bit)]
Click on an pption below to edit it.

Destination: %I w10-application on Low (VMware vCenter Server 6.5.0)

NIC3: Veeam Virtual L...

Current settings: - ]
vDatatocopy  Edt || Data copy type: |Select volumes to copy v| Basic...
d\l?\! h "I . (30 i Source yolumes  Destination layout |
<>: 100 MB Configuration (VMX) file location: lun04_raid5 (738,28 GB)
<>:16 MB Customize the data layout for the destination machine.
<C:>: 353,74 GB " Destination layout | Size/Capacity Type/Cluster sze Destination datastore/Co.
v Devices Edit
VCPUSs: 8 (1 sockets = ) Virtuabssk1 354,29 GB > |lun04_raidS (738,28 ... »
Disk controller: SCSIL .. = W\Voume(300... [Maintan sze (450 MB) ~ block level)
Memory: 1568 - Maintain sze (100 MB) (block level)
= NICL: Veearn \."l'tualELd.t & Maintain size (16 MB) Default cluster size (block leve
NIC2: Veeam Virtual L.. =G l|Mn sze (353,74 GB)

- Services Edit _|
Total: 249 service(s)

+ Advanced opti... Edit
Synchronization: Disa...
Synchronize: N/A

Final synchronization: ..

Power on destination... ;I

Help | Export diagnostic logs...

| [Default cluster sze > ] A (fie le ;el)l —

|

Move up | Move dcﬁnl Remove dEkl Add disk |

W Ignore page file and hibemation fie
W Create optimized partition fayout

< Back | Next > I

Cancel
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®J Conversion

‘Options

Set up the parameters for the conversion task

Source System
Destination System

Destination Virtual Machine

an n n
Options
Summary

Help

Source: &l 172.16.21.254 [Windows 10 (... Destination: ¥ w10-application on Resources (VMware vCenter Serve...

Click on an gption below to edit it.

Current settings:

w Data to copy
Copy type: Volume-based
<>:100 MB
<C:>: 930,96 GB

w Devices Edit
vCPUs: 8 (1 sockets * 8 cor..
Disk controller: SCSI LSI Logi..
Memory: 15GB

¥ Networks Edit
NIC1: Veeam Virtual Lab pro...
NIC2: Veeam Virtual Lab pro...
NIC3: Veeam Virtual Lab pro..

w Services Edit
Total: 249 service(s)

v Advanced options
Synchronization: Enabled
Synchronize: Immediately
Final synchronization: Yes
Power on destination: No
Power off source: No
Instal VMware Tools: No

Edit

Edit

Export diagnostic logs...

Synchronize ] Post-conversion |

¥ Synchronize changes
# Run immediately after cloning
" Schedule

Run at: IUB;‘?;‘ZUIB 16:35:00 'I
W perform final synchronization

You cannot synchronize the source with the destination when:
- FAT volumes are selected and the source is Windows Vista or later
- resizing FAT volumes and the source is Windows XP or 2003
- shrinking NTFS volumes
- changing the cluster size
- logical sector size is not 512 bytes.

=

X

Cancel

< Back | Next > I
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¥ Conversion

Options

Set up the parameters for the conversion task

Source System
Destination System
Destination Virtual Machine

Destination Location
Options
Summary

Source: EJ 172.16.21.254 [Windows 10 (64-bit)]

Click on an pption below to edit it.

Destination: ) w10-application on Resources (VMware vCenter Server 6.5.0)

Current settings:

+ Data to copy
Copy type: Volume-based
<>: 100 MB
<C:>: 930,96 GB

w Devices
vCPUs: 8 (1 sockets = 8 cores)
Disk controller: SCSI LSI Logic SAS
Memory: 15GB

 Networks
NIC1: Veeam Virtual Lab prod_lan
NIC2: Veeam Virtual Lab prod_tan
NIC3: Veeam Virtual Lab prod_tan

 Services
Total: 249 service(s)

w & Advanced options
Synchronization: Enabled
Synchronize: Immedately
Final synchronization: Yes
Power on destination: No
Power off source: No
Install VMware Tools: No

Help | Export diagnostic logs...

Edit

Edit

Edit

Edit

-

Data copy type: |Select volumes to copy v| Basic... X

Source yolumes Destination kyout ]

Configuration (VMX) fie location: lun01_raidS (789,34 GB)
Customize the data layout for the destination machine.
Destinatio. | Size/Capacity I Type/Cluster sze | Destination datastore/Co.. I
& VItu.. 931,06 B [Thin ][uno1_rads (789,34 ... ]
=] Maintain sze (100 MB) Default cluster sze  (block level)
= C [<Type sze n GB> ~]|ake > | (block level)
Maintain sze (930,96 GB)
Min sze (353,23 GB)
<Type size in GB>
<Type size in MB>
Move up Move down | Remove disk| Add disk
I Ignore page file and hibernation fie
¥ Create optimized partition layout
< Back | Next > I Cancel
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Data copy type: |Select volumes to copy :] Basic...

Source volumes  Destination fayout |
Configuration (VMX) file location: lun04_raid5 (738,26 GB)
Customize the data lyout for the destination machine.

Destination layout | Size/Capacity Type/Clust... | Destination datastore/Copy tyl
& VirtualDisk1 931,51 Thick  +||lun04_raidS (738,26 GB) v
= \\?\Volume{300e4e17-184c49... [_ge (450 MB) v | Thick block level)
=) ...in size (100 MB) (block level)
&> _.ain size (16 MB) Default clu... (block level)
= C |... (930,96 GB) ¥ | [4KB ~| (block level)

Move up | Move dognl Remove disk| Add disk

v Ignore page file and hibernation file
[V Create optimized partition layout
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Appendix A: Understanding VMware
Certification Paths

Lk &
Data Center Virtualization » Network Virtualization » Cloud Management and Automation >
(1 =
in ransfori i for ce

Desktop and Mobility > Digital Business Transformation » Digital Workspace >

II

VCAP/VCIX
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Appendix B: VCP6.5-DCV Certification

PROFESSIONAL 6.5

DATA CENTER
VIRTUALIZATION

CERTIFICATION

VCP5.5-DCV VCP6.0-DCV VCP6.5-DCV

Old Upgrade
Path

New Bridge
Upgrade Path

r ]

COURSE FOUNDATION EXAM

VCP-DCV EXAM

ADVANCED
PROFESSIONAL
VCAP-DCV DEPLOY

]
ASSOCIATE PROFESSIONAL DESIGN EXPERT

VCA-DBT VCP-DCV VCDX-DCV

ADVANCED
PROFESSIONAL
VCAP-DCV DESIGN
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