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Preamble : Sggi;:?g:e Destination | Source MAC EtherType Data FrSag:q?.lg:ce; "
! MAC Address Address (46-1500

(7 bytes) : SFD (6 bytes) (6 bytes) (2 bytes) bytes) FCS
i (1 byte) (4 bytes)
|

Organizationally Unique Identifier (OUI) Vendor Assigned
(24 bits) (24 bits)

Administrator: Command Prompt

:\Usersh\Administrator>ipconftig

Windows IP Configuration

n Windows Server

Tunnel adapter

Media

Connect

.PacktBiz.local:




48 bits

16 bits

Global Routing Prefix Subnet ID Interface ID
64 bits 64 bits
Class Nﬁ:;;:k Subnet Mask BD:;:“Ed Subnets H::Enz:r
/8 255.0.0.0 0 1 16777214
k] 255.128.0.0 1 2 8388606
J10 255.152.0.0 2 4 4154302
J11 255.224.0.0 3 2 2057150
J12 255.240.0.0 4 16 1048574
J13 255.248.0.0 5 32 524286
J14 255.252.0.0 6 6 262142
15 255.254.0.0 7 128 131070
J16 255.255.0.0 8 256 65534
J17 255.255.128.0 9 512 32766
/18 255.255.152.0. 10 1024 16382
A J19 255.255.224.0 11 2048 8150
J20 255.255.240.0 12 4056 4054
/21 255.255.248.0 13 8152 2046
[22 255.255.252.0 14 16384 1022
/23 255.255.254.0 15 32768 510
/24 255.255.255.0 16 65536 254
/25 255.255.255.128 17 131072 126
J26 255.255.255.192 18 262144 62
J27 255.255.255.224 15 524288 30
/28 255.255.255.240 20 1048576 | 14
/29 255.255.255.248 21 2097152 6
J30 255.255.255.252 22 4154304 | 2




Class NE::::“ Subnet Mask Bm;;:md Subnets H:lj:;z:r

J16 255.255.0.0 0 0 65534
17 255.255.128.0 1 2 32760
J18 255.255.192.0. 2 4 16382
/19 255.255.224.0 3 2 190
J20 255.255.240.0 4 16 4054
J21 255.255.243.0 3 32 2045
J22 255.255.252.0 ] G 1022

B J23 255.255.254.0 7 128 510
J24 255.255.255.0 8 256 254
/25 255.255.255.128 9 512 126
J26 255.255.255.192 10 1024 02
J27 255.255.255.224 11 2048 30
/28 255.255.255.240 12 40596 14
/29 255,255.255.248 13 8152 5]
J30 235.255.255,252 14 16384 2

I
Class Ni::';:k Subnet Mask Bm;:: = Subnets H:j;izfr

f24 255.255.255.0 0 0 254
/25 255.255.255.128 1 2 126
/26 255.255.255.192 2 4 02

C f27 255.255.255.224 3 a8 30
/28 235.255.255.240 4 16 14
/29 255.255.255.248 a 32 3]
J30 2553.253.255.252 L] o4 2




48 bits

16 bits

64 bits

Global Routing Prefix

Subnet ID

Interface ID

Network ID

Host ID
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Switch#show mac-address-table
Hac Rddress Takle

Vlan Mac Address Type Ports
1 0005 .5ed4 . c3ak DYMAMIC Fal/s1
1 000€.2acs  ee32 DYMAMIC Fad/s3
1 000a.41d4 . 1c01 DYMAMIC Fal/4
1 0010.1128.59553 DYMAMIC Fal/5
1 0060 .5c2e d5ke DYMAMIC Fal/2
1 00eld.f7cc. 1413 DYMAMIC Fal/se




1A:2B:3C:4C:5B:6A

1A:2B:3C:4D:5E:6F

(@
\

Server

PC1

1A:2B:3C:3C:2B:1A

| ===

Switch

MAC Address Table

Switch Port MAC address

1

1A:2B:3C:4C:5B:6A

2

1A:2B:3C:3C:2B:1A

3

1A:2B:3C:4D:5E:6F




1A:2B:3C:4C:5B:6A

1A:2B:3C:4D:5E:6F

o
A\

Server

T

EEE—

PC1

Switch

MAC Address Table

Switch Port MAC address

1

1A:2B:3C:4C:5B:6A

[ ===l

1A:2B:3C:3C:2B:1A




192.168.1.10

1A:2B:3C:4D:5E:6F

Z
192.168.1.20 Server 192.168.1.30
1A:2B:3C:4C:5B:6A TE 1A:2B:3C:3C:2B:1A
==
Switch
PC1 PC2
Destination MAC Source Source Destination
Address MAC Address IP Address IP Address
Data FCS
1A:2B:3C:4D:5E:6F | 1A:2B:3C:4C:5B:6A | 192.168.1.20 192.168.1.10
IP Packet

Ethernet Frame




192.168.1.40

1F:2E:3D:4C:5B:6A

192.168.1.20
1A:2B:3C:4C:5B:6A

PC3

192.168.1.10

1A:2B:3C:4D:5E:6F

192.168.1.50

1F:2E:3D:4D:5F.6F

192.168.1.30
1A:2B:3C:3C:2B:1A

Multicast i , Multicast
Membership ===, Membership
Switch
PC1 pPC2
Destination MAC Source Source Destination
Address MAC Address IP Address IP Address
Data FCS

01:00:5E:00:00:FE | 1A:2B:3C:4D:5E:6F| 192.168.1.10 224.0.0.254

IP Packet

Ethernet Frame




192.168.1.40 192.168.1.10 192.168.1.50
1F:2E:3D:4C:5B:6A 1A:2B:3C:4D:5F.6F 1F:2E:3D:4D:5F:6F

PC3 PC4

192.168.1.20
1A:2B:3C:4C:5B:6A

192.168.1.30
1A:2B:3C:3C:2B:1A

Switch
PC1 pPC2
Destination MAC Source Source Destination
Address MAC Address IP Address IP Address

Data FCS

FF:FFR:FF:FF:FF:FF | 1A:2B:3C:4D:5E:6F| 192.168.1.10 194.168.1.255

IP Packet

Ethernet Frame
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PC1

0S| Reference Model
Data Application Data
Data Presentation Data
Data Session Data
TCP Data Transport Transport Data TCP
Header
Internet
1P TCP Data Protocol Network Data TCP P
Header
LLC
Ethernet f
Data Link
MAC IP TCP Data Header MAC Data TCP IP MAC
MAC P TCP | Data Bits Physical Data | TCP [ MAC
_—
|
I~ Destination Source o
g MAC MAC > 8
Preamble |2 % = Data FCS
(Thytes) 194 Address Address 23 (46-1500 bytes) (4 bytes)
[ (6 bytes) (6 bytes) o~
|

Header Payload




Source Destination
A1:B2:C3:D4:E5:F6 A2:B2:C2:D2:E2:F2

PC2

A1:B1:C1:D1:E1:F1 A3:B3:C3:D3:E3:F3

PC3 PC4

Destination MAC Address Source MAC Address Data

A1:B2:C3:D4:E5:F6 A2:B2:C2:D2:E2:F2 Encapsulated Data
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USB-to-DB-9 Rollover console cable
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2 PuTTY Configuration ? ey
Category:
=- Sfassjnn | Basic options for your F‘u:I_I'Y SEssion
+ Logging Specify the destination you warnt to connect to
[=- Terminal .
ke Senal line Speed
Bt [comt {9600 |
- Features Connection type:
= Window (JRaw () Telnet () Rlogin () 55H |(®) Sedal
ﬂppea.rance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection | |
- Colours X
Default Settings
[=- Connection fo=d
... Data Save
- Proxy
. Telnet Delete
- Rlogin
R 55H
. Cloze window on exit:
) Mways (O Mever (8 Only on clean exit
About Help Cpen Cancel
Switch Ports Model SW Version SW Image
ol 1 26 W5-C29c0-24TT 1z2.2 C29c0-LANBASE-M

Cisco IOS5 Software, C2%c0 Software (C2560-LANBASE-M), Version 12._2(25)FX,
RELERSE SOFTWARE (£cl)

Copyright (c) 1%2&-2005 by Cisco Systems, Inc.

Compiled Wed 12-0Oct-05 22:05 by pt_ team

Fress RETURN to get started!

Switch=




Router

PC2

VLAN 20

VLAN 10




Router

Trunk link
routing traffic
for VLAN10
and VLAN20

GO/1

I
[
I GO/O
I
[

FO/1

FO/2
Switch

FO/12

VLAN 10

VLAN 20

C:3>telnet 152
Trying 152 _1&8




[Connection to 192_168.1_40 closed by foreign host]

VT

File Edit

> Tera Term: Mew connection o

@ TCPAP Host: [192.168.1.40
History

Service: O Telnet

S55H version: | §SH2

(O Other

TCP portit: |22

Protocol: | |Pv4

Serial
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_-77 192.168.1.10
L7 A1:B2:C3:D4:E5:F6

f Network:
| 192.168.1.0

192.168.1.30
A1:B2:C3:D3:E2:F1

1423 €Q'€DCATY
0€'C'891T°C6T

77 192.168.2.10
P A1:B5:C4:D4:E5:F6

Switch 2
Router

Network:
192.168.2.0 ‘.‘




Network:
192.168.1.0

A1:B1:C1:D1:E1:F1

192.168.1.10

A1:B2:C3:D4:E5:F6

PC1

192.168.1.20

Switch 1

Communication segment from PC1 to PC2

Destination MAC

Source MAC

Destination IP

Source IP

A1:B1:C1:D1:E1:F1

A1:B2:C3:D4:E5:F6

192.168.1.20

192.168.1.10

Data




PC1 to router

within router

router to PC3

192.168.1.10 T

-7 192168210 ..

A1:B2:C3:D4:E5:F6 T = A1:B5:C4:D4:E5:F6 “
84 8
J & SN .
/ ga Q5 \
. L =8 g5 .
’ VoA & =N , N
: L S8 om0 \
! P2 i i
' Network: Network: |
| 192.168.1.0 192.168.2.0 |
Switch1 | Switch 2 !
| /I Router '\ ,'l
pCo Pca
Destination MAC Source MAC Destination IP Source IP Destination IP Source IP
Data
A1:B2:C3:D3:E2:F1 | A1:B2:C3:D4:E5:F6 192.168.1.30 192.168.1.30 A6:B5:C4:D4:E5:F6 | A6:B5:C4:D3:E2:F1




Internet Protocol Version 4 (TCP/1Pwd) Properties >
General

You can get IP settings assigned automatically it your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settngs.

(") Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 2.168. 2 . 10 |
Subnet mask: | 255,255 .255. 0 |
Default gateway: |02 168. 2 . 1 |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 92 168 . 2 . 0 |

Alternate DMS server: | ' ; s |

[]validate settings upon exit AR

Cancel




C:\Users\Administrator>route print

Interface List
G...89 15 6d 3c c9 &1 _._._.__. Microsoft Hyper-V Metwork Adapter #3

Active Routes:
Metwork Destination Netmask Gateway Interface Metric
0.9.8.9 192.168.2.1 192.168.2.16 271
255.0.0.0 On-link 127.9.0.1 331
255,255,255, 255 On-link 127.9.8.1 I31
255,255,255, 255 On-link 127.9.0.1 331
255.255.255.0 On-link 192.168.2.16 271
255,255,255, 255 On-link 192 .168.2.16 271
192.168.2. 255,255,255, 255 On-link 192.168.2.16 271
224.8.8. 246.68.8.8 On-link 127.9.0.1 i3l
224.8.8. 246.8.6.8 On-1link 192.168.2.16 271
255,255,255, 255,255,255, On-link 127.9.0.1
255,255,255, 255,255,255, 192.168.2.16

Persistent Routes:
Network Address

Default
Default

Active Routes:

It Metric Network Destination Gateway
331 ::1/128 On-link
felb:: /64 On-link

fe80::fc3a:98f3:88f2:f63f/128
On-link
ffoo::/8 On-link
On-link

C:\Users\Administrators_




Layer 7 = Layer 7
Layer 6 Layer 6
Layer 5 Flow of packets Layer 5
Layer 4 Layer 4
Layer 3 Layer 3 Layer 3 Layer 3
Layer 2 Layer 2 Layer 2 Layer 2 Layer 2 Layer 2
Layer 1 Layer 1 Layer 1 Layer 1 Layer 1 Layer 1

A1:B1:C1:D1:E1:F1 - - FL:E1:D1:C1:B1:AL
200.100.50.10
T T 172.16.1.1
—> & —>

\L 150.50.25.10 l,

192.168.1.1

Switch 1 Switch 2
-B2:C2:D2:E2:| F2:E2:D2:C2:B2:A2
PC1 A2:B2:C2:D2:E2:F2 Routerl Router2
PC2
Routing Table Routing Table
IP: 192.168.1.10 MAC address Table 192.168.1.1 172.16.1.1 MAC Address Table IP: 172.16.1.10
SM: 255.255.255.0 A1:B1:C1:D1:E1:F1 200.100.50.10 150.50.25.10 F1:E1:D1:C1:B1:A1 SM: 255.255.0.0
DG: 192.168.1.1 150.50.25.10 200.100.50.10 DG: 172.16.1.1
|/ frame L packet L frame |
1 1 1 1
A1:B1:C1:D1:E1:F1 - - F1:E1:D1:C1:B1:A1
200.100.50.10
192.168.1.1 T T 172.16.1.1
-« Z - «
\L 150.50.25.10 J,
Switch 1 Switch 2
.B2:C2:D2:E2:| F2:E2:D2:C2:B2:A2
pC1 A2:B2:C2:D2:E2:F2 Routerd Router2
PC2
Routing Table Routing Table
IP: 192.168.1.10 MAC address Table 192.168.1.1 172.16.1.1 MAC Address Table IP: 172.16.1.10
SM: 255.255.255.0 A1:B1:CL:DL:EL:F1 200.100.50.10 150.50.25.10 F1:E1:D1:C1:B1:A1 SM: 255.255.0.0
DG: 192.168.1.1 A2:B2:C2:D2:E2:F2 150.50.25.10 200.100.50.10 F2:E2:02:C2:B2:A2 DG: 172.16.1.1
Router 1 to Router 2 over serial link
Address Control Entertype Destination IP Source IP Trailer
Data
Ox8F 0x00 0x0800 172.16.1.10 192.168.1.10
I/ frame L packet I/ frame L
1 1 1 1
A1:B1:C1:D1:E1:F1 - F1:E1:D1:C1:B1:A1
200.100.50.10
20011 SN miess PPN
-« -«
\L 150.50.25.10 \l,
Switch 1 Switch 2
.B2:C2:D2:E2:| F2:E2:D2:C2:B2:A2
pCL A2:B2:C2:D2:E2:F2 Routerl Router2
PC2
Routing Table Routing Table
IP: 192.168.1.10 MAC address Table 192.168.1.1 172.16.1.1 MAC Address Table IP: 172.16.1.10
SM: 255.255.255.0 A1:B1:C1:D1:EL:F1 200.100.50.10 150.50.25.10 F1:E1:D1:C1:BL1:A1 SM: 255.255.0.0
DG: 192.168.1.1 A2:B2:C2:D2:E2:F2 150.50.25.10 200.100.50.10 F2:E2:D2:C2:B2:A2 DG: 172.16.1.1

Router 2 to PC2

Destination MAC Source MAC Destination IP Source IP

Data Trailer
F1:E1:D1:C1:B1:A1 | F2:E2:D2:C2:B2:A2 172.16.1.10 192.168.1.10




N 8 &

PC Router1l Internet

BB B

Routerl Router2 PC

Q .I -/ Rouers
Routerl Router2 \i

Router4

Router5 Router6

Bt Srsrins




l!(ml” |




Random Access Memory (RAM) / Dynamic RAM (DRAM)

10S Running-Configuration
A A
¢1900-universalk9- Startup-Configuration

mz.SPA.151-1.M4.bin

Flash Memory Non-Volatile RAM (NVRAM)

SPlzen
SPl#show ip route
Codes: L — local, C - connected, 5 — static, R — RIP, M — mobile, B — BGP
D - EIGRP, EX - EIGRP extermnal, ¢ - O5PF, IL - OS5PF inter area
N1 - OS5PF NS5R external type 1, N2 - O5PF N55R external type 2
El - O5PF external type 1, EZ - OS5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 level-l, Lz — I5-I5 lewel-2, ia — I5-I5 inter area
* — candidate default, U - per-user static route, o - QDR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/1€ is subnetted, 1 subnets

5 10.10.0.0/f16 [1/0] wia 203.0.113.2

203.0.113.0/24 is wariably subnetted, 5 subnets, 2 masks
c 203.0.113.0/30 is directly connected, GigabitEthernet0/0
L 203.0.113.1/32 is directly connected, GigabitEthernet0/0
5 2032.0.113_4/30 [1/0] wia 203.0.113.10
c 203.0.113.8/30 is directly connected, GigabitEthernet0O/1
L 203.0.113.5/32 is directly connected, GigabitEthernet0O/1
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Cisco 2800 5eris:

e Sl R . e SR

% PuTTY Configuration ? X

Categony:
= Sgssjun | Basic options for your PuTTY session |

“ Logging Specify the destination you want to connect to

=N Tern:’;::mard Serial line e
g |coM1 Jjse00 |

- Features Connection type:
= Window (Raw (O Telnet (O Rlogin () 55H | (®) Serial
- Appearance
- Behaviour
- Translation
- Selection | |
- Colours X

Default Settings
[=- Connection kg
.. Data T

- Proxy
- Telnet Delete

Load, save or delete a stored session

Saved Sessions

- Rlogin
- 55H
- Seial

Close window on exit:
() Aways  (JMNever  (®) Only on clean exit

About Help Open Cancel




Cisco CISCOZS501/ES (rewvisiom 1.0) with 4%1520E/32762E bytes of memory.
Processor board ID FTH152400ES

2 Gigabkit Ethernet interfaces

DRAM configuration is &4 bits wide with parity disabled.

255E bytes of non-volatile configuration memory.

2459256K bytes of ATA System CompactFlash 0 (Read/Write)

——— System Configuration Dialog ——-

Would you like to enter the imnitial configuration dialog? [yes/nol: n

Press RETUBN to get started!

Houter>




Router#show version

Cisco IQ0S Software, C2500 Software (C2300-UNIVERSALES-M), Versiom 15.1(4)M4, RELEASE SOFTHWARE
Technical Suppeort: http://www.cisco.com/techsupport

Copyright (o) 158€-2012 by Cisco Systems, Inc.

Compiled Thurs 5-Jan-12 15:41 by pt_team

ROM: System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWRRE (fcl)
cisco2%ll uptime is 19 seconds

System returned to ROM by power—on

System image file is "flash0:c2300-universalkS-mz . SPA.151-1.H4.bin"
Last reload type: Normal Reload

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Deliwvery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.5. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.5. and local laws, return this product immediately.

L summary of U.5. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco. com.

Cisco CISCOZ25911/ES (rewvision 1.0) with 431520E/327&8K bytes of memory.
Processor board ID FTX152400ES

3 Gigabit Ethernet interfaces

DR2ZM configuration is €4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

24535¢6K bytes of ATA System CompactFlash 0 (Read/Write)

License Info:

License UDI:

0 CISCC2511/ES FTX15247VIV

Technology Package License Information for Module:'c2800°7

Technology Technology-package Technology-package
Current Type Next reboot

ipkbase ipkaseks Permansnt ipbaseks

security Hone Hone Hone

uc Hone None None

data Hone None None

Configuration register is 0x2102

{fc2)




Router

PC4

PC3

VLAN20

VLAN10




Router

pPC4

routing traffic
for VLAN 10

x
=
x
c
2
T

PC3

VLAN20

VLAN10




Chapter 7: Network Services and
Maintenance

¥ Trtpd6d by Ph. Jounin - O x
Current Directony |D:'xF'r|:|gram FileshTitpdE4 ﬂ Erowse |
Server interfaces |'|2F".EI.EI.'I Cofbware Loophack Interface 1 j Sk Dir |
Tftp Server ] Thp Client ] DHCF SEWEII Syelog server | Log viewer ]
bewt fram date
Clear | Copy
About | Settingz Help




Internet

NTP server

Switch 1

PC3 Syslog server
Boutergshow file systems
File Systems:
Size (b} Free (bl Type Flags Prefixes
[~ 255744000 221856413 disk rw f£flashO: flash:§
Z26213€ 255005 NV Eam I'W NVELam:
Routerfdir
Directory of flashO:/
3 -—rw- 3355178 <no dater | c28900-universalkS-m=.5Ph_151-4 M4 bin
2 —rw- 28282 <no dater sigdef-category.xml
1 —rw- 227537 <no date> sigdef-default.xml

255744000 bytes total (22125%c413 bytes free)




W COMT - Tera Term VT — O *
Eile Edit Setup Control Window Help

nyram: ./~

1378 startup—config
S private—config
1378 underlying—config
4 rf_cold_starts
a if Index—table
27 perzistent—data

—Pu— 2945 cump_inventory

bytes total (483941 hytes freed

Switchfshow file systems
File Systems:

Size (k) Free (k) Type Flags Prefixes
ke E€401€384 55058373 flash rw flash:
EELE 235580 NV ram W nvram:
Switchidir
Directory of flash:/
3 -—-rw- 8Ec2152 <no dater |c35ED—advipservicesk9—mz.lEE—S?.SEl.bin
2 -—rw- 28282 <no date* sigdef-category.xml
1 —rw 227537 <no date> sigdef-default_zml
4016324 bytes total (550528373 bytes free)




OCOMT - Tera Term VT

File  Edit Setup Ceontrol

o administrative’
Duplicate session Alt+D 13 19:52:30.983:
iztratively douwn

Cygwin connection Al+G 13 19:52:31.875%:

Mew connection...

tB-8, changed =st:
13 19:52:33.251:

L 13 19:52:43.483:
- - o [08 Softuare, :
Hammentintog: SE SOFTWARE (fcl

| Tera Term: Leg

Savein: | I Desktop v| (€ Y £ -

(A COnelrive

;2; Bekim Dauti
[jtﬁ This PC

File name: |teraterrn.|-:ug| | I Save
Save as type: A7) w Cancel
Help
Option
[IBinary Append Flain text
[ ]Hide dialeg [ ]indude screen buffer

[ ] Timestamp Local Time w




7] Tera Term: Leg

Filename:

Fullpath:

eraterm.log

C:AUsers\bekimdauti\Desktoplte

Bytes transferred:

Close

Pause

Help

1649




j teraterm - MNotepad

File Edit Format View Help

keruice timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname R1

!

boot-start-marker

boot-end-marker

!

!

enable secret 5 $1$pB88%nStcYucQfllUtNgdvFCgBB
!

no aaa new-model

!

!

dotll syslog

ip source-route

!

ip cef

!

no ip domain lookup
no ipvée cef

€




Mew connection...
Duplicate session

Cygwin connection

Lag...

Comment to Log...
View Log

Show Log dialeg...
Send file...

Transfer

OCOMT - Tera Term VT

Eile
Alt+M
Alt+D
Alt+G

Edit Setup Control

13 19:=52:-38_88"
0 administrative
13 19:=52:308._.98:
istratively dowr
13 19:=52:-31_8"C
tB-H,. changed st
13 19:=52:-33_251
13 12:52:-43_48:
o 105 Software.

SE S0FTUWARE <fci
nical Support: }
right <c» 1786—:
iled Thu 24-Mar-
13 17:52:43_48°
old start
13 19:52:43_56:

Al k=

4| Tera Term: Send file

Look in: | B Desktop

R1-config-backup

File name:

Files of type: [ All*.%)

Option

[ 1Binary

St | @ ? © m -
| R1config-backup | | Qpen
w Cancel
Help




T Tera Terrm: Send file —

Filename: |RUEEI0iEETRIiRE

Fullpath: CAUsers\bekimdautiiDesktop\R1
Bytes transferred: GO0 [42.725]
Elapsed time: 0:00

Close

Pause Help

S COMI - Tera Term VT
File Edit Setup Control Window Help

Rificopy running—config tftp:
Addrezs or name of remote host [
Destination filename [rl-confgl?

17 192.168.1.18




& Trtpd6d by Ph. Jounin — O ht

Current Directany IE:"-.T FTP ;I Browse |
e s Titpd6d: directory . Dir

Trtp

—— |rl-confg 413281313
| (8

cay | e |

<
About | Settings I Help
I = | TFTP
Home Share Wiew
“« v » This PC » Shenimet (E) » TFTP
Mame

5 Cuick access
B Desktop » D r1-confg

; Downloads -




W COMT - Tera Term VT — O *
Eile Edit Setup Control Window Help

#
pr 13 20:45:53 5683 : =8¥S5-5—CONFIG_I: Configured from tftp:- 7192 _168.1_18-Route
G £i

txt by console

CONSOLE

TN ey ° s - -




W COMT - Tera Term VT = O >
Eile Edit Setup Control Window Help

pr 13 21:01:12_.567: »USB_HOST_STACK-6-USB_DEVICE_CONNECTED: A Full speed USB devic
kas heen inserted in port B.

pi 13 21:81:13.191:- «xUSBFLASH-5-CHANGE: ushflazhB hasz heen inserted?
14

4 COMT - Tera Term VT = O >

File Edit Setup Control Window Help
File Systems:

Free{h) Tupe Flags Prefixes
opague P archive
opague Py system:
opague ry tmpsys:
opague ru null:

network P tftp:
128094208 57663488 disk ru flash:#
491512 483978 nuram ru nuram:
- opague wo syslog:
opague ru xmodem:
opague ru ynmodem:
network P rop:
network ru pram:
network ru http:
network P ftp:
network ry sCp:
opague PO tap:
network P https:

= opagque ro cng:
20892583552 2002485248 wushflash Py uszhf lagh@:




Y COM1 - Tera Term VT
Eile Edit Setup Control Window Help

1#ficopy running—config wushflazh@:
Destination filename [running—configl?

Rl—running—config—backup.txt
1313 bytes copied in B_.924 secs (1421 hytes-sec)

T COMI - Tera Term VT
File Edit Setup Control Window Help

1# dir ushf lash@:
Directory of uwushflashB@:~

4 —ru- 1213 Apr 13 2018 21:82:32 +08:88

83%583552 bytes total (2882452480 bytes freed

Rl—r»unning—config—hackup.txt




| R1-running-cenfig-backup - Notepad — O ey

File Edit Format Wiew Help

keruice timestamps debug datetime msecservice timestamps log
datetime msecservice password-encryption!hostname R1l!boot-
start-markerboot-end-marker!!enable secret 5 $1%81Iy
EMLK9CYF7112rlvbuVe2stBino aaa new-model!!dotll syslogip

source-routelip cef!!!lno ip domain loockupno ipvée cef!
multilink bundle-name authenticated!!!!!voice-card B!11111!
crypto pki token default removal timecut @!!!!llicense udi

pid CISCO3845-MB sn FOC11@58UK8!redundancy!!! 1111111
interface GigabitEthernet8/8 ip address 192.168.1.1
255.255.255.8 no shutdown duplex auto speed auto media-type
rjd5!interface GigabitEthernet@/1 no ip address shutdown
duplex auto speed auto media-type rjd5!interface
5erizl@/8/® no ip address shutdown no fair-gueue clock rate
2000000!interface 5erial®/1/0 no ip address shutdown clock
rate 2008008!ip forward-protocol ndno ip http serwverno ip

line con @ password 7 @1188F175884 logging synchronous
loginline aux @line vty @ 4 password 7 828752188580 login
transport input all!scheduler allocate 2806808 1888end




4 COM1 - Tera Term VT
Eile Edit Setup Control Window Help

1#ticopy wushflashB:Rl-—running—config—backup_txt running—config
Destination filename [running—configl?
237 bytes copied in B.124 secs (9976 hytes/sec)

®

64NMB

R

16-2647-02




T COMI - Tera Term VT -
Eile Edit Setup Control Window Help

Bysztem Bootstrap. Uersion 12.3(11r»>T2. RELEASE SOFTWARE <(fci>

echnical Support: http:/s/www.cisco.comstechsupport
opyright <c> 2885% by cisco Systems,. Inc.

Bystem Bootstrap. Uersion 12_4¢13»>T. RELEASE SOFTUWARE <fcl>

echnical Support: http:/swwuw.cisco.comnstechsupport
opyright <{c» 2886 by cisco Systems, Inc.

otal memory size = 256 MB — DIMMA = 256 MB. DIM1 = @ MB
3845 platform with 262144 Kbytes of main memory
ain memory is configured to Y2-8¢dimm B-1> bit mode with ECC enabled

pgrade ROMMON initialized
rommon 1




T COMI - Tera Term VT

File Edit Setup Centrol
prommon 1 > 7

rommon 2 >

Window Help

set and display aliases command

hoot up an external process
sets/showsclear the breakpoint
configuration register utili

continue executlng a ; e

display the context of a loaded image
dizplay contents of motherhoard cookie PROM in hex
lizt the device tabhle

list files in file system

dizassemble instruction stream

serial download a program module

print out a selected stack frame
monitor builtin command help

monitor command history

enable Smart—-Init for I0 mem

set [0 memory percent

main memory information

repeat a monitor command

system reset

Select ROMMON

display the monitor variables

display currently selected ROM monitor
produce a stack trace

write monitor environment to NURAM
print out info from last system return
tftp image download

unszet an alias

unszet a monitor variable

x/ymodem image download




T COM1 - Tera Term VT — O >
Eile Edit Setup Control Window Help

rommon 2 > confreg Bx2142

ou must reset or power cycle fFor new config to take effect
rommon 3 »> reset

Byztem Bootstrap,. Uersion 12.3{11r»>T2,. RELEASE SOFTWARE (fci>
echnical Support: http: swww.cisco.comnstechsupport
opyright <c» 2885% by cisco Systems, Inc.

Bystem Bootstrap. Uersion 12_4¢13»>T. RELEASE SOFTUWARE <fcil>

echnical Support: http:/swww.cisco.comstechsupport
opyright <{c>» 2886 by cisco Systems, Inc.

otal memory size = 256 MB — DIMMA = 256 MB. DIMM1i = 8 MB
3845 platform with 262144 Kbytes of main memory
ain memory is configured to Y2-8¢dimm B-1> bit mode with ECC enabled

pgrade ROMMOM initialized
program load complete. entry point: BxBABBLFOBHE,. size: Bxch4d
program load complete,. entry point: BxB00OfAAA, size: Bxch4d

W COMT1 - Tera Term VT — O x
File Edit Setup Contrel Window Help

c2900-uniwversalk®9-m2z.SPA.151-1.M2434.bin




W COMT - Tera Term VT — O *
Eile Edit Setup Control Window Help

1#ping 192.168.1.18
Ype escape sequence to abort.

14t
if#tzhow flash:
— ——1length datetime ath
TR422280 Dec 28 2017 17:-49:44 +BE AA c3B845-adventerprisek?-—nz.151—4_M_hin
76 Oct 10 2817 14:39:36 +80:80 System Uolume InformationsIndexerlUolumeGu

s availahle (78438728 bytes used>

e*‘tlnatlun filename [-::3845—acluenterpr1fek9 mg
ey I




% Trtpd6d by Ph. Jounin

- g pod

About Settingz

Current Directary i j Browse
Serverinterfaces  |152.168.1.10 Qualcomm Atheros ARE132 PCIE Fz v | Show Dir
Titp Server l Thtp Client ] DHCP zerver ] Spzlog zerver ] Log wiewer ]
pEET file: gtart time | progress bytes total | timeo...
1392168.1.1:6371E .c3045-adventer.. 233432 100% 70422280 70422280 0
Help




W COMT - Tera Term VT — O *
Eile Edit Setup Control Window Help

14
1#tping 192.168.1.18
ype escape sequence to abort.

datestime path
70422280 Dec 28 2017 17:49:44 +@A:88 c3B45-adventerprizek?-—mnz.151-4_M_hin
76 Oct 18 2817 14:39:36 +80:88 System Uolume InformationsIndexerlUolumeGu

s available (78438728 hytes used?




W COMT - Tera Term VT = O >
Eile Edit Setup Control Window Help

1#ishow flash:
datestime P
70422280 Apr 13 2018 21:54:44 +00:88 c3B45-adventerprisek?-—m=z.151-4.M_bin
76 Oct 18 2817 14:37:36 +80:88 System Uolume InformationsIndexerlUolumeGu

availabhle <78438728 hytes used?

22:80:82.807: x8¥YS5-5-CONFIG_I: Configured from console by console
ru

running—config st

running—config startup—config

pr 13 22:81:84.247: #«8¥Y5-5-RELOAD: Reload requested by console. Reload Reason: Rel
pad Command.[]




Chapter 8: Network Troubleshooting

CD2fshow interface gigabitEthernet 0/1 status
Port Hame Status Vlan Cuplex | Speed Type
Gigd/s1 connected 1a auto auto 10/100BaseTX

CD2#show cdp neighbors detail

Device ID: Rcc3

Entry address(es):

Platform: cisco 25960, Capabilities: Switch

Interface: FastEthernet0/2l, Port ID (outgoing port): FastEthernet0/21
Holdtime: 17€

Version

Cisco I0S Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)FX, RELERASE SOFIWARE (fcl)
Copyright (c) 19%8€-2005 by Cisco Systems, Inc.

Compiled Wed 12-0Oct-05 22:05 by pt_team

advertisement wersion: 2
full




CDZ#show interface gigabitEthernet 0,1
GigabitEthernetlS1 is up, line protocol is up (connected)
Hardware is Lance, address is 0002_1€%0.=01% (kia 0002 _1&590_.e01%)
BW 1000000 Flit, DLY 1000 usec,
reliability 2557255, txload 1,255, rxload 175255
Encapsulation ARPR, loopback not set
Eeepalive set (10 sec)
Full-duplex, 1000Mbk/Ss
input flow-control is off, output flow-control is off
LARP type: BEREPR, ARP Timeout 04:00:00
Last input 00:00:08, output 00:00:05, output hang newver
Last clearing of "show interface" counters never

Input gueue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Cueueing strategy: fifo
Cutput gueues :0,/40 (size/max)
5 minute input rate 0 bkits/sec, 0 packets/sec
5% minute ocutput rate 0 bits/sec, 0 packets/sec
85¢€ packets input, 153351 bytes, 0 no buffer
Beceiwved 95& broadecasts, 0 runts, 0 giants, 0 throttles
0 input errcrsL 0 CRC, 0 frame, 0 owverrun, 0 ignored, 0 abort
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
2357 packets output, 263570 bytes, 0 underruns
0 output errors,| 0 collisions, 10 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 mo carrier
0 output buffer failures, 0 output buffers swapped out

CD2Zfshow port—-security interface gigabitEthernet 0/1
|Fcrt Security : Enabled

Port Status : Secure—up
Violation Mode : Shutdown

Aging Time : 0 mins

2ging Type : Absolute
SecureStatic Address bging : Disabled

Maximum MLC Rddresses =R

Total MAC Rddresses it |

Configured MAC Rddresses - a

Sticky MRC Rddresses = |

Last Source Address:Vlan > 0001.€470.2502:10
Security WVioclation Count =il |




Rcuter#lshnw ip interface brief

Interface IP-bddress OE? Method Status Protocol
GigabitEthernetd/0 203.0.113.5 YES manual up up
GigabitEthernetd/1 203.0.113.10 YES manual up up
FigabitEthernetd/2 unassigned YES unset administratiwvely down down
Vlanl unassigned YES unset administratiwvely down down
Rcuter#|shcw ip route
Codes: L - local, © - connected, 5 — static, B — RIP, H - mobkile, B - BEP

D - EIGRP, EX - EIFRP extermnal, O - OS5PF, I4 - OS5PF inter area

N1 - OS5PF NS554 extermal type 1,
El - O5PF external type 1,

E2 - O5PF external type 2, E -
I5-I5 inter area

N2z - OS5PF NS554 extermnal type 2

EGE

i — I8-1I8, L1 — IS5I5 lewvel-l, L2 — IS-IS level-2, ia —
* — candidate default, U - per—-user static route, o - ODR
P - periodic downloaded static route
Fateway of last resort is not set
10.0.0.0/1c is subnetted, 1 subnets
5 10.10.0.0/16 [1/0] wia 203.0.113.¢
202.0.112.0/24 is wariably subnetted, 5 subnets, 2 masks
5 203.0.1132.0/30 [1/0] wia 203.0.113.%
c 203.0.113.4/30 is directly connected, GigabitEthernetd/0
L 203.0.113.5/32 is directly connected, GigabitEthernetd/0
c 2032.0.112.8/30 is directly connected, GigabitEthernetd/l
L 203.0.1132.10/32 is directly connected, GigabitEthernet(/1l

en
config t
show history

Bouterfping 10.10.10.11

Type escape seguence to abort.
Sending 5,

Success rate is 100 percent (5/75),

100-byte ICHMP Echos to 10.10.10.11,

round-trip min/avg/max

timeout is|2

seconds:

0/ 2710 ms




Packet Tracer PC Command Line 1.0
C:Z*>tracert 10.10.10.11

Tracing route to 10.10.10_11

1 1l ms 0 ms 0 ms

Trace complete.

Router§ traceroute 10.10.10.11
Type escape seguence to abort.
Tracing the route to 10.10.10.11

1 10.10.10.11 1l msec 1l msec 0 msec

Routers [Show azp |

Protocol
Internet
Internet
Internet
Internet
Internet

Zddress Bge (min) Hardware Addr Type
10-10_10.13 14 0000.0C07.RCO1 ARFR
10.10.10.2 & 00D0O.FFEE.2D0Z2 RARPR
o i B g o 14 0001.€310.5D05 ARFA
1G-10_20.1 = 00D0O.FFEB.2ZDO3 RARFAR
203.0.113_2 - 00D0.FFEE_2DO1 ARPR

Interface

FigabitEthernetl/1
FigabkitEthernetl/,1
FigabitEthernetl/1
FigabitEthernetl/2
FigabkitEthernetl/, 0

Bouterf| show protocols
Flobal walues:
Internet Protocol routing is enabled
GFigabitEthernetd/0 is up, line protocol is up
Internet address is 2Z03.0.113_Z/30
GigabitEthernetd/1 is up, line protocol is up
Internet address is 10_.10_10_2/24
GFigabitEthernetd/2 is up, line protocol is up
Internet address is 10.10.20_.1730
Vlanl is administratiwvely down, line protocol

is down




Routersebug ? |

aaa LEE Buthentication, buthorization and Rccounting
custom—gueus Custom ocutput gueusing

eigrp EIGEP Protocol information

frame-relay Frame EBelay

ip IP information

ipwé IPvE information

ntp NTP information

BEE FPP (Point to Point Protocol) information

standby Hot Standby Router Protocol (HSRP)




Appendix B: Cisco devices icons
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Appendix E: Subnetting

37 2° 5 3 -2 e 2? 2°
128 64 32 16 H L 2 1

v a8 i 3 .3 = 2t 2°
128 64 32 16 8 4 2 1
1 1 0 0 0 1 0 0
27 38 "I " 2 32 2t 20
128 64 32 16 8 4 2 1
1 1 0 0 0 1 0 0
128 64 0 0 0 4 0 0




Appendix F: Cisco Packet Tracer

ﬁ! Setup - Cisco Packet Tracer 7.1.7 B4Bit 2
License Agreement

Flease read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Cisco Packet Tracer

Software License Agreement

IMPORTANT: PLEASE READ THIS CISCO PACKET
TRACER SOFTWARE LICENSE AGREEMENT (THE

(@)1 accept the agreement:

i_J I do not accept the agreement

Cancel




Completing the Cisco Packet
Tracer 7.1.1 64Bit Setup Wizard

Setup has finished installing Cisco Packet Tracer 7. 1.1 64Bit on
your computer, The application may be launched by selecting
the installed shortouts.

Pt

For Packet Tracer Skills Based Assessment [FTSBA) to use this
version of Packet Tracer, please close all web browsers or
restart your computer,




¥ Cisco Packet Tracer - O *

File Edit Options View Tools Extensions Help

pe— = "
Logical Back [Root] Mew Cluster| |Move Object|| Set Tiled Background Viewpart Environment: 00:58:00
= -

Time: 00:01:56 | Power Cyde Demces||FastFomardT|me| Realtime
;g-;-.' SR EEEEEEE L

.1941 2001 | | 2011 | 81910x/ B19HGW | 829 | | 1240 | | 4321 | (Generlc (Generic | 1841 | 2620MM| |\2620M) | 2811

£

ﬂ . m H . RouterPT




Appendix G: Graphical Network Simulator-3
(GNS3)

Sign Up Leall)

An account ia required to download the GNS3 Software and participate in the
Community. Te create an account, just fill in the fielda below!

Login to the GNS3
Community First Name Last Mame
E-mail SchoolCrganization
Password Canfirm Passwond
United States Zip Code
| use GMNS3 Software for: Education & Training




DOWNLOAD GNS3

ct the installer r favourite OS




e- untithed.gns*
File Edfl Yiew

Device  Annolabe  Tools  Help

Ea B OB> PIEC FEICOQARE

= Topalogy Sunmmary

-
Consale
GNS3 management console.

Running GMS3 version 1.4 0rcl on Windows (64-bit) with Python 3.4.3 0t 5.5.1.
Copyright (c) 2006-2015 GNS3 Technologies.

=5




