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https:/fwww.packtpub.com/tech/Intemet of Things

[2]



Graphic Bundle

Client
Server
Architecture

Stateless

Constraints

v
Uniform
Interface

Layered
System

Caching

Code On Demand
(Optional)

[3]




Graphic Bundle

Middleware
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Web API

fa] Solution "WebAPIExample' (1 project)
4 [z1] WebAPIExample
& Connected Services
B &f Dependencies
b S Properties
& wwwroot
4 Controllers
o ValuesController.cs
b IT appsettings.json
c* Program.cs
c# Startup.cs

MVC

fad Solution 'MVCExample' (1 project)
4 [ MVCExample
& Connected Services

B &F Dependencies
b M Properties
b & wwwroot
] Controllers
B o HomeController.cs
[+ Models
[ Views

IT appsettings.json

IT bundleconfig.json
B Program.cs
BC# Startup.cs
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Chapter 2: Building the Initial Framework -
Laying the Foundation of the Application

SOAP Envelope

SOAP Header

SOAP Body

SOAP Message Structure

<Soap: Envelope>
<Soap: Header>

</Soap: Header>
<Soap: Body>
</Soap: Body>
</Soap: Envelope>
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I Recent
4 |nstalled

4 Visual C#
Windows Universal
Windows Classic Desktop
I Web
MNET Core
MET Standard
Cloud
Test
WCF
I Visual Basic
b Visual C++
b Visual F#
SOL Server
b JavaScript
I: Other Project Types

Mot finding what you are looking for?
Open Visual Studio Installer

Narne: DemoECommercelfpp

New Project

MNET Framework 461 ~| Sort by: | Default
5 y:

Console App (NET Core)

n N

# ! Class Library (NET Core)
ﬁ_'l Unit Test Project (MET Core)

cs
EJ xlnit Test Project (\MET Core)

Visual C#

Visual C#

Visual C#

Visual C#

Visual C#

Location: |E:\Backup'\Desktop\Packt\RESTful Services in .JNET Core 2.0\Projects',

Solution name:

DemoECommercelfpp

?
Search (Ctrl+E) P~

Type: Visual C#

Project templates for creating ASP.NET
Core applications for Windows, Linux and
macO5 using .NET Core or NET
Framework.

Browse...

Create directory for solution
D Create new Git repository

cﬂﬂcel
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MNew ASP.NET Core Web Application - DemoECommerceApp

MET Core ~ | ASP.NET Core 2.0 ¥ | Learn more
~ B &
Empty Web API Web Web Angular
Application  Application
(Model-View-
Controller)

B

React.js React.js and

Redux

[] Enable Docker Support

05 Windows
Requires Docker for Windows
Docker support can also be enabled later Learn more

A project template for creating an ASP.NET Core
application with an example Controller for a RESTful
HTTP service. This template can also be used for
ASP.MET Core MVC Views and Controllers,

Learn more

Change Authentication

Authentication No Authentication

|

oK || Cancel |

150 %

ValuesController.cs & X
& DemoECommerceApp

16
11
12
13

14
15
16
17
18
19
20

21
22
23
24
25
26
27

o8

DemoECommerceApp

Ore
= public class ValuesController : Controller
{
// GET api/values
[HttpGet]

es | 0 requests | 0 exceptions
= public IEnumerable<string> Get()
{

return new string[] { "valuel", "value2" };

¥

// GET api/values/5
[HttpGet("{id}")]

0 ences quests | 0 exceptions
o public string Get(int id)
{

return "value";

b

// POST api/values
[HttpPost]
0 0 requests | 0 exceptions

= bublic void Post(lFromBodvistring value)

~| 3 DemoECommerceApp.Controllers.ValuesController

~|® Get)

3

4

v

Solution Explorer

Search Solution Explorer (Ctrl+:) P~
7] Solution 'DemoECommerceApp’ (1 project)
4 [F] DemoECommerceApp

x

L]
@E-lo-5 a|s=

&5 Connected Services
4 Dependencies
J Properties
& wwwroot
Controllers
P c* ValuesController.cs
AT appsettings json
= Program.cs
© Startup.cs
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localhost 37571/ apifvalues x |+ - =

| &) G @ localhost:57571/apifvalues % » =

JISOM Raw Data Headers

Save Copy Filter J5OM
& "waluel"
1: "walue2™

Intermal Server Error X | + - B

&« [ @ localhost:5757 1 /apifvalues/ o @ | Q Search +IN @D =

An unhandled exception occurred while processing the request.

AmbiguousActionException: Multiple actions matched. The following actions matched route data and had all constraints satisfied:

DemoECommerceApp.Controllers.ValuesController.Get12 (DemoECommerceApp)
DemoECommerceApp.Controllers.ValuesController.Get (DemoECommerceApp)

Microsoft AspNetCore Mvc.Internal ActionSelector.SelectBestCandidate(RouteContext context, IReadOnlyList<ActionDescriptor> candidates)

lecalhost:57571/api/values/ x |4 - B

&« c @ @ localhost:5757 1/apifvalues/ o ¥ » =

150N Raw Data Headers

Save Copy Filter JSOM
a: "valuesl™

1: "walue2™

2: "wvalue3"
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Intermal Server Error X | + - B

< c @ @ localhost:5757 1 /apifvalues/ - 9 W Q, Search L In @ =

An unhandled exception occurred while processing the request.

AmbiguousActionException: Multiple actions matched. The following actions matched route data and had all constraints satisfied:

DemoECommerceApp.Controllers.ValuesController.Get12 (DemoECommerceApp)
DemoECommerceApp.Controllers.ValuesController.Get (DemoECommerceApp)

Microsoft. AspNetCore Mvc.Internal ActionSelector.SelectBestCandidate(RouteContext context, IReadOnlyList<ActionDescriptor=> candidates)

lecalhost:37571/apifvalues x | =+ - =

<« C | @ localhost:5757 1/apifvalues e @ K O » =

Hello World

GET http:/flocalhost:57571/apifproducts Params

Step - 1

[10]



Graphic Bundle

Body (&)
Pretty JSON -3
1-|[
d = {
3 "id": 1,
4 "name™: "Osts",
5 "price": 3.87
6 ia
I {
a8 "id": 2,
g "name": "Toothpaste",
18 "price": 18.8%
11 s
12 - I
13 "id": 3,
14 "name”: “"Television™,
15 "price": S@a.%
16 }
17 ]

Builder

o Chrome apps are being deprecated. Download cur free native apps for continued support and better performance. Learn more x|

Ne Environment
L] ® | hupiilocalhostS7571 @

GET http:/flocalhost:57571/api/products Params Save
Authorization (1}

Type No Auth
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GENERATE CODE SNIPPETS

HTTP
1 GET /sapi/products HTTF/1.1
2 Host: localhost:57571
3 Cache-Control: no-cache
4 Postman-Token: 3a2b338b&-&led-1cb3-66c2-ebb438f3F534
5

Copy to Clipboard

GENERATE CODE 5NIPPETS

JavaScript Jquery AJAX

1= var settings = {
2 "async": true,
3 "crossDomain™: true,
4 "url": "http://localhost:57571/api/products,™,
5 "method™: "GET",
B "headers": {
7 "cache-control": "no-cache",
a8 "postman-token": "bcf@f3d4-Ted7-812F-86Fc-5b373ddb29%e"
a b
ila 3}
11
12 » $.ajax(settings).done(function (response) {
13 cansole.log{response);
14 il

Copy to Clipboard
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GET http:/flocalhost:57571/api/products Params Save

ests Code

Authorization Headers (1) re-req

Type No Auth

Status: 200 0K § Time: 55 ms

es Headers (6)

content-type — application/json; charset=utf-8
date — Wed, 14 Mar 2018 11:14:55 GMT
server — Kestrel

transfer-encoding — chunked

x-powered-by — ASP.MET

x-sourcefiles — =7UTF-87B7

RTpcOmFja3VwXERIc2t0b3BcUGFja3ReUKVTVGZ 1bCBTZX 2aWNIcy BpbiAuTkVUIENvemU gMidwXFByb2 plY3RzXERIDWSFQ29tbWVyY 2 VBcHECRGVtbOVDB2 12X ZU

No Environment 'l:l'
® | hupiflocalhostS57571 @

POST http:/flocalhost:57571/apifproducts Params Save

1

2 "Name": “"Moddles" .
wpope ket Data Passed to API Action

2|, e a2 —_

t Results Status: 201 Created f Time: 70 ms

%]

Headers (7) T

m

content-type — application/json; charset=utf-8
date — Sun, 18 Mar 2018 19:08:35 GMT

tocation — spiproducts/1 | [  URL of the new resource created

server — Kestrel
transfer-encoding — chunked
x-powered-by — ASP.NET

x-sourcefiles -~ =7UTF-87B7
RTpcOmFja3VwXERIc2t0b3BcUGFja3ReUKVTVGZ 1bCBTZX) 2aWNIcyBpbiAuTkVUIENvemUgMidwX FByb2plY3RzXERIBWIFQ2 9tb WY 2VBcHBcRGVbOVDb2 1tZXUjZU
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http:/flecalhost:57571/api/products

POST

Headers (1)

Key

Content-Type

Value

application/json

No Environment

® | hupiflocalhostS7571 @

PUT http:/flocalhost:57571/api/products/1

(1) Body @

form-data *-www-form-urlencoded ® raw

1~
2 "Name": "Noddles™,
3 "Price”: 12.9

5

binary  ]SON (application/json)

Pararrs Saue

Status: 200 OK ime:

[14]




Graphic Bundle

[ ] ® || httpiilocalhost:57571
DELETE http:/flocalhost:57571/api/products/1
Autharization
Type No Auth

Headers (3)

content-length -+ 0

date — Tue, 20 Mar 2018 15:09:27 GMT
server — Kestrel

x-powered-by — ASP.NET

x-sourcefiles -~ =7UTF-87B7

RTpcOmFja3VwXERIc2t0b3BcUGFja3RcUKNVTVGZ 1bCBTZX)2aWNIcy BpbiAuTkVUIEMvemUgMidwiXF

No Environment

Pararrs Saue

Status: 200 0K Time: 22 ms

VibOVDb21£2XJjZU

Product
Details

E-Commerce

Application

Customer
Profile

Ordering
System

Billing
System

Payment
Processing
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Monolithic versus SOA

Monolithic SOA
Ul Another
i External App
Business logic Ul ~—] Service
h 4 h 4 v v
Data Access Layer Service Service Service

Database Database Database
Database
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Chapter 3: User Registration and
Administration

BT oo Customer]
=

Columns

o id (PK, uniqueidentifier, not null)
gender (char(1), not null)
firstname (nvarchar(30), not null)
lastname (nvarchar(30), not null)
dob (datetime, not null)

email (nvarchar(110), not null)
rainaddressid (uniqueidentifier, null)
telephone (nvarchar(30), not null)
fax (nvarchar(30), not null)
password (nvarchar(30), not null)
newsletteropted (bit, not null)

[ 07 07 07 0 07 00 00 00 0

iad Microsoft.EntityFrameworkCore.5qlServer & by Microseft, 5SM downloads

Microsoft SOL Server database provider for Entity Framewark Core.

vZ2.0.2

Iad Microsoft.EntityFrameworkCore.Tools & by Microsoft, 3.88M downleads

Entity Framework Core Package Manager Conscle Tools, Includes Scaffold-DbContext, Add-Migration, and Update-Database.

v2.0.2
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Add Scaffold E

4 |nstalled
I Commaon ‘E: MVC Controller - Empty AP| Controller with actions, using Entity
Controller Framework
by Microsoft
‘E: MVC Controller with read/write actions v1.0.0.0
. . . ) An AP| controller with REST actions te
MVC Controller with views, using Entity create, read, update, delete, and list entities
*zd  Framework frem an Entity Framework data context.
‘[: API Controller - Empty Id: ApiControllerWithContextScaffolder
‘E: AFI Controller with read/write actions
APl Controller with actions, using Entity
Framework
Click here to ge online and find more scaffoldin
extensions,
| Add || Cancel |
Add API Controller with actions, using Entity Framework “
Model class: Customers (DemoECommercefipp.Models) A
Data context class: FliOneStoreContext (DemoECommerceApp Models) - -
Controller name: CustomersController |
Add Cancel
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From this page

Register for FlixOneStore

A customer record created for: Tadit Dash

First Name: Tadit
Last Name: Dash
Email: taditdash@gmail.com
Gender: ® Male Female
Date of Birth: 07/02/1990
Mobile Number: 9132994288
Fax: 9132994288
Password: | s
Confirm Password: ===

[19]
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S.ajexi{

url: "http:/flocalhost:57571/api/Customers’,

type: "POST",

contentType: "application/json”,

data: JSON.stringify(customer),

dataType: "Jjson”,

success: function (result]) { result = {id: "918d4c2f-b394-4578-
alert("A custpmsr =scand cnastad Lon. N

+ result.] Object

Ta dob: "1998-87-@5T20:08:08"

error: function (¢
alert{err.resf

=

email: "taditdash@gmail.com"
1 fax: "91329942838"

)3 firstname: "Tadit"
3
gender: "M"
id: "918ddc2f-b394-4578-8d9c-Tcalfd3iZeaes2"
lastname: "Dash"™
mainaddressid: null
newsletteropted: false
password: "12345"
telephone: "9132994 288"

» __proto__: Object

"container™:
ister for FlixOneStored

[¥)]

¥ General

Request URL: http://localhost:57571/api/Customers
Reguest Method: POST

¥ Response Headers view source
Access-Control-Allow-Origin: *
Content-Type: application/json; charset=utf-2

(13 = gy Aala H

Location: http://localhost:57571/api/Customers/3cd92f52-323d-43ca-a26b-8b13576612d9
Transfer-Encoding: chunked
X-Powered-By: ASP.NET
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GET

Body

Pretty

4

W28 ] LA s L P e

]

= e
Ld pa b

H

http:/flocalhost:57571/apif/Customers/3cd92f52-323d-43ca-a26b-0b13576612d9

()
JSOM =

"id": "3cd92f52-323d-43cE-226b-001357661248",
"gender": "M",

"firstnams": "Tadit",

"lastname”: "Dash",

"dob": "15990-87-85Ta0:88:88",

"email™: "taditdash+testlZ34@gmzil.com™,
"mainaddressid": null,

"telephons": "S9132954288",

"fax": "9132994253",

"password™: "12345",

"newsletteropted”: false
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Register for FlixOneStore

First Name:

Last Name:

Email:

Gender:

Date of Birth:

Mobile Number:

Fax:

Password:

Confirm Password:

Tadit

Dash

From this page

{"email™:["User with mail id already exists!"]}

taditdash@gmail.com

* Male Female

07/05/1990

9132994288

9132994288

-----

-----

Microsoft.AspNetCore.Cors @ by Microsoft, 7.64M downloads

CORS middleware and policy for ASP.MET Core to enable cross-origin resource sharing,
Commonly used types:
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My Profile

id

gender

firsthame

lastname

dob

email

mainaddressid

telephone

fax

password

newsletteropted

910d4c2f-b384-4576-8d9¢c-7cadfd3266e2

Tadit

Dash

1990-07-05T00:00:00

taditdash@gmail.com

null

9132994288

9132994288

12345

false
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¥ General
Request URL: http://localhost:57571/api/Customers /91804C2F-B394-45758-8D9C-7CA3IFD3266E2
Request Method: GET
Status Code: @ 481 Unauthorized
Remote Address: [::1]:57571
Referrer Policy: no-referrer-when-downgrade

¥ Response Headers view source

Access-Control-Allow-Origin: *
Content-Length: @
Date: Sat, @5 May 2818 14:87:23 GMT

h-Fowered-By: fsP . N
X-SourceFiles: =2UTF-8?B2RTpcOmFja3ViuXERLc2tBb3BcUGFa3RcUkVTVGEZ1bCBTZXI2akNlcyBpbiAuTkWU
cHBCRGVEBBVDB21tZXIFZUPWc FxhoGloQ3Vzdaot 261 zXDkxMEQ@Q z JGLUI zOTQtNDUI0OC@4RD1DLTd DO TNGRDMY

From this page

Either wrong email and password or you are not authorized to access

the data!

((‘ha IdentityServerd by Brock Allen, Dominick Baier O v2.20
OpenlD Connect and QAuth 2.0 Framework for ASP.NET Core

(d-} IdentityServerd.AccessTokenValidation by Brock Allen,Dominick Baier O v2.6.0
ASP.NET Core authentication handler to validate JWT and reference tokens from IdentityServerd

[24]



Graphic Bundle

GET http://localhost:57571/api/Customers/910D4C2F-B394-4578-8D9C-JCAZFD3266E2 Params

Headers

Key Value Description

Headers (G)

401 Unauthorized

content-length —+ 0

n, 07 Ma

date —

server — Kestrel

www-authenticate — Bearer I

MET

x-powered-by — A

x-sourcefiles — =7UTF-8787
RTpcOmFja3VwiXERIc2t UGFja3

VNIcyBphiAuTkVUIENvemUghfids

JiTUFweFxheGlcQ3y|

POST http:fflocalhost:57571/connect/token Params

(1) Body @

form-data wwww-form-urlencoded ¥ raw binary  Text

1 grant_type=password&scope=FlixOneStore.ReadAccess&client_id=htmlClie t&client_secr‘et=secr‘et&-sername=taditdasn@gmail.com&password=12345|

Bogy (8 s 400 Bad Reguest|
Pretty 150N =
1~ {
2 "error”: "invalid_client]
3 1

[25]
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POST http:/flocalhost:57571/connect/token Params Sen v Save

1 grant_type=passworddscope=FlixOneStore.ReadAccess&client_id=htmlClient&client_secret=secretpasswordiusername=taditdash@gmail. com&password=12345

Body Status: 2000K  Time: 3960 ms
Premy s Previe JSON =
1~ {
2 "access_token™: “eylhbGciOilSUzIINiTsImtpZCI6ImViMDFmZTkaZWUSZDE2MD11NzdiNmUxM2MBNmMz ZWULT iwidHIwI joisS1dUIng
ey Ju¥mYi0FELIMUSMTY20DUs Imv4cCIEMTUYNT cyMDI4NSwiaXNzIjoisHR@cDovL 2xvY 2F58GIzdDolNzU3MS s IMF1ZCI6kY JodHRWO18YbGE T Yxab3NE0UINTcxL3]1c291cmil
leyIsIkZsaXhPomvTdGayZSSSZHFkQUNIZXNZ I18sImNs aWVudFIpZCIGImh@bklxDbG11bnQi LI zdWIi0iISMTEENGH 1iMzk@LTQINzgt0GQ5Yy@3Y2EzImQzMY2ZTIILCIhdXR
oX3RpBWUL0FELMIUSMTY 2000 Im1kc CIEIm=vY2F sTiwiawQioiISMTBKNGMy Z41iMzkeLTQINZZtOGQ5 Yy @3 Y 2EZEmQzM Y 2ZTILLCIUY 11 1§ 0iVGFkaXQgRGF zaCIsImdpdmyuX25
hiWU101 JUYRpdCIsImZhbWlseVouYk11IjoiRGFzaCIsImVtYW1sIjoidGFkaXRkYXNoQGdtYW1sLmvbSIsInNjb3B1IjpbIkZ saXhPomVT dGeyZS5SZWFkQUNFZXNzI18sImFtcil
Sy JkYKRhYmFzZ51d Q. Z1F1UVE: ulkQz11vbblKzwBxbl-gfxcZHKRGXIMFPIIaY
-7zDkro2inFCdd74Mzy1Vy ZF FUEX4B I4NFUSCUTInFEQIRIFVC rScIS51XvBB575c 1BBeZ1YDhz_Nulxi LRX1AXI_CkVCzADDZY4bS1X5 Yo IhaPPo-oZv1pMPkBASKil
- GkEAMZgHrUGUSpRLUEWF ZKUGh LT BF T 1VAFUGE TckNz TyouQDa1556rFpPNLA2mT_hxe 307wl ke SpREQaaT Rwdhn TwSATq2E2 T -W26MFMp 13hgE_ET_52PyaML0g4iMEsrr
-5nx10vtpddediAdsYq-T1leYYTPmFOA™,
3 "expires_i 3608,
4 "token_type™: "Bearer™
5 1
GET http:/flocalhost:53757 1/apifCustomers/910D4C2F-B394-4578-8D9C-TCASFD3266E2 Farams b
A Headers (1)
Key Value Description Bulk Ed
Authorization Bearer

Body Cookies s (6)

Prety Ra Previe JSON e §
1|
2
3
4
5 "lastname™": "Dash",
6 "dob": "1290-87-85Te@:2@:88",
7 "email": "taditdash@gmail.com”,
8 "mainaddressid": null,
9 "telephone™: "9132924238",

i@ "fax": "9132994288",

11 "password™: "12345",

12 "newsletteropted”: false

13 3

IEyJﬁchiUiJSU:H NilslmtpZCIelmVkMDFmZTkd ZWUSZ0Dg
2ZMDIINzdiNmUxM2ZMONmMzZWU1 liwidHlwljoiSidUIn0.e
y]uYmYiOJET MjUZMTY20DUslmVacCIEMTUyNToyMDIAN
SwiaXNzljoiaHROcDovl 2xvY2FsaG%zd Do NzU3MSIsImF1
ZCIEWy)JodHRwOIiBvb GEYWxob3NOOjUSNToxL3)1c29 1om
NigylslkZsaXhPbm\TdGoyZS55ZWFKQWNJZXMzII0sImMNs
aWVudFIpZCI6Imh0bWxDbGIbnQILC)zdWIOIISMTBKNG
MyZi1iMzkOLTQ1 NzgrOGQ5Yy03Y2EzZmQzMjY2ZTIiLCh
dXRoX3RpbWUIQETMjUSMTYZODQsImikcCl&lmuadY2Fsli
wigWQiQiISMTBKNGMyZi1iMzkOLTQ1NzgtOGQSYy03Y2E
zZmQzMY2ZTIHLCuY W1 ljoiVGFkaXQeRGFzaClsimdpdm
VuX25hbWUIOUYWRpdClsimZhbWiseVauYW1lljoiRGFza
ClslmVeYWisljoid GFkaXRYXNoQGdtYWlsLmMNvbSIsinNjb
3BlljpblkZsaxhPbmVTdGSyZ555ZWFKQWNJZXNzII0simFr
il BWyllYXRhYmFzZ5)dfQ.ZIF1 UVBsv_vulWQzl1vbblKzwE
xbL-gfxcZ HKRgX3MP3laY-
TzDkro2jnFCdd74AMzIVyZF7UEX4BIANFUSCUtInFES1RIFY
Cr5cl551Xv0B575clBEBeZlYDhz_NWxiLRX1AX)_CkVCzADD
Z¥4b6iX3Ya||haPPo-oZv1 pMPKBASKIW-
SkE8mggHrUgUSpRLUEwWFzKUghLtOFRZiYAfUdE]ckNz)yo
uQDd1556rFpPNLA2mT_hxc30QJulQkWeBpOEQOa7Rwdhp
Twi0Zq2Ezl'W2GMfMp13hgE_EI_52PvOMLOG4iMEsrr-
SnxlQyrpddelXAlsYg-T1eYTPmFOA

Status: 200 OK
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0 references | 0 exceptions
public async Task GetProfileDataAsync(ProfileDataRequestContext profileContext)

{ |4 @ profileContext | {Identity Models.ProfileDataR ontext)
A Caller @, ~ "ClaimsProviderAccessToken"
try » M Client "htmlClient”
b IssuedClaims Count=0
Il = 2:418'n5 e‘apsled - - . ; R dClaimTypes  {System.Ling Enumerable Distinctlteratar<strings }
if (!string.IsNullOrEmpty(profileContext.Subject! & curen null
{ to MNon-Public members
4 ) Results View B ding the Results View will enumerate the IEnumerable
var customer = await _context.Customers @ [0] Q- "id"
.SingleOrDefaultAsync(m => m.Email == pr'ch: g}&: :’a”:“l ect.Identity.Name);
@ [3] & - "given_name"
@ [4] & ~ "family_name"

if (customer != null)

"nbf”: 1525716685,

"exp”: 1525728285,

“1ss”: "http://localhost:57571",
“aud” |

1,

"client_id": "htmlClient”,

"sub”: "918d4cZf-b394-4578-8d9c-Vcadfd3iZone?”,
"auth_time": 1525716684,

“1dp”: “local’

"id": "918d4c2f-b394-4578-8d%c-7califdizehe?”,
"name": "Tadit Dash”,

"given_name”: "Tadit”,

“family_name": "Dash",

"email”: "taditdash@gmail.com”,

"scope”: |
'‘FlixOneStore.ReadAccess

[27]
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Chapter 4: Item Catalogue, Cart, and
Checkout

4 Models

c# AddressBook.cs

c# Cartcs

= CartAttributes.cs

c# Categories.cs

c# Configuration.cs

c# ConfigurationGroup.cs
c# Countries.cs

C# Currencies.cs

c# Customerlnfo.cs

c# Customers.cs

c* FlixOneStoreContext.cs
c# Manufacturers.cs

c# Manufacturersinfo.cs

c# OrderProductAttributes.cs
c# Orders.cs

c# OrdersProducts.cs

c# CrdersStatus.cs

c# Products.cs

c* ProductsAttributes.cs

c#* Productsdetail.cs

c# ProductsOptions.cs

c# ProductsOptionsValues.cs
c# ProductsOptionsValuesMappings.cs
c# Reviews.cs

c# ReviewsDetail.cs

c# WholsOnline.cs

A A A = A = A A A A A A A
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GET

Eody

Premy

1

[ T R ST

http://localhost:57571/api/Productsdetails Params Save

8) Status: 200 0K Time: 16431

ISON =

"id": "9a93aB2a-3952-435e-9891-22292dd3e1d6",

"productid”: "9f3SbclS-c6c3-4afa-3683-97513F532077",

“name": “Bullding Microservices with .MNET Core 2.8 - Second Edition”,

"description”: "Transitioning monolithic architecturss using microservices with .NET Core 2.0 using C# 7.e",

"url™: "https://www.emazon, com/Building-Microservices-NET-Core-Transitioning/dp/ 1788393333/ ref=tmm_pap_swstch_©?_encoding=UTF3&gid=&zr=",
“yisws": 10888,

"product”: null

"id": "c96ac991-6581-4675-bO0C-4394F3961F03",

"productid”: "98a95bb6-c573-450d-8478-0a63721264d7",

"name": "Dependsncy Injsctiom in JMET Core 2.9V,

"description” ske use of constructors, psremeters, setters, and interface injection to write reusable and loosely-coupled code™,

"url": “https://www.smazon.com/Dependency-Injection-NET-Core-loosely-coupled/dp/1787121385/ref=tmm_pap_swatch_8?_encoding=UTF8&gid
=1512939968&sr=3-3",

Myisws": 5088,

"product”: null

Home

Building Microservices with .NET Core 2.0 - Second Edition

Transitioning monolithic architectures using microservices with NET Core 2.0 using C#7.0

Amazon Link Add To Cart

Dependency Injection in .NET Core 2.0
IMake use of constructors, parameters, setters, and interface injection to write reusable and loosely-coupled code

Amazon Link Add To

!

Learn C#in 7 days
Get up and running with C# 7 with async main, tuples, pattern matching, LINQ, regex, indexers, and more

Amazon Link Add To

Building RESTful Web services with .NET Core

Leveraging ASP.NET Core MVC and Visual Studio 17

Amazon Link Add To Cart

I !
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Dependency Injection in .NET Core 2.0

Make use of constructors, parameters, setters, and interface injection to write reusable and Price: $49.99
loosely-coupled code

Amazon Link Add To

Building RESTful Web services with .NET Core
Leveraging ASP.NET Core MVC and Visual Studio 17 Price: $39.99

Amazon Link Add To

Learn C#in 7 days

Get up and running with C# 7 with async main, tuples, pattern matching, LING, regex. indexers] Price: $39.99
and more

Amazon Link Add To

!

Building Microservices with .NET Core 2.0 - Second Edition

Transitioning monolithic architectures using microservices with .NET Core 2.0 using C# 7.0 Price: $44.99

Amazon Link Add To

!
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Building RESTful Web services with NET Core

Leveraging ASP.NET Core MVC and Visual Studio 17 Price: $39.99

Amazon Link Add To Cari

Building Microservices with .NET Core 2.0 - Second Edition

Transitioning monolithic architectures using microservices with NET Core 2.0 using  Price: $44.9%
C#T.0

Amazon Link Add To Cart

My Cart

Product Quantity Price

Dependency Injection in .NET Core 2.0

Dependency Injection in 2 599.98 M
Make use of constructors, parameters. setters, and interface injection to write reusable and Price: $49.99 NFFT core ; 0 =
loosely-coupled code

Building RESTful Web 1 s3ag9e M@

Amazon Link Add To Cart

services with .NET Core
Building RESTful Web services with .NET Core
Leveraging ASPNET Core MVC and Visual Studio 17 Price: $39.99

Amazon Link Add To Cart
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function PostCart(customerId, productId, gty, finalPrice) {
var cart = |
Customerid: customerId,
Productid: productIld,
Qty: gty,
Finalprice: finalPrice

¥;

$.ajax({

url: "http://localhost:57571/api/Carts’,

type: "POST",

contentType: "application/json",

dataType: "json”,

data: JSON.stringify(cart),

success: function (resul
console.log(result);

¥ “"Unauthorized”

error: function (messagel Tm sspe-=—-pregiiyState: 4,
'cun501€.[}lag{]m955a e.statusText|):

¥

1);

¥ <table id="tblCart” class="table">
P <thead>..</thead>
¥ <tbody:>
¥ <tr data-product-id="98a95bb6-c573-458d-ad78-8a637el26dd7" data-cart-id=
"aBb64589-Tele-4eab-8940-6865d%d32bda” > == %4
<td>Dependency Injection in .MNET Core 2.0</td>
<td class="gty">1</td>
<td class="price”>$49.99</td>
P otd>.</td>
<ftre
</tbody>
< ftablex>

H Results | 2 Messages
id customerid productid gty finalprice addedon
1 | 11IFD1B87-7B9A-4CAC-BO70-3E34F72D8827 | 910D4C2F-B394-4578-8D9C-7CA3FD3266E2  98A95BBB-C573-450D-A470-DA637E126DD7 4 199.96 2018-05-
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Place Order

Shipping Details

Street Gajapati nagar
Address
City Bhubaneswar
State Cdisha
Fostal 721005
Code
Country India

- This page says

Shipping wewms

Street Gajapati Nagar
Address

Place ¢ Crder Placed Successfully,
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= B dbo.Orders
= Columns
=0 id (P, uniqueidentifier, not null)

E custermercity (nvarchar(30), not null)
E customerstate (nvarchar(30), not null)
E customerpostalcode (nvarchar(30), not null)

customercountry (nwvarchar(30), not null

custermertelephone (nvarchar(30), not null)

E customeremnail (nvarchar(110), not null)

E deliveryname (nvarchar(g3), not null)

E deliverystreetaddress (nvarchar(83), not null)
E deliverycity (nwvarchar(30), not null)

E deliverystate (nvarchar{30], not null)

E deliverypostalcode (nvarchar(30), not null)
E deliverycountry (nvarchar(30), not null)

H paymentmethodid (uniqueidentifier, null)
E latsmodified (datetime, not null)

E datepurcahsed (datetime, not null)

E shippingcost (decimal(10,2), null}

H shipingmethodid (uniqueidentifier, null)
E orderstatus (nvarchar{10), not null)

E orderdatefinished (datetime, not null)

E comments (nvarchar(max), null)

E currency (nvarchar(s), not null)

E currency_value (decirmal(18,8), not null}
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GET http://localhost:57571/apifOrders/0B4058FD-AGBB-42BC-BCOE-305EDFE704A6
Body (E)
Pretty 50N -0
17 "deliverycountry™: “India",
18 "paymentmethodid”: "aldfEélde-d9z@-4ca%-8cc2-26al628bfeld”,
19 "latsmodified": "2818-85-17T17:53:11.177",
28 "datepurcahsed": "2818-85-17T17:53:11.177",
21 "shippingcost™: @,
22 "shipingmethodid": "65bf640d-fed2-41d38-a30e-3dedEdaa382+",
23 "orderstatus": "Placed"”,
24 "orderdatefinished": "2815-85-17T17:53:11.177",
25 "comments": null,
26 “currency™: "%,
27 "currencyValue": @,
28 "customer”: null,
29 "orderProductAttributes™: [],
a8 - "ordersProducts™: [
L= {

"id": "64c24ba5s-791lc-46d8-9d@5-aecBBc4fE548",
"orderid”: "@b4@58fd-acbb-42bc-bode-305edfETR4a6",
"productid": "eedlbees-9808-4dbes-gscE4-28F1d32c4a53",

S T

O O T R N N RN T RN T TRy BT NT R NI

5 "productname”: "Building RESTful Web services with JNET Cors™,
(& "productprice™: 39,99,
7 "fipalprice": 39.99,
8 "productstax": @,
9 "productgity™: 1,
8 "product™: null,
1 "orderProductattributes™: []
42 Ts
43 - £
44 "id™: "ebT7adE2E-TdFE-4663-bloa- 5947 I66acef",
45 "orderid”: "@b4@5&Fd-s6bb-42bo-bole-30520FET7R4E6",
46 "productid": "9Es9ShbE-c5TI-450d4-8470-0a6372126ddT",
47 "productname”: "Dependency Injection in JMWET Cors 2.8",
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Chapter 5: Integrating External Components
and Handling

Request more
Log Auth logics
next() » next()
< return < return
Response

[Example of a typical middleware component)

?SIJ Start Page - Microsoft Visual Studic (Administrator)
File | Edit View Project Debug Team  Tools  Architecture  Test  ReSharper  Analyze

Mew P {3 Project. Ctrl+Shift+ M
Open ¥ | 3 File.. Ctrl+ N
& Start Page Project From Existing Code...
Cloze @ From Cookiecutter...
Close Solution
Save Selected Iterns Ctrl+5

Save Selected Items As...

¥ Save All Ctrl+Shift+5
Source Control b
Page Setup...
Print... Ctrl+P
Account Settings...

Recent Files k

Recent Projects and Solutions ]

B Exit Alt+F4
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Mew Project ? s
b Recent Sort by: | Default Search (Ctrl+E) P
ralied Visual C# Type: Visual C#
4 Visual C2 Project templates for creating ASP.NET
Windows Classic Desktop (@] ASP.NET Web Application (NET Framework) Visual C# Core applications for Windows, Linux and
Web mac(5 using MET Core or NET
b e Framework. Create Razor Pages, MVC,
NET Core Web API, and Single Page (SPA)
{NET Standard Applications.
Cloud
Test
WCF
I Other Languages
I Other Project Types
Dependency Validation
b Online
Not finding what you are looking for?
Open Visual Studio Installer
Location: |D:\Webservices\Chapter03 - Browse...

Solution name:

Create directory for selution
I:‘ Add to Source Control

[371]
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New ASP.NET Core Web Application - Chap05_01 ?

NET Core ¥ | ASP.NET Core 2.0 * | Learn more
A project template for creating an ASP.MET Core

1 1 1 application with an example Controller for a RESTful
h @ @ g HTTP service. This template can also be used for

Empty AP Web Weh Angular ASP.MET Core MYC Views and Controllers.
Application  Application Learn more
(Model-View- -
Controller)
&
React.js React.js and
Redux

Change Authentication

Authentication Mo Authentication

[ Enable Docker Support

0% Windows
Requires Docker for Windows
Docker support can also be enabled later Learn more

| OK | | Cancel

Solution Explorer * 2

AE- -5 d@|[u| L=
Search Solution Explorer (Ctrl+;) P
fa] Solution 'Chap05_01' (1 project)
4 [=3] Chap05_01
& Connected Services

B @ Dependencies
b M Properties
@ wwwroot
4 Controllers
B o ValuesController.cs
b IT appsettings.json
c* Program.cs
c# Startup.cs

=
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(Func<RequestDelegate, RequestDelegate> middleware):|ApplicationBuilder
(this |ApplicationBuilder app, Func<HttpContext, Func<Task:, Task: ~

middleware]:|ApplicaticnBuilder
Adds a middleware delegate defined in-line to the application's request

pipeline,
middleware: & function that handles the request or calls the given next

function.

(this |ApplicationBuilder app, RequestDelegate handler):void
Adds a terminal middleware delegate to the application's request pipeline,

handler: A delegate that handles the request.

B «3 | B localhost X+

&~ — O m (i) localhost

This ends the request or short circuit request.

8 (extension) lApplicationBuilder |ApplicationBuilder.Map(PathString pathMatch, Action<|ApplicationBuilder> configuration)
Branches the request pipeline based on matches of the given request path. If the request path starts with the given path, the branch is executed.

B & O localhost e B B

&~ — O m (i) localhost

This ends the request or short circuit request.

B <« | ] localhost b S

e O (i) localhost

This 15 called from testroute. This ends the request or short circuit request.
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Solution Explorer
@ | -

Search Solution Explorer (Ctrl+;)

|ﬁ| Solution 'Chap05_02' (1 project)
4 =] Chap05_02
& Connected Services

P o Dependencies

™ Properties
@ wwwroot

4 Controllers

[ ¥ ProductController.cs

F Core
F Interfaces

= c# |ProductRepository.cs

F Model
P o Category.cs
[ €% Product.cs

o c* ProductViewModel.cs

F Infrastructure

b o ProductContext.cs
B ProductRepository.cs

b IT appsettings.json
B o Program.cs
I o Startup.cs

= X

3 ]| =R

D~
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{1 swagger Product AP V1

Product APIs®

Iswaggerivi/swagger.json

Product v

‘ﬂ Japi/Product/productlist
‘ﬂ Japi/Productfproduct/{productid}
‘m /apifProduct/addproduct

‘ “ /api/Product fupdateproduct/{productid}

[m Japi/Product/deleteproduct/{productid} ]
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Response body

"productld": "8134132]1-c?8b-48bl-aZbe-47eGTT548T0T",
"productName™: "Microservices for .NET",
"productDescription™: "Microservices for .MET Core",
"productImage”: "microservices.jpeg",

"productPrice”: 651,

"categoryIld": "Sccaa®d@-ed436-4dle-ad465-b45696d73a91",
"categoryName™: "Books"™,

"categoryDescription™: "Technical Books"™

"productId": "4d26leda-a657-4add-abf6-ddebel4b64d55",
"productName™: "Learm C#",

"productDescription™: "Leanr C# in 7 days",
"productImage”: “csharp.jpeg”,

"productPrice”: 528,

"categoryIld": "Sccaa®d®-ed436-4dle-ad635-b45696d73a9,
"categoryName™: "Books"™,

"categoryDescription”™: "Techmical Books"™

Neo Environment
http:/fiocalhost:60431 @

GET http:/flocalhest:60431/api/Product/productlist Params

An unhandled exception occurred while processing the request.

InvalidOperationException: Unable to resolve service for type '"Microsoft.Extensions.Logging.lLogger' while attempting to
activate 'Chap05_02.Controllers.ProductController'.

Microsoft.Extensions.Internal.ActivatorUtilities.GetService(IServiceProvider sp, Type type, Type requiredBy, bool isDefaultParameterRequirad)
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shut down.

1.uWebH

amewor

[44]
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ﬂ Chap03_03 - Microsoft Visual Studic (Administrator)
File | Edit View Project Build Debug Team  Tools  Architecture  Test  ReSharper  Analyze

New ¥ | - AnyCPU « P USExpress ~ ¢ + | g _ ¢
Open blE Project/Solution... Ctrl+Shift+0

@ Start Page ® Folder.. Ctrl+Shift+ Alt+ 0
Add to Source Control 2B Web Site... Shift+ Alt+ 0
Add b Open from Source Control
Close 2] File.. Ctrl+0

E3 Close Solution T
Save Selected [tems Ctrl+5

Save Selected tems As...

W Save Al Ctrl+Shift+S
Source Centrol »
Page Setup...

Print... Ctri+P

Account Settings...

Recent Files »
Recent Projects and Solutions r
B Exit Alt+F4
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¢ Open Project X
= v A <« Chapter03 » 031 Middleware-Logging v @ Search 031 Middleware-Loggi... 2
Organize « Mew folder ==~ [N 0
Projects ~ MName Date modified Type
f@ OneDrive WS 5/16/2018 1:06 AM File folder
—— Chap03_03 3/16/2018 1:31 AM  File folder
= This PC &8 Chap05_03 5/15/2018 3:02PM  Microsoft Visual S...
P 3D Objects
[ Desktop
< Documents
; Downloads
J& Music
&=/ Pictures
E Videos
i Local Disk (C:)

- lEmporary Stora ¥ <€ >

File name: | Chap05_03 v| All Project Files (*.sln;*.dsw;*ve ~
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& Build P - B x
r  Analyze Window Help Rebuild Gaurav Aroraa ~ €
. | | Clean
L = .
View »
fisual Studio Perfermance MNever show this again
Pack
@  Publish... v =X

Overview ]' | }'Eﬁ
el

Scope to This

Mew Solution Explorer View
3% Show on Code Map _ :_‘
File Nesting 3 T:J_.
¢®  Edit Chap05_03.csproj g
Area... Add H g‘._'
New from Template » # Manage NuGet Packages... E—-
(1 New ltem... Crl+ Shift+ A lmEralsTsmaas g
O Edsting Item... Shift+Alt+A £t Setas StartUp Project t
New Scaffolded ltem... Debug i’ g
#5 New Folder Seurce Contral [ i f
& From Cookiecutter... License Headers 3 i
Z DockerSupport M ocut Ctrl+ X S
g Application Insights Telemetry... X Remove Del E’
Reference... Rename 7
t{'b Connected Service Unload Project
s Class.. Shift+Alt+C Find Code Issues

£E  Find Symbols External to Scope

“E Find Code Dependent on Module

T Show Type Dependency Diagram
Show Project Dependency Diagram
Show Project Hierarchy

lesults  Unit Test Sessions  Unit Test Explorer (') Open Felder in File Explorer

hap05_03.cspraj. - ource Control = .
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Add New Item - Chap05_03

4 |nstalled

Sort by: | Default

4 ASPNET C c*

ore @ Razor View Imports ASP.NET Core
Code

Dat. U
Gz:eral fl;‘] Tag Helper Class ASP.NET Core

b Web U
= ,';j Middleware Class ASP.NET Core

b Online o
gj Startup Class ASP.NET Core
?3 App Settings File ASP.NET Core
‘D HTML Page ASP.NET Core

rjs
-J JavaScript File ASP.NET Core
Style Sheet ASP.NET Core

—Ts
=| TypeScriptFile ASP.NET Core
TypeScript JSX File ASP.NET Core
°| l TypeScript JSOM Cenfiguration File ASP.NET Core
ul_ﬂ Web Configuration File ASP.NET Core

Mame: |FIimeEStorELoggErMiddleware.cs

?
Search (Ctrl+E)
“  Type: ASP.NET Core
A class to write your middleware
hd
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Solution Explorer * 2

@E- o 88| [u | F=R
p

Search Solution Explorer (Ctrl+;)
] Solution 'Chap05_03' (1 project)
4 [3] Chap05_03

& Connected Services

B S Dependencies
b M Properties
@ wwwroot

4 Controllers

B c# ProductController.cs
] Core

[ Interfaces

[ Logging

[ Model
] Infrastructure

B ProductContext.cs
B o ProductRepositony.cs
4 Middleware
P o FlixOneloggerMiddleware.cs
o FlixOneStoreLoggerExtension.cs
b LT appsettings.json
B ©* Program.cs
B c# Startup.cs

de

s3I

L
og

oI3n|

1[:E= NI

dxg wea) i3

R CI

Malf 5587

i

TESINE

SLIL
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t' using p
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Chapter 6: Testing RESTful Web Services

Requirement

Outline reement
Gather the requirement for Book - . Ae
. . Layout outline of the book, as per Start process of agreement
Building RESTful Webservices L .
initial proposal of the book between publisher and author

using .NET Core 2.0

M | M

Preliminary Drafts Final Drafts
. Technical review
Start draft chapters from authors After content editor accept the . )

. o . Appoint a technicalconsultant
within the timeline final drafts

[x] [x]

USE CASE
v
TEST SCEMARIOS
I L 4 Y
TEST CASE TEST CASE TEST CASE
Hierarchical representation of Use case, Test Scenarios, and Test Case
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Testing Pyramid
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File

Edit View Project Debug . Architecture  Test  Analyze
Mew 3 Project...
Open * File..
Start Page Project From Existing Code...

Close

Started

Save All Ctrl+Shift+5

Source Control

Account Settings...
Recent Projects and Selutions

Exit Alt+F4

Window Hel P
Ctrl+ Shift+M

Ctrl+M
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olg

Solution Explorer =X
@E- - d@| W] F[=
Search Solution Explorer (Ctrl+;) P -

fa] Solution 'ChapD6_01' (2 projects)
4 7] Chap0D6_01

£ Connected Services

saipad

—
2

oIyn|

ydlxg w

~n Dependencies
M Properties

& wwwroot
Controllers
C# ProductController.cs

Core

I|I3|Z:".'3 Wiea) JaJdi

FERT

Interfaces

c# |ProductRepository.cs
Maodel
c# Category.cs
c* Product.cs
c# ProductViewModel.cs
A Infrastructure
B ProductContext.cs
B o ProductRepository.cs
b IT appsettings.json
o Program.cs
= C* Startup.cs

Malf 558)

oN

JECEIE

SU0

@® localhost:60431/swagger/
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1 swagger Product API V1 v

Product APIs®

Iswaggerfvi/swagger.json

Product ~

fapi/Product/productlist

Japi/Product/product/{productid}

Japi/Product/addproduct

/api/Product/updateproduct/{productid}

Japi/Product/deleteproduct/{productid}
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Response body

"productId": "8234132]1-c28b-48bl-aZbe-47e6T7T348T0T",
"productName™: "Microservices for .NET",
"productDescription™: "Microservices for .MET Core",
"productImage”: "microservices.jpeg",

"productPrice™: 651,

"categoryId": "5Sccaa®d8-ed36-4dle-ad463-b45696dT73a0",
"categoryName": "Books"™,

"categoryDescription™: "Technical Books™

"productId": "4d26leda-a657-4add-aBf6-ddebel454d55",
"productName™: "Learn Ci",

"productDescription”: "Leanr C# in 7 days",
"productImage™: "csharp.jpeg",

"productPrice": 528,

"categoryId": "Sccaa®d8-ed436-4dle-ad463-b45696dT3Ia0",
"categoryName": "Books"™,

"categoryDescription": "Technical Books™
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&

Build Solution
Rebuild Solution
Clean Solution
Analyze

Batch Build...
Live Unit Testing

Configuration Manager...

Manage MuGet Packages for Solution...

Restore MuGet Packages

Configure Continuous Delivery to Azure...

Mew Solution Explorer View
Show on Code Map
File Mesting

Calculate Code Metrics

Project Dependencies...

Project Build Order...

Add

Set StartUp Projects...

License Headers

Add Sclution to Source Control...
Paste

Rename

Find Code Issues

Show Project Dependency Diagram
Open Folder in File Explorer

Refactor
Cleanup Code
Go to File Nearby

Collapse All

Properties

F&

Ctrl+V

Alt+Enter

11

* X

7 @[] | #[=|R
P

e T Y@v

sa1pade

b in Explorer (Ctrl+;)

oc
FL

'Chap06_01'(1 project)
06_01

o1

exg ue

12U

—
g
3
, =
3
A
B
=
=
=
’ Mew Project... -
Existing Project... %
N Existing Web Site... &
%3 New ltem... Ctrl+Shift+A @
'3 Existing ltem... Shift+ Alt+A
* Mew Solution Folder
3

4 Add to Source Control .
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Add New Project ? X
I+ Recent Sort by: ‘ Default Search (Ctrl+E)
# Instalied Dﬁ Console App (NET Core) Visual C# Type: Visual C=
4 Visual C# A project that contains xUnit.net tests that
Windows Classic Desktop E][!ﬁcg Class Library (. NET Core) Visual C# can run on ,NET Core on Windows, Linux
 Web b . and MacOS.
MET Core E‘_‘I MSTest Test Project (NET Core) Visual C2
MNET Standard -
Cloud E( xUnit Test Project (.MET Core) Visual C2
Test
WCF @ ASP.MET Core Web Application Visual C2

b Other Languages
Dependency Validation

P Online

Mot finding what you are leoking for?

Open Visual Studio Installer

Name: [ChapDp_01_Test] |

Location: |D:\Websemces\(hapter D6_new\01 Unit Tests '| Browse...

Cancel

|Jd

Solution Explorer * 13X

@E-|o- aB|[u|Fl=R
Search Solution Explorer (Ctrl+;) P

fad Solution 'Chap06_01' (2 projects)

FIEL:E

53

o

=

b =] Chap06_01 g
4 [EZ Chap06_01_Test g
P t@ Dependencies ﬁ_-

4 Fake <

B ©* ProductData.cs g_'

F] Services Em

I+ c# ProductTest.cs =1

13l
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Test Explorer ¥ X
S = =~ 5 seorch p-
Run All | Run.. = | Playlist: All Tests =
fa] Chap06_01 (1 tests)

4 @) Passed Tests (1) 328 ms

'ﬂ' Chap06_01_Test.Services.ProductTests.Get_Returns_ActionResults 328 ms
Summary
Last Test Run Passed (Total Run Time 0:00:06.9099955)
ﬂ 1 Test Passed
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IJd

Solution Explorer * o

Qi o 88| [u| KR
Search Selution Explorer (Ctrl+;) P
fa] Solution 'Chap06_02' (2 projects)

b 2] Chap06_02

4 Chap06_02_Test

B SF Dependencies

salpad

-
b |

oI3n|

ojdxg ue

r Services
I ©* ProductTest.cs
LT appsettings.json
= c# TestStartup.cs

] Ij::'ia LUEa] 3l

PR
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Test Explorer
Q C -3 Search

Run All | Run.. = | Playlist: All Tests =
Rl Chap06_02 (1 tests)

| 'ﬂ' Pazzed Tests (1) 2 sec
0 Chap06_02_Test.Services.ProductTest.ReturnProductList 2 seC

Summary

Last Test Run Passed (Total Run Time 0:00:08.4109997)
'ﬁ' 1 Test Passed
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Test Explorer
S i [ -2 Search P -

Run All | Run.. = | Playlist: All Tests =
fal Chap06_03 (1 tests)

4 @ Passed Tests (1) 866 ms
'ﬂ' Chapl6_03_Test.Services.ProductTest.ReturnProductList 866 ms

Summary

Last Test Run Passed (Total Run Time 0:00:09.3460001)
ﬁ 1 Test Passed
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e ProductviewModel ToProductvm(Product productModel)
4 @ productModel {Chap07_03.Core.Model.Product} =

return new ProductViewModel :’f:t;i?c'fimim (‘\{fh“’:i}:i';‘?vfi::l‘ffm'categ""’}

{ b JId {a5dbf00d-2e29- -alca-7eB61272chbdc}
Categoryld = productModel.Categoryld, ", ; E;’D”;Em - c;:::ﬂ
CategoryDescription = productModel.Category.Desct »#(. & [ {Chap07_03.CoreModel.Product} |
CategoryName = productModel.Category.Name, % :” » M Category {Chap07_03.Core.Model Category}
ProductDescription = productModel.Descriptiaon, ! ;g::?;ﬂi a- {,ﬁiﬁﬁﬁi&:ﬁ;{’;ﬁgmm“E““}
ProductId = productModel.Id, v fld {02341321-c20b-48b1 -a2be-4Te6TFS4BF0f}
ProductImage = productModel.Image, i:nm;tg:k R ;m'cmsemcesweg” L
ProductName = productModel.Name, F Name @ - "Microservices for NET"
ProductPrice = productModel.Price K Price 851

Ne Environment
hup:/focalhost:60431 @

History
- GET hetp:flocalhost:60431 /apilProduct/productlist Params m Save

Send and Dow

oad

Authorization
¥ Today

TYPE

Inherit auth from parent

nt. Save itin a col the parent's

der

Body (@ Status: 2000K  Time: 294ms  Sze: 7518

JSON =

7548F0F",

LNET Core”,

€33900-2436-4d1e-3463-D45696073a9F",

goryDescriptio chnical Books™
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|4 Advanced REST client

File Edit View Window Request Help

= Request

HTTP request
Socket

History Saved APls
Today

GET http://localhost:60431/api/Product/product

http:#/localhost:60431/api

) Re
GET http

Parameters

0O a <> m

localhost:60431/api/Product/productlist

X+
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Test Explorer
S = [z 3 Search

Run All | Run.. = | Playlist: All Tests =
fa] Chap06_04 (2 tests)

P (V) Passed Tests (2) 139 ms

(V] Chapl6_04 _Test.Services.ProductTest.MultipleCallRequestTime 1 sec
@ Chap06_04_TestServices ProductTest.SingleCallRequestTime 19 ms

Summary

Last Test Run Passed (Total Run Time 0:00:10.375%9549)
ﬂ 2 Tests Passzed
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Test Mame: Chap0&_04_Test.Services.ProductTest. MultipleCallRequestTime
Test Qutcome: ﬂ Paszsed

Standard Qutput
Actual ime: 1284.7536 millisecond. Expectad time: 113000 millisecond.

\bin\Debug
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Chapter 7: Continuous Integration and
Continuous Deployment

Saas
(Server Storage, Operating Systems, Development tools, Database management,
Business analytics, Hosted applications)

laas
(Server and Storage)

[Cloud computing services models (laas, Paa$, Saas)]

~

.

Dashboard ~ + Newdsshboard & Upload ¥ Download ~ # Edit () Share ./ Fullscreen (1 Clone [ Delete

All resources
res! E

Dashboard Service Health

Create a resource

All services

Parsonslized guidance and support when issues

Resource groups
in Azure services affect you. Learn more 3

&5 All resources (8 ActivityTrackerSample---

B semarinmayi3

Recent
—_—
App Services

B BitBucketSampleRecei...

il ines - Marketplace
Virtual machines (class... B siebucketsompleRocein P

Virtual machines See more.
R soL databases

Cloud services (classic)

subscriptions

Azure Active Directory
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e B2 https://www.visualstudio.com/vso/ O~ @& & || B visual Studio Online | Now ...

=. Microsoft Microsoft 365 Azure Office 365 Dynamics 365 saL Windows 10 More - 7| Search jel

Signin

Visual Studio Products ~ Downloads Marketplace Support v Subscriber Access

Visual Studio Online is now |
il

Visual Studio Team
Services

Agile, Git, Continuous integration.
Get started for free »

Learn more »

Your language. Your platform.

Tools for every member of your team.

Sign out

Visual Studio Team Services Accounts

~ gaurav-arora.visualstudio.com (Owner)

Create a Team Project and start collaborating with your team now! Actions
New team praject X .
L Open in Visual Studio

i

Gaurav Aroraa Edit profile

Microsoft account v

@ India
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Create new project

Projects contain your source code, work items, automated builds and more.

Project name *

FlixOneProductServices v

Description

This project is for demenstration of .NET Core W, s book to show case the power of VSTﬂ

Version control

'eam Foundation Version Control e

Worlk item process

Scrum e

) FlixOneProductServices .. ™  Dashboards  Code  Work  Buildand Release  Test Wiki | & Search work items in this project P v
FlixOneProductServices Members ()
This project is for demenstration of .NET Core Webservices book to show case the power of VSTS '
Add tags
Activity 7Days
X
Code
;
/
q 3 q 2
Use continuous integration 9
Changessts
Improve code quality by detecting breaking changes as soon as they happen. by 1authors
Set up Build Build & Release Setup Build
No builds yet
Learn more about continuous integration
Work Add Work
No work items yet
No README.md found in @ $/FlixOneProductServices # Change

[69]



Graphic Bundle

Welcome

rted us
the most of your team da:

oard,

Sprint Burndown

Manage Work
Add work te your board

BB FlixOneProductServices Team Overview

/7 Edit

O Refresh

Work assigned to Gaurav Aroraa (0)

new work.

Collaborate on code
Add code to your repository

Continuously integrate
Automate your builds

Visualize progress
Learn how to add charts

New Work Item

s

All done with the work assigned to you? Go to your team backlog to pick up

Team Members

It's lonely in here...

Work

Backlog
Board
Task board
Queries

Visual Studio

Enter title o Open in Visual Studio
Set iteration dates to use the sprint Requires Visual Studio 2013+
burndown widget Bug “ ) ‘
Get Visual Studio
Set iteration dates See Visual Studio downloads
9 $/FlixOneProductServices “  Files Changesets Shelvesets
$/FlixOneProductServices /
Contents  History + New 7T Uploadfilefs) L .
£ §/FlixOneProductServices
Last ch Changeset
BuildProcessTemplates Name T s enang= anges=
BuildProcessTemplates 3 hours ago 3 Checking in new Team Foundation Build Automation files. Gaurav Aroraa

Work Items  Backlogs ~ Queries

<

Recycle Bin
B ree ¢

Product backlog

Features
Backlog items Backlog  Board

Current New B Create query Column options =
Sprint 1 Type  Product Backlog ltem ~

Future Title  Creste simple RESTful AP! to show the product details

Sprint 2 Order  Work ltem Type  Title

Sprint 3

sprint 4

Sprint 5

Sprint 6

Add

State

Forecast Off

Effort

Value Area

Parents Hide  In progress items Show

Iteration Path

Mapping Off

-
Y

Tags
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B PRODUCT BACKLOG

7 X

1 Create simple RESTful API to show the product details
$ Gaurav Aroraa 0 comments  development X S Follow L -
State New Area FlixOneProductServices Updated by Gaurav Aroraa just now
Reason ) New backlog item iteration FlixOneProductServices Details ) & )
Description Details Development

Priority + Add link
Add complete description here 1 Development hasn't started on this item.

Effort

8

Related Work

Business Value

1 + Add link ~

There are no links in this group.
Value area

Architectural

Acceptance Criteria

4
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Edit iteration

Sprint 1
lteration name

Sprint 1

Start date

A/23/2018

End date

Location

Cancel
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Work [tems B

logs  Queries

<

Features

items

Backlog items Backlog  Board

Current New < Approved

sprint 1 New item L

Future
B Create simple RESTRul 4P| to show the
Sprint 2 product details
Sprint 3 e Gaurav Aroraa 8
Sprint 4 development
Sprint 5
Sprint & Create Simple Database for Products
e Gaurav Aroraa 8
Database

03

Committed

0ys

Done

v

[

# S
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Connect to a Project

Showing hosted repositories for:

=. g_arcra@hotmail.com (Microscft account)

-

Type here to filter the list

Add TFS Server = | Refresh

P

4 5 gaurav-aroravisualstudio.com
4 ¥2 FlixOneProductServices
O $/FlixOneProductServices

Cancel
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IJd

Team Explorer - Home * 12X
Q far ¥ | ¢ | Search Work ltems (Ctrl+ 2 -

s3Iy

Home | FlixOnePreductServices -

5

|

4 Visual Studio Team Services -
'.-:J FlixOneProductservices
https://gaurav-aroravisualstudio.co...

4 Configure Workspace

g e

S/ FleedneProductServices

I|d3{3 LUEa] 3L

x%Productservices TFS

13l

Map & Get eEll | Advanced...

4 Project t_:"__
Configure Workspace | Web Portal | Task Board E:_._:
- My Work z

TCSII

@ Pending Changes

SLIL

Source Control Explorer

Work ltems

e B

Builds

Continuous Delivery

ﬂ Settings

(]
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Source Control Eplorer = >< [
DK ¢ | Il | | | | - = | - | Workspace:  GAURAV -

Source location: &8 FlixOneProductServices -

Folders ¥ || Local Path: D:\ProductServicesTFS

4 #% gaurav-arora.visualstudio.com\gaurav-arora Name = Pending Change = User Latest | Last Check-in
4

FlixOneProductServices BuildProcessTemplates Yes 4/30/2018 10:2...

5

BuildProcessTemplates

T

S i G ez - B
Ry ik Sabatiin w
Clew Sakitian

By b
Eushch Build

L Uit Testing b
Conligurstion Mansger

Whnage: MalGel Prokages: far Sakiin

Fsstions Mhilet Packapes: rices_Tok
Coanligure Coniinuais Dalbasny 1o azune

ke zbrtizn Eplzmr View

Shaw on Cack Mg

Filu Muting ¥

MR 2@

Caboulste Coade Pledrics
Project [npmndancin_..
Project Build Ordar..
add L3
£ St Seatile Projecte.
Licesnse Headers »
Add Szhrticnio Source Cortral.
Pt
D Rename
Find Cedulmm
Shiaw Project Depenoen oy Diagram
£*  (Ocan Folder in Fils Egzlerer
Fefaetar .
Clesnig o
Goto Fle Mearty
Crilazea Al
A Propeties AkeEmier
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Add Solution FlixOneProductServices to Source Control ? >

Indicate where to store your sclution and projects in the Team Foundation Server and in your
workspace,

Team Foundation Server Details
Serverr  gaurav-arora.visualstudic.com'gaurav-arora
Teamn Project Location:

v u FlixOneProductServices

BuildProcessTernplates

Make Mew Falder

Type a name for the solution folder:

| FlixOneProductServices

Solution and project files will be added to:

| S5/ FlOneProductServices/FlixOneProductServices Advanced...
Workspace:
GALRAY e
QK Cancel
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gaurav-arora.visualstudio.com'gaurav-arora

4L
[
4

FliOneProductServices

+

Fi

BuildProcessTemplates
FlixOneProductServices

+ FlixOneProductServices
B+ Controllers

B+ Core

o+ Infrastructure

o+ Properties

+ FlieOneProductservices_Test
B+ Fake

o+ Services
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IJd

Team Explorer - Pending Changes > 5 X
<] fa ¥ | ¢ | Search Work ltems (Ctrl+ O -

sapad

Pending Changes | FlixOneProductServic... ™ | 7

oc
IIJ

GAURAV =
=

Check In Shelve v| Actions = _:"

4 Comment E
#3 - Adding newly created selution for 7
ProductServices to Source Control, E

g

4 Related Work ltems (1)
Queries « | Add Work ltem by ID ~

FE

."Fl 3 - Add code to source control Accociate -

Malh 558

4 |ncluded Changes (17)
Exclude All | View Options -

o D:\Webservices\Chapter 06 ET
[ FlcOneProductServices E!
[ FloedneProductServices_Test ;

fad FlixOneProductServices.sln [add]

4 Excluded Changes
Include All | View Options »

Drag changes here to exclude from the check-in.

)  FlxOneProductServices .. ¥ Dashboards ~ Code  Work  BuildandRelease  Test Wik | @& Search work items in this

£ §/FlixOneProductServices Files  Changesets Shelvesets

$/FlixOneProductServices / FlixOneProductServices

© Comtents  History + New 7 Uploadfilels) L
& §/FlixOneProductServices
BuildProcessTemplates Name T Last change Changesets
FlxOneProductServices FlixOneProductServices 4 minutes ago H #3 - Adding newly created sclution for ProductServices to Source Control. Gau...
FlixOneProductServices FlixOneProductServices_Test - 4 minutes ago 5 #3 - Adding newly created solution for ProductServices to Source Control. Gau.
FlixOneProductServices_Test & FlixOneProductServices.sin 4 minutes ago H #3 - Adding newly created solution for ProductServices to Source Control. Gau...

& FlixOneProductServicessln
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TestPlans  Parameters

Select a test plan

+- B

Test plan

Static suite

Requirement-based suite

Query-based suite

Shared steps

Configurations

3 <« & ¢

Work

Build and Release

Test

Runs  Machines  Load test

<
~ | ¥ Youcantcreate test cases without a test plan. Click here to create a test plan.

Tests  Charts

Mame:
Area path:

[teration:

Create a test plan

[teration 1 Tesﬂ
FlixOneProductservices

FlixOnePreductServices\Sprint 1
April 23 - May 4

Cancel

=

FlixOneProductServic

Dashboards

Code

Work

Build and Release Test Wiki | & h work items in this
TestPlans  Parameters  Configurations Runs  Machines Load test
<

Sprint 1: Iteration 1 Test (1d: 4) ~ ¥ Testsuite: 1: Create simple RESTful API to show the product details (Suite ID: 7)

+- B B & & & Tet Chats Outcome All  Tester Al Configuration Al
4 lteration 1 Test + New »  Addesistng X @] e @ © Column options

- 1 : Create simple RESTFul API to show the pro...
+ New test case r

Title Configurat... Tester

st case and add it to this suite [Alt = N)

View List
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8 Verify Product Details GET resource

f Gaurav Aroraa

Steps Action Expected result
1 Verify product api is running API documentation is displayed after bre

APl url,

Json result of product details is retrieved

Click ar type here to add a step

There are no links in this group.

Details

Priority
2

0comments manualtests X productapi X | B Follow ()
State Design Area FlixOneProductServices Updated by Gaurav Aroraa just now
Reason B New lteration  FlixOneProductServices\Sprint 1 Steps  Summary  Associated Automation ) &
Steps Development

WA 4@ 4@ T X el 0 B Iy + Add link

Development hasn't started on this item.

Related Work

+ Add link ~

shboards Code Work

Build and Release

Test Plans  Parameters  Configurations Runs  Machines  Load test

<
Sprint 1: Iteration 1 Test (Ic: 4) ~ Y BTest suite: 1: Create simple RESTIul APl to show the product details (Suite

D:7)
+ - = O < & & Tets Charts Outcome Al Tester All Configuration Al View List
4 lteration 1 Test + New »  Addesising X (Gl P Run v e 9 © o = Ordler tests. Column options Yy O
~ 1: Create simple RESTul APl to show the pro...
Outcome  Order [ Title P Runtest Configurat... Tester
@ Active 1 3 Verify Product Details ==+ Windows ...
Run test (Alt + R)
G Microsoft Test Runner - Google Chrome - x

@ Secure

ve and close

https://gaurav-arora.visualstudio.com/FlixOneProductServices/FlixOneProductServices%20Team/_testExec

ution/Index

8% Verify Product Details GET resource

1. Verify product api is running

EXPECTED RESULT
APl documentation is displayed after browsing AP| url.

2..#" Open PostMan and call GET resource of product AP| /apifproductdetails/
EXPECTED RESULT
Json result of product details is retrieved.

Bl@-
2%

2%

Pass test step (Press T + P)

[81]




Graphic Bundle

Dashboards Code Work Build and Release Test Wiki

¢J  FixOneProductServices ... ™

.2
?

Get everyone on the same page

Create wiki pages to help your team members collaborate.

Search work items in this project Ay a ® -

a FlxOneProductServices ... % Dashboards Code Work Build and Release Test Wiki

Bulds Releases Library Task Groups  Deployment Groups
Build Definitions Build ID or build nu... 0 + Import OSecurity @ reo

Mine Definitions Queued

You can use a build definition to automate your build process.

The FlixOneProductServices team project doesn't have any build definitions.

—+ New definition @ Get started

Wiki Search work items in this project RV a o ‘)

c FixOneProductServices ... ™  Dashboards Code Work Build and Release Test

Builds  Releases  Library Task Groups  Deployment Groups

Select a source

x| 0 O = ®u ¢

Subversion Bitbucket® Cloud  External Git

TRVC GitHub GitHub Enterprise

Weorkspace mappings
Local path under S{build sourcesDirectory)

Type Server path
Select your repository Map $/FlixOneProductServices
Tell us where your sources are. + Add
You can customize how to get these sources from the repository later.
Continue
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Builds Releases Library Task Groups  Deployment Groups

Select a template

Or start with an

Choose a template

Choose a template that builds your kind of app
Don't wory if it's not an exact match;

you can add and customize the tasks later. @ Azure Web App

Empty process

IS LSIIIGLE SIS HIBL ¥ ISUGH JHUUIL LS 1LY U WIS Ui aYErIL,

ASP.NET
Build ASP.NET w

eb applications

ASP.NET Core
Build ASP.NET Core web applications targeting .NET Core

ASP.NET Care (.NET Framework)
Build ASP.NET Co

web applications targeting the full NET Framewark

Build, package, test and depl

Universal Windows Platform

template requires that Visual Studio a
on the build agent.

Builds  Releases  Library  Task Groups  Deployment Groups

& - > FlixOneProductServices-ASP.NET Core-Cl

Tasks Variables Triggers Options Retention History

Process
Build process

z= Getsources
& FixOneProductServices ¥ $/FixOneProduct:

Phase 1
B Runon agent

Restore

NET Core

Build

-NET Core

Test

WNET Care

Publish

NET Core

Publish Artifact

Publish Build Artifacts

Save & queue

Name *

FlixOneProductServices-ASPNET Core-Cl

Agent queue* @ | Manage =

Hosted ¥52017

Parameters @ | @; Unlinkall
Project(s) to restore and build &

*xf* csproj

Project(s) to test &

A Tests/ .cspro)
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Save build definition and queue

Agent queue

Hosted V52017

Source version (&)

C5

Shelveset name

Variables Demands

BuildConfiguration
BuildPlatform

system.debug

+ Add

release
any cpu

false
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Initialize Agent

Initialize Job

Restore

"

v

w" et Sources
o

" Build

v

Test

Builds  Releases  Library  Task Groups  Deployment Groups

Release Management helps you automate the deployment and testing of
your software in multiple environments. You can either fully automate the
delivery of your software all the way to production, or set up semi-automated
processes with approvals and on-demand deployments.

Start by creating a new release definition.

~+ New definition (@ Getting started 7 Security

Builds Releases  Library Task Groups Deployment Groups

Al He . . s
I New Release Definition Orstart with an g Empty process
Pipeline  Tasks Variables Options  History
Featured
@ Azure App Service Deployment
ifa Adc i I Adc Deploy your application to Azure App Services. Choose
Artifacts | Environments | from Web App On Windows, Linux, Containers, Function
Apps or Web Jobs
Deploy Nodejs App to Azure App Service
e Deploy your Node s application ta Azure Web App

Environment 1

Deploy PHP App to Azure App Service
Deplay your PHP Application to Azure Web App

Select template

® @

IIS Website and SQL Database Deployment

Deployment Group: Deploy ASP.Net, ASP.Net core web
applications to IS Website and SQL Database

7]

Azure Cloud Service Deployment

®

Deploy an Azure Cloud Service
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8y © 0O |

Build Git GitHub +* Team Fou...

3 more artifact types v
)
W

Project *

FlixOneProductServices e

Source (repository) * @

$/FlixOneProductService w

H £
Default version * (i)

Specify at the time of release creation hd

Source alias ()

_FlixOneProductServices

(D) The artifacts published by each version will be available for deployment in Release
Management. The last successful version of $/FlixOneProductServices published the
following artifacts: BuildProcessTemplates, FlixOneProductServices, README.md.
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Builds Releases Library Task Groups  Deployment Groups

All definitions T New Release Definition

Pipeline  Tasks Variables Retention Options History

Development
Deployment process

Run on agent 4
B Runon agent

Deploy Azure App Service

P Azure App Service Deploy

Save

Environment name

Development
Parameters @ | <@ Unlinkall
Azure subscription® & | Manage 12

—————— i v O
© scope: s Y
App type &

Web App v
App service name * &

DeployAzureAppService ~ O

New Release Definition / Release-1

Summary  Environments  Artifacts  Variables

] e Deploy Abandon

Details

Release deployment &7

Manually created by Gaurav Aroraa 2 minutes ago

& §/FlixOneProductServices / Changeset 5 (Team Foundation Version Control)

Environments

Environm...  Actions Deployment status
Develop... s NOT DEPLOYED O]
Issues

No issues reported in this release.

General Commits  Work items  Tests
= Send Email
Triggered Completed Tests

No tests

Logs  History

Werk items
No associated work items found,
Tags

dev X

azure app A Add...
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Chapter 8: Securing RESTful Web Services

nnn————————— b
SECURED | Components :
! Under Attack |
® | |
| |
| —¥Resource |
|
Attack —#{ UNSECURED ©> Resource |
WEB | UTILITY ||
wp |1 o] |
| DB |
| |
: STORAGE :
IMPACTED OBJECTS

(A For Secured system, no impact of attacks,

WEAK System leads to security breaches
and it impacts the other components too.

(© Components are under attack
due to weak security
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——————————————————

| |
! Client } ittt
| 1
i i | Services '
| Web | 3 i
l | ‘ |
| | | |
| | | |
I I | I
| I | I
| | | |
| | | |
| |
| I | I
| | | |
! ! ! RESTful I Other
! I Request N AUTH N Semvices | &
| Mobile I i SERVICES '; :‘_’ faCIlI!t.ate
| | | | utilities
| | | |
| I | |
I I | |
| 1
| | Response of ! !
| &
« | 1
i i Unauthorized ! !
| ! request ! !
| Other < | '
| |
| |
| |
| |
| |
| |
| |
| |

__________________

[Depicting: a typical view of Authenticating Web API using Auth Services]

Create

Comment

UserName

aroraG

Description

=scrip=alert(’hil'y;</script=

Create
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// POST: Comment/Create
[HttpPost]
[validateAntiForgeryToken]
0 refi es | @ 2 requests | 0 exceptions
public ActionResult Create(IFormCollection collection)
try
var = collection;
4 @ coll| {Microsoft.AspNetCore Hitp.FormCollection} =
— ¥ Count 3
return f, % qi Count =0
1 > o Keys Count = 3
b #2 Static members
catch » @ Non-Public members
4§ Results View Expanding the Results View will enumerate the [Enumerable
» @ [0]| {[UserName, aroraG]}
4 @ [1] {[Description, <scrip=alert('hil": </script>1}
v Key Q - "Description” 7-U036XcKMOs5TAOGK VabdoltyyabKdULOGISIt5 1 pPN7c 0 T2RdybARx 196740 _V5qVyPpwpmkndaDVzTloF45MHKFMVIVmnsBOVkEvpGRG. .
» o Value {<scrip> alert(hit); < /script>] =
» @ Non-Public members,

Index

Create New

UserName Description

aroraG This is a first comment. Edit | Details | Delete
aroraG This is a second comment. Edit | Details | Delete
aroraG This is a third comment. Edit | Details | Delete
aroraG Escript»alert('hi!'};<.*scrip5 Edit | Details | Delete

© 2018 - Chap08_01
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——————————————————

! |
| Client !

| |

| |

| Web |

| |

| | /_\
| | v
! |

: - ® ©

| > >

! I Request Request Query to

l Mobile j APl APPLICATION|  fetch data DB

| ! SERVER Server

j | ’

I ] <

| Response Response Complete

| data of emp

| table N~
! Others

|

|

|

|

|

,,,,,,,,,,,,,,,,,,

@Request injected by attacker http:\\localhost:6634/?empid="232 or 1=1;"
e API passes it to Server example Select *from model emp where"id=232 or 1=1;";

@ DB execute a Statement example Select * from Emp where id='232"or 1=1

[Depicting- A typical SQL Injection Scenario]

() localhost:429
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0 swagger

Product APIs®

{swaggerfvl/swagger.json

Product o
‘ﬂ Japi/product/productlist ‘
‘ﬂ Japi/product/{productid} ‘
‘ﬂ Japi/product/{productname} ‘
‘m /api/product/addproduct ‘

ﬂ Japi/product/{productid}

Parameters

Name Description
productid * ==
4D261E4A-AB57-4ADD-AOFG6-DDEBE1464D
string
(path)
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Request URL

http://localhost:42918/api/product/'4D261E4A-AG57T-4ADD-ABF6-DDEGE1464D55"

Server response

Code Details

200

Response body

"productId": "4d26leda-a657-4add-a8f6-ddebeld64d55",
"productName™: "Learn C&",

"productDescription™: "Leanr C# in 7 days",
"productImage™: "csharp.jpeg",

"productPrice™: 528,

"categoryIld": "Sccaa9d@-e436-4dle-ad463-b45696d73a9",
"categoryName™: "Books"™,

"categoryDescription": "Technical Books™

"productId": "82341321-c28b-48bl-albe-4TebTT5481AT",
"productName™: "Micreservices for .NET™,

"productDescription™: "Microservices for .NET Core",
"productImage™: "microservices.jpeg",

"productPrice™: 651,

"categoryld": "Sccaadd®-e436-4dle-ad63-b45696d73ad ™,
"categoryName™: "Books"™,

"categoryDescription”: "Techmical Books™

"productId": "4d26leda-a657-4add-aBf6—ddebeldB4ds5s",
"productName®™: “Learm C#",

"productDescription™: "Leanr C# in 7 days",
"productImage™: "csharp.jpeg"”,

"productPrice™: 528,

"categoryIld": "5SccaaBdf8-ed36-4dle-a463-b45696d73a91",
"categoryName": "Books"™,

"categoryDescription”: "Technical Books™
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Request URL

http: //localhost:42918/api fproduct/'4D261E4A-AG5T—4ADD-ABF6-DDEGE1464D55 ' %280r%2081%3D1

public IEnumerable<Product> GetByProduct(string id) => _context.Products
.FromSql("SELECT * FROM dbo.Products WHERE id={@}", id)
.Include(p => p.Category)
LTolist(); €3

Exception User-Unhandled = X

System.Data.5qlClient.5qlException: 'Conversion failed when
. converting from a character string to unigqueidentifier.’

View Details | Copy Details
b Exception Settings

UNKNOWN
SOURCE

Malicious

Spurious website
Contents

WEB

BROWSER
USER USER OPEN THE

Spurious link

A 4

R G‘CIUG‘St Wfth

Mafjo ious
Conte Nts

Actual
website

[Pictorial overview of a typical XSRF attack]
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[A pictorial view of typical Basic authentication]

I

I

|

Client !
|

Web ) @ Request(to authenticate) ;
|

|

|

<<2> Response |
(www.Authenticate) 1}

Mobile — |
@ Authorization:Basic J

(base 64 string) i

I

I

|

|

I

Others I —¥ ‘@ Response |
A (if authenticated) |

I

|

|

|

RESTful
WEBSERVICES

API

API

API

Request to
access restricted
resource

@ Response to
client for
getting creds

@ Request with
User/Password

@ Response to

client with
data,if it is
authenticated
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[Pictorial overview of Token-based authentication]

1 I
1 I
1 I
i Client |
1 I
1 I
i Web i @ Request N < @
! ! ! SERVER
1 | | |
1 ‘ 777777777777777777 4 |
1 I ] |
! | (4)Response ' | RESTful Senices @
1 1 > |
1 | | |
\\_//
| Mobile | (®Request I :
1 I< ] |
i | @ Response o 3
i | DB
' : @ Server
E i |
| |
i Others | ! MIDDLEWARE |
: | | i S
| |
i i ! Token Utility «—
L e e e a |
I
I
I
I
|

1. Request (contains credentials) to get access the secured resource that need authenticated user

2. Server tahe the request (this can also perform at middleware - validate creds from DB) and send
to middleware - it is a Token utility

3. Middle verifies the creds and creates token sends back to API
4. Response to client with tokens
5. Now, every new Request contains this token for server to access secured resources

6. Response to client with data, if token is valid and request is authorized to access the secured
resource

7. Data returned back to Server from DB Server

8. Data returned back to MiddleWare - Toekn Utility from DB Server
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GenerateToken v

m Japi/GenerateToken

Parameters
Name Description
request

Example Value | Model
(body)

"userName": "aroraG",
"password": "passwordf’

¥

"token":
"eyJhbGei0iJIUzI1NiISINRScCIEIkpXVC]Y. eylzdWIi0iJhemIyYUciLCIqdGki0iIxMDI3M] LkNi1iZTkd L TRjMTULOWRKNCOYZDewOWFj ZmQzYzgiLCI1eHAT0JEIMjMXNTIYOTEs ImlzcyI6ImdhdXJhd i1
hcmOyYS55§b28iLCIhdWQ 01 InYXVyYXYtYXIvemEuY29tIne. eScN1xjDY_zUBgsd6al5KH2s3ZNcPZ_7cBxIV3Yu3cI™
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m Japi/product/addproduct

Parameters
Name Description
productvm
Example Value | Model
(body)
i
uct’ 4974c9b-bb96-4553-8d56-6f6b197h6 719",
uctl Learn Python in T-days",
"preductDescription”: "Learning series on Python[',
"productImage "microservices.jpeg",
"productPrice": .
"categoryId" Sccaaddi-e436-4dle-a463-b45696dT73a01",
H

m Japi/product/addproduct

Parameters
MName Description
productvm
Example Value | Model
(body)
i
"productId”: "B4974c9b-bb96-4553-Bd56-6T6D197b6T19",
"productlame "
"Learning series on Python",
"productImage" microservices.jpeg",
"productPrice": 651,
"categoryId": "Sccaafd@-e436-4dle-ad63-b45696dT3a0T",
"categoryName": "Books",
"categoryDescripticn": "Technical Books"
}

[981]



Graphic Bundle

Server response

Code

400

Undocumented

Details

Error: Bad Request

Response body

I
L
"ProductName™: [

"Product Name shoud not be empty."

]
}
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Chapter 9: Scaling RESTful Services

(Performance of Web Services)

4 Load Balancer

Dipicting: Load balance in a typical environmen
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Chapter 10: Building a Web Client
(Consuming Web Services)

Service Consumer(s)

‘ Web ‘ ‘Console‘ ‘ Mobile | ’ Others ‘

——————————————————

Rest client

—— Http client

Responsg Handlers

(message , client)

__________________

Request

APls
(in ASPNET Core)

A

v
Network APls

Controller

J

1
1
1
|
|
|
1
1
|
|
|
|
Layers \
|
|
|
1
1
|
|
|
|
1
|
|
|

(Data, business)

/J\

\\\_____/
Database

(A typical view - Consumption of Services)
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Product APIs®

Iswaggerivl/swagger.json

The Api is to deal with Products.

Terms of service

Product

Japi/product/productlist

Japi/product/product/{productid}

Japi/product/addproduct

Japi/product/updateproduct/{productid}

Japi/product/deleteproduct/{productid}
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ﬂ FlxcOne.BookStore.ProductService - Microsoft Visual Studio (Administrator)

File | Edit Wiew Project Build Debug Teamn  Tools  Architecture  Test  ReSharper  Analyze
Mew ¥ | i3 Project. Ctrl+Shift+M
Open * | ¥ Repository...

@ Start Page 3 File.. Ctrl+N
Add to Source Contral Project From Existing Code...

Add k ﬁ:" From Cookiecutter...

Close

Ed Close Solution
Save Selected ltems Ctrl+5
Save Selected [tems As...

B Save Al Ctrl+Shift+S
Page Setup...
Print... Ctrl+P
Account Settings...
Recent Files 4
Recent Projects and Selutions »

B Eit Alt+F4
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? X
P Recent Sort by: | Default Search (Ctrl+E) P~
taled Type: Visual C#
4 Visual C# Project templates for creating ASP.NET
Windows Classic Desktop @' ASP.NET Web Application (.NET Framework) Visual C2 Core applications for Windows, Linux and
Web mac05 using .NET Core or NET
‘e . . Framework. Create Razor Pages, MVC,
Previous Versions ‘Web AP, and Single Page (SPA)
MET Core Applications.
JMET Standard
Cloud
Test
WCF
> Other Languages
I+ Other Project Types
Dependency Validation
b Online
Not finding what you are looking for?
Open Visual Studio Installer
—
Name: l E xOneBookStore, WebClient '
Location: [D\Webservices\Chapter 10 -] Browse...
Solution: | Create new solution |
Solution name: FlixOneBookStore WebClient Create directory for solution

I:‘ Create new Git repository
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Mew ASP.MET Core Web Application - FlixOne.BookStore WebClient

NET Core v | ASB.NET Core20 | Learn mare

N &]

Empty API Web Web
LIS Application
(Model-View-
Controller)

Angular

&

React.js React.js and
Redux

[] Enable Docker Suppoert

05 Windows
Requires Docker for Windows

Docker support can alsc be enabled later Learn more

A project template for creating an ASP.NET Core

application with example ASP.NET Core Razor Pages
content.

Learn more

Change Authentication

Authentication Mo Authentication

oK | | Cancel
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K2

@
3

gl [

g

0 X &

E3H]
-

S

Build

Rebuild

Clean

View

Pack

Publish...

Overview

Scope to This

MNew Solution Explorer View
Show on Code Map

File Mesting

Edit FlixOne,BookStore, WebClient.csproj
Add

Manage NuGet Packages...
Manage User Secrets

Set as StartUp Project

Debug

License Headers

Cut

Rernove

Rename

Unload Project

Find Code Issues

Find Symbols External to Scope
Find Code Dependent on Module
Show Type Dependency Diagram
Show Project Dependency Diagram
Show Project Hierarchy

Ctrl+X
Del

aunch (Ctrl+ Q) Pl - ur

v 1 X

o- = & B|[u-| £=]R

er (Ctrl+;) ol

BookStore WebClient' (1 project)
tore.WebClient

d Services

cies

Js.json
afig.json
s
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)| FlixOneBookStore WebClient - Micresoft Visual Studio (Administrator) ¥ & Quick Launch (Ctrl+Q) P - 3 x
File Edit View Project Build Debug Team Tools Architecture Test ReSharper Analyze Window Help
OB -2 W9 - C | Debug - AnycRU - P USExpress~ ¢ - | B1 | | N

NuGet: FlixOne.BookStore WebClient + %
Browse  Installed  Updates NuGet Package Manager: FlixOne.BookStore WebClient

RestSharp Include prerelease Package source: | nuget.org

g# RestSharp

RestSharp by John Sheehan, Sharp Community, 8.54M downloads
Simple REST and HTTP API Client
Prereiease Version: | Latest prerelease 106.3.0-alpha0002 Install

SuperShowwei.RestSharp by RestSharp Community, supershowwei, 241 downlozads
RestSharp

RestSharp.NetCore by RestSharp.NetCore, 609K downloads v105.2.4-red-24214-01
RestSharp.NetCore Simple REST and HTTP API Client

Version: 106.3.0-alpha0002
FubarCoder.RestSharp.Portable.OAuth @ by RestSharp project, 21.9K downloads Author(s): John Sheehan, RestSharp Community

OAuth authenticator License: hitpss/qithut stp/RestSharp/blob/
LICENSE.txt

B . Date published: Friday, 12, 2018 (1/12/2018)
e FubarCoder.RestSharp.Portable.HttpClient € by Mark Junker, Fubar Development Junker, 143K downloads € publs ridey, January 12, e g
Some kind of 2 RestSharp port to PCL Project URL:  hittpi//restsharp.org/
Report Abuse:  https://wwiw.nuget.org/ packages/RestSharp/106.3.

2lpha00D2/ReportAbuse

(W FubarCoder.RestSharp.Portable & by MarkJunker, 124K downloads Tags:

Each package is licensed to you by its owner. NuGet s not responsible for, nor does it grant any licenses to, third-party packages.
Dependencies

[ 0o not show this ogain NETStandard, Version=v2.0
ErorList Output Package Manager C#Interactive Call Hierarchy  Unit Test S Unit Test Explorer

[T Read: # Add to Source Control «

Output ~ | X
Show output from: | Package Manager -l & | & | 2a
Restoring packages for D:\Webservices\Chapter 18\FlixOne.BookStore.WebClient\F1lixOne.BookStore.WebClient\FlixOne.BookStore.WebClient.csproj. .. -

GET https://api.nuget.org/v3-flatcontainer/restsharp/index. json
https://api.nuget.org/vi-flatcontainer/restsharp/index. json 128ms
GET https://api.nuget.org/v3-flatcontainer/restsharp/106.3.8-alpha@@02/restsharp.106.3.0-a1phad0e2 . nupk
OK https://api.nuget.org/v3-flatcontainer/restsharp/106.3.6-a1phad@@2/restsharp.106.3.6-a1phade02 .nupke 81ms
Installing RestSharp 106.3.8-alphageez.
Installing NuGet package RestSharp 186.3.8-alpha@8el.
Committing restore...
Writing lock file to disk. Path: Di\Webservices\Chapter 18\FlixOne.BookStore.WebClient\FlixOne.BookStore.WebClient\obj\project.assets.json
Restore completed in 4.84 sec for D:\Webservices\Chapter 10\FlixOne.BookStore.WebClient\F1ixOne.BookStore.WebClient\FlixOne.BookStore.WebClient .csproj.
Successfully installed 'RestSharp 186.3.8-alpha@@2’ to FlixOne.BookStore.WebClient
Executing nuget actions took 4.38 sec
Time Elapsed: 09:80:09.4877915

‘ﬂ Japi/product/productlist
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Request URL

http://localhost:10865/api/product/productlist

Server response

Code

200

Details

Respense body

"productId": "8ddBldT72-3859-4376-b7de-a55dTa8%9627e",
"productName™: "Learm C# in 7 days"™,
"productDescription™: "Start learning C# in 7 days",
"productImage "Not availahle“,
"productPrice™: 115,
"categoryLd™ "888ac2ad-112b-4cac-a6@r-348eefe7bbcc™,
ategoryName "Tech books"™,
"categoryDescription": "Technical books on various techmology stacks.™

El

"productId": "2bcfa359-8d49-4531-821d-48T4eb4ccdf”,

"productName™: "Next day after death",

"productDescription™: "Next day after death",

"productImage "Not available",

"productPrice™: 655,

"categoryId" 9783186a-b473-4Tea-bOd8-11681e33ad8c",
ategoryName S5tory books™,

"categoryDescriptio "Story books."
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fa] Solution 'FlixOne.BookStore WebClient' (1 project)
4 =] FlixOne.BookStore.ProductWebClient
& Connected Services
it Dependencies
A Properties
& wwwroot
Client
P @ RestSharpWebClient.cs
Controllers
Models
Views
IT appsettings.json
IT bundleconfig.json

[
[
[
4

L =

=

c* Program.cs
B C# Startup.cs

DQVisuaIStudio‘ 5 3

There are powerful new features in Visual Studio for building modermn web

Application uses

+ Sample pages using ASENET
Core MVC
+ Theming using Bootstrap

How to

+ Add a Controller and View

+ Manage User Secrets using Secret
Manager.

« Use logging to log a message

+ Add packages using NuGet.

Overview

« Conceptual overview of what is
ASP.NET Core

« Fundamentals of ASP.NET Core
such as Startup and middleware

= Working with Data

Run & Deploy

« Run your app

« Run tools such as EF migrations
and more

« Publish to Microsoft Azure Web
Apps
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Products List

Create New
Productld ProductName
8dd81d72-3859-4376- Learn C#in7
b7de-a55d7a09627e days

2bcfa359-8d49-4531-821d-  Next day after
4074e04ccddr death

© 2018 - FlixCne BookStore. ProductWebClient

ProductDescription Productimage ProductPrice

Start learning C# in MNot available 115.00
7 days

Next day after death Mot available 655.00

Categoryld

880ac2ad-112b-4cac-
a60r-348eefe7bbee

9703106a-b473-47ea-

b9ds-11681e33adséc

CategoryName

Tech books

Story books

CategoryDescription

Technical books on Edit |
various technology Details
stacks |
Delete
Story books Edil |
Details
|
Delete
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Chapter 11: Introduction to Microservices

Scalability

Technology
Adoption

Deployment

Business
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Web

Mobile

Others

Providers
(Example: Identity provider)

API Gateway

(Azure APl Management)

Other Facilitate Utilities

(Depicting - a typical Microservices Architectural Style)
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