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amazon

webservices

Sign In or Create an AWS Account
What is your email (phone for mobile accounts)?

E-mail or mobile number:

«» Iam anew user.

I am a returning user
and my password is:

[ Sign in using our secure server g)

Forgot vour password?

[



amazon

webservices
Login Credentials
Use the form below to create agin credentials that can be used for AWS as well as Amazon,com.

My namse is: |

my e-mail address is: |

Type it again:

Enter a new password:

Typee it again:

Creale account
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— Contact Information
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— Payment Information

P et & e o Oy Tl | it
Wi B Fress T Wi will o

+ Freguently Asked Questions

Cardhoiders Hame
L |

CreditiDabit Card Humbar wisa (B =
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& Ues my contact addrace
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— PAN Information

Do you have a PANT 0 ves Mo

‘wiarly Cand and Condirs

[1




Identity Verification

1. Provide a telephone number

sacurity Chack @

Country Cods Phong Humibsr
Ext
Caall s B
2. Call in progress
3. |dentity verification complete
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— Support Plan

AWS Support offers a selection of plans to mest your needs. All plans provide 24x7T access to customer
senvice, AWS documentation, whitepapers, and support forums. For access to technical support and additional
resources to help you plan, deploy, and optimize youwr AVWS environment, we recommend selecting a support
plan that best aligns with your AWS usage.

All customers receive free Basic Support.

—— Basic Support

= Basic
Description: Customer Serviee for accownt and billing questions and access to the AWS
Community Forums.

Price: Included

) Developer
Use case: Experimenting with AWS

Description: One primary contact may ask technical guestions through Support Center and
get & response within 12-24 hours during local business howrs.

Price: Starts at 328/maonth {scales based on usags)

) Business
Use case: Production use of AWS

Description: 24=7 support by phone and chat, 1-hour response to urgent support cases,
and help with commen third-party software. Full access to AWS Trusted Advisor for
optimizing your AWS infrastructure, and access to the AWS Support AP for autom ating
your support cases and retrieving Trusted Advisor results.

Price: Starts at 3100/manth (scales based on usage)

To explore all features and benefits of AWS Support, including plan comparisons and pricing
samples, click here.
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Registration Confirmation

Welcome to Amazon Web Services

Thank you for creating an Amazon Web Services Account. We are activating your

account, which should only take a few minutes. You will receive an email when

this is complete.

Sign In to the Console

Contact Sales

AWS services

~ Recently visited services

> All services

Build a solution
Get started with simple wizards and automated workflows

® ©

Launch a virtual machine Build a web app

With EC2
~1 minute

WWith Elastic Beanstalk
~G minutes

fm\ Connect an loT device J(?:P Start a development project
With AWS loT ~0 " Wih CodeStar
~5 minutes ~5 minutes
See more

4

Host a static website

With 53, CloudFront, Route 53
~5 minutes

Register a domain

‘With Route 53
~3 minutes

Helpful tips

[
@

Manage your costs

Get real-time billing alerts based on your cost and
usage budgets. Start now

Create an organization

Use AWS Organizations for policy-based
management of multiple AWS accounts. Start now

Explore AWS

New Product Announcements

View the latest announcements from the AWS Summit - San
Francisco. Learn more

Migrate from Oracle to Amazon Aurora

Learn how to migrate from Oracle to Amazon Aurora with
minimal downtime. View project.

¥ Close Account

I#| | understand that by clicking this checkbox, | am willing to close my AWS account. Monthly usage of certain AWS services is calculated and
billed at the beginning of the following month. If you have used these types of services this month, then at the beginning of next month you will
receive a bill for usage that occurred prior to termination of your account. If you own a Reserved Instance for which you have elected to pay in
monthly installments, when your account is closed you will continue to be billed your monthly recurring payment until the Reserved Instance is

sold on the Reserved Instance Marketplace or it expires.

Close Account

IAM users sign-in link:

https:/ | signin.aws.amazon.com/console
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Search 1AM

Dashboard
Groups

Users

Roles

Policies

Identity providers
Account settings

Credential report

o ]

Q Find users by username or access ke

User name =

Groups

Password

Last sign.

Access keys

c 4 @

Showing 0 results

Creation time «

Set user details

* Raquinea

Asssritor 2

Conecie pasemarst B

Raquire paccmord racat 4

Set permissions for cladmin
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sroen

Review

u

A1 sosece s Fros

Concote paceword irpe

Requrs sacemrdrenat 1

e ams.

User name Access key ID | Seaet access key Console login link

AWS services
| VPQ a

VPC

Isolated Cloud Resources

VPC Dashboard Resources & Service Health
'l
Filter by VPC:
None M Start VPC Wizard Launch EC2 Instances Current Status Details
Note: Your Instances will launch in the US East (N. Virginia) region. @ Amazon VPC - US East (N. Virginia) Service is operating normally

You are using the following Amazon VPC resources in the US East (N @ Amazon EC2 - US East (N. Virginia) Service is operating normally

Your VPCs Virginia) region: View complete service health details

Step 1: Select a VPC Configuration

VPC with a Single

. . . . . ’ i
Public Subnet ‘Your instances run in a private, isolated section of the AWS cloud with

direct access to the Intemnet. Network access control lists and security Internet, S3,
groups can be used to provide strict control over inbound and outbound W"HS'“Q%DZGSNS
VPG with Public and network traffic to your instances
Private Subneis
Creates:
'VPC with Public and A 116 network with a /24 subnet. Public subnet instances use Elastic IPs
Private Subnets and or Public IPs to access the Intemnet

Hardware VPN Access m

VPC with a Private
Subnet Only and
Hardware VPN Access

Public Subnet

Amazon Virual Private Cloud

Cancel and Exit

[



Step 2: VPC with a Single Public Subnet

IPv4 CIDR block:* | 10.0.0.0/16 (65531 IP addresses available)

IPv6 CIDR block: © No IPv6 CIDR Block
® Amazon provided IPv6 CIDR block

VPC name: | VPCthrough\Wizard

Public subnet's IPv4 CIDR:* | 10.0.0.0/24 (251 IP addresses available)
Public subnet's IPv6 CIDR: | Specify a custom IPv6 CIDR v

soonooosoeoned 00 -

Availability Zone:* | us-east-1a A
Subnet name: | Wizard Public subnet

You can add more subnets after AWS creates the VPC.

Service endps

Add Endpoint

Enable DNS hostnames:* @ Yes© No

Hardware tenancy:* | Default v

Cancel and Exit Back

VPG Dashboard VPC Successfully Created
]
Filter by VPC: Your VPC has been successfully created.
None v ‘You can launch instances into the subnets of your VPC. For more information, see Launching an Instance into Your Subnet.

Virtual Private m

VPC Dashboard ‘ Actions v =Ta o

Filter by VPC:
None v Q, Search VPCs and their prope X 1to 4 of 4 VPCs
\al Private Name - VPCID - State -~ IPv4CIDR - | IPv6CIDR ~ | DHCPoptionsset - | Routetable - | Network ACL - Tenancy .
@ VPCthroughWizard  vpc-68e93011  available  10.0.0.0/16 2600:1f18:24ac:6300=..  dopt-add75cch rib-c3R26bbb acl-addiaddi Default .
Your VPCs S
Subnets vpc-68e93011 | VPCthroughWizard _N-N=|
Route Tables ———
Summary Flow Logs Tags
Intemet Gateways
VPCID: vpc-68e93011 | Network ACL: ach-aGdiaddi
Egress Only Intemet VPCthroughWizard
Gateways State: available Tenancy: Default
DHCP Options Sets 1Pv4 CIDR: 10.0.0.0/16 DNS resolution: yes
Elastic 12 IPv6 CIDR:  2600:1718:24ac:6300:/56 DNS hostnames: yes
astic IPs
DHCP options set: dopt-ad975cch ClassicLink DNS Support: no
Endpoints Route table: rth-c3:26bbb

NAT Gateways

[



VPC Dashboard  © Subnet Actions v c sl e
4

Filter by VPC:
None M Q, Search Subnets and their pr ) 110 8 of 8 Subnets
Virtual Private Name ~  SubnetID - Sate - VPC - IPV4CIDR - AvailablelPvd -~ IPY6CIDR - | Availability Zone - Route Table

loud @  Wizard Publicsubnet  subnet-3e6f6b5h available vpc-68e93011 | VPCthroughWiz . 10.0.0.0724 251 2600:1f18:24ac . us-east-1a rth-d9f46da .
Your VPCs . R
Subnets subnet-3e6f6b5b | Wizard Public subnet _N-N=!
Route Tables R
Summary Route Table Metwork ACL Flow Logs Tags
Intemet Gateways
Subnet ID: subnet-3e6f6b5b | Wizard Public Availability Zone: us-east-1a
Egress Only Intemet “ubnet
Gateuays 1Pv4 CIDR:  10.0.0.024 Route table: to-g9t460a1
DHCP Options Sets 2600:1118:24ac:6300::/64 Network ACL: acl-a6dfaddf
Elastic IPs : available Defauit subnet: no
: vpc-68e93011| Auto-assign Public IP: no

Endpoints VPCthroughWizard

Available IPs: 251 Auto-assign IPv6 address: no

NAT Gateways

Peering Connections

VPC Dashboard = Subnet Actions ERE- R
4

Filter by VPC:
None v Q, Search Subnets and their pr X 1 to 8 of 8 Subnets
al Private Name ~ | SubnetID - State - VPC ~ IPVACIDR - | AvailableIPv4 - IPY6CIDR - Availability Zone - Route Table
@  Wizard Public subnet  subnet-3e6fb5D available  vpc-68293011 | VPCthroughWiz . 10.0.0.0224 251 2600:1f18:24ac. . us-east-1a fo-09mBda
Your VPCs 4 »
Subnets subnet-3e6f6b5b | Wizard Public subnet _N-N=!

Route Tables PR
Summary Route Table Network ACL Flow Logs Tags
Intemet Gateways

egessony o || )

Gateways Route Table: rtp-d9746dat
DHCP Options Sets Destination Target
Elastic IPs 10.0.0.0/16 local
Endpoints 2600:1118:24ac:6300:/56 local

NAT Gateways 0.0.0.0/0 igu-adba30c2
Peering Connections 0 igu-adba3nc2
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VPC Dashboard

Filter by VPC:
None A

Virtual Priy
Your VPCs
Subnets
Route Tables
Intemet Gateways

Egress Only Intemet
Gateways

DHCP Options Sels
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Curity
Network ACLs

Security Groups

VPN Con

Subnet Actions v
q

Q Search Subnets and their pr )

Flow Logs

Name ~  SubnetiD - state
@  Wizard Publicsubnet  subnet3e6f6bSb  available
subnet-3e6f6b5b | Wizard Public subnet
Summary Route Table Network ACL
Network ACL: acl-aBdfaddf
Inbound:
Rule # Type Protocol
100 ALL Trafic ALL
101 ALL Trafic ALL
. ALL Trafic ALL
. ALL Trafic ALL
Outbound:
Rule # Type Protocol
100 ALL Trafic ALL
101 ALL Trafic ALL

- VPC

vpc-68e93011 | VPCthroughWiz..

Port Range | ICMP Type

Tags

Source

0.0.0.00

10

0

0.0.0.00

Destination

0.0.0.00

0

(S - S 7]
1 to 8 of 8 Subnets
IPV4CIDR - AvailablelPv4 .~ | IPV6CIDR - Availability Zone - Route Table
10.0.0.024 251 2600:1f18:24ac . us-east-1a h-d9i46da
»
_N_N=|
Allow | Deny
ALLOW
ALLOW
DENY
DENY
Allow | Deny
ALLOW
ALLOW v

Resource Groups

Satyajit~ M. Virginia~  Support -

History
VPC

Console Home

| ec?|

Group  AZ

EC2
Wirtual Servers in the Cloud

on Service

EC2 Dashboard

Tags
Reports

Limits

Instances
Spot Requests
Reserved Instances
Scheduled Instances
Dedicated Hosts

AMls

Bundle Tasks

Resources &
|
You are using the following Amazon EC2 resources in the US East (N. Virginia) region:
0 Running Instances 0 Elastic IPs
0 Dedicated Hosts 0 Snapshots
0 Volumes 0 Load Balancers
0 Key Pairs 6 Security Groups
0 Placement Groups
"

Just need a simple virtual private server? Get everything you need to jumpstart your project - compute, storage, and networking — for

a low, predictable price. Try Amazon Lightsail for free

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance

[




1.Choose AMI 2. ChooseInstance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Bt
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance You can select an AMI provided by AWS, our user community, or the AWS a
Marketplace; or you can select one of your own AMIs.

Quick Start 1to 31 of 31 AMIs

My AMis Amazon Linux AMI 2017.03.0 (HVM), $SD Volume Type - ami-c58c1dd3

Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The defaultimage includes AWS command line tools, Python, Ruby, Perl, and Java. The

AT reposilories include Docker, PHP. MySQL, PostgreSQL, and other packages B-bit
Community AMIs Root devioe type: ebs  Vitualization type: hvm
[ Red Hat Enterprise Linux 7.3 (HVM), SSD Volume Type - ami-b63769a1

Free tieronly (i
Red Hat Red Hat Enterprise Linux version 7.3 (HVM), EBS General Purpose (SSD) Volume Type

. 64-bit

Root devics fyps: sbs  Vitusiization typa: hvm

3 SUSE Linux Enterprise Server 12 SP2 (HVM), SSD Volume Type - ami-fdedebea

SUSE Linux SUSE Linux Enterprise Server 12 Service Pack 2 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced Systems Management, Web and 64-bit
Scripting, and Legacy modules enabled

Rootdevice fype: ebs  Vitusiization type: hvm

@ Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-80861296

Ubuntu Server 16.04 LTS (HVM) EBS General Purpose (SSD) Volume Type. Support available from Canonical (http:/www.ubuntu com/cloud/services).

64-bit
.

Root device tyoe: ebs  Vituslization type: hvm

2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to it different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and networking capacity, =~
and give you the flexibility to choose the appropriate mix of resources for your applications. Leam more about instance types and how they can meet your computing needs.

Filter by: | Allinstance types v Current generation v ShowlHide Columns

Currently selected: t2 micro (Variable ECUs. 1 vCPUs. 2.5 GHz, Intel Xeon Family. 1 GiB memory. EBS only)

Family - Type - vCPUs (i . Memory (GiB) - Instance Storage (GB) (i) - EBS-Optimized Available (i)~  Network Performance 1Pv6 Slilnpon .
t2 nano 1 05 EBS only - Low to Moderate Yes
s 1 1 EBS only B Low to Moderate Yes
12 small 1 2 EBS only - Low to Moderate Yes
2 4 EBS only - Low to Moderate Yes
2 8 EBS only - Low to Moderate Yes
12.xlarge 4 16 EBS only - Moderate Yes
12.2xarge 8 32 EBS only - Moderate Yes

Canaral nimaea

Cancel | Previous Review and
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1 Choose AMI 2 Choose Instance Type 3. Configure Instance 4 Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more. -

Number of instances (i i Launch into Auto Scaling Group (i
Purchasing option (i Request Spat instances
Network (i vpc-68e93011 | VPCthroughWizard v] C Create new VPG
Subnet (i subnet-3e616b5b | Wizard Public subnet | us-east-Tz v Create new subnet
251 IP Addresses available
Auto-assign PublicIP (i Enable v
Auto-assign IPVE 1P (i Enable v
1AM rele (i None v] C Create new IAM role
Shutdown behavior (i Stop v
Enable termination protection (i Protect against accidental termination
Monitoring (i Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancy (i Shared - Run a shared hardware instance v
Additional charges wil apply for dedicated tenancy.

Cancel | Pravious Next: Add Storage

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2

Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i I0PS (i (T';';:)ﬂh!’u‘ Delete on Termination (i Encrypted (i
i
Root Idevixvda T sustertoeassn B General Purpose SSD (GP2) *] 100/3000 NA “ Not Encrypted

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

Cancel | preions Next: Add Togs

[



1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage  5.Add Tags 6 Configure Security Group 7. Review

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or bath

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources

Key (127 characters maximum) Value (255 characters maximum) Instances (i) Volumes (i
Name MyFIrStEC2] @ @ o
Add another tag | (Up to 50 tags maximur)
Cancel | Previous [JEEYTPPURIEMRE  Next: Configure Security Group
1. Choose AMI 2 Choose Instance Type 3 Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Intemet traffic to
reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: ©Create a new security group

Select an existing security group

Security group name:  MyWebServerSG

Description: [WebServer Security Group

Type (i Protocol (i Port Range (i Source (i

SSH v [Tcp [22 Custom ¥ |[0.0.0.0/0, =:/0 [x]

HTTP v [Tcp 80 Custom ¥ |[0.0.0.0/0, /0 [x]
Add Rule

A Wamning
Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known |P addresses only.

“ »

Cancel | Previous Review ai unch
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1.Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process. -

A Improve your instances' security. Your security group, MyWebServerSG, is open to the world
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you'e running, e.g., HTTP (80) for web servers. Edit security groups

¥ AMI Details Edit AMI
Amazon Linux AMI 2017.03.0 (HVM), SSD Volume Type - ami-c58c1dd3

[Z™Y™ The Amazon Linux AMI is an EBS-backed, AWS-supported image. The defaultimage includes AWS command line tools, Python, Ruby, Perl, and Java. The repositories include Docker, PHP, MySQL,
P FosigreSOL, and ofher packages

Root Device Type: abs  Viduaization type: hvm

~ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS Optimized Available Network Performance
12 micro Variable 1 1 EBS only - Low to Moderate
¥ Security Groups Edit security groups
Security group name MyWebServerSG
Nescrintinn WehSaner Sarurity Grann M

Cancel | Previous Launch

Select an existing Key pair or create a new Key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely S5H into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Leamn more
about removing existing key pairs from a public AMI.

| Create a new key pair |
Key pair name
[FirstEC2KeyPair |

Download Key Pair

You have to download the private key file (*.pem file) before you can continue.
Store it in a secure and accessible location. You will not be able to download the
file again after it's created.

Cancel
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Launch Status

©  Your instances are now launching
The following instance launches have been initiated: i-0cOcc7f45fb92e9cd  View launch log

©  Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier)

Events

Tags Q| searchi-0cOccTid5m2edcd | Add filter ] 1t010f1

Reports

Limits @ Name ~ | Instance ID +| Instance Type - Availability Zone - | Instance State - | Status Checks - | Alarm Status Public DNS (IPv4) - | IPv4Public P - | IPVEIF
= INSTANCES @ MyFirstEC2 i-0c0cc7f45m92e9cd 2. micro us-east-1a @ running & 212 checks _ None % ec2-54-236-63-158.c0. 54.236.63.158 2600:1

INSTANCES

Instances r

Spot Requests -0c0ccTi45b92e9cd (MyFirstEC2)  Public DNS: ec2.54-236.63-158.compute-1.amazonaws.com mEE -

Reserved Instances

Scheduled Instances Description Status Checks Monitoring Tags
Dedicated Hosts
Instance ID  i-0c0cc7i45Mm92edcd Public DNS (IPv4)  ec2-54-236-63-158.compute-1.amazonaws.com

= IMAGES Instance state  running IPv4 Public IP 54236 63.158

AMis Instance type 12 micro IPv6 IPs  2600:1f18:24ac:6300 6ced 7d4a 466b-dfi2

Bundle Tasks Elastic IPs Private DNS  ip-10-0-0-13.ec2 internal

Availability zone  us-east-1a Private IPs 10.0.0.13

_ ELASTIC BLOCK

STORE Security groups  MyWehServerSG. viewinbound rules Secondary private IPs

Volumes Scheduled events  No scheduled events VPCID  vpc-68e93011

Snapshots AMIID  amzn-ami-hvm-2017.03.0.20170417-x86_64-0p2 SubnetiD  subnet-3e6f6b5h

(ami-c58c1dd3)

_ NETWORK & Platform Network interfaces  eth0
secL
SECURITY IAM role - Source/dest check  True
Security Groups
Key pairname  FirsteC2KeyPair

Blastic IPs Onner 706436145460 EBS-opiimzed  False -

C (@ ec2-54-236-63-158.computs

System Linux ip-10-0-0-13 4.9.20-11.31.amzn1.x86_64 #1 SMP Thu Apr 13 01:53:57 UTC 2017 x86_64

Build Date WMar 8 2017 00:18:16

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jete/php-5.6.confete

Loaded Configuration File Jete/php.ini

Scan this dir for additional .ini files Jete/php-5.6.d

Additional ini files parsed Jete/php-5.6.4/20-bz2.ini, /&tc/php-5.6.di20-calendar.ini, fete/php-5.6.d/20-Ctype.ini, /eteiphp-5.6.420-curLini,

letc/php-5.6.d/20-dom.ini, fetc/php-5.6.d/20-exif.ini, /etc/php-5.6.d/20-fileinfo.ini, /etc/php-5.6.d/20-fip.ini, fetc/php-
5 6.d/20-gettextini, fetc/php-5.6.d/20-iconv.ini, /etc/php-5.6.d/20-mysqind.ini, /etciphp-5.6.d/20-pdo.ini, /etc/php-
5.6.d/20-pharini, /etc/php-5.6.d/20-posix.ini, /etc/php-5.6.d/20-shmop.ini, ietciphp-5.6.d/20-simplexmLini,
lete/php-5.6.0/20-sockets.ini, /etc/php-5.6.d/20-5qlite3.ini, fetc/php-5.6.d/20-sysvmsg ini, /etc/php-5.6.d/20-
sysvsem.ini, fetc/php-5.6.4/20-sysvshm.ini, /eic/php-5.6.d/20-tokenizerini, fetc/php-5.6.d/20-xml.ini, /etc/php-
5.6.d/20-xmlwriter.ini, fetc/php-5.6.d/20-xsl.ini, fetciphp-5.6.d/20-zip.ini, fetc/php-5.6.d/30-mysql.ini, Jetc/php-
5.6.d/30-mysliini, /etciphp-5 6.d/30-pdo_mysgLini, fete/php-5.6.d/30-pdo_sqlite.ini, /etc/php-5.6.d/30-wdd.ini,
letc/php-5.6.d/30-xmireaderini, /etc/php-5.6.d/40-json.ini, fetc/php-5.6.d/php.ini

PHP API 20131106
PHP Extension 20131226

Zend Extension 220131226

Zend Extension Build API220131226 NTS
PHP Extension Build API20131226,NTS
Debug Build no

Thread Safety disabled

Zend Signal Handling disabled
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EC2 Dashboard

Spot Requests
Reserved Instances

-
Events 4 o ® 0
Tags Q Filter by tags and atiributes or search by k (2] 1to20f2
Reports
Limits Name instance ID - Instance Type -~ Availability Zone - Instance State -~ Status Checks - Alarm Status | PublicDNS (IPv4) - | IPv4PubiiclP - | IPVIF
o INSTANCES MyFIrStEC2 0cDCcTi5MY2edcd 2. micro us-east-1a @ rnning © 22checks..  Hone % ec254236-63-158co.. 5423663158 2600:1
Instances ® Natinstance  i-0U5Bf2cBcd233020  t2.micro us-east-1a @ running @ 22checks..  None % ec234-205-26-14com.. 342052614 2600:1
Spot Requests v
Reserved Instances Instance: | i-0d582cBcd233020 (Nat Instance)  Public DNS: ec2-34-205-26-14, te-1 m mEE -
Scheduled Instances
Dedicated Hosts Description | Status Checks ~ Monitoring = Tags
= IMAG Instance ID  i-07d5872c8cd233020 Public DS (IPvd) ~ ec2-34-205-26-14.compute-1.amazonaws.com
Al Instance state ~ running IPvd Fublic P 34.205.26.14
Bundle Tasks Instance type  t2.micro IPV6IPS  2600:1718:243¢:6300:5448:215:3470:6700
Elastic IPs Private DNS  ip-10-0-0-25 ec2 internal
= Availability zone  us-east-1a Private IPs  10.0.0.25
Volumes Security groups  NATSG. view inbound rules Secandary private IPs
Snapshots Scheduled events  No scheduled events VPCID  vpc-G883011
AMIID  amzn-ami-hvm-2017.03.0.20170417-x86_64-gp2 SubnetlD  subnet-3e6b5b
_ NE (ami-c58¢1dd3)
- Platorm - Network interfaces ~ eth0
Security Groups 1AM role - Sourceldest check  True
Flastic IPs Key pair name  FirstEC2KeyPair
Placement Groups ouner 706436145460 EBS-optimized  False -
- Allocate new address [ TICR4
-
Events < o ® 0
Tags Q Filter by atfributes or search by ke None found
Reports
Limits You do not have any Addresses in this region
R — Click the Create Address button to create your first Address
Instances

Allocate new address

* Required

Allocate new address

Allocate a new Elastic IP address by selecting the scope in which it will be used

Cancel ALY

Addresses > Allocate new address

Allocate new address

@ New address request succeeded

Elastic [P 34.22579.211
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EC2 Dashboard

Allocate new address . (LR
Events 4 o % @
- Release addresses

Tags Q, Filter by attributes or s 1t010f1

Reporis

Limits @ | Elastic P ~ | Private IP address - Scope - Public DNS - Network Interface ID | Nen|
= INSTANCES | 342257921 - vpe - - -

Instances

i Docuoc

Addresses > Associate address

Associate address

Select the instance OR network interface to which you want to associate this Elastic IP address (34.225.79 211)

Resource type @ Instance (i ]
Network interface
Instance -0fd58f2c8cd233020) ~| C
Private IP | Select a private IP -~ C o
Reassociation Allow Elastic IP to be reassociated if already attached €)
A Warning
If you associate an Elastic IP address with your instance, your current public IP address is released. Learn more.
Events 1 A
Q| Instance ID: I-0fd5872c8cd233020 Add filter [>] 1to1of1

Reports

Limits & | Name - | Instance ID + Instance Type ~ Availability Zone ~ Instance State - | Status Checks - | Alarm Status Public DNS (IPv4) ~ ~ IPv4PubliclP - IPV6IF
= INSTANCES @ Natinstance  -0fd58f2c3cd233020  t2.micro us-east-1a @ running © 202checks . None %e ec2-34-225-79-21.co 3422579211 2600:1

Instances

Spot Requests L

Reserved Instances Instance: | i-0fd58f2c8cd233020 (Nat Instance)  Elastic IP: 34.225.79.211 _E-R=D

Scheduled Instances

Dedicated Hosts Description Status Checks Monitoring Tags
= IMAGES Instance ID  i-0fd58f2¢80d233020 Public DNS (IPvd)  ec2-34-225-79-211.compute-1. amazonaws.com

AMis Instance state  running IPvd PubliclP 3422579211

Bundle Tasks Instance type  t2micro IPV6 IPs  2600:1118:24ac:6300:544a:2a15:347b 670

ElasticlPs  34.22579.211% Private DNS  ip-10-0-0-26.ec2 internal

= CL‘);E'L o Availability zone  us-east-1a Private IPs  10.0.0.25

Volumes Security groups  NATSG. view inbound rules Secondary private IPs

Snapshots Scheduled events  No scheduled events VPCID  vpc-68e93011

AMIID  amzn-ami-hvm-2017.03.0 20170417-x86_64-gp2 SubnetlD  subnet-3e6i6b5h

_ NETWORK (ami-c58c1dd3)

SERuRITY Platiorm - Network interfaces ~ eth0

Security Groups 1AM role - Sourceidest. check  True

Elastic IPs Key pairname  FirstEG2KeyPair

Placement Groups Ouner 706436145460 EBS-optimized  False -
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Events < ©
. Cannect
Tags Q| Instance ID : i-0fd582c8cd2 ] 1to10f1
Reports
Limits & Name - instance R CRLLINN-  Availability Zone - Instance State - Status Checks - | Alarm Status  Public DNS(IPv4) - IPVAPuDIiCIP - | IPVE
Insiance State =
=) INSTANCES 8  tatinstance  i-0d53T2cN us-east-1a & running @ 212 checks . Mone W ec234-22579-211co.. 3422579211 2600
Instances Image
Spot Requests Networking » Change Security Groups
Reserved Instances Instance: | i-0fd58f2cBcd233020 eI R VTS Aftach Network Interface _N-E=N%
Scheduled Instances
Dedicated Hosts Description | Status Checks  Monitoring | Tags Disassociate Elasfic IP Address
Cr urce
= IMA Instance ID i-0id5872c8cd233020 Public DNS (IPv4)  ec2-34-225-79-211.compute-1.amazonaws.com
Manage IP Addresses
AMls Instance state  running IPv4 Public P 3422579211
Bundle Tasks Instance type ~ 2.micro IPVG IPs  2600:1718:24ac:6300:544a:2a15:3470:67d0
ElasticIPs  34.225.79.211 Private DNS  ip-10-0-0-25.2cZ.intemnal
- fLes Availability zone  us-east-ia Private IPs  10.0.025
Volumes Security groups  NATSG. view inbound rules Secondary private IPs
Scheduled events Mo scheduled events VPCID_ vpc-68e93011
Events < ~
Tags Q. Instance ID: i-0fd582c8cd233020 | Add filter (2] 1to 10f1
Reparts
Limits @  Name - Instance ID 4 Instance Type - Availability Zone - Instance State - Status Checks - Alarm Status Public DNS (IPv4) ~  IPv4 Public IP ~ IPVBIF
= INSTANCES @ Natinstance -0fdS82c8ed233020  L2micro us-gast-1a @ running @ 22checks..  None Ye  ec2-3422579-211co.. 3422579211 2600:1
Instances
v
Reserved Instances Instance: | i-0fd58f2c8cd233020 (Nat Instance)  Elastic IP: 34.225.79.211 _N_N =
Scheduled Instances
Dedicated Hosts Description Status Checks Monitoring Tags
= IMAGES Instance ID  -0fd5872c8cd233020 Public DNS (IPvd)  ec2-34-225-79-211.compute-1.amazonaws.com
AMls Instance state  running IPv4 Public /P 3422579211
Bundle Tasks Instance type  2.micro IPVGIPs  2600:1f18:24ac:6300:544a:2a15:347b:67d0
ElasticlPs 3422579211 Private DNS  ip-10-0-0-25 ec2.internal
Availability zone  us-east-1a Private IPs  10.0.0.25
Volumes Security groups  NATSG. viewinbound rules Secondary private IPs
Snapshots Scheduled events  No scheduled events VPCID  vpc-68293011
AMIID  amzn-ami-hvm-2017.03.0.20170417-x86_64-gp2 SubnetD  subnet-3e6i5bSh
(ami-c58c1dd3)
Platiorm - Network interfaces ~ eth0
1AM role - Source/dest check  False
Elaciic 1D
- Create VPC J.tS L1 ERRG o & Q
4
Filter by VPC
MNone Q Search VPCs and their prope X 1to 4 of 4 VPCs
Virtual Private Name ~| VPCID ~ state - IPvACIDR - IPV6CIDR - DHCPoptionsset -~ Routetable - Network ACL - Tenancy -
~lou @ VPChroughWizard  wpc-68e93011  available  10.0.0.0/16 2600:1118:24ac:6300=. dopt-add75cch rib-c3R26bbb acl-adfaddi Default
Your VPCs. 4 N
Subnets vpc-6893011 | VPCthroughWizard [_N =N =]
Route Tables
Summary Flow Logs Tags
Intemet Gateways
VPCID: vpc-68e93011 | Network ACL: acl-a6dfaddf
Egves:s: Only Intemnet VEChroughWizard
ateways : available Tenancy: Default
DHCP Options Sets : 10.0.0.0116 DNS resolution: yes

Elastic IPs

Endpoints

Route table:

: 2600:1f18:24ac:6300:/56

dopt-ad975cch
rib-c326bbb

Classic

DNS hostnames: yes
ink DNS Support: no
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VPC Dashboard Create Rou W Delete Route Table o ln e
Filter by VPC:
None Q rb-c3726bbb X 1to 1of 1 Route Table
Virtual Pri Name < RouteTablelD - Explicitly Associa~ Main - VPC
a rto-c3126bbb 0 Subnets Yes ¥pc-68293011 | VPCthroughWizard

Your VPCs

Subnets rth-c3f26bbb _§_N=]

Route Tables R

Summary Routes. Subnet Associations  Route Propagation Tags

Intemet Gateways

egecsonynenct ||

Gateways View: | All rules v

DHCP Options Sets Destination Target Status = Propagated

Elastic IPs 10.0.0016 local Acive  No

Endpaints 2600:1f18:242C:6300:/56 local Acive  No

NAT Gateways

Peering Connections
VPC Dashboard Create Rou |JC8  Delete Route Table o &5 09
Filter by VPC:

None Q rb-c326bbb X 1to 1 of 1 Route Table

\al Private Name + RouteTableID - Explicitly Associa~ Main - VPC =
. a rb-c3126bbb 0 Subnets Yes vpc-68e93011 | VPCthroughWizard
Your VPCs
Subnets rtb-c3f26bbb BERR
Route Tables _
Summary Routes Subnet Associations  Route Propagation Tags

Intemet Gateways
Egress Only Intemet Cancel m
Gateways View: All rules
DHCP Options Sets Destination Target Status = Propagated Remove
Elastic IPs 10.0.0.0116 Iocal Adive  No
Endpoints 2600:1718:24ac:6300/56 local Active  No
NAT Gateways 00000 Active  No (=]

Peering Connections

Add another route

[




EC2 Dashboard

- Create Network Ints Actions v
Events 4
Tags Q Fitter by tags and atiributes or search by keyword
Reports
Limits Network interf + | SubnetiD | VPCID ~ | Zone ~ | Security groups ~ Description
INSTANCES eni-415c5e55  subnet-3effob.. vpc-68e93011  us-eastia NATSG Primary netwo_.
Instances eni-82464496  subnet-3effib.. vpc-68e93011  us-eastla MyWebServerSG Frimary nefwo.

Spot Requests
Reserved Instances
Scheduled Instances
Dedicated Hosts

IMAGES
AMIs

Bundle Tasks
ELASTIC BLOCK
STORE

Volumes

Snapshots
NETWORK &
SECURITY

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Select a network interface above

@
Instance ID - Status
1-01d5872c8c0233020 @ in-use
i-0c0cc7M5MO2e0cd @ inuse

<o

1to 2 of 2

& @

= IPv4 Public IP

3422579211
54236 63158

Create Network Interface

Description
Subnet

IPv4 Private IP
IPv6 IP

Security groups

[Additional NIC

[ subnet-3e6f6b5b us-east-1a | Wizard Public subnet

[auto assign

[auto assign

sg-d8bbabab - MyWebServerSG - WebServer Security Group

50-36273448 - NATSG - 5G for NAT
5g-3378684d - default - default VPC security group
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EC2 Dashboard

- Create Network Interfacs Attach Delete = Actions v
Euents ‘ o %0
Tags Q Fitter by tags and attributes or search by keyword ] 1to30f3
Reporis
Limits Name - Networkinterf ~ SubnetD  ~| VPCID - Zone - Security groups - Description - Instance ID - Status - IPv4 Public IP
S INSTANCES eni-415c5e55  subnet-3e6iBb . vpc-68e93011  us-east1a NATSG Primary netwo__.  i-0fd582c8cd233020 @ in-use 342257921
Instances eni-82464496  subnet3eGfEb.. Vpc-68e93011  us-easta WyWebServerse Primary netwo...  i-0c0cc7ia5mezescd @ in-use 54.236.63.158
Spot Requests ] eni-cas05dde subnet-3e66b vpc-68e93011 us-east-1a MyWebServerSG Additional NIC @ available
Reserved Instances
Scheduled Instances 3
Dedicated Hosts Network Interface: eni-ca505dde [N =R=]
= IMAGES —
Al Details  Flowlogs  Tags
Bundle Tasks Network interface ID eni-ca505dde SubnetiD  subnet-3e6f6bsh
[ —— VPCID  vpc-68e83011 Availability Zone  us-east-1a
STORE MACaddress  02:41:8e:01:4b:da Description  Additional NIC
Volumes Security groups  MyWebServerSG. view inbound rules CvmerID 706436145460
Snapshots Status  available Primary private IPv4 1P 10.0.0.54
Private DNS (IPv4)  ip-10-0-0-54.ec2 internal IPv4 PubliclP -
= NETWORK & Second te IPvA IP: IPYG IP:
SECURITY econdary private s - s -
Security Groups Source/dest. check  true AftachmentID -
Elastic IPs Instance D - Attachment owner -
Device index - Aftachment status -
Placement Groups
Delete on termination - QvmerID -
Key Pars Allocation ID Assocation ID
ocation 1D - ssocation D -
| Network Interfaces
IF
. '
Network Interface: eni-cabl&dde
Instance 1D: |i-0c0cc745fb92e9¢cd - MyFirstEC2 (running) v |
EC2 Dashboard - Create Network Inte Detach Actions v o % @
Events 1 v
Tags Q Filter by tags and attributes or search by keyword 2] 1to3of3
Reports
Limits Name - Networkinterf «| SubnetiD - VPCID - Zone - | Security groups - | Descripion - Instance ID status - IPv4 Public IP
S INSTANCES eni-415c5655  subnet-3ebfob..  vpc-68e93011  us-east-ia NATSG Primary netwo._.  1-0fd582c8¢d233020 @ in-use 3422579211
INSTANCES
Instances eni-82464496  subnet-3effSb.. vpc-58e93011  us-eastla MyWebServerSG Primary netwo...  i-0c0cc7i45m02e9cd @ in-use 54.236.63.158
Spot Requests (] enica505dde  subnet-3eBfSb . vpc-68e93011  useastla MyWebServerSG Addifional NIC ~ i-0c0cc745m02e9cd @ in-use

Reserved Instances
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EC2 Dashboard Connect | Actions v o % 0

Events

Tags search :i-0c0cc7f5Mm92e0¢cd | Add filter 1t010f1

Reports

Limits @ | Name Instance ID ~ Instance Type ~ Availability Zone - Instance State - | Status Checks ~ Alarm Status Public DNS (IPv4) 1Pv4 Public IP 1PVB IF
= & WMyFirsteC2 i-0c0cc7fd5MmY2e9cd  t2micro us-east-1a & running @ 272 checks None % ec2-54-236-63-158.co..  54.236.63.158 2600:1

Instances

Spot Requests Instance: | i-0c0ccTi5fb92e9cd (MyFirstEC2)  Public DNS: ec2.54-236-63-158.compute-1.amazonaws.com _N-N-=!

Reserved Instances

Scheduled Instances Description Status Checks Monitoring Tags

Dedicated Hosts o _ _

Instance ID icc7 f45h92e9cd Public DNS (IPv4; £c2-54-236-63-158 . compute-1.amazonaws.com
Instance state  running IPv4 Public|P  54.236.63.158
Als Instance type  £2.micro IPvé IPs  2600:1118:24ac:6300-6ced:7d4a:466b 02
Bundle Tasks Elastic IPs Private DNS  ip-10-0-0-13.2c2.internal
Availability zone  us-east-1a Private P 10.0.0.13,10.0.0.54

= Security groups MyWebServer view inbound rules Secondary private IPs

Volumes Scheduled events Mo scheduled events VPCID  vpc-6893011

Snapshots AMIID 170417-x86_64-gp2 SubnetID  subnet-3e6f6b5b
- Platiorm - Network interfaces  eth0

eth1
Security Groups IAMrole - Source/dest check  True

[]



Chapter 2: Building Your Own Custom VPC

AWS services

|' vPd

VPC

Isolated Cloud Resources

Resource Groups

N. Virginia~  Support

VPC Dashboard

Filter by VPC:
None

Your VPCs
Subnets

Route Tables
Intemet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Network ACLs

Security Groups

Resources ©

v Start VPC Wizard Launch EC2 Instances

Hote: Your Instances will launch in the US East (N. Virginia) region

You are using the fallawing Amazon VPC resources in the US East (N

Virginia) region:

1VPC

0 Egress-only Intemet Gateways
1 Route Table

0 Elastic IPs

0 Endpoints

1 Security Group

0 VPN Connections

0 Customer Gateways

VPN Connections

1 Intemet Gateway

5 Subnets

1 Network ACL

0 VPC Peering Connections
0 Nat Gateways

0 Running Instances

0 Virtual Private Gateways

Service Health

Current Status Details

@ Amazon VPC - US East (N. Virginia) - Service is operating normally

© Amazon EC2 - US East (N. Virginia) Service is operating normally

View complete senvice health details

Additional Information

VPC Documentation
All VPC Resources
Forums

Report an Issue

Amazon VPC enables you to use your own isolated resources within the
AWS cloud, and then connect those resources directly to your own
datacenter using industry-standard encrypted IPsec VPN connections

Create VPN Conne

VPC Dashboard

Fiter by VPC:
None v

Your VPCs

Subnels

Q Search VPCs and their prope X

Name - vPCID

5edidic

State - IPviCIDR

172.31.0.0118

IFv6 CIDR DHCF options set Route table Network ACL Tenaney

dopt-adoT!

ib-5d015025 ack84d04THd Default

s & @
1to1of 1VPC

Default VRC

Yes.

[



Create VPC »®

AWVPC is an isolated portion of the AW S cloud populated by AWS cbjects, such as Amazon EC2 instances.
“You must specify an IPv4 address range for your VPC. Specify the IPv4 address range as a Classless
Inter-Diomain Routing (CIDR) bleck; for example, 10.0.0.0/16. You cannot specify an IPv4 CIDR block
larger than /16. You can opticnally asseciate an Amazon-provided |PvE CIDR block with the WVPC.

Name tag | VPCfromConsole i)
IPv4 CIDR block® | 10.0.0.0/15| |
IPv6 CIDR block* @ No IPv6 CIDR Block (i ]

L Amazon provided IPvé CIDR block
Tenancy Default A 0

VPC Dashboard

Filter by VPO
Hone

Virtual Private

Cloud

“Your VPCs

Subnets

Route Tables

Internet Gateways

Egress Only Intemet
Gateways

DHCP Opions Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections
Security
Netwerk ACLs

Security Groups

v

<

Q, Search VPCs and their prope X

Name - WPCID .| St - IPWACIDR - IPvECIDR - DHCPopfions set - | Roulsfable - NetworkACL - Tanancy
vposSestdlc  svalszie  17231.0.018 doptace 55016025 aca4dssTrs Detaut
B vecfomconsse VpoTaczIb03  avalstie  10.0.0.018 dopt-ace nobdsgsEcs  acafissbas Detaut

vpe-7ac23b03 | VPCfromConsole

Summary Flow Logs Tags

VPC ID: vpeTac23503 | VPCHromGonsale Network ACL: ac-affsanas
State: avsisble Tenancy: Defautt

IPv4 CIDR: 10.0.0.0118 DN resolution: yes

IPv6 CIDR DNS hostnames: no

DHCF options set: doptadi?
Route table: rtb-5de50c5

ClassicLink DN§ Support: no

s % e

1to 2 0f 2VPCs.

Default VPC

Yes

No

_N_N=]

[OREEIAEY Delet= VPC
Edit CIDRs

Name
Edit DHCP Opfions Set

Edit DN & Resolufion

[ ] WPCfro Edit DN 5 Hosinames

Create Flow Log

[1




VPC Dashboard

Fiter by VPG:
None. 2

“Your VPCs

Subnets
Route Tables
Intemet Gateways

Egress Only Infemet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Create Subnet [CIEIEIN LM

Q Search Subnets and their prog X

Name

Subnet 1D state vpe
. sutnet 57320623 avsietie  vpeSBesidte
subnet-4c7cb816 ‘vpc-85ed idfe
suibnet-210s0060 ‘vpc-85ed idfe
subnet-18134e24. ‘vpc-85ed idfe
Subret 6000305 oo SBatidie

subnetbi32fca3

Summary Route Table ~ Network ACL | Flow Logs

Subnet ID: subnst-bf32fc03

IPwd CIDR:  172.31.64.020

1PV CIDR:
state:
vPC:
Available IPs:

1Pv4 CIDR Available IPv4.~ 1PV CIDR Availability Zone Route Table
2316w 4001 us=ast1b th50016025
17231320020 4001 us-esst-1d 54016025
1723116020 4001 us-esstle 54016025
17231480020 4001 us-esstle 54016025
172.31.0.020 2001 uscast 1o rib-5d016025

Tags

PAuvailability Zone: us-sast-1b
Route table: rib-5016025
Network ACL: 5084304710
Default subnet:
Auto-assign Public IP:
Auto-assign IPvé address: no

Netwaork ACL

s0lB4047d
6ol 844047
6ol 844047
6ol 844047

ool 84d047rd

c & e

1105 of 5 Subnets.

Default Subnet
Yes
Yes
Yes
Yes
s
_N_R=|

Create Subnet

Name tag @ SubnetFromConscle

Li]

VPC | wpc-Tac23b03 | VPCfromConsole ¥ i}

VPC CIDRs

CIDR

10.0.0.0/16

Availability Zone us-east-1a

IPv4 CIDR block | 10.0.0.0/24

Status Status Reason

associated

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). Note that block sizes must be between a /16 netmask
and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPvE CIDR block must be a /64 CIDR block.

Cancel Create
VPC Dashboard (SRR | Subnet Actions v - # €
Fiter by VPC:
None: v Q Search Subnets and their prog X 1106 of 6 Subnets.
Name +  Subnet|D State VPC IPvd CIDR Available IPv4 IPvE CIDR Availability Zone Route Table Network ACL Default Subnet
pa—— T2aesm 4001 P— 54016025 Yes
ourVPCs subnet-4c7cbB16 17231.320:20 4001 us-east-1d 54016025 Yes
Subnets subnet 21620090 723110020 4001 us-east- 1050016025 Yes
Route Tables . susilsble 7e | 1000024 251 us-sast1s rtbdeB58C5 No
Intemet Gateways subnet 1813424 avai vpo-5es1dic m2aeaR 400 us-east-1e i 50010025 Yes o
Egress Only Inemet 3
Gateways
y subnet§98abe3c | SubnetFromConsole mE=f
DHCP Options Sets
Elastic IPs Summary Route Table Network ACL Flow Logs Tags
Endpoints Subnet ID: subnet-5o8abelc | Availability Zone: us-sast-1s
SubnetFromConsole
NAT Gateways 1PV CIDR: 10.0.0.0/24 Route table: rit-bds250c5
Peering Connections 1PvE CIDR: Network ACL:  schaff53bd5
State: available Default subnet: no
urit VPC: vpe-Tae23b03 | VPCfromConsole Auto-assign Public IP: no

Network ACLs

uailable IPs: 251

Auto-assign PV address:

[




VPC Dashboard  ~ Subnet Actions v
‘

%4 0

Filter by VPC:
None v Q, subnet-598abe3c X 1to 10f 1 Subnet
Name +  Subnet D ~ State +~ WPC ~ IPv4 CIDR - Available IPv4 -  IPv6 CIDR Availability Zone ~ Route Table
@ SubnetfromConsole  subnet598abe3c  avallable  vpc-7ac23b03 | VPCTomConsole  10.0.0.024 251 us-east-1a ri-bde59ecs
Your VPCs 5 =
Subnets subnet 598abe3c | SubnetFromConsale _N-N=|
Route Tables
Summary Route Table | Network ACL Flow Logs Tags
Internet Gateways
Egress Ony Intemet
Galeways Route Table: rtb-bde959¢c5
DHCP Options Sets Destination Target
Elastic IPs 10.00016 local
Endpoints 0.0.000 IgW-07m4bD1
VPG Dashboard Resources © Service Health
Filter by VPC:
None CPTAE A | Launch EC2 Instances Current Status Details
Virtual Private Note: Your Instances will launch in the US East (N. Virginia) region @ Amazon VPC - US East (N. Virginia) Service is operating normally
CloL . it .
-0 You are using the following Amazon VPC resources in the US East (N © Amazon EC2 - US East (N. Virginia) Service is operating normally
Your VPCs Virginia) region: View complete service health details
Subnets 3VPCs 1 Intemet Gateway
0 Egress-only Intemet Gateways 7 Subnets - .
Route Tables 3 Route Tables 3 Network ACLs Additional Information
Intemnet Gateways 0 Elastic IPs 0 VPC Peering Connections
0 Endpoints 0 Nat Gateways VPC Documentation
Egress Only Intemet 3 Security Groups 0 Running Instances All VPC Resources
Gateways 0 VPN Connections 0 Virtual Private Gateways Foume
DHCP Options Sets 0 Customer Gateways
Report an Issue
Blastic IPs
Endpoints VPN Connections
NAT Gateways Amazon VPC enables you to use your own isolated resources within the
B AWS cloud, and then connect those resources directly to your own
Peering Connections datacenter using industry-standard encrypted IPsec VPN connections
Security
Create VPN Connection
Network ACLs
Security Groups
VPC Dashboard Create Network AC] ol a e
4
Filter by VPC:
None Q Search Network ACLs and tr ¢ 1to 3 of 3 Network ACLs
Virtual Private Name +| Network ACLID - AssociatedWith -~ Default - VPC -
loud ] acl-af56bds 2 Subnets Yes wpc-7ac23b03 | VPCiromConsole
Your VPCs acl-14e77e6d 0 Subnets Yes vpc-Bd62esc
Subnets acl-84d9471d 5 Subnets Yes wpc-85e41dic
Route Tables
Intemnet Gateways
acl-aff56bd6
Egress Only Intemet maB
Gateways
) Summary Inbound Rules | Outbound Rules | | Subnet Associations Tags
DHCP Options Sets
) Network ACLID: acl-af56bd6 Default: yes
Elastic IPs Associated with: 2 Subnets VPC: wpc7ac23b03 |
Endpoints VPCiromConsole
NAT Gateways

Peering Connections

Security
Network ACLs

Security Groups

[




Create Network ACL

x

A network ACL is an optional layer of security that acts as a firewall for controlling traffic in and out of

a subnet.

Name tag | NACLfromConsole
VPC | vpcf5dB2ebc aLi

vpc-fodB2edc
vpc-85ed1dfc
vpe-7ac23b03 | VPCfromConsole

o

VPC Dashboard

- Create Network ACI Delete
4

S @

Rule #

100

View: All rules
Type

ALL Traffic v

Add another rule

Protocol

ALL

Allows inbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules.

Port Range Source

v | ALL 0.0.0.0/0

Allow | Deny

0 alow v

Filter by VPC:
None v Q Search Network ACLs and tr ) 1 to 4 of 4 Network ACLs
Virtual Private Name 4| Network ACL ID Associated With - Default -~ | VPC
Cloud acl-afi56bds 2 Subnets Yes Vpe-7ac23b03 | VPCiromConsole
Your VPCs acl-14e77e6d 0 Subnets Yes vpc-5d62e8c
Subnets @  NACLiomConsole ack-81657ef8 0 Subnets MNo wpc-7ac23b03 | VPCiromConsale
Route Tables ack-84d9477d 5 Subnats Yes wpc-85ed 1dfc
Intemet Gateways
acl-8165fef8 | NACL fromConsole [_N-N=
Egress Only Internet
Gateways —_—
Summary Inbound Rules Outbound Rules Subnet Associations Tags
DHCP Options Sets
Allows inbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules.
Elastic IPs
Endpants [ et |
View: v
NAT Gateways Allules
Peering Connections Rule # Type Protocol  PortRange  Source  Allow/Deny
. ALL Trafic ALL ALL 0.0.000 DENY
S ity
Network ACLs
Security Groups
acl-8165fefd | NACLfromConsole [l =g =]
Summary Inbound Rules Qutbound Rules Subnet Associations Tags

Remove

o
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acl-8165fef8 | NACLfromConsole

Summary Inbound Rules Qutbound Rules Subnet Associations Tags

Allows outbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules

Cancel m

View: Allrules

Rule # Type Protocol Port Range  Destination Allow i Deny  Remove
100 ALL Traffic v ALL v ALL 0.0.0.0/0 0 alow v x)
Add another rule
acl-8165fef8 | NACLfromConsole [— ==
Summary Inbound Rules QOutbound Rules Subnet Associations Tags
Associate | Subnet IPv4CIDR  IPv6 CIDR  Current Network ACL
| subnet-598abeic | SubnetFromConsole 10.000/24 - acl-af56bd6
subnet-012de42d 1001024 - acl-afi56bd6
VPC Dashboard Subnet Actions zlale
4
Filter by VPC.
None v Q, Search Subnets and their pre ) 1to 7 of 7 Subnets
Virtual Private Name ~ | SubnetID | State - VPC - | Available IPv4 - Availability Zone Route Table Network ACL  ~| D,
oue subnet-bf32ica3 available  wpc-85eidic 4091 us-east-1b rth-5401b025 acl-8449471d i
Your VPCs subnet-4c7ch816  avallable  wpc-8Sedidic 4091 us-east-1d fh-50010025 acl-84d947fd i
Subnets a subnet-012de42d  available  vpc-7ac23b03 | VPClromConsole 251 us-east-1b rth-bde959c5 acl-af56bd6 N
Route Tables subnet21ba0069  available  vpc-85ed1dic 4001 us-east-1c rth-5d010025 acl-84d947fd -
>
Internet Gateways
subnet.012ded2d _N-N=
Egress Only Internet
Gateways [
. Summary Route Table Network ACL Flow Logs Tags
DHCP Options Sets
) Subnet ID: subnet-012ded2d Availability Zone: us-east-1b
Elastic IPs IPv4 CIDR: 10.0.1.024 Route table: rib-bded59c5
Endpoints IPV6 CIDR: Network ACL: acl-af56bd6
State: available Default subnet: no
NAT Gateways VPC: vpc7ac23b03 | Auto-assign Public IP: no
Peering Connections WPClromConsole
Available IPs: 251 Auto-assign IPv6 address: no

[




VPC Dashboard = (G STl | Security Group Actions v
«

Filter by VPC:
None

Filter All security groups v Q, Search Security Groups and X

| & O

110 3 of 3 Security Groups

Virtual Private Name tag +| GrouplD - | Group Name - veC - | Description =
Cloud ) 50-19950467  default vpcBd62esc default VPG security group
Your VPCs 5g-52d6922c  default vpe-85ed1dic default VPG security group
Subnets sg-ad2d6ad3  default Vpe-Tac23b03 | VPGiromCo. . default VPG security group
Route Tables
Intemet Gateways
Egress Only Intemet
Gateways
DHCP Options Sets
Elastic IPs
Endpoints sg-1995d467 -
NAT Gateways Summary Inbound Rules | Qutbound Rules Tags
Peering Connections -
Edit
Security Type Protocol  PortRange = Source
Network ACLs ALL Trafic ALL ALL 5-19950467
Security Groups
Create Security Group x
Name tag | SGfronConsole (1]
Group name | SGfronConsole (i]
Description | SG created from Console (1]
VPC [ vpcf5d62ebe L]
vpec-fode2elc
vpc-85ed1dfc
vpe-Tac23b03 | VPCfromConsole Cancel Yes, Create
VPC Dashboard * (RS CITl | Security Group Actions v F B - TR ]
“

Filter by VPC

None v

Virtual Private
Cloud

Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Security

Network ACLs

Security Groups

Filter All security groups v Q Search Security Groups and X

Name tag 4| GroupID ~ Group Name ~| VPC -
sg-1995d467 default vpc-f5d62esc
sg-52d6922¢c default vpc-85ed1dic
sg-ad2d6ad3 default vpc-7ac23b03 | VPCiromCo..
@  sGfronConsole sg-216d2197 SGfronConsole vpc-7ac23b03 | VPCiromCo.
sg-e16d219f | SGfronConsole
Summary Inbound Rules | | Outbound Rules Tags

Type Protocol PortRange = Source

‘You do not have any Inbound Rules.

Description

default VPC security group
default VPC security group
default VPC security group
SG created from Console

1 to 4 of 4 Security Groups

[1




VPC Dashbeard Security Group Actions v 2|s o
‘

Filter by VPC:
None v Filter All security groups v (Q, Search Security Groups and X 1 to 4 of 4 Security Groups.

Virtual Private Name tag +| GroupID - Group Name - vpC ~ | Description -

5g-19950467  default vpc5d62ese default VPC security group
Your VPCs 5g-52d6922c  default vpc-85ed1dic default VPC security group
Subnets sg-ad2déads  default wpc-7ac23b03 | VPCiromCo... default VPC security group
Route Tables @ SGfronConsole 5g-e16d219f SGfronConsole vpc-7ac23b03 | VPCfromCo...  SG created from Console
Intemet Gateways

sg-e16d219f | SGfronConsole _N-N=|
Egress Only Intemet
Gateways _—
Summary Inbound Rules Qutbound Rules Tags
DHCP Options Sets
Elasic IPs Cancel m
Endpoints Type Protocol PortRange  Source Remove
NAT Gateways S50 (22) v (TCP(®) v 2 0.0.0.00 e o
Peering Connections HTTP (80) v [ TCP() v| 80 0.0.0.0/0 (] <]
Add anether rule
urity
Network ACLs
Security Groups
sg-e16d219f | SGfronConsol
Summary Inbound Rules Outbound Rules Tags
Edit
Type Protocol Port Range  Destination
ALL Trafic ALL ALL 0.0.0.0/0

VPC Dashboard Security Group Actions v o lps e
«

Filter by VPC:
None v Filter All security groupisttst LAl Groups and X 1 to 4 of 4 Security Groups.
Private Name tag + GrouplD -~ GroupName - vpC - Description
5019950467 default vpc5ds2ese default VPC security group

Your VPCs 50-5206022c  default vpc-85ed1dic default VPC security group
Subnets sg-adzd6ad3  default ¥pcTac23b03 | VPCromCo.. default VPC security group
Route Tables @ SsGionConsole sg-e16d219f  SGfonConsole ¥pc-7ac23b03 | VPCiromCo..  SG created from Console
Internet Gateways

sg-e16d219f | SGfronConsole _N_N=]

Earess Oply Intemet

[



VPC Dashboard

Filter by VPC:
None M

Create Internet Gateway [V:ZEGCY Detach from VPC
]

Q, Search Intemet Gate

c | & ©

1to 1 0f 1 Internet Gateway

Virtual Private Name D ~ State ~ WPC =
Gloud a igw-cf3682a9  attached  vpc-85edidic
Your VPCs
Subnets
Route Tables
Internet Gateways
Egress Only Intemet igw-cf3682a mEnA
Gateways -
DHCP Options Sets Summery s
ID: igw-cf3682a9 Attached VPC ID: vpc-85ed1dfc
Elastic IPs State: attached Attachment state: avallable
=
Create Internet Gateway x
An Internet gateway is a virtual router that connects a VPC to the Intemet.
Name tag | InternetGatewayfromConsolel

VPC Dashboard = (AL R SV | Delete | Attach to VPC ol e

Filter by VPC:
None A

Virtual Private
Cloud

Your VPCs
Subnets

Route Tables
Intemet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Q, Search Intemet Gateways al X

Name -~ D - State - | VPC -

@ InternetGatewayfromConsole  igw-07f4bb1  detached
igu-cf3682a9  attached vpc-85e41dfc

igw-d7fbdbb1 | InternetGatewayfromConsole

Summary Tags
ID: igw-d7ib4bb1 | Attached VPC ID:
InternetGatewayfromConsole
State: defached Attachment state:

110 2 of 2 Internet Gateways
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Attach to VPC

Attach an Internet gateway to a VPC to enable communication with the Internet.

VPC | wpcf5d62edc
vpc-fod62ele

L]

vpe-7ac23b03 | VP CiromConsole
Cancel

VPC Dashboard
Filter by VPC:
None

Virtual Private
Cloud

Your VPCs
Subnets

Route Tables
Intemet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Create I Delete

et Gateway Detach from VPC S & 0

Q Search Intemet Gateways al X 1to 2 of 2 Internet Gateways

Name < D - State - VPC -
@ IntenetGatevayfiomConsole igw-d7f4bb1 atiached  vpc-7ac23b03 | VPComConsole
igw-cf3682a0  atiached  vpc-8Sedidic

igw-d7fbdbb1 | InternetGatewayfromConsole _N—N=]

Summary Tags

ID: igw-d7mdbb |
InternetGatewayfromConsole
State: atiached

Attached VPCID: vpc-Tac23b03 |
VPCiromConsole

Attachment state: available

VPC Dashboard
Filter by VPC:

None
Virtual Private
Cloud
Your VPCs
Subnets
Route Tables
Intemet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Pesiing Connections

- Allocate new address Actions ¥
4

Q Filter by attributes or search by keyword

o & 0
None found
You do not have any Addresses in this region

Click the Create Address button to create your first Address

Allocate new address

* Required

Allocate new address

Allocate a new Elastic IP address by selecting the scope in which it will be used

Cancel |G

[1



Allocate new address

@ New address request succeeded

Elastic IP  34.203.91.25

4 S &0

Filter by VPC:
None v Q, Filter by atfributes or search by keyword Q None found
Virtual Private You do not have any NAT gateways in this region

Cloud Choose the Create NAT gateway butten to create your first NAT gateway.

Your VPCs
Create a NAT Gateway
Subnets

Route Tables
Internet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Select a NAT Gateway _N-_N=]|
Peering Connections

Create a NAT Gateway "
Create a NAT gateway and assign it an Elastic IP address. Leamn more

Subnet* | subnet-598abe3c (1]

Elastic IP Allocation ID* eipalloc-f14b50c0 Create New EIP (i)

Wil Create a NAT Gateway

[1



Create NAT Gal Delete NAT Gateway
VPC Dashboard teway y o & @
Filter by VPC:
None v Q Filter by attributes or search by rd (2] 1to10f1

al Private ® NAT Gatewa- | Status - Elastic IP Address- | Private IP Address- | Network Interface IL+  VPC - Subnet - | Created -

! ® nat-052a501.  Fending 10.0.0.113 eni-a0ebcibd vpc-Tac23b03 subnet-598abe3c May 21, 2017 at 8:57:02 AM U
Your VPCs

»
Subnets
NAT Gateway: nat-052a501341e67ea2d mEE
Route Tables
Intemet Gateways Details
Zg"‘:fa?g‘y Intemet NAT gateway D nat-052a501341e67ea2d Status  pending
Elastic IP address Private IP address  10.0.0.113

DHCP Options Sets VPC  vpc7ac23b03 Subnet  subnet598abe3c
Elastic IPs Created  May 21, 2017 at 857:02 AM UTC+5:30 Deleted

N Status - Network interface ID eni-ale5c1bd
Endpoints
NAT Gateways
VPC Dashboard (&R SR B | Delete Route Table ol e

«

Filter by VPC:
None v Q Search Route Tables and the X 1 to 3 of 3 Route Tables

Virtual Private Name + RouteTablelD - Explicitly Associa- Main - | VPC -

[} rth-bde959c5 0 Subnets Yes vpc-7ac23b03 | VPCiromConsole
Your VRCs rth-08060570 0 Subnets Yes vpc-5d62e8c
Subnets rb-5d01b025 0 Subnets Yes vpc-85e41dic -
Route Tables rtb-bde959c5 _N Q=]
Internet Gateways

Summary Routes Subnet Associations  Route Propagation Tags
Egress Only Intemet
Gateways Route Table ID: rth-bded59cs Main: yes
DHCP Options Sets Explicitly Associated With: 0 Subnets VPC: vpc-7ac23p03 |
VPCiromCansole
Elastic IPs
VPC Dashboard (R UERE B  Delete Route Table ol e
«
Filter by VPC:
None Q Search Route Tables and the 110 3 of 3 Route Tables

Vir Private Name 4 RouteTablelD -~ Explicitly Associa~ Main - VPC -

a rb-bdegd59cs 0 Subnets Yes vpe-Tac23003 | VPCiromConsole
Your VPCs rth-08b60570 0 Subnets Yes vpe-Bd62e8e
Subnets rth-5d0106025 0 Subnets Yes vpc-85ed1dic
Route Tables

Intemet Gateways

Egress Only Intemnet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

curity

Network ACLs

rth-bde959c5

Summary Routes Subnet Associations  Route Prapagation Tags
Cancel m
View: All rules
Destination Target Status = Propagated Remove
10.0.0.016 local Active No
go000 fgu-d7TbAbbT Acive  No o
0.0.000 Ho °

Add another route

[




rth-bde959¢H

Summary Routes Subnet Associations Route Propagation Tags
Subnet IPv4 CIDR  IPv6 CIDR
You do not have any subnet associations.
The following subnets have not been explicitly associated with
any route tables and are therefore associated with the main route
table:
Subnet IPv4 CIDR  IPv6 CIDR
subnet-598abe3c | SubnetFromConsole  10.0.0.0/24 -
subnet-012ded2d 10.0.1.024 -
rth-bde959c5 _N Q=]
Summary Routes Route Propagation Tags
Cancel m
Associate  Subnet IPv4 CIDR  IPv6 CIDR  Current Route Table
L4 subnet-598abe3c | SubnetFromConsole  10.0.0.0/24 - Main
subnet-012de42d 10.0.1.024 - Main
VPC Dashboard (0T ELIE  Delete Route Table SR )
]
Filter by VPC:
None v Q Search Route Tables and the ) 1to 3 of 3 Route Tables
Virtual Private MName - RouteTablelD - Explicitly Associa~ Main vPC .
loud [} rtb-bded58cs 1 Subnet Yes vpe-7ac23b03 | VPCromConsole
Your VPCs 1th-08b60570 0 Subnets Yes vpc-Bd62e8c
Subnets rtb-5d01b025 0 Subnets Yes vpc-85e41dic
Route Tables
Intemet Gateways [tb-bde959c5 I -R=]
Egress Only Intemet
Gateways Summary Routes Subnet Associations Route Propagation Tags
DHCP Options Sets m
Elastic IPs
Subnet IPv4 CIDR  IPv6 CIDR
Endpoints

NAT Gateways

subnet-598abe3c | SubnetFromConsole  10.0.0.024 -
The following subnets have not been explicitly associated with

Peering Connections any route tables and are therefore associated with the main route

table:

curity Subnet IPv4CIDR | IPv6 CIDR
Network ACLs subnet-012ded2d 1001024 -

[




Create Route Table x

A route table specifies how packets are forwarded between the subnets within your VPC, the Internet,
and your VPN connection.

(i)

Name tag | RouteTablefromConsole|

VPC | vpc-7ac23b03 | VPCfromConsole ¥ | €

VPC Dashboard = Create Route Table Delete Route Table | Set As Main Table
4

| ©

Filter by VPC

None v Q Search Route Tables and the ) 1 to 4 of 4 Route Tables
Virtual Private Name + RouteTablelD - Explicitly Associa~ Main ~ | WPC =
Cloud @  RouteTablefromConsole th-6bed5213 0 Subnets No vpc-7ac23b03 | VPCiromConsole
Your VPCs rib-bde959cs 1 Subnet Yes vpe-Tac23b03 | VPCiromConsole
Subnets th-08050570 0 Subnets Yes vpc-5d62esc
Route Tables th-5d01b025 0 Subnets Yes vpc-85e41dic
Internet Gateways rth-6bed5213 | RouteTablefromConsole _B-N=!
Egress Only Intemnet
Gateways Summary Routes Subnet Associations  Route Propagation Tags
DHCP Options Sets
Elastic IPs view: | All ules v
Endpoints Destination Target Status  Propagated
NAT Gateways 10.000/16 local Acive  No
Peering Connections

= c & @

VPC Dashboard
Filter by VPC:
None v

Virtual Private
Cloud

‘Your VPCs
Subnets

Route Tables
Intemet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

(o RGN ELIE | Delete Route Table | Set As Main Table
‘

Q Search Route Tables and the X

Name + RouteTableID -~ Explicitly Associa~ Main ~ VPC -
@ RouteTablefomConsole rtb-6bed5213 0 Subnets No vpc-Tac23b03 | VPCiromConsole
rth-bded59c5 1 Subnet Yes vpc-7ac23b03 | VPCiromConsole
rth-08b60570 0 Subnets Yes vpc-5d62esdc
rth-5d01b025 0 Subnets Yes vpc-85ed1dfc

rtb-6bed5213 | RouteTablefromConsole

Summary Routes Subnet Associations  Route Propagation Tags
cancel [T
Associate Subnet IPv4CIDR  IPv6 CIDR  Current Route Table
[ subnet-538abe3c | SubnetFromConsole 10.0.0.024 - rth-bde959c5
L. subnet-012de42d 10.0.1.024 - Main

1 to 4 of 4 Route Tables

_N_N=|
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EC2 Dashboard = Resources ¢ Account Attributes S
Events

T You are using the following Amazon EC2 resources in the US East (N. Virginia) region: Supported Platforms
ags
Reports 0 Running Instances 1 Elastic IPs vPC
Limits 0 Dedicated Hosts 0 Snapshots Default VPC
0 Volumes 0 Load Balancers vpe-85ed1dic
=) INSTANCES
Instances 0 Key Pairs 4 Security Groups Resource ID length management

5 2 0 Placement Groups
it st e .
pot Requests Additional Information

Reserved Instances

Just need a simple virtual private server? Get everything you need to jumpstart your project - compute, storage, and netwarking — for Geting Started Guide
a low, predictable price. Try Amazon Lightsail for free

Dedicated Hosts Documentation

All EC2 Resources

Scheduled Instances

= IMAGES
Als Create Instance Forums
Bundle Tasks To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance. Pricing

Contact Us
STORE

AWS Marketplace

Volumes Note: Your instances wil launch in the US East (N. Virginia) region
1. Choose AMI 2. Choose Instance Type 3. Configure Instance: 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
An AMI is a template that contains the software configuration (operating system. application server. and applications) required to launch your instance. You can select an AMI provided by AWS, our user community. of the AWS a

Marketplace: or you can select one of your own AMIs

Quick Start 1to 31 of 31 AMIs
My AMis Amazon Linux AMI 2017.03.0 (HVM), SSD Volume Type - ami-c58c1dd3
Amazon Linux  The Amazon Linux AMIis an EBS-backed, AWS-supported image. The defaultimage includes AWS command line tools, Python, Ruby, Perl, and Java. The 64-bit
AWS Marketplace repositories include Docker, PHP, MySQL, PostgreSQL, and other packages. !
Community AMis Root devios type: ebs  Vinuslzaton type: fum
- Red Hat Enterprise Linux 7.3 (HVM), SSD Volume Type - ami-b63769a1
Free tier only (i
Red Hat Red Hat Enterprise Linux version 7.3 (HVM), EBS General Purpose (SSD) Volume Type i
.
Root devis type: ebs  Vituskzaton type: um
k- ] SUSE Linux Enterprise Server 12 SP2 (HVM), SSD Volume Type - ami-idedebea

SUSE Linux_ SUSE Linux Enterprise Server 12 Service Pack 2 (HVM), EBS General Purpose (SSD) Velume Type. Public Cloud, Advanced Systems Management, Web and bt
Seripting, and Legacy modules enabled

Root devios fype: ebs  Virtualization type: hum

1.Choose AMI  2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags & Configure Security Group 7. Review

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and networking capacity,
and give you the flexibility to choose the appropriate mix of resources for your applications. Leam more about instance types and how they can meet your computing needs

Filterby: | Allinstancetypes v Current generation v Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz. Intel Xeon Family, 1 GiB memory, EBS only)

Family - Type - vCPUs (i - Memory (GiB) ~ Instance Storage (GB) (i) ~ EBS-Optimized Available (i)~  Network Performance (i 1Pvs s':"'m" -
General purpose 12 nano 1 05 EBS only - Low to Moderate Yes
. General purpose - ., 1 1 EBS only - Low to Maderate Yes
General purpose 1 2 EBS only - Low to Moderate Yes
General purpose 12.medium 2 4 EBS only - Low to Moderate Yes
General purpose 12.large 2 8 EBS only - Low to Moderate Yes
General purpose 12 xlarge 4 18 EBS only - Moderate Yes
General purpose 12 2xlarge 8 32 EBS only - Moderate Yes

Cancel | Previous unch Next: Configure Instance Details
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1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more. ~ ~
Number of instances (i 1 Launch into Auto Scaling Group (1
Purchasing option  (j Request Spot instances
Network (i vpc-Tac23b03 | VPCfromConsale v| C Create new VPC
Subnet (i subnet-598abe3c | SubnelFromConsole | us-east-Ta ¥ Create new subnet
250 IP Addresses available
Autoassign Public IP (] Enable ]
IAMrole (i None v| C Create new IAM role
Shutdown behavior (i Stop -

Enable termination protection Protect against accidental termination

Monitoring  (j Enable CloudWatch detailed monitoring
Additional charges apply.
Tenancy (i Shared - Run a shared hardware instance v
Additional charges will apply for dedicated tenancy.
1.Choose AMI 2. ChooseInstance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Leam more about
starage aptions in Amazon EC2

Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i 10PS (j [T':S;:)ﬂhPH‘ Delete on Termination (i Encrypted (i
i
Root Jdevixvda B150300fctanBas00 B General Purpose SSD (GP2) v 10073000 NA @ Not Encrypted

Add New Violume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions

concel (RS Nexs Add Tags
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1.Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair For example, you could define a tag with key = Name and value = Webserver
A copy of a tag can be applied to volumes, instances or both

Tags will be applied to all instances and volumes. Leam more about tagging your Amazon EC2 resources

6. Configure Security Group 7. Review

Key (127 characters maximum) Value (255 characters maximum) Instances (i) Volumes (i
Name EC2fromConsolel] £ @ [<]
Add another tag | (Up to 50 tags maximum)
Cancel | Previous | L LIPS  Next: Configure Security Group
1.Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow spacific traffic to reach your instance. For example, if you want to st up a web server and allow Intemet traffic ~
to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Leam more abaut Amazon EC2 security groups
Assign a security group: O Create a new security group

©Select an existing security group

Security Group 1D Name Description Actions
sg-ad2dad3 default default VPG security group Copy to new
B sgel6d2197 SGfronConsole SG created from Console Copy to new
A Waming

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend sefting security group ules to allow access from known IP addresses only.

Inbound rules for sg-e16d219f (Selected security groups: sg-e16d2191) _N_N=!
Type (i Protocol (i Port Range (i Source

SSH TCP 22

0.0.0.0/0

Cancel | Previous
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1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

A Improve your instances' security. Your security group, SGironConsole, is open to the world.
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known |P addresses only
You can also open additional ports in your security group to facilitate access to the application or service you're running. e.g.. HTTP (80) for web servers. Edit security groups

* AMI Details
Amazon Linux AMI 2017.03.0 (HVM), $SD Volume Type - ami-c58c1dd3
The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Pythan, Ruby, Perl, and Java. The repositories include Docker, PHP, MySQL
elgbie

PostgreSQL, and other packages
Foot Devics Type: sbs  Virusizston fype: hum
~ Instance Type
Instance Type ECUs VCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance

12 micro Variable 1 1 EBS only - Low to Moderate

~ Security Groups

Cancel

Edit AMI

Edit instance type

Edit security groups

Previous

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMls, the private key file is required
to obtain the password used to log into your instance. For Linux AMls, the private key file allows you to
securely SSH into your instance

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

|Create a new key pair v |
Key pair name
[KeyPairfromConsole |

| Download Key Pair |

‘You have to download the private key file (*.pem file) before you can continue.
Store it in a secure and accessible location. You will not be able to download the
file again after it's created.
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EC2 Dashboard Connect  Actions v

~
Events o ® 0
Tags e 1106 of 6
Reports
Limits Name Instance ID Instance Type ~ | Availability Zone - | Instance State ~ Status Checks Alarm Status  Public DNS (IPv4) 1Pv4
®  EC2fomCon..  i-0a2583{afeddbde.  (2micro us-east-1a 3 running @ 212 checks passed Nene » 3%
Instances
Spot Reauests Instance: | i-0a25831afeddbdee3 (EC2fromConsolel)  Public IP: 34.200.243.44 e
Reserved Instances
Description | Status Checks = Monitoring = Tags
Scheduled Instances
Dedicated Hosts Instance ID 022583 1afe9dbdee3 Public DNS (IPv4
Instance state running IPv4 Public IP
e Instance type  t2.micro IPVE IPs
. Elastic IPs Private DNS Ip- 54.ec2.internal
Bundle Tasks
Avallabiliy zone  us-east-ia Private IPs 254
Security groups onConsole winbound rules Secondary private IPs
Scheduled events  No schedul VPGID  vpc-7ac23b03
Volumes AMIID )417-x86_64-gp2 Subnet|D  subnet-598abe3c
Snapshats
Platiorm Network interfaces  eth0
1AM role Sourceidest check  True
Security Groups Key pair name
Elastic IPs . Ovmer EBS-optimized  False -
THITCS Taewy T T ) A T prp— jg— - —— = i) 11 Nomldig Sm A
| EP ec2-user@ip-10-0-0-254:- - O *
o
El
g
N
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Chapter 3: VPC Advanced Components

Network Interface:

: Instance 1D:

eni-e6eb634f1

|i-0c0cci45fh92e9cd - MyFirstEC2 (running) v |

Cancel

Attach

[

H
| Create Network Interface X |
Description (j ENIfremCansole
Subnet (j subnet-dd9298b8 us-east-1a | PrivateSubnetinVPCthrough\izard A
IPv4 Private IP  (j auto assign
IPv6IP auto assign
Security groups  (j sg-d8bbabab - MyWebServerSG - WebServer Security Group
5g-36273448 - NATSG - SG for NAT
50-3378684d - default - default VPC security group
Cancel REREC:S
EC2 Dashboard i
vents
Tags Q, Filter by tags and atfributes or search by k (] 1t030of3
Reports
Limits Name Network interf «  Subnet ID VPC D Zone Security groups Description Instance ID Status IPv4 Public IP
INSTANCE! eni-415c5e55 subnet-3e6f6b vpc-68e93011 us-east-1a NATSG Primary netwo. i-0fd582c8cd233020 @ in-use 3422579211
Instances eni-82464496 subnet-3e6fih vpc-68e93011 us-east-1a MyWebServerSG Primary netwo. i-0c0cc7f45Mh92edcd @ in-use 3420585217
Spot Requests [} eni-e6c634f1 subnet-dd929 vpc-68e33011 us-east-1a MyWebServerSG ENlfromConsole @ available
Reserved Instances 4
Scheduled Instances Network Interface: eni-e6c634f1 _N—_N=]
Dedicated Hosts
Details |~ Flowlogs = Tags
AMls Network inferface ID  eni-e6c63411 SubnetlD  subnet-dd9298b8
Bundle Tasks VPCID vpc-68e93011 Availability Zone  us-east-1a
MAC address ~ 02:5b:82:cc:98:92 Description  ENffromConsole
Security groups ebServerSG. viewinbound rules OwnerID 706436145460
Volumes Status  available Primary private IPvd P 10.0.1.126
Snapshats Private DNS (IPv4)  ip-10-0-1-126 ec2 internal IPv4 PubliclP -




EC2 Dashboard AN Create Network Interfact Detach Actions ¥ )
Events 1 v
Tags Q, Filter by tags and attributes or search by keyword [>] 1to30f3
Reports
Limits Name *  Network interf «  Subnet ID - VPCID Zone = Security groups - Description - Instance ID - Status = | IPv4 Public IP

= INSTANCES eni-415c5255 subnet-3e6f6b . vpc-68e93011  us-east-1a NATSG Primary netwo i-0fd5872c8c0233020 @ in-use 3422579211
Instances eni-82464496 subnet-3e65b vpc-68e93011 us-east-1a MyWebServerSG Primary netwo i-0c0ccTi45b92e9¢d @ in-use 3420585217
Spot Requests a eni-e6c634f1 subnet-dd929...  vpc-68e93011 us-east-1a MyWebServersG ENifromConsole  i-0c0ccTi45m92e9¢cd @ in-use

Reserved Instances

Scheduled Instances Network Interface: eni-e6c634f1 _N_N-|
Dedicated Hosts

R Details | Flowlogs Tags
AMis Network interface ID  eni-e6c634f1 SubnetID  subnet-dd9298b8
Bundle Tasks VPCID  vpc-68e93011 Availability Zone  us-east-1a

[Rp—— MAC address ~ 02:5b:82:cc98:02 Description ~ ENffromConsole
STORE Security groups  MyWebServerSG. view inbound rules OwnerID 706436145460
Volumes Status  in-use Primary private IPv4 1P 10.0.1.126
Snapshots Private DNS (IPv4)  ip-10-0-1-126.ec2.internal IPv4 PubliclP -

Secondary private IPv4 IPs - IPV6IPs -

RN Sourceidest. check  true Aftachment|D  eni-aftach-187bc580
Security Groups Instance ID i-0cOceTt45Mma2e0cd Atiachment owner 706436145450
Elastic IPs Device index 1 Aftachmentstatus  attached

Delete on termination  false OunerlD -

Placement Groups
Kau Dl

Allocation ID

‘Assocation ID

Create Subnet

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). Note that block sizes must be between a (16
netmask and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

Name tag
VPC
VPC CIDRs

Availability Zone
IPv4 CIDR block
IPv6 CIDR block

PrivateSubnetinVPCthroughVizard
vpc-68293011 | VPCthroughWizard v | €9

CIDR Status
10.0.0.0M16 associated
2600:1f18:24ac:6300 associated

us-east-1a A 0
10.0.1.0/24

Specify a custom IPv6 CIDR v | €@

(1]

Status Reason

2600:1f18:24ac:6301 |-./64

EC2 Dashboard [T Connect | Actions » o o

Events 4 e 9

Tags Q Filer by fags and aributes or SN @ 1to20f2

Reports

Limits Name = Instance Il e Availability Zone - Instance State - | Status Checks - Alarm Status Public DNS (IPv4) = IPv4 Public IP ~ IPVG
- Instance State - =

NeTANCES @ WyFirstEC2 BRI ..o sciings us-east-a @ running © 272checks . None ' ec2-34-205-85-217.co.. 3420585217 2600

Instances Nat Instance i-0fds8f2cy us-east-1a @ running @ 2/2checks ... None Y ec2-34-225-79-211.co. 3422579211 2600

Image
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1.Choose AMI 2 Choose Instance Type 3 Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process

A Improve your instances' security. Your security group, MyWebServerSG, is open to the world
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow accass from known IP addresses only.
You can also open additional ports in your security group to failitate access to the application or service you're running, e.g.. HTTP (80) for web servers. Edit security groups

~ AMI Details
amzn-ami-hvm-2017.03.0.20170417-x86_64-gp2 - ami-c58c1dd3
Amazon Linux AMI 2017.03.0.20170417 x86_64 HVM GP2

Root Device Type: @bs  Vitualzation type: hvm
~ Instance Type

Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) Network Performance

2.micro Variable 1 1 EBS only - Low to Moderate

¥ Security Groups

Edit AMI

Edit instance type

Edit security groups

Security Group ID Name Description
Cancel | Previous
1.Choose AMI 2. ChooseInstance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI. request Spot instances to take advantage of the lower pricing. assign an access management role ta the instance. and more. ~ ~
Number of instances  (j 1 Launch into Auto Scaling Group (i
Purchasing option (j Request Spot instances
Network (i wpc-68e93011 | VPCthroughWizard v] C Create new VPC
Subnet (i [subnet-3e6f6bSk | Wizard Public subnet | us-east-1z v | Create new subnet
249 |IP Addresses available
Auto-assign Public IP (i Disable M
Auto-assign IPv6 IP (] Use subnet setting (Disable) v
IAMrole  (j None ¥] Q@ Create new 1AM role
Shutdown behavior (j Stop v
Enable termination protection (j Protect against accidental termination
Monitoring (i Enable CloudWatch detailed monitoring

Additional charges apply.

Tenaney (i Shared - Run a shared hardware instance v
Additional charges will apply for dedicated tenancy.

Cancel | Previous Review nch

Next: Add Storage

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

Asecurity group is a set of firewall rules that control the fraffic for your instanca. On this page. you can add rules to allow specific traffic to reach your instance. Far example, if you want to set up a web server

and allow Internet traffic to

reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Leam more about Amazan EC2 security groups.

Assign a security group: ©Create a new security group

Select an existing security group

Security group name: SG for Private instance

Description:  [SG for Private instance] ]

Type (i Protocol (i Port Range (i Source (i
SSH v fTcP 2 Custom | [sg-d8bbabab
Add Rule

[1




1 Chooss AMI 2 ChooseInstance Type 3. Configure Instance 4. Add Storage  5.Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum) Instances (i Volumes (i

[Name [PrivateEC2 @ o [x]

Add another tag (Up to 50 tags maximum)

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMis, the private key file allows you to
securely SSH into your instance.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

|Choose an existing key pair v |
Select a key pair
|FirstECZKeyPair v

# | acknowledge that | have access to the selected private key file (FirstEC2KeyPair pem), and

that without this file, I won't be able to log into my instance.

Launch Status

©  Your instances are now launching
The following instance launches have been initiated: i-0bb548bf7f28caddc  View launch log

[1
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1.Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Cenfigure Security G

Step 1: Choose an Amazon Machine Image (AMI) Canceland Bxit
own AMIs
Quick Start 1t 31 of 31 AMIs
My AMis Amazon Linux AMI 2017.03.1 (HVM), $SD Volume Type - ami-adc7edh2

Amazon Linux  The Amazon Linux AM| is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and Java. The repositories include Docker, PHF,
AWS Marketplace 1. . B4-bit
SSYET MySOL, PosigreSQL, and other packages.

iceypeiebs  Vinualizzion ype: bum

Community AMis Foot

k. ] SUSE Linux Enterprise Server 12 SP2 (HVM), $SD Volume Type - ami-dedebea

Free tier only (i
SUSE Linux  SUSE Linux Enterprise Server 12 Service Pack 2 (HVM), EBS Genersl Pupose (S3D) Volume Type. Public Cloud, Advanced Systems Management, Web and Scripting, and Legacy modules.

e

Virtalization ype: hum

Y Red Hat Enterprise Linux 7.3 (HVM), SSD Volume Type - ami-9520988

Red Hat Red Hat Enterprise Linux version 7.3 (HVM), EBS General Pumose (S5D) Volume Type

sre
R

Virtuakzsfon typs: bum
@ Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-d15a75c7 Select
Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (S5O} Volume Type. Suppart svailable from Canonical (hitp://wwiw ubuntu com/cloud/senvices).

Rostdsvice ypesbs  Vinuslizstion ype: hum
F icrosoft Windows Server 2016 BaseRETnIRzEil-k]

Windows  Microsoft Windows 2018 Datasenter edition. [Engiish] et
Free fier ligible
Rootdeviceyps:sbs  Virtualzsfon yps: bum

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more.

Number of instances (j i Launch into Auto Sealing Group (

Purchasing option

Request Spot instances

Network (] wpc-85e41dfc (defaull) v] C create new vPC
Subnet (| No preference (default subnet in any Avaiabiity Zone Y Create new subnet
Auto-assign Public IP (| Use subnet sefting (Enabie) v
Domain jein directory (i None v] C create new directory
1aMrole (j Hone v] C Create new 1AM roke
Shutdown behavior (j Siop v

Enable termination protection

Protect against accidental termination

Monitoring (i Enable Cloud\Watch detailed monitoring
Additional charges apply.
Tenancy (| Shared - Run a shared hardware instance v
Addiional charges vil apply for dedicated tenancy.
» Advanced Details
Choose AMI Choose Instance Type 3. Configue Instance 4. Add Siorsge 5.Add Tags 6 Configure Securify Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that
allow unrestricted access tothe HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: ®Create a new security group
Select an existing security group
Security group name: launch-wizard-2

Description:  faunch-wizard-2 created 2017-07-02T11.05:21.614+05:30

Type (i Protocol i Port Range i Source |
RDP v free 3389 Custom v [.0.0.00 o
Add Rule
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Events
Tags
Reports
Limits

a [EEP | Conncct || Actions v
‘« | Connee

Q Fiterby tags and atirbute:

s n by keyword
Name  Instance ID 4 Instance Type - Availability Zone « Instance Stale - Status Checks -

[ ] 08243400005 12381  12.miero us-esst-le @ running @ 272 checks

Alarm Status

None

o
e 1todof4
Public DNS (Pvd)  ~ | IPvdPublic P+ IPEIPs

% =c2525413077.comp. 52.54.130.77

| KeyName

FistECZ

Connect To Your Instance

downloading and running the RDP shortcut file below:

‘When prompted, connect to your instance using the following details:

User name  Administrator

Password | Get Password

instance.

Download Remote Desktop File

You can cennect to your Windows instance using a remote desktop client of your cheice, and by

Public DNS  ec2.52.54-130-77 compute-1.amazonaws.com

If you've joined your instance to a directory, you can use your directory credentials to connect to your

If you need any assistance connecting to your instance, please see our connection decumentation.

Connect To Your Instance > Get Password

Key Name  FirstEC2KeyPair pem

Key Pair Path | Choose File | Mo file chosen
Or you can copy and paste the contents of the Key Pair below:

The fellowing Key Pair was associated with this instance when it was created.

In order to retrieve your password you will need to specify the path of this Key Pair on your local machine:

[1




Windows Security *

Enter your credentials

These credentials will be used to connect to
ec2-52-54-130-77.compute-1.amazonaws.com.

Administrator

Password

oK Cancel

Welcome to Elastic Load Balancing
Select load balancer type

Elastic Load Balancing supparts two types of load balancers: Application Load Balancers (new) and Classic Load Balancers. Choase the load balancer type that meets your needs. Leam more

‘@ Application Load Balancer O Classic Load Balancer

@ Preferred for HTTPIHTTPS

An Application Load Balancer makes routing decisions at the application layer A Classic Load Balancer makes routing decisions at either the transport layer (TCPISSL)
(HTTP/HTTPS), supports path-based routing, and can route requests to ane or mare ports or the application layer (HTTP/HTTPS), and supports either EC2-Classic or a VPC.
on each EC2 instance or container instance in your VPC.

[1




1. Configure Load Balancer 2 Gonfigure Security Settings 3. Gonfigure Sscurity Groups 4. Configure Routing 5. Register Targets 6. Review

Step 1: Configure Load Balancer
Basic Configuration

To configure your load balancer, provide a name. select a scheme, specify one or mare listeners, and select a network. The default configuration is an Intemet-facing load balancer in the selected network with a listener that receives
HTTP traffic on port 80

Name (i myfirstapploadbalancer
Scheme (i ® intemet-facing
intemal
IP address type (i ipvd .

Listeners

Alistener is a process that checks for connedtion requests, using the protocol and port that you canfigured
Load Balancer Protocol Load Balancer Port
HTTP v B0 (<}

Add listener

Availability Zones

Specify the Availability Zones ta enable for your load balancer The load balancer routes traffic ta the targets in these Availability Zones only. You can specify only one subnet per Availability Zone. You must specify subnets from at
least two Avallability Zones to increase the availability of your load balancer

VPC (i vpc-85ed1dfc (172.31.0.0/16) (default) v
Availability Zone Subnet ID Subnet IPv4 CIDR Name
@ useast-la subnet-b0093dd5s 172.31.0.0/20
@ us-east-1b subnet-bf32fc93 172.31.64.0/20
us-east-1c subnet-21ba006% 172.31.16.0/20
us-east-1d subnet-4c7ch816 172.3132.0/20
us-east-Te subnet-18134e24 172.31.48.0120

At least two subnets must be specified

v Tags
Apply taas to vour load balancer to help oraanize and identify them. -
Cancel | Next: Configure Security Settings
1. Configure Load Balancer 2 Configure Security Settings 3. Configure Security Groups 4_Configure Routing 5. Register Targets 6. Review

Step 3: Configure Security Groups
A security group is a set of firewall rules that control the traffic to your load balancer On this page, you can add rules to allow specific traffic to reach your load balancer First, decide whether to create a new security group o select an
existing one

Assign a security group: @ Create a new security group
Select an existing sscurity group
Security group name:  [ELB Security Group

Description:  [oad-balancer-SG
Type (i Protocol (i Port Range (i Source (i

HTTP v ce 80 Custom v |(0.0.0.0/0

Add Rule

[



Step 4: Configure Routing
Your load balancer routes requests to the targets in this target group using the protocol and port that you specify, and performs health checks on the targets using these health check settings. Note that each target group can be
associated with only one load balancer.

Target group
Target group  (j New target group
Name (i) [vebservergroup
Protocol  (j HTTP
Port (i &0

Health checks

Protocol (i HTTP

Path () |

» Advanced health check settings

Volumes

Snapshots

NETWORK &
SECURITY

Security Groups

Placement Groups
Key Pairs
Network Interfaces

=/ LOAD BALANCING
Load Balancers
Target Groups

= AUTO SCALING

Launch
Configurations

Auto Scaling Groups

Run Command

State Manager
Automations
Patch Compliance
Patch Basslines

STEMS MANAGER

Pl Create Load Balancer [ 10ER

Filter: | Q Search X
@ MName + DNS name - state
a 131
Load balancer: | myfirstapploadbalancer
Description || Listeners  Monitoring = Tags

Basic Configuration

Name:

ARN:

DNS name:

Scheme:
Type:
Availability Zones:

myfirstapploadbalancer €0

am-aws:elasticloadbalancing us-east-
1:706436145460: pp!

~ VPCID v

vpe-B5edidic

Creation time:

myfirstapploadbalancer-1311492970.us-sast-
1.elb. amazonaws com (A Record)

intemet-facing
application

subnet-b0093dd5 - us-east-1a
subnet-bf32fcd3 - us-east-1b

Edit availability zones

Availability Zones v

us-eastia, us-east-1b

S %0

1to10f1
Type + Created
application June 26, ;
»
L_N-N=0

June 26, 2017 at 11:37-57 AM UTC+5:30

Hosted zone:  Z35SXDOTRQTXTK
1aefd91408cb73 I
State:  provisioning
VPG vpo-85edidic
IP address type:  ipvé

AWS WAF Web ACL:

Bundle Tasks

ELASTIC BLOCK STORE
Volumes
Snapshats
NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces
=/ LOAD BALANCING
Load Balancers
Target Groups
= AUTO SCALING

Launch
Configurations

Auto Scaling Groups

- Welcome to Auto Scaling

You can use Auto Scaling to manage Amazon EC2 capacity automatically, maintain the right number of instances for your application, operate a
healthy group of instances, and scale it according to your needs

Leamn more

Create Auto Scaling group

Note: To create your Auto Scaling groups in a different region, select your region from the navigation bar

Benefits of Auto Scaling

Reusable Instance Te

Provision instances based on a reusable
template you define, called a launch

configuration.

Leamn more

Keep your Auto Scaling group healthy and
balanced, whether you need one instance
or 1,000

Leam more

Adjustable Capacity

Maintain a fixed group size or adjust
dynamically based on Amazon CloudWatch
metrics.

Leamn more

Additional Information

Getting Started Guide
Documentation

All EC2 Resources
Forums

Pricing

Contact Us
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i Ce | and Exit
Create Auto Scaling Group ancetand =
To create an Auto Scaling group, you will first need to choose a template that your Auta Scaling group will use when it launches instances for
you, called a launch configuration. Choase a launch configuration or create a new one, and then apply it to your group.

Later, if you want to use a different template, you can create another launch configuration and apply it to this group, even if you already have
instances running in it. Using this method, you can update the software that your group uses when it launches new instances

Step 1: Create launch configuration
- First, define a template that your Auto Scaling group will use to launch
instances

You can change your group's launch configuration at any time.

Step 2: Create Auto Scaling group

Next, give your group a name and specify how many instances you want to un
init.
Your group will maintain this number of instances, and replace any that become

I : = g unhealthy or impaired
:&z ] ‘You can optionally configure your group to adjust in capacity according to

demand, in response to Amazon CloudWatch metrics. -

[=LLEI Create launch configuration

1.Choose AMI 2. Choose Instance Type 3. Configure defals 4. Add Storage 5. Configure Security Group 6. Review

Create Launch Configuration Cancel and Exit

An AMI is a template that contains the software configurati system server. and ions) required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS
Marketplace; or you can select one of your own AMIs.

Quick Start 110 30 of 30 AMIs
My AMIs 1] Amazon Linux AMI 2017.03.1 (HVM), $5D Volume Type - ami-643b1972
B Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The defaultimage includes AWS command line tools, Python, Ruby, Per, and Java. The
TiERIE repositories include Docker, PHP. MySQL, PostareSQL, and other packages b4-bit
Community AMIs Rootdevice fype: b3 Viusization fype: fvm
3 SUSE Linux Enterprise Server 12 SP2 (HVM), SSD Volume Type - amifdedebea
() Free tier only (i
vd SUSE Linux  SUSE Linux Enterprise Server 12 Service Pack 2 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced Systems Management, Web and N
Scripting, and Legacy modules enabled 64-bit

Rootdevice type: ebs  Vidusizatien type: hvm

Y Red Hat Enterprise Linux 7.3 (HVM), SSD Volume Type - ami-9e2f0988 m
Red Hat Red Hat Enterprise Linux version 7.3 (HVM), EBS General Purpose (SSD) Volume Type

64-bit
Rost devies type: a5z Viuaisatn ps:

® Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-d15a75¢c7 m
Ubuntu Server 16.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canenical (hitp:fwwwubuntu.com/cloud/services).

B4-bit
Rost devies type: a5z Viuaisatn ps:
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1.Choose AMI  2.Choose Instance Type 3. Configuredetals 4. Add Storage 5. Configure Security Group 6. Review

Create Launch Configuration

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and networking capacity. -
and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filter by: | All instance types ~ Current generation ~  Show/Hide Columns

Currently selected: t2 micro (Variable ECUs, 1 wCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Family - Type - vCPUs (i - Memory (GiB) - Instance Storage (GB) (i) ~  EBS-Optimized Available (i) - Network Performance (i) -
General purpase 12 nano 1 05 EBS only - Low to Moderate
[] General purpose Brm 1 1 EBS only - Low to Moderate
General purpose 12.small 1 2 EBS only - Low to Moderate
General purpose 12.medium 2 4 EBS only - Low to Moderate
12 large 2 8 EBS only - Low to Moderate
12 xlarge 4 16 EBS only - Moderate
12.2xlarge 8 32 EBS only - Moderate
General purbose md larae 2 / FRS onlv Yes Moaderate h

Cancel | Previous | Next: Configure details

1.Choose AMI 2 Choose Instance Type 3. Configure details 4 Add Storage 5. Gonfiqure Security Group 6. Review

Create Launch Configuration

Name (j myfirstlaunchconfiguration -
Purchasing option (i Request Spot Instances
IAMrole (i None v
Monitoring  (j Enable CloudWatch detailed monitoring
Leam more
¥ Advanced Details
Kernel ID (i Use default v
RAMDisk ID (i Use default v
User data (i ® As text © As file [JInput is already base64 encoded
chmog 2775 Jvarfww 2

Find fvarfmay -type d -exec chmod 2775 {} +
Find Svar/wi -type £ -exec chmod 8664 {} +
echo "<3php phpinfo(); >" > /var/wm/htnl/phpinfo.ehe =

IP Address Type (i Only assign a public IP address to instances launched in the default VPC and
subnet. (defaulf)
Assign a public IP address to every instance
® Do not assign a public IP address to any instances.

Cancel | Previous Next: Add Storage

1.Choose AMI 2. Choose Instance Type 3. Configure details 4. Add Storage 5. Configure Security Group 6. Review

Create Launch Configuration

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Intemet traffic
to reach your instance, add rules that allow unresiricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Leam more about Amazon EC2 security groups.

Assign a security group: @® Create a new security group

Select an existing security group

Security group name: /AutoScaling-Security-Group
Descripti ity D
Type (i Protocol (i Port Range (i Source (i
HTTP . fice 0 Custam P ¥ o

Add Rule

[




1. Choose AMI 2. Choose Instance Type 3. Configure details 4. Add Storage 5. Configure Security Group 6. Review
Create Launch Configuration

¥ AMI Details Edit AMI

Amazon Linux AMI 2017.03.1 (HVM), SSD Volume Type - ami-643b1972
The Amazon Linux AMI is an EBS-backed, AWS-supported image. The defaultimage includes AWS command line tools, Python, Ruby, Perl, and Java. The repositories include Docker, PHP, MySQL

:"::l:' PostgreSQL, and ofher packages
Root device type: ebs  Virtualization Type: hvm
~ Instance Type Edit instance type
Instance oo
Memory ~ Storage > . Network
Instance Ty ECU: cPus M ° Optimized
nstance fype o VRS i (GiB) Aailabla Performance
GiB
12 micro Variable 1 1 EBS only bﬁ;é;‘e
~ Launch configuration details Edit details
Name myfirstiaunchconfiguration
Purchasing option  On demand
EBS Optimized No
Monitoring  No
IAM role None .
(] - »
Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMls, the private key file allows you to
securely SSH into your instance.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Cheose an existing key pair v |

Select a key pair
|FirstEC2KeyPair v

#1 acknowledge that | have access to the selected private key file (FirstEC2KeyPair pem), and
that without this file, | won't be able to log into my instance.

Cancel [SEETCRETIT R (T
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EC2 Dashboard =] [ CEEY ST PO VTETAAl | Create Auto Scaling group || Actions. ¥
. i @ group Le S - - ]

Events
Tags Filters | Q4 Fiter launch configurations... x 1+t01 of 1 Launch Configurations
Reports
Limits B | Name - A - instance Type + SpotPrice  + Creafion Time -
= INSTANGES @  myfistiauncheo..  amiS4301972  Zmiom June 26, 2017 2:10:58 PM UTC.
Instances
Spot Requests Launch Configuration: myfirstlaunchconfiguration [_N M=}
Reserved Instances Moot |
Details
Scheduled Instances
Dedisated Hosts Copy launch configuration
AMIID  ami54361872 Instance Type  t2.micra
= 1AM Instance Profile Kernel ID
Key Name  FirstEC2KayPair Monitoring  false
Bundle Tasks EES Optimized  fake Security Groups  =g-18500854
= Spot Price Creation Time  Mon Jun 20 14:10:58 GMT=530 2017
RAM Disk ID Block Devices  Jdeviuda
Volumes Userdata  View Userdats IP Address Type Do not assign & public |P sddress to any instances.
Snapshots
EC2 Dashboard - Welcome to Auto Scaling Additional Information
Events 1 . 8 N - : . —
You can use Auto Scaling to manage Amazon EC2 capacity automatically, maintain the right number of instances for your application, operate a Getting Started Guide
Tags
s healthy group of instances, and scale it according o your needs. Documentation
Leam moare
All EC2 Resources
Limits You have the fallowing Auto Scaling resources in the US East (N. Virginia) region Forums
Auto Scaling Groups: 0 Launch Configuration: 1

= INSTANCES Pricing

Instances Create Auto Scaling group Create launch configuration Contact Us

Spot Requests HNote: To create your Auto Scaling groups in a different region, select your region from the navigation bar.
Reserved Instances
Scheduled Instances Benefits of Auto Scaling

Dedicated Hosts Reusable Instance isioni Adjustable Capacity

= MAGES , \ ﬁ
AMIs
Bundle Tasks V y

ELASTIC BLOCK STORE

Volumes Provision instances based on a reusable Keep your Auto Scaling group healthy and  Maintain a fixed group size or adjust
template you define, called a launch balanced, whether you need one instance  dynamically based on Amazon CloudWatch
Snapshots configuration or 1,000 metrics
B Learn more Leamn more Leamn more
B G it
Create Auto Scaling Group aneetand =

To create an Auto Scaling group. you will first need to choose a template that your Auto Scaling group will use when it launches instances for you
called a launch configuration. Choose a launch configuration or create a new one, and then apply it to your group.

Later, if you want to use a different template, you can create another launch configuration and apply it to this group, even if you already have
instances running in it. Using this method, you can update the software that your group uses when it launches new instances.

Create a new launch configuration

@ Create an Auto Scaling group from an existing launch configuration

Q, Filter launch configurations x 1to 1 of 1 Launch Configurations
Name | AMIID - Instance Type - Spot Price - Security Groups -
myiirstlauncheontiguration ami- micro 5g-1569ct
a i heonfi U 654301972 2 1569c564

[1



1. Configure Auto Scaling group details 2. Configure scaling poliies 3. Configure Nofifications 4. Configure Tags 5. Review

Cancel and Exit

Create Auto Scaling Group

Launch C i i
Group name (i firstautoscalinggroup
Group size (j Start with [ 1 | instances
Network (i vpc-85e41dic (172.31.0.0/16) (default) ~| |C | Create new VPC
Subnet (j

subnet-5d7ec351(172.31.80.0/20) | Defaultin us- x
east-1f
i%bne‘—bﬁzﬁ:%[ﬂz.ﬂ 64.0/20) | Default in us-east- %

subnet-4c7ch§16(172.31.32.0/20} | Defaultin us- x
east-1d

Create new subnet
No instances in this Auto Scaling group will be assigned a public IP address. (i

» Advanced Details

Cancel | Next: Configure scaling policies

Create Auto Scaling Group

You can optionally add scaling policies if you want to adjust the size (number of instances) of your group automatically. A scaling policy is a set of instructions for making such adjustments in response to an Amazon CloudWatch alarm ~

that you assign to it. In each policy. you can choose to add or remove a specific number of instances or a percentage of the existing group size. or you can set the group to an exact size. When the alarm triggers, it will execute the
policy and adjust the size of your group accordingly. Leamn more about scaling policies.

Keep this group at its initial size

© Use scaling policies to adjust the capacity of this group

Scale between [ 1 | and[ [ | instances. These will be the minimum and maximum size of your group.

Increase Group Size

Name: Increase Group Size
Execute policy when:  [No alam selecled v |  w  Add new alarm

Take the action:  [Add v [0 instances Ad
Add step (i
Instances need: seconds to warm up after each step

Create a simple scaling policy (i

[1




Create Alarm

X
You can use Cloud\Watch alarms to be notified automatically whenever metric data reaches a level you define.
To edit an alamm, first choose whom to notify and then define when the notification should be sent.
O Send a notification to: [NotifyMe (satyajitdas75@gmail.com, +1 1 v | CPU Utilization Percent
Whenever: |Average v | of |CPU Utilization v &0
| Percent 40
Foratleast: [I | consecutive period(s) of 20
0
Name of alarm: [awsec2-firstautoscalinggroup-High-CPU-Utilizafi| i 7 7
l 00roup-ig 02:00 04:00 06:00

M firstautoscalinggroup

Create Alarm

X
You can use CloudWatch alarms to be notified automatically whenever metric data reaches a level you define.
To edit an alarm, first choose whom to notify and then define when the notification should be sent.
O Send a notification to: |NotifyMe (satyajitdas75@gmail.com, +11 v | CPU Utilization Percent
Whenever: |Average ¥ | of | CPU Lhtilization v 30
s [EvlE | Pecen &
X X " 10
Foratleast: [1 | consecutive period(s) of
0
Name of alarm: [awsec2-firstautoscalingaroup-lowfCPU-Utilizatiol B i i
| garoup “+ 02:00 04:00 06:00

M firstautoscalinggroup

[1



1. Gonfigure Auto Scalng group detals 2. Configure scaling policies 3. Configure Nofffications 4. Configure Tags 5. Review

Create Auto Scaling Group

Increase Group Size

Name:  ncrease Group Size

Execute policy when:  awsec2-firstautoscalinggroup-High-CPU-Utilization Edit Remove

breaches the alarm threshold: CPUUtilization >= 70 for 300 seconds

for the metric P = p
Take the action: Add v |1 instances ¥ | when [70 <= CPUUtilization < +infinity
Add step (i

Instances need: seconds to warm up after each step

Create a simple scaling policy (1

Decrease Group Size

Name:  Decrease Group Size

Execute policy when:  awsec2-firstautoscalinggroup-low-CPU-Utilization Edit Remove
breaches the alarm threshold: CPUUtilization <= 30 for 300 seconds
for the metric = i

Take the action: Remove ¥ | [1 instances ¥ | when 30 == CPUUtilization > -infinity

Add step (i

Cancel | Previous w Next: Configure Notifications

1. Configure Auto Scaiing group defails 2. Configure scaling policies 3. Configure Nofifications 4. Configure Tags 5. Review

Create Auto Scaling Group

Please review your Auto Scaling group details. You can go back to edit changes for each section. Click Create Auto Scaling group to complete the creation of an Auto Scaling group.

¥ Auto Scaling Group Details

Group name firstautoscalinggroup
Group size 1
Minimum Group Size 1
Maximum Group Size 4
Subnet(s) subnet-5d7ec351,subnet-bf321c93 subnet-4c7cb8 16
Health Check Grace Period 300
Detailed Monitoring No
Instance Protection Mone

¥ Scaling Policies

Increase Group Size With alarm = awsec2-firstautoscalinggroup-High-CPU-Utilization; Add 1 instances and 300 seconds for instances to warm up
Decrease Group Size With alarm = awsec2-firstautoscalinggroup-low-CPU-Utilization; Remove 1 instances

¥ Notifications

¥ Tags

Edit details

Edit scaling policies

Edit notifications

Edit tags

Cancel

Previous [
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NETWORK & SECURITY
Security Groups P Create Auto Scaling group [T e o8 @
Elastic IPs
Placement Groups Filter: | Q Filter Auto Scaling groups. X 1to 1 of 1 Auto Scaling Groups
Key Pairs
Network Interfaces | tName - LaunchConfiguration - Instances -~ Desired ~ Min ~ Max - Availability Zones + | Default Cooldown ~ Heaith Check Gra(~
=1 LOAD BALANCING (] 0 1 1 4 us-east-1b, us-east-1d, us-e.. 300 300
Load Balancers
Target Groups . .
Auto Scaling Group: firstautoscalinggroup _R_N=]
S AuT
Launch Details || Activity History || Scaling Policies | | Instances Tags Actions
Configurations
B Edit
Auto Scaling
Groups Launch C
- Load Balancers
Target Groups
S MANAGER
Desired 1 Availability Zone(s)  us-east-1b, us-east-1d, us-east-17
Run Command Min 1 Subnet(s) subnet-5d7ec351 subnet-bi32fco3 subnet4c7chs 16
State Manager Max 4 Defautt Cooldown 300
Automations Health Check Type  EC2 Placement Group
Patch Compliance Health Check Grace Period 300 Suspended Processes
Termination Policies  Default Enabled Metrics
Patch Baselines
B Creation Time ~ Sat.Jul 01 11:47:12 GMT+530 2017 Instance Protection
EC2 Dashboard -
— BT | Actions v o ¢ o
Tags
Reports Filter: | Q Filter Auto Scaling groups. x 1101 of 1 Auto Scaling Groups
Limits
®  Name < Launch Configuration ~ Instances - Desired ~| Min - Max - Availability Zones - | DefaultCooldown ~ Health Check Grac-
a 0 0 0 4 us-gast-1b, us-east-1d, us-e... 300 300
Spot Requests Auto Scaling Group: firstautoscalinggroup e
Reserved Instances
Scheduled Instances Details Activity History Scaling Policies Instances Tags Actions
Dedicated Hosts Cancel m
5 1M Launch C -
AMls Load Balancers
Bundle Tasks
= Target Groups
ELASTIC BLOCK S Desired [0 Availability Zone(s)  us-east-1b, us-east-1d, us-east-11
Volumes Min o Subnel(s) | [sypnet-5a72c351(172.31.80.0/20) | Defaultin us-east- x
Snapshots i
- SUDetbZIEO3(172.31.64 020) | Defaultn us-sast-
NETWORK & SECURITY
subnet-4c7cb816(172.31.32.0/20) | Default in us-east- X
Security Groups id
Filter by VPC: - Create Pees Connection Actions ¥
. y g o % 0
one
Q Filter by tags and atiributes or search by k None found
/irtual Private

ou

“Your VPCs

You do not have any Peering Connections in this region

Click the Create Peering Connection button to create your first Peering Connection

[




Peering Connections = C

-

Create Peering Connectio

Peering connection name tag

Select a local VPC to peer with

VPC [Requester)

CIDRs

Select another VPC to peer with

Account  ® My

ing Connection

n

wpe-3effTi4T -

Status

@ associated

account

WPC [Accepter)

CIDRs  cipr

10.0.0.016

* Required

wpe-TacZ3bid -

Status

& associated

Status Reason

Status Reason

Cancel Peering Connection
Create Peering Connection [ TLERE
D — o e e
Filter by VPC:
Hone - Q, | search:da . | Add fiter 1to10f1
Virt d a Name ~ Peering Connectic +  Status ~  Local VPC Local VPC CIDRs Requester Owner -~ Accepter Owner - Peered VPC
Your VPCs @  vpcpeeringl pex-b35225da . Pending Accep. vpe-3efiTia7 | peeri. 12.0.0.0/16 706436145460 706436145450 vpe-Tac23b03 | VP.
Subnets
Route Tables Peering Connection: pcx-b35225da [CH=0=]
Iniermet Gatewiays
Description ClassicLink DNS Route Tables Tags

Egress Only Internet
Gateways

Requester VPG owner 705435145450 Accepter VPG owner 709436145450
DHCP Options Sets Requester VPG 1D vpo-3ef7H4T Accepter VPG 1D vpe-7ac23b03
Elastic IPs Local VRC CIDRs  12.0.0.016 VPC Peering Connection  pox-b35225ds

Peering connection status  Panding Acoeptance by 706436145480 Expiraion time  July 9, 2017 at 7:64:04 AM UTC+5:30
Endpoints
VPC Dashboard Create Peering Connection [ CICLERN
’ - L
Filter by VPC: ”
v Q| search:da - | Ada fiter
Hone Q T 1to1of1
Delete VPC Peering Connection
@ | Name * Peering Local VPC Local VPCCIDRs | Requester Owner - Accepter Owner - | Peered VPC

Your VPCs C IR RERhy  Eci DNS Settings vpe-3efiTH4T | peeri..  12.0.0.0116 706436145460 706436145460 vpc-7ac23603 | VP...
Subnets Add/Edi Tags
Route Tables Peering Connection: pex-b35225da _N -} =]

Internet Gateways
Description ClassicLink
Eqgress Only Internet
Gateways
Requester VPC owner
Requester VPC ID

Local VPC CIDRs

DHCP Options Sets
Elastic IPs

Peering connection status

DNS. Route Tables Tags
700430145400

vRe3efiTiT

12.00.0118

Pending Acosptanos by 708438145460

Accepter VPC owner
Accepter VPC ID
VFC Peering Connection

Expiration time

700430145400
vpe7ac23b03
pex035225da
July 9, 2017 8t 7:54:04 AM UTC+5:30

[




Accept VPC Peering Connection Request

Requester VPC D vpc-3effrf4T
Requester VPC CIDR 12.0.0.0M18

Accepter VPC CIDR

Are you sure you want te accept this VPC peering connection request (pcx-b35225da)?

Requester Account ID 7064356145480 (This account) Accepter Account ID
Accepter VPC D

705436145480 (
vpo-Tac23b03

his account)

Cancel RGNS
VPC Dashboard Create Peering Connection [ICGTUTSY
« - o % e
Filter by VPC:
None v Q| search:ds . | Add fiter 1todof 1
al P @  Name * | Peering Connectic | Status. - Local vPC Local VPCCIDRs | Requester Owner - Accepter Owner - Peered VPC
Your VPCs @ vpcpeeringl  pex-h3sz2sda @ Active Vpe-3efi7f47 |peeri.  12.0.0.0116 706436145450 706436145460 pe-7ac23b03 | VP,
Subnets
Route Tables Peering Connection: pex-b35225da T -1=]
Iniemet Galeways
Description ClassicLink oNS Route Tables Tags
Egress Only Internet
Gateways
Requester VPC owner 708438145450 Accepter VPC owner 708436145460
DHCP Gptions Sets Requester VPC 1D vpo-3efiTi47 Accepter VPC 1D vpoTac23b03
Elastic IPs Local VPC CIDRs  12.0.0.0/18 VPC Feering Connection b35225da
Peering connection status  Actve Expiration fime -
Endpoints
Peering Connections > Edit DNS Settings
The settings below control how your peered VPCs will work with DNS resolution
VPC Peering Connection  pcx-b35225da
DNS resolution ¢ Allow DNS resolution from peer VPG (vpe-3effff47) to private IP 0
# Allow DNS resolution from local VPC (vpc-Tac23b03) to private IP 0
b AWS Command Line Interface command
To use DNS resolution over peering y ou must enable ‘DNS Hostname' on the VPCs involved in peering. Learn more
Required Cancel ﬂ
; e o e e
Filter by VPC:
HNone v Q| search:da . | Add fiter itodofd
al P @  Name ~| Peering Connectic + ~ Status *| LocalvpC Local VPC CIDRs | Requester Owner © Accepter Owner = Peered VPC
Your VPCs @  vpcpeeringl  pex-b35225da @ Aciive wpe-3efi7i47 | peeri.. 1200015 706436145460 706436145450 wpe-Tac23b03 | VP.
Subnets Peering Connection: pex-b352250a _R-k=!
Route Tables
Infermet Gateways Description ClassicLink DNS Route Tables Tags
Egress Only Interet Local VPG (vpe-3efi7fa7) peering connection attribites
Gateways
DNS rasolutian from peer VPG fo pruate IP Enabled
DHCP Options Sets Peered VPC (vpe-Tac23b03) peering connection attributes
Eiastic IPs DNS resolutian from local VPG fo privaie IP  Enabled

[




VPC Dashboard Delete Route Table S - )
.

Filter by VPC:
None A Q rth-542098d X 1to 1 of 1 Route Table
Virtual Private Cloud Name + RoueTableld - Explicitiy Associa~ | Main | VPG
our VPCs a 515420080 0 Subnets s vpe-3afTH4T | pesingvpe
Subnets
Route Tables rtb-f542098d [

Internet Gateways —
Summary Routes Subnet Associations | Route Propagation Tags
Egress Only Internet

DHCP Options Sets View: Alniles

Elastic IPs Destination Target Status  Propagated Remove
Endpoints 1200018 focsl Actve  No

AT Gateways [10.0.0.018 [pex-b35225da No o

Peering Connections Add another route

Custgme| Gateway
Customer Network
Los Angeles

tnme{ﬁawa

Customer Network

|
|
|
| Chicago
|
' vPC subnet
|
l\ Availability Zone
Customel| Gateway
Customer Network
Connecion
New York

L Router Vinual Priy

p.

VPN = g

Customer Gateway
Customer Network
Miami
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Create Virtual Private Gateway

Avirtual private gateway is the router on the Amazon side of the VPN tunnel.

Name tag

firstvpg|

o

Filter by VPC
None

Virtual Private
Cloud

Your VPCs
Subnets

Route Tables
Intemet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets

- Create Virtu; Ve EE Tl Delete Virtual Private Gateway | Attach to VPC
]

v Q Search Virtual Private Gatew X
Name -~/ D - State ~ Type ~ WPC -
| fstpg vgw8a74c01  detached  ipsec

vgw-68a74c01 | firstvpg

Summary Tags
ID: vow-68a74c01 | firstvpg
State: detached
Type: ipsec.i
vpC:

T # @

1 to 1 of 1 Virtual Private Gateway

Attach to VPC

Select the VPC to attach to the virtual private gateway

VPC | vpc-68e93011 | VPCthroughWizard (1]

VPC Dashboard
Filter by VPC:

None
Virtual Private
Cloud
Your VPCs
Subnets
Route Tables
Internet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Flastic IPs

- Create Virtual Private Gateway
«

Detach from VPC

v Q Search Virtual Private Gatew X
Name ~| 0 - ste | Type - VPC =
@ firstvpg vgw-68a74c01  attached  ipsecd  wpc-68e93011 | VPCthroughWizard

vgw-68a74c01 | firstvpg

Summary Tags

ID: vgu-68a74c01 | firstvpg

State: atiached

Type: ipsec.

VPC: vpc-68e93011
VPCthroughWizard

g

c B @

1to 1 of 1 Virtual Private Gateway

[1




Create Customer Gateway

Specify the Internet-routable IP address for your gateway's external interface; the address must be
static and may be behind a device performing network address translation (MAT). For dynamic routing,
also specify your gateway's Border Gateway Protocol (BGP) Autonomous System Mumber (ASN); this
can be either a public or private ASN (such as those in the 64512-65534 range).

Name tag | cgwl
Routing | Static bl )

IP address | 192.34.56.73

(1]

G

Cloud

Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Security

- (ol R T TN | Delete Customer Gateway
4

Q, Search Customer Gateways X

Name - D

.| stae - Type -

@ cw cgw-7ab15a13  available  ipsec.l

cgw-Tab15a13 (192.34.56.73) | cgw1

Summary Tags
D:

state:
Type:

IP address:
BGP ASN:
VPC:

cgw-7ab15a13 (192.34.56.73)|
cgwi

available

ipsec.1

192.34.56.73

65000

IP Address -

192.3456.73

BGP ASN -

65000

VPC

~
=

L)

1to 1 of 1 Customer Gateway
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Name tag

Virtual Private Gateway

Customer Gateway

Create VPN Connection

VPNCpnnection1

vgw-68a74c01 | firstvpg

® Existing© New

i

cgw-7ab15a13 (192 34 56.73) | cgw1 v

Specify the routing for the VPN Connection (Help me choose)
© Dynamic (requires BGP)@® Static

Routing Options
Static IP Prefixes

10.0.0.0/16

VPN connection charges apply once this step is complete

[i]

. View Rates

x

Select the virtual private gateway and customer gateway that you would like to connect via a VPN connection. You
must have entered the virtual private gateway and your customer gateway information already.

ViwG | s

Cloud

Your VPCs
Subnets

Route Tables
Intemet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections
Security
Network ACLs

Security Groups

Create VPN Connection Delete
4

Download Configuration

Q Search VPN Connections an X

Name + VPNID

-~ State - Virtual Private Gateway

@  vPNConnectiont vpn-70abbb11  available  vgw-68a74c01|firstvpa

“«

vpn-T0abbb11 | VPNConnection1

Summary Tunnel Details
VPN ID:

State:

Virtual Private Gateway:

Customer Gateway:

Type:
vpC:

Routing:

Static Routes Tags

vpn-70abbb11 |
VPNConnection1

available

vaw-68a74c01 | firstvpg
cow-7ab15a13 (192.34.56.73) |
cqwt

ipsec.1

Vpe-68293011 |
VPCthroughWizard

Static

Customer Gateway

cgw-7ab15a13 (192.34.56.73) | cqwl

c = @
1to20f2 VPNs

Customer Gateway Address - Type - VPC

192.34.56.73 ipsec.1 Vpc-68293011 | VPCH

>
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Chapter 4: Configuring Global Scale
Infrastructure

VPC Dashboard

Filter by VPC
None v

Your VPCs
Subnets

Route Tables
Intemet Gateways

Egress Only Internet
Gateway

D

CP Opions Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

v
/PCs 3 c peX
Name -~ VPCID State IPv4 CIDR
a available 1 6
vpec-23e0795a
Summary Flow Logs Tags

VPCID: vpc-23e0795a

State: a

IPv4 CIDR: 1

IPv6 CIDR: 260

DHCP options set: dopt-
Route table: rib-cd3a15b5

c00: /56

IPvé CIDR DHCP options set Route table Network ACL

1118:4659:5¢! rb-cd3a15b5 ac-63585b1a

dopt-ad975cch

Network ACL: 63585b1a

Tenancy: Default

ClassicLink DNS Support:

s & e
1to 50f 5 VPCs

Tenancy

Default
3

[]




VPC Dashboard

Filter by VPC:
None v

Your VPCs
Subnets

Route Tables
Intemet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs

Endpoints

Create Subnet Subnet Actions v

X
Name +  SubnetlD State VPC IPv4 CIDR Available IPv4
[ ] subnet-446b230¢c available vpc-23e0795a 251
subnet-446b230c
Summary Route Table Network ACL Flow Logs Tags
SubnetID: subnet-446b230c Availability Zone: us-gast-1c
IPv4 CIDR: 100 Route table: rib-cd3a15b5
IPv6 CIDR: Network ACL:
State: Default subnet: no
VPC: v Auto-assign Public IP: no
Available IPs: Auto-assign IPv6 address: no

s & @

1to10f1 5

IPv6 CIDR Availability Zone

us-east-1c

ubnet

_N-}=]

VPC Dashboard

Filter by VPC
None

Resources <&

Launch EC2 Instances

Service Health

Current Status

Amazon VPC - US West (N.
California)

Details

[]




Step 1: Select a VPC Configuration

VPC with a Single Public
Subnet

VPC with Public and
Private Subnets

VPC with Public and
Private Subnets and
Hardware VPN Access

VPC with a Private Subnet
Only and Hardware VPN
Access

Your instances run in a private, isolated section of the AWS cloud with

direct access to the Internet. Network access control lists and security Intemet, 53,
groups can be used to provide strict control over inbound and outbound Dynssmc;nng.‘cS.NS‘

network traffic to your instances.
Creates:

A /16 network with a /24 subnet. Public subnet instances use Elastic IPs

or Public IPs to access the Internet.

Public Subnet

Amazon Virtual Private Cloud

Step 1: Select a VPC Configuration

VPC with a Single Public
Subnet

VPC with Public and
Private Subnets

VPC with Public and
Private Subnets and
Hardware VPN Access

VPC with a Private Subnet
Only and Hardware VPN
Access

This configuration adds an IPsec Virtual Private Network (VPN)

connection between your Amazon VPC and your data center - effectively Intermet. 83,
- DynamoDB, SNS.

extending your data center to the cloud while also providing direct access S8, ete,

to the Internet for public subnet instances in your Amazon VPC. |

Amazen Virtual Private Cloud

Creates:
Public Subnet

A /16 network with two /24 subnets. One subnet is directly connected to

the Internet while the other subnet is connected to your corporate network l
via IPsec VPN tunnel. (VPN charges apply.)

Private Subnet

Corporate Data Center

[1




Step 2: VPC with Public and Private Subnets and Hardware VPN Access

IPv4 CIDR block:*

IPv6 CIDR block:

VPC name:

Public subnet's IPv4 CIDR:*

Availability Zone:*
Public subnet name:

Private subnet's IPv4 CIDR:*

Availability Zone:*

Private subnet name:

Service endpoints

11.0.0.0/20 (4091 IP addresses available)

® No IPv6 CIDR Block
Amazon provided IPv6 CIDR block

VPCfromWizard

11.0.0.0/24 (251 IP addresses available)

us-west-1a v
PublicsubnetfromWizard

11.0.1.0/24 (251 IP addresses available)

us-west-1a v
Privatesubnetfrom\Vizard

You can add more subnets after AWS creates the VPC

Add Endpoint

Enable DNS hosthames:* ® Yes No
Hardware tenancy:* Default v
Service endpoints
Service com.amazonaws.us-west-1.53 v [i]
Subnet Public and Private subnets v
Policy® ® Full Access - Allow access by any user or service within the VPG using O

Enable DNS hostnames:*

Hardware tenancy:*

credentials from any AWS accounts to any resources in this 2WS service. All
policies — 1AM user policies, VPC endpoint policies, and AWS service-
specific policies (e.g. Amazon 33 bucket policies, any 53 ACL policies) —
must grant the necessary permissions for access to succeed.

Custom

Use the policy creation tool to generate a pelicy, then paste the generated
policy below.

"Statement™ [
{

Add Endpoint

® Yes U No

Default v

[




Step 3: Configure your VPN
Specify the public IP Address of your VPN router (Customer Gateway)
Customer Gateway IP:* 192 456934
Customer Gateway name: defaulicgw

VPN Connection name: | vpnconnect
Note: VPN Connection rates apply.
Specify the routing for the VPN Connection (Help me choose)

Routing Type:* | Dynamic (requires BGP) ¥

Cancel and Exit Back Create VPC

VPC Dashboard i =
P Actions v (5 & (2]

Filter by VPC:
None M Q vpc-34c5a950 b4 1te 10f1VPC
vate Name - vPCID - Sate - IPV4CIDR - IPv6CIDR - DHCPoptions set - Routetable ~ Network ACL - Te
(] vpc-34c5ag50  available 11.0.0.0120 dopt-7d961219 1b-0d9eb569 acl-51762c35 Di
Your VPCs »
Subnets Vpc-34c5a950 [N =R =]
Route Tables _—
Summary Flow Logs Tags
Internet Gateways
VPCID: vpc-34c5a950 Network ACL:  acl51762¢35
Egress Only Internet State: available Tenancy: Default
Gateways )
IPv4 CIDR: 11.0.0.0/20 DNS resolution: yes
DHCP Options Sets 1Pvé CIDR: DNS hostnames: no
Hlastic IPs DHCP options set: dopt-7d961219 ClassicLink DNS Support: no
Route table: rtb-0d9eb569
Endpoints
NAT Gateway:
VPC Dashboard . Create Subnet [T c # e
Filter by VPC:
None v Q Search Subnets and their prop X 110 4 of 4 Subnets
firtual Private Name - SubnetID - State - VPC - IPVACIDR - AvailableIPv4 - IPv6CIDR - Availabi
PR ) subnet-1dff379 avallable vpe-34c5a950 11.0.1.0724 251 us-west-
Your VPCs subnet-1ef6f37a available vpc-34c5a950 11.0.0.0/24 251 us-west- .
Subnets D
Route Tables subnet-1df6f379 N Nw|
Internet Gateways Summary Route Table Network ACL Flow Logs Tags
E%;Zf:ass"'y Iniernet Subnet ID: subnet-1df6{379 Availability Zone: us-west-1a
IPv4 CIDR: 11.0.1.0/24 Route table; rib-0d9eb569
DHCP Options Sets 1Pv6 CIDR: Network ACL:  acl-51762¢35
Elasic IPs State: available Default subnet: no
VPC: vpc-34c5a950 Auto-assign Public IP: no
Endpoints Available IPs: 251 Auto-assign IPv6 address: no
AAT G

[



Subnets
Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Security
Network ACLs

Security Groups

Q, Search VPN Connections and X

Name =

4

vpn-1ch72edd

vpn-1ch72edd

summary

Tunnel Details

VPN ID:

State:

Virtual Private Gateway:
Customer Gateway:
Type:

VPC:

Routing:

VPN ID -

vgw-0e83ddd49

Static Routes.

vpn-1ch72e4d
available
vgw-0cB3dd49

cgw-3f78217a (192 45.69.34)

ipsec.1
vpc-34c5a950
Dynamic

* Create VPN Connect Delete Download Configuration
4

Virtual Private Gateway -

Tags

Customer Gateway

cgw-3f78217a (192 45 69.34)

Customer Gateway Address

192 45.69.34

& ©
1t010f 1VPN

VPC

vpc-34c5a950

3

_§_N=]

Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Vendor
Platform

Software

Generic

Generic v | €}

v

Vendor Agnostic | €

o

Cancel Yes, Download

VPC Dashboard > Resources <
4

Launch EC2 Instances

Mote: Your Instances will launch in the US West (N. California) region.

Filter by VPC:
None v

Virtual Private
oud

Service Health

Current Status

Amazon VPC - US West (N.

California)

Details

Service is operating
normally

Step 1: Select a VPC Configuration

VPC with a Single Public
Subnet

VPC with Public and
Private Subnets

VPC with Public and
Private Subnets and
Hardware VPN Access

VPC with a Private
Subnet Only and
Hardware VPN Access

‘Your instances run in a private. isolated section of the AWS cloud with a
private subnet whose instances are not addressable from the Internet.

You can connect this private subnet o your corporate data center via an
IPsec Virtual Private Network (VPN) tunnel

Creates:

A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
between your Amazon VPC and your corporate network. (VPN charges

apply.)

‘Amazon Virtual Private Cloud
Subnet

Corporate Data Center

Cancel and Exit

[1




Step 2: VPC with a Private Subnet Only and Hardware VPN Access
IPv4 CIDR block:*  12.0.0.0/16 (65531 IP addresses available)

IPv6 CIDR block: ® No IPv6 CIDR Block
Amazon provided IPv6 CIDR block

VPC name: | VPCwithprivatesubnet
Private subnet's IPv4 CIDR:* | 12.0.1.0/24 (251 IP addresses available)

Availability Zone:* | us-west-1a v
Private subnet name: | Privatesubnet2|

You can add more subnets after AWS creates the VPC

Service endpoints

Add Endpoint

Enable DNS hostnames:* @ Yes O No

Hardware tenancy:* | Default v

Cancel and Exit Back m

Step 3: Configure your VPN
Specify the public IP Address of your VPN router (Customer Gateway)
Customer Gateway IP:* | 19634 23 12
Customer Gateway name: | cgw2

VPN Connection name: | vpn2
Note: VPN Connection rates apply.
Specify the routing for the VPN Connection ( Help me choose)

Routing Type:* | Dynamic (requires BGP) ¥

Cancel and Exit Back m

VPC Dashboard i =

Filter by VPC:
None v Q Search VPCs and their properi X 1to 3 of 3 VPCs
13l Private Name -~ VPCID v IPVACIDR  ~ IPv6CIDR + DHCP optionsset  ~ | Route table ~ | Network ACL + Tenancy

R @  VPCwithprivatesubnet  vpccSdibdal  12.0.0.0/16 dopt-7d961219 rib-4c634928 acl-82653fe6 Default
Your VPCs R
Subnets vpc-c5d1bdat | VPCwithprivatesubnet _N =N}
Route Tables -

Summary Flow Logs Tags
Internet Gateways

VPCID: vpc-chdibdal | Network ACL: acl-82653fe6
Egress Only Internet VP Cwithprivatesubnet
Gateways State: available Tenancy: Default
DHCP Options Sets IPv4 CIDR: 12.0.0.0/16 DNS resolution: yes
Elastic IPs IPv6 CIDR: DNS hostnames: yes
DHCP options set: dopt-7d961219 ClassicLink DNS Support: no

Endpoints Route table: rtb-4c634928

[



Step 2: VPC with a Single Public Subnet

IPv4 CIDR block:* | 7.0.0.0/16 (65531 IP addresses available)

IPv6 CIDR block: © No IPv6 CIDR Block

Amazon provided IPv6 CIDR block

VPC name: | FirstMultiRegionVPC

Public subnet's IPv4 CIDR:* | 7.0.0.0/24 (251 IP addresses available)

Availability Zone:* | No Preference v

Subnet name: | Public subnet

You can add more subnets after AWS creates the VPC.

Service endpoints

Add Endpoint

Enable DNS hostnames:* © Yes(© No

Hardware tenancy:* | Default v

Cancel and Exit

Step 2: VPC with a Single Public Subnet

IPv4 CIDR block:* | 8.0.0.0/16 (65531 IP addresses available)

IPvé CIDR block: ® No IPv6 CIDR Block
Amazon provided IPV6 CIDR block

VPC name: | SecondMultiRegionVPC

Public subnet's IPv4 CIDR:* | 8.0.0.0/24 (251 IP addresses available)

Availa

ity Zone:* | No Preference ¥

Subnet name: | Public subnet

You can add more subnets afier AWS creates the VPC

Service endpoints

Enable DNS hostnames:*

Hardware tenancy:*

Add Endpoint

® Yes O No

Default v

Cancel and Exit

Back Create VPC

EC2 Dashboard

‘

-
Events o ® 0
Tags Q| search :i-05767ebd05609452 Add flter ] 1t010f1
Reports
Limits @  MName - Instance ID + InstanceType - Availability Zone -~ Instance State - Status Checks - | Alarm Status Public DNS (IPv4)  ~| IPv4 PubliclP  ~| IPv6IF
= c (] -05767ebd0560/94.. 2. micro us-west-2c & running I Initializing None w - -
Instances "
Spot Requests Instance: | i-05767ebd0560f3452  Private IP: 7.0.0.178 _R-N=!|
Reserved Instances
Scheduled Instances Description | Status Checks ~ Monitoring | Tags
Dedicated Hosls Instance ID 1-05767bd056019452 Public DNS (IPv4) -
- Instance state  running IFv4 Public P -
AMIs Instance type  t2.micro IPV6IPs -
Bundle Tasks Elastic IPs Private NS ip-7-0-0-178.us-west-2 compute.internal
Availability zone  us-west-2c Private IPs~ 7.0.0.178

Securlty groups
Scheduled events

FirstMultiRegionSG. view
No scheduled eventd

inbound rules Secondary private IPs

Volumes Security Groups associated with i.05767ebd0560/9452
s ot AMIID  ubuntuimages/hvm-|
napshots r-2017 ] e
SENEr201706191 Ports  Protocol FirstMultiRegionSG
) . Platiorm - Al v
R IAMrole - o v
Security Groups Key pairname  OregonMuliRegionH udp v
Elastic IPs Owner 706436145460 udp v

[



@ Creat

&« C & Secure | hitp:

Services ~ Resource Groups ~ *

‘

EC2 Dashboard

Spot Requests
Reserved Instances

Scheduled Instances Description  Status Checks
Dedicated Hosts ence b
= Instance state
AMIs Instance fype

Elastic IPs

Availability zone

c Security groups
Scheduled events

Bundle Tasks

Volumes

AMI D

Snapshots
I Platiorm
~ SECUR 1AM role

Security Groups
Elastic IPs

Key pair name
Owner

® Feedback @ English

Bl oregonMultiRegi..pem A

Events
Tags Q| search: i-05767ebd0560724
Reports
Limits @ Name Instance |
= A (] i-05767eb
Instances
Instance: 5767ebd 056019453

is-west-2.console.aws.amazon.com,

Actions ~

Connect

Launch More Like This VTSRS,

Instance State
Instance Sefings
image

us-west-2¢ & running

ing Change Security Groups
CloudWatch Monitoring » Aftach Network Interface

i-05767ebd0560f9452
running
2.micro

Manage IP Addresses

us-west-2c

FirstMultiRegionSG. view inbound rules

No scheduled events
ubuntufimages/hvm-ssd/ubuntu-xenial-16.04-amd64-
server-20170619 1 (ami-835b4efa)

OregonMultiRegionKey
706436145460

Instance State ~  Status Checks -

Initializing  None

Public DNS (IPv4)
IPv4 Public IP
IPV6 IPS

Private DNS
Private IPs

Secondary private IPs

VPCID
Subnet ID

Network interfaces
Sourceldest. check

EBS-optimized

Alarm Status

Q¥

[\ satysjitv Oregon~  Support~
o & 0

o 1to10f1

Public DNS (IPv4) = IPv4 Public IP 1Pvé IF

' = =
»

_§_R-=]

ip-7-0-0-178.us-west-2 compute.internal
700178

vpc-786baldie
subnet-10fc424b

ethd
True

False

Privacy Policy  Terms of Use:

Showall | X

EC2 Dashboard

Instances
Spot Requests Instance: | i-05767ebd 056013452

Reserved Instances

Description Status Checks

Scheduled Instances

Dedicated Hosts Instance ID

Instance state

Al

‘

Events

Tags Q Filter by tags and atfributes or search by

Reports

Limits ® MName - Instance ID +| Instance Type - | Availability Zone - Instance State ~
. e 1-05767ebd0S60/4 . t2micro us-west-2c @ running

Elastic IP: 54.148.58.245

Monitoring || Tags
-05767ebd0560/0452

running

Status Checks ~

@ 212 checks .

Public DNS (IPv4)

IPv4 Public IP

Alarm Status

None

P 2]
e 1to10f1
Public DNS (IPv4) - IPv4 Public IP - IPvGIF
3 ec2-54-148-58-245 us . 54 14858 245 -
S
_N-N=!|

ec2-54-148-58-245 us-west-
2.compute.amazonaws.com
54148 58245

[




EC2 Dashboard
Events

Tags

Reports

Limits

Instances

Spot Requests
Reserved Instances
Dedicated Hosts

AMIs
Bundle Tasks

Volumes
snapshots

Security Groups
Elastic IPs

Dlaramant Crane

(BN NLE LN Connect  Actions v
<
1to10f1
@ Name Instance 1D | Instance Type Availability Zone ~  Instance State Status Checks Alarm Status Public DNS (IPvd)
a i-0623383acbc16b666  t2.micro us-east-2a @ running Z  Initializing Y ec25215-25468.us-ea..
Instance ID  i-0e23383acbc16 Public DNS (IPv4)  ec2-52-15-254-68.us-east-
2 compute amazonaws_com
Instance state  running IPv4 Public IP 5215 254 68
Instance type  t2.micro IPv6IPs -
Elastic IPs 52 15 254 68" Private DNS -0-0-85 us-east-2. compute internal

Availability zane
Security groups
Scheduled events
AMIID

Platform
1AM role
Key pair name

Qumer

us-east-2a Private IPs ~ 8.0.0.85

nbound rules Secondary private IPs

MautiReg

No sch

‘Security Groups associated with i-0e23383acbc16b666
ubuntufim;

Ports Protocol Source MautiRegionSG2
0-65535 tcp 7.000/16 v
tcp 0.0.0.0/0

5

muttiregionkeyohio
udp 0.0.0.0/0 4
4

706436145460

udp 0.0.0.0/0

® @

1Pvd

52.1

EZF ubuntu@ip-8-0-0-85; ~

[]




VPC Dashboard (LY NMER EUIA  Delete Route Table | Set As Main Table - % ©
Filter by VPC
None v Q rtb-10fca879 X 1to 1 of 1 Route Table
Virtual Private Name < RouteTablelD - Explicitly Associal~ Main ~ | VPC -
Cloud
’ L] th-10fda879 1 Subnet No vpe-20b9c149 | SecondMultiRegio
Your VPCs
Subnets rth-10fda879 [_R=N=]
Route Tables
Summary Routes Subnet Associations Route Propagation Tags
Internet Gateways
Egress Only Internet cancel m
Gateways View: All rules
DHCP Options Sets Destination Target Status  Propagated Remove
Flastic IPs 8.0.0.0/16 local Active  No
Endpoints 0.0.0.0/0 igw-ea36a183 Active  No o
NAT Gateways 700016 -0£23383acbc166666 No [+]
Peering Connections
9 Add another route
VPC Dashboard Create Rou Il Delete Route Table | Set As Main Table F B - S - ]
Filter by VPC
None Q rib-77f8a411 X 110 1 of 1 Route Table
1al Private Name ~ RouteTablelD - Explicitly Associa~ Main - VPC -
] tb-77t8a411 1 Subnet No vpc-T86ban1e | FirstMultiRegionVRC
Your VPCs
Subnets rth-77f8a411 mEB
Route Tables
Summary Routes Subnet Associations | Route Propagation Tags
Internet Gateways
Egress Only Intemet Cancel m
Gateways View: All rules
DHCP Options Sets Destination Target Status Propagated = Remove
Elastic IPs 7.0.0.0116 local Adive  No
Endpoints 0.0.0.0/0 igw-085cda6f Aciive  No o
NAT Gateways B.0.0.0/16 [05767ebd056019452 No (x]
Peering Connections i e e
VPC Dashboard A Actions v z & e
4
Filter by VPC:
None Q vpc-6893011 X 1to 10f1VPC
| Private Name ~ vPCID - State - IPv4CIDR - IPv6CIDR - DHCPoptionsset - Routetable - Network ACL ~| Tenancy ~| De
@ VPCtroughWizard  vpc-68e93011  available  10.0.0.016 2600:1118:24ac6300=.. dopt-adg75cch rb-c326bbb  acl-aBdfaddf Default Ne
Your VPCs v
Subnets vpc-6893011 | VPCthroughWizard _R-N=!|
Route Tables
Summar Flow Logs Tags
Intemet Gateways o g g
VPCID: vpc-68293011 | Network ACL: acl-abdiaddf
Egress Only Intemet VPCthroughwizard
Gateways state: available Tenancy: Default
DHCP Options Sets IPv4 CIDR: 10.0.0.0/16 DNS resolution: yes
Elastic 1P IPv6 CIDR:  2600:1f18:24ac:6300:/56 DNS hostnames: yes
DHCP options set: dopt-ad975cch ClassicLink DNS Support: no
Endpoints Route table: rth-c326bbb

[




Amazon Route 53
You can use Amazon Route 53 to register new domains, transfer
existing domains, route traffic for your domains to your AWS and
external resources, and monitor the health of your resources.

—
2

DNS management

If you already have a domain name, such as example.com,
Route 53 can tell the Domain Name System (DNS) where on
the Internet {o find web servers, mail servers, and other

resources for your domain
Learn More

Get started now

o C}a =5

Traffic management Availability monitoring Domain registration
Route 53 traffic flow provides a visual tool that you can use to Route 53 can monitor the health and performance of your Ifyou need a demain name, you can find an available name
create and update sophisticated routing pelicies to route end application as well as your web servers and other resources. and register it by using Route 53. You can also make Route
users to mulliple endpoints for your application Route 53 can also redirect traffic to healthy resources 53 the registrar for existing domains that you registered with
Learn More Learn More other registrars.
Learn More

Getsares ow = et starca now

Dashboard
| Hosted zones

Health checks

Traffic flow
Traffic policies
Policy records
Domains
Registered domains

Pending requests

Create Hosted Zone

Go to Record Sets Delete Hosted Zone o9

—
o

Amazon Route 53 is an authoritative Domain Name System (DNS) service. DNS is the system that translates
human-readable domain names (example.com) into |P addresses (192.0.2.0). With authoritative name
servers in data centers all over the world, Route 53 is reliable, scalable, and fast.

If you already have a domain name, such as example.com, Roule 53 can tell the Domain Name System (DNS) where on the Internet to find web servers, mail servers
and other resources for your domain
Learn More

Create Hosted Zone

[1



Dashboard
Hosted zones

Health checks
Traffic flow
Traffic policies
Policy records
Domains
Registered domains

Pending requests

Create Hosted Zone Go to Record Sets

Q search all fields X
All Types v

€ 4 Mo Hosted Zones to display >

Domain Name~ Type- Record Set Count~

Delete Hosted Zone fe]
(¥

Create Hosted Zone
A hosted zone is a container that holds information about how you want to route traffic for a domain,
such as example_.com, and its subdomains.

3

Domain Name:  iyiernaldomain.com
Comn

Comment: | iniernal domain

TyPe: | private Hosted Zone for Amazon VPG v
A private hosted zone determines how traffic is routed within an Amazon VPC. Your
resources are not accessible outside the VPC. You can use any domain name.

VPC ID: vpc-68e93011 | us-east-1

Important

To use private hosted zones. you must
set the following Amazon VPG settings
to true:

« enableDnsHostnames

+ enableDnsSupport
Learn more

3 m

Dashboard
Hosted zones

Health checks
Traffic flow
Traffic policies
Policy records
Domains
Registered domains

Pending requests

Back to Hosted Zones Import Zone File Delete Record Set Test Record Set o080
Q Record Set Name X | anyType v Aliases Only Weighted Only Edit Recond Set
Name: intemaldomain.com
< < Dispiaying 102 outof 2 Recora Sets > >
Type: NS - Name server
Value ~ | Evaluate Target Health~ | Health CheckID~ TTL - Re
Alias: () Yes ® No
ns-1536.awsdns-00.co.uk.
ns-0.awsdns-00.com. TTL (Seconds): 172800 | Im || 5m || 1h || 1d
- - 172800
ne-1024.awsans-00.0rg Vvalue: | g 1536 awsdns-00.co uk B
ns-512 awsdns-00.net ns-0.awsdns-00.com.
ns-1536.awsdns-00.co.uk. awsd ama: - - 900 ns-1024.awsdns-00.0rg e

The domain name of & name server
P Enter multiple name servers on

separate lines

Example

ns1.amazon.com

ns2 amazon org

ns3.amazon.net

ns4 amazon.co.uk

[1




Back to Hosted Zones Create Record Set Import Zone File Delete Record Set Test Record Set o580
Dashboard
. Create R d Set
Hosted zones Q Record Set Name X || AnyType v Aliases Only Weighted Only reate Recor
Health checks ) Name: servicet | .intemaldomain. com.
“  © Displaying 110 2 out of 2 Record Sets >
Type: A IPv4 address M
Traffic flow Value ~  Evaluate Target Health~ Health CheckID~ TTL ~ Re
Trafic pol Alias: O Yes ® No
ratfie palicies ns-1536.awsdns-00.co.uk
Policy records 1ns-0.awsdns-00.com 172800 TTL (Seconds): 300|| 1m || sm || 10 || 10
I ns-1024.awsdns-00.0rg. Value: (00005
omains ns-512.awsdns-00.net 10.0.1.126
Registered domains ’ ’ . . -
g ns-1536.awsdns-00.co.uk. awsdns-hostmaster.ama: 900 Pt adess Enfer muliple addhesses
Pending requests W on separate fines.
Example:
192.02.235
198.51.100.234
Routing Policy:  Simple v
Route 53 responds to queries based only on the values in this record. Learn
More
« »
Back to Hosted Zones Create Record Set Import Zone File Delete Record Set Test Record Set v -X>)
5 : Edit Record Set
Hosted zones Q Record Set Name X | AnyType v Aliases Only Weighted Only
Name: servicel .intemaldomain.com. &
Health checks _
¢ < Displaying 1to 3 out of 3 Record Sets >
Type: | A-IPv4 address v
Traffic flow Name Type~ Value ~  Evaluate Tan
T raffic ool Alias: () Yes ® No
reric policies ns-1536 awsdns-00.co.uk
Policy records . ns-0.awsdns-00.com TTL (Seconds): 300| 1m || Sm || th || 14
internaldomain.com. NS -
1024 awsdns-00. .
. ns awsdns-00.0rg value: ([0 075
omains ns-512.awsdns-00.net. 10.01.126
Registered domains i . - di ;-
g internaldomain.com. SOA  ns-1536. 0.co.uk ama. T
on separate lines.
Pending requests 100042 1 Lo
@  senvicelintemaldomain.com. A - P
10.0.1.126 19202235

198.51.100.234.

Routing Policy: | Simpie M

Route 53 responds to queries based anly on the values in this record. Leam
More
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Create Hosted Zone

Go to Record Sets

Delete Hosted Zone ~ 0
"
Dashboard 4
Hosted Zone Details
Hosted zones Q search all fields X || AllTypes M
Health checks - Domain Name: internaldomain.com.
€ € Displaying 110 1 outof 1 Hosted Zones &
Type: Private Hosted Zone for Amazon VPC
Traffic flow DomainName - Type - Record SetCount~ Comment Hosted Zone ID - Hosted Zone ID: Z16FH1V30VDI72
Traffi i Record Set Count:3
reme poleiss @ intemaldomaincom. Private 3 internal domain Z16FH1V30VDIT2
Policy records Comment: intemal domain #*
Tags: View and manage tags for your
Domains hosted zones using Tag Editor
vPC: _east-
Registered domains VPGtroug 1vp 011 Jus-eastt
Pendi t: :
ending requests 1 VPCID: | \bc D | VPC region
Important
To use private hested zones, you must set
the following Amazon VPC settings to
true:
* enableDnsHostnames
* enableDnsSupport
Learn more
Associate New VPC
Back to Hosted Zones Create Record Set Import Zone File Delete Record Set Test Record Set ~ ¢ e
Dashboard ~
_ reate Record Se
Hosted zones Q Record Set Name X || AnyType ¥ Aliases Only | | Weighted Only Greate Record Set
Name: elb | internalelb
Health checks ing 110 2 out of 2 Sets

- B Type: CNAME - Canonical name v

raffic flow Type  Value Evaluate Target Health  Health CheckID | TTL Region | Weigt
. Alias: () Yes ® No
Traffic policies ns-1536.awsdns-00.co.uk.
1 TIL (Seconds): 300 1m || 5m [ 1n || 10
Policy records L ons ?;Jazvl:sdni-:u.?om. . . )
ns-1024.awsdns-00.01g. .
- ) - o Value: | myfirstappioadbalancer-1311492970.us-
Domains ns-612.awsdns-00.net, east-1.elb.amazonaws. com
Registered domains ). SOA  ns-1536.awsdns-00.couk awsdns-hostmasterama: - - 900
“The domain name that you want to
Pending requests rescive to nsiead of the valus in the.
Name fild
. Srame
www.example.com
Routing Policy: | Simple v
Route 53 responds {0 queries based orly on the values in s record. Lean
More
VPC Dashboard Create VPC L1 B R R
Filter by VPC:

None v Qvpc-7ac23b03 X 1o 10f 1VPC
Virtual P Name - veciD - State - IPV4CDR  ~| IPv6CIDR - DHCP options set Route table ~  Network ACL - Temancy +| De
loud @ VPCiomConsole vpeTac23b03  available  10.0.0.0/16 doptaddT5cch fb-bde059c5  achaf5Ebds Default Ne
Your VPCs 3 >
Subnets vpc-7ac23b03 | VPClromConsole L_N_}=]
Route Tables

Summary Flow Logs Tags
Intemet Gateways
VPCID: vpc-7ac23b03 | VEComConsole Network ACL: acl-af560d6
(E;W‘ESS Oniy Intenet State: available Tenancy: Default
ateways
v IPv4 CIDR: 10.0.0.0/16 DNS resolution: yes
DHCP Options Sets IPv6 CIDR: DNS hostnames: yes
Elastic IPs DHCP options set:  dopt-adg75cch ClassicLink DNS Support: no
Route table: rtb-bded59c5
Endpoints

[



Edit CIDRs

Add or remove CIDR blocks for your VPC. You can associate a single IPv6 CIDR block with your VPC.

Learn more.

VPCID

VPC IPv6 CIDRs

VPC CIDR

vpe-Tac23b03

Status

Status reason

You have no IPv6 CIDR blocks associated with your VPC.

Add IPv6 CIDR

VPC IPv4 CIDRs

VPC CIDR Status Status reason
10.0.0.016 associated
Close
VPC Dashboard = Actions v =T e
‘
Filter by VPC:

None Q vpc-Tac23b03 X 1to 10f 1VPC
Virtual Private Name ~ VPCID - State - IPVACIDR - IPV6CIDR ~| DHCPoptionsset -~ Routetable - | Network ACL ~ | Tenancy - De
Cloud @ VPCiromConsole vpc-7ac23b03  available 10.0.0.0116 2600:1118:4706.100:/56  dopt-ad975cch rtb-bde959cs acl-afi56bdé Default MNc

| Your VPCs q »
Subnets wvpe-Tac23b03 | VPCfromConsole _N Q=]
Route Tables

Intemet Gateways

Egress Only Intemnet
Gateways

DHCP Options Sets
Elastic IPs

Summary Flow Logs

VPCID:

State:

IPv4 CIDR:

IPv6 CIDR:

DHCP options set:
Route table:

Tags
vpc-Tac23b03 | VPCiromConsole
available

10.0.0.0116
2600:1118:4706:100:/56
dopt-ad975cch

rb-bdegd59cs

Network ACL:
Tenancy:

DNS resolution:
DNS hostnames:
ClassicLink DNS Support:

acl-af56hd6
Default

yes

yes

no

[1




Subnet Actions v
‘

ES R - B ]
) e
Virtual Private
Cloud Q vpc-7ac23n03 X 1102 of 2 Subnets
Your VPCs o
- Name +| subnetiD - state veC - IPvaCIDR Available IPv4 .~ IPV6 CIDR Availability Zone  ~ Rout:
ubnets
Route Tables subnet-012ded2d  avallable  Vpc-7ac23b03 | VPCTomConsole  10.0.1.0024 251 us-ast-1b -6l
ot Gatoways @  SubnefFromConsole  subnek598abelc  avallable  vpc-7ac23b03 | VPGromConsole  10.0.0.024 251 us-east-1a to-bi
. v

Egress Only Internet
theways ¥ subnet 598abe3c | SubnetFromConsole mEE
DHCP Options Sets Summary Route Table | | Network ACL | | Flow Logs Tags
Flastic IPs subnetID: subnet-598abe3c| Availability Zone: us-east-1a
Endpoints SubnetFromConsole
o 1Pv4 CIDR: 10.0.0 0724 Route table: rib-hded5ocs

ateways IPv6 CIDR: Network ACL: acl-8165fef3 |
Peering Connections NACLfamConsols

State: available Default subnet: no

Security

Network ACLs

VPC: vpe7ac23b03 |
VPCiromConsole
Available IPs: 251

Auto-assign Public IP:

Auto-assign IPv6 address:

no

no

Edit IPv6é CIDRs

Add or remove CIDR. blocks for your subnet. You can associate a single IPv6 CIDR block with your subnet if the
subnet's VPC has an IPv6 CIDR block. Learn more.

VPCID  vpc-Tac23b03
VPC CIDR  2600:1f18:4706:100::/56

Subnet ID  subnet-598abe3c

Subnet IPv6 CIDRs
Subnet CIDR

Status Status reason

‘You have no IPvE CIDR blocks associated with your subnet.

Add IPv6 CIDR

[1



al Private

Create Subnet Subnet Actions v
4

c = @

Q vpc-7ac23b03 X 1to 2 of 2 Subnets
Your VPCs N
ubnet Name ~| SubnetiD State - VPC - IPVACIDR - | Available IPv4 ~ IPv6 CIDR ~  Availability Zone - Rout
ubnets
Route Tables subnet012ded2d  available  wpc7ac23b03 | VPCromConsole  10.0.1.024 251 us-east-1b -6l
@ SubnetfromConsole  subnet598abedc  available  wpc7ac23b03 | VPCromConsole  10.0.0.024 251 2600:1118:4706:100:/64 us-east-1a ri-bi -
Intemet Gateways § K
Egress Only Intemet
GZE?,’;VQ ¥ Inteme! subnet-598abe3c | SubnetFromConsole I"R-N=]
DHCP Options Sets Summary Route Table | | Network ACL | [ Flow Logs Tags
Elastic IPs Subnet ID: subnet-598abe3c | Availability Zone: us-east-1a
Endpoints SubnetFromConsole
NAT Gat 1Pv4 CIDR: 10.0.0.024 Route table: rtb-bde959c5
aleways IPV6 CIDR:  2600:1f18:4706:100:/64 Network ACL: acl-8165fef8 |
Peering Connections NACLfromConsole
State: available Default subnet: no
urity VPC: vpc7ac23b03 | Auto-assign Public IP: no
- VPCiromConsole
Network ACLs Available IPs: 251 Auto-assign IPv6 address: no
i
T n o e o
reate Egress Only Internet Gateway
ou . g y o & 0
Your VPCs Q Filter by attributes or search by keyword None found
Subnets
You do not have any Egress Only Intemet Gateways in this region
Route Tables
ntemet Gateways Click the Create Egress Only Intemet Gateway button to create your first Egress Only Intenet Gateway
Egress Only Intemet Create Egress Only Internet Gateway
Gateways
Egress Only Internet Gateways > Create Egress Only Intemet Gateway
Create Egress Only Internet Gateway
An Intemet Gateway is a virtual router that connects a VPC to the intemet
VPC* | ype-7ac23b03 ~|C
* Required [N Create
Cloud o - (eSS PR | Delete Route Table || Set As Main Table o & e
- - 4
Your VPCs Q vpc-7ac23po3 X 110 2 of 2 Route Tables
Subnets N
Name +| RouteTablelD - Explicitly Associa~ Main - VPC -
Route Tables
Internet Gateways @ RouteTablefromConsol rtb-Gbed5213 1 Subnet No ¥pc-7ac23b03 | VPCiromConsole .
Egress Only Intemet ‘ r
Gateways rtb-6bed5213 | RouteTablefromConsole _N-N=]
DHCP Options Sets [
) Summary Routes Subnet Associations | Route Propagation Tags
Elastic IPs
Endpoints Cancel [ESY
View: All rules
NAT Gateways
) ) Destination Target Status  Propagated ~Remove
Peering Connections
10.0.0.0116 local Active Mo
Security 2600:1118:4706:100/56 local Active  No
Network ACLs 70 faw-d7fodbh] No o

Security Groups

Add another route

[




VPC Dashboard

Create Security Group Security Group Actions v
4

(S - S 7]

Filter by VPC:
None Filter All security groups v Q, vpc-7ac23b03 X 1to 2 of 2 Security Groups.
Virtual Private Name tag +| GroupID - Group Name - vpC - Description -
sg-ad2déad3  default vpc-7ac23b03 | VPCiromCo. . default VPC security group
Your VPCs @ SGionConsole sg-e16d219f  SGfonConsole vpc-7ac23b03 | VPCiromCo...  SG created from Console
Subnet
ubnets sg-16d219f | SGfronConsole EEE
Route Tables
Intemet Gateways Summary Inbound Rules | | Outbound Rules Tags
Eqrss Oy nene concet [0
Gateways
) Type Protocol PortRange  Source Remove
DHCP Options Sets
Elastic IPs SSH (22) v [TCP®) v 2 0.0.0.0/0 e o
Endpoints S5H (22) v [TCP(®) vz 0 o o
NAT Gateways Add another rule
Events e
Tags Q| search: -0bb548bf728cadd ] 1to10f1
Reports :
Limits |  Name - Instance | L Availability Zone ~ | Instance State ~ | Status Checks - Alarm Status | Public DNS(IPv4) - | IPv4PubliclP - IPy
Instance State <
NeTANCES B  PrivateEC2 -0bb5 45 us-east-1a & stopped None ) - -
Instances
Spot Requests Instance: | i-0bb548bfTf28caddd] wOrking Change Security Groups _J_R=]

Reserved Instances
Scheduled Instances
Dedicated Hosts

CloudWaich Monitoring »

Description || Status Checks " NOMIOMNG T 1205

Attach Network Inferface

Instance D -0bb548b728caddc PO SEIEEE Public DNS (IPv4) -
MAGES Instance state ~ stopped IPv4 PubliclP -
AMis Instance type 12 micro IP¥BIPs -
Bundle Tasks Elastic IPs Private DNS  ip-10-0-0-240.ec2.internal
Availability zone us-gast-1a Private IPs 10.0.0.240

Manage IP Addresses

you want to assign.

IPv4 Addresses
Private IP Public IP
10.0.0.240
Assign new IP

IPv6 Addresses
IP Addresses

IAuto-assign Undo

¥ eth(: eni-b126d4a6 - Primary network interface - 10.0.0.0/24

You can assign and unassign IPv4 and IPv6 IP addresses on each network interface. Leave the
IP address field blank and an available address will be assigned or enter an IP address that

To add or edit an IPv4 public IP Allocate an Elastic IP to this instance or network interface.

Cance

[



EC2 Dashboard

unch In: Actions v
Events 4 o e
Tags Q)| search :i-0bb548b728cadde Add filter %] 1to10f1
Reports
Limits @ Name - Instance ID +  Instance Type - Availability Zone ~ Instance State - Status Checks ~ Alarm Status Public DNS (IPv4) ~ IPvAPubliclP - IPV6IF
CES @  PrivateEC2 i-0bb548b7R28cadde  L2.micro us-east-1a & stopped None - 2600:1
Instances L
Spot Requests Instance: | i-0bb548bf7f28caddc (PrivateEC2)  Private IP: 10.0.0.240 _N_N=]
Reserved Instances
Scheduled Instances Description Status Checks Monitoring Tags
Dedicated Hosts X
Instance ID  i-Obb548bfT28caddc Public DNS (IPv4) -
Instance state  stopped IPvd PubliclP -
Instance type  t2.micro IPv6 IPs  2600:1f18:24ac:6300:5856:1a65 beeh:7e56

[



Chapter 5: Working with Infrastructure
Automation

I 0
' I
Internet Gateway
Availability Zone A Awailability Zone B Availability Zone C
NAT Gateway
Web Servers Web Servers DE Servers
Public Subnet Public Subnet Private Subnet
10.0.1.0/24 10.0.2.0/24 10.0.3.0/24
\_ J
VPC
10.0.0.0/16
\ J
Region create

[]




D
N rﬂb B
O Internet Gateway Internet Gateway
a NAT Gatewayf®§° ©
Web Servers DB Servers Web Servers Web Servers DB Servers
Public Public Private Public Public Private
Subnet Subnet Subnet Subnet Subnet Subnet

10.0.10/; 10.0.20/24 Q0.0.3.0/24 100.1.0/24 10.0.2.0/24 10.03.0/24

. _/ J
10. OV Upﬁ).' 16 10. DY;.CO.' 16
\ J
Region 1 \ Region 2
e diagrammi design] Crreate

1-{ =
2 "AWSTemplateFormatVersion”: "2610-09-89",
3 "Description”: "Builds a VPC with Internet Gateway, 1 public and 1 private subnets and NAT Gateway."”,
4
5 "Parameters”: {
6
7- "VpcCidr™: {
8 “"Description”: “Enter the whole VPC CIDR Block.",
9 "Type": "String”,
i1e "ConstraintDescription™: "Supports subnet sizes of /16 to /22 only. Input must be a correct CIDR, such as: 10.9.8.8/16"
11 “AllowedPattern™: "~((\\d)+.){3}(8)\\/(16|17|18|18]2@|21]22)"
12 I8
13
14~ “PublicSubnetCIDR": { 7

validate JSON

Results

valid JsoN

Clear

[1




amazon

webservices

Account:
User Name:

Password:

awsaccount

Jhalak

seeesanasnannd

MFA users, enter your code on the next screen.

Sigr-in using root sceount credentisls

T

Services v Resource Groups v %

AWS services

| cloudformation|

rCIoudFormation
Create and Manage Resources with Templates

] Compute as

Developer Tool whn Internet of Things

[



@ CloudFormation v  Stacks

Create Stack Actions = Design template

Filter: Active ~

Create a Stack

AWS CloudFormation allows you to quickly and easily deploy your infrastructure resources
and applications on AWS. You can use one of the templates we provide to get started
quickly with applications like WordPress or Drupal, one of the many sample templates or
create your own template.

You do not currently have any stacks. Click the Create New Stack button below to create a
new AWS Cloudformation Stack.

Create New Stack g—

Create stack

Select Template Select Template

Specify Details

Options Select the template that describes the stack that you want to create. A stack is a group of related resources that you manage as a single unit
Review

Design a template  Use AWS CloudFormation Designer to create or modify an existing template. Learn more_

Design template

Choose atemplate A template is a JSON/YAML-formatted text file that describes your stack's resources and their properties. Learn more.

Select a sample template

® Upload a template to Amazon S3

Choose File | No file chosen

Specify an Amazon S3 template URL

[1



Create stack

Select Template Specify Details
Specify Details
Options Specify a stack name and parameter values. You can use or change the default parameter values. which are defined in the AWS CloudFormation template. Learn mare.
Review
Stack name VPC-Dev -y———e.
Parameters
==——————0 PrivateSubnetCIDR 10.0.1.0/24 Private Subnet CIDR.
s i IDR | 10.0.2.0/24 Public Subnet CIDR
e VpcCidr 10.0.0.0/16| Enter the whole VPC CIDR Block.

Cancel Previous Next

Create stack

Select Template Options
Specify Details
Options Tags
Review

“You can specify tags (key-value pairs) for resources in your stack. You can add up to 50 unique key-value pairs for each stack. Learn more.

K!v (127 characters maximumy) Value (255 characters maximum
1| Application Testing-VPC B
Permissions

You can choose an IAM role that CloudFormation uses to create, modify, or delete resources in the stack. If you don't choose a role, CloudFormation uses the
permissions defined in your account. Learn more

IAM Role Choose a role (optional) v

Enter role am

» Advanced

You can set additional options for your stack, like notification options and a stack policy. Learn more.

Cancel Previous Next

[1



Create stack

Select Template
Specify Details
Options
Review

Review

Template

Template URL
Description
Estimate cost

Details

Stack name

PrivateSubnetCIDR
PublicSubnetCIDR

VpcCidr
Options
Tags
Application
Advanced
Notification
Timeout

Rollback on failure

fcf-templ

1-2/201716946Fvpc json

https://s: t

pl

tes-vitjkdagTci

Builds a VPC with Intemet Gateway, 1 public and 1 private subnets and NAT Gateway.

Cost

VPC-Dev

10.0.0.0/16
Testing-VPC
none

Yes

Cancel

Previous reate

@ CloudFormation v

Create Stack Actions >

Filter: Active -

Stacks

Design template

c | &

Showing 1 stack

Stack Name Created Time Status Description
VPC-Dev 2017-06-18 22:08:04 UTC+0550 Builds a VPC with Internet Gateway. 1 public and 1 private subnets and NAT Gateway.
@ CloudFormation v  Stacks
Create Stack Actions = Design template 4 L3
Filter: Active v Showing 1 stack
Stack Name Created Time Status Description
d VPC-Dev 2017-06-18 22:06:04 UTC+0550 CREATE_COMPLETE Builds a VPC with Internet Gateway, 1 public and 1 private subnets and NAT Gateway.
Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets _N =]
Stack name: WVPC-Dev
Stack ID:  arn:aws:cloudformation us-west-2: 766339722297 stack/VPC-Dev/80619e80-5444-11e7-8981-503achd4dcid
Status: CREATE_COMPLETE

Status reason:
IAM Role:

Description:

Builds a VPC with Internet Gateway, 1 public and 1 private subnets and NAT Gateway.

[




@ CloudFormation v = Stacks

Create Stack Actions ~

Filter: Aclive

Design template

c | &

Showing 1 stack

Stack Name Created Time status Description
rd VPC-Dev 2017-06-18 22:06:04 UTC+0550 CREATE_COMPLETE Builds a VPC with Internet Gateway, 1 public and 1 private subnets and NAT Gateway.
Overview  Outputs  Resources  Events  Template  Parameters Tags  Stack Policy — Change Sets _B— =]
Key Value Description Export Name
PrivateSubnet subnet-b2f3f7d5 Public Subnetin AZ B
ElasticlP 3421140196 Elastic IP attached to the NAT
Vpcld vpc-8c3Tdcea VPC ID of newly created VPC
NATGateway nat-0b11ba5ec9549d258 NAT Gateway for Private Subnet
InternetGateway igw-8313b2ed Internet Gateway attached to the VPC
PublicSubnet subnet-6eabfd27 Public Subnetin AZ A
VPC Dashboard . m Actions v c & e
Filter by VPC:
vpc-8c3Tdcea | VI Y Q Search VPCs and their propert X 1to 10f1VPC
Virtual Private Name -/ veCID ~ State - IPvACIDR =~ IPv6CIDR ~ DHCP optionsset  ~ | Routetable ~ Network ACL - T
Cloud
’ @ VPCDev vpc-8c37dcea available 10.0.0.0/16 dopt-0d8ab268 rtb-cfe882a9 acl-f3328595 Dt
Your VPCs
Subnets »
Route Tables vpc-8c37dcea | VPC-Dev _N Q=]
Internet Gateways
Summary Flow Logs Tags
Egress Only Internet
Gateways VPC ID: vpc-8c37dcea | VPC-Dev Network ACL: acl-£3328595
DHCP Op el State: available Tenancy: Default
plions Sets |Pv4 CIDR: 10.0.0.0/16 DNS resolution: yes
Elastic IPs IPv6 CIDR: DNS hestnames: no
Endpoints DHCP options set: dopt-0d8ab268 ClassicLink DNS Support: no
Route table: rtb-cfe882a9

NAT Gateways

Peering Connections

[




Subnet Actions v = k-
Q, Search Subnets and their prop X 1to 2 of 2 Su
Name <+ SubnetID - | State ~ VPC ~ IPviCIDR~ Available IPv4~ Availability Zone ~ Route Table - Network ACL -
@ VPCDev subnet-Geabfd27  available vpc-8c37dcea | VPC-Dev 10.0.2.0/24 250 us-west-2a rtb-54eb8132 | ... acl-3328595
VPC-Dev  subnet-b2f3f7d5 available  vpc-8c3Tdcea | VPC-Dev 10.0.1.0/24 251 us-west-2b rtb-baec860c | ... acl-f3328595
4
subnet-6eabf427 | VPC-Dev
Summary Route Table Network ACL Flow Logs Tags
Subnet ID: subnet-6eabfd27 | VPC-Dev Availability Zone: us-west-2a
IPv4 CIDR:  10.0.2.0/24 Route table: rtb-54eb8132 | VPC-Dev
IPv6 CIDR: Network ACL:  acl-3328595
State: available Default subnet: no
VPC: vpc-8c37dcea | VPC-Dev Auto-assign Public IP: no
Available IPs: 250 Auto-assign IPv6 address: no
Key Value
Name VPC-Dev
Application Testing-VPC
Environment Dev
Network Public
aws:cloudformation:logical-id PublicSubnet
Q Filter by attributes or search by keyword Q 1to 1|
[ ] NAT Gatewa~ Status - Elastic IP Address~ Private IP Address~ MNetwaork Interface I[~ VPC ~ Subnet
@ nat-0b1ibas Available 34.211.40.196 10.0.2.115 eni-75116a49 vpc-8c3Tdeea subnet-6eabfd27

NAT Gateway: nat-Ob11ba5ec9549d258

Details

NAT gateway 1D
Elastic IP address
VPC

Created

Status

nat-0b11ba5ec9549d258

34.211.40.196

vpc-8c3Tdcea

June 18, 2017 at 10:08:49 PM UTC+5:30

Status

Private IP address
Subnet

Deleted

Network interface 1D

available
10.02.115
subnet-6eabfd27

eni-T5116a49

[



Name « D ~ State ~ VPC -

@ VPCDev igw-8313b2ed attached wpc-8c37dcea | VPC-Dev

igw-8313b2ed | VPC-Dev

Summary Tags

ID: igw-8313b2ed | VPC-Dev Attached VPC ID: vpc-8c3T7dcea | VPC-Dev
State: attached Attachment state: available

Create Route Table Delete Route Table Set As Main Table

Q, Search Route Tables and their X

Name ~ | Route TableID ~ Explicitly Associai~ Main ~ VPC -
VPC-Dev rth-6aec860c 1 Subnet Mo vpc-Bc3Tdeea | VPC-Dev
[ ] VPC-Dev rth-54eb8132 1 Subnet MNo vpc-8c3Vdcea | VPC-Dev

rth-54eh8132 | VPC-Dev

Summary Routes Subnet Associations Route Propagation Tags
Route Table ID: rth-54eb8132 | VPC-Dev Main: no
Explicitly Associated With: 1 Subnet VPC: wpc-8c3T7dcea | VPC-Dev
Q Filter by attributes or search by keyword 1to10f1
[ ] Elastic IP ~ Allocation ID ~ Instance ~ Private IP address~ Scope ~ Public DNS ~ Network Interface ID
@ 342114019 eipalloc-f76148cd - 10.0.2.115 vpc eipassoc-92d446ar eni-75116a49
»
Address: 34.211.40.196 |_N =l =|
Description
Elastic IP  34.211.40.196 Allocation ID  eipalloc-f76148cd
Instance - Private IP address  10.0.2.115
Scope vpc Public DNS  eipassoc-92d446af
Network interface ID  eni-75116a49 Network interface owner 766339722297

[



Create Stack | - [EESGIERS Design template ) -3

Filter: Active ~ Showing 1 stack

Stack Name Created Time Status Description

rd VPC-Dev 2017-06-18 22:08:04 UTC+0550 CREATE_COMPLETE Builds a VPC with Internet Gateway, 1 public and 1 private subnets and NAT Gateway.

Create Stack | Actions~ | Design template

Create Change Set For Current Stack

Filter: Active =
Update Stack
Delete Stack

Stack Name

v VPC-Dev

View/Edit template in Designer

@ CloudFormation ~  Stacks » Stack Detail > Create Change Set

Create change set for VPC-Dev stack

Select Template

Specify Details [ — 1 See your changes before updating your stack
Options Create a change set to see the changes CloudFormation will make to your stack based on the
Review information that you submitted
After reviewing the changes, you can execute the change set to apply the changes to your stack. Leam

N more

| rema |}

[ _hoaty |

| aary |

[ ooty |

| rsa |

| rsa |

Select Template

To create a change set, provide a template that specifies the changes for the resaurces and properties that you want to update your stack with. Learn more

Choose a template ~ Atemplate is a JSON/YAML-formatted text file that describes your stack's resources and their properties. Learn more.

Use current template

@ Upload a template to Amazon S3

Choose File | vpc json

Specify an Amazon S3 template URL

e (D

[



@ CloudFormation v  Stacks > Stack Detail > Create Change Set

Create change set for VPC-Dev stack

Select Template Specify Details

Specify Details

Options Specify parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learn more.
Review

Specify a change set name, description, and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Leam more

Change set name

Description
Parameters

PrivateSubnetCIDR 10.0.1.0/24 Private Subnet CIDR

PublicSubnetCIDR 10.0.2.0124 Pubic Subnet CIDR
PublicSubnetCIDR2 2nd Pubiic Subnet CIDR

VpcCidr 10.0.0.0/16 Enter the whole VPG CIDR Block.
Cancel Previous Next
Change set name | UpdatePublicSubnet .

Description | Adding 1 more public subnet into the VPC ——

Parameters
PrivateSubnetCIDR | 10.0.1.0/24 Private Subnet CIDR
PublicSubnetCIDR | 10.0.2.0/24 Pubiic Subnet CIDR,
PublicSubnetCIDRZ | 10.0.3.0/24 2nd Public Subnet CIDR.  =ii—
VpeCidr 10.0.0.0/16 Enter the whole VPC CIDR Block.

Coce | P

Create change set for VPC-Dev stack

Options
Specify Details
Options You can update additional options for your stack, like notification options and a stack policy.
Review

Tags

‘You can specify tags (key-value pairs) for resources in your stack. You can add up to 50 unique key-value pairs for each stack. Learn more.

Key (127 cn imum Value (2

mum

1 Application Testing-VPC x

2 ] B

[



Create change set for VPC-Dev stack

Select Template Review
Specify Details
Options Template
Review
Template URL  htips-//s3-us-west-2 amazonaws comvcf-templates-vi1jk3ag7ci5-us-west-2/2017170HRg-vpc json
Description  Builds a VPC with Intemet Gateway. 1 public and 1 private subnets and NAT Gateway.
Details
Stack name  VPC-Dev
Change set name  UpdatePublicSubnet
Change set description  Adding 1 more public subnet inta the VPC
PrivateSubnetCIDR  10.0.1.0/24
PublicSubnetCIDR  10.0.2.0/24
PublicSubnetCIDR2  10.0.3.0/24
VpcCidr  10.0.0.0/16
Options
Tags
Application  Testing-VPC
Advanced
Notification
S
UpdatePublicSubnet Other Adtions ~ | | Execute
Overview
ID  am:aws:cloudformation:us-west-2: 766339722297 JpdatePubli 3c1-66aa-4fc2-a95d 00

Description  Adding 1 more public subnet into the VPC
Created time  2017-06-19 11:49.29 UTC+0550
Status  CREATE COMPLETE

Stack name  VPC-Dev

» Change set input

» Changes

» Details

» Template

[



ptons v | |_Desintampia c e

Filter: Active ~ Showing 1 stack
Stack Name Created Time Status Description
@ VPC-Dev 2017-06-18 22:08:04 UTC+0550 CREATE_COMPLETE Builds a VPC with Intemet Gateway, 1 public and 1 private subnets and NAT Gateway.
Overview  Outputs = Resources  Events Template  Parameters Tags ~ Stack Policy = Change Sets [N =N =]
Name Created time Status Description
UpdatePublicSubnet 2017-06-19 11:49:29 UTC+0550 CREATE_COMPLETE Adding 1 more public subnet into the VPC
¥ Changes

The changes CloudFormation will make if you execute this change set

T

Viewing 2 of 2

Action Logical ID Physical ID Resource type Replacement
m PublicSubnet2 AWS:-EC2--Subnet

[ Add] PublicSubnetRouteTableAssociation2 AWS::EC2::SubnetRouteTableAssociation

+* Change set input

The information that was submitted. CloudFormation used this information to generate this change set.

Tags
Key Value
Application Testing-VPC
Parameters
Key Value
PrivateSubnetCIDR 10.0.1.0/24
PublicSubnetCIDR 10.0.2.0/24
PublicSubnetCIDR2 10.0.3.0/24
VpcCidr 10.0.0.0/16

Amazon SNS topic ARN
No values submitted
Capabilities

No values submitted

[




* Details

Detailed information about each change. For descriptions of each field, see the Change data type.

[
{

"resourceChange™: {
"logicalResourceld”: "PublicSubnet2™,
"action": "Add"
"physicalResourceld™: null,
"resourceType”: "AWS::IEC2::Subnet”™,
"replacement™: null,
"details": [],
"scope”: []

b

"type™: "Resource”

{

"resourceChange™: {
"logicalResourceld”: "PublicSubnetRouteTablefssociation™,
"action": "Add"
"physicalResourceld™: null,
"resourceType”: "AW5:iEC2::SubnetRouteTableAssociation™,
"replacement™: null,
"details": [],
"scope”: []

b

"type": "Resource”

1
UpdatePublicSubnet Other Actions = | | Execute
Overview t
ID  am:aws:cloudformation:us-west-2: 766339722297 JpdatePubli 557 3c1-66aa-4f 950- 300,

Description  Adding 1 more public subnet into the VPC
Created time ~ 2017-06-19 11:49:29 UTC+0550
Status CREATE_COMPLETE

Stack name  VPC-Dev

[



Execute change set

Are you sure you want to execute the UpdatePublicSubnet change set to
update the VPC-Dev stack?

Cancel

T
Actions * Design template

Filter: Active v
Stack Name Created Time Status Description
@ VPC-Dev 2017-06-18 22:08:04 UTC+0550 Builds a VPC with Intemet Gateway, 1 public and 1 private subnets and NAT Gateway.

Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets

Name Created time Status Description

There are no executable change sets. Your stack must be in an updatable state to use change sets.

Stack Name Created Time Status Description

s VPC-Dev 2017-06-18 22:08:04 UTC+0550 UPDATE_COMPLETE Builds a VPC with Internet Gateway, 1 public and 1

Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets

Key Value Description

PrivateSubnet subnet-b2f3f7d5 Private Subnet in AZ B

ElasticlP 34.211.40.196 Elastic IP attached to the NAT

Vpcld vpc-8c3Tdcea VPC 1D of newly created VPC
NATGateway nat-0b11babec9549d258 MAT Gateway for Private Subnet
IntemetGateway igw-8313b2ed Intemet Gateway attached to the VPC
PublicSubnet2 subnet-9e0205f9 2nd Public Subnet in AZ B
PublicSubnet subnet-6eabf427 1st Public Subnet in AZ A

[



| Actions = Design template

Eilter: Active = Create Change Set For Cumrent Stack
Update Stack
Stack Name
Delete Stack
’ VPC-Dev 5
View/Edit template in Designer
Update VPC-Dev stack
Select Template Select Template
Specify Details
Options To update an existing stack. provide a template that specifies the changes for the resources and properties that you want to update. AWS CloudFormation updates only the resources that hav

) changed. Leam more
Review

Choose a template A template is a JSON/YAML-formatted text file that describes your stack's resources and their properties. Leam more

Use current template

® Upload a template to Amazon S3
Choose File | vpcjson  —Sili——

Specify an Amazon S3 template URL

Cancel Next

Update VPC-Dev stack

Specify Details
Specify Details
Options Specify parameter values. You can use or change the default parameter values. which are defined in the AWS CloudFormation template. Leam more.

Review

Stack name  VPC-Dev

Parameters
PrivateSubnetCIDR 10.0.1.0/24 Private Subnet GIDR
Provide CIDR - 10.0.4.0/24
Private SubnetCIDR2 2nd Private Subnet CIDR. S ——
PublicSubnetCIDR 10.0.2.0/24 Public Subnet CIDR.
PublicSubnetCIDR2 10.0.3.0/24 2nd Public Subnet CIDR
VpcCidr 10.0.0.016 Enter the whole VPC CIDR Block.

Cancel Previous Next

[



Update VPC-Dev stack

Select Template Review
Specify Details
Options Review the information that AWS CloudFormation will use to update your stack. If you need to change a value, return to the page that contains the value that you want to
change.
| Review
Template
Template URL  hiips:i/s3-us-west-2. amazonaws.com/cf-templates-vi1jk3ag7 cf5-us-west-2/2017170SMV-vpc json
Description  Builds a VPC with Internet Gateway. 1 public and 1 private subnets and NAT Gateway.
Details
Stack name  VPC-Dev
PrivateSubnetCIDR  10.0.1.0/24
PrivateSubnetCIDR2  10.0.4.0/24
PublicSubnetCIDR  10.0.2.0/24
PublicSubnetCIDR2Z  10.0.3.0/24
VpeCidr  10.0.0.0/16
Options
Tags
Application  Testing-VPC
Advanced

Notification

Preview your changes

Based on your input, CloudFormation will change the following resources. For more information, choose View change set details.

Action Logical ID Physical ID Resource type Replacement
[ Ada] PrivateSubnet2 AWSEC2-Subnet
[ Ada] PrivateSubnetRoute TableAssociation2

AWSEC2:SubnetRouteTableAssociation

Cancel Previous Update

[1



Overview  Outputs

2017-06-19
b 14:43:39 UTC+0550
» 14:43:38 UTC+0550

Status

r 14:43:35 UTC+0550

P 1443119 UTC+0550

14:43:18 UTC+0550

b 14:43:16 UTC+0550

»  14:43:00 UTC+0550

14:42:59 UTC+0550
¥ 14:42:54 UTC+0550

Resources

Events

UPDATE_COMPLETE

CREATE_COMPLETE

CREATE_COMPLETE

Template

Parameters  Tags

Type
AWS:CloudFormation:-Stack
AWS:CloudFormation:Stack

stack Policy

AWSEC2::SubnetRouteTableAssociation

AWSEC2::SubnetRouteTableAssociation

AWSEC2::SubnetRouteTableAssociation

AWSEC2::Subnet
AWSEC2::Subnet
AWSEC2::Subnet
AWS::CloudFormation::Stack

Change Sets

Legical ID
VPC-Dev
VPC-Dev

Status reason

PrivateSubnetRouteTableAssoc

iation2

PrivateSubnetRouteTableAssoc  Resource creation Initiated
iation2

PrivateSubnetRoute TableAssoc

iation2

PrivateSubnet2

PrivateSubnet2 Resource creation Initiated
PrivateSubnet2

VPC-Dev User Initiated

Stack Name

s VPC-Dev

Overview Outputs

Key
PrivateSubnet
PrivateSubnet2
ElasticlP

Vpcld

NAT Gateway
InternetGateway
PublicSubnet2

Publicsubnet

Created Time

2017-06-18 22:08:04 UTC+0550

Resources

Events

Template

Value

subnet-b2f3f7d5
subnet-33411f7a
34.211.40.196
vpc-8c37deea
nat-0b11ba5ec9549d258
igw-8313b2ed
subnet-9e020519

subnet-Geabf427

Status

UPDATE_COMPLETE

Parameters

Tags Stack Policy

Description

Builds a VPC with Internet Gateway |

Change Sets

Description

Private Subnet in AZ B

2nd Private Subnetin AZ A

Elastic IP attached to the NAT

VPC ID of newly created VPC

NAT Gateway for Private Subnet
Internet Gateway attached to the VPC
2nd Public Subnet in AZ B

15t Public Subnet in AZ A

Create Stack k= Actions =

Design template

Filter: Active v

Stack Name
v VPC-Dev
Overview  Outputs
Stack name:

Created Time

2017-06-18 22:08:04 UTC+0550

Resources Events

VPC-Dev

Template Parg

[1



Delete Stack

Are you sure you want to delete this stack?
VPC-Dev

Deleting a stack deletes all stack resources.

Stack name: VPC-Dev

Cancel Yes, Delete
Filter: Active =
Stack Name Created Time Status
v VPC-Dev 2017-06-18 22:08:04 UTC+0550
Filter: Deleted » =il
Stack Name Created Time Status D
v VPC-Dev 2017-06-18 22:08:04 UTC+0550 DELETE_COMPLETE B
Dev-VPC 2017-06-18 19:35:31 UTC+0550 DELETE_COMPLETE =1
create-vpc 2017-06-16 16:21:39 UTC+0550 DELETE_COMPLETE B

Overview Outputs Resources Events Template  Parameters Tags  Stack Policy

Launch Instance Connect Actions ¥

Q search : i-0922e09207bc9661b Add filter

@ Name +~ Instance ID ~ Instance Type ~ Availability Zone ~ Instance State ~

B Ansible-Server i-0922e09207bc9661b  t2.micro us-west-2b

) running

Status Checks ~

& 2/2 checks ..

[




EP ec2-user@ip-172-31-18-87:~ - ] s

[]



@ root@ansible:~/ansible

Name « VPCID

@  dev-vpc-vpc vpc-b647b3d0

vpc-b647b3d0 | dev-vpe-vpe

Summary Flow Logs

VPCID:

State:

IPv4 CIDR:

IPv6 CIDR:

DHCP options set:
Route table:

State

Tags

vpc-bB47h3d0
available
10.0.0.0/16

IPv4 CIDR

available  10.0.0.0/16

dev-vpc-vpc

Tenancy:

DNS resolution:

DNS hostnames:
ClassicLink DNS Support:

DHCP options set Route table Network ACL
dopt-0d8ab268 th-47205121 acl-f86cdf9e
Network ACL:

Default

yes

yes

no

[]




Q Search Subnets and their prop X

1to 2 of 2 Subne|

Name 4« | SubnetID ~ State -~ VPC ~ IPv4 CIDR ~ Available IPv4 .~ Availability Zon
@  dev-vpcprivate-subnet subnet-11edb558 available  vpc-b647b3d0 | dev-vpc-vpc 10.0.10.0/24 251 us-west-2a
dev-vpc-us-west-2b-public-subnet subnet-efb2b388 available  vpc-b647b3d0 | dev-vpc-vpc 10.0.20.0/24 251 us-west-2b
P
subnet-11edb558 | dev-vpc-private-subnet |
Summary Route Table Network ACL Flow Logs Tags
Route Table: rtb-47205121
Destination Target
10.0.0.016 local
Q, Search Subnets and their prop X
Name ~  SubnetID ~  State ~ | Y
dev-vpc-private-subnet subnet-11edb558 available
B dev-vpc-us-west-2b-public-subnet I subnet-efb2b388 available
4
subnet-efb2b388 | dev-vpc-us-west-2b-public-subnet
Summary Route Table Network ACL Flow Logs
Route Table: rtb-eb3edfdd

Destination

10.0.0.0M16

0.0.0.0/0

Target

local

igw-993d9ffe

[



Chapter 6: Working with Route 53

ur
fan

—

com
-org

net

Domain registration

If you need a domain name, you can find an
available name and register it by using Route
53. You can also make Route 53 the registrar
for existing domains that you registered with
other registrars

Learn More
Get started now

Dashboard
Hosted zones

Health checks

Traffic flow
Traffic policies

Policy records

p Register Domain Domain Billing Report

Q Search domains by prefix X

Domain Name

+« Privacy Protection

Expiration Date

[




1

: Domain Search

Choose a domain name

packttesting

Availability for 'packttesting.com'

Domain Name

packitesting.com

Related domain suggestions

Domain Name

cliquettesting.com
packagettesting.com
packitebite.com
packtteburn.com

packttesting band

v

A NN

Status

Available

Status

Available

Available

Available

Available

Available

N m

Price /1 Year Action

$12.00 Add to cart
Price /1 Year Action

$12.00 Add to cart
$12.00 Add to cart
$12.00 Add to cart
$12.00 Add to cart
$22.00 Add to cart

1: Domain Search

2: Contact Details

v & Purchase

Contact Details for Your 1 Domain

Registrant Contact

Contact Type @ Company
First Name Packt
Last Name Pub
Organization @ Packt
Email packitest@gmail.com
Phone + 91 9999999999

Enter country calling code and phone number

My Registrant, Administrative and Technical Contacts are all the same. @ Yes

Enter the details for your Registrant, Administrative and Technical contacts below. All fields are required unless specified otherwise:
Learn more.

No

Shopping cart
One-time fees

packttesting.com

Registerfor| 1~ year $12.00

SUBTOTAL $12.00

Monthly Fees for DNS Management

View pricing details for Route 53 queries
and for the hosted zone that we create for
each new domain.

[




2 Contact Details

3: Review & Purchase

‘When you complete your purchase, we'll assign the following contacts to all of the domains in your shopping cart.

Registrant Contact
Packt Pub

Packt
packttest@gmail.com
+91.9999999999
test

Mumbai

MA

123456

IN

Privacy protected

Administrative Contact Technical Contact
Packt Pub Packt Pub

Packt Packt
packttest@gmail.com packttest@gmail.com
+91.9999999999 +91.9999999999
test test

Mumbai Mumbai

MA MA

123456 123456

IN IN

Privacy protected Privacy protected

Managing DNS for Your New Domain

To make it easier for you to use Route 53 as the DNS service for your new domain, we'll automatically create a hosted zone. That's
where you store information about how to route traffic for your domain, for example, to an Amazon EC2 instance. If you won't use
your domain right now, you can delete the hosted zone. If you will use your domain, Route 53 charges for the hosted zone and for

the DNS queries that we receive for your domain. For more information, see Amazon Route 53 Pricing.

Terms and Conditions

Amazon Route 53 enables you to register and transfer domain names using your AWS account. However, AWS is not a domain
name regisirar, so we use registrar associates to perform registration and transfer services. When you purchase domain names
through AWS, you are registering your domain with ane of our regisirar associates. The registrar for your domain will periodically

contact the registrant contact that you specified to verify the contact details and renew registration.

@ | have read and agree to the AWS Domain Name Registration Agreement

Cancel Back Complete Purchase

One-time fees

packttesting.com

Registerfor| 1 v | year $12.00

SUBTOTAL $12.00

Monthly Fees for DNS Management

View pricing details for Route 53 queries
and for the hosted zone that we create for
each new domain.

DNS management

I you already have a domain name, such as
example.com, Route 53 can tell the Domain
Name System (DNS) where on the Intermnet to
find web servers, mail servers, and other
resources for your domain.

Learn More
Get started now

[1




Create Hosted Zone Go to Record Sets Delete Hosted Zone

Create Hosted Zone

A hosted zone is a container that holds information about how you
want o route traffic for a domain, such as example.com. and its
subdomains.

Domain Name: packtest.com
Comment: | £qr testing

Type:  pyplic Hosted Zone v

A public hosted zone determines how traffic is
routed on the Internet.

[1




Back to Hosted Zones Create Record Set Import Zone File Delete Record Set

Q, Record Set Name X | AnyType v Aliases Only Weighted Only

|€ < Displaying 11to 2 out of 2 Record Sets > |
Name Type Value Evaluate Target Health E

ns-207.awsdns-25.com
ns-736.awsdns-28.net.

packitestcom. NS - -
ns-1229 awsdns-25.0rg.

ns-1585.awsdns-06.co.uk.

packttestcom. SOA  ns-207 awsdns-25 com awsdns-hostmaster amazor - -

Type: | A-IPv4 address r|

A — IPv4 address

Alias: CMNAME — Canonical name

MX - Mail exchange

TTL (S5¢ AAAA - IPv6 address

TXT — Text

Value: | PTR - Pointer

SRV - Service locator

SPF - Sender Policy Framework
NAPTR — Mame Authority Pointer
NS — Name server

SOA — Start of authority

[1



Create Record Set

Name: packttest com.
Type: A — IPv4 address r
Alias: Yes (8 Mo

TTL (Seconds): 300/| im || 5m || 1h || 1d

Value: |53

IPv4 address. Enter multiple addresses
on separate lines.

Example:
192.0.2.235
198.51.100.234

Routing Policy: Simple v
Route 53 responds to queries based only on the values in this record. Learn
lMore
DNS management Ti
Dashboard 4 9
Hosted zones
Health checks 1 Avisu
create
Traffic flow Hosted zones @ in com

Traffic policies

Policy records

Dnmain

[1



Create Hosted Zone Go to Record Sets Delete Hosted Zone
Dashboard 4
| Hosted zones Q, Search all fields X || All Types v
Heaith checks |€< <« Displaying 1to 1 out of 1 Hosted Zon|
Traffic flow Domain Name~ Type~ Record SetCount~ Comment Hosted Z4
Traffic policies . ]
P @  packitest.com. Public 3 for testing Z3CKI08Y|
Policy records
__Domains
Back to Hosted Zones Import Zone File Delete Record Set Test Record Set
Dashboard 4
| Hosted zones Q Record Set Name X AnyType v Aliases Only Weighted Only Echintecond|Set
Name: packitest.com 9
Health checks |€ < Displaying 1to 3 out of 3 Record Sets 3 3|
Type: A - IPv4 addre;
Traffic flow Name =~ Type~ Value = Evaluate Target Health ~
- Alias: () Yes (® No
rame policies @  packttestcom. A 1234 =

Policy records

TTL (Seconds):

confirm Cancel %]
Are you sure you want to delete the following record set?

« packitest com.

| Confirm | | Cancel |

Create Hosted Zone Go to Record Sets Delete Hosted Zone

Q, Search all fields X || Al Types v
|€ < nDisplaying 1 to 1 out of 1 Hosted Zones »

Domain Name~ Type~ Record Set Count~ Comment Hosted Zone ID

o packitest.com. Public 3 for testing ZBCKIUBUGGXPBE1

[1



Confirm Cancel (%

Are you sure you want to delete the selected hosted zone
for packitest.com?

Confirm Cancel

Type: A = IPv4 address v

A —IPv4 address
Alias: (| CNAME - Canonical name
MX = Mail exchange
TTL (5¢ AAAA—IPvE address
TXT - Text
Value: [ PTR - Painter
SRV - Service locator
SPF — Sender Policy Framework
NAPTR - Name Authority Pointer
NS - Name server
SOA - Start of authority

Domain Name: ... naltest com B

Comment: | 4 testing

TyPe: | pryate Hosted Zone for Amazon VPC v
Public Hosted Zone

PC .
not accessible outside the VPC. You can use ar

VPC ID: |

— South America (Sdo Paulo) — -

vpc-71805215

— US East (N. Virginia) —

vpc-40944d27

— US East (Ohio) —

vpc-18689d71

— US West (N. California) — I

vpc-06736863 o
| — UIS West (Orecon) —

[1



Domain Name: | ;. nartest.com 8|

Comment: for testing

Type: Private Hosted Zone for Amazon VPC v

A private hosted zone determines how traffic is
routad within an Amazon VPC. Your resources are
not accessible outside the VPC. You can use any
domain name.

VPCID: |\ e 40944027 | us-east-1

Important

To use private hosted zones, you must set
the following Amazon VPC settings to
true:

* enableDnsHostnames

» enableDnsSupport
Learn more

Back to Hosted Zones Create Record Set

Q Record Set Name X | AnyType v

Name +  Typev Value

ns-1536 awsdns-00.co.uk
ns-0 awsdns-00.com
ns-1024.awsdns-00.org

internaltest com. NS

Domain Name - Type ~ Record Set Count~ Comment

[} internaltest.com. Private 2 for testing

[1



Create Hosted Zone

Qs

ch all fields

Domain Name ~

@  intemnaliest.com

Goto Record Sets

Type ~

Private

Record Set Count~

2

X

All Types

Delete Hosted Zone

v Type

Hosted Zone ID:
Displaying 1101 out of 1 Hosted Zones & &

Private Hosted Zone for Amazon VPC
ZCEHNTMISRWYM

Record Set Count:2

Comment Hosted Zone ID -

for testing ZCEHNTMISRWYM

Associated VPCs:

Comment:

Tags:

VPC ID:

for testing &

View and manage tags for your
haosted zones using Tag Editor

vpc-40944d27 | us-east-1 ©

vpc-57906b33 | ap-northeast-1 ©

VpC-Ungazeoc

vpe-T1805215
— US East {Ohio) —
vpc-18689471
us w N.
vpe-0B736863

— Us

vpe-5331bf07

Associate New VPC

Dashboard

Health checks

Traffic flo

Traffic policies

Palicy records

Create

Q, Search all fields

Domain Name v

internaltest.com.

ed Zone

Displaying 1 to 1 out of 1 Hosted Zones

Go to Record Sets Delete Hosted Zone
b4 All Types v

Type -~ Record Set Count~ Comment

Private 4 for testing

[




Edit Record Set

MName: test internaltest.com. &

Type: A — IPv4d address v
Alias: O ves ® Ho

TTL (Seconds): 300|| 1m || S5m ([ 1h || 1d

Value: | 47534921133

IFw4 addrass. Enter multiple addresses
on separate lines.

Example:
182.0.2.235
188.51.100.234

Routing Policy: Weighted hi

Route 53 responds to queries based on weighting that you specify in this
and other record sets that have the same name and type. Leamn More

Weight: 1

Set ID: | tZ instance

Description of this record set that is unique
within the group of weighted sets.
Example:
My Seattls Data Center

Associate with Health Check: () ves ® Mo

Save Record Set

[1



Name: test internaltestcom. %
Type: A —|Pv4 address T
Alias: Yes (= Mo

TTL (Seconds): 200 || Am || 5m || 1h || 1d

Value: | 410,193

|IPw4 address. Enter multiple addrasses
on separate lines.

Example:
182.0.2.235
188.51.100.234

Routing Policy: Weighted v

Route 53 responds to gqueries based on weighting that you specify in this
and other record sets that have the same name and type. Leam More

Weight: 4

Set ID: | large instance

Description of this record sat that is unique
within the group of weighted sets.
Example:
My Seatte Data Canfer

Associate with Health Check: O ves ® o

Save Record Set

Name ~ Type -~ Value = TIL -~ Weight~ SetlD
test.internaltest.com. A 172.31.21.133 300 1 12 instance
testinternaltest.com. A 10.0.10.193 300 4 large instace

[1




Dashboard

Hosted zones

Traffic flow

Traffic policies

Palicy records

Welcome to Route 53 health checks

Route 53 health checks monitor the health and performance of your application's servers, or e
name or an |P address and a port to create HTTF, HTTPS, and TCP health checks that check

eate health check [ S

Health check concepts

Create health check

I Step 1: Configure health check

Step 2:

Get notified

when health check fails

Configure health check %]

Route 53 health checks let you track the health status of your resources, such as web servers or mail servers, and take action when an
outage occurs.

Name | test!-primary-server [i)
What to monitor @ Endpoint [i]

Status of other health checks (calculated health check)
State of CloudWatch alarm

Monitor an endpoint

Multiple Route 53 health checkers will try to establish a TCP connection with the following resource to determine whether it's healthy.
Learn more

Specify endpoint by ® IP address Domain name
Protocol | HTTP -0
IP address = | 13.126.115.170 [i]
Host name | www.example.com (i}
Port* 80 i)
Path /| images i)

» Advanced configuration

Health check type Basic - no additional options selected (View Pricing)

* Required Cancel

[1



~ Advanced configuration
Request interval
Failure threshold *
String matching
Latency graphs
Invert health check status

Health checker regions

@ Standard (30 seconds)
3 o

® No Yez @

o
[i]

Customize ® Use recommended €

US East (N. Virginia)

US West (N. California)

US West (Oregon)

EU (Ireland)

Asia Pacific (Singapore)
Asia Pacific (Sydney)

Asia Pacific (Tokyo)

South America (S&o Paulo)

Fast (10 seconds) €@

Create health check

Step 1: Configure health check
I Step 2: Get notified when health check fails

Get notified when health check fails

Click yes, if you want

notifications

Create alarm @ Yes No @

to send notification

If you want CloudWatch to send you an Amazon SNS Aotification, such as an email, when the status of the health check changes to
unhealthy, create an alarm and specify where to s

CloudWatch sends you an Amazon SNS notification whenever the status of this health check is unhealthy for one minute.

Send notification to Existing SNS topic

Topic name * | HealthCheckNotification

Recipient email addresses * | modijhalak@gmail.com

* Required

@ New SNS topic @

o
o

Cancel

Previous Create health check

[1




TTL (Seconds):

gol(| 1m || Sm || 1h || 1d

Value:

Example:

13.126.115.170

IFvé addrass. Enter multiple addresses

on separate lines.

18202235
103.51.100.234

Name - Status Description - Alarms ID
el test1-primary-server s Healthy http://13.126.115.170:80/ @ 1of1in OK 6a82c731-a30!
Info Alarms Tags Health checkers Latency

Click on a graph to see an expanded view. View metfrics in CloudWatch
Health checks () testi-primary-server
Time range | Last hour ~ | & Refresh
Health check status Health checkers that report the endpoint healthy (percent)
12 120
10 * oo 100 ‘m
08 | ‘ &0 |
06 | Il 60 |
04 ‘I f 40 ‘l
02 | 20 }
- -l
08103 03108 05/05 03/08 08/08 08/08 08/08 08108
Create Record Set
Name: test1 | .internaltest.com.
Type: A —|Pv4 address r
Alias: () Yes ® No

[




Routing Policy: Failover T

Route 53 responds to gueries using primary record sets if any are

healthy, or using secondary record sets otherwize. Leam Maors

Failover Record Type: & Primary (O Secondary

Set ID: | test1-Primary

Associate with Health Check: ® ves Mo

When responding to gueries, Route 53 can omit resources that fail

haalth checks. Leam More

Health Check to Associate: | test1-primary-server v
L k
Create
“nvw.examp]e.cnm \ﬂﬂ\r‘.examp]e.cnm
Primary. Secondary Secondary
[ 3
NS Record NS Record NS Record I NS Record
172.31.21.132 10.0.10.193 I 172.31.21.133 I 10.0.10.193
Health Check Health Check I Health Check
17231.21.133 10.0.10.193 | I 10.0.10.193
J
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Create health check

| Step 1: Configure health check

Step 2: Get notified when health check fails

Configure health check 2]

Route 53 health checks let you track the health status of your resources, such as web servers or mail servers, and take action when an
outage occurs.

Name | test2-primary-webserver [i]

What to monitor Endpoint [
Status of other health checks (calculated health check)
® State of CloudWatch alarm

Monitor CloudWatch alarm
The status of this health check is based on the state of a specified CloudWatch alarm.
CloudWatch region | us-east-1 il

CloudWatch alarm * | HighCPUThreshold - 20

Choose an existing CloudWatch alarm or create (' a new one.

HighCPUThreshold (us-east-1) =

Details Average of CPUUtilization »= 70 for 2 consecutive ~ CPUUtilization
. . . 10
periods of 5 minutes (10 minutes)

08

Namespace AWS/EC2 05
Dimensions Instanceld = i-0bcab82c096b2=2060 04
Current state  OK. 0z

0. Peomsmsn oue oe, fuse f ue,fadf,
03108 0808 08/08 03108 0808
1400 1500 1600 1700 1800
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Chapter 7: Cloud Security and Network
Compliance

Platform, Application, Identity $ Access Management
Operating System, Network & Firewall configuration

Client/Server Side Encryption + Network Protection

AWS Global Infrastructure

AWS

Availability Zones Edge Locations

AWS Global Infrastructure

B

=7 Networking & Content
Delivery

VFPC

CloudFront -silis—
Direct Connect

Route 53

CloudFront Distributions

Create Distribution Distribution Settin|

Miewing .| Apy Delivery Method s Al
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sep 1 seectaemery metnea | O€1€Ct @ delivery method for your content. Q

Step 2: Create distribution
Web

Create a web distribution if you want to

= Speed up distribution of static and dynamic content, for example, .himl, .css, .php, and graphics files.
+ Distribute media files using HTTP or HTTPS

= Add, update, or delete objects, and submit data from web forms.

= Use live streaming to stream an event in real time.

“You store your files in an origin - either an Amazon S3 bucket or a web server. After you create the distribution, you can add more origins to the distribution

RTMP

Create an RTMP distribution to speed up distribution of your streaming media files using Adobe Flash Media Server's RTMP protocol. An RTMP distribution allows an end
user to begin playing a media file before the file has finished downloading from a CloudFront edge location. Note the following;

= To create an RTMP distribution, you must store the media files in an Amazon S3 bucket.
= To use CloudFront live streaming, create a web distribution

Get Started

Cancel

Step 1: Select delivery method create DiStribUtion

Step 2: Create distribution Ol'lgln Semngs
Origin Domain Name  gc2. compute-1.amazonaw (i)
Origin Path || [i]
Origin ID | custom-ec2- compute-1.an (i ]

Alternate Domain Names | testing.example.com|
(CNAMES)

Object Caching Use Origin Cache Headers
* Customize

Learn More

Minimum TTL |

Maximum TTL | 31536000

Default TTL  8s400

[



SSL Certificate

* Default CloudFront Certificate (*.cloudfront.net)

Choose this option if you want your users to use HTTPS or HTTF to access your confent
with the CloudFront domain name (such as
hitps://d111111abcdefs.cloudiront.netlogo.jpag).

Important; If you choose this option, CloudFront requires that browsers or devices support
TLSv1 or later to access your content.

Custom SSL Certificate (example.com)

Choose this option if you want your users to access your content by using an alternate
domain name, such as hitps:fiwww example.com/logo jpg.

You can use a certificate stored in AWS Certificate Manager (ACM) in the US East

(N. Virginia) Region, or you can use a certificate stored in 1AM.

Logging ® On
Off
Bucket for Logs s3.amazonaws.com
Log Prefix  cloudfront
Cookie Logging ® On
off

Create Distribution
Origin Settings
Origin Domain Name
Origin Path
Origin ID

Origin S5L Protocols

Qrigin Protocol Policy

Origin Read Timeout
Origin Keepalive Timeout
HTTP Port

HTTPS Port

Origin Custom Headers

ec2-34-231-93-46.compute-1.amazonaw [i]
(i}
Custom-ec2-34-231-93-46 compute-1.ar [i]
< TLSv1.2 [i]
< TLSv1A
4 TLSv1
SSLv3
® HTTP Only [i]
HTTPS Only
Match Viewer
30 i}
5 i}
80 i}
443 o
Header Name Value

[




Compress Objects Automatically

Lambda Function Associations

Distribution Settings
Price Class
AWS WAF Web ACL

Alternate Domain Names
(CNAMESs)

S5L Certificate

Yes [i]
@ No
Leam Mare

Event Type Lambda Function ARN [i]
v [+

Use All Edge Locations (Best Performance) + i}

None w i}

testing.example.com (i}

£

® Default CloudFront Certificate (*.cloudfront.net)

Choose this option if you want your users to use HTTPS or HTTP to access your content
with the GloudFront domain name (such as

hitps:/d111111 abcdefs. cloudfront.netlogo.jpg).

Important: If you choose this option, CloudFront requires that browsers or devices support
TLSw1 or later to access your content

L Ca

Custor e (example.com):

Chaose this oplion if you want your users to access your content by using an allemate
domain name, such as hifps:/iwww.example.com/logo.jpg.

“You can use a certificate stored in AWS Certificate Manager (ACM) in the US East

(M. Virginia) Region, or you can use a certificate stored in |AM.

Request or Import a Certificate with ACM

Leamn more about using custom SSL/TLS cerfificates with CloudFront.
Learn more about using ACKM

[



Default Cache Behavior Settings

Path Pattern

Viewer Protocol Policy

Allowed HTTP Methods

Default (*)

& HTTP and HTTPS
Redirect HTTP to HTTPS
HTTPS Only

# GET, HEAD
GET, HEAD, OPTIONS

(i)

(i)

GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

Cached HTTP Methods GET, HEAD (Cached by default) [i]
Forward Headers | None (Improves Caching) ~ [i]
Object Caching @ Use Origin Cache Headers [i]
Customize
Leam More
Minimum TTL | [i]
Maximum TTL | 31535000 [i]
Default TTL | gg400 [i]
Forward Cookies | Nong (Improves Caching) [i]
Query String Forwarding and None (Improves Caching) (i}
Caching
Smooth Streaming Yes i)
® No
Restrict Viewer Access Yes i)
{Use Signed URLs or @ No
Signed Cookies)
Supported HTTP Versions ~ ® HTTP/2, HTTP/1.1, HTTP/1.0 [i]
HTTP/1.1, HTTPI.0
Default Root Object i}
Logging ©® On [i]
Off
Bucket for Logs | jmodi-testing s3.amazonaws.com [i]
Log Prefix | cloudfront [i]
Cookie Logging On i}
® Off
Enable IPv6 = [i]
Leam more
Comment [i]
Ed
Distribution State  ® Enabled [i]
Disabled

Cancel

Back

[




CloudFront Distributions

Create Distribution

c % e a

Viewing ;| Any Delivery Method Any State v & < Viewing 1to1of1items 3 3
Delivery Method 1D ~  Domain Name Comment origin CNAMEs Status State Last Modified
Q@ web E 5 cl aws-web-1 Deployed  Enabled 11121
CloudFront Distributions > E 5
General Origins Behaviors Error Pages Restrictions Invalidations Tags
Edit
Distribution ID E 3
ARN am:aws:cloudfront: -distribution/E 5
Log Prefix -
Delivery Method \Web
Cookie Logging Off
Distribution Status Deployed

Comment

Price Class

AWS WAF Web ACL

State

Alternate Domain Names (CNAMEs)
SSL Certificate

Use All Edge Locations (Best Performance)

Enabled

Default CloudFront Certificate (*.cloudfront.net)

Domain Name

d bg.cloudfront.net

Custom SSL Client Support
Supported HTTP Versions

HTTR/2, HTTR/1.1. HTTP/1.0

IPvé Disabled
CloudFront Distributions > E3FQPCA3VNLHRS { G
General Origins Behaviors Error Pages Restrictions Invalidations Tags

CloudFront compares a reguest for an object with the path patterns in your cache behaviors based on the order of the cache
behaviors in your distribution. Arrange cache behaviors in the order in which you want CloudFront to evaluate them

Precedence

Change Precedence

= Path Pattern Origin

0 Default (9 E

Viewer Protocol Policy

57 HTTP and HTTPS No

Forwarded Query Strings

Viewing 1to 1 of 1 Items

Trusted Signers

[




‘ Amazon 53

‘ Q Search for bucl

Create bucket Delete bucket Empty bucket

Create bucket
(:‘D Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name

s3-testing-1

Region

US East (N. Virginia)

Copy settings from an existing bucket

Seiect bucket (optional) 1Buckets ~

Amazon 83 > s3-testing-1

Overview

US East (N. Virginia) &

Create folder

This bucket is empty. Upload new objects to get started.

[1



@ Select files

4 Files

@ Set permissions

Upload

Size: 362.9KB  Target path: s3-testing-1

ASA png
-39KB

Capture PNG
-254 KB

new AWS Certs png
-107.5 KB

img.png
- 2261 KB

X

@ Set properties @ Review

Step 1: Select delivery method

Step 2: Create distribution

Create Distribution
Origin Settings
Origin Domain Name
Origin Path

——————— OriginiD

Restrict Bucket Access

Origin Access Identity

Comment

Grant Read Permissions on
Bucket

s3Hesting-1.53 amazonaws.com

S3-53-testing-1

Yes —~f———————
Ne

Create a New Identity =
Use an Existing |dentity

access-identity-s3-test1

Yes, Update Bucket Policy
No, | Will Update Permissions

e @ @ @

-]

-]

Enler a description for the origin. This value lets you distinguish multiple origins in the sams
distribution from one another. The description for each erigin must be unique within the Gistibution

If you want fo require that users always access your Amazon $3 content using CloudFront URLS, not
Amazon $3 URL, click Yes. This is useful when you are using signed URLS or signed cookies fo
restrict access fo your content. In the Help, see "Serving Private Content through CloudFront™.

To require that users always access your Amazon 53 content using CloudFront URLS, you assign a
special CloudFronl user-an g access dentfy 10 your argin, You can iler creale  hew rigin
access idenlity or reuse an existing one (Reusing an exisiing ideniity is recommended for

Common use case). Addiional confguralion % reauied. n the Help, s -Senving Prvate Corlent
through CloudFront".

Enter a comment that you can use o identify the new origin acoess identit later, for example, "Static
content for example.com”

1 you want CloudFront to automatically grant read permission 1o the origin access identity when you
create the distribution. o CloudFront can access objects in your Amazon 53 bucket, click Yes,
Updale My Bucket Permissions. Whichever option you choose, you should review permissions on
the buckel.

[1




Distributions

What's New #
General

lucs Edit

Cache Statistics

Meonitoring and Alarms
Popular Objects

Top Referrers

Usage

Viewers

Howr-to Guide

Origin Access |dentity

CloudFront Distributions > EI B

Origins Behaviors

Distribution ID

ARN

Log Prefix

Delivery Method

Cookie Logging
Distribution Status
Comment

Price Class

AWS WAF Web ACL

State

Alternate Domain Names (CNAMEs)
SSL Certificate

Domain Name

Custom S5L Client Support
Supported HTTP Versions
IPv6

Default Root Object

Last Modified

Log Bucket

Click here to create

"Restriction”
Error Pages Restrictions Invalidations Tags
E 5
arn:aws:cloudfront:: 7t 17 distribution/E? 5
Web
Off
Deployed

Use All Edge Locations (Best Performance)

Enabled

Default CloudFront Certificate (*.cloudfront.nat)

d 1g.cloudfront.net
HTTR/2. HTTP/M.1, HTTRA.0
Disabled

2016-09-28 11:12 UTC+5:30

CloudFront Distributions > E

General Crigins

Behaviors

Error Pages

Restrictions Invalidations Tags

If you need to prevent users in selected countries from accessing your content, you can specify either a whitelist (countries where
they can access your content) or a blacklist {countries where they cannot). For more information, see Restricting the Geographic
Distribution of Your Content in the Amazon CloudFront Developer Guide.

Edit

Restriction

Geo Restriction

~af— Click

"Edlt "

Status

Disabled

to enable

Type

[




Edit Geo-Restrictions
Geo-Restriction Settings

Enable Geo-Restriction @ Yes The countries list contains the countries where
No /Q,'- vou want CloudFront to distribute your data
® Whitelist

Restriction Type . . . ;
P Blacklist - o The countries list contains the countries where
you do not want CloudFront to distribute your data

Countries
gfﬁ\ﬁnﬁgﬂm’s s IN - INDIA Add the country vou want
AL — ALBANIA L ] to allow/disallow
DZ - ALGERIA =<<Remove
AS -- AMERICAN SAMOA S
AD - ANDORRA -
CloudFront Distributions > E 5
General Origins Behaviors Error Pages Restrictions Invalidations Tags

You can configure CloudFront to respond to requests using a custom error page when your origin returns an HTTP & or 5xx
status code. For example, when your custom origin is unavailable and returning 5xx responses, CloudFront can return a static
error page that is hosted on Amazon 53. You can also specify a minimum TTL to control how long CloudFront caches errors. For
more information, see Customizing Error Responsas in the Amazon ClovdFront Developar Guide.

ate Custom Ei

Respo

Create Custom Error Response
Custom Error Response Settings

HTTP Eror Code | 404 Not Found - Select the HTTP status code for which you want CloudFront to retum a custom error respanse to the viewer

Error Caching Minimum TTL 59
(seconds)

The minimum amount of time (in seconds) that you want CloudFront fo cache an eror response before forwarding another request ta your erigin. The default
fime is 300 seconds.

Customize Error Response @ Yes
No

Select whether you want CloudFrant to return a custom error page to the Viewer when your ofigin Fetums an error to GloudFront. If you select Yes, you must
specify both Response Page Palh and HTTP Response Gode.

Response Page Path  jgrror html Enter the path and file name of the custom emor page for this HTTP status code, for example, /ervor-pages/403-forbidden. himi

e ¢ @ e @

HTTP Response Code | 200: oK Select the HTTP stafus code that you want CloudFront o return fo the viewer along vith the custom error page.

Cancel Create

[] Management Tools
-

CloudFormation
CloudTrail
Config
OpsWorks
Service Catalog
Trusted Advisor
Managed Services

[



Services Resource Groups v i

CloudWatch -‘—m

Dashboards

p Filter: All alarms v
State

Billing
Create Alarm X
1. Select Metric 2. Define Alarm
Browse Metrics |« QCPU b4 € € 1waoiamerics 3 ¥
Instanceld - | InstanceName - | Metric Name -
O i 50 Ansible CPUCreditBalance
O -0 30 Ansible CPUCreditUsage
| i-00 30 Ansible CPUUtilization -
Title: CPUUtilization & Average v 5 Minutes ~ Update Graph _H=m
w Time Range
0.068
Relative | Absolute | | UTC (GMT) A
0.034 From: | 12.07 hoursago ¥
To: |0 hoursago ¥
0 Zoom: 1h|3h|6h|12h|1d]| 3d | 1w | 2w
06:30 07:30 08:30 0930 10:30 11:30 12:30 13:30 14:30 1530 1630 17:30 (|
@i 0 (Ansible) w Left Y-axis

Cancel

Alarm Threshold

Provide the details and threshold for your alarm. Use the graph on the right to help set the
appropriate threshold.

Name: | HighCPUThreshold

Description: | ywhen CPU ==70%

Whenever: CPUUtilization
is: =¥ 70

for: 2 consecutive period(s)

[1



Actions

Define what actions are taken when your alarm changes state.

Natification Delete
Whenever this alarm: | State is ALARM v
Send notification to: HighCPU Select list €W
Email list: |modijhalak@gmail.com /
+ Notification + AutoScaling Action + EC2 Action

ceal

CPUUtilization == 70
30
60
40
20
e A
8i04 8/04 8/04
06:00 07:00 0500
Namespace: AWS/EC2
Instanceld: | 0
InstanceName: Ansible
Metric Name: ' cpuutiization
Peried: | 5 Minutes v
Statistic: @ Standard Custom
Average v .
Previous

[




Confirm new email addresses

Check your email inbox for a message with the subject "AWS Notification - Subscription
Confirmation”™ and click the included link to confirm that you are willing to receive alerts to that
address. AWS can only send notifications to confirmed addresses

Waiting for confirmation of 1 new email address

t» modijhalak@gmail. com  Resend confirmation link

Mote: You have 72 hours to confirm these email addresses

| will do it later iew Ala

CloudWatch %
Dashboards « Your alarm HighCPUThreshold has been saved
| Alarms ]
oso
Filter: Allalarms v Q, Search Alarms X € € ttotoftaams 3 P
OK 1] State - Name - Threshold ~ | Config Status.
Billing oK HighCPUThreshold CPUUtilization >= 70 for 10 minutes Pending confirmation
Events
AWS Notification - Subscription Confirmation Inbox  x ]

AWS Notifications <no-reply(@sns.amazonaws.com=

to me |

You have chosen to subscribe to the topic:

arn:aws:sns:us-east-1:7. 97:HighCPU

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):

Confirm subscription

1:50 PM (15 minutes ago)

-

Please do not reply directly to this email. If you wish to remove yourself from receiving all fufure SMS subscription confirmation

requesis please send an email fo sns-opi-out

[1




Create Alarm

1. Select Metric 2. Define Alarm

Browse Metrics | = O i-0

[ P00 50

Title: StatusCheckFailed_System #
1.00
08
06

04

02

X

Ansible

Average v

5 Minutes v

08101 08/02
@0l __lliiZ.30 (Ansible)

0802

08/03

0803 0&/04

1€ € 1wtscttamenics 3 2

StatusCheckFailed_System

Update Graph _ M-
w Time Range
[Relative | [ Absolute | [ UTC (GMT) v
From: | 3 days ago v
To: |0 days ago L
Zoom: th|3h|6h|12h|1d]|3d| 1w | 2w

w Left Y-axis
Limits Min 0 Max
Auto Auto
Cancel m
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Create Alarm

1. Select Metric

Actions

2. Define Alarm

Define what actions are taken when your alarm changes state.

Notification

Whenever this alarm:
Send notification to:

Email list:

EC2 Action

Whenever this alarm:

Take this action:

State is ALARM

HighCPU

¥ | Newlist Enterlist €

modijhalak@gmail.com

State is ALARM

® Recover this instance €

Stop this instance @

Terminate this instance @

Reboot this instance €

This will auto recover your EC2 instance (i-00
You can only recover certain EC2 instance types. Please see documentation.

30)

Statistic: @® Standard
Average
Delete
Delete
Cancel | Previous

Custom

v

-

Create Alarm

2

Management Tools

CloudWatch
CloudFormation

CloudTrail
Config
Ops\Works

Service Catalog

Managed Services
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I Dashboard
Cost Optimization
Performance
Security

Fault Tolerance

Trusted Advisor Dashboard

Cost Optimization Performance Security

i @ |

&0

Fault Tolerance

T

Preferences
0@ 0A 00 1@ 0A 00 34 0A 20 0@ 0A 00
Recommended Actions
[ ! ] Security Groups - Specific Ports Unrestricted Refreshed: a few seconds ago | odu it
Checks security groups for rules that allow unrestricted access (0.0.0.0/0) to specific ports.
3 of 9 security group rules allow unrestricted access to a specific port.
» O MFA on Root Account Refreshed: a few seconds ago £ =
Checks the root account and warns if multi-factor authentication (MFA) is not enabled
MFA is not enabled on the root account.
» IAM Use Refreshed: afewseconds ago | o At
3 i i X + ~
v Security Groups - Specific Ports Unrestricted Refreshed: a minute ago - Hir

Alert Criteria

Green: Access to port 80, 25, 443, or 465 is unrestricted.

Red: Access to port 20, 21, 1433, 1434, 3306, 3289, 4333, 5432, or 5500 is unrestricted.
Yellow: Access to any other port is unrestricted.

Recommended Action

Resirict access to only those IP addresses that require it. To restrict access to a specific P address, set the suffix to /32 (for example, 192.0.2.10/32)

Be sure to delete overly permissive rules after creating rules that are more restrictive

Additional Resources

Amazon EC2 Security Groups

List of TCP and UDP port numbers (Wikipedia)
Classless Inter-Domain Routing (Wikipedia)

3 of 9 security group rules allow unrestricted access to a specific port.

Exclude & Refresh | Item View | Included items v

Region Security Group Name Security Group ID Protocol
us-easi-1 _WEB_SG 5g-5. T fcp
us-east-1 _WEB_SG 5g-5. - tcp
us-west-2 Ansible-3G sg-c. A icmp

Frem Port

22

3308

Columns View = Columns Display

M «1to30f3 W W View| 20 v

To Port
22

3306

[1




— -
[ T Services Resource Groups v

Cloudwatch Welcome to CloudWatch Events
Dashboards

Al CloudWatch Events helps you to respond to state changes in your AWS
arms 4 can create rules that maich selected events in the stream and route ther|
example, you can configure rules to:

o o « Automatically invoke an AWS Lambda function to update DNS entrie
« Direct specific API records from CloudTrail to a Kinesis stream for de

Billing + Take a snapshot of an Amazon EBS volume on a schedule

| Events -ie—""

Event Buses =W
Logs
Metrics Start Responding to CloudWatch Events

Step 1: Create rule

Create rules to invoke Targets based on Events happening in your AWS environment.

Event Source

Build or customize an Event Pattern or set a Schedule to invoke Targets.

@ Event Pattern @ Schedule @

Build event pattern to match events by service b
Service Name Trusted Advisor -
Event Type All Events -

Build an event pattern to match all events from this service

* Event Pattern Preview Copy to clipboard  Edit

{

"source™: [

"aws .trustedadvisor"

[




@ Event Pattern @ Schedule @

Build event pattern to match events by service

Service Name Trusted Advisor -
Event Type Check ltem Refresh Status -
Any status @ Specific status(es)

% | ERROR || ¥ | WARN -

@ Any check Specific check(s)
-~ 0

Any resource 1D @ Specific resource |D(s)
am:aws:ec2:us-east-1::security-group/* Q
L]
Targets

Select Target to invoke when an event matches your Event Pattern or when
schedule is triggered.

SNS topic - [}

Topic® HighCPU -

~ Configure input

® Matched event €@
Part of the matched event @
Constant (JSON text) @
Input Transformer @

© Add target

[



Cancel Configure details

Step 2: Configure rule details
Rule definition

Name™ | TrusterAdvisor_Emor_Wam

Description | sends an email for error and warning status in Trusted
Advisor .

State I Enabled \

CloudWatch Events will add necessary permissions for targef(s) so they can be invoked when this rule is triggered.

* Required Cancel Back

@ Success ®

Rule TrusterAdvisor_Error_Warn_Alert was created

Rules

Rules route events from your AWS resources for processing by selected targets. You can create, edit, and delete rules.

e o

Status Al ~ | Name « < Viewing1to1of1Rules > »
Status Name Description
| ® [ ] TrusterAdvisor Emor_Warn_Alert Sends an email for error and waming status in Trusted Advisor

[



Manage User Permissions Review PO"Cy
e permissions by editing the following policy document. For more information about the access policy language, see Overview of Policies in the

M guide. To test the effects of this policy before applying your changes, use the 1AM Policy Simulator

Type Policy name Policy Name
\‘Icloudha[:h—lngs—pnlmy
Policy Document
=

“Version®
- “Statement": [

. =
*Effect":
e the T "Action®: [

given policy “logs

12-10-17°,

Click Apply Policy

*arn:aws:logs:*:

[v] Use autoformatting for policy editing Cancel | validate Policy | LIRS

| CloudWatch

Dashboards o
Alarms 4
Metric
Billing
Events You do n
performar
Rules
Event Buses " Get startg
your metr]
Metrics Goto An
Alarm

[1




Dashboard Log Groups

Alarms Create Log Group Delete Log Group
q
NSUFFICIE! © | Filter: X
Log Groups Expire Events After
Billing A Expire
||-°9‘ Expire
Metrics Narflon/messanes Expire
ever Expire
DynamoDB
E8s
EL New group created which will keep logs of
RDS Ivar/log/messages
s3 Note: You can provide it customize name also
SHS

Metric Filters

Management Tools

CloudWatch
CloudFormation

CloudTra| —sf—
Config

OpsWorks

Service Catalog

Trusted Advisor
Managed Services

AWS CloudTralil

AWS CloudTrail provides a record of your AWS API calls. You
can use this data to gain visibility into user activity, troubleshoot
operational and security incidents, or to help demonstrate

compliance with internal policies or regulatory standards.

Get Started Now

[




Turn on CloudTrail
Trail name* Testing
Apply trail to all regions @® Yes No 1]

Management events

Management events are operations that occur on your AWS account and resources, such as the Amazon EC2 Runinstances API. Learn more.

Read/Write events ® Al Read-only Write-only None i}
Create a new 53 bucket Yes @ No
53 bucket® | jmodi-testing Al i

- Advanced :

Provide Log prefix, Otherwise it will take @

Log file prefix default location specified below

Location: /
Encrypt log files Yes @® No © g——— Click yes, 1f you want AWS KMS to encrypt your log files.

Enable log file validation @® Yes No [i]

choose Yes if you want to be notified each time a log 15 delivered to
Send SNS notification for Yes @ No & €4—— vour bucket. CloudTrail stores multiple events in a log file. SNS
" . notifications are sent for every log file, not for every event
every log file delivery :

- Required fld O—

[1



AP activity history Trails

| Trails Deliver logs to an $3 bucket. CloudTrail events can be processed by one frail for free. There is a charge for processing events by additional trails. For
P more information, see Pricing
Create trail
Name - Region ¥ S3 bucket & Log file prefix = CloudWatch Logs Log group - Status 4
aws-infra-logs All jmodi-testing L]

Contact Information

Please provide the email address and the associated name of the AWS account owner with which you have used to log into this form. The
AWS Account |ID number of the account used to log into this form will be sent along with your submission. If you would like to request testing
for a different account, please log out and log back in with the account for which you want to test.

Your Name:*

Company Name*

Email Address

Additional Email Address

Additional Email Address

Additional Email Address

Third Party Contact Information

[



Scan Information

IP Addresses to be scanned {Destination)*

Are the instances the source of the scan or the target of the scan?*
Source

Target

Instance 1Ds”

Scanning IP addresses (Source)”

Total Bandwidth {Please provide expectad Gbps)*

[




What region are these instances in?”
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Tokyao)
Asia Pacific (Sydney) -
Time Zone
GMT -11 v
Start Date and Time (YYYY-MM-DD HH:MM)*

End Date and Time (YYYY-MM-DD HH:MM)*

Additional Comments

Terms and Conditions

Furthermore, you are responsible for any damages to AWS or other AWS customers that are caused by your penetration testing activities.
AWS Policy Regarding the Use of Security Assessment Tools and Services Agreement”
*| agree
| do not agree

[



Chapter 8: Troubleshooting and VPC Limits

Instance 1D ~  Instance Type -~ Availability Zone ~ Instance State - Status Checks ~ Alarm Status Public]

i-0bcab82c096b2e060  t2.micro us-sast-1a @ running & 22 checks ...  None Y ec2-34

Eb2e060 (Ansible) Public DNS: ec2-34-203-222-239.compute-1.amazonaws.com

Checks Monitoring Tags Usage Instructions
lnce ID  i-0bcabB82c096b2e060 Public DNS (IPv4)  ec2-34-203-222-239 compute-
1.amazonaws.com

ke state  running IPvd Public IP 34.203.222.239
ce type t2.micro IPvE IPs
stic |Ps Private DNS  ip-172-31-21-133 ec2.internal
ty zone  us-east-1a Private IPs ~ 172.31.21.133

Security Groups Q Filter by attributes or search by keyword

Elastic IPs

You do not have any Addresses in this region
Placement Groups
Key Pairs Click the Create Address button to create your first Address

Network Interfaces

Allocate new address

Load Balancers

Addresses > Allocate new address

Allocate new address

Allocate a new Elastic IP address by selecting the scope in which it will be used

Allocate new address Actions

Release addresses

Q Filter by attributes or s

Associate address

@  ElasticIP Instance ~  Private IP g

B 342319346

[



Addresses > Associate address

Associate address

Select the instance OR network interface to which you want to associate this Elastic IP address (34.231.93.46)

Resource type ' Instance [i]

Network interface

Instance i-Obcab82c096b2e060

- C

Private IP | 172.31.21.133]

~-|C ©

Reassociation Allow Elastic IP to be reassociated if already attached €3

A Waming

I you associate an Elastic IP address with your instance, your current public IP address is released. Learn mare

* Required

Ganeel @

Allocate new address Actions ¥

Q Filter by attributes or search by keyword

@  ElasticIP +  Allocation ID = | Instance ~ Private IP address - Scope
B 342319346 eipalloc-fe338dcd i-Obcab82c096b2e0...  172.31.21.133 vpc
Elastic IP: 34.231.93.46

ing Tags Usage Instructions

c096b2e060 Public DNS {IPv4)  ec2-34-231-93-46 compute-
1.amazonaws.com
IPv4 Public IP 34.231.93.46
|Dys 1D

[




Instance: | i-0bcab82c096h2e060 (Ansible) Elastic IP: 34.231.93.46

Description Status Checks Monitoring Tags Usage Instructions

Instance ID  i-0bcab82c096b22060

Instance state  running
Instance type  t2.micro
Elastic IPs  34.231.93.467
Availability zone  us-east-1a

Security groups  Ansible-Controller-SG . view inbound rules

Public DNS {IPv

IPv4 Public |
IPvE IH
Private DN
Private IH

Secondary private IH

Scheduled events ~ No scheduled events VPC |
AMIID  CentOS Linux 7 x86_64 HVM EBS 1704_01- Subnet |
b7ee8ab9-2297-4a459-%eb68-aface216db2e-
ami-d52f5bc3.4 (ami-46c1b650)
CL Group ID : sg-faf9468b Add filter
B Name = Group ID +  Group Name -~ VPCID
[ ] sg-faf9468b Ansible-Controller-SG vpc-40944d27
Security Group: sg-faf3468h
Description Inbound Outbound Tags
Group name  Ansible-Controller-SG Gro

Group ID  sg-faf9463b

[1



Security Group: sg-fafe468b

Add Rule

All ICMP - IPv4
All ICMP - IPV6
Al traffic

SMTP

DNS (UDP)

DNS (TCP)

HTTP

FOP3

IMAP

LDAP

HTTPS

SMTES -
S5H v

Add Rule

Protocol (i) Port Range (i)
Echo Reply v NIA
Echo Reply v NIA
[Tce | 22

Description Inbound Outbound Tags
Edit
Type (i) Protocol (i) Port Range (i) source (i)
Custom ICMP Rule - 1Pv4 Echo Reply NIA 00000
Custom ICMP Rule - IPv4 Echo Reply N/A =0
SSH TCP 22 0.0.0.0/0
SSH TCP 22 /0
Edit inbound rules X
Type (i) Protocol (i) Port Range (i) Source (i)
Custom ICMP ¥ Echo Reply v N/A [custom  v][o.0.0.010 | @
Custom ICMP v Echo Reply * N/A [custom v [0 | &

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that
depends on that rule to be dropped for a very brief period of time until the new rule can be created.

X

Source (i)
Custom ¥ | (0.0,0.0/0
Custom ¥ | [0

My IP v | 114143166 68/32

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that
depends on thal rule 1o be dropped for a very brief period of time until the new rule can be crealed.

>
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VPC Dashboard
Filter by VPC:

Nane v
Virtual Private
Cloud
Your VPCs
Subnets
Route Tables
Internet Gateways

Egress Cnly Internet
Gateways

DHCP Options Sets

Create Route Table Delete Route Table

Q, Search Route Tables and thei X

MName «  Route TableID ~ Explicitly|

B  Testing rtb-00496c67 0 Subnets|

rth-00496c67

Summary Routes Subnet Associations Route Propagation

Route Table ID: rth-00496¢c67 | Testing
Explicitly Associated With: 0 Subnets

[1



Create Route Table Delete Route Table

Q, Search Route Tables and thei X

Name «  Route TablelD ~
B  Testing rtb-00496c67
rth-00496c67
Summary Routes Subnet Associations Route Frop
View: | All rules v
Destination Target Status
172.31.0.016 local Active
0.0.0.0/0 igw-30ffb854 Active

Explicitly Associal~

0 Subnets

agation Tags

Propagated

No

MNo

Main

Yes

-

None

Cloud

Your VP

Subnets

VPC Dashboard

Filter by VPC:

Virtual Private

Cs

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets

[1




Create Internet Gateway ==

Q, Search Internet Gateways anc X

Detach from VPC

Name -« 1D ~ State ~ VPC -
[ ] igw-30ffb854 attached vpc-40944d27
L]
igw-30ffb854
Summary Tags
ID: igw-30ffb854 Attached VPC ID: vpc-40944d27
State: attached Attachment state: available
VPC Dashboard Actions
1

Filter by VPC "

None = QSOEIr-?’\ [} Delete VPC

Edit CIDRs
sate Name - VPCID + State =~ IPv4CIDR + IPv6 CIDR
] Edit DHCP Options Set vpc-40944d27 available 172.31.0.0016
YourvpPes Edit DNS Resolution
Subnets Edit DNS Hostnames
Route Tables
Internet Gateways
Egress Only Internet ‘
Gateways
Vpc-40944d27

DHCP Options Sets

[




Create Flow Log

Learn more about flow logs

Resources
Filter

Role*

ARN

Destination Log Group®

*: Required

~ Hide Details
Role Summary e
Role Description

IAM Role Create a new 1AM Role v

Role Name flowlogsRole

w Hide Policy Document

{
"Statement [
{

"Action": [
"logs:CreateLogGroup"
"logs:CreateLogStream"
"logs:DescribeL ogGroups”.
"logs:Describel ogStreams”
"logs:PUtLogEVents”

vpc-40944d27

All v

flowlogsRole

If you have not setup |AM permissions for the
destination CloudWatch Account you will need to do
so to use Flow Logs. Set Up Permissions

am:aws.iam.. 766339722297 rolefflowlogsRole

VPCLogs

VPC Flow Logs is requesting permission to use resources in your account

Provides creation and write access to AWS Cloudwatch groups.

Edit

Flow logs enable you to capture IP traffic flow information for the network interfaces in your resources.

o

Click Allow to give Flow Logs write access to CloudWatch groups in your account. This allows Flow Logs to publish metrics to your cloudwatch group.

Cancel eate Flow Log

Don't Allow m

[



Create VP Actions v = 3 (2]

Q, Search VPCs and their proper X 1to10f1VPC
Name -~ VPCID ~ State ~ IPv4CIDR ~ | IPv6 CIDR ~ DHCP options set ~ Route table -~ Nef
[ ] vpec-40944d27 available 172.31.0.0116 dopt-e07f3184 rtb-00496c67 | ac]
»
vpc-40944d27 [— N =]
Summary Flow Logs Tags

You can create flow logs on your resources to capture |P traffic flow information for the network interfaces for your resources. Leamn more about flow logs

Create Flow Log

Flow Lo . CloudWatch Logs . -
9 Fitter d IAM Role ARN Creation Time Status | Inherited From
D Group
. . July 30, 2017 at 1:14:33 AM
- VPCLogs w fFlow Vs R
fl-716d9d18  ALL VPClLogs amaws:iam:766339722297 role f|D\MDgSRO|EUTC+a 30 Active @
CloudWatch CloudWatch > Log Groups > VPCLogs > eni-2b725M9-all
Dashboards
~
Alarms . Expand all Row Text < k-3 Q@
Filter events all 30s 5m 1h 6h 1d 1w custom -
Time (UTC +00:00) Message
Billing
Events 2017-07-29
b 214912 2 766339722297 eni-2Mb7259 188.222.204.114 172.31.21.133 33207 22 6 1 44 1501364952 1501365011 REJECT OK
Rules > 214912 2 766339722297 eni-2Mb7259 189.236.178.143 172.31.21.133 1657 23 6 1 44 1501364952 1501365011 REJECT OK
Event Buses =" b 21:50:20 2 766339722297 eni-2M07259 27.16.122.84 172.31.21.133 0 0 1 1 104 1501365020 1501365071 REJECT OK
| Logs > 21:50:20 2 786339722297 eni-2ib7259 222.186.169.235 172.31.21.133 4360 5901 6 1 40 1501365020 1501365071 REJECT OK
» 21:5354 2 766339722297 eni-272519 106.11.141.126 172.31.21.133 53 41212 17 1 149 1501365234 1501365251 REJECT OK
Metrics > 215427 2 766339722297 eni-2fb7258 104.131.155.175 172.31.21.133 123 53105 17 1 76 1501365267 1501365311 ACCEPT OK
> 21:5427 2 766339722297 eni-2Mb72519 172.31.21.133 104.131.155.175 53105 123 17 1 76 1501365267 1501365211 ACCEPT OK
» 21:55:55 2 766339722297 eni-2M7259 78.189.169.27 172.31.21.133 62150 23 6 1 40 1501365355 1501365371 REJECT OK
» 21:55:55 2 786339722297 eni-2Mb7259 172.31.21.133 128.2.1.21 48226 123 17 1 76 1501365355 1501365371 ACCEPT OK
v 21:55:55 2 766339722297 eni-272519 128.2.1.21 172.31.21.133 123 48226 17 1 76 1501365355 1501365371 ACCEPT OK
b 215719 2 766339722297 eni-2M07259 163.172.17.76 172.31.21.133 53377 5060 17 1 893 1501365439 1501365491 REJECT OK
» _ ® _

Helpful tips

Farums
Q Manage your costs Documentation
Get real-time billing alerts based ol Training

and usage budgets. Start now
9 ? ' Other Resources

s @ﬁm Create an organization
Usa AWS Organizations for policy-based

[



Support Center

Basic Support Plan cnange

Welcome to the AWS Support Center. You can see the status of any recent support cases, explore the listed resources,

check the health of AWS services, or open a new support case.

Recent Cases seeal cases

Support Center

Create Case
Dashboard
Create Case Name  jhalak
A
Case History ccount 766339722297

Regarding” Account and Billing Support
@ Service Limit Increase

Technical Support

Limit Type*
Amazon Machine Images {AMIs)

Use Case Description®
AP| Gateway Management

Application Auto Scaling (Other than EC2 ASGs)

Application Discovery
AppStream 2.0
Athena

Basic Support Plan change

[



Limit Type* | EC2 Instances -

Request 1

Region* = US East (Northern Virginia)

Primary Instance Type* | md.large

Limit* Instance Limit

New limit value* 10

Add another request

[



Chapter 9: Pricing of VPC and Related
omponents

VPN Connections

FREE USAGE TIER: New Customers get free usage tier for first 12 months v
Resat Al Services Estimate of your Monthly Bill ($ 0.00) Common
Customer
Choose region: | US-East/US Standard (Virginia) - Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month Samples
Amazon Virtual Private Cloud (Amazon VPC) is a secure and seamless bridge between a company's existing IT infrastructure and the AWS cloud. Cleax Eom, Free "Xs";;‘“ on
VPN Connections
Description Number of |Usage Data Transfer Out Data Transfer In AWS Elastic
Connections Beanstalk Default
© |Add New Row
Marketing Web
ite
NAT Gat
oWy Large Web
Description nNumber of |Usage Data Transfer Out Data Transfer In Application (All
Connections; ©On-Demand)
© |Add tew Row Media Application
ResetAll Services Estimate of your Monthly Bill ($ 0.00) Common
Customer
Choose region: | US-East/US Standard (Virginia) v Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month Samples
Amazon Virtual Private Cloud (Amazon VPC) is a secure and seamless bridge between a company's existing IT infrastructure and the AWS cloud. Clex Eoom, Free "xs\',’ss"te on
VPN Connections
Description Humber of | Usage Data Transfer Gut Data Transfer In AWS Elastic
Connections Beanstalk Default
© | [pevvec 0 100/[ % Utilized/Ma ¥ 1/[ GBMonth ¥ 1| GB/Month v
Marketing Web
© |add New Row ite
ResetAll Services Estimate of your Monthly Bill ($ 36.60) Commen
Customer
Choose region: | US-East/ US Standard (Virginia) L] Inbound Data Transfer is Free and Outbound Data Transfer is 1 G free per region per month Samples
W% Amazon Virtual Private Cloud (Amazon VPC) is a secure and seamless bridge between a company’s existing IT infrastructure and the AWS cloud. Glean Fomm, Free VX;‘/’SSWE on
VPN Connections
Description Number of |Usage Data Transfer Out Data Transfer In AWS Elastic
Connections Beanstalk Default
@ | [Devvrc 0 100/ % Utilized/Mc ¥ 1| GB/Month ¥ 1| GBIMonth ¥
Marketing Web
Q| [Pred 1 100/ % Utiized/Mc + 0| GB/Month ¥ 0| GB/Month ¥ ite
© | Add New Row
Large Web
ResetAl Services Estimate of your Monthly Bill ($ 36.60) Common
Customer
Choose region: |US-East/ US Standard (Virginia) v Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month Samples
% Amazen Virtual Private Cloud (Amazon VPC) is a secure and seamless bridge between a company’s existing IT infrastructure and the AWS cloud. Shoax Fom, Free “X;‘:;“E on

Description Humber of |Usage Data Transfer Out Dats Transfer In AWS Elastic
Connections Beanstalk Default
© | [pevvrc 0 100|| % Utilized/Me ¥ 1|/ GBiMonth ¥ /[ GB/Menth ¥
Marketing Web
@ | [Prosve 1 100, % Utiized/ie ¥ o] GBiMontn ¥ 100/ GE/Montn ¥ ite
© |Add New Row
Large Web

[




ResetAll Services Estimate of your Monthly Bill ($ 44.25) Common
Customer
Choose region: US-East/US Standard (Virginia) v Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month Samples
I=‘ Amazon Virtual Private Cloud (Amazon WPC) is a secure and seamless bridge between a company’s existing IT infrastructure and the AWS cloud. Clear Form_ || (eSS "X;‘r‘ss‘“ on
VPN Connections
Description Number of |Usage Data Transfer Out Data Transfer In AWS Elastic
Connections Seanstalk Default
© | [pevvee 0 100 % UtilizedMo v 1| GEMonth ¥ 1/ GE/Month ¥
Marketing Web
© | |Proavpc 1 100| % UtiizedMe ¥ 100/| GBMonth ¥ 100/ GBMonth ¥ Site
© |add Hew Row
sieh
ResstAll Services Estimate of your Monthly Bill ($ 44.25) Common
Customer
Samples
Estimate of Your Monthly o
@) Show First Month's Bill(include all ene-time fees, i any) Free Website on
Below you will see an estimate of your monthly bill. Expand each line item to see cost breakout of each service. To save this bill and input values, click on 'Save and Share' button. To remove
the service from the estimate, jump back to the service and clear the specific service's form.
AWS Elastic
Save and Share | Beanstalk Default
a Amazon VPC Service (US-East) § 36.50
= = Marketing Web
VPN Connection: $ 3660 site
a AWS Data Transfer In § 0.00
US-East / US Standard (Virginia) Region: $ 0.00 Large Web
AWS Data Transfer Out § 891 Application (All
©On-Demand)
AWS Support (Basic) § 0.00
Free Tier Discount: s 126 Media Application
Total Monthly Payment: s 4425
Reset Al Services Estimate of your Monthly Bill ($ 90.69) Common
Customer
Choose region: | Us-East/US Standard (Virginia) v Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month Samples
W8 azon Virtual Private Cloud (Amazan VPC) is a secure and seamless bridge between 2 company's existing IT infrastructure and the AWS dloud. Clearform | Free ‘xﬁm‘,’g‘w on
VPN Connections
Description Number of |Usage Data Transfer Out Data Transfer In AWS Elastic
Ermrra Beanstalk Default
© | [pevvrc 0 100/[ % Utilized/Ma v 1/[ GBMonth ¥ 1/[ GBMonth ¥
Marketing Web
© | [Proavec 1 100/ % Utilized/Mc ¥ 100/| GB/Month ¥ 100/ GBMonth ¥ Site
€ | Add New Row
Application (All
NAT Gateway On-Demani
Description nNumber of |Usage Data Transfer Out Data Transfer In
Connections Media Application
© | [Prod naT 1 100/ % Utilized/Ma v 100 | GE/Month ¥ 100/ GEMMonth ¥
© |add New Row European Web
Application
FestAl Services Estimate of your Monthly Bill ($ 90.69) Common
Customer
Samples

Estimate of Your Monthly Bill

| Show First Month's Bill (include all ans-time fees, if any) Free sz\lflsswt on

Below you will see an estimate of your monthly bill. Expand each line item to see cost breakout of each service. To save this bill and input values, click on 'Save and Share' button. To remove

the service from the estimate, jump back to the service and clear the specific service's form.
AWS Elastic

Save and Share | Beanstalk Default

§ 74.04

=] Amazon WPC Service (US-East)
Marketing Web
PN Connection: § 36.60 Site
NAT Gateway § 37.44
B AWS Data Transfer In $ 0.00 Large Web
US-East / US Standard (Virginia) Region: H 0.00] Application (All
On-Demand
AWS Data Transfer Out $ 17.91
AWS Support (Basic) H 0.00]  Media Application
Free Tier Discount: 8 -1.26
Total Monthly Payment: L 90.69
European Web

Application

[



Common

Services Estimate of your Monthly Bill ($ 0.00)
Customer
Choose region: | US-East/ US Standard (Virginia) v Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per regien per month Samples
'| Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides resizable compute capacity in the cloud. It is designed to make web-scale computing easier for Gesrform | Free Website on
developers. Amazon Elastic Block Store (EBS) provides persistent storage to Amazon EC2 instances. AWS
Compute: Amazon EC2 Instances:
Description Instances |Usage Type Billing Option Monthly AWS Elastic
Cost Beanstalk Default
© |add New Row
Marketing Web
Site
Compute: Amazon EC2 Dedicated Hosts: Large Web
Application (All
Description | Number of Hosts|Usage Type Billing Option On-Demand)
© |add New Row -
Media Application
Storage: Amazon EBS Volumes: European Web
Description Volumes | Volume Type Storage 10PS Baseline Throughput | Snapshot Storage Application
© |Add New Row
Disaster Recavery
and Backup
Elastic IP:
Number of Additional Elastic IPs: 0
Elastic IP Non-attached Time: o] [HowrsMonth v

Humber of Elastic 1P Remaps: 100|[ PerMonth v

[




r— Operating System

) Windows ® Linux

) windows and Std. SQL Server () Red Hat Enterprise Linux [ EBS-Optimized

() Windows and Web SQL Server (L) SUSE Linux Enterprise Server

) Windows and Enterprise SQL Server
(9] md.16xlarge| &4 256.0 -- |10 Gigabit -- $3.200 $1.203 (&82%)
(5] m3.medium 1 3.75 55D 1 x 4 |Moderate -- $0.087 $0.028 (£1%)
o m3.large ed 7.5 55D 1 x 32 | Moderate -- $0.133 $0.052 (€1%)
] m3.xlarge 4 15.0 S50 2 x 40 |High Yes s30.28% $0.105 (€1%)
] m3.2xlarge 8 30.0 SSD 2 x 80 |High Yes $0.532 $0.20%3 (€1l%)
®  |ca.large 2 3.7 -~ | Moderate Yes $0.100 $0.033 (El%)
9] c4.xlarge 4 7.5 -- | High Yes $0.19%9 $0.0758 (61%)
o c4.2xlarge 8 15.0 -- |High Yes $0.398 $0.155 (&1%)
0 |ca.axlarge 18 30.0 -- |High Yes $0.736 $0.310 (&1%)
0 |ca.8xlarge 3s 60.0 -- |10 Gigabit Yes $1.591 $0.821 (€1%)
o c3.large el 3.7 55D 2 x 16 | Moderate -- $0.108 $0.039 (63%)
(5] c3.xlarge 4 7.5 SSD 2 x 40 | Moderate Yes $0.210 $0.079 (&2%)
(9] c3.2xlarge 8 15.0 SSD 2 x 80 |High Yes $0.420 $0.157 (&83%)
] c3.4xlarge 15 30.0 55D 2 x 160 |High Yes 50.840 $0.315 (€3%)
(9] c3.8xlarge 32 60.0 55D 2 x 320 |10 Gigabit -- $1.€30 $0.823 1€3%)
o p2.xlarge 4 51.0 -- | High -- $0.300 $0.335 (56%)
) lp2.8xlaroe 32| 488.0 -- 110 Gigabit - $7.200 $3.13§ (5&%)

— Advanced Options

* @ssumes 100% usage and Reserved Instance paid all upfront {more billing options available)

| Close | | Close and Save

[1



Select Billing Option

Instance Type: cd.large
Qperating System: Linux
Usage: 100 %% Utilized/Month

Per Instance Prices & Projected Costs (all in USD)

Total Data Processed by all ELBs:

100|| GBE/Month

v

[

Upfront Effective Effective 1 Year 3 Year
Select | Mame E
Price Hourly Cost | Monthly Cost | Cost Cost
on-Demand (Mo Contract) -—- 0.1049 T73.20 ﬂ 878.40 Z2835.20
1 % No Upfront Reserved 0.00 0.08e3 45 .35 551.38 1g55.¢54
1 Yr Partial Upfront Reserved 253.00 0.080 43 82 sz5.8a0| 1577.40
| 1 ¥r All Upfront Reserved 515.00 0.05%5 4z .32 515.040 1545.00
3 ¥r Partial Upfront Reserved 53%.00 0.041 23.35 -—= 1077.52
3 ¥r All Upfront Reserved 1013.00 0.035 Z3.14 -—= 1013.400
3 ¥r No Upfront Convertible 0.00 0.051 37.23 -—- 1340.28
. 3 ¥r Partial Upfront Convertible 820.00 0.048 34.75 - 1250.72
3 ¥r All Upfront Convertible 1214.00 0.048 33.73 - 1214.00
| Close | | Close and Save |
Storage: Amazon EBS Volumes: European Web.
Description | Volumes | volume Type Storage 10PS Baseline Throughput | Snapshot Storage Application
O Volume 1||| General Purpose SSD (gp2; ¥ 100/ GB| 300 [128 MBs/sec 100|| GB-month of Storage A
Disaster Recovery
© |Add New Row
Elastic IP:
Elastic IP:
Number of Additional Elastic IPs: 1
Elastic IP Non-attached Time: 0| Hours/Month v
Mumber of Elastic IP Remaps: 2|| Per Month v
Data Transfer:
Inter-Region Data Transfer Qut: 100/ GB/Menth v
Data Transfer Out: 100/ GB/Month v
Data Transfer In 100/ GB/Month v
VPC Peering Data Transfer: 0/| GB/Month v
Intra-Region Data Transfer: 100/ GB/Month v
Public 1P/Elastic IP Data Transfer: 100/ GB/Menth v
Elastic Load Balancing:
Mumber of Elastic LBs: 1




Estimate of Your Monthly Bill

| Show First Manth's Bill (include all one-time fees, if any)

% Below you will see an estimate of your monthly bill, Expand each line item to see cost breakout of each service. To save this bill and input values, click on 'Save and Share’ button. To remave
the service from the estmate, jump back to the service and dlear the specific service's farm.

Save and Share

Hosted Zones:

Hosted Zones: 2

Traffic Flow: 1

Standard Queries: 1| [Per Day
Latency Based Routing Queries: 0|[Per Month
Geo DNS Queries: 0|[Per Month

DNS Failover Health Checks for endpoints:

Basic Checks Within AWS: 200/ Per Month

Basic Checks Outside of AWS: 0| Per Month

| Million Queries
| million Queries

v | million Queries

Internet applications. Amazon Reute 53 charges are based on actual usage of the service in twa areas: Hosted Zones and Queries. You pay only for managing domains through the
service and the number of queries that the service answers.

=] Amazon EC2 Service (US-East) § 679.28]
Compute: 5 17.52
Intra-Region Data Transfer: 5 2.00
EBS Volumes: 5 10.00
EBS IOPS: 5 0.00
EBS Snapshots: 5 5.00
Reserved Instances (One-time Fee): 5 620.00
Elastic IPs: 5 3.66)
Elastic LBs: 5 18.30
Data Processed by Elastic LBs: 5 0.80
Inter-Region Data Transfer Out 5 2.00
=] AWS Data Transfer In § 0.00
US-East / US Standard (Virginia) Region: 5 0.00
=] AWS Data Transfer Out § 831
Us-East / US Standard (Virginia) Region: 5 8.91
AWS Support (Basic 5 0.00
Free Tier Discount: $ -22.73)
Total One-Time Payment: $ 620.00
Total Monthly Payment: $ 45.48)
ResetAl Services Estimate of your Monthly Bill ($ 0.00) Common
Customer
Choose region: |Us-East/ US Standard (Virginia) v Samples
. Amazon Route 53 is a highly available and scalable DNS service designed to give developers and businesses an extremely reliable and cost effective way to route end users to CearFem | Free Website on
1 Internet applications. Amazon Route 53 charges are based on actual usage of the service in two areas: Hosted Zones and Queries. You pay only for managing domains through the AWS
service and the number of queries that the service answers.
. AWS Elastic
Hosted Zones: Beanstalk Default
Hosted Zones: [}
Traffic Flow: 0 Marketing Web
Standard Queries: 0| Per Month ¥ | Million Queries Site
Raset Al Services Estimate of your Monthly Bill ($ 138.20) Common
— Customer
Choose regi US-East/ US Standard (Virginia) v Samples
Amazon Route 53 is 2 highly available and scalable DNS service designed to give developers and businesses an extremely reliable and cost effective way to route end users to CearFem || | Free Website on
1' Internet applications. Amazon Reute 53 charges are based on actual usage of the service in two areas: Hosted Zones and Queries. You pay only for managing domains through the AWS
service and the number of queries that the service answers.
. AWS Elastic
Hosted Zones: Beanstalk Default
Hosted Zones: 2
Traffic Flow: 1 TR
Standard Queries: 1[PerDay ¥ |Million Queries ite
Latency Based Routing Queries: o] [Per Month ¥ | Million Queries
Geo DNS Queries: o|[Permonth ¥ | Million Queries
Application (All
DNS Failover Health Checks for endpaints: On-Demand)
Basic Checks Within AWS: 200] Per Manth i e
Basic Checks Outside of AWS: 0 Per Month
Raset Al Services Estimate of your Monthly Bill ($ 138.20) Common
— Customer
Choose region: US-East/ US Standard (Virginia) v Samples
Amazon Route 53 is 3 highly available and scalable DNS service designed to give developers and businesses an extremely reliable and cost effective way to route end users to Chear Form

Free Website on
AWS

AWS Elastic
Beanstalk Default

Marketing Web
Site

Large Web
Application (All
On-Demand)

Media Application

[




Reset Al Services Estimate of your Monthly Bill ($ 138.20)

Estimate of Your Monthly Bill
| Show First Month's Bill (include all one-time fees, if any)

Below you will see an estimate of your monthly bill. Expand each line item to see cost breakout of each service. To save this bill and input values, click on 'Save and Share' button. To remove
the service from the estimate, jump back to the service and clear the specific service's form.

Save and Share
=] Amazon Route 53 Service $ 13520
Hosted Zones: § 1.00)
Traffic Flow: E 50.00]
Standard Queries: s 12.20]
Basic Checks Within AWS: s 75.00|
AWS Support (Basic; % 0.00]
Total Monthly Payment: s 138.20)
ResetAll Services Estimate of your Monthly Bill ($ 0.00)
Choose region: US-East/US Standard (Virginia) v
AWS Direct Connect makes it easy to establish a dedicated network connection from your premise to AWS. Using AWS Direct Connect, you can establish private connectivity Clear Form
g between AWS and your datacenter, office, or colocation environment, which in many cases can reduce your network costs, increase bandwidth throughput, and provide a more

consistent network experience than Internet-based connections.

AWS Direct Connect Ports and Locations:

Port Description| Ports Port Usage Location Data Transfer In Data Transfer Out Maonthly
Cost

© |Add New Row

Location Data Transfer In

CoreSite NY1 & NY2, New™ ¥ | 0| GB/Mo|
CoreSite NY1 & NY2, NMew York, NY

CoreSite VA1 & VA2 Reston, VA

Equinix DA1 - DA3 & DAG, Dallas, TX

Equinix DC1 - DC6 & DC10 - DC11, Ashbum, WA
Digital Realty ATL1 & ATL2, Atlanta, GA
Lightower, Philadelphia, PA

165 Halzey Street, Mewark, NJ

Equinix S¥1 & SV5, San Jose, CA

Cologix MTL3, Montreal, Canada

Metelligent Montreal, Canada

Equinix CH1 - CH2 & CH4, Chicago, IL

QTS Chicago, IL

Cologix COL2, Columbus, Ohio

CoreSite One Wilshire & 200 Morth Alameda, CA
CoreSite SV3 - 5V7. Santa Clara, CA&

Equinix LA1 - LA4, Los Angeles, CA

Equinix S¥1 & 5V5, 5an Jose, CA
EdgeCenneX, Portland, CR

Equinix SE2 & SE3. Seattle, WA

Pittock Block, Porfland, OR =

[



Reset Al Services Estimate of your Monthly Bill ($ 113.46)

Choose region: US-East/US Standard (Virginia) v
$ AWS Direct Connect makes it easy to establish a dedicated network connection from your premise to AWS. Using AWS Direct Connect, you can establish private connectivity Clear Form
- between AWS and your datacenter, office, or colocation environment, which in many cases can reduce your network costs, increase bandwidth throughput, and provide a more

consistent network experience than Internet-based connections.

AWS Direct Connect Ports and Locations:
Port Description | Ports Part Usage Location Data Transfer In Data Transfer Out Monthly
Cost

© | Direct Connect 1 1|/ 50 Mops ¥ 100 | % Utilized/Ma v || CoreSite WY1 & NY2, New* ¥ 100/ GB/Day v 100 GB/MDay v $113.48

@ | Add New Row

ResstAl Services Estimate of your Monthly Bill ($ 113.46)

Estimate of Your Monthly Bill
#| Shaw First Month's Bill (indude all one-time fees, if any)

%% Below you will see an estimate of your monthly bill. Expand each line item to see cost breakout of each service. To save this bill and input values, click on 'Save and Share' button. To remove
the service from the estimate, jump back ta the service and clear the specific service's form.

Save and Share

=] AWS Direct Connect Service (US-East E 113.45|
Ports: 5 2196
Data Transfer In: 5 0.00
Data Transfer Out: ) 9150
AWS Support (Basic) s 0.00)
Total Monthly Payment: § 113.46|
Reset Al Services Estimate of your Monthly Bill ($ 0.00)
Choose region: | US-East/US Standard (Virginia) A
ofls Amazon CloudFront is a web service for content delivery. It delivers your content using a global network of edge locations and works seamlessly with Amazon 52 which durably Clear Form

W stores the original, definitive versions of your files.

Data Transfer Qut:

Monthly Volume: 0/[GBMenth ¥
Requests:
Average Object Size: o/ke
Type of Requests: ® HTTP HTTPS
Invalidation Requests: 0| Requests
Reset All Services Estimate of your Monthly Bill {$ 65.67)
Choose region: | US-East/ US Standard (Virginia) v
olls Amazon CloudFront is a web service for content delivery. Tt delivers your content using a global network of edge locations and works seamlessly with Amazon 53 which durably Clear Form

"W® stores the original, definitive versions of your files.

Data Transfer Qut:

Monthly Volume: 10/[GB/Day v
Requests:

Average Object Size: 100/KB

Type of Requests: ® HTTP HTTPS

Invalidation Requests: 100/ Requests

[



Edge Location Traffic Distribution:
United States
Canada
Europe

Hong Kong, Philippines, 5. Korea,
Singapore & Talwan

Japan
South America
Australia

India

Dedicated IP SSL Certificates:

Mumber of Certificates:

30
10
30

chjjen e

%a
%a
Ya
%a
%a
%a

Dl"l a

ResstAl

Services Estimate of your Monthly Bill ($ 25.02)

Estimate of Your Monthly Bill
! Show First Month's Bill (include all one-time fees, if any)

Js Below you will see an estimate of your monthly bill. Expand each line item to see cost breakout of each service. To save this bill and input values, click on 'Save and Share' button. To remove

the service from the estimate, jump back to the service and dear the specific service's form.

a Amazon CloudFront Service
Data Transfer Out:
Requests:

Invalidations:

AWS Support (Basic)

Free Tier Discount:

Total Monthly Payment:

35.03
3.0
0.00

Save and Share

¢ 39.09|
$ 0.00
-14.07]
25.02]

[
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