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Chapter 1: The loT Story

Worldwide "Internet of Things" Hype
Patent Applications, IEEE Publications, Conference Proceedings, Google Trend Analytics
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Billion 10T Connected Objects by 2020
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Chapter 2: loT Architecture and Core loT
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Chapter 3: Sensors, Endpoints, and
Power Systems
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Chapter 4: Communications and
Information Theory

A VAWAN
100 Gbps
80211 af
10Gbps |/ WWLAN -
502.11 ac
802 11ad
1 Gbps ‘
802.11n 56
100 Mbps — V| 3GPP LTE
802112 80211 g 802.11ah | ...
2 11h WiMAX
- . WRAN
10 Mbps
802.11 802.11p LTE Cat 1 802 22
WPAN  WHAN WFAN ——
uetoo an
1 Mbps \
P Zighes Tead | LPVVAN
- B LTE Cat M1
100 Kbps
LoRa
LTE Cat-NB1
10 Kbps RFID UHF
100 bps |RFID | Weightless NWave Sigfox |
10 bps [\ :
S— —
10cm 1m 10m 100m 1km 10km 100km

Al!
P, = P,Gr.Gp.——
(4TR)

A
P, = P, 4+ Gr; + Gre + 20log,, (m)

[19]



Graphics

x Gpx

Tx Power

LinkBudget =

Rz sensitivity level

Receiver Power(dB) = Transmitted Power(dB) + Gains(dB) — Losses(dB)

2
FSPL(dB) = 10log,, ((4Wff ) )
ATRf )

= 20log,, (

47
= 20log,, (R) + 20log,, (f) + 20log,, ( T)

C

= 20logy, (R) + 20logy, (f) — 147.55

Pr “ 7 A 2hh\_ heh? ~on
Pt - LImeH: earth loss ™ (4‘?T_Rk R ) ~ R_a. where k = T

[20]



Graphics

Free Space Loss versus Plane Earth Loss
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Zigbee / WiFi Interference
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Spectral Efficiency vs Bit to Noise (SNR) Ratio
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Chapter 5: Non-IP Based WPAN
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Use Case Release Date Modulation Power per
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802.11 First 802.11 design Jun-97 24 2 1to2 1 DSSS, FHSS 20 20 50
5 OFDM 120
a Release simulataneously with 802.11b e » o5 . » s
Less prone to interefernce than 802.11b 37 s150) 5000
Release simulataneously with 802.11a
b Significant speed increase over 802.11a at Sep-99 24 2 1to11 1 DSSS (S150) 50 150 71050
improved range
g Speed increase over 802.11b Jun-03 24 20 61054 1 OFDM. DSSS 38 140 50
(5150)
20 7210722
o Multiple antenna technology for improved o8 e 4 T, 2 250 o
speed, and range. 2 15 t0 150
20 7210963
Better performacne and coverage over
40 15 t0 200
e 802.11n. Wider channel and improved peci3 s N OFDM . - o
modulation. Allows multiple users using MU- 80 32.510433.3 (MU_MIMO)
MIMO. Introduced beamforming.
160 6510866.7
"WiFi Halow" P T——
ah Designed for IoT and sensor networks. Very Dec-16 24/5 11016 347 a OFDM 1000 1000 } Sk
low power and wider range. oW power
"Wireless Access in Vehicular Environments”
“Intelligent Transport Systems"
p Dedicated Short Range Communication P 00 o o " o m ) o
Trnasport uses cases: toll collection, safety
and collision emergencies, vehicular
networking
“white WiFi® or "Super WiFi"
af Deploy unused spectrum in TV bands ta Nov13  [0.470t00.710) 6108 568 4 oFDM NA 6000-100,000 thd
provide last mile connectivity in India, Kenya,
Singapoere, US and UK
WiGg Alliance
60 GHz Wireless for HD video and projectors SC, OFDM
ad Audio and video transport and cable Dec12 0 2160 260 w1 (MU-MIMO) o © A
"High Efficiency Wireless (HEW)" 20
Next gen 802.11
4xincrease in capacity over 802.11ac 0 G
ax Average increase of 4x speed per user over 2019 24/5 450 t0 10000 8 Rl 35 35 thd
802.11ac 80 b )
Backwards compatible to 802.11a/b/g/n/ac
Dense deployment scenarios 160
§02.11 Protocol Stack Simplified OSI Model
7. Application Layer
Application Layer 6. Presentation Layer
5. Session Layer
Transport Layer 4. Trans port Layer
Metwork Layer 3. Network Layer
Logical Link Control
2. Data Link Layer
MAC SublLayer
802.11ac
802.11g
802.11a MU-MIMO
802.11 802.11 802.11 5 GH 802.11b 24 GHz 802.11n
c lz 5 GHz
24 GHz 24 GHz Infrared OFOM 24 GHz OFDM 24 GHz OFDM
FHSS DHSS 1 M DSSS (1,2, 565, 11, OFDM 1. Physical Layer
ps |6, 9,12, 18, 200, 400,
1 Mbps 1 Mbps b 1.2,55,11 | &6,9,12, | 1to450
ps |24, 36, 48, 433,600,
2Mbps 2Mbps 54 Mb Mbps 18, 24, 36, Mbps
ps 48 54 Mbos 866, 1300
: P Mbps
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Band Duplex | f(MHz) Common Name North America Width of Band (MHz) | Duplex Space (MHz) Band Gap (MHz)
1 FDD 2100 IMT 60 180 130
2 FDD 1900 PCS blocks A-F ves 60 80 2
3 FOD 1800 DCs 75 95 20
4 FDD 1700 |AWS blocks A-F (AWS-1) Yes 45 400 355
5 FDD 850 iR USA (AT&T, U.S. Cellular) 25 45 20
6 FOD 10 35 25
7 FOD 2600 IMT-E (Canada (Bell, Rogers, Telus) 70 120 50
8 FDD 900 E-GSM 35 45 10
9 FDD 35 95 60

10 FDD. 1700 Extended AWS blocks A-l 60 400 340
11 FDD 1500 Lower PDC Canada (Bell), Guam (iConnect, ... 20 a8 28
12 FOD 700 Lower SMH blocks A/B/C USA (Verizon), Canada (Bell, EastLink, .. 18 30 12
13 FOD 700 Upper SMH block € USA (FirstNet) 10 -31 41
14 FDD 700 Upper SMH block D 10 -30 40
15 FDD 2000 20 700 680
16 FDD 700 15 575 560
17 FDD 700 Lower SMH blocks B/C Canada (Rogers), Guam (NTT), USA (ATET) 12 ) 18
18 FDD 850 1apan lower 800 15 a5 30
19 FDD 850 Japan upper 800 15 45 30
20 FDD 800 EU Digital Dividend 30 41 7
21 FOD 1500 Upper PDC 15 48 33
22 FOD 3500 USA (Ligado Networis) %0 100 10
23 FDD 2000 20 180 160
24 FDD 1600 L-8and (US) 3 -10L5 1355
25 FDD 1900 Extended PCS blocks A-G USA (sprint) 65 80 15
26 FDD 850 Extended CLR USA (Sprint) 30/ 40 10
27 FDD 800 SMR 17 45 28
28 FDD 700 APT 45 55 10
29| rop[Al] 700 Lower SMH blocks D/E USA (AT&T) 1 n/a

30 FDD 2300 WES blocks A/B USA (ATRT) 10 a5 35
31 FDD 450 5 10 5
32| ropA1] 1500 L-Band (EU) 44 n/a

65 FOD 2100 Extended IMT % 190

66 FDD 1700 Extended AWS blocks A-) Canada (Freedom Mobile) 90/70 a0

67| Frop[A1] 700 EU 700 20 nfa

68 FDD 700 ME 700 30 55

69| ropja1] 2600 IMT-E (Duplex spacing) 50 nfa

70 FOD 2000 AwSs-4 USA (DISH) 25/15 300

71 FDD 600 US Digital Dividend USA (T-Mobile)

Band Duplex | f (MHz) Common Name North America Allocation (MHz) Width of Band (MHz)
33 TDD 2100 IMT 1900 - 1920 20
34 TDD 2100 IMT 2010 - 2025 15
35 0D 1900 PCS (Uplink) 1850 - 1910 60
36 DD 1900 PCS (Downlink) 1930 - 1990 60
37 TDD 1900 PCS (Duplex spacing) 1910 - 1930 20
38 TOD 2600 IMT-E (Duplex Spacing) 2570 - 2620 50
39 0D 1900 DCS-IMT gap 1880 - 1920 40
40 DD 2300 2300 - 2400 100
41 0D 2500 BRS / EBS USA (Sprint) 2496 - 2690 194
42 TOD 3500 3400 - 3600 200
43 DD 3700 3600 - 3800 200
44 TDD 700 APT 703 - 803 100
45 TDD 1500 L-Band (China) 1447 - 1467 20
46 TDD 5200 U-NIl 5150 - 5925 (unlicensed) 775
47 0D 5900 U-NII-4 (V2X) 5855 — 5925 (unlicensed) 70
48 TDD 3600 CBRS 3550 - 3700 150

[67]




Graphics

[ eNodeB.
|72
- E-UTRAN

~ Visted PLUN

1
i
s |

|-
1
6l Local PO
PGW. (Intemet, Servicss, Apes),
T

EPC

Control Plane Data

E-UTRAN Protocol Stack

Simplified 051 Model

MNon Access Stratum

(NAS) Internet Protocol (IP)

5. Application Layer

4. Transport Layer

Radio Resource Control
(RRC) *"'“5

User Plane Data

Packet Data
Convergence Control
(FDCP)

 LRDCE Control |

3. Metwork Layer

Radio Bearers

L 51‘-959-9-‘f°-'--->| Radio Link Control (RLC)

Logical Channels

MAC Control

MAC (Medium Access
Control)

Configuration and Meas urament

Transport Channels

| [k

Physical Layer
Downlink: OFDM
Uplink: SC-OFDM

2. Data Link Layer

1. Physical Layer

[68]




Graphics

Normal Traffic Behavior

Handover Setup Handover

Mve || sew | | MME | | sew
2 s
Source Destination Source Destination Destination Source ' Westination
ENodeB ENodeB ENodeB ENodeB [ENodeB ] ENodeB
! 1 ! g
3 7
| - J -
/ UE / UE / UE
_ // _,/ AN i
$1 Bearer X2 Interface $11 Interface
X2 By .
Data Radio Bearer i i
—
§1 Interface

Normal Traffic Behavior

[ (e ) [ sow |
2 L
Source . ; J!)es\tmauon
|ENogen | Enoges |

[69]




Graphics

4G-LTE PHY Packet

1

P Packets

SubFrame
Slot0 i Slot2 Trajhsport Black Slot 19
4G-LTE MAC Data Frame
) e MAC SDU Padding
4G-LTERLC

» |RLC Header RLC SDU

4G-LTEPDCP

> EEE%PBF PDCF SDU

[70]




Graphics

180 kHz Cat-NB Channel Residing in Guard Band

LTE Channel LTE Channel

Guard Band Option

180 kHz Cat-MB Channel

AVAVAVAYAYA

GSM Option

180 kHz Cat-NB Channel

LTE Channel

In-Band Option

Forms of Device to Device

Residential and Indoor 5G Layering Communication

Signaling and Data

N

5G 4GHz/ Cell 30 GHz small el
4

\ 4

" 30 GHz Small Cell
 30GHz SmallCell

)

~ Dense Small Cell nmWave

)

Data
sl
[ 2 / 5G60GHZ
| | y Small Cell
5G 4GHz Macro Cell Anchor
. > §G Macro Cell N
- Massive MIMO Base Station i
1 Million loT devices/km? / e

" Dense Sensor and |oT deployments with various

cell systems blanketing deployment : [2 [ eTlisii iy Massive MIMO with Beamforming

[71]



Graphics

Building penetration loss [dB]

S
o

W
a

W
o

N
()]

N
o

-
9]

—_
o

an

o

—— High loss model
Low loss model

= Building with IRR glass
# Building with standard glass

Residential building

4 Univ campus building

e
MR

/ ) .//_
L. +
—— * - —

* e
/ [ S
¢
10° 10"

Frequency [GHZ]

10?

[72]




Graphics

LoRa / LoRaWAN Protocol Stack Simplified 051 Model

Application Layer 7. Application Layer

LoRaWWAN Layer

Class-A Class-B Class-C 2. Data Link Layer

(Baseline) (Baseline) (Confinuous)

Lora PHY Modulation

Lora PHY Regional ISM Band .
1. Physical Layer

Lora PHY Lora PHY Lora PHY
EU Band 68 MHz | EU Band 433 MHz | US Band 915 MHz

Smart City
Trash

Mail
Water/Sewer
Enmvironmental
Parking

Agriculture
Soil Monitoring

Livestoc k Health
Tracking H

Industrial and Energy
Pressure Monitor
Gas Monitor
Smoke/Fire
Machinery Health

- Cloud Provide:
Solution

loud Provider
Solution

LoRaViaN Gateway

Consumer/Home
Fire/Smoke
Water/Electric Meters
Security

Pet Tracking

v

LoRa Protocol TCP/IP Protocol

A

[73]




Graphics

Frequency
F Y

2.08s -12 Byte Payload
- =
2 I Frame @ f, J

| Frame @f, }

L

( Frame @ f; |
L )|

Base station downlink window

500-625ms ?... -
: 25s
e i 20s_ N >
ty I ty ty Time i
Sigfox MAC Frame Uplink:
32 bits 16 bits 32 bits 0 to 96 bits variable bits 16 bits
Preamble Féi:?g End-Device ID Payload Authentication | FCS
Sigfox MAC Frame Downlink:
32 bits 13 bits 2 bits 8 bits 16 bits  variable bits 0 to 64 bits
Preamble Féif:g Flags | FCS Auth Error Codes Payload

~ 200 b1t uplink packet

100bps

— 2seconds

3600 seconds@1% duty cycle =

36 seconds message transmaission time

message

6 messages

hour

3 repetitions x 2 seconds

hour

[74]




Graphics

Sigfox Protocol Stack Simplified 051 Model

7. Application Layer

6. Presentation Layer

Application Layer
5. Session Layer

4. Transport Layer

Frame
3. MNetwork Layer
MAC Layer 2. Data Link Layer
PHY Layer
1. Physical Layer

(868MHz / 802MHz Radios)

=
==

Sigfox Modem / Endpoint

V g

© Cloud Provider
Solution

=

Sigfox Base Station

—
— -
Sigfox Modem / Endpoint
VN
/ =
R — N )
¥ ; < T Sigfox Backend
— Sigfox Base Station
AL 4GILTE loud Provider
= Solution

Sigfox Modem / Endpaint

v

M S (fOX PrOtOCOI TCP/P Protocol

[75]




Graphics

Chapter 8: Routers and Gateways

Offline ;%ﬁ@ - Offline

E
; " \
Broadband / Oyt of band Out-of-band \
i Interface ", Broadband
; \
Edge OOBM Monitor
»
Edge Router 1 Edge Router 2
.-
3 \‘\ /"A ’”
A ] v i

Franchise Point of Sale System and NAS VLAN

Router / Firewzll Corporate VOIP VLAN

Switch

10120024

- (P

WiFi Access Point

Mireless Router

N L
[ .
) -, X
L ~, N
- - N, N
_,--/'Lf—.’——. ' A
R .
\ [ - {
N N N N | ( ‘I
—] — — — — — — ] | \
y 1 ~ 7 7 ~ /7 I ~ 7 4 |
o feaseons S 104.50.024
loT Smart Lighting VLAN 10.1.40.0/24 - v Guest VLAN

loT Cold Storage MonitorVLAN

[76]



Graphics

Metwork Applications

@
g T
o =L
° te
[ [
= 3
) £
[&] =
o
Zz
SDN Controller /D
S . e g
. ! I 1 1 I [ =]
loT Sensors i i : : i i Yo
' i i i ! i E
@\ . v i v ’
@ i i
: P D PN
a Switch' W itcn!
. u 1 !
% Edge Router I = \ ! Router
(=] + v
i Switch
mo Switch [~ witc
loT Sensors

Network Load Balancer

@ i Switch

Edge Router

[ |
B’ Metrics and Data Analyzer

= Firewall
ﬁeep Packet\ rewa

—.—.dnspection. _

Switch

Managed Switch

[77 ]



Graphics

Chapter 9: loT Security

SEPtEmbEr 22 6
Shawing All

Countries
Show Attacks

Large & Unusual attacks on Jersey,
Netheriands, Bolivia, + 5 others

Color Attacks By

e

@ TCP Connection
® Volumetric
@ fragmentation
@ Application

Size (Bandwidth, in Ghps)

%5 @5 el 3

Shape (source + destination)

, between two
countries
+
internal -
either source or Mttack Bandwidth (All Countries), Ghps  Dates are shawn in GHT Data shown represents the top ~.1% of reported attacks

dest. unknown

— [
=m0

[ 0S5 Image ]
[ OS Loader Image J

BIOS Image | \\ %(z%

Sorage
Application Image

Phase 2 Phase 3 Phase 4
OS Loader 05 Application

bR Public EC521 SHA256 of 0S XML Manifest of
ROM or Fuse Key of 0S (signed with application(s)
Bits with BIOS Cryptographically
finaries EC521)
key Hashed

[78]



Graphics

Sender

Key "A"

Alice

Sender

Private Key "C”

Alice

Sender

Alice

SHA1 |l

Symmetric Key Cryptography

nsFM0ZgeSz
buth pjGFE
HxpGhd1uur
Upj2wOPDud
Thvw'zotdP

—
|k AES |

2FKjpwWeLLS,
1eDG1 DI
WVgmFE2xndZ
1hwpWnr3gn
UidKfp54T]

Asymmetric Key Cryptography

- ™
Elliptic |

S7Kp@SUchl
Xpogdesyvh
aSpLTVShoh

kQnPMASIdp
CzyBlyTIVh

| Elllpllc

Curve |
. J

PpUPL2TT
TI3Znbt3sT
pmEL 102501

5LmlLDgAOsT

BZWhraaLxT

Cryptographic Hash

v ndyBry
TJi3Ub06G0
WVFNPSgKcxy
Yoylp2levx

Curve )

Recipient

Bob

Recipient
(decrypts with private key)

Bob

B4 1 dng i o
FUBSj3xKra
1GViKcBooW
SkKzLYBITW
ajhnppaMCZr
KMyCQaaGhaC

\ i

L b :-* g .

!

g Public Key "D"

[79]




Graphics

Ciphertext Frame Input

Header Encrypted Auth Tag Encrypted data ‘

:

Counter  |Create Monce

l

ﬁf-s-cm Decryption

v
- -b{ SubBytes() I—D[.‘Sl'iitﬂmvﬁ() |—b|MixCDh.lrrI‘ls() H AddRoundKey() t‘
Gr'pherfexi Frame fﬂpt.l'f \ L»{ SubBytes() Mmim)
|

=
i
1
|
|
:

A

b4
g
W
v v
Plaintext Frame Output plaintext ‘ Expected Tag
Initialization
Vectar (IV)

s o] |

_________________________

Y

[801]



Graphics

Alice

4 -\

S? Private Key =5

(6%) MOD 13
Public Key =2
9&‘(

(9%) MOD 13
Shared Secret = 3

Encrypt/Decrypt

Agree Upon:

Prime number: 13
Generator of P 6
-

1; Private Key =4

(6% MOD 13
Public Key =8

(2%) MOD 13
Shared Secret =3

\with Secret Key 3 _/

Encrypt/Decrypt

with Secret Key _3/

[81]




Graphics

Private Key ="n"

A dot A2 = B
A dot B - C
A dot C =D
A dot DS E
A2 n¥dot = 2

Key Size = MAX

A B c b e SHA-1 Algorithm
Input 32-bit 32-bit 32-bit 32-bit 32-bit Step 1 Pad Original Mes sage
Step 2: Parse message into N 512-bit message blocks (m;.my, .. m,
P g g .M. m,
Step 3: Initialize 32-bit sub registerS:
H,=67452301
H=EFCDABSY
H=93BADCFE
. H=10325478
ForFy: H::CEIDZE‘\ Fo
0<t<19 Step 4: Create 160-bit register: Xy=Hy|[H4[IHz|[H|IH,
P gl 0=Fol M4lIM21IA 51 Mg
F=(BrC)V((-B)A D) Step &
20<t <39 fori=10to N-1
F,=BeCsD =W W, Wog (each Wi is 32-bit)
40 <t <59 for t=16 to 79

(W, ; modadd W, g modadd W, modadd W, ;) shift by 1
A=H,, B= Hy, C=H,. D=H,, E=H,
fort=0t0 79

T=Ashiftby 5) +F,(B.CD) + E+W,= K,
E=D

F = (BAC)V((BAD)V(CAD)™
60 <t <70
F,=Be

D=C
C=B shift 30
A=T

addition
modulo 222

" lot Hy=Hy#A, H,=H 4B, Hy=H,+C, Hy=H 4D, H,=H,+E
A B c D E Step 6: Output 160-bit Hash:
Output | 35 by ‘ 32-bit ‘ 32%bit ‘ 32-bit 32-bit ‘ Foll HylIHzlIHFIH,

[82]



Graphics

3) Transfer Entity Information

Registration Authority (RA) Certificate Authority (CA)

aka Subordinate CA Validation Authority (VA)

2) Grant Public Key
to entity

? 6) Validate Key \ 7) Key OK
-

Recipient

1) Request
Public Key

5) Transmit Encrypted Data

[83]



Graphics

TLS 1.2 Handshake Process

Client Server

 client Helld_————_._

__senerHello—

|

_server Digital Cenificate™

— J—

 senver Key Exchange (optional) I
""'_____Dertiﬂt:ate Request (nptinnal}'______
+“— ~_szenerHelo Done

10
1
1|
1|
[ ]|
1

—cerificate (ifrequested)_

T clientKeyExchange______ »
" certificate verify (optional)__ ®
I

~Change CipherSpec__

T ——Finished—___________ >
—

_Change Cipher Spec
-Finished—

A A

Encrypted Communication

[84]



Graphics

8
7
-

Edge Router

SDN Controller

-

’

L -

Edge Router

Edge Router

& &

Cold Storage Monitor

@

@6

Cold Storage Monitor

)

& G

Cold Storage Monitor

()

Flood and Water Monitor Flood and Water Monitor Flood and Water Monitor h 4
) ; ) )
Security System Security System Security System
POS System POS System POS System
T 3
E B B E B E
VOIP System VOIP System VOIP System
Franchise 1 Franchise 2 Franchise 3 Corporate Cold Storage Insurer Security Service
Location A Location B Location C Headquarters  Manufacturer & Provider
Service Provider

Centralized Ledger

Decentralized Ledger

Distributed Ledger

[85]



Graphics

Bitcoin Global Peer to Peer Mining Network

Alice's New Transaction

Wersion: 01 0000 00 “Version: 01 00 00 00

Input Count: 1 Input Count: 7

[input 1] Previous Output Hash [nput 1] Previous Output Hash: (36693 )
Mnput 1] inputScriptSig: Alice’s Signature [Input 1] inputScriptSig: Alice’s Signature

Qutput Count: 1 o | Output Count:
[Output1] Value: 0.000654 BTG .~ / / | Qutput 1] Value: 0.000554 ETC
[Output 1] scriptPubKey: Key &7 I ¢ |[Output 1] scriptPubKey: Bob’s Public Key

Fee [+.0001 BTC

Alice's Previous Transaction Hash -
[B6693701263410145a606ea094062 alc..] >

Block is broadcast to network to verify.
Peers add block to the longest chain H
- (Server colects fees and B awarded 25 Bitcoins) -

Privite K

i

Bitcoin Block

Block hash (Serial Number): 4F A0 81..
Previous Block ID: 99

Transactions Hash (Merkle root)
Number of Transactions: 4

- . Bob Transaction 54321...
. Al|ce. e Transaction Alice - Bob Transaction
Alice's Address (160-bit Hashed Public Key) .. Bob's Address (160-bit Hashed Public Key) "ersion: 01 00 00 00
[121RUN jEXSbSPx GRCm3tErc il TEEMB) - lnput Count: 7
[iSvNrEcmeto[THOEADYHZ ok Y HPgsstVC g ~{finput 1] Previous Output Hash: (36693..)

[Input 1] inputScriptSig: Alice’s Signature

Output Count: 1
[Output 1] Value: 0.000354ETC
4 [Output 1] scrptPubKey: Bob's Public Key
& Transaction 12345...
Transaction 8765,
F BlockHash {Proof of Work
Fi 000000000000000003585198d5201a40883985chdfE21639bc8780ecd83950d

Potentially fraudulent

! Bitcoin Miner Algorithm

Validate Transactions in Block:

1. Verify integrity and syntax of transactions

2 Inspect integnity of ScriptsSigs.

3. Rejedt transactions if there is are preexiting ones

5. Verify Signatures

6. Reject if Bitcoin input and output values don't balance

Best Blockchain (| ongest chain in \edge ,—} 7. Reject if sender public key is not the same as previous transaction

Genesis Block

Proof of Work:

while (Hash > Target) && (no one has found a NONCE)
Hash = SHA256Hash|previous block header, NONCE, new block)
NONCE #+

[86]



Graphics

WAN Communi

PAN Communication Security
(Bluetooth Example)

« Frequency Hopping
o Spread spectrum signaling

Endpoint Security

Hardware

 Physical and temper security

 Secure boot and root of trust

o Encrypt data at rest

o Address Space Layout Randomization
« Guard bands in O

o Trusted Execution Environment

o Trusted Platform Module (keys)

« Chip security

« Provide secure firmware upgrade path
«Disable PCA headers and debug features

%

Bluetooth PAN Security

« Device authentication

« Device Identity

« BLE Security Mode 1 Level 3 (authenticated paiing and encryption)

« Reduce radio strength to minimal level to reach host router reliably.

o Disable unused Bluetooth stacks (BR/EDR mode)

« Ensure encryption key sizes are 128-bit

« Pair before deploy: Initial pairing performed securely using
PassKeyEntry.

« Pair only by using a push button or human enabled signal on the
device.

« Randomize MAC addresses using LE Privacy mode.

« Beacon Shuffiing or Encrypting (if using beacons)

(MQTT Example)

ition Security

(@

« Encrypted Transport Protocol (MQTT) with TLS 1.2 Seciity
o Secure 4GLTE connection with 128 bit root keys.

PN

— inec
G o SIM based authentication
o Device based i
Edge Routing/ Gateway Security
Hardware

«Physical and temper security
o Secure boot and root of trust

oEncrypt data at rest

eAddress Space Layout Randomization

o Guard bands and stack canaries in OS
rusted Execution Environment

o Trusted Platform Module (keys)

o Chip securiy

«FIPS Certification

o Provide secure firmware upgrade path
«Certificate provisioning and verification

o Disable PCA headers and debug features

Bluetooth PAN Security
eAccess Control Lists
istir itelisting Bluetooth MAC

(if not using LE

Privacy mode)

o Firmware Update Administration

«Logging and usage meters

«Pair as infrequently as possible to prevent MITM passkey
eavesdropping.

o Scan and detect for active interception and send warning to

Detect DDOS or
intervals.
Do not bond BLE Control the
/AN Security
eFirewalls

o Port Lockdown
eAccess Control Lists

VPN interface
o Software Defined Perimeter Interface
o Intrusion Detection System

o Intrusion Prevention System

Cloud

o Encrypted data at rest

«Encrypted data in motion

« Device authorization using OAuth2.0

«Device Identty

eAccess Control Lists

« IP Whitelisting/Blackisting

o User role and policy

o Establish trusted gateways
IQTT Token based authentication

o Cerficate based cation f

<

or TLS 1.2 encryption

Applications

o Use secured API for RESTful communications
o Authentication
o Encryption (HTTPS)

[87]




Graphics

Chapter 10: Installing Raspbian on the
Raspberry Pi

GPIO Camera Port

DSI Display u
Buliie— . F

microSD Slot |
(underneath)  :
10/100
LAN Port

HDMI Port N 3.5mm Composite Video
and Audio Jack

USB Power
Input

Raspberry Pi 3 Model B (2015)

[881]




Graphics

'EE R RN E NN N R RN N NN NN RN
TE R E R NN EEENEDRESHSBEBJBBEJNBJE.

— i

'|'|!___ A =

Ay :' ‘.
“ELUE

i

Raspberry Pi Zero W

[891]



Graphics

Inzerting the microS0D card into a USE adapter

[90]



Graphics

DriveTools  MOOES(E) - o B
Mlanage (7]
T T b item = o fjopen - FRssecan
- Il w # 3
* x A ¥ ] Eary access = | Eit Sedect none
AntoOuik Copy  Fade Wove Copy  Delebe Rerame Froperties E
access # F in i = foider - daHateny o iewerdt deledtion
Clpb-oard Duganize Mew Open Seledt
& “ 4 o » THEPC + NOOES [E) w @ Seaich MODES E 2
25 Drepbes A Hame " Size -
. defaulis
o5
B ThisPC eveilays
3 | bemn2 708- epi-Duw.chls 15 KB
2B 30 Objecns U e
B Desitop L] bemITng-epi- bt 16 KB
5 1 bernd 708 rpi-b-plus. b 15 KB
) Docu a rpi-bplus :
I - L] bemf-rpi-am.dit 15 KB
Poventands | bemdM8-rpi-2-budk 17kB
& Music | bem2Ti-rpi-3-b.dkb %KD
= Pictores | e T10-rpi-3-b-plhee. it 1]
B videos | bern2T10:ppi-em3.deh 17KB
e, Windows (€] L] bostcode bin S1KB
o Duta () [ Busp-oaTA ]
| IS TRUCTIOMS- READIME Ext 3KB
- HOOES (E) = )
L resoveny.cmaline KRB
= NODES [E) [ recovery.cif §56 KB
defaulis 1#] recoveryimg Disc Image File 2807 KB
o L] recovengsds BFS Fie :
- | RECOVERY_FILES DO _MOT_EDIT File d
14] reeeviryTamg VIMIBEIEAM  Disc Imege File 28%5K8
- e . L - — e
21 e =i
NCOOBS File Structure

[91]




Graphics

Inserting the microSD into the Raspbermy Pi

[92]



Graphics

g [, L G A

Install (i)  Edit config (2] Wifi networks (w)  Online help (h)  Exit (Esc)

- (E) Raspbian [RECOMMENDED] e

(A port of Debian jessie for the Raspberry Pi (full desktop version) #

—Disk space

Meeded: 3970 MB
Available: 7416 MB

Language (l}: | 2I5 English (LK) ‘v] Keyboard (9):

[93]



Graphics

I| o |I

=1 A

I & 4
Install {i)

Edit config (e)  Wifi networks (w)

Online help (h)  Exit (Esc)

- Wifi network selection
-} {Raspbia
IE A pﬂrt c Wil network

L

G

Authentication method
|
|

Pressing the WPS button on my wifi router i
& Password authentication

Password | @eeessspesees)

.
| -
—Disk space ———

Meeded: 3970 MB OK Cancel

Available: 7416 MB N

Language (l}: | 2I5 English (LK)

‘v] Keyboard (9):

[94]




Graphics

& V. 1 G 4

Install (i)  Edit config (2] Wifi networks (w)  Online help (h)  Exit (Esc)

% : éRaspbian [RECOMMENDED]
{A port of Debian jessie for the Raspberry Pi (full desktop version)

e

0 LibreELEC_RPi2
LibreELEC is a fast and userfriendly Kodi Entertainment Center distribu

0 -} Raspbian Lite
A port of Debian jessie for the Raspberry Pi (minimal version)

m Lakka RPi2
The DIY retro emulation console
T,

—=| Data Partition
Adds an empty 512MB extd format partition to the partition layout.

] QsMC_Pi2
A fast and feature filled open source media center

ry
— o recalboxO0S-rpi3

-

#on.
-

>
-

p

—Disk space

Meeded: 3970 MB
Available: 7416 MB

Language (l}: | 2I5 English (LK) ‘v] Keyboard (9):

[95]




Graphics

Welcome to Raspberry P

o

ease walt while the software is installed on your SD
card — this will take a few minutes.

Writing partition table
[ 0%

[96]



Graphics

[971]



Graphics

@@@*@

[98]



Graphics

/ & Settings x (2)

/settings/help + B 9

< C & chromium | chrom

= Settings

About Chromium
c Chromium
Version 65.0.3325.181 (Official Build) Built on Raspbian, running on Raspbian 9.4 (32-bit)

Get help with Chromium

Chromium
Copyright 2018 The Chromium Authors. All rights reserved

Chromium is made possible by the Chromium open source project and other open source software.

[99]



e Edit View Sort Go Tools

(a] 4p | /home/p v

|El| Desktop \—/ . L= ] . . _
Desktop  Documents Downloads — MagP

gt | Documents
= e = 5] (=)
| ¥ | Downloads J.[d] = g
viag Music oldconffiles  Pictures Public
|43 | Music B (= (e

| oldconffiles . . . | . .
— ython_gam Templates \ideos
|md| Pictures P es N P

'| Public

o

python_games v
tems (14 hidden) Free space: 210.1 GiB (Total: 227.3 GiB)

pi@raspberrypl

[100]



Graphics

piEraspberrypi:

[101]



Graphics

WOLFRAM MATHEMATICA

FOR RASPBERRY P!

% B

Wolfram Language Wolfram + Raspberry Pi Wisit Wolfram Community
Documentation Center Website for gquestions, sample
projects and more

[102]



Graphics

»
# Wélcome tozﬂmmp

sed bup:rCullLd:r Audio

== Imitialised MIDI subsyst

it's lovely to

Cues

Buffer0 Buffer1 Buffer? Buffer3 Bufferd4 Buffers Buffel

1 Welcome to Sonic Pi

1.1 Live Coding —

-

1.2 Exploring the Interface f:::ifi
1.3 Learning through Play
2 synths music_i
2.1 Your First Beeps code_i

Tutorial Examples

Secnic Piv3.0.1 on Raspberry Pi

[103 ]




Graphics

wguydrgﬂ o B34 File Edit Share Help e == W)

Control Spritel

Sensing

Operators Scripts r_ ™~ r

Variables

move staps
turn G- [ degrees

turn & degreas

point in direction EiRg

point towards

gotox: @ v: @

goto

glide €Y secstox: @ v: @

change x by
sat x to [
change y by
set yto [@

Spritel
if on edge, bounce

= [

¥ position
Stage
direction

[104 ]



Graphics

File Eiit View Insert Format Styles Table Tools Windew Help

B-2-8-Bas &

3
¢
=5
]
&
]
-
Jr
i
-
@®
il
i)
S
@
N
©
g

[Default Style |[~|% ‘.lesra(mrSenf |~ |T “|B J U - @B LEA-%-|izZ-i2-|l2=== S -22 »
- SN S SRR BT SIS BN RS AU BT B S PR I RO S N
@
@
~
Page 1of 1 0wonds, 0 characters Default Style English (Canada) | -[‘ E" | opoeOgm | - > + | 100%

[105]



Graphics

Chapter 11: Writing Python Programs
Using Raspberry Pi

se" for more information.

File Edit Tabs Help

pl@raspberrypi: python3
Python 3.5.3 (default, Jan 19 2017, 14:11:04)

.0 20179124] on linux
'help", "copyright", "credits" or "license" for more information.

File Edit Shell Debug Options Window Help

Python 3.5.3 (default, Jan 19 2817, 14:11:04)

[GCC 6.3.0 20170124] on linux
Type "copyright", "credits" or "license()" for more information.

e

[106]




Graphics

File Edit View Run Tools Help

*HH OE

<untitleds

Thonny help

Running programs

step-wise

If you want to see how Python
executes your program
step-by-step then you should
run it in *debug-mode*.

Start by selecting *Debug
current script* from the *Run*
q v menu or by pressing Ctrl+F5.
You'll see that first statement of
Shell the program gets highlighted
= and nothing more happens. In
>>> this mode you need to notify
Thonny that you're ready to let
Python make the next step. For
this you have two main options

FHMin . Ot erned (e T

[107 ]



Graphics

File Edit Tabs Help
' 2017,

edits

14:11:04)

or "license" for more infor

File Edit Tabs Help

14:11:04)

or "lic

File Edit Tabs Help
aspberrypi: python3
Python 3.5.3 (default, Jan 19 2017,
3.0 20170124] on linux
help", "copyright", "credits"
import weather

eback (most recent call last):
din=", line 1, in <module>
ImportError: No module named 'weather'

14:11:04)

or "license

for more information.

[108]




Graphics

File Edit Tabs Help
Collecting urllib3<

Downloading http: X / .
bSEEBeElbehddS?Edce¢9813Bhdfusafbﬂa ?Qbﬂ urlllh 1.22-py2. pf? none- qnf.whl (132k

| 133kB 1.2M
.4.17 (from requests->weather-a
pythonhosted.org/packag 'c/e6/92ad559b7192d84
372340bfe9al5fab/certifi-2018.4.16-py2.py3-none-any.v

loading http: [5) - ed org'pqckaQEE e
77279cef82663d334df9ecf5106f5 Jfldna .G-py2.py

Collec ing chardet<3.1. .8.2 (from requ 3 r-apl)
Downloading http: 1 pythonhosted.or : :/a9/01ffebfb562e4274b648
7b4bblddec7ca55ec7510b22e4c51114098443b8/chardet-3.0.4-py2.py3-none-any.whl (133

10 _I 143kB 1.5MB/s
urllib3, certifi, idna, chardet, requests, weathe

111y installed certifi-2018.4.16 chardet-3.9.4 idna-2.6 reque
-1.22 weather-api-1.0.3
pif@raspberrypi:

@ by 3 Q 75, Thonny - /home/pir. 2 ‘ k x‘ 1205

File Edit View Run Tools Help

*nr O

CurrentWeather.py Vanables
n/h SE'], a
m/h SW'1,
. CurrentiWeather  <class _main_ CurrentWeather>
km/h NW ] Surrentives _main_ Curre e
km/h londonWeather <_rmain__CurrentWeather object at 0x767e1ef0>
b
def _init_ (self, city):
Lf.ci = city
def getTemperature(self):
r?tuln self.weather_data[self.city][0)
def getWeatherConditions(self):
return self.weather_datalself.city][1]
def getWindSpeed(sel f) sl e s
return self.weather data[self.city][2]
- d OK7G7ELEFD
. » repr. <_main_.Currentweather object at Ox767elef0=
type: <class '_main_.CurrentWeather>
Shel i
>>> londonWeather.getWeatherConditions() Attributes

mostly cloudy

>»> londonWeather.getWindSpeed() .
8 km/h Nw ty
> g€
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Chapter 12: Using the GPIO to Connect to
the Outside World

Manage packages for /usr/bin/python3 - O X%

|| | ‘ Search ‘

C

picamera
picraft
piglow
pigpio
Pillow

pip

pyasnl
pycrypto
pygame
pygobject
pyinotify
PyJWT
pyOpenSSL
pyserial
python-apt
pyxdg
rainbowhat
requests
requests-oauthlib
RPi.GPIO
RTIMULIb

scrollphat
scrollphathd

RPi.GPIO

Installed version: 0.6.3

Latest stable version: 0.6.3

Summary: A module to control Raspberry Pi GPIO channels
Author: Ben Croston

Homepage: http,//sourceforge.net/projects/raspberry-gpio-python/
PyPI page: http://pypi.python.org/pypi/RPI.GPIO

4
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BT ()

sense-hat-test py ¥

from sense_emu import SenseHat

sense_emulator = SenseHat()
sense_emulator.show message( 'Hello World!')

Se
File Edit Help il I Ol
Screen Ten
Shell
>>>
I ) T
OJ T ==
- «
L
3] o 0° 2 25.0° 45.0% Joystick
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2 3v.DC
GPIO02
GPIOO3
GPIO04
Ground
GPIO17
GPIO27
GPIO22
23V DE
GPIO10
GPIO09
GPIO11
Ground
ID_SD

GPIOO05
GPIO06
GPIO13
GPI019
GPIO26

Ground

OO0/ svoc
OO0 svoc
oo Ground
OO0 | cpio14
oo GPIO15
O0| criois
oo Ground
OO0| crioz3
oo GPI024
oo Ground
OO0/ criozs
O 0| cpioos
oo GPIOO7
oo ID_SC

oo Ground

OQ0| crio12
oo Ground
O 0| cpio1s
O0| crio20
Q0| crio21

USB Ports

Raspberry Pi GPIO
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sudo pip3 install pibrella

isfied: RPi1.GPIO in /u
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E@l @5 I:IE‘I E * @ ["ﬁ.ﬂ Thonny - /home/pi/... ‘aMdeemve Softw...

Thonny - /home/pi/pibrella-testpy @ 13 :1

File Edit View Run Tools Help

Add / Remove Software

Options

‘ & Fritzing

9‘5 Accessories
3 Admin tools
Communication
€ GNOME desktop
KDE desktop
Other desktops
28] Fonts

2l Games

? Graphics

@ Internet

H Legacy

[B3 Localisation
’lﬁ Multimedia

1] Network

& other

@ Programming
3 Publishing

ﬁ System

[El science

Easy-to-use electronic design software
!
@ fritzing-0.9.3b+dfsg-4

Easy-to-use electronic design software (data files)
o]
@ fritzing-data-0.9.3b+dfsg-4

il G

Fritzing is an open source project designed to help one transition from a
prototype to a finished project. Aimed at users who want to produce or
document circuits and experiments, one starts by building a physical
prototype, then recreating it with Fritzing's graphical editor. From there
one can generate a schematic, PCB artwork, and PCB production files.

~ Download size 9.6 MB
I Licence unknown
Source raspbian-stable-main

\ Cancel “ Apply “ oK I

=
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Chapter 13: Subscribing to Web Services

S3 Cloud

'_+ Storage

Data such as
road conditions
collected by vehicle

and sent to AWS loT /
Road conditions

o o data shared with
other vehicles

Data collected
and stored for future
analysis

2. Driver is warned of low
tire pressure and driver is

advised to have it fixed

1, Tire pressure sensor
indicates low tire pressure

IBM Cloud
Services

3. Garage is contacted
and an appointment is made
to fix the car.
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RESULTS

e Dog - 99%
lena Flower Pot - 75%

Pom-a-poo breed - 80%

Google Cloud

1. Image is passed
to the Google Cloud
Vision API

2. Based on extensive library
of scanned images service returns
results indicating that the picture
contains an image of a dog and a flower
pot.

Azure loT
Cloud

\

Progress and status

Robot Arm : s
located in remote of the Robot Arm is monitored
factory and managed through a cell

phone app
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E )* @ \ﬁm Thanny - /home/pi. "[:I[pi] "_ Sense HAT Emulator

Thonny - thome;/pi/Disp

File Edit View Run Tools Help

dun OB BEEE O
CurrentWeather py 3 | DisplayWeather py 3 |

1 from sense_emu import SenseHat
2 from CurrentWeather import CurrentWeather

class DisplayWeather:
current_weather = '’

def _ init_ (self, current_weather):
self.current_weather = current_weather

def display(self):
sense_hat_emulator = SenseHat()

message = ("%s %sC %s wind speed %s km/h"
%(self.current_weather.getCity(),
self.current_weather.getTemperature(),
self.current_weather.getWeatherConditions(]),
self.current_weather.getWindSpead()))

sense_hat_emulator.show_message(message)
if _name = "_main_ ":
current_weather = CurrentWeather('Toronto')
display_weather = DisplayWeather(current_weather)
display_weather.display()

File Edit Help

Screen

Sense HAT Emulator

Temperature

Pressure

(\

Humidity

Orientation

Joystick
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Chapter 14: Controlling a Servo with
Python

Permanent
Magnet
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Minimum

Neutral

Maximum
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SM-523095

-
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Power / Positive (+)

Signal / Data Ground (-)

Yellow

White
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fritzing
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\!:\ @ @ E * @ Tk Thonny - <untitled> . * 5 o) 1303 4~

File Edit View Run Tools Help

*uy OB BEEE O

[T

(E1 | 1T I

Shell

>$;| -

¥

K1
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Chapter 15: Working with the Servo
Control Code to Control an Analog

Device
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IS
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Chapter 16: Setting Up a Raspberry Pi
Web Server

File Edit Tabs Help

Downloading http
bodes41abb561f58fh6
Collecting backports

Downloading http

4deeed9b645118
-none-any.whl
Collecting more-itertool

Downloading http

259C91053h305399d5

6917cBadcedadd3fff
y3-none-any.whl (

1007 | I | 512kE 460k8/s
: pytz, tempora, portend backports.functools-

alling collected pqchqger
ache, more-itertools, , cherrypy
: ully installed hqcl-portr Tunctool--lru cache-1.5 cheroot-6.2.4 cherrypy-
.2.0 more-itertools-4.1.0 portend-2.2 pytz-2018.4 six-1.11.0 tempora—l.ll

draspberrypi: [ |
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'y GD - * @ [ﬁo Thonny - <untitled> . ‘lm Manage pndagesfw...|

Thonny - <untitled> @ 1:1

File Edit View Run Tools Help

+uy OCEEEEO

<untitied= Vanables
5]
1

I Name Value

Manage pac

|chemnt CherryPy
click Installed version: 14.2.0
colorama Latest stable version: 15.0.0
tograph: ‘Summary: Object-Onented HTTP framework
Phiressy/ Author: CherryPy Team
rumhat = I
envirophat ¥ https://www cherrypy org
ExplorerHAT PyPl page: hitps//pypi org/project/ChemyPy/
Flask
A fourletterphat
gpiozero
Shell idna
itsdangerous
E [owe ]

15

& GD ] - B @ & Thonny - /home/pi/.. éumm - Chromium

HelloWorld py > Variables

1 impert cherrypy Bl | Mame e
class Helloworld():
@cherrypy.expose

def index(self):
return "Hello Raspberry Pi!"

YL

9 cherrypy.quickstart(Helloworld())

]

v
v
v
I

[11/May/2016:13:49:58] ENGINE Listening Tor SIGTERM.
[11/May/2616:13:49:58] ENGINE Listening for STGUSRL
[11/May/2016:13:49:58] ENGINE Listening for SIGHUP.
[11/May/2016:13:49:58] ENGINE Bus STARTING

cherryPy Checker:

The Application mounted at '® has an empty config.

[11/May/2016:13:49:58] ENGINE Started monitor thread ‘Autoreloader’.
[11/May/2816:13:49:58] ENGINE Serving on http://127.8.8.1:8680
[11/May/2016:13:49:58] ENGINE Bus STARTED

XX
4
@
3
>

0|

1|
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127.0.0.1:8080 - Chromium

$ O H %O T monny - omespi. ém.n.mman-um X, @ LL'LJ 1350 A

of 127.0018080 x
<« C | ® 1270018060

Hello Raspberry Pil

® @ 4% O [T mhonny - /homespir.. ém.n.mmwmw_ 2 5 0 2p]or A

ello - Chromium

of 127.0.0.18080/52 x
“ Q@ | @ 127.00.1:8080/sayHello

« @ 9

Hello my friend
.'lr - \' ——
/ g 127.0.0.1:8080 x (Z)
|/ =

N

& & C |®1270018080 * 0 9

This is a static HTML page.
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File Edit View Run Teols Hslp

*ur OB o

WeatherData.py 3£ ‘ StaticPage.py 3 | WeatherDashboardHTML.py 3£ |

1 from weather import Weather, Unit
import time

£

4 class WeatherData:
=y

temperature = 0

weather conditions =
wind speed = @

city = "'
11
12 def init (self, city):
13 self.city = city
14 weather = Weather{unit = Unit.CELSIUS)
15 lookup = weather.lookup by location(self.city)
16 self.temperature = lookup.condition.temp
17 self.weather conditions = lockup.condition.text
18 self.wind speed = lookup.wind.speed

I*]

[4]

[ [l

[+

3>
12 C
partly cloudy
wed Oct 24 91:40:47 2018

22>

I*]

1]
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& O

o« Weather Dashboz x

« C | @ 127001 8080

& ﬂ * @ T Thonny - /home/piy/. éWmﬂlaDashlmald—_. * = o) E 1441 &

Weather Dashboard - Chromium

Weather Conditions for London >

Temperature Conditions Wind Speed

532F(118C) Rain From the WNW at
1.2 MPH Gusting
10 2.5 MPH

Last Updated on May 12, 7:36 PM BST
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Chapter 17: Reading Raspberry Pi GPIO
Sensor Data Using Python
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DSI (DISPLAY)

|GPIO]
[SPc] ‘? Raspberry Pi 3 Model B v1.2

Raspberry Pi 2015

(V¥3IWYD) ISD

ETHERNET
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O H%0O T

| . = e

Sense HAT Emulator
File Edit Help
Screen Temperature Pressure  Humidity Orien
Yaw -'\:
Pitch = |
Roll =]
- \\‘

25.0°C 1013.0mbar  45.0%

53
=

Thonny - /home/pi/. ESense HAT Emulator I
o’ -

Thonny - /hom
File Edit View Run Tools Help

by OE EBEE O

1 from gpiozero import Button M
2 from sense_emu import SenseHat
=) from time import sleep
4
5 button = Button(4)
6 sense = SenseHat()
7
8 def display_x_mark(rate=1):
9 sense.clear()
10 X = (255,0,8)
11 0 = (255,255,255)
12 x_mark = [
13 X,0,0,0,0,0,0,X,
14 0,X,0,0,0,0,X,0,
15 0,0,X,0,0,X,0,0,
16 0,0,0,X,%,0,0,0,
17 0,0,0,X,%,0,0,0,
18 0,0,X,0,0,X,0,0,
= S 7]
£l il ¥
Shell
»»> %Run s e-button.py =

<1

[
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HDMI
T

ISD

(VY3IUVD)

ETHERNET
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Thonny - /home/pi/distance-sensor-testpy @ 8:5
y P Py (@

File Edit View Run Tools Help

e

<untitled=* | distance-sensor-test.py # ‘

o

from gpiozero import DistanceSensor
from time import sleep

distance sensor = DistanceSensor(echo=18, trigger=17)

while True:
print('Distance:
sleep(2)

, distance sensor.distance*100)

I+

(4] Il

D

[

Distance: 85.82310211658478
Distance: 86.108135662555695
Distance: 85.88448178768158
Distance: B85.67783689498901
Distance: 85.54893958568573
Distance: 86.08908069133759
Distance: 85.65042299365996
Distance: 85.39344441898717
Distance: 85.16838562488556

KX
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Chapter 18: Building a Home Security
Dashboard
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aspberrypi:
aspberrypi:

afruit_DHT

| Search

SRS = Adafruit-DHT
Adafruit-DHT .
automationhat Installed version: 1.3.2

blinker Could not find the package from PyPI.

blinkt
buttonshim
Caplxxx
chardet

click
colorama
cryptography
drumhat
envirophat

ExplorerHAT - Close
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File Edit View Run Tools Help

dht-test.py®

import Adafruit_DHT

dht_sensor = Adafruit_DHT.DHT11
pin = 18

print {humidity)
print(temperature)

humidity, temperature = Adafruit_DHT.read_retry(dht_sensor, pin)
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images

File Edit View Sort Go Tools

| Sis! Bk == | [a] & @ [;’home,fpifimages -

T (="

E £ | | £l

- [@&] pi all-clearpng arespng intruderpng not-
(] Chapter 7 armed.png

+ ] Chapter 8
E r_—l Chapter 9
+ Desktop
T Documents
+ [¥] Downloads
= [l images
<No subfolders>
7 [J3] Music
+ [ oldconffiles
+ Pictures
= [1#7] Public
=[] python_games
o [ styles
+ [E] Templates

o B v i nan [
4 items Free space: 1014.0 MiB (Total: 5.5 GIB)
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Home Security Dashboard - Chromium

| / € Home Security D= x \{0

< X | ® 127.00.1:8080

Home Security Dashboard

Armed Temp / Humidity Last Check:
. 30.0C /39.0% 2018-05-24
20:30:50
NOT
ARMED

irity Dashboard - Chromium

| / © Home Security Dz 2\

< X | ® 1270018080

Home Security Dashboard

Armed Temp / Humidity Last Check:
. 30.0C /39.0% 2018-05-24
20:31:21
CLEAR

[167]



Graphics

Home Security Dashboard - Chromium
“ Home Security Dz x

< X | 127.001:8080

Home Security Dashboard

Armed Temp / Humidity Last Check:
o,
O 30.0C /39.0% 2018.05.24
20:32:59

Detected at: 2018-05-24 20:32:59
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Home Security Dashboard - Chromium

/ ° Home Security D2 x \ (Z)
—

<« X | ® 127.001:8080 w B9

Home Security Dashboard

Armed Status Last Check:
o Not Armed 2018-05-24
20:33:12
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Home Security Dashboard - Chromium

/ & Home Security Da= x \ &
-y

&« C @ 127.0.0.1:38080 w B9

Home Security Dashboard

Armed Status Last Check:
O All Clear 2018-05-24
20:32:53
ALL
CLEAR
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Home Security Dashboard - Chromium

~ Home Security Dz x

e X | @ 127.00.1:8080

Home Security Dashboard

Armed Status Last Check:
. Motion Detected 2018-05-24
20:32:59

Detected at: 2018-05-24 20:32:59
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Chapter 19: Publishing to Web Services

INSTALL

LIVE DEMO

Account successfully activated!

Congratulations!
Your ThingsBoard account has been activated.
Now you can login to your ThingsBoard space.
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%ThingsBoard
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Add Device

Name*

Room Conditions

Device type *

default

Is gateway

Description

CANCEL
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Room Conditions
DEFAULT

< A ©

a COPY ACCESS TOKEN

Shell

===

Temperature: 30°C, Humidity: 58%
Temperature: 30°C, Humidity: 58%
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ROOM CONDITIONS

Device details

1 telemetry unit selected

Last update time

(]
v

2018-06-02 01:39:08

Key /I\

humidity

DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS RELATIONS L >
Latest telemetry Q
|:| Last update time Key ’P Value
[[] 2018-06-0201:28:05 humidity 57.0
[[] 2018-06-0201:28:05 temperature 23.0
Page: 1w Rows per page: 5w 1-20f2 < >
DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS RELATIONS '

Value

55.0

Show on widget

B¢ SHOW ON WIDGET
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Current bundle Analogue gauges System W BE ADD TO DASHBOARD

ra
Ld

humidity
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Add widget to dashboard

O Select existing dashboard

@ Create new dashboard
New dashboard title *

Room Conditions

Open dashboard ADD CANCEL
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Room Conditions

-20

-40
humidity
-60

-80
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B DASHBOARDS

Room Conditions

Make dashboard public

d g
, I .
Dashboard is now public X

Your dashboard Room Conditions is now public and accessible via next public link:

https://demo.thingsboard.io/dashboards/a552c£00-6629-11e8-bee0-c3b186e30863?publicId=674b91! u
Note: Do not forget to make related devices public in order to access their data.

0000

OK
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Sign up for free

LE LR AR LR LR LN ?v SRS EEERERAREIEES

SMS N

Arrival Alerts o

Python v
™

I'm not a robot
reCAPTCHA

Privacy - Tesrig

Get Started legal policies
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@ CONSOLE

We need to verify you're a human.

We will send a verification code via SMS to number above

Or, we call you instead.

|:| The phone number you provide will be used for authentication when you login to
Twilio Console. A Twilio onboarding specialist may also use this number to reach
out with free onboarding suppert. If you do not want to be contacted at this
phone number, please check this box.

@ CONSOLE

We need to verify you're a human

Please enter the verification code we sent to your phone. If you didn't

receive a code, you can try again
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CONSOLE DOCS v Colin Dow

tom Project
Give your project a name
You can make changes later if you need to.

PROJECT NAME

Doorbell|

Build with Programmable SMS

You have a Trial Account »

First let's get a Twilio phone number

In order to make calls or send messages through the Twilio API, you need to get a Twilio phone number

Build Your Application

Choose a use case to build a production ready solution
Arrival Alerts v
Get Started with Arrival Alerts

How it works: Text your customers from your software to keep them up to date and happy

Here's the high level scope of what we're building Keep these handy when you build

Helper Library: 7in your language of choice

Your
Customer

o

Debugger: 7 a tracking system of any errors your app produces.

Credentials: 7 Your Account SID and Auth Token.
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Your first Twilio Phone Number

Don't like this one? Search for a different number

I+l This Canada phone number has the following capabilities:
R, Voice: This number can receive incoming calls and make outgoing calls.
’ SMS: This number can send and receive text messages to and from mobile numbers.

|Z| MMS: This number can send and receive multi media messages to and from mobile numbers.

Choose this Number

Congratulations!

Your new Phone Number is

For help building your Twilio application, check out the resources on the getting started page.
Once you've built your application, you can configure this phone number to send and receive calls and messages.

Done

API Credentials

LIVE Credentials Learn about REST API Credentials 7 TEST Credentials Learn about Test Credentials 7
ACCOUNT SID TEST ACCOUNT SID

Used to exercise the REST API Used to exercise the REST API

AUTH TOKEN TEST AUTHTOKEN

(C>eeeessssccssscscsssccccce (C>eeeescccssccccssccccsscce

Request a Secondary Token

Keep this somewhere safe and secure
Keep this somewhere safe and secure
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ROOM CONDITIONS

Device details

DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS RELATIONS >

Current bundle Cards System W Hg ADD TO DASHBOARD

Motion Detecte:c:

false
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Motion Detected

false
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Chapter 20: Creating a Doorbell Button
Using Bluetooth
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Chapter 21: Enhancing Our loT Doorbell

Blue Dot app
connected to
Raspberry Pi
through Bluetooth
Twilio Cloud
receive text

Raspberry Pi with messages

Doorbell circuit
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all Rogers Wi-Fi 3:07 PM 100% (=)
Text Message
Today 11:26 AM
Sent from your Twilio trial

account - There is someone at
the door
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Today 2:40 PM
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Chapter 22: Introducing the Raspberry Pi
Robot Car
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Raspberry Pi Configuration

System Interfaces : | Performance | Localisation
Camera: (0 Enabled (O Disabled
SSH: (® Enabled O Disabled
VNC: (O Enabled (¢ Disabled
SPI: (O Enabled  (® Disabled
12C: (0 Enabled (O Disabled
Serial Port: (O Enabled (¢ Disabled
Serial Console: (® Enabled O Disabled
1-Wire: (U Enabled (& Disabled
Remote GPIO: (O Enabled  (® Disabled

Cancel | | OK
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Manage packages for /usr/bin/python3

| | ‘ Search
<INSTALL> “| Adafruit-PCA9685

Adafruit-GPIO L i

Adafruit-PCA9685 =| Installed version: 1.0.1

Adafruit-Purel0 .| Latest stable version: 1.0.1

automationhat Summary: Python code to use the PCA9685 PWM servo/LED controller with a
blinker Raspberry Pi or BeagleBone Black.

blinkt Author: Tony DiCola

Homepage: https:/github.com/adafruit/Adafruit_Python_PCA9685/
PyPI page: https://pypi.org/project/Adafruit-PCA9685/

buttonshim
Caplxxx
chardet
click
colorama

cryptography |
drumhat = Close
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Chapter 24: Connecting Sensory Inputs
from the Robot Car to the Web
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Add Device

Name *

RobotEyes

Device type *

default

|s gateway

Description
Distance measurement
from the Robot's Eyes
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Device details
DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS RELATIONS AUDIT LOGS
Latest telemetry Q
D Last update time Key T Value
D 2018-09-03 12:18:51 distance 3.8014476299285884
Page 1w Rows per page: 5w 1-1ef1 < >

¢ SHOW ON WIDGET

1 telemetry unit selected

. Last update time Key P Value
® 20180003 122537 distance 7.5926653146743766
Page: 1w Rows per page: 5w 1-10f1 < >

System W ADD TO DASHBOARD X

Current bundle Analogue gauges
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Current bundle Anak)gue gauges System W == ADD TO DASHBOARD X

distghce
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Add widget to dashboard

o Select existing dashboard

@ Create new dashboard

Mew dashboard title *
RobotEyes

¥ Open dashboard ADD CANCEL
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Chapter 25: Controlling the Robot Car
with Web Service Calls

RADIAL GAUGE - CANVAS GAUGES

Radial gauge - Canvas Gauges

DATA SETTINGS ADVANCED ACTIONS

Datasources
Maximum 1 datasource is allowed.

Type Parameters
. distance: distance 2 X
Timeseries
1. Entity ¥ RobotControl X X
Attributes
Maximum 1 timeseries/attribute is allowed.
DATA SETTINGS ADVANCED ACTIONS

General settings
Title
RobotEyes
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&. Background color

rgh(255, 255, 255)
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rgb(255, 255, 255)

HEX RGB HSL

_h
q_
! 3=

CANCEL SELECT
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ROBOTEYES

Radial gauge - Canvas Gauges

DATA SETTINGS ADVANCED ACTIONS

45

270

10

Minimum value

0

100
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RobotEyes

Make dashboard public

d g
Dashboard is now public X

Your dashboard RobotEyes is now public and accessible via next public link:

https://demo.thingsboard.io/dashboard/% = = . & - - el g e -
Note: Do not forget to make related devices public in order to access their data.

0000

OK
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RobotEyes

Public

s, ¥ « A

ROBOTCONTROL

Dashboard details

Title *
RobotControl

Description
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SELECT WIDGET

Current bundle Control widgets System W

CONTROL WIDGET

Targeg deyieRisngy set!

Targeb dpidce vitehset!

Switch control

.v
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GREEN TAIL LIGHT

Switch Control

DATA SETTINGS

ADVANCED ACTIONS
General settings
' Title style
Title 1- {
Green Tail Light 2 "fontSize": "16px",
3 "fontWeight": 400
4 }
Widget style
1 {3
. Display title . Drop shadow |:| Enable fullscreen
iBackground color iText color Padding
Opx Margin
#fff @ 0v2(0.0,0,087)

GREEN TAIL LIGHT

Switch Control

DATA SETTINGS ADVANCED

toggleGreenTailLight

ACTIONS
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Chapter 26: Building the JavaScript Client

)

MQTT
Broker/Server

\

Publish to

topic: test Publish to
topic: test

Subscribe to
topic: test

(52)
&

ooooooooooooooog

Ooo0o0oooooooooooa
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Create an account

Authenticate through a third-party service

€) Sign in with GitHub G Sign in with Google

Create an account

Welcome to CloudMQTT! Please choose a password, read and accept our agreements to proceed.

Password:

Confirm password:

Agreements:

Consent:

—— Py -

I've read and agree to the Terms of Service and Privacy Policy
©@VYes (ONo

Please email me updates regarding feature announcements, performance suggestions, feedback

surveys and special offers.
©Yes (ONo

[274]




Graphics

Create new instance

No credit card Please add a credit card if you want to subscribe to a paid plan

[ ]
Plan
Select a plan and name -step 10f4
Name Name to describe your instance Plan
Plan Cute Cat (Free) 3
Tags Type or click here -

Tags are used to separate your instances between projects. This is primarily used in the project listing view for
easier navigation and access control.

‘Tags allow admins to manage team members access to different groups of instances.

Cute Cat

See the plan page to learn about the different plans.

[ELEM Select Region

Select a region and data center -step2of s

-«

Data center ‘ US-East-1 (Northern Virginia)

aws

« Back Cancel m
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Plan

Mame:

Provider:

Region:
Tags:

®.®

Cute Cat

Total: $0/month

T.A.R.AS
Amazon Web Services
US-East-1 (Northern Virginia)

T.ARAS.

Amazon Web Services US-East-1 (Northern Virginia)

Edit
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Instance info

Server m15.cloudmgtt.com

User ychzdsuq C Restart

Password t00uz5DWCsQ_ © Rotate

Port 18086
S5L Port 28086
Websockets Port (TLS only) 38086

Connection limit 5

[ MQTT HTML Client

-ﬂ-v

& v

paho.javascript-1. scripts
0.3

B MQTT HTML Client
W -#- W

l&
4
il

HTRIL o o

index.html paho.javascript-1. scripts
0.3
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MQTT Message Client

Send test Message Subscribe to test

Waiting for MQTT message

\/ Connected!
Received messages
Topic Message
test Hello from JavaScript client
Received messages
Topic Message

test

Hello from Raspberry Pi

MQTT Message Client

Send test message Subscribe to test

Hello from Rasphberry Pi
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Chapter 27: Putting It All Together

Publish to topic:
RobotControl

O )

MQTT
Broker/Server

\___/

Subscribe to topic:
RobotControl

Publish to topic:

Subscribe to topic: RobotEyes

RobotEyes
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T.A.R.A.S Robot Car Control

Turn Left Turn Right

Backwards
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[ 1 HTML JavaScript Client
% v =wv -ﬁ v |'I', <) Q

HTMLo 70 70 70

index.html paho.javascript-1. scripts styles
0.3
Received messages v
Topic Message
RobotControl Forward
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Subscribed to distance data

Close

Help

Cam subfolder:
Autostart:(yes/no)

Server: (apache/nginx/1lighttpd)
Webport:

User: (blank=nologin)

Password:

jpglink: (yes/no)
phpversion: (5/7)

<Cancel>
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pi@raspberypi: ~/RPi_Cam_Web_lnterface
File Edit Tabs Help
Copyright (c) 2015, Bob Tidey. RPi Cam v6.4.30

Start camera system now
Start now?

ATE <o >

RPi Cam 2018.09.23_17.05

Download Videos and Images Edit motion settings Edit schedule settings
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