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Chapter 2: Terraform Installation Guide

() httpsy//www.terraform.io/downloads.html

> @

s ® o O @B H b © @ = & @

Downloads B oa - P
FreeBSD
32-bit | 64-bit | Arm =, terraform_1.0.0_windows amdéd.zip
Open fils
~  See more
Linux

32-bit | 64-bit | Arm | Arm&4

4 OpenBSD
248 32-bit | 64-bit
i, Solaris
soLaris 64-bit
-- Windows
.. 32-bit | 64-bit £ Get started with a hands-on tutorial at HashiCorp Learn
Name Date modified Type Size
= terraform_1.0.0_windows_amd64.zip 14-06-2021 09:22 ZIP archive 32,558 KB
‘ Extract | Skip existing files - O X
File Edit Layout Tools Options Help
Extract Advanced Console Schedule
Name Type Size Packed Date/time Attributes Checksum/hash Full name 5

& terraform_1.0.0_windows_amdé4 zip

zip 317 MB + 2021-06-14 09:22:04 A C\Ravi-ll\terrafor

0 dir(s), 1 file(s), 31.7 MB

3 >
Qutput > |C\Ravi-ll\terraform, 2 Enter password / keyfile
Skip existing files e [ Close PeaZip when task completes
Extract v [ Delete archives after extraction
[ Extract in new folder
[ Extract to original path v

X Cancel




Control Panel Home

G Device Manager
G Remote settings

¢

G Advanced system settings

1 = > Contrg System Properties

Perfarmance

User Profiles

Startup and Recovery

Computer Name Hardware Advanced System Protection Remote

You mustbe logged on as an Administrator to make most ofthese changes.

Visual effects, processor scheduling, memory usage, and virtlual memory

Settings...

Desktop settings related to your sign-in

Settings...

System startup, system failure, and debugging information

Settings...

Environment Variables...

0K Cancel

Apply
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User variables for

1Y |
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Edit environment variable

C\Ravi-ll\terraform I ~

Variable

Value

System variables

New... Edit... Delete

J Variable

Value

Path

CA\Program Files (x86)\Microsoft SDKs\Azure\CLIZ\wbin;C:\WI.‘.I

New... Edit... Delete

oK Cancel

C\Program Files (x86)\Microsoft SDKs\Azure\CLI2\wbin
CAWINDOWS\system32

CAWINDOWS

CAWINDOWS\System32\Wbem
CAWINDOWS\System32\WindowsPowerShell\v1.0\
CAWINDOWS\System32\OpenSSHY,

C\Program Files\Microsoft SQL Server\130\Tools\Binny,
C\Program Files\Microsoft SQL Server\Client SDK\ODBC\170..
C\Program Files\Git\cmd

C\ProgramData\chocolatey\bin

C\Program Files\dotnet\

C\Program Files\Microsoft\Web Platform Installer\
C\Program Files\Microsoft Service Fabric\bin\Fabric\Fabric.C...
C\Program Files\Microsoft SDKs\Service Fabric\Tools\Service...
C\HashiCorp\Vagrant\bin

CA\Go\bin

%SystemRoot%\system32

%SystemRoot%

%SystemRoot%\System32\Wbem
%SYSTEMROOT%\System32\WindowsPowerShell\v1.0\

O/ EVETERADANTON Casrtmn o DN Aim i ECH 1

oK

New
Edit
Browse...

Delete

Move Down

Edit text...

Cancel
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trator: Command Prompt

C:\>terraform -v
Terraform v1.0.0
on windows amdé64

C:\>terraftorm -h
Usage: terraform [global options] <subcommand> [args]

The available commands for execution are listed below.
The primary workflow commands are given first, followed by
less common or more advanced commands.

Main commands:
init Prepare your working directory for other commands
validate Check whether the configuration is wvalid
plan Show changes required by the current configuration
apply Create or update infrastructure
destroy Destroy previously-created infrastructure

All other commands:
Try Terratorm expressions at an interactive command prompt
Reformat your configuration in the standard style
force-unlock Release a stuck lock on the current workspace
f={=3 Install or upgrade remote Terraform modules
graph Generate a Graphviz graph of the steps in an operation
import Associate existing infrastructure with a Terraform resource
login Obtain and save credentials for a remote host
logout Remove locally-stored credentials for a remote host
output Show output values from your root module
providers Show the providers required for this configuration
refresh Update the state to match remote systems
show Show the current state or a saved plan
state Advanced state management
taint Mark a resource instance as not fully functional
test Experimental support ftor module integration testing
untaint Remove the 'tainted' state from a resource instance
version Show the current Terraform version
workspace Workspace management

Global options (use these before the subcommand, if any):
-chdir=DIR Switch to a different working directory before executing the
given subcommand.
-help Show this help output, or the help for a specified subcommand.
-version An alias for the "version" subcommand.

inmishrar@terraform-vm:~§ sudo apt update -y

Hit:1 http://azure.archive.ubuntu.com/ubuntu bionic InRelease

Get:2 http://azure.archive.ubuntu.com/ubuntu bionic-updates InRelease [88.7 kB]
Get:3 http://azure.archive.ubuntu.com/ubuntu bionic-backports InRelease [74.6 kB
1

Get:4 http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]
Get:5 http://azure.archive.ubuntu.com/ubuntu bionic/universe amd64 Packages [857
0 kB]

B inmishrar@terraform-vm; ~/terraform

inmishrar@terraform-vm:~/terraform$ wget https://releases.hashicorp.com/terraform/1.0.0/terraform 1.0.0_linux amd64.zip
--2021-06-14 05:08:36-- https://releases.hashicorp.com/terraform/1.0.0/terraform 1.0.0 linux amd64.zip

Resclving releases.hashicorp.com (releases.hashicorp.com)... 151.101.209.183, 2a04:4e42:3b::439

Connecting to releases.hashicorp.com (releases.hashicorp.com)|151.101.209.183]:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: 33043000 (32M) [application/zip]

Saving to: ‘terraform 1.0.0 linux amd64.zip’

terraform_1.0.0_linux_amd64.zip  100%[ >] 31.51M 59.8MB/s  in 0.5s

2021-06-14 05:08:37 (59.8 MB/s) - ‘terraform 1.0.0_linux_ amdéd.zip’ saved [33043000/33043000]
inmishrar@terraform-vm:~/terraform$ 1s

inmishrar@terraform-vm:~/terraform$§ I



inmishrar@terraform-vm:~/terraform$ sudo apt install unzip -y
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
linux-headers-4.15.0-144
Use 'sudo apt autoremove' to remove it.
Suggested packages:
zip
The following NEW packages will be installed:
unzip
0 upgraded, 1 newly installed, 0 to remove and 9 not upgraded.
Need to get 168 kB of archives.
After this operation, 567 kB of additional disk space will be used.
Get:1 http://azure.archive.ubuntu.com/ubuntu bionic-updates/main amd64 unzip amd64 6.0-2lubuntul.l [168
Fetched 168 kB in Os (7014 kB/s)
Selecting previously unselected package unzip.
(Reading database ... 76932 files and directories currently installed.)
Preparing to unpack .../unzip_6.0-2lubuntul.l_amdé4.deb ...
Unpacking unzip (6.0-2lubuntul.l) ...
Setting up unzip (6.0-2lubuntul.l) ...
Processing triggers for mime-support (3.60ubuntul) ...
Processing triggers for man-db (2.8.3-2ubuntul0.1l) ...
inmishrar@terraform-vm:~/terraform$ sudo unzip terraform 1.0.0_linux amd64.zip
Archive: terraform 1.0.0_ linux amdé64.zip
inflating: terraform
inmishrar@terraform-vm:~/terraform$§ 1ls
terraform 1.0.0_linux_amd64.zip
inmishrar@terraform—vm:~/terraform$ I

C O nitps/pwww terraformio/d: shtm s ® o 0B B & 5 e
Downloads Boa - P
Terraform CLI Check out the v1.0.0 CHANGELOG for informaticn on the lates!
Terraform Cloud o e "".'n",' 0 in_amde zi
Terraform Enterprise Note: If you'e upgrading from an olds on of Terraform t .

le Guides to learn m.
Provider Documentation ! '

Teraform Glossary

Publishing Providers and Modules

Extending Terr
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MacBook-Pro:n komminenisrinandini$

Password:

sudo mv terratorm /usr/local/bin

MacBook—-Pro:n komminenisrinandini$ 1s
MacBook-Pro:n komminenisrinandini$ cd /usr/local/bin
MacBook-Pro:bin komminenisrinandini$ 1s

2to3
2t03-3.8

VBoxAutostart
VBoxBalloonCtrl
VBoxBugReport

VBoxDTrace
VBoxHeadless
VBoxManage
VBoxVRDP
VirtualBox
capinfos
captype
dftest

dumpcap

python3.8

easy_install-3.8 python3.8-config

editcap

randpkt

idle3 rawshark
idle3.8 reordercap
mergecap |terraform |
mmdbresolve text2pcap
pip3 tshark
pip3.8 vbox—-img
pydoc3 vboxwebsrv
pydoc3.8 wireshark

python3
python3-config

MacBook-Pro:bin komminenisrinandini$ [

Hamids-MacBook-Pro:~ hamidraza$ terraform -v

Terraform v1.0.0
on_darwin amdés

Hamids-MacBook-Pro:~ hamidraza$ terraform -h
Usage: terraform [global options] <subcommand> [args]

The available commands for execution are listed below.
The primary workflow commands are given first, followed by
less common or more advanced commands.

Main commands:
init
validate
plan
apply
destroy

Prepare your working directory for other commands
Check whether the configuration is valid

Show changes required by the current configuration
Create or update infrastructure

Destroy previously-created infrastructure

All other commands:

console
fmt
force-unlock
get

graph
import
login
logout
output
providers
refresh
show
state
taint
test
untaint
version
workspace

Try Terraform expressions at an interactive command prompt
Reformat your configuration in the standard style

Release a stuck lock on the current workspace

Install or upgrade remote Terraform modules

Generate a Graphviz graph of the steps in an operation
Associate existing infrastructure with a Terraform resource
Obtain and save credentials for a remote host

Remove locally-stored credentials for a remote host

Show output values from your root module

Show the providers required for this configuration

Update the state to match remote systems

Show the current state or a saved plan

Advanced state management

Mark a resource instance as not fully functional
Experimental support for module integration testing

Remove the 'tainted' state from a resource instance

Show the current Terraform version

Workspace management

Global options (use these before the subcommand, if any):

-chdir=DIR

-help
-version

Switch to a different working directory before executing the
given subcommand.

Show this help output, or the help for a specified subcommand.
An alias for the "version" subcommand.




Chapter 3: Getting Started with Terraform

N
=—

Terraform
+ 3 ]

oOoORACLE Microsoft %
Cloud Infrastructure A Azure -

u® webservices Google Cloud

resource "hzurerm_resource_grouq
name = "test-resources”
location = "West US 2"

lexamplel® {

}

resource "lazurerm_public_ip|" 1azure—pipr {
name = "test-pip"
location = lazurerm_resource_group.example.location
resource_group_name = fazurerm_resource_group.example.name
allocation_method = "Dynamic"
idle timeout_in minutes = 30
tags = {

environment = "test"”



< G O https//registry.terraform.io = @

" Terraform | Registry \ Search Providers and Modules Browse v  Publish v  Signin ©

Providers / hashicorp / azurerm / Version2540 v | Latest Version

azurerm @ Overview  Documentation

AZURERM DOCUMENTATION Azure Provider B o THIS PrE
= Authenticating to Azure
The Azure Provider can be used to configure infrastructure in Microsoft Azure using the Example Usage
. Azure Resource Manager API's, Documentation regarding the Data Sources and Resources Features and Bug Requests
azurerm provider supported by the Azure Provider can be found in the navigation to the left. Argument Reference
Features

> Guides

Interested in the provider's latest features, or want to make sure you're up to date? Check out
> API Management

the changelog for version information and release notes. Report an issue (£
> Advisor

> Analysis Services
> App Configuration Authenticating to Azure
> App Service (Web Apps)

> Application Insights
PP 9 ¢ Terraform supports a number of different methods for authenticating to Azure:

> Amestation Azure Resources
> Authorization e Authenticating to Azure using the Azure CLI
* Auomation = Authenticating to Azure using Managed Service Identity

> Azure Stack HCI ® Authenticating to Azure using a Service Principal and a Client Certificate
> Base
+ et « Authenticating to Azure using a Service Principal and a Client Secret

> Billing

> Blueprints

# To Create Azure Resource Group

resource "azurerm_resource_group" "example" {
name = "Terraform-rg"
location

"West Europe”
}
# To Create Azure Public IP Address
resource "azurerm_public_ip" "example" {
name = "Terraform-pip"
location = azurerm_resource_group.example.location
resource_group_name

allocation_method
idle timeout _in minutes

azurerm_resource_group.example.name
"Static"
10

}

# To Create Azure Load Balancer

resource "azurerm_lb" "example" {
name
location

"Terraform-LoadBalancer"
azurerm_resource_group.example.location
azurerm_resource_group.example.name

resource_group_name

frontend_ip_configuration {

name =|azurerm_public_ip.example.name|
public_ip address_id =|azurerm_public_ip.example.id |

}



- arn — Amazon Resource Name (ARNMN) of WVPC

- id | - The ID of the WPC

- cidr_block — The CIDR block of the WPC

- instance_tenancy - lTenancy of instances spin up within wPC.

- enable_dns_support - Whether or not the WPC has DNS support

- enable_dns_hostnames - Whether or not the WPC has DMNS hostname support

- enable classiclink — Whether or not the WPC has Classiclink enabled

- main_route table id — The ID of thie main route table associated with this VPC. Note that

vou can change a WVPC's main route table by using an aws_main_route_ table association
- default_ network acl_id - The ID of the network ACL created by default on VPC creation

- default_security_group_id - The ID of the security group created by default on WPC

creation

- default_ route_ table id — The ID of the route table created by default on WPC creation
- ipv6_association_id — The association 1D for the IPv6 CIDR block.

- ipv6e_cidr_block - The IPvEe CIDR block.

- orner_id - The ID of the AWS account that owns the WPC.

* id - an identifier for the resource with format {{project}}

* name - Unique name of the app, usually apps/{PROJECT ID}

® app_id - ldentifier of the app, usually {PROJECT ID}

* url_dispatch_rule - A list of dispatch rule blocks. Each block has a domain, path, and service field.
* code_bucket - The GCS bucket code is being stored in for this app.

® default_hostname - The default hostname for this app.

s default_bucket - The GCS bucket content is being stored in for this app.

* gcr _domain - The GCR domain used for storing managed Docker images for this app.

* iap - Settings for enabling Cloud |dentity Aware Proxy

© pauth2 client_secret sha256 - Hex-encoded SHA-256 hash of the client secret.



Chapter 4: Deep Dive into Terraform

Alibaba Cloud: user_data on alicloud instance Or alicloud launch_template.

Amazon EC2: user_data Or user_data_base64 On aws_instance, aws_launch_template, and

aws_launch_configuration .

Amazon Lightsail: user_data On aws_lightsail instance.

Microsoft Azure: custom_data ON azurerm virtual machine Of azurerm virtual _machine scale set.
Google Cloud Platform: metadata On google compute_instance OF google compute instance group.

Oracle Cloud Infrastructure: metadata Or extended metadata ON oci_core_instance Or

oci _core_instance configuration.

VMware vSphere: Attach a virtual CDROM to vsphere virtual machine usingthe cdrom block,

containing a file called user-data.txt.



Chapter 5: Terraform CLI

Home > cloud

g cloud | App registrations #

Azure Active Directory
@ -+ New registration

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Librar
Preview hub be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

@ Endpoints f’ Troubleshooting L Download [E Preview features <
@ overview w

# Getting started

XK Diagnose and solve problems

i All applications Owned applications  Applications from personal account
anage el

& users J Start typing a name or Application ID to filter these results

ke

Groups Display name

External Identities

L

Roles and administrators

']

Administrative units

B

Enterprise applications

&l

Devices

App registrations I@

Identity Governance

=

1]

Register an application

* Name

The user-facing display name for this application (this can be changed later).

I Terraform- Demo—SPM ~

Supported account types

‘Who can use this application or access this API?

@ Accounts in this organizational directory only (cloudtraininghub only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies =



Home > cloudtraininghub >

O Search (Ctrl+/) «
B Overview
& Quickstart

# Integration assistant | Preview

Manage

B Branding

9 Authentication

-

Certificates & secrets

Token configuration

n

AP| permissions
Expose an AP

Owners

u Roles and administrators | Preview

B Manifest

Support + Troubleshooting

& Troubleshooting

& New support request

5

Home »

= Terraform-Demo-SPN =

[i] Delete & Endpoints [ Preview features

“ Essentials
: Terraform-Demo-SPN

Display name Supported account types

Application (client) ID : 607907bc-e557-419e-81e1-a3e10e41644a Redirect URIs

Directory (tenant) ID  : abfaOb4e-cdda-49d0-8fc5-24f185a5c497 Application ID URI

Object ID : cddba247-fbaa-4abf-86ab-5c4cal086690c Managed application in |...

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Leam more

@ starting June 30th. 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and sec

feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn mare

Call APIs

.@ m.ﬂ
s &

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

View AP| permissions

Documentation

Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph

Glossary

Help and Support

cloudtraininghub > Terraform-Demo-SPN

Terraform-Demo-SPN | Certificates & secrets =

[P search (Ctrl+/)

@ Got feedback?

‘«

Overview

& Quickstart

% Integration assistant | Preview

Manage

B Branding

3 Authentication 1

Il Token configuration
-9 APl permissions
& Expose an API

Owners

w4 Roles and administrators | Preview

B Manifest

Support + Troubleshooting

ﬁ Troubleshooting

& New support request

: My organization only
: Add a Redirect URI
: Add an Application ID URI

: Terraform-Demo-SPN

Expires

@ In 1 year
O In 2 years

Client secrets

Asecrets

New client secret

Value

Description

Expires

No client secrets have been created for this application.

ng that the application uses to prove its identity when requesting a token. Also can be referred to as application password.



Terraform-Demo-SPN | Certificates & secrets »

[ 2 Search (Ctrl+A

B Overview

& Quickstart

::' Integration assistant | Preview

Manage
B Branding
9 Authentication

Certificates & secrets

Token configuration

@

APl permissions

[

Expose an API

Owners

B e

Manifest

Support + Troubleshooting
f Troubleshooting

2 New support request

Home > cloudlab

,op\ cloudlab | Access control (IAM)

Subscription

P Search (Ctri+/) «

Ovenview
@ Activity log 1
@ Tags
£ Diagnose and solve problems
© Security
Events
Cost Management
§_ Cost analysis
B} Cost alerts
) Budgets
&  Advisor recommendations
Billing
B invoices
B9 External services
T Payment methods
% Partner information
Settings

& Programmatic deployment

Roles and administrators | Preview

| « Q Got feedback?

@ Copy the new dient secret value. You won't be able to retrieve it after you perform another operation or leave this blade.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). Far a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

$ Upload certificate

Thumbprint Start date Expires

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Alsc can be referred to as application password.

-+ New client secret

Description Expires Value

Terraform-Secret 11/2/2021 JWT3efEWgPN.~bP2f0TELKP7D-_83_o~WH D
Add role assignment
Role © 3
{ Download role assignments == Edit columns () Refresh X Remove Q Got feedback? ‘ Contributor © v ‘
Assign accessto (D
Check access  Role assignments  Roles  Deny assignments  Classic administrators ‘ User, group, or service principal v ‘

Select ©

My access [ Terraform-Demo-SPN 4

View my level of access to this resource.
View my access

Check access
Review the level of access a user, group, service principal, or
managed identity has to this resource. Learn morec?®

Grant access to this resource

Grant access to resources by assigning a role.

Learn more

Find @

[ User, group, or service principal v

- View access to this resource
[ Search by name or email address |

View the role assignments that grant access to this and

other resources. Selected members:

Terraform-Demo-SPN

View Learn more !

No users, groups, or sevice principals found.

Remove

View deny assignments

View the role assignments that have been denied
access to specific actions at this scope.

/‘\5

sne
View Learn more




Environment Variables
% > Control Panel > System and Security > System
User variables for inmishrar
Variable Value (2
System Propertie ARM_CLIENT_ID 607907bc-e557-419e-81e1-a3e10e41644a
CompulerName | Hardware| Advanced | Sysiem Rrotsciion | Remote ARM_CLIENT_SECRET JWT3efEWGPN.~bP2fOTEDKP7b-_83_o~WH
ARM_SUBSCRIPTION_ID 97¢3799f-2753-40b7-a4bd-157ab464d8fe
You mustbe logged on as an Administrator to make most of these changes. ARM_TENANT_ID abfaOb4e-cdda-49d0-8fc5-24f185a5¢c497
Performance
Visual effects. processor scheduling. memory usage. and virtual memory
v
Settings...
User Profiles Bekcie
Desktop settings related to your sign-in
System variables
| Setngs. | :
Variable Value A
Startup and Recovery
System startup. system failure. and debugging information
1 Seftings... 1
1 Environment Variables...
v
OK ‘ Cancel Apply New. l Delete
3 @ Cancel
Home > Resource groups >
> [#) Terraform-rg =
Resource group
O Search (Ctrl+/) « + Add == Edit columns ]E Delete resource group O Refresh i Export to CSV t'%’ Open query @ Assign tags —> Move v/

(4 overview -/ Essentials
Subscription (change)

cloudlab

Activity log

2 Access control (1AM) Subscription 1D

97¢3799f-2753-40b7-34bd-157ab464dsfe

. Tags
- Tags (change)
7 Events
Environment : prod Owner : Azure-Terraform
Settings

Filter by name...

Quickstart

Type == all X

Deployments
No deployments

Showing 1 to 5 of 5 records. D Show hidden types ©

] Name T

D @ Terraform-keyvault2342

Deployments

&

g

B rolicies
22 Properties
6 Locks D B Terraform-nic
Cost Management D n Terraform-vm
S, Cost analysis

EN Cost alerts (preview) D 4> Terraform-vnet

FO) Budgets

D & Terraform-vm_OsDisk_1_e1e8282ab6d946089a034552e0bbd062

Network interface

Virtual machine

Disk

Virtual network

West Europe
West Europe
West Europe

West Europe

Location == all X +7 Add filter
No grouping v | [ tist view
Type T Location T
Key vault West Europe




B 4

My Account

Your Security Credentials

Use this page to manage the credentials for your AWS account. To manage credentials for AWS Identity and Access Management (IAM) users, use the |IAM Console

My Organization

To learn more about the types of AWS credentials and how they're used, see AWS Security Credentials in AWS General Reference. My Service Quotas

~ Password My Billing Dashboard

~ Multi-factor authentication (MFA)

~ Access keys (access key ID and secret access key) Sign Out

Use access keys to make programmatic calls to AWS from the AWS CLI, Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or inactive) at a

For your protection, you should never share your secret keys with anyone. As a best practice, we recommend frequent key rotation
If you lose or forget your secret key, you cannot retrieve it. Instead, create a new access key and make the old key inactive. Learn more

Created Access Key ID Last Used Last l.JSEd Last U.SEd Status Ac
Region Service
Jun 27th 2021 AKIASHKMGAOBRA47X21SU N/A N/A N/A Active Make Inac
Nov 8th 2020 AKIAIMQ4GX4XAJRTZS2A 2021-01-25 23:18 UTC+0530 us-east-1 ec2 Deleted

PL Create New Access Key M

O 8  https://ap-southeast-1.console.aws.amazon.com InPrivate &

aws Services ¥ £\ cloudiraininghub ¥ Singapore ¥ Suppo

@ New VPC Experience
Tell us what you think

ceae e

Your VPCs (1/1) info

Filter by VPC: Q 1 ®
Q Selecta VPC ¢
Name v VPCID v State v IPv4 CIDR IPv6 CIDR
v VIRTUAL PRIVATE
CLOUD Terraform_aws_vpc vpc-0517239ade36ef488 @ Available 10.0.0.0/16 -
Your VPCs 4
Subnets

Route Tables
Internet Gateways

Egress Only Internet



&y  https.//console.cloud.google.com

Google Cloud Platform = 8= Terraform-project - @,  Search products and reso
e Create service account
+2

® Service account details

e Service account name
Terraform-gcp-account
.\ Display name for this service account
L—Ee'. Service account ID
terraform-gcp-account @terraform-project-56745.iam.gserviceac > [«
=]
Service account description
e [ To authenticate Terraform to GCH ]
@ Describe what this service account will do
=
-
= A - -
- Grant this service account access to project
- (optional)
_ |
o ©) Grant users access to this service account (optional)
=2

&) https://console.cloud.google.com

Google Cloud Platform 8 Terraform-project « Q,  Search products and resour

e Create service account

& Service account details

© |
aQ P23 Grant this service account access to project
(optional)
E
¢ Grant this service account access to Terraform-project so that it has permission to
=] complete specific actions on the resources in your project. Learn more
ole i Condition -
= Editor )P Add condition u
Edit access to all resources.
>
-+ ADD ANOTHER ROLE
e
o

© Grant users access to this service account (optional)

2]



https://cons ud.google.com

Create private key for “Terraform-gcp-account”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@® JSON

Recommended

Q P12

For backward compatibility with code using the P12 format

CANCEL CREATE

O & https://console.cloud.google.com

Google Cloud Platform  $e Terraform-project w Q Search products and resources

Welcome to App Engine

™  Build scalable apps in any language on Google's infrastructure

& Your App Engine application has been created

Let us help you deploy to your application by pointing you towards the relevant resources based on your programming
language.

Get started



$ terraform graph | dot -Tswvg > graph.svg

Here is an example graph cutput:

aws_ instance.test

aws_route53_record.www

aws_elb.www

I aws_route53  zone.main |

aws_instance.test.1

I aws_instance.test.2 I | aws_instance .test.Q I




Chapter 6: Terraform Workflows

Init Plan Apply Destroy

terraform init terraform plan terraform apply terraform destroy

How To Use Terraform

-
’ il 7 B @

~ pisderi s s BN S e S rowy | N

Terraform .tf Install Initiate E \
< o > < co > Q

ZJ) Azure DevOps cloudthat-lab s Terraform-lab-Praject s Owerview / Summary

@afﬂrm-lab-l’roject —+
Terraform-lab-Project

=l overview

T sSummary

EH Dashboards

=l wiki

% Boards

B Repos

* Pipelines

2 S
& Test Plans =~ T
il Arufacts Welcome to the project!
What service would you like to start with?
Boards Repos Pipelines Test Plans
Artifacts
s83 Project settings <<

or manage your services



New service connection x
Choose a service or connection type

P search connection types

O W AWS for Terraform
O dih Azure Classic

() @& Azure Repos/Team Foundation Server

@ . Azure Resource Manager

(O @& Azure Service Bus
O B sitbucket Cloud
O £ chef

() #® Docker Host
O & Docker Registry

O % GCP for Terraform

Learn more

New Azure service connection X
Azure Resource Manager

Authentication method

@ @ Sservice principal (automatic) Recommended

O ol Sewice principal (manual)
O o\ Managed identity

O o Publish Profile

Need help choosing a connection type? Back

New Azure service connection

Azure Resource Manager using serviee principal (automatic)
Scope level

® Subscription

) Management Group

) Machine Learning Workspace

Subseription
cloudlab (97¢3799f-2753-40b7-adbd- 157ab464d8fe) ~ |

Resource group
Terraform-lab-rg ~ ‘

Deseription (optional)

rity
@m.um access permission to all pipelines

Learn more
Troubleshoot




re ps clou at-la / erraform-lab-Project  / epos  / iles / lerratorm-lal roject v °
Azure DevO) loudthat-lab /  Terraform-lab-Proj R Fil © Terraform-lab-P a @ &
. Terraform-lab-Project - 4 Terraform-lab-Project ) §master B3 / Typetofind afile or folder...
& oveniew ~ B terraform-code Files Set up build [llmRla RN
[ backend.tf Contents  History i
B soards
O providertf
Re; Name T Last change Commits
- . [ terraform.thvars
| B Files B et ™ terraform-code 7m ago abbcaade commit Ravi Mishra
variable.]
5 Commits [ webapptf [ Azure-pipeline.yaml 7m ago asbeaade commit Ravi Mishra
webapp.1
Pushes
Branches
& Tags
31 Pull requests
f Pipelines
A Test Plans
B Atifacts

) Azure DevOps doudthat-lab / Terraform-lab-Project / Pipelines G4 @ A o
BB reraformdabproject |+ A Pipelinesin your region may be be impacted by a live site incident, resuling possible pipeline delays. Check the status here.
B owniew Pipelines :
! Boards Recent All Runs W Filter pipelines
B repos

Recently run pipelines
@ ripelines

Pipeline Last run
i Pipelines

#20201216.1 « commit 2 Just now
Terraform-lab-Project-Cl
B Environments ° s A Manually triggered for @) 1 master O 16s
& Releases
W Library
T
) Azure DevOps dloudthat-lab / Terraform-lab-Project / Pipelines / Releases

. Terraform-lah-Project ar A\ Pipelines in your region may be be impacted by a live site incident, resulting possible pipeli;l Add an artifact

B oveniow All pipelines > ¥ Terraform-laC-Deployment-Pipeline Source type
! Boards Pipeline  Tasks ~  Variables Retention Options  History | . 0 O K
. Repos + Build Azure Repos .. GitHub TRVC
Pipelines Artifacts | - Add Stages | + Add v 5 more artifact types
Project* (D
wu  Pipelines
Terraform-lab-Project ~
—
L. Environments g N
Terraform-Code-D... | a) Source (build pipeling) * @
Add an artifact iob, 0 task /
5 Releases X 1job, 0 tas| -
) e \ v
Iy Library Default version * (@D
= Schedule
VAL © ot set Latest ~
T Deploymentgroups | e | source st @
B whiteSource Bolt _Terraform-lab-Project-C1
A Test Plans () The artifacts published by each version will be availzble for deployment in release pipelines. The
latest successful build of Terraform-lab-Project-Cl published the following artifacts: drop.
B Artifacts
Add




Azure DevOps

Overview

Boards

Repos

Pipelines

Pipelines

Environments

w b 4 D EDN @O

Releases

Y Library

Task groups

T Deployment groups

B whiteSource Bolt
& TestPlans
B Arifacs

Azure DevOps

Overview

Boards

<
[ 7]
=
)

Repos

Pipelines

B

Pipelines

Dashboard > Resource groups >

Terraform-lab-Project +

Terraform-lab-Project +

doudthat-lab / Terraform-lab-Project / Pipelines /

Releases /

Terraform-1aC-Deployment-.

A\ Pipelines in your region may be be impacted by a live site incident, resulting possible pipeline delays. Check the status here

All pipelines > ¥

Terraform-laC-Deployment-Pipeline

5 Create release

\ Azure CL to Create Storage for State File

Azure subscription* (D | Manage &

Terraform-lab-connection v O

Pipeline  Tasks~  Variables  Retention ~ Options  History
Terraform-Code-Deployment
Deployment process

Agent job +

& Funon agent

a Azure CLI to Create Storage for State File &
P2 Azure Cll

* Install Terraform 0.12.3

Terratorm tool installer
Terraform : Init

erraform

Terrafarm

*
* Terraform : Plan
R 4

Terraform : apply -auto-approve

© Scoped to resource group Terraform.-lab-rg

Script Location = ()

Inline script v

Inline Script* @

call az storage account create —-name $ unt) group
Terraform-lab-rg --location eastus --sku Standard_LRS

call az storage container create --name terraform --account-name
S(terraformstorageaccount)

call az storage account keys list -g Terraform-lab-rg -n $(

cloudthat-lab / Terraform-lab-Project / Pipelines /

Releases

Arguments (D

A\ Pipelines in your region may be be impacted by a live site incident, resulting possible pipeline delays. Check the status here,

2 Search all pipelines

=E 0w + New v~

Terraform-laC-Deployment-Pipeline
@ Terraform-Code-Deployment

Terraform-laC-Deployment-Pipeline

Releases Deployments  Analytics B All releases ~ v
Releases Created Stages

Felease12 6/2020, 2:31:42 PM

i 20201216... 32 master B G &) | ToE- |

> (@) Terraform-lab-rg = X
Resource group
2 Search (Ctrl+/) « + Add Edit columns m Delete resource group o Refresh i Export to CSV % Qpen query ‘ @ Assigntags —> Move v °-
(9 overview ~ Essentials JSON View
Activity log Subscription (change) Deployments
cloudlab No deployments
FR Access control (1AM) Subscription ID Location
97c3799f-2753-40b7-a4bd-157ab464dsfe East US
L Tags
£ K Tags (change)
7 FBvents Click here to add tags
Settings lter by nam Type ==all X Location == all X g Add filter
2 Depl
& Deployments X
Showing 1 to 3 of 3 records. D Show hidden types @ No grouping v l I List view v
B Ppolicies
o . D Name T Type T Location Ty
sZ Properties
B Locks D @ terraformlabwebapp App Service East US
D ‘ terraformlabasp App Service plan East US
Cost Management
D terraformlabstg001 Storage account East US

&
a

Cost analysis

Cost alerts (preview)




Chapter 7: Terraform Modules

& PacktPublishing / Hashicorp-Infrastructure-Automation- ®Watch ~ 2 ¥ sar | 1 Yrork 0

<> Code @ lssues 11 Pull requests @ Actions 0 wiki @ Security 12 Insights

Edit release Delete

o
(Latest relea:

Added terraform module file

@ inmishrar released this 4 hours ago

O 5952cb5
Compare v oL
commit
v Assets 2

[ Source code (zip)

[ Source code (tar.gz)

2 Home > Resource groups >

= (%) Terraform-rg =

fr Resource group

E [© search (ctri+n | « + Add == Editcolumns [l Delete resource group () Refresh & Exportto CSV %5 Open query D Assigntags —> Move ~ il Delete
@ ovarview o~ Essentiahs

* B Activity log Subscription (change) : cloudiab Deployments : No deployments

m Subscription ID | 97c3799f-2753-40b7-adbd-157ab464d8fe Location  : EastUS
Ra  Access control (IAM)

= @ o Tags (change) : Environment:prod  Owner : Azure-Terraform

g

a 7 Event 5

. vents [ Filter by name... | wpe==an x Location == all X T Add filter

)
Settis .

@ cttings Showing 1to 5 of 5 records. || Show hidden types @ No grouping
& Deployments

< ° [ Name * Type T4 Location Ty
R Folicies

=8 o (] B8 reraform-nic Network interface Fast US
35 properties

= ] BB teraform-vm Virtual machine EastUS
B Locks

a2 [ @ terraform-vm-keyvault Key vault East US

» Cost Management

= 9 O= _OsDisk_1_9faed 3fcbbb344779db7290e847d1a79 Disk East US
w. Cost lysi:

(i3] ¥ Cost analysis [J «> Terraform-vnet Virtual network East US

= El Cost alerts (preview)

PacktPublishing / Hashicorp-Infrastructure-Automation-

<> Code D Issues i1 Pull requests (=) Actions ) Security |~ Insights

=vioo | v1.0.0

O Icadada

£ inmishrar tagged this 2 hours ago
Compare

commit

~ Assets 2

3) Source code (zip)

3) Source code (tar.gz)



@ New VPC Experience
Tell us what you think

Subnets (1) nfo
VPC Dashboard

(0 [ =

Filter subnets 1
Filter by VPC: Q @
]
Q, selecta VPC ‘ Name: Terraform-aws-subnet X Clear filters
VIRTUAL PRIVATE
¥ cLouD Name v Subnet ID v State v VPC v IPvd CIDR
Your VPCs i I Terraform-aws-subnet subnet-08164ae645aebc891 © Available vpc-0636e37e2a87b6dSa | Terrafarm-aws-vpc 10.0.1.0/24 I
Subnets n i

B PacktPublishing / Hashicorp-Infrastructure-Automation-

<> Code (D Issues i1 Pull requests () Actions ) Security |~ Insights
Releases Tags
©woo | y2.0.0
-O- 738b6b4a
R inmishrar tagged this 24 minutes ago - 1 commit to master since this tag
Compare ¥
added GCP modules files
~ Assets 2
[3) source code (zip)
ﬁ?] Source code (tar.gz)
Storage browser [ CREATEBUCKET [ DELETE (3 REFRESH SHOW INFO PANEL
T Filter  Filter buckets ) m
Bucket sorting and filtering are available in the Storage browser. Now you can filter your buckets by any value and sort by any column. DISMISS
[ MNeme 4 Created Locationtype  Location Default storage class @ Updated @ Public access @ Access control @ Lifecycle rules @
O gepsigzaa. Dec 26,2020, 12:30:31 AM  Multifegion s (multple re..  Standard Dec 28, 202 A

0,12:30:31AM  Subjectto object ACLs  Fine-grained None i

registry.terraform.io

§” Terraform | registry

Select Repository on GitHub

How it work

< Refresh

I Only repositories with properly formatted names are listed.

] Terms of Use



< O & https://registry.terraform.io/modules/terraform-aws-modules/vpc/aws/latest

'ii Terraform | Registry Q Search Providers and Modules Browse Publish v  Sign-in ©

® Provision Instructions

Version 2.66.0 (latest) ¥ Copy and paste into your Terraform configuration, insert the

wvariables, and run terraform init

Terraform module which creates VPC resources on AWS
module “wpc®

source = "terraform-aws-modules/vpc/aws”
version = “2.66.0
e # fnsert the 15 required variables here

+
by antonbabenko -

Total provisions: 6.9M

github.com/terraform-aws-modules/terraform-aws-vpc (report an issue)

B Examples ~

Readme Inputs (409) Outputs (288) Dependency (1)  Resources (142)

AWS VPC Terraform module

Terraform module which creates VPC resources on AWS.



Chapter 8: Terraform Configuration Files

JSON Terraform Language Interpretation

Boolean A literal bool value.

Number A literal number value.

String Parsed as a string template and then evaluated as described below.

Object Each property value is mapped per this table, producing an object(...) value with suitable attribute
types.

Array Each element is mapped per this table, producing a tuple(...) value with suitable element types.

Null Aliteral null.



Chapter 9: Understanding Terraform Stacks

Terraform Registry

Stacks & Modules

Home > Resource groups >

> (@) terraform-test-rg =

Resource graup

Edit columns  [i] Delete resource group () Refresh < Exportto CSV %5 Open query @ Assigntags —> Move

L Search (Ctrl+/) « + Add

) Overview ~ A Essentials JSON Vie
. Subscription (change) Deployments

B Actvity log Azure Pass - Sponsorship No deployments
A Access control (IAM) Subscription ID Location

933d9410-¢867-4660-bf64-07cc62c4Tdeb EastUS
®

ags

Tags (change)

% Events
Environment : prod  Owner : Azure-Terraform ResourceName : Terraform-test-rg
Settings
ter for any fielk Type ==all X Location—=all X 5 Addfiter

@ Resource costs P v
& Deployments Showing 110 3 of 3 recards. | ] Show hidden types @ Mo grouping v | [ tist view
O security [ Name ™ Type T Location T4
B policies [ = statfwtnons Storage account Fast US
- ’
=% Properties [ W terraform-test-asp App Service plan Fast US
B Locks [0 @ terraformwebapp02343 App Service East US

Monitoring



Chapter 10: Terraform Cloud and Terraform Enterprise

https ./ app-terraform.io

HashiCars

"= Jerraform Cloud

Sign in to Terratform Cloud

Username or email

Passwword

Forgot password?

Sign in with SsSO.

Need to sign up? Create your

Wiew Terraform Offerings to find out which one is right
for you.

Create a new organization

Organizations are privately shared spaces for teams to collaborate on infrastructure. Learn more (5 about organizations in Terraform Cloud.

Organization name

£.g. company-name

terraformlab234

Organization names must be unique and will be part of your resource names used in various tools, for example terraformlab234/www-prod .

Email address

The organization email is used for any future notifications, such as billing alerts, and the organization avatar, via gravatar.com 3.

Workspaces  Modules  Settings  HashiCorp Cloud Platform £ @ .

terraformiab234 / Workspaces

Workspaces + New workspace
AP ©Sucess © ©Emor 0 & NeedsAttention 0  © Running 0 F Filter ™ Sort Q
WORKSPACE NAME RUN STATUS RUN REPO LATEST CHANGE

You don't have any workspaces y



Create a new Workspace

Workspaces determine how Terraform Cloud organizes infrastructure. A workspace contains your Terraform configuration (infrastructure as
code). shared variable values. your current and historical Terraform state, and run logs. Learn more 3 about workspaces in Terraform Cloud.

BB cChoose Type Connect to VCS Choose a repository Configure settings

Choose your workflow

=]

Version control workflow  Maost common
Store your Terraform configuration in a ait repository, and trigger runs based on pull requests and merges.

Learn More &i

CLi-driven workflow
Trigger remote Terraform runs from your local command line

Learn More

API-driven waorkflow

A more advanced option. Integrate Terraform into a larger pipeline using the Terraform APL

Learn More [P

Create a new Workspace

Workspaces determine how Terraform Cloud organizes infrastructure. A workspace contains your Terraform configuration (infrastructure as

code), shared variable values. your current and historical Terraform state, and run logs. Learn more (3 about workspaces in Terraform Cloud.

&) choose Type ) connect to Vcs D choose a repository P configure settings

Configure settings

Waorkspace Name

I infrastructure-automation I

The name of your workspace is unique and used in tools. routing. and Ul Dashes. underscores, and alphanumeric characters are permitted.
Learn more about naming workspaces (4.

~ Advanced options

Terraform Working Directory

I chapter10/terraform-cloud I

The directory that Terraform will execute within., This defaults to the root of your repository and is typically set to a subdirectory matching the
environment when multiple environments exist within the same repository.

Terraform will change into the chapterle/fterraform-cloud directory prior to executing any operation. Any modules utilized can be
referenced outside of this directory.

Automatic Run Triggering
Choose wihen runs should be triggered by WCS changes.
Always trigger runs

Only trigger runs when files in specified paths change

Er—— working owrectory [JHD

Add path

The branch from which to import new wversions. This defaults to the value your version control provides as the default branch for this repository

Include submodules on clone

Checking this box will perform a recursive clone of your repositories submodules. making them awvailable in the resulting slug containing
your Terraform configuration. Recursive clone is performed with --depth 1

Waorkspaces shiCorp Cloud Platfor

terraformlab234a  / Workspaces / infrastructure-Automation /  Runs

infrastructure-Automation

Mo workspa

Owverview

Resources
]

ce description available. Add workspace description

Runs States wvariables Settings ~

@@ cCconfiguration uploaded successfully

ure variables (suck

Your configuration has been uploaded. Next, you probably want 1o confi as access keys

or configuration values). If your configuration doesn't require variables, you can queue your first plan now.

Configure variabl Quecuc plan




infrastructure-automation © Runs State

Variables

These variables are used for all plans and applies in this workspace. Workspaces using Terraform 0.10.0 or later can also load default values from any *.auto.tfva

Sensitive variables are hidden from wiew in the Ul and API, and can't be edited. (To change a sensitive variable, delete and replace it} Sensitive variables can still app
output them.

When setting marvwy variables at once, the Terraform Cloud Provider 3 or the variables AP (3 can often sawe time.

Terraform Variables

These Terraform variables are set using a terraform.tfvars file. To use interpolation or set a non-string walue for a variable, click its HCL chedkbox.

Key Wabuwe

rgnanme terraform-lab-rg
Provide resource group name

ralocation castus
provide name of the location

+ Add variable

Environment Variables

These variables are set in Terraform’s shell environment using export .

Key Walue

ARM_CLIENT_ID BO7S0Tbc-e557-413e-81e1-ade10ed 1644
ARM_CLIENT SECRET SENSITIVE Sensitive - write oy
ARM_SUBSCRIPTION_ID 97cIFIH-2753-40bT-a4bd- 15Tabd64dBfe
ARM_TEMNANT_ID abfadbde-cdda-49d0-2fc5-24f1 25a5c497

-+ Add variable

formlab?34 ~  Workspaces ~ Modules  Settings Corp Cloud Platform ®@
! / infrastruc ion / Runs
infrastructure-automation © Runs  States  Variables  Settings v = Queueplan v

Current Run

g commit (s
13

#run-bMXkuKEE47zApLkt | inmishrar triggered from GitHub | Branch master |  ae57e@2 3 minutes ago

Run List

g commit s
13

#run-bMXKuKEEA7zAplkt | inmishrar triggered from GitHub | Branch master | |aes7e02 3 minutes ago




W temalombb2i v Workspaces Settings  HashiCorp Cloud Platform 4 Ol |

ferradormiahd 34 Workspaces infrastructune-automation Runs

infrastructure-automation

Runs  States  Variables  Settings v Queue plan ~
.

commit
':.! inmishrar triggered a run fron Run Detai W
Q Plan finished 13 minute 1 0 1 0 b A
Started 13 minutes ago Finished 12 minutes
_L Download Sentinel mocks I?_,I Se i ks can De
B Wiew raw log T Top + Bottom 3:'1 Expand ,J Full screen

BTerraform v1.8.1

on linux_amd&d

Configuring remote state backend...
Initializing Terraform configuration...

Terraforn used the selected providers to generate the following execution

plan. Respurce actions ere indicated with the following symbols:
creale

Terraform will perform the following actions:

# azurerm_resource_group.terraform-rg will be created
resource "azurerm_resource_group” "terraform-rg" {

id own after apply)

location eastus”

name = "terraform-lab-rg"

Plan: 1 to add, @ to chenge, 8@ to destroy.
B

© Apply pending

Meeds Confirmation: Check the plan ang

Confirm & Apply Discard Run Add Comment




Home >

Resource groups =

cloudtraininghub

+ Create 0! Manage view ':_:l Refresh \L Exportto CSV %% Open query @ Assign tags

' terr ) l_ Subscription == all Location == all X +‘7 Add filter
Showing 1to 1 of 1 records. l Ma grouping
D Name T Subscription T Location -
D (4] terraform-lab-rg cloudlab East US
formlab234 / Workspaces / inf tion / Settings / Destruction and Deletion
infrastructure-automation © Runs  States Variables | Settings v | = Queueplan v

Destruction and Deletion

There are two independent steps for destroying this workspace and any infrastructure associated with it. First, any Terraform infrastructure
should be destroyed. Second, the workspace in Terraform Cloud, including any variables, settings, and alert history can be deleted.

Destroy infrastructure
o Allow destroy plans

When enabled, this setting allows a destroy plan to be created and applied. This also applies when using the CLIL

Manually destroy

Queuing a destroy plan will redirect to a new plan that will destroy all of the infrastructure managed by Terraform. It is equivalent to running
terraform plan -destroy -out=destroy.tfplan followed by terraform apply destroy.tfplan locally.

Queue destroy plan

Delete Workspace

Deleting a workspace will remove any variables, settings, alert history, run history, and state related to it. This will not remove any infrastructure

managed by this workspace. If needed, destroy the infrastructure prior to deleting the workspace.

Delete from Terraform Cloud




I O O

— W e k.=

++t——
SCM Terraform plan Sentinel apply New
i Infrastructure

Cloud Policies

http app.-terraform.io.

terraformlab234 ~ Worlks; Settings HashiCorp Cloud Platform [

terraformilab234 / Settings / Policy Sets / MNew

ORGANIZATION SETTINGS

erraformliab234

General
Plan & Billing
Users

Teams

AP Tokens
Authentication
SSH Keys

Cost Estimation

VCS Providers

Connect a Policy Set

Policy sets are groups of Sentinel policies which may be enforced on workspaces.

Configure settings

2B choose a repository BB configure settings

You can use letters, numbers, dashes (-) and underscores () in your policy set name.

Description

tag policy

Policy Set Source
~ Hide additional options

Policies Path

I chapteriO/terraform-sentinel/ I

The path within the repository where the desired policies are present
This directory should include a "sentinel.hcl” confiquration file

By default, the repositary root is used. The leading /" is optional.

WVCS branch

The branch from which to import new versions. This defaults to the value
your version control provides as the default branch for this repository.

Scope of Policies

2 Policies enforced on all workspaces

Policies enforced on selected workspaces

Workspaces

The name of the workspace you wish to add to this policy set.

No workspaces applied

I terraform-sentinel ~ Add workspace I

(=]




terraformlab2 34 Worlspaces terraform-sentinel Runs T 1 mMEDGLg
terraform-sentinel i Runs States Variables — Queue plan
BTN updated policy
inmishrar triggered a run from GitHub a few seconds ago Run Details  ~
€9 Plan finished a minute ago Resources: 1 Tt 0 to cha O to destroy ~
€P» Cost estimatio nute ago Resources: O of O ¢ 12 Y. + $0.00 ~r
(] Policy check passed a minute age i 1 .d, O failec ~
Queued a few ss Passed a few seconds ago
tags policy set/arure tags
B view raw log T Tor L Bottom $x Expand =7 Full screen

and the protected

(hard-mandatory)

tags.sentinel:14:1
value:
true

ure_tags

| o Apply finished a few se

Comment: Le

Add Comment

commented tags in main.tf file

2 inmishrar trig

e Policy check hard failed

Hard failed a

Queued a f

tags_policy_set/azure_tags

wioclation(s)}, which is usually indicated boolean walue,

data .

by a rule with a
or non-zero collection

1 policies evaluated.

#8 Policy 1: tags_policy setfazure_tags (hard-mandatory)

Result: false
. fazure_tags.sentinel:14:1 -
Walue:
False

Rule

. fazure_tags.sentinel:8:1 -

"azure_tags

—  Apply will not run

Bottom

imated

==

Expand

$0.00/me

har

+$0.00 ~

Full screen




Chapter 11: Terraform Glossary
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