Chapter 1: Fundamental Concepts of
Network Automation
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0 t Pull requests Issues Marketplace Explore A +4- .'

x
Learn Git and GitHub without any code!
Using the Hello World guide, you'll create a repository, start a branch, write comments, and open a
pull request.
Read the guide Start a project
Browse activity Discover repositories

Repositories New repository

Discover interesting projects and people to populate




Create a new repository

A repository contains all the files for your project, including the revision history.

Owner Repository name
pnaedition2 = / mytest v
Great repository names are short and memaerable. Meed inspiration? How about musical-waddle.

Description (optional)

l This is a test repository{

® Public

Anyone can see this repository. You choose whe can commit.

f" Private

" You choose whao can see and commit to this repository.

[ Initialize this repository with a README

This will let you immediately clone the repository to your computer. Skip this step if you're importing an existing repository.

Add .gitignore: None = Add a license: None > ()




£l pnaedition? / mytest @Watch~ | 0 | | #Star 0 | YFork 0

<» Code Issues ‘0 Pull requests 0 Projects 0 Wiki Insights Settings

Quick setup — if you've done this kind of thing before

3] Setup in Desktop |or | HTTPS | SSH | https://github.com/pnasdition2/mytest.git

Get started by creating a new file or uploading an existing file. We recommend every repository include a README, LICENSE, and .gitignore.

...Or create a new repository on the command line

echo "# mytest” »> README.md B
git init

git add README.md

git commit -m "first commit"

git remote add origin https://github.com/pnaedition2/mytest.git

git push -u origin master

...or push an existing repository from the command line

git remote add origin https://github.com/pnaedition2/mytest.git B
git push -u origin master

£ pnaedition2 / mytest @ Watch= 0 St | 0 Yiok | 0
<> Code Issues 0 Pull requests 0 Projects 0 = Wiki Insights Settings
This is a test repository Edit

Manage topics

D 1 commit ¥ 1 branch € 0 releases 22 0 contributors
Branch: master New pull request Create new file ~ Upload files  Find file
Abhishek Ratan this is a test checkin Latest commut abe263d 4 minutes ago
[E) myfirstcodecheckin.py this is a test checkin 4 minutes ago

Help pecple interested in this repository understand your project by adding a README. Add a README




Directory C:\gdrive\book2\github\edition2\chapterl

AM

AM AN =<

PM 384 api_invoke ps.psl

PM : credential_hidings.py
file handling.py
get_process_powershell.psil
ipaddress_wvalidate.py
ipaddress_wvalidate_socket.py
j«nﬂqpi
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Chapter 2: Python Automation for Network
Engineers

et Python 36.1 Shell [ -E ]
File Edit Shell Debug Options Window Help

Python 3.6.1 (v3.6.1:69c0db5, Mar 21 2017, 17:54:52) [MSC v.1900 32 bit (Intel)] =
on win3z

Type "copyright™, "credits" or "license ()" for more information.
e

RESTART: C:/al/checknetmiko.pv
Ciszeco IOS Software, 3700 Software (C37T45-ADVEMNTERPRISEES-M), Version 12.4(15)T14
, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1%86-2010 by Cisco Systems, Inc.

Compiled Tue 17-Aug-10 12:55 by prod rel team

RCHM: ROMMON Emulation Microcode

RCM: 3700 Software [(C3745-ADVENTERPRISEKS-M), Version 12.4{15)T14, RELEASE S5COFIW
RBRE (fc2)

hestrouter uptime is 2 minutes

Syscem returned to ROM by unknown relcad cause - suspect boot data[BOOT COUNT] O
x0, BOOT COUNT O, BOOTDATR 19

System image file is "tftp://255.255.255.255/unknown™

m

This product contains cryptographic features and is subiject to United
States and local country laws governing import, export, transfer and
use,. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.5. and local country laws. By using this product vou
agree to comply with applicakle laws and regulations. If you are unakle
to comply with U.5. and local laws, return this product immediatelyw.

4 summary of U.5. laws governing Cisco cryptographic products may be found at:
http:///www.cisco. com/wwl /export/crypto/tool/stgrg.html

If vou require further assistance please contact us by sending email to —
exportlcisco.com.

Cisco 3745 (R7000) processor (revision 2.0) with 249856K/122BBK bytes of memory.
Frocessor board ID FIXO0S45WOMY
R7T000 CPU at 350MHz, Implementation 35, Rev 2.1, 256KB L2, S512KB L3 Cache




| & Python 3.6.1 Shell ===
Filte Edit Shell Debug Options Window Help

Fython 3.6.1 (v3.6.1:6%c0db5, Mar 21 2017, 17:54:52) [M5C v.1900 32 bic (Intel)}] #
on win3z

Type "copyright™, "ecredits" or "license ()" for more information.
e

RESTLRT: C:/al/checknetmiko.pv
Before config push
Building configuration...

Current configuration : 102 bytes

1

interface FastEthernet0/0

ip addres=s 192.168.255.24%9 255.255.255.252
duplex auto

speed auto

end

Lfrter config push
Building configuration...

Current configuration : 123 bytes

1

interface FastEthernet0/0

description my test

ip addres=s 192.168.255.24%9 255.255.255.252
duplex auto

speed auto

end

g g




Local_machine

Ethernet 4 rr4
fO/0

Ethernet switch-1

== RESTART: C:/gdrive/booki/github/edition2/python automation/multiping.py ==

server is up 1%2.168.20.1
server is up 15%2.168.20.2
server is up 15%2.168.20.3
server is up 19%2.168.20.4

2

le minutes
11 minutes
13 minutes
10 minutes

et
W

rtrl uptime
rtrZ uptime
rtr3 uptime
rtrd4 uptime
>

[T T
W mw m




RESTART: C:/gdrive/book2/github/edition2/python automation/config syslog.py

A R R

Performing validation for @ rtrl

Sy=slog is configured and reachakle
Logging set for informational logs

Loopkack interface status:
Lo30 up

R

A R R

Performing validation for @ rtr2

Sy=slog is configured and reachakle
Logging set for informational logs

Loopkack interface status:
Lo30 up

R

A R R

Performing validation for @ rtr3

Sy=slog is configured and reachakle
Logging set for informational logs

Loopkack interface status:
Lo30 up

R

A R R

Performing validation for @ rtr4

Sy=slog is configured and reachakle
Logging set for informational logs

Loopkack interface status:
Lo30 up

R

up

up

=

up

"rerl loopkack interface™

"rer2 loopkack interface™

"rer3d loopkack interface™

"rer4 loopkack interface™




RESTART: C:/gdrive/book2/github/edition2/python_automation/config syslog file.py
Showing contents for generated config files....

Showing contents of rtrl

logging host 19%2,168.20.5 transport tcp port 514
logging trap €

interface loopback 30

description "rtrl loopbkack interface™

Showing contents of rtr2

logging host 19%2.168.20.5 transport tcp port 514
logging trap 6

interface loopkack 30

description "rtrZ2 loopback interface"

Showing contents of rtr3

logging host 19%2,.168.20.5 transport tcp port 514
logging trap &

interface loopback 30

description "rtr3 loopback interface™

Showing contents of rtr4

logging host 19%2.168.20.5 transport tcp port 514
logging trap €

interface loopback 30

description "rtr4 loopback interface™
33>

Fetching stats for... 182.1€8.20.1

Cisco ICS Software, 3700 Software (C3745-ADVENTERPRISEKS-M), Version 12.4(15)T14, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2010 by Cisco Systems, Inc.

Compiled Tue 17-Rug-10 12:55 by prod rel team

Fetching stats for... 192.1€8.20.2

Cisco IOS Software, 3600 Software (C3660-RA3JK9S5-M), Version 12.4(19), RELERSE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Fri 25-Feb-08 23:47 by prod_rel team

B




Fetching stats for... 15%2.1685.20.1
SHMPvZ-5MI::imikb-2.2.2.1.2.1 = Interface MName: FastEthernetl/0
SHMEvZ-SMI::imik-2.2.2.1.2.2 = Interface Hame: FastEthernetOﬁd
SHMPvZ-5MI::imikb-2.2.2.1.2.3 = Interface Hame: Seriald/ /0
SHMPvZ-5MI::imikb-2.2.2.1.2.4 = Interface MName: FastEthernetd/1
SHMPvZ-5MI::imikb-2.2.2.1.2.5 = Interface Hame: Seriald/1
SHMPvZ-5MI::imikb-2.2.2.1.2.6 = Interface Hame: Seriald/Z2
SHMPvZ-5MI::imikb-2.2.2.1.2.7 = Interface Hame: Serialz/ 0
SHMPvZ-5MI::imikb-2.2.2.1.2.8 = Interface Hame: Serialz/1
SHMPvZ-5MI::imikb-2.2.2.1.2.9 = Interface Hame: Seriall/Z
SHMPvZ-5MI::imikb-2.2.2.1.2.10 = Interface Hame: Serialz/3
SHMEvZ-SMI:imik-2.2.2.1.2.12 = Interface Hame: Hulld
SHMPvZ-5MI: imik-2.2.2.1.2.16 = Interface Hame: Loopkack(
SHMPvZ-5MI: imik-2.2.2.1.2.17 = Interface Hame: Loopkack30
Fetching stats for... 15%2.1685.20.2
SHMPvZ-5MI::imikb-2.2.2.1.2.1 = Interface MName: FastEthernetd/ 0
SHMPvZ-5MI::imikb-2.2.2.1.2.2 = Interface Name: FastEthernetd/1
SHMPvZ-5MI::imib-2.2.2.1.2.3 = Interface MName: Ethernstl/0
SHMPvZ-5MI::imikb-2.2.2.1.2.4 = Interface Hame: Ethernsetl/1
SHMPvZ-5MI::imikb-2.2.2.1.2.5 = Interface Hame: Ethernstl/Z
SHMPvZ-5MI::imikb-2.2.2.1.2.6 = Interface Hame: Ethernstl/3
SHMEvZ-S5MI: imik-2.2.2.1.2.8 = Interface HName: Hulld
SHMPvZ-5MI: imik-2.2.2.1.2.9 = Interface Hame: Loopkack30
e
Hostname for IP 192.168.20.1 is rtrl
Hostname for IP 192.168.20.2 is rtr2
Hostname for IP 192.168.20.3 is rtr3
Hostname for IP 192.168.20.4 is rtr4
Total exection time:
0:00:26.844389
el
Hostname for IP 1%9%2.165.20.4 is rtr4
Hostname for IP 1%2.165.20.2 is rtr2
Hostname for IP 19%2.165.20.3 is rtr3
Hostname for IP 1%2.1685.20.1 is rtrl

I

Total exection time:
Q:00:07.9692598




| @ Python 3.6.1 Shell ElEERIES
Fite: Edit' Shell Debug Options Window Help

Fython 3.6.1 (v3.6.1:65c0db5, Mar 21 2017, 17:54:52) [M5C w.1300 32 bit (Intel)] -~
on win3z2

Type "copyvright™, "eredits"™ or "license ()" for more information.
¥

RESTART: C:/al/checksample.py
Trunk enabled on fald/l

Trunk enabled on fal/0

Trunk enabled on faz/ /1

Trunk enabled on te3/1

>

L Python 36,1 Shell o (=]
Filte Edit Shell Debug Options Window Help

Fython 3.6.1 (v3.6.1:63c0db5, Mar 21 2017, 17:54:52) [M5C v.1300 32 bit (Intel)] *
on win3z
Type "copyright™, "ecredits™ or "licensze ()" for more information.

e g

BESTART: C:/al/checksample.py
Trunk enabled on fald/l

Trunk enabled on f£al/0

Trunk enabled on fa2/1

T

For IP 182.168.20.2 interface Loopbackd5 is NOT present

For IP 182.168.20.3 interface Loopbackd5 is NOT present
For IP 182.168.20.4 interface Loopbackd5 is NOT present

For IP 182.168.20.1 interface Loopbackd5 is NOT present

interface Serizll/ /1l is present
interface Serisld/1l is HOT present
interface Serisld/1l is HOT present

For IP 15%2.168.20.
For IP 152.168.20.
For IP 15%2.18E8.20.

W B3

For IFP 1%2.165.20.3 interface Seriald/1l is present




RESTART: C:/gdrive/book2/github/edition2/python_automation/usecase loopback.py

For IP 192.168.20.1 interface Loopkackd45 is HOT present. Pushing the config
For IP 15%2.168.20.3 interface Loopback4b is HOT present. Pushing the config

For IP 192.168.20.4 interface Loopback45 is HOT present. Pushing the config
Configuring router 152.168.20.1 now...
Configuring router 152.165.20.3 now...

Configuring router 152.168.20.4 now...

For IP 192.168.20.2 interface Loopkback45 is HOT present. Pushing the config
Configuring router 15%2.168.20.2 now...

For IP 182.1685.20.4 interface Loopback45 is present

For IP 182.1685.20.2 interface Loopback45 is present

For IP 182.1685.20.1 interface Loopback45 is present
For IP 192.1&8.20. interface Loopkack4S is present

i

e

RESTART: C:/gdrive/book2/github/edition2/python automation/usecase updatedescription.py

MIB: 1.3.6.1.2.1.31.1.1.1.18.18 , Interface info: Leoopkback4b test interface created
MIB: 1.3.6.1.2.1.2.2.1.2.18 , Interface info: Loopback45s
MIB: 1.3.6.1.2.1.31.1.1.1.1.18 , Interface info: Lo45

IF address of the device: 19%2.168.20.1

Updating the config on 192.168.20.1

MIB: 1.3.6.1.2.1.31.1.1.1.18.18 , Interface info: Leoopback4t Mgmt loopkack interface
MIB: 1.3.6.1.2.1.2.2.1.2.18 , Interface info: Loopback45s

MIB: 1.3.6.1.2.1.31.1.1.1.1.18 , Interface info: Lo45

IF address of the device: 19%2.168.20.1

>3




Chapter 3: Ansible and Network
Templatizations

+ abhishek@ubuntutest: - (5|

abhishek@ubuntutest:~% ansible
Usage: ansible <host-pattern>= [options]

pefine and run a single task 'playbook' against a set of hosts

options:
-a MODULE_ARGS, --args=MODULE_ARGS
module arguments
--ask-vault-pass ask for vault password
-B SECONDS, --background=SECONDS
run asynchronously, failing after X seconds
{default=N/A)

-C, --check don't make any changes; instead, try to predict some
of the changes that may occur

-, --diff when changing (small) Tiles and templates, show the
differences in those files; works great with --check

-p EXTRA_VARS, —-extra-vars=EXTRA_VARS

set additional wvariables as key=value or YaMmL/JS0N, if
filename prepend with @

-f FoORks, --forks=FORKS
specify number of parallel processes to use
{default=5)

-h, --help show this help message and exit

-1 INVENTORY, --inventory=INVENTORY, --inventory-file=INVENTORY
5pecif¥ inventory hostb?ath

T

{default=[[u’ /etc/ansible/hosts"]]) or comma separated
host 1ist. --inventory-file is deprecated
-1 SUBSET, --1imit=SUBSET
further 1imit selected hosts to an additional pattern
--1list-hosts outputs a list of matching hosts; does not execute
anything else
—-m MODULE_NAME, --module-name=MODULE_NAME
module name to execute (default=command)
-M MODULE_PATH, --modul E—path=MODULE_F-‘ATH

prepend colon-separated path(s) to module Tibrar

{default=[u’ /home/abhishek/. ansible/plugins /modules’,

u'/usr/share/ansible/plugins/modules"])
—-new-vault-1d=NEW_VAULT_ID

the new vault identity to use for rekey
--new-vault-password-file=NEW_VAULT_PASSWORD_FILES

new wvault password file for rekey

-0, --one-line condense output
-P POLL_INTERWVAL, ——p[ﬂ 1=POLL_INTERVAL

set the poll interwval if using -B (default=15)
--syntax-check perform a syntax check on the playbook, but do not

execute it
-T TREE, --tree=TREE Jlog output to this directory




+" abhishek@ubuntutest: ~ |

abhishek@ubuntutest:~% ansible localhost -m setup |[more
127.0.0.1 | SUCCESS => {
"ansible_facts": {

"ansible_all_ipv4_addresses": [

1, "172.31.33.197"

"ansible_all_ipv6_addresses": [
] "feB0::8a8:51ff:Telb: EfOE"

'ans1b1e apparmor {
"status enabled”

"ansible_architecture™: "x86_64",
"ansible_bios_date": "02/16/2017",
"ansible_bios_version": "4.2.amazon"
"ansible_cmdline":
"BOOT_IMAGE": "/boot/vmlinuz-4.4.0-1035-aws"
”con501e”' "ttys0",
"ro": tru
) "root": ”UUID Jel3556e-d28d-407b-bccd-97160cafebel”
”an51b1e_date_time”. i
"date": "2017-10-10",
"day": 107,
epoch”' "1507611083",
"hour™: "04",
”ﬁSUBEDl”: "2017-10-10T04:51:232",
"is08601_basic": "20171010T045123181202",
"is08601_basic_short”: "20171010T045123",
"iso8601l_micro™: "2017-10-10T04:51:23.181276z2",

"minute”: 51",
"month": "10",
”5ec0nd“: 237,
t1me : "04:51:237,
"tz "UTC"

i offset": "+0000",
weekday Tue5day .
"weekday_ number HE
"weeknumber": ”¢1”,
) "wear": "2017"
"ansible_default_ipwd4™:
"address": "172.31.33.197",
"alias": “ethD”
”broadcast  T172.31.47. 255",
"gateway': “1’2 31.32.1",

"Interface” “ethD”
"macaddress”: "0a:ag:51:0b: ef:06",
mru 9001,

"netmask™: "255.255.240.0",
"network": "172.31.32.0",
"type": "ether"

“ansible_default_ipwe": {7},
"ansible_device_links": {
"ids": {7,
"labels"™: {
"wvdal":
"cloudimg-rootfs”










switch mgmt

mgmt




mgmt







Chapter 4: Using Artificial Intelligence in

Operations

App: Search & Reporting

splunk

Search Dashboards

Alerts

No Event Sampling

Administrator v -

What to Search

Help v | Find

> Search & Reporting

e - |

8 Verbose Mode ¥

-t
3

sourcetype=cisco_syslog | stats count(type)
~ 6 events (11/26/18 2:30:00.000 PM to 11/27/18 3:19:57.000 PM)

Events (6) Patterns Statistics (2) Visualization

20 PerPage » # Format Previ

type =
%LINEPROTO-5-LUPDOWN

No Event Sampling =

How to Search
If you are not familiar with the search features, or want to learn more, see one of the following 263 Events 23 days ago 13 dEyS ago
resourees INDEXED EARLIEST EVENT LATEST EVENT
Documentation [2 Tutorial 2 Data Summary
Data Summary X
Hosts (1) Sources (1) Sourcetypes (2)
ftter Q
Sourcetype = al Count = Last Update =
cisco_syslog ul > 6 /2618 9:08:29.000 PM
syslog al > 6 /2618 E:48:13.000 PM
New Search SaveAs+w  Close

Jobw el [ 4

Last 24 hours

B Verbose Mode =

countftype) =

-
—j‘




New Search

sourcetype=cisco_syslog "down" | stats -tnun:(hn;[l) by _time, host

~ 3 evenis (11/26/18 2:30:00.000 PM to 11/2718 3:24:00.000 PM)

Visualization

ts (3) Patterns Statistics (3)

20 PerPage v

+ Format

Preview =

No Event Sampling

Jobw ”

Save As v

Last 24 hours = B

B Verbose Mode v

Close

time + host & <2 countfhost) = .~
2018-11-26 20:52:24.403 192.168. 20 1
-
2018-11-26 28:53:37.579 192.168.20. 1
-—
2018-11-26 21:07:51.095 192.168.2@ _
sourcetype="cisco_syslog" | timechart count(host) by host | All time » n
+ 118 events (before 12/20/18 6:39:27.000 PM)  No Event Sampling v n m L - 8 Verbose Mode v
Events (118)  Patterns  Statistics (10
al Column Chart # Format 8 Trellis
&0
40
192168.201
192168.20.2
192168.203
20 192168.20.4
March apra ay e Sty avgust "September Octoner November "becember
2018

time







= RESTART: C:h\gdrive\book2\github\edition2\aiops\simple linear regression.py =
Years of Experience im CS5V...
[r 1.1]
[ 1.3]
. 5]
1
21
9]
1
.21
2]

-
- !

.9]
1
1
1]
.51
.9]
.1]
.31
.9l
1
.B]
1]
.9]
.21

-
a !
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=]

1

.51

. 6]

.31
[10.5]]

Salary based upon of Experience in C5V...

[ 39343. 4e6205. 37731. 43525. 39851. 5664Z2. 60150. 54445. 64445.
S5T1ES. 63218. 55794. 5€%57. 57081. 61111. 67938. ©6029. B30BEB.
81363. 93940. 9173B. 9B273. 101302. 113812. 109431. 105582, 1le5g9.

112635. 122351. 121872.]

oo |

W oo oo

=
o




:?x: Figure 1

Salary vs Experience (Training set)
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-}; Figure 1
Salary vs Experience (Test set)
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Salary kased upon of Experience in C5V...

[ 39343.
57189,
B1363.

112635,

46205, 3TT31.
63218, 55794,
893940. 91738.
122351, 121872.

Predicted =alary for 15
[166714.21691537]

Predicted salary for 25
[260975.30460812]

Predicted salary for 13
[147862.830937722]

>33 |

43525,
268957,
Sg273.

yvears of

yvears of

vears of

38E51. See42.
STOB1. £1111.
101302, 113812.

experience:
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experience:

60150.
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Enter o search =
Algorithm
Kalman Filter - =
Method Future Timespan Holdback Confidence Interval Period
- |2 1z o5 onal
Openin

Forecast [2
1
i
i
i
i

e | i ERB
| 1 4
i
: 1
i
i
15, Jun 20 Jun 27 Jun 4] 1 gut 18 25 Ju 1. Aug

"Int changed sta host Last 15 min

to12/4 - 8 Verbo:

Statistics (1)




Save As Alert

Settings

Title

Description

Permissions

Alert type

Time Range

Cron Expression

Loopback 45 is down

Loopback 45 went down

Private Shared in App

Scheduled Real-time

Run on Cron Schedule =

Last 15 minutes »

at GPM). Learn More




Save As Alert

0 | simcomail.com

Priority MNormal »

Subject | Splunk Alert $name$

Comma separated list of email
addresses.

£ Show CC and BCC

The emall subject, recipients
and message can include

tokens that insert text based on

Message | The alert condition for ‘$name®’ the results of the search.

was triggered.
Issue with $result. host$

Learn Mare [2

-

Include Link to Alert Link to Results
[ ] search String Inline Table »

|:| Trigger |:| Attach C5V

Condition

D Trigger Time Attach PDF

Loopback 45 is down

Loopback 45 went down

Enabled: .................... Yes. Disable

App: i, S2Arch

Permissions: ........... Private. Owned by abhishekratan. Edit
Modified: .............. Dec 4, 2018 7:56:18 PM

Alert Type! ............. Scheduled. Cron Schedule. Edit

Trigger Condition: .. Number of Results is = 0. Edit
Actions: ... v TAction Edit
B4 Send email




¢ O 0§ & 0 ©b
Splunk Alert: loopback down x & 2
b gmail.com W e :
The alert condition for 'loopback down' was triggered.
Device affected is 192.168.20.1
Trigger:  Saved Search [loopback down]: number of events (1)
View results in Splunk
host total
192.166.201 5
T
[B Pythion 3.6.2 Shell — o X
File Edit Shell Debug Options Window Help
Python 3.6.2 (v3.6.2:5£d33b5, Jul & 2017, 04:14:34} [M5C v.1%00 32 bit (Intel}] -
on win3z2
Type "copyright", "credits” or "license ()" for more information.
o
RESTART: C:\gdrive\book2\github\edition2\aiops\img_recognition.py
I found 5 black shapes
Additionally I found 2 black squaIes
[ Mask s m] % [ Image = O X




RESTART: C:/gdrive/book2/github/edition2/aiops/simple linear regression_emplovee.py
HName: Empl , Exp: 5 , Current Salary: 56642 , Predicted Salary: 72454 , Status: UnderPaid

Name: Emp2 , Exp: & , Current Salary: 51363 , Predicted Salary: 100732 , Status: UnderPaid
Name: Emp3 , Exp: 9 , Current Salary: 105582 , Predicted Salary: 110158 , Status: UnderPaid
Name: Emp4 , Exp: 13 , Current Salary: 122391 , Predicted Salary: 147862 , Status: UnderPaid
Name: EmpS , Exp: 1 , Current Salary: 46205 , Predicted Salary: 34750 , Status: OverPaid
Name: Empe , Exp: 3 , Current Salary: E3088 , Predicted Salary: 53602 , Status: OverPaid
Name: Emp7 , Exp: 2 , Current Salary: 113812 , Predicted Salary: 4417&€ , Status: OverPaid
Name: EmpE , Exp: 3 , Current Salary: 105582 , Predicted Salary: 53602 , Status: OverPaid
Name: Emp9 , Exp: 20 , Current Salary: 55794 , Predicted Salary: 213845 , Status: UnderPaid

(=]

Name: Empld , Exp:
>55 |

, Current Salary: 46205 , Predicted Salary: 34750 , Status: OverPaid




Chapter 5: Web Framework for Automation
Triggers

A

Devices
(Routers/Servers/
etc.)
Clients {Browsers/ SSH/HTTP/et
CURL/ Programming JSON etc.
Languages/External |ﬂfr3$trUCture
Tools)
Tools
(Splunk/External
API (Python Applications)
Scripts/
Functions)

N

SRR,  .pi-auth — -bash ...Jcode — -bash ..loads — -bash __, |

b P ; $ gunicorn main:app

[2018-12-03 14:36:05 +0000] [11138] [INFO] Starting gunicorn 19.9.0

[2018-12-03 14:36:05 +0000] [11138] [INFO] Listening at: http://127.0.0.1:8000 (
11138)

[2018-12-03 14:36:05 +0000] [11138] [INFO] Using worker: sync

[2018-12-03 14:36:05 +0000] [11141] [INFO] Booting worker with pid: 11141

< C {t | @ localhost:3000/test

{"response”: "This is my first APT!!!", "status™: "288 OK"}




...tu@13.59.112.54 ...pi-auth — -bash ...[code — -bash ..loads — -bash ..,

ubuntu@ip-172-31-23-138: $ gunicorn main:app -w 4 -k gevent
[2018-12-03 14:57:55 +0000] [11261] [INFO] Starting gunicorn 19.9.0
[2018-12-03 14:57:55 +0000] [11261] [INFO] Listening at: http://127.0.0.1:8000 (

11261)

[2018-12-03 14:57:55 +0000] FINFO] Using worker: gevent
[2018-12-03 14:57:55 +0000] ¢ [INFO] Booting worker with pid: 11264

[2018-12-03 14:57:55 +0000] [¥ [INFO] Booting worker with pid: 11265
[2018-12-03 14:57:55 +0000] [} [INFO] Booting worker with pid: 11266
[2018-12-03 14:57:55 +0000] [INFO] Booting worker with pid: 11267

{'result':

[{'router mame': 'rtr2'}, {'router name': 'rtr3'}, {'router name': 'rtr4'}]}

Scenario 1:

Provide INCorrect username and password combination to generate token

{"username": "akhishek", "password":"testpassl123T}
Incorrect Username,/Password

Scenario 2Z:

Provide Correct username and password combination to generate token

{"username": "John", "password":"tescpass"}
{'token': "rpXS52rtXagZVI0jgHSWNCZHCJHIe3BmMy . WylgT7eubhS2Y i TUhCkDTOgvenCH" }

T




Scenario 1l: Validat PR
{"token" :"rpXS2rtGEEGLaZVOIgHSWHNCZHNCiHIJe 3By . Wy lgTeukbAS 2 Y TURCEDT QogvenCH™ ¢
Token does not exist

Scenario Z2: Validating right token...

{"token”™:: "rpX52rtXagZVOjgHSWNCZNCIHIe 3BmMy . Wy lgTeubASZY ) TURCEKDT QgvenCH™ §

Hello John!

== RESTRRT: C:/gdrive/bookZ/github/editionz/web framework/python example.py ==
YW JoaXNoZWtEOl lwYKNzd29yia=—

{'username": 'akhishek', 'password': 'password'}

P5 C:il\=
P5 C:ih\=

TWIJoaXNoZWthbOl lwYXNzd2 9yvZa=—
B{username=abhishek; password=password}

cur]
d"}'
% Total Current
) ] g Speed
44 i = -

T
P

89 100 48




POST http:// v, = code

® raw

Status: 200 QK

{"decode”: "YHIoaXNoZWtbO1lwYXNzd 29y ZA==""}

Body (5)
Premy JSON =
1~
2 "username”: "abhishek",
3 "password”: "password"

(1) Body @
form-data x-www-form-urlencoded
1 {"encode":"abhishek[:]passward"}
Body (3)

Pretty JSON =
1~

2 "encoded™: " YWJoaXNoZWtbOllwYXNzd29yZA==""
ER

POST hittp:// Ny decode

(1} Body @

form-data w-whww-form-urlencoded ® raw

1

Status: 200 OK




POST http://opstestapi/getrouterversion Params

Headers (2} )
—_—
Value Description

Key

Content-Type application/c-weww-form-urlencoded

auth-TOKEN e e RS

{"result": [{"status": "success", "identifier": "", "type": "", "output": [{"status": "success", "identifier": "1@.
"putput": "Cisco I0S Software [Fuji], ASR1000 Software (X86_64_LINUX_IOSD-UNIVERSALKS-M), Version 15.7.2, RELEASE S
{"status": "success", "identifier™: "16.120.240.1", "type": "ip", "output": "Cisco I0S Software [Fuji], ASR18@8 Sof
UNIVERSALKS-M), Version 16.7.2, RELEASE SOFTWARE (fc3)"}, {"status": "success", "identifier": "18.120.240.2", "type
105 Software [FLIJJ.], ASR1GE0 so‘tware (X86_64_LINUX_IOSD-UNIVERSALKS-M), Version 16.7.2, RELEASE SOFTWARE ffca‘“}

"identifier": B8.164.240.5", "type": "ip", UJLDUt" "Cisco I0S Software, C2900 qoftnare (C2900-UNIVERSALKS-M), \

SOFTWARE (fc1)"31313

Welcome to the Alexa Skills Kit Developer Console
feature and tools. Curious about what's new? wat ar bur docu

Wisit our to learn about new

Skills Earnings Payments

Create Skill

Alexa Skills

SKILL NAME LANGUAGE TYPE MODIFIED STATUS ACTIONS

checksplunk English (US) Custom 2018-12-08 @ In Development Analytics ‘ Edit ‘ Delete

ieve Skill ID




< Your checksplunk Build Test Distribution

@ English (US) E] save Model ¥ Build Model

CUSTOM
Invocation

Users say a skill's invocation name to begin an interaction with a particular custom skill.

. For example, if the invocation name is "daily horoscopes”, users can say:
Invocation

Interaction Model

v Intents (6) @ Add
User: Alexa, ask daily horoscopes for the horoscope for Gemini

~ splunkintent 1

status 1

Skill Invocation Name =
~ Built-In Intents (5)

AMAZON.Fallbackintent kheck splunk

AMAZON.Cancellntent

CUsTOM

N Intents / splunkintent
y2f Interaction Mode

Sample Utterances (6) # Bulk Edit X Export
Invocation
L Intents (6) 0 Add | t +
St ] On which routers the management interface is {status} il
v Built-In Intents (5) Routers on which management interface is {status} i

AMAZON. Fallbackintent
On which routers is the management interface is {status} i

AMAZON Cancellntent

AMAZON Helplntent On which routers is the management loopback is {status} il

AMAZON Stopintent Routers on which management loopback is {status} il




+ splunkintent [
status ]
- ID {(OPTIONAL) S
« Built-In Intents (5) VALUE (3 ! SYNONYMS (OPTIONAL) (3
AMAZON.Fallbackintent
AMAZON.Cancellntent Eoum +
AMAZON . Helpintent
up + m}
AMAZON Stopintent
AMAZON NavigateHomelntent
1-20f2
Slat Types (1) @ Add
status -
Slots Using (status)
JSON Editor
@ Dterfates SLOT NAME (3 INTENT (3
@ Endpoint status splunkintent

Endpoint

@ Interaction Model

Invocation
(37 The Endpoint will receive POST requests when a user interacts with your Alexa Skill. The request body conitains parameters that your service

~ Intents (6) e Add can use to perform logic and generate a JSON-formatted response. Learn more about AWS Lambda endpoints here. You can host your own
HTTPS web service endpaint as long as the service meets the requirements described here.
~ splunkintent ]

status bj
~ Built-In Intents (5) Service Endpoint Type
AMAZON.FallbackIntent Select how you will host your skill's service endpoint.

AMAZON Cancellntent O Awsilambda ARN @

(Recommendead)

Your Skill ID amzn.ask skill 64cd4256-6b%e-4350-ae75-fc7cfed2 1648

) Copy to Clipboard

AMAZON Helplntent
AMAZON Stopintent

AMAZON NavigateHomelntent Default Region
(Required) arn awswfunmomask{hEckspmnk

~ Slot Types (1) @ Add

status bj

North America
JSON Editor {Optional) awslambda:us-east-1: account_id>:function:<lambda_n




alexa developer console

£ Your Skills checksplunk Build 2 Distribution

i Test is enabled for this skill |:|

Alexa Simulator Manual JSON Voice & Tone

English (US) -~

open check splunk

I (=

Welcome to Splunk Center!, What would you
like to do today?

on which routers is management interface down

rtr1 is identified with status as down.

on which routers is management interface up

Routers with status as up are: rtr2,rtr3, and
rird.




alexa developer console

< Your Skills checksplunk Build e Distribution Certification Analytics

Skill Preview v English (US) Store Preview

English (US) e

ish (US) customers.

Privacy & Compliance
Public Name * (5

Availability
checksplunk

One Sentence Description *

Detailed Description * (5

11/50 characters

0/160 characters

Search

New Search

index="main"
values(inte

@ | where interface_name="Loopback45" | dedup interface_name,router_name | where interface_status!="up" | stats values(interface_name)
ace_status) router_name | table router_name

~ 1event (12/19/18 7:30:00.000 PM to 12/20/18 7:39:51.000 PM) No Event Sampling * Job~ R - S
Events (1) Patterns Statistics (1) Visualization
20 PerPage~ . Format Preview v

router_name =

rtri

Search & Reportil

Save As v Close

e C

& Verbose Mode =




Search earch & Reporti

New Search SaveAsv  Close

index="main" earliest= | where interface_name="Loopback45" | dedup interface_name,router_name | where inte\'face,staulsf"uu” | stats values(interface_name) Last 24 hours v n
values(interface_status) by router_name | table router_name

+ 3 events (12/19/18 7:30:00.000 PM 1o 12/20/18 7:40:34.000 PM) No Event Sampling ¥ Job~ s & L 8 Verbose Mode v

Events (3) Patterns Statistics (3)  Visualization

20PerPagev . Format Preview v

router_name * s

rtr2

rtr3

rtrd




Chapter 6: Continual Integration

Administrator - Mes: ] etti Activity - Help = Find
KNOWLEDGE DATA
}" J Searches, reports, and alerts Data inputs
= @ Data models Forwarding and receiving
Event types Indexes
Ak D1 ags Report acceleration summaries
Fields Source types
Lookups
Hli User interface DISTRIBUTED ENVIRONMENT
Monitaiing Alert actions Indexer clustering
C,C'ITSE”E'-. Advanced search Forwarder management
All configurations Distributed search
SYSTEM USERS AND AUTHEMNTICATION
Server settings Access controls
Server controls
Health report manager
Instrumentation
icensing
Workload management




Add Data @

Select Source Input Settings

Local Event Logs

am ren

Files & Directories
Upload a file, index a It

HTTP Event Collecto
jure tokens tha

HTTPS.

to send data aver HTTP or

TCP/UD

figure ti

Local Performance Monitoring
data from this machine.

om remote hosts.

Requires domain credentials

< Back Next >

Configure this instance to monitor files and directories for data. To menitor all objects in a
directory, select the directory. The Splunk platform monitors and assigns a single source type to
all objects within the directory. This might cause problems if there are different object types or
data sources in the directory. To assign multiple source types to objects in the same directory,
configure individual data inputs for those objects. Learn More [2

File or Directory * Browse

Unix: /var/log or /mnt/wwwO1/var

Whitelist © | optional

Blacklist © | optional

FAQ

» What kinds of files can the Splunk platform index?

> lcan't access the file that | want to index. Why?

> How do | get remote data onto my Splunk platform instance?

3 Can | monitar channas ta files in addition ta their cantent?




Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk

platform assigns to all incoming data. It tells the Splunk platform Automatic Select MNew
what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily.

App context

Application contexts are folders within a Splunk platform instance

that contain configurations for a specific use case or domain of App Context Apps Browser (appsbrowser)
data. App contexts improve manageability of input and source

type definitions. The Splunk platform loads all app contexts

based on precedence rules. Learn More [2

Host

When the Splunk platform indexes data, each event receives a

"host" value. The host value should be the name of the machine ® Constant value

from which the event originates. The type of input you choose Regular expression on path

determines the available configuration options. Learn More 2 _
Segment in path

Host field value bookedition2

Index

The Splunk platform stores incoming data as events in the

selected index. Consider using a "sandbox” index as a Index Default = Create a new index
destination if you have problems determining a source type for o
your data. A sandbox index lets you troubleshoot your

configuration without impacting production indexes. You can

always change this setting later. Learn More [2




Data Summary

X
Hosts (1) Sources (1) Sourcetypes (1)
Source = al Count < Last Update =
Chsplunklogs\network_device_stats_details.txt il = 21 12/6/18 3:10:03.000 AM
New Search Save As v Close
source="c:\\splunklogs\\network_device_stats_details.txt"
263 events (before 12/20/18 7:49:53.000 PM)  No Event Sampling v Job v s & L & Verbose Mode ¥
Events (263) Patterns Statistics ualization
Format Timeline » — Zoom Out 1day per column
— — I
List» # Format 20 PerPage v 2 3 4 5 6 7 8 Next >
< Hide Fields All Fields i Time Event
> 127118

SELECTED FIELDS
a host 1

a source 1

a sourcetype 2

> 1208 2018-12-07 15:39: 38, router_name=rtr1,interface_name=Loopback30, interface_description=Printer, interface_status=up,line_protocol
INTERESTING FIELDS 9:09:38.000 PM  =up, ip_address=NULL,input_errors=g,CRC=0,output_errors=9,interface_resets=g,reliability=255,txload=1,rxload=1,bandwidth-8000e0
# bandwidth 4 0, input_queue_drops=0,output_queue_drops=0
#CRC 1
4 date_hour 4 host = bookedition2 | source = C:\splunklogs\network_device_stats_detailstxt | sourcetype = network_device_stats_details-too_small
# date_mday 3 > 12718 2018-12-87 15:39:38, router_name=rtr1,interface_name=Loopback@, interface_description=NULL,interface_status=up,line_protocol=up,
# date_minute 7 9:09:38.000 PM  ip_address=NULL, input_errors=g,CRC=0,output_errors=a,interface_resets=0,reliability=255, txload=1, rxload=1, bandwidth=8000000, in
a date_month 2 put_queue_drops=0,output_queue_drops=0
# date_second 7 . .

host= bookedition2 | source = Cisplunklogs\network_device_stats_detailstxt | sourcetype = network_device_stats_cdetails-too_small

a date_wday 3

9:09:38.000 PM

2018-12-87 15:39:38, router_name=rtr1,interface_name=Loopback4s, interface_description=this is a incorrect value,interface_statu
s=administratively down,line_protocol=down,ip_address=1.1.1.1/24,input_errors=0,CRC=0,output_errors=0,interface_resets=g,relia
bility=255,txload=1, rxload=1, bandwidth=8008660, input_queue_drops=a,output_queue_drops=

host = bookedition2 source = C:\splunklogs\network_device_stats_details txt sourcetype = network_device_stats_details-too_small

New Search Savess T
index="main" | where interface_name="Loopback45" | dedup interface_name,router_name | stats values(interface_name) values(interface_status) by router_name All time

« 4 events (before 12/20/18 7:51:52.000 PM) No Event Sampling ~ Job v L - TS 8 Verbose
vents (4) Patterns Statistics (4) Visualization

20 Per Page » # Format Preview v

router_name * #  values(interface_name) ¢ & values(interface_status) =

Loopback45s up

rtr2 Loopback45 up

rir3 Loopback45 up

rera Loopback4s

| Searché&Re

up




(-} Task Scheduler
File Action
| A

View Help

Narme Status
(% Adobe Acro.. Queued
@ fif Ready
(% OneDrive St..  Ready

Ready

Running

. Running

(& RTKCPL Running

Triggers
Multiple triggers defined
At 4:19 PM every day

At 4:00 AM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely.

When computer is idle
At log on of any user
At log on of any user

At log on of any user

11

Next Run Time

9/16/2017 1:00:00 PM
9/16/2017 4:19:26 PM
9/16/2017 7:10:40 AM

Last Run Time
9/15/2017 &:50:48 PM
9/15/2017 4:19:25 PM
9/15/2017 1:55:26 PM
9/15/2017 4:06:54 PM
9/4/2017 8:34:09 AM
9/4/2017 8:34:09 AM
9/4/2017 8:34:09 AM

Create Basic Task Wizard

i@ Create a Basic Task

Rl

Create a Basic Task Use this wizard to quickly schedule a common task. For mere advanced options or settings

Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action MName: checktask
Tz Description: ~ This is to test python execution

pack | [ Net> || cancer |




Create Basic Task Wizard

"@| TaskTrigger

Create a Basic Task When do you want the task to start?
@ Daily
One Time _
Action & e
Finich ) Monthly
@ Onetime

() When the computer starts
) WhenIlog on

() When a specific event is logged

< Back I [ Mext = J [ Cancel I
Creste Basic Task Wizard el
@I Start a Pragram
Create a Basic Task
Trigger Program/script:

One Time C:\Pythom\Python36-32\python.cxe

Action
Add rguments opiona) Slstpytonsy]
Finish Start in (opticnal):

< Back l [ et = J ’ Cancel ]




Create Basic Task Wizard

@ Summary

Create a Basic Tazk
Trigger Mame: checktask
One Time

Action

Description: ~ This is to test pythen execution

Start a Program

Trigger: One time: At10:11 PM on 9/15,/2017

Action: Start a program; C:hPython\Python36-32\python.exe "ch\al\testpython.py”

[] Open the Properties dialog for this task when I click Finish

When you click Finish, the new task will be created and added to your Windows schedule.

<Back || Finish || Cancel |

Dashboa > Search & Reporting

New Search Save As¥  Close

index="main" | where interface_name="Loopbackd5" | dedup interface_name,router_name | stats values(interface_name) values(interface_status) by router_name Alltime v n
+ 4 events (before 12/20/18 7:52:41.000 PM) No Event Sampling ~ Job~ o B L 8 Verbose Mode »
Events (4) Patterns Statistics (4) Visualization

20 Per Page v # Format Preview v
router_name #  values(interface_name) = #  values(interface_status) =
rtrl Loopbackas administratively down
rtr2 Loopback4s up

rtr3 Loopback4s up

rer4 Loopback4s up

{'rcrl': "192.168.20.1', 'rtr2': '1%2.168.20.2"', 'rtr3': '1592.168.20.3"', 'rtr4': '192.168.20.4'}

Issue found in rtrl

Remediation in progress....

Remediation succeeded. Interface is now back to normal
x>




Search é Reports Alerts Dashboards > Search & Reporting

New Search SaveAs~  Close
index="main" | where interface_name="Loopbackds" | dedup interface_name,router_name | stats values(interface_name) values(interface_status) by router_name Alltime = B

+ 4 events (before 12/20/18 7:54:06.000 PM)  No Event Sampling ~ Job v P 8 Verbose Mode v

Events(4)  Patterns  Statistics (4)  Visualization

20PerPagev  #Format  Preview =

router_name * #  values(interface_name) & #  valuesfinterface_status) & s

rerl Loopback4s up

rtr2 Loopback4s up

rer3 Loopbackds up

rtrd Loopback4s up

rtri#show running-config interface Toopback 30
Building configuration..

current configuration : 162 bytes
I

interface Loopback30

description Printer

no ip address

rate-limit input 16000 1514 2000 conform-action transmit exceed-action transmit
kgepa1ive 23500

en

rtri#show run

rtri#show running-config inter

rtril#show running-config interface loo
rtril#show running-config interface loopback 45
Building configuration..

current configuration : 128 bytes

I

interface Loopback45s

description this 15 a incorrect value
ip address 1.1.1.1 255.255.255.0
shutdown

keepalive 20000

end

rtril#j




RESTART: C:/gdrive/book2/github/edition2/continual_integration/custom port_audit.py

Validating for IP address 192.16%8.20.1
["Loopkack30"]

+ [switchport access wvlan]

+ [switchport mode access]

+ [spanning-tree portfast]

*ignore [no ip address]
- [rate-limit input 16000 1514 2000 conform-action tranmsmit exceed-action transmit]
- [keepaliwve 23500]

["Loopkack45']
+ [description Security]
+ [switchport access wvlan]
+ [switchport mode access]
+ [spanning-tree portfast]

- [description this is a incorrect value]
*ignore [ip address 1.1.1.1 255.255.255.0]
*ignore [shutdown]

- [keepaliwve 20000]

so |
& > C {Y & nttps//slack.com/create#email w & Q0 0 ) B @ 2
ﬁ SIaCk Looking to join an existing workspace? Find your workspace.

Create a new workspace

Your email address

)\/ou@example.com

Next >




Documentation  Tutorials

¥ slack &

Start here YOU r Apps Create New App
Building Slack apps ) )
Recent updates ‘ Q Filter apps by name or workspace ‘
Best practices .
App blueprints

App Name Workspace Distribution Status
App features

B mybot pna Not distributed

Internal integrations
Incoming webhooks
Slash commands
Building bots Don't see an app you're looking for? Sign in to another workspace.
Dialogs

Shared Channels

Enterprise Grid

Legacy: Workspace apps




€« c 0
@ mybot

Settings

Collaborators
Install App
Manage Distribution

Features

Incoming Webhooks
Interactive Components
Slash Commands

OAuth & Permissions
Event Subscriptions

Bot Users

User ID Translation

Slack w
Help
Contact
Policies
Our Elog

& https://api.slack.com/apps/AEDME3ETZ aQ W '

v

O o =%
Basic Information

Building Apps for Slack

Create an app that's just for your workspace {or build one that can be used by any workspace) by
following the steps below.

&
&

Add features and functionality
Install your app to your workspace

Manage distribution »

App Credentials

These credentials allow your app to access the Slack API. They are secret. Please don't share
your app credentials with anyone, include them in public code repositories, or store them in
insecure ways.

App ID Date of App Creation
it | | Novernber 26,2018
Client ID




<« C ¥ @& https//apislack.com/apps/AEDME3ETZ/general? * & 0 0

Settings

Building Apps for Slack

Collaborators

Install A Create an app that's just for your workspace (or build one that can be used by any workspace)
R by following the steps below.

Manage Distribution

Features

Add features and functionality © -

Choose and configure the tools you'll need to create your app (or review all our

Incoming Webhooks
Interactive Components

documentation).
Slash Commands

QAuth & Permissions

- Incoming Webhooks Interactive Components
Event Subscriptions . s
Post messages from external sources into Add buttons to your app’s messages, and
Bot Users Slack. create an interactive experience for users.
User ID Translation
Slash Commands & Event Subscriptions
Slack Allow users to perform app actions by Make it easy for your app to respond to
- typing commands in Slack. activity in Slack.
elp
Contact
Polici -
oleies @ Bots & Permissions
Our Blog Add a bot to allow users to exchange Configure permissions to allow your app to
messages with your app. interact with the Slack API.




6

C O 8 https://apislack.com/apps/AEDME3ETZ/event-subscriptions? Q & 0 o

Basic Information
Collaborators

Install App

Manage Distribution

Features

Incoming Webhooks
Interactive Componenits
Slash Commands
OQAuth & Permissions
Bot Users

User ID Translation

Slack w
Help
Contact
Policies
Qur Elog

Enable Events [ on @)

Your app can subscribe to be notified of events in Slack (for example, when a user adds a
reaction or creates 2 file) at a URL you choose. Learn more.

Request URL Verified v
http: /- | k Change

we'll send HTTP POST requests to this URL when events occur. As soon as you enter a URL, we'll send a
request with a challenge parameter, and your endpoint must respond with the challenge value. Learn

more.

Subscribe to Workspace Events

To subscribe to an event, your app must have access to the related OAuth permission scope.

Event Name Description Required Scope

Mo events added yet.

Add Workspace Event

Subscribe to Bot Events

Bot users can subscribe to events related to the channels and conversations they're part of.

Event Mame Description

app_mention Subscribe to only the message ﬁ
events that mention your app or
bot

message.channels A message was posted to a ﬁl

f e




' mybot -

Settings
Basic Information
Collaborators

Manage Distribution

Features

Incoming Webhooks
Interactive Components
Slash Commands
OAuth & Permissions
Event Subscriptions

Bot Users

User ID Translation
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Install App to Your Team

Install your app to your Slack workspace to test your app and generate the tokens you need to
interact with the Slack API. You will be asked to authorize this app after clicking Install App to
Workspace.

Install App to Workspace




Save your account and start

To see what teamwork is like in Slack, take & moment to save
teammates to join your

encode --help

Slack APl Tester AP 3:45 pi
encode/decode <encoded_string>

abhishekratan 349 pr

encode abhishek[:]password123

Slack API Tester APP 3:49 Piv

Encoded string: YWJoaXNoZWthOl1wYXNzd 29yZDEyMw==
abhishekratan 345 P

decode YWJoaXNoZWibhOI1wYXNzd29yZDEyMw==

Slack APl Tester AFF 3:45 P

<username > abhishek <password> password123

abhishekratan =51 pi
On which routers the management interface is down
Apps o  Slack APl Tester APP 3:51 pm

m ¥ rtrl

abhishekratan z:51 prm
On which routers the management interface is up

Slack APl Tester APF 3:51 P
rtr3 rtrd rtr2

RESTART: C:/gdrive/book2/github/edition2/continual integration/solarwinds.py
10.155.240.1
e |




Warning (from warnings modul

File

"

InsecureRequestWarn

InsecureRequestWarning:

non

reguest is being made.

Adding certifica

te wverification is strongly . See: https: 1lib3.readthedocs.io/en/late

st/advanced-usage . .htmlfssl-warnings

10.195.240.1

2> |

47 192.168.20.3 (rtr3_preferred) x 4 I % 192.168.20.1 (rtr1_preferred) x 4

rIr3# rtri¥show ip int brief

rtr3#show ip int br Interface IP-Address oK? Method status

rtri#show ip int brief Protoco]l

Interface IP-Address OK? Method Status Pro FastEthernet0/0 192.168.20.1 YES NVRAM up

Eggglthemﬂﬂfﬂ 192.168.20. YES NVRAM  up up sar?gmfo unassigned YES NVRAM administrative

serialo/0 unassigned YES NVRAM administratively down dow ?gsggﬁgernetﬂfl unassigned YES NVRAM administrative

EastEthernEtﬂ/l unassigned YES NVRAM administratively down dow ';':.-1-2'{'8/1 unassigned YES NVRAM administrative

geria'lt)/l unassigned YES NVRAM administratively down dow ‘SSF??{'S/Z unassigned YES NVRAM administrative

geriam/z unassigned YES NVRAM administratively down dow ‘:Ssgg‘ggerneﬂ/n unassigned YES NVRAM administrative

EastEthernEt_‘L/U unassigned YES NVRAM administratively down dow I‘;Sr?g‘:{g/u unassigned YES NVRAM administrative

ger'iaﬂZ/D unassigned YES NVRAM administratively down dow ';'2.-?3‘{'9/1 unassigned YES NVRAM administrative

29(‘1’312/1 unassigned YES NVRAM administratively down dow ‘;Sr?gﬁg,‘z unassigned YES NVRAM administrative

29r'ia12/2 unassigned YES NvRAM administratively down dow ‘;'Sr?g‘fg/; unassigned YES NvRAM administrative

29:‘1’312/3 unassigned YES NVRAM administratively down dow ‘,‘_‘Suggggku unassigned YES NVRAM up

Eoopbacksu unassigned YES NVRAM up up Loo;ga:k!n unassigned YES NVRAM up

Loopback45 unassigned YES NVRAM up up Luo%EaEkQS rdatinge YES NVRAM administrative
wn down

rtr3#ping 192.168.20.1

Type escape sequence to abort. E §
sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds:

success rate s 100 percent (5/5), round-trip min/avg/max =

rer3#l

20/29/44 ms

rtri#ping 192.168.20.2

Type escape sequence to abor

T.
sending 5, 100-byte ICMP Echos to 192.168.20.3, timeout is 2 seconds
ik

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/24/4E
reri#
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RESTRRT: C:/fgdrive/bookZ/github/edition2/continual integration/ospf push.py
config term

Enter configuration commands, one per line. End with CHNTL/Z.
rtrl (config)#

rtrl (config) #router ospf 1

rorl (config-roucer) fnetwork 192.168.20.0 0.0.0.255 area 0
rtrl (config-router) #

rtrl (config-router) #end

rerlg

Building configuration...

[CK]

config term

Enter configuration commands, one per line. End with CHTL/EZ.
rtr3 (config) ¥

rtr3 (config) #router ospf 1

rtr3(config-router) #network 192.165.20.0 0.0.0.255 area 0O
rtr3 (config-router) #

rtr3 (config-router) #end

rtr3f

Building configuration...

[CK]

How sleeping for 10 seconds....

Cm router 192.168.20.1 neighborship is full

On router 192.1685.20.3 neighborship is full

s |

b 2

RESTART: C:/gdrive/book2/github/edition2/continual integration/asn number.py
&5 info for hostname :microsoft.com

BOTS

MICROSOFT-CORP-MSH-AS-BLOCK - Microsoft Corporation, US

45 info for IP : 216.58.152.14

15169

GOOGLE - Google LLEC, US

e

RESTART: C:/gdrive/bookZ/github/editionZ/continual_integration/ipvé validation.py
Correct IPv4 IF BE.E.E5.8
Correct IPwE IP 2001:0dbkE8:85a3:0000:0000:8a2e:0370:7334
wrong IPv4 IP 152.178.263.22
wrong IPve IP 2001:0db8:855a3:0000:0000:8a2f

>>>




