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Chapter 2: Packaging and Running
Applications as Docker Containers
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Chapter 3: Developing Dockerized .NET
Framework and .NET Core Applications

. ch03-aspnet-appsettings x
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App Settings from Web.config

e Settingl: abc
e Setting2: 123

Connection Strings from Web.config

e dbl: server=dbl, user=admin, password=insecure
e LocalSqlServer: data source="\SQLEXPRESS;Integrated Security=SSPI;
AttachDBFilename=|DataDirectory|aspnetdb.mdf;User Instance=true




- ch03-aspnet-appsettings X

— G @ (@ localhost:52238 133% e & N @0 =

App Settings from Web.config

o Settingl: this-is-for-production
e Setting2: 3298472874628374

Connection Strings from Web.config

e dbl: server=dbl.prod, user=app-user, password=insecure
o LocalSqlServer: data source=.\SQLEXPRESS;Integrated Security=SSPI;
AttachDBFilename=|DataDirectory|aspnetdb.mdf;User Instance=true
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Process-level Environment Variables

A01 KEY: A0l value

A02 KEY: A02 value

A03 KEY: A03 value

ALLUSERSPROFILE: C:\ProgramData

APP POOL CONFIG: C:\inetpub'‘temp'apppools\DefaultAppPool
\DefaultAppPool.config

APP POOL ID: DefaultAppPool

APPDATA: C:\Windows\system32\config\systemprofile\AppData'Roaming
CommonProgramFiles: C:\Program Files\Common Files
CommonProgramFiles(x86): C:\Program Files (x86)\Common Files
CommonProgramWeé432: C:\Program Files\Common Files

COMPLUS NGENPROTECTEDPROCESS FEATUREENABLED: 0
COMPUTERNAME: FIB9EOFFB3A3 v
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Process-level Environment Variables

c & @ localhost:52397 133% w N @ =

A01 KEY: NEW VALUE!

A02 KEY: A02 value

A03 KEY: A03 value
ALLUSERSPROFILE: C:\ProgramData
APP POOL CONFIG: C:\inetpubitemp'apppools'\DefaultAppPool
\DefaultAppPool.config

APP POOL_ID: DefaultAppPool

APPDATA: C:\Windows\system32'\config'systemprofile\AppData\Roaming
B01 KEY: NEW KEY'!

CommonProgramFiles: C:\Program Files\Common Files
CommonProgramFiles(x86): C:\Program Files (x86)\Common Files
CommonProgramWe6432: C:\Program Files\Common Files
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Chapter 4: Sharing Images with Docker
Registries




Settings
© Setting

& General
Daemon
3 Proxies Configure the Docker daemon by typing a json docker daemon
I Daemon
(D Basic
¢ Reset ] Experimental features

Insecure registries:

registry.iocaI:SOOd

Registry mirrors:

@ Docker is running Diocker will restart when applying these settings. Apply




0 Settings

& General
I3 Proxies
I Daemon

M Reset

@ Docker is running

Daemon

Configure the Dacker daemon by typing a json docker daemon
configuration file.

') Advanced

This can prevent Docker from starting. Use at your own risk!

{

“insecure-registries": [
“registry.local:5000"

I

"allow-nondistributable-artifacts™ [
"registry.local:5000"

1

"debug": true,

“experimental”: true,

“registry-mirrors™: []

Docker will restart when applying these settings.

Apply




Explore  Repositories  Organizations  Get Help =

& Docker EE

Filters (2} lear All

Docker Certifled @

(& Docker Certified

Images

Verified Publisher @
Docker Cavidieg And verifed Pubisnsr Contan

Official Images @
Cffical Images Fublisned fiy Docker

Categories @
Analytics
Application Frameworks
Application Infrastructure
Application Services
Base Images
Databaszes

1 - 4 of £ avdilabie images.

x Featured Images

Recently Updated -

= Pubtlisher Cantent

KER CERTIF

Sysdig Monitor (Commercial) (%

By Sysdig. InC. + Updersd 4 manths sgo
Sysdig Monitor 15 a commercial tool that provides docker monitoring and kubernetes monitoring for container-native apps

Sematext Agent - Monitoring and Logging (= nocs:

By Sematext Group IncC. « Updated 10 months ago

Container Monitoring and Log Management

Rirpiinibnries | anample § tanscat / .0/ Comparents

temcat image Private

& mepositories i § amded
ia Organizations Layars
i Users
.
Systam Major
.

example / tomcat: 9.0

58d02efe2ed2

Components

7166

Pushs
admin

i a3 10
critical major  minor

by

All layers already
ed

Signed

busybox

Version 7

Lice !

Vulnerabilities Severity

Shaw layers
affected




Chapter 5: Adopting Container-First
Solution Design
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Helle, glton!  Log off

nerddinner

Host a Dinner

IR Title

'Docker on Windows' - 2nd edition launch

Event Date

3/1/2019 6:00:00 PM

Description

Launch party for the second edition!

Host's Name

Ll elton
Contact Info
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Country
[uK v

Back to List

Code by Hanselman, Guthrie, Galloway, Mourfield, Petersen and Arnott . JavaScript by Dave Ward . ASP.NET MVC by Haack and friends, Style by Michael Dorian Bach .
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a, 10




[ nerd-dinner-api ‘
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Management / Kibana

klbana Index Patterns Saved Objects Advanced Settings

Discover
mmu e TN Configure an index pattern
Visualize pattern. You must

T In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the
Dashboard continue. Elasticsearch index to run search and analytics against. They are also used to configure fields.

. Index pattern zdvanced options
Timelion

‘ dinners\

Dev Tools
Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*

svaoro PYUE

S 5 Time Filter field name @ refresh fields

| don't want to use the Time Filter >

m Upcoming Nerd Dinners J E Kibana

@ kibana.nerddinner.local/app/kibana#/discover?_g={8&_a={columns:{_source),ir v @ T..T N @ =

o _source i
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kibana

¥  title: Docker WIndows Workshop ewentDate: Apri1 1st 2019, 10:00:00.000 country: UK loc

Selected Fields .
ation: { "lat": 51.3185737609863, "lon": -0.0862570032477379 } _id: AWjeo NG9rhBOzSptXBy

Discover

2 _type: dinner _index: dinners _score: 1
Visualize

Available Fields ; -
Dashboard P Table 350N View single document
Timelion £ d t _id @ Q M + AWjeo_N69rhBOZSptXBy

t _index t _index @ @ M # dinners
Dev Tools

# _score # _score 3] Mk 1

sxaoro PUE

Management

t _type @ @ @ & dinner

t _type
t  countr UK
t country v aams
eventDate @ @ [0 % April 1st 2019, 10:00:00.000
@ eventDate
@ Tlocation LMk {
@ location "lat": 51.5185737609863,
"lon": -0.0862570032477379
t tite ¥
t title @ @ M % Docker Windows Workshop
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Chapter 6: Organizing Distributed Solutions
with Docker Compose

‘ message-queue ‘

‘ message-handler




api.nerddinnerlocal/apidint. X | [l Kibana Sl Traefik

Main Details

Main Details Server Weight

AT 04T 93880 )
Route Rule hitp://172.20.17.238:80

hitp://172.20.16.121:80 1

/1722021108 y
Entry Points [ ety | hitpy//172.20.21.108:80

Backend = backend-nerd-dinner-homepage-chog-docker-compose

] backend-reverse-proxy-ch06-docker-compose

l:é;l frontend-Host-nerddinner-local-PathPrefix-0 Main Details

Main Details

Server Weight

Route Rule hitp://172.20.26.232:80 1

Entry Points

Backend = backend-nerd-dinner-web-ch06-docker-compose
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nerddinner.local/
Server Error in '/" Application.

The anti-forgery cookie token and form field token do not match.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it eriginated in the code.
Exception Details: System\Web Mvc HitpAntiForgeryException: The anti-forgery cookie token and form field token do not match
Source Error:

3n urhandled excepsion was generated during the exerusion of the currers weh reguest. Informasion regarding the origin and locasion of the exeepsion can be idencified using the ewcepsion scack srace
below.

Stack Trace:

[HttpaAntiForgeryException (@x80804805): The anti-forgery cookie token and form field token do not match.]
System.Web.Helpers.AntiXsrf.TokenValidator.ValidateTokens(HttpContextBase httpContext, IIdentity identity, AntiForgeryTok:
System.Web.Helpers.AntiXsrf.AntiForgerylorker.Validate(HttpContextBase httpContext) +119
System.Web.Mvc.ControllerActionInvoker. InvokeAuthorizationFilters(ControllerContext controllerContext, IList™1 filters, A
System.Web.Mvc.Async.<>c_ DisplayClass25.<BeginInvokeAction»b_ le(AsyncCallback asyncCallback, Object asyncState) +753
System.Web.Mvc. Async.WrappedAsyncResult™1.Begin(AsyncCallback callback, Object state, Int32 timeout) +178
System.Web.Mvc.Async.AsyncControllerActionInvoker.BeginInvokeAction(ControllerContext controllerContext, String actionNam
System.Web.Mvc.<>c_ DisplayClassld.<BeginExecuteCore»b 17(AsyncCallback asyncCallback, Object asyncState) +46
System.Web.Mvc. Async.WrappediAsyncResult™1.Begin(AsyncCallback callback, Object state, Int32 timeout) +178
System.Web.Mvc.Controller.BeginExecuteCore(AsyncCallback callback, Object state) +548
System.Web.Mvc.Async.WrappedAsyncResult™ 1.Begin(AsyncCallback callback, Object state, Int32 timeout) +178
System.Web.Mvc.Controller.BeginExecute(RequestContext requestContext, AsyncCallback callback, Object state) +464
System.Web.Mvc.<>c_ DisplayClassB.<BeginProcessRequest»b  2(AsyncCallback asyncCallback, Object asyncState) +126
System.Web.Mvc.Async.WrappedAsyncResult™ 1.Begin(AsyncCallback callback, Object state, Int32 timeout) +178 v
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& ¢ @ (i) nerddinner.local/hor

Hello, elton!  Log off

nen”inner

Nerd Dinner. Organizing the world's nerds and helping them eat in packs.

Enter your location or View All

Find a Dinner Upcoming Dinners . v
< - >
[ Console (O Debugger  {} StyleEditor (& Performance £ Memory = Network & Storage T Accessibility |jj e X
T Il m HTML €55 JS XHR Fonts Images Media WS Other [JPersist Logs [ ] Disable cache Ko throttling 2 HAR 2

Status Method Domain Cause Type A [l Headers Cookies  Params  Response  Timings  Stack Trace

£ nerddinner.l... document  himl

GET # nerddinnerl... sit.. stylesheet 55 * Request cookies
i { nerddinner.] : cript i __RequestVerificationToken: -gjDHmCIZYsYO1KZAUSMwaQISwh
= s NP s YFLM38bjHUM G CzVijetvRYTdKTRWzfed Gy CZ75KRAVZEHALUTATPCh-
GET # nerddinnerl. jau.. seript js cacl WCOwcOqwli
384 GET # nerddinner.l... kn... script js cadl
: 898C1360F2D4998D7E1F3616C912A32750E797AADAD34AS4E3586784D38A7CD2C9ESEC
el GET M nerddinner.L.. ye. script Is cacl DF5FOSE46979045769C6DD 1ASFF1FF3ADCYS1FE3885748737C02FE3DA3563D73EECE8T
p & nerdifinneri - i - 7541D6F125C4BFCTT3ET ASESFCED245T0E AT 10B9110E03EDFSS
382 GET 8 www.bing.c.. ma.. seript is 27
GET & wwawbing.c.. ma... seript is 27w

@ 66 requests 6.83 MB / 409.38 KB transferred Finish: 435 5 DOMContentLoa




* Sglectron o O *
File Query Edit Wiew Find Help

:,,‘:’-sc:ucmoe\- £ nerd-dinner-db - £ NerdDinner & 0
LN
nerd-dinner-db = — NerdDinner / Dinners #1 . +
Q SELECT TOP 1 DinnerID, Title, UpdatedAt

FROM Dinners

v master ORDER BY DinnerID DESC

v = model
v = msdb
+ Z NerdDinner Wrap Contents
Q
" BB Rows 1 @7 CSV JSON B 'csv JSON
» ‘BB dlhi _ s DinnerlD Title UpdatedAt
b B dboRSVP: 7 Dinner 3 2019-02-12T14:01:31.173Z2

[

> Log ermor Github




Chapter 7: Orchestrating Distributed
Solutions with Docker Swarm




B Traefik 4 Merd Dinner - razor X

- C @ @ nerddinner.swarm

Nerd Dinner 2.0!

Organizing the world's nerds and helping them eat in packs.

.. .powered by Docker Find Dinner




Chapter 8: Administering and Monitoring
Dockerized Solutions

% [mternet Information Services (lI5) Manager
'{1‘:_ - qﬁ » Start Page

File View Help

-2 |8 Internet Informatiol

Application Server Manader

e T 5 Start Page
> % WIN2019-DEV-02 (WIN2019-C

Recent connections

Mame Server

‘EI!WINEG'IQ-DEV-GE localhost

Connect to Server

% Provide Credentials

Connecting to "172.27.56.248",

Uzer name:

|iisadrr1in v|

Password:




\% Internet Information Services (IIS) Manager

0 [e3, rseaam ey
File View Help
Connections q. Actions
g' 172.27.56.248 Home
&- » Manage Server
5 Start Page : - & FRestart
Filter: - W Go - ggShowAll |G d
> -85 WIN2O19-DEV-02 (WIN2019-D | T o - lgyShow roup by: K
~ .83 172.27.56.248 (jisadmin) IS "
i é_z A.ppllcatlon Pools A { | 3 a '!#?-q
Sites Iy - @ W =
& Default Web Site Authentic.. Compression  Default Directory  ErrorPages  Handler View Sites
Wehbsite2 Document  Browsing Mappings @ Help
= o
§ o " !—‘ E @=
g ﬂ - 4= i o=
HTTP Logging  MIME Types  Modules CQutput Request
Respon... Caching Filtering
&
Worker
Processes
Management ~
h & &
Configurat... Feature 115 Manager 115 Manager
Editor Delegation  Permissions Users

Ready €3 (172.27.56.248:8172 as fisadmin) &




Ef;] Connect to Server

SQL Server

Servertype: Database Engine ]
Server name: |1?2.31.11?.13? v|
Authertication: |SOL Server Authentication vl
Login: |sa e |
Password: |"“""“""""""“""| |

[ ] Remember password

. Cancel . Help - Options ==




! Sqlectron
File Query Edit View Find Help

=
;“—-.' SOLECTROMN
e

sql-server =

Q
~ Z DockerOnWindows

Q
v Tables
b = master
b Z model

£ sql-server = DockerOnWindows & o

undefined #1  « DockerOnWindows / Authors #2 . +

SELECT TOP 198@ * FROM [Author‘s]l

Wrap Contents

B Rows 1 &5 CSV JSON B Csv JSON

Authorld Name Twitterld BlogUrl

Elton Stoneman  @EltonStoneman  https:/blog.sixeyed.com

>~ log error Github =




Ea= SERVERS

All zervers | 1 total

Filter o

Server Name IPv4 Address Manageability Last Update Windows Activation

WIN2019-DEV-02 172.2748.1,192.168.2.214 Online - Performance counters not started  18/02/2019 10:14:12  00430-70396-22384-AA572 (Activated)

EVENTS 9097480080 172.27.59.5

All events | 0 total

Filter

I

Server Name ID  Sewq

[ Add Servers _ O %
-
Search:|9c0'9?d8[k08b ” p| Lomputer
Name IB Address




B= SERVERS
. All servers | 2 total

Refresh failed

Fiiter il

a
Server Name IPvd Address Manageability Last Update Windows Activation

9c087d80c08b Online - Access denied 18/02/2019 10:19:38 -
WIN2019-DEV-02 172.27.48.1,192.168.2.214 Online - Performance counters not started  18/02/2019 10:14:12  00430-70396-22384-AA572 {Activated)

Windows Security >

Enter User Account and Password

Enter the name and password of an account with user rights on
the selected servers.

EVENTS
Al events [ total For example, user, user@example.contoso.com, or domain\user L
name.
Fiiter yel
Entering a blank user name and password deletes cached
Server Name ID ' Severity Source Log Date and Tim credentials.

‘ 90097 dB0c08b\serveradmin ‘

I:l Remember me

oK Cancel 2

SERVICES




= SERVERS

All servers | 2

total

Filter

-
Server Name

9C097080C08E

|Pv4 Address

17227.59.5

Al @y @«

Manageability

Online - Performance counters not started 18/

Last Update Windows Activation

2/2019 10:20:42  004371-40000-00000-AAT78T (Activated)

WIN2019-DEV-02 172.2748.1,192.168.2.214 Online - Perfformance counters not started  18/02/2019 10:14:12  00430-70396-22384-AA572 (Activated)

EVENTS
All events | 3 total

Filter

Server Name
0C097080C08E

9C097080C08E
9C097D80C08B

7023
701
7o

Severity

Error
Error

Error

Pl By @~

Source

Log

Microsoft-Windows-Service Control Manager System

Microsoft-Windows-TaskScheduler
Microsoft-Windows-TaskScheduler

System

System

-
Date and Time
18/02/2019 10:12:06

18/02/2019 10:12:06
18/02/2019 10:12:06




nerd-dinner nerd-dinner-b nerd-dinner nerd-dinnera
nerd-dinner kibana

[ —
A nerd-dinner_slasticssarc

ucp-auth-api

nerd-dinner nerd-dinnerd nerd-dinner_ nerd-dinnert
uco-saent




ﬁporfoiner.io

Ho

¥ PRIMARY

Dashboard

App Temp

Volumes

Config

Dashboard

Endpoint summary

#& Cluster information

Nodes in the cluster

HI Go to cluster visualizer

4

Stacks
2 14 running
= 150 P 32 stopped
e Containers

62

Volumes

¥ Portainer support @ admin

19

Services

76

Images

29

Networks

Amy, unt Gk log out

¢ os5ce




Swarm visualizer £

(= |

Swanm > Cluster visusizer

H Ciluster information

) Portainer support @ admin

J my account % log out

Nodes 6
Services 19
Tasks 73

Filters

Only display running tasks (1

Refresh

Rate 5s ¥

B Ciluster visualizer
| dci-15gjhvz-worker-linux-1 & dci-I5gjhvBz-manager-linux-1 & dci-ISgjhvez-1 T8
i worker manager worker
i CPU: 2 CPU: 4 CPU: 2

Memory: 7.31 CB

Memeory: 14.71 CB

Memory: 7.52 CB

nard-dinner_kibana nerd-dinnar_everse- praxy
image- libana-5.61 image: trasfikvl 7. 8-alpine
Status- running ‘Status. running
Update. 2019-02-18 TL5210 Update. 2019-02-18 14,5519
netd-dinnel_message-qusue portainer_agent
TMage- NIts-1L 4 1-inux Image- portainer/agent.iatest

nerd-dinnar_nerd-dinner-apt
s e e N

Update. 2019-02-18 11,5212

nerd-dinner_nerd-dinner-db
Image. dockeronwindows/ cho7-nerd-dinner-do.2e




ﬁrporfainer.io

¥ PRIMARY

Service list &
services

B Services

OooooOooDoOoooooao

| e

Search...

> Namel?

> nerd-dinner_elasticsearch

»  nerd-dinner_kibana

>  nerd-dinner_message-queue

> nerd-dinner_nerd-dinner-api

> nerd-dinner_nerd-dinner-db

> nerd-dinner_nerd-dinner-homepage

»  nerd-dinner_nerd-dinner-index-handler
?» nerd-dinner_nerd-dinner-save-handler
>  nerd-dinner_nerd-dinner-web

> nerd-dinner_reverse-praxy

> portainer_agent

>  portainer_portainer

Stack
nerd-dinner
nerd-dinner
nerd-dinner
nerd-dinner
nerd-dinner
nerd-dinner
nerd-dinner
nerd-dinner
nerd-dinner
nerd-dinner
portainer

portainer

3 Portainer support @ admin

Fmy account & log out

image

elasticsearch:5.6.11-alpine

kibana:56.11

nats-1.4.1-linux
dockeronwindows,/ch07-nerd-dinner-api:2e
dockeronwindows/ch07-nerd-dinner-db:2e
dockeronwindows,/ch07-nerd-dinner-homepage:2e
dockeronwindows,/ch05-nerd-dinner-index-handler.2e
dockeronwindows,/ch05-nerd-dinner-save-handler.2e
dockeronwindows,/ch07-nerd-dinner-web:2e
traefik-v1 7.8-alpine

portainer/agent.latest

portainer/portainer:latest

Scheduling Mode

replicated 1 /
replicated 1 /
replicated 1 /
replicated 2 /
replicated 1 /
replicated 2 /
replicated 2 /
replicated @ /
replicated 2 /
replicated 1 /
global 4 / &

replicated 1 /

1

1

1

I Scale
1 Scale
1 Scale
1 Scale
I scale
1 Scale
I Scale
1 Scale
{ Scale

1 Scale

1 scale

Publi
Porte

=80

' 80




w Docker Enterprise
Universal Control Plane
V313

admin
2] Dpashboard
A& Access Control

Shared Resources -~

[

Collections
Stacks
Containers
Images

Nodes

© Kubernetes ~

@ Swarm s
Services
Volumes
Networks
Secrets
Docs

Kubernetes API Docs

Live API

MANAGER NODES

Ready 1
Errors 0
Warnings ]
Pending (]

1 MANAGER NODE

WORKER NODES
Ready

Errors

Warnings

Pending

LAST 30 MINUTES ¢

Max CPU 13.26% Max Memory 9.41% Max Used Disk 22.72%

—,_IT_M

L
- L

5 WORKER NODES

Max CPU 53.1% Max Memory 72.48% Max Used Disk 21.78%

Add Nodes  [4 Docker cLI [4

Download a client
bundle to create
and manage

Scale your swarm
by adding
additional worker

o — o e— e

Manage
users&  [4
Teams

Manage users and
permissions by

Content A
Trust L

Configure UCP to
only run services
that use images

& SWARM

Services
Active

Errors

Updating

KUBERNETES

default

Pods
Running

Errors

Pending

Controllers

None

Access A
Control

Control who can
access a set of
resources by

‘.. Docker Enterprise
Universal Control Pane
vils

admin

Bl Dashboard

& Access Control
=  Shared Resources

Collections
Stacks
Containers
Images
Nodes

©  Kubernetes

@ Swarm

& Node(s}

STATUS  NAME + TYPE ROLE
L] dai-i5gjhvBz-worker-inux-2  swarm
L] dei-ISgjhwz-worker-linux-1 W wirk
L] dei-SgjtwBz-manager-linux.  mixed A
L] dei-I5gjhwBe -dur-linux-1
L ] dei-f5gjhwiz-2 SWANm worker
L dei-i5gjhvaz-1 SWarm

ADDRESS

ENGINE OS/ARCH

18,002 B finus

(e The

wesz D
3.09.2 W wind
.08 W windows/x85 64

MEMORY 7




¢ Nodes : ® =

dci-I5gjhv8z-manager-linux-1

@ ready Created an hour ago, Last updated an hour ago

Overview Metrics Volumes Networks
LAST 30 M
HEALTH
Up time: Node Health 100%
RESOURCES

Avg CPU (4 cores) 10.73% Avg Memory (13.7 GB) 9.11% Avg Used Disk 22.72%

_Lu e~ L

37 CONTAINERS )

Healthy Containers 11 Unealthy Containers 0




Create Volume

Details I Details

Collection Name

local-volume

Driver

local|

Options

Labels Add Label +

Mo labels setup.




6 Volume(s)

L local

NAME

NODE

MOUNTPOINT

DRIVER




Pull Image

Details
Mame
sixeyedielasticsearch:5.6. 11-windowssenvercore-itsc201

Authentication (Optional)

Username

Password




Pull Image

: Waiting
: Waiting

Pulling from sixeyed/elasticsearch

Failed to load sixeyed/elasticsearch:5.6.11-windowsservercore-1tsc2819: image operating system "windows™ cannot be used

Pulling fs layer
Pulling
Pulling
Pulling
Pulling
Pulling
Pulling
Pulling
: Pulling
Pulling
Pulling
Pulling
Pulling fs layer




¢ Images

dockeronwindows/ch07-nerd-dinner-api:2e

Vulnerabilities: No scanning data

Overview View Layers

Id
sha256:59a4583831ef2933cd...

Author

Unknown

Docker Version

18.09.2

User

ContainerAdministrator

Health Check
N/A

Working Directory

C:\dinner-api

Command

N/A

Entrypoint

dotnetNerdDinner.DinnerApi.dll

429.36 MB

Comment

None

Platform
windows amd64




Details

Collection

Create Network

Details
Driver
overlay -

Name

Scope

IPAM Configure IPAM +

IPAM Driver

IPAM Options

:'_ | Encrypt communication between containers on different nodes

MTU




Create Application

+ 1. Configure Application

Name

nerg-dinner

Orchestrator Mode

Swarm Services

Application File Mode

Compose file

2. Add Application File

docker-compose.yml

Upload docker-compose.yml file

Create




*Dm:luer

Universal Control Plane

w33

L admin

El Dashboard

§8f  Access Control

il

Collections

Stacks

Containers

Images
Nodes
© Kubernetes
“ Swarm
Services
Volumes
Networks

Secrets

Shared Resources

13

e




Details
Collection
Scheduling
Network
Environment

Resources

Logging

Create Service

Service Details

Name

Task Template

Image”

[ ] Requires Registry Authentication

Command

Args

Working Directory

User

Stop Grace Period (Ms)




Details
Collection
Scheduling
Network
Environment

Resources

Logging

Mode

(i Rl yo  GLOBAL

Scale

Constraints Add Consiraint +

You have nol selup any constraints.

Update Configuration

Update Parallelism

Update Delay (Seconds)

Update Maximum Failure Ratio (7)

Update Failure Action (7)

m CONTINUE | ROLLBACK

Restart Policy

Condition

| NEVER | OMN FAILURE m




nerd-dinner_nerd-dinner-web
® 2/2 LastUpdated 26 minutes ago / Last Error: 29 minutes ago: task: non-zero exit (1)

Overview Metrics

SECRETS

nerd-dinner-secrets [ﬂ

Mode uiD
444 0

GID

ENVIRONMENT

Nothing has been defined for this resource. You can configure this resource by editing it or its parent.

LABELS
com.docker stack.image:dockeronwindows/ch07-nerd-dinner-web:2e com.docker.stack.namespace:nerd-dinner
com.docker.ucp.access.label:/ com.docker.ucp.collection:swarm com.docker.ucp.collection.root:true
com.docker.ucp.collection.swarm:true traefik.backend.loadbalancer stickiness:true traefik.frontend.priority:1
traefik.frontend. rule:Host:nerddinner.sixeyed.com;PathPrefix:/ traefik.port:80

CONSTRAINTS

node.platform.os : windows node.labels.com.docker.ucp.collection. swarm:true




Details
Collection
Scheduling
Network
Environment

Resources

Logging

Update Service

Service Mode

Mode
Replicated
Scale
B =

Constraints Add Constraint +

node. platiorm os == windows
node labels. com docker ucp collection swarm==trus

node labels. com.docker ucp.orchestrator swarm==true




nerd-dinner_reverse-proxy.1.eyydmcfj3x2g7gb5dtbcb5vy

@ running Created 35 minutes ago

Overview Metrics

LABELS

com.docker stack namespace:nerd-dinner

com.docker.swarm.service.id:kwgiZoot75mjwxc3uyvnwp9lo

com.docker.swarm.task:

com.docker swarm.task.name:nerd-dinner_reverse-proxy.1.eyydmicfj3x2g7gbSdtbchSvy

com.docker.ucp.collection:swarm

org.label-schema.description:A modern reverse-proxy

org.label schema.name:Traefik

org label-schema.version:v1.7.8

PROCESSES

uip PID PPID

com.docker.ucp collection.root:true

orglabel schema.url:https://traefik.io

Vulnerabilities: No scanning data

com.docker swarm.node.id:3s4q9mc9gZw7ocolho6bm3jog

com.docker. swarm.service.name:nerd-dinner_reverse-proxy

com.docker swarm.task.id:eyydm1cfj3x2g7gb5dtbchb5vy

com.docker.ucp.access label:/
com.docker ucp collection swarmitrue
orglabel-schema.docker schema-version:1.0

arg.label schema.vendor:Containous

C STIME Y TIME cMD

i
~J
“d

traefik traefik —doc

er —docker.swa...




® /nerd-dinner_elasticsearch.1.mco... Logs x
Created: 18/02/2019 11:52:1 &

loaded module [lang-painless]
loaded module [parent-join]
loaded module [percolator]
loaded module

[2819-82-18T11: loaded module [transport-netty3]

]

1

]

1

]

[2019-82-18T11:52:@5,394] [INFO 1
[2819-82-18T11:5: »394] [INFO -e.p- gim: C 1 [6 no plugins loaded

i 1

1

1

]

1

1

loaded module [transport-nettyd]
,562][IN [6gGO: using di rery type [zen]
5,178] [INFO initia
8,171] [INFO [6gGOX81] starting ...
[6GG0XE1] i ss {127.9.9.1:9380}, bound_addr
[6GG0
[6GGOXE1]
tpServerTransport] [6gGO0
92-18T11:52:11,4 ! .e.n. 1 [6qGOX81] started
9-@2-18T11 1 B .e.g.G ic 6 red [8] indi i uster_state

3-92-18T11 [INFC <M. & 1] [-kibana] creating index, cause [api], templat




Console /nerd-dinner_kibana.1.xcOumbo601nnjjed0uv154kjh

1)
i

root@2e781d571819: /# ip address
1: lo: <LOOPBACK,UP,LOWER_UP> miu 65536 gdisc nogueue state UNMKNOWM group default glen 1808
link/loopback 2@:80:88:80:00:82 brd 98:06:90:80:00: 68
inet 127.8.9.1/8 scope host lo
valid 1ft forewer preferred_lft forewver
: eth@@if39: <BROADCAST,MILTICAST,UP,LOWER UP> miu 1458 gdisc mogueue state UP group default
link/ether 82:42:8a:00:00:1f brd ff:Ff:FF:FF:FF:FF
inet 10.8.9.31/24 brd 18.8.8.255 scope global ethe
valid 1ft forever preferred_lft forever
: eth1@if41: <BROADCAST,MULTICAST,UP,LOWER_UP> miu 1588 gdisc mogueue state UP group default
link/ether e2:42:ac:12:00:04 brd ff:ff:ff:ff:ffff
inet 172.12.8.4/16 brd 172.18.255.255 scope global ethi
valid 1ft forever preferred_lft forever
root@2e7s1ds71819: /#

root828781d571819: /#

roct@2e781d571819: /# ping -c 3 elasticsearch

PING elasticsearch (18.8.8.14) 55(84) bytes of data.

&4 bytes from 10.8.08.14: iomp_seq=1 ttl-64 time-0.852 ms
&4 bytes from 19.8.8.14: i ttl-p4 time=0.069 ms
&4 bytes from 19.8.8.14: icomp_seq=3 ttl-64 time-0.854 ms

--- elasticsearch ping statistics ---

3 packets transmitted, 3 received, @X packet loss, time 28l4ms
rtt min/aveg/max/mdev = 8.954/9.968/08.069/0.010 ms
root@2e781d571819: /#

(Ll elE e el — Viewonly Collection: nerd-dinner

feam Herd Binner ps Restricted control "*| | Collection: nerd-dinner-prod
| Re

. Full Control ——E! Collection: nerd-dinner-uat

_ gcheduler —— 1P| Collection: nerd-dinner-test

Team: Nerd Dinner Testers | | —




» Docker Enterprise
Universal Control Plane
vii3

& admin

5] Dashboard

ii Access Control "

Orgs & Teams
Users
Roles

Grants

& Shared Resources -
© Kubernetes
i)

Swarm v

Kubernetes

Swarm

SUBJECT 05

ker-datacenter

admin
admin
Org - nerd-dinner

Team - Nerd Dinner Ops
elton

Team - Nerd Dinner Testers

ROLE

Stheduler

Restricted Control

Scheduler

Full Control

View Only

Restricted Control

Full Control

Scheduler

RESOURCE SETS

/Shared/Privatefadmin

/Shared

/nerd-dinner

Imerd-dir

/nerd-dinner/nerd-dinner-uat

Imerd-dinner/nerd-dinner-test

Details
Collection
Scheduling
Network
Environment

Resources

Logging

Service Collection

Update Service

Collections / Swarm / nerd-dinner

NAME

nerd-dinner-prod

nerd-dinner-uat

nerd-dinner-test

Select Collection

Select Collection




& Docker Enterprise
Universal Control Plane
vii3

1 Service(s)

5] Dashboard
D STATUS NAME C IMAGE C MODE UPDATED AT LAST ERROR
= Shared Resources
® 1/ nerd-dinne traefikivil.. Replicated 40 minutes ..
£  Kubernetes ”
& Swarm A~
I Services
Volumes
MNetworks
Secrets
D STATUS NAME IMAGE MODE UPDATED AT LAST ERROR
® 1/ nerd-dinne  traefik:vl . 7.8. Replicated 44 minutes ..
Service *x
access denied: no access to Service Create with [Host Bind =~
Mounts], Service Update, on collection eccf0655-a1b3-
4d6d-BaB0-732267b2e194 no access to Service Create with
[Host Bind Mounts], Service Update, on collection eccf0655-
a1b3-4dbd-8aB0-732267b2e194 no access Lo Service
lindate an rollection eceflifSb-alh3-ddfd-Raki- b




Chapter 9: Understanding the Security Risks
and Benefits of Docker

alpine
By Docker

S alpine

Free Product Tier Details

ADD file:91fb97e...5f1a872680 in /




nats
By Synadia

Official Image Details

7lib 1.2.8
b: Permissive License

TG
ATH(S)

None available

zlib
zlib: Permissive License

PAT
None available

sqglite33.9.2

P

- domain: Permissive License

Nene available

Critical
Critical

Critical
Critical

Organizations | nerd-dinner

5 Members
nerd-dinner o
Org Members
Teams +
Repository

Merd Dinner Ops

KNerd Dinner Testers

Repositories

nerd-dinner / nerd-dinner-web

Sertings

Scan On Image Push

Permissions

| Read-write

=]




nerd-dinner / nerd-dinner-web: 2e

sapabyelon  Zertieal §majar Al layers already

Laryers Components
System.Net Hitp

Microsoft.AspNet.Mvc

DatNetOpenauth.Openid Core
e

Docker Enterprise
Trusted Registry

261 Users / eiton / Repositories

i admin - Repositories Teams Settings Access Tokens
elton —
Q
Full Name Repository Scan On Image Push
Elton
&) Repositories
E B elton / private-app View Details

aa Organizations

i Users

System

Organizations { nerd-dinner / Repesitories

. Members Repositories Settings
nerd-dinner i £

Teams +
Repository Scan On Image Push

Nerd Dinner Ops

Nerd Dinner Testers nerd-dinner / nerd-dinner-api View Details
nerd-dinner / nerd-dinner-db View Details
nerd-dinner / nerd-dinner-homepage View Details
nerd-dinner / nerd-dinner-index-handler View Details
nerd-dinner / nerd-dinner-save-handler View Details

nerd-dinner / nerd-dinner-web View Details




Organizatiens / nerd-dinner

& Members Repositories Settings
nerd-dinner i B
Org Members
Teams +
Repository Scan On Image Push  Permissions
Nerd Dinner Ops
NeRERInner Testers nerd-dinner / nerd-dinner-web | Read-write View Details
nerd-dinner / nerd-dinner-api | Read-write View Details
nerd-dinner / nerd-dinner-db | Read-write View Details
nerd-dinner / nerd-dinner-homepage | Read-write View Details
nerd-dinner / nerd-dinner-index-handler | Read-write View Details
nerd-dinner / nerd-dinner-save-handler | Read-write View Details
Organizations / nerd-dinner
. Members Repositories Settings
nerd-dinner - c
Org Members [ ———
Teams +
Repository Scan On Image Push  Permissions
Nerd Dinner Ops
Nerd Dinner Testers nerd-dinner / nerd-dinner-api | Read-only View Details
nerd-dinner / nerd-dinner-db | Read-only View Details
nerd-dinner / nerd-dinner-homepage | Read-only View Details
nerd-dinner / nerd-dinner-index-handier | Read-only View Details
nerd-dinner / nerd-dinner-save-handler | Read-only View Details

nerd-dinner / nerd-dinner-web

| Read-only

View Details




nerd-dinner-test / web

Info Permissions Tags Webhooks Promotions Pruning Mirrors Sertings Activity

'_é::
Promote To Target If.. & TARGET REPOSITORY
nerd-dinner-prod - g;’ web X
Tag name x
contains wind Tag Name In Target
%n
Critical Vulnerabilities x

than or equals 1

Major Vulnerabilities x

less than or equals 5

All Licenses x

not one of GPL-¥3

[ sove s oy |
nerd-dinner-prod / web
Info Permiss: Tags Webhooks Promotions Pruning Mirrors Sertings Attivity

Source Repository Last Promoted Criteria

nerd-dinner-test/web @ 2 minutes ago Tag name, Major Vulnerabllities, All Licenses, Critical Vulnerabilities ® X




elton / private-app

Private

nio Tags Webhooks Promotions Pruning Mirrors Settings Activity

Image Os/Arch Image ID size Signed Last Pushed
(Compressed)
103 MB n < Minuies ago

v 184.03 ME Signed by elton

18403 MB
Admin Settings
Swarm Content Trust Settings

Certificates

Layer 7 Routing

Cluster Configuration
Authentication & Authorization
Logs

Audit Logs

License

Docker Trusted Registry
Docker Content Trust I
Usage

Scheduler

Upgrade

|| Run only signed images ()

nerd-dinner d Nerd Dinner Ops




Create Service

Details Service Details

Collection Name

Scheduling

Netwaric

Environment
Task Template

Resources

= Image”
Logging

«*| Requires Registry Authentication

Username

Password Service

image did not meet required signing policy




Chapter 10: Powering a Continuous
Deployment Pipeline with Docker

- {4 Installation - Gogs Ea -+ - O

&« [ @ localhost:3 wee w In @ =

Install Steps For First-time Run

If you're running Gogs inside Docker, please read Guidelines carefully before you change anything in this page!

Database Settings

Gogs requires MySQL, PostgreSQL, SQLite3, MSSQL or TIDB.

Database Type™  SQlite3 -

Path™  data/gogs.db

Application General Settings

Application Name * Gogs

Repository Root Path ™ C:/gogsirepositories

RunUser®  ContainerAdministrator

Domain™ localhost




. {2 elton - Dashboard - Gogs R+
<« c @ (0 localhost:
Issues Pull Requests
© 20 1 0.11

Explore

4ms Template: Oms

...ﬂ

Repository Organization

My Repositories B

Collaborative Repositories

Mirror

Website

Gol




- ﬁ SetupWizard [Jenkins] X

e

+ - O
- =
¢ @ | @ localhast:B080 v © 1 In @
Getting Started
Organization and Administration All | None | Suggested show selected Selected (3/57)

Build Features

Build Tools

Build Analysis and Reporting
Pipelines and Continuous Delivery
Source Code Management
Distributed Builds

User Management and Security

Notifications and Publishing

Jenking 2.150.3

Note that the full list ef plugins is not shown here. Additional plugins can be installed in the Plugin Manager once
the initial setup is complete. atio

Folders »

This plugin allows users to create “folders” to organize jobs. Users can define custom taxonomies (like by project
type, organization type etc). Folders are nestable and you can define views within folders. Maintained by
CloudBees, Inc.

Credentials Binding # 94

Allows credentials to be bound te environment variables for use from miscellanecus build steps

Git » 18 4
This plugin integrates Git with Jenkins.

-




£ Update Center [Jenkins] x I =

« c @ @ localhost:

# Jenkins Q szarch @  admin

Jenkins Plugin Manager

# Back o Dashboard

Filter:
"’ Manage Jenkins
Update Center failable
Install | Name Version
MET Development
CcM
O
change-assembly-version-plugin 1.10
ExCop Runner
O
O
O
O
PowerShell
e Windows PowerShell as 13
Violations
O fcon 0.7.1

| log out

Install without restart Dovmload now and install after restart : : s .




- [E Settings - Gogs X

&« C @ @
@ Dashboard Issues Pull Requests Explore
elton / docker-on-windows
E Files @ Issues 11 Pull Requests o]
Settings Collaboration
Qptions jenkins

Collaboration
Branches
Webhaooks
Git Hooks

Deploy Keys

414ms T Oms

@ Unwatch 1

Wiki

©Q Read ~

d New Collaborator

= O

i I @ =
+ - -
vz Star 0 ¥ Fork 0
34 Settings

Website | Go1.10.4

Q Mew Credentials [Jenkins]

(D & jenkins:

Jenkins Credentials System

2- Back to credential domains

@ Add Credentials Scope

Usemame
Password
1D

Deseription

Global credentials (unrestricted)

fend Username with password

Global (Jenkins, nodes, items, all child items, etc)
jenkins

sessssnsnane

gogs-jenking

Jenkins user for Gogs git server]

Page generated

Feb 19, 2019 2:17:56 PM GMT REST AP

@ admin | log out

Jenkins ver 2 160.3




General Source Code Management Build Triggers

Source Code Management

O Mone
® Git
Repositories
Repository URL  http:/fgogs:3000/elton/docker-on-windows._git (2]
Credentials jenkins/****** (Jenkins user for Gogs git |~ &= Ad#
Name (2]

Refspec @

Add Repository

Branches to build “

Branch Specifier (blank for 'any’) | second-edition (2]

Add Branch

Repository browser {Auta) v| @

Additional Behaviours Add ~




Build Environment

Use secret text(s) or file(s) @
Bindings

Username and password (separated)

Usemame Variable DOCKER _HUB_USER

Password Variable DOCKER_HUB_PASSWORD

®

Credentials @ Specific credentials (7 Parameter expression

sixeyedci/ ~| | o= Add

Add -

& efton/docker-on-windows X # docker-on-windows = ch10 X & Docker Enterprise X 1} Nerd Dinner - razor % g T [}

e ok,

r.sixeyed.com oo w R |\ cin

Nerd Dinner 2.0!

Organizing the world's nerds and helping them eat in packs.

.. .powered by Docker Find Dinner




Chapter 11: Debugging and Instrumenting
Application Containers

Solution Explorer -

e Build

Area...

# Properties
5-B References
Ml App Data
B App Start
B Areas

Bl Content
Bl Controllers

Bl Scripts

Mew ltem...

ting [tem...

caffolded ltem...

REST AP Client...

Container Orchestrator Support
Application Insights Telemetry...
Client-Side Library...

Mew Azure Weblob Proj

Ctrl+Shift+A

Shift+Alt+A

Rebuild

Clean

Analyze

Publish...

Overview

Scope to This

MNew Solution Explorer Yiew
Add

Manage MuGet Packages...
Manage Client-Side Libraries...
Manage User Secrets

Set as StartUp Project

Debug

Initialize Interactive with Project

Cut

Remaowve

Rename

Unload Project

Open Folder in File Explorer

Properties

Chrl+X

Alt+Enter




Solution Explorer

6 -

fa] Solution 'WebApi.NetFx' (2 projects)
4 2= docker-compose
4 [ docker-composeyml
T docker-compose.overrideyml
4 ] WebApi NetFx
& Connected Services
M Properties
5-8 References
B App_Data
B App_Start
M Areas
B Content
B Controllers
B fonts
B Models
B Scripts
Views
[ Dockerfile
favicon.ico
&1 Global.asax
v_1 packages.config
¥ 1 Web.config




ValuesControllercs 8 & X Dockerfile

#1 WebApi.NetFx #3 WebApi.NetFx.Controllers.ValuesController

System.Collections.Generic;

em.Web.Http;

WebApi.NetFx.Controllers

IEnumerable< > Get()

new string[] { "valuel”, "value2" };

* Home Page

X @

ASP.NET

ASP.NET is a free web framework for building great Web sites and
Web applications using HTML, CSS, and JavaScript.

Learn more »




Attach to Process ? X

Transport: Remote (no authentication) e

Qualifier: 172.24.1.174:4020 ~ Find...

Transport Information
The 'Remote (no authentication)' transport should never be used on a network that might have hostile traffic. Use 'Default’ transport where

possible.
Attach to: Automatic: Managed (v4.6, v4.5, v4.0) code Select
Available Processes
Process D Title Type User Name Session ~
svchost.exe 8760 x64 SYSTEM 129
svchost.exe 1008 x64 NETWORK SERVICE 129
svchost.exe 5840 x64 SYSTEM 129
svchost.exe 13428 x64 LOCAL SERVICE 129
svchost.exe 13800 x64 LOCAL SERVICE 129
svchost.exe 4476 x64 NETWORK SERVICE 129
svchost.exe 640 x64 NETWORK SERVICE 129
svchost.exe 2792 x64 SYSTEM 129
System 4 x64 0
Managed (v4... IIS APPPOOL\Default... 129
wininit.exe 10504 x64 SYSTEM 129
WmiPrvSE.exe 11260 x64 SYSTEM 129 v
Show processes from all users Refresh




>docker|

: Build Image
: Add Docker Files to Workspace

: ACR Tasks: Build Image
: Attach Shell
: Azure CLI

: Browse in the Azure Portal

: Compose Down

: Compose Restart

: Compose Up

: Connect to a Private Registry... (Preview)

: Create Azure Registry

- Delete Azure Image




File Edit Selection View Go Debug Terminal

P Debug Docker container ¥ & [

VARIABLES
WATCH
CALL STACK

B All Exceptions
User-Unhandled Exceptions

ValuesController.cs




m Nerd Dinner localhost:4978%/metrics b + — O

&« G & @ localhost:4 ics v B 2o L B+ d v IN O =
e e -
# HELP process_pct processor_time % Processor Time Perf Counter

# TYPE process_pct processor time GAUGE

process pct processor time{host="46424E80BAIB", instance="w3wp"} 0

# HELP dotnet clr memory gen 1 heap size Gen 1 heap size Perf Counter

# TYPE dotnet clr_memory gen 1 heap size GAUGE

dotnet clr memory gen 1 heap size{host="46424E30BR1B",instance="_Global "} 0

# HELP dotnet clr memory gen 0_heap size Gen 0 heap size Perf Counter

# TYPE dotnet_clr_memory gen 0_heap size GAUGE

dotnet clr memory gen 0 heap size{host="46424E30BRIB",instance="_ Global "} 0

# HELP process_thread count Thread Count Perf Counter

# TYPE process_thread count GAUGE

process_thread count{host="46424E80BA1B", instance="w3wp"} 27

# HELP w3svc wiwp_current file cache memory usage Current File Cache Memory Usage Perf Counter
# TYPE w3svc wiwp_current file cache memory usage GAUGE

w3svc_w3wp current file cache memory usage{host="46424E80BAIE",instance="_Total"} 687389

# HELP dotnet clr memory large object heap size Large Object Heap size Perf Counter

# TYPE dotnet clr_memory large object heap size GRUGE

dotnet_clr memory large cbject heap size{host="46424EB80BAIR",instance="_Glcbal "} 0

# HELP w3svc wi3wp_pct_404 http response_sent % 404 HITP Response Sent Perf Counter

# TYPE w3svc wiwp pct 404 http response sent GAUGE

w3svc_w3wp _pct 404 http response sent{host="46424E80BA1R",instance="_Total™} 0

# HELP process_virtual bytes Virtual Bytes Perf Counter

# TYPE process virtual bytes GRUGE

process_vi rtual_bytes{host="46424E80BRIBR", instance="w3wp"} 4294967296

# HELP dotnet clr _memory pct time in ge % Time in GC Perf Counter

# TYPE dotnet clr memory pct time in gc GAUGE

dotnet_clr memory pct time in gc{host="46424ES0BA1B",instance="_Global "} O

# HELP w3svc wiwp_maximum file cache memory usage Maximum File Cache Memory Usage Perf Counter
# TYPE w3svc wiwp maximum file cache memory usage GAUGE

w3svc_w3wp _maximum file cache memory usage{host="46424EB80BA1B",instance="_Total"} 687389
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