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Geography | Currently available AWS Region | Number of Availability Zones
US-East North Virgina 6
Ohio 3
US-West North California 3
Oregon 3
Mumbai 2
Seoul 2
Asia Pacific Singapore 3
Sydney 3
Tokyo 4
Osaka-Local 1
Canada Canada Central 2
China Beijing 2
Ningxia 2
Europe Frankfurt 3
Ireland 3
London 3
Paris 3
South America Sao-Paolo 3
AWS GovCloud US-West 3
US Regions Global Regions
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Contact Information

All fields are required.

Please select the account type and complete the fields below with your contact details.
Account type €@
® Professional Personal
Full name

Company name
Phone number
Country/Region

United States v

Address

City

State / Province or region

Postal code

Check here to indicate that you have read
and agree to the terms of the AWS
Customer Agreement

Create Account and Continue




Confirm your identity

Before you can use your AWS account, you must verify your phone number. When you
continue, the AWS automated system will contact you with a verification code.

How should we send you the
verification code?

® Text message (SMS) Voice call

Country or region code

India (+91) v

Cell Phone Mumber

Security check

Bnbwee

Q

Send SMS




Select a Support Plan

AWS offers a selection of support plans to meet your needs. Choose the support plan that
best aligns with your AWS usage. Learn more

=

Basic Plan

| Free

o Included with all
Accounts

« 24/7 self-service access
to forums and resources

« Best practice checks to
help improve security
and performance

« Access to health status
and notifications

Developer Plan

From $29/month

For early adoption,
testing and development

Email access to AWS
Support during business
hours

1 primary contact can
open an unlimited
number of support cases

12-hour response time
for nonproduction
systems

MNeed Enterprise level support?

Business Plan

From $100/month

For production workloads
& business-critical
dependencies

24/7 chat, phone, and
email access to AWS
Support

Unlimited contacts can
open an unlimited
number of support cases

1-hour response time for
production systems

Contact your account manager for additional information on running business and mission
critical-workloads on AWS (starting at $15,000/month). Leam more

v Close Account

¥ | understand that by clicking this checkbox, | am willing to close my AWS account. Monthly usage of certain AWS services is calculated and
billed at the beginning of the following menth. If you have used these types of services this month, then at the beginning of next month you will
receive a bill for usage that occurred prior to termination of your account. IT you own a Reserved Instance for which you have elected to pay in
monthly installments, when your account is closed you will continue to be billed your monthly recurring payment until the Reserved Instance is

sold on the Reserved Instance Marketplace or it expires.

Close Account
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AWS services Helpful tips

Q @1 Manage your costs
F1 Getreaktime billng slerts based on your cost

+ Recently visited services
and usage budgets. Start now

E CloudFormation oL Support 08 s
e I Create an organization
&y vPC EC2 @.D g
Use AWS Organizations for policy-based
v All services management of multiple AWS accounts. Start
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Compute €5 Developer Tools &» Intemet of Things
EC2 CodesStar AWS loT
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Lightsail & CodeBuild Explore AWS
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Contact Center
Lambda CodePipeline 0 Apache MXNet
Batch X-Ray Amazon Connect Get started with the most scalable framework for deep
learning in the cloud. Learn more. (2
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EFS CloudFormation Run and scale code for Python, Nade js, Java, or C# without
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Chapter 3: Identity and Access
Management (IAM)
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Minimum password length: |.5

Require at least one uppercase letter @

Require at least one lowercase letter €

Require at least one number €@

Require at least one non-alphanumeric character €@
Allow users to change their own password @
Enable password expiration €

Password expiration period (in days):

b AT

Prevent password reuse @

Mumber of passwords to remember:

Password expiration requires administrator reset @

Apply password policy . Delete password policy

CJ
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i‘“ﬁ Services v Resource Groups ~ h D | LA® Vipul Tankariyav Global v Support v
Search IAM 4 sl e 0
Dashboard Q

Groups

¥  User name v Groups Password Last sign-in Access keys

I UsSers

Roles ¥ VDUl ~t— 0 v Never 1 active
Policies

Identity providers

Account settings

Credential report

Encryption keys

Resource Groups ~ Iy ; I| L% vipul Tankariya v  Global v Support ~

Users > vipul
Search IAM L]

Users: vipul

Dashboard
Groups
User ARN arn:aws:iam::i :user/vipul
| users
e Select "Security credentials” tab
Roles
Creation time 2017-02-26 22:20 UTC+0530 elec ecuri 4 credentials a
Policies
Identity providers Permissions Groups (0) Security credentials Access Advisor

Account settings Add permissions Number of attached policies 1
Credential report
» |AMUserChangePassword - AWS Managed policy

Encryption keys © Add inline policy




Services Resource Groups ~ * Vipul Tankariya - Global + Support v

Users > bhavin

Summary Delete user @
Dashboard
Groups
User ARN AN aws: A I user/bhavin £
Users
Path !
Roles
Creation time 2019-03-25 12:16 UTC+0530
Policies
Identity providers Permissions Groups Tags Security credentials Access Advisor

Account settings . . .
g Sign-in credentials

Credential report

Summary « Console sign-in link: https:/fvipbhavin signin. aws amazon com/console

Encryption keys Console password Enabled

Manage
Assigned MFA device Not assigned | Manage «-f—

Signing certificates MNone &

Manage MFA device x

Choose the type of MFA device to assign:
® Virtual MFA device -_

or app installed on your mobile

U2F security key

YubiKey or any

Other hardware MFA device

For more information about supported MFA devices. see AWS Multi-Factor Authentication




Set up virtual MFA device b4

1. Install a compatible app on your mobile device or computer
See a list of compatible applications

Virtual MFA Applications

Applications for your smartphone can be installed from the application store that is specific to your phone type. The following table lists some
applications for different smartphone types.

Android Google Authenticator; Authy 2-Factor Authentication
iPhone Google Authenticator; Authy 2-Factor Authentication
Windows Phone Authenticator

Blackberry Google Authenticator




Set up virtual MFA device

1. Install a compatible app on your mobile device or computer

See a list of compatible applications *__

2 Usze your virtual MFA app and your device's camera to scan the QR code

Show QR code

Altermatively, you can type the secret key. Show secret key

3. Type two consecutive MFA codes below

MFA code 1 -
MFA code 2 -—

Cancel Previous




Resource Groups ~ x Il [\ Vipul Tankariya ~  Global ~

Add user o

Details Permissions Review Comglete

Set user details

You can add multiple users at once with the same access fype and permissions. Learn more

User name*

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwerds are provided in the last step. Learn more

Access type* Programmatic access
Enables an access key ID and secret access Key for the AWS API, CLI, SDK,
and other development tools.
AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management
Console.

* Required Cancel

@ Feedback @ English Privacy Policy

Support ~

Terms of Use

Console password* @ Autogenerated password
Custom password

Require password reset |« User must create a new password at next sign-in

Users automatically get the 1AMUserChangePassword policy to allow them to

change their own password.




11 Services Resource Groups ~ : A Vipul Tankariya ~  Global ~  Support ~

Details Permissions Review Complete

Set permissions for bhavin

Copy permissions from Attach existing policies

Add user to grou
ki existing user directly

©  Get started with groups
‘You haven't created any groups yet. Using groups is a best-practice way to manage users' permissions by job functions,
AWS service access, or your custom permissions. Get started by creating a group. Learn more

Create group

Cancel Previous Next: Review

® Feedback @ English Privacy Policy  Terms of Use

Organization

I Purchase

Database

System Admin

| pBat || pea2 || pBas | NAL | [ NA2




Group:

Admins

Tony |& ==
Peter | g ==

Account &=
Group: Group:
Developers Test
Steve |g === Thor
Natasha | ¢ == Jane
Clint |&== |TestAppl
Sam |@ TestApp2
DevAppl =
DevApp2 | & ===




Resource Groups ~ 3 s 1] [\ Vipul Tankariya~  Global~  Support ~

Search IAM . Create New Role Role Actions ~ | ol e

Dashboard Showing 1 resulis
Groups

(]  Role Name % Creation Time +

Users

Roles [:] lambda_basic_execution 2015-08-14 00:18 UTC+0530
Policies

Identity providers

Account settings

Credential report

Feedback @ English Privacy Policy ~ Terms of Use

Resource Groups « Vipul Tankariya ~  Global ~  Support ~

Create Role Set Role Name
Step 1: Set Role Name Enter a role name. You cannot edit the role name after the role is created.

Step 2 : Select Role Type Role Name
Step 3 : Establish Trust Maximum 64 characters. Use alphanumeric and '+=,.@-_' characters
Step 4 : Attach Policy

Step 5 : Review

s




Resource Groups

pul Tankariya ~

Global ~  Support ~

Create Role

Step 1 : Set Role Name
Step 2 : Select Role Type
Step 3 : Establish Trust
Step 4 : Attach Policy

Step 5 : Review

Select Role Type

E]AWS Service Roles ~——————

» Amazon EC2
Allows EC2 instances to call AWS services on your behalf.

» AWS Directory Service

Select

Select

Allows AWS Directory Service to manage access for existing directory users and groups to AWS services.

» AWS Lambda

Allows Lambda Function to call AWS services on your behalf.

» Amazon Redshift
Allows Amazon Redshift Clusters to call AWS services on your behalf

» Amazon APl Gateway

Allows APl Gateway to call AWS resources on your behalf.
Role for Cross-Account Access

' Role for Identity Provider Access

Cancel

Select

Select

Select

Previous

Resource Groups ~

Global ~  Support ~

Create Role

Step 1 : Set Role Name
Step 2 : Select Role Type
Step 3 : Establish Trust
Step 4 : Attach Policy

Step 5 : Review

Attach Policy

Select one or more policies to attach. Each role can have up to 10 policies attached.

Filter: Policy Type -

Policy Name + Attached Entities =

i@ AmazonSNSReadOnlyAccess o

AmazonSNSRole o

(J w&w AmazonRoute53ReadOnlyAcc... 0O
(J s AmazonS3FullAccess []
O « AmazonS3ReadOnlyAccess o
G AmazonSESFullAccess 1]
(J ## AmazonSESReadOnlyAccess ]
(] & AmazonSNSFullAccess 0
&

=

—~

Creation Time +

2015-02-07 00:10 UTC+0530
2015-02-07 00:10 UTC+0530
2015-02-07 00:10 UTC+0530
2015-02-07 00:11 UTC+0530
2015-02-07 00:11 UTC+0530
2015-02-07 00:11 UTC+0530
2015-02-07 00:11 UTC+0530

2015-02-07 00:11 UTC+0530

Showing 252 results

Edited Time +

2016-11-16 02:45 UTG+0530
2015-02-07 00:10 UTC+0530
2015-02-07 00:10 UTG+0530
2015-02-07 00:11 UTC+0530
2015-02-07 00:11 UTC+0530
2015-02-07 00:11 UTG+0530
2015-02-07 00:11 UTC+0530

2015-02-07 00:11 UTC+0530

Cancel Previous




Resource Groups -~ [y I \ Vipul Tankariya ~  Global ~  Support ~

Create Role Review
Sop:l 2 Set Bole o Review the following role information. To edit the role, click an edit link, or click Create Role to
finish.

Step 2 : Select Role Type
Role Name myRole Edit Role Name
Step 3 : Establish Trust

i Awsiam: i ——— |
Step 4 : Attach Policy fols ARN am-awsiam role/myRole

Step 5 : Review Trusted Entities  The identity provider(s) ec2.amazonaws.com

Policies  arn:aws:iam::aws:policy/AmazonS3FullAccess Change Policies

Cancel Previous
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response

Post fo Sign-In
Passing Auth N Response
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Redirect for
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Login with Amazon
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Cognito token

Exchange Coghnito token for
temporary AWS credentials

Uses the temporary
credentials to access AWS
services

Security Token Service!
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Chapter 4: Virtual Private Clouds
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Customer route table

Destination Target
/ 10.0.0.0/16 local
198.51.100.1 (Elastic IP) 10.0.0.5
198.51.100.2 (Elastic IP) 10.0.0.6 1 0.0.0.0/0 igw-id
198.51.100.3 (Elastic IP) 10.0.0.7

NAT gateway
Web servers 198.51.100.4 (Elastic IP)

Public subnet
10.0.0.0/24 /

\ Router Internet|gateway

10.0.1.5 Main route table

10.0.1.6

10.0.1.7 Destination Target

Database servers 10.0.0.0/16 local
0.0.0.0/0 nat-gateway-id
Private subnet
10.0.1.0/24 /

Availability Zone A

VPC
10.0.0.0/16

\ Region /




Services Resource Groups v *

VPC Dashboard
4 Launch VPC Wizard Launch EC2 Instances

Filter by VPC:
Mote: Your Instances will launch in the US East (M. Virginia) region.
Q, Selecta VPC

Resources by Region £ Refresh Resources

You are using the following Amazon VPC resources

Your VPCs
VPCs 2 NAT Gateways 0
Subnets See all regions See all regions
Route Tables
Intemet Gateways Subnets 5 VPC Peering Connections 0
See all regions See all regions
Egress Only Internet
Gateways
Route Tables 3 Network ACLs 2
DHCF Options Sets _ :
See all regions See all regions
Elastic IPs
Endpoints Internet Gateways 2 Security Groups 4
Endpoint Services See all regions See all regions
NAT Gateways
Egress-only Internet 0 Customer Gateways 0
Peering Connections Gateways See all regions

See all regions

@ Feedback (@ English (US)




Services ~ Resource Groups ~ % Vipul Tankariya ~ ia~ Support ~

Step 1: Select a VPC Configuration

VPC with a Single Public

Your instances run in a private, isolated section of the AWS
Subnet

cloud with direct access to the Internet. Network access Inteme, 53
) ) control lists and security groups can be used to provide strict D”“astnGDchNS‘
VP_C with Public and control over inbound and outbound network traffic to your
Private Subnets instances
Creates:
VPC with Public and
Private Subnets and A /16 network with a /24 subnet. Public subnet instances use
Hardware VPN Access Elastic IPs or Public IPs to access the Internet.
VPC with a Private Subnet
Only and Hardware VPN Public Subnet

Access

Amazon Virtual Private Cloud

Cancel and Exit

@ Feedback (@ English Privacy Policy ~ Terms of Use



[ T | Services -~

Resource Groups ~ %

Step 2: VPC with a Single Public Subnet

IPv4 CIDR block:"
IPv6 CIDR block:

VPC name:
Public subnet's IPv4 CIDR:*

Availability Zone:*

Subnet name:

Service endpoints

Enable DNS hostnames:*
Hardware tenancy:*

Enable ClassicLink:"

@ Feedback

@ English

10.0.0.0M16

® Mo IPv6 CIDR Block
Amazon provided IPv6 CIDR block

(65531 IP addresses available)

10.0.0.0/24 (251 IP addresses available)

No Preference v

Public subnet

You can add more subnets after AWS creates the VPC.

Add Endpoint

® YesO No

Default v

Yes® No

VPC Dashboard

Filter by VPC:
None v

Your VPCs

Vipul Tankariya ~

Cancel and Exit

N. Virginia~  Support ~

Privacy Policy Terms of Use

Create VPC Actions v
4

Q, Search VPCs and their properi X

Name - VPCID - State -~ IPv4 CIDR b
@ | Packipub VPC vpc-b8flebde available 10.0.0.0/16
Default VPC vpc-05449263 available 172.30.0.0/16
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Subnet
10.0.0.0/24

Availability Zone A

Availability Zone B

VPC

10.0.0.0/16

Router

Region

P

Custom Route Table

10.0.0.0/16

local

0.0.0.0/0  igw-id

© &

Internet Gateway

Main Route Table

Target

Destination

10.0.0.0/16 local

e |




..l Services v Resource Groups v * ,.':1. Vipul Tankariya v N. Virginia v  Support +

Step 1: Select a VPC Configuration

i niaainglel bolic In addition to containing a public subnet, this

Sl configuration adds a private subnet whose instances Intemet, 53,
y DynamoDB, SNS,

are not addressable from the Internet. Instances in 208, elo,
VPC with Public and «—— the private subnet can establish outbound
Private Subnets connections to the Internet via the public subnet

using Network Address Translation (NAT)
VPC with Public and Amazon Virtual Private Gloud

; Creates:

Private Subnets and Public Subnet Private Subnet
Hardware VPN Access A 16 network with two /24 subnets. Public subnet

instances use Elastic IPs to access the Internet. l I
VPG with a Private Subnet Private subnet instances access the Internet via
Only and Hardware VPN Network Address Translation (NAT). (Hourly charges
Access for NAT devices apply.)

Bl —

Cancel and Exit

Resource Groups ~ * i Vipul Tankariya =  N. Virginia =  Support ~

Step 2: VPC with Public and Private Subnets

IPv4 CIDR block:* | 10.0.0.0/16 (65531 IP addresses available)

IPv6 CIDR block: @ Mo IPv6 CIDR Block
Amazen provided IPv6 CIDR block

VPC name:
Public subnet's IPv4 CIDR:® | 10.0.0.0/24 (251 IP addresses available)

Availability fone™ | Mo Preference ¥
Public subnet name: | Public subnet

Private subnet's IPv4 CIDR:* | 10.0.1.0/24 (251 IP addresses available) ‘—'

Availability Zone:* Mo Preference ¥
Private subnet name: | Private subnet
You can add more subnets after AWS creates the VPC.

Specify the details of your MAT gateway (NAT gateway rates apply ). 4—' Use a NAT instance instead
Elastic IP Allocation ID:*

Service endpoints
Add Endpoint

Enable DN 5 hostnames:* ® Yes O No
Hardware tenancy:* | Default v

Enable ClassicLink:™ Yes ® No

Cancel and Exit Back




Customer route table

| Destination Target
10.0.0.0/16 local

Elastic IP) 10.0.0.5
Elastic IP) 10.0.0.6 0.0.0.0/0 igw-id

Elastic IP) 10.0.0.7

198.51.100.1
198.51.100.2
198.51.100.3

NAT gateway
Web severs  198.51.100.4 (Elastic IP)

Public subnet

10.0.0.0/24 /
\ Router Internet|gateway
10.0.1.5 Main route table
10.0.1.6
10.0.1.7 Destination Target
Database servers 10.0.0.0/16 local
0.0.0.0/0 nat-gateway-id

Private subnet
10.0.1.0/24

Availability Zone A

VPC
10.0.0.0/16

Region

Services Resource Groups ~ * Vipul Tankariya ~  N. Virginia v  Support «

Step 3: Configure your VPN
Specify the public IP Address of your VPN router (Customer Gateway)
Customer Gateway IP:*
Customer Gateway name:

VPN Connection name:
Note: VPN Connection rates apply.
Specify the routing for the VPN Connection (Help me choose)

Routing Type:* | Dynamic (requires BGP) ~

Cancel and Exit Back Create VPC




Internet gateway

r

Web servers

198.51.100.1 (Elastic IP) 10.0.0.5
198.51.100.2 (Elastic IP) 10.0.0.6
198.51.100.3 (Elastic IP) 10.0.0.7

Public subnet

10.0.0.0/24 y
Availability Zone A
Router
10.0.1.5
10.0.1.6
10.0.1.7 —

Database servers

VPN-only subnet
10.0.1.0/24

Availability Zone B
VPC

10.0.0.0/16

Customer route table

Destination Target
10.0.0.0/16 local
0.0.0.0/0 igw-id

VPN connection

Virtual priv:

ite gateway

Customer|gateway

Main route table

Corporate network

Destination Target
10.0.0.0/16 local
0.0.0.0/0 vgw-id

Region




Customer route table

~
Destination Target
10.0.0.5 10.0.0.0/16 local
10.0.0.6 /
10.0.0.7 L+ 0.0.0.0/0 igw-id
EC2 instances
VPN-only subnet :
10.0.0.0/24 VPN connection
Availability Zone A
Router | Virtual private gateway Customer|gateway

Availability Zone B
VPC
10.0.0.0/16

Region




Internet gateway Virtual private gateway

5

Router
Route table i Route table
172. 16 2.0

Network ACL Network ACL
(subnet 1) (subnet 2)

¢ ™ i v &
Securi Securi
Security group grou pty grou pty

T b
a8 88

\

]
G

Instance Instance Instance
Subnet 1 Subnet 2
10.0.0.0/24 (IPv4) 10.0.0.0/24 (IPv4)

\2001;db8:1234:1300::/64 (|PV6)/ \2001;db8:1234:1aOO::/64 (|PV6)/

VPC
10.0.0.0/16 (IPv4)
\ 2001,;db8:1234:1a00::/56 (IPv6) /




Privatg Ipv4: 10.0.0.6
Elastic |P: 198.51.100.2

EC2 instances

VPN-only subnet
10.0.0.0/24

Availability Zone A

Customer route table

Destination Target
10.0.0.0/16 local
0.0.0.0/0 igw-id

Router

Availability Zone B

VPC

10.0.0.0/16

Region

Internet

Gateway




( /ﬂ Customer route table

Destination Target
10.0.0.0/16 local
198.51.100.1 (Elastic IP) 10.0.0.5 /
198.51.100.2 (Elastic IP) 10.0.0.6 1 0.0.0.0/0 igw-id

198.51.100.3 (Elastic IP) 10.0.0.7
NAT gateway

Web servers  198.51.100.4 (Elastic IP)

Public subnet

\\ 10.0.0.0/24 /
/A \ Router Internet|gateway
10.0.1.5 Main route table
10.0.1.6
10.0.1.7 Destination Target
Database servers 10.0.0.0/16 local
0.0.0.0/0 nat-gateway-id

Private subnet
\ 10.0.1.0/24 /

Availability Zone A

VPC
10.0.0.0/16

\ Region /




Chapter 5: Getting Started with Elastic
Compute Cloud (EC2)

Launch Pending < Start

AMI

A

Reboot Running Stop Stopping E

Terminate

Shutting-down

Terminate
EBS-backed instances only




Host computer Host computer

Instance Instance

Launch instances
of any type

i Amazon Linux AMI 2017.03.0 (HVM), SSD Volume Type - ami-22ce4934 m

Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supporied image. The default image includes AWS command line tools, Python, Ruby,
Perl, and Java. The repositories include Docker, PHP, MySQL, PostgreSQL, and other packages.

Root device type: ebs Virtualization type: hvm




5 Amazon Linux AMI 2017.03.0 (HVM), SSD Volume Type - ami 22ce4934 m

Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl
and Java. The repositories include Docker, PHP, MySQL, PostgreSQL, and other packages

Root device type: ebs Virtualization type: hvm

64-bit

Resource Groups v

1.Choose AMI 2 Choose Instance Type  3.Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit

An AMI is a template that contains the software ing system, server, and ions) required to launch your instance. You can select an AMI provided by AWS, our user
community, or the AWS Markelplace: or you can select one of your own AMIs.

Quick Start 4 110 31 of 31 AMIs
My AMIs 7] Amazen Linux AMI 2017.03.0 (HVM), SSD Veolume Type - ami-c58c1dd3
Amazon Linux_ The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl,
AWS Marketplace e 64-bit
and Java. The repositories include Docker. PHP, MySQL, PostgreSQL, and other packages
Community AMIs Root device type: ebs  Virtualization type: hvm
< ) [} Red Hat Enterprise Linux 7.3 (HVM), SSD Volume Type - ami-b6376%a1 m
U Free tier only (i)

Red Hat Red Hat Enterprise Linux version 7.3 (HVM), EBS General Purpose (SSD) Volume Type

84-bit
Root device type: ebs. Virtualization type: hvm
- SUSE Linux Enterprise Server 12 SP2 (HVM), SSD Volume Type - ami-fdedebea
SUSE Linux  SUSE Linux Enterprise Server 12 Service Pack 2 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud. Advanced Systems SR

Management, Web and Scripting, and Legacy modules enabled

Root device type: ebs  Virtualzation type: hvm

@ Feedback @ English

Privacy Policy  Terms of Use

Resource Groups ~ Vipul Tankariya ~

1.Choose AMI  2.Choose Instance Type  3.Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type
‘Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage.,
and networking capacity, and give you the flexibility fo choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filterby: | All instance types - Current generation v Show/Hide Columns
Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

1Pv6

EBS-Optimized Available | .ok Performance (D)~ | Support ~

Family - Type  ~ vCPUs (i) ~  Memory(GiB) ~ Instance Storage (GB) (i)~

I purpose t2.nano 1 05 EBS only = Low to Moderate Yes

a | purpose 1 1 EBS only - Low to Moderate Yes
General purpose t2.small 1 2 EBS only - Low to Moderate Yes

| purpose 2 4 EBS only - Low fo Moderate Yes

General purpose 12 large 2 8 EBS only - Low fo Moderate Yes

Cancel Previous Next: Configure Instance Details

@ Feedback (@ English

Privacy Policy  Terms of Use




Ohio v  Support v

1.Choose AMI 2. Chooselnstance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security

Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You ¢an launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management
role to the instance, and more.

Number of instances (i) 1 Launch into Auto Scaling Group (i
Purchasing option (j) Request Spot instances
Network  (j Vpe-7€50d016 (default) v] € create new vPC
Subnet (j No preference (default subnet in any Availability Zon v Create new subnet
Auto-assign Public IP (j Use subnet setting (Enable) v
Placement group (i Add instance to placement group
Capacity Reservation (j Open v] C Create new Capacity Reservation
1AM role  (j None v C create new 1AM role
Shutdown behavior (i) Stop v
Enable termination protection (j Protect against accidental termination
Monitoring (j Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancy (i Shared - Run a shared hardware instance v
Additional charges will apply for dedicated tenancy.

Elastic Inference  (j Add an Elastic Inference accelerator
Additional charges apply

T2/T2 Unlimited  (j Enable
Additional charges may apply

» Advanced Details

Cancel | Previous Review and Launch Next: Add Storage

Step 4: Add Storage

“Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance. or
‘edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2

Volume Type (1) Device (i) | Snapshot (1) size (GiB) (i) | Volume Type (D) 10PS (1) {;;:)’"&5‘" Da)""e SR Teminztion Ea;"”’“d
snap-

Root Idevixvda 8 General Purpose SSD (GP2) v | 100/3000 N/A 7] Not Encrypted
072b6950761c43043

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

Cancel | Previous Review and Launch Next: Add Tags




Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both_

Tags will be applied fo all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximumy) Instances (D Volumes (D

‘Name Learn launch EC2 instance| ] ] <]

Add another tag (Up to 50 tags maximum)

Cancel | Previous Review and Launch Next: Configure Security Group

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and
allow Internet traffic to reach your instance, add rules that allow unrestricted access fo the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about
Amazon EC2 security groups.

Assign a security group: ®Create a new security group

Oselect an existing security group

Security group name:  [launch-wizard-44 |
Description:  [Security Group for Learning Launching a New EC2 Instance ]
Type (i) Protocol (i) Port Range (i) Source (i)
(Guson ] 00000 o
Add Rule
A waming

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

Cancel Previous Review and Launch




1.Choose AMI  2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair fo your instance and complete the launch process. -

¥ AMI Details Edit AMI

T ] Amazon Linux AMI 2017.03.0 (HVM), SSD Volume Type - ami-22ce4934

Y] The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and Java. The repositories include Docker,
MM PHP. MySQL. PostgreSQL. and other packages.

Rool Device Type: ebs  Virtualization type: hvm

~ Instance Type Edit instance type
Instance Type ECUs vCPUs Memeory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
2.mics Variable 1 1 EBS only - Low to Moderate
v Security Groups Edit security groups
Security group name launch-wizard-44
Description Security Group for Learning Launching a New EC2 Instance
Type (i) Protocol (i) Port Range (i) source (i)
88H TCcP 22 103.26.232 66/32
» Instance Details Edit instance details
» Storage Edit storage
» Tags Edit tags

Cancel | Previous




Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Nate: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

| Create a new key pair v
Key pair name
Dev-Pack] |

Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file
again after it's created.

Cancel _au stance




[ ] Demo i-Daee’ebbdbbdf3b1d t2.micro

i-0c15963c87a23ebs7 t2. micro
s  Launch More Like This i-02b9848bab0b89d59  md4.large

Instance State iL(ETE .
1stance Settings Add/Edit Tags
Instance: ||
Networking Attach/Replace I1AM role
ey CloudWatch Monitoring » Change Instance
Change Temmination Protection
Instance ID - View/Change User Data
Instance state Change Shutdown Behavior
Instance type : Get System Log
Elastic IPs

Availability zone

File name: - [PuTW Private Key Files (*.ppk) v]

PuTTY Private Ki Files E*.iik] |

Parameters

Type of key to generate:
() 55H-1 (RSA) (®) 55H-2 RSA () S5H-2 DSA

Mumber of bits in a generated key:




PuTTYgen Warning

Are you sure you want to save this key
without a passphrase to protect it?

Yes Mo

ﬁ PuTTY Configuration

Category:
=)~ Session * Basic options for your PuTTY session
+ Logging Specify the destination you want to connect to
=~ Terminal
. Keyboard Host Mame {or [P address) Port
- Bell |eu:2-user@#.EIasstiu:-IP-.Hddress> | |22
- Features Connection type:
- Window (JFaw (O Telnet () Flogn ®5S5H () Seral
Appea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection | Dev-Packt |
+ Colours Default Settings load
5 Conection
- Data Cave
- Proy
. Telnet Delete
- Rlogin
- S5H
- Serial Close window on exit:
() Mways () MNever (@ Only on clean exit
o =




ﬁ PuTTY Configuration

Categarny:

EI Win

EI Con

|:_:|..

daow ~

- Appearance
- Behaviour
- Translation
- Selection

- Coolours

nection

.. Data

Proogy

Telnet

Rlogin

S5H *
- Host keys

- Cipher

Al

- Tunnels

-- Bugs

- More bugs
Serial W

=0 A ith
= -

About

Options controling S5H authentication

Digplay pre-authentication banner (S5H-2 anby)
[ ] Bypass authentication entirely (S5H-2 only)

Authertication methods

Attempt authentication using Pageant

[ Atempt TIS ar CryptoCard auth (SSH-1)
Attermnpt "keyboard-interactive” auth (SSH-2)

Authentication parameters

[ ] Mlow agent forwarding

[] Allow attempted changes of usemame in S5H-2

Private key file for authentication:

| E AW S-Keys'\Dev-Packt pplk Browse...
=




Snapshots are saved incrementally
Each subsequent snapshot will not
save modified data blocks to S3.

A table of contents points to the

latest version of each data block.

If Snapshot 2 is deleted, only Block 2
will be deleted from S3 because a

newer version has already been saved.

\

us-east-1a us-east-la
EBS EBS
Volume Volume
\_ U BN o /
ToC TOC TOC TOC Toc
1 2 3 1 3
Amazon S3 Amazon S3
(2) I/0
| .
| -
| |
L |

1) Amazon EC2

I:II:II:II:IE::\:II:I\:I

(3) Network
link

4) Amazon

EBS




Chapter 6: Handling Application Traffic
with ELB

Elastic Load Balancing

/
||IHEi|I! |||Hiilll ||Iiii||! -

-
:

User

EC2 Instances

[=] LOAD BALANCING

Load Balancers

Target Groups




EC2 Dashboard -

Events
Tags
Reports

Limits

I ANCES
Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Capacity Reservations

Bundle Tasks

ELASTIC BLO
STORE

Volumes

Snapshots

Lifecycle Manager

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

=/ LOAD BALANCING
Load Balancers

Target Groups

eate Load Balancer |Wt=illERY

Q, Filer by tags and atiributes or search by |

Name

Select a load balancer

o & 0

None found

yword

4+ DNS name v | State -~ VPCID ~ | Availability Zones > | Type

ou do not have any load balancers in this region

Select load balancer type

Elastic Load Balancing supports three types of load balancers: Application Load Balancers, Network Load Balancers (new), and Classic Load Balancers. Choose the load balancer type that meets your needs. Leam more

about which load balancer is right for you

Application L oad Balancer

Choose an Application Load Balancer when you need a flexible
feature set for your web applications with HTTP and HTTPS traffic.
Operating at the request level, Application Load Balancers provide
advanced routing and visibility features targeted at application

including

and

Learn more >

Network Load Balancer

Classic Load Balancer

PREVIOUS GENERATION

for HTTP, HTTPS, and TGP

Choose a Network Load Balancer when you need ultra-high
performance, the ability tc terminate TLS connections at

scale, centralize certificate deployment, and static IP addresses for
your application. Operating at the connection level, Network Load
Balancers are capable of handling millions of requests per second
securely while maintaining ultra-low latencies

Choose a Classic Load Balancer when you have an existing
application running in the EC2-Classic network

Leam more >

Learn more >




1. Define Load Balancer 2 Assign Security Groups 3. Configure Sect

ettings 4 Confiqure Health Check 5 Add ECZ Instances

Step 1: Define Load Balancer
Basic Configuration

This wizard will walk you through setiing up  new load balancer. Begin by giving your new load balancer a unique name so that you can identify it from other load balancers you might create. You will also need to configure
ports and protocols for your load balancer. Traflic from your clients can be routed from any load balancer port to any pert on your EC2 instances. By default, we've configured your load balancer with a standard web server on
port 80.
Load Balancer name:  [Only az, AZ, 0-0 and hyphens are allowed
Create LB Inside: My Default VPC (172.31.0 0/716) v
Create an internal load balancer: (wmats wiz?)
Enable advanced VPC configuration:

Listener Configuration:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
HTTP v 30 HTTP v 30 [<]
Add

Cancel  Next: Assign Security Groups

1. Define Load Balancer 2. Assign Security Groups. 3. Configure Security Settings 4. Configure Health Check 5. Add EC2 Instances 6. Add Tags 7. Review
Step 2: Assign Security Groups
You have selected the option of having your Elastic Load Balancer inside of a WPC, which allows you to assign security groups ta your load balancer. Please select the security groups to assign to this load balancer. This can

be changed at any time

Assign a security group:

Select an existing security group
Security group name: quick-create-1

Description: quick-create-1 created on Thursday, May 16, 2019 at 1:07-59 PM UTC+

Type (i Protocol (i Port Range (i Source (i
Custom TCP F ¥ TcP 80 Custom  v|[0.0.0.00 Q
Add Rule

Cancel | Previous | Next: Configure Security Settings




1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Settings 4. Configure Health Check 5 Add EG2Instances 6 Add Tags 7. Revi

Step 3: Configure Security Settings

® Upload a certificate to IAM

Certificate name:* [e.g myServerCert

Private Key:*

(pem encoded)

Certificate body:*

(pem encoded)

Certificate chain:  |Cptional

(pem encoded)
Select a Cipher

Configure SSL negoliation settings for the HTTPS/SSL listeners of your load balancer. You may select one of the Security Policies listed below, or customize your
configuring SSL negoliation settings

settings. Leam more about the Security Polices and

® Predefined Security Policy
ELBSecurityPolicy-2016-08 v

38L Protocols

Custom Security Policy

Cancel | Previous Next: Configure Health Check

1.Define Load Balancer 2. Assign Security Groups 3. Configure Security Setiings 4. Configure Health Check 5. Add EC2 Instances 6. Add Tags 7. Review

Step 4: Configure Health Check
‘Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that pass the health check. If an instance fails the health check, it is automatically removed
from the load balancer. Customize the health check to meet your specific needs.

Ping Protocol HTTP 59
Ping Fon
Ping Path [findex_htm|

Advanced Details

Response Timeout () 5 |seconds
interval (D seconds
1 @ [ v

Healthy threshold  (T)

Cancel | Previous | Next: Add ECZ Instances




1. Define Load Balancer 2. Assign Security Groups 3. Configure Security Setlings 4. Configure Health Check 5.Add EC2 Instances 6. Add Tags 7. Review

Step 5: Add EC2 Instances

The table below lists all your running EC2 Instances. Check the boxes in the Select column to add those instances to this load balancer.

VPC vpc-cfc50dab (172.31.0.0/16)

Instance ~ Name v State ~ | Security groups v Zone ~ | SubnetID v SubnetCIDR -

No instances available.

Availability Zone Distribution

¥l Enable Cross-Zone Load Balancing (1)

¥ Enable Connection Draining @ seconds

Cancel = Previous | Next: Add Tags

1. Define Load Balancer 2. Assign Security Groups 3. Configurs Security Settings 4. Configure Health Check

Step 6: Add Tags

Apply tags to your resources to help organize and identify them.

EC2 Instances 6. Add Tags T Review

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources
Key Value

Name Leamn-ELB| [X]

Create Tag

Cancel | Previous Review and Create
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Chapter 7: Monitoring with CloudWatch

Resources that

©—

use CloudWatch

Your custom
data

i hezon M | Actions

! CloudWatch I I 1 .

Lo _ . |

b Other Metrics... | ! Amazon !

| SVR1-CPU-Percent | : CloudWatch 3 re—

R R eSIEEIT =] " Alarm | notification
—— L SVR2-CPU-Percent]| |

. - 7,/ 3

] ' L1l : ‘A / i

N N il g

I | Metrics ] |

LTIt ' Available | _

: Statistics | Auto Scaling

| Cloudwatch
Dashboards

Alarms aff—

Biling
Events

Rules

Event Buses
Logs
Metrics

Fav

lesource Groups v v  Frankfurt v

Additional Info

Getting Started Guide

Metric Summary

Amazon CleudWaich monitors operational and performance metrics for your AWS cloud resources and applications. You currently have 25

CloudWatch metrics available in the EU (Frankfurt) region. Mornitaring Scripts Guide

N . " Overview and Features
Browse or ssarch your metrics o get started graphing data and creating alarms.
Documentation

Browse Metrics Q search Metrics X Forums

Report an Issue

Alarm Summary c

You do not have any alarms created in the EU (Frankfurt) region. Alarms allow you to send notifications o execute AutoScaling actions in response to any Create Alarm

CloudWateh metric.

You can now use Amazon CloudWatch alarms to monitor the estimated charges on your AWS bill and receive email alerts whenever charges exceed a
threshold you define. Visit the CloudWatch US East (N. Virginia) region to manage your billing alarms.

Go to Gloudwatch US East (N. Virginia) region

Service Health (&
Current Status. Details
@ Amason Clowatch Sarvcs Sevica s opecating acrmaty

* View complete service heaith details.




Services v Resource Groups ~

s - coe

Dashboards

Filter: All alarms v Q, Search Alarms X Hide all AutaScaling alarms €
| Alarms 4
State Name Threshold Config Status
No records found.
Biling
Events




Create new alarm

Metric

Select a metric to alarm on.

Select metric

A~

Alarm details

Provide the details and threshold for your alarm., Use the graph to help set the appropriate threshold.

Mame:
Description:
Whenevenr:
isi ) : |;}
for: 1 # outof 1 datapoints €

Additional settings

Provide additional configuration for your alarm.

Treat missing data as:  missing 1 0




Select metric
Untitled graph th 3h 12h 1d 3d 1w custom -~ | Line - | 2|~

1.00
0.8

0 Your CloudWatch graph is empty.

Select some metrics to appear here.
0.4

0.2

03:00 0305 0310 0315 03:20 0325 03:30 03:35 0340 0345 03:50 0355 04:00 04:05 04:10

All metrics Graphed metrics Graph options Source

QU Search for any metric, dimension or resource id

25 Metrics
EBS EC2
9 Metrics 16 Metrics

Cancel




Select metric

Q

Untitled graph ih 3h 12h 1d 3d 1w custom - Line hd

1.00

o8
Your CloudWatch graph is empty.
Select some metrics to appear here.

0.6
0.4
0.2

0
03:30 0335 03:40 03:45 03:50 03:55 04:00 04:05 0410 04:15 04:20 0425 04:30 04:35 0440

All metrics Graphed metrics Graph options Source

Al > EC2 Q Search for any metric, dimension or resource id
16 Metrics

Per-Instance Metrics

16 Metrics

Cancel | |




All metrics | Graphed metrics (0/1)  Graph options ~ Source

Al > EC2 > PerInstance Metrics Q Search for any me imension or resource id
Instance Name (16) Instanceld Metric Name
Application Server i-04ef7d2657397092 DiskWriteOps
Application Server i-04ef7d265f7397d92 ‘CPUUtilization
Application Server i-04ef7d265f7397d92 NetworkOut
Application Server i-04ef7d265f7397d92 Networkin
Application Server i-04ef7d265{7397d92 NetworkPacketsOut
Application Server i-04ef7d2657397d92 NetworkPacketsin
Application Server i-04ef7d265f7307d92 DiskReadOps
Application Server i-04ef7d265(7397d92 DiskWriteBytes
Application Server i-04ef7d265f7397d92 DiskReadBytes
¥  Application Server i-04ef7d2657397d92 StatusCheckFailed_Instance
Annlication Server i-046f7d2R57307092 / CPUSurnlusCraditsCharoad




Create new alarm
Metric # edit

This alarm will trigger when the blue line goes up to or above the red line for 1 datapoints within 5 minutes

Namespace: AWS/EC2
1.00 Metric Name: StatusCheckFailed_|Instance
Instanceld: i-04ef7d265f7397d92

08 -
InstanceName: Application Server

06 Perlod: 5 Minutes
Statistic: Average

04

02

o --StatusCheckFailed Instance >= 0 for 1 datapaints...

03:30 04:30 05:30 0630

B StatusCheckFailed_Instance

Alarm details

Provide the details and threshold for your alarm. Use the graph to help set the appropriate threshold.
Name:

Description:

Whenever: StatusCheckFailed_Instance

Is= =2 |p
for: 3 # outof 3 datapoints @
Additional settings
Provide additional configuration for your alarm.
Treat missing data as:  missing : 0
Actions

Define what actions are taken when your alarm changes state.

Natification Delete

Whenever this alarm: = State is ALARM

Send notification to: = Select a notification list 2| Newlist Emer izt @

+ Notification  + AutoScaling Action  + EC2 Action

Cancel Creata Alarm




Actions
DCiefine what actions are taken when your alamn changes state.
Motification Dralasten
Whenever this alarm: | sigte ic ALARM v
Send notification t0! | Salect 5 notification list ¥ | Hewlist Ener izt €9
+ Notification + AutoScaling Action + EC2 Action
EC2 Action Dhemlezte
Whenever this alarm: | State iz ALARM ¥

Take this action: & Recover this instance € h

Stop this instance &
Teminate this instance
Reboot this instance @

This will auto recover your EC2 instance (F0f33743s5B0355cfc).
Wou can only recover certain EC2 instance types. Please see documentation.

T Services v  Resource Groups v % L% vip iya~ N.Virginiav  Support v
My Account
AWS services My Organization

Q My Billing Dashboard | i

My Security Credentials llerts based on your cost and

~ Recently visited services
now

Billing F] Cloudwatch @ ecz Sign Out
(@ Lambda Q 33 @@ Creawearrorganmzation
Use AWS Organizations for policy-based

~ All services management of multiple AWS accounts. Start now




Services v

Resource Groups ~ % Al

Vipul Tankariya ~  Global ~  Support ~

Dashboard
Bills

Cost Explorer
Budgets
Reports

Cost Allocation
Tags

Payment Methods
Payment History
Consolidated Billing
Preferences
Credits

Tax Settings
DevPay

Preferences (7]
Receive PDF Invoice By Email

Turn on this feature to receive a PDF version of your invoice by email. Invoices are generally available
within the first three days of the month.

¥/ Receive Billing Alerts e m—

Turn on this feature to monitor your AWS usage charges and recurring fees automatically, making it
easier to track and manage your spending on AWS. You can set up billing alerts to receive email
notifications when your charges reach a specified threshold. Once enabled, this preference cannot be
disabled. Manage Billing Alerts or try the new budgets featurel

Receive Billing Reports

Turn on this feature to receive ongoing reports of your AWS charges once or more daily. AWS delivers
these reports to the Amazon S3 bucket that you specify where indicated below. For consolidated billing
customers, AWS generates reports only for paying accounts. Linked accounts cannot sign up for billing
reports.

Save to 53 Bucket:

Save preferences

Verify

Services v

aws

CloudWatch
| Dashboards

pack: Susscrion Appl ¢

Alarms

Billing
Events

Rules

Event Buses
Logs

Insights
Metrics

F
©Add a dashboard

es

@ Feedback

@ English (US)

Resource Groups ~ * Vipul Tankariya ~  N. Virginia ~  Support ~

Dashboards Additional Information

Gelting Started Guide
Documentation

Name Favorite Last updated (UTC) Forums

Packt-CRM-Dashboard T 20190514 06:26 Report an Issue

Packt-DR-Infrastructure-Dashboard Tr 2019-05-14 06:27

Packi-Management-Dashboard Tr 2019-05-14 06:27

Packi-Subscription-Application-Dashboard T 2019-05-14 06:28

Privacy Policy Terms of Use




Services ~ Resource Grou Jivg Vipul Tankariya ~ irginia~  Support ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details —
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing,
assign an access management role to the instance, and more.

Number of instances (i 1 Launch into Auto Scaling Group (i
Purchasing option (i Request Spot instances
Network (] vpc-bBflebde | Packipub VPG v] C Create new VPC
Subnet (j subnet-bf400f83 | Public subnet | us-east-1a v Create new subnet
251 IP Addresses available
Auto-assign Public IP (j [Use subnet setting (Disable) v
1AM role  (j None v| C Create new IAM role
Shutdown behavior (j Stop v
Enable termination protection (j Protect against accidental termination
Monitoring  (j Enable CloudWatch detailed monitoring h
Additional charges apply. L\\,
Tenancy (i | Shared - Run a shared hardware instance ¥
Additional charges will apply for dedicated tenancy. -

Cancel | Previous Next: Add Storage




Chapter 8: Simple Storage Service,
Glacier, and CloudFront

https://packipub.s3.amazonaws.com/books/acda-guide.pdf
I I I |

Bucket S$3 Endpoint Key
Name

aws

Services ~  Resource Groups ~ % [l BhavinParmar ~  Global ~  Support -

Amazon Glacier now offers expedited retrievals, typically in 1-5 minutes. Learn More » Documentation

* Amazon S3 1 Discover the new console ¥ Quick tips

| Q  Search for buckets

= OLLL"L‘Z: 4] 0 Secior o

egions

You do not have any buckets. Here is how to get started with Amazon S3.

| (= &0
Create a new bucket Upload your data Set up your permissions

Buckets are glabally unique containers for everything that you After you create a bucket, you can upload your objects (for By default, the permissions on an object are private, but you can
store in Amazon S3. exampla, your photo or video files). set up access control policies to grant permissions 1o others.

Learn mare Learn more Learn more

* Amazon S3




Create bucket p 4

@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name

packtpub

Region

US East (M. Virginia)

Copy settings from an existing bucket

You have no buckets 0 Buckets




Create bucket X

@ Name and region @ Configure options @ Set permissions @ Review

Properties

Versioning
B Keep all versions of an object in the same bucket.

Server access logging
B Log requests for access to your bucket.

Tags
You can use tags to track project costs. g

Object-level logging
B Record object-level AP activity using AWS CloudTrail for an additional cost. See

n ]

£ 0r i

Default encryption
B Automatically encrypt objects when they are stored in S3.

Management

Previous Next




Create bucket X

@ Mame and region @ Configure options @ Set permissions @ Review

Manage users

User ID Objects Object permissions

Read )
bhavinjparmar(Owner) Wit Read [ Write

Access for other AWS account + Add account

Account Objects Object permissions

Manage public permissions
Do not grant public read access to this bucket (Recommended)

Manage system permissions

Do not grant Amazon S3 Log Delivery group write access to this bucket ~




Create bucket

@ Name and region @ Configure options @ Set permissions

Name and region

Bucket name packipubs Region Asia Pacific

Options

Versioning Disabled
Server access logging Disabled
Tagging 0 Tags
Object-level logging Disabled
Default encryption None
CloudWatch request metrics Disabled

Permissions

Users
Public permissions

System permissions Disabled

Create bucket




Services ~ Resource Groups ~ %

* Amazon 53 » packtpubs

Objects

X Upload 4 Create folder

Permissions

More -~

Management

Versioning

Keep multiple versions of an object in
the same bucket. ’.‘

Learn more

!

Versioning

() Enable versioning <«

Suspend versioning

This suspends the creation of object versions for all
operations but preserves any existing object versions.

(] Name 7=

|| % books

(1| % outlines

L || % projects

X Upload <+ Create folder More v




Bucket Folder

‘ Amazon 53 > pach’tpubsﬁ books

Objects

Q, Type a prefix and press Enter to search. Press ESC to clear.

X Upload + Create folder | More

[] Name 1=

[ ] [ aws-networking.pdf

I |
Object




* Amazon 33

Q. Search for buckets

4+ Create bucket

Bucket name | =

B books-vipul

B books-bhavin

B packipubs 4—

* Amazon S3 > packtpubs

J Objects

Versioning

Keep multiple versions of an object in
the same bucket.

Learn more

-

Versioning

") Enable versioning -ef—
()

Suspend versioning

This suspends the creation of object versions for all
operations but preserves any existing object versions.




* Amazon S3 > packtpubs

Management

Analytics

<+ Add lifecycle rule More ~

Lifecycle rule X

@ Name and scope @ Transitions @ Expiration @ Review

Enter a rule name

backuplifecycle f—

Add filter to limit scope to prefix/tags

prefix backup/ (press Enter)

backup/ -h




Lifecycle rule

@ Name and scope @ Transitions @ Expiration

Configure transition

Curmrent version Previous versions

For current version of objects

You don't have any transitions set up for current version of objects.

For previous versions of objects

You don't have any transitions set up for previous versions of objects.




Lifecycle rule X

@) Name and scope (2) Tansitions (3) Expiration (4) Review

Storage class transition

You can add rules in a lifecycle configuration to tell Amazon S3 to transition objects to
another storage class. 7

Current version Previous versions

For current versions of objects

Object creation Days after creation

Transition to Standard-IA after ~ m X

Transition to Standard-1A after

Transition to One Zone-IA after

Transition to Amazon Glacier after vious versions of objects.




Configure expiration

B Cument version || Previous versions

Clean up expired object delete markers and incomplete multipart uploads

B Clean up expired object delete markers

B Clean up incomplete multipart uploads




Lifecycle rule

@ Hame and scope @ Transitions @ Expiration

Configure expiration

[ Currentversion [l Previous versions

[%i Expire current version of object

After m days from object creaftion

Clean up expired object delete markers and incomplete multipart
uploads
|

You cannot enable clean up expired object delete markers if you enable Expiration.

¥ Clean up incomplete mulfipart uploads

After from start of upload

Previous Mext

* Amazon S3 > packtpubs




Static website hosting

Host a static website, which does not
require server-side technologies.

Learn more

Static website hosting

Endpoint : hitp://packipubs.s3-website-us-east-1.amazonaws.com

P
f
N
'
| ]
.

Use this bucket to host a website @ Learn more
Redirect requests @ Learn more

Disable website hosting

Cancel Save




Static website hosting

Endpoint : hitp://packipubs.s3-website-us-east-1.amazonaws.com

r’i‘. Use this bucket to host a website € Learn more
b4

Index document €

‘ index._htmil ‘

Error document €9

‘ errar.htm ‘
/Redirectiun rules (optional) €

rf::} Redirect requests € Learn more

r:j. Disable website hosting

Cancel




* Amazon S3 > packtpubs

m

Access Control List

Bucket Policy

CORS configuration

‘ Amazon 53 > packtpubs

Permissions

Access Control List

Bucket Policy

<l-- Sample policy --»
<CORSConfiguration>
<CORSRule>

</CORSRule>
</CORSConfiguration:

@ WA WM

=

CORS configuration editor ArRN: am:aws:s3:-packtpubs

Add a new cors configuration or edit an existing one in the text area below.

<AllowedOrigin»*</AllowedOrigin:
<AllowedMethod>GET</AllowedMethod>
<MaxAgeSeconds »3008< /MaxAgeSeconds>
<AllowedHeader»Authorization</AllowedHeader>

CORS configuration

Amazon S3 > packtpubs

Lifecycle Replication Analytics

Management

Metrics

Inventory




Replication rule

@ Set source @ Set destination @ Configure options

Set source

(O Entirebucket @ packtpubs

. Prefix or tags

Replication criteria

B Replicate objects encrypted with AWS KMS

Your CRR rule will be created using the new schema

Cross-region replication (CRR) now has a new schema that supports replication
based on prefixes, one or more object tags or a combination of the two. As part
of the new schema, you can set overlapping rules with priorities. The new
schema does not support delete marker replication, which would prevent any
delete actions from replicating. Learn more about cross-region replication.




Replication rule X

@ Set source @ Set destination @ Configure options @ Review

Destination bucket

You have no buckets ~

Options

B Change the storage class for the replicated object(s)

B Change object ownership to destination bucket owner

Previous -

You have no buckets R

O Buckets in this account . Buckets in another account

Select or enter bucket name Q

Create new bucket

No matches found.




Replication rule X

@ Set source @ Set destination @ Configure options @ Review

IAM role

Select a role v

Rule name

Status

O Enabled
. Disabled

Previous -




Replication rule

@ setsource @) set destination @) configure options

Source

Bucket
Scope Entire bucket

Region Asia Pacliic (Singapore)
Destination
Bucket

Region
Storage class

Options

IAM role Create new role
Rule name One

Priority 1
Status Enabled

Previous Save
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Example.com
| =]

Website

~—/

Object
3/3c

Edge
Location

Object
3b

Amazon S3 server or
HTTP server

4




Without CloudFront

NETWORK

With CloudFront

NETWORK
A

INTERNET




' " Edge Locations

7 http://
I ' dllllllabcdefs.
cloudfront.net/

Web
Distribution
Your
Distribution's
Configuration

O v

Amazon
Amazon 53 Bucket or HTTP Server CloudFront

Ohjects




Chapter 9: Other AWS Storage Options
















| = Y

. AP




p
Subnet

Availability Zone

us-west-2a

subnet-abcd1234
10.0.1.0/24

Ec2 Instance
i-24681axyz

Ec2 Instance
i-24681ace0

Network
Interface
10.0.1.30

Network

Interface
10.0.1.31

: Availability Zone
us-west-2b

Subnet

1|\_lg§v4 .l;l(l::sv4 i.:g«.e;g?;issm
2049 2049
Network Network
Interface Interface
10.0.1.32 10.0.2.45
Mount Target Mount Target
\ fsmt-111111111 fsmt-22222222
~ _
v File System fd-12345678
> o
v

\

Availability Zone
us-west-2c

Subnet
subnet-abcd9ABCD
10.1.1.0/24

Ec2 Instance
i-13579bdf

Network

i

i

i

i
Interface :
10.1.1.15 |
!

!

=
NFSv4 | TCP 2049
T R

ubnet
subnet-acd4321
10.0.3.0/24

Network
Interface
10.0.3.22

Mount Target
fsmt-33333333

Customer Premises

Application
Server

File
Gateway

S3
Standard

S3 Amazon
Standard  Glacier
(1A)




Your Data Center %

Amazon S3
Users a \\ CTTTTTTTTTTTTTT T ]
f Gateway VM 3 | |
o i :
= iSCSI < ' '
== E (=S i |
Client - Gache  Uplaad : |
Storage Buffer | i
! Volume Storage Snapshots |
Application Hypervisor i |
Server N =5 T
N Host Y,
Storage Area Network, Network
Attached, or Direct Attached Storage
Your Data Center _@
Amazon S3
Users 4 - AN i ‘:
Gateway VM i . i
1 1
1 » 1
@ 5 . > .
o | i
B iscsl o ' '
) E = 5 . 5
. - 0 i
Client Volume  Upload | i
Storage Buffer ! Snapshots |
1 1
Application I |
Server L Hypervisor o i

\_ Host Y,

I

Storage Area Network, Network
Attached, or Direct Attached Storage
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Your Data Center A

Tape

Gateway VM
iSCSI Drive }‘-l

Media
iscsl Changer

INITIATOR

Backup

e Cache  Upload
Application

Storage  Buffer

Hypervisor
Host

Amazon S3

4

Storage Area Network, Network
Attached, or Direct Attached Storage

|
H
T
|
|
| Virtual Tape backed by
|
|
|
|
|

Your Data Center A

N

Gateway VM
iSCsl Drive h

Media

Y
Tape

INITIATOR

Backup— ‘508! || Changer [ coope Upload
Application Storage  Buffer
Hypervisor
Host

Virtual Tape backed by
Amazon S3

4

Storage Area Network, Network

Attached, or Direct Attached Storage

Virtual Tape Shelf

i

Virtual Tape backed by
Amazon Glacier




Chapter 10: AWS Relational Database
Service

Amazon RDS Aurora DB Cluster

Aurora Aurora
Replica Replica

Instance

v

Data Copies Data Copies Data Copies

Cluster Volume




aws Services v Resource Groups ~

~—

Amazon RDS X
Resources
Dashboard
Databases You are using the following Amazon RDS resources in the US East (N. Virginia) region (used/quota)
Query Editor DB Instances (0/40) Parameter groups (0)
Performance Insights Allocated storage (0 bytes/100.00 TB) Default (0)
Click here to increase DB instances limit Custom (0/100)
Snapshots
Reserved instances (0/40) Option groups (0)
Automated backups Snapshots (154) Default (0)
Reserved instances Manual (0/100) Custom (0,/20)
Automated (0) Subnet groups (0/50)
subnet groups Recent events (0) Supported platforms VPC
Parameter groups Event subscriptions (0/20) Default network vpc-d56996b2
Option groups
Events Create database

Event subscriptions

Amazon Relational Database Service (RDS) makes it easy to s

Restore from 53

Note: your DB instances will launch in the US East (N. Virginia) region

p. operate, and scale a relational database in the cloud.
Recommendations

Senvices v  Resource Groups Parmar ~ N

Amazon RDS X s
Select engine

Dashboard Select engine

Databases

RDS Create datal

Choose use case

Query Editor . .
Engine options
Performance Insights

Snapshots
Automated backups hmazon Aurorz ©msaL Maraos
re advan

Reserved instances Amazon

Aurora
Subnet groups
Parameter groups
Option groups PastgreSQL Oracle Microsoft SQL Server
Events S Mg

ORACLE - SQLServer

Event subscriptions

Recommendations
MySQL
MySQL s the most popular open source database in the world. MySQL on RDS offers the rich features of the

MySQL community edition with the flexibility to easily scale compute resources or storage capacity for your
database.

o Supports database size up to 32 TiB.
« Supports General Purpose, Memory Optimized, and Burstable Performance instance classes
o Supports automated backup and point-in-time recovery.

« Supports up to 5 Read Replicas per instance, within a single Region or cross-region

Aurora global database feature is now available.
This feature is now available in our new database creation flow.

Only enable options eligible for RDS Free Usage Tier Info Cancel




MySQL

MySQL is the most popular open source database in the world. MySQL on RDS offers the rich features of the
MySQL community edition with the flexibility to easily scale compute resources or storage capacity for your
database.

& Supports database size up to 32 TiB.
* Supports General Purpose, Memory Optimized, and Burstable Performance instance classes.
® Supports automated backup and point-in-time recovery.

® Supports up to 5 Read Replicas per instance, within a single Region or cross-region.

@ Aurora global database feature is now available.
This feature is now available in our new database creation flow.

X

I Only enable options eligible for RDS Free Usage Tier Info Cancel Next

Step 1 RDS Create database
Select engine

. Choose use case

Choose use case

Step 3 Use case

Specify DB details Do you plan to use this database for production purposes?
Step4 Use case

Configure advanced

Production - Amazon Aurora

settings
9 MySQL-compatible, enterprise-class database at 1/10th the cost of commercial databases.

Production - MySQL

Multi-AZ Deployment and Provisioned |OPS Storage as
e —
(©) Dev/Test - MysQL

This instance is intended for use outside of production or under the RDS Free Usage Tier.

efaults for high availability and fast, Eistent performance.

Billing is based on RDS pricing [4.




step1
Select engine

o
Choose use case
step3

Specify DB details

Configure advanced

RDS > Create database
Specify DB details

Instance specifications
stimate your monthly costsfo the 8 Instance using the AWS Simple Morthiy Calcultor [

DB engine
MySQL Community Edition

License model  Info

general-publi

DB engine version  Info

MySQL5.7.23 v

Known Issues/Limitations
@ Review the Known Issues/Limitations [ to learn about potential compatibility issues with specific
database versions.

Estimated monthly costs

DB Instance 24.82USD
Storage 460 USD
Total 29.42USD

Billing estimate is based on on-demand usage as described in Amazon RDS Pricing 2, Estimate does not include
costs for backup storage, 10s (if applicable), or data transfer.

Estimate your monthly costs for the DB Instance using the AWS Simple Monthly Calculator [2

Settings

DB instance identifier  Info

Specify a name tha e for all DB instances owned

Free tier

@ The Amazon RDS Free Tier provides a single db.t2.micro instance as well as up to 20 GiB of storage,
allowing new AWS customers to gain hands-on experience with Amazon RDS. Learn more about the
RDS Free Tier and the instance restrictions here.

Only enable options eligible for RDS Free Usage Tier  Info

DBinstance class Info

db.t2.micro — 1vCPU, 1 GiB RAM v

Multi-AZ deployment  Info

© Create replica in different zone

ring system backup:
No
Storage type Info
General Purpose (SSD) v

Allocated storage

@® Provisioning less than 100 GiB of General Purpose (SSD) storage for high throughput workloads could
result in higher latencies upon exhaustion of the initial General Purpose (SSD) IO credit balance. Click
here for more details.

DB instance ides
h

Master username  Info

ify an alphanumeric sring that define

admin

Master Username mo:

Master password  Info Confirm password  Info

Cancel

RDS Databas

es > learnamazonrdsmysql

learnamazonrdsmysql

Summary

DB Name cPU Info Class
learnamazonrdsmysql - 111583% @ Backing-up db.t2.micro
Role Current activity Engine Region & AZ
Instance 10 Connections, MysQL us-east-1b
Connectivity Monitoring Logs & events Configuration Maintenance & backups Tags

CloudWatch alarms (0)

Q

Name

- State

1 @

v More options

Empty alarms table




Connectivity Monitoring Logs & events Configuration Maintenance & backups Tags

CloudWatch alarms (0)

Q 1 @

Name 'y State v More options

Empty alarms table

eate alarm




RDS Databases learnamazonrdsmysqgl

Create alarm

You can use CloudWatch alarms to be notified automatically whenever metric data reaches a level you define.

Settings

To edit an alarm, first choose whom to notify and then define when the notification should be sent.

Send notifications

O VYes
No

Send notifications to
© ARN

New email or SMS topic

ARN

ARN to send notifications to.

Metric

Average ¥ | of | CPU Utilization ¥

Threshold

EE v 65 Percent

Evaluation period

1 consecutive period(s) of | 5 Minutes ¥

MName of alarm

awsrds-learnamazonrdsmysgl-High-CPU-Utilization

CPU Utilization Percent

60
40
20
. \
12/18 12/18 12/18
16:00 18:00 20:00

M l=arnamazonrdsmysgl




RDS Databases

[ v [ oo | I

1 &

Engine ¥ Region & AZ ¥ size v Status ¥ Delete t a(livity/MainlEnanm v

Databases @ Group resources
Q
DB Name a Role ¥
© learnamazonrdsmysql Instance

MySQL us-east-1b db.t2.micro @© Available %ﬁons none

%

Migrate snapshot

RDS Databases Take snapshot

Take DB Snapshot

This feature is currently supported for InnoDB storage engine only. If you are using MylSAM, refer to details here. [

Settings

To take a snapshot of this DB instance you must provide a name for the snapshot.

DB instance

The unigue key that identifies a DB instance. This parameter isn't

learnamazonrdsmysgl

Snapshot name
The Identifier for the DB Snapshot.

RDS Databases learnamazonrdsmysql

learnamazonrdsmysql

Summary
DB Name
learnamazonrdsmysgl

Role

Instance

I Modify I| Actions ¥

CPU Info Class
I 111.36% ® Available db.t2.micro
Current activity Engine Region & AZ

10 Connections MySQL us-egast-1b




Summary of modifications

You are about to submit the following modifications. Only values that will change are displayed. Carefully verify your changes and click
Modify DB Instance.

Attribute Current value New value

DB instance class db.t2.micro db.t2.small

Scheduling of modifications

When to apply modifications
Apply during the next scheduled maintenance window

Current maintenance window: tue:05:38-tue:06:08

© Apply immediately
The medifications in this request and any pending modifications will be asynchronously applied as soon as possible, regardless of the
maintenance window setting for this database instance.

Potential unexpected downtime

If you choose to apply changes immediately, please note that any changes in the pending modifications queue
are also applied. If any of the pending modifications require downtime, choosing this option can cause
unexpected downtime.

Cancel Modify DB Instance




Availability Zone

Availability Zone
Region

DB Instance
Availability Zone




Chapter 11: AWS DynamoDB - A NoSQL
Database Service

Employee_Master Department_Master

# employee_id: INTEGER

# department_id: INTEGER
[ firstname: VARCHAR(25)

0 department_name: VARCHAR(25)

0 lastname: VARCHAR(25) Emp_Dept

0 address: VARCHAR(256)

[0 mobile: INTEGER # employee_id: INTEGER
[ birthdate: DATE P department_id: INTEGER

0 manager_id: INTEGER
0 from_date: INTEGER
[ to_date: INTEGER

Id: 2
Name: Bob
Age: 22

Id: 1
Name: Alice
Age: 18

L.

Lapg

Id: 3

s Name: Group

Smc@ 2 Jge’"ber Age: Chess
4

/01




Al

Attribute

\ J

Item 1

Item 2

department_id: 'D91007" «——Partition key

employee id: "20001", 1\ r N
Sort key

department_name: "R&D" \ J

employee name: "Tony Stark",

birthdate: "1965-04-04"




Emloyee

New item —p»

New item —»

New item —»

Employee_id: "20001
Employee_Name: "Tony Stark"
Department_ID: "D91007"
Department_Name: "R&D"
..... Other Attributes.....

..... Other Items...

Employee id: "20002
Employee_Name: "Thor Odinson"
Department_ID: "D91009"
Department_Name: "Operations"
..... Other Attributes.....

Ll Stream >

..... Other Items...

Employee _id: "20003
Employee_Name: "Natalia Romanoff"
Department_ID: "D91010"
Department_Name: "HR"

..... Other Attributes.....

..... Other Items...

Stream
record

DynamoDB Streams

record

/

Stream

record
G e

AWS

Lambda

— 1/

Amazon
SES




Create DynamoDB table Tutorial | @

DynameoDB is a schema-less database that only requires a table name and primary key. The table’s primary
key is made up of cne or two attributes that uniquely identify items, partition the data, and sort data within
each partition.

Table name* Department [iX Between 3 and 255 characters long. (A-Z,8-z,09,_-,.)
Primary key* Partition key
Department_ID

# [ Add sort key

Table settings

Default settings provide the fastest way to get started with your table. You can medify these default settings
now or after your table has been created.

é’ ¥ Use default settings

= Mo secondary indexes.
= Provisioned capacity set to 5 reads and 5 writes.
= Basic alarms with 80% upper threshold using SNS topic "dynamodb®.

@ You do not have the required role to enable Auto Scaling by default. -‘—

Please refer to documentation.

Agditional charges may apply if you exceed the AWS Free Tier levels for CloudWatch or Simple Motification Service.
Advenced alarm settings are available in the CloudWatch management console.

Cancel h

Primary key* Partition key

Department_ID String ¥ i ]

4 Add sort key h

Employes_|D String ¥ i ]




Table settings

Default settings provide the fastest way to get started with your table.
You can modify these default settings now o after your table has been created. )

Please check your IAM permissions to create new /
© Use default settings service linked role for enabling Auto Scaling.

. See permissions
Secondary indexes b

IAMRole 1 authorize DynamoDB to scale capacity using the following role:
Name  Type Partitionkey | Sortkey | Projected Attributes o

“hddnder g —_— ® DynamoDB AutoScaling Service Linked Role
/ © Existing role with pre-defined policies [Instructions]
Read/write capacity mode Note: If you have the required IAM permissions, a Service Linked Role will automatically be created on your behal.

Leam more
Select on-demand if you want to pay only for the read and writes you perform, with no capacity planning required.
Select provisioned to save on throughput costs if you can reliably v s throughput Role Name*
See the DynamoDB pricing page and DynamoDB Developer Guide to learn more.
Read/write capacity mode can be changed later.
Encryption At Rest
® Provisioned (free-tier eligible) 4—
On-demand Select Encryption settings for your DynamoDB table to help protect data at rest. Learn more
. § ® DEFAULT
Provisioned capacity
Server-side encryption using AWS owned CMK
Read capacity units Wite capacity units (Customer Master Key)

Table [ 5 s

Estimated cost $2.91/ month (Capacity calculator)

Auto Scaling 4—

@ Read capacity @ Wite capacity

Server-side encryption using AWS managed CMK
(Customer Master Key)

) Same settings as read

Target utilization 70 |% 70 |%
Minimum provisioned capacity 5 units 5 units
Maximum provisioned capacity | 40000 | units 40000 | units
@ Apply same settings to global @ Apply same settings to global
secondary indexes secondary indexes
The primary key is made up of a partition key (hash key) and
an optional sort key. The partition key is used fo partition data
across hosts for scalability and availability. Choose an attribute
which has a wide range of values and is likely to have evenly
R distributed access patterns. For example Customerld is good

Add index while Gameld is bad if most of your traffic relates to a few

popular games.
Primary key" Partition key The sort key allows for searching within a partition. For
example, an Orders table with primary attribute Customerld
Department_ID String v

and sort atiribute OrderTimestamp would allow for queries for

_ all orders by a specific customer in a given date range.
¥l Add sort key e g 4

Sting v When you issue query requests using the index, you will need
fo Speclfy the index name. The name must be unique per

Index name* | Department_ID-index e
Projected attributes are attributes stored in the index, and can
be returmned by queries and scans performed on the index.
Local secondary index queries can also return attributes that
are not projected by fetching them from the table. Global
secondary index queries can only return projected attributes.
Note, that projected attributes incur write and storage costs.

Projected attributes |All

Create as Local Secondary Index

Cancel

An Index that shares the same partition key as the table may
be created as an LSI. An LS| needs both, a partition key and a
sort key, and an LSl will utilize the table's provisioned
capacities.




Table settings

g ¥
9 Use default settings
Secondary indexes
Name Type Partitionkey | Sortkey

- I—

Read/write capacity mode

Projected Attributes

You can modify these default settings now o after your table has been created.

(i)

Please check your IAM permissions to create new
service linked role for enabling Auto Scaling.
See permissions

/

[}

Select on-demand if you want to pay only for the read and writes you perform, with no capacity planning required. Select provisioned to save on throughput
) Seetl

costs i

to learn more.

o

Read/write capacity mode can be changed later

@  Provisioned (free-tier eligible) 4——-

On-demand

Provisioned capacity

Read capacity units
Table [IG

Estimated cost §2.91 / month (Capaity caleulator)

Auto Scaling af——

@ Read capacity

page an

Encryption

lect

Note: If you

© Existing role with pre-defined policies

1AM Role 1 authorize DynamoDB to scale capacity using the following role:

/

® DynamoDB AutoScaling Service Linked Role

[instructions]

Lear more

Role Name*

AtRest

aService Linked behalf.

Learn more

Wite capacity units
5

@ Write capacity

0 Same settings as read

/'

® DEFAULT

Server-side encryption using AWS owned CMK
(Customer Master Key)

KMS

Server-side encryption using AWS managed CMK
(Customer Master Key)

Target utilization 70 % 70 %

Minimum provisoned capacty |5 | unts 5 s

Maximum provisioned capacity | 40000 | units 40000 | units
opl 10 global @ Appl to global
secondary indexes secondary indexes

{

"CarType" : "Sedan", H ash
<...other attributes...> _— f(X)

Function

"CarType" : "Hatchback",

"CarType" : "SUV",
<...other attributes...>

<...other attributes...>

"CarType" : "Minivan",
<...other attributes...>

"CarType" : "Convertible",
<...other attributes...>

"CarType" : "Sedan",
<...other attributes...>

"CarType" : "Coupe",

<...other attributes...>

Partition

Partition

Partition




Movies Close !(

Overview ltems Metrics Alarms Capacity Indexes Triggers Access control Tags

Query: [Table] Movies: year, title A

[Table] Movies: year, title \a -~
Partition 2014
key
i

© Add fiter

© Ascending
® Descending

Attributes 5 Al

® Projected
year title info
2014 300: Rise of an Empire { "actors™ : { "L : [{~5" : "Suliivan Stapleton™}, { 5™ ..
2014 Captain America: The Winter Soldier {"actors”™ . {"L":[{"%": "Chriz Evans™ }, { "S" : "Fran...
2014 Divergent { "actors”™: { "L : [{ "S" : "Shailene Woodley™ }, { "37: ...
2014 Dumb and Dumber To { "actors”™: {"L": [{ ™37 : “Jennifer Lawrence™ }, {"3" ...




id=1,
Price=10

_____________________

Update Price to 10

id=1, id=1, id=1,
Price=15 Price=10 Price=20

Getltem Update Price to 20

| |
- @ |
- AR L] El
\ id=1, id=1, |
\ Price=15 Price=20 |

_____________________________________




id=1,
Price=10

_____________________

Update Price to 10

HE HE X
id=1, id=1,
Price=15 Price=10 /

Getltem Update Price to 20

/ if Price = 15

| |
- @ |
- AR L] El
\ id=1, id=1, |
\ Price=15 Price=20 |

_____________________________________




Chapter 12: Amazon Simple Queue
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— .
[ T Services ~ Resource Groups *

Create New Queue Queue Actions v

Filter by Prefix: Q) Enter Text. .

Mame

Create New Queue

Queue Name €)
myfirstqueue. fifo

Region €9 US East (N. Virginia)




What type of queue do you need?

Standard

™

FIFO

High Throughput: Standard queues have nearly-unlimited transactions per
second (TPS).

At-Least-Once Delivery: A message is delivered at least once, but
occasionally more than one copy or a message is delivered.

Best-Effort Ordering: Occasionally, messages are delivered in an order
different from which they were sent.

|

Send data between applications when the throughput is important, for
example:

+ Decouple live user requests from intensive background work: let users
upload media while resizing or encoding it.

« Allocate tasks to multiple worker nodes: process a high number of credit
card validation requests.

+ Batch messages for future processing: schedule multiple entries to be
added to a database.

First-In-First-out Delivery: The order in which messages are sent and
received is strictly preserved.

Exactly-Once Processing: A message is guaranteed to be delivered at least
once. but all duplicates of the message are removed.

Limited Throughput: 300 transactions per second (TPS).

Send data between applications when the order of events is important, for
example:

« Ensure that user-entered commands are executed in the right order.
« Display the comrect product price by sending price modifications in the
right order.

+ Prevent a student from enrolling in a course before registering for an
account.

You can change these default parameters.

Queue Attributes
30
Message Retention Period € | 4
Maximum Message Size €) 256
Delivery Delay € 0
Receive Message Wait Time € | 0

Content-Based Deduplication € [

SeCO

days

KB

Seco

secon

nds ¥ | value must be b
b Value must be
Value must
nds ¥ | value must be
ds Value must be between 0 and 20 seconds




Dead Letter Queue Settings

Use Redrive Policy €@ ¥ <

Dead Letter Queue € | myd

Maximum Receives € 5

ead-letter-queue

Value must be an existing queue name.

Value must be between 1 and 1000

Server-Side Encryption (SSE) Settings
Use SSE @

AWS KMS Customer Master Key (CMK) €@

(Default) aws/sgs

v

Default master key that protects my SQS n{}ssages when no cther key is defined

Description
Account 835808778612
Key ARN arn:aws:kms:us-east-120000000CGCOC ke COCOCON0OM00M0 000000000000
Data Key Reuse Period €@ 5 minutes ~ | This value must be between 1 minute and 24 hours.
€ 1to1oflitems 3 »

Filter by Prefix: Q Enter Text

Name -~ Queue Type - Content-Based Deduplication ~ ges Avai ges in Flight- Created
myfirstqueue fifo FIFO Disabled 0 0 2017-09-16 12:22:11 GMT+05:30
Name *  Queue Type -
myfirstqueue Standard
B myfirstqueue fifo  FIFO




Create New Queue Queue Actions «

Send a Message

Filter by Prefix: q S ViewDelete Messages

Configure Queue
Add a Permission

Mame E

myfirstqueue

Purge Queue
Delete Queue

B myfirstqueue fifo




Send a Message to myfirstqueue.fifo

Message Body Message Attributes

Enter the text of a message you want to send.

My first queue message.

Message Group ID €3  MyFirstMessageGroupldgs76543210

Message Deduplication ID € = MyFirstDeduplicationld9876543210

Cancel

Send Message




Send a Message to myfirstqueue.fifo X
Message Body Message Attributes /

Name address

String -
Type
(Custom Type: Optional)

Value Prestige Notting Hill...

Enter a string walue.

. ] /dd Atiribute What is Message Attribute?

Name Type Values

city String |Bangalore | x
empname String |;3mlcur Sharma | x
pincode String |550n?6 | x

Cancel Send Message

Your message has been sent and is ready to be received.
Mote: It may take up to 60 seconds for the Messages Available column to update.

Sent Message Attributes:

Message Identifier: 83fd7112-6ced-4723-8a%¢c-3c8f22215397
MD5 of Body: 634404sbecffi%ededadf26097127553
MD5 of Message Attributes: (06c8bcbf7034cTecd2e1bbch&dVb52eb
Sequence Number: 18332165418875119616




Name v Queue Type -

myfirstqueue Standard

B myfirstqueuefiio  FIFO

Create New Queue Queue Actions +

Send a Message

Filter by Prefix: Q S ViewDelete Messages

Name - Configure Queue

Add a Permission

myfirstqueue

Purge Queue
Delete Queue

B myfirstqueue fifo

View/Delete Messages in myfirstqueue.fifo

View up to: 10 messages  Poll queue for: 30 seconds

Palling for new messages once every 2 seconds




View/Delete Messages in myfirstqueue.fifo

View up to: 10 messages Poll queue for:

30 seconds Start Polling for Messages
Polling for new messages once every 2 seconds
Delete Body ~  Message Group ID ~ | Message D ionlD - | Seq Number -~ Size - Sent
L My first queue message. MyFi pl L MyFirstDs 6543 18832165418875119616 23 bytes 2017-09-16 14:25:29 GMT+
Ll »
100%
Stopped after polling the queue at 0.5 receives/second for 30.7 seconds. Messages shown above are now available to other consumers

Close Delete 1 Message

Delete Messages

Are you sure you want to delete the following message?
You may uncheck messages that you do nof want fo delefe.

¥ My first queue message. (23 bytes)

Cancel Yes, Delete Checked Messages

Name * Queue Type -

myfirstqueue Standard

B myfirstqueue fifo  FIFO




Create New Queue Queue Actions «

Send a Message

Filter by Prefix: q Bl View/Delete Messages

Configure Queue
Add a Permission

MName S

myfirstqueue

Purge Queue
Delete Queue

B myfirstqueue fifo

Purge Queues X

Are you sure you want to purge the following queue (removing all the messages left in it)?

« myfirstqueue fifo - contains 1 message.

Cancel Yes, Purge Queue

Name ~  Queue Type ~

myfirstqueue Standard

B myfirstqueue fifo  FIFO




Create New Queue Queue Actions

Send a Message

Filter by Prefix: Q Bl ViewDelete Messages

Configure Queue
Add a Permission

Name o

myfirstqueue

Purge Queue
Delete Queue

B myfirstqueue fifo

Delete Queues

Are you sure you want to delete the following queue, and any messages left in it?

+ myfirstqueue fifo - contains 1 message.

Cancel

Yes, Delete Queue

Name -  Queue Type

B myfirstqgueue Standard

myfirstqueue fifo FIFO




Create New Queue Queue Actions +

Send a Message

Filter by Prefix: Q Bl ViewDelete Messages

Name Configure Queue

Add a Permission

B myfirstqueue

Purge Queue
Delete Queue

myfirstqueue fifo

Subscribe to a Topic X

Select an SNS Topic from the Choose a Topic drop-down or enter a topic's ARN in the Topic ARN text box and
then press Subscribe to allow your queue(s) to receive SNS notifications from the topic and to subscribe your
queuel(s) to the topic.

Topic Region €9 | US East (N. Virginia) v | f—
Choose a Topic € [MyFirstSNSTOPIC <fimmmmmm v
Topic ARN €)  arn:aws:sns:us-east-1X0000000000C My FirstSNS Topic

/
Cancel m




Topic Subscription Result

Successfully subscribed the following queue to the SM5 topic

MyFirstSMSTopic. Permission to receive SMS notifications was added to the

queLe.

s myfirstqueue

7R

Name -  Queue Type -
B myfirsiqueue Standard
myfirstqueue fifo FIFO

Create New Queue Queue Actions v

Send a Message

Filter by Prefix: Q Sl ViewDelete Messages

Name Configure Queue

Add a Permission

B myfirsiqgueue

Purge Queue
Delete Queue

myfirstqueue fifo
Subscribe Queue to SNS Topic




Add a Permission to myfirstqueue X

Permissions enable you to control which operations a user can perform on a queue. Click here to learn more
about access control concepts.

Effect o * Allow h

Deny
Principal € | aws account number(s) #| Everybody (*)
Use commas between mulfiple values.
Actions ﬂ --- 1 Specific Action --—- + All SQS Actions (SQS:")
SendMessage

ReceiveMessage

PurgeQueue

DeleteMessage

ChangeMessageVisibility
GetQueueAitributes

v

Cancel Add Permission




Chapter 13: Simple Notification Service
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Services v

@ Feedback @ English (US)

N. Virginia - Support ~

Application Integration
Step Functions
Amazon MQ
Simple Notification Service

Simple Queue Service
SWF

Resource Groups v *

Amazon Simple Notification

Service

Pub/sub messaging for
microservices and serverless
applications. [ st ar |

Benefits and features

Reliably deliver messages with Automatically scale your

durability

Amazon SN uses ¢

in v N.Viginia v Support v

Create topic

Topic name

Start with an overview
Pricing

workload

silability z Amazon SN leverages th n AWS
vide high messa ,

liably delivers

dpoints, such a

Private Ltd. or its affiates. All ights reservec



Amazon SNS Topics Create topic

Create topic

Details

Name
LearnsNS

Maximum 256 characters. Can include alphanumeric characters, hyphens (-) and underscores (_).

Display name - optional

To use this topic with SMS subscriptions, enter a display name. Only the first 10 characters are displayed in an SMS message. Info
LEARN-SNS

Maximum 100 characters, including hyphens (-) and underscores ( _ ).

v

Encryption - optional

Amazon SNS provides in-transit encryption by default. Enabling server-side encryption adds at-rest encryption to your topic.

v

Access policy - optional

This policy defines who can access your topic. By default, only the tapic owner can publish or subscribe ta the topic. Info

v

Delivery retry policy (HTTP/S) - optional

The policy defines how Amazon SNS retries failed deliveries to HTTP/S endpoints. To modify the default settings, expand this section. Info

» Delivery status logging - optional

These settings configure the logging of message delivery status to CloudWatch Logs. Info

» Tags - optional

A tag is a metadata label that you can assign to an Amazon SNS topic. Each tag consists of a key and an optional value. You can use tags to search and filter your topics and

track your costs. Learn more R




Services v

aws
=

Amazon SNS X

Dashboard
Topics

Subscriptions

¥ Mobile
Push notifications

Text messaging (SMS)

@ Feedback @ English (US)

aWS  services +

Amazon SNS X

Dashboard
Topics

Subscriptions

¥ Mobile
Push notifications

Text messaging (SMS)

Resource Grou

Amazon NS > Dashboard

Dashboard

Resources for us-east-1
Topics
1

Platform applications
o

Subscriptions

0

v Overview of Amazon SNS

System-to-system messaging
Amazon SNS is a managed messaging
service that lets you to decouple
publishers from subscribers. This Is useful
for system-to-system messaging for
microservices, distributed architectures,
and serverless applications. Learn more [

Resource Groups v %

Amazon SNS Topics
Q
Name
LearnsNs

™

5

Publisher
Publishers send messages
from distributed systems,
microservices, and other

A\ s Lambda

/ <
S ’{‘ — §5Bb AmazonsQs
< — ~
SNS Topi

Amazon SNS Topics decouple
message publishers
from subscribers

zon Intermet Services Priv Il fights reserved

vipbhavin v N.Virginia v

a ARN

amiaws:sns:us-east-1: LearnsNS

Terms of Use

Support v

Services v

Amazon SNS X

Dashboard
Topics
Subscriptions

¥ Mobile
Push notifications

Text messaging (SMS)

Resource Groups v %

Amazon SNS

Dashboard

Dashboard

Resources for us-east-1

Topics
1

Platform applications

o

L\ bhavin @ vipbhavin v

N. Virginia. v

Subscriptions
o

Support v

Services v

Amazon SNS X

Dashboard
Topics
Subscriptions

¥ Mobile
Push notifications

Text messaging (SMS)

Resource Groups v %

Amazon SNS > Subscriptions

Subscriptions (0)

Q

Endpoint

L\ bhavin @ vipbhavin v

N. Virginia. v

Support v

v Status v

Protocol A Topic

No subscriptions found




Create subscription

Details

Topic ARN

Q arn:aws:sns:us-east-1: Learn X

Protocol
The type of endpoint to sul

Email v

Endpoint
An email address that can receive notifications from Amazon SNS.

@ After your subscription is created, you must confirm it. Info

» Subscription filter policy - optional

This policy filters the messages that a subscriber receives. Info

Cancel

Services v Resource Groups v %

Amazon SNS X AmazonSNS > Topics
Dashboard .
Topics (1)
Topics
Subscri Q
¥ Mobile
Name
Push notifications
Text messaging (SMS) LearnsNs.

ARN

am:aws:sns:us-east-1

2:LearsNs

pohavin v N.Virginia v Support v

aws Services v  Resource Groups v %
Amazon SNS X Amazon SNS > Topics
Dashboard .
Topics (1)
Topics
Subscriptions Q
¥ Mobile
Push notifications Name
Text messaging (SMS) Learnsns.

am:aws:sns:us-east-1

LearnsNS

pohavin ~  N.Virginia v Support ~




Amazon SNS Topics

LearnSNS

Details

Name

LearnSNS

ARN

arn:aws:sns:us-east-1:1

LearnSNS

2:LearnSNS

Display name

LEARN-SNS

Topic owner

[

Delete Publish message

Subscriptions Access policy

Delivery retry policy (HTTP/S)

v

Endpoint

Delivery status logging

v

Encryption Tags
Status
® Confirmed

® Confirmed

Create subs:

Protocol Ao

EMAIL

SMS




Amazon SNS Topics LearnSNS Publish message

Publish message to topic

Message details

Topic ARN

arn:aws:sns:us-east-1: tLearnSNS

Subject - optional

Maximum 100 printable ASCIl characters

Time to Live (TTL) - optional
This setting applies only to mobile application endpoints. The number of secands that the push notification service has to deliver the message to the endpoint. Info

Message body

Message structure

© Identical payload for all delivery Custom payload for each delivery
protocols. protocol.
The same payload is sent to endpoints Different payloads are sent to endpoints
subscribed to the topic, regardless of subscribed to the topic, based on their
their delivery protocol delivery protocol.

Message body to send to the endpeint

1 Enter raw message

Message attributes

Message attributes let you provide structured metadata items (such as timestamps, geospatial data, signatures, and identifiers) for the message. Info

Type Mame Value

Add another attribute

Cancel Publish message




Message body

Message structure

© Identical payload for all delivery Custom payload for each delivery
protocols. protocol.
The same payload is sent to endpeints Different payloads are sent to endpoints
subscribed to the topic, regardless of subscribed to the topic, based on their
their delivery protocol. delivery protocol.

Message body to send to the endpoint

1 Enter raw message




Message body

Message structure

Identical payload for all delivery © custom payload for each delivery
protocols. protocol.

The same payload is sent to endpoints Different payloads are sent to endpoints
subscribed to the topic, regardless of subscribed to the topic, based on their
their delivery protocol. delivery protocol.

Message body to send to the endpoint

1 {

2 "default": "Sample fallback message",

3 "email": "Sample message for email endpoints",

4 "sgs": "Sample message for Amazon SQS endpoints™,

5 "lambda": "Sample message for AWS Lambda endpoints”,

6 "http": "Sample message for HTTP endpoints",

7 "https": "Sample message for HTTPS endpoints",

8 "sms": "Sample message for SMS endpoints™,

9 "APNS": "{\"aps\":{\"alert\": \"Sample message for 105 endpoints\"} }",

10 "APNS_SANDBOX": "{\"aps\":{\"alert\":\"Sample message for 105 development
endpoints\"}}",

11 "APNS WOIP": "{\"aps\":{\"alert\":\"Sample message for Apple VoIP

endpointsy"}}",
12 "APNS WOIP SANDBOX": "{\"aps\":{\"alert\": \"Sample message for Apple VoIP
development endpoints\"} }",

e mrmarnem . By Haeet B oMy HaTlac+y By B amenT s meacenmn Frnwe Mannr andaadiasr-rnlin
4 -

The message body must be a JSON object with an attribute for each delivery protocol. Info

5tring

String.Array sred metadata items (such as timestamps, geospatial data, signatures, and identifiers) for the message. Info
Number

Binary Name Value

-

Add another attribute




Amazon SNS Topics LearnSNS Publish message

Publish message to topic

Message details

Topic ARN

arn:aws:sns:us-east-1: :LearnSNS
Subject - optional
Test subject line.

Maximum 100 printable ASCIl characters

Time to Live (TTL) - optional
This setting applies only to mobile application endpoints. The number of seconds that the push notification service has to deliver the message to the endpoint. Info

30

Message body

Message structure

Identical payload for all delivery © custom payload for each delivery
protocols. protocol.

The same payload is sent to endpoints Different payloads are sent to endpaints
subscribed to the topic, regardless of subscribed to the topic, based on their
their delivery protocol delivery protocol

Massage body to send to the endpoint

1 { =
2 "default": "Test notification from Amazon SNS.",

3 "email": "Test notification from Amazon SNS.",

4 "sqs": "Test notification from Amazon SNS.",

5 "lambda": "Test notification from Amazon SNS.",

6 "http": "Test notification from Amazon SNS.",

7 "https": "Test notification from Amazon SNS.",

8 "sms": "Test notification from Amazon SNS.",

9 "APNS "{\"aps\":{\"alert\": \"Test notification from Amazon SNS.\"} }",

10 "APNS_SANDBOX": "{\"aps\":{\"alert\":\"Test notification from Amazon

SNS.\"}}",
11 "APNS VOIP": "{\"aps\":{\"alert\":\"Test notification from Amazon SNS.\"}}",
12 "APNS_VOIP_SANDBOX": "{\"aps\":{\"alert\": \"Test notification from Amazon

SNS. A"} H,

13 "MACOS": "{\"aps\":{\"alert\":\"Test notification from Amazon SNS.\"

a B T e U P S Y

The message body must be a JSON object with an attribute for each delivery protocol. Info

Message attributes

Message attributes let you provide structured metadata items (such as timestamps, geospatial data, signatures, and identifiers) for the message. Info

Type Name Value

String v Signature LearnSNs

Add another at

Cancel Publish message




Amazon SNS X Amazon SNs > Dashboard

Dashboard

Dashboard

Topics
Subscriptions. "\ Resources for us-east-1
v Mobile
Topics Subscriptions
Push notifications
1 2
Text messaging (SMS)
Platform applications
o
Amazon SNS X Amazon SNS > Subscriptions
Dashboard
Subscriptions (2) Create subscri
Topics
Subscriptions Q / , S
v Mobite
D Endpoint v Status v Protocol a Topic v
Push netifications
Text i (SMS]
ext messaging (SMS) o © Confirmed EMAIL LearnSNS
@ confirmed SMs LearnSNS

Delete subscription

[ —

Are you sure you want to delete this subscription? You can't undo this action.

Cancel Delete

aws Services v Resour

Amazon SNS X

Push notifications

AmazonSNS ) Topics
Dashboard .
Topics (1) E=EET
Topics
Subscriptions Q 1 ®
¥ Mobile
Name - ARN v
Push notifications
Text messaging (SMS) LearnsNs am:aws:sns:us-east-1:t LearnSNS.
Amazon SNS X AmazonSNs > Topics \
Dashboard .
Topics (1) ‘ Edit ‘ Delete ‘ Publish message ‘ Create topi
Topics
Subscriptions Q 1 @
v Mobile
Name A  arn v

Text messaging (SMS) o LearnSNS

am:aws:sns:us-east-1:6 LearnSNS.




Policy A

Statement 1

Statement 2

is equivalent to

Policy A

Statement 1 ‘

Policy B

Statement 2 ‘

AWS Service

You @

Requester

i

©)

©)

Requester

0

Incoming
Requests

-

Resource A

.

Resource B

.

Resource C

Requester

!

Requester




Decision
starts at
n Denyll
(default deny)

Evaluate all
applicable
policies

Is there an

explicit deny? ves

No

Is there an allow? Yes

No

v

Final decision =
IIDenyII
(default deny)

Final decision = "Deny"
(explicit deny)

Final decision = "Allow" j




Services v

Amazon SNS

Dashboard
Topics

Subscriptions

¥ Mobile
Push notifications

Text messaging (SMS)

Resource Groups v %

Amazon SNS > Topics

Topics (1)

Q

Name

LearnsNs.

amiaws:sns:us-east-1:4 LearnsNS

Support v

Services v

Resource Groups v %

ginia v

Support ~

Amazon SNS Amazon NS > Topics
Dashboard
Topics 1) Comm:
Topics
Subscriptions Q 1 ®
¥ Mobile
Name ARN v
Push notifications
Text messaging (sMS) LearnsNs. amawsisns:us-east-1 LearnsNs
Amazon SNS X AmazonSNS > Topics > LearnSNS
Dashboard LearnSNS Publish message
Topics
Subscriptions .
Details
¥ Mobile
Push notifications Name Display name
Text messaging (SMS) LearnsNs LEARN-SNS
ARN Topic owner
amawsisnsius-east-1 LearnsNs

Subscriptions Access policy

Subscriptions (1)

Q

Delivery retry policy (HTTP/S)

v Endpoint

Delivery status logging

Encryption Tags

Protocol

v Status v

@ Confirmed SMs




Amazon SNS Subscriptions Create subscription

Create subscription

Details

Topic ARN

Q, armn:aws:sns:us-east-

:Learn X

Protocol
The type of endpoint to subscribe

AWS Lambda v

Endpoint
An AWS Lambda function that can receive notifications from Amazon SNS,

Q. arn:aws:lambdaius-east-1: uf X

@ After your subscription Is created, you must confirm It. info

» Subscription filter policy - optional

This pelicy filters the messages that a subscriber receives. Info

Cancel

Services v Resource Groups v

L T Queue Actions v K

Filter by Prefix: Q Enter Text X ¢ ¢ ltoloflitems 3 3
® Name ~ QueueType - Content-Based Deduplication~ Messages Available - Messages in Flight~ Created ~
@ Testss Standard NA 1 o 2019-05-18 11:46:03 GMT+05:30




Services v  Resource Groups v %

LISl Queue Actions v Fo N -}

Filter by Prefix: Q En| X < < ltoloflitems > %
®  Name ~  Queue Type - Content-Based Deduplication - Messages Available~ Messages in Flight -~ Created -
@ TestsQs Standard NFA 1 [ 2010-05-18 11:46:08 GMT+05:30
Configure Trig Lambda Function
15QS Queue selected "R -=]
Details Permissions Redrive Policy Monitoring Tags Encryption Lambda Triggers
Name: TestsQs Default Visibility Timeout: 30 seconds
URL: hitpsi/isqs us-east-1. amazonaws.com/e MestsQs Message Retention Peri
ARN: am:aws:sqs:us-east-L1¢ TestSQS Maximum Message Size:
Created: 2019-05-18 11:46:03 GMT+05:30 Receive Message Wait Ti
Last Updated: 2019-05-18 11:46:26 GMT+05:30 Messages Available (Visible):
Delivery Delay: 0 seconds Messages in Flight (Not Visible): 0
Queue Type: Standard Messages Delayed: 0

Content-Based Deduplication: N/A

Subscribe to a Topic X

Select an SMS Topic from the Choose a Topic drop-down or enter a topic's ARN in the Topic ARN text box and
then press Subscribe to allow your queue(s) to receive SNS notifications from the topic and to subscribe your
queue(s) to the topic.

Topic Region €  US East (N. Virginia) -
Choose a Topic €9 |LearnSNS ¥
Topic ARN €9  arn:aws:sns:us-east-1:] »LearnSNS




Topic Subscription Result X

Successfully subscribed the following queue to the SMS topic LeamSNS.
FPermission to receive 3NS5 notifications was added to the queue.

o TestS0Q5

OK

Amazon SNS X ‘Amazon SNS Topics LearnsNS
—_ LearnSNs
ashboar
Topics
Subscriptions Details
v Mobile
Push notifications Name Display name
LearnsNS LEARN-SNS
Text messaging (SMS)
ARN Topic owner
am:aws:snsus-east-1:t LearnSNS
Subscriptions Access policy Delivery retry policy (HTTP/S) Delivery status logging Eneryption Tags

Q 1 ©
D v Endpoint v Status v Protocol a

@ Confirmed SMS

am:aws:sgs:us-east-1 1 TestSQS @ confirmed sQs




Services v

Resource Grouj

VTR | Queue Actions v

Filter by Prefix: Q Enter Text.
@  Name

@ TesisQs

15QS Queue selected

Details Permissions Redrive Policy Monitoring

Name: TestSQS
URL: hitpsiisqs.us-east-1.amazonaws.com)
ARN: amawsisgsus-east-14

019.05-18 11:46:03 GMT+05:30

TestsQs

2019-05-18 11:46:26 GMT+05:30

Delivery Delay: 0 seconds

Queue Type: Standard
Content-Based Deduplication: NiA

@ Feedback @ English (US)

CloudWatch Uniited graph
Dashboards
Alarms « N
08
08
Billing
Events o
Rules 02
Event Buses .
Logs 03:30 03145

Insights.

\ Allmetrics | Graphed metrics

Q Search for any metiic, di

imensi

135 Metrics
ApplicationELB

30 Metrics

SNS

6 Metrics

Tags

MestsQs.

Graph options

Encryption

0400 0415
Source
EBS
27 Metrics

X
Queue Type Content-Based Deduplication
Standard NA 1
Lambda Triggers

Default Visibility Timeout: 30 seconds
Message Retention Period: 4 days
Maximum Message Size: 256 KB
Receive Message Wait Time: 0 seconds
Messages Available (Visible): 1
Messages in Flight (Not Visible): 0
Messages Delayed: 0

1h 3h 12h 1d 3d 1w custom ~
04:30 04:45 05:00 05115
EC2
61 Metrics

Messages Available

Lio1ofLitems
Messages in Flight - Created

[ 2019-05-18 11:46:03 GMT+05:30

_N-Q=]

Line ~ | Actions + a2 -lle
05145 06:00 0615
NetworkELB
11 Metrics




Services v

Resource Grou|

CloudWatch
Dashboards
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Chapter 15: CloudFormation Overview

(00000)
(CO000)

1 Create or use an 2 Save locally or 3 Use AWS CloudFormation to create a
existing template S3 bucket stack based on your template. It
constructs and configures your stack
resources

A y Y
LE A J
P X

1 Edit 2 Save locally or 3 Use AWS CloudFormation to 4 View the change set which 5 Execute the change set to update
template in S3 bucket generate a change set based on describes the actions AWS your stack. AWS CloudFormation
your medified template and CloudFormation performs if performs all the changes described in

input parameter values you execute it the change set
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Create a web app

Create a new application and environment with a sample application or your own code. By creating an environment, you allow AWS Elastic
Beanstalk to manage AWS resources and permissions on your behalf. Learn more

Application information

Application name getting-started

Up to 100 Unicode characters, not including forward slash (/).

Environment information

Choose the name, subdomain, and description for your environment. These cannot be changed later.

Environment name  GettingStarted-env
Domain -us-east-1 elasticheanstalk. com || Check availability

Description

Base configuration

Tier  \Web Server (Choose tier)

Platform @® Preconfigured platform

Platforms published and maintained by AWS Elastic Beanstalk

- Choose a platform -- r

u. Learn more
— Choose a custom platform — v
Application code ® Sample application

Get started right away with sample code.

) Upload your code

Upload a source bundle from your computer or copy one from Amazon S3

£ Upload ZIP or WAR

Cancel Review and launch




Platform @® Preconfigured platform

FPlatiorms published and maintained by AVWS Elastic Beanstalk.

— Choose a platform -- v

— Choose a platform --
Preconfigured
NET (Windows/Il1S)
Java
Mode.js
PHP
Python
Ruby
Go
Packer
Preconfigured — Docker
GlassFish
Go
Python
Generic
Docker
Multi-container Docker

A Validation Error

Solution stack is required.




@ Configure GettingStarted-env

Start from a preset that matches your use case of choose Custom configuration to unset recommended values and use the service's default values
Configuration presets ) Low cost (Free Tier efigible)
© High availability
@® Custom configuration

Platform 64bit Amazon Linux 2017.03 v2.6.3 running Tomcat & Java 8 Change platform configuration

Tags

Tags: none

Modify

Capacity

Environment type: load balancing, auto scaling
Availability Zones: Any
Instances: 1-4

Modify

Security

Service role: aws-elasticbeansialk-service-role
Virtual machine key pair: —

Virtual machine instance profile: aws-elasticheanstalk-ec2-role

Modify

Network

VPC: -

Load balancer visibility: public
Load balancer subnets: none
Associate public IP address: —

Instance subnets:

Security groups:

Modify

Software

AWS X-Ray: disabled

Rotate logs: disabled (default)
Log streaming: disabled (default)
Environment properties: 0

Wodify

Load balancer

Port: HTTP on port 80
Secure port: disabled
Cross-zone load balancing: disabl
Cennection draining: disabled (de

Modify

Monitoring

Health check path: ¢
Health reporting system: basic

Modify
Database
Engine: —
Instance class: —
Storage (GB): -
Multi-AZ: -

Modify

Instances

EC2 instance type: H micro

EC2 image ID: ami-5d063026

Root volume type: container default

Root volume size (GB): container default

Root volume IOPS: container default
Modify

Rolling updates and deployments
Deployment policy: All at once

Rolling updates: disabled
Health check: disabled

Modify

Notifications

Email address: --

Modify

Cancel Previous Create app




A” Applications > getting-stal”[ed > GettingStal‘Ted-enV ( Environment ID: e-9caxqmzkg8, URL: GetlingStarted-env.kqdc2wikvng. us-east

Creating GettingStarted-env

This will take a few minutes.

Created Auto Scaling launch configuration named:
awseb-e-9caxqmzkgs-stack-AWSEBAutoScalingLaunchConfiguration-1Q9U3WVGQ2C60

Created security group named:
awseb-e-9caxqmzkgs-stack-AWSEBSecurityGroup-QKTWLTOK39F G

Created load balancer named:
awsel -AWSEBLoa-1BDBXRBWQGFZX

Created security group named:
5g-21c94b51

Using elasticbeanstalk-us-east-1-508708549947 as Amazon S3 storage bucket for environment data.

createEnvironment is starting.

,]' Elastic Beanstalk getting-started ~

Learn More
Get started using Elastic Beanstalk
Modily the code

Create and connect to a database
Add a custom domain

Featured
Creale your own custom platform
Command Line Interface (v3)

Installing the AWS EB CLI
EB CLI Command Reference

If you want to use a command line 1o create,
manage, and scale your Elastic Beanstalk
applications, please use the Elastic Beanstalk
Command Line Interface (EB CLI).

Get Started
$ mkdir HelloWorld
$ cd Hellokiorld
$ eb init -p PHP

My First Elastic Beanstalk Application +

« All Applications
getting-started

GettingStarted-env

Environment tier: Web Server

Platiorm: 54bit Amazon Linux 2017.03 v2.6.3 running

Tomcat 8 Java 8
Running versions: Sample Application
Last modified: 2017-08-22 14:22:19 UTC+0530

URL: GettingStarted-env kqdc2wkung. us-east-1 elas.

My First Elastic Beanstalk Application

Create New Application

Filter by Application Name:

Actions ~

Actions ~

No environments currently exist for this application. Create one now.




,r Elastic Beanstalk getting-started My First Elastic Beanstalk Application

Create New Application

All Applications > getting-started > GettingStarted-env ¢ URL: Kqdc2wkung us-east-1 com) Actions ~
Dashboard Overview £ Refresh
Configuration
Logs Health Running Version Configuration
Health Green ‘Sample Application 64bit Amazon Linux 2017.03

Vv2.6.3 running Tomcat 8 Java 8
2 i Causes Upload and Deplo
Monitoring 5 it
Change
Alarms
Managed Updates Recent Events Show All
Events
Time Type Details
Tags
2017-08-22 14:22:19 UTC+0530 INFO L G
2017-08-22 14:21:25 UTC+0530 | INFO Environment health has been set to GREEN
2017-08-22 14:20.26 UTC+0530 INFO Created CloudWatch alarm named: awseb-e-9caxgmzkgé-stack-AWSEBCloudwatchAlarmHigh-LA0042MM2H52
,r Elastic Beanstalk getting-started ~ Create New Application
All Applications > getting-started > GettingStarted-env , URL: | yzswi3m9dd us-west-2 elasticheanstalk com } Actions ~

Dashboard <

Overview
Configuration
Logs Health
Health SAsen
Monitoring ki

Alarms

2 Refresh
Running Version Configuration

64bit Amazon Linux 2017.03
v2.6.4 running Tomcat 8 Java 8

Sample Application

__’—’ Upload and Deploy { -
Change




Upload and Deploy

@ To deploy a previous version, go to the Application Versions page. ]

Version label: | java-tomcat-v3

» Deployment Preferences

Current number of instances: 1

44—

Cancel

1.yzswi3madd. us-west-2 elasticbeanstalk.com ) Actions ~

All Applications > getting-started > GettingStarted-env-1 (en 1D: e-kay . URL:

| Dashboard Sverii
Verview

Configuration

Logs Health Running Version
Health O Green —p favatomeat
Monitoring Causes Upload and Deploy
Alarms

Managed Updates Recent Events

< Refresh

Configuration

64bit Amazon Linux 2017.03
v2.6.4 running Tomcat 8 Java 8

Change

Show All




Scaling E 3

Environment type: Load balanced, auto scaling
Number instances: 1 - 4
Scale based on Average network out

Add instance when = 6000000

Remove instance when < 2000000

* Auto Scaling

Use the following settings to control auto scaling behavior. Learn more.

Minimum instance coun 1 Minimum number of instances to run

Maximum instance count 4 Maximum number of instances to run.
Availability Zones Any ¥ | Number of Availability Zones to run in.
Custom Availabiliyy | US-€ast-12 =
us-east-1b : S, :
Zones Specific Availability Zones to launch instances in.
us-east-1c
us-east-1d 5
Scaling cooldown 360 The amount of time after a scaling activity before any further trigger-related scaling activities can occur.
(seconds):
Filter: (O Search b 4 1to10f1
@ Name ~ | DNS name ~ | State - VPCID ~  Availability Zones ~ | Type
@ awseb-e-9-AWSEBLoa-1BD _ awseb-e-9-AWSEBLoa-1BD vpc-3473d353 us-east-1a, us-east-1b__ classic
»
Load balancer: | awseb-g-9-AWSEBLoa-1BDBXRBWQEFZX ==
Description Instances Health Check Listeners Monitoring Tags

Connection Draining: Disabled (Edit)
EditInstances

Instance ID Name Availability Zone Status Actions

i-07acc1cd261eb709 GettingStarted-env us-east-1a InService (i) Remove from Load Balancer }

i-08469c83a1b402474 GettingStarted-env us-east-1b InService (1) Remove from Load Balancer \
Edit Availability Zones

























All Applications > getting-started > GettingStarted-env  (Eenvironment Ip: e-vncrio5v3, URL: GettingStaried-env.shdcyi28en

elasticheanst Actions ~
bl Overview Period | 1hour~ Edit <
Configuration
Logs
; 1.0 55.0% 22 1.0 26KB 14KB
Health Healthy Host Count CPU Utilization Average Latency Sum Requests Max Network In Max Network Out
' in Seconds

Alarms
Managed Updates Monitoring Time Range | 3hours~ | Period = 1minute > Edit | &
Events
Tags Average Latency in seconds Sum Requests by count

25 1.25

20 L 1.00 ©

15 075

10

0.50




Chapter 17: Overview of AWS Lambda

» This PC » MNewVolume (E5) » Lambda-Function » MyFunctionFolder
Mame Date modified Type Size
node_modules 23-09-2017 22:03 File folder
index.js 23-09-2017 22:07 JavaScript File 2T KB
/~ AWS Account N
/ 4 N ,—~ \\
\
3 \_
7 =
))))) ) T
1 r
O L
Amazon S3 ‘
oo AWS Lambda  EXecution
> role
— 2 4
User —
5
E Lambda & Access
. SON -
function policy
- y €

-

/)




/4 1
I
e N

>
- l_ 12
ﬁm::’s" " Execution  AWS Lambda

role

2
Y ?
Event Lambda
Custom app source function
Stream mapping




Custom app

Execution

AWS Lambda
é Role

Lambda
function




AWS Account A AWS Account B
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Chapter 18: Key Management Services
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®
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¥
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Data @"* r

®

Crypto @

Client KMS Service operations on Durable, Encrypted Key
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master keys

Endpoint
AWS Service) @

KMS crypto module




Services

Key Management X
Service (KMS)

AWS managed keys

Customer managed keys

Custom key stores

KMS Customer managed keys Create key

Add alias and description

Step 1 of 5
Create alias and description

Enter an alias and a description for this key. You can change the properties of the key at any time. Learn more [

Alias

Pa thpl.l b _

Description

Customer Master Key to be used for Packtpub data encryption

p Advanced options




Define key administrative permissions

Key administrators

Choose the 1AM users and roles who can administer this key through the KMS APLL You may need to add additional permissions for the

users or roles to administer this key from this console. Learm mone [A

Q 1
2 Name v Path v Type ¥
bhavin ! User
vipul / User
AWSServiceRoleForSupport faws=service-ralefsupport.amazonaws.com/ Role
AWSServiceRoleForTrustedAdvisor faws-service-roleftrustedadvisor.amazonaws.com/ Role
lambda_basic_execution ! Role

Key deletion

Allow key administrators to delete this key.

Cancel




Define key usage permissions

This account
Select the laM users and roles that cam use the CME ta encr :f:'t and d‘.—ﬁ':ﬂ:l'. data with the AWS KMS APL. L2arn mors Z

(] 1
Name v Path v Type ¥
bhawvin ! User
vipul ! User
AWSServiceRoleForSupport faws-service-rolefsupport.amazonaws.com,’ Role
AwWSServiceRoleFor TrustedAdvisor faws-service-role/trustedadvisor.amazonaws.comy Role
lambda_basic_execution f Raole
Other AWS accounts

Specify the AWS accounts that can use this key. Administrators of the accounts you specify are responsible for
managing the permissions that allow their 1AM wsers and roles to use this key. Learn more [

Add another AWS account




KMS Customer managed keys Create key
Review and edit key policy
Step 5 of 5
1|{ -
2 "Id": "key-consolepolicy-3",
3 "wersion™: "2@12-1@-17",
4 "Statement": [
5 {
& “2id": "Emable IAM User Permissicns”,
7 "Effect”: "allow",
8 “Principal”: {
9 "AWS™: "arn:aws:iam::12345678%9812:rooct”
1@ T
11 “Action": "kms:=",
12 "Resource": "*"
13 Ta
14 {
15 “2id": "Allow access for Key Administrateors®, -
Cancel Previous | m

@ Success
Your customer master key was created with alias Packtpub and key ID b105164d-2deb-46ea-bdb7-148e680b668e.
KMS Customer managed keys
Q 1 &
Alias v Key ID v Status Creation date
Packtpub b105164d-2deb-46ea-bdb7-1482680b668e "'-._____ Enabled 2019-03-23 17:51 GMT+5:30




Key l_"lal'laf_-]EITIEl'lt X KMS Customer managed keys
Service (KMS)

Customer managed keys

AWS managed keys -l —
Customer managed keys < Q

Custom key stores 1 @

Alias ¥ Key ID v Status Creation date
b105164d-2deb-46ea-bdb7- 2019-03-23 17:51

Packtpub Enabled

scetpy 1480680b668e nabie GMT+5:30

Key policy ——- | Switch to policy view

Key administrators <aiffes———

Choose the 1AM users and roles who can administer this key through the KMS API. You might need to add additional permissions for the users or roles to administer this kwmn’ this console. Leam more [4

Q 1
Name Path Type
vipul
Key deletion

Allow key administrators to delete this key

o +___ '_'—-—.__*

The following IAM users and roles can use this key to encrypt and decrypt data from within applications and when using AWS services integrated with KMS. Leam more [

Q 1
Name Path Type
bhavin / User
KMS Customer managed
' Enable
Q, @

Disable

Alias ¥ Key ID w Status Schedule key deletion

-bdb7-148e680b668e Enabled AT+5:30

’, Add or edit tags

Packtpub b105164d-2deb-46e.




KMS Customer managed keys /

Enable
Q ! ®
Disable

Alias ¥ Key ID v Status Schedule key deletion

‘ Packtpub b105164d-2deb-46ca-bdb7-148e680b66ER Enabled AT+5:30

Add or edit tags




Chapter 19: Working with AWS Kinesis
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g PutMedia
[ ﬂ' Media |::>

Metadata
Fragment 3 Fragment 2 Fragment 1

producer Amazon Kinesis
Video Streams
GetMedia
GetMediaForFragmentList
Kinesis Video o Media
Post-Metadata Kinesis Video
Metadata
(Optional) Fragment 1 | Pre-Metadata
Chunk
Kinesis Video o Media
[S— Post-Metadata Kinesis Video
Metadata
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Chunk
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Post-Metadata Kinesis Video
Metadata
(Optional) Fragment 3 | Pre-Metadata

Chunk
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Chapter 20: Working with AWS CodeBuild
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AWS CodePipeline

Source

Build

Test

Deploy

AWS CodeBuild




Source code

Amazon SNS  Amazon S3

3
Vil

s - - 0 - - -~ \ 9

: Build project :

' [

v <—5 I Build environment I T’

: [

Amazon CloudWatch Logs S < AWS CodeBuild
6 L | I i 1J6
AWS Management Console AWS CLI AWS SDKs  AWS CodePipeline

Develaper Tools X Developer Tools > CodeBulld > Build projects
CodeBuild

Build projects Create build project

Q 1

» Source s CodeCommit

w Build = CodeBuild
Getting started Name v Source provider Repository Description

Build projects
Empty projects list
Build history
There are no build projects to display
Account metrics

» Deploy = CodeDeploy

» Pipeline + CodePipeline




Project configuration

Project name

LearnCodeBuild B

A project name must be 2 to 255 characters. It can include the letters A-Z and a-z, the numbers 0-9, and the special characters - and _.

Description - optional

Learn AWS CodeBuild Project configuration.

Build badge - optional
Enable build badge

¥ Additional configuration
Tags

Key Value

Add tag




Source Add source

Source 1 - Primary

Source provider

AWS CodeCommit v
Repository
LearnCodeCommit v

¥ Additional configuration
Git clone depth, Git submodules

Git clone depth - optional

1 v

Git submodules - optional

Enable git submodules




Environment image

© Managed image Custom image
Use an image managed by AWS CodeBuild Specify a Docker image

Operating system

Ubuntu L4

(@ The programming language runtimes are now included in the standard image of Ubuntu 18.04, which is
recommended for new CodeBuild projects created in the console. See Docker Images Provided by CodeBuild
for details [2.

Runtime(s)

Java v
Image
awsfcodebuild/java:openjdk-11 v

Image version

Always use the latest image for this runtime version v

Privileged
Enable this flag if you want to build Docker images or want your builds to get
elevated privileges

Service role

© Mew service role Existing service role
Create a service role in your account Choose an existing service role from your account
Role name

codebuild-Learn Codebuild-service-role

Type your service role name

» Additional configuration
Timeout, certificate, VPC, compute type, environment variables




Environment image

Managed image O Customimage
Use an image managed by AWS CodeBuild Specify a Docker image

Environment type
Choose an environment type

Linux v

Image registry

© Amazon ECR () Other registry
Use an image from Amazon ECR Use an image hosted in an external Docker registry

ECR account
You can use an ECR image from your account or another that you have access to.

© My ECR account 1 Other ECR account

Amazon ECR repository
Choose an Amazon ECR repository

v

Amazon ECR image

Choose an Amazon ECR image
v

Image pull credentials

Choose which service role will be authorized to pull the selected image

© AWS CodeBuild credentials () Project service role
Use the AWS CodeBuild default service role Use the service role associated with this project to pull the

image

Privileged

Enable this flag if you want to build Docker images or want your builds to get
elevated privileges




Environment image

Managed image © Custom image
Use an image managed by AWS CodeBuild Specify a Docker image

Environment type
Choose an environment type

Linux v

Image registry

Amazon ECR © Other registry
Use an image from Amazon ECR Use an image hosted in an external Docker registry

External registry URL
| docker| |

<docker repository=/<docker image name=

Registry credential - optional

You can supply a secret name or ARN fram AWS Secrets Manager to authenticate to an external registry. Providing a credential reguires
using the project's service role to pull the image.

Privileged
Enable this flag if you want to build Docker images or want your builds to get
elevated privileges




¥ Additional configuration
Timeout, certificate, VPC, compute type, environment variables

Timeout

Default timeout is 1 hour

Hours Minutes
1 o]

Timeout must be between 5 minutes and 8 hours

Queued timeout
Default time in build guewe is 8 hours

Hours Minutes

) Q

Timeout must be between 5 minutes and & hours

Certificate
If you have 2 self-signed certificate or a certificate signed by a certification authority, choose the option ta install it fram your 53 bucket.

© Do notinstall any certificate Install certificate from your S3 bucket

VPC
Select a VPC that your AWS CodeBuild project will access.

vpc-d569596h2 v

Subnets
Select the VPC subnets that AWS CodeBuild should wse to set up your VPC configuration. For high availability, we recommend selecting
multiple subnets from multiple Availability Zones. Ensure that your subnets include a NAT gateway.

subnet-35670c50 us-east-1a 3
Default Subnet AZ-1a

subnet-1c97f436 us-cast-1b X
Default Subnet AZ-1b

Security groups
Select the VPC security groups that AWS CodeBuild should use to work with your VPC. Ensure that your security groups allow outbound
connections.

| v
Compute
0O 3 GE memory, 2 vCPUs
7 GE memory, 4 vCPUs
15 GB memory, & vCPUs
Environment variables
Mame Value Type
| | | | | Plaintext v | | Remove

| Add environment variable |

| Create parameter |




Buildspec

Build specifications

© Use a buildspec file
Store build commands in a YAML-formatted buildspec file

Insert build commands
Store build commands as build project configuration

Buildspec name - optional

By default, CodeBuild looks for a file named buildspec.yml in the source code root directory. If your buildspec file uses a different name or
lecation, enter its path from the source root here (for example, buildspec-two.yml or configuration/buildspec.yml).

Build specifications

Use a buildspec file
Store build commands in a YAML-formatted buildspec file

© Insert build commands
Store build commands as build project configuration

Build commands

9 # key: "wvalue"
18

11~ phases:

12~  #install:

13~ #runtime-versions:
14 # name: version
15 # name: version
16~ #commands :

17 # - command

18 # - command
19~ #pre_build:

8- #oommands :

21 # - command

22 # - command
23~ build:

24~ cormands :

25 # - command

26 # - command
27~  #post_build:

28~ #oommands :

29 # - command

38 # - command

Switch to single line




petocs

Artifact 1 - Primary

Type

Amazon 53 v

You might choose no artifacts if you are nunning tests or pushing a Docker image to Amazon E(R

Bucket name

codebuildtestarifacts v

MName - eptional
The name of the folder or compressed file in the bucket that will contsin your output artifacts. Use Artifacts packaging under Additional
configuration to choose whether to use a folder or compressed file.

B Enable semantic versioning
Lkz the artifact name spedfied in the buildspec file

Path - optional
The path to the build output ZIP file or folder.

Example: MyPath/MyArtifact zip.

Namespace type - optional

Mone v

(Choose Build 1D to insert the build 1D into the path to the build output ZIP file or folder, e.g. MyPath/MyBuildiD/MyArtifact zip. Otherwise,
chooss None.

Artifacts packaging

QO HNone Zip
The artifact fies will be uploaded to the bucket. AWS CodeBuild will upload artifacts into a compressed file
that is put into the specified bucket.

Remove artifact encryption
Remowe encrypition if using the artifact to publish a static website or sharing content with others

» Additional configuration
Cache, encryption key




Logs

Cloudwatch

ClovdWatch logs - optional

Checking this opticn will upload build output logs to CloudWatch

Group name

CodeBuildLogsGroup

Stream name

testBuildStream

53

S3 logs - optional

Checking this option will upload build output logs to 53

Bucket

codebuildlogs.test v

Path prefix

testBuild

Remove 53 log encryption




Chapter 21: Getting Started with AWS
CodeDeploy

Application configuration

Application name
Enter an application name

LearnCodeDeploy
100 character limit

Compute platform
Choose a compute platform

. ECZ/0On-premises

AWS Lambda
Create application

Amazon ECS

Q 1

Application name Compute platform Created

LearnCodeDeploy AWS Lambda Just now




Chapter 22: Working with AWS

CodePipeline

-
-

@ @

AWS CodePipeline

®

@ ®

Source Build Staging Production
Manual
Developers »|  Changes »| Codeis Approval > Code is
commit are built deployed and deployed to
changes tested 0 public servers
Developers Customers
Changes, Ideas,
Updates, [« Requests,
Fixes Bugs
Stages

SOURCE

Runs source action with
source provider

Code changes trigger
pipelines to run

(diz') s10ey1Me ININO 92IN0S
Build input artifacts (.zip)

BUILD

Runs build action with
build provider

(diz') syoeyMe INdINO ping

Amazon S3 Artifact
Bucket

Deploy input artifacts (.zip)

Y

STAGING

Runs deploy action with
deployment provider

Applications deploy to
instances in the AWS
Cloud; container-
based applications
deploy to services in
the AWS Cloud




Pipeline

Action Action

Action




Source

Build Action

Input artifact : MyApp
Output artifact : BuiltApp

Source Source Action
GitHub o Input artifact : NONE
Output artifact : MyApp
V | |
Build
MyJenkinsAction2 MylJenkinsSpecialBuild

Jenkins 0

Jenkins o

Deploy Action

Input artifact : BuiltApp
Output artifact : NONE

Staging

CodePipelineDemoFleet
AWS CodeDeploy @)

DeployToSecondarySe..
AWS CodeDeploy o

Build Action

Input artifact : MyApp
Output artifact : SpecialBuildApp

Deploy Action

Input artifact : SpecialBuildApp
Output artifact : NONE




I | View history I Release change

AnyCompanyPipeline | e
® Source

Source ®
CodeCommit
@ Succeeded - Just now

dbb74de

Source: Added codepipeline-codecommit-events.yml dbb74de

[ View current revisions ‘

Disable transition

 Deploy

Deploy ®
CodeDeploy
~ In progress - Just now

Details

Source: Added codepipeline-codecommit-eventsyml dbb74de

View current revisions ‘

N




Chapter 23: CI/CD on AWS

Vi1 CONTINUOUS INTEGRATION
APPROVE DEPLOY | /|
CONTINUOUS DELIVERY
AUTOMATIC DEPLOY @
CONTINUOUS DEPLOYMENT
£} AUTOMATED 2 £* AUTOMATED /) ~
" ") >
SOURCE CONTROL BUILD STAGING PRODUCTION
COMMIT CHANGES RUN BUILD AND UNIT TESTS DEPLOY TO TEST ENVIRONMENT DEPLOY TO PRODUCTION
RUN INTEGRATION TEST, LOAD TESTS, AND OTHER TESTS ENVIRONMENT

Continuous Delivery

Unit Test Platform Test Deliver to Application Deploy to Post
Staging Acceptance tests Production deploy tests

Continuous Deployment

Unit Test Platform Test Deliver to Application Deploy to Post
Staging Acceptance tests Production deploy tests

Five major phases of software release

Source Build Test Deploy Monitor
¢ Check-in source * Compile code * Integration ¢ Deploymentto ¢ Monitor code in
code such as * Unit tests tests with other production production to
.java files. * Style checkers systems environments quickly detect
* Peer review * Code metrics * Code metrics unusual activity
new code * Create * Ul tests or errors
container * Penetration
images testing

$ > o 8




AWS Code Services

Software Release Steps:
AWS
CodeStar

Source > Build > Test > Deploy > Monitor
Hed o dile @ &

I
1
I
I
1
1
I
|
1
I
I
I
! -
| AWS CodeCommit AWS CodeBuild AWS CodeBuild ~ AWS CodeDeploy ~ AWS X-Ray
|
|
1
I
I
I
1
I
I
1
|
|

k + Third Party J

Y

C___1
AWS CodePipeline Amazon
CloudWatch
b o - "
w Scorekeep AWS:ElasticBeanstalk: Environment
Scorekeep 200 390ms PUT scorekeep.elasticbean
DynamoDB 200 6.0 ms I G-t scorekeep-game
DynamoDB 200 5.0 ms I G-titem: scorekesp-session
DynamoDB 200 60 ms I G-t scorekeep-game
DynamoDB 200 6.0 ms I Urostctem scorekeep-siate
## GameModel saveGame - 14.0ms ]
DynamoDB 200 5.0 ms Getitem: scorekeep-session
DynamoDB 200 8.0 ms Updatetem: scorekeep-game
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Chapter 24: Serverless Computing

Connected Users and
Streaming Dashboards

{Iag}%
g

Web and Mobile
Applications

e0.B

10T Devices

@)

p ="
o h API Gateway
1’ cache

Amazon APl Gateway

Create, publish, maintain,
monitor, and secure APls

at any scale Q

Amazon
Cloudwatch

/')\_\ AWS Lambda @J Amazon EC2
N S Amazon
>== Amazon Kinesis Dynamons
Other AWS = Publicly accessible
BEiks &), A

endpaint:

==
:u:u:‘
aoo
0og
=
Private Applications Data Center
VPC and On-Premises
Private Applications:
VPC and On-Premises
P
i b
f \
|
| Start |
\ J
. A
e

Process S% Data

Process DB Data

l

Final Report




Step Functions

Step 1
Define state machine

State machines eate state ma

Define state machine

Author with code snippets (-]

Author a new state machine using Amazon
States Language (ASL). Use code snippets
to easily build out your workflow.

Sample Projects (2-10
minutes)
Get started quickly by using a sample

project. If you're curious how Step
Functions works, do this!

Templates

Get started quickly with a common Step
Functions template.

DemoState

AfterDemoState




Vs N

1. Authenticate

User pool
and get tokens P
2. Exchange
. | % tokensfor AWS» -
— — credentials
A
. pp
3. Access AWS ldentity pool
services with
credentials
Other AWS services
AWS Cloud

Authenticate
—— _h'
and get tokens

—— ——

App

User pool

l- I+\.r/+ a GEl J- sam
Social sign-in




1. Authenticate™ "

é and get tokens
K%l User pool
App ‘\
M 2. ACCess yourown

FESOUrCES

Your backend
resources

.
]

I%&_I. and get tokens J
‘\ User pool

\ App 2. Access API

St [

APl Gateway Lambda

1. Authentic ate""'#

AWS Cloud




—
— —
App

=
o

and get tokens
Identity pool

2. Exchange
4 tokens for AWS»

\ credentials

3. Access AWS
serviceswith
credentials

1—-\(——-} a Gﬁ J SAML

Social sign-in - 0QIDC  SAML

N L E-

Other AWS services

AWS Cloud




a GEl d~ sam Ef:]\

Social sign-in OIDC SAML Custu-_ny

1 Authenticate and get
token from a third-party
identity provider (IdP)

-.'"'hf
[" 2. Exchange
. |4— IdPtoken for —» -
— — AWS credentials

App \

3. Access AWS
serviceswith

.

Identity pool

credentials

LemE

Other AWS services

AWS Cloud




I:l

1. Authe ntIEE‘tE Amazon
with auser poolor  Amazon Cognito Elasticsearch Service

identity pool

— 2. Send GraphQL
44—  request and

App response \
Dynamo DB
AWS AppSync

Lambda

AWS Cloud




Chapter 25: Amazon Route 53

2 www.example.com 3 wwwexample com ﬁ

Go to name server for.com TLD DNS root

name server

1 4 wwwexample com
www.example.com
Go to Route 53 name server

Name server for
.com TLD

End user

7 102.0.2.44 5 wwwexample com

Amazon Route 53
DNS resolver name server

6 192.0.2.44

8 http://www.example.com ﬁ
9 Web page for
Wwww.example.com Web server for
www.example.com 192.0.2.44




ROOT

ROOT-

SERVERS.NET AMAZON.COM R NETFLIX.COM

A.ROOT- B.ROOT- WWW. AWS. ACCOUNT. MEDIA. WWW. MAIL.
SERVERS.NET | SERVERS.NET GOOGLE.COM | AMAZON.COM NETFLIX.COM NETFLIX.COM NETNOD.SE NETNOD.SE

Back to Hosted Zones Import Zone File Delete Record Set Test Record Set
Q Record Set Name X | AnyType v Aliases Only Weighted Only

1¢ 4 Displaying 1102 out of 2 Record Sets »

Name Type Value Evaluate Target Health  Health CheckID  TTL Region

ns-652.awsdns-17.net.
ns-1441.awsdns-52.org.

box.com. NS - - 172800
ns-243.awsdns-30.com.

ns-1781.awsdns-30.co.uk

ibox.com.  SOA ns-652 awsdns-17_net. awsdns-hostmaster. amazon. - - 900




))))))

1 2 Request .\_/.
v (CCCC(
_A'” :; Response Endpoint
Health check ))))))))))))))))) e o
Request /\
¢ m == -3 ERegp-onge- -

Endpoint
\4
Ili »5 — mp 208
—  m— ar w

Amazon CloudWatch Amazon SNS Recipients
alarm topic




Chapter 26: ElastiCache Overview

Web/App Servers Data Stores

Web Clients/ } !
Applications Cache Cluster

=
z
>
g
3
®

Web Services

)

Load Balancer

‘Database Servers

:

Cache Clients oS e oo e o aat

¢n--4mdn

Cache Servers




Redis (cluster mode disabled)
Supported by Redis 2.8.x and 3.2.x
Replication

Single Shard

Modifiable

No data partitioning

Replica
Node-1

Primary
Node

Replica
Node-n

Redis (cluster mode enabled)
Supported by Redis 3.2.x
Replication within each shard
Multiple shards

Static/not modifiable

Data partitioning supported

Replica
Node-1

Primary
Node

Replica
Node-n

Replica
Node-1

Primary
Node

Replica
Node-n

Application In-memory cache Data Source
Cache Miss
i get(key)
H return null
H
get(key) >
: < retum entity
i put(key, entity)———»
Cache Hit




Cache insert
or update

Application

put(key, entity)

Cache Provider

Save(entity

Cache

put(key, entity)

Data Source




Chapter 27: Mock Tests

» This PC » MNewVolume (E5) » Lambda-Function » MyFunctionFolder

Fat
Mame Date modified Type Size
node_modules 23-09-2017 22:03 File folder
2| indexjs 23-00-2017 22:07

22:07 JavaScript File 27 KB




Chapter 28: Exploring AWS CodeCommit

Your Development AWS CLI / AWS CodeCommit
Machine AWS CodeCommit Console Service
Create repository }——b{ Create Remote Repository |
| git clone I ={ Receive git clone Request I
v
| Local Repo Created and Sync'd I: { Sync Local / Remote Repositories I
| Modify Local Files As Desired }—
| git add |4—
| git commit |4—
| git push I(— ={ Receive git push Request I
v
Update Remote Repository |
| git pull I >J Received git pull Request |

v
Send Remote Repository Updates |

| Receive Remote Repository Updates I:

| Update Local Repo | Receive Request I

v

Send Response |

list repositories, list branches,

1T v T

’ Display Response |<—




Summary

User ARN
Path /

Creation time

Permissions Groups Tags

Sign-in credentials

Summary

Console password
Assigned MFA device

Signing certificates

arn:awsiam::

Security credentials

Delete user

user/bhavin €3

2019-02-20 11:38 UTC+0530

Access Advisor

« User does not have conscle management access

Disabled | Manage
Not assigned | Manage

None 4

Access keys

Use access keys to make secure REST or HTTP Query protecol reauests to AWS service APls.
For your protection, you should never share your secret keys with anyone. As a best practice, we recommend frequent key rotation. Learn more

Create access key

Access key ID Created Last used Status
SSH keys for AWS CodeCommit
Use SSH public keys to authenticate access to AWS CodeCommit repositories. Learn more

Upload SSH public key

SSH key ID Uploaded Status

HTTPS Git credentials for AWS CodeCommit

Generate a user name and password you can use to authenticate HTTPS connections to AWS CodeCommit repositories
You can generate and store up to 2 sets of credentials. Learn more

/




Services v Resource

Developer Tools X Developer Tools » CodeCommit > Repositories

CodeCommit

Repositories info

w Source « Co nit
Q 1
Getting started
R it
epositories Name v Description Last modified v Clone URL
» Build + CodeBuild
No results

» Deploy * CodeDeplo
There are no results to display.

» Pipeline « CodePip:

aW51 Services Resource Groups ~
Developer Tools X Developer Tools CodeCommit Repositories Create repository

CodeCommit
Create repository

Create a secure repository to store and share your code. Begin by typing a repository name and a description for your
repository. Repository names are included in the URLs for that repository.

Getting started

Repositories

Repository settings

» Build = Co Id

» Deploy = CodeDe Repository name

LearnCodeCommit

100 characters maximum. Other limits apply.

Description - optional

. Repository to learn AWS CodeCommit.
the old experience

1,000 characters maximum

e m

Services v Resource Groups v Bhavin Parmar v

Developer Tools X Developer Tools CodeCommit Repositories
CodeCommit

Repositories infc Create repository
¥ Source s C
Q 1
Getting started
R tori
eposiones Name v Description Last modified ¥ Clone URL
» Build = CodeBuild
LearnCodeCommit Repository to learn AWS CodeCommit. Just now HTTPS SSH

v

Deploy » CodeDeploy




aws Services +

Developer Tools

CodeCommit

v Source » C mmit
Getting started
Repositories

Build » CodeBuild

v

» Deploy » CodeDeplo

v

Pipeline « ipeline

xperie

ResourceGroups v ([ (3

© Copied

https://git-codecommit.us-east-1.amazonaws.com/v/repos/LeamCodeCommit

= * [\  Bhavin Parmar v N. Virginia ~  Support v

Developer Tools CodeCommit Repositories
Repositories info Clone URL ¥ ‘ ‘ View repository | ‘ Delete repository ‘
Q 1
Name v Description Last modified v Clone URL
O LeamCodeCommit Repositary to learn AWS CodeCommit. Just now HTTPS

X

Developer Tools

CodeCommit

¥ Source = mmit
Getting started
Repositories

» Build » CodeBuild

» Deploy » CodeDeplo

» Pipeline » CodePipeline

B Feed!

[2 Retum to the

xperience

Resource Groups [ ] £\ BhavinParmar v N.Virginia v Support v

Developer Tools ) CodeCommit » Repositories

Repositories info Clone URL v ‘ | View repository ‘ ‘ Delete repository ‘ Create repository

Q 1

Name v Description Last modified v CloneURL

HTTPS

” (-] LearnCodeCommit Repository to learn AWS CodeCommit 18 hours ago SSH

Developer Tools

CodeCommit

v Source « C:

omm
Getting started
Repositories

Code

Pull requests

Commits

Branches

Tags

» Build » CodeBuild

» Deploy » CodeDeploy

line

» Pipeline »

&

[2 Retum to the

Resource Groups v [} [\ BhavinParmar ~  N.Virginia v Support ~

Developer Tools CodeCommit Repositories LearnCodeCommit
LearnCodeCommit Clone URL ¥

» Connection steps

LearnCodeCommit info Add file v

Name

Empty repository

Your repository is currently empty. You can add files to it directly from the console or by cloning the repository to your local computer, creating commits, and pushing content to the
remote repository in AWS CodeCommit.




Services ~ Resource Groups ~ : Bhavin Parmar ~ N. Virginia ~ Support ~

Developer Tools X Developer Tools CodeCommit Repositories LearnCodeCommit Settings

CodeCommit

LearnCodeCommit

w Source » C
Getting started Settings Triggers
Repositories
Code
Pull requests Repository name
Commits
Repository name
Branches " 4
LearnCodeCommit
Tags
100 characters maximum
Settings
Repository 1D
p» Build » CodeBuild
-f66d33e977b9
» Deploy * CodeDeploy Repository ARN
- - — arm:aws:codecommitius-east-1:7 JiLearnCodeCommit
p» Pipeline = C Pipeline
Developer Tools CodeCommit Repositories LearnCodeCommit Settings
LearnCodeCommit

Settings Notifications Triggers \

Notifications inio

Set up netifications so that repository users will receive emails about repository events. Specify the users that will receive emails in Subscriptions after you set up notifications.

SNS topic CloudWatch event rule Event status

Pull request update events

Pull request comment events Commit comment events
eated, updated, o Notify sut bers when so mim q 3




Developer Tools CodeCommit Repositories LearnCodeCommit Settings

Configure notifications

Notifications

SNS topic
Choose an SNS topic to use to send email notifications.

Q, am:aws:sns:us-east-1: 1:CodeCommitEvent X | or Create SNS top

CloudWatch event rule
An Amazon CloudWatch Event rule will be created for your repository in your AWS account. Do not manually edit or modify this rule, or notifications might not work as expected.

codecommit-notification-1925e44220f6b6919b63681994b87cccf278c7e

Event types

Pull request update events
Notify subscribers when a pull request is created, updated, or closed

Pull request comment events
Notify subscribers when someone comments on a pull request

Commit comment events
Notify subscribers when comments and replies are added te commits.

Event status
@ Enable notifications

Notifications i

Set up notifications so that repository users will receive emails about repository events. Specify the users that will receive emails in Subscriptions after you set up notifications.

SNS topic CloudWatch event rule Event status

arn:aws:snsius-east-1:7 ):CodeCommitEvent codecommit-netification- @ Enabled
1925e44220f6b6919b63681994b87cccf278c7el

Pull request update events Pull request comment events Commit comment events

Notify subscribers when a pull request is created, updated, or Notify subscribers when someone comments on a pull request. Notify subscribers when comments and replies are added to
closed. Enabled commits.

Enabled Enabled

Subscribers

Choose the users o services you want to receive notifications of repository events.

Protocol Address or endpoint Subscription status

email @ Unconfirmed




Common base

Master tip

Common base

Master tip

New merge
commit

_O

-




