ty

Importance of Cybersecuri
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8.

£

10. Physical
manipulation/damage/
theft/loss

1

1

13. Identity theft

14, Information leakage

1

Assessed

Top Threats 2016 Trends 2016

=

. Malware

. Web based attacks

. Web application attacks
. Denial of service

. Botnets

. Phishing

. Spam

Ransomware

. Insider threat

1. Exploit kits

2. Data breaches

CRLCP299 2 00C OO

5. Cyber espionage

Assessed

Top Threats 2017
Trends 2017

1. Malware

2. Web based attacks

3. Web application attacks
4. Phishing

5. S5pam

6. Denial of service

7. Ransomware

8. Botnets

9. Insider threat

10. Physical
manipulation/damage/
theft/loss

11. Data breaches

12, Identity theft

13. Information leakage
14, Exploit kits

15. Cyber espionage

Change in
ranking

>

e

Legend:

Ranking: I*Going up,

Trends: I Declining, = Stable, ¥ Increasing
Same, |- Going down
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' Wana DecryptOr 2.0

Payment will be raised on

5152017 15:58:08

Your files will be lost on
5192017 15:58:08

Time Left

Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible bacause they have been encrypted Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service

Can I Recover My Files? I

Sure. We guarantes that vou can recover all your files safely and easily. But you have
not §o enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled

Also, if you don't pay in 7 days, you won't be able to recover your files forever

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified inthis window

After vour payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

il L I TR YR PR O U
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Biggest DATA BREACHES of the 21st century

Accourts
Compromibsed Iy the millioes

et

Equifax - 143m

Adult Friend Finder _ 412.2m

Anthem . 78.8m
PBay - 145m
IP Morgan Chase . 76m
Home Depot . 56m
Yahoo
Target Stores - 110m

Adobe l 38m

LS Office of Personnel

Management (GPM)

j2m
Somy's PlayStation Netwark . m

RSA Security I 40m

Heartland Payment Systems - 134m
TIX Companies, Inc - 94m

3b
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Chapter 2: Security Evolution — From
Legacy to Advanced, to ML and Al

Kevin Mitnick, the World's Most Notorious Hacker, Is
Here to Talk About What Got Him Started

[5]




ary McKinnon <

System administrator

N

Gary McKinnon is a Scottish systems administrator and hacker who was
accused in 2002 of perpetrating the "biggest military computer hack of all
time," although McKinnon himself states that he was merely ... Wikipedia
Born: February 10, 1966 (age 53 years), Glasgow, United Kingdom
Education: Highgate Wood School (1977-1982)

Known for: Security hacker

[6]
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Chapter 3: Learning Cybersecurity

Technologies

Secure your Azure resources
with conditional access

26 min » Module » 6 Units

There's a tradeoff between
security and ease-of-access. The
conditional-access feature of

Azure Active Directory helps you

a

Large Scale Data Processing
with Azure Data Lake Storage
Gen2

2 hr 5 min = Learning Path

* 3 Modules

In this learning path, you will see

Introduction to Microsoft
365 unified endpoint
management

15 min = Module « 5 Units

Unified endpoint management
helps users be productive

wheraver thay are while keening

Microsoft runs on trust
30 min = Module = 7 Units

Organizations today are moving
beyond the early promise of the
cloud to digitally transform their
businesses through faster
inmovation, flexible resources, and

Data warehouse security
35 min = Module = 4 Units

Learn about the security controls
that Azure 30L Data Warshouse
provides to help secure your data
warehouse infrastructure and the
data that's stored in it

Secure your Azure Storage
account
45 min = Module « § Units

Learn how Azure Storage provides
multilayered security to protect
your data. Find out how to use

access keys, to secure networks
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Login

SM‘S Find Training | Live Training Online Training = P|

Reading Room

Cloud Computing

Featuring 39 Papers as of April 17, 2019

SIGN UP FORATRIAL

How to Build a Security Visibility Strategy in the Cloud & Login
Analyst Paper (requires membership in SANS.org community) 82 Join SANS.org
by Dave Shackleford - April 17, 2019
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. C

TRAINING

Geek \**Lf;ek - Cwe Security Threats

Understand the cyber threats of today, and be able to implement security controls
that are proven to effectively defend your Microsoft infrastructure in the real world.

A five days Geek Week with cyber security experts Hasain Alshakarti and Marcus Murray.
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C U R E ABOUT US COURSES v WEBINARS CONTACT

ACADEMY

CQURE Online Courses and Live Workshops

Discover our full range of cybersecurity trainings

Workshops

I run security workshops that teach technology professionals
how to break into their own applications — before someone else

does

:LASS CE NTRAL Courses v MOCC Report v Search online courses Q My Classes v

Free Online Courses in
Internet Of Things

Study free online Internet of things courses and MOOCs from top universities and colleges.
Read reviews to decide if a class is right for you.

[11]




Yuri Diogenes, Erdal Ozkaya

Cybersecurity:
Attack and
Defense Strategies

Enhance the security performance of your organisation
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Chapter 6: Understanding Reactive,
Proactive, and Operational Security
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Process

Preparation
Lessons
Leamned

Identification

Recovery Containment




A

User and Entity Behavior Analytics
Security Orchestration Automation and Response

AR
Network Traffic Analysis

Endpoint Detection and Response

Threat Intelligence
Sandboxing

Security Orchestration, Automation and
Response: An Overview

orchestratiop,

©

~ B H
Prioritize “im,m

Triage

hreat intelligen™

1D 338719 © 2017 Gartner, Inc
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WHOIS search results

Domain Name: ERDALOZKAYA.COM

Registry Domain ID: 1545081292_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.crazydomains.com

Registrar URL: http://www.crazydomains.com

Updated Date: 2019-02-24T14:28:17Z

Creation Date: 2009-03-03T03:44:43Z

Registry Expiry Date: 2022-03-03T03:44:43Z

Registrar: Crazy Domains FZ-LLC

Registrar |ANA 1D: 1291

Registrar Abuse Contact Email: abuse@crazydomains.com
Registrar Abuse Contact Phone: +61894 220 890

Domain Status: ok https://icann.org/epp#ok

Name Server: ANGELA.NS.CLOUDFLARE.COM

Name Server: JERRY.NS.CLOUDFLARE.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of whois database: 2019-03-12T11:58:152Z <<«

[16]



Chapter 8: Cybersecurity Labs

j Pentest-Too 20 Free Credits TOOLS ~ FEATURES PRICING COMPANY ~ | LOGIN |

Latest scan:

Test if a web application is vulnerable to Cross-Site Scripting using
OWASP ZAP

https://www.lynda.com -

I am authorized to scan this target and | agree with the Te

Full Scan

Sample Report \ Use Cases Technical Details

[17]



warmly

Home

Diagnostic Tools

Free S5L Web Server Tester

Test an SSL Web Server
SSL Tester

Web Server URL

e.g.

www.paypal.com

https://www.wormly.com
184.73.218.144:3000

P Start SSL test

[18]




Contenty  Communityy  Challenges

.

Challenges Overview Tweets

IP-Info is & website where Ruben Jan2s
you can find out what Berenguel, PhD

your IPis as well as your Beginners Debugging @berenguel

user agentand | was passed a screenshot of
information about your this seasch (from a user in
‘browser and OS. The site ElectricalEngineering Encryption Swedan, in his case Is e

Swedish equivalent) and | had
T
twitier.comitweb/status/l

also has tools for looking
up information about a
particular IPand reverse

InferenceAttacks Javascript
DNS lookups. There is
alsoa tool where you can ., Vaihalia Qe
«check "is this site down” Mathernatice @HallsONVahala
and numercus Some useful leaming
informative articles. {esouices for thase interesied
in #Gelang
Die Seite gibt es auch auf Reconnaissance medium com/@bpatrick walk
Deutsch: Wic ist meine
L4 Susan Finlay ~ Mar 06
Reconnaissancel 10Points  Solved 200 times @SusanFinlayd
How 1o Adverise With
Reconnaissance2 10Points  Solved 122 times Amazon Marketing Senvices
(AMS)
Reconnaissance3 10Points  Solved 70 times susanfinlay com/201&/03/06/ac
via @SusanFinlayd
Banmriting...
twitter.comiiweb/status/0
SQLInjection Stegano
mUSCles o Susan Finlay ~Jon 08
o @ SusanFinlayd
orv I's Here! Breadcrumbs and
Timed (> ] X35 © Bombs s Published
SUSANSbO0ks37 WOrdpress.con
via @SusanFinlay4 febooks
I'am doing #RPEP fauthors...
something Point Rankings tedtter. comiitweb/status/a..
very easy Valhalla Jan 08

F-SECURE ROUTER CHECKER

The F-Secure Router Checker is a free and instant way to see if your router has potentially b
hijacked by criminals pE Al

Check your router
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Home

About Security Events

Membership
Running Events Upcoming Events Past Events

Security Events

Reference Projects Sz Event Location

How it Works 2019-01-01 HL MEMBER EVENT 2019 Internet

Chat 2018-01-01 HL MEMBER EVENT 2018 Internet

Global Scoring
2014-07-02 -Lab for Beginners Internet

Mobile Services
2014-01-12 OWASP WebGoat Training Internet

Download
lobs 2011-11-11 OWASP Top Ten Global

Login / Sign up 2011-07-13 Free Hacking Challenges Internet

2008-09-02 Hacking Hacking Internet

7 events

2 i':'i & W' search = n

HOME s TOOLS /s ONLNETOOLS

Password Generator

First character ®Numbers @Low case ®Up case Dother

Following charactars ¥INumbers ®iLow case ¥lUp case UOther

Password length 20

Additional character(s)

GEnerate passwi
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Search

]][ Charles Sturt

o= Uni\/erSity Enrolments: 267,165

AREAS OF STUDY APPLY AM | ELIGIBLE? FEES ABOUT IT MASTERS CONTACT

Try out our subjects fori#

About IT Masters Free University Short Courses

» About IT Masters If you are considering enrolling in one of our unigue Master degrees, why not ‘try before you
enrol? Enrolling in these webinar based free short courses allows insight into how we create a
> Assignment Extension Request collaborative learning environment, and is also an opportunity to engage with other students
and build networks. Passing course exams will earn you a certificate of achievement, and may

» Meet The Team
even qualify you for Master degree credit

» Newsletters

For general information, visit our short course FAQs page.
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Certificate of Achievement
Short Course: Network Security Administrator Certification

This is to certify that
W W .
has successfully completed the Short Course
Network Security Administrator Certification
Grade: Credit (73/100)
Lecturer: Erdal Ozkaya

Completed: July 2, 2018

Martin Hale
CEOQ, IT Masters
Adjunct Senior Lecturer, CSU

“‘ Charles Sturt

University

iT IT Masters
. itmasters.edy . av
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HASAIN ALSHAKARTI

Cyber Security Advisor | @alshakarti

ERDAL OZKAYA

Chief Information Security Officer | @Erdal_Ozkaya

ﬂ Courses = Programs & Degrees ~ Schools & Partners edX for Business | Search

Accelerate your
future. Learn
anytime, anywhere.

Find courses

What do you want to learn?

Massachusetts
Institute of
Technology

Popular Subjects

HUAN%\E{QTED uanmsm oF mfl;olugy e

THE UNIVERSITY
of TEXAS Sn]en

va THE UNIVERSITY
3 2 W7/ OF BRITISH COLUMBIA >
THE HONG KONG g

LY TECHNIC
ik

UNIVERSITY
ol

NN
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Partner content 5 NOVA Labs

Courses Search

» Cybersecurity »

Cybersecurity

Cybersecurity 101

Practice: Cybersecurity
101 quiz

The secret lives of hackers

Practice: The secret lives
of hackers quiz

A cyber privacy parable

Practice: A cyber privacy
parable quiz

Cyber codes

Practice: Cyber codes quiz

Cybersecurity glossary

Was this video helpful? | Yes |

Cybersecurity 101

About

N# Khan Academy

Transcript

NOVALA3S
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Yuri Diogenes, Erdal Ozkaya

Cybersecurity:
Attack and
Defense Strategies

Enhance the security performance of your organisation
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Chapter 9: Knowledge Check and
Certifications

Compl A

Cybersecurity Career
Pathway Recommendation

} Enter where it makes sense for you.

Consider your experience and existing
certifications or course of study.

..... Security+
AN

Network+

Fundamentals

\ =
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EC-Council certification
[ e |
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Transition To Strategist

Chief nforrmation Security Officer
Chief Security Officer
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(15C)* CERTIFICATIONS

CISSP
ol LEADERSHIP & OPERATIONS

SSCP

el SECURITY ADMIMISTRATION

CCSP

CLOUD SECURITY

CAP

AUTHORIZATION

CSSLP

Essip!  SOFTWARE SECURITY
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Get Certified: Roadmap

DEFENSE

MANAGEMENT

PENETRATION
AND LEADERSHIP TESTING

DIGITAL FORENSICS AND
INCIDENT RESPONSE

GIAC offers over 20 cyber security certifications in security
administration, management, legal, audit, forensics and software
security. A Certification Roadmap has been created to help you
determine what certifications are right for specific job needs or
career goals. Each GIAC certification is designed to stand on its
own, and represents a certified individual's mastery of a
particular set of knowledge and skills. There is no particular
"order” in which GIAC certifications must be earned; though we
recommend that candidates master lower level concepts before
maoving on to more advanced topics.

GIAC certifications align with individual job based disciplines

and typically correspond to topics presented in SANS full 5-6

day courses. GIAC cerification attempts have a 4 month time
frame.

SEC505:

SECS506

SEC51:

SECH24.

SECS530

SECS540.

SEC542

SEC545

SECH6!

SECS550

SECSS5:

SEC560.

Securing Windows and PowerShell Automation

SECS560: Netwark Penetration Testing and Ethical Hacking

SEC301: Intraduction to Cyber Security

SECS62: CyberCity Hands-cn Kinetic Cyber Range Exerclse

Securing Linux/Unix

SEC401: Security Esseniials Boolcamp Style

SECH64: Red Team Operations and Threat Emulation

Contiuous Monltoring and Securlty Operations

SEC402: The Secrets fo Successful Cybersecurity Wriling: Hack the Reader

SECS66: Implementing and Auditing the Critical Securlty Conltols - In-Depth

Cloud Sesurily and Risk Fundamenlals

SECS6T: Social Engineering for Penetration Testers

Defensible Security Architecturs and Engineering

SECETA: Automating Information Securlty with Python

Secure DevDps and Cloud Application Securily

SECHT75: Mobile Device Security and Ethical Hacking

Web App Penetration Testing and Ethical Hacking

SECS80: Metasplolt Kung Fu for Enterprise Pen Testing

Cloud Security Architecture and Operations

SEC599: Defeating Advanced Adversaries - Purple Team Tactics & Kill Chain Defenses

IPuéi Essentlals

SECE1T: Wireless Penelralion Tesling and Ethical Hacking

Active Defense. Offensive Countermeasures and Cyher Deceptic

SEC440: Critical Security Confrols: Planning, Implementing, and Auditing

SEC450; Blue Team Fundamertals: Security Operations and Analysis

SEC455; SIEM Design & Implementation

SEC460; Enterprise Threat and Vulnerability Assessmeant

SEC487: Open-Source Inteligence (OSINT) Galhering and Analysis

SEC501: Advanced Security Essentials - Enterprise Defender

SECE42: Advanced Web App Penctration Testing, Ethical Hacking, and Explaitation

Technigques
SIEM with Tactieal Analytics.

8ECE03: Intrusion Detection In-Depth

SECE60: Advanced Penetration Testing, Exploit Witing, and Ethical Hacking

Network Penelralion Testing and Ethical Hacking

SECH04: Hacker Tools, Technigues, Exploits, and Incident Handling

SECT60; Advanced Exploil Development for Penelralion Teslers
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1.

BASELINE SKILLS

Core Techniques

revent, Defe

i 7. Focus joB ROLES i 3. CRUCIALSKILLS, SPECIALIZED ROLES

Cyber Defense Operations

7 COURSES

Incident Response & Threat Hunting + Threat Intel & Forensics

+ Advanced Management

Development & Secure Coding
& COURSES

Industrial Control Systems

OFFENSIVE"
SEGIHILY

Penetration Testing
with Kali Linux (PWK)

Cracking the
Ferimeter (CTF)

Offensive Security
Wireless Attacks
(WiFu)

Kali Linux Revealed

Metasploit
Unleashed
(MSFU)

PWK is Offensive Security’s flagship ethical hacking course, designed and
written by the Kali Linux developers, introduces students to the latest
ethical hacking tools and techniques, including remote, viral penetration

testing labs for practicing the course materials. Learn more.

CTP takes all of the skills acquired in the PWK course and further hones
them through an in depth examination of the vectors used by today’s

attackers to breach infrastructure security. Learn mare.

WiFu teaches students the base concepts of wireless networking and builds
upon that foundation to conduct effective attacks against wireless networks

of varying configurations. Learn mare.

Build a strong foundation to use Kali Linux in a professional capacity by

mastering the penetration testing distribution in this free course. Learn

more.

MSFU is an ethical hacking course that exposes students to the Metasploit
Framework, its tools and various ethical hacking features it has to offer.
This course is considered to be an ethical hacking starter kit and a perfect

wiay to start on the pathway o certification, Learn more,

Security Management
Managing Technical Security Operations Advanced Leadershi, dit, Legal
2 COURSES 4 COURSES
CISSP® Training MGT414
Introduction to Cyber Security SEC301
OMLINE COURSE DESCRIPTION ASSOCIATED DIFFICULTY
CERTIFICATION LEVEL

00000

sce
OsCE 20000
oswe 0000
KLcP 0000

N/A ®@0000
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CYBERSEC it FIRST RESPONDER::‘

1 1
O

The CyberSec First Responder ™ cyber security certification is the result of a
collaborative effort between Logical Operations and leading industry experts.
Logical Operations would like to recognize and thank the many security
professionals who helped make CFR possible. These workshop participants

include:

- Dr. Timothy Summers, CEQ, Summers & Company
- Dr. Erdal Ozkaya, Cyber security Architect, Microsoft

- Tyler Wrightson, Founder, Leet Systems
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PROTECT
IDENTIFY

NIST
Security @ DETECT
Framework
RECOVERY

RESPOND
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Chapter 10: Security Intelligence Resources

Collections

TAXII
Server

Heauest

TAXII

Response
ERLSREEN ciient
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Process

Preparation
Lessons
Leamned

Identification

Recovery Containment




A

User and Entity Behavior Analytics
Security Orchestration Automation and Response

AR
Network Traffic Analysis

Endpoint Detection and Response

Threat Intelligence
Sandboxing
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Chapter 11: Expert Opinions on Getting
Started with Cybersecurity

o keepnet

.

EMAIL-BASED ATTACK PHASES

PLANNING ‘ -
ATTACK ' el

COMPROMISE ‘:ﬂﬂ&"& e

DATALOSS ‘L’Eﬁ'ﬁ’éﬁﬁm

www.keepnetlabs.com
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CONFERENCES’ SPEAKER

Interview with

Erdal Ozkaya

Erdal Ozkaya is the founder and Senior Microsoft Instructor of CEO IT
Training,

Erdal travels across Australia teaching IT workshops and has served as
Project Manager/Engineer for several large organisations in Australia,
China, Philippines and the USA.

Erdal actively participates in worldwide events as a Technical Lead and
Speaker. He was awarded "Best Technical Learning Guide” and “Best
Speaker” in Microsoft Technical Education Seminars (TechEd) Australia.
He specialises in Active Directory; Windows Client and Server O/S's;
Security/Exchange 2007/2010; Sharepoint2007/2010; EC-Council
Security and ISO 27001/27002/ 27005.

The passion and commitment that Erdal has shown to his work has
been recognized by Microsoft. In 2009, 2010, 2011 Erdal Ozkaya was
awarded the Microsoft Most Valuable Professional (Windows Expert
-IT Pro) award. Erdal is also a Security Consultant and Certified Ethical
Hacker Trainer.

Recently, in April 2010, Microsoft went one step further and announced
Erdal Ozkaya as the FIRST Microsoft Certified Leaning Consultant in
Australia. There are only 16 recipients of this award in the world, with
only one recipient in Australia.
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Blerrnsoft Lo atene Tel 0% AT BOBD
O Relironcds Wiay Fax 435 536 TI2H

Bpcimond, WA SI0LI-619 Bt ol mic rono o

ae Microsoft
Thursday. January 01, 2015

Re: Erdal Ozkaya, Most Valuable Professional, Windows Expert-(T Pro

To whom it may concam,

It is with greal pride we announce thal Tim Barrell has been awarded as a Microsoh® Most Valuable Professional
(MVP) o 1172015 - 1A12016. The Microsoft MVP Award i an annual award thal recognires exceptonal
lechnelogy communily leaders workdwise who actively share their Righ quality, real world expertiss with users and
Microsoft. Al of us al Microsofl recognize and appreciate Tim's exiraordinary contributions and wanl to lake this
opportunity bo share our appreciation with you.

With fewer than 4,000 awardess workdwide. Microsolt MVPs represent a highly select group of exparts. MVPs
share a deep commitment o community and a willingness to halp others. They represent the diversity of loday's
technical communities. MVPs ane present in ower 90 countries, spanning mone than 30 languages, and over 70
Microsofl technologies. MVPs share a passion for lechnology, a wilingness to help olhers, and a commitment 1o
community. Thesa are the qualties thal make MVPs exceplional community leaders. MVPs' eflors enhance
peophe's lhves and condribule bo our indusiry’s success in many ways. By sharing their knowledge and experences,
and providing objeciive lesdback, they help paople sobve problems and discover new capabilites every day. MVPs
are lechnology's besl and brighlest, and we are honored lo welcome Tim as one of them.

Ta recognize the contribulions they make, MVPs from around the word have the cpportunity o maet Microsoll
axeculives, notwork with pears, and position themselves as lechnical community leaders. This is accomplished
through speaking engagemonts. ong on ong cusiomer gvenl participation and iechnical content developmeant.
MVPs also receve parly access to technology through a variety of programs offered by Microsolt, which keeps
tham on the cutting edge of the softwans and hardware industry.

As @ recipient of this year's Microsoll MVP award, Tirm joins an exceplional group of individuals from amund the
word who have demonstrated a willingness to reach oul, share their technical expertise with others and halp
individuals maximize their use of lechnology.

5 by

Corporate Vice President
Developar Exparence & Evangelism
Microsolt Conporation
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iT. | WGRess

Don't miss Erdal's update on the current cyber security threat profile

Dear CSU Students,

Join Microsoft Cybersecurity Architect Dr Erdal Ozkaya tonight to hear about current threats and his fascinating doctorate research.

I first met Erdal back in 2012 when he was Chief Technology Officer for an IT infrastructure design company called Fastlane. Erdal's enthusiasm and
vitality was infectious and | couldn't help but suggest he channel it into postgraduate study. Erdal soon went on to enrol in one of our cyber security

master degrees, later taught some of the subjects, published several best-selling books on cyber security and just last year graduated from our Doctor of
IT. Today Erdal "travels the world helping companies that have been hacked and companies who are about to be hacked"

Agenda

[43]



Leading IT security expert, Erdal
Ozkaya, now lecturing at Charles Sturt

B vl EEE o DO

WhaTech Channel: IT Education News
Published on Monday, 09 December 10:23
Submitted by Stern Curator

' '
r
ARt ool Sl ™ d
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APPLICATION DELIVERY SUPPORT FREETRIAL

Congratulations Erdal: KEMP Technologies Australia / New Zealand
Regional Director, Erdal Ozkaya, Awarded Microsoft MVP

3 it
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can imize their business through M. ft technologies such as Server 2012, Office 36

Ei T
and Windows 8.

W Twest 2 g+«

ading the technolog atus quo and
ting sales. In line with their commitment to empower businesses through technology, Microsoft, together with its
Certifisd Partner for Learning Solutions namely Fast Lane, brought Erdal Orkaya, one of their top global IT experts to
share expertise to existing and potential SME members of Microsoft Philippines Enterprise Partners during an MVP Led
Community Event.

that runs your busines

uld mean the difference between keeping the

Erdal Ozkaya is one of Microsoft's Most Valuable Professionals (MVP) and an expert in several Microsoft products such
as Active Directory, and Windows Client and Server. During the forum, Ozkaya shared his knowledge and expertise on
the importance for SMEs and local businesses to maximize and enhance their IT infrastructure with Microsoft

-5 can maximize leading
vement of their busin

technologies to help them achieve business growth. He also discussed how Filipino busine:
such as Server 2012, Office 265 and Windows & to accelerate the achi
goals through enhancing their computing and IT ecosystem,

Server 2012 and Office 365, along with the recently launched Windows &, are part of Microsolt's efforts to make
technology affordable and available to more businesses and individuals to help strengthen their productivity and
efficiency.
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IT Security Guru, Erdal Ozkaya Joins emt

& 12 February, 2015 & commentoff = @ 4 Views

emt Distribution, the specialty IT security products distributor
announced the expansion of its team with the appointment of
Erdal Ozkaya as Chief Information Security Officer (CISO).

Erdal is an IT Security Guru with business development and
management skills, and is armed with world

class qualifications, such as Master of Information Systems

Security (M.].S), Bachelor of Information Technology (B.1.T.),

MVP, Microsoft Cerified Trainer, Microsoft Certified Leaning
Consultant, ISO27001 Consultant. Certified Ethical Hacker

(CEH), Certified Ethical Instructor, and Licenced Penetration

Tester. He is also completing his Doctor of Philosophy (Ph.D.) I
in IT Security.

He Is also a globally recognised award winning speaker and technical expert and has been part of several major conferences such
as; Microsoft TechEd, Hacker Halted, Microsoft Management Summit, AusCERT, trade shows and have featured in webcasts for
Microsoft and EC-Council and many other vendors. He was awarded “Best Speaker” in TechEd Australia and won the “Circle of
Excellence Award” from EC Council. His proven success deployments especially in the areas of Microsoft workloads in real life has
become subject to |T magazines across Australia and New Zealand.
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Next is Erdal Ozkaya, the chief information security
officer and vice president of emt Distribution, based in
Dubai. A prolific speaker and security specialist, it's
clear why his presentations are popular in the cyber
community. His language and personality are
supercharged when discussing security. Each answer
comes as if it's been shot out of an electric socket.

“The first thing that comes to mind when these events
happen is that it's a cyber attack from China,” says
Ozkaya.

MODERNTRADER

Hacking away at th 1972

STRUCTION 70 TRAUERS I THE EVENT OF ~ &
-~ "CACYBER ATTACK UPON AN EXCHANGE 5

?Emu THE FIRST WARNING:
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Viva Bahrain eyes Microsoft
cloud computing platform
MANAMA, 4 days ago

summit

Viva Bahrain is in advanced stages of
negotiation with Microsoft for the latter's
cloud computing platform - Azure for
business, it has emerged.

A statement issued by Microsoft quoted
Viva Bahrain director for technology
strategy and control Dushko Kantardjiev as
saying that the felecom operator was
exploring a handful of services and
enablers that would benefit its business,
both in terms of support and cost, said a
report in the Gulf Daily News (GDN), our Participants at the summit
sister publication.

Enter the Portal for the

latest trade news

“Microsoft Azure is a very viable and feasible option for VIVA and for businesses in general as it offers
flexibility, security, reliability and fast time to market,” Kantardjiev said.

The statement was issued after the conclusion of Microsoft's first Azure Summit in Bahrain. Organised in
collaboration with EMT Distribution, the Microsoft Azure Summit roadshow kicked off in the UAE and is
touring the GCC countries with Kuwait being the next stop.

BEC

IT security guru Erdal Ozkaya addressed the audience in Bahrain and spoke about the cloud and Microsoft
Azure, different security aspects and customer concems e
EE Calendar of Events
“Microsoft is taking important milestones to show customers that they care about security and about the data

hosted on their cloud as part of their aim to provide customers the best experience regardless of the platform

Hee e e — eti—_4

Microsoft says Azure is a growing collection of integrated computing services for storage, data, networking Su Mo Tu We Th Fr Sa
and an application that helps businesses move faster, do more, and save money. - TradeArabia News
Service
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Microsoft, ISSAN collaborate to raise cyber security
awareness

Minimizing the effects of Cyber Attacks at UAE Banks.
An exclusive workshop run by Arab Emirates
Computer Emergency Response Team to all UAE
Banks inc Central Bank by Erdal Ozkaya

THLICOMMUNICATIONS REGULATORY AUTHORITY

[Hirrve i ————
Intelligent security is key to fight
e o e e SOPhisticated threats

PO—
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Intelligent security Is increasingly becoming vital as GCC CISOs continue to battle against increasingly

sophisticated threats, according to experts. . T =
Siber glivenlik konusu tiim boyutlariyla ele ~_ g
alindi Erdal Ozkaya, Cybersecurity Architect at ‘

Microsoft, said, “An alarming number of

regional organisations are still using
outdated strategies and authentication
models, even as international headlines
continue tollustrate the intensity of the

ongoing battles against bad actors.”

Ozkaya made these remarks during

Microsoft’s most recent CISO Executive Series, where industry experts and Chief Information Security Officers

gathered to share and discuss current trends in

Ioi )l puhiini s
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Chapter 12: How to Get Hired in
Cybersecurity, Regardless of Your

Background

S
HAVE EXPERIENCED
AN APT ATTACK®

OF N BEING
HACKED THROUGH 10T
DEVICES IS HIGH OR
MEDIUM"

Cyberattacks are growing,
but the talent pool of defenders
is not keeping pace.
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Questions on Technical Depth
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How to Obtain Talent in 60 Days

Identify common language projects and tasks for the

role i
Identify amount of time individual will spend on each
task and project Responsibilities

Identify correct salary for desired role

Understand and share need and growth strategy of this
role with perspective candidates

Have a quick and efficient interview process

. litigation holds

Expect applicant is passive and has many people
courting them.

Make offers quickly

A whopping 82 percent of Fortune 500 executives don’t believe that
their companies recruit highly talented people.

% of Fortune 500 executives who agree that their organizations ...

... recruit ... know who are high ... retain ... develop ... quickly
highly talented people and low performers high people quickly and remove low
performers effectively performers
18 14 7 - 3 = 3 =
McKinsey&Company | Source: “McKinsey Global Survey: War for talent 2000,” refreshed in 2012
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Hear from our Microsoft recruiters

To help you as you consider a career at Microsoft, we've assembled a wealth of information to
help you land your perfect job. Read on.

We see you

Bwicrosoft

How to land a job at Microsoft via How to ace a technical interview at How to land a job at Microsoft Flip the script: how to interview a
Social Media Microsoft Recruiters share their best tips for getting an interview company
Recruiters reveal what makes you stand out. Intimidated? Don't be. Recruiters share tips to help you and nailing it At recruiting events, take control of your job search by

succeed putting your prospective company in the hot seat.

] Q

CiIsCo

About Cisco | Working at Cisco / Students and New Graduate Programs |

Interview Tips

7\
W\ ‘\\‘_\\'\

Ace the interview

Want to know what we're looking for even before we meet? Use our top interview tips from inside
sources.
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Develop the products and tools of the future for Equip businesses with the right tools to help them Connect users 1o the product magic.
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Business Strategy
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Learnmore  See jobs business.

Learnmore  Seejobs

Legal
9 L & People
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Business lines Global brands [t Min M v] ®) Select location ENUS EN-UK FR IT +
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