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OuterVision® Power Supply Calculator

Real Power Consumption

QuterVision Power Supply Calculator is the most accurate PC power consumption calculator available and Is trusted by computer enthuslasts, PC hardware and power
supply manufacturers across the Glebe. Are you bullding a medern gaming PC, low power HTPC med|a server, or maybe you need to figure out power requirements
for a rack in a data center? We've got you covered - OuterVision PSU Caleulator will help you to select a suitable pawer supply unit and even Uninterruptible Power
Supply (UPS) for your system. Building cryptocurrency mining rig? Check our Mining Rig Builder tool.

Video Card Overclock

Basic version of the OuterVislon Power Supply Calculator allows users to quickly estimate power consumption with minimal selection of PC parts. On the other hand,
our Expert, more advanced version of the PSU Caleulater greatly extends the ability to select various PC parts and companents, adds CPU and Graphics card
overclocking, and allows cansumers to caleulate PC energy consumption, compare PSU efficiencies, and ultimately project energy cost.
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Chapter 2: Server Internals
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Chapter 3: Data Storage
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"® Quota Settings for (C:)

Quota

! Status: Disk quotas are disabled

[V Enable quota management
[_] Deny disk space to users exceeding quota limit

Select the default quota limit for new users on this volume:

(® Do not limit disk usage
(O Limit disk space to No Limit

Set warning level te No Limit

Select the quota logging options for this volume:

[_] Log event when a user exceeds their quota limit
[_]Log event when a user exceeds their wamina level

" Quota Entries...

OK || Cancel | Apply




Disk Space Summary

Summarized Data
Data shown for most recent scans
Summarized Data

Computer  Drive Last Check
TEST-1 (= 8/1/2014
8:13:50 AM
Archive Cr 8/1/2014
[192.168.7.2] 10:16:50 AM
192.168.7.101 C: 8/1/2014
8:13:51 AM
BIGDELL C: 8/1/2014
10:11:23 AM
D2 c: 8/1/2014
9:37:15 AM
D2 D: 8/1/2014
9:37:15 AM
DOMAIN =] 8/1/2014
10:11:23 AM
LAB c: 8/1/2014

8:13:51 AM

Free (-

1.5G8

356 GB

2.6 GB

1757 GB

122.6 GB

13.5GB

1.1GB

2.6 GB

% Free

18 %

38 %

31 %

94 %

26 %

12 %

13%

31 %

Predicted Full ~

8/28/2014
10:24:39 AM

7/18/201%
10:24:39 AM

Total (GB)

a8GB

931.5GB

aGe

1862.5 GB

465.8 GB

107.1 GB

8Ge

aGe

All Reporis

Used (GB)

6.5 GB

575.5 GB

5.4 GB

106 GB

343.2 GB

93.7 GB

6.9 GB

% Used

82 %

62 %

69 %

88 %

87 %

69 %




Chapter 4: Server Operating Systems
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-,j Device Manager
File Action Help

a«s @ HmE B

v &% DESKTOP-OR4TO3U
- i Direct memory access (DMA)

. 3§ Input/output (10)

v i Interrupt request (IRQ)
£ (ISA) 0x00000000 (00) System timer
(ISA) 0x00000001 (01) Standard PS/2 Keyboard
£ (ISA) 0x00000008 (08) System CMOS/real time clock
0 (ISA) 0x0000000C (12) Synaptics SMBus TouchPad
€3 (ISA) 0x00000036 (54) Microsoft ACPI-Compliant System
£3 (1SA) 000000037 (55) Microsoft ACPI-Compliant System
€3 (ISA) 0x00000038 (56) Microsoft ACPI-Compliant System
£3 (1SA) 000000039 (57) Microsoft ACPI-Compliant System
€3 (ISA) 0x0000003A (58) Microsoft ACPI-Compliant System
£ (1SA) 0x0000003B (59) Microsoft ACPI-Compliant System
£3 (ISA) 0x0000003C (60) Microsoft ACPI-Compliant System
£3 (ISA) 0x0000003D (61) Microsoft ACPI-Compliant System




gg Device Manager

File Action View Help
&= 5w 52

v % DESKTOP-OR4TO3U
i Direct memory access (DMA)
v 3 Input/output (I0)
£33 [0000000000000000 - 000000000000001F] Direct memory access controller
£ (0000000000000000 - 0000000000000CF7) PCI Express Root Complex
£ [0000000000000020 - 0000000000000021] Programmable interrupt controller
£ [0000000000000024 - 0000000000000025) Programmable interrupt controller
£ [0000000000000028 - 0000000000000029) Programmable interrupt controller
£ (000000000000002C - 000000000000002D) Programmable interrupt controller
£ [000000000000002E - 000000000000002F] Motherboard resources
= [0000000000000030 - 0000000000000031] Programmable interrupt controller
£ [0000000000000034 - 0000000000000035] Programmable interrupt controller
3 [0000000000000038 - 0000000000000039] Programmable interrupt controller
l:_I [000000000000003C - 000000000000003D] Programmable interrupt controller
3 [0000000000000040 - 0000000000000043] System timer
£3 (000000000000004E - 000000000000004F] Motherboard resources
3 [0000000000000050 - 0000000000000053] System timer
= [0000000000000060 - 0000000000000060] Standard PS/2 Keyboard
£ [0000000000000061 - 0000000000000061] Motherboard resources
3 [0000000000000062 - 0000000000000062] Motherboard resources
£3 [0000000000000063 - 0000000000000063] Motherboard resources
— [0000000000000064 - 0000000000000064] Standard PS/2 Keyboard

-




ao Device Manager

File Action View Help

s @ Hrm B

v &% DESKTOP-OR4TO3U
- . Direct memory access (DMA)
- B Input/output (10)
- I Interrupt request (IRQ)
~ 3 Memory
£3 [00000000000A0000 - 00000000000BFFFF] PCI Express Root Complex
£= (00000000000C0000 - 00000000000C3FFF] PCI Express Root Complex
= [00000000000C4000 - 00000000000CTFFF] PCI Express Root Complex
3 [00000000000C8000 - 00000000000CBFFF) PCI Express Root Complex
3 [00000000000CC0O00 - 00000000000CFFFF] PCI Express Root Complex
£3 [00000000000D0000 - 00000000000D3FFF) PCI Express Root Complex
3 (00000000000D4000 - 00000000000D7FFF] PCI Express Root Complex
= (00000000000D8000 - 00000000000DBFFF) PCI Express Root Complex
3 [00000000000DC0O00 - 00000000000DFFFF) PCI Express Root Complex
= (00000000000E0000 - 00000000000E3FFF] PCI Express Root Complex
3 (00000000000E4000 - 00000000000E7FFF) PCl Express Root Complex
= (00000000000E8000 - 00000000000EBFFF] PCI Express Root Complex
3 [00000000000ECO00 - 00000000000EFFFF] PCI Express Root Complex
= (00000000000F0000 - 00000000000FFFFF] PCI Express Root Complex
B9 (000000008CFFFO00 - 000000008CFFFFFF] Trusted Platform Module 2.0
£ [0000000090000000 - 000000009000FFFF] Motherboard resources
i [00000000S0000000 - 000000CODFFFFFFF] PCl Express Root Complex

£= [0000000090010000 - 000000009001FFFF] Motherboard resources




;& Device Manager
File Action View Help

& m 0 HE B EXG

v &% DESKTOP-OR4TO3U
~ . Direct memory access (DMA)
= 4 Direct memory access controller
» ‘ Input/output (10)
- B Interrupt request IRQ)
4 ‘ Memory

Driver Details Events Resources

General

n Direct memory access controller

Resource settings:

Resource type  Setting

M voRange 0093 - 009F
M /ORange  00CO - 00DF
3 oma 04 7
Setting based on:  [Cumeant configuration
Use automatic settings Change Setting...
Conflicting device fist:
[No conflicts.

Cancel




(D ModuleHelp [ Help

Search

@ About System
— 3 Memory
— @ Energy Information
- [ Device Informaticn
i~ & Device Viewer
B USB Devices

(D I0-Ports
(@ DMA-Channels

(@ IEEE 1394 Devices
=@ Interrupts

) Netwo
— B Metwork Interfaces
" @ Samba Status
~- [ Graphical Infarmaticn
- m OpenGL
I~ X-Server
' Wayland

Information About This System

KDE Plasma Version:
Qt Version:

Kemel Version:

05 Type:

Processors:

Memory

Kubuntu 15.10
bttpcs e kubuntu org

Software

54.2

5.4.2
4.2.0-23-generic
64-bit

Hardware
4 x Intel® Core™ i5=-3320M CPU @ 2.60GHz
: 3.7 GIB of RAM




o Applications
Space :
~ Libraries

Hardware

Monolithic Kernel

Applications

Hardware

Microkernel

[root@localhost init.dl# 1ls -1
14 S0llogging 13 S40network
16 sSl0udewv 15 shl0dropbear
17 sz20urandom 11 rcK
[root@localhost init.d]l# 1s -il
Lotal 28
14 -rwxr-xr-x root

16 —IwXr-xr-x root
17 -rwixr-xr-x root
13 -rwxXr-xr-x root
15 -rwxr-xr-x root
11 -rwiXr-xr-x root
12 -rwxr-xr-x root
[root@localhost init.dl#

S01logging
S10udev
S20urandom
S40network
S50dropbear

rcs




Boot Priority Options

P ————

HDDULO/SSE)

usB |

ﬁ System Information

File Edit View Help

-Hardware Resources 0 Te E
& Components BIOS Version/Date INSYDE Corp. 5.10, 9/21/2015

£| Software Environment SMBIOS Version 27

Embedded Controller V... 5.00
UEFI




File Action View Help
e 2@ BA » M E

A« Computer Management (Local)|| Volume | Layout | Type | File System Actions
« i p—— . q :
Iz System Tools (C'.} N Sllmple Bas!c NTFS (BitLocke Disk Management
@ Task Scheduler == (Disk 0 partition 2) Simple Basic . -

[2] Event Viewer

22| Shared Folders

& Local Users and Groups
@ Performance

HGST HTS541010A9E680 Properties

General Polices Volumes Driver Details Events

-_.",‘, Device Manager Disk Information

v g Storage Disk: Disk 0
= Disk Management
— ag Type: Basic

=4 Services and Applications

GUID Partition Table (GPT)

Unallocated space: 4 MB

Reserved space: 100 MB

Volumes
Volume Capacity
- (C) 952407 MB
= Recovery 499 MB
- 844 MB

Properties

o] oo




Microsoft DiskPart version 10.0.17134.1

Copyright (C) Microsoft Corporation.
On computer: DESKTOP-ORA4TO3U

DISKPART> LIST DISK
Disk #i## Status ] Free Dyn Gpt
Disk @ Online 931 GB 1024 KB - A;_
DISKPART> SELECT DISK @
Disk © 1s now the selected disk.

DISKPART> LIST PARTITION

Partition ### 1 Offset

Partition Recovery N 1024 KB
Partition System N 500 MB
Partition Reserved i 600 MB
Partition Primary 616 MB
Partition Recovery N 930 GB

DISKPART>




System

Processor: Intel(R) Core(TM) i7-5500U CPU @ 240GHz 240 GHz
Installed memory (RAM):  8.00 GB

System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display

UChange settings

Computer name, domain, and workgroup settings

Computer name:

Full computer name:

Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00330-80000- ’Change product key




~ = o

System Properti

[41]

) \,‘[I

ComputerName Hardware Advanced System Protection Remote |

_ MUEEUEIE  Computer Name/Domain Changes X
—_ the network.

You can change the name and the membership of this computer.

e Changes might affect access to network resources.
Full computer name: Computer name:
Workgroup: SERVER+0OS1

Full computer name:

To use a wizard to join
Network ID. SERVER+0S1

More...
To rename this comput
workgroup, click Chang ~ Member of

(O Domain:
LAN-2

(® Workgroup:
WORKGROUP

OK Cancel




File Action View Help

o M G= HEE

B a s 4

A Computer Management (Local)|| Name

v i i
it é)fstem Tools %) Administrator
@ rasooe | B
: Guest
#| Shared Folders 5: -
v ¥ Local Users and Groups i
| Users P
- el B, WDAGULility...
@ Performance

& Device Manager
v 4 storage
=" Disk Management
s Services and Applications

Full Name

Description Actions

-~

Content.Outlooky,

Built-in account for adminis| | Users
A user account managed by || More_. B New U

- ew User..
Built-in account for guest ac

A user account managed an

Refresh
Export List..

Help




New User

User name: NewUser

Full name: New User Name
Description: This is a new local user
Password: | esecssessee
Confirm password: secccccsccs)

/] User must change password at next logon
User cannot change password

Password never expires

] Account is disabled

Help Create

Close




NewUser Properties ? X

General Member Of Profile

Member of:

L+ Administrators

Changes to a user's group membership
Add... Remove are not effective until the next time the
user logs on.

OK Cancel Apply Help




& Createin: /domain_users/admin

First name:
Last name:

Full name:

User logon name:

Im

Newuser

Im A Newuser

newuser i

@serverplus.info

User logon name (pre-Windows 2000):

Join a domain

Domain name

ServerPlusDomain




Wired AutoConfig

Start the service

Description:

The Wired AutoConfig (DOT3SVC)
service is responsible for performing
IEEE 802.1X authentication on
Ethernet interfaces. If your current
wired network deployment enforces
802.1X authentication, the DOT3SVC
service should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
resources. Wired networks that do
not enforce 802.1X authentication are
unaffected by the DOT3SVC service.

Name

@Xbox Game Monitoring

1€ Xbox Accessory Managemen..
i€ WWAN AutoConfig

€L WRSVC

@Workstation

@;WMI Performance Adapter
1€ WLAN AutoConfig
* AWired AutoConfig
1€ WinHTTP Web Proxy Auto-D..
@Windom Update Medic Ser...
@Windows Update

-d; Windows Time

1€). Windows Search

{61 Windows Remote Managem..

Description

This service monitors games.

This service manages connected Xbox
This service manages mobile broadbai
Webroot SecureAnywhere Internet Sed
Creates and maintains client network g
Provides performance library informat
The WLANSVC service provides the lo
The Wired AutoConfig (DOT3SV
WinHTTP implements the client HTTP 4
Enables remediation and protection o
Enables the detection, download, and
Maintains date and time synchronizat
Provides content indexing, property ca

Windows Remote Management (WinR




: = | 4 _
Dashboard Manage  Tools

Add Roles and Features

WELCOME TO SERVER MANAGER

0 Configure this local ser

Remove Roles and Features

Add Servers
Create Server Group

Server Manager Properties

QUICK START
2 Add roles and features

3 Add other servers to manage

4 Create a server group

ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Servers total: 1




DESTINATION SERVER

Select server roles WIN-UCGRCGOMOCO

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection | Active Directory Certificate Services
(AD CS} is used to create
[[] Active Directory Domain Services certification authorities and related

[] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services :::g;a::g:;szf e
[C] Active Directory Rights Management Services

[ Application Server

[w] DHCP Server (Installed)

DNS Server (Installed)

[ Fax Server

[®] File And Storage Services (Installed)
[ Hyper-V

[] Network Policy and Access Services
[] Print and Document Services

[[] Remote Access

[] Remote Desktop Services




DESTINATION SERVER

Installation progress

View installation progress

e Feature installation
[

SMTP Server Tools
SMTP Server
Web Server (lI5)
Management Tools
IS 6§ Management Compatibility
IS 6§ Management Console
15 & Metabase Compatibility
Web Server
Health and Diagnostics
ODEC Logging

[V You can close this wizard without interrupting running tasks. View task progress or open this
i page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | % - Cancel




Chapter 5: Addressing




192.168.10.112

/m\

192.168.10.120

132.18.0.0
NAT Table

192.168.10.112 -
98.138.219.231

192.168.10.101 -
172.217.14.238

192.168.10.120 -
199.181.132.250

98.138.219.231




Collision Domain

........................................

Workgrou
Switc% i To Gateway

.

Collision Domain

Collision Domain

m===========Broadcast Domain============

3 IPv4 Address N
Before
Network ID Host ID Subnetting
After

Network ID Host ID

Subnetting




e

Unicast

-

o®

Multicast

Yo
6')o
—

Anycast







Chapter 6: Cabling

Unshielded Twisted-Pair Copper Cabling i




Straight-Through Cable

Crossover Cable

1 e . N e e 1 1 1
2 I I C 2 2
3 mm mm I = mw 3 3 3
4 I [/ 4 [ — 4
5 W m m I e W 5 5 | 5
6 I I 5 6 6
/A = = W N B B 7 7 BN Em Eu I - . 7
8 I I S 8 . | 8
EIA/TIA 568B EIA/TIA 568B EIA/TIA 568B EIA/TIA 568A
Insulation
‘Copper Mesh

‘Copper Core










Outer Jacket Cladding

~
Kevlar Layer

Protective Layer Optical Core




o v
LC Single Mode Fiber Optic Cable

™,

ST Single Mode Fiber Optic Cable




-
1” Bend Radius

UTP/STP Cable
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Network Hardware
Firewall
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b 1
2SKI10D Conneclic
CaRIVY L

;/ Remote Desktop
»¢ Connection

Computer. SEA Admin

Username: None specified

The remote computer name is not valid. Enter a valid remote

computer name.

> Optons

Copnect




Help

MC Server address or search

192.168.0.1 - Praperties - O

General Options Expert

i

VINC Server: |19;'.15&0.1 |

Name: |Frienc||y identifier |

Labels
To nest labels, separate names with a forward slash (/)

|Enter a label name, or press Down to apply existing labels |

Security

Encryption: Let VNC Server choose i |

Authenticate using single sign-on (S50) if possible
[] Authenticate using a smartcard or certificate store if possible

Privacy
Update desktop preview automatically w




Guest 05 ===

Guest OS5

Hypervisor
Host OS Kernel

Host Operating System (0S)

Guest 0S5 =—»

— '

Hardware

Applications

Order -

-5
-

Databases




Chapter 8: Server Maintenance

Filter by Name

Approve = Reject =

Patch «

2018-04 Cumulative Update for Windows 10 Version 1709 for x86-based Systems (KB4093112)
KB4093112

2018-05 Cumulative Update for Windows 10 Version 1709 for x64-based Systems (KB4103727)
KB4103727

2018-05 Preview of Monthly Quality Rollup for Windows 7 for x86-based Systems (KB4103713)
KB4103713

Arabic Language Pack - Windows 7 Service Pack 1 (KB2483139)
KB24R3139

Bulgarian Language Pack - Windows 7 Service Pack 1 (KB2483139)
KB2483139

Chinese (Simplified) Language Pack - Windows 7 Service Pack 1 (KB2483139)
KB2483139




Settings

@ Home Windows Update
Find a setting o] ] You're up to date
Last checked: Today, 7:05 AM
Update & Security
Check for updates
2 Windows Update
¥ Windows Security
T Backup
Troubleshoot i
4 What's new
) Recovery Your device recently got the latest Windows 10 update with new features and important security
updates.
@ Activation
fh Find my device
B ror developers Looking for info on the latest updates?
i windows Insider Program
e 0o App Store
| < > || ShowaAll | (Q

The App Store keeps OS X and apps from the App Store up to date.

\\.._..// 4
@Automatically check for updates

(™ Download newly available updates in the background
You will be notified when the updates are ready to be installed

@ Install app updates
™ Install system data files and security updates

@Automatically download apps purchased on other Macs




W Lo
File Action View Help

% nm = Bm T

W Local Computer Palicy

Computer Configuration
) Software Settings

=
il

EBEBEE

+ (2] Windows Settings

Administrative Templates

~
it |
=

¢

Control Panel
Network
Printers
Server
Start Menu and Taskbar
Syitem
] Accest-Denied Ausittance
1 appv
1 wdit Process Creation
[ credentials Delegation
2] Device Guard
() Device Health Attestation Service
| Device Installation
2] Device Installation Restrictions
(] Dusk NV Cache
2 Dk Quotas
2 Display
) Diswributed COM

Prioritize all digitally signed drivers  Satting

‘aqually during the driver ranking
and selection process

€0 policy seting

Requirements:
At lesst Windows Vista

Deseription:

This pelicy setting allows you to
determine how drivers signed by 8
Microsoft Windews Publishor
certificate are ranked with drivers

installation peocess. Regacdless of
this policy setting. a signed driver
it still prfermed cver & dirver that
is not signed at all.

f you enable or do not configure
this policy setting. drivers that are

] Device Installation Restrictions

[ Pricritize all digitally signed drivers equally during the driver .
A 1 Configure device installation time-out

A1) Prevent creation of a system restore point during device activ..

11, Mllow remote access (o the Plug and Play interface

1] Turn off “Found New Hardware” balloons during device instal
11 Do not send a Windows exror repodt when a genenc driver is i
Prevent Windows from sending an error report when a device
] Prevent device metadata netrieval from the internet
11 Specify search order for device driver source locations
1| Specify the search server for device driver updates

514

Not con
Heot con
Hot cony
Not cony
Hot con
Hot cony
ot cony
Not con
Not cony
Mot con

Gtended | Sandaed)|




File View Options Help
Sensor Value Max
=0 DESKTOP-0R4TO3U
i 0692
._'I B Intel Core i7-5500U
- -1 Clocks
- BusSpeed 100 MHz 100 MHz
CPU Core #1 2394 MHz 2893 MHz
= 2 - CPU Core #2 2394 MHz 2694 MHz
E| # Temperatures
| i CPU Core #1 34.0 °C 45,0 °C
-+ CPU Core #2 34.0 °C 46.0 °C
.~ CPU Package 36.0°C 46.0 °C
. &1 Load
.~ CPUTotal 51% 26.6 %
- CPU Core #1 55% 31.3%
~ — CPUCore#2 47 % 24.2 %
- =1 Powers
: - CPU Package 1.6 W T6 W
- CPU Cores 09w 58W
CPU Graphics 00w 01w
i CPU DRAM 0.8W 11W
=l Generic Memory
- =8 Load
.~ Memory 40.6 % 416 %
. &-H Data
— Used Memory 3.2GB 3.3GB
i ~ Available Memory 4.7GB 4.7GB
=& HGST HTS541010A9E680
H & Temperatures
- Temperature 30.0 °C 30,0 °C
=B Load
- Used Space 58.0 % 58.0 %




Adapler k]
Caphare
i Expier
ERLEY
|t Tratfa: Monincring

& W Prosocod Exploned (1)
& W MAC Explaves (3)
= B 1P Exploser (4)
® QT Local Subaet (1)
oS Linklocal (1)

u 2 Multcast Addresses (8)
& E W internet Addresses (3) 1

o - ¢ — s s L
o] s ﬂ;) BB HET r QR 2|
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Chapter 9: Virtualization

Windows

Linux App App

Windows OS Linux 0S Windows OS

Virtual Server

—

= =
b, Teh | AR

e Hvpervisor
e

Physical Hardware

Physical Hardware




Virtual Machines

Physical Hardware




Chapter 10: Disaster Recovery

Disaster Recovery Plan
Business Continuity Plan
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Chapter 11: Security Systems and Protocols

General | Security |privacy | Content | Connections | Programs | Advanced |

Restricted

Local infranet  Trusted sites
sites

Internet

¥ s [ stes |
This zone contains websites that you

trust not to damage your computer or

your files,
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] [ Default level J

\ Reset all zones to default level \

ook J[conced [ emy |




SSL/TLS Session N
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/ Requests Session
A) -
Certificate & Public Key

- B)
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/ Session key encrypted with public key public key

Data Transfer
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File Action View Help

e AR (REYN 7 M

3 Inbound Rules

Outbound Rules

-“-‘b Connection Security Rules
> E, Menitering

Name

ﬂ Windows Defender Firewall with Advanced Security

@ Windows Defender Firewall wit] e e et it ] Actions

Enabled Endpoint 1 Endpoint2  Authentication mode || Connection Security Rules
| ———

& & & & & & &

Tunnel Type
Select the type of tunnel to create

Siteps:

Rule Type

Tunnel Type
Requirements

Tunnel Endpoirts
Authentication Method
Profile

Name:

‘ Mew Connection Security Rule Wizard

What type of tunnel would you like to create ?
(®) Custom configuration
Specify the tunne! endpaints and the computers that can be reached at either end of the tunnel.
() Clientto-gateway
Use the local computer as one endpoint. Specify the remate tunnel endpoint and the computers
that can be reached through the tunnel
() Gatewaytoclient

Use the local computer as a tunnel endpeint &t one end of the tunnel. Specify the computers that
can be reached through the tunnel by a remote client.

Would you like to exempt IPsec-protected connections from this tunnel?

(8) Yes. I a network connection is already protected by IPsec through ancther connection security
rule, do not send the network packets for the connection through the tunnel

() No. Send all network traffic that matches this connection security rule through the tunnel.

*

e P
Original Message | %3

IP AH TCPI

AH Transport Mode [I75753 FEenTeg IV 2

ESP Transport Mode RV =Sl P TCPI
Header | Header p Headery UDP

TCP/
UDP

ESP Encrypted

ESP
Auth
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ACL:
Allow HTTP & email
Deny ICMP

ACL:
Deny Video

LY

ACL:
AllowHTTP

ACL:
Deny TFTP




Chapter 12: Physical Security and
Environmental Controls

AC Input

Online UPS

Bypass Circuit

Rectifier
AC-to-DC

~

Inverter
DC-to-AC

Circuit
Switch
 —

O
]

'_J_ﬁ

Battery
DC

h

=0

C3

: AC Output

Normal Power

Power Qutage
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Chapter 13: Logical Security

Advanced Security Settings for Documents O 2
Mame: CA\Users\ronpr\Documents
Owner: @outlook.com) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
B Allow SYSTEM Full control ChUsers\ronpr', This folder, subfolders and files
B Allow Administrators (DESKTOP-0R4TO... Full control ChUsers\ronpr’, This folder, subfolders and files
a Allow Ron Price (ron.price@outlookco..  Full control CAUsers\ronpry, This folder, subfolders and files
Add Remove View

Disable inheritance

[] Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply

# getfacl /usr

getfacl: Removing leading '/' from absolute path names
# file: usr

# owner: root

# group: root

user::rwx

group::r-x

other::r-x




Chapter 15: Common Hardware Issues

File Options Tools Help

Select CPU:  Processor #0 - |2 cCore(s) |4 Thread(s)
Processor Information Check for Intel Driver Updates
Model: | Intel Core i7 500U (Broadwell-U)
Flatform: | Socket 1168 (BGA1168)
Frequency: rmﬁnuz_(ssni 5:0)-. 8

VID: | 0.9274 v Modulation: |

Revision: [,-‘Fll . Lithography: |14 nm

CPUID: | 0:306D4 TOP: | 15.0 Watts

Processor #0: Temperature Readings

Power: | 2.2W | Law [ <oaw [ osw | oow
1 uc | J0SRC L gl 3 MRl stond),
Core #0: | 33°C [31°c [ 540 | 3%
Core #1: | 34°C [ s2c [ szec | 4%

File View Options Help
Sensor
= B DESKTOP-0R4TO3U
_ i 0692
@ @ Intel Core i7-5500U
| B-M Clocks
Bus Speed
CPU Core #1
| CPU Core #2
B ¢ Temperatures
CPU Core #1
CPU Core #2
CPU Package
. © B Load
CPU Total

File View Tools Help

Sensor Value Min | Max |
=18 DESKTOP-OR4TO3U
= [H Intel Core 7 55000
| B4 Voltages
L IAOffset +0000V +0.000V +0.000V
GT Offset +0.000V 0000V +0000V
LLC/Ring Offset +0000V +0.000V +0.000V
System Agent Offset +0.000V +0.000V +0000V
VID#0 093V 0918V 1095V
. VID#1 0925V 0921V 1003V
. B Temperatures
L. Package 38°C (100°F) 37°C (98°F) 52°C (125°F)
Core 20 U'CHI'F) 3N°C(BT°F) 48°C (118°F)
Core #1 3°C(9%6'F B°COI'H S51°COAB°H
ol Powers

Value Max

100 MHz 100 MHz
2394 MHz 2395 MHz
2394 MHz 2494 MHz

39.0*C 48.0°C
39.0°C 470°C
40.0°C 48.0°C
102 % 29.2%
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File

4= =

iy Dev

ce Manage

Action  View Help

mE HEHE B kX

* {4 Human Interface Devices
' *® IDE ATA/ATAPI controllers

» 3 Intel(R) Dynamic Platform and Therm,
&2 Keyboards

» [? Network adapters

- By security devices
» [ Sensors

» S Storage contrallers

w

<% Imaging devices

L1 Memary technology devices
i Mice and other pointing devices
B Monitors

= Print queues
D Processors

B Software devices
i Sound, video and game controllers

K= system devices

i Universal Serial Bus controllers
Generic USB Hub

Intel(R) USB 3.0 eXtensible Host Ci
Standard Enhanced PCl to USB
USB Composite Device

USB Composite Device

USB Root Hub

USB Root Hub (USB 3.0)

o G o e e

General Driver

g USBRootHub (

Driver Provider:
Driver Date:
Driver Version:

Digital Signer:
Driver Details -~
Update Drver

Roll Back Driver
Disable Device

Uninstall Device

Driver files:

Details Eusnte  Druuar Mansnamant

Driver File Details

<9 USB Root Hub (USB 3.0)

&

= C\WINDOWS!system32\DRIVERSIUSBHUB3 SYS
[ CWINDOWSsystem32\DRIVERS\USBPcap.sys

File version:
Copyright:
Digital Signer:

Microsoft Corporation
10.0.17134.1 (WinBuild.160101.0800)
@ Microsoft Corporation. All nghts reserved.

Microsoft Windows

[ ]

SMART

Hard Disk Error

The SMART hard disk check has detected an imminent failure.

To ensure no data loss,

and run the Hard Disk Test in System Diagnostics.

Hard Disk 1 (301)

F2

System Diagnostics

ENTER - Continue Startup

please backup the content immediately







§) PCPARTPICKER

B

System Build ' Build Guides ' Completed Builds Individual Parts

Current Part List

Permalink:  https://pcpartpicker.com/list/8tLPYT Markup: @ (ﬁ [bbl </> T

!, Warning: These parts have potential issues/incompatibilities. (See details.)

Component Selection

(i

CPU oo Intel - Core i7-8700K 3.7 GHz 6-Core OEM/Tray Processor

CPU Cooler Choose A CPU Cooler

Asus - ROG MAXIMUS XI HERO (WI-FI) ATX LGA1151

Motherboard Motherboard
s . Asus - ROG MAXIMUS XI HERO (WI-FI) ATX LGA1151
otherboar. - Motherboard




Chapter 16: Common Software Issues

Your PC ran into a problem and needs to restart. We're just
collecting some error info, and then we'll restart for you. (0%
complete)

We can't sign into your account

We can't sign into your account

This problem can often be fixed by signing out of your account and then signing back in.
If you don't sign out now, any files you create or changes you make will be lost.




E Check your computer for memory problems

Memory problems can cause your computer to lose information
or stop working.

—> Restart now and check for problems

(recommended)
Save your work and close any open programs before
restarting.

—> Check for problems the next time | start my
computer

Cancel




Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.

Tell me mor r ntrol in
Always notify
~.- Always notify me when:

*  Apps try to install software or make changes to my
computer

® | make changes to Windows settings

o Recommended if you routinely install new software
= - and visit unfamiliar websites.

Never notify




Advanced Security Settings for Windows

Name:

Owner:

Permissions

CAWindows
Trustedinstaller & Change

Auditing

Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to

EL Allow Trustedinstaller Full control None This folder and subfolders

BL Allow  SYSTEM Maodify None This folder only

HL Allow  SYSTEM Full control None Subfolders and files only

L Allow  Administrators (DESKTOP-OR4T.. Modify None This folder only

8L pllow  Administrators (DESKTOP-ORAT..  Full control None Subfolders and files only

8L Allow  Users (DESKTOP-OR4TO3UN\Users) Read & execute MNone This folder, subfolders and files

B Allow CREATOR OWNER Full control MNone Subfolders and files only

T Allow  ALL APPLICATION PACKAGES Read & execute None This folder, subfolders and files
QChange permissions. | | View

Enable inheritance |
[0k ]| concel | [AGH

-rw-rw-r-- 1 rprice rprice 40 Feb 2 13:00 all
dr-xr-xr-x 1 rprice rprice 4096 Feb 2 11:13 apps
-rwxrwxr-x 1 rprice rprice 40 Feb 2 13:00 gamel
-rwxrwxr-x 1 rprice rprice 40 Feb 2 13:00 game2
drwxr--r-- 1 rprice rprice 4096 Feb 2 11:32 games
drwxr-xr-x 1 rprice rprice 4096 Feb 2 11:13 misc
-r-xr-xr-x 1 rprice rprice 40 Feb 2 13:00 newgame
=I'——F~—r— 1 rprice rprice 40 Feb 2 13:00 oldgame
-rwxrwxr-x 1 rprice rprice 40 Feb 2 13:00 puzzle
drwxr-=r-~ 1 rprice root 4096 Feb 2 11:13 usr
drwxrwxrwx 1 rprice rprice 4096 Feb 2 11:13 Sl




&8 Sefect Administrator: Command Prompt

Microsoft windows [version 10.0.17134.523]

(c) 2018 Microsoft Corporation. All rights reserved.
C:\WINDOWS\system32>sfc /scannow

Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
verification 100% complete.

windows Resource Protection did not find any integrity violations.

C:\WINDOWS\system32>

C:\WINDOWS\system32>dism /Online /Cleanup-Image /CheckHealth

Deployment Image Servicing and Management tool
version: 10.0.17134.1

Image Version: 10.0.17134.523

No component store corruption detected.
The operation completed successfully.

Low Disk Space p ¢

You are running out of disk space on system (C:)

To free space on this drive by deleting old or unnecessary
files, click here...




= Task Manager
File Options View

Processes Performance App history Startup Users Details Services

v 22% 42% 8% 0% 4%
Mame Status CPU Memory Disk Network GPU | GPU Engine
> @ Google Chrome (19) 7.5%  803.8MB 0.1 MB/s 0 Mbps 0.8% GPUO-3D
ling (32 bit) 3.4% 20.4 MB 0.1 MB/s 0 Mbps 16% GPUD-3D
[®] Desktop Window Manager 2.6% 16.6 MB 0 MBy/s 0 Mbps 1.0% GPUO-3D

» ¥ Task Manager 2.5% 20.1 MB 0 MB/s 0 Mbps 0%

Windows - Out of Yirtual Memory

Your system is low on virtual memory. To ensure that Windows runs
propetly, increase the size of your virtual memory paging file. For
more information, see Help.




B Print Management
s B R
e rExsBE e
ﬁ Print Management Printer Name
% ? CI.‘lsholII Filters ‘amu;mpc‘m General Shaing Pots Adwanced  Color Management Securty Device Settings
- 3 EnntDESem T 8 Brother PC-FAX v. @ Always available =
> ) Divers M Microsoft Printto ¢, pitable from 1200 AM 1200 AM
s, i 8 Microsoft XPS Dox _
: "{ e mESend To OneNote  prioity: 1 _TI
P #8 Wondershare PDF =
» 9 Deployed Printers Oriver: Brother MEC-J450DW Printer © NewDriver.
® Spool print d 50 program finishes printing faster
zsm ® Spool print documents so program finishes printing faster
® Stant
¢ l
Brother MFCMS0DWS O Prnt dirg (® Start printing after last page is spooled
—— 1 [Hold mig () Start printing immediately
Document Name 4 Print spal
Okeepprit () Print directly to the printer
& Enable a{
—_— e ' Pin (] Hold mismatched documents
Print spooled documents first
[ Keep printed documents
Enable advanced printing features




@ Event Viewe

File Action View Help

o 7m HE

2] Event Viewer (Local) System  Number of events: 31,068

> q} Custom Views

~

v | ; Windows Logs Level Date and Time Source Event ID Task Category
E Application @ Error 2/3/2019 8:39:03 AM DistributedCOM 10016 None
El Security 0 Error 2/3/2019 8:35:10 AM DistributedCOM 10016 None
E] setup o Error 2/3/2019 8:34:14 AM DistributedCOM 10016 None
El System ® Information 2/3/2019 8:19:26 AM Service Control M... 7040 None
] Forwarded Events (i) Information 2/3/2019 8:17:07 AM Service Control M.. 7040 None

> [ Applications and Services Log| || (i) Information ~ 2/3/2019 7:16:04 AM Service Control M... 7040 None

| Subscriptions =
Event 10016, DistributedCOM b
Details

The application-specific permission settings do not grant Local Activation permission for the COM Server ~
application with CLSID
{NA3R10C5-RR46-4900-A94F-FANDRANS20160)

Log Name: System

Source: DistributedCOM Logged: 2/3/2019 8:34:14 AM
Event ID: 10016 Task Category: None

Level: Error Keywords: Classic

User: DESKTOP-0R4TO3U\ronpr ~ Computer: DESKTOP-0R4TO3U
OpCode: Info

More Information: Event Log Online Help

rprice@DESKTOP-0R4TO3U: /var/log/apt$ 1s -1

total 24

-rw-r--r-- 1 root root 19176 Jul 25 2018 eipp.log.xz
-rw-r--r-- 1 root root 883 Jul 25 2018 history.log
-rW-r-—-—- 1 root adm 134 Jul 25 2018 term.log
rprice@DESKTOP-0R4TO3U: /var/log/apt$ sudo more history.log

Start-Date: 2018-07-25 15:56:27

Commandline: apt-get --purge remove --assume-yes Alinux-.* Tinux-
Purge: Tlinux-headers-generic:amdé64 (4.15.0.29.31), Tinux-image-4.

ders-4.15.0-29:amd64 (4.15.0-29.31), linux-virtual:amd64 (4.15.0.
31), Tlinux-modules-4.15.0-29-generic:amd64 (4.15.0-29.31), linux-
Tinux-image-virtual:amd64 (4.15.0.29.31)

End-Date: 2018-07-25 15:56:30

Start-Date: 2018-07-25 15:56:33

Commandline: apt-get --purge remove --assume-yes Agrub-.*

Purge: os-prober:amd64 (1.74ubuntul), grub-common:amd64 (2.02-2uk
grub-legacy-ec2:amd64 (1:1), grub-pc:amd64 (2.02-2ubuntu8.2), gt
oad-Tists:amd64 (0.7)




Chapter 17: Common Network Issues

ﬂ Device Manager —
File Action View Help

o« @m0 HE B LXG

> s Disk drives
» O Display adapters

Intel(R) Dual Band Wireless-AC 7265 Properties

§ Events Resources Power Management
» I Firmware General A Driver Details
» WA Human Interface Devices
» " IDE ATA/ATAPI controllers ﬁ Intel(R) Dual Band Wireless-AC 7265
> =% Imaging devices
» 3 IntelR) Dynamic Platform and Thermal Fram ;
g Keyboards Device type: Network adapters
» [} Memory technology devices Manufacturer: Intel Corporation
> @ Mice and other pointing devices Location: PCI Slot 2 (PCI bus 2, device 0, function 0)
» [ Monitors
v [P Network adapters Device status

ER Hyper-V Virtual Switch Extension Adapte iThis device is working propery.
i Intel(R) Dual Band Wireless-AC 7265
7 WAN Miniport (IKEv2)
P WAN Miniport (IP)
7 WAN Miniport (IPv6)
¥ WAN Miniport (L2TP)
@ WAN Miniport (Network Monitor)
¥ WAN Miniport (PPPOE)
& WAN Miniport (PPTP)
59 WAN Miniport (SSTP)
» A Print queues
> I Processors

Y Securiy devies [ o ][ conen




\& Microsoft Support and Recovery Assistant for Office 365

We're done collecting your Outlook configuration details

Review the list below to see a summary of your OQutlook configuration. View results in my browser

Issues found ' Detailed View | Configuration Summary

MNew email notifications are not displayed -

Receipts and responses not processed automatically because 'Sniffer’ is disabled -

Automatic processing for meeting requests, read receipts and voting responses does not occur because the 'Automatically
process meeting requests and responses to meeting requests and polls’ setting (sniffer) is not enabled.
Click here to see an online solution to this issue

The address book information for your organization is probably out of date -
'Publish to WebDAV Server' is not available in Outlook -
Paossible problems due to non-default values specified under \RedirectServers -
Autodiscover information is incorrect due to cached information in the registry -
Incomplete or incorrect search results because AllowPhraseMatch is not 1 in the registry -
Add-ins have been automatically disabled because of performance or stability issues -

BITS service is not running -




B4 ronuBi2@yahoo.com |

[ Get Messages |~ ' Write v CJChat & Address Book | B Tag v 7 CQuick Filter Q, Search <Ctrl+K>
~ - ronu812@yahoo.com
& Inbox Thunderbird Mail -
~ 8 Local Folders
18 Trash 7
. I Email ]
* Outbox =

s, Read messages

O st

[ Accounts Your name: | Ron Price | Your name, as shown to others

.*::é View settings for this ai Email address: | you@example.com J Your existing email address

Password: | Password |

“% Setup an account: S 5
= Email & Chat ¢

f—
lin|  Create a new calendar

[ Advanced Features
J\ Search messages

i Get a new email address... Continue Cancel
“i Manage message filter:




#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Copyright (c) 1993-2019 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#' symbol.

For example:

- 97 rhino.acme.com
.10 X.acme.com

# source server
# x client host
localhost name resolution is handled within DNS itself.

12705001 localhost

i | localhost

52.216.238.66 www.packtpub.com



General Advanced Driver Details
Events Resources Power Management

. Intel(R) Dual Band Wireless-AC 7265

Resource settings:

Resource type Setting

3 Memory Range  00000000B1100000 - 0000000081101FFF
¥ ra OXFFFFFFF9 (-7)

OK Cancsel

Conflicting device list:
No conflicts.




Managers _Admin Sales

R —— e —3-F--}-
]
:
:
Trunk line ; Building 1
\ [
-
Router Swo '
! Building 2
:
=1
'
]
i Building 3
]

VLAN2 VLAN3 VLAN4

Troubleshooting has completed

Troubleshooting was unable to automatically fix all of the issues found. You can find more
details below.

Problems found
The default gateway is not available

The connection between your access point, router, or cable
modem and the Internet is broken

< Explore additional options

< Close the troubleshooter

View detailed information




Kernel IP routing table

Destination Gateway Genmask Flags Metric
127.0.0.0 0.0.0.0 255.0.0.0 U 256
127.0.0.1 0.0.0.0 255.255.255.255 256
127 .255.255.255 0.0.0.0 255.255.255.255 U 256
224.0.0.0 0.0.0.0 240.0.0.0 U 256

10.1.10. U

J.0.0.0 . B U 5
10.1.10.156 0.0.0.0 255.255.255.255 U 256
10.1.10.255 0.0.0.0 255.255.255.255 U 256
224.0.0.0 0.0.0.0 240.0.0.0 U 256
255.255.255.255 0.0.0.0 255.255.255.255 U 256

C:\WINDOWS\system32>tracert comptia.org

Tracing route to comptia.org [198.134.5.6]
over a maximum of 30 hops:

2 ms 9 ms 9ms 10.1.10.1

24 ms 19 ms 18 ms 96.120.102.249

25 ms 27 ms 20 ms po-107-rur0l. sEokane.wa.5eatt1e.comca5t.net [96.108.165.245]

16 ms 20 ms 17 ms Eo—Z—rurOZ.spo ane.wa.seattle.comcast.net [69.139.160.126]

e-37-ar0l.seattle.wa.seattle.comcast.net [68.86.96.5]

28 ms 29 ms 28 ms be-33650-cr0l.seattle.wa.ibone.comcast.net [68.86.93.165]
30 ms 28 ms 28 ms be-10847-pel2.seattle.wa.ibone.comcast.net [68.86.86.226]
30 ms 28 ms 27 ms 66.208.232.182
90 ms 88 ms 82 ms 216.156.16.80.ptr.us.xo.net [216.156.16.80]

10 95 ms 98 ms 86 ms 207.88.12.228.ptr.us.xo.net [207.88.12.228]

11 83 ms 88 ms 88 ms 207.88.12.144.ptr.us.xo.net [207.88.12.144]

12 84 ms 98 ms 88 ms 207.88.12.190.ptr.us.xo.net [207.88.12.190]

13 84 ms 86 ms 89 ms 207.88.12.189. ptP.us.xo.net [207.88.12.189]

14 89 ms 88 ms 88 ms 207.88.12.164.ptr.u .net [207.88.12.164]

15 95 ms 88 ms 88 ms 216.156.16.199.ptr. us xc net [216.156.16.199]

16 92 ms 86 ms 88 ms 216.55.11.62

17 105 ms 90 ms 108 ms 198.134.5.6

18 124 ms 98 ms 89 ms 198.134.5.6

Trace complete.




connection-specific DNS suffix . : hsdl.wa.comcast.net

Description . . . . . . . . . . . : Intel(R) pual Band wireless-AC 7265
Physical Address. . . . . . . . . : 5C-E0-C5-B6-B3-9A
DHCP Enabled. . . . . . . . . . . : Yes
Autoconfiguration Enabled . . . . : Yes
IPv6 Address. . . . . . . . . . . : :e300: :492f (Preferred)
Lease Obtained. . . . . . . . . . : Saturday, February 2, 2019 2:30:29 PM
Lease Expires . . . . . . . . . . : Saturday, February 16, 2019 9:47:35 AM
IPv6 Address. . . . . . . . . . . :e300:8db7:a325:a3b3:74df(Preferred)
Link-local 1IPv6 Address . . . . . : 25:a3b3:74df%9(Preferred)
iPv4 Address. . . . . . . . . . . :10.1.10. lSG(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.25
Lease obtained. . . . . . . . . . : Saturday, February 2, 2019 2:30:27 PM
Lease Expires . . . . . . . . . . : Sunday, February 17, 2019 7:33:39 AM
pefault Gateway . . . . . . . . . : £f:fe2e:2ac3%9

10.1.10.1
DHCP Server . . . . + « + « &+ +« & :10.1.10.1
DHCPvG IAID . . . . . + « « « . . : 56418501
DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-23-50-8F-78-5C-EQ0-C5-B6-B3-9A
DNS Servers . . . . . . . . . . . : 2001:558:feed::1

2001:558: feed::2

75.75.75.75

75.75.76.76
NetBIOS over Tcpip. . . . . . . . : Enabled

rprice@ubuntu:~% nslookup packt.com
Server: /5.75.75.75
Address: 75.75.75.75#53

Non-authoritative answer:
Name: packt.com
Address: 52.216.225.242




Chapter 18: Common Storage Issues

Low Disk Space
You are running out of disk space on
Local Disk (D:).

Click here to see if you can free space
on this dnve.

Windows Explorer




< Local Disk (C:) Properties

Security Previous Versions Quota
General Tools Hardware Sharing
Error checking

This option will check the drive for file
- system errors.

¥ Check

Optimize and defragment drive

& Optimizing your computer’s drives can help it run
‘ more efficiently.

Optimize




General Policies Volumes Driver Details Events

Whrite-caching policy

Enable write caching on the device

Improves system performance by enabling write caching on the
device, but a power outage or equipment failure might result in data
loss or comuption.

[] Tum off Windows write-cache buffer flushing on the device

To prevent data loss, do not select this check box unless the
device has a separate power supply that allows the device to
flush its buffer in case of power failure.




v Disk Management
File Action View Help

s | mER =XMEBE

'Healt_h;,r (EFI anem _P;rtiti Healthy (OEM Partition)

Volume I Layout | Type | File System I Status | Capacity [ Free Spa... I % Free
== (Disk 0 partition 1) Simple Basic Healthy (E... 499 MB 499 MB 100 %
= 05Disk (C:) Simple Basic NTFS (BitLo... Healthy (B... 464.77 GB 38939GB 84%
= Windows RE Tools  Simple Basic NTFS Healthy (... 499 MB 483 MB 97 %
= Disk 0 — - =«
Basic [ oo Windows RE Tools 0SDisk (C:)
465.75 GB ‘499 MB 77 | 499 MB NTFS 484.77 GB NTFS (BitLocker Encrypted)
Online Healthy (Boot, Page File, Crash Dump, Primary Partition)

/dev/sda - GParted

GParted Edit View Device Partition Help

a ¢ __l/devisda  (298.09 GiB) v

Jdevfsdal

254.81 GiB
Device Information Partition File System  Mount Point  Size Used | Unused
Model: ATA ST9320320A5 : " P
Size:  298.09 GiB fdev/sdal '% B exta _.F 254.81 GiB ' 245.77 GiB 9.03 GiB
Path: /dev/sda unallocated = unaJIocated: 18.87 GiB. - =

New Partition #1 ¥ ntfs 19.53 GiB asi =
ERETIAOIL I (- 115000 /dev/sda3 linux-swap : 4.88 GiB. - -
Heads: 255 T‘ u B :
Sectors/track: 63
Cylinders: 38913
Total sectors: 625137345
! ] >.

@ Delete /dev/sda2 (unknown, 19.53 GiB) from /dev/sda
| & Create Primary Partition #1 (ntfs, 19.53 GiB) on /dev/sda

2 operations pending




[orucanos | versoa ]

User:root Server:

Sun StorageTek™ Common Array Manager

L) Alams Storage System Summary
i ﬁém? mm‘ To manage a Slorage System. click on its name below. To reglslerud manage additional Sim‘age 5"‘319'“3 ‘available on your network, click on the Hagiscar bution below.
- Pubs
[ Alarms T I —————
[ voumes [ Ragisar... ]| Remove |[ Upgrade Firmware... |
[0} Mappings | Z1[E | Name ~ | Health o|Type | Firmware version .| Total Gapacity .| Avallable Capacity &
[ Snapshots | T | Datm Degraded 8140 106.16.73.10 752,025 GB 8819208
D Replication Sats | | Data2 Degraded 2540 SB1T62.14 2274TB 1337 TB
[ vinuai Disks. [_Asgiser... ][ Remove || Upgrade Firmware... |
[F1 Poots
[ Prosies
b @ Jobs
b h Physical Devices
¥ [ Troutlesnoating
3 h Administrason
b [ Auby
+ [ Ganeral Configuration
[7] Ao Servica Request

mdadm is used for building, managing, and monitoring
Linux md devices (aka RAID arrays)
Usage: mdadm --create device options...
Create a new array from unused devices.
mdadm --assemble device options...
Assemble a previously created array.
mdadm --build device options...
Create or assemble an array without metadata.
mdadm --manage device options...
make changes to an existing array.
mdadm --misc options... devices
report on or modify various md related devices.
mdadm --grow options device
resize/reshape an active array
mdadm --incremental device
add/remove a device to/from an array as appropriate
mdadm --monitor options...
Monitor one or more array for significant changes.
mdadm device options...
Shorthand for --manage.
Any parameter that does not start with '-' is treated as a device name
or, for --examine-bitmap, a file name.
The first such name is often the name of an md device. Subsequent
names are often names of component devices.




ol | ) e
|mequian;—n-*4m ﬂ awm
More Inl e
sashn B smart Array 5300 Controller in Slot 5
36.4 GB Unassigned Drive at Port 4 : SCSI1 1D 0 —
36.4 GB Unassigned Drive at Port 4 : SCSI1ID 2
B g mmranm fe e oteated e oy - BOG
e A A T Y 36.4 GB Unassigned Drive at Port 4 : SCSIID 4
W Lopomione 1 (1208 00 BAD'S) Array A
B Lspewitne 2 43 7 08, BADS) ‘-
1 Unwned Sowce. 12T ]
m,... Orbes 1 (128
ST gelect the physical drives that you want to use in the array:
Prrysacal e _—
20008 rowr st
30008 IPotSasC A Note: To avoid wasting drive capacity, select physical drives that are the same size for the new
30008 d-Berdai € array.
300 08 1-Pe Bad £
B0 G8 -Pea BAS £
B0 O8 1P BAS £
OO0 OB I-Post 3AS C
r Select All
‘ ]
C . 6.4 GB Drive at Port 4 : SCS1ID 0 =
C ' 36.4 GB Drive at Port 4 : SCSI 1D 2 e
Bmaet Array P10
BAS Avwy & wth Boe
C . 36.4 GB Drive at Port 4 : SCS1ID 4
=]
Back Next Cancel
Select Physical Drives
Begin e Finish

File Action View Help
«%m B
[
! 8 i | Oveviewandsummay e ]
v [ Windows Logs Overview and Summary Last refreshed: 2/15/2019 10:53:06 PM

[ Application ] = = Open Saved Log—
] security Create Custom View..
] setup Tovie-f wa_'lslhu hmotcuu_ed ©OR your computer, sdec! lhg appmpﬁmwur:alogorcmmwmdeip !hecomleuae,_me Import Custom View_.
[&] system Administrative Events custom view contains all the administrative events, regardless of source. An aggregate view of il the logs is shown
] Forwarded Events below. Connext to Another Computer_
~ [ Applications and Services Log of Ad ey — .] View
[#] Hardware Events LM—H-“--—-‘ =
[&] HP CASL Framework = & Refresh
B e Event Type EventID  Source log Last hour 24 hours 7 days. Help
B internet Bxplorer B Errer 5 & = [ Fil 189
¥ Key Management Service 2 Kernel-EventTr.  Microsoft-_ 0 [ [ Errar "
> 1 Microsoft 3 FilterManager _ System 0 1 13 ¥ Wiew All Instances of This Event
[§] Microsoft Office Alerts Help
> Micrasot-IE | Resently Viewed Nedes -]
+ [ Microsoft-IEFRAME =
l'__i Microsoft-ServerManage Mame Description  Modified Created -
- NIS-Oriver WERDRagGst | | cyppom views\Administra.. Critical Erro /A N/
) @ &ﬁr:wggmgwjl Windaws Logs\Application  N/A 2152019 100052 PM 5/26/2018 45658 PM
indows PowerSh
i | Windows LogfiSecurity _ N/A__ 1SROIDEIIMAM  SQSROIBASESEPM %
casome al
Log Name Size (Curre.  Modified Enabled Retention Policy =
Application 68KB/20.  2/152019 100052 PM Enabled  Overwrite events as nece.
Hardware Events 63KB20. 5262018 50246 PM Enabled  Ovenwrite events as nece..
HP CASL Framework 68 KB/AME  7/12/2018 61248 PM Enabled  Overwrite events as nece. v
< s




2019-02-02 12:49:07,285 ERROR Network plugin raised an exception.
Traceback (most recent call last):
File "/usr/1ib/python3/dist-packages/Tandscape/sysinfo/sysinfo.py”, Tine 99, in run
result = ?1u gin.run()
File "/usr/ 1b/p¥thon3/d1st -packages/Tandscape/sysinfo/network.py”, Tine 32, in run
for info in se et_device_info():
File ' /usr/11b/python3/dist Eackages/1andscape/11b/network py", 1ine 181, in get_active_device_info
spee get_network_interface_speed(sock, 1nterface
F11e “/usr/q1b/python3/d1st packages/1andscape/11b/network py", 1ine 261, in get_network_interface_speed
rai se e
File "/usr/1ib/python3/dist-packages/Tandscape/1ib/network.py"”, Tine 253, in get_network_interface_speed
fentl.ioct](sock, SIOCETHTOOL, packed) # Status ioct1() call
0SError: [Errno 22] Invalid argument
2019-02-02 12:58:57,199 ERROR Network plugin raised an exception.
Traceback (most recent call last):
File ' /usr/11b/python3/d1st packages/landscape/sysinfo/sysinfo.py”, 1ine 99, in run
result = E ugin.run(
File "/usr/ 1h/p¥thon3/d1st packa%es/1andscape/sysinfo/network,py", Tine 32, in run
for info in self._get_device_in .
File ' /usr/11b/pythonB/d1st—Eackages/1andscape/1ib/network.py". Tine 181, 1in get_active_device_info
speed, lex = get_network_interface_speed(sock, interface)
Fi1e /usr/€1b/pytgon3/dist—packages/Tandscape/Tib/network.py", Tine 261, in get_network_interface_speed
rai se e
File "/usr/1ib/python3/dist-packages/Tandscape/1ib/network. py Tine 253, 1in get_network_interface_speed
fentl.ioct](sock, SIOCETHTOOL, packed) # Status ioct1() cal
0SError: [Errno 22] Invalid argument
2019-02-02 13:00:09,923 ERROR Network plugin raised an exception.
Traceback (most recent call last):
File ' /usr/11b/python3/d1st packages/landscape/sysinfo/sysinfo.py”, line 99, 1in run
resu = E ugin.run()
File "/usr/ 1b/p¥thon3/d1st packages/1andscape/sys1nfo/network py", Tine 32, in run
for info in self._get_device_info()
File "/usr/1ib/python3/dist- Eackages/1andscape/11b/network .py", 1ine 181, in get_active_device_info
sEeed. duplex = get_network_interface_speed(sock, interface)

splmk;enterprise App: Search & Reporting = © Administrator » Messages v Settings v Activity v

Search Datasets eports Alerts Dashboards

New Search

source="dism.log" host="Windows1" sourcetype="Default"

+ 47516 events (before 2/16/19 9:15:10.000 AM)  No Event Sampling = Job - n m » &

Events {47,516} Patterns Statistics Visualization

Format Timeline = — Zoom Out + Zoom to Selection X Deselect

___________IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII..........I.llllllllll..........lIIIIIIIIII-I-I

List # Format 20 PerPage » < Prev B 2 3 4 5
< Hide Fields i= All Fields i Time Event

> 21519 -92- 13 . PID= - i i
P——— 291? 82-15 18:13:03, Info DISM  API: PID=14348 TID=18304 DismApi.d]
- 6:13:03.000 PM - DismShutdewnInternal
#PID 100+ PID= 14948 | host= Windows! | source = dism.og | sourcetype = Default
a source 1 > 24519 2019-62-15 18:13:03, Info DISM API: PID=14848 TID=103@4 DismApi.d]]

a sourcetype 1 6:13:03.000 PM  session -----> - DismShutdewnInternal




Chapter 19: Common Security Issues

Advanced Security Settings for Local Disk (C:)
Name: CA\
Owner: TrustedInstaller Gthange

DS Select User or Group

For additional if Select this object type:
Permission entr it S e il L Object Types...
From this location:
pe P winpows: —
L Allow A
82 Allow S Enterthe object name to select (examples):
52 Allow U [WINDOWST\Administrator| e
52 Allow A '
52 Allow A
Advanced.. P

E;Change permissions View




Windows Security X

Your Internet security settings suggest that one or more
files may be harmful. Do you want to use it anyway?

@ Show details OK Cancel

How do | decide whether to unblock these files?




C:\WINDOWS\system32>net start
These Windows services are started:

Application Host Helper Service
Application Information

Application Management

Background Tasks Infrastructure Service
Base Filtering Engine

BitLocker Drive Encryption Service
Capability Access Manager Service

CNG Key Isolation

COM+ Event System

Connected Devices Platform Service
Connected Devices Platform User Service_817af29
Connected User Experiences and Telemetry
Contact Data_817af29

CoreMessaging

Credential Manager

Cryptographic Services

Data Sharing Service

Data Usage

DCOM Server Process Launcher

Delivery Optimization

Device Association Service

DHCP Client

Diagnostic Policy Service

Diagnostic Service Host

Diagnostic System Host




rprice@windowsl:~$ sudo service --status-all | more
- ] acpid

apparmor

apport

atd
console-setup.sh
cron

cryptdisks
cryptdisks-early
dbus

ebtables
hwclock. sh
irgbalance
i1sc-dhcp-server
iscsid
keyboard-setup.sh
kmod

Tvm2
Tvm2-Tvmetad
Tvm2-Tvmpolld
Ixcfs

Txd

mdadm
mdadm-waitidle
open-1scsi
open-vm-tools
plymouth
plymouth-Tog
procps

rsync

rsyslog

- screen-cleanup

--More--

2

P44+ 01 1 1+ 1 4+ 31 1 921 1

021 <+ 1

JL JL IL IL JL JL Il Il JL JL IL JL JL IL IL JL JL IL JL JL IL IL JL JL IL IL JL JL IL JL

p
[




Active Connections

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

o
=]

[sjalalslelalslslslals]sls ol
l=l=lolelelelslelelolo]e]s]ls]lalos]los]s)

6.1.10°

i =l=lslslslslslslslslelslslslsls ]

Proto Local Address

C:\WINDOWS\system32>netstat -a | more

Port Numbers

39

0.1.10.156:29636

Foreign Address

windowsl1:
windows1:
windows1:
Windows1:
windows1:
windows1:
windows1:
windows1:
windowsl:
windowsl:
windows1:
windows1l:
windowsl:
windows1:
windows1:
wWindows1:
Windows1:
Windows1:
wWindows1:

oo

slelelslsleslslelololelolelelelsls)

13.89.217.116:https

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED

#2 Task Manager

File Options View

Processes Performance App history Startup Users Details Services

Name
B System interrupts
B System Idle Process
‘B- System
[B5 svchost.exe
[®]Secure System
[ Registry
€ chrome.exe

Status

Running
Running
Running
Running
Running
Running
Running

User name
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
ronpr

CPU Memory (pr...

00
96
00
00
00
00
00

0K

8K

20K
124 K
21,092 K
576 K
18,320 K




rprice@windowsl:~$% ps -eda
PID 1TY TIME CMD
17 00:00:00 1nit
3 eyl 00:00:00 init
4 ttyl 00:00:00 bash
1488 ttyl 00:00:00 ps

PORT SCANNER r

Port Scanner
PROFILE ~ LF ACTION ~  SAVERESULTS +
e o Confe acicos T PAddress | v | | Allhosss Q e e ey
Sentecch i i = TCP Port Service Multiple...
TCP and UDP v o
10.1 teprmux DP lered
B Ping Response (7) TCP Port Service Mulipl
© B Resclve DNs 60pen  1040Ciosed 1002 Filtered.
10.1.10.1
= compressnet 2 Tl Closed
!a.- specific DNS servers dipemaai (Nl
¢ | Optional Servers IPs @
Specify the DNS servers for name resolution and compressnet 2 UDP  Filtered
ignore local machineg settings Management Util
[ Resclve MAC @ 10.1.10.3
i compressnet 3 'CP Closed
[] peteczos Compression Proces:
D 101104

10.
=
SRbE i compressnet 3 UDP  Filtered
I T T 6 > 310 of 256 < 1 2 3 4§ 205 > 110 of 204

Plaintext message: THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG.

Substitution key:
A B CDEFGH
TNE

Ciphertext string: OEL ZPXBC AMJRI YJD UPHKN JQLM OEL FGWYV SJT.




. Administrator: Command Prompt - telnet

Welcome to Microsoft Telnet Client

Escape Character is 'CTRL+]'

Microsoft Telnet> ?/help

Commands may be abbreviated.

G
d -
o
q

?/h -

close

display

open hostname [port]
quit

set

send

status

help

Microsoft Telnet>

Supported commands are:

close current connection

display operating parameters

connect to hostname (default port 23).
exit telnet

set options (type 'set ?' for a list)
send strings to server

print status information

unset options (type 'unset ?' for a Tist)
print help information




