Chapter 1: Introduction to Network
Vulnerability Scanning
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Cislserswadminnmap —Pn 172 _168_16060_142
Starting Hmap 7.78 ( https://nmap.org > at 2018-86-11 14:84 Arabian Standard Time
Mmap scan report for 172_168_100_142

Host is up <B.88@64s latency).

All 1608 scanned ports on 192_.168.100.142 are closed

MAC Address:

BA:BC:22:DF:F?:77 (UMuared

Nmap done: 1 IP address ¢1 host up) scanned in ZB8.87 seconds




C:xlzerssadminnmap —=5 —Pn —p8A 192 .168.1800.143

Starting Nmap 7.78 ¢ https:/snmap.org » at 2018-86—11 14:27 Arabian Standard Time
Mmap scan report for 192_168.100.143

Host is up (B.80sz latency’.

PORT STATE SERUVICE
8B/tcp open http
MAC Address: BA:BC:29:DF:F?:77 (UMuware>

Mmap done: 1 IP address <1 host up? scanned in 27_.77 seconds

vuneraity W [severty B aoo [Host —{iocotoncremea

HTTP Server type and version 80% 192.168.1.107 5357/tcp ;“;f}j;‘:’,‘;;m
SMB NativeLanMan 95% 192.168.1.107 445/tcp ;"5?3;”:2115018
DIRB (NASL wrapper) 80% 192.168.1.107 5357/tcp g";:;”;;;mg
DIRB (NASL wrapper) 80% 192.168.1.107 2869/tcp ?;:;J;::sl;ms
DIRB (NASL wrapper) 80% 192.168.1.107 443/tcp g;y;:sl;ms
DIRB (NASL wrapper) 80% 192.168.1.107 443/tcp ?;:;J;::sl;ms
SSL/TLS: Certificate - Self-Signed 98% 192.168.1.107 443/tep Mon Jun 11

Certificate Detection 22:47:07 2018

Log Method
Details: Check for SMB accessible registry (OID: 1.3.6.1.4.1.25623.1.0.10400)

Version used: $Revision: 7186 %

References

Other: http://docs.greenbone.net/GSM-Manual/gos-3.1/en/scanning.html#requirements-on-target-systems-
with-windows

http://decs.greenbone.net/GSM-Manual/gos-4/en/vulnerabilitymanagement.html#requirements-on-target-
systems-with-windows
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Chapter 2: Understanding Network Scanning
Tools

Import MNew Folder

W My Scans
W AllScans
Create a new scan

W Trash

Palicies

Plugin Rules

Scanners

Scanner

-]
Q{D ﬁ ] 5
Aavanced scan Audit Cloud Intrastructure Badlock Detection Bash Shellshock Detection Basic Network Scan Credentialed Pateh Augit
DROWN Detection Host Discovery Intel AMT Security Bypass Internal PCI Network Scan Malware Scan MDM confia %
N = = Eh N @
Mobile Device Scan Offiine Conia Audit PCI Quarterty Externsl Scan Policy Compliance Auditina SCAP and OVAL Auditing Shadow Brokers Scan

3 o

Spectre and Melidown WannaCry Ransomware Web Application Tests
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€& > C (¥ A Notsecure | htips//localhost:8834/#/scans/plugin-rules @ Eror §

Plugin ID

Expiration Date

Severity Hide this result

Cancel

Customized Reports

W My Scans
B All Scans
M Trash
LOG You can add a custom name or logo for use when exporting HTML or PDF files from your scan results.
Images must be in JPEG, GIF or PNG format with a max file size of 10MB and should not contain
transparency.

Palicies

Plugin Rules
. Customized Reports

& scanners

Custom MName

Custom Logo Upload
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W MysScans
i\ All Scans
Scanner Details
W Trash
Nessus Scanner
© rolicies Status
Plugin Rules
Version
B Customized Reports
€ scanners Linked On

Last Connection

Scanners / Loca
< Back to Scanners

Scanner

Online

7.2.1 (# NINDOWS

September 18 at 1:25 AM

Today at 2:43 PM

Plugins

Last Updated

Expiration

Plugin set

tion Code

September 20 at 2:51 PM

September 30, 2018

201809201451

WQ27-TGB3-9725-M4HU

&« C 1Y | A Notsecure | hitps/

@ About
% Advanced
Proxy Server

SMTP Server

w B @

Custom CA

Password Mgmt

b

My Account

28 Users

Cverview

localhost:&

Setting a master password protects the encryption key used for ciphering policies, scans e
sword 15 set, the application will prompt you for the password whenever
sword is lost, it cannot be recovered by your

scan configurations. When a

re Update

the Messus service restarts, NOTIC

Master Password

administrator nor by Tenable Support.

Mew Password

Cancel

your master

ults, and




Nessus

Do @ @

e

About
Advanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

Settings

Proxy Server

Host

Port

Username

Password

Auth Method

User-Agent

Proxy servers are used to forward HTTP requests. If your organization requires one, Nessus will use these
settings to perform plugin updates and communicate with remote scanners and agents. Only the host
and port fields are required. Username, password, authentication type and user-agent are available if
needed.

AUTO DETECT -

Test Proxy Server
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About
Advanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

SMTP Server

Simple Mail Transfer Protocol (SMTP) is an industry standard for sending and receiving email. Once
p— configurad for SMTP, scan results will be emailed to the list of recipients specified in 2 scan’s “Email
Maotifications” configuration. These results can be custom tailored through filters and require an HTML

compatible email client,

Host

Port

From (sender email)

Encryption

Hostname (for email links)

Auth Method

No Encryption

NONE

Send Test Email
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Advanced
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SMTP Server

Custom CA

e findings from Rlugin #5113Z2 [S5L Certificate
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About
Advanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

Password Mana

Password Complexity
Session Timeout (min
Max Login Attempts

Min Password Length

Login Motifications

Save Cancel

gement

Password Management allows you to set parameters for passwords, as well as turn on login notifications
and set the session timeout. Login notifications allow the user to see the last successful login, last failed
login attempts (date, time and IP) and if any failed login attempts have occurred since the last successful
login. Changes will take effect after a soft restart.

s) 30
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O tenable

Nessus Home Evaluation

Wielcome to Messus Home and congratulations on taking action to secure
vour personal network! We offier the Iatest plugins for vulnerability scanning
today, helping you identify more vulnerabilities and keep your personal
network protected.

If you use Messus in a professional capacity and want advanced capabilities
such as unlimited assessmeris, or the ability to perform compliance checks
or content awdits, Messus Professional may be befter suited to your needs.,
To learn mare view the Messus Professional datasheet or request a free
evaluation.

Activating Your Nessus Home Subscription

Your activation code for Messus Horme is

This is a one time code, If wou uninstall and then reinstall you will need to
register the scanner again and receive another activation code.
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[~ 1| https:/localhost8334/2/ ~ @ Cetificateerior & | Searcho. O = | 7 7% i

O Nessus/ Setup e —— o —— - —

Nessuso

Create an account

To use this scanner, an account must be created
This account can execute commands on remote
targets and should be treated as a root user.

Username *

admin

Password *
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< c 0O |A Not secure | hitps://localhost:8834/%/

Nessus @)

Register your scanner
Enter an activation code below to run your scanner
locally or choose one of the dropdown options to

run it in managed mode.

Scanner Type

Home, Professional or Manager -

Activation Code *
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Nessus @)

Register your scanner

Enter an activation code below to run your scanner

locally or choose one of the dropdown options to

run it in managed mode.

Scanner Type

Offline -

To create a key, click here and use the following
challenge code:

Messus License *
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{71 Nmap Setup [ = ﬁ,l

License Agreement

Please review the license terms before installing Mmap. (4)

Press Page Down to see the rest of the agreement.

COPYIMNG — Describes the terms under which Nmap is distributed. 3

IMPORTANT NMAF LICEMSE TERMS

The Mmap Security Scanner is () 1996-2018 Insecure, Com LLC ("The Nmap Project™).
Mmap is also a registered trademark of the Nmap Project. This program is free software;
you may redistribute and/for modify it under the terms of the GMU General Public License

as published by the Free Software Foundation; Version 2 ("GPL™), BUT OMLY WITH ALL

OF THE CLARIFICATIONS AND EXCEFTIONS DESCRIBED HEREIM. This guarantees your
right to use, modify, and redistribute this software under certain conditions, If you wish -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Nmap.

e
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i Nmap Setup | = |i3—]

Choose Components F™h
Choose which features of Nmap you want to install. ’\ 9 )

Check the components you want to install and unchecdk the components you don't want to
install. Clidk Mext to continue.

Description

Select components to install: Register Nmap Path | »

Mpcap 0,992

Metwork Performance
Zenmap (GUI Fronter:
Mcat (Modern Metcat r
Mdiff (Scan comparisol
Mping (Packet general
nmap-update (update| _

m

Space reguired: §5.0MB

| < Back || Mext = || Cancel

T ——
B C\Windows'system32omd.exe

Microsoft Windows [Uersion 6.1.76H11
Copyright (c? 2087 Microsoft Corporation. All rights reserved.

C:xUzerssadmin>nmap

Mmap 7.7 ¢ https://nmap.ovryg »

Usage: nmap [Scan Type(s>»] [Options] {target specification’

TARGET SPECIFICATION:
Can pass hostnames, IP addresses. networks, et
Ex: scanme._nmap.ory, microsoft._com-s24,. 192, 168 B 1; 18.8.8-255_.1-254
—iL {inputfilename*: Input from list of huatd/netunrko
—iR <num hosts>*: Choose random targets
—exclude <hostll[,.host2][.host3d]....>: Exclude hosts networks
—excludefile <exclude file>: Exclude list from file

HOST DISCOUERY :
—gL: List Scan — simply list targets to scan
—sn: Ping Scan — disahle port scan
—Pn: Treat all hosts as online — skip host discovery
-PE/PA-PU/PY[portlist]l: TCP SYN-/ACK. UDP or SCTP discovery to given ports
—PE/PP-PM: ICHMP echo, timestamp,. and netmazk reqguest discovery probes
-POLprotocol listl: IP Protocol Ping
—ns—R: Mever do DMS resolutionsAlways resolve [default: sometimes]
—dns—servers <servlil,.serv2],.__>»: Specify custom DHE servers
—system—dns: Use 05's DNHS resolver
——traceroute: Trace hop path to each host
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b

About
Advanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

About

COverview Software Update Master Password

Automatic Updates
®  Update all components
Update plugins

Disabled

Update Frequency Daily hd

Update Server

Save Cancel
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Manual Software Update

® Update all components
Update plugins

Upload your own plugin archive

Continue Cancel
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{71 Nmap Setup [ = ﬁ,l

License Agreement

Please review the license terms before installing Mmap. (4)

Press Page Down to see the rest of the agreement.

COPYIMNG — Describes the terms under which Nmap is distributed. 3

IMPORTANT NMAF LICEMSE TERMS

The Mmap Security Scanner is () 1996-2018 Insecure, Com LLC ("The Nmap Project™).
Mmap is also a registered trademark of the Nmap Project. This program is free software;
you may redistribute and/for modify it under the terms of the GMU General Public License

as published by the Free Software Foundation; Version 2 ("GPL™), BUT OMLY WITH ALL

OF THE CLARIFICATIONS AND EXCEFTIONS DESCRIBED HEREIM. This guarantees your
right to use, modify, and redistribute this software under certain conditions, If you wish -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Nmap.

e
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{71 Nmap Setup

Choose Components

Choose which features of Nmap you want to install.

&

Check the components you want to install and unchecdk the components you don't want to

install. Click Mext to continue,

Select components to install;

Space reguired: §5.0MB

Mullsoft Install System w2, 51

Register Nmap Path [«
Mpcap 0,992 il
Metwork Performance
Zenmap (GUI Fronter:
Mcat (Modern Metcat r
Mdiff (Scan comparisol
Mping (Packet general
nmap-update {updatE|t|

Description

Paosition wour mouse
over a component ko
see jts descripkion,
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Chapter 3: Port Scanning

B Ch\Windowshsystem32omd.exe

Microsoft Windows [Uersion 6.1.76811]
Copyright (c?> 2009 Microsoft Corporation. All rights reserved.

C:sUsepssadmin>nmap

Mmap 7.78 ( https:/“nmap.org >

Usage: nmap [Scan Typeds>]1 [Options] {target specification?

TARGET SPECIFICATION:
Can pass hostnames, IP addresses,. networks, etc.
Ex: scanme.nmap.ory, microsoft.coms24, 192.168.8.1; 18.8.8-255_.1-254
—iL <inputfilename>: Input from list of hosts/netuworks
—iR <num hosts>: Choose random targets
——exclude <hostll[,.host2]1[,.host3]....>»: Exclude hosts/networks
——excludefile <exclude_file>: Exclude list from file

HOST DISCOUERY:
—sL: List Scan — simply list targets to scan
—sn: Ping Scan — disable port scan
—Pn: Treat all hosts as online — skip host discovery
-PS-PA-PU-PY¥[portlist]l: TCP SYWN-ACK, UDP or SCTP discovery to given ports
-PE/PP-PHM: ICHP echo,. timestamp, and netmask request discovery probes
—POLprotocol list]l: IP Protocol Ping
—n-/—R: Hever do DHS resolutionsAlways resolve [default: sometimes]
—dns—servers <servll,.serv2],.._>: Specify custom DHS servers
—system—dns: lUse 05's DHS resoluver
—traceroute: Trace hop path to each host

SCAN TECHMIQUES :
—z8/2T s sl zM: TCP S¥N-Connect (> ACK-Window Maimon scans
—=zll: UDP Scan
—sMs2Frz2¥: TCP Mull, FIN. and Hmas scans
—scanflags <flags>*: Customize TCP scan flags

Bl C\Windows\system32iomd.exe

Microzsoft Windows [Uersion 6.1.76611
'Cnpyright Cc? 2089 Microsoft Corporation. All rights reserved.

C=~Userssadmin>nmap 122_168_75.136

Starting Nmap 7.78 ( https: - //nmap.org > at 2018-@9-82 23:87 Arabian Standard Time
Mmap scan report for 192_168.75.136

Host dis up (B_B27s latencyl.

Mot shown: 9997 closed ports

PORT STATE SERUICE

B@-tcp open http

MAC Address: BA:AC:29:5A:B2:9D (UMwarel

Mmap done: 1 IP address <1 host up? scanned in 36.84 seconds
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N C\Windows\system32\cmd exe

C:xUserssadmin>nmap —iL ip.txt

Starting Nmap 7.78 ( https://nmap.org > at 2018-879-82 23:15 Arabian Standard Time
Mmap scan report for 192_168.75.136

Host is up (B.AAA38=z latency).

Not shoun: 997 closed ports

PORT STATE SERUVICE

BB-tcp open http

MAC Address: BA:AC:=27:5A:B2:9D (UMware)>

Nmap done: 1 IP address (1 host up? scanned in 34.84 seconds
C:=~Uzerssadmin?

B Ch\Windows\system32icmd.exe

C:sUsersvwadmin?nmap —-v 192.168.75.135/28 —exclude 192.168.75.136
Starting HNmap 7.78 ¢ https: - //nmap.org 2> at 2018-89-82 23:41 Arabian Standard Time
Initiating ARP Ping Scan at 23:41
Gcanning 1% hosts [1 port-shost]
ARP Ping Scan at 23:41, Z2.55%s elapsed (15 total hosts)
report for 192.168.75.128 [host douwnl
report for 192.168.75.12%9 T[host downl
report for 192.168.75.138 [host downl
report for 192.168.75.131 [host downl
report for 192.168.75.132 [host douwnl
report for 192.168.75.133 Thost downl
report for 1972.168.75.134 [host downl
report for 192.168.75.135 [host downl
report for 192.168.75.137 Thost downl
report for 192.168.75.138 [host downl
report for 192.168.75.139 [host downl
report for 192.168.75.148 [host downl]
report for 192.168.75.141 T[host downl
report for 192.168.75.142 [host downl
report for 192.168.75.143 [host downl
files from: C:\Program Files {xB6>“MNmap
done: 15 IP addresses (A hosts up? scanned in 16.17 seconds
Raw packets sent: 38 <848B> | Rcvd: 8 (@B>

C:~Uzers~admin’

B Ch\Windowsh\system32Xomd.exe

C:sUseprssadminnmap —v 192 _168.75.135-28 —excludefile ip.txt

Starting Nmap 7.78 ( https:/“nmap.org » at 2018-09-82 23:44 Arabian Standard Time
Failed to resolve "{iv".

Stats: B:88:82 elapsed; B hosts completed <@ up?, 15 wundergoing ARP Ping Scan

ARP Ping Scan Timing: About 3.33x done; ETC: 23:44 (@A:80:29 remaining?

Nmap done: 15 IP addresses <8 hosts up? scanned in 23.52 seconds

C:~Userssadmin>
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—r — -
BEY ChWindows\system32icmd.exe

C:sUserswadmin>nmap —sn —v 172.168.75.135/28
Starting Nmap 7.78 { https://nmap.org > at 2018-09-83 15:35 Arabian Standard Time
Initiating ARP Ping Scan at 15:35
Scanning 16 hosts [1 port-shost]
Completed ARP Ping Scan at 15:35, 3.31s elapsed {16 total hosts)
Initiating Parallel DHS resolution of 16 hosts. at 15:35
Parallel DNS resolution of 16 hosts. at 15:36, 16.5%8s elapsed
report for 192_.168.75.128 [host downl
report for 192_.168.75.129 [host downl
report for 192_168_.75.138 [host downl
report for 192_168_.75.131 [host downl
report for 192_168.75.132 [host downl]
report for 192.168.75.133 [host downl
report for 192.168.75.134 [host downl
report for 192.168.75.135 [host downl
report for 192_168_.75.136 [host downl
gscan report for 192_168.75.137
is up ¢A.00s latencyl).
MAC Address: BA:-@C:279:74:1C:63 (UMuare?
scan report for 192_.168.75.138 [host downl
scan report for 192_168.75.13%9 [host douwnl
gcan report for 192_.168.75.148 [host downl
gscan report for 192_.168.75.141 [host downl
scan report for 192.168.75.142 [host downl
scan report for 192.168.75.143 [host downl
data files from: C:“Program Files <(xB6>“Nmap
done: 16 IP addresses (1 host up? scanned in 34_.25 seconds
Raw packets sent: 31 (868B> | Rcud: 1 (28B>

C:sUserssadmin’>
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BN Ch\Windows\system32\cmd.exe

C:sUserssadminnmap —Pn —v 192.168.75.135-28
Starting Nmap 7.78 ( https://nmap.org > at 2Z018-@7-83 15%:37 Arabian Standard Time
Initiating ARP Ping Scan at 15:3%
Scanning 16 hosts [1 port-shost]
Completed ARP Ping Scan at 15:3%, 2_.84s elapsed <16 total hosts)>
Initiating Parallel DHMS reﬁulutlnn of 16 hosts. g

Parallel DHS resolution of 16 hosts. at 15: 48 16.58s elapsed

report for 192.168.75.128 [host downl

report for 192.168.75.129 [host downl

report for 192.168.75.130 [host downl

report for 192.168.75.131 [host downl

report for 192_.168.75.132 [host downl

report for 192_.168.75.133 [host downl

report for 192.168.75.134 [host downl

report for 192.168.75.135 [host downl

report for 192.168.75.136 [host downl

report for 192.168.75.138 [host downl

report for 192.168.75.139 [host downl

report for 192.168.75.140 [host downl

report for 192_.168.75.141 [host downl

report for 192_.168.75.142 [host downl

report for 192.168.75.143 [host downl
Initiating S¥N Stealth Scan at 15:48
Scanning 192_168.75.137 [1888 portsl
Discovered open port 25/tcp on 192.168.75.137
Discovered open port 3386/tcp on 192.168.75.137
Discovered open port 22/tcp on 192.168.75.137
Discovered open port 111l-tcp on 192_168.75.137
Discovered open port 445/tcp on 192_168_.75_137
Discovered open port 8B-tcp on 192.168.75.137
Discovered open port 21/tcp on 192.168.75.137
Discovered open port 53/tcp on 192.168.75.137
Discovered open port 23-tcp on 192.168.75.137
Discovered open port 5788/tcp on 192.168.75.137
Discovered open port 139/tcp on 192.168.75.137
Discovered open port 189%-tcp on 192_.168.75.137
Discovered open port 2121tcp on 192.168.75.137
Discovered open port 6667/tcp on 192_.168_75.137
Discovered open port 1524/tcp on 192.168_.75.137
Discovered open port B188./tcp on 192.168_75.137
Discovered open port 514/tcp on 192.168.75.137
Discovered open port 204%9/tcp on 192.168.75.137
Discovered open port 513/tcp on 192.168.75.137
Discovered open port 6BBAAtcp on 192_168.75.137
Discovered open port 512-/tcp on 192_168_.75.137
Discovered open port B0B9.tcp on 192.168_75.137
Discovered open port 5432/tcp on 192.168_75.137
Completed SYN Stealth Scan at 15%:48, B.18sz elapsed (1888 total ports)
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B C\Windows\system32\cmd.exe - nmap -v -sT 192.168.75.1

C:sUserssadmin>nmap —v —sT 192.168.75.137
Starting Mmap 7.78 ¢ https://nmap.org > at 2018-09-83 23:18 Arabian Standard Time
Initiating ARP Ping Scan at 23:18

Scanning 192.168.75.137 [1 port]

Completed ARPF Ping Scan at 23:18,. 1.43s elapsed {1 total hosts>

Initiating Parallel DNS resolution of 1 host. at 23:18

Completed Parallel DNS resolution of 1 host. at 23:18. 16.58=z elapsed

Initiating Connect Scan at 23:18

Scanning 172.168.75.137 [1888 ports]

Discovered open port 111/tcp on 192_168_75.137
Discovered open port 53/tcp on 192_168.75.137

open port 8@-tcp on 192_168.75.137

open port 3306/tcp on 192.168.75.137
open port 445-/tcp on 192.168.75.137
open port 21/tcp on 192.168.75.137

open port 139/tcp on 192_168.75.137
open port 23/tcp on 192_168.75.137

open port 5988-tcp on 1922.168.75.137
open port 22-/tcp on 192.168.75.137

open port 25/tcp on 192.168.75.137

open port 512/tcp on 192_168_.75.137
open port 6BAAStcp on 192_168.75.137
2842 /tcp on 192 .168.75.137
About 15.18¢ done; EIC: 23:22
L432/tcp on 192_.168_75.137
out 2%._.47» done; ETC: 23:22
88-tcp on 192.168.75.137
out 44.48: done; ETC: 23:22
out 57.73» done; ETC: 23:22

Dizcovered
Dizscovered
Dizscovered
(A:82:%4 pemainingl
Dizcovered open port
Connect Scan Timing:
Discovered open port
Connect Zcan Timing:
Connect Scan Timing:

(A:82:26 remaining?

(A:91:54
(A:81:29

remainingl
remainingl

Discovered open port
Discovered open port
Connect Scan Timing:
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Connect Zcan Timing:
Discovered open port

21/tcp on 192 _168.75.137
Li3/tcp on 192.168.75.137
About 78.37x done; ETC:
S14stcp on 192.168.75%.137
1524/tcp on 192_.168_.75.137
8089 /tcp on 192 _.168_.75.137
1822 /tcp on 192.168.75.137
About B84.87x done; EIC:
bbb?/tcp on 192 _168_.75.137

23:22

23:22

(8:81:84

remaining?

remainingl
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BN C\Windows\system32\cmd.exe .

C:Uszerssadmin>nmap —v —sM 192 _168_.75.137

Starting MNmap 7.78 ( https://nmap.org > at 28018-89-8A3 23:22 Arabhian Standard Time
Initiating ARP Ping Scan at 23:23

Scanning 192 _168_.75.137 [1 portl

Completed ARP Ping Scan at 23:23, 1.45s elapsed (1 total hosts)

Initiating Parallel DMS resolution of 1 host. at 23:23

Completed Parallel DNS resolution of 1 host. at 23:23, 16.58s elapsed
Initiating MULL Scan at 23:23

Bcanning 172_168.75.137 [18PA ports]

ompleted MULL Scan at 23:23,. 1.21s elapsed (1888 total ports>

map scan report for 192.168.75.137

ost is up (B.BB3I3s latencyl.

iltered
penifiltered
openifiltered
openifiltered
npen.flltered
iltered
iltered
iltered
iltered
upen.filtered
iltered
iltered
iltered
iltered
iltered
npen.flltered
openifiltered
upen.flltered
iltered
iltered
iltered

p openifiltered
AC Address: BA:-AC:-29:

L2008 tcp
bBAAd. tcp

ot showun: 277 closed ports
ORT TATE

SERUVICE

ftp

szh

telnet

smtp

domain

http
rpchind
nethios—ssn
microsoft—ds
EXNEC

login

shell
rmiregistry
ingreslock
nfs
ccproxy—ftp
mysgl
postgresqgl
ync

d11

irc

ajpl3
unknouwn

F4:1C:63 (UMuare?

Read data files from: GC:»Program Files (x86>“Nmap

Nmap done:
Raw packets

1 IP address €1 host up? scanned in 28.52 seconds
! Roced: 9278 (39.

sent: 1824 <(48.748KB>

188KB>
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B ChiWindowshsystem32omd.exe v v

C:sUserssadminnmap 192 _.168.75.137 —pB-1680
Starting Mmap 7.78 ( https:/snmap.org > at 2018-09-A3 23:43 Arabian Standard Time
Mmap scan report for 192.168.75.137

Host is wup (B_BB28s latencyl.

Mot showun: 95 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

BB/tcp open http

MAC Address: BA:AC:29:74:1C:63 (UMuare?

Mmap done: 1 IFP address <1 host up? scanned in 27.87 seconds

C:~Userssadmin’

BN C\Windowshsystem32iomd.ex v .

e

C:slUserssadmin? nmap —F 192.168.75.137
Starting Nmap 7.78 { https:/s/nmap.org > at 28018-A?-A3 23:46 Arabian Standard Time
Hmap scan report for 192.168.75.137
Host is up (B._000%4s latencyl.
Mot showun: 82 closed ports
PORT STATE SERVICE
open ftp
open ssh
open telnet
open smtp
open domain
open http
111/tcp open rpchind
13%2/tcp open nethios—ssn
445 /tcp open microsoft—ds
513-tcp open login
bl4/tcp open shell
2849 /tcp open nfs
stcp open coproxy—ftp
stecp open mysgl
stcp open postgresgl
AtCcp open vnc
step open X1l
stcp open  ajpl3
Address: B0:8C:27:74:1C:-63 (UMware>

Hmap done: 1 IP address <1 host up? scanned in 28.35 seconds

C=xUseprssadmin?>
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B C\Windows\system32\cmd.exe

C:sUsershadmin? nmap 192.168.75.137
Starting Mmap 7.78 ¢ https://nmap.org > at 2018-09-83 23:47 Arabian Standard Time
map scan report for 192_168.75.137
ost iz up <H.8B02Z7=s latency).

ot shown: 977 closed ports

ORT STATE SERUVICE

1-tcp open ftp

open ssh

open telnet

open smtp

open domain

open http

open rpchind

open nethios—-ssn

open microsoft-ds

OpEN EXEC

open login

open shell

open rmniregistry

open ingreslock

open nfs

open ccproxy—ftp

open mnysgl

open postgresgl

opeEn unc

open ¥il

open irc

open ajplld

open uwnknown

s5: BA:AC:22:74:1C:63 <UMware?

Mmap done: 1 IP address €1 host uwup? scanned in 27.58 seconds

C:~Userssadmin?>

BN Ch\Windows\system32emd.exe v . -

C:sUserssadmininmap —sU 192_168_.75_137 —pd-188

Starting Nmap ?7.78 { https://nmap.org > at 2018-A?7-A4 AA:14 Arabian Standard Time
Mmap scan report for 192.168.75.137

Host iz up (B.AB2%s latency’.

Mot shown: 95 closed ports

PORT STATE SERVICE UERSIOH

21/tecp open ftp veftpd 2.3.4

22/tcp open ssh Open8SH 4_7pl Debian Bubuntul <{protocol 2_8>

23/tcp open telnet Linux telnetd

25/tcp open  smtp Postfix smtpd

L3/tcp open domain ISC BIND 9.4.2

BAtcp ope http Apache httpd 2.2_8 ({Ubuntu> DAV 2>

MAC Hddress: an: BC 29: ?4 1C:63 (VMuare>

Service Info: Host: metasploitable.localdomain; 08s: Unix. Linux; CPE: cpe:so:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org-ssubmits .
Mmap done: 1 IP address <1 host up?> scanned in 42.4% seconds

C:sUzersadmin?>
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BN C\Windows\system32\cmd.exe ' . n’ "

C:\Userssadmin>nmap U 192.168.75.137 —pB-188 —version—trace
wpcap.dll present. library version: Npcap version B.99-v2, hased on libpcap version 1.8.1
Starting Hmap 7.78 ¢ httpe://nmap.org > at 2B18-69-34 0D: 3@ Arabian Standard Time

-—— Timing report ——

huwtg} ups: min 1. max 1BBBBE

rtt—timeouts: init 1B0B, min 108, max 168880

max-scan—de lay: TCP 1808, UDP 1838, SCTP 1800

parallelism: min B. max

max-retries: 1@, host—timeout: @

max—rat a

NSE Using Lua 5.3.
NSE: Arguments from CLI:
NSE: Loaded 43 scripts for scanning.
Packet capture filter {(device eth5>: arp and arp[iﬂ 41 =
Overall sending Pates: B.65% packets ~ s. 27.27 bytes ~ s.
Using DNS server 192.168.1.1
Using DNS server 122.168.
Using DNS server 10.32.156.112
Using DNS server 10.37.161.54
Using DNS server 10.65.157.48
Using DNS server 18.55.151_81
Using DNS server 192.168.137.1
i DNS server 192.168.75.2
: got a READ:ERROR 1n read_evt_handler{)
_dns: warning: got a READ:ERROR in read_euvt_handler<}
8, O¥: @, NX: @, DR: @. SF: B, TR: 61

BxBB5056C0 and arpl22:2]1 - OxOD0B8

DNS resolution of 1 IPs took 25.79s. Mode: Async [H#: 8, OK: @, NX: @, DR: 1. SF: B, TR: 6. CN: A1

Packet capture filter {(device eth5>: dst host 192.168.?5.1 and Cicmp or icmpb or ({tcp or udp or sctp? and C(src host 192_168.75.137>D>>
Overall sending rates: 14428B.57 packets / s. 634857.14 bytes ~ s.

NSOCK INFO [29.6918s] nsock_iod _new2¢>: nsock_iod_new (IOD H1>

NSOCK [29 691851 nsock_connect_tcp(>: TCP connection requested 192.168.75.137:21 (10D #1> EID B8

NSOCK [29.691@s] nsock_iod_new2<{>: nsock_iod _new <{I0D H2>

INSOCK [29.694Bs ] nsock_connect_tcp(>: TCF connection requested 192.168.75.137:22 (I0D #2> EID 16
NSOCK [29.6948s ] nsock_iod_new2(>: nsock_iod_new <IOD H3>
INSOCK [29.694Bs] nsock_connect_tcp(>: TCF connection requested 192.168.75.137:23 <(I0D #3> EID 24
NSOCK [29 694851 nsock_iod_new2(>: nsoc od_neu <I0D #4>
NSOCK [29.694PBs] nsock_connect_tcp(>: connection requested 192.168.75.137:25 (10D #4> EID 32
NSOCK [29 694851 nsock_iod_new2(}: nsock_iod_new <IOD H5>
NSOCH [29.694PAs] nsock_connect_tcp(>: TCP connection regquested 192 .168_.75.137:53 (IOD #5> EID 4@
NSOCK [29 694851 nsock_iod_new2{(}: nsock_iod_new {IOD H&>
NSOCH [29 6968z ] nsock_connect_tcp(>: TCP connection reguested to 192_.168.75.137:88 (IO0D #6> EID 48
NSOCR 9 696Bs1 nsock_trace_handler_callback{>: Callhack CONNECT SUCCESS for EID 8 [192.168.75.137:211
ending probe NULL to 192_168.75.137:21 (tcp
NSOCN lNFO [29 696831 nsock_read(>: Read request from IOD #1 [192.168.75.137:211 <{timeout: 68@B@ms)> EID 58
NSOCK INFO [29.6968s] nsock_trace_handler_callback(>: Callback: COMMECT SUCCESS for EID 16 [192.168.75.137:221
68.75.137:22 (tcp>

Read request From 10D H2 [192.168.75.137:221 (timeout: 680@ms> EID 66

NSOCN lNFO [29 1696851 nsock _trace handler_callback(): Callhack' CONMECT SUCCESS for EID 24 [192.168.75.137:231
ervice sc nding probe NULL to 192.168.75.137:23 {t

NSOCN lNFO [29 696Ps ] nsock _read(>: Read request from IOD #3 [192_168.75.137:23]1 <{timeout: 6@@@ms> EID 74
NSOCK INFO [29.6968s]1 nsock_trace_handler_callback({}: Callback: CONNECT SUCCESS for EID 32 [192.168.75.137:251
Service scan sending probe NULL to 192_.168.75.137:25 {(tcp)>
NSOCK INFO [29.6%6Bs] nsock_read(>: Read request from IOD 4 [192.168.75.137:25]1 <(timeout: 68@HBms)> EID B2
NSOCK INFO [29.6968s] nsock_trace_handler_callback<>: Callback: CONMECT SUCCESS for EID 408 [192.168.75.137:531
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BN C\Windows\system32\cmd.exe N v

C:s\Userssadmindnmap —0 192.168.75.137
Btarting Nmap 7.78 ¢ https://nmap.org > at 2018-89-84 BA:41 Arabian Standard Time
Nmap scan report for 192.168.75.137
Host is up (M.80@6%z latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
L3s/tcp open domain
BA/tcp open http
1il/tcp open rpchind
132-tcp open nethios—ssn
445 tcp open microsoft—ds
open exec
open login
open shell
open rniregistry
open ingreslock
open nfs
open ccproxy—ftp
open mysqgl
open postgresgl
open vnc
open Xii
open irc
open ajpl3
open unknown
MAC Address: BA:QC:29:74:1C:63 (UMware?
Device type: general purpose
Running: Linux 2.6.
08 CPE: cpe:rso:linux:linux_kernel:2.6
05 details: Linux 2.6.7 - 2.6.33
Network Distance: 1 hop

0S8 detection performed. Please report any incorrect results at https:/7nmap.org/submit/ .
Nmap done: 1 IP address ¢1 host wup? scanned in 29.78 seconds

C:~Userswadmin’
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BN Ch\Windows\system32ycmd.ex l . . —

(=

C:“Userssadmininmap —f 192.168.75.137
Warning: Packet fragmentation selected on a host other than Linux, OpenBSD. FreeBSD, or NHetBSD.
Starting Mmap 7.78 ( https:/snmap.org > at 28018-89-04 B1:8? Arabian Standard Time
Mmap scan report for 192.168.75.137
Host is up (B.88255 latencyl.

Mot shoun: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

L3/tcp open domain

Bd@.tcp open http

11l~tcp open rpchind

13?-tcp open nethios—ssn

445 /tcp open microsoft—ds

L12/tcp OpeEn Eexec

513/tcp open  login

514/tcp open shell

1@879/tcp open rmiregistry

1524/tcp open ingreslock

2842 /tcp open nfs

2121 /tcp open ccproxy—ftp

33B6.tcp open mysgl

5432/tcp open postgresgl

5988/tcp open wvnc

6A8Atcp open K11

6667/tcp open irc

BA0? /tcp open ajpll

B180/tcp open unknoun

MAC Addreszsz: BB:BC:29:74:1G:63 (UMHware?

Mmap done: 1 IP address (1 host up? scanned in 27.38 seconds

C:~\Users~admin>
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BN Ch\Windows\system32\cmd.exe ' ™ - - * . - n‘

C:sUserssadmnin?nmap —mtu 24 192 _168_.75_137
Marning: Packet fragmentation selected on a host other than Linux. OpenBSD. FreeBSD. or NetBSD.
Starting Nmap 7.78 ¢ https://nmap.org > at 2818-87-84 B1:11 Arabian Standard Time
Mmap scan report for 192 _168_75_137
Host is up <B.BA26s latency>.

MNot shown: 277 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open sntp

53/tcp open domain

Bdtcp open http

111 tcp open rpchind

139-tcp open nethios—ssn

445 tcp open microsoft—ds

512-/tcp open exec

513/tcp open login

Lid4-tcp open shell

1899 /tcp open rniregistry

1524-tcp open ingreslock

284%2/tcp open nfs

2121 /tcp open ccproxy—ftp

33B6-tcp open mysgl

5432 /tcp open postgresgl

5988/tcp open unc

6A00.-tcp open K11

h6b7/tcp open drc

BAR? Atcp open ajplld

8180-tcp open unknown

MAC Address: BB:BC:29:74:1C:63 (UMuare)

Mmap done:= 1 IP address (1 host up> scanned in 27.57 seconds

C:sUserssadmin?
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B ChWindowshsystem32hemd.exe

C:sUserssadmin>nmap —D 192 _168.75.138 192 _168.75.137
Gtarting Mmap 7.78 ( https://nmap.org > at 2018-07-84 A1:18 Arabian Standard Time
map scan report for 192_168.75.137
ost is up <A.B015s latency).
ot shown: 277 closed ports
ORT STATE SERVICE
open ftp
open ssh
open telnet
open smip
open domain
open http
open rpchind
open nethios—ssn
open microsoft—ds
OpEN EXEC
open login
open shell
open rmiregistry
open ingreslock
open nfs
open ccproxy—ftp
open mnysgl
open postgresgl
open unc
open Hi1l
open irc
open ajplld
p open unknoun
AC Address: BA:BC:29:74:1C:63 (UMuware)

Mmap done: 1 IP address ¢1 host wp? scanned in 3B.58 seconds
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B C\Windows\system32\cmd.exe -

C:sUserssadmin>nmap —v ——data—length 25 192.168.75.137
Starting Hmap 7.78 ( https://nmap.org > at 2018-89-84 B1:24 Arabian Standard Time
Initiating ARP Ping Scan at B1:24
Scanning 192 _168.75_.137 [1 portl
Completed ARP Ping Scan at B1:24, 1.56=s elapsed (1 total hosts)
Initiating Parallel DN resolution of 1 host. at @1:24
Completed Parallel DNS resolution of 1 host. at B1:24, 16.58z elapsed
Initiating S¥YN Stealth Scan at B1:24
Scanning 192 _168.75.137 [166808 ports]
Dizcovered open port 445.tcp on 192 _.168.75.137
open port 598B-tcp on 192_168.75.137
open port 8B8/tcp on 192.168.75.137
open port 13%9-tcp on 192.168.75.137
open port 53/tcp on 192.168_75_.137
open port 33B6/tcp on 192_168_75_.137
open port 25/tcp on 192_168.75.137
open port 111stcp on 192.168.75.137
open port 23/tcp on 192.168.75.137
open port 2Z2/tcp on 172.168.75.137
open port 21/tcp on 192_.168_75_.137
Discovered open port 189%/tcp on 192_168.75.137
Dizcovered open port B188.-tcp on 192_168.75.137
Dizcovered open port 1524-tcp on 192_168_.75.137
Discovered open port 512/tcp on 192.168.75.137
i open port 6667/tcp on 192.168.75.137
open port HOHE9/tcp on 192_168_.75.137
open port 5432/tcp on 192_168_.75.137
open port GA /tcp on 192_168_.75.137
open port 212 cp on 192 _168_75.137
open port 514/tcp on 192.168.75.13%7
open port 204%9/tcp on 192.168.75.137
open port 513-tcp on 192.168.75.137
Completed SYN Stealth Scan at B1:24, 8.87s elapsed <1888 total portsd
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{71 Nmap Setup = 28

Choose Components -
Choose which features of Nmap you want to install. (;7

Chedk the components you want to install and uncheck the components you don't want to
install. Clidk Mext to continue.

Select components to install: Nmap Core Files - Descripﬁor.'l
i i Installs Ndiff, a tool for
Register Mmap Path comparing Nmap XML
MNpcap 0,992 files,

Metwork Performance
Zenmap (GUI Frontem
Mcat (Modern Metcat r
Mdiff (Scan comparisol—
Mping (Packet general _
[y | .. F .

4'| m_ | b

m

Space required: 85,.0MB

Fullsoft Install Sywstem w251

[ < Badk ][ Mext = ][ Cancel ]

-
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‘iﬁ‘:» Zenmap ’
Scan  Tools Profile Help

Target: | 192168.75.137]

|Z| Profile: |Intense scan

[v| [scan] [cancel]

Command: | nmap -T4 -A -v192168.75137

i Hosts i Services

05 4 Host -

T _]

Mmap Cutput | Ports / Huslsl Tupulugyl Host Detailsl Scans|

]

| Details |
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————————————
- Zenmap E@ﬂ

Scan Tools Profile Help
Target: | 19216875137 Profile: | Intense scan ﬂ Cancel
Command: |nmap -T4 -A -v 19216875137 Intense scan
Intense scan plus UDP
[ fass J[ feniees Nmap Output | Ports / F Intense scan, all TCP ports ans
05 4 Host = Intense scan, no ping Details
Ping scan
Quick scan
Quick scan plus
Quick traceroute
Regular scan
Slow comprehensive scan
Filter Hosts

[371]




|:5-2enmap
Scan  Tools

IZI Profile: | Quick scan

B 192168.75137

Filter Hosts

NmapGMpm|PmﬁfHoﬁ41hpmom|HoﬁDﬂﬂhlSﬁnd

Profile  Help
Target: | 192.168.75.137
Command: | nmap -T4 -F192.168.75137
[ Hosts ” Services
05 4 Host -

nmap -T4 -F 192.168.75.137 -

Starting Mmap 7.7@ ( https://nmap.org ) at 2018-989-84
15:19 Arabian Standard Time

Nmap scan report for 192.168.75.137
Host is up (@.8828s latency).

Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23 tcp open telnet

25/tcp open smtp

53/tcp open domain

B8/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

513/tcp open login

514/tcp open shell

2849/tcp open nfs

2121 /tcp open ccproxy-fip

3386/tcp open mysqgl

5432/tcp open postgresgl

5998/ tcp open wvnc

6000/ tcp open X11

8009/ /tcp open ajpl3

MAC Address: @8:8C:29:74:1C:63 (VMware)

Mmap done: 1 IP address (1 host up) scanned in 3Z.34
seconds
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h{!h Zenmap - - l-:- =)

Scan  Tools Profile Help

Target: | 19216875137 =] erofile | Quick scan ~| [sean]

Command: |nmap -T4 -F192.168.75.157

| Hosts I[ Services ] | MNmap Dutpui| Ports / Hosts |Tapalogy| Host Detailsl Scans|
05 4 Host - 1 Port 1 Protocol 4 State 4 Service 1 Version
W 19216875137 @ 2 tp open fip
@ 2 tep open  ssh
@ = tep open  telnet
@ = tcp open  smtp
@ 53 tep open  domain
@ a0 tep open  http
0 111 tcp open  rpchind
9 139 tcp open  netbios-ssn
@ M5 tep open  microsoft-ds
@ 513 tep open  login
@ 514 tcp open  shell
0 2049 tcp open  nfs
@ 2111 tcp open  ccproxy-ftp
@ 3306 tcp open  mysql
O 5432 tcp open  postgresqgl
5800  tecp open  vnc h.‘
@ 6000 tcp open X11
© 8009 tcp open  ajpl3
Filter Hosts ]
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= Zenmap

——

TR el )

I]_chn Tools  Profile Help

W 192.168.75.137

Filter Hosts

Fisheye onring [1.00 - D

IZ| Cancel

Target: | 19216875137 IZ| Profile: | Quick scan
Command: | nmap -T4 -F192.168.75137

[ Hosts ” Services ] | Nmap Outputl Ports,"Hosts| Topology |Host D‘etailsl Scans|
05 4 Host - ’Hosts‘u’iewer"FishE}rE“Cﬂntmlnsl

. 192 168.75.137

'lh:ahast

with interest factor

= Action
=0 + 5
Interpolation

Layout

=l View

address
hostname

= -

Mavigation 2250

Lower ring gap |10 =

2.00 : and spread factor | 0.50 :
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©- Zenmap

L S|

Scan Tools Profile

Help

Target: | 19216875137

Command: |nmap -T4 -F192.168.75.137

|Z| Profile: | Quick scan

[ Hosts ” Services l |Nmap0utput PortsfHostslTopoIogy| Host Details

Scans|

|Z| Cancel

05 4 Host
I 19216875137

Y

Filter Hosts

i192168.75.137;

=l Host Status
State:

Cpen ports:
Filtered ports:
Closed ports:
Scanned ports:
Up time:

Last boot:

= Addresses

up

18 @
0

82

100
Mot available ‘
Mot available

IPvd:  192.168.75137
IPvE: Mot available
MAC: 00:0C:29:74:1C:63

=) Comments
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= Fenmap

—————— — 1
| —

Scan Ioof«s\ Profile  Help
Lag

Target ¢ Compare Results Ctrl+D Profile: | Quick scan IEI
. Search Scan Results Ctrl+F

Comm = Filter Hosts Ctrl+L

[ Hasts_” Services Mmap Cutput | Ports / Hosul Topologyl Host Detailsl 5cans|

05 4 Host “ nmap -T4 -F 192168 75.137 IZI = |Details

Starting Mmap 7.7@ { https://nmap.org ) at 2018-09-84
15:19 Arabian Standard Time

Filter Hosts
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Chapter 4: Vulnerability Scanning

Plugin Rules

Scamners

< Cc 0 @‘\t'ps_- /localhost2

Nessus@)

cans/policies;

Scanner
& MyScans
W AllScans A ] - _'\/‘-
W Tresh
Advanced Scan Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection Basic Network Scan

Policies

Plugin Rules
& S $ (4] & (O

Credentialed Patch Audit DROWN Detection Host Discovery Intel AMT Securitv Bvpass Internal PCI Network Scan

2/ & G = =

Malware Scan MDM Confia Audit Maobile Device Scan Offline Config Audit PCI Quarterly External Scan

E ' & #

Policy Compliance Auditing SCAP and OVAL Auditing Shadow Brokers Scan Spectre and Meltdown WannaCrv Ransomware
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o '_'-—II — T
/ ©3 Nessus Home / Login * \\\ b = - . - L] |

& C 0O |A Mot secure | hitps//localhost:8834/#/ Q ‘i:'l" Q :

Programs (1)

| || Nessus Web Client

Nessus€})

Renﬂemher rde m
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L Services

File Action

=

View Help
EEEN IR

| = =

£ Services (Local)

:g Services (Local)

Tenable Nessus

Stop the service
Restart the service

Description:

Tenable Nessus Network Security

Scanner

Name Description Status Startup Type legOnAs =
S TeamViewer 13 TeamViewe.. Started Automatic Lecal Syste...

C . T IM nw'r | Ih | bl

%, Tenable Nessus Tenable Ne...  Started Automatic Lecal Syste...
L ProTTaeE e orared ROreTnane LoC

% Thread Ordering 5... Provides or... Manual Local Service

L UPnP Device Host  Allows UPn... Manual Lecal Service
S User Profile Service  This service ... Started Automatic Local Syste...

5 ValBioService Validity Bio..  Started Automatic Lecal Syste..,

L Validity WBF Polic... Validity WB...  Started Automatic Lecal Syste...

S Virtwal Disk Provides m... Manual Local Syste...

S VMware Authoriza.,. Authorizati..  Started Automatic Lecal Syste...

S VMware DHCP Ser... DHCP servi...  Started Automatic Local Syste...
S VMware NAT Serv.., Metwork ad.,  Started Automatic Lecal Syste..,

S VMware USB Arbit... Arbitration ... Started Automatic Lecal Syste...

% Velume Shadow C... Manages an... Manual Local Syste.. —
S WebClient Enables Win... Manual Lecal Service |E
Lo Windows Activati..  Performs W... Manual Local Syste.. —
S Windows Audio Manages au... Started Automatic Lecal Service

S Windows Audio E..  Manages au... Started Automatic Lecal Syste..,

S Windows Backup Provides Wi... Manual Local Syste...

S Windows Biemetri.. TheWindo...  Started Automatic Lecal Syste.. =

<

1L}

| »

Extended /(Standard/

[45]




BN C\Windows\system32\cmd.exe

Czs>red "Program Files"
C:sProgram Files>*cd Tenahle
C:sProgram FilessTenahleX*cd Messus

C:sProgram FilessTenahlesMessus>dir
Uolume in drive C has no label.
Uolume Serial Mumber is B234-BESH

Directory of C:sProgram FilessTenahlexMessus

11:45 <DIR> -
11:45 <DIR> -
11:=45 1 .winperms
17:25 45,113 License.prtf
19-B6-2018 19:25 6,452,984 nasl.exe
1?2-A6-2818 19:25 46,572 ndbhg.exe
1?-06—-2818 17:25 46 MWessus Weh Client.url
1?7-06—-2818 19:22 17.424 nessus—service.exe
1?7-06—-2818 19:25 6,405,128 nessuscli.exe
1?7-06—-2818 17:25 6,.837.776 nessusd.exe
8 File<s> 19,811,976 hutes
2 Dirds 1,974.278.2088 bhytes free

C:wProgram FilessTenahlevNessus>
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/Lj Messus Home / Login 'Y

< C 0O |A Mot secure | hitps;

/localhost:8834/#/ Qw 0 i

aEWEMbEI’ .de m

) Nessus Home / Resource X :! k I “ h- ﬁu@g

& c O |A Not secure | hitps://localhost:8834/#/scans/policies Q 1}‘ Q

A new version of Messus is available and ready to install. Learn mare or apply it now.

Nessus )

Policies Import

& My Scans
W Allscans
il Trash

Policies allow you to creats custom templates defining what actions are performed during a scan. Cnce

created, they can be from the list of scan templates. From this page you can view, create

impors, download, =dit, and olicies.
0 Folices
Plugin Rules
& scanners

Create = new policy
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6

i My Scans
W Alscans

Trash

Policies

Flugin Aules

Scanners

75 N home e % N N
’

DISCOVERY
ASSESSMENT
REPORT

ADVANCED

/ Basic N

y Templates

Plugins

Name

ssions

Description

Cancel

91-ecOa-d2ff06

19d7bd788d6be818b¢

Folicie:

Flugin Aules

Scanners

< C 1Y A Notsecure

&) Messus Home / Palicies / X : l . “ ==

DISCOVERY

ASSESSMENT
REPORT

ADVANCED

hitps://localhost 8!

Plugins

Name

Description

ecOa-d2ff0619

sean Policy

o 10 create a Policy in Nessus

9d7bd788d6
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/ £ Nessus Home / Palicies | %\

e

[ ]
-
Settings
W Trah
BASIC
DISCOVERY
o
ASSESSMENT
Plugin Rules
REPORT
Scannars
ADVANCED

Credentials

c Nef

k Scan

Plugins

Port scan (3l ports) {b

Custom

Use fast network discovery

Port Scanner Settings:

) Nessus Home / Policies /% \\

|/

Settings

BASIC

DISCOVERY
Policies

ASSESSMENT
Plugin Rules
REPORT

ADVANCED

& C Y | A Notsecurs | hitps//localhost:88

Credentials

Plugins

ies

rabilities (quick)

rabilities [comp

Disable web pplic:

n seanning
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“) Nessus Home / Policies | X

< C Y | A Notsecure | hitps// icies/! 0a-d2 Gbe t H

BASIC
Processing
DISCOVERY
Override normal verbosity

ASSESSMENT
Plugin Rules @ i

REFORT v : N
Scanners

ADVANCED =

¥ Show missing patches that have been superseded

v s from plugins initiated as a dependency
Output
v Allow us it scan results

Desig

Display hosts 1

Display unreachable hosts

) Nessus Home / Policies | X \\
./ N

& C {t | A Notsecure | hitps:/localhost:

Nessuso

My Scans

Settings Credentials Plugins

BASIC

DISCOVERY Type

ASSESSMENT

idth links
REPORT

ADVANCED v
4 simultane

us checks per

5 second network read tim:
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) Nessus Home / Palicies | X \\
& C 1 | A Notsecure

Nessus )

9c19d7bd788d6be

BasIC
General Settings
& My Scans DISCOVERY
v Znsslessfec
Al ASSESSMENT
0 Trasn REFORT Stop scanning hosts that become unresponsive during the scan
ADVANCED v
addresses in a random order
2

Performance Options

Slow down the scan when network congestion is detected

h Network timeout (in seconds) s

simultansous ch

per host 5

simultansous hosts per scan 0

of concurrent TCP sessions per

er of concurrent TCP sessions per scan

Debug Settings

Enable plugin debugging

&) Nessus Home / Resource. % Y v )~ ——

= e

< C {t | A Motsecure | hitpsy,

Import

ies

Scans

B Tesh

Policies allow you 1o create custom templates defining what actions

d from the list of scan templates. From this

port. download, edit. and delste polici

Policies

Plugin Rul

Scanners

Template Last Modified

Metwork Sczn Today at 207 AM
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j & Nessus Home / Resource % Wt §
< c 0O |A Not secure | hitps://localhost:8834/#/scans/policies Q f_‘(‘ Q

Nessus )

Policies More ¥ Import
- My Scans o
By
Al Scans Zxport
Trazh Delee

Folicies allow you 1o create custom templates defining what actions are performed during 8 scan. Once

created, they can be sslected from the list of scan templates. From this page you can view, create

impert, download, edit, and delste policies.
0§ rolicies
B Piugin Aules

& scanners oy (1 Selected) Clesr Selected Irem

: b

¥ Mame . Template Last Modified

W [Smd First scan Policy Basic Metwork Scan Today at 2:07 AM

| hHps//localhost

Export Policy

Exported policies do not contain credentials or
attachments. Are you sure you want to continue?
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' Nessus Home / Resource Xy ) _

< C {t A Notsecure | https//localhost

Nessus€))’

Policies More ¥ Impert © New Palicy

My Scans

[
B All Scans
m Trash

Policies allow you to create custom templates defining what actions are performed during a scan. Once
created, they can be selected from the list of scan templates. From this page you can view, create,

import, download, edit, and delete policies.

o Policies

@ Plugin Rules

Clear Selected Item

= Name Template Last Modified
First scan Policy Basic Metwork Scan Today at 207 AM
Low privilege user policy Basic Metwork Scan Today at 1:40 PM

' palicy export example Advanced Scan Today at 1:43 PM

| | policy_export_e....nessus Show all

< C ) | A Notsecure | hitps//localhost8834/#/scans/policies Q% 0 i

& MyScans

& Als -
L (e ® Open ===

i Trasn

Policies allow you to create cus @\J" » admin » Downloads » Nessus policy import <[+ [ 5= us policy import 0|
created, they can be selected fi
mport, download, edit, and del Organize New folder

- 0O @
Policies n =

B Desktop Name Date modified Type
@ Plugin Rules & Downloads L

v || policy_export_example_ekjel0.nessus 12-09-20181345  NESSUS File
& Scanners i) Recent Places

Libraries
Name -
[ Documents

Shared  First scan Palicy o Music =
|| Pictures

Shered  Low privilege user policy & videos

&, Local Disk (C)
s Local Disk (D)

~ . ] B
File name: policy_export_example_ekjel0.nessus ~ [AnFiles

[53]



E I

® @ a

_/o Messus Home / Resource X
& 2> C 1Y | A Notsecure | hipsy/

My Scans
All Scans

Trash

Policies
Plugin Rules

Scanners

Policies allow you to create custom templates defining what actions are performed during a scan. Once

First scan Policy

Shared

Low privilege user policy

policy export example

File uploaded successfully.

created, they can be selected from the list of scan templates. From this page you can view, create,
import, download, edit, an

d delete policies.

Template Last Modified

Basic Network Scan Today at 2:07 AM
Basic Network Scan Today at 1:40 PM
Advanced Scan Today at 1:47 PM

¥ O

mow B @

o

About
Adwvanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

Overview

MNessus Home

Version 7135 (#120) WINDOWS

Licensed Hosts Mone

Plugins

Last Updated

License Expiration

Plugin Set

tion Code

Seprember 11 at 650 AM

July 15, 2023

201803110650

E126-8E41-2087-42C0-2358
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< C 1Y | @ httpsy//localhost:8834/#/settings/about/software-update o G ¥ :

‘ admin o

.'L'.::-G.J't hanual Software Updats
e About
¥ Advanced
Owerview Software Update Master Password

Proxy Server

SMITP Server Automatic Updates

Custom CA
® Update all compomnents

B o« A @

Password Mgmt
Update plugins

Dizabled

b

My Account

Uszers
a Update Frequency Diaily -

Update Server

WOorg or G 3% :

admin

About

¥ @

Adwvanced

Software Update Master Password
Proxy Sereer

SMTP Server .
Setting a master

ring pelicies, scans results, and

Mo A @

Custom CA scan configurations. rd is set, the application will prompt you for the password whenever
o ' the Meszus zemvi If your master passwerd is |ost, it cannot be recoverad by your
Pazsword Mgmt X _
admin ¢ Tenable Support.

™

My Account

=l
i
i

Mew word

24 Users

0
kS

Cance
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b3

o

About

Advanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

Advanced Settings © New Setting
Advanced Settings allow you to manually configure global settings. In order for these settings to take
effect, a restart of the Nessus service or server may be required, NOTICE: Settings configured in scans or

& policies will override these values.

Setting

allow_post_scan_editing

autc_enable_dependencies

auto_update

autc_update_delay

cgi_path

checks_read_timeout

fegi-bin:/scripts
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™

About
Advanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

Proxy Server

Port
Username
Password
Auth Methed

User-Agent

m Ca"CE|

Proxy servers are used to forward HTTP regues

our organization requires one, Nessus will use these

settings to perform plugin updates and communicate with remote scanners and agents, Only the host

and port fields are required. Usemame, password, authentication type and user-agent are available if

neaded.

AUTO DETECT

Test Proxy Server

AUTO DETECT
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&

C 1} | @ https//localhost:

b @ @

b=

About
Advanced
Proxy Server
SMTP Server
Customn CA

Password Mgmt

My Account

Users

SMTP Server

Simple Mail Transfer Protocol (SMTP) is an industry standard for sending and receiving email. Cnce
— configured for SMTP
Motifications” configuration, These results can be custom tailored through filters and require an HTML

can results will be emailed to the list of recipients specified in a scan's "Email

compatible email client.

Port

From (sender email)

Encryption Mo Encryption -
Hostname (for email links)

Auth Methed MNONE -

Send Test Email

m Ca"CE|
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About

Advanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

Certificate

Saving a Custom Certificate Autherity (CA) helps to mitigate findings from Plugin #51192 (551 Certificate
Cannot Be Trusted) during scans
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About
Advanced
Proxy Server
SMTP Server
Custorn CA

Password Mgmt

My Account

Users

Password Management

Password Management allows you to set parameters for passwords, as well as tum on login notifications

' and set the session timecut. Login natifications allow the user to see the last successful login, last failed
ogin attempts (date, time and IP) and if any failed login attempts have occurred since the last successful

Il take effect after a soft restart.

ogin. Changes wil
Password Complexity

Session Timeout (mins) 30

Max Login Attempts

Min Password Length

Login Motifications

m Ca"CE|
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< C 1 | ® httpsy//localhost:8834/#/settings/my-account or O Yr :

My Account

O lbout
¥ Advanced
v favanes Account Settings APT Keys
& Proxy Server
B SMTP Server User Info
Custom CA
Full Mame adrmin
Password Mgmt
Emai admin@admin.com
L MyA t
e Change Password
A& sers

Current Passward

Mew Password
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]

About
Advanced
Proxy Server
SMTP Server
Custorn CA

Password Mgmt

My Account

Users

My Account

Account Settings

Generate

API Keys

API Keys are used to authenticate with the Nessus REST API (version 6.4 or greater) and passed with
requests using the "X-ApiKeys" HTTP header. For more details, see the AP documentation.

NOTICE: API Keys are only presented upon initial generation. Please store them in a safe location as they
can not be retrieved later and will need to be regenerated if lost.

Access Key:  27b1dcf8954dfaaf303de33847c78c7d00ee6fcb77ch2Ed%affablcfdf50a00a

Secret Key: 6e28eb921b1502ad67e33d817875a5a11e73c06a9958425bfbB4d67fd4c 2a3ba

)

About

Advanced
Proxy Server
SMTP Server
Custom CA

Password Mgmt

My Account

Users

-

MName

admin

From this page, you can view, create, edit. and delete users. Once created, a user is configured with a
role, which determines their scanner perrissions. Additionally, each user can generate a custom AFI key
to authenticate with the REST APL

Last Login Role

Today at 12:36 PM System Administrator
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C {t | @ https//localhost:8834 /#/settings/users/n

=Y

sers

¢ Back to Users
About
Advanced

Account Settings
Prowy Server

SMTP Server User Info

Custom CA

Uzername
Password Mgmt

Full Mame
My Account .

! Emai

Users

Passwaord

Role

[15]

show_user_creats
show user create
show(@user.create

Standard {b

Standard

System Administrator
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o Q Y| O

O About

A Advanced

@ Proxy Server

o @ A From this page, you can view, create, edit, and delete users. Once created, a user is configured with a

SPEE role, which determines their scanner permissions. Additicnally, each user can generate a custom API key

#®  Custom CA ‘ to authenticate with the REST APL

@ Password Mgmt

A My Account

28 Users Mame Last Login Role
admin Today at 12:36 PM System Administrator
show_user_create Mever Standard

& C 1t | A Notsecure | hitpsy,

/localhost:2

Nessus @)

Policies
W My Scans
W Al Scans
Trash

ﬂ Paolicies

@ Plugin Rules

@ Scanners
Name
Shared
Shared

Template Last Modified
First scan Policy Basic Metwork Scan Teday at 2:07 AM
Low privilege user policy Basic Metwork Scan Teday at 1:40 PM

ans/policies e %0 :

Import © New Policy

Policies allow you to create custom templates defining what actions are performed during a scan. Om
created, they can be selected from the list of scan templates. From this page you can view, create,
import, download, edit, and delete policies.
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Nessus Home

& C ) | A Notsecure | hitps//localhost8

& AlScans

@ Trash

icies

Plugin Rules

@ Scanners

» Pol
< Back to Pof

Settings  Credentials Plugins
BASIC
Accuracy
DISCOVERY
Ovenide normal accuracy
ASSESSMENT ~
OF’
General

Brute Force

Perform thorough tests (may disrupt your network or impact scan speed)

W

Malware
Antivirus
REPORT
Antivirus defin oETE 0w
AOVANCED Antivirus definition grace period (in da
SMTP
Third party domain exemple.com
From address nobody@erample.com
To address postmaster@[AUTO_REPLACED IP]

ings/b

L]
Z
g

]
>
P
g

Polici

Plugin Rules

€ Scanners

/ Badlock Detection

« Back to Policy Templates

Settings Credentials Plugins
BASIC v
General This policy is used to perform remote and local checks for the Badlock vulnerability (CVE-2016-2118 and CVE-2016-0128).
Permissions
DISCOVERY
Name
REPORT
ADVANCED Description

m Cancel
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< C O

Nessus@)’

¢ Back to Pal

Cancel

This policy is used to perform remote checks for the DROWN vulnerability (CV

Name

W My Scans
W Al Scans
Settings Plugins
W Tresh
BASIC
General
@ Pl
Permissior
@ Plugin Rules
o DISCOVERY
@;' Scanners
REPORT
ADVANCED

Description

2016-0800).

_ L es
& My Scans
& AllScans
Settings Credentials
& Trash
BASIC N
General
B Policies
Permissions
@ Plugin Rules
@ 5 DISCOVERY
canners
REPORT
ADVANCED

ntel AMT Security By,

)Ass

Y

Plugins

This policy is used to perform remote and local checks for the Intel AMT Security Bypa

vis WMI and enumerate missing software updates.

Name

Description

ulnerability (CVE-2017-5689). Windows credentials can optionally be provided to test
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< C ) | A Notsecure | hitpsy/

Nessus)

#/scans/pol

¢ / Shadow Brokers Scan
Templates

m Cancel

B My Scans
W Al Scans -
o Settings Credentials Plugins

M Tras
BASIC -

Polic General This pelicy is used to perform remote and local checks for vulnerabilities found in the Shadow Brokers leaks.

Permissions

@ Plugin Rules

[T DISCOVERY

= Name
REPORT
ADVANCED Description

&

Scan Templates
< Back to Scans

My Scans
All Scans

ﬂ Trash

Scanner User Defined

5 3 b 4

n Policies

; First scan Policy Low privilene user policy
) Plugin Rules
@' Scanners

b 4

policy export example
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< ()

Nessusﬂq

My Scans

All Scans

B Tresh

@ Policies
@ Plugin Rules
& Scanners

4 ) Messus Home /Scans /£ X

A Not secure

New Scan / Basic Network Scan

¢ Back to Scan Templates

Settings Credentials Plugins
BASIC v
a Name
General
Schedule s
Description
Notifications
DISCOVERY
ASSESSMENT Folder
REPORT
Targets
ADVANCED
Upload Targets
Cancel

=,

Launch

1a8e52-3eab-a291-ec0a-d2ff0619¢19d7bd788d6bel818b65/settings/basic/general & | Q@

Scan - existing template

This is a scan to display simple netv

using an existing template without us

credential scan. -
My Scans -

192.168,75.137

Add File

|/

Nessus )

My Scans

All Scans

=]

Trash

Policies.

Plugin Rules

& Scanners

) Messus Home / Scans /£ X

& C {} | A Not secure

I Scan / Basic
< Back to Scan Templates

Settings | Credential

BASIC v
General
Schedule
Notifications

DISCOVERY

ASSESSMENT

REPORT

ADVANCED

kitps://localhost:8834,

GO~

scans/reports/new/

pen

38e52-3e36-3291-ec0a-d2ff0619c19d7bd788d6bed 18b65/settings/basic/general

" » admin » Downloads » MNessus policy import

Organize +

I Favorites
P Deskiop
& Downloads

%] Recent Places

i

" Libraries
[ Documents
o Music
&) Pictures
B8 videos

18| Computer
&, Local Disk (C))
3 LocalDisk (D)~

File name: New Text Document.bd

New folder

MName

Date modified

Type
_ iplist - Nessus scan.bd 12-09-2018 14:56

12-09-2018 13:45

Text Document

| policy_eport_example_ekjel0.nessus NESSUS File

1 ] »

« | All Files

Cancel

Upload Targets
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/0 Nessus Home / Scans / £ X
e

C {t A Notsecure | haps//

/ Basic Network Scan
can Templates

- < Back tt
W My Scans
i Al Scans
Al Settings Credentials Plugins
o Trasn
BASIC v
General Enabled @.
Policies
Schedule
Plugin Rules Foue
catio on -
© Sconners Notifications Frequency Onee
DISCOVERY
Starts 09/12/2018 -
ASSESSMENT Starts -
REPORT Timezone (UTC=04:00) Abu Dhabi, M -
ADVANCED
Summary Once on Wednesday, September 12th, 2018 at 3:00 PM

D T A e ——— T 5

& C 1Y | A Notsecure | kitps//localhost: Q ¥ g

Nessus )

ans/fold

cans Sean saved and launched
@ My Scans 1
B Al Scans
Trash
Name Schedule Last Modified
n 2T scan-existing template On Demand () Today at 2:58 PM
ali
@ Plugin Rules
@ Scanners
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Ttz rome ratters x N N i o ]

/hosts Q%0

< C 1Y | A Notsecure | hitps)//localhost:3834/#/scans/reports/’

S-Can—ex'sting template Configure Audit Trail launch ~ Export ¥
- ¢ Back to My Scans
B My Scans
i Testing Fold
= f=sting Folder Hosts 1 \."ulnE’a:l{%es 10 History | 2
B AllScans
@ Trash Filter =
Scan Details
Host Vulnerabilities scan-existing template
0 Policies e an Completed
7 19216775137 2 Basic Network Scan
= Plugin Rules
Local Scanner
& Scanners Today at 3:04 PM

Today at 3:20 PM

Elapsed: 15 minutes

Vulnerabilities

@ Critical
High
Medium

e low
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L e e —————_—— T
=

& C Y} | A Notsecure | Bipsy/localhost:8834

Nessus )

vulnerabilities

scan-existing template / 1921 Configure  Audit Trail launch ~ Export ¥
—~ ¢« Back to Hosts
B My Scans
W Testing Folder -
W Al Scans
Trash Filter =
i Host Details
Name m ey G . 19215775+
ﬂ Policies . DNS: timeworkunipv.it
. Nessus SYN scanngr Port scanners 2 T4 os: Linux Kernel 2.6
B Plugin Rules
Start: Today at 3:04 PM
@ Scanners Service Detection Service detection 2 End: Today at 3:20 PM
Elapsed: 15 minutes
Common Platform Enumeration (CPE) General 1 KE: Download
Device Type General 1
Vulnerabilities
Host Fully Qualified Domain Name (FQDN) Resolution General 1 R—
High
Messus Launched Plugin List Settings 1 Medium

us Scan Information Settings 1

o
i
2

05 Identification General 1
TCR/IP Timestamps Supported General 1
Traceroute Information General 1

@ Nessus Home / Scans / £ X

& C 1 | A Notsecure | hitps/localhost:8834/#/scans/reports/ne

Nessus)

New Scan / Basic Network Scan
- < Back to Scan Templates
W My Scans
& AlS
ans Settings Credentials Plugins
M Trash
BASIC v
e Scan - existing template (credentialed)
General
Policies
i Schedule i
Plugin Rules Description This displays a credentialed scan of a remote
@ Scanners Metifications heost using an existing template.
DISCOVERY
ASSESSMENT Folder My Scans -
REPORT
Targets 192.168.75.137
ADVANCED
Upload Targets Add File
Launch .
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Nessus Home / Seans /£ X

< C 1t | A Notsecure | hitps/localhost:

Nessus )’

sting template
Report

] 1
U Credentials Plugins
W Trash
Host

B Policies
@ Plugin Rules

St
® Scanners

Windows

/ Configuration

SSH

Authentication method

Username

Paszword (unsafe!)

Elevate privil

Global Credential Settings

known_ ile

Preferred port

Client version

password

msfadmin

Nething

Add File

22

OpenSSH_S.0

< C t | A Notsecure

>Cans
| W My Scans 1
B All Scans
ﬂ Trash
Name

ﬂ Policies

/o Messus Home / Folders | X m@_@
./ )

Scan - existing template (credentialed)

Scan saved and launched essfully.

Schedule Last Modified

On Demand ) Today at 3:02 PM
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) Nessus Home / Folders

<« C {t | A Notsecure | hips://localhost:8834/#/scans/reports/16/hosts

Scan - existing template (credentiale Configurs Audit Trail Launch ¥ Export ¥
o < Back to My Scans
W My Scans
@ Testing Fold
W Testing Tolder Hosts (1| | Vulerabilites |135|  Remediations |3 | History |1
& AlScans
Trash Filter v
o Trs Scan Details
Host Vulnerabilities Name: Scan - existing template

[credentialed)

@ rolicies
19216875137 Ea Stows  Completed

B Flugin Rules Palicy: Sasic Network Scan
& Scarners Scanner: Local Scanner
Start: Today at 302 PM
End: Today at 312 PM
Elapsed: 10 minutes
Vulnerabilities
' ® Crtical
High
Medium
I} ' o low
e Info

) Nessus Home / Folders

< C 1Y | A Notsecure

Nessus€)

Scan - existing template (credentialed) / 192.168.75.137 Configure  Audit Trail Launch  * Export

_ « Back to Hosts

i My Scans

B Testing Fold

SRR Vulnerabil 1s

B AlScans

B T Filter =
Host Details

Sev Name mFamﬂy Count - 19216875.137
O Folcies ) MAC: 0C:29:74:1C:63
’ Bind Shell Backgigor Detection Backdoors 1 y os. Lies Kernel 26 on Ubunts 804

B Plugin Rules {quisy)

% scanners Debian OpenSSH/OpensSL Package Random Number Generator...  Gain a shell remotely 1 Start;
End: Today at 3:12 PM

Debian OpenSSH/OpenSSL Package Random Number Geners Gain a shell remotely 1 Elapsec: 10 minutes

KE: Download

Vulnerabilities

W, ::
High

Unix Operating System Unsupported Version Detection General 1

=
[cmen

e

NFS Exported Share Information Disclosure REC 1
=

[cmen

[omcn

UnreallRCd Backdoor Detection Backdoors 1
Medium
® Llow
WNC Server ‘password’ Password Gain a shell remotely 1 ' o o

Multiple Vendar DNS Query ID Field Prediction Cache Paisoning ~ DNS 1
login Service Detection Service detection 1
rsh Service Detection Service detection 1
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_;/6 Messus Home / Folders /X
& C ‘0 A Notsecure | hitps://localhost:B834/#/scans/reports/16/hosts

Scan - existing template (credentialed) Corfigure At Trail launch ~ Bport ¥
- ¢ Backts My S
B My Scans = qﬁ —
B Testing Fold
SRR Hosts 1 Vulnerabilities | 115 Remediations | 3 History 1

/_ﬂ Messus Home / Folders /X m@@g
5 - 3

-
.
b

<« C () | A MNotsecure | bitps//localhost:8834/#/scans/reports/13/history & ¢ | O

Configure

scan-existing template

¢ Back to My Scans

=

B My Scans
— IR

cans Hosts |0 History 2
m Trash

Scan Details
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_;/6 Messus Home / Folders /X

/scans/reports/

& A Notsecure | hitps://localhost:8834

scan-existing template Configure
_— < Back to My Scans
B My Scans 1
 AlS
cans Hosts |1 Vulnerabilities | 1 History 2
m Trash
Scan Details
Policies Start Time End Time Status Mame: scan-existing template
Plugin Rules . Running
¢ Today at 3:04 PM N/ J Running Basic Metwork Scan
@ Scanners .
Local Scanner
Today at 2:59 PM Today at 3:03 PM Canceled Today at 2:04 PM
y at 3

Vulnerabilities

® Critical
High
Medium

® low

/_o Nessus Home / Scan Ter X
=

&« C {} | A Notsecure | hitps)//

#/scans/reports/new QO

Scan Templates

¢ Back to Scans

B My Scans
B Al Scans
Scanner User I:mﬁned
M Trash
ﬂ Paolicies . .
@ Plugin Rul First scan Policy Low privilege user policy policv export example
ugin Rules
@' Scanners
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. Nessus Home / Folders /

&« C 0O ‘A Not secure | https://localhost8834/#/scans/folders/my-scans

New Folder

‘ Testing Fold=|

Cancel

je Messus Home / Folders | X

& C O |A Not secure | h#tps//localhost:8834/#/scans/folders/20

Testing Folder
B My Scans
| @ Testing Folder
W Al Scans

M Trash

0 Policies
B Flugin Rules

@ Scanners

Import MNew Falder

This folder is empty. Create a new scan,
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J/ﬂ Messus Home / Folders | X

<« C 1} | A Notsecure

Nessus @)

W My Scans
i Testing Folder
W AllScans

W Trash =

Policies

Plugin Rules

@ Scanners

//localhost:

[

Name

scan-axisting template

Scan - existing template (credentialed)

Clear Selected Item

Schedule

COn Demand

On Demand

More ¥ Import New Folder

Configure

Copyto P My Scans

Launch T@g Fol..
Mark Unresc | New Foider |0
Movets ¥

Today at 3:20 PM

Today at 3:12 PM

(70 ez o it xR . [ i

& C () | A Notsecure

Nessus€))’

W My Scane
i Testing Folder

All Scans

Trash

0 Policies
B Plugin Rules
&

Scanners

Settings

Name

scan-existing template

Scan - existing template (credentialed)

Clear Selected Item

Schedule

On Demand

On Demand

More = Import New Folder
»
Mark Unread est Medified

Moveto P Te@\g Fol.. 3.20 PM
Trash

Mew Foider  F12PM

Q ¥ 0

Y @ Nessus Home / Folders /| x
|

€« C Y A Notsecure

& My Scans

O Testing Folder

W All Scans
W Trash v
v
Policies
Plugin Rules
@ Scanners

hitps//localhost:383

Testing Folder

Name

f#/scans/foldel

Copy of scan-existing template

Clear Selected Item

Schedule

On Demand

Import New Folder

Last Medified

M/A
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[/ vissustome roiters xR - [ ]

<« C 1} | A Notsecure | kitps//localhost: Q% 0
Nessus€))’

moved successfully.

W My Scans

[
i

Testing Folder

All Scans

T Name Schedule Mst Modified

scan-existing template On Demand {t’;day at 3:20 PM > x

Policies

Plugin Rules

@ Scanners

/o Messus Home / Folders /| X
=4 \ —

&« C ) | A Notsecure | hips/, Q%0

/localhost:8.

Tej‘hng FO der Import MNew Folder

]
W Testing Folder

B AllScans
o Trasn Name Schedule Last Medified
Scan - existing template (credentialed) On Demand Teday at 312 PM
Bullae Copy of scan-existing template Cn Demand /A

= Plugin Rules
&

Scanners

/0 Nessus Home / Folders /X

< C 0 A Mot secure | hitps://localhost:28

Nessus@)’

Q| 9 i

RN e Newroder

W My Scans Copyto ¥
i Testing Folder Clear Selected Items La
B Al Scans Mark Unread
o Trash & Name SR Moveto b TestingFol. 0
W scan-existing template On Demand Trash %20 PM
New Folder
RS i Scan - existing template (credentialed) On Demand 1oty ar 312 PM
Plugin Rules
& Sscanners
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Chapter 5: Configuration Audits

A
New Scan / Advanced Scan Disable All  Enable Al
< Back to Scan Templates &
My Scans
& Allscans ) ) Show Enabled | Show Al
Settings Credentials Compliance Plugins ow Enabled | show
W Trash
STATUS PLUGIN FAMILY . TOTAL A STATUS PLUGIN NAME PLUGIN ID A~
Policies AIX Local Security Checks 11334 AIX5.1:1V19744 22372
Plugin Rules Amazon Linux Local Security Checks 1121 AIX 511 1V20486 22373
Customized Reports Backdoors 114 ATX 5.1 V21309 22374
Scanners
CentoS Local Security Checks 2647 AIX5.1:1V22266 22375
CGl abuses 3013 AIX 5.1 V22268 22376
CGl abuses : X35 667 AD(5.1:1V23041 22377
asco 933 AIX 5.1 1123846 22378
Databases 590 ADX5.1: V23847 22379
Debian Local Security Checks 5732 AIX5.1: V24231 22380
v v
Default Unix Accounts 169 ENABLED AIX 5.1:1V25437 22381
o -
W

AIX 5.1:1Y19744

Synopsis
The remote host is missing a vendor-supplied security patch

Description
The remote host is missing AIX Critical Security Patch number 119744 (SECURITY: Buffer Overflow in xntpd).

You should install this patch for your system to be up-to-date.

Solution
> uppor/fixes/

Plugin Information

ID: 22372

Version: $Revision: 1.5 §
Published: September 16, 2006

Risk Information
Risk Factor: High
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- T ]
B "
[GFr o 20¢16-03b6-8c1d-cef 24bd260ef519e86/ plug - @ Certficate error C, | | Search... B s
Nessus@Q)  sem  conws - T
New Scan / Advanced Scan DisableAll | Ensbleal
- < Back to Scan Templates
& MyScans
i AllScans . Show Enabled | Show All
Settings | Credentials ~ Compliance Plugins Show Enabled | show
W Trash
SMTP problems 140 A STATUS PLUGIN NAME PLUGINID A
O roiicis SNMP 33 2x ApplicationServer TuxSystem ActiveX ExportSettings.. 58484
B rlugin Rules Solaris Local Security Checks 3585 2 Client TuxClientSystem ActiveX InstaliClient) Metho... 58321
B Customized Reports SuSE Local Security Checks 11873 ENABLED 3CTftpsve Long Transport Made Remote Overflow 23735
& scanners
Ubuntu Local Security Checks 4258 ENABLED 3D-FTP Multiple Directory Traversal Vulnerabilities 33218
Virtuozzo Local Security Checks 206 ENABLED 3DGreetings Player ActiveX Multiple Buffer Overflows 26020
VMware ESX Local Security Checks 120 B sivx MPEG-4 < 5.0.2 Buffer Overflow 29749
Web Servers 1097 ENABLED. 7-Zip < 16.00 Multiple Vulnerabilities 21230
DED Windows 4070 7-Zip < 16.03 NULL Pointer Dereference DoS 109799
Windows : Microsoft Bulletins 1590 7-Zip < 18.00 Multiple Vulnerabilities 109800
v v
Windows : User management 28 ENABLED 7-Zip < 18.05 Memory Corruption Arbitrary Code Execu... 109730
Scans Filter admin
New Scan / Advanced Scan Disable All  Enable Al
- < Back to Scan Templates
& Myscans
W Allscans . Enabled | Show Al
Settings Credentials Compliance Plugins abled | Show
W Trash
SMTP problems 140 A STATUS PLUGIN NAME PLUGINID A
O rolicies SNMP 33 Oracle Solaris Critical Patch Update : apr2012_SRU3 76800
@ Plugin Rules Solaris Local Security Checks 3585 Oracle Solaris Critical Patch Update : apr2012_SRU4 76801
B Customized Reports SuSE Local Security Checks 11872 Oracle Solaris Critical Patch Update : apr2013_SRUD 76802
& scanners
Ubuntu Local Security Checks 4258 Oracle Solaris Critical Patch Update : apr2013_SRU3 76803
Virtuozza Lecal Security Checks 206 Oracle Solaris Critical Patch Update : apr2013 SRU4_S 76804
VMware ESX Local Security Checks 120 Oracle Solaris Critical Patch Update : apr2013_SRU4a 76805
Web Servers 1097 Oracle Solaris Critical Patch Update : apr2013_SRUS 76807
MIXED Windows 4070 Oracle Solaris Critical Patch Update : apr2013_SRUS_S 76806
Windows : Microsoft Bulletins 1590 Oracle Solaris Critical Patch Update : apr2014 SRU111... 76808
v v
Windows : User management 28 Oracle Solaris Critical Patch Update : apr2015_SRU11.2_.. 82817
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5£9¢66/plug

@ Certficate emor €, | [ Search..

New Scan / Advanced Scan Discblgl | Enableal
- « Back to Scan Templates
& MyScans
i AllScans . Show Enabled | Show All
Settings | Credentials ~ Compliance Plugins Show Enabled | show
W Trash
SMTP problems 140 A STATUS PLUGIN NAME PLUGINID A
Policies SNMP 33 Oracle Solaris Critical Patch Update : apr2012_SRU3 76800
Plugin Rules Solaris Local Security Checks 3383 Oracle Solaris Critical Patch Update : apr2012_SRU4 76801
B Customized Reports SuSE Local Security Checks 11873 Oracle Solaris Critical Patch Update : apr2013_SRUD 76802
& scanners
Ubuntu Local Security Checks 4258 Oracle Solaris Critical Patch Update : apr2013_SRU3 76803
Virtuozzo Lecal Security Checks 208 Oracle Solaris Critical Patch Update : apr2013_SRU4_S 76804
VMware ESX Local Security Checks 120 Oracle Solaris Critical Patch Update : apr2013_SRU4a 76805
Web Servers 1097 Oracle Solaris Critical Patch Update : apr2013_SRUS 76807
Windows 4070 Oracle Solaris Critical Patch Update : apr2013_SRUS_S 76806
Windows : Microsoft Bulletins 1590 Oracle Sclaris Critical Patch Update : apr2014 SRU111.. 76808
v v
Windows : User management 28 Oracle Solaris Critical Patch Update : apr2015_SRU11.2_.. 82817
we |-

—aa - — T (= © ]

be260eF519e66/plug - © Certficate error © | | Search...

[ nttps: P 1d-c

- -
0
New Scan / Advanced Scan Disableall  enableall 7
- « Back to Scan Templates
& MyScans
Al Scans Show Enabl
Settings | Credentials  Compliance Plugins Show Enabled | Show All
@ Trash
STATUS PLUGIN FAMILY TOTAL SCAP Information 66759 A
O roicies BEITE ooy Compliance 0 SCAP Linux Compliance Checks 66757
B Plugin Rules SCAP Windows Compliance Checks 66756
B customized Reports SCAP XML Results 66758
© scanners i
SonicWALL SonicOS Compliance Checks 71955
Unix Compliance Checks 21157
Unix File Contents Compliance Checks 72095
VMware vCenter/vSphere Compliance Checks @ 64455
watchGuard Compliance Checks 86269
Windows Compliance Checks 21156
Windows File Contents Compliance Checks 24760 v

we |- I
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/) Nessus Home / Lagin x \\ v

- - ~ T Teeeyo & %

&« C 1Y | A Notsecure | bitps//localhost:8834/#/ Q &0

Programs (1)

| Messus Web Client

Nessus @)

Fememeariis m

& Services - - il = 2B 25 |

File Action View Help

= Bz HEl >»=nmp

,.( Services (Local) L}!, Services (Local)
Tenable Nessus MName ‘ Description Status Startup Type LegOnAs *
cton th . .'.:{;Team‘u‘iewerH TeamViewe.. Started Automatic Local Syste...
@:hs:;\:;elce ' T I“ nw'r | Ih | bl
i, Tenable Messus Tenable Ne...  Started Automatic Lecal Syste...
ST neneE ProaeE e oared oI ate LoC
Description: . % Thread Ordering 5. Provides or... Manual Local Service
;::::l:r Nessus Netwark Security .'.?{;UPnP Device Host  Allows UPn... Manual Lacal Service
S User Profile Service  This service ... Started Automatic Lecal Syste..,
} ValBioService Validity Bio..  Started Automatic Lecal Syste..,
4 Validity WEBF Polic... Validity WB... Started Automatic Lecal Syste...
S Virtwal Disk Provides m... Manual Local Syste...
.'.;{;VMware Autheriza.. Autherizati.. — Started Automatic Lecal Syste...
 VMware DHCP Ser.., DHCP servi.. Started Automatic Lecal Syste..,
WMware NAT Serv... MNetwork ad.. Started Automatic Lecal Syste..,
4 VMware USB Arbit... Arbitration ... Started Automatic Lecal Syste...
.'.;ef;‘u'olume Shadow C... Manages an... Manual Local Syste.. —
.'.;Q;WebCIient Enables Win... Manual Local Service ﬂ
Lo Windows Activati..  Performs W... Manual Local Syste...
i Windows Audio Manages au... Started Automatic Lecal Service
% Windows Audio E.. Manages au... Started Automatic Lecal Syste...
Windows Backup Provides Wi... Manual Local Syste...
.'.;{;Windows Biormetri... TheWindo.. Started Automatic Lecal Syste.. =
< I | »

Extended /(Standard/
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B Ch\Windows\system32\omd. exe

Czsed "Program Files"

C:sProgram Files>cd Tenahle
C:sProgram FilessTenahle*cd Messus

C:sProgram FilessTenabhleNessus>dir
Uolume in drive C has no label.
Uolume Serial Mumbher iz B234-BESH

Directory of C:sProgram FilessTenahle“Messus

16—87-2818 11:45 <DIR> -
16—6A7-2018 11:45 <DIR> .-
16—6@7-2018 11:45 1 .winpermns
17:25 45,113 License.prtf
19:25 6,459,984 na=zl.exe
19:25 46,572 ndbhg.exe
17:25 46 Hessus Webh Client.url
19:22 17,424 nessus—service.exe
19:25 6,405,128 nessuscli.exe
19:25 6,.837.776 nessusd.exe
8 File<s> 19,811,976 hbutes
2 Dir<s? 1.978.278,.2088 hytes free

C:wProgram FilessTenahle“Nessus>

—~— —~— —~— — T— =
o(q' ) hitps://localhost:3834/#/settings/about ~ € Certificateerror & | Search... P~
) Messus Professional / Settin...
Nessus )
About
© About
% Advanced
e Qverview Software Update Master Password
@ Proxy Server
@ Remote Link Nessus Professional Version 7 Plugins
B SMTP Server
A Version 7.2.1 (#144) WINDOWS Last Updated September 14 at 8:50 PM
= Custom CA
# Upgrade Assistant Licensed Hosts None License Expiration September 30, 2018
B Password Mgmt
Plugin Set 201809142050
Activation Code W U £
A My Account ' {b
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« W
&« @|§) hittps//localhost8534 /2 settings/about - @ Certficateerror €, | | Search...

3 Nessus Professional / Setin... |

Update Activation Code

Registration Nessus (Home, Professicnal or Manager)

Activation Code

|| Metasploitable.nvram 04-09-2018 16:53 MNWVEAM File 9KB
5 Metasploitablevmdk 17-09-2018 13:48 Vihware virtual dis... 18,381,024 KB
|| Metasploitable.vmsd 07-05-2010 14:46 VMSD File 0 KB
EI Metasploitablewmx 17-09-2018 13:47 Viware virtual m... 3KB
|| Metasploitablevmaf 07-05-2010 14:46 VMXF File 1KB
[=[E] | ]

%ﬂ Metasploitable2-Linux - VMware Workstation 14 Player (Mon-commercial use only)

Pla],rerv|||v|£| Bj:ﬂ& L4
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L_.E Metasploitable2-Linux - VMware Workstation 14 Player (Non-commercial use only) = = =
Player - - &l B IO Ch &

larning: Never expose this UM to an untrusted networkt
Contact: msfdevlatlmetasploit.com

Login with msfadminsmsfadmin to get started

metasploitable login: msfadmin

Passuword:

Last login: Mon Sep 17V ©05:49:38 EDT 2018 on ttyl

Linux metasploitable 2.6.24-16-server #1 SMP Thu fApr 10 13:58:00 UTC 2008 i686

The programs included with the Ubuntu system are free software:;
the exact distribution terms for each program are described in the
individual files in susr-sharesdoc = copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http:~sshelp.ubuntu.coms

Mo mail.
msfadnin@metasploitable: ™5

- - =
e https://localhost:8834/#/scans/ policies/new/ad629e16-03b6-8c1 d-cef6- ef8 (Idd3c658d24bd260ef519e66/ settings/basic ~ & Certificate error <& | Searchu. o~ H

"D Nessus Professional / Polici... Er 3

Settings
I i~/ Advance
lew Policy / Advanced Scan
& s ¢ Back to Policy Templates
y Scans
B Al Scans . S
Settings Credentials Compliance Plugins
IﬁI Trash
BASIC
ame Linux Compliance Audit
o DISCOVERY ETE P -
Policies
= ASSESSMENT i
Plugin Rules Description This policy is being created to demonstrate
B Customized Reports REPORT Linux Compliance ﬁJcI\t|
C zed Re
& scanners ADVANCED

[85]



New Policy / Advanced Scan

< Back to Policy Templates

Settings Credentials Compliance Plugins
All -
ubuntu
CIS Ubuntu 12.04 LTS Benchmark L1 v1.1.0 "~

CIS Ubuntu 12.04 LTS Benchmark L2 v1.1.0

CIS Ubuntu Linux 14.04 LTS Server L1 w2.1.0

CIS Ubuntu Linux 14.04 LTS Server L2 v2.1.0

CIS Ubuntu Linux 14.04 LTS Workstation L1...

CIS Ubuntu Linux 14.04 LTS Workstation L2...

CIS Ubuntu Linux 16.04 LTS Server L1 w1.1.0

CIS Ubuntu Linux 16.04 LTS Server L2 w1.1.0

nsfadmin@metasploitable:™5 lsh_release -a
No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu &.04
Release: 0.04
Codename : hardy
msfadminﬂmetaspluitahle:"$
msfadminﬂmetaspluitahle:"$
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| © Nessus Professiona / Polici... |
Nessus ) set il i ©

A
Settings  Credentials  Compliance  Plugins
W MyScans
| Als
s CATEGORIES Al - CIS Ubuntu 12.04 LTS Benchmark L1 v1.1.0

W Trash

ubuntu

@ NOTICE: 55H credentials are required for this audit.

CIS Ubuntu 12.04 LTS Benchmark L2 v1.L.0

o Policies
NTP dd 19201681001

& Plugin Rules CIS Ubuntu Linux 14,04 LTS Server L1 v2.10 serveradaress L8O
. ErotamimE B CIS Ubuntu Linux 14.04 LTS Server L2 v2.1.0
& scanners Hosts.allow network 192\,0,21,00/255\,2551.255\.0

CIS Ubuntu Linux 14.04 LTS Workstation L1...

CIS Ubuntu Linux 14.04 LTS Workstation L2...

IS Ubuntu Linux 16.04 LTS Server L1 v1.1.0 shadow Group 61D 42
IS Ubuntu Linux 16.04 LTS Server L2 v1.1.0
Syslog host address @@loghostexample\.com
€IS Ubuntu Linux 16.04 LTS Workstation L1...
€IS Ubuntu Linux 16.04 LTS Workstation L2...
Banner file \Wetc\Vissue

Presentation Layer

iy s Logic Layer a
E E Perl !@ PYthon
— Web Server Layer
Browser NGIMX APACHE
c@cO =
Storage Layer ..o
Local Storage D, omacs @
Cookies, IndexedDB, Communication —
localStorage, File API Operating System
Channel My e
Operating System Application » ‘.. .‘-r.'
] 2 g Layer g Infrastructure
n o < > s o
HTTP/1.1, HTTR/2 ARM Men
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——

&) [@% policies/new 1 f-cefé- : redential - @ Centficateerror & | | Search...
) Nessus Professional / Polici, ‘ - - i

My Scans
All Scans

Trash

Policies
Plugin Rules
Customized Reports

Scanners

New Palicy / Advanced Scan
< Back to Policy Templates

Settings Credentials Compliance Plugins
CATEGORIES Host - SSH
Authentication method public key
SNMPv3 certificate
Username
o Kerberos
passwor
Windows Private key
public key

Private key passphrase

Elevate privileges with Nothing

Global Credential Settings

known_hosts file Add File

——

My Scans
All Scans

Trash

Policies
Plugin Rules
Customized Reports

Scanners

Settings

New Palicy / Advanced Scan
< Back to Policy Templates

Settings Credentials Compliance Plugins

Host - SSH
Authentication method password
SNMPvZ
Username msfadmin
S5+
Windows Password (unsafe!)
Elevate privileges with Nothing

Global Credential Settings

known_hosts file Add File

Prefored port 22

.

[881]




— —~ ——w ~— ——E
| @ hetpsocal 3 /o — - — - @ Cetificate emor © | | Search... R -
© Nessus Professional / Polici.. % || . o @ e [r—— ) P

File

Nessuso Seans

lew B8O

Edit View Favorites Tools Help

Settings

Linux policy compliance / Configuration
¢ Back to Policies

My Scans
All Scans ) )
Settings Credentials compliance Plugins
Trash
STATUS PLUGIN FAMILY
Policies Policy Compliance
Plugin Rules Ubuntu Lacal Security Checks
Customized Reports
Scanners

Save Cancel

TOTAL STATUS

50

4258

. S & - ©

Disable All Enable All

Show Enabled | Show All

PLUGIN NAME PLUGIN ID

No plugins were found.

= @ Centficate error & | | Search...

=20 (I ]

lew B0

Policies
My Scans

All Scans.

Trash

Policies allow you to create custom templates defining what actions are performed during a scan. Once
created, they can be selected from the list of scan templates. From this page you can view, create,

import, download, edit, and delete policies.

Policies

Plugin Rules
‘Customized Reports
Scanners

Name

Linux policy compliance

Template

Advanced Scan

Import

Last Modified

Today at 4:25 PM
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o(':: ® nhitps://localhost:8834/2/scans/reports/new ~ €3 Certificate error & Search... 0D~

) Messus Professional / Scan ...

Settings
Scan Templates
— < Back to Scans
B My Scans
W Al Scans
= Scanner User Defined
M Trash
0 Policies .
. Linux policy compliance
Plugin Rules
B Customized Reports
( Scanners

nsfadmin@metasploitable:™5 ifconfig
etho Link encap:Ethernet HUaddr 90:0c:29:74:1c:63
inet addr:192.168.75.137 Bcast:192.168.75.255 MHask:255.255.255.0
inetb addr: feB80::20c:29ff (fe?4:1cb63-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MHTU:1500 HMetric:1
RX packets:2786 errors:0 dropped:0 overruns:0 frame:0
TX packets:17Z errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
RX bytes:188676 (184.2 KB) TX bytes:20942 (20.4 KB)
Interrupt:17 Base address:0xZ2000

Link encap:Local Loopback

inet addr:127.0.0.1 Hask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING HMTU:16436 Hetric:1

RX packets:764 errors:0 dropped:® overruns:0 frame:0
TX packets:764 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:0

RX bytes:332277 (324.4 KB) TX bytes:332277 (324.4 KB)
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L€ & @ neps/focalhostasit/erecans folders

- scﬂmmdnsﬂ.ﬂ._

D Nessus Professional / Folde...

Nessuso

Scans Settings

My Scans

@ My Scans 1
W All Scans

M Trash
Name

. Linux compliance scan
Policies

Plugin Rules
B customized Reports

@ scanners

Schedule

On Demand

.

Import New Folder

Last Modified

) Today at 4:34 PM

————— T — =

R —— policies/afconfig/plugins - © Certfficate error & | | Search... R EORAR -
) Nessus Professional / Polici.. % | | . - ow - T T
File Edit View Favorites Tools Help

Nessuso Scans

Settings

< Back to Policies

W MyScans
W All Scans ~

Settings Credentials Compliance
W Trash

STATUS PLUGIN FAMILY

ENABLED
ENABLED

Policies Policy Compliance

Plugin Rules Ubuntu Local Security Checks
B Customized Reports

& scanners

Save Cancel

Linux policy compliance / Configuration

Plugins

TOTAL STATUS
50

4258

o

Enable All

Disable All

Show Enabled | Show All

PLUGIN NAME PLUGIN ID

No plugins were found.
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- - - T T - - e
S [N r —-— e = - @ Centficsteeror ¢ Search... B oo
© Nessus Professional / Folde... % || > oe C o & [Took a0

File Edit View Favorites Tools Help

)

Linux compliance scan Configure  Audit Trail launch ¥ Bport ¥
< Back to My Scans

B My Scans
W Al scans -
Hosts 1 Vulnerabilities 230 Compliance 236 History 1
i Trash
Filter ~
Scan Details
O rolicies Host Compliance Name: Linux compliance scan
B rlugin Rules Status: Completed
19216875137 17 @] i inus poi
R policy: Linux policy compliance
ustomized Reports
© Scanner: Local Scanner
EPScannens Start: Today at 7:48 PM
End: Today at 8:37 PM
Elapsed: an hour

Compliance By Host

® Non-Compliant
® Compliant

Scans admin
: A
Linux compliance scan Configure  Audit Trail Launch ~ Export ¥
= < Back to My Scans
i Myscans
W Allscans —
Hosts 1 Vulnerabilities 230 Compliance | 236 History |1
B trash
Filter ~
Scan Details
Policies Sev Name Family Count Name: Linux compliance scan
R Status: Completed
Y IEEEN  Ubuntu 606175/ 7.04/7.10 /8,04 LTS : gnutls12, gnutls..  Ubuntu Local Security Checks 1 -
policy: Linux policy compliance
B Customized Reports
R Scanner: Local Scanner
© scanners Ubuntu 6.06 LTS / 7.04 / 7.10 / 8.04 LTS : libxml2 vulnerab...  Ubuntu Local Security Checks 1 st Today a1 748 P
End: Today at 837 PM
Ubuntu 6.06 LTS / 7.04 / 7.10 / 804 LTS : Ubuntu Local Security Checks 1
Elapsed: an hour
Ubuntu 6.06 LTS / 7.00 / 804 LTS / 8,10 : libxmi2 vulnerab... % ntu Local Security Checks 1 s
Vulnerabilities
ICAL Ubuntu 6.06 LTS / 7.10 / 8.04 LTS : linux-source-2.6.15/22,...  Ubuntu Local Security Checks 1 ¢ "
L] ritical
' High
Ubuntu 6.06 LTS / 8.04 LTS /810 / 04 / 910 linux,linu...  Ubuntu Local Security Checks 1 Medium
o Low
Ubuntu 6.06 LTS / 8.04 LTS /810 / .04 : dhcp3 vulnerabi...  Ubuntu Local Security Checks 1 e Info
Ubuntu 6.06 LTS / 804 LTS / 810/ 9.04 : libxml2 vulnerab...  Ubuntu Local Security Checks 1
L¥]
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IﬁNassusPrnfasslnna\/Fnlde‘.‘ | ] . - - s - I

File Edit View Faverites Tools Help

Nessus )

" ccan / #3294 ~
Linux compliance scan / Plugin #32 Configure  Audit Trail Lsunch + Bport v
- « Back to Vulnerabilities
My Scans
B All Scans S
1 Vulnerabilities 0 Compliance | 236
M Trash
Ubunitu 6.06 LTS / 7.04 / 7.10 / 8.04 LTS : gnutls12, gnutls13 vulnerabilities (USN-613-1) Plugin Details
O Poicies Description Severity:
B piugin Rules Multiple flaws were discovered in the connection handling of GnuTLS. A remote attacker could exploit this to crash applications linked against GruTLS, or D 32432
B Customizes Repors ibly execute arbitrary code with permissions of the application’s user. Version: 113
. Ty ocal
& scanners MNote that Tenable Network Security has extracted the preceding description block directly from the Ubuntu security advisory. Tenable has attempted to
Fammily: Ubuntu Local Security Checks
automatically clean and format it as much as possible without introducing additional issues.
Publishad: May 22, 2008
Modified: August 15, 2018
Solution
Updats the affected packages.
Risk Information
Output Risk Factor: Critical
CVSS Base Score: 100
- Installed package : Libguublsi@ 2.0.4-lubunbuz AN A LA LA
= Ry W e Y CVSS Wector: CVSSZEAVN/ACL/ AuN/CC/LC/AL
Port Hosts Vulnerability Information
% CPE cpe/o:canonicatubuntu_linuct 06 Hs
cpe/orcanonicalubunty linwc? .04

Scans admin
f ; ~
Linux compliance scan Configure  Audit Trail launch ~ Export ¥
= < Back to My Scans
B My Scans
W AllScans . .
Hosts 1 Vulnerabilities 230 Compliance 236 History |1
i Trash
Filter ~
Scan Details
© rolicies Sev Name Family Count Name: Linux compliance scan
B Plugin Rules Status: Completed
10.1.1 Set Password Expiration Days Unix Compliance Checks 1 . ; )
) policy: Linux policy compliance
B customized Reports
Scanner: Local Scanner
& scanners 10.1.2 Set Password Change Minimum Number of Days Unix Compliance Checks 1 start Today at 748 PM
EC Today at 837 PM
1022 Disable System Accounts Unix Compliance Checks 1
Elapsed: an hour
10.4 Set Default umask for Users- '/etc/login.defs Unix Compliance Checks 1
Compliance
10,5 Lock Inactive User Accounts Unix Compliance Checks 1 ates
L] ailed
Warning
11.1 Set Warning Banner for Standard Login Services - /etc/issue Unix Compliance Checks 1 o Passed
111 Set Waming Banner for Standard Login Services - /etc/issuenet Unix Compliance Checks 1
11.1 Set Warning Banner for Standard Login Services - fetc/motd Unix Compliance Checks 1
hd
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Nessusf)’

Configure Audit Trail Launch -
W My Scans
W AllScans
o Hosts 1 Vulnerabilities | 23 Compliance 23 History | 1
W Trash
10.1.1 Set Password Expiration Days Reference Information
O eolicies
B piugin Rules in fetc/login defs allows an administrator to force passwords to expire once they reach a defined age It is recommended
than or equal ta 30
- fed
(2

Solution

Setths PASS_MAX_DAYS parameter to 90 In /ete/logindafs: PASS_MAX_DAYS 30 Modify active user parameters to match:  chags --maxdays 50 <user>

See Also

hitpsy//benchmarks.cisscurity.org/tools/linux/CIS_Ubuntu_12.04_LTS_Server_Benchmark_v1.10.pdf

Audit File
CI5_Ubuntu_12.04 LTS Server_v1.10_LLaudit I}

Policy Value

Output

EEEERY

Status Hosts

# service mysqgl
:~# mysql -u root
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 32
Server version: 10.1.26-MariaDB-1 Debian buildd-unstahle

Copyright (c) 20ee, 2017, Oracle, MariaDB Corporation Ab and others.
"help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql

veading tab i tion for comp on of table and column names
You can turn off th feature to get a quicker startup with -A

Database changed

MariaDB [mysql]> update user set password=PASSWORD("toor") whe ser='root';
Query 0K, 1 row affected (0.18 sec)

Rows matched: 1 Changed: 1 Warnings: ©

MariaDB [mys Ctrl-C
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- . - v — > - =12 =

e @ hitps://localhost:8834/2/scans/ policies/new/ad629€16-03b6-8 1 d-cefb-ef8ddd3c658d24bd260eF5FAe66/settings/basic ~ § Certificate error & | | Search... o~ A - ]

D Nessus Professional / Polici...

File Edit View Favorites Tools Help

Settings

New Policy / Advanced Scan

< Back to Palicy Templates

i MysScans
W Al Scans ) i
Settings Credentials Compliance Plugins
M Trash
BASIC v
Database Scan Poligy
_ DISCOVERY B v
Policies
ASSESSMENT L
Plugin Rules Description This pelicy is created to demonstrate
B customized Reports REPORT database compliance scan
@ 5 ADVANCED
& scanners
Save Cancel

D Nessus Professional / Polici... | |

File Edit View Favorites Tools Help
Nessuso Scans Settings . admin o

New Policy / Advanced Scan

< Back to Policy Templates

i My Scans
W All scans : : .
Settings Credentials Compliance Plugins
Trash
All -
Policies mysq| I}
Plugin Rules
CISMySQL4.151L1v1.0.2 ~

B customized Reports
& scanners CIS MySQL4.1 5.1 L2 v1.0.2

CIS MySQL 5.6 Database L1 v1.1.0
CIS MySQL 5.6 Database L2 v1.1.0
CIS MySQL 5.6 Enterprise Database L1 v1.1.0
CIS MySQL 5.6 Enterprise Database L2 v1.1.0

CIS MySQL 5.7 Database L1 v1.0.0 W

Save Cancel
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< c O

Nessus )’

i My Scans

All Scans.

B

Trash

Polic

Plugin Rules

Customized Reports

@ ®BEo

Scanners

new/ad

mpliance

Settings Credentials Compliance Plugins
5 A - €IS MySQL 5.6 Linux 05 L1 v1.10
mysql
I @ NOTICE: SSH credentials are required for this audit.
€IS MySQL 5.7 Enterprise Database L2 v10.0 -
€IS MySQL4.1/51 05 L1v1.02 MySQL Data Directory

IS MySQL 108 12vi02

5.6 Enterprise Linux OS L1 MySQL User Account

s MysaL

5 MySQL 5.6 Enterprise Linux 05 L2v1.10

MySQL Log File
€IS MySQL 5.6 Linux 0 L2

IS MySQL

nterprise Linux 08 L

MySQL Error Log File
CIS MySQL 5.7 Enterprise Linux 05 L.

€IS MySQL 5.7 Linux OS L1v10.0
MySQL Query Log File

CI58 MySQL 5.7 Linux 05 L2 v1.0.0

CIS MySQL osu

MySQL Replication Relay Log
File

as MysQL 0512v10.2

CIS MySQL 5.6 Enterprise Winy MySQL General Log File

mysg

fvarflog/mysqld.log

fvar/log/AUDITORACLE err

fvar/log/ AUDITORACLE-slow

fvarflog/relay

fver/log/AUDITORACLE log

Poli

Plugin Rules
B Customized Reports

@, Scanners

Configuration

4 Back to Policies

Settings Credentials Compliance

Database -

. b

Cloud Services

Database

Database

Host

Miscellaneous

Plaintext Authentication

Cancel

Database

Auth Type

Usemame

Password

Database Type

Database Part

root

3306
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E

5 O

e »

New Pali

< Back ta Pol
All Scans h -
Settings  Credantials
Trash
STATUS PLUGIN FAMILY
Policies Databases

Compliance Plugins

b

TOTAL STATUS

Plugin Rules Palicy Compliance 50

Customized Reports

Scanners

m Cancel

PLUGIN NAME

No plugins were found.

Disable All Enable &I1

Show Enabled | Show A

PLUGIN ID

skB4008_2 4GHz

G G+

L

My Scans

All Scans

Trash

Policies
Plugin Rules
Customized Reports

Scanners

Scan Templates

€« Back to Scans

Scanner User Defined

b §

Database Compliance Audit
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:~# 1ifconfig
eth®: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1580
inet 192.168.75.136 netmask 255.255.255.0 broadcast 192.168.75.255
inet6 feB80::20c:29fT:febSa:b29d prefixlen 64 scopeid @x280<link=
ether 08:0c:29:5a:b2:9d txqueuelen 1000 (Ethernet)
RX packets 394 bytes 29891 (29.1 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets bytes 8251 (8.8 KiB)
TX errors @ dropped @ overruns 8 carrier 8 collisions 8
device interrupt 19 base 0x2600

lo: flags=73<UP,LOOPBACK,RUNNING>= mtu 65536
inet 127.8.0.1 =tmask 255.0.0.0
inet6 :: ixlen 128 scopeid @xl@<host>
loop txque 'n 1000 (Local Loopback)
RX packets 28 bytes 1596 (1.5 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 28 bytes 1596 (1.5 KiB)
TX errors © dropped @ overruns @ carrier 8 collisions @

lew Scan / Database Compliance Audit
New Scan / Datab mpliar ud
- _ <« Back to Scan Templates
B My Scans
B All Scans .
Settings
i Tr=
BASIC
- | Mame Database Compliance Scan
General
a Policies
Schedule
Plugin Rules =e Description
. Notificatio
B Customized Reports otlieations
f@* Scanners
Folder My Scans -
Targets 192.168.75.136
Upload Targets Add File
Launch | skB4008_2.4GHz |
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“— C (b | @ Notsecure | 192.168.75.128

Warning: Mever expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

o phpMvAdmin
o MNutillidas

« DVWA

o WebDAV
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aen

& C Y @ Notsecure | 192168.75.128/dvwa/login.php o f

P
DVWA

Password Logit

Use password for:

admin

TOO TTaveE TOOUET OO

Web Application audit / Configuration

< Back to Policies

B My Scans

i Al Scans _ ) :
Settings Credentials Plugins
M Trash
BASIC hd
Web Application audit
N DISCOVERY flaus ee
“ Policies
) ASSESSMENT .
B Plugin Rules Deescription
- . REPORT
. Customized Reports
@ ADVANCED

Scanners I}
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=0

Policies
Plugin Rules

zed Reports

e BO

t / Configuration

Credentials Plugins

- HTTP | Method: HTTP login form, User: admin

Authentication method

Login page avwa/loginphp

Login submissi

dvwalloginphe

nin&password

Check authentication on page dvwa/indexshp

Reger to verfy successhu You havs loggsd in as ‘admin
ion

Global Credential Settings

Login metnod

henticats dslay

& C {3 | ® Not secure

Instructions.
Setup

Brute Force
Command Execution
CSRF

File Inclusion

SQL Injection

SQL Injection (Blind) |

192.168.75.128/dv

Elements

& 4
® 0 ™vQ

Welcome to Damn Vulnerable Web App! _ “oms

JS €SS Img Media Font Doc WS Manifest Other

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerat
to be an aid for security professionals to test their skills and tools in a legal environment, hel
better understand the processes of securing web applications and aid teachers/students to 1
application security in a class room environment

Name
WARNING! [ loginphp
[] index.php
Damn Vulnerable Web App is damn vulnerable! Do not upload it ta your hosting prcwderﬁ p
any internet facing web server as it will be . We [ main.css
onto a local machine inside your LAN which is el solely for testing [] dvwaPagejs
Disclaimer Lllegepng

We do not take responsibilty for the way in which any one uses this application. We have m
he

Upload
XSS reflected
XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: high

i clear and it should not be used maliciously. We have given warnings and tak
prevent users from installing DVWA on talive web servers. If your web server is compromiss
of DVWA it is not our respansibility it is the responsibility of the person/s who uploaded and

General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level
page.

Vou have logged in a3 ‘admin’

» 5 requests | 5.2 KB transferred

| i
Network  Performance  » HES
Group by frame Preserve log [ Disable caq
Hide data URLs
s 140
X Headers Preview Response kies  Timing

¥ General
Request URL: http://182.168.75.128/dvwa/login
php
Request Method: POST
Status Code: © 362 Found
Remote Address: 192.168.75.128:5@

Referrer Policy: no-referrer-when-doungrade

 Response Headers av <

Cache-Control: no-

tore, no-cache, must-reva

te, post-check=a, pre-check=e
Connection: Keep-Alive

Content-Length: @

Content-Type: text/html

Date: Mon, 17 Sep 2018 23:22:22 GMT
Expires: Thu, 19 Nov 1981 8:52:08 GMT

Keep-Alive: timeout-15, max-100

Location: index.php

Pragma: no-cache

Server: Apache/2.2.5 (Ubuntu
X-Powered-By: PHP/S 2.4~ Jun,
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Settings

i ~ 1 - +
Scan Templates
¢ Back to Scans

Scanner Us{\\)ﬂeﬁned

Database Compliance Audit Web Application audit

= nm
=
A
m
w
I

Plugin Rules

Customized Reports

o B O

Scanners
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n

i

Plugin Rules

Customized Reports

>Canners

1 audit / Configuration

Mame

Description

Upload Targets

web appli

My Scans

‘Web Application audit

132.168.75.128

Filer =

Vulnerabilities

Configure  Audit Trail Launch

Scan Details

.

.

web application audit

Critics
High
Medium
Low
Info

Export
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L

=

ication audit

1 Vulnerabilities 8

entials

Apache Tomcat Manag: nistrat

#pache PHP-CGI Remots Cod:

CGl Generic Remote File

ring Parai

Seript Configuratior

ary Command Execution

Web Servers

il (HTML farm)

Web Servers

uinerable 1o Clickjacking

Web Servers

Web Servers

Apachs Tome:

Count

Audit Trail - Export ¥

Launch

Scan Details

Name: web spplication audit
Complsted
n audit
Elspses:
Vulnerabilities
’ ’ ® Critical
Hign
Medium
* Low
Info

v

My Scans

All Scans

=2 [ ]

Trash

Policies
Plugin Rules

Customized Reports

Scanners

Description

Nessus was able to gain access to the Manager web application for the remote Tomcat server using a known set of credentials. A remote

attacker can exploit this issue to install a malicious application on the affected server and run arbitrary code with Tomeat's privileges
tusually SYSTEM on Windows, or the unprivileged ‘tomcat’ account on Unix). Note that worms are known to propagate this way.

Solution
Edit the associated 'tomcat-usersxml’ file and change or remove the affected set of credentials.

See Also

http://markmail.org/thread AwfudnffSchvkbéxp
iev=revisionurevision
7339%edb

e.com/advisori

4047

http://svn.apache.o
http://w
http://w s/ZD1-10-214/
http://seclists.org/fulldisclosure/2010/0ct/259

Output

seb app using the

html

Hosts

Severity: Critical -
ID: 34970

Version: 138

Type: remote

Family: Web Servers

Published: November 26, 2008

Modified: August 1, 2018

Risk Information

Risk Factor: Critical

CVSS Base Score: 10.0
CVSS Temporal Score: 8.3
CVSS Vecton CVSSZEAVIN/ACL/AUN/C.C/LC/AC
CVSS Temporal Vector: CVSS2#E:

Vulnerability Information

CPE: cpey/a:apache:tomeat

Exploit Available: true

Exploit Ease: Exploits are available
Patch Pub Date: November 9, 2009
Default Account: true

Exploited by Nessus: true

Exploitable With
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Chapter 6: Report Analysis and

Confirmation

B C\Windows'system32\cmd.exe

C:sllserssadmin*nmap —=s8% —Pn 192.168.75.128 >> output.txt

C:slszerssadmin

Zotero
|| «gitconfig
| _netrc

@ HECU_Software.reg
|| output.bd [},

14-05-2018 13:53
01-05-2018 09:20
05-08-2018 12:09
01-05-2018 10:41

11 Na_ IS .00
2-09-2018 02:09

File folder

GITCOMFIG File 1 KB
File 1 KB
Registration Entries 4731 KB
Text Document 1 KB
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Q{' CAUsers\admintoutput.td - Notepad + + !

File Edit Search View Encoding Language Settings Teols Macro Run Plugins  Window 7
cHHES G sk e eyt BEE1EEELHw® @ E]

EﬂoMpMiﬂiﬂl
1 Etarting Nmap 7.70 { https://nmap.orqg ) at 2018-089-22 02:08 Arabian Standard Time

2 Nmap =can report for 182.168.75.128
3 Host is up (0.0048= latency).
4 Not shown: 977 closed ports
5 PCRT 5TATE SERWVICE

6 21/tcp open frp

7 22/top open ssh

8 23 /tcp open telnet

9 25/tcp open smtp

10 53/tcp open domain

11 80/ /tcp open http

12 111/tcp open rpcbind

13 139/tcp open mnetbios-ssn

14 445/tcp  open microsoft-ds
15 512/tcp  open  eXec

16 513/tcp open login

514/tcp open  shell
1098/tcp open rmiregistry
1524/tcp open ingreslock
2048/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysgl
5432/tcp open postgresgl
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown

MAC RAddress: 00:0C:29:74:1C:63 (VMware)

Ll el
3 W3 cn

o I Oy (Y L %

3 W3 cn

(U S S T T R I T T

Nmap done: 1 IP address (1 host up) scanned in 29.49 seconds
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BN C\Windows\system32\cmd.exe

C=~Userssadmin>nmap —s8% -Pn 192.168_.75.128
Starting Nmap 7.78 ( https://nmap.org > at Z018-07-22 B2:48 Arabian Standard Time
Initiating ARPF Ping Scan at BZ:48
Scanning 1922.168.75.128 [1 portl
Completed ARP Ping Scan at B2:48, 1.6%7s elapsed (1 total hosts>
Initiating Parallel DNS rezolution of 1 host. at BZ2:49
Completed Parallel DMS resolution of 1 host. at B2:49, 16.58=z elapsed
Initiating S5YN Stealth Scan at B2:49
Scannlng 192_.168.75.128 [18808 portsl
open port 23/tcp on 192_168.75_128
open port S5980-tcp on 192.168_.75_128
open port 22/tcp on 192_168.75_128
Discovered open port 445/tcp on 192.168.75_128
Discovered open port 13%9/tcp on 192.168.75_128
Discovered open port 111l tcp on 192.168.75.128
Discovered open port 8B-tcp on 192.168.75.128
Discovered open port 25/tcp on 192.168.75.128
Discovered open port 6HBB-tcp on 172.168.75.128
Discovered open port 1524/tcp on 1972.168.75_.128
Discovered open port BAA?-tcp on 192_168.75_128
Discovered open port 2121-tcp on 192_168_.75_128
Discovered open port 512/tcp on 192_168_.75.128
Discovered open port 284%-tcp on 192_168.75_128
Discovered open port 5432/tcp on 192.168.75_128
Discovered open port 189%/tcp on 192.168.75_128
Discovered open port B18B-tcp on 192.168.75_128
Discovered open port S514/tcp on 192.168.75_128
Discovered open port 6G6Y/tcp on 192.168.75_128
Discovered open port 513/tcp on 172.168.75.128
Discovered open port 53-/tcp on 192.168.75.128
Discovered open port 21/tcp on 192.168.75.128
Discovered open port 33B6-tcp on 172.168.75.128
Completed SYN Stealth Scan at B2:4%, 1.11s elapsed (1888 total ports>
Nmap scan report for 192.168.75.128
Host is up {B.A@18s latencyl.

B C\Windows\system32\cmd.exe

C=\WUsersiadnin >nnap ..S —Pn 192.168.75.128 -v -d%

pcap version based on libpcap version 1.8.1
Suio ue e 33 #5 Arabian Standard Time
x86>\Nmap nmap-serui
Found open (TCP:18@H, UDP: 8. sCTP:@>
“Nmap~/nmap. xs
The max & of sockets we are ]
— Tining repor

., max 10888
1888, SCTP 1888
min B, max
18, host-timeout: 8
a

[Packet capture flltel ulne eth5>: arp and arpli8 xEESESBCB and arpl22:21 = BxBBB8
ISENT ¢2.598@8s) AR 192.168.75. 1ZE tell 192.
pexT IMING STRTS*‘ (2 5985“) IP, probes active/fFreshp t/letly _stack/outstanding/retranwait/onbench, cund/ssthresh/delay. timeout/srtt/rttuar/
(1/1 incomplete: 1/%/%/%/%/% 18. EB/?S/* ZEBEEE/ 1--1
18. EE/?S/E ZEEBEE/*l/*l

st.
ed for machine 192.16 -128 state UNKNOWN —> HOST_UP (twynum @ time: 3888>

1 to: 28UdEY dolta’d @ rttvar: 5808 to: 189G

2608808 delta @ rttvar: 5808 to: 188G
Changing ping techique Eon 192,168 75 128 to ARD
Mouing 192.168.75.128 to completed h list with B outstanding probes.
Changing global ping host to 192.168
Completed ARP Ping Scan at B3:86, 1. elapsed (1 total hosts>
: 8.55 pankets 23.26 bytes ~ s.
recel ilter, @ deopped by kernel.

.83.53
18.117.83.54
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BN C\Windows\system32ycmd.exe

C=“Usersvadmin>nmap -v ——packet—trace —s5 —Pn 192.168.75.128
Starting Nmap 7.78 < httpo-//nmgg.urg ) at 2018-87-22 83:8? Arabian Standard Time

Initiating ARP Ping Scan at B3:

Scanning 192_.168.75.128 [1 portl

SENT <2_.63508=> ARP who-has 192_168.75.128 tell 192_168.75.1
RCUD <2._.6358s> ARP reply 192 _168.75.128 is—at BA:8C:29:74:1C:63
Completed ARP Ping Scan at B3:8%, 1.86s elapsed (1 total hosts)

BN CAWindows\system32iomd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright <{c>» 288? Microsoft Corporation. All rights reserved.

C:Userssadmin>nmap

Mmap 7.78 ¢ https: 7 nmap.org >

Uzage: nmap [Scan Type<s>]1 [Options] {target specification’

TARGET SPECIFICATION:
Can pass hostnames, IP addresses. networks. etc.
Ex: scanme.nmap.ory, microsoft.coms24, 1922.168.8.1; 18.8.8-255.1-254
—iL <inputfilename*: Input from list of hosts/networks
—iR <{num hosts*: Choosze random targets
—exclude <hostll,host2]1[ . host3]....>: Exclude hosts/networks
—excludefile {exclude_file*: Exclude list from file

HOST DISCOVERY:
—sL: List Scan — simply list targets to scan
—sn: Ping S%can — disable port scan
—Pn: Treat all hosts as online — skip host discovery
-P5/PA-PU-P¥[portlist]: TCP SY¥YMW-ACK. UDF or SCTP discovery to given ports
—PE-PP/PH: ICHMP echo,. timestamp. and netmask request discovery probes
—POL[protocol listl: IP Protocol Ping
—ns/—R: Hever do DHS resolution-Aluays resolve [default: sometimes]
——dns—servers <{servlil.zerv2]l,....>: Specify custom DNS servers
—systen—dns: Use 05's DNHS resolver
—traceroute: Trace hop path to each host

SCAN TECHNIQUES:
—s8/2T/sA 22N TCP SYN-/Connect ()/ACHKAUindowsMaimon scans
—sl: UDP Scan
—sN/sF/s8: TCP Mull., FIN. and X¥mas =scans
—scanf lags <flags*: Customize TCP scan flags

|| Metasploitable.nvram 04-09-2018 16:53 MNVRAM File 9 KB
% Metasploitablevmdk 17-09-2018 13:48 Vihware virtual dis... 18,81,024 KB
|| Metasploitable.vmsd 07-05-201014:46 VMSD File 0 KB

El Metasploitablewvmzx 17-09-2018 13:47 Yitware virtual m... KB
|| Metasploitablesmf 07-05-2010 14:45 VIMXF File 1KB
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':E! Metasploitable2-Linux - VMware Workstation 14 Player (Mon-commercial use only) =

Player = - &I B L:H L4

"_.E: Metasploitable2-Linux - VMware Waorkstation 14 Player (Non-commercial use only) = B =

Player - - ﬁl B = h &

Warning: Never expose this UM to an untrusted networkt
Contact: msfdevliatlImetasploit.com

Login with msfadminsnsfadmin to get started

metasploitable login: msfadmin

Passuword:

Last login: Mon Sep 17V 05:49:38 EDT 2018 on ttyl

Linux metasploitable 2.6.24-16-server #1 SMP Thu fApr 10 13:58:00 UTC Z008 i6B6

The programs included with the Ubuntu system are free software:;
the exact distribution terms for each program are described in the
individual files in susr-sharesdoc = copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http:~sshelp.ubuntu.coms

No mail.

msfadninemetasploitable: ™5 _
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C:\>nmap -s5 -Pn 192.168.163.129
Starting Nmap 7.70 ( )5 nmap.org ) at 2018-09-22 ©3:52 Arabian Standard Time
Mmap scan report for 192.168.1¢
Host is up ( 275 latency)
Mot shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
open ssh
open telnet
open smtp
open domain
open http
open rpcbind
open netbios-ssn
5/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
open shell
) open  rmiregistry
» open  ingreslock
) open nfs
) open ccproxy-fip
) open  mysql
) open postgresqgl
) OpEen  VNC
)y open  X11
) open  irc
) open ajpl3
open unknown
AC Address: ©0:0C:29:82:9E:B0 (VMware)

Mmap done: 1 IP address (1 host up) scanned in 7.81 seconds
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Administrator: Command Prompt

C: \WINDOWS\system32: ) -Pn 192.168.1 129 -oN output
Starting Nmap 7.70 ( st/ /nmap.org ) at 2018-09-22 83:57 Arabian Standard Time
Mmap scan report for 192. 1hb 183.129
Host is up (©.0024s latency).
Mot shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
open smtp
open domain
open http
open rpcbind
open netbios-ssn
open microsoft-ds
open exec
open login
open shell
) open  rmiregistry
open ingreslock
» open nfs
» open ccproxy-fip
y open  mysql
open postgresqgl
) Open  VNc
) open
) open
) open
) open

2:9E:B@ (VMware)

Mmap done: 1 IP address (1 host up) scanned in 5.95 seconds
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I;}f C\Windows\System32\output - Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7

o = ) GIB]' Ej‘ |ﬁﬂbﬂ|? ‘3“—"'.'—_!. = j!@—”‘@ (] |E
Boutputﬂ\

1 H Nmap 7.70 scan initiated Sat Sep 22 03:57:23 2016 as: nmap -sS -Pn -oN output 192.168.103.129

2 Nmap scan report for 19%2.168.103.129

2 Host is up (0.0024s latency).

4  Not shown: %77 closed ports

5 PORT STRTE SERVICE

6 21/tcp open ftp

7 22/tcp open ssh

8 23/tcp open telnet

9 25/tcp open smtp

10 53/tcp open domain

11 80/tcp open http

12 111/tcp open rpchind

13 13%/tcp open netbios-ssn

14 445/tcp open microsoft-ds

15 512/tcp open exec

16 513/tcp open login

17 514/tcp open shell

18 1099/tcp open rmiregistry

19 1524/tcp open ingreslock

20 2049/tcp open nfs

21 2121/tcp open ccproxy-ftp

22 3306/tcp open mysgl

23 5432/tcp open postgresgl

24 5900/tcp open wvnc

25 6000/tcp open X11

26 6667/tcp open irc

27 B009/tcp open ajpl3

28 B8180/tcp open unknown

25 MAC Rddress: 00:0C:29:02:9%E:B0 (VMware)
31 # Nmap done at Sat Sep 22 03:57:28 2018 -- 1 IP address (1 host up) scanned in 5.95 seconds
32
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C:\WINDOWS\system32>nmap -sS -Pn 192.168.183.129 -oX output
Starting Nmap 7.70 ( https://nmap.org ) at 2018-09-22 04:02 Arabian Standard Time
Nmap scan re t for 192.168.103.129
Host is up ( s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open Ftp
22/tcp open ssh
23/tcp open telnet
open smtp
open domain
open http
open rpcbind
open netbios-ssn
open microsoft-ds
512/tcp open exec
513/tcp open login
open shell
) open  rmiregistry
) open ingreslock
) open nfs
) open ccproxy-ftp
) open  mysql
) open postgresql
) open  VNnc
) open  X11
) open 1irc
) open ajpl3
8136, ) open  unknown
MAC Address: 29:02:9E:B0 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.49 seconds

C:\WINDOWS\system32>
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[ C:A\Windows\System32\output - Notepad++ ]
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window
JHHER LA 4 Bb/ac/dy 2% BRS1EE@pae DENRE| =
Edomputm|

T <?xnl version="1.0" encoding="UTE-8"2>

2 <!DOCTYPE nmaprun>

3 <?xml-stylesheet href="file:///C:/Program Files (x86)/Nmap/mmap.xsl" type="text/xsl"?>

4 <!-- Nmap 7.70 scan initiated Sat Sep 22 04:02:46 2018 as: nmap -sS -Pn -oX output 192.168.103.129 -->

S5 <nmaprun scanner="nmap" args="nmap -sS -Pn -oX output 192.168.103.129" start="1537574566" startstr="sat Sep 22 04:02:46 2018" version="7.70" xmloutputversion="1.04">

6 <scaninfo type="syn" protocol="tcp" numservices="1000" services="1,3-4,6-7,9,13,17,19-26,30,32-33, 37, 42-43, 49, 53,70, 79-85, 88-90, 99-100,106,109-111,113, 119, 125,135, 139, 143~
7 />

8 0"/>

9 537574566" endtime="1537574571"><status state="up" reason="arp-response" reason_ttl="0"/>

10 <address addr="192.168.103.129" addrtype="ipv4"/>

11 <address addr="00:0C:29:02:9E:B0" addrtype="mac" vendor="vMware"/>
12 <hostnames>

13 </hostnames>|

14 <ports><extraports state="closed" count="977">

5 <extrareasons reason="resets" count="977"/>

16 </extraports>

17 <port protocol="tcp"

21"><state state="open" reason="syn-ack" 64"/><service name=

reason_ttl= ftp" metho:

<port protocol="tcp" reason_ttl="64"/><service name="ssh" metho

<port reason_ttl="64"/><service name="telnet"

<port reason_ttl="64"/><service name="smtp" method:

<port R 64"/><service name="domain" metho

<port 64"/><service name="http" method=

<port 4"/><service name="rpcbind" method="table" con:

<port ><service name="netbios-ssn" method="table" conf="3"/></port>
<port ><service name="microsoft-ds" method="table" conf="3"/></port>
<port 3"/></port>

<port "table" conf="3"/></port>

<port "table" conf="3"/></port>

<port cp"
<port protocol="tcp" porti
</ports>

41 <times srtt="3340" rttvar="931" t

<state ="open" reason="syn-ack" = 64"/><service name="ajpl3" metho
"g180"><state state="open" reason="syn-ack" reason_ttl="64"/><service name="unknown" method="table" conf="3"/></port>

29 <port 1099"><state "rmiregistry" method nf="3"/></port>
3 <port 1524"><state

31 <port 2049"><state

32 <port 2121"><state

33 <port 3306"><state

34 <port 5432"><state

35 <port 5900"><state

36 <port 6000"><state 64"/><service name="X11" method="table"

3 <port 6667"><state 64"/><service name="irc" method="table"

3

100000"/>
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Administrator: Command Prompt

C: \WINDOWS\system32>nmap -sS -Pn 192.168.103.129 -0S output
Starting Nmap 7.70 ( https:/, 2 ) at 2018-09-22 04:06 Arabian Standard Time
Nmap scan re !
Host is up ( 75 latency).
Mot shown: 977 closed ports
STATE SERVICE
open fip
open ssh
open telnet
open smtp
open domain
open http
open rpcbind
open netbios-ssn
open microsoft-ds
Open exec
open login
open shell
) open  rmiregistry
y open  ingreslock
) open nfs
) open ccproxy-ftp
) open  mysql
) open postgresql
) open  Vnc
) open
) open
) open
2 ) open
MAC Address: @ - 2:9E:B@ (VMware)

Mmap done: 1 IP addre (1 host up) scanned in 4.71 seconds

C:\WINDOWS\system32>
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Q{ CAWindows\System32\output - Notepad++

[ output E3 |

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2

SHG R R s MDA c ity *%xEE

=1 ;E = I! E] =l ‘| (o [m] [ [ Eﬁ

( hTtpsS://nmap.0rg )

1 staRtinG nmap 7.70

2 nmap schn rEpOrt f0r 192.168.103.129%
3 hOSt Iz up (0.0027z lat3ncy).
4 NoOt shOWn: 977 clO0s3d pOrts
5 POrT ST4T3 S3RVIC3

6 21/tcp Oop3n ftP

7 22/tcp Open Ssh

8 23/tcp 0PEn T31N3t

S 25/tCp op3n  Smtp

10 53/tcp Open domaln

11 B80/Tcp op3n HttP

12 111/tcp oP3n rpcblNd

13 139%/tcp 0Op3n nEtbIoz-5sn
14  445/tcp op3n mlCROSOFT-ds
15 512/tcp 0p3n 3Xec

16 513/tcp open LOgin

17 514/Tcp oPen Shell

15 1099/tCp open rMIR3g!stry
15 1524/tcp open InGr3sLock
20 2049/tcp op3n nfs

21 2121/tcp op3n Ccprixy-fTp
22 3306/tcp Open mysgl

23 5432/Tcp OpeN p0stgr3sQl
24  5900/tCp OpEn wnc

5 6000/tcp OpeN X11

26 6667/tcp op3n iRc

27 8009/tcP 0Op3n ajPl3

25 B8180/Tcp open UNkNown

M4C 4Ddr355: 00:0C:25:02:93:b0 (VMwar3)

31 Nmap dON3: 1

3 |P addRess
32 |

(1 HoSt UP)

aT 2018-09%-22 04:06 Arablan Standard TimE

scanNed in 4.71 sEcONdz
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Administrator; Command Prompt

129 -oG output
A Q

-09-22 @

Initiating A
Scanning 192.168
Completed ARP Plnﬂ Scan at
Initiating Parallel DNS

reaolutlon o+

Completed Parallel DNS resolution of 1 host.

Initiating
Scanning 192.
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

68.
port :

port
port
port
port
port
port
port

port
port 23

port
port

port :

port
port
port

port

port
port
port
port
port
port

ompleted SYN Stealth

SYN \tealth Scan at 84:20
: [ port
tcp on

cp on
tcp on

Jtcp on ¢
ftcp on
can at 04:

@ Arabian Standard

[ cAWindows\output - Notepad-+

File Edit Search View Encoding Language Setti
L) sls = L
Houpu |

ngs Tools

Macro Run Plugins Window ?

ST EE@pe® @ ®

e at Sat Sep 22 04:20

:13 2018

¥ Nmap 7.70 scan )nltlated sat Sep zz 04:20:01 2018 as: nmap -sS —Pn —v —0G out]
: TCI 3- 13,17,19-26,30,32-33,37,42-43,

49,53,70,79

21/open/tcp//ftp///, 22/open/tcp//ssh///, 23/open/tcp//telnet///, 25/open/tcp//smtp///, 53/open/tcp//domain///,
—— 1 IP address (1 host up) scanned in 13.06 seconds

,139,143-144,146, 161,163,179, 199, 211-212, 222, 254-256, 259, 264, 2

80/open/tcp/ /http///, 111/open/tcp//rp
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C:\Windows>nmap -s5 -Pn -v 192.168.1083.129 -oA output
Starting Nmap 7.70 ( https://nmap.org ) at 2018-09-22 04:15 Arabian Standard Time
Initiating ARP Ping Scan at 04:15
Scanning 192.168.1683.129 [1 port]
Completed ARP Ping Scan at ©4:15, ©.98s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 84:15
Completed Parallel DNS resolution of 1 host. at 84:15, 0.81s elapsed

SYN Stealth Scan at 04:15
Scanning 192.168. .129 [1e orts]
Discovered open port 139/ i
Discovered open port
Discovered open port 59 y on 192.1
Discovered open port 22
Discovered open port 21/tcp on 192.168.
Discovered open port tcp on 192.168.
Discovered open port Jtcp on 192.168.
Discovered open port 23/tcp on 192.168.
Discovered open port 111/
Discovered open port 25/
Discovered open port 5
Discovered open port
Discovered open port 1099 ) on 1€
Discovered open port 1524/tcp on 192.168.
Discovered open port 2121/tcp on 192.168.
Discovered open port 6667/tcp on 192. 1hb.
Discov d open port )y on 19
Discovered open port
Discovered open port 2
Discovered open port 5
Discovered open port 8@ )y on 192.168.
Discovered open port 'tcp on 192. 1hb.
Discovered open port 6008/ . 129
Completed SYN Stealth \can at 94:15, 8.14s elapsed ( total ports)
Nmap scan re for 192.168.1¢
Host is up (@.80826s latency).
Mot shown: 977 closed ports
PORT STATE SERVICE
21/tcp open Fftp

L
. .

)
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v = | Search Tools  Output - Search Results in Windows

Home Share View Search ~

s Current folder E B kind ~ € Recent searches ~ x
T L AN subfolders +
Thi il

L1 size ~ Advanced options ~
is — Date . Openfile  Close
pc  Jasearchagainin ™ modified - Q Other properties ~ I; Save search location  search
Location Refine Options
« ~ [l > Search Results in Windows v O output x
# Quick access D output.gnmap Date modified: 9/22/2018 4:15 AM
C\Windows Type: GNMAP File Size: 4.63 KB
m Desktop >
s Downloads ~ # D output.nmap Date modified: 9/22/2018 4:15 AM
C\Windows Type: NMAP File Size: 941 bytes
Documents »
= Pictures » D output.xml CAWindows Size: 859 KB
Date modified: 9/22/2018 415 AM
attachments »

Demo scan for reporting Configure  Audit Trail Launch ¥ Export ¥
< Back to My Scans
W Myscans v Nessus
@ Allscans
Hosts 1 Vulnerabilities | 113 Remediations 2 History |1 HTML
@ Trash csv
Filter ¥ 1 Host Nessus DB
Scan Details
Policies Host Vulnerabilties + Name: Demo scan for reporting
Plugin Rules Status: Completed
i 152168103129 ERG I ol Sasic Network Sean
Customized Reports
Scanner: Local Scanner
Scanners Start: Today at 412 AM
End: Today at 421 AM
Elapsed: 9 minutes

Vulnerabilities

o Critical
© High
Medium

- ® Low

e info

€ 5> C A Notsecure | hitps//localhost8334 ports/5/h % O O @ D. I [T | rascdus :

Apps KB Useful Urls Recon @ englishclubenrichyo  #J Dashboard |Khan Ac @ Brilliant @) Pinterest (@) Secure PaymentGatc | Writing shell scripts -y Bookmarks ™ g Network Security M

Export as HTML

Report Executive Summary - ‘
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Nessus €]

Demo scan for reporting
Sat, 22 Sep 2018 04:12:17 Arabian Standard Time

TABLE OF CONTENTS

Vulnerabilities by Host
* 192.168.103.129
Remediations

* Suggested Remediations

Report generated by Nessus™

Vulnerabilities by Host

192.168.103.129

Scan Information

Start time: Sat Sep 22 04:12:17 2018

End time: Sat Sep 22 04:21:16 2018

Host Information

Netbios Name: METASPLOITABLE

IP: 192.168.103.129

MAC Address: 00:0C:29:02:9E:BO

0s: Linux Kernel 2.6 on Ubuntu 8.04 (hardy)

Low INFO

[120]




Vulnerabilities

Synopsis
It is possible to determine the exact time set on the remote host.
Description

The remote host answers te an ICMP timestamp request. This allows an attacker to know the date that is set on the targeted machine, which may assist an unauthenticated,
remote attacker in defeating time-based authentication protocals.

Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but usually within 1000 seconds of the actual system time.

Solution

Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14)

Risk Factor

None

References

CVE CVE-1999-0524
XREF CWE:200

Plugin Information:

Published: 1999/08/01, Modified: 2018/08/10

Plugin Output
icmp/0

The difference between the local and remote clocks is -2 seconds.
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Demo_scan_for_reporting_a64qfp.csv - Excel

Insert  Page Layout  Formulas  Data Review View Help }3 Tell me what you want to do

“D g;z;y ) Calibri A& - % WrapTex General - 5‘4 Normal Bad
Pﬂf‘e & FormatPainter | B 4 W= |- Q- A - ElMerge &iCenter - $ - % * % 53 Fcuur'['"d;g?n"gal_ FUT;'E;’:'“ Neutral
clipboard ~ Font ~ Alignment ~ Number ] Styles
Al - I Plugin ID
A B C D E F G H ! J K L M N O P
1 [Plugin ID lCVE Cvss Risk Host Protocol Port Name Synopsis  Descriptiol Solution  See Also  Plugin Output
2 | 10028 None 192.168.1(udp 53 DNS Serve It is possib The Itis
3| 10092 None 192.168.1(tcp 21 FTP Server An FTP ser It is n/a
4 | 10107 None 192.168.1(tcp 80 HTTP Servi A web sen This nfa The
5 | 10107 None 192.168.1(tcp 8180 HTTP Serve A web sen This nfa The
6 | 10114 CVE-1999-0524 None 192.168.1(icmp 0 ICMP Time It is possib The Filter out The
7] 10150 None 192.168.1(udp 137 Windows [ It was pos: The nfa The
8 | 10205 CVE-1999- 7.5 High 192.168.1(tcp 513 rlogin Serv The rlogin The rlogin Comment
9| 10223 CVE-1999-0632 None 192.168.1(udp 111 RPC portm An ONC RFThe RPC  n/a
10 | 10245 CVE-1999- 7.5 High 192.168.1(tcp 514 rsh Service The rsh sei Thersh ~ Comment
11 | 10263 None 192.168.1(tcp 25 SMTP Serv An SMTP s The Disable
'\27 10267 None 192.168.1(tcp 22 S55H Server An SSH ser It is nfa
13 | 10281 None 192.168.1(tcp 23 Telnet Sen A Telnet se The Disable this service if Here is
14 | 10287 None 192.168.1(udp 0 Traceroute It was pos: Makes a tr nfa For your
15| 10342 None 192.168.1(tcp 5900 VNC Softw The remot The Make https://en.
16| 10394 None 192.168.1(tcp 445 Microsoft It was pos: The n/a https://su #NAME?
17 | 10397 None 192.168.1(tcp 445 Microsoft It is possib It was n/a
18 10407 2.6 Low 192.168.1(tcp 6000 X Server DiAn X11 ser The Restrict
19 | 10437 CVE-1999-0554 None 192.168.1(tcp 2049 NFS Share The remot This plugin Ensure eac http://ww
207 10719 None 192.168.1(tcp 3306 MySQL Ser A database The remot nfa
217 10785 None 192.168.1( tcp 445 Microsoft It was Nessus nfa The
22 | 10863 None 192.168.1(tcp 25 SSL Certifit This plugin This nfa Subject
23 | 10881 None 192.168.1(tcp 22 SSH ProtocA SSH serv This n/a The
24| 11002 None 192.168.1(udp 53 DNS Serve A DNS sen The Disable  https://en.wikipedia.org/wiki/Domain_Name_System
25 | 11002 None 192.168.1(tcp 53 DNS Serve A DNS sen The Disable  https://en.wikipedia.org/wiki/Domain_Name_System
26 | 11011 None 192.168.1(tcp 445 Microsoft A file / prir The nfa
27| 11011 None 192.168.1(tcp 139 Microsoft A file / prir The nfa
28 11111 None 192.168.1( tcp 43708 RPC Servic An ONC RF By nfa
29_ 11111 None 192.168.1(tcp 47133 RPC Servic An ONC RF By nfa
30 11111 None 192.]|EB 1lten 2049 RPC Servic An ONC Rf By n/a
Demo_scan_for_reporting_a64qfp 4
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Export as Nessus DB

— T

/@ Nessus Home / Login X\D—- = " — = ='. — - | = IEE

< c 0 ‘A Mot secure | hitps//localhost:8834/#/ Q ‘i:l’| Q

Nessus @)

Programs (1)

|| Nessus Web Client

Rememasr s m

& 2018 Tenable”, Inc.

[123 ]



L Services

File Action

=

View Help
EEEN IR

| = =

£ Services (Local)

:g Services (Local)

Tenable Nessus

Stop the service
Restart the service

Description:

Tenable Nessus Network Security

Scanner

Name Description Status Startup Type legOnAs =
S TeamViewer 13 TeamViewe.. Started Automatic Lecal Syste...

C . T IM nw'r | Ih | bl

%, Tenable Nessus Tenable Ne...  Started Automatic Lecal Syste...
L ProTTaeE e orared ROreTnane LoC

% Thread Ordering 5... Provides or... Manual Local Service

L UPnP Device Host  Allows UPn... Manual Lecal Service
S User Profile Service  This service ... Started Automatic Local Syste...

5 ValBioService Validity Bio..  Started Automatic Lecal Syste..,

L Validity WBF Polic... Validity WB...  Started Automatic Lecal Syste...

S Virtwal Disk Provides m... Manual Local Syste...

S VMware Authoriza.,. Authorizati..  Started Automatic Lecal Syste...

S VMware DHCP Ser... DHCP servi...  Started Automatic Local Syste...
S VMware NAT Serv.., Metwork ad.,  Started Automatic Lecal Syste..,

S VMware USB Arbit... Arbitration ... Started Automatic Lecal Syste...

% Velume Shadow C... Manages an... Manual Local Syste.. —
S WebClient Enables Win... Manual Lecal Service |E
Lo Windows Activati..  Performs W... Manual Local Syste.. —
S Windows Audio Manages au... Started Automatic Lecal Service

S Windows Audio E..  Manages au... Started Automatic Lecal Syste..,

S Windows Backup Provides Wi... Manual Local Syste...

S Windows Biemetri.. TheWindo...  Started Automatic Lecal Syste.. =

<

1L}

| »

Extended /(Standard/
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B C\Windows\systern32\omd.exe

C:s>red "Program Files"

C:“Program Files>cd Tenahle
C:»Program FilessTenahle>cd Messus

C:»Program FilessTenahle“Nessus>dir
Uolume in drive C has no label.
Uolume Serial Mumher is B234-BESH

Directory of C:sProgram FilessTenahle“Messus

11 :45 <DIR> -
11 :45 <DIR> .-
11:45 1 .winpermns
17:25 45,113 License.rtf
19:25 6,457,984 nazl.exe
19:25 46,572 ndhg.exe
17:25 46 HNessus Webh Client.url
19:22 17,424 nessus—service.exe
19:25 6,405,128 nessuscli.exe
19:25 6,837,776 nessusd.exe
8 File<s> 19,811,976 butes
2 Dircis? 1.978.278,.288 hytes free

C:“Program Files“Tenahle“Nessus>

- - - - — B
e(ﬁ ) hitps://localhost:3834/#/settings/about ~ 3 Certificate error € | | Search... o~ 53

) Nessus Professional / Settin...

Nessus @)

About
@ about
# Advanced
. A Overview Software Update Master Password
[::] Proxy Server
@ Remote Link Nessus Professional Version 7 Plugins
B SMTP Server
Version 7.21 (#144) WINDOWS Last Updated September 14 at 8:50 PM
®  Custom CA
#» Upgrade Assistant Licensed Hosts None License Expiration September 30, 2018
B Password Mgmt
Plugin Set 201809142050
Activation Code W U £
A My Account : {5
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essus Professional / Setti

Update Activation Code

Registration Nessus (Home, Professional or Manager)

Activation Code

Cencel

Demo scan for reporting Configure Audit Trail Launch Export v
< Back to My Scans
@ My sScans
| Alls
= AllScans Hosts 1 Vulnerabilities 113 Remediations 2 History 1
f Tash
Filter 1 Host

Scan Details

© rolicies Host Name: Demo scan for reporting
@ Plugin Rules Status: Completed
X 192168.103.129 Policy: Basic Network Scan

B customized Reports
Scanner: Local Scanner

& scanners Start: Today at 4:12 AM
End: Today at 4:21 AM
Elapsed: 9 minutes

Critical
High
Medium

& o lov

Info
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Export as .nessus

Processing file for export. Please wait...

Cancel

Export as HTML

Report Custom

Data ¥ Vulnerabilities

¥ Remediations

Group by Host
Host

Plugin
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Export as CSV

Processing file for export. Please wait...

Cancel

Export as Nessus DB

Password
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Demo scan for reporting / Plugin #51988 Configure  Audit Trail Launch ¥ Export ¥
< Back to Vulnerabilities
Vulnerabilities 113
Bind Shell Backdoor Detection Plugin Details
Description Severity: Critical
Ashell is listening on the remote port without any authentication being required. An attacker may use it by connecting to the remote port and sending 1D: 51988
commands directly. Version: 18
Type: remote
Solution Family: Backdoors
Verify if the remote host has been compromised, and reinstall the system if necessary. Published February 15,2011
Modified: May 16, 2018
Output
Risk Information
Nessus was able to execute the command "id" using the
following request : Risk Factor: Critical
CVSS Base Score: 10.0
This produced the following truncated output (limited to 10 lines) CVSS Vector: CVSS2#AVIN/ACL/AuN/C.C/I:C/AC
snip
root@metasploitable:/# uid=0(root) gid=0(root) groups=0(root)
root@metasploitable:/#
snip
Port Hosts
1524 / tep / wild_shell 192.168.103.129 &
Demo scan for reporting / Plugin #20007 Configure  Audit Trail Launch Bxport ¥
< Back to Vulnerabilities
Vulnerabilities 113
SSL Version 2 and 3 Protocol Detection Plugin Details
Description Severity: High
The remote service accepts connections encrypted using SSL 2.0 and/or SSL 3.0. These versions of SSL are affected by several cryptographic flaws, including D: 20007
Version: 1.29
- An insecure padding scheme with CBC ciphers. Type remote
) ) Family: Service detection
- Insecure session renegotiation and resumption schemes.
Published October 12, 2005
Modified: June 29, 2018

An attacker can exploit these flaws to conduct man-in-the-middle attacks or to decrypt communications between the affected service and clients.

Although SSL/TLS has a secure means for choosing the highest supported version of the protocol (so that these versions will be used only if the dlient or
server support nothing better), many web browsers implement this in an unsafe way that allows an attacker to downgrade a connection (such as in POODLE)
Therefore, it is recommended that these protocols be disabled entirely.

NIST has determined that SSL 3.0 is no longer acceptable for secure communications. As of the date of enforcement found in PCI DSS v3.1, any version of

SSLwill not meet the PCI SSC's definition of ‘strong cryptography’

Solution
Consult the application’s documentation to disable SSL 2.0 and 3.0.
Use TLS 1.1 (with approved cipher suites) or higher instead.

See Also
httpsi//www.schneier.com/academic/paperfiles/paper-ssl.pdf
hitp://www.nessus.org/uz0bb7b67d

Risk Information

Risk Factor: High

Vulnerability Information

In the news: true
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CAWINDOWS\system32\cmd.exe

C:\Users>telnet 192.168.1

Telnet 192.168.103.129

root@metasploitable: /#

Telnet 192.168.103.129

root@metasploitable: /# id
‘root) gid=@(root) groups=0(root)
root@metasploitable: /# root@metasploitable:/#

Starting Nmap 7.78 ( /) org B 09 p7:27 Arabian Standard Time
Nmap scan

PORT N

25/tcp ope L, smtpd

MAC Address g 9E:B@ (VMware)

Service Info: Host: metasploitable.localdomain

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 61.36 seconds
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C:\Windows>nmap -script=ssl-enum-ciphers -p 25
Starting Mmap 7.7@ ( http /nmap.org ) at 2018-09
Nmap scan r for 192.168.1€

Host is up (@ 13s latency).

PORT STATE SERVICE
25/tcp open smtp
MAC Address: @ C:29:02:9E:B0 (VMware)

Mmap done: 1 IP address (1 host up) scanned in 58.98 seconds

C:\Windows>

Telnet 192.168.103.129

501 Syntax: HELO hostname
HELO example.com

250 metasploitable.localdomain
help
5.5.2 Error: command not recognized
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Output

The following default files were found :

/tomcat-docs/index.html
fnessus-check/default-404-error-page.html

Port

8180 [ tcp / www

Hosts

192.168.103.129 &

<« C @ Notsecure | 192.168.103.129:8180/tomcat-docs/indexhtml % O O ® D. B | Paused wfs

8" Apach

e

Software Foundation
http://www.apache.org/

Links

* Docs Home

The Apache Tomcat 5.5 Servlet/JSP Container

* FAQ
Documentation Index
User Guide
« 1) Introduction Introduction
o 2)Setp This is the top-level entry point of the documentation bundle for the Apache Tomeat Servlet/JSP container. Apache Tomcat version 5.5 implements the Servlet 2.4 and

First webapp
« 4)Deployer
5)Mana
6)Realms and AAA

Bean D Descriptor
Default Servlet
Clu;
) Load Balancer

Connectors

1) Monitoring and Management

JavaServer Pages 2.0 ions from the Java Communify. Process, and includes many additional features that make it a useful platform for developing and deploying
web applications and web services.

Select one of the links from the navigation menu (to the left) to drill down to the more detailed documentation that is available. Each available manual is described in more
detail below.

| Apache Tomcat User Guide

The following will assist you in 2, installing Apache Tomeat 5, and using many of the Apache Tomeat features.
1. Introduction - A brief, high level, overview of Apache Tomeat.
2. Setup - How to install and run Apache Tomeat on a variety of platforms.
3 web application - An introduction to the concepts of a web as defined in the Servlet 2.3 Speci Covers basic organization of your web

plication source tree, the structure of a web application archive, and an ds to the web ion depl descriptor (/WEB-INF/web.xm1).
Deglo\ er - Operating the Apache Tomcat Deployer to deploy, and validate web icati

Manager - Operating the Hanager web app to deploy, undeploy, and redeploy applications while Apache Tomeat is running.

Realms and Access Control - Description of how to configure Realms (databases of users, passwords, and their associated roles) for use in web applications that
utilize Container Managed Security.

Security Manager - C onﬁe\ume and using a Java Security Manager to support fine-grained control over the behavior of your web applications.

8. INDI standard and custom resources in the JNDI naming context that is provided to each web application.

o v s

4

print-friendly

version
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Chapter 7: Understanding the Customization

and Optimization of Nessus and Nmap

b Local Disk (C:) » Program Files (x86) » Mrmap » scripts

L]

L]

L]

=]

L]

L |

L]

L]

L]

L]

L]

rary - Share with =

-~

Mame

|| acarsd-info.nse

address-info.nse
afp-brute.nse
afp-Is.nse
afp-path-vuln.nse
afp-serverinfo.nse
afp-showmeount.nse
ajp-auth.nse
ajp-brute.nse
ajp-headers.nse
ajp-methods.nse
ajp-request.nse
allseeingeye-info.nse
amgp-info.nse
asn-guery.nse
auth-owners.nse
auth-spoof.nse
backorifice-brute.nse
backerifice-info.nse
bacnet-info.nse
banner.nse
bitcoin-getaddr.nse
bitcoin-info.nse
bitcoinrpe-info.nse
bittorrent-discovery.nse

bjnp-discover.nse

MNew folder

Date modified

17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2015 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2015 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40
17-03-2018 06:40

Type

MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File
MSE File

Size

4 KB
9KB
4 KB

6 KB
3 KB
3 KB
3KE
2KB
3 KB
3KE
TKB
2KB
15KB
3 KB
1KB
10 KB
10 KB
41 KB
6 KB
2KB
2KB
5KB
4 KB
2 KB
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EX C\Windows\system32\omd.exe

C:slUzerssadmin*nmap

CislUzerssadmin

—script—help smh* >» DI output.txt

output.tit - WordPad

Home

View

Courier New 1 -||A A

B 7 U e X x| &~ A-

= g 5 P
Picture Paint Dateand Insert
~  drawing time  object

&4 Find
a5, Replace

Select all

C1e100 1100 41200 1300 1d 1 150 016

|starting Nmap 7.70 ( https://nmap.org ) at 2018-05-23 13:40
Arabian Standard Time

smb-brute
Categories: intrusive brute
https://nmap.org/nsedoc/scripts/smb-brute .html

Attempts to guess username/password combinations over SMB,
storing discovered combinations

for use in other scripts. Every attempt will be made to get a
valid list of users and to

verify sach username befors actually using them. When a
username is discovered, besides

being printed, it is alse saved in the Nmap registry so other
Nmap scripts can use it. That

means that if you're going to run <code>smb-brute.nse</code>,
you should run other <code>smb</code> scripts you want.

This checks passwords in a case-insensitive way, detsrmining
case after a password is found,

for Windows versions before Vista.

This script is specifically targeted towards security auditors
or penetration testers.

One example of its use, suggested by Brandon Enright, was
hooking up <cods>smb-brute.nse</cods> to the

database of usernames and passwords used by the Conficker worm
(the password list can be

found at http://www.skullsecurity.org/wiki/index.php/Passwords,
among other places.

Then, the network is scanned and all systems that would be

infected by Conficker are
= 3

17
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B Ch\Windowshsystem32wemd.exe

Microsoft Windows [Uersion 6.1.76611
Copuright (c» 288%? Microsoft Corporation. All rights reserved.

C:~Userssadmin>nmap

Mmap 7Y.7YA ¢ https:s7nmap.orqg »

Usage: nmap [Scan Typeds>] L[Options] {target specification’

TARGET SPECIFICATION:
Can pasz hostnames, IP addresszes,. networks, etc.
Ex: scanme.nmap.oryg,. microsoft.coms24, 122.168.8.1; 18.8.8-255_1-254
—iLk <inputfilename: Input from list of hosts networks
—iR <num hosts?: Choose random targets
—exclude <hostll.host2]1[.host3],....%: Exclude hosts/networks
—excludefile <exclude_file>: Exclude list from file

HOST DISCOUERY:
—sL: Lizt 8Scan — simply list targets to scan
—sn:= Ping S%can - disable port scan
—Pn: Treat all hosts as online — skip host discovery
-PE-PA-PU-PY¥[portlist]: TCP EYN/HCH UDP or SCTP discovery to given ports
—PE-PF-PM: ICHP echo, timestamp. and netmask request discovery probes
—POLprotocol listl: IP Protocol Ping
—ns—H: Hever do DHS resolutionsAluvays resolve [default: sometimes]
——dns—servers <servlil.serv2l....>: Specify custom DNS servers
—system—dns: Use 05's DHE resolver
—traceroute: Trace hop path to each host

SCAN TECHNIQUES :
—s8-sT/sA/sW/sM: TCP SY¥YN-Connect (>/ACK-UindowsMaimon scans
—=sll: UDP Scan
—sMssF/s¥: TCP MHull. FIM, and Bmas scans
——scanflags {flags>: Customize TCP scan flags

= el -]
| “new 1 - Notepad++ -
Eile Edit 5Search View Encoding Language Settings
sEEHB =& | 2 | d8 Y
Eﬂnew1_jl
—— Head
—— Rule
—— Action
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u]" CA\Program Files (xB6)\Nmap\scripts\apache-default-files.nse - Notepad++ [Administrator]

File Edit Search View Encoding Language Settings Tools Macro Run Plugins

. — '@ A TN} = 1 ABC
o= RIER =1 h|2c| iyl 2=l s
|_|apache-default-f|les nse E£3

1 —— Head

5 description = [[Sample =script to check whether default apache files are present]]

4 author = "Jettcy"”

5 license = "Same as Nmap--5ee

& categories = {"default", "safe"}

i local shortport = reguire "shortport™

E local http = reguire "htop"

11 -- Rule

12 portrule = shortport.http

14 —-- Action

15 action = function(host, port)

16 local uri = "/tomcat-docs/index.html™

17 local response = http.get (host, port, uri)

18 if ( response.sztatus
15 return response.body
20 end

21 end

200 ) then

G:\Userssadmindnmap ——script apache—default—files 192_168.75.128 —p8i —u
Starting Nmap 7.78 ¢ https://nmap.org > at 2018-89-23 15:54 Arabian § dard Time
NSE: Loaded ipts for ing.

L 1 host. at s elapsed

.168.75.128
Complated SN Beloith Somn o GB:54. BoBia elapsed (1 total portsd
NSE: Script scanning 192.168.75.128.

Initiating NSE at 15154

Comploted NSE at 15:54. 8.02s elapsed

Nnap scan report for 192.168.75.128

Host is up <@. latency>.

STATE SERVICE
Elﬂﬂ/tcp open _unkno
| apachb-default—filoe: <html><head><META http-cquiv="Content-Type" content—"text/htnl; charset=ico-8859—1"><title>The Apache Tomcat 5.5 Serulet/JsP Container — Documen
(/tltle)(mzta value="Craig R. McClanahan wth ')(meta uvalu tra)gm:tl!apat]\e org"” name 'email''>{meta value="Remy Maucherat" nai wthor

i1">¢neta value=" i vsBapache e email o moad><hody wlinkeHSZEDIE" alinke H536D76" link

'yoa e
fffff")(table i 08" width: " v **PRGE HERDER**)(tl- (td)(' *PROJECT LOGO——><a hre.
The Apache T

t>< td><ed ||

in: width=""10|

wid 2 "> <p trong>Links<|

uide</s 1~nng)(/1))(ul)(11><a lu-ef’ introduct i
31i><a href

esources—houto. hinl 28> JNDI Resoureos<iar/LixC1ix ndizdatasource—exanples houto htnl 39> JOBC DataSowrc
$3<11><a href -njasper-houto. html o1 J8Ps<Fad< 13<1i5<a. hrek - ras 1o howte - hEm1"3123 SSL(/a)(/ll)(l))( ihowto.htm
AT O Tt 115> Proxy Support<iadtr1ix(1ixa hrof—"nbsans—dgseriptor—houto. henlv316) Hioan Doscriptard a><s135<1i>¢a hrof
hinlvotd3 Defands bes let(/a)</11>< 1)(a heef=c luster-houto htn1">18> Clusterinu/aXc/112¢1i<a hret alancerhowt htnl®>17> Load Balaneer</ass 11> 1i><a href= conn
g ||m1-->21> Monitoring and Managoment(ra>(/11>C1i>a href="logging html'523) LoggingCrarC/1i>CLi>Ca hrof="aps. henlr>23> np
h virtual-hosting—howto.html">24 I|u..t1ng(/a)(/11></u1)(p)(»trnng>Referent:e(/.,trung)(/p)(ul)(ll}(a href ="RE
ig/index.htnl"Apache Tomcat Cunfl.suu-atlun(/a)(/ll.)(11)(a href="http:/ tomcat ,apache . or ne 1103 Documentat tontoari L iatiisca hie
PI Javadocs</a></1i><1i><a href="jspapi. htnl APT Jauadnl:_.(/a)(/11)(/Ill)<p)(dtl'nng)npaclle Tomeat Deuelnpment(/4trnng)(/p)(ul)(ll)(a hre
<1i>a href="changelog.htnl">C 1><1i status . html">Status<sa><s1i><1i><a href="developers.htnl">Deve lopers{/a><,1i>¢1i><a href
>Functional Specs.</a>{/1i><1i>(a hwef="catali sapizindex htnlDfpache Toncat Javadoce(ra>(/10¢lixta }u-ef arpel-/dncl‘/apl/lndex htm1">Apache Jasper Javadocs</a>
href 'al~l:]|1tal:tlu~a/1ndnx henlUoARchiteoturecrasis 19 o< ul < ed><t——RIGHT SIDE HATN HODY-->etd align="left 88 />Ctable collgpacing—vd™ yide
x>d valign=ttopt align left!><hi>The Rpa\:]\e Toncat's.5 Serylet/JSP Container</hi><h2>Docunentation Tndese i5e cabeea num'ap true” valig p" align="rig]
Enter index-henl ><ing al Fr ersion” sre="-/imagos sprintor i +>print—friendlylbroversion
PPt IRk ot S i W g cellpadd e11sp. '8 Dordon-"B><troctd bgtolons HE25D76 "><font face="arial, helvetica.sanserif" o
tcroduction-s<strong> Introduct 1on< o trong >esas Font o /ed5<rcr><trd<tds<hinckquote>
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C:sUsers~adnin>nmap —script apache—default—files 192_168_.75.128 —p818A —u
Starting Nmap 7.78 ( https://nmap.org > at 2018-89-23 16:87 Arabhian Standard Time
MSE: Loaded 1 scripts for scanning.

MSE: Script Pre—scanning.

Initiating NSE at 16:87

Completed NSE at 16:07. B8.88sz elapsed

Initiating ARP Ping Scan at 16:87

Scanning 192.168.75.128 [1 portl

Completed ARP Ping Scan at 16:87, 1.77= elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 16:87

Completed Parallel DNS resolution of 1 host. at 16:88, 16.5%8z elapsed
Initiating S5YMN Stealth Scan at 16:88

Scanning 192_.168.75.128 [1 portl

Dizscovered open port 8188-tcp on 192.168.75.128

Completed SYW Stealth Scan at 16:88, A.8Bz elapsed (1 total ports)

NSE: Script scanning 192 .168.75.128.

Initiating NSE at 16:88

Completed HSE at 16:88, A.81s elapsed

Mmap scan report for 192_168_75.128

Host is up (B.BPA88:s latencyl).

PORT STATE SERVICE

81807tcp open wunknoun
i_apache—default—files: vulnerable

MAC Address: BA:@C:29:74:1C:63 (UMuare?

MSE: Script Post—scanning.

Initiating NSE at 16:88

Completed HNSE at 16:88, A_.A0z elapsed

Read data files from: C:“\Program Files {(xB6>“Nmap

Mmap done: 1 IPF address (1 host up? scanned in 33.60 seconds
Raw packets sent: 2 <72B> | Rcud: 2 (72B)>

- - =
Nessus Home / Login x l&g_l' |l= & g
< C ) | A Motsecure | hitps:/localhost a +r
Programs (1)
| Messus Web Client
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L Services

File Action

=

View Help
EEEN IR

| = =

£ Services (Local)

:g Services (Local)

Tenable Nessus

Stop the service
Restart the service

Description:

Tenable Nessus Network Security

Scanner

Name Description Status Startup Type legOnAs =
S TeamViewer 13 TeamViewe.. Started Automatic Lecal Syste...

C . T IM nw'r | Ih | bl

%, Tenable Nessus Tenable Ne...  Started Automatic Lecal Syste...
L ProTTaeE e orared ROreTnane LoC

% Thread Ordering 5... Provides or... Manual Local Service

L UPnP Device Host  Allows UPn... Manual Lecal Service
S User Profile Service  This service ... Started Automatic Local Syste...

5 ValBioService Validity Bio..  Started Automatic Lecal Syste..,

L Validity WBF Polic... Validity WB...  Started Automatic Lecal Syste...

S Virtwal Disk Provides m... Manual Local Syste...

S VMware Authoriza.,. Authorizati..  Started Automatic Lecal Syste...

S VMware DHCP Ser... DHCP servi...  Started Automatic Local Syste...
S VMware NAT Serv.., Metwork ad.,  Started Automatic Lecal Syste..,

S VMware USB Arbit... Arbitration ... Started Automatic Lecal Syste...

% Velume Shadow C... Manages an... Manual Local Syste.. —
S WebClient Enables Win... Manual Lecal Service |E
Lo Windows Activati..  Performs W... Manual Local Syste.. —
S Windows Audio Manages au... Started Automatic Lecal Service

S Windows Audio E..  Manages au... Started Automatic Lecal Syste..,

S Windows Backup Provides Wi... Manual Local Syste...

S Windows Biemetri.. TheWindo...  Started Automatic Lecal Syste.. =

<

1L}

| »

Extended /(Standard/
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BN C\Windows\system32\cmd.exe

Czs>red "Program Files"
C:sProgram Files>*cd Tenahle
C:sProgram FilessTenahleX*cd Messus

C:sProgram FilessTenahlesMessus>dir
Uolume in drive C has no lahbel.
Uolume Serial Mumber is B234-BESH

Directory of C:sProgram FilessTenahlexMessus

11:45 <DIR> -
11:45 <DIR> -
11:=45 1 .winperms
17:25 45,113 License.prtf
19-B6-2018 19:25 6,452,984 nasl.exe
1?7-86-2818 19:25 46,572 ndbhg.exe
19-06-2818 17:25 46 MWessus Weh Client.url
17-06—-2818 19:22 17.424 nessus—service.exe
17-06—-2818 19:25 6,405,128 nessuscli.exe
17-06—-2818 17:25 6,.837.776 nessusd.exe
8 File<s> 19,811,976 hutes
2 Dirds 1,974.278.2088 bhytes free

C:wProgram FilessTenahlevNessus>

— —— —— - — m—
o( D hitps://localhost:8834/%/settings/about ~ § Certificate error € | | Search... P~

Messus Professional / Settin...

Nessus€)’

About

A Advanced

Overview Software Update Master Password

Remote Link Nessus Professional Version 7 Plugins

8 SMTP Server

L]
%
@ Proxy Server
@
=
- Version 7.2.1 (#144) WINDOWS Last Updated September 14 at 8:50 PM

Custom CA

Upgrade Assistant Licensed Hosts None License Expiration September 30, 2018

Update activation code

Activation Code W U L

1 My Account {*:v)

”~
8 Password Mgmt
Plugin Set 201809142050
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onal / Settin... %

Update Activation Code

Registration Nessus (Home, Professicnal or Manager)

Activation Code

- Edl -

E *new 1 - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macre Run
cHEBER LS|l 4shDh|2e|dih| % x| EE]
Enew'l E!|

1 <custom item>

2
3 type: AUDIT POWERSHELL
= description: "Free disk space in system partition$#C drive"
= info S Eome T e om a C C C E
%  walue type: POLICY TEXT B saveAs [ s |
7 value_data: "[D..MBX]" )
8 powershell args : 'Get-PSDrive C | Se_].el .
M ) e s G Savein: | Custom Nessus Audt File - @ Er
. - -
. Sl GliE Eual Sdieiis Lid (B= Name Date modified Type
11 o
12 </custom items “-"} MNe iterns match your search.

Recent Places

Desktop
Libraries
-
LY
Computer
@ 4 T 3
Network
File name: windows audt - Save
Save as type: Momal tesd file (* b v] I Cancel ]
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Nessus )

New Policy / Advanced Scan
—~ ¢ Back to Policy Templates
W My Scans 1
B AllScans .
Settings Credentials Compliance Plugins
M Trash
BASIC b
a demo custom audit file
DISCOVERY R
Palicies
) ASSESSMENT o
Plugin Rules Description demo custom audit file
; REPORT
Customized Reports
ADVANCED

Scanners

Save Cancel

Nessuson . admin o

New Policy / Advanced Scan
< Back to Policy Templates

B My Scans 1
i Allscans . ) ) .
Settings Credentials Compliance Plugins

W Trash

All -
© rolicies custom wind|
Plugin Rules

Upload a custom Windows audit file

B customized Reports
& Scanners Upload a custom Windows File Contents au...
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. LT o

Nessus@)

My Scans
All Scans

Trash

Folicies

Plugin Rule:

Scanners

New Policy / Advanced Scan

¢ Back to Policy Templates

Settings Credentials

All

custom wind

5
Upload a custom Windows audit file

Customized Reports

Compliance

Plugins

Upload a custom Windows audit file

@ NOTICE: Windows credentials are required for this audit.

Audit file Add File

Upload a custom Windows File Contents au...

My Scan:

All Scans

© Open

s

@\_’}'l . « Downloads » Custom Nessus Audit File

Trash

Palicies
Plugin R

Customi

% Scanners]

Organize ~  New folder

0 Favorites Bape

Ml Desktop

& Downloads

__| windows.audit

| Recent Places

m

= Libraries
5 Dacuments
J'\ Music
&) Pictures

B Videos

% Computer
&, Local Disk (C)

Date modified

Type

bws audit file

23-09-2018 19:29 AUDIT File

entials are required for this audit,

Add File

ca Local Disk (D)~ ¢ |

File name:  windows.audit

[0

~ | AllFiles

. admin o
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= I n

e w B a

My Scans 1
£ll Scans

Trash

Palicies
Plugin Rules
Customized Reports

Scanners

Host

SNMPV3

55H

Windows

admin

Windows

jord A

Authentication method

Username admin

Password weeres

Domain

Global Credential Settings I}-

¥|  Never send credentials in the clear

¥| Do not use NTLMv1 authentication

Start the Remote Registry service during the scan

Enable administrative shares during the scan

=]

My Scans 1

All Scans

Trash

Palicies
Plugin Rules

Customized Reports

% scanners

Scan Templates
< Back to Scans

Scanner User Defined

Database Compliance Audit

demo custom audit file Demo for SCADA Web Apnlication audit
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=]

l@ew B8 ©Q

My Scans 1

All Scans

Trash

Paolicies
Plugin Rules
Customized Reports

Scanners

BASIC v

General

Schedule

Matifications

b Cancel

Description

Folder

Targets

Upload Targets

custom audit file

My Scans -

Add File
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Chapter 8: Network Scanning for loT,

SCADA/ICS
SCADA
B display unit
Fieldbus
Communication
/ S M"“h
Remote Remota
/A;/' terminal unit Remote terminal unit
lerminal unit
Monitor or
actuator
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B Ch\Windows\system3Ziomd.exe

Microsoft Windows [Version 6.1.76611
Copyright <c>» 20089 Microsoft Corporation. All rights rezerved.

C:slserssadminnmap
Mmap 7.78 ¢ https://nmap.org 3
Usage: nmap [Scan Typeds>] [Options] {target specification?
TARGET SPECIFICATION:
Can pass hostnames, IP addresses,. networks, et
Ex: scanme.nmap.oryg, microsoft.coms24, 192._ 168 8. 1; 18_8.8-255_.1-254
L <inputfilenameX: Input from list of husts/netuurks
R <num hosts>»: Choose random targets
—exclude <hostll[.host2]1[ . host3]....>: Exclude hosts-netuworks
——excludefile <exclude_file>: Exclude list from file
T DISCOUERY :
—sL: List Scan — simply list targets to scan
—sn:= Ping Scan — disabhle port scan
—Pn: Treat all hosts as online —— skip host discovery
-PS-PA-PU-PYI[portlist]l: TCF S¥YN-ACK. UDP or SCIP discovery to given ports
—-PE-PP-PM: ICHP echo, timestamp,. and netmask request discovery probes
—POLprotocol listl: IP Protocol Ping
—nA—H: Hever do DHS resolutionsAlways resolve [default: sometimes]
——dns—servers <servil,serv2]._...>»: Specify custom DHE servers
——system—dnz: Use 08’'s DMS resoluer
—traceroute: Trace hop path to each host
N TECHNIQUES :
—s8-2T/sA/sW/sM: TCP SY¥YM-Connect<{>-ACK-WindowsMaimon scans
—sl:= UDPF Scan
—sNs/sFs3¥: TCP Null. FIM. and Bmas scans
——scanf lags <{flags>: Customize TCP scan flags

:: (no default route?)

Version ©.5.1
MushMush Foundation

2018-09-22 ©5: 1] orce specifie si esting configuration:
/ Conpot-8.5.1-py2.7.egg/conpot/testing. cfg
pot using templa /usr/local/lib/python2.7/dist-packages/Conpot-0.5.1-py2.7.egg/conpot/template ault
pot using configuration found in: fusr/local/lib/python2.7/dist-packages/Conpot-8.5.1-py2.7.egg/c /testing. cfg
110.153.249 rnal ip.
Conpot modbus initial
Found and enabled ('modbus', <class 'conpot.protocols.modbus.modbus server.ModbusServer's) pro
Conpot $7Comm initialized
Found and enabled ('s7comm', s 'conpot.protocols .5 r '>) protocol.
4 Found and enabled ('http' "conpot.protocols.http.web_ e >) protocol.
Found and enabled ('snmp', ss 'conpot.protocols.snmp r rver's) protocol.
Conpot Bacnet initial using the /usr/local/lib/python2. - s/Conpot-0.5.1-py2.7.egg/conpot/templates/default/bac

Found and enabled ('bacnet', <class 'conpot.protocols.bacnet.bacnet_s
3 IFMI BM( 1n1t1u11

i', <class 'conpot.protocols.ipmi.ipmi rver. Ipmi
22/0x0016, I nce 1, Attribute 1< g 22}, {'il Pe {
22/0x0016, Instance 1, Attribute 22}, {'instance': 1}, {'attribu
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C:sUserssadnin>nmap ——script s7-info.nse —p 182 192 _168.75_.133

Starting Nmap 7.78 { https:/“nmap.org > at 20818-A9-22 13:15 Arabian Standard Time
Stats: B:B0:85 elapsed; B hosts completed <@ up).
ARF Ping Scan Timing: About 100.98x done; ETC:
Mmap scan report for 192_.168.75_.133

Host is up (B.88s latencuyl.

1 undergoing ARP Ping Scan
13:15 <@:-80:880 remainingl

PORT

STATE SERVICE

182/tcp open
g?—info:
Uersion:

iso—tsap

Suystem Name: Technodrome

Module Type: Siemensz,. SIMATIC,. 57-2688
Serial Humber: 88111222

Plant Identification: Mouser Factory
Copyright: Original Siemens Equlpment
HHC Address: B@:@8C:29:74:28:93 (UMuare)
Service Info: Device: specialized

NMmap done: 1 IP address

(1 host up? scanned in 18.84 seconds

C:sUgerssadnin?

IC:\Userssadmin*nmap ——script modbus-discover.nse ——script—args='modbus—discover.aggressive=true’ —p 582 192.168.75.133
g Nmap 7.78 ( https: //nmap.org ) at 2018-09- 22 13 17 Arabian %tandard Time

an veport for 192_168.75.133

Host is up (A.B88s

latency>.

[PORT

STATE SERVICE

582/tcp open

modbus

modbus—discover:
sid Bxl:

8lave ID data:
Device identification:

<unknown>
Siemens

SIMATIC $7-200

I"IRC Address:

Hmap done:

aa:aG:2%:

74:28:93 {UMware’

1 IP address ¢1 host up> scanned in 17.66 seconds

c:

sUserssadmin

README.md

Siemens-CommunicationsProcessor.nse

Siemens-HMI-miniweb.nse

Siemens-SIMATIC-PLC-57

iemens-5calance-module.nse

L

Siemens-WINCC.nse
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) Nessus Home / Login ¥ : -'. v ad I@Jl = =
& C {t | A Notsecure | hitps//localhost8834/#/ Q|0
Programs (1)

|| Nessus Web Client
ob‘

5 Services . - ‘ol | = BT =
File Action View Help

e D Ec=zH= v up
4, Services (Local) ':J Services (Local)

Tenable Nessus Name Description Status Startup Type LegOnAs  ©
5 TeamViewer 13 TeamViewe... Started Automatic Local Syste...
Stop the service He T 1 N \ L c
Restart the service - plaas; fle dan = st
4 Tenable Nessus Tenable Me...  Started Autematic Local Syste...
E T Proae e otarted AITGmatc Cocal
_Dl_es“l;rt'r?d”: N ¢ Secui . Thread Ordering S... Provides or... Manual Local Service
Sce::n:r essus Network Security 5o UPRP Device Host  Allows UPn.., Manual Local Service
5 User Profile Service  This service .. Started Autematic Local Syste..
5 ValBioService Validity Bio...  Started Automatic Local Syste...
5o Validity WBF Polic... Validity WB...  Started Automatic Local Syste...
5o Virtual Disk Provides m... Manual Local Syste..
5o VMware Authoriza... Authorizati.. — Started Automatic Local Syste...
S5 VMware DHCP Ser.. DHCP servi..,  Started Autematic Local Syste...
S VMware MAT Serv., Metwork ad...  Started Autematic Local Syste..
55 VMware USB Arbit... Arbitration ... Started Autematic Local Syste...
% Volume Shadow C... Manages an... Manual Local Syste... —
5o WebClient Enables Win... Manual Local Service |E
5o Windows Activati.,  Performs W.. Manual Local Syste... —
S5 Windows Audio Manages au... Started Automatic Local Service
55 Windows Audic E..  Manages au.. Started Autematic Local Syste...
5o Windows Backup Provides Wi... Manual Local Syste..
55 Windows Biometri... The Windo...  Started Autematic Local Syste.. =

4|

n

| »

Extended /(Standard/
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BN C\Windows\system32\cmd.exe

Czs>red "Program Files"

C:sProgram Files>*cd Tenahle
C:sProgram FilessTenahleX*cd Messus

C:sProgram FilessTenahlesMessus>dir
Uolume in drive C has no lahbel.
Uolume Serial Mumber is B234-BESH

Directory of C:sProgram FilessTenahlexMessus

11:45 <DIR> -
11:45 <DIR> -
11:=45 1 .winperms
17:25 45,113 License.prtf
19-B6-2018 19:25 6,452,984 nasl.exe
1?7-86-2818 19:25 46,572 ndbhg.exe
19-06-2818 17:25 46 MWessus Weh Client.url
17-06—-2818 19:22 17.424 nessus—service.exe
17-06—-2818 19:25 6,405,128 nessuscli.exe
17-06—-2818 17:25 6,.837.776 nessusd.exe
8 File<s> 19,811,976 hutes
2 Dirds 1,974.278.2088 bhytes free

C:wProgram FilessTenahlevNessus>

—~— —— —~— ~- — =
e(é https://localhost:8834/%/settings/about ~ @ Certificate error & | | Search... £~
Nessus Professional / Settin...
NESSUS“ Scans Settings
About
© About
¥ Advanced
* Qverview Software Update Master Password
@ Proxy Server
© Remote Link Nessus Professional Version 7 Plugins
B SMTP Server
. Version 7.2.1 (#144) WINDOWS Last Updated September 14 at 8:50 PM
= Custom CA
# Upgrade Assistant Licensed Hosts None License Expiration September 30, 2018
B rassword Mgmt
Plugin Set 201809142050
Activation Code W U
A My Account v {b
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) Nessus Professional / Seftin... %

Update Activation Code

Registration Nessus (Home, Professicnal or Manager)

Activation Code

Activate Cancel

admin
New Policy / Basic Network Scan
& Myscans ¢ Back to Policy Templates
W All Scans
Settings Credentials Plugins <&
m Trash
BASIC ~
DISCOVERY Name Demo for SCADA
u Paolicies
i ASSESSMENT o
@ Plugin Rules Description
REPORT
B customized Reports
@ S ADVANCED
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=1

My Scans
All Scans

Trash

Policies
Plugin Rules
Customized Reports

Scanners

New Policy / Basic |

< Back to Policy Templates

Settings Credentials
BASIC
DISCOVERY v

Host Discovery
Part Scanning
Service Discovery
ASSESSMENT
REPORT

ADVANCED

admin

Jetwork Scan

Plugins

Ports

Consider unscanned ports as closed

Port scan range: 0-1000

Local Port Enumerators

¥ 55H (netstat)

¥ WM (netstat)

¥| SNMP

¥ Only run network port scanners if local pert enumeration failed

Verify open TCP ports found by local port enumerators

=

My Scans
All Scans

Trash

Policies
Plugin Rules
Customized Reports

Scanners

MNew Policy / Basic Network Scan

< Back to Policy Templates

Settings Credentials

BASIC

DISCOVERY

ASSESSMENT v
General

Brute Force
Web Applications
Windows

REPORT

ADVANCED

Cancel

Plugins

Accuracy
Override normal accuracy

& Avoid pote

Perform thorough tests (may disrupt your network or impact scan speed)
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B My Scans

All Scans

Trash

Paolicies
Plugin Rules
Customized Repaorts

Scanners

Settings Credentials

BASIC
DISCOVERY
ASSESSMENT
REPORT
ADVANCED

General

Plugins

General Settings

¥ Enable safe checks

Stop scanning hosts that become unresponsive during the scan

Scan IP addresses in a random order

Performance Options

Slow down the scan when network congestion is detected

MNetwork timeout (in seconds)

Max simultaneous checks per host

Max simultaneous hosts per scan

Max number of concurrent TCP sessions per host

Max number of concurrent TCP sessions per scan

wn

wn

= ]

My Scans
All Scans

Trash

Policies
Plugin Rules

Customized Reports

& Scanners

Settings Credentials Plugins

Peer-To-Peer File Sharing

PhotonOs Local Security Checks
Red Hat Local Security Checks

RPC

SCADA

Scientific Linux Local Security Checks
Service detection

Settings

Slackware Local Security Checks
SMTP problems

SNMP

PLUGIN NAME

35 CODESYS 2.x Development System Detection (credentialed check)

25 CODESYS Runtime Toolkit < 24.7.42 P nNT Dos

35 CODESYS Runtime Toolkit < 2.4.7.48 PL

35 CoDeSys Runtime Toclkit NULL Pointer Dereference (credentiale
35 CoDeSys Runtime Toolkit NULL Pointer Dereference (uncredentialed ...

7-Technologies / Schneider-Electric IGSS Data Collector Detection

7-Technologies / Schneider-Electric IGSS Detection

7-Technologies / Schneider-Electric IGSS ODBC Version Identification

7-Technologies AQUIS Detection

WInNT DaS (credentialed ch..

7-Technologies / Schneider-Electric IGSS ODBC Service Detection

PLUGIN ID
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. admin o

Scan Templates
— ¢ Back to Scans
M My 5Scans
[ AR
cans Scanner User Defined
Trash
g gl B . .
- ) Database Compliance Audit Demo for SCADA Web Application audit
Plugin Rules
B customized Reports
@_ Scanners
Nessuso Scans Settings
_ BASIC v
m Mys
¥ =cans Mame Demao for Scada
- General
M All Scans
) Schedule o
Trash Description
Notifications
a Palicies Folder My Scans v
Plugin Rules
- Customized Reports Targets 192,168.75.133
@_ Scanners
Upload Targets Add File
Emn -
Laur‘cH"nJ
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Demo for Scada
< Back to My Scans

i My sScans

Configure

Audit Trail Launch ~

L) &S Hosts |1|  Vulnerabilities (8|  History b
W Trash
Filter =
Scan Details
B rolicies Sev Name Family Count Name: Dema for Scada
@ elugin Rule: Status: Completed
& elugin Rules 16CP/COTP (150 8073) Protocol Detection SCADA 1 oty eme for SCADA
B Customized Reports
Seanner: Local Scanner
& scanners Modbus/TCP Coil Access SCADA 1 Start Today at 148 PM
End: Today at 1350 PM
Bl Messus SYN scanner Port scanners 3 E— o it
Do not scan operational technology devices Settings 1
Vulnerabilities
LUl  EtherMet/IP CIP List Identity Response SCADA 1
® Critica
High
Nessus Scan Information Settings 1 Medium
. Lo
LUCHll  SNMP Protocol Version Detection SNMP 1 ® Info
ICCP/COTP (ISO 8073) Protocol Detection Plugin Details
Description Severity: Medium
The ICCP stack {and other protocols such as MMS and IEC 61850) include ISO 8073 (RFC 905) at the Transport Layer. [SO 8073 specifies D: 23811
the Connection Criented Transport Protocol (COTP) that uses a pair of user configurable 18-bit numeric, or in some cases ASCII string Version: $Revision: 137 $
values, to identify client endpoints called Transport Service Access Points (TSAPs). .
Type: remate

Note that ICCP by itself does not offer protection against eavesdropping, spoofing, man-in-the-middle, and similar attacks.

Solution

Either limit traffic to this port to authorized hosts or upgrade to Secure ICC

and digital certificates.

shark.org/COTP
http://www.nessus.org/u?672dosfe

Qutput

ddressess accepted.

Port Hosts

102 / tep / icep_cotp 192,168.75.133

which protects the basic protocol with SSL / TLS encryption

SCADA
December 11, 2006
September 14, 2018

Published:

Modified:

Risk Information

Risk Factor: Medium
CVSS Base Score: 5.1

CVSS Vector: CVSS2#AVIN/ACH/AUN/C:P/TR/AP
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Modbus/TCP Coil Acces: Plugin Details

Description Severity: Medium

Using function code 1, Modbus can reads the ceils in a Madbus slave, which is commenly used by SCADA and DCS field devices. Coils ID: 23817

refer to the binary output settings and are typically mapped to actuators. Version: $Revision: 1.41 ©

A sample of coil settings read from the device are provided by the plugin cutput

= g = Type: remote

Family: SCADA

The ability to read coils may help an attacker profile a system and identify ranges of registers to alter via a write coil message. ! o
Published: December 11, 2006
Modified: September 14, 2018

Solution
Restrict access to the Madbus port (TCP/502) to authorized Modbus clients.
Risk Information

See Also I,\\—-, Risk Factor: Medium
http:

w.modbus.org/ CVS5 Base Score: 5.0
CVSS Vector: CVSS2#AV:N/ACL/AUN/CP/TN/AIN

Qutput

:~# msfconsole
Failed to connect to the databas could not connect to server: Connection
used

Is the server running on host "localhost" (::1) and accepting
TCP/IP connections on port 54327

could not connect to ser Connection refus
Is the rver running on host "localhost" (127.8.08.1) and accepting
TCP/IP connections on port 54327

=[ met it de
--=[ 1683 ¢ auxiliary - 299 post
--=[ 498 payloads - 40 encoders - 18 nops
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp
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2017- 28
201 ] 0 .dl1 ChartThemeConf

2013-01- ubstitute.bcl Dir

2012

2012-

2012-

2015- 0
2012 normal

normal P ontact PLC 0 START/STOP Command
normal 1 BKBCopyD. [ETS

normal S ider Modicon Re START/STOP C
2012-04-05 normal Schneider Modicon Ladder Logic Uploa
2012-10-28 normal Modbus Unit ID and Station ID Enumerator
/scada/modbusclient Modbus Client Utility
scada/modbu 2011-11-01 normal Modbus V on Scanner

da/modbusdetect
ow options

-/scada/modbusdetect) :

Name

RHOSTS e target address rang

RPORT 502 e target port (TCP)

THREADS 1 e number of concur

TIMEOUT 1@ out for the network probe

UNIT ID 1 ModBus Unit Identifie 1..255, most often 1

f aux

iliary RHOSTS 192.168.75.133
=> 192.168.75.133
¢iliary( xplo

192.168.75.133:502 192.168.75.133:502 - MODBUS - received correct MODBUS/TCP header (unit-ID:
1 (16 comp
xiliary modul cution comp
auxiliarv( 1 >
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