Chapter 1: Understanding loT and
Developing Devices on the IBM Watson loT
Platform
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Publish to topic A

Subscribe to topic A

-

ﬂ publisher

subscriber

Message from topic A

Q Broker

-

1BM Watson Iol Platform

Public boards

Your boards

RISK AND SECURITY
OVERVIEW

Security policy and Blockchain related cards

Boards shared with you

USAGE OVERVIEW

3 Cards

Owned by you

Default board to show usage statistics.

+ Create New Board
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Browse Action Device Types

Browse Devices

@  All Devices Diagnose

This table shows a summary of all devices that have been added. It can be filtered, organized, and searched on
using different criteria. To get started, you can add devices by using the Add Device button, or by using API.

Type the Device ID to search for

O DeviceID & Device Type & ClassID & Date Added Descriptive Location & m ¥ m
0 results

90

d=%
-

You don't have any devices.
Create a device.
IBM Watson lot Platform
Application
stdout
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IBM Watson loT Platform

Application
Device = ':::' ':::'
J
Gateway
stdout

Dashboard

RESOURCE GROUP CLOUD FOUNDRY ORG CLOUD FOUNDRY SPACE LOCATION CATEGORY . L Create resource
All Resources ~ All Organizations ~ X ToT v X USSouth v All Categories ~ LT

i=

Dashboard

Your dashboard is empty. Either you haven't created any resources yet or you've
filtered everything out. Check out some of our popular offerings we've
highlighted below, or go to the catalog to create a new application or service.

Explore our Offerings
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IBM Cloud Support Manage

Catalog

Q, Search the catalog...

All Categories Internet of Things
Compute
. e Internet of Things Platform Weather Company Data
Comizziinzs Lite + 1BM ‘I‘ 18M
Networkin
g This service is the hub of all things IBM IoT, it is where you can set up Use the Weather Company Data for IBM Bluemix service to incorporate
Storage and manage your connected devices so that your apps can access their weather data into your Bluemix applications.
live and historical data.
Al
Analytics
Databases
AT&T Flow Designer AT&T IoT Data Plans
Developer Tools Flow <!
Third Party Third Party
Integration
Design, Build and Deploy IoT Solutions in Minutes Launch your IoT product fast with IoT data plans

Internet of Things >

Security and Identity

Catalog  Docs Support

Internet of Things [
©) Internet of Things Platform-mf

Location: US South Org: mraquino_org Space: [oT

Manage
Plan

Connections

(= D

uY
Let's get started with Watson IoT Platform

Securely cennect, control, and manage devices. Quickly build IoT applications that analyze
data from the physical world

Launch Docs

Manage
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IBM Watson IoT Platform QUICKSTART  SERVICE STATUS DOCUMENTATION BLOG

Browse IBM Cloud Apps

Generate API Key Information Permissions

10
10

A

Description

=

|

API Key Expires Off ()

@

Choose

S

IBM Watson IoT Platform QUICKSTART SERVICE STATUS

Browse  Action Device Types

o Add Device Identity Device Information Groups Security Summary

1o,
10

Identity Select a device type for the device that you are adding and give the device a unique 1D,
A7 Device Type DeviceSimulator - + Add Type
D Device ID DeviceSimulator01
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Browse Action Device Types

Add Device Identity Device Information Groups Security Summary

Sum mary Verify that the following information is correct then select Done

Device Type
DeviceSimulator
Device ID

DeviceSimulator01

View Metadata

Security Token
To be generated
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Chapter 2: Creating Your First loT Solution

-~
]

s

‘Measure
f

Publish event message

Received action events

1BM Cloud (Bluemix)
IBM Watson
loT Platform
pr——
-
Receive subscribed event @
Publish action event
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(|nte| Edison . ) d Soil Moisture Sensor

What will you make?

fritzing
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fritzing
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n-iot:~/iot# npm start

0.8 start fhomesrootsiot

root@edison-iot:~/iotE npm start

P ojot@l.o,m o L Jhomed root/iot

* node

Current Temperature 11.¢
Current Temperature 10,9
Current Temperature 11,
Current Temperature 11.0
Current Temperature 11.
Current Temperature 10,9
Current Temperature
Current Temperature
Current Temperature
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IBM Watson IoT Platform

Your boards Public boards

Your boards

USAGE OVERVIEW

3 Cards

Owned by you

QUICKSTART

RISK AND SECURITY
OVERVIEW

4 Cards

Owned by you

Boards shared with you

SERVICE STATUS

Information

Members

Board settings

Provide a name and description for your new board.

Plant Readings

@ Make this board my landing page.

@ Favorite (this also adds this board to your navbar)
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Information

Members

Board settings

Provide a name and description for your new board.

Plant Readings

@ Make this board my landing page.

@ Favorite (this also adds this board to your navbar)
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Create Card

Card type

Select card type

Devices

Generic visualisation

A

Value

4

Device list

e IE

=0
Line chart Bar chart
0—
0 o
Gauge Device Properties
Device info Device map

v

Donut chart

fit

All device properties

Card source data

Card preview

Card information

Create Line chart Card

Specify the data source for the card

Devices

Device ID

achl1234

Device Type

DeviceSimulator
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Create Line chart Card

Card source data

Connect data set

ach1234
Card preview Soil Moisture
Card information status

soilMoisture

Soil Moisture

Number - %,
0 100
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Card source data

acb1234

Card preview

Card information

Create Line chart Card

Connect data set

Temperature

status

temperature

Temperature
Number - °C
0 100
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{6} My Plant Readings
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® Temperature @ Soil Moisture
App name:
hands-on-iot-app
Domain:
mybluemix.net

Host name:

Choose a space

hands-on-iot-app
Choose a region/location to Choose an organization:
deploy in:

Dallas - mraquino_org IoT
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Cloud Foundry apps [

hands-on-iot-app @ ruming  visitagp usL Routes :
Org: mraquinc_org Location: US South Space: IoT
Filter items Create connection &
10 ~ Itemsperpage | 1-10of 1items 1 of 1 pages 1
CONNECTION NAME TYPE
o Internet of Things Platform-mf Internet of Things Platform

User defined

NAME VALUE ACTION
MINIMUM_MOISTURE 300 ®
MAXIMUM_TEMPERATURE 50 ®

Waiting for app to start...

name: hands—on-iot-app

requested state: started

instances: 1/1

usage: 256M x 1 instances

routes: hands—on-iot-app.mybluemix. net

last uploaded: Fri 29 Jun 15:84:15 -083 2018

stack: cflinuxfs2

buildpack: SDK for Node.js(TM) (ibm-node.js—6.13.8, buildpack-v3.20.2-20180524-2057)
start command: «fvendor/initial_startup.rb

state since cpu memory disk details
#2 running 2015-06-29T18:06:02Z @.8% 7T1.5M of 256M B86.1M of 1G

ogs b

s for app
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Event Published
Watering plants seconds
Event Published
Event Published
Watering plants seconds
Event Published
Event Published

Watering plants seconds
Event Published
Event Published
Watering plants seconds
Event Published
Watering plants seconds
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Chapter 3: Explaining Blockchain
Technology and Working with Hyperledger

Member B
records

<
Member A Transportation
records records
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[22]



Member A
records

...”'.””””””.””ﬁ'”.”..‘..”.”.”...."

Member B
records

Transportation
records

Regulator
records

| HYPERLEDGER <72~ HYPERLEDGER
~¥%" FABRIC

Permissionable smart
contract machine (EVM)

Permissioned with
channel support

4 HYPERLEDGER
| Frameworks |
HYPERLEDGER HYPERLEDGER M HYPERLEDGER
$ INDY IROHA 4@ SAWTOOTH

Mobile application focus Permissioned & permissionless

support; EVM transaction family

Decentralized identity

HYPERLEDGER

¥ CALIPER

Blockchain framework
benchmark platform

HYPERLEDGER

CELLO

As-a-service deployment

Tools

HYPERLEDGER

COMPOSER

Model and build
blockchain networks

I HYPERLEDGER

!-. QUILT

Ledger interoperability

> > HYPERLEDGER

& W EXPLORER

View and explore data
on the blockchain
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Assets
Participants

Transactions

Script File
s

Model File

.cto

Access
Gontrol

Access Control

acl

Query File
-qry

Business Network Archive

.bna

Use Composer to create a Bussiness
Network Definition, comprised of Model
(.cto), Script (.js), ACL (.acl) and Query
(.gry) files.

Package up your Business Network
Definition and export it as an archive
(.bna file) ready to deploy it somewhere.

Hyperledger Fabric

Cloud / Local

Web Browser / Node.js

Online

Use ID Cards (which include
connection profiles and credentials)
to deploy your Business Network
Definition to a distributed ledger.

<<component>> ﬁ

Permissioned EVM

<<component>> ﬂ

permissioned EVM

Apptate

O

ospie 1

<<components>

Application Engine !

£ £
<<companents> ‘ e <<component>> £ ‘
Cache CheckCache

[y 'y T [y

QueryContact

MON/AX

BroadcastTx

_Pipe—o}

<<component>>
Gateway

&
&
<<component>>
Permissions

<<component>> &
State =
<<provided interfaces>>
Permissioned Accounts
Name Registry
| j
Commit DeliverTx CheckTx
| |
L <<components> $ |

Consensus Engine

L ] ‘

£ &
<<components» & | <<component=> & |

Tendermint <reap> MemoryPool
GossipVotes GossipTas
<scomponent>> LL |
p2p Network
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MEMBERSHIP BLOCKCHAIN |  [TRANSACTIONS CHAINCODE
Membership Blockchain Chaincode
Services Services Services
Registration Secure

CI\?’IZ?]Z“ZL:S Distributed Container
Identity 9 Ledger
Management
Lo Secure
o P2P edger Regist
Auditability Protocol Storage gistry
EVENT STREAM

Hyperledger Services
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Blockchain Business Network

Bluemix Org 1

Blockchain Service

Ordering Cluster

-

Bluemix Org N

Member 1

Bluemix Org 2

Blockchain Service

- &

Member 2
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Blockchain Service
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Blockchain
network

s1

Peer node

S1

Smart contract
(aka chaincode)

Ledger

Membership |
A x' Services |
Provider

Client
Application

] Ledger mHE-m
Chaincode

Events @ ............

Ordering Service
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Chapter 4: Creating Your Own Blockchain
Network

# (i pomposer-playgrourd. myblusmicnetiogin [

Welcome to Hyperledger Composer Playground!

In this web sandbox, you can deploy, edit and test business network definitions. Have a play
and learn what Hyperledger Composer Playground is all about.

Let's Blockchain!
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# | (@ | composer -playground my bluemix. et login [ 4, Search TEB 4+ A& D

& Get local version

My Business Networks

Caonnection: Web Browser

ey
/
Hello, Composer! —

Gt started with the baskc- "__'4>

sample-network, or view our e
Playground wulorial

Basic-Sample-network

Get Started —p

@ O Searc 0 4+ & D

‘Web my-basic-sample Define Test

FILES

About File RE

About
README. md, package. jsan

Basic Sample Business Network

Model File
models/sample.clo
This is the “Mello World™ of Hyperiedger Compaser samples, which demaonstrares the core funcrionality of Hyperledgper
Scripe File Campeser by changing the value af on asset
libsamplejs
Access Control This business network defines:

permissions. o
Participant Samplefarticipant

Asset SampleAsset
D Addafie. & Export
Transaction SasgleTrensactian

UPDATE NETWORK Em S-Fl'l'v"t

From: O.16-20180530155450 SAMIBASSELS are Owned by a SampleFanticinant. and the value property on a SamgleAsset can be mosilied By sUbmiTing

- o F a SampleTransaction. The SampleTransaction emits a SampleEvent that notifies applications of the old and new values for
: - each modified SampleAsset.

Ta:
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Web basic-sample-network Define  Test

FILES

About
README.md, package.json

Model File
models/sample.cto

Script File
lib/sample,js

Access Control
permissions.ac

D Addafie.. & Export

UPDATE NETWORK

From: 0.26-deploy.3
rom S = Everything looks good!

To:  0.26deployd 4 roblems detecte ur code i be reported here

€ ) ® & | https://composer-playaround.mybluemix.net/test @ Q search wBe ¥ a9

Web my-basic-sample Define Test

PARTICIPANTS . e . s P et
Participant registry for org.example.basic.SampleParticipant + Create New Participant

SampleParticipant
ID Data

ASSETS

SampleAsset

TRANSACTIONS

O NN

All Transactions

This registry is empty!

To create resources in this registry click create new at the top of

this page
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Web basic-sample-network

Define Test

FILES

About
README.md, package json

Model File
models/sample.cto

Script File
lib/sample s

Access Control
permissions.acl

D Addafile.. & Export

UPDATE NETWORK
From: 0.2.6-deploy.3

om il = Everything looks good!
To:  026deploy.d £ y problems ¢

alue + T

.target

t in the as
update(tx.origin);
pdate (T t);

.or

Transfer Amount: ${t

Web basic-sample-network Define  Test

FILES

README.md, package.json

Model File
models/sample.cto

Script File
lib/sample s

Access Control
permissions.acl

"Allow all p

org.exanple

D addafile.. &

Export

UPDATE NETWORK

Fro 0.2.6-deploy.3

rom e = Everything looks good!
To:  026deployd # robl detectec

itTran: tions {
rticipants to
ic.SampleParticipant”

tions"

.sampleTransaction”

to their assets"

cess"
tem.Participant!

system. xx"
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€)® @ | hty -playground. ix.net/test ¢ Q search

Web my-basic-sample Define Test

wB 3 a9

PARTICIPANTS Participant registry for org.example.basic.SampleParticipant

SampleParticipant

ID Data

ASSETS

SampleAsset

TRANSACTIONS

4/\/\,

All Transactions

This registry is empty!

To create resources in this registry click create new at the top of
this page

+ Create New Participant

Create New Participant

In registry: org.example.basic.SampleParticipant

[[J optional Properties

Just need quick test data? Generate Random Data Cancel Create New

[31]



Create New Participant

In registry: org.example.basic.SampleParticipant

[J optional Properties

JoStnee quic est dta? GenerateRandom Data cancel

Create New Asset

In registry: org.example.basic.SampleAsset

[J optional Properties

Just need quick st cata? Generate andom Data cance
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Create New Asset

In registry: org.example.basic.SampleAsset

[J optional Properties

Just need ik est date? Genaaie andom Daia conce

Submit Transaction

action Type SampleTransaction

[J optional Properties

Just need quick st cata? Generate andom Data Cance
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<«

@ Hyperledger Composer

x 'O lib/common.js - master - tech: X ' JSON Formatter & Validator M Software Engineer - Nubank - % '. Find Restaurants with Geosp= % | § MongoDB Download Center | | % |\

C | @ secure |t

I d.mybluemix.net/test

Web basic-sample-network

PARTICIPANTS

SampleParticipant

ASSETS

SampleAsset

TRANSACTIONS

All Transactions.

Submit Transaction

Define

Asset registry for org.example.basic.SampleAsset

D Data

5800

“$class": "org.example.basic.SampleAsset’,
: 's800",
g -

“value": 1300

8499 {
"$class": 'org.example.basic.SampleAsset’,
"8499",
1700
legal  GitHub

admin

= Submit Transaction

Successful

Transaction ID
2fc28¢12-89a9-4fad-
9e95-821a063a7dd9
was submitted

munity

=]
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Web basic-sample-network

Define  Test

admin

PARTICIPANTS

SampleParticipant

ASSETS

SampleAsset

TRANSACTIONS

All Transactions.

Submit Ti action

st

Date, Time

2018-08-06, 17:44:11

2018-08-06, 17:41:18

2018-08-06, 17:40:49

2018-08-06, 17:40:28

2018-08-06, 17:38:35

2018-08-06, 17:37:56

2018-08-06, 17:37:22

2018-08-06, 17:36:50

2018-NR-06 17-3R-47

Entry Type

SampleTransaction

AddAsset

RemoveAsset

AddAsset

AddAsset

AddParticipant

AddParticipant

RemoveParticipant

RemaveParticinant

Participant

admin (NetworkAdmin)

admin (NetworkAdmin)

admin (NetworkAdmin)

admin (NetworkAdmin)

admin (NetworkAdmin)

admin (NetworkAdmin)

admin (NetworkAdmin)

admin (NetworkAdmin)

admin (NetworkAdmin)

view record

view record

view record

view record

view record

view record

view record

view record

view recored

Community
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Chapter 5: Addressing Food Safety -
Building around the Blockchain

Storvboard

[36]



Chapter 6: Designing the Solution

Architecture

BUSINESS
PROCESS

Farmer Manufacturer

Grains, Fruits Animals...

Food Chain - High Level Process

Distribution

Center Retail Consumer

Auditor
Manufactory
. Bit.:x Pallet Transfer Dispatches
v Registre
9 Check

) & Pallet

% 45

~ '“‘ \ , Check Box

Receive Cut Packing Box Historic

Supervisor
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Distribution Center

~ *
S 5
Dat; Box Pallet Dispatches
Transfer
p Check
- - Pallet
[ ] J-I- 1 r _
~— @ I I Check Box
Receive Store Historic
Supervisor N
Store Box updates Weighing
' i and Labeling POS
~
S E4E ——
e Eumnn s =
A Label for Client App
JJ_ Store Check product
S information
G ¢, ~
" Q Pallet Check
Receive and . - = ; :
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High Level Architecture

Distribution
Center
Web Page

Stories
Web Page

Customer
Web APP

Manufactory
Web Page

— h m— h —

Backend "

Application

Backend
Application

Backend
Application

=
<@ Fabric SDK

<@ Fabric SDK

<@ Fabric SDK

© wa Q) wresm,

1BM Cloud ~

) HYPERLEDGER
on 1BM Cloud

[+

Fabric Peer
ca

Fabric Peer

Fabric Peer
CA

Fabric Peer

Distribution Center

Smart Contract

Fabric Peer
CA

Fabric Peer

M b b o h m— o  —  — e n m—

@ Node.js

—
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A

Ul frameworks

TypeScript

(8}
Q
Q.
wv
a
oo
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=
oo
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YEOMAN

@y OLId

Build Tool

webpack
MOGULE BUNDLER

Package Manager
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High Level Architecture — IoT Platform

Asset Tracker
Fabric Peer CA
Smart
Geolocation Contract
g Fabric Peer

Trianguiation C\/\J HYPERLEDGER
rvice -

0

i

!
O | 5 @

———
MQTT q
Node.js Cloudant Bosch loT
Device data can be sent Rollouts
securely up to the cloud

with MQTT

Geolocation —
ull

)

Node Red Dashboard

T

®
|

Thermometer

Membership
g Dk Services ..
- Provider | ™.

Peer

Client sok | 7 4 \
Application i Endorser I
A Committer

Ledger EEa

Chaincode
&em O

Ordering Service
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High Level Description — Authentication Process

composer-rest-server

passport-ldapauth

°
Front End
Application
Hyperledger
Fabric
Cloudant
Multi-user mode authentication
Front-end Composer-rest-server Cloudant

[
|

.
|

Authentication (fauth/ldap)

access_token, user id

Load business card

Business card |

Import Business Card into Wallet

HTTP 204

API Calls

Y Y Y Y
Yy ]

Y _ LY _
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P

© e

e

cardstore-dev » walle[ fessim

© Save Changes [{oX0]

k

"_id": "wallet/fi_341€1

)

9803-04bb-4dc5-2a04-B096e

4d-bluemix.cloudant.

o
a
h2
I

Upload Attachment

" _re": "4-1q3eB1e6e6hash?, Select a file to upload as an attachment to this document. Uploading a file saves the

document as a new revision.

Browse... No file selected.
L]

Cancel Upload Attachment

nT®@oB =
{1son 3

C Clane Document [ Delete
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Chapter 7: Creating Your Blockchain and loT
Solution

Hyperledger Fabric
Web A Composer Rest Server
Factory R (Factory Card - Port 3000)

n Composer Rest Server

Warehouse EE:. Web App (Warehouse Card - Port 3001)
g Web A Composer Rest Server
Store m P (Store Card - Port 3002)
Composer Rest Server

Consumer ' Web App (Consumer Card - Port 3003)
. Watson loT Composer Rest Server

loT Device Platform loT App (Transporter Card - Port 3004)
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ANALOG IN ’— POUE!
r _|
P .

(]
0p000000

¢l 2ZI

8a
sa
290
ang

t
]

DIGITAL (PWM~)

Josuas sunijesadusy

fritzing

Hyperledger Composer Playground

My Business Networks

Connection: hifv1

P
(]

PeerAdmin@hifvi
:f &

PeerAdmin

Store@food-safety-b10407

c 7 F
Consumer@food-safety-b10... b.. fety-b10407
o & o & o &

u 3 D
Consumer Transporter Factory
BUSINESS NETWOR SINESS N INESS NET

food-safety-b10407 food-safety-b10407 food-safety-b10407

Connect now > Connect now > Connect now >

e

Import Business Network Card

admin@food-safety-b10407

=]
[

food-safety-b10407

Connect now >

Create Business Network Card

w
Warehouse@food-safety-b1...
:f &

u
Warehouse

food-safety-b10407

Connectnow >
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hifv1 food-safety-b10407

PARTICIPANTS

Consumer

FoodFactory

Store

Transporter

Warehouse

ASSETS

FoodBox

FoodBoxPallet

TRANSACTIONS

All Transactions

Create New Asset

I f
1etwork

In registry: com.packtg

y.FoodBox

JSON Data Preview

“com. packtpublishing.businessnetwork. foodsafety . FoodBox",
"foodBoxIdentifie nyn,
"assetTrackingInformation": [J,
rackingInformation”: [1,

:com.packtpublishing.businessnetwork.foodsafety.FoodFactor

[} Optional Properties

Just need quick test data? Generate Random Data Cancel

Define  Test Transporter 1

Asset registry for com.packtpublishing.businessnetwork.foodsafety.FoodBox + Create New Asset

ID Data

G N

This registry is empty!

To create resources in this registry click create new at the top of this page

Legal  GitHub

Community
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hifv1 food-saf

PARTICIPANTS

Consumer
Date, Time Entry Type Participant
FoodFactory
store
201812:24,12:52:16 ActivateCurrentidentity none view record
Transporter
Warehouse 201812-24,12:47:35 UpdateTransportationData 2 (Transporten)
ASSETS 20181224, 1247:12 UpdateTransportationData 2 (Transporter) view record
Foodsox
T 2018-12:24,12:45:04 UpdateTransportationData 2 (Transporten) view record
TRANSACTIONS 2018-12:24,12:44:16 Updateasset 3 (Warehouse) view record
AllTransactions
2018-12:24,12:44:02 UpdateAsset 3 (Warehouse) view record
201812:24,1243:34 AddAsset 3 (Warehouse) view record
2018-12-24,12:40:39 AddAsset 3 (Warehouse) view record
201812-24,12:37:20 ActivateCurrentidentity none
208220 153700 Liogaieacc 2ancnren e
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Historian Record

Transaction Events (0)

k

"sclass":
"com.packtpublishing.businessnetwork.foodsafety.UpdateTransport
ationData",

"asset":
"resource:com.packtpublishing.businessnetwork.foodsafety.FoodBo
xPallet#3485",

"locationInformation": {

"$class":

"com.packtpublishing.businessnetwork.foodsafety.Location",
"date": "2018-12-24T14:47:21.712Z",
"location": "STORE",
"locationIdentifier": "4",
"status": "ARRIVED"

T,
"measurementInformation": {

[49]



Chapter 8: The loT, Blockchain, and Industry
4.0

Infrastructure as a Service Platform as a Service Software as a Service
(laasS) (PaaS) (SaaS)

I Managed by service consumer
I Managed by service provider

Internet of things

Clustering
Data Collection )
———————» Datastorage ——» Recommendations
Insights
Predictions

Processing

[50]



Supplier #1
Produces part

Supplier #2
Produces part

Supplier #3
Produces part

Dealer Carmaker
Customer Order parts Dealer
— Order car )
Buys a car oAl and Deliver car
P assemble car
Supplier #1
Produces part
Dealer -
Order car o 2
production Produces part

Carmaker
Order parts
and
assemble car

Supplier #3
Produces part
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Chapter 9: Best Practices for Developing
Blockchain and loT Solutions

Contalner Contalner Contalner
Application Application Application
D!pll'lﬂll'l:ll! DH'F!I'IH!I'IE las DH'F!I'IH!I'IE las
Binaries Binaries Binaries

Host Operating System Layer

Virtualization Layer

Infrastruciure Layer
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Container Registry
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