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Chapter 2: Pentesting 2018









































Chapter 3: Foreplay - Metasploit Basics































































Chapter 4: Getting Started with Cobalt Strike























































Chapter 5: ./ReverseShell















































































Chapter 6: Pivoting





























Chapter 7: Age of Empire - The Beginning









































































Chapter 8: Age of Empire - Owning Domain
Controllers













































































Chapter 9: Cobalt Strike - Red Team
Operations



























































Chapter 10: C2 - Master of Puppets







































Chapter 11: Obfuscating C2s - Introducing
Redirectors







































Chapter 12: Achieving Persistence

























Chapter 13: Data Exfiltration























 


