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® Getting Started :

APTI Enable APlIs and get credentials like keys
Deploy a prebuilt solution

:f' Add dynamic logging to a running application
Gg Monitor errors with Error Reporting

@ Deploy a Hello World app

E} Take a WM quickstart

[] Create a Cloud Function

{) Install the Cloud SDK

—>  Explore all tutorials

Starting cluster in us-centrall-b using provider gce
calling verify-prereqgs

components are up to date.

components are up to date.

components are up to date.
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. calling kube-up
Your active configuration is: [default]

Project: dynamic-nomad-152162

Zone: us-centrall-b

gs://kubernetes-staging-549d6b8d9c/kubernetes-devel/

+++ Staging server tars to Google Storage: gs://kubernetes-staging-549d6b8d9c/kub
ernetes-devel

+++ kubernetes-server-linux-amd64.tar.gz uploaded (shal = 5df19e3745bbcBc7d1asbfe
d61d9e1b0d189db64)

+++ kubernetes-salt.tar.gz uploaded (shal = 95e855d893e4549b935aed8736f3a2372ae7c
cd3)

+++ kubernetes-manifests.tar.gz uploaded (shal = e9c52530a14612c91f45e017743925a0
dba6dcc8)

INSTANCE_GROUPS=

NODE_NAMES=

Looking for already existing resources

Starting master and configuring firewalls

Created [https://www.googleapis.com/computefvl/projects/dynamic-nomad-1521682/zon
esfus-centrall-b/disks/kubernetes-master-pd].

NAME ZONE SIZE_GB TYPE STATUS
kubernetes-master-pd us-centrall-b 20 pd-ssd READY

New disks are unformatted. You must format and mount a disk before it
can be used. You can find instructions on how to do this at:

https://cloud.google.com/compute/docs/disks/add-persistent-disk#formatting

Created [https://www.googleapis.com/compute/vl/projects/dynamic-nomad-152102/glo
bal/firewalls/kubernetes-master-https].

NAME NETWORK SRC_RANGES RULES SRC_TAGS TARGET_TAGS
kubernetes-master-https default ©.0.0.0/0 tcp:443 kubernetes-mast
er

Created [https://www.googleapis.com/compute/vl/projects/dynamic-nomad-152102/reg
ions/us-centrall/addresses/kubernetes-master-ip].

Generating certs for alternate-names: IP:23.251.158.223,IP:10.0.0.1,DNS:kubernet
es,DNS:kubernetes.default,DNS:kubernetes.default.svc,DNS:kubernetes.default.svc.
cluster.local,DNS:kubernetes-master
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+++ Logging using Fluentd to gcp

WARNING: You have selected a disk size of under [200GB]. This may result in poor
I/0 performance. For more information, see: https://developers.google.com/compu

te/docs /disks#pdperformance.

Created [https://www.googleapis.com/computefvl/projects/dynamic-nomad-152102/glo

bal/firewalls/kubernetes-minion-all].

NAME NETWORK SRC_RANGES RULES SRC_TAG

S TARGET_TAGS

kubernetes-minion-all default 10.244.0.0/14 tcp,udp,icmp,esp,ah,sctp

kubernetes-minion

Created [https://www.googleapis.com/computefvl/projects/dynamic-nomad-152102/zon

esfus-centrall-b/instances/kubernetes-master].

NAME ZONE MACHINE_TYPE PREEMPTIBLE INTERMNAL_IP EXTER

NAL_IP STATUS

kubernetes-master us-centrali-b nil-standard-1 16.128.0.2 23.25
1.158.223 RUNNING

Creating minions.

Attempt 1 to create kubernetes-minion-template

WARNING: You have selected a disk size of under [200GB]. This may result in poor
I/0 performance. For more information, see: https://developers.google.com/fcompu

te/docs/disks#pdperformance.

Created [https://www.googleapis.com/compute/vl/projects/dynamic-nomad-152102/glo

bal/instanceTemplates/kubernetes-minion-template].

NAME MACHINE_TYPE PREEMPTIBLE CREATION_TIMESTAMP

kubernetes-minion-template ni-standard-2 2016-12-10T04:25:37.527-

08:00

Created [https://www.googleapis.com/compute/vl/projects/dynamic-nomad-152102/zon

esfus-centrali-b/instanceGroupManagers/kubernetes-minion-group].

(NAME LOCATION SCOPE BASE_INSTANCE_NAME SIZE TA

RGET_SIZE INSTANCE_TEMPLATE AUTOSCALED

kubernetes-minion-group us-centrall-b zone kubernetes-minion-group @ 3

kubernetes-minion-template no

Waiting for group to become stable, current operations: creating: 3

Waiting for group to become stable, current operations: creating: 3

Waiting for group to become stable, current operations: creating: 1

Group is stable
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Google Cloud Platform &« Gswikss3 ~

EIEIE Compute Engine < Instance groups rd
B VMinstances & kubernetes-minion-group
i Instance groups Members Details

Zong us-central1l-b Template: kubernetes-minion-template  Auvtoscaling: OFf

=] Instance templates
) CPU utilization -
B  Disks
= Google Cloud Platform $= Gswkss3 - Q = om
{e} Compute Engine VM instances CREATE INSTANCE | v & IMPORT VM C* REFRESH

B  vMinstances Select an instance

#i  Instance groups = F e Columns =
LABELS MONITORING
El  Instance templates
Name ~ Zone Recommendation Internal IP External
Disks .
a ©) kubernetes-master  us-centrall-b 10.128.0.2 104155  Labels nelp organize your resources (2

o] Snapshots
] p @ Noinstances selected.

i Images
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Your connection is not private

Attackers might be trying to steal your information from 35.184.174.38 (for example,
passwords, messages, or credit cards). Learn more
MET:ERR_CERT_AUTHORITY_INVALID

D Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

HIDE ADVAMNCED Back to safety

This server could not prove that it is 35.184.174.88; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 35.184.174.88 {unsafe)
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Kubernetes Dashboard

(® Kubeconfig

Please select the kubeconfig file that you have created to configure
access to the cluster. To find out more about how to configure and use
kubeconfig file, please refer to the Configure Access to Multiple Clusters
section.

(O Token

Every Service Account has a Secret with valid Bearer Token that can be
used to log in to Dashboard. To find out more about how to configure and
use Bearer Tokens, please refer to the Authentication section.

Choose kubeconfig file
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kubernetes Q. Search +creaTE | @

Cluster Discovery and Load Balancing
Namespaces
ek Services =
Persistent Volumes . .
Name & Labels Cluster IP Internal endpoints External endpoints Age
Roles
component: apise.. kubernetes:443 TCP .
Storage Classes kubernetes 10.0.0.1 - 25 minutes :
Y o provider: kubernet.. kubernetes:0 TCP
Namespace
Config and Storage
default  ~
Overview Secrets -
Workloads Name < Type Age
Cron Jobs default-token-dnx5r kubernetes.io/service-account-token 24 minutes :

Daemon Sets

Deployments

Jobs

= kubernetes + CREATE
Admin
CPU usage history Memory usage history
Namespaces
Nodes 0.427 157 i
0.380 _ 1406Gi
Persistent Volumes & 2 )
o 0285 = 105Gi
i g 0.190 = 6.98 Gi
Namespace a ) g
O 0095 2 349G
default -~ 0 0
16:41 16:55 16:41 16:55
Workloads Time Time
Deployments
Name Labels Ready Age
Replica Sets -
beta.kubernetes.io/a...
Replication Controllers beta.kubernetes.io/i...
Daemon Sets beta.kubernetes.io/o...
Q kubernetes-master True 9 hours
Pet Sets failure-domain.beta....
Jobs failure-domain.beta....
Pods show alllabels
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mout > @ Last 5 minutes

Overall Cluster CPU Usage

= Limit = Request

CPU Usage by Node

kubernetes-minion-group-699m == Us k es-minion-group-012f = Limit kub

Individual CPU Usage: kubernetes-master

11:40 19:11:50

= Usage kubernetes-master = Limit kubernetes-maste

Overall Cluster Memory Usage
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< VM instance details /' EDIT ) RESET B CLONE W sToP W DELETE
& kubernetes-master
CPU utilization ~ 1hour | 6hours | 12 hours | 1 day | 2 days
CPU
% CPU
|h\.
50 [ f
[ I
40 [
I II
30 | I|' o o
20 f
| I
10
Mar 20, 6:30 PM Mar 20, 5:45 PM
W cPu: 29.29

Remote access

SSHE‘ Zonnect to serial console | -

Open in browser window
Open in browser window an custom port

Logs
Stackd View gcloud command
Serial £ Use another SEH client

Mar

Machine type
n1-standard-1 (1 vCPU, 3.75 GB memary)
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IMAGE STATUS

gcr.io/google_containers/node-problem-detector:ve.1

gcr.io/google_containers/pause-amd64:3.08

gcr.io/google_containers/fluentd-gcp:1.21

gcr.iofgoogle_containers/kube-apiserver:fa481b6112db7dcced6bfc8cfbf149a2

gcr.io/google_containers/etcd:2.2.1

gcr.io/google_containers/etcd:2.2.1

gcr.io/google_containers/rescheduler:ve.2.1

gcr.io/google_containers/glbc:0.8.8

gcr.io/google-containers/kube-addon-manager:v5.1

gcr.io/google_containers/etcd-empty-dir-cleanup:8.8.1

gcr.io/google_containers/kube-controller-manager:9bifc8f7afac597ccb49e34778214c49

gcr.iofgoogle_containers/kube-scheduler:67b73a442b6a6f362a086ea4ab8dcicd

gcr.io/google_containers/pause-amd64:3.
.io/google_containers/pause-amd64:
.1o/google_contailnersfpause-amd64:
.io/google_containers/pause-amd64:
.1o/google_contailnersfpause-amd64:
.io/google_containers/pause-amd64:
.1lo/google_contailnersfpause-amd64:
.io/google_containers/pause-amd64:
.1lo/google_contailnersfpause-amd64:
.io/google_containers/pause-amd64:

L L N I VE R VAR V)
0000000000

IMAGE STATUS
gcr.io/google_containers/exechealthz-amdé4:1.2 13
gcr.io/google_containers/kube-dnsmasqg-amd64:1.4 13
gcr.iofgoogle_containers/heapster_grafana:v3.1.1 13
gcr.io/google_containers/kubedns-amd64:1.8 13
gcr.iofgoogle_containers/heapster_influxdb:ve.7 13
gcr.io/google_containers/defaultbackend:1.0 13
gcr.iofgoogle_containers/pause-amd64:3.0 13
gcr.iofgoogle_containers/pause-amd64:3.0 13
gcr.lo/google_containers/pause-amd64:3.0 13
gcr.lo/google_containers/fluentd-gcp:1.25 13
gcr.lo/google_containers/node-problem-detector:ve.1 13
gcr.io/google_containers/kube-proxy:b87ffd2bf726a72a00bbc021970cb855 13
gcr.io/google_containers/pause-amd64:3.0 13
gcr.io/google_containers/pause-amd64:3.0 13
gcr.lo/google_containers/pause-amd64:3.0 13

Filter by tags and attributes or search by keyworc

Name « Instance ID Instance Type Availability Zone Instance State

master-us-east-2a. masters.gswkas3 kas local i-04dbc80b39feTd1da  cdlarge us-east-2a @ running

nodes.gswk8s3 kds.local i-04d4f3d43b5165fbc t2.medium us-east-2a @ running

nodes.gswkds3 ks local i-0d1872bcEfe184efd t2.medium us-east-2a @ running
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Chapter 2: Building a Foundation with Core
Kubernetes Constructs

Automation

Governance Layer

Policy Enforcement

Deployment

Application Layer

Routing

API

Nucleus

Container @i Network Volume Image Cloud Identity
Runtime Plugin Plugin Registry Provider Provider

[16]



K8s Control
Script (Kubectl)

Master
API Server

: REST Services
Scheduling ‘ *Pods, Services, RCs, Etc...

Replication

Scheduler Controllers

Minion N (Slave Node)

Container Engine

Synchronize Desired
and Actual State kubelet Pod
*Kubernetes

Services

Pod 1
* Application
Stack 1

Pod N
kube—proxy « Application
Stack N
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MNode Condition Description

. True if there is insufficient free space on the node for adding
Out0fDisk
new pods, otherwise False
True if the node is healthy and ready to accept pods, False if
Ready the node is not healthy and is not accepting pods, and Unknown
if the nede controller has not heard from the node in the last 40
seconds
True if pressure exists on the node memory - that is, if the node
MemoryPressure
memory is low; otherwise Fa 1se
. True if pressure exists on the disk size — that is, if the disk
DiskPressure
capacity is low; otherwise False
. True if the network for the node is not correctly configured,
NetworkUnavailable
otherwise False
ConfigOK True if the kubelet is correctly configured, otherwise False
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Node

Pod 1 containers

*Workload1
*Web Server
*Workload 6

Pod IP:Backend Port

Pod 2 containers
Kube-proxy

Pod IP:Backend Port *Web Server
* Workload 3

* Workload 1

Pod 3 Containers

Pod IP:Backend Port * Workload 4
* Web Server
* Workload 5

Host: node-js-u?

Running OS5: linux

Uptime: 525274

Network Information: 10.244 117, f 42 aff-fefd: 111
DNS Servers: 10.0.0.10,169,254.169
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NAME

node- js-1fxoy
node-js-mdwda
node-js-sjcO3

Name:
Namespace:
Image(s):
Node:
Labels:
Status:
Reason:
Message:
IP:
Replication Controllers:
Containers:
node- js:

STATUS RESTARTS
Running 3]
Running 0
Running 3]

node-js-sjca3

default
petegoo/node-express-sample:latest
kubernetes-minion-aqdf/10.240.142.178
name=node- js

Running

10.244.0.10
node-js (3/3 replicas created)

Image: petegoo/node-express-sample:latest

Limits:
cpu:
State:
Started:
Ready:
Restart Count:
Conditions:
Type Status
Ready True
No events.

100m

Running

Tue, 28 Jul 2015 16:57:33 -0400
True

]
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= kubernetes Nodes > gke-cluster-1-default-pool-3185750f-q6sx

Admin
Events

Namespaces
Nodes

Persistent Volumes

Source Sub-object Count First see

kubelet gke-
cluster-1- . 22/12/1621:42

Starting kubelet. -

default-pool- uTC
3185750f-q6sx

Node gke-cluste

default ~
r-1-default-pool-  kubelet gke-
3185750f-g6sx  cluster-1- . 17 22/12/16 21:42
Workloads status is now: N default-pool ! uTc

odeHasSufficie  3185750f-q6sx

Deployments ntDisk

Replica Sets

Replication Controllers

Node gke-cluste
r-1-default-pool-  kubelet gke-

3185750f-g6sx  cluster-1- 22/12/16 21:42

Daemon Sets status is now: N default-pool- uTC
odeHasSufficie  3185750f-q6sx

Pet Sets
ntMemory

Jobs Mode gke-cluste

Pods r-1-default-pool-  kubelet gke-
3185750f-g6sx  cluster-1- . 17 22/12/16 21:42

Services and discovery status is now: N default-pool- uTc

odeHasNoDiskP  3185750f-q6sx

Services ressure

22/12/16 21:44
utc

22/12/16 21:44
uTc

22/12/16 21:44
uTc

HAME
node-j=-labels

DESIEED CURRENT

-] ]

NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE

kubernetes 10.0.0.

1 <none= 443 /TCP 5d

CLUSTER-IF EXTERNAL-TIFP

10.0.13

104.197.124.230

10.0.207.25 104.154.54.104
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Name:
Mamespace:
Image(s):
Selector:
Labels:
Replicas:
Pods Status:
Mo volumes.
Events:
FirstSeen
Reason

SuccessfulCreate
42s

SuccessfulCreate
42s

SuccessfulCreate

node-js

default

jonbaier/node-express-info:latest

name=node-js

name=node-js

3 current / 3 desired

3 Running / ® Waiting / @ Succeeded / 8 Failed

Count  From SubobjectPath

Created pod: node-js-istu@
1 {replication-controller }
Created pod: node-js-im7jw

Type

Normal
Normal

Normal
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Name: node-js-Tesbp
Namespace: default
Node: kubernetes-minion-group f10.128.0.3
Start Time: Mon, 82 Jan 2017 13:54 -B500
Labels: name=node-js
Status: Running
IP: 16.244.1.18
Controllers: ReplicationController/node-js
Containers:

node-js:

Container ID: docker e35e1fba7c3464ccB8960Tebd335250a7b52bebd5ed3683

3 jonbaierfnode-express info 1dt9ct
Image ID
3e9cd4e51087a436b
Port:
Requectf:

Jtﬂte g
Reason: CrashLoopBackOff
Last State: Terminated
Reason:
Exit Code:
Started: an 2017 14:13:42 -8580
Finished: , B2 Jan 2017 14:14:42 -0500
Ready:
Restart Count:

e3f6313f

Liveness: http-get http 1 tatus/ delay=30s timeout=1s period=10s #suc

55=1 #fﬂllure

ar/ run.-'secretf'kubernetec io/serviceaccount from default-token-7.
Environment Variables: <none>
Conditions:
Type Status
Initialized True
Ready False
PodScheduled True
Volumes:
default-token-7z353:
Type: Secret (a volume populated by a Secret)
SecretName: default-token-7z353
QoS Class: Burstable
Tolerations: <none>
Events:
FirstSeen Lasts Count From
Reason

{default-scheduler }

Subobjec

1
ormal Scheduled Successfully assianed node-js-Tesbp to kubernetes-minion

-group-kern
21m 21m 1 {kubelet kubernetes-minion-group-kern}

spec.con

tainers{node-js} Mormal Created Created container with docker id

5587a119; Security:[seccomp=unconfined]
21m 21m 1 {kubelet kubernetes-minion-group-k@rn}

Spec.con

tﬂlHEFSlﬂodE js} Mormal Started Started container with docker id

{kubelet kubernetes-minion-group-k@rn}

Spec.con

Normal Killing Killing container with docker id

d "node-js-T7esbp_default(dfeld36-dilc-11e6-9141-420160a800
node js" is unhealthy, it will be kllled and re- creﬂted

" contain

tainers{node-js} Mormal Lrejted Lrejted contjlner wlth docker 1d
S53edclec9e20; Security:[seccomp=unconfined]

26m 20m 1 {kubelet kubernetes-minion-group-k@rn}
tainers{node-js} Mormal Started Started container with docker id
53edclec9e20

Spec.con
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Nodes + CREATE

CPU usage history Memory usage history
0.563 25.1Gi
0.500 \/\//\/\/ . 224G
@ 2 .
% 0.375 __z‘lﬁ.BGl
= 0250 g‘ M.2Gi
o =
Q 0125 g 550 Gi
0 0
14:24 14:38 14:24 14:31 14:38
Time Time
Name Labsls Ready Age

beta.kubernetes.io/arch:..
beta.kubernetes.io/insta..
0 kubernetes-master betakubemetes.jo/os:i. True 6 days
failure-domain.beta kub..
failure-domain.beta kub..
show all labels
beta.kubernetes.io/arch:..
beta.kubernetes.io/insta..
0 kubernetes-minion-group-7.. betakubemetes.jo/os: i. True 3 days
failure-domain.beta.kub...
failure-domain.beta.kub...
show all labels
beta kubernetes.io/arch:...
beta kubernetes.io/insta...
beta kubernetes.io/os: li..

0 kubernetes-minion-group-9... True 3 days
tailure-domain.beta kub..
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Name: node-js-constraints-n2dlx
Namespace: default
Node: /
Labels: name=node-js-constraints
Status: Pending
IP:
Controllers: ReplicationController/node-js-constraints
Containers:
node-js-constraints:
Image: jonbaier/node-express-info:latest
Port: ae/TCP
Limits:
cpu: 1560m
MEemory : S12Mi
Requests:
cpu: 15600m
memory:  S12Mi
Volume Mounts:
Jvar/runfsecrets/kubernetes.io/serviceaccount from default-token-7z353 (ro)
Environment Variables: <none:
Conditions:

Type Status
PodScheduled False
Volumes:
default-token-7z353:
Type: Secret (a volume populated by a Secret)

SecretName: default-token-7z353
Qos Class: Guaranteed
Tolerations: <nones
Events:
FirstSeen LastSeen Count From SubobjectPath Type
Message

{default-scheduler } WarningF
5iledScheduling pod (node-js-constraints-n9dlx) failed to fit in any node
fit failure on node (kubernetes-minion-group-9zf7): Insufficient cpu
fit failure on node (kubernetes-minion-group-k@rn): Insufficilent cpu
fit failure on node (kubernetes-minion-group-7thd): Insufficient cpu

im im 3 {default-scheduler } Warning FailedScheduling
od (node-js-constraints-n9dlx) failed to fit in any node
fit failure on nede (kubernetes-minien-group-7thd): Insufficient cpu
fit failure on node (kubernetes-minion-group-9zf7): Insufficient cpu
fit failure on node (kubernetes-minion-group-k@rn): Insufficient cpu

im 41s 2 {default-scheduler } Warning FailedScheduling
od (node-js-constraints-n3dlx) failed to fit in any node
fit failure on node (kubernetes-minion-group-k@rn): Insufficient cpu
fit failure on node (kubernetes-minion-group-7thd): Insufficient cpu
fit failure on node (kubernetes-minion-group-9zf7): Insufficient cpu




Chapter 3: Working with Networking, Load
Balancers, and Ingress

Node

Pod 1 containers

*Workload1
*Web Server
*Workload 6

Pod IP:Backend Port

Pod 2 containers

Pod IP:Backend Port *Web Server
* Workload 3
* Workload 1

Pod 3 containers

Pod IP:Backend Port » Workload 4
*Web Server
* Workload 5

Ku b.e-_p roxy
[ |
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Name : node- js-labels
Namespace: d

Labels: app=node- js-express,deployment=test,name=node- js-labels

Selector: app=node- js-express,name=node-js-labels
Type: LoadBalancer
IP: 10.0.115.260

LoadBalancer Ingress: 146.148.56.25

Port: <unnamed=> 80/TCP

NodePort: =zunnamed> 30237/TCP

Endpoints: 10.244.08.29:80,106.244.2.34:80,10.244.2.35: 80
Session Affinity:

No events.

MAME LABELS SELECTOR IP(S) PORT(S)
node- js-internal name=node-js-internal name=node-js 10.06.5.134 80/TCP

You have exposed your service on an external port on all nodes in your

cluster. If you want to expose this service to the external internet,

you may

need to set up firewall rules for the service port(s) (tcp:30001) to se
rve traffic.

See http://releases.kB8s.10/HEAD/docs/user-guide/services-firewalls.md f
or more details.
services/node-js-nodeport
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+—

Create a new firewall rule

MName

nodeport-test

Description

Network

Source filter

IP ranges

Source |P Ranges

0.0.0.0/0

Allowed protocols and ports

tcp:30007

Target tags

t REST command line

N
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Service URI DE-Pro
Users -or-
Node IP Address

Node

Pod IP:Backend Port

Pod 1 Gontainers

*Workload1l
*Web Server
*Workload 6

N

Node 2

Pod IP:Backend Port

Pod 2 containers

*Web Server
* Workload 3
* Workload 1

NAME

kube-dns-vze
kubernetes-dashboard-vi1.4.0
17-default-backend-vi.0

monitoring-influxdb-grafana-v4

MAME HOSTS

whale-ingress a.whale.hey,b.whale.hey

DESIRED
1

1
1
1

CURRENT
1

!
1
!

ADDRESS

READY
1

1
1
1

PORTS

130.211.24.177 80
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<html=

<head=

<title>HTTP Whalesay</title=>
</head=
<body=

<pre=

<code>
Whale Type A, Here.
\
\

W A HH
O O

,‘lllr BV RN RN RN RN RN RN RE RR RE R HE N MR MO

e {o e e e o ]

o v
v 7
o\

< /code=
</pre>
<body /=
<fhtml>

[30]



<html=
<head=
<title>HTTP Whalesay</title>
< fhead>
<body=
<pre=
<code>
Hey man, It's Whale B, Just Chillin'.
\
\

HE O
HH O O

,‘lllr RF EE N RV ORU RWORE RE RU RU RU RN REORD RN

e ]

o v

\ \\ \ __ﬁ
< fcode>
</pre>
<body /=
</html=

Mame: test
Labels: <none=
Status: Active

Mo resource quota.

Mo resource limits.
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Name: test
Labels: <none>
Status: Active

Resource Quotas
Resource ed

pods 3]
replicationcontrollers ©
services 0

No resource limits.

Name: busybox-ns
Mamespace: test
Image(s): busybox
Selector: name=busybox-ns
Labels: name=busybox-ns
Replicas: 3 current / 4 desired
Pods Status: 3 Running / & Waiting [ 6 Succeeded [ © Failed
Events:
Firstseen Lastseen Count
rom SubobjectPath Reason Message
Mom, 17 Aug 2015 16:29:43 -0400 Mon, 17 Aug 2015 16:29:43 1 {
replication-controller } successfulCreate Created p
od: busybox-ns-spfrn
Mon, 17 Aug 2815 16:29: Mon, 17 Aug 2015 16:29:43 -0400 1
replication-controller } successfulCreate Created p
od: busybox-ns-xjfég
Mon, 17 Aug 2015 16:29 Mon, 17 Aug 2015 16:29:43 | {
replication-controller } successfulCreate Created p
od: busybox-ns-zeuu
Mon, 17 Aug 2015 16:29:44 -0400 Mon, 17 Aug 2015 16:33:01 -0400 18 {
replication-controller } failedCreate Error cre

ating: Pod "busybox-ns-" is forbidden: Limited to 3 pods
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Chapter 4: Implementing Reliable Container-
Native Applications

NAME STATUS RESTARTS
node-js-deploy-1713031517-itnwi Running

node-js-deploy-1713031517-nx8vs Running
node-js-deploy-1713831517-uge5y Running

jonbaier /pod-scaling:0.1

MAME STATUS RESTARTS
node-js-deploy-1794296158-5wivi Running i}

node-js-deploy-1794296158-b2any Running ]
node-js-deploy-1794296158-y2tx3 Running i}
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+ Create Pods
Mew Deployment
= Or Create ReplicaSets

Check the status
of deployment * When healthy proceed
Update * Add new version of Pods
deployment to deployment
Check for new = Ifenough healthy, proceed
Pods/ReplicaSets = Otherwise, wait
* Remove old
Cleanup Pods/ReplicaSets

+ Repeat until all old versions
are gone

Example Deployment Lifecycle
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REVISION CHANGE - CAUSE

1 kubectl scale deployment node-js-deploy --replicas 3
2 kubectl set image deployment/node-js-deploy node-js-
deploy=jonbaier/pod-scaling:0.2

3 kubectl set image deployment/node-js-deploy node- js-
deploy=jonbaier/pod-scaling:9.3

NAME STATUS RESTARTS
node-js-deploy-1875560799-ehibo / Running ¢]
node-js-deploy-1875560799-tgset / Running B
node-js-deploy-19876734908-cadw2 B/ ErrImagePull @
node-js-deploy-19087673498-qvc9w B/ ErrImagePull @

REVISION CHANGE - CAUSE

1 kubectl scale deployment node-js-deploy --replicas 3

2 kubectl set image deployment/node-js-deploy node-js-de
ploy=jonbaier fpod-scaling:0.2

4 kubectl set image deployment/node-js-deploy node-js-de
ploy=jonbaier/pod-scaling:42.0

5 kubectl set image deployment/node-js-deploy node-js-de
ploy=jonbaierfpod-scaling:0.3

NAME REFERENCE TARGET CURRENT MIN
PODS MAXPODS AGE
node-js-deploy Deployment/node-js-deploy 10% 0% 3
6 3h
node- js-scale ReplicationController/node-js-scale 30% 0%
3 16d

$ kubectl get hpa

NAME REFERENCE TARGET CURRENT

PODS MAXPODS AGE

node- js-deploy Deployment/node- js-deploy 10% 20%
6 8m

node-js-scale ReplicationController/node-js-scale 30% 0%
3 od

S kubectl get deploy

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE

boomload-deploy 1 4m

node-js-deploy 6 16d
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Name :

Namespace:
Image(s):
Selector:

Parallelism:
Completions:

Start Time:
Labels:

long-task

default

docker fwhalesay
controller-uid=eff2fcd2-d5el-11e6-90ee-42010a800002
1

1

Sun, 08 Jan 2017 15:35:05 -0500

<none:>

Pods Statuses:
No volumes.
Events:

FirstSeen
Reason

SuccessfulCreate

8 Running /

LastSeen

Count

Succeeded / 8 Failed

From SubobjectPath

{job-controller }

Created pod: long-task-a6igv

Logs from long-task M

2017-81-88728:
2817-81-88T20:
2017-81-88728:
2817-681-88T20:
2817-81-88728:
2817-81-88T20:
2817-61-88T20:
2017-81-88720:
2817-61-88T20:
2817-81-88728:
2817-61-88T20:
2017-81-88728:
2817-681-88T20:
2017-81-88728:

. 7477854497
. 7477488367
T477479312
. 1477527867
. 7477569047
. 7477611352
. 7477654427
7477706207
.T747775118Z
LT477794457
. 7477848657
. 7477892587
. 7477935047
. 7477979467

in long-task-a6i9v A Tr

< Finishing that task i1n a jiffy =

## #E #E#
HE B BH B

Logs from 1/8/17 3:35 PM to 1/8/17 3:35 PM 1< < 2 >l

NAME DESIRED CURRENT NODE-SELECTOR AGE

<none= 13d

node-problem-detector-ve.1 4 4
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Taints:

Creat Timestamp:
hET-H

Conditions:

beta.kubernet =amd64
beta.kubernet iofinstance-type=nl-standard-2
beta.kubernet J

failure-domain.beta.kubernetes

failure-d eta.kubernetes.i
kubernetes fhostname=kubernete
e
11 Jan 2817 B7:4B:16 -B588

-centrall
entrall-b
-minion-group-1l6g
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Chapter 5: Exploring Kubernetes Storage
Concepts

fhome fk8s/nodejs# kubectl.sh exec memory-pd -- 1s -1h | grep memory

drwxrwxrwt 2 root root 40 Oct 24 15:21
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Home
Permissions
APls & auth

Maonitoring

Traces
Logs
Dashboards & alerts
Source Code
Cloud Launcher
Deployments
Compute
App Engine
Compute Engine
VM instances
Instance groups
Instance templates
Disks
Snapshots
Images
Metadata
Health checks
Zones
Dperations
Quotas
Settings
Container Engine
Metworking
Storage
Cloud Bigtable
Cloud Datastore
Cloud SQL

-

Create a new disk

Name

rmysite-volume-1

Description

Zane

us-central1-b -
Disk Type

Standard persistent disk o

Source type
Image | Snapshot | None (blank disk)

Size (GB)
10

) You have entered a volume size of under 200 GB. This may result
in reduced performance. Learn more

Estimated performance

Operation Type Read Write

Sustained random I0PS limit 2 15

Sustained throughput limit (MB/s) 1.2 0.9
Encryption

Autornatic (recommended) -

Equivalent REST or command line
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Name: test-gce
Namespace: default
Node: kubernetes-minion-group-zwpm/16.128.0.4
Start Time: Sun, 15 Jan 2017 16:51:02 -0500
Labels: <none=
Status: ANIaT=
IP:
Controllers:
Containers:
test-gce:
Container ID: docker:f/15871d81ebT255Tcc230df TRa5c724617289d710a550da66e4dfaf 7083
Image: nginx
Image ID: docker://sha256:01f818af747d88bdebcafodabdfc5812406e0e790be72678d25
Port: 80/TCP
Requests:
cpu: 166m
State: Running
Started: Sun, 15 Jan 2017 16:53:80 -0580
Ready: True
Restart Count: o]
Volume Mounts:
Jusrfshare/nginx/html from gce-pd (rw)
Jvarfrun/secrets/kubernetes.io/serviceaccount from default-token-728d1 (ro)

Conditions:
Type Status
Initialized True
Ready True

GCEPersistentDisk (a Persistent Disk resource in Google Compute Engine)
mysite-volume-1

F5Type: extd

Partition: @

ReadOnly: false

default-token-728d1:
Type: Secret (a volume populated by a Secret)
SecretName: default-token-728d1

[40]



Name :

Namespace:
Labels:
Selector:

Type:

IP:

LoadBalancer Ing
Port:

NodePort:
Endpoints:
Session Affinity
No events.

http-pd
default
name=http-pd
name=http-pd
LoadBalancer
10.0.118.195
ress: 1360.211.186.84
http 80/TCP
http 32429/TCP
10.244.2.15:80,10.244.2.16:80,10.244.3.5:80
g None

NAME DESIRED CURRENT AGE
whaleset 3 3 46s

NAME

whaleset-0
whaleset-1
whaleset-2

STATUS RESTARTS
Running

Running

ContailnerCreating

NAME STATUS VIOLUME CAPACITY  ACCESSMODES

AGE

www-whaleset-E Bound
Aam

www-whaleset- Bound
Aam

www-whaleset-2  Bound

pve-43346a3d-e024-11e6
default /www-whaleset-@
pvc-43381dc9-ea24-11e6
default/www-whaleset-1
pvc-433a3864-e024-11e6
default/www-whaleset-2

pvc-43346a3d-e024-11e6-af6d-42010a800002  1G1 RWO
pvc-43381dc9-e024-11e6-af6d-420102800002  1G1 RWO

33864 -e024-11e6-afd-420102800002 161 RWO

CAPACITY  ACCESSMODES RECLAIMPOLICY STATUS
REASON AGE
-afed-42010a800002 1G1 RWO Delete Bound
am
-af6d-42010386006002  1G1 RWO Delete Bound
4m
-af6d-42010a86006002  1GL ] Delete Bound
4m
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<html=
<head>

<title>HTTP Whalesay</title=>

</head>
=body=

<pre=

< /code=
</pre=
<body />
</html=
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\_____ o _

\

\ _/
 /
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<html=
<head=
<title>HTTP Whalesay</title>
</head=
<body=

<pres

W OHH HH
HH OHE HE

</code=
</pre=
<body /=
</html=
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Chapter 6: Application Updates, Gradual
Rollouts, and Autoscaling

At beginning of loop: node-js-scale replicas: 2, node-js-scale-10eaf8ff9allBacé6a
93f85547ed2d8f6 replicas: 1

Updating node-js-scale replicas: 2, node-js-scale-18ea®8ff9allBac6a93f85547ed2d8
f6 replicas: 1

At end of loop: node-js-scale replicas: 2
47ed2d8f6 replicas: 1

At beginning of loop: node-js-scale replicas: 1, node-js-scale-1@ea@8ff9all8ac6a
93f85547ed2def6 replicas: 2

Updating node-js-scale replicas: 1, node-js-scale-10ead8ff9al18ac6a93f85547ed2d8
f6 replicas: 2

At end of loop: node-js-scale replicas: 1, node-js-scale-10eaf08ff9al18ac6a93f855
47ed2d8f6 replicas: 2

At beginning of loop: node-js-scale replicas: @, node-js-scale-18eaf8ff9allB8acéa
93f85547ed2def6 replicas: 3

Updating node-js-scale replicas: @, node-js-scale-10ead8ff9all18ac6a93f85547ed2ds8
f6 replicas: 3

At end of loop: node-js-scale replicas: ©, node-js-scale-10eaf08ff9all8ac6a93f855
47ed2d8f6 replicas: 3

Update succeeded. Deleting old controller: node-js-scale

Renaming node-js-scale-10ea@8ff9al18ac6a93f85547ed2def6 to node-js-scale
node-js-scale

node-js-scale-10eaBB8ff9all8ac6a93f855

»
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Pod Scaling v0.1

Host: node-js-scale-1w562

Running OS: linux

Uptime: 1332

Network Information: 10.244 1.7, fe80::989b:9cff fe60.d933
DNS Servers: 10.0.0.10

Pod Scaling v0.2

Host: node-js-scale-3ad907156054d5840a726bcb4edb’ cbf-pxrOv
Running OS: linux

Uptime: 3071

Network Information: 10.244 0.6, fe80:: 4829991 feff. 79b7

DNS Servers: 100010

NAME REFERENCE TARGET  CURRENT
MINPODS ~ MAXPODS  AGE

ReplicationController/node-js-scale  30% B%
2d

REFERENCE CURRENT
MAXPODS  AGE

ReplicationController/node- js-scale 36% 49%
|
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Availability policies

Preemptibility Off (recommended)
Automatic restart On (recommended)
On host maintenance Migrate VM instance (recommended)

Custom metadata

kube-
env

ENV_TIMESTAMP: ‘2015-07-26T13:42:41+0000"

INSTANCE_PREFIX: 'kubernetes'

NODE_INSTANCE_PREFIX: 'kubernetes-minion'

CLUSTER_IP_RANGE: '10.244.0.0/16'

SERVER_BINARY_TAR_URL: 'https://storage.googleapis.com/kubernetes-staging-f8a93094f0/devel/kubernetes-server-linux-amdé4.tar.gz'
SERVER_BINARY_TAR_HASH: 'b2968ede4437bbc6aeb2ca84cf26e01fb20ec98s’
SALT_TAR_URL: 'https://storage.googleapis.com/kubernetes-staging-f8a93094f0/devel/kubernetes-salt.tar.gz’
SALT_TAR_HASH: '434740483205e0a755f6806574787e3d639123f4
SERVICE_CLUSTER_IP_RANGE: '10.0.0.0/16"

KUBERNETES_MASTER_NAME: 'kubernetes-master’

ALLOCATE_NODE_CIDRS: ‘true’

ENABLE_CLUSTER_MONITORING: ‘googleinfluxdb’
ENABLE_CLUSTER_LOGGING: ‘true’

ENABLE_NODE_LOGGING: ‘true’

LOGGING_DESTINATION: ‘gcp’

ELASTICSEARCH_LOGGING_REPLICAS: "1

ENABLE_CLUSTER_DNS: ‘true’

DNS_REPLICAS: '1'

DNS_SERVER_IP: '10.0.0.10"

DNS_DOMAIN: ‘cluster.local’

KUBELET_TOKEN: 'E60ZsbuQrOefOGJDMIsY59xY4DyjkjXK'
KUBE_PROXY_TOKEN: "1c0QJI16Th2h0jBxis0bl8xwI60aktUd9A’
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& Instance groups /' EDIT GROUP @ DELETE GROUP

& kubernetes-minion-group

Members Details

Zone ws-centrall-b Temp

slzte: kubernetes-miniontemplate  Autoscaling: Off Inuse b
CPU utilization - 1 hour 6h 12h 1 day 2d 4d 7d 14d 30d
CPU
% CPU
A
.'rI Il
30 / I|I
20 \"-II I,'“\I
10 \ / H'-.
N— SN . e
1 1 1 1
Jan 23, 6:00 PM Jan 23, 613 PM Jan 23, &30 PM  Jan 23, 647 PN
(W cPU: 3.209
Mame ~ Disk External IP Connect
& kubernetes- kubernetes-minien-group-8q7r, kubernetes- 104.197.92.178 55H -~
rminicn-group- dynamic-pve-f20c86a0-e0c1-11e6-8dba-
6q7r 42010a800002
& lkubernstes- kubernetes-minien-group-83bw, kubernetes- 104.198.157.9 S85H -~
minion-group- dynamic-pvc-f205cad2-e0c1-11e6-8dba-
83bw 42010a800002
& kubernetes- kubernetes-minion-group-xgtg, kubernetes- 130.211.170.182 55H -~

minion-group-
xgtg

dynamic-pve-f20a0238-e0c1-1126-8dba-
42010a800002
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< Instance groups

Edit kubernetes-minion-group

Zone
us-centrall-b

Specify port name mapping

Instance template

kubernetes-minion-template -
Autoscaling
Off -

Mumber of instances

3

Autohealing
YMs in the group are recreated as needed. You can use a health check to
= VB

recreate a VM if the health check finds the VM unresponsive. If you do not select
a health check, VMs are recreated only when stopped. Learn more

Health check

Mo health check -
Initial delay
300 seconds

Save Cancel
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Create Auto Scaling group J-X={CTLERS

Filter: O b4
@ Name +  Launch Configuration ~ Instances ~
B kubemetes-mi... kubemetes-minion-group 4

Auto Scaling Group: kubemetes-minion-group

Details Activity History Scaling Policies Instances

Launch Configuration  kubemetes-minion-group

Load Balancers

Desired 4
Min 4
Max 4

Health Check Type EC2
Health Check Grace Period 0

Termination Policies  Default
Creation Time  Sun Oct 25 12:08:06
GMT-400 2015

| e
N %

Desired ~

4 4

Matifications

Availability Zone(s)
Subnet(s)
Default Cooldown

Placement Group

Suspended Processes

Enabled Metrics

Min ~

Max ~

4

Tags

us-west-2a

o & 0

1to 1 of 1 Aute Scaling Groups > 2|

Availability Zones

us-west-2a

mE=A

Edit

subnet-c66ebdb1

300
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Chapter 7: Designing for Continuous
Integration and Delivery

Container Info v0.5

Host: node-gulp-98zqz
2unning OS: linux

Uptime: 785648
Network Information: 10244 4 75, feB0: 42 aff fef4:44b
DNS Servers: 10.0.0.10,169.254 169.254,10.240.0 1

Manage Jenkins

Configure System

Configure global settings and paths

il Configure Global Security
Secure Jenkins, defing who is allowed o access/use the system
£

Relgad Configuration from Disk
Discard all the loaded data in memory and reload everything from file system. Useful when you modified
et 1y On disk

br enable plugins that can extend the functionality of Jenkins. (updates available)

;-:i Displays various environmental information to assist trouble-shooting
R T

System Log
System log captures output from java.util. logging output related to Jenkins

Load Statistics
: Check your resource utilization and see if you need more computers for your builds
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&

L%

Mamie |
Amazon n
#llow Jenkins to start slaves on ECE or Eucalyplus on demand, and kil them as they get
urmsed
At Plugin
This plugin adds Apache & support 1o Jenkins
il d-grre- alor

Copies environment varables added or o

ClinacdSioes Buld Flow phigin

Manags ks archesiraiion as & dedcabed “bulld Aow”™ top kel Ram

Coberirn Plisgin

This plig egrates Coberurs coverans mpors ta Jenkins
Config File Prosider Plugin
Abdity 10 provide configuration files (e g seltings xml Tor maven, XML, grocvy. cusiom

Bles, ) loaded theaugh tha LI which il ba copled 1o fhe job workspace
g Arilac gin
Adds & buld slep 10 Cogry antilacks from another project

i iy

Thig plisgin allows: you 1o atone credentials i Jenking

CVS Plug-in

em using a modified varsion of tha

Customizable dashboard that can press ous views of job information
L] in
This plugin counts disk usaga
awable Task Phign
Library atering an exiansion poind for procasses which can nan outsids of Jenkins yet be
moniored

Warsian

Az

E B B

E

E

Filtar |u_

Previously installed version

Downgrade 1o 1.2

Dowmgrads: 10017

Doswngrade io 1905

Downgrade o 294

Dowmgrads: 10034

Pinnad

Wnpin

Uninstall

[ Uninstal |

| Uninstal
Uninstall
Uninstall
Uninstal

Uninstall

| Uninstal
| Uninstal

Uninstall
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Jenkins Update center

Pipeline: Model API

Pipeline: Stage Tags Metadata
Pipeline: Declarative Agent API
Pipeline: Model Definition

S5H Credentials Plugin

Git client plugin

GIT server Plugin

Pipeline: Shared Groovy Libraries
Pipeline

GitHub AP Plugin

Git plugin

GitHub plugin

GitHub Branch Source Plugin
GitHub Organization Folder Plugin
Pipeline: Stage View Plugin

Git plugin

MapDB API Plugin

Subversion Plug-in

S5H Slaves plugin

Matrix Authorization Strategy Plugin
PAM Authentication plugin

LDAP Plugin

Email Extension Plugin

Mailer Plugin

Kubemetes plugin

$_ Go back to the top page
{you can start using the installed plugins right away)

0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success
0 Success

&> [ Restart Jenkins when installation is complete and no jobs are running

ENABLE AUTO REFRESH
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Jenkil‘ls admin |log out

Jenkins Credentials System Global credentials (unrestricted)

4% Back fo credential domains

@= Add Credentials

Kind

Usemame with password v

Scope Global (Jenkins, nodes, items, all child items, etc) v -ﬁ-
Usemame admin ®
Password | .....eeeee ®
ID )

Description Kubemetes Admin Credentials

®
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Cloud

Kubernetes
Mame

Kubemetes URL

Kubemetes server certificate key

Disable https certificate check

Kubemetes Namespace

Credentials

Jenkins URL

Jenkins tunnel

Connection Timeout

Read Timeout
Container Cap

Images

Add a new cloud

-

Apply

https://130.211.175.1%

||

default

admin/*** (Kubernetes Cluster Login) ¥

o= Add

Connection successful

15

10

Add Pod Template -

List of Images to be launched as slaves

Test Connection

® ® ® ® ®

Delete cloud
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Kubemetes Namespace

Credentials

Jenkins URL

Jenkins tunnel

Connection Timeout

Read Timeout

Container Cap

default

FREE I

admin/

15

10

(Kubemetes Cluster Login)

¥ o= Add

Test Connection
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Kubernetes Pod Template
Name

Labels

The name of the pod template to inherit from

Containers

jenkins|slave

jenkins-slave

Mame

Docker image

Always pull image

Working directory

Command to run slave agent

Arguments to pass to the command

Allocate pseudo-TTY

EnvVars

Add

jenkins-slave

csanchez/jenkins-sla

fhomeljenkins

/bin/sh -c
cat
v

Add

Environment -

Variable

List of environment variables

to setin slave pod

Advanced...

I@I
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= Cluster > Namespaces

Cluster
Namespaces =
Namespaces
Nodes Name % Labels Status Age *
Persistent Volumes 0 gsw-k8s-jenkins - Active aday
Roles
o default - Active 5 days
Storage Classes
Q kube-public - Active 5 days
Namespace
0 kube-system - Active 5 days
default
Overview
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Chapter 8: Monitoring and Logging

NAME
d-empty-dir-cleanup—kubernetes-master Running
d-server—-events—kubernetes—master Running
rubernetes—master Running
fluentd-cloud-logging-kubernetes-—master f Running
Running
Running
fluentd-cloud-logging—kubernetes—minion-group-tpZh Running
heapster-vl. 05816975-80mjc Running
kube-addon-manager—kubernetes-master Running
kube-apiserver-kubernetes—master Running
kub ntroller—-manager—kubernetes-master f Running
kube-dns-410 Running

(%]

[ (ST %)

kube-dns-auto ] 1 317 Running

roup—rh7t Running

—minion—group Running
y—kubernetes—minion—group—tp2h Running
heduler-kubernetes—master Running
Running

] Running

ntroller : t aste f Running

[ S T S

monitoring-influs Running
node-problem-detect w0 f Running
node oblem-det jrt Running
node-problem—-detec v ] Running

[ = ]

node-problem-det ¢ Running

(i8]

rescheduler-v0.2.1l-kubernetes-master / Running

MName =

Namesp

Node :

Start Time:

Labels: kBz—app—heapster
pod-template-hash—
version—=vl.2.0

Status:

IF:

ontrollers: C * heapster—-v1.2.0-2805816%

[581]



{9 - B8 Cluster - O Last 30 ...

nodename: kubernetes-master -

Panel Title

6.0 Bil

55861

2.0 Bil

45Bi

4.0Bi

3581

3.0Bi

25Bi
07-55 08:00 08:05 08:10
= filesystem/usage max {hostname: kubernetes-master}
== filesysiem/usage max {hostname: kuberneies-minion-group-Sg4i}
= filezystem/usage max {hostname: kubernetes-minion-group-t=f7}
= filegystem/usage max {hostname: kubernetes-minion-group-zith}

Graph General Metrics Axes Legend Display Time range

FROM default filesystem/usage WHERE +
SELECT field (value) max () +*
GROUP BY fime (Sinterval) tag (hosiname) +

ALIAS BY Format as Time series -

Panel data source default - + Add query

F Group by fime interval bs

@ zlias patierns @ stacking & and fill ® group by fime




ang:‘esta t General Metrics Options Value Mappings Time range

Big value Prefix Value avg r Postfix
Font size Prefix 50% v Value 80% v Postfix 50%

Unit bytes Decimals aufo

Coloring Background Value Thresholds @ 184907710, 190907710

Colors 1IN invert order

Spark lines Show «" Background mode " Line Color Fill Color EH

Gauge Show Min 0O Max 100

Threshold labels Threshold markers «*
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Filesystem Disk Usage by Node (max)
56 GiB

4.7 Gib

3.7 GiB

Digk Space Used

2.8 GiB

1.9 GiB
08:15 08:20 08:25 08:30 05:40
== filesysiem/usage max {hosiname: kubernetes-master} Max 2 611 GiB
== filesystem/uzage. max {hostname: kubernetes-minion-group-8g4f} Max: 4.196 GiB
= filegystem/uzage. max {hostname: kubernetes-minion-group-t=f7} Ma 5.511 GiB
= filesystem/usage max {hostname: kubernetes-minion-group-zitb} Max: 3.362 GiB

Network bytes received (Node 8q4t)

177 MiB
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My First Project -

» B

k

-

-

Filter b

11

11:1
11:1
11:1
11:1
11:1
11:1
11:1

112

Jumnp to date -

2017-02-06 EST

47,
(4B,

1l; CREATE METRIC

GCE VM Instance, kubernetes-minion-group-... = | kubelet * | | Any log level =

2aa
2ea

.Biea
. Biga
. oiga
.oea
.Biea
Eiaa

&, CREATE EXPORT & 3

View QOptions ~
MountVolume.SetUp succeeded for wolume "kubernetes.io/secret/%9a2.
GET shealthz: (39.981ps) 208 [[curl/7.26.8] 127.8.8.1:51762]
MountVolume.5etUp succeeded for wvolume "kubernetes.io/secret/9ad.
MountVolume.SetUp succeeded for wolume "kubernetes.io/secret/99d.
GET /healthz: (38.1ps) 200 [[curl/7.26.8] 127.0.8.1:51773]
Found 44 PIDs in root, 44 of them are not to be moved
GET Sstats/summary/: (4.472253ms) 20@ [[Go-http-clients1.1] 1@.2.

GET /healthz: (35.998us) 200 [[curl/7.26.8] 127.8.8.1:51788]
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Target
RESOURCE TYPE APPLIES TO
Instance (GCE) v Group v kubernetes v

CONDITION TRIGGERS IF

Any Member Violates v
Configuration
IF METRIC CONDITION THRESHOLD FOR
CPU Usage (GCE Monitoring) v above v 80 % 5 minutes v
Q o TIME 1h 6h 1d 1w 1m 6w
100%
BO%
B0%:
--------------------------------------------------------- 40%
20%

11:05 11:10 11:15 11:20 11:25 11:30 11:35 11:40 11:45 11:50 11556 12PM
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Your free trial will expire in 14 days, upgrade your plan now!

Events Alerts Captures J | jon@responscomm.com ¥

» LIVE: LAST 10 SECONDS ~ 105 1M

¢ QOverview Show £ hostm.. x contain...

10s :
MName = Instance Type & 2 CPU % 2 Memory... o Network ...
KiB/s
+ kubernetes-mini.. 0 39 8.5 8.8
+ kubernetes-mini.. 0

L

o
w
ca
o

e
:
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{ kubernetes-...

kuberneies-minion-35ao0

kubermetes-minion-52494
+
938
grnetes-min 4

kubernetes-minion-smiz
1
tot
103 KiB/s

1 second a, .3 O} ﬁ | -

kubernstes-master
+ 5
njr

17.9KiB/s

169254.169.254
+
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kubernetes-... 1 second Q Q9 2 ¥ I X

kubernetes-master
- 8 nodes
tot 154 KiB/s
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< 10 minutes

Aggregation

Rate -

e,

Show As

Q@ B 42 O =a

Line chart~ Segmentby None selected~

|
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I warning

o Define Condition

MANUAL BASELINE HOST COMPARISON
cpu.idle.percent cpu.iowait.percent cpu.nice.percent
cpu.stolen.percent cpu.system.percent cpu.used percent
cpu.userpercent file bytes total fs.used.percent
memory.bytes. used n1emory.sswap.byies.nwnluble memaory.swap.bytes total
memory.swap.bytes.used memory.swap.used percent net.bytes total
netrequest.countin net.requesttime.in neticp.queue.len
Aggregated across  everywhere -

Segmented by none -

9 Set Notifications

Configure your notification channels here. Each alert you create can route notifications to any

combination of these channels

B B4 Email to jon@responscomm.com (Globally disabled)

This notification channel is globally disabled. Go to Notification Settings page to review
settings.

e Activate Sysdig Capture m»

Sysdig Capture lets you analyze a record of every system call executed on a host to troubleshoot

containers, even after they have been deleted
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Process Host_pid Container_pid container.name

kube-apise ] ; host

etecd 1: 3 host
5. 29KB dragent : g 192 host
. 52KB kube-contr 54 1 host
. 11KB etcd host
. 95KB kube-sched host
. T2KB sshd 3 E host

Viewing: Threads For: whole machine
Source: Liwve System Filter: evt.type!=switch

5153
5154
28713
5161
13254
15161

L

8.008 fusrflocal/bin/kube-apiserver
.00 Jjusrflocal/bin/kube-apiserver
8.008 fusrflocal/bin/kube-apiserver
8.08 fusr/lecal/bin/kubs-apiserver
6.75K fusrflecal/bin/kube-apiserver

fusrflocal/bin/kube-apiserver

5
5

1
1
1
1
1
1

L Lan

B P B R RS
il -

W
[ ]

[

b

@ WO

CTRL+F
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Chapter 9: Operating Systems, Platforms,
and Cloud and Local Providers

Container Container
Registries Images

B

Container Runtime Interface
Kubernetes - (CRI)

]

1

]
|
b Container Network Interface ! |open Containers Intitiative (OCI)
L, (CNI) -t Runtime Specification

Container Hosts
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kubelet

Ol container A

@& container B

infra container

pod 2

container C

infra container conmon

Iimage service

| |runtime service |

I
: ’github.com,comainers/image|
|
I
|

|OCI generate |
|
@R:PC > Lo £
! library library

|github.com/comainers/slorage‘

& O O
D O
Gl
I/OI OCI cmd/spec

gRPC ’

IIIHHHHEIII
T gRPC

2!

Virtual Machine

Container
Exec

Container

Command

Container namespaces

‘ Hypervisor serial interface

Hypervisor

>

g .
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Node

Data Partition(s)

User Container 1 User Cantainer N

Primary OS Partition Secondary OS Partition
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bashisystemd/kubelet
invoking process

lfo rk(2) +exec (3)

stagel
rkt

axac(3)

stagel
Y
entrypoint
"coreos.com/rkt/stage 1/run”

stage2 / \ stage2

"apps.app.exec” "apps.app.exec”
appl app2
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Y TECTONIC

Cluster Status

Cluster Health

Tectonic Console

Kubernetes APl Connection
Replica Sets
Daemon Sets

Replication Controllers

Aurtcscalers Software Details
Pods

Service Accounts Kubernetes
ConfigMaps Tectonic

Secrets

Eve License

Search
Cloud Provider

Ing

MNamespaces

Modes

v1.5.2+Ccoreos.1

1.5.2-tectonic.1

Releasze Motes

10 Nodes

Amazon Web Services
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Mamespacs: all -

VTECT ONIC

€D node-js

Deployments Overview Edit Pods Events

rvices
Jobs Replication Controller Details
Replica Sets

Daemon Sets

Replicas:
Replication Controllers
2 —
Autoscalers
Pods Controller Labels:

Service Accounts )
deployment=demo x  name=node-js x

ConfigMaps app=frontend

Label Query:

deployment=demo ®x = name=node-js X

app=Ffrontend

Namespaces

R Desired Pod State

Cluster Settings

Roles These containers make up a pod. All of these containers
Role Bindings are deployed together onto nodes in the cluster.

Cluster Roles
Pod Labels:
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Pod Labels:
Cluster Role Bindings
deployment=demo X name=nods-js X

app=frontend

My Account

Log Out

Containers

Add Another Container

node-js

jonbaier/node-express-info

latest

0 Ports

Default Command

Always Pull

Update Replication Controller Cancel

[761]



W TECT ONIC

Replica
Daemon Sets
Replication Controll

Autoscalers

ice Accounts

Roles
Role Bindings
Cluster Roles

Cluster Role Bindings

My Acc
Log Out

MNamespace: all
Events

All Types = All Categories -

1] Streaming events... SNOWING 2

©) node-js-Iskve

Successfully pulled image "jonbaier/node-express-
info:latest”

@ 7 minutes ago
Generated from kubelet on ip-10-0-116-242.us-

west-1.compute.internal

© nodejs-Iskve

Created container with docker id c2e32858¢8e6; Security:
[seccomp=unconfined]

@ 7 minutes ago
Generated from kubelet on ip-10-0-116-242 us-

west-1.compute.internal

© nodejs-Iskve

Started container with docker id c2e32858c8e6

@ 7 minutes ago
Generated from kubelet on ip-10-0-116-242 us-

west-1.compute.internal

G node-js-86qcm

[77 ]



Mamespace: all =

U TECTONIC

all

Deploy defaute

= Browse Cluster kube-system
tectonic-system
Deployments m‘ 4
Services Filter Deployments by name..
Daemon Sets & @) default-http-backend app=default-http-backend

Replication Controllers
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Chapter 10: Designing for High Availability
and Scalability

foney i i i i - -
@) kubernetes Documentation Blog Partners Community Case Studies English v1.11

404 Page not found

Sorry, this page was not found. :(

Documentation Blog Partners Community Case Studies

¥y 0 ‘“— Ig = Get Kubernetes Contribute
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[ kubernetes / community

¢»Code Issues 104

Pull requests M3 Projects 0 Insights

Branch: master *+ | community / sig-apps /

a nikhita generator: remove google groups note from all 5IG READMEs

m minutes

[E] CONTRIBUTING.md
El OWMERS

E) README.md

E) agenda.md

README.md

> fix some typos

Initial contribution of SIG Apps contributions guide

Add sig labels and use aliases in OWNERS files

generator: remove google groups note from all 5IG READMEs

Change zoom links per 5C meeting

Apps Special Interest Group

@ Watch~ 455 W Star | 2,424 YFork | 1416

Create new file = Upload files =~ Find file = History

Latest commit 18e425b 4 days age

7 menths age
7 months ago
10 menths ago
4 days ago

2 menths age

Covers deploying and operating applications in Kubernetes. We focus on the developer and devops experience of running

applications in Kubernetes, We discuss how to define and run apps in Kubernetes, demo relevant tocls and projects, and

discuss areas of friction that can lead to suggesting improvements or feature requests.

Meetings

* Regular SIG Meeting: Mondays at 9:00 PT (Pacific Time) (weekly). Convert to your timezone.

o Meeting notes and Agenda.

o Meeting recordings.

Leadership

Chairs

The Chairs of the SIG run operations and processes governing the SIG.

* Matt Farina (@mattfarina), Samsung SDS

e Adnan Abdulhussein (@prydonius), Bitnami

* Kenneth Owens (@kow3ns), Google

Contact
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Consider APl aggregation if: Prefer a stand-alone API if:

Your APl is Declarative. Your APl does not fit the Declarative model.

You want your new types to be readable and writable using kubectl kubectl support is not required

You want to view your new types in a Kubernetes Ul, such as dashboard, ) B}
alongside built-in types. Kubernetes Ul support is not required.
You already have a program that serves your API

You are developing a new API. e P 1

You are willing to accept the format restriction that Kubernetes puts on .
You need to have specific REST paths to be
EE?B;E?:’;E{:? paths, such as API Groups and Namespaces. (Seethe o ool with an already defined REST API.

Cluster or namespace scoped resources are a
poor fit; you need control over the specifics of
resource paths.

Your resources are naturally scoped to a cluster or to namespaces of a
cluster.

You want to reuse Kubernetes AP support features. You don't need those features.
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= Google Cloud Platform $» GSWK8s3 v

DASHBOARD ACTIVITY
8# Projectinfo i RPI APIs i & Google Cloud Platform status
Project name Requests (requests/sec) All services normal
GSWKas 3
10
Project ID
gewkes3 s = Boto Cloud status dashboard
Project number
803769040293 A Requesttimed out. oe
04 & Billing
—> Go to project settings Estimated charges usD
e For the billing period Sep 1 - 3,2018
0
& Resources H o o e e = View detailed charges
This project has no resources
Go to APls overview .
> ) Error Reporting
- . No sign of any errors. Have you set up Error
= Trace H anerany ' :
No trace data from the past 7 days 9 Learn how to set up Error Reporting
—> Get started with Stackdriver Trace
B2 News
. . We've moved! Come see our new home!
# Getting Started H Aug6,2018
API Enable APIs and get credentials like keys Last month today: July on GCF
Aug 3,2018
& . .
g Deploy a prebuilt solution Repairing network hardware at scale with SRE
Aug1,2018

:f: Add dynamic logging to a running application

ﬁa Meniter errors with Error Reporting > Read allnews

@ Deploy a Hello World app
B Documentation

ﬁ} Take a VM quickstart
Learn about Compute Engine

=

=

Create a Cloud Storage bucket
Learn about Cloud Storage
("' Create a Cloud Function
Learn about App Engine
€2 Install the Cloud SDK

- Explore all tutorials
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Chapter 11: Kubernetes SIGs, Incubation
Projects, and the CNCF

Git 2.18.0 Setup — *

Select Destination Location
Where should Git be installed?
Setup will install Git into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

": rogram Files\Git Browse...

At least 229.7 MBE of free disk space is required.

< Back Cancel
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Signed in as
anonymuse

Your profile
Your repositories
Your stars

Your gists

Help
Settings

Sign out
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Personal settings
Profile

Account

Emails
Motifications
Billing

55H and GPG keys
Security
Blocked users
Fepositories
Organizations
Saved replies

Applications
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ii

Automation

Governance Layer

Policy Enforcement

Deployment

Application Layer counmg

API

Nucleus

Container Network Volume Image Cloud Identity
Runtime Plugin Plugin Registry Provider Provider
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=1 CLOUD NATIVE

L.l COMPUTING FOUNDATION

CLOUD NATIVE
TRAIL MAP

The Cloud Native Landscape Lenct.io

has a large number of options. This Cloud
Native Trail Map is a recommended process
for leveraging open source, cloud native
technologies. At each step, you can choose

a vendor-supported offering or do it yourself,
and everything after step #3 is optional based
on your circumstances.

HELP ALONG THE WAY

A. Training and Certification
Consider training offerings from CNCF
and then take the exam to become a
Certified Kubernetes Administrator or a
Certified Kubernetes Application Developer

cncf.io/training

B. Consulting Help

If you want assistance with Kubernetes
and the surrounding ecosystem, consider
leveraging a Kubernetes Certified
Service Provider

cncfio/kesp

C. Join CNCF's End User

Community

For companies that don't offer cloud
native services externally

ncf. r

WHAT IS CLOUD NATIVE?

Cloud-native technologies, such as
containers and microservices, empower
organizations to develop and deploy scalable,
agile applications and services in dynamic,
distributed environments. By taking into
account these characteristics, such systems
are designed to be resilient, elastic, and loosely
coupled, via manageable abstractions and
declarative APIs, thereby enabling effective,
reliable automation. This allows engineers to
abserve the applications and to safely make
impactful changes, and results in processes
and workflows that fully take advantage of
these environments and minimize toil

The Cloud Native Computing Foundation
seeks to drive adoption of these techniques
by fostering an ecosystem of open-source,
vendor-neutral projects that align with these
objectives, and which are portable to public,
private, and hybrid clouds. We democratize
the state-of-the-art patterns and practices
to ensure innovations remain open and
accessible for everyone

l.cncf.io

v20180604

1. CONTAINERIZATION

» Commonly done with Docker containers

* Any application and dependencies (even PDP-11

je running on an emulator) can be containerized
litting suitable
S MICros

3. ORCHESTRATION &
APPLICATION DEFINITION
« Kubernetes is the market-leading orchestration solution
* You should select a Certified Kubernetes Distribution,
Hosted Platform, or Installer: cncf.io/ck
+ Helm Charts help you define, install, and upgrade
even the most complex Kubernetes application

H ELM
kubernetes

aduated | CNGF: Incuballng

. SERVICE MESH AND DISCOVERY

+ CoreDNS is a fast and flexible tool that
is useful for service discovery

« Envoy and Linkerd each enable service
mesh architecturt

« They offer health checking, routing,
and load balancing

envoy Core

CNCF Incubating  CNCF Incubating  CNCF Incubating

7. DISTRIBUTED DATABASE

nd scalability
than you can get from a single database,

Vitess
CNCF Incubating

9. CONTAINER RUNTIME

You can use alternative container runtimes.
The most common, all of which are OCI-
rd, rkt and CRI-O.

B
e rkt

CNCF Incubating  CNCF Incubating

(CI/CD) so that changes to your
automatically re

eventually, perhaps, to production
+ Setup automated rollouts, roll backs and testing

4. OBSERVABILITY & ANALYSIS

« Pick solutions for monitoring, logging and tracing

« Consider CNCF projects Prometheus for monitoring,
Fluentd for logging and Jaeger for Tracing

« For tracing, look for an OpenTracing-compatible
implementation like Jaeger

E fluentd

CNCF Incubating  CNCF Incubating

CNCF Incubating  CNCF Incubating

6. NETWORKING

To enable more flexible networking,
use a CNI-compliant network project
like Calico, Flannel, or Weave Net

jv-.-
CNI

CNCF Incubating

8. MESSAGING
When you need higher performance
-RES nsider using
is publish/subscribe "GRI"’[:'l
age-oriented middlews S

CNCFIncubating  CNCF Incubating

10. SOFTWARE DISTRIBUTION
If you need to do secure software distribution,
luate Notary, an implementation of The
vork

CNCF Incubating  CNCF Incubating
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Discover

Decide

—I Replatform I—

Transition [— @

e

The 6Rs from Discover to AWS
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Chapter 12: Cluster Federation and Multi-

Tenancy

Federation Control Plane

kubectl
eted
San Francisco New York Berlin
 eted > < eted >  eted >
) i o E A
\ 4 A 4

APl server <— C‘INLVOHH APl server 4—>» ° APl server [4—pf oM

Manager e Vlanag

Kubernetes Control Plane

Distributed Workers
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Bm

the =erver

Hame : node—-js—deploy
default

Fri, 10 Mar 2017 22:15:11 +0000
name=node—-js-deploy

name=node—-ja-deploy

0 updated 3 total 3 available 0 unavailable

B

max unavailable, 1 max surge

Count From
Me=sage

Creating

1 {federated-deployment-cont

CreateInCluster Creating deployment in clusterjawskEs

COUNT HAME EIND
SOURCE

1 node-js—-deploy Deployment
{federated-deployment-controller } Creating deployment in

1 node—-js-deploy Deployment HNormal
{federated-deployment-controller } Creating deployment in

cluster

HAME
node—-j=s—-deploy—
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Pod 1 Pod 2 " Pod N

RC / Deployment

Scale
&

Horizontal
Pod
Autoscaler

Google Cloud Platform

< Manage resources CREATE PROJECT HIDE INFO

B Cloud Shell
B 9 (gsw-k8

> —num-nodes "4" ——petwork "default* enable—clond-logging ——enable—cloud-monitoring —enable-ip-ali
WABRNING: Starting in 1.12, new clusters will not have a client certificate issued. You can manually enak
ing the "—[ ]issue—client—certificate” flag.

This will enable the auntorepair feature for nodes. Please see
https://cloud.google.com/kubernetes—engine/docs/node-auto-repair for more

information « node antorepairs.

WARNING: Starting in Kubernetes wvl.10, new clusters will no longer get compute-rw and storage—-ro Scopes
will remain included in the default ——scopes). To use these scopes, add them explicitly to —scopes. Tc

property (gc d config set containerfnew_scopes_pehavior true) .

HAME }CATION TARGET STATUS MESSAGE STATUS START TIME END TIME

cluster-1 us—eastl-b PROVISIONING
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oogle Cloud Platform

GSWK8s3

@ Kubernetes Engine Kubernetes clusters CREATE CLUSTER DEPLOY C REFRESH DELETE SHOW
Clusters A Kubernetes cluster is a managed group of uniform VM instances for running Kubernetes. Learn more
"8 Workloads
Filter by label or name
& Services
Name ~ Location Cluster size Total cores Total memory Notifications Labels
Applications & cluster-1 us-east1-b 4 8 vCPUs 30.00 GB ® Low resource requests Connect | 4 @
H configuration & cluster2  useastl-b 4 8VCPUs 30.00 GB ® Low resource requests Connect & B
B storage
Firewall rules CREATE FIREWALL RULE  REFRESH DELETE
Firewall rules control incoming or outgoing traffic to an instance. By default
incoming traffic from outside your network is blocked. Learn more
MNote: App Engine firewalls are managed here.
= Filterre e Columns +
Name Type Targets Filters Protocols / ports Action Prierity Network ~
istio-multicluster-test-pods Ingress gke-cluster-1-37037bd0-node, gke-cluster-2-909a776f-node IP ranges: 10.40.0.0/14,10.8.0.0/14 tcp Allow 900 default
udp
icmp; esp; 2more -
ake-cluster-1-37037bd0-all Ingress gke-cluster-1-37037bd0-node IP ranges: 10.8.0.0/14 tcp Allaw 1000 default
udp
sctp; icmp; 2 more v
ghke-cluster-1-37037bd0-ssh Ingress gke-cluster-1-37037bd0-node IP ranges: 35.237.54.93/32 tcp22 Allow 1000 default
ake-cluster-1-37037bd0-vms Ingress gke-cluster-1-37037bd0-node IP ranges: 10.128.0.0/9 tcp:1-65535 Allaw 1000 default
udp:1-65535
icmp
gke-cluster-2-909a776f-all Ingress gke-cluster-2-909a776f-node IP ranges: 10.40.0.0/14 tcp Allow 1000 default
udp
icmp; esp; 2more -
ake-cluster-2-009a776f-ssh Ingress gke-cluster-2-909a776f-node IP ranges: 35.237.47.212/32 tcp22 Allow 1000 default
gke-cluster-2-909a776f-vms Ingress gke-cluster-2-909a776f-node IP ranges: 10.128.0.0/9 tcp:1-65535 Allow 1000 default
udp:1-65535
icmp
default-allow-icmp Ingress  Applytoa IP ranges: 0.0.0.0/0 icmp Allow 65534 default
default-allew-internal Ingress Applyto a IP ranges: 10.128.0.0/9 tcp:0-65535 Allow 65534 default
udp:0-65535
icmp
default-allow-rdp Ingress  Applytoa IP ranges: 0.0.0.0/0 tep:3380 Allow 65534 default
default-allew-ssh Ingress Applyto a IP ranges: 0.0.0.0/0 tcp22 Allow 65534 default
Rows per page: | 50 - 1-1Mof 11 >
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& Clusters

cluster-1

Deleting cluster.

E DEPLOY

The values shown below are going to change soon.

Details Storage Modes

Cluster

Master version
Endpoint

Client certificate
Binary autheorization
Kubernetes alpha features
Total size

Master zone

Mode zones

Metwaork

Subnet

VPC-native (alias IP)
Pod address range
Service address range
Stackdriver Logging
Stackdriver Monitaring
Private cluster

Master authorized
networks

Network policy
Legacy authorization
Maintenance window

Cloud TPU

Labels
Mone

Add-ons

Permissions

Node Pools

1.10.6-gke 2
35.237.54.93 Show credentials
Enabled

Disabled

Disabled

4

us-eastl-b

us-east1-b

default

default

Enabled

10.8.0.0/14

10.12.0.0/20

Enabled

Enabled

Dizabled

Disabled

Disabled
Disabled
Any time

Disabled

Node pools are separate instance groups running Kubernetes in a cluster. You
may add node pools in different zones for higher availability, or add node pools
of different type machines. To add a node pool, click Edit. Learn more

W CONNECT




Bl Cloud Shell

Every 1.0s: gcloud container clusters list cs-6000-devshell-vn-e3ceef§2-45

NEME MASTER VERSION MASTER IP MACHINE TYPE NODE VERSION NUM NODES STATUS
4

cluster-1 us 1.10.6-gke -54.93 nl-standard-
cluster-2 us—eastl-b 1.10.6-gke 35.237.47.212 nl-standard-

1.10.6-gke.2 STOPPING
1.10.6-gke.2 4 RUNNING

Google Cloud Platform &= GSWK8s3 ~

EE:IE Compute Engine VM instances Kl CREATE INSTANCE | v & IMPORT VM C REFRESH

B VYMinstan

i Instance groups
2] Instance templates
Name ~ Zone Recommendation Internal IP External IP Connect
A  Soletenant nodes - P .
gke-cluster-2-default-pool-5db3e967-3g5h 10.142.0.8 (nicD H - :

B Disks gke-cluster-2-default-pook-5db3e967-dcrt us-eastl-b 10.142.0.7 (nicO Ho- H
Snapshots 7 gke-cluster-2-defauli-pool-5db3e967-122g us-eastl-b 10.142.0.6 (nicO H - :

Images 7 gke-cluster-2-default-pool-5db3e967-zwvq us-eastl-b 10.142.0.9 (nicO H - H
| TPUs

Committed use discounts

Metadata
B Health checks
B Zones
@  Operations
l=] Quotas
/] Security scans
£ Settings
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Chapter 13: Cluster Authentication,
Authorization, and Container Security

Incoming API Call

Secure TLS Authentication Authorization Admission
channel modules modules Controller

established applied applied applied

HAME CI SELINUX RUNASTE:

gCe . event—exporcer RunAsAny RunAsAny
fluentd-gcp RunfAsaAny RunAsAny
persistent—volume-binder RunAsAny RunAsAny
privileged > RunAsAny BunAsAny
unprivileged—-addon RunfAsAny RunAsAny BunAsiny
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Name : myroottest-588dfdcfis
Namespace: default
Selector: pod-template-hash=1448987941, run—myroottest
Labels: pod-template-hash=1448987941
run—myroottest
Annotations: deployment . kubernetes.io/desired-replicas=1
deployment . kubernetes.io/max-replicas=2
deployment . kubernetes.io/revision=1
Controlled By: Deployment/myroottest
Replicas: 0 current / 1 desired
Pods Status: 0 Running / O Waiting / 0 Succeeded / 0 Failed
Pod Template:
Labels: pod-template-hash=1448987941
Trun=myroottest
Containers:
myroottest:
Image: jonbaier/node—express-info:latest
Port: <none>
Host Port: <none>
Environment: <none>
Mounts: <none>
Volumes: <none>
Conditions:
Type Status Reason

ReplicaFailure True FailedCreate
Events:

Type Reason Age From Message

Warning FailedCreate 10s (x14 owver 513) replicaset—controller Error creating: pods "myroottest—588dfdcfB5-—"

is forbidden: unable to validate against any
pod security policy: []
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Chapter 14: Hardening Kubernetes

Production Characteristics for Container Operations

Service &
Application
Health
Trend
Deviation
Alerts

System Event
Tracking

Short-Lived
Task Support

Scheduling &
Application
Affinity

Scalability

Persistent
Storage

Service
Discovery

S

Node 2 Data- Secrets User
Health f Logging IR AL Context
f Support
Monitoring Compliance
. RBAC
™
Resource S50
Isolation |
Image b .
Verification Patching and
High Updates
Availability
Efficient e
Liprlidons Integration Reliable
Deployments
Seamless
Application
Updates
Node AR
\ Ny Multi-Cluster Image
Daemons N . / B
\ Ay Federation Repositories
Efficient 3 Service &
Resource Manageable Application
Utilization Networking

Composition
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EER
Provider

any any

Google
Kubernetes
Engine
Stackpeint.io
AppsCode.com  Saltstack

Jenkins
DsL

Madcore. Al
Platformg
Kublr custom
Kubermatic

IBM Cloud

Kubernetes
Service

Giant Swarm

GCE Saltstack

AzZure

Kubernetes
Service

Azure (1aas)
custom

Bare-metal

Bare-metal custom

multi-support

multi-support

Debian
Ubuntu

multi-support
multi-support

multi-support

Ubuntu

CoreQs

Debian

Ubuntu

Ubuntu

Fedora

Fedora
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Networking

any CNI

GCE

multi-support

multi-support
flannel

multi-support
multi-support
multi-support
IBM Cloud

Netwaorking +

Ccalico

flannel and/or
Calico

GCE

Azure

Azure

none

flannel
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Human User

@ @)

—_——

Pod
(Kubemetes
Service Account)

v

Authentication Authorization

Kubernetes
Api Server

®

Admission
Control

& & &
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