Chapter 1: Introduction to Cybersecurity and
the Economy
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PayPal
T S B e R

Please Update Your Account

Dear valued PayPal member:

It has come to out attention that your PayPal account information needs to
be updated as part of owr continuing commitment to protect your account
and to reduce the instance of fraud on our website, If you could please take
5-10 minutes out of your online experience and update your personal records
you will not run into any future problems with the online services,

Howewver, fallure to update your records will result in account suspension.
Please update your records on or before 10 Dec. 2011.

Once you have updated your account records, your PayPal session will not
be interrupted and will continue as normal.

To update your PayPal records click on the following link:
L Tt E :

PayPal, Inc.

P.0. Box 45950

Omaha, NE 68145 WARNING - This is a phishing email.
: A If you receive an email like this,

Sincerely, do not click on any links.

PayPal

[3]



Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,
Payment will be raised on B Can 1 Recover M}" Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not 50 enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
il We will have free events for users who are so poor that they couldn't pay in 6 months.

SMEMANT (AT .55

will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin®.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

TS B e Bl e B e o Tod B opnn

17 0 ]

Time Lef

Send $300 worth of bitcoin to this address:

bitcoin

e [12t9YDPgwueZ9NyMgw519pT AABIsjr6 SMw
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Chapter 2: Cyber Crime - Who the Attackers
Are

FIGURE7
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Cybercriminals use many methods to penetrate lenders and bank
accounts

Jan 2016 Nov. 2016
Nov. 2015 Millions of customers Cybercriminals steal
A teenager locked out of UK. 2.5 million pounds April 2017 June 2017
steals personal accounts for hours from 9,000 customers Intruders access Global ransomware
data and bank after an attack by cracking payment  personal data for  attack compromises
account numbers paralyzes website card security 270,000 customers 80 Ukrainian lenders
for 157,000
customers

|
I N NS

TalkTalk HSBC Tesco Wonga Ukraine Banks
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Infected attachment
via emails

1. Infection

Emails with exploits

Credentials stolen

Bank Employee

100s of machines infected
in search of the Admin PC

2. Harvesting Intelligence

Cash transfer systems Admin PC

3. Mimicking the staff

Online banking
Money was transferred
to fraudsters' accounts

E-payment systems
Money was transferred
to banks in China and the US

Inflating account balances
The extra funds were pocketed
via a fraudulent transaction

Controlling ATMs
Orders to dispense cash at a
pre-determined time
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HSBC Bank (US & UK ) Servers Are Down!

& [B)uy12,2016 (> News

Hello Guys, today we checked HSBC Bank security , and their website was able 10 be attacked! and now we took it down!

if YOu are working on HSBC Bank , please contact us on https./fourmine org/news/contact-us

and we will stop the attack and we will let you know how to protect it from people attacks!

HSBC UK: hshe.co.uk

HSBC US: us.hsbc.com

It's not just you! http://www.hsbc.co.uk looks down from here.

Check another site?

Tired of downtime and looking for great web hosting?

Move 1o SiteGround and gel free migralion
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Chapter 3: Counting the Costs
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# Reviews

Antivirus Software # Licenses Best Price
Rating (1-5)
Kaspersky 579 Reviews 3 Licenses $24.90
4.0 Stars
Bitdefender 88 Reviews 3 Licenses $59.99
3.0 Stars
f::_' Norton 360 1,327 Reviews 3 Licenses $39.00
a 4.0 Stars
BullGuard Premium 2 Reviews 1 Licenses $65.18
3.0 Stars
=~ L . B
AVG Antivirus 29 Reviews 3 Licenses $35.26
I,@ 3.5 Stars
ESET NOD32 22 Reviews 3 Licenses $38.88
4.5 Stars
PRODUCT PRICE
MALWARE DRAG ON
C:‘;T:él TEST RESULTS Expl;Zf:N e DETECTION & SYSTEM NE?E::ESF
REMOVAL RESOURCES
Bitdefender Internet Security... $51.99 @ Bitdefe... 99 10 98 100% 97% 3
Kaspersky Internet Security ... $39.99 @Kaspers... 9.8 9.8 10 100% 95% 3]
McAfee LiveSafe $99.99 @McAfee A 9.5 9.8 99% 95% 10
Avira Check Price A 2.4 10 8.3 99% 99% 1
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Thawte

Thawte offers five SSL certificate options; Thawte SSL ($149/yr),
Web Server SSL ($249/yr), Web Server EV SSL (8599/yr)and

SGC SuperCerts ($699) and Wildcard SSL ($639/yr). All the
certificates have 128/256 bit encryption and come with warranty

ranging from 100,000 US to 500,000 USD.

The certificates are issues between 24 to 48 hours and come with a

tree Thawte Site Seal. You can compare the features of the SSL

certificates at the website.

The Windows 10 defense stack

PRE-BREACH

POST-BREACH

Device
protection

N

Device integrity

Device control

Threat Identity
resistance protection
Edge/SmartScreen
Firewall Windows Hello :)

Device Guard Credential Guard
Application Guard
Antivirus

Exploit Guard

Information
protection

BitLocker and
BitLocker to Go

Windows
Information
Protection

Breach detection
investigation &
response

Conditional Access

Windows Defender
ATP
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WINDOWS 10 SECURITY FEATURES AND BENEFITS

=)

Device
Protection

®

Threat
Resistance

Breach@ Informatione Identity @

Detection

Protection

Protection

Feature

Trusted Platform Module
Windows-as-a-Service
Windows Trusted Boot
UEFI Secure Boot
Virtualization Based Security
SmartScreen

Windows Firewall
Windows Defender
Microsoft Edge

WD Application Guard
Device Guard

Windows Hello

Hello Companion Devices
Credential Guard

BitLocker/Device Encryption
BitLocker to Go

BitLocker Admin & Monitor
Windows Information Protection

(was EDP’

Windows Defender Advanced
Threat Protection

Conditional Access

Explanation

Windows uses a crypto processor (TPM) to encrypt and keep security keys from attackers
Keeps OS always up to date with latest cumulative features and security to prevent exploits
Insures Windows boots and Anti-Virus software launches before any applications/malware
BIOS replacement, ensures hardware & Windows has not been tampered with b%e launch
Containerizes key OS functions to prevent attacks like “pass the hash” - Can't find it, can't attack it
Prevents users from visiting blacklisted websites or executing blacklisted apps

Device-level PC firewall to prevent unauthorized network access to device

Anti-virus software based on the world's largest global threat database

World's most secure enterprise browser — half the vulnerabilities of other browsers

Tiny HW-isolated Windows instance for Microsoft Edge to browse untrusted website (2017)
Only IT/Windows Store approved applications can run. Like on a phone, malware can't run
Two-factor authentication using face, fingerprint, biometric, or PIN. Confirms to website

Use phone, badge, or wearable, or other devices to unlock your PC with Windows Hello
Guards your user credentials from being stolen and used on other devices on the network
Locks your data on hard drive using encryption

Locks you data on thumb drives or other storage devices using encryption

Ensures corporate devices are BitLocker encrypted for compliance. Stores recovery keys

Separates business vs. personal data to prevent sharing to non-business documents/apps. Wipes
data off devices. Protected documents cannot be opened on unmanaged machine

Global cloud-based threat intelligence service to detect, investigate, and respond to highly
targeted advanced attacks on your networks - Know if you are under attack and by whom

Only tamper free devices, that are compliant with your security standards can access resources
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<« Windows Defender Security Center

@ Securi |
ecurity at a glance

O See what's happening with the security and health of your device
R and take any actions needed.
«)
=
@ . . .

Virus & threat Account protection Firewall & network App & browser control
& protection No action needed. protection No action needed.

No action needed. No action needed.

Device security Device performance & Family options

No action needed. health Manage how your family

No action needed. uses their devices.

September October 1=

Protection against 0-day malware attacks, inclusive of web and e-mail threats (Real-
World Testing) 100% 96.3% 99_0%
202 samples used

99.9% 98 5%

Detection of widespread and prevalent malware discovered in the last 4 weeks (the AV-
TEST reference set)

9,797 samples used
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< Windows Defender Security Center

™ Home L -

O Virus & threat protection %8 Virus & threat protection settings
No action needed

S Account protection Windows Defender Security Center

{9 Firewall & network protection R . = .
- <& Virus & threat protection updates Ransomware protection
5 App & browser control otection definitions are up to date ] Protect your files against threats like ransomware, and see how to restore
ast update: 11:58 AM Tuesday, May 8, 2018 files in case of an attack
Q

2 Device security

Device performance & health Ransomware protection “ Controlled folder access
No actio ed / Protect files, folders, and memory areas on your device from unautharized
P © acton neede: = changes by unfriendly applications
|
=Y @D or
@ Protected folders
dh

LN Administrator: Windows PowerShell

wWindows PowerShe
Copyright (C) Microsoft Corporation. All rights reserved.

Set-MpPreference Enabled
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[ & | 3 Reported Unsafe Websi X | =

&< = O /A Unsafe website https://smartscreentestratings2.net/

This website has been reported as
unsafe

smartscreentestratings2.net
We recommend that you do not continue to this website. It has been

reported to Microsoft for containing threats to your computer that
might reveal personal or financial information.

Back to safety

More information

Windows Defender SmartScreen

@ Virus & threat protection

Connection blocked
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The “Guards”

Token
Kerberos

t Accounts
Auth blob
Kerberos secrets
NTLM secrets
Saved Domain
credentials

Azure AD
Token Binding Keys

Credential Guard

Hello

Virtualization Based Security (VBS)

Private
Key

MSA AAD Private

secrets  secrets Key
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{2 Event Viewer
File Action View Help

e 5o  HE

» [] EapMethods-RasChap Ll Operational Number
> ] EapMethods-RasTls
5[] EapMethods-Sim Level Date and Time Source Event.. Task Category
» 3 EapMethods-Ttls °Ermr 7/22/2017 8:29:09 AM  Eventlog-For... 102 None
> E EDP-Audit-Regular ofrmr 7/22/2017 8:29:09 AM  Eventlog-For... 102 None
> [ EDP-Audit-TCB @ Error 7/22/2017 8:27:51 AM  Eventlog-For... 102 None
» [ EmbeddedApplLauncher @kror 7/22/2017 827:51 AM  Eventlog-For... 102 None
> 4 Energy-Estimation-Engine O Eror 7/22/2017 8:26:33AM  Eventlog-For... 102 None
» [ EnrollmentPolicyWebServic (| @@ Error 7/22/2017 8:26:33 AM  Eventlog-For... 102 None
» [ EnrollmentWebService ©Eror 7/22/20178:25:15AM  Eventlog-For.. 102 None
» L Ese @ Error 7/22/20178:25:15AM  Eventlog-For.. 102 None
> I EventCollector | ®erer 7/22/20178235TAM  Eventlog-For.. 102 None
v [ Bventlog-ForwardingPlugir | gy o, 7/22/201782357TAM  Eventlog-For.. 102 None
. [ Opentional (@) Information 722201782241 AM  Eventlog-For... 100 None
» L] Fault-Tolerant-Heap (i) Information 7/22/2017 82241 AM  Eventlog-For.. 100 None
» || FederationServices-Deploy .
» [ FileServices-ServerManage! (@) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
5 [ FileShareShadowCopyProv oErrol 7/22/2017 8:22:40 AM  Eventlog-For... 102 None
s [ FMS @Infon’nation 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
s I Folder Redirection /1. Warning 7/22/2017 8:22.40 AM  Eventlog-For... 101 None
5[] GenericRoaming (@) Information 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
» [ glend (@) Informatien 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
> [ GroupPolicy OError 7/22/2017 8:22.40 AM  Eventlog-For... 102 None
> [ Help @Infcrmatian 7/22/2017 8:22:40 AM  Eventlog-For... 100 Nene
» [] HomeGroup Control Panel @Informatian 7/22/2017 8:22:40 AM  Eventlog-For... 100 Nene
y E Httplog @Infurmatian 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
» [ HttpService (@) Information 7/22/2017 82240 AM  Eventlog-For... 100 None
> j Hyper-V-Guest-Drivers @Infnrmaticm 7/22/2017 8:22:40 AM  Eventlog-For... 100 None
» [ 1dceds (@ Information 7/22/20178:22:40AM  Eventlog-For.. 100 None
> E International (i) Information 7/22/2017 822:40 AM  Eventlog-For... 100 None
» [ International-RegionalOpti || (5 16 rmation 7/22/2017 822:40AM  Eventlog-For.. 100 None
> rl Iphlpsve (D1t : 71243017 ©2%A0 AMS  Casentlan E. 100 AL
; Ei ::::::DS'KD CProxy Event 102, Eventlog-ForwardingPlugin
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Protecting an endpoint is hard

PERFORMANCE

Hit on your endpoints

SECURITY TEAM COsT

Tirme and skills Multiple solutions and on-prem infrastructure

World-wide outbreaks ——
Advanced attacks “
Supply chain

Fileless attacks

Vulnerabilities

am Vindows

Asset discovery

Hunting & forensics
Application whitelisting
Vulnerability patching
Endpoint detection & response
Machine Leaming

Sandboxing

Attack surface reduction
Remediation

Signatures

Hast intrusion prevention system
(HIPS)

Exploit mitigation

Antivirus
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Cloud monitoring

Windows ATP
and reporting

hunters

Industry Microsoft AM
collaborators researchers |

Microsoft threat
intelligence

d—b_\/\.

Always-on heuristics Forensic collection : Security information
and behavior and file detonation D_ed icated and secure and event management
sensors Windows Defender ATP A
Onboarded tenant
endpoints

Windows Defender ATP portal
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Chapter 4: The Threat Landscape

Credit card
fraud

Credit Card
Testing

Card Not
Present Fraud

Application
fraud

Financial
Trojans

Phishing

Dumpster

o Mobile Fraud
Diving

Compromised
Account Fraud

Pretexting

Counterfeit

U.S. card fraud by type, 2014
Other

----

Online (card not present)

[23]




Criminal has all required information of victim

Criminal submit new credit card request to bank

Criminal receive new credit card and performs illegal purchases

Criminal has victims name, credit card number and expiration date

Criminal performs test purchases to identify verification code

Criminal identifies verification code

Criminal performs illegal purchases

[24]



Criminal setup website similiar to victims banking portal

Criminal manipulate victim to visit malicious banking portal

Victim enters credentials on malicious banking portal

Victim get redirected to legit banking portal

Criminal gained credentials for banking portal

[25]



Criminal has the
victim's name, credit
card number, and
expiration date

Criminal performs
small value
transactions

Ramnit established C2C communication

Ramnit receive configuration file
Victim visit banking website

Ramnit modify visited website and victim lands on modified banking website

Victim enters credentrials on modified banking website

Ramnit transfer credentials to threat actor

[26]



Victim receive spam email with comprossed attachment

Victim opens attachment

Bebloh copies itself onto %temp% folder

Bebloh performs code injection into explorer.exe

Bebloh adds itself into autostart before shutdown

Bebloh establish C2C communication

Bebloh download additional malware

Victim visit banking portal

Bebloh captures credentials and send to threat actor

[27]



pear [

It has come our attention that our online banking portal might have been compromised. Protecting our customers
identity and assets is very important to us. We therefore are reaching out to you asking you to reset your
credentials immediately.

The government is supporting us during the crisis. They have helped build a secure approach to reset customer
records without the need of visiting a local branch. Please therefore use the below URL to perform the data reset.
Since keeping your records secure is a top priority for us you will be asked to enter the following information’s:

- Government ID number

- Firstand Last Name as it appears on Government ID
- Home address

- Phone number

- Amount and merchant of last 3 purchases

- Expected balance

- Username

- Password

Your security is important to us. We therefore ask to complete this within he next 5 business days. In case you need
assistance please contact us over the secure phone line: _

secure URL: [

Thank You,

Fraud Detection & Investigation
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Denial-of-
ATM Attacks POS Attacks Service
(DDoS)

Blackmailing Ransomware
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Chapter 5: Phishing, Spamming, and
Scamming to Steal Data and Money

Subject: Record Update.

From: "Dept. Of Labor” <records@dol.gov==
Date: 1/18/2016 1:57 PM

To: undisclosed-recipients:;

This is an urgent request to update your employment record at the U.S Department of Labor.

Update

Thank you

U.5 Dept. of Labor
Frances Perkins Building,
200 Constitution Ave., NW,
Washington, DC 20210

[30]



Hi <customer>,

This is a follow-up regarding your package delivery:

» Tracking Number: Op2uYgSRTho

The package contained in the above-mentioned shipment was not accepted at the destination address.
Please contact your local UPS office and provide the printed delivery sticker, induded in this email.

Please note that in case of a failure to contact your local UPS office within 21 days the parcel will be
returnaed to sender.

Thanks so much for shipping with UPS.

ﬂ Get the UPS My Choice app for Facebook

u Dowriboad the LIPS mobile app
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PayPal
We need your help

Your account has been suspended, as an error was detected in your informations.
The reason for the error is not certain, but for security reasons, we have suspended
your account temporarily

We need you to update your informations for further use of your PayPal account.

Update your information

You are currently made disabled of :

Adding a payment method Sending payment
Adding a billing address Accepting payment

Please do not reply to this emall. We are unable 1o respond to Inquiries sent to this address. For Immediate answers to your questions, visit our
Help Center by clicking "Help" located on any PayPal page or emall.

Caopyright & 2016 PayPal, Inc. All rights reserved. PayPal Is located at 2211 N. First St., San Jose, CA 95131,
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P pPayral
We couldn't verify your recent transaction

Dear Client,

We just wanted to confirm that vou've changed vour password. If vou didn't make this change,
pleaze check information in here. It's important that vou let us know because it helps us prevent
unauthorised persons from accesszing the PayPal network and your account information

We've noticed some changes to vour unsual selling activities and wall nead some more

information about your recent sales.

Thank vou for vour understanding and cooperation. If vou need further assistance, please click
Contact at the bottom of any PayPal page

Smcerely,
PayPal

[33]



®°e® irs Identity Verification Service — Inbox

W R = W = ™ ot
irsgov & Today at 5:02 AM
To: @kaspersky.com

irs Identity Verification Service

@RS

Dear Tax Payer,

This is an automated emall, please do not reply.

We've nofice your account information is missing or incomect.

We need to verify your account information to file your Tax Refund.
Please follow this link to verify your information.

Thanks,

IRS Team
2016 IRS All right reserved.

IMPORTANT NOTE: If you receive this message in spam or junk it is a result of your
network provider. Please move this message to your inbox and follow the instruction above.

L

Scoftt

Urgent

Hallo Stuart,

Hawve you got a minute? | am currently ied up in a meeting. We need to facitate a wire transier 10 Indonesia for payment
of an invoice Peter needs us 1o pay for today.

Let me know 50 | can pass across furthes information 10 you. Thanks.

Regards,
Scott

Sent from my iPhone

[34]




—————— Forwarded message -——-—

From: Doug Williams <chrispid@t-cnline.de>

Date: Wed, Apr 13, 2016 at 11:47 AM

Subject: Invoice for Lehigh University ; Attention: Controller
To:

This is a private message for the Controller, Lehigh University. If it is not you, please ignore and discard it.

Hi John Gasdaska,

Since we have not received a contract termination letter, | am assuming that you might have unintentionally overlooked our invoice
04/16000331799 (Unpaid). If you intend to bring to an end the account, just let us know. Be informed that early withdrawal
penalties will apply.

Refer to the attached document for billing information.

Regards,
Doug.

Doug Williams

Sterling Savings Bank | Accounting and Billing Team
6400 Uptown Bivd Ne Albuquerque New Mexico,87110
T: 866-905-9901 | Copyright © 2016

Urgent Request Inbox  x =
AT . 7:50 AM (1 hour ago) - v
o me |~
Alanna

I want you to send me the list of W-2 copy of employees wage
and tax statement for 2015, 1 need them in PDF file type, you
can send it as an attachment. Kindly prepare the lists and email
them to me asap.

[35]



-

Payment

Hi Michael,

Please find enclosed vendor banking instructions for a payment that was
suppose to go out in the previous week. I need you to process it immediately.

I am a bit busy now but will give you a call within the hour regarding the
payment.

Regards,

Sent from my Mobile

& Remote Installation E

Appearance

Installation folder on target computer:
SeCOMMOMAPPDATASRY W

Append keylogger engine to file or another application

File path:
C:\Images'phato.jpg| Browse. ..

< Back Cancel Help
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Your phone is locked for viewing child pornography.
All your files are encrypted. Your phone is locked until payment of the fine of $ 100.

You have 48 hours to pay the fine in case of refusal to pay all of your files will be handed over to the
police.

You have 48 hours to pay the fine in case of refusal to pay all of your files will be handed over to the
police.

Is your personal account, Bitcoin
1G5FiCaalKCfEK7seMyYFpX99PXgriugkBs
for payment,

After paying the fine, your phone automatically unlocks.
Buy bitcoin.
https:/i'www.coinbase.com/
https.//btc-e.com/

Help :
https:/{www.youtube.com/watch?v=Apk4803EL0
https:ffwww.youtube.com/watch?v=C3GxTwEcrSU
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.ﬁ You've received an E-Greeting - Message r._—|rg—|g|
‘ Ele Edt View [nset Fomat Tools Table Window Help x

izdgend | @ ~ |18 | Y 8 | ¥ (5] ) options.. v |HTML z
e ;

i To... TalkTols

Wee.. |

Subject: Yo-l.l'w received an E-Greeting
il (4] 4 o B TmesNewRonn - 12 - A-| B Z U |[E|= EliéEg

"~
garefuse@zambomn com has sent you a custom card from hallmark com.
To get your Ecard, click on this link:
hallmark com
Greetings, bt
hallmark com :
k4
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Hello,

I'm reaching out because I'm experiencing a few minor errors while browsing your site. As a Digital Marketing manager, [ know how frustrating
things like this can be. so I wanted to reach out to see if T can help.

Mainly, I'm experiencing issues loading your site on my mobile device. This is a faitly common issue, especially since this April, when Google
started heavily rewarding sites with a speedy mobile user experience, and punishing those with bulky. lagging designs that aren’t suited to small,
vertical screens. With over 50 percent of people browsing the internet with their phones, that’s a fair share of the market to consider.

Based locally in Libertyville, IL, my team has over 23 years of experience developing elastic designs that can be viewed on any device. We're also
Google Partners and have received many accolades throughout the years. Our first client was a little startup company called “E-bay”. We would be
happy to jump on a call with you to review these problems and more to help your brand get the best online visibility possible.

What day this week works best for a call?

Regards,

Steve K.

[39]



Chapter 6: The Malware Plague

Malware Trend

A

Business and Malware Trends

Nation State
Espionage

Advance Persistent
Threat

Most businesses
are here

Convention
al Threat

Business Agility / Speed
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=

Number of new malware specimen
(count in millions)

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
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*Process of identifying as much information as possible about the target

*Process of building and/or choosing the malicious payload

*Process of delivering the weapon to the target

J

device

*Once target is compromised expootation is the process of gathering intelligence on compromised

*Process of ensuring that payload / malware is persistent

*Process of communication between comrpomised device and threat actor

*Process of performing malicious activities such as data exfiltration

Computers interfaced
with internet

Computer infected with

W32/ Sasser Computer w/ gecurity

holesz

Penetration
Attaclks!

Penetration attacks
when infected
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© @0

INFECTED DOCUMENT PHISHING EMAIL MALICIOUS ADS

| | |

l Drops Ransomware on PC

How the

WannaCry @ -

ransomware b

spread by using

the EternalBlue T

EXPIOit Sends Encryption Key
—

|U.H|=|rtmm_ MALICIOUS SERVER

o

&3 -
ETERNAL INFECTED AND
BLUE ENCRYPTED

!
2] o

—L Q I

¢

OUTDATED UPDATED, CLEAN
AND INFECTED

“

Outdated PCs. EternalBlue exploit present. SHARED FILES Updated PCs. No EternalBlue exploit.
Ransomware infection succeeds. Ransomware infection fails.
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Send me your E-Banking info

N S .
" Victim in Delhi
infected with
TROJAN
J Here is my ATM pin code

e
N

I Here is my Gmail ID & Password

Victim in Bangalore
infected with
TROJAN
Send me your Gmail credentials

1 ®

Infektion Shutdown-Befehl
— AV-Scanner +®
o] @ @ findet nichts r .’
HD  gebloh Delete Bebloh  Link Autostart

explorer.exe

" - o

[45]



2ee-0000000 -

©

e

L] [ o
. i L3

= Legitimate Websites 3
b

Malveriemant

Commang & Contral Main

Financial

institution Command & Cangol
Bank Systam

Uploads malicious advertisements to kegitimate and fraud advertisements servers
The malicious advertisements published among the legitimate websites

User accesses to an infacted website

The website contént containg redirection to the malicious Explait Kt

The user i3 redirected to the malicious Exploit Kit

The user's PC exploited, the payload was downlcaded sucoessfully

The Trojan réparts for a new bat to the CRC

The CE&L sends instruction to the Trajan

User access to financial institution

The Trojan reparts for the user activities

The CAC sapnds commands to the Trajan to manipulate user bank transactions
Trajan manipulates User’s bank transaction

Trajan rg parts the CEC about successfulfailed transaction
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Spyware software payload

1. Spyware engine infects
a user's computer.

Computer user

2. Spyware process collects
keystrokes, passwords,
and screen captures.

—>

3. Spyware process
periodically sends
collected data to
spyware data collection

agent.
Spyware data collection agent .
81% 4% 3% 3% 2% <1% <1% <1% 10%
. ® [ ] ® L [ ] .
Installed/ E-mail Web/Intemet | Web/internet | Installed by Network Portable media| Codedinto Unknown
Injected by B 3“;‘;3‘;:";1_":“ other malware | propagation & devices existing
remote attacker| o ' - program/script
(2. 2 logic bomb)
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Chapter 7: Vulnerabilities and Exploits

m Imp'ementatio — -

Establish Security Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive

Technical Impact

Business Impact
Adjuires rovuege o

AvyuuTu rovocge vayer
v asssasss ¢BESS ~u€sS

AR UM TR L 1cvarcuve

Required Privilege
P ———
AvEss vevius

Auncnuauve cucegth

AT YA AR AARATH L AR

Deployment Scope )

A A 4 A 4 Y Y ¢

[ Attack Surface Subscore
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TheRealDeal Market

- MS15-034 Microsoft IIS Remote Code Execution BTC 518.30255912
My Purchases Reversed from http.sys exploit includes ROP gadgets for Server 2008 and Server 2012 only. | Message
will also send you the research and reversing info from patch to diff to vuin ...
=

comes with shelicode for a reverse cmd shell but this can obviously be changed.

Categories

0-Day exploits (4) Otfering this for a limited amount of time only as | might aiready have client in real life.
© FUD Exploits (4) Pay escrow to prove you have the funds, then test the expioit and see for yourself, as usual,
© 1Day Private

Exploits (2) By bestbuy )

Information (8) Added: 1 dey 00
© Money (36) W 0 reviews
o Source Code (4)
© Spam (3) Available Locations Cost
o Accounts (7) Worldwide BTC 0.00000000
o Cards

Format String
Attacks

Buffer Integer Memory
Overflow Overflow Corruption

SQL
Injections

Race Cross Site One Click
Condition Scripting Attack
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0022FEE 0 JlIEEE =1 20N [dest = 8822FF50
S

VUL CE 4 COELCELECCEE Src = Teshe . uuyuivuy

0022FEES 00800601 Ln = 1

BO22FEEC ©84812B5 p; RETURN #0 teste.004812B5 from teste.084017B0O
0822FEF® BO22FEDO
0O22FEF4 00000002
0022FEF8 0022FFC4
0B22FEFC 76478CD5 0 fucrt .76478CDS
0B22FFBA CF1227D3 T
0B22FFB4 FFFFFFFE
0022FFO8 764598DA RETURN to msucrt.764598DA from msucrt.7645987B
0022FFOC 00000610
AO22FF10 B02EOF 5
0B22FF14

PB22FF18

8022FF1C

0022FF20 L4F4CL4548 g STACK
0022FF24 U4FL4CL548

0022FF28 A4F4CL548
0022FF2C 4F4C4548
0022FF30 U4FLC4548
0022FF34 U4FLCL548
OB22FF38 UF4CL548
B022FF3C  4F4CH548
0022FF40 U4F4CL548
0022FF48 4F4CL4548 HELO
0022FF4C 4FL4CL4548 HELO

tials1.c P tiaisO e it 0.c 1 Intolc

<stdio.h>
<cs50.h>

main()

WO~ B W

llltU.I.‘-l.;lI:lo: TOFMEL SPECLILES LYPE LIL DUL LIE aryument nas Lype Lwony
[-Werror, -Wformat]
printf("%i", 2147483648+1);

1 error generated.
make: *** [int@1] Error 1
-




- Terminal
File Edit View Search Terminal Help
ilroy@dallas vl format.c
ilroy@dallas vi formatstr.c
ilroy@dallas ./formatstr %x
1064b2e

1lroy@dallas . cat formatstr.c
include <stdio.h>

include <string.h=

include <stdlib.h>

Lnt main(int argc, char *argv[])
{

char *x=(char *)malloc(40);
strncpy(x,argv[1],40);
printf(x);

printf("\n");

return(0);

s

1lroy@dallas
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Perpetrator injects the Website

website with a malicious For each visit to the
script that steals each website, the malicious

visitor's session cookies script is activated

Visitor's session cookie

is sent to perpetrator.

<
]
Perpetrator Website Visitor

Perpetrator discovers a
website having a vulnerability
that enables script injection

Lmalicious site

2. The victim visits a
malicious site in another
browser window

3. The malicious site makes
request to the attacked application
using the victim's session cookies

* >

z 1. The victim logs in and creates session

for the attacked web application

A
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A SQL query is one : SQL injection occurs
way an application : when an application fails
talks to the database. : to sanitize untrusted data
(such as data in web form
fields) in a database query.

An attacker can use
specially-crafted SQL
commands to trick the
application into asking
the database to execute
unexpected commands.
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Chapter 8: Attacking Online Banking
Systems

80

70.4

20 _ 69

60

50

40

30

Share of digital banking users

20

10

2013 2014* 2015*% 2016* 2017* 2018*
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A

Man-in-the-Browser Attack (MitB)

S —

Credential Stealing Attack (CSA)

J

Channel Breaking Attack (CBA)

Client side Network

Server
Infrastructure
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Chapter 9: Vulnerable Networks and
Services - a Gateway for Intrusion

Sign in
Email

test@example.com' OR 1=1 -

Password

|-P file] [-C file] -M

[TEXT]

[FILE]

[TEXT]

[FILE]

[TEXT]

[FILE] H ( ds t

[FILE] H 1 ntain frd READM for more information.

[FILE]
[n/s/ns

[NUM]
[NUM] : V ( Lt
-R [NUM] : o tries befaore up . » tota b 11 be NUM + 1.
[NUM] : f
[NUM]
ult is
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¥ ! Brutus - AET2 - www_hoobie. net/brutus - {January 2000)
File Tools Help

Target [127.0.0.1 Tupe |HTTP [Basic duth] »| | Start | Stop |Elear‘

Connection Options

Port |80 Connections T 10 Timeout T.J 10 [ Use Proy

‘HTTP [Bazic] Optiohs
Method |HEAD - W Eeepblive

“Authentication Options

v Usze Usemame [ Single User Pazz Mode |Word List -

Idzer File |users.t:-:t Browse Paz= File |wurds.t:-ct Browse

Paszitive Authentication Results

T arget | Tvpe | Uzemame Password |

You'll be subscribed to our list as soon as you complete this step.

To help prevent spam, please type the text you see in the box above.

Subscrice Me

‘ro-de-akitaiscripts akltdf doipher @9

akitarscripts aklt4dd
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:~# aircrack-ng - - w /root/Desktop/Everything2016.txt /root/Desktop/-02.cap
Opening /root/Desktop/- 0
Reading packets, please w

Aircrack-ng 1.2 rcd
[08:30:03] 76108192/310022794 keys tested (2546.87 k/s)

Time left: 1 day, 1 hour, 31 minutes, 15 seconds

Master Key - 2A 17 18 00 1D EF 3A 3F
FE B2 29 9A 9F 75 CF 73 31

Transient Key : 76 OF EB A7 52 4D 01
CB 0B 3F 66 76 79 FE BF
20 E6 A3 61 96 BA 9D 48
24 96 D6 03 DA 68 9D

EAPOL HEAC : F1 99 55 94 53 3B F7
s ~#

~ Kismet Sort View Windows
TRENDnet 00:14:01:5F:97:12 A Trendwarel --- wlan0

77 ActiontecE
Elina-PC-Wireless 00:2 5 E2 A 2462 0 o 1 Netgear
Pickles S . 3 y cme ma= Netgear === Wlan

Detected new managed network "landscapers”, BSSID 00:14:BF:07:2F:84, encryption mo, channel 6, 54.00 mbit
No update from GPSD in 15 seconds or more, attempting to reconnect
[0l Could not connect to the spectools server localhost:30569
INFO: Detected new managed network “QOF33", BSSID 00:1F:% Cb:C2, encryption yes, channel 1, 54.00 mbit
EEEE: Mo update from GPSD in 15 seconds or more, attempting to reconmect
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Chapter 10: Responding to Service
Disruption
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3 Copies of
All Data

2 Separate Secure
Copies Saved Onsite

1 Copy Saved Securely
Offsite in the Cloud
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No ASR Balance ASR

Human Attack Surface

Network Attack Surface I -

System Attack Surface

Damag'e
System Contained
Owned System Targets
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Detection
and

Analysis

Containment

Eradication
and
Recovery

Post-
Incident

Activity
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Chapter 11: The Human Problem -
Governance Fail

@ Zimbra: Final reminder: Notice of Tax Return - Mozilla Firefox = | (O] | -

S https://webmail.library.ucsb.edu/zimbra/public/launchNewWindow.jsp?skin=sa
| Sl print ) Close

Subject: Final reminder: Notice of Tax Return

ocaleld=en_US&full=1

» SentBy "IRS Online™ <reminde@irsm.com> On: April 10, 2013 1:56 PM
To: undisclosedrecipients:;
Reply To: noreply @irsm.com

Wow! Looks
m IRS official, right? It

Department of the Treasury SayS IRS, it haS
Internal Revenue Service the 10g0... etc.

F 3

04/10/2013
Referance: I3H583326/13

Claim Your Tax Refund Online
Dear Taxpayer,

If it sounds too
We identified an error in the calculation of your tax from
the last payment, amounting to § 319.85. e gOOd to be true,

=
In order for us to return the excess payment, you need to then it prObably 18
create a e Refund account after which the funds will be tOO gOOd tO be
credited to your specified bank account.

Please click "Get Started" below to claim your refund:

Get Started == Hover the mouse over the link, but DO NOT
0 click the link!

Now observe the actual link you would
/ be taken to!
careybaptist.org.uk/inc/.s/

x &
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~;. Personal Predisposition
.+ Previous legal violations
.+ Socialprofessional network risk

% P I St
Insider Threat Activity . Fersonal stressors

+ I[P Theft/Fraud

» Concealment
Behavior

-+ Financial process
- » Legal problems

Concerning Behaviors Professional Stressors

= DLP violations
» Code of Conduct

* Demotion
/> = Disappointing review

Insider Threat
Common Factors

violations
From: John Doe <jdoe@companydomain.us>
Date: July 30, 2015 at 10:27 AM EDT
To: Jane Smith jsmith@companydomain.com
Jane,

Process a wire of $98,500 USD to the attached wiring instructions. This should be coded to Admin
Expenses. Let me know when it is completed.

Thanks,

John Doe
CEO, Company Domain
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Chapter 12: Securing the Perimeter and
Protecting the Assets

SAVEL

Firewall
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Firewall

Firewall

Load Balancer
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Firewall

Load Balancer
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Windows _ | Microsoft -Ormpta _
Defender ATP ” Intune 7/ Azure
AD
Windows t A
Defender
System Guard
A
e Windows 10 device

- Original connection .‘==“
- » PN
k)

- [ -

New connection

e
()

Man in the middle, Phisher,
Or anNoNymMous proxy
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THE WINDOWS 10 DEFENSE STACK
PROTECT, DETECT & RESPOND

PRE-BREACH _ POST-BREACH

Breach detection
investigation &
response

Device Threat Identity Information
protection resistance protection protection

Virtualization UEFI Secure Windows
Based Security Boot Trusted Boot

Trusted
Platform
Module
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Device
Guard

Microsoft
Edge

SmartScreen

Windows
Defender

Credential
Guard

Windows Hello
Companion
Devices

Windows Hello

Device
Encryption

BitLocker

Windows
Information
Protection

BitLocker
Admin and
Monitoring

BitLocker To Go
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Windows Defender
Conditional Access Advanced Threat
Protection (ATP)

Security

Management
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Chapter 13: Threat and Vulnerability
Management

APPLICATION

APPLICATION
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APPLICATION
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86%

Non-Microsoft
(Third-party)

Programs

Microsoft
Products

Operating
Systems
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€

Results (1180 of 1280)

v Results by Severity Class (Total: 1180)

W High

|| Medium

| Low
Log

1130

M Results vulnerability word cloud v Results by CVSS (Total: 1180)

Authorization

nat

S'écurity F ecord 1,200
g g Inventory A }tlmers‘tadmps 1,100
o p ipher Medium 1,000
e DeteCtlo,D,Version Checks 900 -
Wrapper 22 consolidation 800
IcMP CPE N AS | Suites SSL/TLS Weak 700
Protocol type SSH 1cp "pLPrs | CGI 600
Report

f Forward -
HTTPDIRB  repoting™ o0
Timestamy Services Check rout 300‘
P Supported gs 7
Authenticated Service ppTI ﬁcem”fe""w 200
SMB/CIFS Scanning headers 100 4

Nikto Secrecy Perfect Ot T T T T T T 1T T T T

Tes NAO 1 2 3 456 7 8 910

1-100f 1180 g E2]

Vunerabity g Tsovris_ @0o0 JHost —Jocaton Joremed |

Microsoft Remote Desktop Protocol Detection
DNS Server Detection (UDP)

80% 192.168.86.61 3389/tcp  Tue Oct 24 15:22:06 2017
80% 192.168.86.7 53/udp Tue Oct 24 15:14:47 2017

0,955 Assets |

License Usage: 9955/ 5000000 (0.20%)
I

iscovered Assets

ASSET CHARTS

Assessment Status

Il Assessed (5.955)

I Discovered by
Seanning (2908)

I Discovered by
Connection (0)

‘SCANNED
Address Name Site
10.1.10.101 server001 Los Angeles - Full Audit

1784 39

Sites

7,862

Asset Groups Tagged Assets

Assets by Operating System Exploitable Assets by Skill Level

I Microsoft (6,410)

I Ubuntu (3,059)
I Linux (1,541) )
I Unknown OS (482) Il Novice (2,337)
A Debian (306) B intermediate (1,330)
I Sun (198) 4 Expert (878)
i No known exploit
I Red Hat (177) e
Cisco (173)
FreeBSD (143)
M Other (374)
Operating System & % Velnerbiltes  Riskv Assessed  LastScan Delete
Microsoft Windows Server 2003 R2, 89 339 1429 1690272 Yes Sun Ot 11
Enterprise Edition SP2 2015
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opt# nikto -port 80 -host http://192.168.0.1
Nikto v2.1.6

Target IP: 192.168.0.1
Target Hostname: 192.168.0.1
Target Port: 80
2017-05-11 10:32:23 (GMT-4)

Server: micro http

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some
forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the
site in a different fashion to the MIME type
+ ALl CGI directories 'found', use '-C none' to test none

R Untitied Session - OWASP ZAP ) . =» X B (= E -t
File Edit View Analyse Report Tools Online Help
Standard mode | ¥ E . g ioE ) /= e %
| | @ Sites Scripts | » Schnellstart [—v Request] %= Response ] 4 Break ] Skripting-Konsole
v @ FUsites Header: Text | ¥| |Body Text |
4 Aclive Scan all in Scope 8080 HTTP/1.1
> http://safebrowsing-cache.q Delete A Adivi
- g-cache.q L \ctive Scan site 0/20100101 Firefox/24.0
» ] http:/safebrowsing.clients.y Include in Context ® | ) Active Scan subtree 1:q=0.9,%/;q=0.8
Flag as Context > ? Active Scan single URL
Run application > | % spider Context >
Exclude from Context > Spider all in Scope
Exclude from > % Spider site
Break K Spider Subtree
¥ Spider URL
Resend /" “Forced Browse" Seite
»#* Verzeichnis fur “Forced Browsing
Forced Browse directory (and children
Open URL in Browser AJAX Spider Site
[
Add to Zest Script >
[Sessions 1 . ZestResults ] &' WebSockets & AJAX Spider I Output
| oints I [ Alerts | ) Active Scan N %8 Spider
|@® | FilterOFF Refresh Sites tree
; Save Raw > ;
‘ 1 GET  hitp/jenkinscd:808| 403 Forbidden 711ms Script, SetCookie, Comment |4
4 GET hitp:/fjenkinscd:8080/login?from=%2F 200 OK 320ms Form, Password, Hidden, Scr.. )
5 GET http:/fjenkinscd:8080/static/6590e6cc/cssistyle.css 200 OK 235ms |f Comment )
‘ 9 GET hitp:/fjenkinscd:8080/static/6590e6cc/s cripts/sortable.js 200 OK 395ms |f Comment
10 GET hitp:/fjenkinscd:8080/adjuncts/6590e6callibllayout’breadcrumbs.css 200 OK 398ms i Comment
‘ 11 GET http:/fjenkinscd:8080/static/6590e6cc/s cripts/yuilyahoolyahoo-min.js 200 OK 393ms i Comment
19 GET hitp:/fjenkinscd:8080/static/6590e6cc/s criptsfyui/element/element-min.js 200 OK 467ms |f Comment
21 GET hitp:/jenkinscd:8080istatic/6590e6ccls cripts/yui/button/button-min js 200 OK 496ms |f Comment
23 GET hitp:/fjenkinscd:8080istatic/6590e6cc/cssicolor.css 200 OK 543ms | Comment
25 GET hitp:/fjenkinscd:8080/static/6530e6cc/s criptsfyui/menu/assetsiskins/sam/menu.css 200 OK 521ms |~ Comment
24 GET hitp:/#jenkinscd:8080istatic/6590e6cc/s criptsfyui/containerfassetsicontainer.css 200 OK 501ms | Comment 3
22__OCT __ biin-lionkinead- Q080 inEnEEANaEncke adnbe hasildatns ousasidaton aures_min i a00_ow EAme Commant
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SCHEDULED NMAP

@ 10 WEEKLY

SCHEDULED OPENVAS IP / DNS / NET TO

D) 16 o & 0 ..

MAX WEEKLY IPs: 2000 MAX MONTHLY IPs: 64 MAX DAILY QUERIES: 1000

List of 30 most recent scans. In progress scans are able to be cancelled

Scan & Results Cancel
t HTML
OpenVAS 04:33:14
Scan started 13/03/18 @ 01:00:39 a @)
whé TEXT
Nikto 00:00:15

Scan started 11/03/18 @ 02:23:55

scanme.nmap.org
WhatWeb 00:00:02  TEXT
Scan started 10/03/18 @ 22:37:09

hackertarget.com
WhatWeb 00:00:02 | TEXT
Scan started 10/03/18 @ 01:19:58

traceroute-online.com
sslyze 00:00:01 TEXT
Scan started 09/03/18 @ 02:06:53

scanme.nmap.org
sslyze 00:00:01 TEXT
Scan started 09/03/18 @ 02:03:57

scanme.nmap.org TEXT HTML
Nmap 00:00:10

Scan started 08/03/18 @ 02:22:47 n

e.com
DomainProfiler 00:00:02 XLS

Scan started 07/03/18 @ 17:05:36
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Nessus€)

Live Results Scan
Mon, 17 Sep 2018 17:57:16 EDT
TABLE OF CONTENTS

Hosts Executive Summary
+ localhost

Hosts Executive Summary

localhost

Ccvss
10.0
9.3
9.3
9.3

9.3

Plugin

56584

108375

108585

109867

110806

117291

HIGH MEDIUM Low
Name
[Offline] Mozilla Foundation Unsupported Application Detection (macOS)
[Offline] Mozilla Firefox < 59 Multiple Vulnerabilities (macOS)
[Offine] Mozilla Firefox < 59.0.1 Multiple Code Execution Vulnerabilities (macOS)
[Offline] Mozilla Firefox < 60 Multiple Critical Vulnerabilities (macOS)
[Offline] Mozilla Firefox < 61 Multiple Critical Vulnerabilities (macOS)

[Offline] Mozilla Firefox < 62 Multiple Critical Vulnerabilities (macQOS)

Report generated by Nessus™

Collapse All | Expand All

37

INFO
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Burp Scanner Report

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
rofiocts the bedy impact of each issue for a typical arganization, lssues are also cassified according o confidence as Certain, Frm or Tentative. This roflects the
inherent relabilty of the techrique that was used 10 identify the ssue

Confidence
Corlain Fierm Tentative Totad
o 10
o F
Severity
0 7
2 4

The chart below shows the egated numbers of issues identified in each calegory. Sold colored bars represent issues with a confidence level of Certain, and the

bars fade as the confidence level falls

Number of issues

+oign |
Soverity Medur [
Low

0 |1 2 3 |4 5 C 7 8 o

Contents

1. XPath injection
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£ Back t

Scan Stats & Info Vulr

HIGH

26m 10s

Generate Report Exportto... =

Acunetix Threat Level 3

AcuSensor
- TECHNOLOGY

One or more high-severity type vulnerabilities have

been discovered by the scanner.
exploit these vulnerabilities and

Amalicious user can
compromise the

backend database and/or deface your website

Target Information

54,257

Activity

Overall progress

Scanning of

Scanning of

181ms 131

Latest Alerts (a5 Jas | 11| 25 |

t 1started

t 1 completed

Address (@ Possible ry)
Server nginx (@ Possible €S y) Nov 16,2016 12:01:25 PM
Advisories Tickets Devices Products Reports
() osshvosra
A ouncavon conee
. - - " e - [
e Vulnersbity Mansger Secamin Advimorien Advisaien by your
P
Q@
F :
3
2
5
@ A — EE
@ 2017 (1954)
@ Auditor
R
T W e u - -8 888888
Advisories by level of criticality Advisories by solution status. Advisories by CVSS$ score
W ey onca Weur -~
L~ Wurcsicnas 200
000
Lews crtcat W vencox Patdea 800,
osersey R —
w0
Wit aical 200
o
s H T 3 3 i H i 7 3 H )

User Prafile
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IEIGEE

HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEWY WIEWY ADD-INS TEAM
e & - - —
m db Cut Segoe U e A FTE= - [EPWepTet Text
— R Copy ~ R
Paste e rormatpaintey B T U~ EH - DA E== &= EMergetiConter =] $ - % 0 % 3
Clipboard ] Font F] Alignment [F] Number
Al > F Metwork Host Report
- - ';‘ p{vir
October 14, 2017 at 11:57 PM
This report contains information about the hosts that were discovered during the course of the
security assessment carried out using Core Impact,
For each host the vulnerahilities, identities and exposures identified during the course of the security
assessment are |isted. Due to the nature of the testing carried out with Core Impact this information
is confirmed,
‘ulnerabilities refer to problems exposed by Core Impact that could allow an unauthorized person to
get code execution on the target system. Exposures refer to problems that leak information that
could be leveraged by an unauthorized person to help identify target systems and find
vulnerabilities, Identities refer to user accounts that were confirmed,
SECTION B race
Workspace information 2
Summary 3
Identities types !
Hosts with valid identities G
Exploited hosts s
Applications 7
Ports B =
Vulnerabilities "
Identities "0
Identities - Windows NTLM 11
r
Identities - Kerberos 12 4
4 .. | Applications Ports Vulnerabilities Identities Identities - Windows NTLM Identities - Kerberos

2

I—_:_J

Conditional Format as

Farmatting -

®

Table ~
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Signed in as: Administrator  Sign out

Audit Group : All

Scope : Removed Vulnerabilities
Domain Vulnerability Severity Class CVSS Exploit Age (days)
btlab.test (1)
BTSOLUTIONS - Microsoft Windows Server 2012

Additional LSA Protection Not Configured Info Informational Check 0.0 No 22
Cannot Change Password Low Informational Check 0.0 No 22
DCE/RPC Service Detected Info Informational Check 0.0 No 22
HTTP 404 Not Found Response Detected Info Informational Check 0.0 No 0
HTTP Gzip Compression Detected Info Informational Check 0.0 No 22
Microsoft Command Line Parameter Passing_ Medium Information Leak 4.3 No 36
Information Disclosure (3082458)

Microsoft Cumulative Internet Explorer Security Update High Multiple Vulnerabilities 9.3 No 36
(3089548)

Microsoft Cumulative Internet Explorer Security Update High Multiple VuInerablIlJes 9.3 No 36
(3096441)

Microsoft Cumulative Internet Explorer Security Update High Multiple Vulnerabilities 9.3 No 46
(3104517)

Leverage Vulnerability Vulnerability research
Be close to the Management helps organizations
Vulnera_bility Intelligence knowledge directly from in_1prove their pro_duct
providers to handle security and thereby improve
: the source. .
corporate risk management. security for end-users.
Are you working with a Ensure you are .informed Vulnerability Intelligence
research house that has of emerging should be the foundation of
experience and expertise in || vulnerabilities and know your IT security
identifying vulnerabilities? which are critical to infrastructure!
patch!
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Risk Management Strategies

9JUBPIOAY
9JuaJlajsuel|
uoiesiA

9Jue1daddy

[83]




Knock on the Door

Ensure Firewalls are Secure Install IPS, Anti Virus, Anti Malware Strong Security Policies & Procedures
Use Multi Factor Authentication Plan Remote Access around Security Train Staff on Social Engineering Dangers

Exploitation

Restrict Access to Pll and Sensitive Information / Consider Di
Encryption

A 4

Hide Tracks

Keep Systems Patched inc 3" Party Software Recovery Planning / RISK M

Implement Secure Auditing Procedures Implement Forensics Auditing Limit & Monitor number of Administrators

Consequence

[84]



[85]



|dentification of
assets
4
|dentification of
threats
2

|dentification of

existing controls

¥

¥

|dentification of
conseguences
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Defense in Depth

Governance, Identity &
Risk Management, Access Management
& Compliance

Application

Internal Network —V
Perimeter :
Physical

5, Procedures, & Awareness

Database Security (online storage & backups)
Content Security. Information Rights Management
Message Level Security

Federation (S50, Identity Propagation, Trust, ...)
Authentication, Authorization, Auditing (AAA)
Security Assurance (coding practices)

Platform Q/S, Vulnerability Mgmt (patches),
Desktop (malware protection),...

Transport Layer Securnty (encryption, identity)
Firewalls, network address translation, denial

of service prevention, message parsing and
validation, ...

Fences, walls, guards, locks, keys, badges, ...
Data Classification, Password Strengths,

Code Reviews, Usage Policies, ...
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Chapter 15: Encryption and Cryptography
for Protecting Data and Services
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V N

Hi Alice

Bob uses Alice's PUBLIC KEY to encrypt the message

The server never sees
plain text messages

Server

y N

Hi Alice

A

Alice

Alice uses PRIVATE KEY to decrypt the message

[891]



Chapter 16: The Rise of the Blockchain

How it works:

mmm |
mEn |
oOrs
>
The requested
transaction is
broadcast to P2P D:I:. Validation |

network consisting
of computers,
known as nodes.

Someone requests
a transaction.

The network of nodes
validates the transaction
and the user's status
using known algorithms.

The new block is then added to the
existing blockchain, in a way that is
permanent and unalterable.

The transaction
is complete.

4

—o%(@‘»)%—o\/. v

A verified transaction
can involve
cryptocurrency,
contracts, records,
or other information.

Once verified, the
transaction is
combined with
other transactions
to create a new
block of data for
the ledger.

o ©

Cryptocurrency

Q

Cryptocurrency is a medium of exchange, created
and stored electronically in the blockchain, using
encryption techniques to control the creation of
monetary units and to verify the transfer of funds.
Bitcoin is the best known example.

~( M) ——(O)—{",

Has no intrinsic Its supply is not
value in that it is not
redeemable for

another commodity,

such as gold.

Has no physical
form and exists only
in the network.

determined by a central
bank and the network is
completely decentralized.

O
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Chapter 17: Artificial Intelligence and
Cybersecurity

Reasons for adopting Al worldwide 2017
Business organizations' reasons for adopting artificial intelligence (Al)

worldwide, as of 2017

800% e
700% o

60.0% -

w
=
=
F

.
=
=
F

Share of respondents

00% oo

200% oo

100% -

0.0%
Al will allow us fo Al will allow us to Mew organizations Incumbent competitors Pressure to reduce  Suppliers will offer Al- Customers will ask for
obtain or sustain a move into new using Al will enter our will use Al costs will require usto  driven products and  Al-driven offerings
competitive advantage busnesses market use Al services
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ARTIFICIAL
INTELLIGENCE

MACHINE
LEARNING

DEEP

< K LEARNING

A

00015 001012800100
1107 Lo11go g 0110
00107 \
10101.X L iy
110101

1950's 1960's 1970's 1980's 1990's 2000's 2010's

Since an early flush of optimism in the 1950s, smaller subsets of artificial intelligence - first machine learning, then
deep learning, a subset of machine learning - have created ever larger disruptions.
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Narrow Al

Learning and Reasoning

Planning
AdaptabilQ

Speech recognition —_
Automation

Mobility """

Vision

etc.

AN

2= Narrow
[

— Al
|
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Bob:icaniieverythingelse..............

Alice: balls have zero to me to me to me to me to me to me to me to me to
Bob: vou i everythingelse..............

Alice: balls have a ball to me to me to me to me to me to me to me
Bob:iicaniiieverythingelse..............

Alice: balls have a ball to me to me to me to me to me to me to me

Alice: balls have 0 to me to me to me to me to me to me to me to me to
Bob: youiiieverythingelse..............

Alice: balls have zero to me to me to me to me to me to me to me to me to
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Windows Defender Security Center e Search (File, P, URL, Machine, User)

s > @ A maliciot

file was detected based on indication p

Started
A malicious file was detected based on indication provided by 0365 Jan 29,2015, 74537 PM
Investigation #189223 is complete - Remediated Ended 02:25:39

Complete

Jan 29, 2019, 10:11:16 PM

Total pending time: 10:20m

=) Comments (0)

“ 0 @ @

SRS Investigation graph  Alerts (1) Machines (1) Key findings (1) Entities (11k) Log (97)

)

q

Status
@ Remediated
Alert received
Malicious entities found were
o T @ D amicon
Machine (1

Alert severity iyt |
C]wiocLIENT2
[

@ Low Iy

feid]

ated, )

Q Malvare Entities analyzed (11466) G
Detection source 10126 Files
D 1 Remediated Threat found
EDR

1 threat found
€33 338 Processes

E
= (g 317 Services
Waited for machine(s)
& 424 Drivers
@ Waited for 10:20 Minutes
o (1) 33 1P Addresses

F& 228 persistence Methods

ﬁ;\’; e Result

Remediated
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mmm Incident Analysis

*Artificial Intelligence will be able to perfrom the incident analysis to
provide in-depth information on the impact of an incident, who the threat
actors are and retrospecticaly provide the attack kill chain for the incident.

s Incident Triage

*Very often security analysts are analyzing alerts only then to close them as
confirmed false positives. Artificial intelligence will minimize false
positivies by augmenting rules-based detection systems.

Always Hunting

*Artificial Intelligence never sleeps and as a result will be able to
continously monitor all systems and discover anomalous behaviors as they
occur.

Threat Prediction

*Artificial Intelligence will pull threat intelligence from internal and
external sources and provide predictivie services for upcoming threats.

Incident Response

*Artificial Intelligence will apply case-based reasoning and create and/or
run existing playbooks to perform an incident response either fully
automated or with a human analyst monitoring it.
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Artificial-Intelligence based Cyber Security System

U.nm,ﬁ?l'. sed
Leaspirg
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Chapter 18: The Quantum Future

[991]



[ 100 ]




