Chapter 1: Why Distributed Tracing
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Cindy Sridh
e @(::pyycon::ructaran v
OH - "Observability - because devs don't
like to do "monitoring" we need to package
it in new nomenclature to make it palatable
and trendy."

3:41 PM - 28 Jul 2017 from San Francisco, CA




% Honest Status Page

| Follow ] v
g4y @honest_update -
We replaced our monolith with micro
services so that every outage could be more
like a murder mystery.

4:10 PM - 7 Oct 2015
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Jaeger Ul Search Dependencies About Jaeger v
> frontend: HTTP GET /dispatch % View Options
Service & Operation Oms 186.29ms 372.57ms 558.86ms 745.15ms
v | frontend HTTP GET /dispatch
+ | frontend HTTP GET: /customer
+ | frontend Hr7P GeT
v | customer HTTP GET /customer
| mysql soL seLec
~ | frontend Driver:findhearest
~ | driver Driver:findNearsst
redis FindDriveriDs
O redis GetDriver 30.82ms
GetDriver Service: redis  Duration: 30.82ms  Start Time: 328.02ms

> Tags: param.driverlD=T780879C span.kind =client error = true

> Process: client-uuid = 655f07cfacbaBe79 hostname jaeger.version = Go-2.14.0

~ Logs (1)
> 368.77ms: event - redis timeout  driver_id = T780879C  error - redis timeout  level = error

539b29754d2d2eed

redis GetDriver




api-gateway: /api/order/{uuid}

<

api-gateway: /api/order/{uuid}

A vs B
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4} Omar Khawaja ( m ‘.
@omitux - —-

This intro tutorial by @YuriShkuro was
super helpful in learning more about
#0OpenTracing

yurishkuro/opentracing-tutorial

A collection of tutorials for the OpenTracing API.
Contribute to yurishkuro/opentracing-tutorial
development by creating an account on GitHub.

github.com

1:45 PM - 25 Dec 2018




Chapter 2: Take Tracing for a HotROD Ride

Jaeger Ul _ Search Dependencies About Jaeger v

Find Traces

Service (0)

Operation (0)

all

Tags (7)

Lookback

Last Hour

Min Duration

Max Duration




Sl 1 HOtROD - Rides On Demand -]
Your web client's id: 6291
Hot R.O.D.
Rides On Demand
S
Click on customer name above to order a car.
[ 0000 & -]
gt Heth0D - desOn Damans [}

Your web client's id: 6291

Hot R.O.D.

Rides On Demand

S o

Click on customer name above to order a car.

HotROD T729680C arriving in 2min [req: 6291-1, latency: 750ms]

Jaeger Ul _ Search Dependencies

Force Directed Graph DAG

About Jaeger




About Jaeger

Find Traces

Sarvice " =
frontend e
Operation .
all ‘
Tags
2 Traces
Lookback
Last Hour frontend: HTTP GET /dispatch 745.15ms
L 8 3 drive (i) redis (i4) route (10) Today 6:50:19 pm
Max Duration
frontend: HTTP GET / 5.05ms
1 Span frontend | 8:50:10
Limit Results. . Ll
20

> frontend: HTTP GET /dispatch

s

3 | frantond = @ oute

3| fruntend = & route

3| frontend + & route

3 1 rrontend » @ route

1t": "driv
Finding v t SETT
HTTP reque r th ; "u

Finding route d , “componen clien

omp:
HTTP reques te", "meth . . yute?dropo
er_id": g : "redis timeout"}
"driv redis tin
Finding service": mponent": : "160,975",
HTTP requ L url poff=1

Found

Found dri rvice D

3790C", " . 7 fontsn

"dropoff"

5319682425128 3 n : "r _client", “pickup": “dropoff":




Jaeger Ul

Service & Operation

frontend

Search

> frontend: HTTP GET /dispatch

186.29ms

HTTP GET /dispatch

Tags:

Process:

Logs (18)
0.06ms:

0.22ms:

305.84m:
305.80ms: event
305.89ms:
545.00ms:
545.42ms:
545.46ms:

Service & Operation
| frontend
~ | frontend
« | frontend
~  customer
mysql
~ | frontend
v | driver
redis
O radis

redis
redis

> frontend: HTTP GET /dispatch

#®
oms 186.29ms 558.86ms 745.15ms
30.82ms
GetDriver redis 30.82ms 328.02ms
Tags: m.drive T780879C = span ki client arror - true
Process: client-uuid - 656f07cfachaBe7d  host p or Go-2.14.0
Logs (1)
» 368,77ms: event - redis timeout  driver_id - T780879C  error - redis timeout | level - error




sosgerUl Dependencies Abous Jaeger
> frontend: HTTP GET /dispatch ®
Service & Operation Oms
| frontend
frontend
frontend
customer soasams
HTTP GET /customer customer 303.92ms 1.09ms
Togs: - GET P —— o0
Procems . n-Go-2.140
Logs 2
1.18ms: 2
1.24me: event - Load "
mysql 303.22ms
SQL SELECT mysal 00.22ms 126ms
Tags: om 3 6291
Logs (1)
127ms Acquired ook with O ransactions watng b
frontend
driver

> frontend: HTTP GET /dispatch
Service & Operation
frontend

oms

« | trontend
< | trontend
~ customer
mysal
frontend
driver
radis
@ redis

redis

8.86ms 745.




> frontend: HTTP GET /dispatch E] View Options

Service & Operation 538.66ma 590.28ms 641.9ms 693.52ms 745.15ms
| redis Getormr }
| redis Getorier ]
« | trontend ke Gt outs ———
» | frontend » & £7 irouts
| trontend 1P cet it ———
3 | frontend = & T iouts
« | frontend e GeT ous.
3 | frontend = & £T iouts
~ | frontend r1e GeT: o
» | frontend & @ route 1117 et e
| trontend HITP GET: froute
> | frontend =+ @ route 1T GeT e
| frontend Hrre GET: outs
» | frontend Poute H1TP GET e
| trontend 1P cet ot
> | frontend = @ route 11 =1 o
« | trontend #7e e v I$
» | frontend = @ route 1117 =T s L
| frontend rre gt o
» | frontend = @ route 7 o< o 1
| trontend +TTP GET:froute —
» | frontend = @ route \1TF GT e E——
ese < a0s0
s e 7S

Your web client's id: 6291

Hot R.O.D.

Rides On Demand

Click on customer name above to order a car.

HotROD T747823C arriving in 2min [req: 6291-7, latency: 1209ms]
HotROD T720219C arriving in 2min [req: 6291-6, latency: 1124ms]
HotROD T777812C arriving in 2min [req: 6291-5, latency: 1022ms]
HotROD T712932C arriving in 2min [req: 6291-4, latency: 1038ms]
HotROD T722592C arriving in 2min [req: 6291-3, latency: 1135ms]
HotROD T742045C arriving in 3min [req: 6291-2, latency: 1014ms]
HotROD T729680C arriving in 2min [req: 6291-1, latency: 750ms]




Jaeger U Search Dependencies
Togs
7 Traces Sort:
Lookback frontend: HTTP GET /dispatch 128
Last Ho - Today 71800 pm
Min Duration
frontend: HTTP GET /dispatch 25
Max Duration
frontend: HTTP GET /dispatch 02s
Limit Results 1 Spen L aday. ‘-" m
frontend: HTTP GET /dispatch 1.03s
frontend: HTTP GET /dispatch 38
frontend: HTTP GET /dispatch 101s
frontend: HTTP GET /dispatch 745.15ma
> 1.15s: event=Finding route dropoff=577,322 level=info pickup =984,229
> 1.158s: event=Finding route dropoff=577,322 level=info pickup = 844,331
> 1.2s: event- Found routes level = info
v 1.2s
event "Dispatch successful"
driver "T747823C"
eta "2m0s"
evel "info"
Jaeger Ul Search Dependencies About Jaeger

Find Traces

Service

frontend

Operation

HTTP GET /dispatch

Tags

driver=T747823C

Lookback

Last Hour

Find Traces

frontend: HTTP GET /dispatch

51 Spans

06:13:20 pm

1 Trace

route (10)

customer (1)

driver (1) frontend (24)

mysal (1)

08:46:40 pm

Sort:  Most Recent

1.2s

Today
7:19:00 pm

8 minutes

9




S

> frontend: HTTP GET /dispatch

Service & Operation 301.18ms 602.36ms

v | frontend Hre GET dispatct

903.53ms

View Options

« | frontend e

« | frontend H77e GE

~  CUStOMer HTTP GET /o

| mysat oo

> | ©frontend »  driver
» | frontend 11
» | frontend 1
» | frontend 17
>
>
>
>
>
>
]|

Jaeger Ul

About Jaeger

> 0.41ms: event - Wait;

> 524.13ms: event - Acquired lock with 0 transactions waiting behind

g for lock behind 2 transactions  blockers

> | @ frontend w - driver o in.
> | frontend e et e
> | frontend e T e
> | frontend 1P GET roue
> | frontend e

6291-5 6291-6]

> frontend: HTTP GET /dispatch % View Options
Service & Operation oms 301.18ms 602.36ms 903.53ms 128
~ | fromtend HTTP GET aispatc
| frontend HTTP GET: fcustomar
« | frontend +
~ | customer HTTP GE
mysql so 819.62ms.
SQL SELECT mysal 819.62ms 0.39ms
Tags: span.kind-client peerse mysqgl  sql.query - SELECT * FROM customer WHERE customer_id=302  reque...
Process: client-uuid - 147c73efae12128d = hostname ip jaeger.version - Go-2.14.0
“ Logs (2)

| mysql seu

> frontend: HTTP GET /dispatch i
Service & Operation oms 301.18ms 602.36ms 903 53ms 1.2
~ | frontend Hrre o
w | frontend TR GET: fcustomar
v | frontend wr7e ceT
w  customer HTTP GET /customer 819.7ms
HTTP GET /customer customer 819.7ms 0.33ms
~ Tags
span.kind
http.metl
Tttp.url
component
http.s
uid -~ 2ed181293a5ebf78  hostname (<] jaeger.version - Go-2.14.0
> 0.35ms: event- HTTP request received level - info method - GET  url - /customer?customer=:
> 0.37ms: event - Loading customer customer_id - 392  level - info




000

Your web client's id: 3113

Rides On Demand

HotROD T739866C arriving in 2min [req:
HotROD T737920C arriving in 2min [req:
HotROD T717573C arriving in 2min [req:
HotROD T776814C arriving in 2min [req:
HotROD T746432C arriving in 2min [req:
HotROD T706468C arriving in 2min [req:
HotROD T777712C arriving in 2min [req:

HetRO0 - Rides On Demand

Hot R.O.D.

Click on customer name above to order a car.

3113-7, latency: 800ms]
3113-6, latency: 917ms]
31183-5, latency: 854ms]
3113-4, latency: 850ms]
3113-3, latency: 769ms]
31183-2, latency: 587ms]
3113-1, latency: 555ms]

About Jaeger

> frontend: HTTP GET /dispatch

Service & Operation Oms 228.39ms

%

456.78ms

685.17ms

View Options

913.56ms

« | frontend 11T C

~ | frontend
v | frontend Hr1e

customer HTTP G

| mysal sou seiect
> | @frontend »  driver oris
~ | frontend HTTP GET: iroute
3 | frontend ® @ route 117 ...

« | trontend HTTP GET: /route

> | frontend = @ route 177 Gt...
+ | frontend HrTP GET: /route

> | frontend = @ route viTe Ge...
« | frontend HTTP GET: /route

> | frontend = @ route 11 Ge...
~ | frontend HTTP GET: froute

> | frontend » ® route v Ge..

+ | frontend HTTP GET: /route

> | frontend » © route e GE..
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Your web client's id: 8002

Hot R.O.D.

Rides On Demand

Click on customer name above to order a car.

HotROD T779450C arriving in 2min [req: 8002-7, latency: 491ms]
HotROD T765895C arriving in 2min [req: 8002-6, latency: 347ms]
HotROD T712912C arriving in 2min [req: 8002-5, latency: 405ms]
HotROD T793027C arriving in 2min [req: 8002-4, latency: 386ms]
HotROD T711516C arriving in 2min [req: 8002-3, latency: 331ms]
HotROD T781191C arriving in 2min [req: 8002-2, latency: 367ms]
HotROD T742414C arriving in 2min [req: 8002-1, latency: 378ms]

> frontend: HTTP GET /dispatch * View Options.

Service & Operation Oms 85.23ms 170.48ms 255.69ms 340.93ms

~ | frontand +rTP GeT sissstcn

~ | frontend HTTP GET: joustamar N
> I frontend »  CUSIOMEr TP GFT oy T
~ | frontend orverfnctisarmst
> | @driver onertsessst
+ | rontend HrTP GET. e
» | frontend = @ route <1 GET o
v | trontend T GET e
» | frontend = @ route H17F GET e
~ | frontend 7P GeT: oute
3 | frontend @ route 17 GET e
« | frontend TP GET e

» | frontend + @ route 1E GET o
~ | frontend +TTP GET: route

» | frontend » @ route TP GET o
~ | frontend HrTP GET e

» | frontend = & route 11F GET o
~ | frontend HrTE GET e

> | frontend w @ route TP GET roue
~ | frontend HITE GET irouts

> | frontend = @ route 117F GET o
+ | frontend HrTP GET. e




Chapter 3: Distributed Tracing Fundamentals
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Request ID = Rbgqﬁ:??b
Client + Web server

Metadata

Request ID

-~ Catalog

Metadata
Request ID

/

Promos

Metadata
Request ID

Context

Some Service

Context

Request ID Request ID
Metadata @ Metadata
Request ID : @ @ Request ID
| ;
y I Handler Client -
inbound ' outbound
request instrumentation instrumentation request

Res
Req

- Microservice-1 Microservice-2 ———  Execution
Lf}: § : Flow |
--------- »  Causality,
'y il profiling data
_ Tracing APL . Tracing AP 0 Trace points
o S . . _
ety )| |[fedaibey ) U il
trace points
Collection/Normalization
(Trace Model)
i >{ Trace Reconstruction |
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Microservice-1 Microservice-2 / Execution
Res - ] g, Us —= ‘ Flow |
Req - < o o .

> Causality,
profiling data

1 g library | t,_:-gracing library | ® Trace points .

- >{ Trace Reconstruction
Trace Pr.esen_tatulm,
Storage - Visualization
Data Mining

a b e Execution ID EventID ParentID  Causality
O—0—0—{—1— a
d X b a—b
X c b—c
X d b—d
X e c,d c—ed—oe
1 1.1 1.1.1 Execution ID EventID ParentID  Causality
1.2 12.1 X 1.1 1 =11
X 1.1.1 1.1 .1 -1.1.1
X 1.2 1 1-12
X 1.2.1 1.2 1.2-=121
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end

Client
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tomcat: entry
0.0ms

-

spring: entry

0.044ms

0.196ms

0.538ms

webflow: entry
1.58 1ms

T

2.548ms

webflow: profile_entry | |

3.238ms

tomcat-jbossclient: entry |

tomcat-jbossclient: info

9.087ms

77.395ms

tomcat-jbossclient: exit |

!

|

H

jboss-remotesrv: entry

jdbe_postgresql: entry

Jdbe_postgresql: exit |

jboss-remotesrv: exit

83.832ms

89.780ms

|

r

——»
6.45ms 11.204ms 66.31ms 76.178ms
L tomcat-jbossclient: entry tomcat-jbossclient: info tomcat-jbossclient: exit |
97.593ms

|
[

jboss-remotesrv: entry | | jdbc_postgresql: entry Jdbe_postgresql: exit jboss-remotesrv: exit
86.548ms 91.403ms 93.173ms 94.137ms
L webflow: profile_exit webflow: exit spring: exit tomcat: exit
102.096ms 102.793ms 103. 067ms 103. 114ms
tomecat: entry | | spring: entry spring: info spring: info webflow: entry
0.0ms 0.044ms 0.196ms 0.538ms 1.581ms —‘
L webflow: profile_entry | [ tomecat-jbossclient: entry | tomecat-jbossclient: info tomcat-jbossclient: exit
2.548ms 3.238ms 9.087ms 77.395ms
jboss-remotesrv: entry jdbe_postgresql: entry jdbe_postgresql: exit | jboss-remotesrv: exit
6.45ms 11.204ms 66.31ms 76.178ms
L webflow: profile_exit webflow: exit spring: exit tomeat: exit
102.096ms 102.793ms 103. 067ms 103. 114ms




frontend server (tomeat)

| tomcat (103.114ms), (no parent id), span id: 1
i cpring (103.023m0), poceet 1, s 02
¢ E
| webflow (101.212ms) , parent id: 2, span id: 3
T -
webflow: profile [ webflow: profile (99.548ms) , parent id: 3, span id: 4 |
joosscient | [ jbossclient | G5 tomeat-joossclient (74.157ms) , parent id: 4, span id: 5 | | .. parent id: 4, span i § |
| jboss-remotesrv (69.728ms) , parent id: 5, span id: 6 | | ... parent id: 5, span id: 9 I
l Jjdbe-postresgl I | jdbe-postresql I ' ‘ Jjdbe-postresql (55.106ms) , parent id: 6, span id: 7 I | ... parent id: 6, span id: 10 I

__ backend server (boss) |

| tomcat (103.114ms), (no parent id), span id: 1

info 0.196ms _} (_info 0.538ms ) spring (103.023ms), parent id: 1, span id: 2
webflow (101.212ms) , parent id: 2, span id: 3
webflow: profile (99.548ms) , parent id: 3, span id: 4 I
tomcat-jbossclient (74.157ms) , parent id: 4, span id: 5 I
1 T
jboss-remotesrv (69.728ms) , parent id: 5, span id: 6 I
jdbe-postresql (55.106ms) , parent id: 6, span id: 7 I
client |
"""""""""""""""""""" '| [_info 0.196ms I [Cinfo 0.538ms_] server
Clock skew.
| client
info 0.196ms | info 0.538ms l server
vy &,

Time




Chapter 4: Instrumentation Basics with
OpenTracing

struct Span
traceld :: binary
spanld :: i64
- - struct SpanRef enum SpanRefType
operationName :: string
- refType :: SpanRefType CHILD OF =0
references :: list<SpanRef> -
= traceld :: binary FOLLOWS_FROM = 1
flags :: 132 =
= = spanld :: 164
startTime :: 164
- - enum KeyValueT
duration :: i64 struct KeyValue Y ype
5 STRING =0
tags :: list<KeyValue> key :: string
logs :: list<Log> . DOUBLE =1
g8 2 g ——— struct Log vType :: KeyValueType OOL=2
timestamp :: 164 vStr :: string LONG =3
fields :: list<KeyValue> — L ELKTE BINARY =4
vBool :: bool
vLong :: i64
vBinary :: binary

Jaeger Ul _ Search Dependencies About Jaeger v

> go-2-hello: say-hello % View Options

Service & Operation vV >¥ > 0ms 0.8ms 1.6ms 2.41ms 3.21ms

go-2-hello say-hello

say-hello Service: go-2-hello  Duration: 3.21ms | Start Time: Oms

> Tags: samplertype=const sampler.param=true
> Process: client-uuid = 1d619b71a766108e  hostname ip=192.168.1.10 jaeger.version = Go-2...

72429e723ed1c062




Dependencies About Jaeger -
> go-2-hello: say-hello £ View Options ~
Service & Operation vV >¥>» 0ms 1.01ms 2.03ms 3.04ms 4.06ms
go-2-hello say-helio
say-hello go-2-hello 4.06ms oms
v Tags
samplertype "const"
sampler.param true
response I"Hello, Felonius Gru! Where are the mlnions?"l
> Process: client-uuid =785¢3e17d7e20893 hostname ip=192.168.1.10  jaeger.version=Go-2...
v Logs (1)
I > 4,03ms: description=Where are the minions? name=Gru title Fs\omusl
7e1b3828b0bc1dac
Jaeger Ul _ Search Dependencies About Jaeger v
> go-3-hello: say-hello ES View Options ~
Service & Operation v >¥»  0ms 1.39ms 2.79ms 4.18ms 5.58ms
v | go-3-hello say-hello
go-3-hello get-person
go-3-hello format-greeting
Jaeger Ul _ Search Dependencies About Jaeger -
> go-4-hello: say-hello ® View Options ~
Service & Operation v > ¥»  0ms 0.55ms 1.09ms 1.64ms 2.19ms
v | go-4-hello say-hello

~ | go-4-hello getPerson
v go-4-bigbrother /getPerson
go-4-bigbrother get-person
v | go-4-hello formatGreeting

v | go-4-formatter /formatGreeting

network
go-4-formatter format-gresting latency




Jaeger Ul Search Dependencies About Jaeger

> go-6-hello: HTTP GET:/sayHello S View Options -

Service & Operation v >V >» Oms 49.26ms 98.52ms 147.77ms 197.03ms
v | go-6-hello HTTP GET/sayHello
v | go-6-hello HTTP Client
v | go-6-hello HTTP GET
v go-6-bigbrother HTTP GET/getPerson
go-6-bigbrother get-person
v | go-6-hello HTTP Client
v | go-6-hello HTTP GET

go-6-formatter HTTP GET:/formatGreeting

Jaeger Ul Dependencies About Jaeger v

> java-6-hello: sayHello % View Options

Service & Operation v > ¥>» 0ms 68.71ms 137.42ms 206.13ms 274.84ms

v | java-B-hello sayHelo
v | java-6-hello cer
~  java-6-bigbrother getPerson
v java-6-bigbrother get-person
java-6-bigbrother Query
v | java-6-hello cer

java-6-formatter formatGreeting

Query java-6-bigbrother 1.31ms 110ms
~ Tags

component "java-jdbe"

db.type "mysql”

db.user "root@localhost"

span.kind "client”

db.statement "select person0_.name as namel 0 _0 , person0_.description as descript2 0 0_, person0_.title as

Jaeger Ul Search Dependencies About Jaeger v

> py-6-hello: say_hello % View Options
Service & Operation v >Y¥Y>» O0ms 32.26ms 64.52ms 96.77ms 129.03ms

~ | py-6-hello say_hello
~ | py-6-hello gst-person
v | py-6-hello GeT
v py-6-bigbrother get_person_http
py-6-bigbrother saL seLecT
v | py-6-hello format-gresting
v | py-6-hello GeT

v | py-6-formatter handle_format_greeting

py-6-formatter format-gresting




Chapter 5: Instrumentation of Asynchronous

Applications

Yuri Happy tracing everyone
Yuri /giphy hello

Ralph Tracing is fun!

Tracing Talk «......

22 minutes ago

19 minutes ago

afew seconds ago

Enter message here... Try /giphy <topic>"




About Jaeger

Jaeger Ul _ Search Dependencies
Find Traces
2
Service h
chat-api-1 Ome
000ms
Operation _
postMessage 06:13:20 pm 07:00:00 pm 09:46:40 pm
Tags
1 Trace Sort:  Most Recent
Lookback chat-api-1: postMessage 3.5
Last Hour 16 Spans B e giphy-service-1 (6 storage-service-1(8) Today
3:53:35 pm
Min Duration
—— P
> chat-api-1: postMessage % View Optians
Service & Operation 0ms B75.7Tms 1.758 2.63s 3.58
v | chat-api-1 posiive
~ | chat-api-1 ——
+ | storage-service-1
+ | storage-service-1
storage-service-1
storage-service-1 zads
~  giphy-service-1 receiv
~  giphy-service-1
giphy-service-1
. giphy-service-1 s
+ | storage-service-1
~ | storage-service-1
storage-service-1 s
storage-service-1 zedd
~ giphy-service-1
giphy-service-1 ¢
e B e
> chat-api-1: postMessage £ View Options
Service & Operation 3188 3.258 3.33s 3.42s 358
- | chat-api-1 & o
v | chat-api-1 sena
+ | storage-service-1
~ | storage-service-1 proce
storage-service-1
storage-service-1 zada
~  giphy-service-1
~  giphy-service-1
giphy-service-1 &
~  giphy-service-1
« | storage-service-1 »
v | storage-service-1 - storage-service-1::process | 16.36ms
storage-service-1 s
storage-service-1 :
v giphy-service-1 recsive
giphy-service-1




Jaeger Ul _ Search Dependencies About Jaeger -

> chat-api-1: postMessage £ View Options

Service & Operation Oms 875.7ms 1.758 2.63s 35s

~ | chat-api-1 posth

v | chat-api-1 send S 768.18ms

send chat-api-1 768.18ms 695ms

"java-kafka"

is.destination "message”

nd "producer”

Process: hostname = Alenas-MacBook-Airlocal ip=192.168.1.15 jaegerversion = Java-0.31.0

chat-api-1: postMessage 1.14s

1 Span B chat-api-1 (1) Today
9:30:37 pm

a few seconds ago

Jaeger Ul _ Search Dependencies About Jaeger -

> chat-api-1: send % View Options

Service & Operation Oms 564.84ms 1.13s 1.69s 2.28s

| chat-api-1 senc

« | storage-service-1 receve

« | storage-service-1 process

| storage-service-1
| storage-service-1 zada -
v giphy-service-1 recewe

giphy-service-1 process




Chapter 6: Tracing Standards and Ecosystem

Application Application
Application PP (automatically instrumented)
(manually instrumented) Manually instrumented Agent for automatic
frameworks instrumentation
Instrumentation API

Tracing library implementation

Tracing backend




Company X

_________________________________________________________________

Company X | Apr b :

Trace data

Billing |




®

Service or Sidecar Process

Service & Business Logic

|®i

Tracing System or

APM Vendor

Service or Sidecar Process

App Instrumenters

Service & Business Logic

OSS Instrumenters

|
1
I i
Instrumentation
____________________________________
0SS Libs & Frameworks I

Instrumentation

Data Recorders

------ Tracing

Tracer / APM Agent I-

System
Authors

@ Instrumentation
Trace Data
@ OSS Libs & Frameworks
Instrumentation :
1
@ Tracer/APM Agent Fft--=-=-=--- !
1
1
® '
1
Managed Cloud |
Service
Tracing Tool Users
© System
Authors

Tracing System or
APM Vendor

Federated
Trace Data

©™

/"""@

& OPENTRACING D0oCs

GUIDES PROJECT GET INVOLVED GITHUB BLOG  REGISTI

OpenTracing Registry

This section of the site will allow you to discover tracers, instrumentation libraries, interfaces, and other useful projects.

Search pythan

python -
couchbase

View Repository

OpenTracing instrumentation for
Couchbase

O Ve

python -examples

View Repository

tester examples of comman

instrumentation patterns

(D o Ve

Are you a project maintainer? Find out how to add your project to the registry herel

python -django

Open Tracing instrumentation far

pythen -dbapi

OpenTracing instrumentation for

the Python DB API the Djanga framewark

rsnmentaion e AR T Version st
python -flask python -gevent
View Repository View Repository
OpenTiacing instiumentation for OpenTracing instrumentation for
the Flask microframework gevent

D o D o

python -
elasticsearch

OpenTracing instrumentation for
the the Python s Elasticsearch

clients
) O vesonstes
python -grpc

e R




Chapter 7: Tracing with Service Mesh

] 1
1 . |
! Sidecar !
! | Primary Application _ |
I  ¢——p| * Platform abstraction I
! . +  Proxy to remove services | |
! Core functionality . M Y10 X
. onitoring X
I + Configuration !
: |

1
| Host / Pod |

Service A I HTTP/1.1 or HTTP/2,
2RPC, TCP -
with or without
mTLS
| Proxy [ Proxy
N 0
S
~, 4
\‘\\ ”’l
~ ) S
t *~_ Policy checks, .* !‘
Config data | o \\telemetry/,’ - | TLS certs
to proxies | .~ N “~._ | to proxies
L h'Vd ]
Pilot Mixer Citadel
Control Plane API




Jaeger Ul Search

Dependencies

About Jaeger v

Force Directed Graph DAG

hello-s

forma

er-svc

istio-policy

Jaeger Ul Search Dependencies

istio-ingressgateway: hello-

About Jaeger ~

® View Options
svc.default.svc.cluster.local:8080/sayHello”
Service & Operation oms 176.27ms 352.55ms 528.82ms  705.09ms
~ | istio-ingressgateway hello-svo.cefault.sve.c. ..
v hello-svc hello-svc.default.sve clusterlocal. ..
~  hello-svC async cutbound|2091|[istio-p... | 1.88ms
> | istio-policy Check 1.18ms
< | hello sayHeio 573.21ms
« | hello ger 425.3ms
v hello-sve formatter-svo.defaut.... 345.17ms
~ formatter-svc formatters... 343.51ms
v formatter-svc asynco... 2.47ms
> | istio-policy Check 1.36ms
< Tormatter formatGreeting > 153ms R
« | istio-ingressgateway async outbou... 3.08ms
> | istio-policy Check 2.12ms
hello-svc.default.sve.cluster.local:8080/sayHello* istio-ingressgateway 701.13ms Oms

v Tags
cemponent "proxy”
node_id "router-172.17.0.7-istio-i TEadd;

.isti .svc.cluster.local”

“d23285b da-9 5b3 bE"

guid:x-request-id

http.url "http://localhost:8080/sayHello/Brian”
http.method “GET"

downstream_cluster *-"

user_agent "eurl/7.47.0"

http.protocol "HTTP/1.1"

request_size "o

upstream_cluster

http.status_code 200"
response_size 5"
response flags m_t
span.kind "elient”

> Process: ip-172.17.0.7

"outbound| 8080 | |hello-svc.default.sve.cluster.local”

19185a21ed332288




6 Spans formatter-sve (2)

istio-policy (1)

hello-svc: formatter-sve.default.svc.cluster.local:8080/*

istio-ingressgateway: hello-svc.default.svec.cluster.local:8080/sayHello*

216.77ms

hello-sve (1) istio-mixer (2)

Today
11:47:03 pm

2 minutes ago

501.86ms
10 Spans hello-svc (2) istio-ingressgateway (2) istio-mixer (4) Today
istio-policy (2) 11:47:03 pm
2 minutes ago
Jaeger Ul _ Search Dependencies About Jaeger ~
hello-svc: formatter-
View Options
. *
svc.default.svc.cluster.local:8080/
Service & Operation 0ms 3.33ms 6.66ms 999ms  13.31ms
- I hello-sve formatter-ave.default.sve.clusterlocal:s. . . I —
~  formatter-svc formatter-sve.defaultsve.clus. ..
w  formatter-sve async outbound|9091|listi.... 1.26ms
|| istio-policy Check 0.88ms
~  istio-mixer /istlo.mixervi.Mixer/... 0.19ms
istio-rnixer kubernetas:handl... 0.05ms
Jaeger Ul _ Search Dependencies About Jaeger v
istio-ingressgateway: hello-
-4 View Options v
svc.default.svc.cluster.local:8080/sayHello*
Service & Operation oms 6.39ms 12.78ms 19.18ms  25.57ms
v | istio-ingressgateway nhello-svc.default.sve.clusterloc. ..
~ I hello-sve hsllo-sve.default.sve.clusterlocal:8080/say... 48ms I
> | hello-svc = @ istio-policy Check D 1.59ms
> | istio-ingressgateway = @ istio-policy ... 1.48ms
~ I hello-svc formatter-sve.defautt.sve.cluster.local:8. .. 7.65ms
v formatter-svc formatter-sve.default.sve.clus. .. 6.02ms
> formatter-svc » @ istio-policy G... 1.69ms




istio-ingressgateway (istio-ingressgateway)

hello-svc (hello-svc)

formatter-svc (formatter-svc)

policy (istio-policy)

telemetry (istio-telemetry)




@sgateway (istio-ingre@
reqs/sec: 0.001117
hello-sve (hello-svc)

regs/sec: 0.001117

formatter-svc (formatter-svc)

reqs/sec: 0.001117

policy (istio-policy)

reqs/sec: 0.002235

eqs/sec: 0.001117

regs/sec: 0.001117 reqs/sec: 0.001117

reqs/sec: 0.042458

hello-svc formatter-sve, v2
hello formatter
professor=true
HTTP GET /sayHello |baggage-user-agent: Netscape
User-Agent: Netscape
Proxy T '— —— Proxy
. ot ]
. !

¥

if headers

contain baggage-user-agent header . formatter—svc, vl

that matches regex .*Netscape.* .’
then o
route to destination s formatter
host: formatter-svc .
subset: v2
otherwise o
route to destination o Pl’OXY

host: formatter-svc . ’

subset: vi1 T




Chapter 8: All About Sampling

>

o SPECIA 7.00

GELAT o, CIGBUTTS oo
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r(t) e(t)

»P Kpe(t)
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| K f;e(r)dt
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N de(t)
= D KD at

Controlled
Process

y(r)=

4

Leader
Lease

@

Counts

i

Microservice-1 || Jaeger Collector | |
\ Leader Election ] >
Jaeger Tracer }
t : %, traces > Counter |
L A ‘ 1
E probabilities
. . b : : )
Microservice-N : : ‘ R i
Jaeger Tracer } E [ + Controller %
L ¢

!

Targets

|




Find Traces
Service (7)

frontend

Operation (5)

all

Tags (2)

jaeger-debug-id=find-me

g
§
sooms | 5
400ms
200ms.
05:57:52 pm 05:57:53 pm 05:57:54 pm
2 Traces

frontend: HTTP GET /dispatch

51Spans | 3 Errors B customer (1) driver (1) [J] frontend (24) mysal (1) edis (14)

frontend: HTTP GET /dispatch

1 Span [l frontend (1)

Time

05:57:55 pm 05:57:56 pm

Sort: Most Recent

756.91ms

route (10) Today 5:57:56 pm

2 minutes ago

0.11ms

Today 5:57:51 pm

2 minutes ago




Tl

T2

T2

Microservice-1 Microservice-2
o Loe L : I ;
e 5

\ Tracer | | Tracer |
<
7 B \\“

\ur// )
Collector-1 Collector-2
TI:S1,52,83,84 T2:51,52,83,84

Sampler I Sampler {

Trace
Storage




Chapter 9: Turning the Lights On

reqs/see: 0.001117

quisec: 0001117

regs/see: 0.001117 egsisec: 0001117

regs/see: 0001117
reqs/sec: 0.002235

(A) (B) ©)

9 e [Cl:e 9

9 [A]::/a [Bl::/b [D]::/d
9 3 [A]::/a [E]::/e 9 9

A 4
v

[B]::/b

\ 4
v

A 4




shrimp PATH FILTER

shrimp PATH FILTER dOg shrimp PATH FILTER [dinga|




(A) Architecture 1.0 - monolith (B) Architecture 2.0 - anarchy (C) Architecture 3.0 - domains

GET /feed

cache.Get

mysql.Query

blobstore.Get E

GET /feed )
‘edgelb =
sched =




Jaeger Ul

Search Dependencies eger v
> frontend: HTTP GET /dispatch % View Options
Service & Operation Oms 186.29ms 372.57ms 558.86ms 745.15ms
v | frontend HTTP GET /dispatch
~ | frontend HTTP GET: /customer
~ | frontend HTTP GET
v | customer HTTP GET
| mysal
~ | frontend Driver:findNearest
~ | driver Driver:findNeares
redis.
(\7 O redis 30.82ms
GetDriver redis 30.82ms 328.02ms
> Tags: param.driverlD - T780879C  span.kind - client
> Process: client-uuid - 855f07cfacbaBe79  hostname p
~ Logs (1)

ersion - Go-2.14.0

vel - error
redis Ge
redis Geirive
| client |
| server |

work B I

client

server

I
| work A

work B I

possible instrumentation gap







1520 1530 1540 1550 1600 1670 1620 1630 1640 1650 1700 1710 1520

Service Dashboard - i d 2 B o < a » @ 0ct 17,2018 15:10:27 to Oct 17,2018 17:10:27 &

API Proxy Error Traces
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0 20K

A

0 WP ee i PN R
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— Gactencer
@ Mot comn o oo 2P Y T o ) ¥ ) ™ ™ 2P @ oeew
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: xemplar
Representative Jaeger Traces: 10 Traces Found! ~ """
Estimated Call Count by Endpoint Estimated Call Count by Upstream
32,796,604.979 share breakdown 11,990,553,407 [Badgeriwed
recognize 10,705,307,602 [Squirreljshare
forsake 2,275,486,193 [swanadjust
fax 2,010,886,098 [Badger]surround
detach 1,301,187,989 [Guppy]frighte
belong 1,945,291.317 (Eagleladdress
adjust 1.928,603,205 [BadgerJmatter
1,603,297,107 [Squirrel)frighten
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Live View

|- rainbow x router.update_span_group_statistics *

x | VAN Detail page
Results from 6:29:46 PM—6:36:38 PM, Sunday, May 6th, 2018
Latency Histogram { Recent Searches ‘
T323ms-1025 32 spans X
H
H
H
z
&
‘ Bl ‘
S74us- 621us Z5ms-287ms 12951386 ~60s
Latency

SERVICE OPERATION START TIME  SUB-TRACE SUMMARY SUB-TRACE DURATION (
rainbow routerupdate_span_group_statistics 183638 N 424ms
rainbow routerupdate_span_group_statistics 8363 [ 514ms
rainbow routerupdate_span_group_statistics 83637 [ 493ms
rainbow routerupdate_span_group_statistics 83637 [ 491ms
rainbow routerupdate_span_group_statistics 8363 [ 557ms




Chapter 10: Distributed Context Propagation

]

0.0 . Cross-Cutting Tools
® _ g
... Cross Cuttlng Layer - Baggage Definition Language
Cross-Cutting Tool Compiled BDL Accessors [ e — \ &
ata Type Encodings | 3
Developers Baggage Layer Nested data, Multiplexing | &
TTTTTTTTTTmmommem—-—-- e e
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erging, Trimmin
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L ] ystems
... Transit Layer Propagate opaque Baggage Context
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Instrumented System

"% LN \
. .

*
-
w
sguEmsmmEnns

Pivot Tracing PT Agent

Frontend

PT Agent
Message bus l
= Execution path li' Baggage propagation
l: g :: Trace point ::.'.: Trace point with advice

[ Client J [ Replica A ] [Zookeepch [ Replica B ] [ Replica C ]

: Crashed :

o

Production Developer Laptop

Service R
host:port
Mesh | _|_|--=-=---- IDE
Control
T
Plane
- 4
I if user=X then
I forward to DebUgger
I host:port :
]
4

Service X
Prox: — .
— (dev version)

Service X (on host:port)




Chapter 11: Integration with Metrics and Logs

Time _source
November 25th 2018, 14:19:36.684  gyersion: 1 port: 47,160 logger name: hello.HelloController level: INFO

»
@timestamp: November 25th 2018, 14:19:36.684 host: chapter-11_hello-1_1.chapte

r-11_default level value: 20,000 thread name: http-nio-8080-exec-8 span id: 9
Q7ef5c42e2311b1 message: Response: Hello, Jennifer! application: hello-app

trace id: 9@7ef5c42e2311bl trace sampled: true service: hello-1 _id: X6xQTG

client 1 Docker networking namespace
Jjaeger logback ) .
client [} logstesh hello service formatter service
\ \ ! > 1
jaeger prom logback, jaeger prom logback,
client 2 / cll:ant clu‘ent logs{ash ch;:nt ch:ent logs‘tash
Jjaeger logback,
client logstash

NN

l.}a.eger Prometheus Logstash Elastic Kibana
all-in-one search




sumrate(span_count{span_kind="server"}[1m])) by (service,operation,error)

span_bucket v

Graph

Console

-  5m A + «  Until »

{error="true",operation="sayHello" service="hello-1"}

B {error="true",operation="formatGreeting" service="formatter-1"}

B {error="false" operation="sayHello" servico="hello-1}
{error="Talse" operation="formatGreeting"service="formatter-1}

Load time: 141ms
Resolution: 1s
Total time series: 4

O stacked

15
[ — o — — e T - o ——— -
10
5
- o — -
0
40 41 42 43 +4
—— U N — —
. (5, 6) — e ————
4
2 {7}
— w
13, 4
0 0 1 2 3




Selected Fields

t level

t message

t service

Available Fields &

O @timestamp add

t @version
Time service level message
November 25th 2018, 20:05:52.052 hello-1 INFO Response: Hello, Bender!
November 25th 2018, 20:05:52.047 formatter INFO Name: Bender

-1
November 25th 2018, 20:05:52.037 hello-1 INFO Name: Bender
November 25th 2018, 20:05:52.021 hello-1 INFO Response: Hello, Bender!
November 25th 2018, 20:05:52.019 formatter INFO Response: Hello, Bender!

-1
November 25th 2018, 20:05:52.017 hello-1 INFO Name: Bender
November 25th 2018, 20:05:52.017 hello-1 INFO Calling http://formatter-1:8082/formatGreeting?

name=Bender

November 25th 2018, 20:05:51.926 hello-1 INFO Response: Hello, Bender!
November 25th 2018, 20:05:51.923 formatter INFO Response: Hello, Bender!

-1
November 25th 2018, 20:05:51.915 hello-1 INFO Calling http://formatter-1:8082/formatGreeting?

name=Bender

Time service level message
November 25th 2018, 20:44:02.733 hello-1 WARN simulating failure
November 25th 2018, 20:44:02.231 hello-1 WARN simulating failure
November 25th 2018, 20:44:01.921 hello-1 WARN simulating failure
November 25th 2018, 20:44:01.271 hello-1 WARN simulating failure
November 25th 2018, 20:44:00.989 formatter-1 WARN simulating failure
November 25th 2018, 20:44:00.187 formatter-1 WARN simulating failure
November 25th 2018, 20:43:59.603 formatter-1 WARN simulating failure

November 25th 2018, 20:43:58.991 hello-1 WARN simulating failure




»  November

»  November

»  November

»  November

»  November

»  November

t application @& @ @ % hello-app
t host @ Q [ % chapter-11_formatter-1_1.chapter-11_default
t level @ Q [ % WARN
# level_value @ @ @M % 30,000
t logger_name @ Q@ @M * 1lib.ChaosMonkey
t message @ @ M % simulating failure
# port Q Q M * 48,534
t service @ Q [0 % formatter-1
?  span_id @ G M %k A b3413aaded4979e4
t thread_name @ Q@ [ * http-nio-8082-exec-8
? trace_id @ O M %k A 610d71be913ffe7f
? trace_sampled @ @ [ % A true

Time service level message

25th 2018, 20:44:01.041 client-1 ERROR

25th 2018, 20:44:00.989 formatter-  WARN

1

25th 2018, 20:44:00.988 formatter-  INFO

1
25th 2018, 20:44:00.975 hello-1 INFO
25th 2018, 20:44:00.972 hello-1 INFO

25th 2018, 20:44:00.953 client-1 INFO

error from server

simulating failure

Name: Bender

Calling http://formatter-1:8082/formatGreeting?
name=Bender

Name: Bender

executing http://localhost:8080/sayHello/Bender

v client-v2: client # View Options

Trace Start: November 25, 2018 8:44 PM  Duration: 87.94ms  Services: 3 Depth: 6 Total Spans: 7

Oms 21.98ms 43.97ms 65.85ms 87.84ms
1

Service & Operation Oms 21.98ms 43.97ms 65.95ms 87.94ms

| client-v2 cient
~ | client-v2 cer
« | @hello-1 seytieo

| hello-1 cer

~ @ formatter-1 formatGresting
formatter-1 eror

| hello-1 eror




v Logs (4)

> Oms: event=baggage key=callpath value = client-v2

> Oms: event=baggage key=fail value=formatter-1

~ Oms
level "INFO"
logger "eclient.Runner"
message "executing http://localhost:8080/sayHello/Bender"”
thread "main"
~ 88ms
event "io.opentracing.tag.BooleanTag@7bbd34dl"
level "ERROR"
logger "elient.Runner"
message "error from server"
thread "main"

Log timestamps are relative to the start time of the full trace.




Chapter 12: Gathering Insights with Data Mining

Microservices

ss L Feature

Tracing completion

|_—= backend ; extractor
/ -
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Storage
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(simulation)
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collector Kafka / g query / UI

Feature
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ol Te




Time _source

»  December 19th 2018, 19:23:54.832  traceId: 0000000000000000717DSC3696AG4E6B @timestamp: December 19th 2018, 19:2
3:54.832 spanCounts.ui::HTTP GET: 1 spanCounts.redis::/GetDriver: 10
spanCounts.driver::/FindNearest: 1 spanCounts.route::/GetShortestRoute: 10
spanCounts.customer::HTTP GET: 1 spanCounts.redis::/FindDriverIDs: 1

spanCounts.frontend: :HTTP GET: 12 spanCounts.driver::HTTP GET: 11

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. Include system indices

Step 1 of 2: Define index pattern
Index pattern

index-name-*

You can use a * as a wildcard in your index pattern.
You can't use empty spaces or the characters\, /,2,", <, >, |

Your index pattern can match any of your 3 indices, below.
jaeger-service-2018-12-20
jaeger-span-2018-12-20

trace-summaries

Rows per page: 10

Create index pattern
Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations.

Step 2 of 2: Configure settings

You've defined trace-summaries as your index pattern. Now you can specify some settings before we create it.

Time Filter field name Refresh
@timestamp ~

The Time Filter will use this field to filter your data by time.

You can choose not to have a time field, but you will not be able to
narrow down your data by a time range.

> Show advanced options

{ Back Create index patt




Time

December 19th 2018, 23:26:39.952

December 19th 2018, 23:26:39.120

December 19th 2018, 23:26:38.294

December 19th 2018, 23:26:37.467

_source

traceld: 000000000B0DBOO204DET7B4F5B448C Rtimestamp: December 19th 2018, 23:26:39.952 spanCounts.ui::HTTP

GET: 1 spanCounts.redis::/GetDriver: 10 spanCounts.driver::/FindNearest: 1

.route:: + 10 s 1iHTTP GET: 1
spanCounts.redis::/FindDriverIDs: 1 spanCounts.frontend::HTTP GET: 12 spanCounts.driver::HTTP GET: 11

TTP GRT: 1 ananCounta.customer::/customer: 1 emanCounta.nised: 1

ananConnts . test—executors

traceld: 0000000000000@007ECBRBFDAA7SFEZE Rtimestamp: December 19th 2018, 23:26:39.120 spanCounts.ui::HTTP

GET: 1 spanCounts.redis::/GetDriver: 10 spanCounts.driver::/FindNearest: 1

spanCounts.route::/GetShortestRoute: 19 spanCounts.customer::HTTP GET: 1

HTTP GET: 12 spanCounts.driver::HTTP GET: 11

-redis::/Fi iverIbs: 1 5. £ronten;

ADARCOUNLR . tARt-axacutar: tHTTP GRT: 1 . £ : 1 5. ni

traceld: 000000000000000057C63C8OFFSSEDEA Etimestamp: December 19th 2018, 23:26:38.294 spanCounts.ui::HTTP
GET: 1 spanCounts.redis::/GetDriver: 10 spancCounts.driver::/FindNearest: 1

spanCounts.route: : /GetShortestRoute: 1@ spanCounts.customer::HTTP GET: 1

spanCounts.redis::/FindDriverIDs: 1 spanCounts.frontend::HTTP GET: 12 spanCounts.driver::HTTP GET: 11

ananCannts tast-avasutar: tHTTR GRT: 1 snanCannes. e + 1 "

traceld: 00000BO00BO0OBOO643FOBOFIBEBADCE ftimestamp: December 19th 2018, 23:26:37.467 spanCounts.ui::HTTP
/FindNearest: 1

GET: 1 spanCounts.redis::/GetDriver: 10 spanCounts.driver

spanCounts.route: : /GetShortestRoute: 10 spanCounts.customer::HTTP GET: 1

spanCounts.redis::/FindDriverIDs: 1 spanCounts.frontend::HBTTP GET: 12 spanCounts.driver::HTTP GET: 11

apanConnta.test-executors tHTTP GET: 1 ananCounts.customer::/cnstomer: 1 seanfoonts.nir:i:s 1
Metrics
' Y-Axis
Aggregation
Average A
Field

spanCounts.route::/GetShortestRoute -

Custom Label

@

«Advanced
Buckets
B xaxis o [x]
Aggregation
[ Date Histogram - ]
Field

@timestamp v
Interval
Auto v

Custom Label

4Advanced

Add sub-buckets
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Average spanCounts.route::/GetShortestRoute

23:22:00 23:23:00 23:24:00 23:25:00 23:26:00 23:27:00 23:28:00 23:29:00

@timestamp per 10 seconds

Jaeger Ul _ Search Dependencies About Jaeger v

> test-executor: runTest ES View Options v

Service & Operation oms 123.06ms 246.13ms 369.19ms  492.25ms

v | test-executor runTest

runTest Service: test-executor uration: 492.25ms tart Ti Oms
v Tags

sampler.type "const"

sampler.param true

test_name "hotrod-original.json"

> Process: client-uuid =164c676478c670c9 hostname=xxx ip=19...

v | test-executor HTTP GET 389.26ms
v I ui / T 383.82ms

v I Ui HTTP GET S 367.14ms

v | frontend /dispatch S 365.77ms

> | frontend =» @ customer ... WD 3554ms

> | frontend %  driver FFind... C = - 240.22ms

> | frontend » ® route /Gets... 23.43ms @D




o
1

Average spanCounts.route::/GetShortestRoute 7.353

Average spanCounts.route::/GetShortestRoute

Average spanCounts.route::/GetShortestRoute 5
testName: Descending /ch12/hotrod-reduced.json

@timestamp per second 22:51:59

[
2
=
=]
4
At
W
&
E @timestamp per 10 seconds 22:52:00
(%]
-
L]
v
T
o
5
o 4
S
2}
]
c
=
[=]
(%)
c
1]
o 2=
(%]
Q
1]
o
£
[
>
<4
0 T T T T T T 1
22:48:00 22:49:00 22:50:00 22:51:00 22:52:00 22:53:00
@timestamp per 10 seconds
10

@ /ch12/hotrod-original
@ /ch12/hotrod-reduced

' ' " ' ' " N
22:49:00 22:49:20 22:50:00 22:50:30 22:51:00 22:51:30 22:52:00
@timestamp per second




Chapter 13: Implementing Tracing in Large
Organizations




Tracing

Completion

87.81% - 5% ¢ g g e B g e G

Quality @ 99-99% > 95 9 TA| o—O0—O0—0—0—C0—0C—0

[ExperiMENTAL| WM =R SR AR

Tracing Score for api-gateway

Completeness: 0.92 out of 1.0
Quality: 1.00 out of 1.0

How do | improve my score?

Tracing Quality Metrics for api-gateway

Click on pass or fail numbers to see example traces that exhibit that behavior

. Pass Num Num Last L
Metric Type ; ) Description
% Passes Failures  Failure
asClientSpans Completeness 99 77027058 68¢ The service emitted spans with client span.kind
HasServerSpar Completeness 36 10750133 1851527¢ The s span.kind
HasUniqueSpanlds Quality 99 84546532 1060 The service emitted spans with unique span ids

MinimumClientVersionCheck = Completeness 100 113782244




Chapter 14: Under the Hood of a Distributed Tracing
System

Host or Pod
T Ul
Application
jaeger-client )
jaeger-collector
spans , control push .
(UDP) ! flow S jaeger-query
sampling

Jjaeger-agent

T 1 ..

i ! Data mining

g g g S g 0

control flow _IObS (Spark)
—————
Host or Pod
Application jaeger
ingester

& indexer

jaeger-client I -
jaeger-collector

spans 1 control

i
(UDP) : flow adaptive
sampling

jaeger-agent

jaeger-query

i

Data mining
jobs (Flink)

control flow




> test-executor: runTest

Jaeger Ul

Service & Operation

v | test-executor

v | test-executor w7

~ | oui

Search

v >¥®» 0ms

Compare Dependencies
3

229.57ms

114.79ms

test-executor

344.36ms

About Jaeger

View Options

459.14ms

459.14ms

test_name - hotrod

runTest

> Tags: samplertype

const sampler.param - true

- Process
"§91c236438b55¢8

Host or VM

Multi-tenant
DB

Pod Pod
Application Application
(tenant: shipping) | : (tenant: billing)
jaeger-client - 71 jaeger-client
jaeger-agent jaeger-agent
(sidecar) (sidecar)
jaeger-collector jaeger-collector
(tenant: shipping) (tenant: billing)




