Chapter 1: Machine Learning for IT
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Zoom: auto 12h 1d 1w 2w (aggregation interval: 15m)
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< / W February ath 2016, 10:00
1,000 N~ 4 - value: 821
upper bounds: 7.369.03
0 lower bounds: 3,483.64
12PM 06 PM Feb 07 06 AM 12PM 06 PM Mon 08 06 AM anomaty ecore: 84
29 an 31 February Wed 03 Frios q Feb 0 * Tue 09 Thu 11
An €
Severity threshold: warning ~ Interval:  Auto ~
time max severity detector actual typical description job 1D
~ February 8th 201 A 94 low_sum(events_per_min) (it_ops_kpi) 921 5429.72 + 6x lower it_ops_kpi

Description:

critical anomaly in low_sumlevents_per_min) (it_ops_kpi)
Details on highest severity anomaly:

time:
function: low_sum
fieldName: events_per_min
921

5429.72
t_ops_kpi
6.3634¢7

actual:

February 8th 2016, 10:00:00 to February 8th 2016, 10:15:00

top - 11:56:59 up 26 min,
Tasks: 91 total,
Cpu@ 0.0%us,
Cpul @.3%us,

1 user,

1 running, 9@ sleeping,
0.0%sy, 0.0%ni,100.0%id,
0.0%sy, 0.0%ni, 99.7%id,
Cpu2 0.7%us, 0.0%sy, 0.0%ni, 99.3%id,
0.3%us, 0.0%sy, 0.0%ni, 99.7%id,

15405348k total, 10182940k used,

Ok total, Ok used,

PID USER
1835 ec2-user
1863 ec2-user
1958 ec2-user
2016 ec2-user
2017 ec2-user
2060 ec2-user
2349 ec2-user

PR NI VIRT RES SHR S %CPU %MEM
20 0 15.1g 8.8g 214m S 1.0 59.9
20 @ 1276m 145m 20m S 1.0
20 © 138m 8224 7536 S 0.0
20 © 115m 3936 2840 S 0.0
20 0 112m 3356 2876 S
20 0 15308 2132 1820 R
20 © 90388 26m 16m S

0.0
0.0
0.0

load average: 0.06, 0.18, 0.48
@ stopped,
0.0%na,
0.0%wa,
. 0%wa,
0.0%wa,
5222408k free,
Ok free,

0 zombie
0.0%si,
0.0%si,
0.0%si,

hi, 0.0%si,
59148k buffers
813512k cached

0.0%hn
0.0%hi
0.0
0.

TIME+ COMMAND
6:39.09 /usr/lib/jvm/java/bin/java -Xms8g -Xmx8g -XX:+UseConcMarkSweepGC -XX:(MSInitiatingOcc
0:25.73 /opt/elastic/ml/kibana/bin/../node/bin/node --no-warnings /opt/elastic/ml/kibana/bin/
0:06.72 /opt/elastic/ml/elasticsearch/plugins/x-pack/platform/linux-x86_64/bin/controller
0:00.06 sshd: ec2-user@pts/@
0:00.01 -bash
0:01.68 top

0:00.08 ./autodetect --jobid=weblogs --licenseValidation=846052866894315 --bucketspan=900 --1
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- ttpd_errors , 7 ol closet stoppe:
httpd 38,709 K losed pped
ob settings ob config Datafeed Counts SON ob messages Datafeed preview
Refresh

Time Node  Message
© 2017-08-1020:15:18 Lrj_1pU Job created
© 2017-08-1020:15:18 Lri_1pU Opening job on node [{Lrj_1pUKLrj_1pUJTbmC7u_PqVP-ughJw40t| GSZ6kRzjxIXc7WAH127.0.0.1H127.0.0.1:9300{ml.enabled=true}]
© 2017-08-1020:15:18 Lrj_1pU Loading model snapshot [N/A], job latest_record_timestamp [N/A]
@ 2017-08-1020:15:21 Lrj_1pU Starting datafeed [datafeed-httpd_errors] on node [{Lrj_1pUMLrj_1pUJTomC7u_PqVP-ugHwA40t| GSZ6kRzjxIXc7wAH 127.0.0.1127.0.0.1:93001ml.enabled=true}]
© 2017-08-1020:15:21 Lrj_1pU Datafeed started (from: 1970-01-01T00:00:00.000Z to: 2017-08-11700:15:19.0012)
© 2017-08-1020:15:32 Lrj_1pU Datafeed lookback completed
© 2017-08-1020:15:32 Lrj_1pU Datafeed stopped
© 2017-08-1020:15:32 Lri_1pU Job is closing

[6]




raw
data

2. get new data

W 1. read model
.ml- 5. store results <€
anomalies ¢
4. update model

3. analyze versus model

v

[7]



Chapter 2: Installing the Elastic Stack with
Machine Learning

Kibana status is J&reen

1.40 GB

Heap total

119.31 ms

Response time avg

Plugin status

1]
® plugin:kibana@6.5.1
® plugin:elasticsearch@6.5.1
® plugin:xxpack_main@6.5.1
® plugin:searchprofiler@6.5.1
® plugin:ml@6.5.1

® plugin:tilemap@6.5.1

164.23 MB

Heap used

1278.00 ms

Response time max

Status
Ready
Ready
Ready
Ready
Ready

Ready

2.93, 4.90, 4.25
Load

3.80

Requests per second

BUILD 18763 COMMIT 2ba5ab17
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Management / Elasticsearch / License Management

kibana

© Your Basic license is active

Your license will never expire.

Update your license Start a 30-day trial

4
@®
a1
®
-]

If you already have a new license, upload it now. Experience what security, machine learning, and all our other
Platinum features have to offer.

Y
h-4

(1%

tm

2

&

Start your free 30-day trial

This trial s for the full set of Platinum features of the Elastic Stack. You'll get immediate access to:
* Machine learning

* Alerting

* Graph capabilities

* |DBC connectivity for SQL

Security features, such as authentication (native, AD/LDAP, SAML, PKI), role-based access control, and
auditing, require configuration. See the documentation for instructions.

By starting this trial, you agree that it is subject to these terms and conditions.

Send basic feature usage statistics to Elastic periodically. Read more Cancel
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Revert to Basic license

You'll revert to our free features and lose

Management / Elasticsearch / License Management
’. kibana
@
lat @ Your Trial license is active
@ Your license will expire on December 25, 2018 10:12 AM EST
g
= Update your license Extend your trial
If you already have a new license, upload If you'd like to continuing using security,
Learni it now. machine learning, and our other

awesome Platinum features, request an
extension now.

icture

Graph

access to security, machine learning and
other Platinum features.

Management / Kibana

Index Patterns Saved Objects Spaces Reporting Advanced Settings

Create index pattern

A\ No default index
pattern. You must
select or create
one to continue.

visualizations.

Step 1 of 2: Define index pattern
Index pattern
index-name-*

You can use a * as a wildcard in your index pattern.
You can't use spaces or the characters\, £, 2, ", <, >, |

No Elasticsearch indices match your pattern.

metricbeat-6.5.1-2018.11.25

Rows per page: 10

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like X Include system

indices
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Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices

Step 1 of 2: Define index pattern

Index pattern

metricheat-*

You can use a* as a wildcard in your index pattern.
You can't use spaces or the characters\,/, 2, ", <, >, |. > Next step

~ Success! Your index pattern matches 1 index.

metricbeat-6.5.1-2018.11.25

Rows per page: 10 v

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices

Step 2 of 2: Configure settings

You've defined metricbeat-* as your index pattern. Now you can specify some settings before we create it.

Time Filter field name Refresh

@timestamp b

The Time Filter will use this fleld to filter your data by time.
You can choose nat to have a time field, but you will not be able to
narrow down your data by a time range

> Show advanced options

{ Back
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Management / Kibana

Index Patterns Saved Objects Spaces Reporting Advanced Settings

iy % metricheat-* = =
o in e et rame: ot |

This page lists every field in the metricbeat-* index and the field's associated core type as recorded by Elasticsearch. To change a field type, use
the Elasticsearch Mapping API %

Fields (1838) Scripted fields (0) Source filters (0)

Q Filter All field types +
Name Type Format

@timestamp (O date L) . Vi
_id string . L] V4
_index string, [} [} &
_score number V4
_source _source Vi
_type string o ] @
aerospike.namespace.client.delete.error number [} [} &

Machine Learning|/ Job Management Il 30seconds

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

=T
o
=Y
Y

Active ML Nodes: 0 Total jobs: 0 Open jobs: 0 Closed jobs: 0 Active datafeeds: 0

Refresh
Timelion QU search... Opened Closed Failed Started Stopped Group
nvas
D A Description Processed  Memory .\ crate  Dotafeed . iesttimestamp Actions

records status state

hine Learning

No items found

Rows per page: 10

MmpenaoE O PY
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Machine Learning / Job Management / Create New Job

From a New Search, Select Index

Q Filter...

Name «

metricbeat-*

Or, From a Saved Search

1 0f1 Q, saved Searches Filter...

Name «

No matching saved searches found.

0-00f 0

Create a job from the index pattern metricbeat-*

Use a wizard

Use one of the wizards to create a machine learning job to find anomalies in your data.

@ Single metric
Detect anomalies in a

single time series.

Learn more about your data

o0
]

o_0

Multi metric @
Detect anomalies in ¢ o
multiple metrics by

splitting a time series

by a categorical field.

Population n
Detect activity that is h
unusual compared to

the behavior of the

population.

If you're not sure what type of job to create, first explore the fields and metrics in your data.

Ib‘l Data Visualizer

L“ll Learn more about
the characteristics of
your data and
identify the fields for
analysis with
machine learning.

Advanced

Use the full range of
options to create a
job for more
advanced use cases.
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Machine Learning|/ Job Management / Create New Job / Data Visualizer

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

metricbeat-*

Search... (e.g. status:200 AND extension:PHP) n

Sample 5000 « documents per shard from a total of 2316 documents @

Metrics

69 fields exist in documents ( 1483 intotal) (| show empty fields

ilter

50 #2316 documents (100.0%)
& & 2033 distinct values

min median max
o 8 9,679.092 117,838

distribution of values

w
=]

Displaying Oth - 55th percentiles

M

5

M
=

5

=

5

12:30:00 12:35:00 12:40:00

a

10,000 20,000 30,000

Caleulated over all docurnents

em.Cpu.cc # system.cpu.idle.pct
£ 89 documents (3.8%) €4 89 documents (3.8%)
& 1 distinct value & 82 distinct values

M 30seconds € @ Last 15 minutes

Create Job

Use the Advanced job wizard to create
a job to find anomalies in this data:

Advanced

Use the full range of
options to create a job
for more advanced use
cases

@ Single metric
Detect anomalies in a single

time series.
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Machine Learning|/ Job Management / Create Mew Job / Single Metric Job € O Last 15 minutes >

New job from index pattern
metricbeat-*

Aggregation Field Bucket span
I - - 15m
Machine Learning / Job Management / Create New Job / Single Metric Job < © November 25th 2018, 11:12:21.534 to November 25th 2018, 13:35:31.742 >
New job from index pattern metricbeat-* gt
Aggregation (%) Field &) Bucket span 7
Min - #system.cpu.idle.pct -~ m

3

s

2

s

'

s

o

1195 1120 1125 1130 1135 MW 1745 1150 1SS 1200 1205 1210 1215 1220 1225 1230 1235 1240 1245 1250 1255 1300 1305 1310 1315 1320 1325 1330 13

Name &

min-cpu-idie

Description ()

anomalies in low CPU idle

Job Groups &

system_performance

@Ad\/an[ed ®

Move to advanced job configuration

Validate Job ()
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Machine Learning / Job Management / Create New Job / Single Metric Job < © November 25th 2018, 11:12:21.534 to November 25th 2018, 13:35:31.742 ¥

Chart intarval: 1m

New job from index pattern metricbeat-*

Aggregation Field & Bucket span @)
Min - #system.cpu.idie.pct - 1m

11495 1120 1125 1130 1135 1140 1145 1150 1S5 1200 1205 1210 1245 1220 1225 1230 1235 1240 1245 1250 1255 1300 1305 1310 1315 1320 1325 1330 13

Job min-cpu-idle created v

Continue job in real-time

Apply

Job min-cpu-idle created v

Continue job in real-time

Create watch for real-time job

Time range Severity threshold
Mow - 2Zm A\ critical =
Send email
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Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

m min-cpu-idle -

Detector: min("system.cpu.idle.pct") - n

Single time series analysis of min system.cpu.idle.pct

show model bounds

Zoom: aute 1h (aggregation interval: 1m, bucket span: 1m)

4.5

5
2
15
1
05
o
12:00 1230 13:30
™ r — o
Ve \..\/__/ \\_f\’
11:15 1120 1125 1130 1135 1140 1145 1150 1155 12,00 1205 1210 1215 1220 1225 1230 1235 124D 1245 1250 12
Anomalies
Severity threshold Interval
warning ~ Auto ~
time max severity L detector actual typical description jobID actions
~  November 25th 2018, 13:00 47 min{"system.cpu.idle.pct"} /] 2.529 + Unexpected zero value min-cpu-idle @
Description

minor anomaly in min("system.cpu.idle.pet”)

Details on highest severity anomaly

time November 25th 2018, 13:20:00 to November 25th 2018, 13:21:00
function min

fieldName system.cpu.idle.pct

actual ]

typical 253

JjobID min-cpu-idle

probability 0.0012353052581190274

ROWS per page: 25
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New job from index pattern metricbeat-* et e

ob settings Results
&

1 Document count
Fields
. . 800
700
— 600
[_) system.process.cgroup.memory.stats. prean - 500
00
o 300
| system.process.cpu.system.ticks Mean - %gg
0
[ system process cpu.totalnorm.pet | yiean . s 1130 1 1200 1215 1230 1245 130 131 1330 1 1400
system.process.cpu.total.pct Mean - Data split by system.process.name
[ system process.cpu.total.ticks Mean -
(") system.process.cpu.total.value Mean - ;o';'gﬁn:fm:nmg-ﬂ
Mean system.process.cpu.total.pct
- 028
Split Data [ Remove spiit 92¢
=
tsystem.process.name - 012
016
014
%
Key Fields (Influencers) atis
006
004
tsystem.proce 002
115 11:30 1145 12:00 1215 1230 1245 1200 1315 1330 125 12:00

Bucket span o

m

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

cpu-per-process -

Top Influencers Anomaly timeline
system.process.name Overall
java i s 1:30 11:45 12:00 1215 12:30 12:45 13:00 1315 13:30 13:45 14:00
65 [110]
Google Drive Fi View by: = system.process.name - Limit: | 10 v (Sorted by max anomaly score)
—21 (2]
Google Chrome H lava .
-5 s Google Drive Fi .
Goagle Chrome H .
1105 11:30 1145 12:00 1215 12:30 12:45 13.00 135 1230 13:45 1400
Anomalies
Severity threshold Interval
warning W Auto ~
time max sever... .l detector found for influenced by  actual typical description job 1D actions
meansystem.pr
November 25th system.pracess. .
® 65 ocess.cputotal.  java 0.103 0.019 T 5x higher Cpu-per-process
? 201 8, 13:00 P ! name: java igh Puperp ®
pet)
mean(system.pr System.process.
November 25th
> 23::";32;3 ® 21 ocess.cputotal. Google Drive Fi  name: Google  0.061 0.084 ¥ laxlower  cpu-per-process (G}
e pet) Drive Fi
mean(system.pr system.pracess.
November 25th Google Chrome
7 3018, 13:00 5 ocess.cputotal. € name: Google  0.223 0.044 ™ Sxhigher  cpu-per-process {33
' pet) Chrome H

Rows per page: 25
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Top Influencers
system.process.name

Anomaly timeline

O

java 1115 11:30 11:45 12:00 1215 1230 12:45 13:00 1315 13:30 13:45 14:00
65
View by: | system.process.name ~ 10 = | (Sarted by max anamaly scare)
Jjava .
i
0
mis 130 11:45 12:00 1215 1230 12:45 13:00 1315 1330 1345 14:00
Anomalies
Severity threshold Interval
warning ~ Auto ~ Show charts
mean(system.process.cpu.total.pct) - | system.process.name java (@ View |7
o2
an
01
0.09
0.08
007
0.06
0.05
0.04
0.03
0.02
001
12:00 12:15 1230 12:45 1300 1315 13:30 13:45 14:00 145 1430 145 15:00
time max sever... \l- detector found for influenced by  actual typical description job 1D actions
mean(system.pr
November 25th . system.pracess. "
. -per-
2018, 13:00 B85 ocess.cputotal.  java rame: java 0.103 0.019 5x higher cpu-per-process 83
pet)
Rows per page: 25
time max sever... <L- detector found for influenced by  actual typical description jobID actions
meanisysterm.pr
MNovember 25th system.process.
> ® 65 ocess.cpu.total. java : 0,102 0.019 ™ Sxhigher  cpu-per-process
2018, 12:00 P ) name: java s pu-perp @

Rows per page: 25

Pt

| View series

25 Configure rules
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Machine Learning|/ Single Metric Viewer C Auto-refresh € @ November 25th 2018, 11:12:21.534 to November 25th 2018, 14:04:21.765 ¥

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

cpu-per-process -

Detector: mean(system.process.cpu.total.pct) w  system.process.name: java u

Single time series analysis of avg system.process.cpu.total.pct (system.process.name: java)

Zoom: auto 1h (aggregation interval: 1m, bucket span: 1m) Model bounds are not available

11:30 12:00 1230 1200 1330 14:00
\ B — ;
A fl A7
\ \ f A

\ I\ i\ \ /1
| / A
Wis e s s 1u8s s a5 quse suss, 1oof s s ezt 120 sass o 1aas vase sese_rshliam jae race i aas thdh Whe Fa saas s s sam

Anomalies
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Machine Learning / Job Management / Create New Job / Population job < @ November 25th 2018, 11:12:21.534 to Movember 25th 2018, 14:45:31.807 ¥

New job from index pattern e
metricbeat-*

: Document count
Population
800
700
tsystem.process.name - 500
500
400
300
Fields 200
100
o -
id - 1915 1130 1945 1200 1295 1230 1245 1300 1315 1330 1345 1400 1415 1430 14

High mean system.process.cpu.total.pct over system.process.name
SYSTeM.process.CpULotal.e | pigh mean = @

Split data: | -
08
. 0.7
Key Fields (Influencers) 0e
05
t 1 theat.hostname 04
03
B k t 0z ¢ . *
ucket span @ o1y ! : sl BEEN H
P S R L R R A R A AR R R R AR AR R AR R
m 11:15 11:30 11:45 12:00 12:15 12:30 12:45 13:00 1315 13:30 1345 14:00 14:15 14:30 14
Job Details
Name &)

outlier-processes

Description (7

Processes that use more CPU than others

Job Groups (7
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Machine Learning|/ Anomaly Explorer

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer

Job

outlier-processes

Top Influencers
system.process.name

stress

69 |134]
Microsoft Word
-3 [IRER]
Preview

1

ruby
" | 2]
Google Chrome H
1

Google Chrome

<1 [=1])
AppleSpell
1 <1
beathostname
poipu

48 | 54|

Anomaly timeline

Overall
A5 1130
View by: | system.process.name = Limit:
stress
Microseft Word
Preview
ruby
Google Chrome H
Google Chrome
AppleSpell
1115 1130
Anomalies
Severity threshold Interval
warning S Auto
time max seve... < detector
high_mean(syst
em.process.cp
3 Nowvember 25th ® 6 u_total pet)
2018, 13:00 aver

November 25th
2018, 14:00

system.process

name

high_mean(syst

em.process.cp
u.total pet)
over
system.process
name

11:45

11:45

C Auto-refresh

12:00

10~ (Sorted

12:00

found for

stress

Microsoft Word

Settings

1218 1230 1248

by max anomaly score)

1218 1230 1245

influenced by actual

beathostname
- paipu
system.process
name: stress

0.824

beathostname
: paipu
system.process
name:
Microsoft Word

0.406

13:00

1300 1375

1315

typical

0.076

0.084

1330

1330 1345

1345

description

™ 11x higher

™ Sxhigher

W00 1495

14:00

14:15

job ID

outlier-
processes

outlier-
processes

€ @ November 25th 2018, 11:12:21.534 to November 25th 2018, 14:45:31.807

1430 1445

1430 1445

actions

@
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Top Influencers
system.process.name ral

Anomaly timeline

0

stress 145 1130 1145 1200 1215 1230 1245 1300 1305 1330 1345 1400 1405 1430 1445
as
View by: | system.process.name = Limit: 10 = |(Sorted by max anomaly score)
beat.hostname
stress I
poipu
48
i
145 1130 1145 1200 1215 1230 1245 1300 1315 1330 1345 1400 1445 1430 1445
Anomalies
Sewverity threshold Interval
warning ~ Auto v Show charts
high_mean(system.process.cpu.total.pct) over system.process.name () View |/

system.process.name stress

0.3
0.8
07
06
05
0.4 *
03 |
0.2 .
0.1
11:50 12:05 12:20 12:35 1250 1305 13:20 1335 13:50 14:05 14:20 14:35 14:50
time max seve... <- detector found for influenced by actual typical description jobID actions
high_mean(syst
BM.process.cp beat hostname
MNovember 25th u.total, : poipu outlier-
® 69 PO ress palp 0.824 0.076 T 11 higher o]
2018, 13:.00 over system.process processes
system.process .name: stress
.name

[
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Chapter 3: Event Change Detection

/ New Visualization 43
Auto- February 8th 2017, 09:43:07.484 to February 9th 2017,
Visualize Save Share Inspect Refresh ¢ < e v T v >
(unsaved) refresh 15:12:17.960
>_ search... (e.g. status:200 AND extension:PHP) Options -
Add a filter 4

farequote-*

Data Metrics & Axes  Panel Settings (>3 X

Metrics

. Y-Axis Count 200

csnao ko PY

w

Count

Buckets

. X-Axis © [x]

Aggregation Date Histogram help

e

Date Histogram -

Field

@timestamp -

Interval

10:00 13:00

16:00 2

@timestamp per 10 minutes

01:00 04:00 [

Custom v

10m
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Timelion

Machine Learning

Infra

Default

Machine Learning / Job Management / Create New Job 7 Single Metric Job

New job from index pattern
farequote-*

Aggregation (7
Count -

Field &

Select a field

Sparse data

2017-02-07 00:00 2017-02-08 00:00 2017-02-09 00:00

Job farequote created v

Continue job in real-time

€ O February 6th 2017, 19:00:00.000 to February 11th 2017, 18:59:54.000

Chart interval: 10m

Bucket span (&

h 10m

2017-02-10 02:00 2017-02-11 00:00

>
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Machine Learning / Single Metric Viewer CAuto-refresh € @ February 6th 2017, 19:00:00.000 to February 11th 2017, 18:59:54.000 >

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

farequote -
Detector: count - u
Dashboard

> time series analysis of count

Lsioy show madel bounds
F—— Zoam: auto 12h 1d (aggregation interval: 10m, bucket span: 10m)
4
chine Learning 260
240
220
200
150
160
140
120
100
2017-02-09 00:00 2017-02-10 00:00 2017-02-11 00:00
I
2017-02:0700:00 amzg2080000 |t o 2000020068 'Er‘c"‘w"'.””'llf-"'-j- N e RROTA B A 201 gt N
Anomalies
Severity threshald Interval

warning ~ Auto ~

time max severity L detector actual typical description job 1D actions

February Sth 2017, o g5 count 277 1279  2x higher farequate @

11:00

Default

O  collapse

Rows per page: 25 ~
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Machine Learning|/ Single Metric Viewer C Auto-refresh € O February 6th 2017, 19:00:00.000 to February 11th 2017, 18:53:54.000 >

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

farequote_1h -
Detector: caunt o | =3

e time series analysis of count

(@ show model bounds

Zoom: auto

d (aggregation interval: 1h, bucket span: h)

2017-02-08 00:00 2017-02-09 00:00 2017-02-10 00:00 20170211 00:00

/ nalies
Severity threshold Interval
warning ~ Auto ~

No matching anomalies found
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Create a new job

Job Details Analysis Configuration Datafeed
bucket_span @
15m

summary_count_field_name ()

events_per_min

categorization_field_name ()

Detectors @

Edit |[SON Data Preview

Add new detector

Description )
Unexpected drop in orders

function (7 field_name 2
low_count

over_field_name % partition_field_name &

Help for analytical functions |/

LS

by_field_name 7

exclude_frequent (%)
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Detector: Unexpected drop in orders - u

w
L)

le time series analysis of sum events_per_min
@ show madel baunds

Zoom: auto 12h 1d 1w 2w (aggregation interval: 15m, bucket span: 15m)
8,000

7.000

6,000

5,000

4,000

3,000

2,000

1.000

2017-02-06 00-00 2017-02-07 00:00 2017-02-08 00:00

2017-91-31 000N 2-02-01 00:00 20137-02-03 00:00 2012:02-05 00:00 20120211 00:00

Machine Learning / Job Management / Create New Job / Multi Metric job { O February 6th 2017, 19:00:00.000 to February 11th 2017, 18:59:54.000 >

kibana

New job from index pattern
farequote-*

smaoro PY

Fields Document count
3,000
ne Learning event rate Count - i‘ggg
1500
responsetime Mean - “zgg I II II II II I
o
airline Fiihni e = 2017-02-07 00:00 2017-02-08 00:00 2017-02-09 0000 2017-02-1000:00 2017-02-11 00:-00

Data split by airline
Sparse data @

Split Data
tairline - Count event rate
140
Key Fields (Influencers) 120
100
B0
60
Bucket span = “
20
10m 2017-02-07 00:00 2017-02-08 00:00 2017-02-09 00:00 2017-02-1000:00 2017-02-11 00:00
Job Details
Name (&

Description (7
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4
M
@
g
4

kibana

=

Machine Learning / Anomaly Explorer C Auto-refresh € @ February 6th 2017, 19:00:00.000 to February 11th 2017, 18:59:54.000 ¥

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

m count_per_airline -

Top Influencers Anomaly timeline
airline D
AAL 2017-02-08 00:00 2017-02-09 00:00 2017-02-10 00:00 2017-02-11 00:00
98 [100]
View by: airline - Limit: 10 + | (Sorted by max anomaly score)
AAL .
2017-02-08 00:00 2017-02-09 00:00 2017-02-10 00:00 2017-02-11 00:00
Anomalies
Severity threshold Interval
warning ~ Auto hd Show charts
count - | airline AAL | (D) view |/
180
160
140
120
100
&0
50
a0
@ MM—W\,J ¥
. LRy e W P U P VeV
0200 0700 11:00 15:00 23:00
time max se.. v detector found for influenced... actual typical description job ID actions
February 3th T qax count_per_air
. : . -
2017, 11:00 98 count AAL airline: AL 170 1.8 higher  line 3
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Machine Learning / Job Management / Create New Job / Population job

New job from index pattern

gallery-*

Population

Diclientip

Fields

event rate Count

Key Fields (Influencers)
turi

Bucket span @

15m

Job Details
Name 7

population_analysis
Description (7

Job Groups (@

v Advanced %)

€ @ December 31st 2016, 19:03:40.000 to October 30th 2017, 07:55:07.315

Chart interval: 1d

Document count

20170101 2017-02-01 2017-03-01 2017-06-01 2017-07-01 2017-08-01 2017-0%-01 2017-10-01

2017-04-01 2017-05-01

Count event rate over clientip split by status

b Rernave split

Splitdata:  tstatus
4,200
2,000
1,800
1,600
1,400
1,200

s (AN tobhadnnbonoiibnibnibbgingdyyg

2017-01-01 2007-02-012007-03-01 2017-04-01 2017-05-01 2017-06-01 2017-07-01 2017-08-01 2017-09-01 2017-10-01

>
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Machine Learning|/ Anomaly Explorer C Auto-refresh € © December 31st 2016, 19:03:40.000 to October 30th 2017, 07:55:07.315

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

m population_analysis -
Top Influencers Anomaly timeline

dlentip o= JENARCCRRRRRRRENRCFRCERCRCRCERRCANER D OAnE

173.203.73 60 20170201 2017-03-01  2017-04-01  2017-0501  2017-06-01 20170701  2017-08-01  2017-09-01  Z2017-10:01
99 (2451
50.30.47.36 View by: dientip = Limit: 10 = | (Sorted by max anomaly scare)
— 59 |639
82.40.65.229 173.203.78.60 . .
—_— (= 50.30.47.36 l l
162.216.18.159 85 40 65,999 l
—97 [133
66.7.103.50 162.216.18.159 . '
— 94  |1525 66.7.193.50 l l
193.106.172.144 193.106.172.144 . .
—94 189
109683823 109.68.38.23 l
94 230 50.112.253.249 . .
50.112.253.249 198.240.128.75 . . . .
—94 (1177
101.143.157.66 l
198.240.128.75
94 [336

2017-02-01 2017-03-01  2017.04-01 2017-05-01  2017-06-01 2017-07-01  2017-08-01  2017-05-01 20M7-10-01
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Top Influencers
clientip

173.203.78.60

N

status

99 (1346)

uri

fwp-login.php

97 [1as)

Anomaly timeline

2017-02-01 2017-03-01  2017-04-01  2017-05-01 2017-06-01 2017-07-01  2017-08-01  2017-0%-01 2017-10-01

View by: | clientip = Limie: | 10 *  (Sorted by max anomaly score)

173.203.78.60 I

2017.02-01 2017-03.01 20170401 2017-05-01  2017-06-01  2017-07-01  2017-08.01  2017-08-01 20017-10-01

Anomalies

Severity threshold Interval

warning ~ Auto ~ Show charts

count by status over clientip - | dlientip 173.203.78.60 | (3 M View |2
1,300
1,200
1,100
1,000 ..
900
800
700
&00
500
400
300 -
200
100

2017-02-16 00:00 2017-02-17 00:00 2017-02-18 00:00 2017-02-19 00:00 2017-02-20 00:00 2017-02-21 00:0

time max sev... ‘- detector found for influenced by actual typical description job 1D actions
clientip:

‘count by 173.203.78.60 ‘™ More than -
Febi 16th lati
2;1 ;“;gm .90 stawusover  173.203.78.60 status:404 1083 111 100% :r"’";a onan iy
T clientip uri: fwp- higher ¥

login.php
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Anomaly timeline

Jan0319:00 Jan0519:00 Jan07 19:00 Jan 0919:00 Jan 1119:00 Jan1319:00 Jan1513:00 Jan 1719:00 Jan1919:00 Jan 2119:00 Jan2319:00 Jan 2519:00 Jan 2719:00 Jon 29 19:00 Jan 31 19.00

Viewby:  clientip.keyword « (Top 10 by max anomaly score)

109.234,202.124 -

Jan0319:00 Jan0519:00 Jan 07 19:00 Jan 09 19:00 Jan 1119:00 Jan1319:00 Jan1519:00 Jan 1712:00 Jan 1919:00 Jan 2119:00 Jan2319:00 Jan2519:00 Jan 2719:00 Jan29 1900 Jan 31 15:00
Anomalies

high_distinct_count{"request.keyword") over "clientip.keyword" - clientip.keyword 109.234.202.124 @
View

09 PM Thu1s 03 AM 06 AM 09 AM 12PM 03PM 06 PM

Severity threshold: 4 warning = Interval:  Auto ~

time = max severity = detector = found for = influenced by = actual = typical = description =

»  January 15th 2015, 02:00 A 99 high_distinct_count(" keyward") over "clientip.k d" 109.234.202.124 clientip.keyword: 109.234.202.124 958 262652 4 More than 100x hig
geoip.country_name.keyword: United Kingdom
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2,187 hits
109.234.202.124

Add a filter +

Selected Fields

t request

# response

Available Fields o
© @timestamp

t @version

t id

t _index

# _score

t clientip

geoip.city_name

geoip.continent_code

‘geoip.country_code2

geoip.country_code3

geoip.country_name

geoipp

»

‘geoipatitude

geoiplocation.lat

geoip.Jocation.jon

geoiplongitude

Count

Time

January
January
January
January
January
January
January
January
January
January
January
January
January
January

January

15th 201

5, 02:46:07.000
15th 2015, 02:46:04.000

15th 24

5, 02:46:84.000

15th 2015, 02:46:04.000
15th 2015, 02:46:00.808
15th 2015, 92:46:00.000

15th 28

5, 02:46:00.000
15th 2015, 02:46:00.000
15th 2015, 02:45:59.000
15th 2015, 92:45:59.000
15th 2015, 02:45:59.000
15tn 2015, 02:45:59.000
15th 2015, 02:45:59.000
15th 2015, 82:45:55.000

15th 2015, 82:45:55.000

New Save Open Share

January 13th 2015, 00:00:00.000 - January 15th 2015, 23:59:59.999 —

Auto J

w0150
@timestamp per hour

request

/zo0mstats/1ibs/domax/mysql .php?GLOBALS[ '1ib*1[ 'da*1[* path*J=http://wwn. google . com/humans. txt?

/ytb/cuentarcuerpo. php?base_archivo=http://ww. google. com/humans. txt?

/2ipndownl 6ad. php?PP_PATH=Rttp: //www . google  com/humans . txt?

Ltxt?

Fyreh/plugh ch/plug. inc.php?pathehttp googl h
/xt_counter .php?server_base_dir=http: //wmm.google. com/humans . txt?
#yobbse/Sources/Packages . php?sourcedir-http://waw. google. con/humans. txt?

/yacs/scripts/updote_trailer. php?context [path_to_roat]=http: //ww.google . com/humans.. txt?

/xoopsgallery/init_basic.php?GALLERY_BASEDIR=http: //mwn.google. com/humans . txt?

/xarg_corner . php?xarg=http: //we. google. com/humans. txt?

P ins/wp-table/j b .phpp?wpl ww. google . 5. txt?
/xarg_corner_bottom, php?xarg=http: //wwx . google. com/humans, txt?
Fwsk/wsk.php?wsk=http: //ww.google. com/humans . txt?
/xarg_corner_top. php?xarg=http://www . google . com/humans . txt?
/wp-content/plugins/wordtub dtube-button. php?woPATH=ht tp ://www. google Stxt?
/wp-c Bl dm-albums/temp bum. php? SECURLTY_FILE=http://wwn.google . com/humans. txt?

Reporting € @ January 13th 2015, 00:00:00.000 to January 15th 2015, 23:59:59.899 >

response

a0a

404

404

404

404

404

404

404

a4

404

a4

404

404

404

404

Description 6

Rare Country

function &

rare

over_field_name &

Help for rare (£

Add new detector

b

field_name & by_field_name &

geoip.country_name

partition_field_name &

exclude_frequent &
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Create a new job

Job Details Analysis Configuration Datafeed Edit JSON Data Preview
bucket_span ©

10m

summary_count_field_name &

categorization_field_name &

message

Categorization Filters ©

+ Add Categorization Filter

Detectors @

+ Add Detector

Add new detector

Description ©

function & field_name & by_field_name &
count j mlcategory
over _field_name ©& partition_field_name © exclude_frequent ©

Help for count &'

[res [ e
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Anomaly timeline

o

Feb0111:00 Feb0203:00 Feb0219.00 Feb0311:00 Feb0403:00 Feb0419:00 Feb0511:00 Feb0603:00 Feb0619:00 Feb0711:00 Feb0803:00 Feb0813:00 Feb0911:00 Feb1003:00 Feb1019:00 Feb1111:.00

Viewby: jobID ~ (Top 10

it_ops.logs [

Feb 01 11:00 Feb0203:00 Feb0219:00 Feb0311:00 Feb04 0300 FebO0419:00 Feb0511:00 Feb0B03:00 Feb0613:00 Feb0711:00 Feb0BO03:00 FebO0B19:00 Feb0911:00 Feb1003:00 Feb 1019:00 Feb1111:00

max anomaly score)

Anomalies
Severity threshold: warning = Interval:  Auto ~
time max severity - detector found for:  actual ¢ typical ¢ description jobID:  links category examples
b February 8th 2016, 10:00 472 count by micategory micategory 11 12 00135001 4 More than 100x higher it_ops_logs Openlink = Fail To Connect Database ReActivate Application / Check Connection String
»  February 8th 2016, 10:00 A 72 count by micategery micategory 10 12 0.0135001 4 More than 100x higher it ops_logs Open link ~ DBMS ERROR : db=10.16.1.63Isvc_prod#uid=dbadmin;pwd=##### Err=
DBMS ERROR : db=svc_prod Err=-17 [Microsoft)[ODBC SQL Server Driver][
» February 8th 2016, 10:00 © 43 count by micategery micategery® 1 000230968 4 More than 100x higher it_ops_logs Open link = DB Not Updated [Master] atme. alhost:
b February 8th 2016, 05:00 A 17 count by micategory micategory6 1 000341545 4 More than 100x higher it_ops_logs Open link = Transaction Match In DB / Duplicate Transactiom;dbhost=dbserver.acme.c
»  February 8th 2016, 05:00 9 count by micategory micategory 6 1 0.00445653 4 More than 100x higher it_ops_logs Open link » Transaction Match In DB / Duplicate Transaction;dbhost=dbserver.acme.c
»  February 8th 2016, 10:00 A5 count by micategory micategory2 12 0.0168509 4 More than 100x higher it_ops_logs Open link = REC Not INSERTED [DB TRAN) Table;dbhost=dbserver.acme com;physicall
» February 8th 2016, 10:00 A3 count by micategory micategory4 2 0.013726 4 More than 100x higher it_ops_logs Open link + 012 Head Office Link Active 127.0.0. -acme.com;physica
»  February 8th 2016, 10:00 1 count by micategory micategory 5 13 0.0205834 4 More than 100x higher it_ops logs Open link » Opening Database = {SQL Server}: .16.1.63;¢ ork=dt
Opening Database = DRI {SQL Server}:! 0.0. k=dbr
Opening Database = DRIVER={SQL Server};SERVER=sssvedbj1.acme.com:n
»  February 8th 2016, 10:00 1 count by micategory micategory3 1 0.00828766 4 More than 100x higher it_ops logs Open link = 8: 10.16.1.63Isve_p g
P tint;py a
b February 8th 2016, 06:00 A <1 count by micategory micategory7 1 0.00952828 4 Mare than 100x higher it_ops_logs Open link « Actual Transaction Not Found In DB To VOID;dbhost=dbserver.acme.com;
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Chapter 4: IT Operational Analytics and Root
Cause Analysis

Single time series analysis of sum events_per_min
show model bounds
Zoom: auto 12h 1d 1w 2w (aggregation interval: 15m, bucket span: 15m)
8,000
7,000
6,000
5,000
4,000
3,000 \
2,000
February 8th 2017, 10:00
1,000 —_—
anomaly score: 79
0 value: 921
2017-02-08 00:00 upper bounds: 6,325.563 2017-02-09 00:00
P
I bounds: 4,293.539 =
ower bounds: I ) [
Y.
2017-01-31 02007-02-01 00:00 2017-02-03 00:00 2017-02-05 00:00. 2017-02-07 00:0 *loo. 2017-02-11 00:00
Anomalies
Severity threshold Interval
warning v Auto v
time max severity \r detector actual typical description job ID actions
February 8th 2017, Unexpected drop in
® 94 1,869 5,277.556 ¥ 3x lower a_orders_kpi
> 09:00 orders - <P @
February 8th 2017, Unexpected drop in
> y ® 79 P P 921 5,314.775 Vv 6x lower a_orders_kpi @
10:00 orders
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Machine Learning / Job Management / Create New Job / Advanced Job Configuration
‘ kibana

Discover
Create a new job

Visualize
Dashboard Job Details Analysis Configuration Datafeed Edit JSON Data Preview
Timelion & Datafeed job @
Machine Learning Query ©

{"match_all":{}}
Graph

o Query delay ©

Dev Tools
Monitoring Frequency &
Management scroll_size &

Input index

® Choose index from list

72,223,884 hits

kl bana Search... (e.g. status:200 AND extension:PHP)
Discover Add a filter +
Visualize Add filter x
Dashboard

Filter Edit Query DSL
Timelion

beat.name ~ isoneof ~ site-search-es-1 site-search-es-2

Machine Learning .

Label site-search-es-9

el Optional

site-search-es-7

Dev Tools

site-search-es-8
Monitoring site-search-es-4 |
site-search-es-11

Management # _score .
B - site-search-es-10

t _type site-search-es-6
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21,145,314 hits
‘ klbana Search... (e.g. status:200 AND extension:PHP)

@ Discover

beat.name: "site-search-es-1, site-search-es-2, site-search-es-3"

sl visualize operational-analytics-metricbeat-*  ~

21,145,314 hits New = Save
‘ kibana

Save Search

(® Discover l only_es1_es2_es3
al
B! visualize Save
) Machine Learning / Job Management / Create New Job / Multi Metric job
‘ kibana
@ Discover
i From a New Search, Select Index Or, From a Saved Search
Visualize
Timelion Name « Name
demo-elastic-logs-2017.03 only_es1_es2_es3

Machine Learning

operational-analytics-filebeat-*
Graph

operational-analytics-metricbeat-*
Dev Tools

search-http-logs-*

Monitoring

elastic-logs-*

Management
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New job from saved search only_es1_es2_es3

Fields Document count

700,000

600,000

N 500,000

event rate Count v 400,000

300,000

200,000

(Dapache.status.bytes_per_request Mean 3 100000
apache.status.bytes_per sec Mean 4 Fri17 12PM Sat 18 12PM Mar 19 12PM

apache.status.connections.async.closing Mean s Data split by beat.name

site-search-es-3
site-search-es-2

<«

apache.status.connections.async.keep_alive ~Mean

. . a
apache.status.connections.async.writing Mean 3 site-search-es-1

Count event rate
Sparse data @

20,000
18,000
) 16,000
Split Data 14,000
12,000
. 10,000
beat.name v 8,000
6,000
4,000

Key Fields (Influencers) 2000 | .

Fri17 12PM Sat 18 12PM Mar 19 12PM
system.socket.local.ip

system.socket.remote.ip
added
apache.status.hostname
beat.hostname

beat.name
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Single time series analysis of sum events_per_min

show model bounds

8,000

7,000

6,000

5,000

4,000

3,000

2,000

1,000

2017-02-08 00:00

Zoom: auto 12h 1d 1w 2w (aggregation interval: 15m, bucket span: 15m)

February 8th 2017, 10:00

anomaly score: 79
value: 921
upper bounds: 6,325.563 2017-02-09 00:00

Anomalies
Severity threshold

warning
time

s February 8th 2017,
09:00

N February 8th 2017,

10:00

max severity \r

® 94

® 79

2017-01-31 0@®007-02-01 00:00 2017-02-03 00:00
Interval
N Auto £

detector actual

Unexpected drop in

orders 1,869

Unexpected drop in

921
orders

lower bounds: 4,293.539

2017-02-05 00:00 2017-02-07 009 00 2017-02-11 00:00
typical description job ID actions
5,277.556 V' 3x lower a_orders_kpi 3
5,314.775 Vv 6x lower a_orders_kpi @
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Machine Learning / Anomaly Explorer @ @ < OJanuary28th 2017, 17:36:09.000 to February 12th 2017, 18:15:00.000 >
‘ kibana Job Management Anomaly Explorer Single Metric Viewer

Discover
[ .
Visualize
Top Influencers Anomaly timeline
Dashboard
e ma i
Timelion dbserver.acme.com 201701290000 20170131 GMOB02010000 201702030000 201702050000 201702070000 201702090000 201702110000
-
Machine Learnin i
.3 cisco.acme.com jobID ~ Limit: 10 v | (Sorted by max anomaly score)
L 1350
APM
ops newerk Tl |
Graph esxserver! acme.com it_ops_sal ]
9 (D -
Dev Tools it_ops_kpi B
it_ops_logs. .
Monitoring
201701290000 20170131 GROB02010000 201702030000 201702050000 201702070000 201702090000  2017:02-110000
Management
Anomalies
Severity threshold: A warning »  Interval:  Auto ~
time max severity © detector found for = influenced by actual = typical - description
> February4th 2017 A95 mean(in_Octets) hostname: cisco.acme.com 1397676 519754 4 3x higher
physicalhost: esxserver1.acme.com
> February 4th 2017 A95 mean(Out Octets) hostname: cisco.acme.com 2414400 586888 4 dx higher
physicalhost: esxserver1.acme.com
> February 4th 2017 A95 mean(Out_Broadcast_Pkts) hostname: cisco.acme.com 1769 190 ¥ 1.1xlower
physicalhost: esxserver.acme.com
> February5th2017 A95 mean(Out Discards) hostname: cisco.acme.com 105 00148 4 More than 100x higher
physicalhost: esxservert.acme.com
> February6th 2017 A95 mean(in_Broadcast_Pkts) hostname: cisco.acme.com 0204 00188  411xhigher
physicalhost: esxservert.acme.com
> February8th2017 A95 mean(sQLServer_Buffer_Manager_Page_life_expectancy) hostname: dbserver.acme.com  436.1 12 36x higher
> February8th2017 A95 mean(SQLServer_Buffer_ Manager_Buffer_cache_hit_ratio) hostname: dbserver.acme.com 964 989 ¥ Unusually low
> February8th2017 A95 mean(SQLServer_General_Statistics_User_Connections) hostname: dbserver.acme.com 2248 196 1.1 higher
& elastic b February8th2017 A95 mean(SQLServer_SQL_Statistics_Batch_Requests_sec) hostname: dbserver.acme.com 0497 201 & 40 lower
Machine Learning / Anomaly Explorer @ @ < Oanuary 26 2017, 17:36:09.000 to February 12th 2017, 18:1500000 >
Job Management Anomaly Explorer Single Metric Viewer
u Alljobs
Alljobs slected
Top Influencers Anomaly timeline
dbserver.acme.com 201701290000 20170131 00002017.02:01 0000 201702030000 20170205 0000 20170207 0000 201702090000 201702110000
s @D
csco.acme.com Viewby:  jobID ~ Umit: 10~ (Sorted by max anomaly core forFebruary 8th 2017, 0300)
s @ v y y ry
escervert.acme.com it ops_sal
@ [ |
201701290000 20170131 00002017.02:01 0600 201702030000 201702030000 20170207 0000 201702090000 201702110000
Anomalies
Severity threshold: A warning ~  Intervak  Auto + Show Charts
mean(SQLServer_SQL Statstics_Batch_Requests_sec) @ View  mean(sQLServer_General_Statstis_User_Connections) @ View?
& 20
& 20
3 210
s 20 VU RS
g ) =
2 7
5
8 ~ Oy £ ~~ 160
s 150
? 140
5 130
1800 2100 0000 0300 0600 0300 1200 1500 1800 1800 2100 0000 0300 0600 0900 1200 1500 1800
mean(SQLServer Buffer_Manager_Page_life_expectancy) @ View  mean(SQLServer_Buffer_Manager_Buffer_cache_hit ratic) @ View?
6000 95
5500
B q 90 AL Ak
4500 ¢ 585
3000
3500 > a0 d
3000 x 975 @
250 s R ¢
Zo00 ) 5 Q% 70 i S
1500 s %65
1000 ¥
o0 8 %0
[ S 955
1800 2100 0000 0300 0600 0300 1200 1500 1800 1800 2100 0000 0300 0600 0900 1200 1500 1800
time max severity detector Influenced by actual :  typical ¢ description JobiD links
» February Bth 2017, 0300 ass meaniSQLServer_SQL.Statstics Batch Requests_seq) hostname: dbserver.acme.com oa7 20 + doxlower itops.sal  Openlink ~
» February 8th 2017, 0300 I meaniSQLServer_Buffer Manager_Page Ife_expectancy) hostname: dbserver.acme.com 4361 2 + 36xhigher itops.sal  Openlink ~
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Anomaly timeline

2017-01-29.00:00

2017-01-3100:002017-02-01 00:00

2017-02-03 00:00

O

2017-02-05 00:00 2017-02:07 00:00 2017-02:09 00:00 2017-02-1100:00

Viewby:  jobID ~ Limit: 10~ (Sorted by max anomaly score for February 8th 2017, 03:00)
it_ops_logs .
2017:01-29.00:00 2017.0131 00:002017.02-01 0000 2017.02.03,0000 2017.0205,0000 2017.02.07 00:00 2017:02:0900:00 2017:0211 00:00
Anomalies
Severity threshold: warning ~  Interval: Auto ~ Show Charts
time max severity - detector foundfor - actual < typical = description jobID = links category examples
»  February 8th 2017,10:00 A 69 Unusual message counts micategory4 50 00452 4 More than 100x higher it_ops_logs Open link ~ Opening Database = DRIVER={SQL ; 161 16.1.63 1433,0AT
Opening Database = DRIVER=(SQL : 27.00. 27.0.0.1 1433;DATAE
Opening Database = DRIVER={SQL ; 1.2 1.
»  February 8th 2017,10:00 A 63 Unusual message counts micategory2 49 00373 4 More than 100x higher it_ops_logs Open link ~ REC Not INSERTED [DB TRAN] T: acm 1.acme.
»  February 8th 2017,10:00 A 56 Unusual message counts micategory 11 49 0164 4 More than 100x higher it_ops_logs Open link ~ Fail To Connect Database ReActivate Application / Check Connection String :hostname=dbserver.acme.com;phys
»  February 8th 2017,10:00 A 56 Unusual message counts micategory 10 49 0164 4 More than 100x higher it_ops_logs Open link ~ DBMS ERROR : db=10.16.1.631svc_g i Err=17 [Mi RI[ODBC SQL Server Driver
DBMS ERROR : db=svc_prod Err=-17 [Microsoft][ODBC SQL Server Driver][TCP/IP Sockets]SQL Server does not ex
»  February 8th 2017,10:00 A 16 Unusual message counts micategory9 1 0.00647 4 More than 100x higher it_ops_logs Open link ~ DB Not Updated [Master] acme. 1.acm
»  February 8th 2017,05:00 A 4 Unusual message counts micategory 6 1 0.00978 4 More than 100x higher it_ops_logs Open link ~ Transaction Match In DB/ Duplicate 1.acmex
»  February 8th 2017,09:00 A 4 Unusual message counts micategory 6 1 00124 4 81xhigher it_ops_logs Open link ~ Transaction Match In DB / Duplicate a 1.acme.
Anomaly timeline
2017:01-2900:00 2017.01-31 00:002017.02:01 00:00 2017.02:0300:00 2017:02:05 00:00 2017:02:07 00:00 2017:02:0900:00 2017:02-11 00:00
Viewby: jobID ~ Limit: 10~  (Sorted by max anomaly score for February 8th 2017, 03:00)
t_ops_network February 8th 2017, 03:00
Job ID: it_ops_network
Max anomaly score: 30
2017:01-29 00:00 2017.01-31 00:002017.02:01 00:00 2017.02:0300:00 2017.02:05 00:00 2017:02:07 00:00 2017:02:0900:00 2017:02:11 00:00
Anomalies
Severity threshold: A warning ~  Interval:  Auto ~ Show Charts
mean(Out_Discards) @ View ' mean(in_Octets) @ View &
140 8,000,000
120 7,000,000 A
100 6,000,000 l }
5,000,000
80
60 4,000,000
3,000,000
“ 2,000,000
20 1,000,000
0 o
2017-02-07 12:00 2017-02-08 00:00 2017-02-08 12:00 2017-02-09 00:00 2017-02-07 12:00 2017-02-08 00:00 2017-02-08 12:00 2017-02-09 00:00
mean(Out_Octets) View®  mean(Out Broadcast_Pkts) @ View
200,000,000 200
180,000,000 195
160,000,000
140,000,000 190
120,000,000 185
100,000,000 180
80,000,000 175 /
60,000,000
40,000,000 o N
20,000000 165 P
0 ~nd ) Q0L Ll 160
2017-02-07 12:00 2017-02-08 00:00 2017-02-08 12:00 2017-02-09 00:00 2017-02-07 12:00 2017-02-08 00:00 2017-02-08 12:00 2017-02-09 00:00
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it_ops_logs
2017-01-2900:00 2017-01-31 00:2017-02:01 00:00 2017-02-03 00:00

Anomalies
Severity threshold: warning ~ Interval:  Auto v Show Charts

max severity - detector foundfor = actual = typical = description jobID

A 69 Unusual message counts micategory 4 50 0.0452 4 More than 100x higher it_ops_logs

063 Unusual message counts micategory2 49 00373 4 More than 100x higher it_ops_logs

456 Unusual message counts micategory 11 49 0.164 4 More than 100x higher it_ops_logs

2017-02-05 00:00 2017-02-07 00:00 2017-02-09 00:00 2017-02-11 00:00

links category examples

bmssocn;address=10.16.1.63
issocn;address=127.0.0.1 14
om;network=dbmssocn;address=:

Open link ~ Opening Database = DRIVER:
Opening Database = DRIV
Opening Database = DRIVER

QL Se

Open link v REC Not INSERTED [DB TRAN] T: acme. 1.acme.con

Open link ~ Fail To Connect Database ReActivate Application / Check Connection String ;hostname=dbserver.acme.

Machine Learning / Anomaly Explorer

Job Management Anomaly Explorer Single Metric Viewer

All jobs

Top Influencers

hostname

dbserver.acme.com
s D

%
physicalhost

esxserverl.acme.com
o5

cisco.acme.com

Anomaly timeline

2017-01-29

Viewby: jobID ~

it_ops_network
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Chapter 5: Security Analytics with Elastic
Machine Learning

9lajsoelaldessgb.game343.com

- .. HassjwFkeix9891.game343.com
C ised S --L 29dsGuwesh1400.game343.com
ompromised Server — )

®
@V

Brute force attack was against
server_101 from MikeP laptop =
using login elastic_user_0.

Data exfiltrated
— from server_101 to
vodkaroom.ru

Process executes port

scan against server 101 X X
elastic_user_0 login

at unusual time
Unknown process starts
on MikeP machine

elastic_user_0 login

MikeP accesses a at unusual location

known threat

N N N

Mar 2517:00 Mar 26 17:00 Mar 27 17:00 Mar 28 17:00 Mar2917:00 Mar3017:00 Mar3117:00 Apr0117:00 Apr0217:00 Apr0317:00 Apr0417:00 Apr05

Viewby: jobID v (Top 10 by max anomaly score)

port_scan .
dns_exfiltration -
unusual_login_time .
unusual_process .

brute_force
unusual_login_location

»
‘ ‘, E ‘ Mar 2517:00 Mar 26 17:00 Mar2717:00 Mar2817:00 Mar2917:00 Mar3017:00 Mar3117:00 Apr0117:00 Apr0217:00 Apr0317:00 Apr0417:00 Apr05
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B

Filebeat

Real-time insight into
log data.

Download

@

Heartbeat

Ping your Infrastructure.

Download

Packetbeat

Analyze network
packet data.

Download

[

Auditbeat

Send audit data to
Elasticsearch.

Download

Winlogbeat

Analyze Windows
event logs.

Download

4

Functionbeat

Ship cloud data with
serverless infrastructure.

Download

Metricheat

Ship and analyze metrics.

Download

Journalbeat

Analyze Journald logs.

Download
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AMQP fields

Beat fields
Cassandra fields
Cloud provider metadata field’s
Common fields
DNS fields
Docker fields
Flow Event fields
HTTP fields

ICMP fields
Kubernetes fields
Memcache fields
MongoDb fields
MySQL fields
NFS fields
PostgresSQL fields
Raw fields

Redis fields
Thrift-RPC fields
TLS fields
Transaction Event fields

Measurements (Transactions) fields

[50]



Search... (e.g. status:200 AND exte

2,345,357 hits

Add a filter +
security-analytics-*
ecurity-analytics-packetbeat-*

security-analytics-winlogbeat-*

Novemnber 9th 2017, 09:26:47.991 - December 11th 2017, 22:46:51.373 —  Auto 3

M
c
5
2
o I I I II___I-.I I_--l--l-l--II_IIII-II_.I el _ I
2017-11-1101:00 2017-11-15 01:00 2017-11-19 01:00 2017-11-23 01:00 2017-11-27 01:00 2017-12:01 01:00 20171205 01:00 2017-12-09 01:00
@timestamp per 12 hours
[ - \ :
| m» | Elasticsearch
. Beats fr==mmmsssssssssss-o--- !
' . . 1 J
' L . =
! P DNS: {FILE i | Master (3)
] . i
- . 1 Threat Intelligence i
i ERCSCEE RS I it (X)
FILEBEAT ~ WINGLOGBEAT | nges
' \
.‘ Coordinating (X)
HEARTBEAT  METRICBEAT W | logstash ( .
‘ . Data — Hot (X)
PACKETBEAT  AUDITBEAT < m
Data — Warm (X) @. Kibana
Alerting (X) |
Workers (2+) . |
Machine Learning (2+)
Instances (2+)
X-Pack

()= |

@ X-Pack

@ X-Pack
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| NON ] Potential DNS Exfiltration! — Google
W % N &« =

Demo Alerts B3 Security-Analytics-Demo  Yest
Potential DNS Exfiltration!

To: demo-alerts@elastic.co

Potential DNS Exfiltration has been detected by X-Pack machine learning:
« Detected unusual DNS activity to vodkaroom.ru from server_101 with Anomaly Score of 95. Click here for further details.

Create a new threshold alert

Send out an alert when specific conditions are met. This will run on

Name

count-anomalies

Select an Index Select a time field Run this watch every

.ml-anemalies-count-rsvp timestamp -

Broad searches can be done by adding * to your query

Matching the following condition

WHEN max({) OF anemaly_scere OVER all documents IS ABOVE 70 FOR THE LAST 5 sec

1

minutes =
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Anomaly timeline

QOverall .

2017-03-03 2017-03-05 2017-03.07 2017-03-09 2017-03-11 2017-03-13 2017-03-15 2017-03-17 2017-03-19 2017-03-21 2017-03-23 2017-03-25 2017-03-27 2017-03-29 2017-QBEA04-01 2017-04-03 2017-04-05 2017-04-07

Viewby:  domain Limit: 10 =

vodkaroom.ru. .

spotify.com,

nerd.dk.
marriott.com,

btril.com.
online-domain-tools.com.
elastictest.com
berkeley.edu.
ELASTICTEST.COM.

yahoo.com,
2017-03-03 2017-03-05 2017-0307 2017-03-09 2017-03-11 2017-03-13 2017-03-15 2017-03-17 2017-03-19 2017-03-21 2017-03-23 2017-03-252017-03-27 2017-03-29 201 7-ABEH04-01 2017-04-03 2017-04-05 2017-04-07
Anoma
Severity threshold: A warning ~  Interval:  Auto =
time max severity © detector found for influenced by actual = typical = description job It
voapril3rd2017  A94 high_info_centent{sub_domain) over domain (dns_exfiltration-dalem) vedkaroom.ru. beat.name: server_101 202492 176 # More than 100 higher 1a-dr
domain: vodkaroom.ru.
»  March 2nd 2017 56 high_info_content(sub_domain) over domain (dns_exfiltration-dalem) ~ spotify.com. beat.name: asawari 172 16.7 4 10x higher fa-dr
domain: spotify.com.
b March 22nd 2017 431 high_info_content(sub_domain) aver domain (dns_exfitration-dalem) nerd.dk beat.name: damianpfister 404 176 # 23x higher tadr

domain: nerd.dk,

Edit detector

Description 6

high_info_content(sub_domain) over domain (dns_exfiltration-dalem)

function ©® field_name @ by field_name @

high_info_content X ¥ sub_domain X v
over_field_name & partition_field_name 6 exclude_frequent 6@

domain X v v all X v

Help for high_info_content &'
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Top Influencers

vodkaroom.ru.

spotify.com.
56

nerd.dk.
3

marriott.com.
28

btril.com.
24

online-domain-tools.com.

23

elastictest.com.
20

berkeley.edu.
19

ELASTICTEST.COM.
19

yahoo.com.
17

95
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beat.name

server_101

94

asawari
58

damianpfister
30

Jymit
19
antonio
15
mikep
12

[ 89 ]

[ 26 ]

dales

" o
angelo

10 [ 21 ]

16 )

bressers
6

khondhu
3

time

[~] April3rd 2017, 14:00 A 94

Description:

max severity detector

found for influenced by actual

high_info_content(sub_domain) over domain (dns_exfiltration-dalem) vodkarcom.ru. beat.name: server_101 202492

domain: vodkaroom.ru.

critical anomaly in high_info_content(sub_domain) over domain (dns_exfiltration-dalem) found for domain vodkaroom.ru.
Details on highest severity anomaly:

domain
time:
function:
fieldName:
actual:
typical:
jobID
prabability:

Influenced by:

beat.name
domain

vodkargom.ru.

April 3rd 2017, 14:40:00 to April 3rd 2017, 14:45:00

high_info_content
sub_domain

2024392

176

1a-dns_exfiltration
4.216341836121852e-165

server_101
vodkaroom.ru.

typical
17.8

description

4 More than 100x higher
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description job ID links

4 More than 100x higher 1a-dns_exfiltration |[Open link =
Explore Server (£

Dashboard / Server Overview

beat.name:server_101

Add a filter 4

Security Analytics - SSH login attempts

Failed

Count

2017-03-12 01:00 2017-03-19 01

01:00 2017-03-26 01

@timestamp per 12 hours
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Security Analytics - SSH login attempts

1-500f934 < >

Time system.auth.ssh.event system.auth.ssh.method system.auth.user
»  April 5th 2017, 13:13:44.000  Accepted publickey ubuntu
»  April 5th 2017, 09:45:38.000 error: maximum authentication webconfig

attempts exceeded

»  April 5th 2017, 09:45:38.000  Failed password webconfig
» April 5th 2017, 09:45:36.000  Failed password webconﬁg
» April 5th 2017, 09:45:34.000  Failed password webconfig
»  April 5th 2017, 09:45:31.000  Failed password webconfig
»  April 5th 2017, 09:45:29.000 Failed password webconfig
»  April 5th 2017, 09:45:27.000  Failed @ Q password webconfig
v April 5th 2017, 09:45:25.000  Invalid - webconfig
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Security Analytics - SSH failed login attempts source locations
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Security Analytics - Threats Over Time

17.5

> @ 94102.63.139
® 93.171.203.244
15
2017-03-08 00:45 2017-03-1 2017-03-24 00:15 2017-04-01 00:00
yer 60 minutes
1a-dns_exfiltration and 1 other h
Job Selection
Jobs
1a-dns_exfiltration c—— ]
1b-ssh_brute_force ———— 7
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1a-dns_exfiltration

1b-ssh_brute_force

2017-03-032017-03-052017-03-072017-03-092017-03-112017-03-132017-03-152017-03-172017-03-192017-03-212017-03-232017-03-22017-03-272017-03-292017-8813104-012017-04-032017-04-052017-04-072017-04-09

Top Influencers

system.auth.ssh.ip

24.151.103.17

CEE—— 57
181.25.206.27
21
85.245.107.41
1
181.26.186.35
5
181.25.201.155
<1
34.204.227.175
<1
122.189.198.238
<1
60.187.118.40
<1
42.184.142.151
<1
82.64.2.59
<1

beat.name

server_101
S G5

N
o

system.auth.user

elastic_user_0
S 55
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March 30th 2017, 02:00

job ID: 1b-ssh_brute_force
052017-04-072017-04-09

View by: system.auth.ssh.ip ~

24,151.103.17

Anomalies

2017-03-032017-03-052017-03-072017-03-092017-03-112017-03-132017-03-152017-03-172017-03-192017-03-212017-03-232017-03-22017-03-272017-03-292017-281F104-1

system.auth.ssh.ip: 24.151.103.17
system.auth.user: elastic_user_0
Description:
major anemaly in high_count over "system.auth.ssh.ip" found for system.auth.ssh.ip 24.151.103.17
Details on highest severity anomaly:

system.auth.ssh,ip: 24,151.103.17

time: March 30th 2017, 17:50:00 to March 30th 2017, 18:00:00
function: high_count

actual: 15

typical: 1.09

job ID: 1b-ssh_brute_force
probability: 1.9642774070161522e-11
Influenced by:

beat.name server_101
system.auth.ssh.ip 24.151.103.17
system,auth,user elastic_user 0

Severity threshold: warning ~ Interval:  Auto + Show Charts
high_count over "system.auth.ssh.ip” - system.auth.ssh.ip 24.151.103.17 @ View &
120
10 ®
100
90
80
70
60
50
40
30
20
10
0
03:00 06:00 09:00 12:00 15.00 18:00 21:00 00:00
time max severity ©  detector found for influenced by actual = typical © description job ID links
[+] March30th 2017,17:00 A 57 high_count aver "system.auth:ssh.ip”  24.151.103.17  beat.name: server_101 1s 1.09 4 More than 100x higher  1b-ssh_brute_force  Open link =

[61]




meline

Overall

2017-03-022017-03-0582017-03-072017-03-D9201 7-03-112017-03-132017-03-152017-03-172017-03-192017-03-212017-03-22017-03- 2201 7-03-272017-03-29201 7-B31F104-012017-04-03201 7-04-052017-04-072017-04-09

viewby:  jobID

1d-unusual_login_time .
1a-dns_exfiltration .
1b-ssh_brute_force

Te-unusual_login_location

2017-03-032017-03-052017-03-072017-03-082017-03-112017-03-12017-03-152017-03-172017-03-192017-03-212017-03-22017-03-22017-03-272017-03-29201 7-B1T104-012017-04-032017-04-052017-04-072017-04-09

rare by user_location elastic_user_0_US beat.name; server_101

Te-unusual_login_location |Open link -
system.auth.ssh.geoip.country_iso_code: US
system.auth.ssh.ip: 24.151.103.17
system.auth.user: elastic_user 0

source.ip:24.151.103.17 AND geoip.country_code2:US

March 24h 2017, 01:00:00.000 - April 6th 2017, 00:59:59.993 —

Auto :
atimestamp per 12 hours
Time user beat hostname geoip.country_name source.ip source.mac geoip.city_name geoip.country_code2
b April 3rd 2017, 22:55:38.211  mikep Mikes-MacBook-Pro. Lacal United States 24.151.103.17 <9:cl:cO:la:ad:af Chicopee us
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Security Analytics - Bytes in vs Bytes Out

@ bytes in @ bytes out

@timestamp per 10 minutes

Security Analytics - Change in Outbound Port Usage

v @ miken 1,050

»
¥

Security Analytics - Key Metrics

595 5,798

Unique # Domains que # Ports

Security Analytics - Common Domains

akadnsnet. ‘Storage.googleapis.com.

google.com.

gmailcom. getatic.com. IVZcom
elastic.co. slack.com.

maps.googleapis.com. -
etraveladvisories.com.

Security Analytics - Unique Process Executions

@ Unique Executions

Process Name

Unique Executions

Anomaly timeline

Qverall

2017-03-022017-03-052017-03-072017-03-082017-03-112017-03-12017-03-152017-03-172017-03-192017-03-212017-03-232017-03-2201 7-03-272017-03-292017-D6FH04-012017-04-032017-04-05201 7-04-0 7201 7-04-09

Viewby:  job D ~ Limit: (Sorted b

10~

max anoma

1e-port_scan
1d-unusual_login_time
1a-dns_exfiltration
1b-ssh_brute_force

1c-unusual_login_location

2017-03-032017-03-052017-03-07201 7-03-082017-03-112017-03-132017-03-15201 7-03-1 7201 7-03-19201 7-03- 21201 7-03-232017-03- 2501 7-03-272017-03-29201 7-8813104-01201 7-04-032017-04-05201 7-04-072017-04-09
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time © max severity ©  detector © found for =

E| March 28th 2017, 23:00 &85 high_distinct_count("dest.port”) partitionfield="beat.name" mikep

Description:
critical anomaly in high_distinct_count("dest.port") partitionfield="beat.name" found for beat.name mikep
Details on highest severity anomaly:

beat.name: mikep

time: March 28th 2017, 23:20:00 to March 28th 2017, 23:30:00
function: high_distinet_count
fieldName: dest.port

actual: 654

typical: 39.7

job 1D: ‘e-port_scan
probability: 2.762639714887249¢-7
Influenced by:

beat.name mikep

destip 34.253.76.153

influenced by *

beat.name: mikep
dest.ip: 34.253.76.153

actual ©

654

typical *
33.7

description ©

4+ 16x higher

job D *

1e-port_scan

links

Open link =

Job Selection

Jobs

1a-dns_exfiltration
1b-ssh_brute_force
1c-unusual_login_location
1d-unusual_login_time
1e-port_scan

1f-unusual_process

| ‘ ‘

Also apply time range
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system.process.name

sh
o8
perl5.18
a3
XpCcproxy
z
Google Chrome H
73
hexdump
a0
git
31
sshd
27 213
sudo
18 38
vim
16
Atom Helper
14
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Security Analytics - Domains by Unique Subdomain Count

Domains

vodkaroom.ru.

ubuntu.com.

ubuntu.com.

ubuntu.com.

IP

5.101.152.77

54.195.20.85

54.216.255.40

54.217.129.123

Graph
Analysis

Graph
Analysis - @
vodkaroom.ru

Graph
Analysis -
ubuntu.com

Graph
Analysis -
ubuntu.com

Graph
Analysis -
ubuntu.com

# of
Subdomains

5,445
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Threat Analysis

security-analytics-graph-* ¥ o o {"query_string": {"query": "vodkaroom.ru"}}

tobias
victoryartbrew.com
en.kremlin.ru prodisney.ru
asawari .
Russia
government.ru
stroganoffgroup.ru
vodkaroom.ru
michael
mikep
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Sample size 2000

Terms are identified from samples of the most relevant documents. Bigger is not necessarily better - can be slower and less relevant.

[[Isignificant links

Identify terms that are "significant” rather than simply popular

Certainty 3
The min number of documents that are required as evidence before introducing a related term

[No diversification] +

Diversity field
To avoid document samples being dominated by a single voice, pick the field that helps identify the source of bias. This must be a single-term
field or searches will be rejected with an error

Timeout (ms) 5000

Max time in milliseconds a request can run
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tobias

en.kremlin.ru vicloryaribrew.com

prodisney.ru

asawari
government.ry

Russia

stroganofigroup.ru

vadkaraom,

michael
mikep

sarver_101
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asawari

en.kremlin.ru

*
server_101+
*

vodkaroom.ru

victoryartbrew.com

Russia Y

stroganoffgroup.ru

prodisney.ru

michael
mikep

government.ru

tobias
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Chapter 6: Alerting on ML Analysis

Continue job in real-time

Create watch for real-time job

Time range Severity threshold
Now- 30m A critical ~
Send email

admin@elastic.co

Apply

» v v +v 1B

"aggs": {
"bucket_results": {&=3},
"influencer_results": {&=3},
"record_results": {&=3}

}

"input": {
"chain": |{
RIINPUES A
|
"jobl": {=3}
}s
{
"job2": {=3}
}s
{
"job3": {E==}
}
]
I
3,
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Chapter 7: Using Elastic ML Data in Kibana
Dashboards

Basic Charts
°oQ o/ D
™ 00 A il
Area Heat Map Horizon tal Bar Line Pie Vertical Bar
Data
—
A Q
Data Table Gauge Goal Metric
Maps
Coordinate Map Region Map
Time Series
A
@ |'|i in
Timelion Visual Builder
Other
a a
rF=A =
% 10 = <[>
Controls Markdown Tag Cloud Vega
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URI
/shuttle/missions/sts-69/mission-sts-69.html
/shuttle/missions/missions.html
/shuttle/countdown/liftoff.html
/shuttle/countdown/

/ksc.html

/images/WORLD-logosmall.gif
/images/USA-logosmall.gif
/images/NASA-logosmall.gif
/images/MOSAIC-logosmall.gif

/images/launchmedium.gif

Hits
24,589
47,298
29,860
64,737
83,874
125,928
127,076
208,728
127,912

40,684

Nasa traffic

nasa-traffic-per-host

nasa-entity-profiling

nasa-traffic

1995-06-11

1995-06-25 1995-07-09 1995-07-23 1995-08-06
timestamp per day

1995-08-20

1995-09-03

1995-09-17

©

0-25

25-50
®50-75
®75-100
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eslindex=nasa-¥, metric=avgbytes) divide(.eslindex=nasa-*)) yaxisi1). es(index="ml-anomalies*, timefield=timestamp, metric=max:anomaly_scare) points(symbal=cross) yaxis(2)if(it, 50, null) aute  +

175 100
Mo > avglbytes) x
1sp  Mat > maxianomaly score)
125
0
100
50
00

1995-07-06 00:00

1995-07-15 00:00

Time Series Metric TopN Gauge Markdown Table
Time Series Metric TopN Gauge Markdown Table
p h > @ Traffic 822
6.000 - { " L { g \
r - |
4000 y - =
2000 - + il . 4 .
| 2 . — T
(1T T | I s e
0400 0600 1000 1200 400 1600 1800 2000 2200 00:00 oo 04:00 06:00 08:00 000 1200
ABAFRRRRAR peri0minues l

ooty @D

The changes will be automatically applied,
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Description
NASA 90s HTTP Logs pipeline
Pipeline
input {
file {
id => "nasa_file"
path => "/Users/baha/Downloads/data/*.1log"
start_position => "beginning"
sincedb_path => "/dev/null"
¥
}
filter {
grok {
id => "nasa_grok_filter"
match => { "message" => "%{COMMONAPACHELOG}" }
¥
date {
match => ["timestamp"”, "dd/MMM/yyyy:HH:mm:ss Z"]
target => "@timestamp"
remove_field => [ "timestamp" ]
¥
¥
output {
elasticsearch {
id => "nasa_elasticsearch_output"
hosts => "localhost:9200"
user => "elastic"
pGSSWOFd => "EEkdkkkkk"
index => "nasa-%{+YYYY.MM}"
template => "/Users/baha/Downloads/data/template.conf"
template_name => "nasa"
template_overwrite => "false"
¥
¥
Events Received Rate (/s) ® Events Emitted Rate (/s) ®
8,000/5 8,000/
000 2,000 /5

@ Events Received Rate 0/5

Event Latency (ms)

0.25ms

0.05ms
om: -
® Event Latency Oms

@ Events Emitted Rate 0/s

(6]

22:46
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Nodes: 1 Indices: 73  Memory: 702.0 MB / 990.8 MB  Total Shards: 254  Unassigned Shards: 27  Documents: 30,508,248 Data: 11.4 GB

[0 0use ]l

Name Status Document Count Data Index Rate

nasa-1995.07 Yellow 1.9m 580.4 MB 0/s
nasa-1995.08 O Yellow 1.6m 469.5 MB 0/s

nasa-1995.09 © Yellow 10.6k 3.7MB 0/s

New job from index pattern nasa-* B L

Aggregation Field Bucket span

Distinct count - tclientip.keyword - ism

19950702 1995.07-09 19950716 19950723 1995.07-30 19950806 19850813 19950820 1995.08-27

Name

nasa-traffic-analysis

Single time series analysis of cardinality clientip.keyword

18 show model bounds

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 1h, bucket span: 15m)
500

a0

400

A

1995-07-09 00:00 1995.07-11 00:00 19950713 60:00 19950715 00:00 19950717 00:00 1955.67-19 00:00 1995.07-21 00:00 1955.07-23 00:00

1995:07-30 19950806 19950813 1995-08-20 1995-08-27

[761]



Create a job from the index pattern nasa-*

Use a wizard

Use one of the wizards to create a machine learning job to find anomalies in your data.

o Single metric Multi metric .ﬁ Population T‘+ Advanced

Detect anomalies in a single Detect anomalies in multiple . Detect activity that is unusual Use the full range of options
time series. metrics by splitting a time compared to the behavior of to create a job for more
series by a categorical field. the population. advanced use cases.

Create a new job

Job Details Analysis Configuration Datafeed Edit JSON Data Preview

Name @)

nasa-response-code-analysis

Description @

Job Groups @&
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Job Details

Create a new job

Analysis Configuration

bucket span &

15m

summary_count_field_name &

categorization_field_name @

Detectors

Datafeed

Edit JSON

high_count by "response.keyword" over "clientip.keywora ¢

+ Add Detector

Data Preview

Anomaly timeline
Overall

View by:

mac391s.ksc.nasa.gov
dny.rockwell.com
202.244.46.131
128.158.48.26
klinger.msfc.nasa.gov
w20-575-4.mit.edu
sta07.oit.unc.edu
gk-west.usps.gov
ffong-sl.cc.emary.edu

ch025.chance berkeley.e...

clientip.keyword ~

1995-07-09 1995-07-16 1995-07-23 1995-07-30
Limit: 10 v |(Sorted by max anomaly score)
1995-07-09 1995-07-16 1995-07-23 1995-07-30

1995-08-06

1995-08-06

1995.08-13

1995-08-13

1995-08-20

1995-08-20

1995-08-27

1995-08-27
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Anomalies

Severity threshold

warning ~

Interval

Auto ~ Show charts

high_count by "response.keyword" over "clientip.keyword" &)

clientip.keyword w20-575-4.mit.edu
130

1995-07-05 02:00

time max severity v detector found for influenced by actual typical

v July 5th 1995,13.00 ® 98

Description

high_count by

"response.keyword j— clientip.keyword:

" over W20-575-4.mit.edu w20-575-4.mit.edu
“"clientip.keyword"

critical anomaly in high_count by "response.keyword" over "clientip.keyword" found for clientip.keyword w20-575-4.mit.edu

Details on highest severity anomaly

clientip.keyword

time

function

job ID

probability
response.keyword values

Influencers
clientip.keyword

w20-575-4.mit.edu

July 5th 1995, 13:00:00 to July 5th 1995, 13:15:00

high_count

nasa-entity-profiling

1.4375301598989583e-11

200 (actual 119, typical 4.65, probability 2.2909176231980907e-9)
404 (actual 10, typical 1.35, probability 0.00016246674219092243)

w20-575-4.mit.edu

description
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Create a new job

Job Details Analysis Configuration

bucket_span @
15m

summary_count_field name &

categorization_field_name

Detectors @

high_count over "clientip.keyword"

Influencers @

@version.keyword
auth
auth.keyword
clientip
clientip.keyword

Datafeed

ac

Edit JSON

Data Preview

Anomaly timeline

Overall

1995-07-09

19950716 1995-07-23

viewby:  clientip keyword » Limit: 10 =  (Sorted by max anomaly score)

dny.rockwell.com

W20-575-4.mit.edu -
pc24.ac.tandem.com

reddragon ksc.nasa.gov

163.205.1.45

130.219.19.67
brick.bpa.gov
kss2nn.nn.mobitel.telia.se

dtk17.sca.usherb.ca -

heidrun.aom.bt.co.uk

1995-07-09 995.07-16 1995-07-23

1995.07-30 1995-08-06

1995-07-30 1995-08-06

1995.08-13

1995.08-13

1995.08-20

1995.08-20

1995-08-27

1995-08-27
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high_count over "clientip.keyword" &

clientip.keyword pe24.ac.tandem.com

View |7

time max severity ~l- detector found for influenced by actual typical description
August 15th 1995, high_count over dlientip.keyword: P
.5 24.c.tand 192 617 31 high
Y 2200 “clientipkeyword® P ocANGEMEOM o4 actandem.com xhgher

Description
critical anomaly in high_count over "clientip keyword" found for clientip.keyword pc24.ac.tandem.com

Details an highest severity anomaly

clientip.keyword pc24.ac.tandem.com

time August 15th 1995, 22:00:00 to August 15th 1995, 22:15:00
function high_count

actual 192

typical 6.17

job 1D nasa-traffic-per-host

probability 7.021671077292123e-13

Influencers

clientip.keyword pc24.ac.tandem.com

jobID actions

nasa-traffic-per-host  £83

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations.

Step 1 of 2: Define index pattern
Index pattern
.ml-anomalies*

You can use a * as a wildcard in your index pattern.
‘You can't use spaces or the characters\, /, 7, ", <, >, |.

+ Success! Your index pattern matches 3 indices.
.ml-anomalies-custom-nasa-entity-profiling
.ml-anomalies-custom-nasa-traffic-per-host

.ml-anomalies-shared

Rows per page: 10 ~

Include system indices
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Is marked Have feedback? Please create an issue in GitHub.

A This

Time Series Metric TopN Gauge Markdown Table
> @ Count o

1

0s

05
1995-06-16 00:00 1995-07-01 00:00 1995-07-16 00:00 1995-08-01 00:00 1995-08-16 00:00 1995-09-01 00:00 1995-09-16 00:30
per 12 hours

Auto Apply Q

Data Panel Options Annotations

¥ Apply Changes | The changes will be automatically applied.

~ @ | Label
Metrics  Options
@ Aggregation ®

Count.

GroupBY | Everything

Have feedback? Please create an issue in GitHub.

A Thi rked as
Time Series Metric TopN Gauge Markdown Table
100,000
> @ Toulhits 0
75,000
50,000 +
25,000
[
199507010000 19950708 00:00 1985-07-16 0000 1995-07-24 00:00 19950801 00:00 19950808 00:00 1995-08-16 00:00 1985-08-24 00:00 1995-09-01 00:00
per 12 hours
Auto apply @) (> Apply changes | The changes will be automatically applied.
Data Panel Options Annotations
[ Interval (auto, 1m, 1d, 7d, 1y, >=1m) | auto Drop Last Bucket @Yes ) No

Time Field @timestamp

Index Pattern | nasa.

Axis Position | | Left ~ Axis Scale | Normal

Axis Min } Axis Max

Background Color B @ Showlegend @Yes O Mo Legend Position || Right Display Grid @Yes ) No

Ignore Global Filter ) Yes @ No

Panel Filter
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A is marked

Top N

Time Series  Metric

75,000
50,000

25,000

auto Apply (@) (> » The changes w

Data Panel Options Annotations
Data Saurces
W !ndex Pattern (required)
.ml-anomalies*
Query String
anomaly_score:>70 AND job_id:nasa-traffic
Icon (required)

Bamb

Fields (required - comma separated paths)

anomaly_score

Have feedback? Please create an issue in GitHub.

Gauge Markdown Table

1995080}

pe 2l @&

1995-08-06 995.08.16

0:00

Time Field (required)

timestamp

2000 1995.08-24 00:00 o

Ignore Global Filters

Ignore Panel Filters
@Yes No )

©Yes “No

Row Template (required - eg.{{field}})
{{anomaly_score}}

(@ Index Pattern (required)
.ml-anomalies*

QueryString

Time Field (required)

timestamp

anomaly_score:>30 AND anomaly_score:<70 AND job._id:nasa-traffic

Icon (required)

Exclamation Triangle

Fields (required - comma separated paths)

anomaly_score

®E

Ignore Global Filters
©Yes TiNo

Ignore Panel Filters
O Yes TINo

Row Template (required - eg.{{field}})

H{anomaly_score}}

@ Index Patern (required)

.ml-anomalies*

Query String

Time Fleld (required)

timestamp

anomaly_score:>1 AND anomaly_score:<30 AND job_id:nasa-traffic

Ignore Global Filters
O VYes No

Ignore Panel Filters
©Yes ~No

Icon (required)

Bell ~

Fields (required - comma separated paths)

anomaly_score

Row

{a

Template (required - eg {{field)))

inomaly_score}l}

Time Series Metric TopN Gauge Markdown Table

8000

> @ Traffic

oo

2000
per 30 minutes

Anomaly timeline

Overall - -- --
1995-07-09
Viewby:  jobID ~ Limit: 10~

nasa-entity-profiling
nasa-traffic

1995.07-09

nasa-traffic-per-host

1995-07-23

1995-07-16 1995-07-30 1995-08-06

(Sorted by max anomaly score)

1995-07-16

1995-07-23 1995-07-30 1995-08-06

199508-13

1995-08-20 1995-08-27

1995.08-13 1995-08-20 1995-08-27
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Basic Charts

)

Area

33 = il G
Oo :
Heat Map Horizontal Bar Line Pie

Shade cells within a matrix

[H

Vertical Bar

From a New Search, Select Index

ml 20f 38

Name
.ml-anomalies-shared

.ml-anomalies*
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.ml-anomalies*

Data Options ) X

Metrics

n Value Count

Buckets
' X-Axis © [x]
Aggregation Date Histogram help
‘ Date Histogram - ‘
Field
timestamp -

Interval

Auto y
Custom Label

4 Advanced

Add sub-buckets
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41 Advanced

. Y-Axis © 1 E]

Sub Aggregation Terms help
Terms v
Field
job_id -
Order By

metric: Count

4p

Order Size

Descending % 5

Group other values in separate bucket (?)

Show missing values (2)

Custom Label

Nasa traffi|
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Nasa traffic

nasa-entity-profiling -

nasa-traffic-per-host |

nasa-traffic -

1995-09-17

© 0-350
©350- 700
©700- 1,050
©1,050 1,400

1995-‘06-11 1995-‘06-25 1995-07-05- 1995-07-23 1995-08-06 1995-08-20 1995-6903
timestamp per day
Metrics
’ Value
Aggregation Max help
Max -
Field

[ anomaly_score

d

Custom Label

3]

4Advanced
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.ml-anomalies*

Data Options D2 X

Basic Settings
Show Tooltips

Highlight

Legend Position right v

Heatmap Settings

Color Schema Reds -
e 0-25
®25-50
@®50-75
®75-100
nasa-traffic-per-host
o
g
E nasa-entity-profiling
]
z
nasa-traffic
1995:06-11 1995.06-25 1995.07:09 1995:07.23 1995.08:06 1995-08:20 1995-08-03 19950917

timestamp per day
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es(index=nasa-*) aute -

5000
1 1995.07.03 00:00 0709 00:00 19950712 00:00 1995.07-15 00:00 19950721 0000 1995-07-24 00:00 19950727 00:00 195.07-30 00:00
eslindex=nasa-*, metric=avg:bytes).divide( esfindex=nasa-*]) auo v

W > avgibytes)

2
1 06 00:00 1995.07- 1995 1995-07-21 00:00 1935.07-27 00:00
-+, metric: i +)).yaxis(1),.es(index="mi , timefi P, metr _5Core).poi mbol=cross).yaxis(2).if{it, 50, null) auto -
Mot > avylbytes) x
Mg+ > masanomaly_score)
10 i > raxianomaly_score
125
8
100
75 .
50
28
00 50
1 1995 1995:07-12 00:00 1995-07-15 00:00 995-07-18 00:00 1995-07.24 00:00 995-07-27 00:00 1995-07-30 00:00
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nasa-uri-data-table

chapter7-bytes-per-request

nasa-traffc-per-host

URI . Hits = x
Mg > avgbytes) =
T1/sts-71-patch-small gif 19,747 Mg > maslanomaly_score)
50
Ishuttle/missions/sts-70/sts-70-patch-small gif 17,970 15
Ishuttle/missions/missions. html 24514
80
Ishuttle/countdown/liftoff.html 21,891
10
/shuttle/countdown/count70.gif 20670
0
/Ishuttle/cauntdown/count.gif 22239
Ishuttle/countdown/ 40,015 - o
Ikschtml 39517
Jimages/WORLD-logosmall gif 58411 B
! | 1995-07-03 1995.07-06 19950709 19950712 19950715 19950718 1995-07-21 19950724 1995.07-27
{images/USA-lagosmall.gif 58932 00:00 w00 06:00 0:00 0600 00:00 66:00 06:00 0600
Export: Raw & Formatted & chapter-7-traffic anomalies 3]
12 100000
> ® coumt 4467
80000
60,000
0000
20000
0
19950701 19950708 19950716 19950724
w00 o000 00 000
hours
Export: Raw & Formated & chapter-7-traffic anomalies @
12 100000
> ® coumt 467
20,000
50,000
0000
20000
o
19850701 19950708 19950716 1985-07-24
o000 0000 00:00 0000
pedz hours
correlation @
nasa-entity-profiing I
=
£
3
H
| —
H

1995.07-03 02:00

1995.07-07 02:00

19950711 0200

19950715 0200
timestamp per 12 hours

199507190200 19950723 02:00 19950727 02:00
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Chapter 8: Using Elastic ML with Kibana

Canvas

' kibana

Discover
Visualize
Dashboard
Timelion

Canvas

R aOEO P

Machine Learning

[0}

Infrastructure

Logs

APM

Graph
Dev Tools
Monitoring

Management

Default

Collapse

Refresh (o)

88 Untitled Workpad

Page 1

Workpad
Name

Untitled Workpad

Width Height

1080 % 720

1080p 720p A4  US Letter

Page

Background
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QU Filter elements

Area chart

A line chart with a filled
body

“tine": 1460444400000,
“username": “swhitejp"

o5
{

4,

"cost": 22.69
"country"
“price: 79,

Debug

Just dumps the
configuration of the

Bubble chart

A customizable bubble
chart

Donut chart

A customizable donut chart

Coordinate plot

Mixed line, bar or dot
charts

elasticsearch
kibana

logstash
machine-learning
opbeat

Dropdown filter

A dropdown from which
you can select values for an

Data table

A scrollable grid for
displaying data in a tabular
format

Horizontal bar chart

A customizable horizontal
bar chart

Dismiss
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Refresh M T % Add element Selected layer

°
o
®heats
®elasticsearch
kibana
®|ogstash
®machine-learning
©opbeat
®x-pack
u}
o
g8 Untitled Workpad Page 1

N A v
Display Data
Dimensions & measures
Slice Labels
Value v project v

Determines the color of a mark or series

Slice Angles
Max v price

Determine the size of a mark

Chart style
Inner radius
0 ——(O—— 100

Radius of the hole

Labels
X
Show/hide labels

Legend position
Top Right

Nicahla Ar nacitinn tha lanand

50

</> Expression editor
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Refresh N

88 Untitled Workpad Page 1

1 Add element Selected layer A vV

Display Data

u]
®heats
®elasticsearch
kibana Change your data source >
:Iogstash
machine-learning ¢
® opbeat You are using demo data
x-pack This data source is connected to every
Canvas element by default. Its purpose is to
o give you some playground data to get

started. The demo set contains 4 strings, 3
numbers and a date. Feel free to experiment
and, when you're ready, click Change your
data source above to connect to your own
data.

o Preview Save

<[> Expression editor
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Refresh N

g8 Untitled Workpad

Page 1

running
339

%3 Add element Selected layer N v

Display Data

Dimensions & measures
Slice Labels
Value v state v
Determines the color of a mark or series
Slice Angles
Max v price v

Determine the size of a mark

Chart style ®
Inner radius

0 ——(O——— 100 25

Radius of the hole

Labels

Showrhide labels

Legend position

Hidden v

Disable or position the legend

Element style ®

</> Expression editor
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Refresh [@ & of 3 Add element Selected layer DA v

° Display Data

Dimensions & measures
Slice Labels
Value v state v
Determines the color of a mark or series
Slice Angles
Max v price v

Determine the size of a mark

running
33¢%

o Chart style ®
Inner radius
0 —(O—— 100 25

Radius of the hole

Labels

filters

demodata

pointseries color="state" size="max(price)"
pie hole=25 labels=true legend=false

render

This is the coded expression that backs this element. You better know what you are doing here.

(J Enable autocomplete Close “

88 Untitled Workpad Page 1 </> Expression editor
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Detector: distinct_count (nginx.access.remote_ip) - u Forecast

Single time series analysis of cardinality nginx.access.remote_ip o
show model bounds

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 2h, bucket span: 15m)
4,000
3,500
3,000
2,500
2,000
q
1,500 |
,\,
000
=
500 N
¢ 2017-02-05 00:00 2017-02-12 00:00 2017-02-19 00:00 2017-02-26 00:00 2017-03-05 00:00
INININ fo. i NN n,.‘-*\,‘-’\/‘"”\Jﬂ“\f\ _ ININININI ,77,‘-".‘"\,/“\;’”\,:”‘J\.\ INSNIIAN
4 2017-02:05 00:00 2017-02112 00:00 2017-0219 00:00 2017-0226 00:00 2017-03-05 00:00 4
Kibana uses index patterns to retrieve data from Elasticsearch indices for « Include system
things like visualizations. indices

Step 1 of 2: Define index pattern
Index pattern

.ml-anomalies-*|

You can use a * as a wildcard in your index pattern.
You can't use spaces or the characters\, /, 2, ", <, >, |. > Nextstep

v Success! Your index pattern matches 1 index.

.ml-anomalies-shared

Rows per page: 10 v

[97]




Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for ( Include system
things like visualizations. indices

Step 2 of 2: Configure settings

You've defined .ml-anomalies-* as your index pattern. Now you can specify some settings before

we create it.
Time Filter field name Refresh
timestamp v

The Time Filter will use this field to filter your data by time.
You can choose not to have a time field, but you will not be able to
narrow down your data by a time range.

> Show advanced options

¢ Back Create index pattern

time cost # username a price # age # country a state a project a
2016-04-10T09:00:00+02:00 22.99 acollinsd9 51 30 GY done kibana
2016-04-10T09:00:00+02:00 2343 kphillipsmv 54 18 CN done opbeat
2016-04-10T09:00:00+02:00 21.84 jfloresn0 7 35 NO running logstash
2016-04-11T09:00:00+02:00 2312 jearpenter6c 53 47 cu done machine-learning
2016-04-11709:00:00+02:00 21.93 sbutlerb1 67 44 RU running kibana
2016-04-11T09:00:00+02:00 2313 agardnerd0 60 49 ID done logstash
2016-04-11T09:00:00+02:00 2273 preyesej 53 33 CN done machine-learning
2016-04-12T09:00:00+02:00 2275 swhitejp 53 32 CN done opbeat
2016-04-13T09:00:00+02:00 22,69 rjiackson2q 79 74 CN done opbeat
2016-04-13709:00:00+02:00 23.63 sgraya’7 64 70 ID start logstash

1234567891011 1213 141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41
42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79
80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100 >

[981]



Refresh D & 71 Add element Selected layer ™A v

Display Data

time {5 cost # username { price # age # country { state { project { perc
%8‘11'8-30616 00 22.99 acollinsd9 51 30 GY done kibana 0.77 m» Elasticsearch raw
:00:00- -
04:00 documents
2016-04- 23.43 kphillipsmv 54 18 CN done opbeat 0.29 pull t.)QCK raw documents from
10T03:00:00- elasticsearch
04:00
2016-04- 21.84 jfloresn0 71 35 NO running  logstash 0.8
10T03:00:00- ] X i
04:00 @ Timelion
2016-04- 2312 jcarpenteréc 53 47 cu done machine-  0.58 Use Timelion syntax to retrieve a
11T03:00:00- learning timeseries
04:00
2016-04- 21.93 sbutlerb1 67 44 RU running  kibana 0.21
AR
12 3 4 5 100 > mem Demo data
- Mock data set with usernames,
prices, projects, countries, and
phases
m» Elasticsearch SQL
-
%4
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Be careful

The Elasticsearch Docs datasource is used to
pull documents directly from Elasticsearch
without the use of aggregations. It is best
used with low volume datasets and in
situations where you need to view raw
documents or plot exact, non-aggregated
values on a chart.

Index

.ml-anomalies-* ~
Enter an index name or select an index pattern
Query

job_id:nginx-traffic AND result_type:bu
Lucene guery string syntax
Sort Field

anomaly_scare e
Document sort field
Sort Order

Descending ~

Document sort order

Fields
job_id x timestamp x
Q-

anomaly_score X

The fields to extract. Kibana scripted fields are
not currently available

Preview Save
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Refresh M &

7f Add element

]
O O u|
job_id t timestamp [ anomaly_score #
nginx-traffic 2017-02-27T06:30:00-05:00 97.21203983943794
nginx-traffic 2017-02-27T06:15:00-05:00 93.37517
nginx-traffic 2017-02-27706:45:00-05:00 90.12433
nginx-traffic 2017-02-27706:00:00-05:00 86.75044
4 nginx-traffic 2017-02-27T05:45:00-05:00 83.56907 g
nginx-traffic 2017-02-27T05:30:00-05:00 44.29194
nginx-traffic 2017-02-11705:30:00-05:00 3.421841
nginx-traffic 2017-02-16708:45:00-05:00 1.20845
nginx-traffic 2017-02-16T09:00:00-05:00 0.7695461
nginx-traffic 2017-02-20T15:00:00-05:00 0.7077153
4 1 2 3 4: 5 o> &
Selected layer DA

Display Data

Change your data source

Elasticsearch SQL query

SELECT job_id, timestamp,
anomaly_score FROM ".ml-
anomalies—*" WHERE
job_id="ngi
result_type='bucket' ORDER BY
anomaly_score DESC
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Refresh Mt &

If Add element

.
| o u|
job_id timestamp anomaly_score #
nginx-traffic 2017-02-27T06:30:00-05:00 §7.21203983943794
nginx-traffic 2017-02-27T06:15:00-05:00 93.37517
nginx-traffic 2017-02-27T06:45:00-05:00 90.12433
nginx-traffic 2017-02-27T06:00:00-05:00 86.75044
E| nginx-traffic 2017-02-27705:45:00-05:00 83.56907 i
nginx-traffic 2017-02-27T05:30:00-05:00 44.29194
nginx-traffic 2017-02-11705:30:00-05:00 3.421841
nginx-traffic 2017-02-16T08:45:00-05:00 1.20845
nginx-traffic 2017-02-16T09:00:00-05:00 0.7695461
nginx-traffic 2017-02-20T15:00:00-05:00 0.7077153
i 1 2 3 4: 5 10 O
11:50
11:40
11:30
11:20
11:10
11:00
10:50
10:40
10:30
10:20
0 10 20 30 40 50 60 70 80 90
L ]
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0%00000%00
e O000
A A o e
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TRAFFIC ANOMALIES

Anomalies

50
40
30
20
10
:00
:50
:40
:30
120

NETWORK OPERATION CENTER
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Chapter 9:Forecasting

historical learning

/‘\/\N

current
model(s)

-=§£%:%t::

» time

historical learning

copied
current model(s)

model(s)
IS
AN

|

“future”

forecast
requested

time
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forecast error

time
forecast now
requested
#1
./-‘ #2
» time

forecast #1 forecast #2
requested requested
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Machine Learning / Data Visualizer Il 30seconds

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

Data Visualizer

The Machine Learning Data Visualizer tool helps you understand your data, by analyzing the metrics and fields in a log file or an existing
Elasticsearch index.

EXPERIMENTAL

=)
=<
Import data Select an index pattern
Import data from a log file. You can upload files up te 100 MB. Visualize the data in an existing Elasticsearch index.
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Machine Learning / File Data Visualizer (Experimental) I 30 seconds

kibana

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

Discover

File contents
First 1000 lines

Visualize

emaoEo PY

Dashboard 1 {"index":{"_ IvImABBZOVFHFyTVcz", " _type":"doc"}}
2  {"amount":3588 imestomp” : 1485907200000}
Timelion 3 dE"‘mdc-x ! B -X.'J.mAB&LQ\"iﬁt.}uT\acz","_Lypc 'Mdoc"})
4 {"amount' imestamp” : 1485311700808}
5 {"index": HIVIMABBZOVFHFYTVCzZ", " _type":"doc"}}
Canvas 6  {"amount” imestamp" : 1485314400000}
7 {"index":{" ImABS2ZQVFHFyTVCz", " _type":"doc”}}
Machine Learning 8  {"amount":17& ' 1485917100000}
9 {"index":{' 2 ", _type":"doc”}}
= Infrastructure 18 {"amount 1 1485933300000}
11 {"index":{" HIvIMABBZOVFHFyTVez", " _type":"doc"}}
E- Logs 12 {"amount imestomp” : 1485936000000}
APM
Summar’
Graph b
Number of lines 1000
Dev Toals
analyzed
Monitoring Format ndjson

Management

File stats
@ @timestamp L #amoumt |
€1 500 documents (50%) £1 500 documents (50%)
& 500 distinct values & 488 distinct values
min median max min median max
148550720000014870641500001 488204900000 1786 6758 14277
top values top values
1485907200000 | 2289 | 0.4%
1485911700000 | 2871 0.4%
1485914400000 | 56| 0.4%
1485917100000 | 0.4%
1485933300000 | 0.4%
1485936000 0.4%

Cancel
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Machine Learning / File Data Visualizer (Experimental)

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

Import data EXPERIMENTAL

Simple Advanced

Index name

forecast_exa m|:-|e|

Create index pattern

30 seconds
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Machine Learning / File Data Visualizer (Experimental)

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

Import data EXPERIMENTAL

Simple Advanced

Index name

¥ Create index pattern

I 30 seconds

File processed Index created Data uploaded

~ Import complete

Index forecast_example
Index pattern forecast_example
Documents F488

ingested

3 2 {3
o0 O
oo L")_l
View index in Create new Open in Data Index
Discover ML job Visualizer Management

ndex pattern created

£

Index Pattern
Management
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Machine Learning / Job Management / Create New Job / Single Metric Job

New job from index pattern
forecast_example

Aggregation () Field

Sum - #amount

Sparse data @

140,000

120,000

100,000

80,000

60,000

40,000

20,000

2017-02-05 00:00 2017-02-12 00:00

Name &

20170219 00:00

<

@ January 315t 2017, 13:00:00.000 to March 11th 2017, 18:45:00.000 ¥

Bucket span |

2017-02-26 00:00

[SERUEIEEE]  Use full forecast_example data

Estimate bucket span u

2017-03-05 00:00

a_forecast_example

Description 2

Job Groups ()

v Advanced @

Move to advanced job configuration

validate Job () Create Job
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€ | @ January 315t 2017, 19:00:00.000 to March 1st 2017, 00:00:00.000 | »

Time Range

Quick Relative Absolute Recent

From Set To Now To Set To Mow
2017-01-31 19:00:00.000 2017-02-01 00:00:00.000

< January 2017 > L4 March 2017 »
Sun  Mon Tue Wed Thu Fri Sat Sun  Mon Tue Wed Thu Fri Sat

01 02 03 04 05 06 a7 n 0z 0z 04

08 ag 0 1 12 3 4 05 05 07 0a 09 10 11
15 16 17 18 19 20 21 12 13 14 15 16 17 18
22 23 24 25 26 27 28 19 20 21 22 ik | 24 25

29 30 n 26 27 28 29 30 N
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Machine Learning / Job Management / Create New Job / Single Metric Job

New job from index pattern
forecast_example

Aggregation Field &

Sum - #amount

Sparse data
130,000
120,000
110,000

100,000

90,000

0:00201

Name &

a_forecast_example

Description 2

Job Groups %)

v Advanced 3

Move to advanced job configuration

Validate Job (& Create Job

02017-02-09 00:002017-02-11 00:002017-02-13 00:002017-02-

< O January 21512017, 13:00:00.000 to March 1st 2017, 00:00:00.000 ¥

SRR Use full forecast_example data

Bucket span (3

Estimate bucket span u

02017-02-21 00:002017-02-23 00:002017-02-2

[113 ]




Machine Learning / Job Management / Create New Job / Single Metric Job € @ January 31st 2017, 19:00:00.000 to March 1st 2017, 00:00:00.000 >

New job from index pattern
forecast_example

Aggregation (%) Field %) Bucket span ()
Sum hd #amount

b 15m

Sparse data @
130,000
120,000
110,000

100,000

60,000

50000

0,000

2017-02-01 00:002017-02-03 00:00,

00:002017-02-07 00:002017-02-09

0:002017-02-11 00:002017-02-13 00:002017-02-15 0

Job a_forecast_example created v

Continue job in real-time

Machine Learning / Single Metric Viewer C Auto-refresh € @ January 31st 2017, 19:00:00.000 to March 1st 2017, 00:00:00.000 ¥
Untitled Workpad - Kibana

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

u a_forecast_example hd
Detector: sum{amount) - u Forecast

Single time series analysis of sum amount

8 show model bounds
Zoom: auto 12h 1d 1w 2w (aggregation interval: 2h, bucket span: 15m)

2017-02-05 00:00

2017-02-12 00:00 20170219 00:00 2017-02-26 00:00




Forecasting -

Run a new forecast

Duration
10d Run
Length of forecast, up te a maximum of 8 weeks. Use s for seconds, m for minutes, h for hours, d for days, w for
Close

Machine Learning / Single Metric Viewer C Auto-refresh € © January 31st 2017, 19:00:00.000 to March 10th 2017, 23:30:00.000 ¥

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

u a_forecast_example -
Detector: sum{amount) - u

Single time series analysis of sum amount

{8 show model bounds  ({)show forecast

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 1h, bucket span: 15m)

5,000 “

2017-02-25 00:00 2017-02-27 00:00 2017-03-01 00:00 2017-03-03 00:00 2017-03-05 00:00 2017-03-07 00:00 09 00:00
AN A
2017-02-05 00:60 2017:0212 00:00 2017-6219 0000 4 2017022 20170305 00:00 ]
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Forecasting

Previous forecasts @

Created From To View

January 20th 2019, 15:26:56 February 28th 2017, 23:45:00 March 10th 2017, 23:45:00

Run a new forecast

Duration

1d

Length of forecast, up to a maximum of 8 weeks. Use s for seconds, m for minutes, h for hours, d for days, w for weeks.

Close
~ a_forecast_example 2,708 ok closed stopped 2017-02-28 23:45:00  #) E] Bea
|ob settings Jab config Datafeed Counts JSON Job messages Datafeed preview Forecasts
Created From To Status Memary size Processing time Expires Messages View
2019-01-20 15:26:56 2017-02-28 23:45:00 2017-03-1023:45:00  finished 37KB s1ms 2019.02-03 15:2

Rows per page: 5 v
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-03-05 00:00

March 6th 2017, 09:00

prediction: 17,448.7655

uppar bounds: 23,351.525
lower bounds: 11,315.739

2017-03-07 0:0:00

Machine Learning / Single Metric Viewer

Job Management Anomaly Explorer Single Metric Viewer

m a_forecast_example

Detector: sum{amount)

C Auto-refresh €

Data Visualizer Settings

Single time series analysis of sum amount

Zoom: auto 1Zh 1d 1w 2w 1M

@ January 31st 2017, 19:00:00.000 to March 10th 2017, 23:30:00.000

20,000

18,000

10,000

8,

(aggregation in

rval: 15m, bucket span: 15m)

March 6th 2017, 09:45

pradiction: 17,718.229

upper bounds: 23,351.625
lower bounds: 12,084.933

2017-03-05 12:00 2017-0:

6 12:00 2017-03-07 00:00

2017-02-65 00:00

2017-0212 00:00 2017-02-13 00:00 2017-02-26 00:00

05 00:00

>
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Machine Learning / Job Management Il 30seconds

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

Active ML Nodes: 1 Total jobs: 63 Open jobs:3 Closed jobs: 60 Active datafeeds: 1

Refresh + Create new job

Q Search... Opened Closed Failed Started Stopped Group v
o bescrpron oo Memory Dt SSSEESS
Clone job
~  a_forecast_example 2,708 ok closed stopped 2017-02-2¢ Bea
& Editjob
Job settings Job config Datafeed Counts JSON Job messages Datafeed preview Forecasts -
t/ Delete job
General
job_id a_forecast_example
job_type anomaly_detector
job_version 6.5.1
description
create_time 2019-01-2015:08:39
finished_time 2019-01-20 15:
established model memory 95.3KB
model_snapshot _retention days 1
model_snapshot id 1548014921
results index name shared
state closed
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Start a_forecast_example

Search start time Search end time

Continue from 2017-02-28 23:45:00 No end time (Real-time search)
Continue from now Specify end time

Continue from specified time ¢ March 2017 3
12:30 AM

01:00 AM

50 MO TU WE TH FR S

S 01:30 AM

5 6 7 8 9 10 02:00 AM
02:30 AM

1213 14 15 16 17 18 S
03:00 AM

19 20 21 22 23 24 25 e
26 27 2 2% 30 3 1 04:00 AM
Cancel Start
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Machine Learning / Single Metric Viewer C Autorefresh € @ January 315t 2017, 19:00:00.000 to March 11th 2017, 23:59:58.39% >

Job Management Aneomaly Explorer Single Metric Viewer Data Visualizer Settings

m a_forecast_example -
Detector: sum{amount) hd u Forecast

Single time series analysis of sum amount
show madel bounds (@ show forecast

Zoom: auto 12h 1d 1w 2w 1M (aggregation intervalz 1h, bucket span: 15m)

§

2017-02-27 00:00 2017-03-01 00:00 2017-03-03 00:00 2017-03-05 00:00 2017-03-07 00:00 2017-03-09 00:00
7

N N
AN SRR
| 2017-02-05 00-00 20170212 00:00 2017-02-19 00:00 201702154 00:00

Rl I I

20170305 00:00

Job settings Results

¢ Document count
Fields
@ event rate Count - oo
150,000
nginx.access.body sentbytes | yaaon - ‘Eggg
o
NEINX.access. TESpDT‘SEiicﬂE Mean -
nginx.access.user_agent.major yraan = Data split by nginx.access.gecip.country_iso_code
NEiNX.access.user_agent.minor. pragn - =
NEINX.ACCESS.USEr_agent.os_me paasn .
Sparse data (3)
Split Data
tnginx.access.geoip.country_iso_code -

Key Fields (Influencers)

20170205 00:00 2017-02-12 0000 2017-02-13 00:00

Bucket span &
15m [esinate bcke spn

Job Details

Name (7

V\.'ebitrafﬂcipsri(auntryl I
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Machine Learning / Single Metric Viewer C Auto-refresh €
Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

m web_traffic_per_country -

Detector: count *  nginx.access.geoip.country_iso_code: US

Single time series analysis of count (nginx.access.geoip.country iso_code: US)

@ January 31st 2017, 19:00:00.000 to March 18th 2017, 20:30:00.000

>

0 ==

8 show forecast

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 1h, bucket span: 15m)
18,000

16,000
14,000
12,000
10,000
8,000
5,000
4,000

2,000

2017-03-03 00:00 2017-03-05 00:00 2017-03-07 00:00 2017-03-09 00:00 2017-03-11 00:00

20170315 00:00

2017-03-13 00:00

\
\

fl |
\)’ ‘UI \./m;m_s_mn‘\_// "\/\/\/Mmz_w\/\ﬂqm)w ‘\Nkﬁci&mj; i

n

"»\y,s;woum

Mode| bounds are not available

2017-03-17 00:00

Machine Learning / Single Metric Viewer C Auto-refresh €
Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings

m web_traffic_per_country -

Detector: count ~  nginx.access.geoip.country_iso_code: VN

Single time series analysis of count (nginx.access.geoip.country iso_cede: VN)

© January 31st 2017, 19:00:00.000 to March 18th 2017, 20:30:00.000

>

8 show forecast

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 1h, bucket span: 15m)

700

300

i\l

200

100

2017-03-03 00:00 2017-03-05 00:00 2017-03-07 00.00 2017-03-09 00:00 2017-03-11 00:00

1
\ A
mw.@&zm/‘lg/l&,"\ PYIR SWaVAYA W@MMJI\N“JWM LN

2017-03-13 00:00 20170315 00:00

Lepszagasgd

Model bounds are not available

2017-03-17 00:00
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Chapter 10: ML Tips and Tricks

Edit

Job details Detectors Datafeed Custom URLs

Job description

IT Ops KPI Low Sum Orders per min

Job groups

online_purchases v

Hit ENTER to add online_purchases as a custom option

1024mb
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Edit

Job details Detectors Datafeed

Job description

IT Ops Application Logs

Job groups

it_ops X

Custom URLs

apache2
nginx

ga
production

online_purchases

taxi
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Machine Learning / Anomaly Explorer

Il 30seconds € ©

Job Management Anomaly Explorer Single Metric Viewer Data Visualizer

e8] online_purchases

Job Selection

~) Groups

apache2

nginx

ga

production
online_purchases

it_ops

~) Jobs

_ a_forecast_example
~ bot_detection

~ bot_detection_filtered

Apply Also apply time range
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Machine Learning / Job Management Il 30seconds
Job Management Anomaly Explorer Single Metric Viewer Data Visualizer Settings
Active ML Nodes: 1 Total jobs: 64 Open jobs: 1 Closed jobs: 63 Active datafeeds: 0
QU groups:(nginx) Opened Closed Failed Started Stopped Group Vv
D ™ Description Processed . Memory Job state Datafeed Latest timestamp Actions
— records status state
filebeat-nginx-access- Nginx Access Logs: Detect low
> 8 8 s 0 ok closed stopped o F] e
low_request_rate request rate E
) Nginx Access Logs: Detect unusual
filebeat-nginx-access- . .
> . remote_ips - high request rates 0 ok closed stopped A [ eee
remote_ip_request_rate
m
. Nginx Access Logs: Detect unusual
filebeat-nginx-access- R . i
> . remote_ips - high distinct count of 0 ok closed stopped A ED @as
remote_ip_url_count
s [0
filebeat-nginx-access Nginx Access Logs: Detect unusual
> 8! response_code rates 0 ok closed stopped A [ eee
response_code
Nginx Access Logs: Detect unusual
> filebeat-nginx-access-visitor_rate .g‘ g 0 ok closed stopped A ] eee
visitorrae. CETEY IEEEINEEED
Rows per page: 10 v
farequote_count_nosplit A
Top Influencers Anomaly timeline
Er o O
AAL 2017-02-07 00:00 2017-02-08 00:00 2017-02-09 00:00 2017-02-10 00:00 2017-02-11 00:00
o
UAL viewby: | airline ~ Limit: 10 v |(Sorted by max anomaly score)
o y: by y
AWE AAL
e L
2017-02-07 00:00 2017-02-08 00:00 2017-02-09 00:00 2017-02-10 00:00 2017-02-11 00:00
AMX
<1 Anomalies
Severity threshold: A warning ~  Interval:  Auto ~ Show Charts
count (farequote_count_nosplit) View @
300
280
260
240
220
200
180
160
140
00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00 00:00 03:00
time * maxseverity ¢ detector & influenced by ¢ actual = typical = description = jobID ¢ links
» February9th2017,11:00  M&90 count (farequote_count_nosplit) airline: AAL 295 1808 # 2x higher farequote_count_nosplit  Open link ~
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1L farequote_count_split

Top Influencers

Anomaly timeline

aine — e m
AAL 2017.02:07 00:00 2017.02:08 00:00 2017.02:08 00:00 2017:02:1006:00 2017-02-11 00:00
L
ACA viewby: airline v Limit: | 5~  (Sorted by max anomaly score)
°s =
UAL AAL -
" ACA
SWA .
O UAL
KLM SWA
| <
<1 KLM
NKS
e 2017.02:07 00:00 2017.02-08 00:00 2017.02.08 00:00 20170210 06:00 2017-02-11 00:00
EGF
Anomalies
e
jza Severity threshold: A warning ~ | Interval:  Auto ~ Show Charts
Y
AVIX count (farequote_count split) - airline AAL @ View &
140
e ]
120
VRD 110
et [ <1 ] 100
%0
80
7
50
50
P
30
20
0
0000 0300 0600 0900 1200 1500 1800 2100  00:00 0300
time © maxseverity ©  detector ¢ found for ¢ influenced by + actual ¢+ typical - description = jobID ¢ links
b February$th2017,11:00 M98 count (farequote_count_split)  AAL airline: AAL 136 179 4 8x higher farequote_count_split  Open link ~
JLEN farequote_responsetime_nosplit A
Top Influencers Anomaly timeline
S e O
NKS 2017.02.07 00:00 2017.02.08 00:00 2017.02.08 00:00 2017.0210 00:00 2017:02-11 00:00
—— 7 [E
SWR View by: | airline ~ Limit: 5~ (Sorted by max anomaly score)
e
AWE NKS .
“a
2017-02.07 00:00 2017.02.08 00:00 20170208 00:00 2017-02:1000:00 20170211 00:00
Anomalies
Severity threshold:| 4 warning v | Interval:  Auto v Show Charts
1 :_nosplit) @ View
900
850
200
750
700
650
600
550
500
450
400
350
0600 0300 1200 1500 1800 2100 0000 0300 0600 0900 1z
time ¢ max severity ¢ detector ¢ influenced by ¢ actual ¢ typical + description ¢+ jobID + links

»  February 7th 2017,19:00 M85

) (farequote_resp : nosplit) airline: NKS

889.565 550.154 2 higher

farequote_responsetime_nosplit Open link «
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Average responsetime

11,000

10,000

9,000

8,000

7,000

6,000

5,000

4,000

3,000

2,000

1,000

Average responsetime 9,993.879

airline: Descending NKS
@timestamp per 15 minutes 19:15

e e e e e e

05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00

@timestamp per 15 minutes

© ®NKS
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farequote_responsetime_split h

Top Influencers

Anomaly timeline

E et o
AAL 2017-02-07 00:00 2017-02-08 00:00 2017-02-09 00:00 2017-02-10 00:00 2017-02-11 00:00
98 195
AWE Viewby: | airline ~ Limit: | §~  (Sorted by max anomaly score)
=6 [ 7]
ACA AAL .
'3 =
SWA
2 =
JAL
R [ ] m
DAL
<1 n 2017-02-07 00:00 2017-02-09 00:00 2017-02-10 00:00 2017-02-11 00:00
zA
f Anomalies
18U Severity threshold: A warning >  Interval:  Auto ~ Show Charts
e
o mean(r (farequote r . split) - airline AAL @ View &
300
<1 = )
UAL i:
<1 220
200
180
160
140
120
100
80 )
00:00 03:00 06:00 09:00 1200 15:00 18:00 2100 00:00 03:00
time + max severity ¢ detector ¢ found for ¢ influenced by « actual + typical + description ¢ jobID +
> February 9th 2017, 11:00 A 98 (farequote_  split) AAL airline: AAL 242357 99814  a2xhigher  farequote_responsetime split
atectoe: | sumgoum i -3
Single time series analysis of sum num_trx
show model bounds
Zoom: autg 12h 1d 1w 2w _(aggregation interval: 30m, bucket span: 30m)
40,000
35,000
30,000
25,000
20,000
15,000
10,000
5,000
o
00:00 06:00 12:00 18:00 00:00 06:00
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Detector:  high_sum(num_trx) - m

Single time series analysis of sum num_trx

show madel bous

Zoom: autg 12h 1d 1w 2w (sggregation interval: 30m, bucket span: 30m)

40,000

35,000

30,000

25,000

20,000

15,000

10,000

5000

00:00 06:00 12:00 18:00 00:00

Detector:

Jow_sum(num_trx) . u

Single time series analysis of sum num_trx

8 show model bounds

Zoom: auto 12h 1d 1w 2w {aggregation interval: 30m, bucket span: 30m)

40,000

35,000

30,000

25,000

20,000

15,000

10,000

5000

00:00 06:00 12:00 18:00 00:00 06:00

- -
Detector: count - u

Single time series analysis of count
show model bound

Zoom: auto 1h 12h 1d (aggregation interval: 15m, bucket span: 15m)

250

20170207 00:00 2017:0208 0000 20170209 00:00 2017:02-10 0000 201702411 0000

017.02) 201702417 1]
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Edit calendar ignore_feb9

e o

Calendar ID

ignore_feb9

Description

Jobs

Groups

farequote_jobs
Events

1-1of1 £ >

Description T Start End

feb9 2017-02-09 00:00:00 2017-02-10 00:00:00 O Delete

Times are displayed in the browser timezone

Detector: count v u

Single time series analysis of count
(8 show model bound

Zoom: auto 1h 12h 1d (aggregation interval: 15m, bucket span: 15m)

20170207 00:00 2017:0208 0000 20170209 00:00 201702100000 2017:02-11 0000
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- [ E——

Detector:  count

Single time series analysis of count

show model bound|

Zoom: auto 1h 12h 1d_(aggregation interval: 15m, bucket span: 15m)

2017:02.07 00:00

201702080000 201702090000 201702400000 20170211 0000
| 2017-02-07 00:00 2017-02:07 12:00 2017-02-08 00:00 2017-02:08 12:00 2017-02-09 00:00 2017-02:09 12:00 2017-02:1000:00 2017-02:1012:00 2017-02-11 00:00 20170211 12:00 d
Metric Viewer Settings Edlt RU |e
jobID system_performance
Anomaly timeline detector high_mean(CPUUtilization)

QOverall
2016-10-25 00:00 2016-10-31 00:00 201
Viewby:  instance - Limit: | 10 ~ |(Sorted by max anomaly score)
i-8270d519
i-ebe323df I
i-3b3565¢0
1-20d061fa
-Bd4beba0
i-3acd3cal
i-7db7c747
i-b118880c I
i-4ffd1dac .
i-ece626ff
20161028 00:00 20161031 00:00 201
Anomalies
Severity threshold Interval
warning. ~ Auto 4
time max severity detector ‘T found ft
> November 7th 2016 ® 8 nigh. mean(CPULLIZaI0 o 54064
n) {system_performance)
h (CPUUL:
> Navember 7th 2016 .9 Igh.mean(CPUUizatlo | ooeapd
n) (system_performance)
> November 8th 2016 ® 90 Pign.mean(CPULTIZEND | pazg
n) {system_performance)
> November 4th 2016 ® 84 high. mean(CPULGIEat0 | 31356
n) (system_performance)
> November 7th 2016 LR ! Pign.meaniCPULTIEZEND | g4

) {system_performance)

Rules instruct anomaly detectors to change their behavior based on domain-specific knowledge that you provide. When
scope, and actions. When the conditions of a rule are satisfied, its actions are triggered. Learn more

Action
Choose the action(s) to take when the rule matches an anomaly.
Skip result (recommended) @

Skip model update @

Conditions
Add numeric conditions for when the rule applies. Multiple conditions are combined using AND.

WHEN actual ISLESSTHAN S0 &

Add new condition

Scope

Add a filter list to limit where the rule applies.

@ Rerun job

Changes to rules take effect for new results only.

To apply these changes to existing results you must clone and rerun the job. Note rerunning the job may take some
completed all your changes to the rules for this job.

X Close
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