Chapter 1: Say Hello to Blockchain
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Bitcoin Core - Wallet [testnet]

Overview Send Receive Transactions

be incorrect. This information will be correct once your wallet has finished

Attémptlng to spierid bitcoins that are affected by ﬁot-yet-dlsplayed
transactions will not be accepted by the network.

Number of blocks left 1044950

Last block time 2014 12:42:46 28 undo; dnazll
Proaress 15.12% @

Proaress increase per hour 19.39%

Estimated time left until synced 4 hours

2 Recent transactions may not yet be visible, and therefore your wallet's balance might

Synchronizing with network... Iz;baars and 34 weeks behind

et > wll

blocks chainstate wallets banlist.dat bitcoind.pid debug.log fee_estimates.dat mempool.dat

peers.dat Jlock

- d

bitcoin-blk-file- index blko0101.dat blk00102.dat blk00103.dat rev00101.dat rev00102.dat rev00103.dat
reader

user@ByExample-node:~$ bitcoin-cli getnewaddress

2M5H514CHK5aHESq5krner4H5thtuRa9U

o Electrum - Install Wizard © @ Electrum - Install Wizard
'r' “. Create default_wallet .ﬁ. Confirm Seed
S What kind of wallet do you want to create? S Your seed is important! If you lose your seed, your money will be
. permanently lost. To make sure that you have properly saved your
@® standard wallet seed, please retype it here.
Wallet with two-factor authentication strategy action demand know ability quote dragon

) Multi-signature wallet retreat turkey clarify someone thrive

) Import Bitcoin addresses or private keys

Back | Next | Back | Next |
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user@ByExample-node:~$ electrum --testnet lislkaddresses
[ecc] warning: libsecp256k1 library not available, falli

[

"n3CKupfRCIGBnmr78mwoeyeszUSkfyHcPy"
"mhc5YipxN6GhRRXtgakRBjrNUCbz6ypg6e"
"msvrqSHwWIFFhS17ReQjMIydiy45s6n7hirm"”

"mjSiyuBwjS8geTmK44x97jG7Zmfg3ZBoAL"
"mq8izx8q2ydz6P3jhrPjgaPMsurkkwzaTD"
"myE8QYIMDKRXSUFPUHVZrueMPZxc9TcZBU"
"mgWMijZC7fdFDWao2KpcGWHgNEVigNN3Xxu"
"mwWwMHzcxBcucgMG1E4CmXK2J jGMwbvEFIML™

Faucet

I'm happy to serve you with TestNet Bitcoins. So take as much as you need to build awesome and secure BTC services. Really. just take them. You need a certain (huge) amount
of Testnet Bitcoins? Contact me

You can get bonus coins

+10% by using HTTP/2
B +20% by using a non-windows operating system
B +70% by using IPv6

Current wallets balance is B45635.17. You'll get B0.5 (+ B0.05 bonus)
Sent! TX ID: 0791521362526725653Caed998006C768b1cd817be16946f00aca26509b4252

n3CKupfRCJBBNMI78mwIeyeszUSkiyHcPy Give me some coins

(Or scan QR code with your camera.)

user@ByExample-node:~$ electrum --testnet listunspent
[ecc] warning: libsecp256k1l library not available, falling back to python-ecdsa
[
{
"address": "n3CKupfRCI6Bnmr78mw9eyeszUSkfyHcPy",
"coinbase": false,

"height": 1356645,
"prevout_hash": "8791521362528725683caedf998006cT68b1cd817be1694ef0ddacaz65d9b4252"
"prevout_n": 1,

"value": "1.1"
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Transaction B

Referencing

—»
14.53 BTC 0.9 BTC

Transaction C

Ly
13.63 BTC 12.53 BTC

Someone's address e(\f:@g Back to Faucet
3
%ée
Output
| 13.63BTC 1.1 BTC
To Faucet address To our address
REPRESENTATION LENGTH VALUE
(Bytes)

version 4 02000000
input count 1 01
Input1 previous output ID in little endian 32 92429b5d26cadafD4e69e17b81cdb168cf06809

(reversed) 9dfae3c482587526213529107

Vout (previous output index 04 100000000

ScriptSig length 01 00

ScriptSig

sequence 04 fffff ff
Number of generated outputs 1 02
Output1 | amount of Satoshis (1Satoshi=0.00000001 8 0000000000000000

Bitcoin)

script length 1 0d

ScriptPubKey: 13 ba

OP_RETURN <Push size> <Payload (hello world Ob

in hex)> 58656chcbF20776fT726c64
Output | Value in Satoshis (hex encoded in little endian a8 00e1f20300000000
2 order)

Script length 1 17

ScriptPubKey (Actual output script) 23 a914eb949dbdeB8d3b1755e7f3c20bbab2c1f1403

bd9087

Locktime (the earliest time atransaction can be addedto | 04 00000000

the blockchain)
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user@ByExample-node:~$ electrum --testnet deserialize 020000000152429b5d26cadafB84e69e17b81cdb168cfB68099dfae3c6825875262135291070100000000FFFFFfffa2l
a0b68656c6c6T20776F726c6400e1f5050000000017a914008051b4d96aa26269dfd36afeboc2b2faB894568700000000

[ecc] warning: libsecp256k1 library not available, falling back to python-ecdsa

{

"inputs": [

"address": null,

"num_sig": o,

"prevout_hash": "8791521362528725683caedf998006cf68b1cd817be1694efOdacaz65d9bd252",
"prevout_n":
"scriptsig": »
"sequence": 4294967295,
"type": "unknown"

1,
"lockTime": @,
"outputs": [

"address": "6a0b68656c6c6T20776F726c64",
"prevout_n": @,
"scriptPubKey": "6a0b68656c6c6f20776F726c64",
"type": 2,
"value": 0

1.

{
"address": "2MsHsi4CHXsaNZSqSkrnrpP4WShNgtuRasu",
"prevout_n": 1,
"scriptPubKey":
"type": 0,
"value": 100000000

"a914008051b4d96aa26269dfd36afeeboc2b2fa8945687",

}
1,
"partial": false,
"segwit_ser": false,
"version": 2

user@ByExample-node:~$ electrum --testnet listaddresses | electrum --testnet getprivatekeys -

WARNING: ALL your private keys are secret. ' !

Exposing a single private key can compromise your entire wallet!

In particular, DO NOT use 'redeem private key' services proposed by third parties.

[
"p2pkhic0x4Ucd3uXEpa3bNnS11J84aln5dichfchtfHSkRaDNZOYA1FYnr",
"p2pkh:cVZn69R4DWrPHVPGk5z63VTPebk3HVgbgCPCpDTEd3nw2KRUUSJIE",
"p2pkh:cSKgWnito7E1bNCmMATQWIFehwX8KZ1HwgMaRH8Yocl44ghz1oYNg",
"p2pkh:cQFuxDStLrgVCzKKL jMhKnSsvsowVEUIWUFoWckhd9RWRrPSuKuu",
"p2pkh:cQL23Vcj4dXXcn42VcilrrvZiFijbBaVx4b5GnnSy6cMtVCYcV1s",
"p2pkh:cRhUCBNUFf5fTHGYq1HdeibqecvTdDzhskTtIkjmxeVjrqwrIxAzNW",
"p2pkh:cRktM73HVUTEVPNXUQT*xZ6733h8wiQ81FcbuCovihKecn3RD5GV3R",
"p2pkh:cSU40gXniw3TwsA8kzRh5z jQaUYEriDFpHYMEKKoOLSD jbBS1NH4L",

"outputs": [
{
"address": "mxPd583YeW6iw3cCgfrmrdcXKG6PLM2FB]",
"prevout_n": 0,
"scriptPubKey": "76a914b9172e192d2805ea52fa975847eeaf657e38fef888ac”,
"type": 0,
"value": 1253185750

"address": "n3CKupfRCI6Bnmr78mw9eyeszUSkfyHePy",
"prevout n": 1,
"scriptPubKey": "76a914edcce89f510bf95606ec6a79cb28a745c039e22088ac”,
“type": @,
"value": 110000000
1

’
"partial”: false,
"segwit_ser": false,
"version": 2




user@ByExanple-node:~$ bitcoin-cli signrawtransaction "020000000152429b5d26cadafode69e17b81cdb168cf068099dfae3c6825875262135291070100000000f Ffffff0200000000000000000d
16a0b68656c6c6T20776f 72664001 50500000000172914008051b4d96aa26269dfd36afeeboc2b2fa894568700000000"

'[{"txid":"0791521362528725683caedf998006c f68b1cd817be1694efodacaze
5d9b4252", "vout”:1,"scriptPubKey": "76a914edcce89f510bf95606ec6a79chb28a745c039e22088ac” , "redeemScript”:""}]' ' ["cQx4Ucd3uXEpa3bNnS13384ghn5djChfcht FHSkRaDNZQYALFYnr "]

"hex": "020000000152429b5d26cadafe4e69e17b81cdb168cfO68099dfae3c682587526213529107010000006a473044022053721923a82b9c910fb552f2facd45ed89a03c5¢d7FF66893c7e2d399783c1b
902206edffbal48dfacabeeceace51e06049714169ae5d4c1ce095aafa30723aec2930121024e F6F56dcfe9044cfc6c10b717a503e7F5a910312f25560a99a048a4a21d33c5F FF FfFfF0200000000000000000d
6a0b68656c6c67207767726c6400e1F5050000000017a914008051b4d96aa26269dFd36af0eboc2b2fa894568700000000",

"complete”: true
N

user@yExanple-node:~$ electrum --testnet broadcast 626000000152429b5d26cadaf@4e69e17b81cdb168cfe68099dfae3c682587526213529107010000006a4730440220537€1923a82b9c916Fb55

2f2facd45ed89a03c5cd7ff66093c7¢2d399783c1b902206edffba148dfaeabeeceace51e06049714169ae5d4c1ce095aata30723aec2930121024ef656dcfe9844cfc6c10b717a503e7F5a910312F25560a99
a048a4a21d33c5FFFfFfffe200000000000000000d6a0b68656C6C6T207767726c6400e1f50500000000173914008051b4d96aa26269dfd36af@eboc2b2faB94568700000000

[ecc] warning: libsecp256kl library not available, falling back to python-ecdsa

[

"d3e300c2f2eedf673ab544f4c2bo9w63353e618abs8a0c9444e931d0145e43ded”

String: hello

Hex: 68

Details
1 Input Consumed
1.1 BTC from 00BTC
o000
BR n3C 78m fyHcPy (output
1.0BTCwo
BR 2MsHsiaCHXsa nrpP4WS
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blkoo100.dat %

crony

| Block Header |

Block N 1356675

Our Transaction

Search for: | 52429b5d26cadaf04e69e17b81cdb168cf068099d  ae3c682587526213529107 35 Hexadecimal ;| WFindNext AFindPrevion X

user@ByExample-node:~/deletmeS node helleo.js
{ txid: '8615fe519T4583546ea9d39d3ca7628eeeas6cd3037eat4d1bboes67f48d93e4 ",
output_no: O,
script_asm: 'OP_DUP OP_HASH160 edcceB89f518bf95606ec6a79cb28a745c039e220 OP_EQU
ALVERIFY OP_CHECKSIG',
script_hex: '76a914edcce89f510bfo5606ec6a79cb28a745¢c039e22088ac’,

value: '1.10000000',
confirmations: O,
time: 1533938378 }

Transaction ID:
{"status":"success","data":{"network" :"BTCTEST","txid":"f917abfa314ebd774a4a659c

69c924cab3d8ed4e9f4f41ccd7620a985b373a2fb"}}

[8]




Model

Public
blockchain

Private or
internal
blockchain

Consortium
or hybrid
Blockchain

Blockchain
asaservice
(Baas)

characteristics

The general public can join the network and
write (under consensus protocol) and read
data. This model is a true representation of
the original blockchain used inthe
cryptocurrencies.

A network under the governance of one
organization. which defines the access
rules to join its private network. Therefore,
only authorized entities can read the
transactions data. The organization defines
nodes with high trust levels to accept the
transaction.

A partly private and permissioned
blockchain network operated by known
entities such as stakeholders of a given
industry regrouped in a consortium or
exploiting a shared platform. The network
participants have control over who can join
the network, and who can participate in the
consensus process of the blockchain.

Cloud platform hosted by a service provider
to deploy blockchain applications. The
service provider manages the blockchain
netwaork while the customer defines the
business logic.

Technologies

Bitcoin. Zcash,
Ethereum,
Litecoin. NXT. etc..

Monax,

Symbiont Assembly.
Iroha, Kadena. Chain,
Quorum, MultiChain.

Hyperledger Fabric,
Tendermint. Symbiont
Assembly, R3 Corda.
Iroha, Kadena. Chain,
Quorum. MultiChain

Bluemix, Azure, Rubix.

Stratis, AWS. SAP.
Oracle.

Strengths

Full-Decentralization
High Security
Censorship-resistant
Low-trust
Anonymity
Transparency

Confidentiality
Authenticated parties
Privacy

Faster

Less expensive

Confidentiality
Authenticated parties
Privacy

Faster

Less expensive

Flexibility
Scalability
Complexity reduction
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Chapter 2: Building a Bitcoin Payment
System

user@ByExample-node:~fdeletme$S bitcoin-cli --regtest generate 101

[

"193a6c217cT7918c178b040e415691c131721000746d206e37Tc347ede25b170",
"44b37T041bef18fc1265268a75283475456962b0e7fe7b2584dd87cd194edfcc”,
"78edb98d6b3dd510998d15d882b340486dd30eacf4bc3650c90d31883F771736",
"76357d14d35adf2f79b562a6cfa2902defe73fb87efdd115deef21791432a858",
"1fle@Bdf9526Tda59632943c96838caed9ee33BeefB6aa2db2aled8dc6evavada”,
"347250caBed505267dde9T305950dc4e87d69de37c13278066a66Ta6b0d81168",
"6474ca37116dbfbabbdd832a817469bfc7dB83ef8569528613447f05ab2ffidf1",
£
£
£
E
E)
£
£

"69b3db538b64303c42a8eee7d2ac1d433f03c99803d9623eddcoebdd8958d65c”
"@7fdla3186d6bbe7d2613b%caz2ff4ba34dc75205c7992e018d947c16d1%9aa155"
"@9f31lebfB56c4d38070b8dfcd243440de58e299d797464c97e8bb488b49d543b"
"2d3edlcadeb92deB23f2a7d2f9ed2271T6859a54cf610fB56a9bb2fb7e6doesc”
"744db4af8983a5f16c88f723754186289c55a5e985f9f4ac4c5dd71cfe27f7d24"
"1ac745d9a88adef11fdB8cb4c5ba3az63bcc?22694923¢c32d1483834d60e8df319"
"31c97097d9a6016887%ed652dc9034512eb19b956052afd564b16e7bB8e57b699"
"0627T6a23c017T073cb58abe87acc218aec2fchefB4cdedf69fadcccbed4s4630" .

Transaction B Transaction C
CoT T T T i T T T T T T T T T T T T T T T T T T T i
i i | i
i ! ‘ '
i Input Output 0 i : Output 0 :
|
. - : | > :
! |
: 3 - =
|
| | : :
| | i !
| i ‘ i
' N . l i
| = | ‘ i |
| i | i
| i | i
| i | i
| | v i 1
e O
i 5 CHECKSIG
| 3 1 EQUALVERIFY
@ R
—" o]
i 9 public key gﬁim 60
73} Signature
BitcoinNode  +  lLb—F —




Script

Pay to PubKey
Hash (P2PKH)

Pay to PubKey
(P2PK)

Pay to Script
Hash (P25H)

Multi-Signature

P2WSH

Pay-to-Witness-
Public-Key-Hash

Null Data:

ScriptPubKey

Scriptsig

ScriptPubKey
ScriptSig
ScriptPubKey

Scriptsig

ScriptPubKey

ScriptSig

ScriptPubKey

Scriptsig

ScriptPubKey

ScriptSig

Script Format

OP_DUP OP_HASH160 <PubKeyHash>
OP_EQUALVERIFY OP_CHECKSIG

<signature> <PubKey>

<Public Key=> OP_CHECKSIG
<5Signature>
OP_HASH160 <script Hash> OP_EQUAL

<signature> <serialized script>

ScriptPubKey=2 <Public Key A> <Public Key
B> <Public Key C n OP_CHECKMULTISIG

<5Signaturel=<Signature2>or any
permutation of Sig m:n

zero [32-byte sha256({witness script)]

Empty (as the signature is located in the
witness instead of the ScriptSig)

ScriptPubkey: zero [20-byte hash160({public
keyll

Empty

OP_RETURMN OP_DATA_X

Description
This script is the most popular type in the Bitcoin
blockchain. It is used to send Bitcoins to a single address

(which iz a public key hash encoded in bases8check
starting with 1).

This script is usually used by miners to redeem their new
mined Bitcoins.

A special script which moves the responsibility for
supplying the conditions to redeem a transaction from
the creator of the transaction to the receiver(s). This
latter must provide a script matching the script hash.

This script locks the output with N public keys, with
condition that at least M of those Keys are required. The
redeemers should provide M valid signatures
correspanding to the N public keys.

P2WSH is similar to P25H but the proof of cwnership
RedeemScript is moved to the witness instead of
ScriptSig (signature + redeem =script)

P2WPKH is similar to a P2KH but with witness data.

This script marks a transaction as provably unspendable
and a potential prunable Output. In this case the script
is considered as invalid, guaranteeing that there is no
corresponding ScriptSig

: 10.00000000,

!

"13 OP_ADD 15 OP_EQUAL",

"5d935F87",
* "nonstandard”
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Ble  Setings  Help
Quick Checkout T e PR T——

o CantrsiFesturss
:’:\.zen:ﬂuleL' mnn&imja;ug;hﬂﬂ&llgm}mm%{ﬁ puts... | sutomatcaly selecied
. 182 168 1 6 3000 requesi?amouni=§E3GH O] o crarce asress
MVMT WATCH

Item Details: WATER RESISTANT
Price : 0.686888 E-CASH

PAYER

Py Tan BIAESESPUYTPIF ARSI SIO TR
Mera: & saymend ecuest bom e merchrt.

Ama aocemeess 3] jarc =

" Transaction Details

Invoice :

o Network - test
- Transachon Tamestamp . 1534338057
+ Expiration* 1534324357
B « Merehanl 8ma | Transaction N 12345
-— « Merchant Signature vercason: Vald
o SO A PEYTIENT [6qUESL IO The Merchant Tromsection Few: 00WUSIOITCA | Do
« Total - 0.0088583

Gom] [+

Customer Customer's Merchant Bitcoin
Wallet server Network
Checkout
_ Payment Request
Payment Confirmation A
Payment To merchant Validand quadcast
- the transaction
[else]
Sendthe transaction _
Payment confirmation
Payment Acknowledgement |-
Confirmation Message
and invoice
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@ 192.168.56.1:3000/checkout

MVMT WATCH

Item Details: WATER RESISTANT
Price : 0.5865888 BC.

Pay with BTC
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Quick Checkout

Payment URL : bitcoin:mbcaYipxNEGhERXtigakREjINUCbzEypaG
&ramount=0.00888886&message=payvment®Z Orequest&r=htip./
192.166.1.6:3000/request?amount=888888

Transaction Details

Invoice :

MNetwork : test

Transaction Timestamp ; 1534338057
Expiration : 1534424457

Merchant data : Transaction N 12345
Merchant Signature verification: Walid

Memo: A payment request from the merchant.
Total : 0.0085588
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Bitcoin Core - Wallet [testnet]

{0 Overview A send | g Receive 5 Transactions

Pay To: mhchYipxN6GhRRXtgakRBj rNUChz6ypg66

®

Memo: A payment request from the merchant.

L]

Amount: 0.00888888 BTC

Transaction Fee: 0.00187378 BTC/kB | Choose...

& Send @ clear all | | 4+ Add Recipient Balance: 22.01978548 BTC

Ssynchronizing with network... AL e il BTC HO &2 &)
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{0y overview | 2> send | {4 Receive 5 Transactions

Pay To: EAE
Label:
Amount: - Payment processed,Thank you;) @ mount | Use available balan
E | 0 invoice ID :12345
oK

1]

Transaction Fee: 0.00250054 BTC/kB | Choose...
& Send @ clear all | | + Add Recipient Balance: 22.01047651 BTC

] 3 ] (o F W T =

¥ 4 4 60m9:30
< Send Bitcoins i Testnet3

Payto mBTC3016.02

Chapter3, Test, MA =GBF14806.31
verified by: Chapter3, Test, MA

Amount to pay

i 8.88888 £43.64

A vou nee

o back up your wallett
Send payment directly 1o the payee.
@ 22 August, 9:30 p.m. H
myfp yoUd sz9h —8.89
9CmE sFZF SWiZ
BYXT FCxj uw

Your payment was successfully sent @ 19 Aug n3Ge MXGwkyH.. +275.00
directly. - WKy .
* 9:32p.m. myfpy. mBTC—8.89 ® 19 Aug n3Gc MXGwkyH.. +550.00

<% REQUEST COINS senpcoms = @)

Back

Use st your own risk. Read the safety note:
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I*) Problems @ Javadoc [ Declaration | & Console 32 X% BEEEE

<terminated> Cblp?D[JavaAppllcatlun]/usr/llbfjvmjjava &openjdk amd64fb|n,'java (Aug 14, 2018, 2:00:09 PM)
Lreeruroup i1nreaaj oup 3/5> MSeC DeTore next CONNEecCT attempt TO [Ll/b.Y.113./5]1:18333

[NioClientManager] INFO org.bltc01nj.net NloCLlentManager - Connected to testnet-seed.bitcoin.petertodd.org/82.202.207.182:18333
[NieClientManager] INFO org.bitcoinj.core.Peer - Announcing to testnet-seed.bitcoin.petertodd.org/82.202.207.182:18333 as: /bitcoinj:0@
[NioClientManager] INFO org.bitcoinj.net.NieClientManager - Connected to testnet-seed.bitcoin.jonasschnelli.ch/18.222.184.185:18333
[NieClientManager] INFO org.bitcoinj.core.Peer - Announcing to testnet-seed.bitcoin.jonasschnelli.ch/18.222.184.185:18333 as: /bitcein
[NioClientManager] INFO org.bitcoinj.core.Peer - [195.154.163.751:18333: Got version=78015, subVer='/Satoshi:0.15.1/", services=0x9, t
[NieClientManager] INFO org.bitcoinj.core.PeerGroup - [195.154.163.75]1:18333: New peer (1 connected, 8 pending, 12 max)
[NieClientManager] INFO org.bitcoinj.core.PeerGroup - Setting download peer: [195.154.163.75]1:18333

Customer's address : n3Uky]jXiy86dChfSnNwD5tIK2AAI3210dQ

Customer's Balance : 165000000

[NieClientManager] INFO org.bitcoinj.net.NieClientManager - Connected to testnet-seed.bluematt.me/198.251.83.19:18333
[NioClientManager] INFO org.bitcoinj.core.Peer - Announcing to testnet-seed.bluematt.me/198.251.83.19:18333 as: /bitcoinj:0.14.7/
[NioClientManager] INFO org.bitcoin.Secp256klContext - java.lang.UnsatisfiedlLinkError: no secp256kl in java.library.path

[WalletAppKit STOPPING] INFO org.bitcoinj.core.PeerGroup - Awaiting PeerGroup shutdown ...

: Run Configurations

Create, manage, and run configurations

Run a Java application

O & @ X = | name: [ Payment
| type filter text {|[© Main [®- Arguments .=\ JRE| % Classpath | & Source|
& Gradle Project E
& Java Applet Program arguments:
Java Application
App
cbip70 :
payment \Varlables...’
JuJunit VM arguments:
@ Launch Gr_cup -Djavax.net.ssl.trustStore=clientkeystore
» m2 Maven Build
Juj Task Context Test
Revert Apply
Filter matched 12 of 12t -
@ Close | Run |
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63aab9cb1a95563997a143128b7b9 3ceat 250706b925b35F

__Payment request
procesd with the payment €| details

Constructed
Payment Transaction

BT and & Tee of 0.00°

“txid": "1420fda370b5dfbage0aebe 5205696 1ba1d 476 3adc Te 301 fdeal 10376 1}

Transaction and Invoice ID

Group shutdown ...

SHOATA(33) [03b0ef 141206236095 7360F5CO707905550651

Adding Transaction
Towallet's Mempool

<+——— Confirmation from the server &

Configuring rskj
Choose a configuration environment to run your node.

mainnet
regtest

<0k=

user@ByExample-node:~

web3.personal.newAccount("pwd1234")

0x6dcb977df8fc8b3b82b84bb62d39135bBcb821a%

web3.eth.getBalance("0xed09f56c37526809bc54089b128c071429938368" ). toNumber ()

web3.eth.blockNumber

e$5 node console.js -server localhost:4444

[18]



Environment Web3 Provider ~ ¥ 1
Account @ Oxca3..a733c (9 r IhEZ
Gas limit 3000000
s 0 wei v
store v |1
Deploy
At Address Load contract from Address
Transactions recorded: v
Deployed Contracts 0
- store at Oxef5...46ed1 n x
set "hella” "
Message

[19]




Chapter 3: Building Your Own
Cryptocurrency

Welcome to Readercoin Core.

As this is the first time the program is launched, you can choose where Readercoin Core will
store its data.

Readercoin Core will download and store a copy of the Readercoin block chain. At least 153 GB
of data will be stored in this directory, and it will grow over time. The wallet will also be stored
in this directory.

@® |use the default data directory

Use a custom data directory:

2 GB of free space available (of 153 GB needed).

A new data directory will be created.
wWhen you click OK, Readercoin Core will begin to download and process the full Readercoin
block chain (150GB) starting with the earliest transactions in 2009 when Readercoin initially
launched.

This initial synchronisation is very demanding, and may expose hardware problems with your
computer that had previously gone unnoticed. Each time you run Readercoin Core, it will
continue downloading where it left ofF.

Cancel OK

Coin's Name Readercoin
Con'’s Symbol RDC
Block Time 2.5 minute
Initial block reward 10
Halving interval Every 100000 blocks (174 days)
Ports RPC port: 19333

P2P port: 5333
Total supply 2000000 units
difficulty readjustment After 576 blocks
Block size Upto 8 Mb

[20]



main 0xDSBABEFS FS BE B4 D9
testnet 0xDABSBFFA FA BF BS DA
testnet3 0x0705110B OB 11 09 07
namecoin OxFEBABEFS FS BE B4 FE

static CBleck CreateGenesisBlock(const char* pszTimestamp, const CScripté genesisOUUPULSCTipt, uint32_t ATime, uint32_t ONence, Uint32_t NBits, 1int32_t OVersion, const CAmOUNtE genesisReward)

Qutablelransaction Tiliew;

tallew.nVersion = 1;

tallew.vin.resize (1) ;

tallew.vout.resize (1)

txllew.vin[0] .5cTiptSig = CSEript() << << CSCripthum(4) << std::vector<unsigned char>((const unsigned char#)pszlimestamp, (cOnst unsigned char*)pszTimestamp + strlen(pszTimestamp));
tallew.vour[0] .0Value = genesisReward;

txllew.vout [0] . scriptPubKey = genesisOutputScript;

CBlock genesis;

genesis.nlime = nTime;
genesis.nBits = mBits;
genesis.nlonce = nNonmee;

genesis.nVersion = nVersion;

genssis.vex.push_back (MakeTransactionRef (std: imove (cxliew))) ;
geneais.hashPrevBlock. Setiiull() ;

genesis.hashMerkleRoot = BlockMerkleRoot (genesis) ;

return genesis;

user@ByExample-node: ~/GenesisHD

user@ByExample-node:~/ =s1sHOS python genesis.py -z "Blockchain by example 2081
8" -n 1 -t 1529321830 -v 1000000000 -b Oxledffffo
04Ffffo01d01041a426c67636b6368616962206279206578616d706c652032303138

algorithm: SHAZ56

merkle hash: 6bc2585d63185acf3868cc34e0b017b3fb41cB0938ebd9bc52a3cf73a31ecta8
pszTimestamp: Blockchain by example 2018

pubkey: 04678afdb0fe5548271967f1a67130b7105cd6a828e03909a67962e0ealf61debs49febc

3f4cef38caf35504e51ec112de5c384df7badb8d578a4c702b6bf11d5f

time: 1529321830

bits: Oxleaffffo

Searching for genesis hash..

genesis hash found!

nonce: 490987

genesis hash: 000001a9%bbae8bb141c6941838bdacdbcf474b6ed28a0b18b2120b60a68T00ee
user@ByExample-node:~/GenesisHo

£11d5£") << OF_CHECKSTG;
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|static SeedSpecé pnSeedé_main[] = {

{10

L0 Ox 02,0x=4,0xd46,0xce},
,O0xb4,0x1d},
yO0xb4,0xle},
2,0x43,0xe2},

0x&7},

21301},

53331,

037
=l Y

£,0x12,0x55,0x23,0x50},

checkpointData = (CCheckpointData) {

{

{ 11111, uint2565("0=x00 92244£73d73e8fd28%ba2fd2ed6]18bd6fa2eed2559£542fdb262T7c1d") },
uint2565 ("0x000000002dd5588a74784eaaTak0507al8adl6a236eTblcee9f00d7ddfbLSd0as") },
uint2565 ("0x00000000005735993a3c9e41ce34471c079dcf5f52a02824a81e7E953036612207) },
uint2565 ("0x000f 002591lce28027faeadi20cid2bls4bie0fed44a773L3eefbl5ldehdeca7 ) },
uintases("0x=00 Shl2ffddcd3locd34ffd4abo4fd30acilicsllsdand4adano

626c3bd83caibl3lT™) ],
000048595347283192£69c£03660T6336063959bT228e9balTl342:™) ],
0000000001b4f4b433e81ecd494af945c£96014516a422370F11b23dE4e™) ],

uint25&5 ("0x000(

uint256S5 ("0x0000

uint2565 {("0x00000000000000004d94ef50£0f9d6865d69db2e03a535a100370c64632a9837)},

chainTxData = ChainTxDatal

/f Data a3 of block 58c9b9d3fecl05bdc7l6dS4caa7579503d5b05bT73618d0bf2d5fa639E£750a011 (height 13533%7).
1518408833, // ¥ UNIX timestamp of last known number of transactions
ff % total nurber of transactions between genesis and that timestamp
I {the tx=... numbker in the SetBestChain debug.log lines)
0.0& ff * estimated number of transactions per second after that timestamp
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Chmount GetBlockSubsidy (int nHeight, const Consensus::Paramské consensusParams)
1{
int halwvings = nHeight / consensusParams.nSubsidyHalvingInterval;
// Force block reward to zero when right shift is undefined.
if (halwvings >= cd)
return 0;

Chmount nSubsidy = S0 * COIN:

/f Subsidy is cut in half every 210,000 blocks which will occur approximately every 4 years.
nSubsidy >»>= halvings:

return nSubsidy:

S*% No amount larger than this (in satoshi) is wvalid.

* Note that this constant is *not* the total moeney supply, which in Bitceoin
* currently happens to be less than 21,000,000 BIC for warious reasons, but
* rather a sanity check. As this sanity check is used by consensus-critical
* validation code, the exact value of the MAX MONEY constant is consensus
¥ gritical; in unusual circumstances like a{nother) overflow bug that allowed
* for the creation of coins out of thin air modification could lead to a fork.
J.I.l..f
static const CAmount MRE MONEY = Z1000000 + COIN;
inline bool MoneyRange (const CAmountd nValus) { return (nWValus »= 0 &k nValue <= MRE MONEY): }

Target Values Sha256 (header+nonce) *=—

Powlimit A 00000000ff Incrementing nonce
until finding
right hash
00000D00000BAD..
Target Current Target
Canmevewp ar doan 0000000000DD0DABC
000000000000AD..

Accepted block

[23]



unsigned int CalculateNextWorkRequired({const CBlockIndex* pindexLast, intéd_t nFirstBlockTime, const Consensus::Paramsk params)
H
if (params.fPowNoRetargeting)
return pindexLast->nBits;

/f Limit adjustment step
inté4_t nActuallimespan = pindexlast->GetBlocklime() - nFirstBlocklime:
if (nActualTimespan < params.nPowlargetTimespan/4)
nkctualTimespan = params.nPowlargetTimespan/4:
if (nkctualTimespan > params.nPowlargetTimespan®d)
nlctualTimespan = params.nPowlargetTimespan®d;

/{ Retarget

const arith uint256 bnPowlimit = UintToArith25€ (params.powlimit) ;
arith_uint256 bnlew;

bnNew.SetCompact (pindexlast->nBits) »

bnlew *= nActualTimespan:

bnNew /= params.nPowTargetTimespan:

if (bnlNew > bnPowLlimit)
bolew = bnPowLimit;

return bnlew.GetCompact () ;

// Size limits

if (block.vtx.empty() || block.vtx.size() * WITNESS_SCALE_FACTOR > MRY BLOCK WEIGHT || ::GetSerializeSize(block, SER_NETWORK, PROTOCOL_VERSION |
SERIALIZE TRANSACTION NO WITNESS) * WITNESS SCALE FACTOR > MARX BLOCK WEIGHT)
return state.DoS(100, false, REJECT_INVALID, ” 1 , false, "= ):

S*%% The maximum allowed size for a serialized bklock, in bytes (only for buffer size limits) */

S** The maximum allowed weight for a block, see BIP 141 (network rule) %/
static const unsigned int MAX BLOCK WEIGHT = 40
f*% The maximom allowed number of signature check operaticons in a block (network rule) */
static const inté4 t MAX BLOCK SIGOPS COST = 20000;

static const int WITNESS_SCRALE FACTIOR = 4;

consensus.BIP34Height =
consensus.BIP34Hash = uint2565 ("0
consensus.BIP&SHeight 38
consensus.BIP&cHeight

""" 4c2bE24ed5d7756c508d
0000037%eaal9deedcibT22d4

[24]



consensus.nBuleChangehctivationThreshold = Hr
consensus.nMinerConfirmationWindow = ; // nPowlargetTimespan / nPowTargetSpacing
consensus.vDeployments [Consensus: :DEPLOYMENT TESTDUMMY] .bkit = H
consensus.vDeployments [Consensus: :DEPLOYMENT TESTDUMMY] .nStartTime =
consensus.vDeployments [Consensus: : DEFLOYMENT TESTDUMMY] .nTimeout =

Iy loyment of BIPEE, BIPll2, and BIP113.
consensus.vDeployments [Conaensus: : DEPLOYMENT_C5V] .bit = 07
consensus.vDeployments [Consensus: :DEPLOYMENT C5V] .nStartTime =
consensus.vDeployments [Consensus: :DEPLOYMENT C5V] .nTimeout =

// Deployment of SegWit (BIPF141, BIP143, and BIF147
consensus.vDeployments [Consensus: :DEPLOYMENT SEGWIT].bit = 1:
consensus.vDeployments [Consensus: :DEFLOYMENT SEGWIT] .nStartTime =
consensus.vDeployments [Conaensus: : DEFLOYMENT SEGWIT] .nTimeocut =

user@ByExample-node:~/workspace/readercoinfsrc$ ./readercoin-cli addnode 192.168.1.4 onetry
user@ByExample-node:~/workspace/readercoinf/src$ ./readercoin-cli getblockchaininfo
{
"chain": "main",
"blocks": 187,
"headers": 187,
"bestblockhash": "000POb6242a3T38d6635be95badbda19263elcc657de6ad62f67e113b22d186d",
"difficulty": 0.000244140625,
"mediantime”: 1528732541,
"verificationprogress": 0.9894736842105263,
"chainwork": "00AEAEAEAEOOOAOANAOAOOEOOO0OOOAOAOEOEOEOAONONOAOAEEEOAOAObCAADCA",
"pruned": false,
"softforks": [

"id": "bip34",

"version": 2,

"reject": {
"status": false

}J
{

"id": "bip66",

"version": 3,

"reject": {
"status": false

1L

{
" i.d " . " b.i_p()srl ,
"version": 4,
"reject": {

"status": false
}
}
]J
"bip9_softforks": {
"esv": {
"status": "defined",
"startTime": 1528707955,
"timeout": 1528707955,
"since": @
}J
"segwit": {
"status": "defined",
"startTime": 1528707955,
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Readercoin Core

Readercoin Core

Ersion v0.15.1.0-096818d-dirty

r3-2017 The Readercoin Core develones

Loading wallet...
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New Project

| Choose a template:

Projects
Application
Library
Other Project
Mon-Qt Project
Import Project

@ Files and Classes
Help <

Analyze

+ New Project

<‘I> Bazaar Clone (Or Branch)
*+ Git Clone

9 Mercurial Clone

g Subversion Checkout
[l cvs checkout

[ Import Existing Project

Open Project

All Templates

Imports existing projects that do not
use gmake, CMake or Autotools. This
allows you to use Qt Creator as a
code editor.

Platform independent

Cancel Choose...

| Bl £~ Type to locate (CEr.

- Issues Search Resu... Application H Compile Ou... QMLJIS Con..._l

[27]




:F New Project Open Project

Import Existing Project

Tutorials
Project Name and Location

2 Location
New to Qt? Files -
riles Project name:
Learn how to develop your ~ ) “
own applications and explore summ

Qt Creatar. ‘ Location: [/home/user Browse...

Get Started Now

Analyze
L OtAccount

®

Help @ QtCloud Services

- Online Community

a Blogs

o User Guide

Mexk > Cancel

Issues Search Resu... Application Compile Ou... QML/IS Con..._
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Tutorials

New to Qt?

Learn how to develop you
own applications and exp
Qt Creator.

Get Started Now

2 QtAccount

Analyze

e

Help b Ot Cloud Services

- Online Community

:l\\ Blogs
e User Guide

Import Existing Project

Location

Coemles 71"
Examples Summary

File Selection

Show files matching: k; *.CC; *.Cpp; *.cp; *.cxx; *.c++ *.h; *.hh; *.hpp; *.hxx;”

Hide files matching: files; *.config; *.creator; *.user; *.includes; *.autosave
Apply Filter

vE &/ =
> & [& forms H

[ [ locale

[ [ res

& [ test

« addressbookpage.cpp

addressbookpage.h

addresstablemodel.cpp

addresstablemodel.h

askpassphrasedialog.cpp

askpassphrasedialog.h

bantablemodel.cpp

bantablemodel.h

callback.h

clientmodel.cpp

clientmodel.h

coincontroldialog.cpp

coincontroldialog.h =

v

v

NN ENEE
FEEREEREREEEE

o

<Back || Mext> || cancel

| B £~ Type to locate (Ctr

Issues Search Resu... Application Compile Ou... QMLJJS Con..._
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Import Existing Project

) Project Management
Location

Files Add as a subproject to project:

& Summary . - :
Add to version control: Git * | | Configure...

Files to be added in

/home/user/workspace/Readercoin_:

readercoin.config
readercoin.creator
readercoin.files
readercoin.includes

<Back | | Finish | Cancel
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readercoin

@EETMY | editor | codestyle | Dependencies |

Add Kit Optio
Manage Kits... ! |Filter Build & Run
) i @ Environment - General | Kits QtVersions =Compilers | Debuggers CMake
Edit build config Text Editor e Type
s
@ Help GCC (x86 32bit in fusr/bin) GCC

Build directory: Manual
{3 o

Build Steps < Qt Quick

EB Build & Run
Make: make all

Q Debugger
Add Build Step
- | l Designer
Clean Steps [B® Analyzer Name: GCC (x86 64bit in /usr/bin)
Make: make cle Version Control Compiler path: fusr/binfg++

f Platform codegen flags:
Add Clean Step i Android

samc QNX Platform linker Flags:
' Devices il | ABt
Use System Em Code Pasting

Build Environ

0 IS (12T & CTES 5T f e ey s |

Custom Executable

Could not find the executable, please specify one.

Executable:

Apply

Cancel

[

Re

mov

e

Add

Clone

/src/readercoind | | Browse...

Command line arguments: [—printtnconsnle|

%)

working directory: %{buildDir} Browse...
(] Run in terminal
Cancel || OK |

[31]




¥ [& Readercoin [0.15]

| '] Readercoin.config

|l Readercoin.files

] Readercoin.includes

[N
v [ forms

ui_addressbookpage.|
ui_askpassphrasedialc
ui_coincontroldialog.h
ui_debugwindow.h
ui_editaddressdialog.
ui_helpmessagedialoc
ui_intro.h
ui_modaloverlay.h
ui_openuridialog.h
ui_optionsdialog.h
ui_overviewpage.h
ui_receivecoinsdialog
ui_receiverequestdial(
ui_sendcoinsdialog.h
ui_sendcoinsentry.h
¢ h i_sinnwerifu ll P<<Aﬂf4v

o

Welcome

Projects

Analyze

AR eAeA Al el caleAle Al Al el crl

Open Documents
@ ui_addressbookpage.h

Default.

Level

Projects TS = e

ui addressbookpage.h

Readercoin Core - Wallet

<Select symbol>

4 : e q
‘@ Overview | A send g Receive [ Transactions

mm)nnecting to peers... |

ions may not yet be visible, and therefore your wallet's balance might
‘ormation will be correct once your wallet has finished

Recent transa
& be incorrect. i
synchronizing with the readercoin network, as detailed below.

Attempting to spend readercoins that are affected by not-yet-displayed
transactions will not be accepted by the network.

Number of blocks left
Last block time
Progress

Progress increase per hour
Estimated time left until synced

3 days bel

Unknown...
2018 09:05:55 11 suigy opuis¥1
0.00% |

calculating...
calculating...

hind

Value

Function File Line

Number

Function

1

l1ssues JIFA search ResultsAppﬂcatiun Output Compile Output QML/JS CunsoleVersiun Control

Filte

Layouts
= vertical Layout
[1)] Horizontal Layout
833 Grid Layout
# Form Layout

Spacers

‘Balances & }

| |Recent transactions & |

Spendable:

Watch-only:

lavailable:

0.000 00000 BTC 0.000 000 00

BTC

Pending

0.000 00000 BTC 0.000 000 00

BTC

e Horizontal Spacer
SN B Vertical spacer
Buttons
[ Push Button
@ Tool Button
@ Radio Button
® check Box
e Command Link Button
Dialog Button Box
Item Views (Model-Based)
E List View
928 Tree view
% Table View
Column View
Item Widgets (Item-Based)
B [F] vList widget
[=] 918 Tree widget
Debug EE Table widget

Bl ©- Type to locat

» | mmature; | 0.00000000 BTC

0.000 000 00

BTC

Total:

0.000 00000 BTC 10.000 000 00

BTC

Name

~| Action Editor

Used Text

signals & Slots Editor

Shortcut

Checkable ToolTip

Search Results Application Output
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-}l Compile Output QML/JS Console

Object
v = OverviewPage

Filte!
OverviewPage : Qwidget
Property V&~
QObject
objectName O
enabled
» geometry [(c
» sizePolicy [P(
> minimumSize 0>
» maximumsize 16
> sizelncrement 03
> baseSize 05

palette Ink.

¥ [l horizontalLayo
v = verticalLayo
v = frame
v I} harizo|~
horizor
labelw
label =
v 88 gridLa
horizor
labelB:
labelB:
labelim
labelim~
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user@ByExample-node: ~/workspace/readercoin/src
2018-66-15 21:42:22 Readercoin version v6.15.1.8-unk
2018-06-15 21:42:22 InitParameterInteraction: parameter interaction: -whitelistforcerelay=1 -> setting -whitelistrelay=1
Readercoin hashGenesisBlock:0000083758b8aa3b5866e2d5b2aadf5c7516868F50d37bfdb55d52ff581425adc
Readercoin merkle:6bc2585d63185acf3868cc34e0b017b3b41c00938eb89bc52a3cf73a31ec6a8
Readercoin hashGenesisBlock:000003758b8aa3b5066e2d5b2aa4f5c7516868750d37bfdb55d52fF581425adc
Readercoin merkle:6bc2585d63185acf3868cc34e0b017b3Tb41c00938ebaobe52a3cf73a31ecas
12018-06-15 142:22 Assuming ancestors of block 860003758b8aa3b5066e2d5b2aa4f5c7516868f50d37bfdbs5d52ff581425adc have valid signatures.
2018-06-15 21:42:22 Setting nMinimumChainwWork:
2018-06-15 Using the 'standard' SHA256 implementation
2018-06-15 Using RdRand as an additional entropy source
2018-06-15 Default data directory /home/user/.readercoin
2018-06-15 Using data directory /home/user/.readercoin
2018-06-15 Using config file /home/user/.readercoin/readercoin.conf
2018-06-15 Using at most 125 automatic connections (1024 file descriptors available)
2018-06-15 Using 16 MiB out of 32/2 requested for signature cache, able to store 524288 elements
2618-66-15 Using 16 MiB out of 32/2 requested for script execution cache, able to store 524288 elements
2018-06-15 Using 3 threads for script verification
86-15 HTTP: creating work queue of depth 16
Config options rpcuser and rpcpassword will soon be deprecated. Locally-run instances may remove rpcuser to use cookie-based auth, or may be replac
ease see share/rpcuser for rpcauth auth generation.
HTTP: starting 4 worker threads
init message: Verifying wallet(s)...
Using BerkeleyDB version Berkeley DB 4.8.30: (April 9, 2010)
Using wallet wallet.dat
CDBEnv: :0pen: LogDir=/home/user/.readercoin/database ErrorFile=/home/user/.readercoin/db.log
scheduler thread start
Cache configuration:
* Using 2.0MiB for block index database
* Using 8.0M1B for chain state database
* Using 440.0MiB for in-memory UTXO set (plus up to 286.1MiB of unused mempool space)
init message: Loading block index...
Opening LevelDB in fhome/user/.readercoin/blocks/index
Opened LevelDB successfully
Using obfuscation key for /home/user/.readercoin/blocks/index: 0000000000000000
LoadBlockIndexDB: last block file = @
LoadBlockIndexDB: last block file info: CBlockFileInfo(blocks=1, size=250, heights=6...0, time=2018-06-11...2018-06-11)
checking all blk files are present...
LoadBlockIndexDB: transaction index disabled
Opening LevelDB in /home/user/.readercoin/chainstate
Opened LevelDB successfully
H Using obfuscation key for /home/user/.readercoin/chainstate: 55e071fdc67e0441
-06-15 Loaded best chain: hashBestChain=000003758b8aa3b5066e2d5b2aa4f5¢c7516868F50d37bfdb55d52ff581425adc height=0 date=2018-06-11 89:05:55 progress=0.0000

-06-15 init message: Rewinding blocks...

user@ByExample-node: ~
2018-06-18 14:06:11 Bound to [::]:7333

2018-06-18 14:06:11 Bound to 0.0.0.0:7333

2018-06-18 14:06:11 init message: Loading P2P addresses...

2018-06-18 14:06:11 Loaded 0 addresses from peers.dat @ms

2018-06-18 14:06:11 init message: Loading banlist...

2018-06-18 14:06:11 init message: Starting network threads...

2018-06-18 14:06:11 init message: Done loading

2018-06-18 14:06:11 torcontrol thread start

2018-06-18 14:06:11 net thread start

2018-06-18 14:06:11 dnsseed thread start

2018-06-18 14:06:11 Loading addresses from DNS seeds (could take a while)
2018-06-18 14:06:11 msghand thread start

2018-06-18 14:06:11 0 addresses found from DNS seeds

2018-06-18 14:06:11 dnsseed thread exit

2018-06-18 14:06:11 Imported mempool transactions from disk: @ successes, 8 fail
ed, @ expired

2018-06-18 14:06:11 opencon thread start

2018-06-18 14:06:11 addcon thread start

2018-06-18 14:06:14 connect() to 192.168.1.7:9333 failed after select(): No rout
e to host (113)

2018-06-18 14:06:14 Leaving InitialBlockDownload (latching to false)

2018-06-18 14:06:14 recelve version message: fSatoshi:®.15.1/: version 70015, bl
ocks=0, us=[::]:0, peer=0




= user@ByExamp[e-nadE: Hfbitcaln

user@ByExample-node:~/bitcoinS ./src/bitcoin-cli getconnectioncount
2
user@ByExample-node:~/bitcoin$ ./src/bitcoin-cli getpeerinfo
I
{
"id": 23,
"addr": "192.168.1.3:8333",
"services": "0000000000000005",
"relaytxes": true,
"lastsend": 1511116445,
"lastrecv": 1511116478,
"bytessent": 355,
"bytesrecv": 5636,
"conntime": 1511116445,
"timeoffset": 0,
"pingtime": ©.015793,
"minping”: ©.815793,
"version": 70012,
"subver": "/Satoshi:e.12.1/",
"inbound": false,
"startingheight": @,
"banscore": 0,
"synced headers": -1,
"synced blocks": -1,
"inflight": [
1,

"whitelisted": false
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-W

Command-line options

bst payments. All fields are optional.

About Readercoin Core
About Qt

Debug window

Message: Information | Console | Network Traffic Peers
"] Reuse an ex
E,Request pa) 33 © Welcome to the Readercoin Core RPC console.
Use up and down arrows to navigate history, and Ctrl-L to clear screen
) Type help for an overview of available commands.
Requested payments his! WARNING: Scammers have been active, telling users to type commands here,
Date N L stealing their wallet contents. Do not use this console without fully
understanding the ramifications of a command.
O help
% == Blockchain ==
getbestblockhash
getblock "blockhash" ( verbosity )
getblockchaininfo
getblockcount

getblockhash height
getblockheader "hash" ( verbose )
getchaintips

getchaintxstats ( nblocks blockhash )
getdifficulty

getmempoolancestors txid (verbose)
getmempooldescendants txid (verbose)
getmempoolentry txid
getmempoolinfo
getrawmempool ( verbose )

user@ByExample-node: ~

15: accepted:

{3 overview | A Send [A Receive 5 Transactions 15: thread 2:

15: accepted:
15: thread 2:
Balances Recent transactions 15: aczzgte;'
L e 2112:37 2018/6/ [+10.00000000 RDC] ig ;';:;Lé
Pending:  0.00000000 RDC (16v577hTHQFSHU4BXITQLVgicUM]LWaZiN) 15: thread 1

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

accepted
thread 1:
accepted
thread @
accepted
thread @
accepted:
thread 2:
accepted
thread 2
accepted
thread @
accepted:
thread o:
accepted:
thread 1:
accepted:
thread 2:
accepted:

Immature: 70.00000000 RDC 2112:37 2018/6/ [+10.00000000 RDC]
(16w577hTHQFSHU4BXITQLVgicUM]jLWaZiN)

Total: 70.00000000 RDC

2112:37 2018/6/ [+10.00000000 RDC]
(16v577hTHQFSHU4BXITQLVgicUMjLWaZiN)

2112:37 2018/6/ [+10.00000000 RDC]
(16w577hTHQFSHU4BXITQLVgicUM|LWaZiN)

2112:37 2018/6/ [+10.00000000 RDC]
(16w577hTHQFSHU4BXITQLVgicUMjLWaZiN)

A
P
A
h
h

7/183 (3.83%), 5495 khash/s
233632 hashes, 2358 khash/s
7/184 (3.86%), 6377 khash/s
96800 hashes, 1798 khash/s
7/185 (3.78%), 5816 khash/s
1260624 hashes, 2203 khash/s
7/186 (3.76%), 6813 khash/s
620268 hashes, 2726
7/187 (3.74%), 6536
725732 hashes, 25160
( , 6320
1955536 hashes, 1961 khash/s
7/189 (3.7 6208 khash/s
318040 hashes, 1884 khash/s
6192 khash/s
2351 khash/s
, 6745 khash/s
63260 hashi 2039 khash/s
7/192 (3.65%), 6433 khash/s
984668 hashes, 2297 khash/s
7/193 (3. , 6846 khash/s
71208 hash 1348 khash/s
7/194 (3 , 5897 khash/s
2394760 hashes, 2543 khash/s
7/195 (3.59%), 5930 khash/s
991664 hashes, 2488 khash/s
7/196 (3.57%), 6379 khash/s

7/191 (3.

(booooo)
(booooo)
(booooo)
(booooo)
(booooo)
(booooo)
(booooo)
(booooo)
(booooo)
(booooo)
(booooo)
(booooo)

(booooo)

(booooo)
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user@ByExample-node:~/workspace/readercoin/src$ ./readercoin-cli addnode 192.168.1.4 onetry
user@ByExample-node:~/workspace/readercoin/src$ ./readercoin-cli getblockchaininfo
{
"chain": "main",
"blocks": 187,
"headers": 187,
"bestblockhash": "00000b6242a3f38d6635be95badbdal19263elcc657de6ad62f67e113b22d186d",
"difficulty”: ©.000244140625,
"mediantime”: 1528732541,
"verificationprogress": ©.9894736842105263,
"chainwork": "0000000000000000000000000000PONOOONOOOOOANAOO0ONOOOOONOOObCABLCO",
"pruned": false,
"softforks": [

"id": "bip34",

"version": 2,

"reject": {
"status": false

1
{
"id": " b'i.p()(’)" ,
"version": 3,
"reject": {
"status": false

}J
{

"id": "bip65",
"version": 4,
"reject": {

"status": false
}

}

]J
"bip9_softforks": {
"csv":
"status": "defined",
"startTime": 1528707955,
"timeout": 1528707955,
"since": @
}J
"segwit": {
"status": "defined",
"startTime": 1528707955,
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@ ® & Terminal File Edit view Search Terminal Help

user@ByExample-node:~% readercoin-cli getblockhash @
000003758b8aa3b5066e2d5b2aadf5¢c7516868F50d37bfdb55d52Ff581425adc
user@ByExample-node:~5 readercoin-cli getblock ©00003758b8aa3b5066e2d5b2aad4f5c7516868f50d37bfdb55d52ff581425adc

"hash": "000003758b8aa3b5066e2d5b2aadf5c7516868F50d37bfdb55d52ff581425adc”,
"confirmations”: 1,
ppedsize": 242,
: 242,
"weight": 968,
"height": @,
"version":
"versionHex "00000001",
"merkleroot": "6bc2585d63185acf3868cc34e0b017b3fb41c00938eb09bc52a3cf73a31ec6a8”,
"tx":
"6bc2585d63185acf3868cc34e@b817b3fba1c00938eb89bc52a3cf73a31ec6a8”

1,

"time": 1528707955,

"mediantime": 1528707955,

"nonce": 690552,

"bits": "1eaffffe",

"difficulty": 0.000244140625,

"chainwork”: "000P0P000000AOAOAONEOEOAANENOAEAAOEOAOOONEARNAANONEAOAEARO10G010"

user@ByExample-node:~$ []

Readercoin Core - Wallet

Overview Send Receive Transactions

Pay To: 125G50aXzP9p5pvwlofL7EKIArnQvQu7x6

Label: |test

Amounk: 1.00000000 . |RDC *|B Subtract fee from amount

Transaction Fee: y I Hide
5 minutes (2 blocks)

® Recommended: 0.00020000 RDC/kB  (Sm 10 minutes (4 blocks) his usually takes a Few blocks...)
Confirmation time target: | |

30 minutes (12 blocks)

60 minutes (24 blocks)

2 hours (48 blocks)

6 hours (144 blocks)

21 hours (504 blocks)

Send Clear All AddReq| 45 hours (1008 blocks)

Custom:

Request Replace-By-Fee
Balance: 710.00000000 RDC
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<« c @ D 127.0.0.1 - 9w I @

IQuUIDUS

Height Difficulty Confirmations Size (kB) Nonce Timestamp

0 0.0002 1 0.24 690552 11th Jun 2018

GENESIS

= Trade @1 Funds il Solvency & History test@readercoin.com v
Funds
©.00000 Deposit RDC Deposit
Withdraw
3.00000 oepost
P aste the address blow in Y 1, and fillin the
Withdraw nt you want to deposit, then con
¢ o0.00000 Depost
Withdraw
(@ 10.00000 B
e Address | 1HNknsgEWpMpJy1chxHLwHxe11qS%0corm | €1 | New Address
Scanning QR code to Pay for In the mob minal w
Once you complete sending, you can check the status of your new sit below
Deposit History
Time Transaction ID Amount [
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Chapter 4: Peer-to-Peer Auctions in
Ethereum

Smart Contracting

Mining algorithm

Cryptocurrency
Generation

Average
confirmation time

stale blocks

Blockchain Model

Universal and Turing-complete scripting
language.

Ethash PoW, specialized hardware resistant.

3 Ethers per block after Byzantium Fork (It
will be reduced in near future to 2 Ethers)

GHOST (fast block confirmation time, 3~ 30
sec)

Uncles and nephews blocs are accepted

Account model with two types:
® External accounts

e Contract accounts

Forth-like language Locking
unlocking scripts.

PoW based on SHA-256, non-
specialized hardware resistant
Initially 50 Bitcoin, which halves
every 210,000 blocks (currently
12,5 Bitcoin)

Slow block confirmation (an
average of 10 minutes)

Orphaned blocks are rejected

UTXO model.

[39]




contract code

EthereLi‘r‘n\‘

Compilati .

@ (compilation) client ™.

Ethereum Compiler vl
client

L e T d

pommmmemmmeenn 2 .,

i E'E g Bytecod i

1 ° ytecode i H 1

i >3 8 poivssl Ethereum Virtual machine i

: a5 |& !

1 LS 2 e 1

i S @S:e:es i

! update !

i )

i v i

! Block 1 Block 2 Block3 | | Block4d Block5 | | Block6 | | S
: | coniract :::] [____ :::] ___] : K
1 Bytecode 1 {.’
1 1 .

1 1

1 I,

e e e e e e e -

TesiNet

Ganache
Ethereum Node
ul

Javascript
JHTML

JSON/RPC/HTTP ¢~ Blockchain
Contract
States
Front-end |—
e //
i

Blockchain Network

Back-end
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Contract Deployment (constructar)

. Contract MyAuction {
Deploy Contract -
< > HighestBid 112 Ether o Blockchain Network
< =
JETES Bid Event HighestBidder : Bob = -
> B |
Cancel Auction " Bid() a E
=
. Withdraw bid after auction ends withdraw() = |E —
< [}
2rd Bid - 10 Ether Cancel_Auction{] § _"l / \ E
-
Bid Event } =
Alice |E

Car Auction Contract

Key (Hash)

00 Bid 2
01 Bid 1
02

. Bid n
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require{msg.sender == owner]);

iffmsg.sender != owner) { throw; }
iffmsg.sender != owner) { revert(); }
assert(msg.sender == owner);

"
© = 0 0 @ % < I popcerauctionsol ¥

» browser 1 pragne sattetty 002
5+ contract Auction {

» config i
s
s

public highestid;
public highestsidder;

13+ enun suction_state(
14 CANCELLED, STARTED
5}

uint) public bids;

26 auction_state public STATE;

» Cowoe A e s Do

Web3 Provider &

0x255..2b23d (09.09099000090306257 v WYE

Cos limi 3000000
0 wei v
MyAuction v
Desloy 1002500840082 17 Tb32080820208 17Tt

Load contract from Address i ez

2
25 modifier an_ongoing auction(){
30 x
a1 requirecnon <= auction end);
32 . MyAuction at Oxc87..e47ac (blockchain) LS
2 3 .
3
" . L)
¥ @  [2onlyremix transactions, script  ~ Q  Search transactions
ua
creation of MyAuction pending...
cancel_suston
wl[block:1 txIndex:0] from:0x256...2023d to:MyAuction.(constructor) @x@ value:® wei data:ex6es...00000 logs:0 hash:@xees...3581c oebug
desiruct susten
status oo
en—
fron ex256c8c06c9217 753 109368 202681 T Tca 26230 WY
B [ ——— T
s 037429 gas e ——
Ll
transsceion cost 720 gee By bids -
e oet_owner
[e—
ighesSidder
year

Compile Run

Auto

= Start to compile compile

MyAuction

function cancel auction() only owner

Settings Analysis Debugger Support

v Details

an_ongoing_auction{

Publish on Swarm

browser/Untitledl.s0l:75:1: Warning: No visibility specified. Defaulting to "%

* (Relevant source part starts here and spans across multiple lines).
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T o L T Al e T - TG, e
b b L= Lt LAY Sl it i — A T Ll

Environmernt JavaScript VIV »
Account €@ Oxca3.._a733c (100 ether)
Gas limit 3000000

alue 0 wei

MyAuction

Deploy

At Address Load contract from Address
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Myfuction at 0x591...ee3be (blockchain)

(fallback)
bid
cancel_aucton
destruct auction
withdramw
auction_end
auction_start
bids address

get_cwner

highesiBid
highestBidder
Myecar

STATE
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¥ Q [2] only remix transactions, script =~ ~

. Search transactions

B Usten on network

D1 © | top v | Filter Default levels ¥ @ Group similar

¥(2) [fuds 1] 0
vo:

address: "@xc87bSbf1Sbaddcccl9a90ccdabsalfazeoced7act
blockhas!
blockliumber: 2
data:
IlogIndex: 0
wtopics: Array(2)
o:

79023"

1 7 172F7¢6F
Length: 2
b _proto_: Array(8)

transactionIndex: @

»_oroto__: Object

auction.3s:96

»1: {loglndex: 0, transactionIndex: 0, transactionHash: "0x81228324c , blockiash: “Bx52eddsi

length: 2
» __oroto__: Array(@)
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& Ganache

) ACCOUNTS

CURRENT BLOCK GAS PRICE GAS LIMIT 'NETWORK ID RPC SERVER MINING STATUS
0 20000000000 6721975 5777 HTTP:127.0.0.1:7545  AUTOMINING
MNEMONIC HD PATH
sponsor desk arm derive sense parrot reason punch maze lumber urban daughter m/44' /6@ /@' /8/account_index
ADDRESS BALANCE TX COUNT INDEX @f]
0x256C8C46c92177b32d9a082026817EF7C6T2B23d 100.00 ETH 0 ]
ADDRESS BALANCE TX COUNT INDEX @f]
0xd722DBFP1888377bDaB6695b5258274C89B1A5DB  100.00 ETH 0
ADDRESS BALANCE TX COUNT INDEX @f
Ox440E87613FC25fcFb78cBaPE9063517a48A7dc55 100.00 ETH 0 2
=
Environment Injected Web3 con't detect network ¥ | i
JavaScript VM =03 Provider Endpbint
Account Injected Web3 +] http:/localhost: 7545
Web3 Provider
Gaos limit UUUUUU
OK Cancel
alue 0 wei v
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lap Ganache

(’;:1“) TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS LIMIT HETWORK ID RPC SERVER MINING STATUS
5 20000000000 6721975 5777 HTTP:/127.0.0.1:7545 AUTOMINING

TX HASH

0xa723f95e435ec07952a59515f95f4b0e7430b9f8b2c5ec93dc89739830a9f82fF

FROM ADDRESS TO CONTRACT ADDRESS
0xAb1683A378aEdAC6F07d567593e216A9428Ed32 0x8666dd71C062081ACCT43dB58BdcEaFC88483Cd9b

TX HASH

0x341ebabc741a0b21337336e3a22d1dd7a9d4ef9a7af1293bddbca596e57bab4s

FROM ADDRESS TO CONTRACT ADDRESS GAS USED
0xAb1683A378aEdAC6F07d567593e216A9428Ed32 08x8666dd71CA6201ACCT43dB58BdcEaFC88483Cdob 8e328
TX HASH

0%18d3cb8442bf976f1e0abble4225eb8f49e85e6c749f747ee0b608bas8dOclbda

FROM ADDRESS TO CONTRACT ADDRESS GAS USED
0x%256C8C46c92177b32d9a082026817EF7C6F2B23d 08x8666dd71CA6201ACCT43dB58BdcEaFC88483Cdob 125328
TX HASH

OxaeBaf4e6d7b056ba2910d0besaf62ca806fc10d440c16bfeec90bbcealdbteess?

FROM ADDRESS CREATED CONTRACT ADDRESS
8x%256C8C46¢92177b32d9a8320826817EF7C6F2B23d 8x8666dd71C06201ACCF43dB58BdCEaFCa8483Cdb

GAS USED
21853

GAS USED
1071235

‘CONTRACT CALL

VALUE

VALUE
15000000000000000008

VALUE
120000000000000000088

CONTRACT CREATION

VALUE
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Mo e i~ Change network (2
Account 1 ses
Ox953a4.. Buy Ethers
15.998 ETH m
997740 UsD
SENT TOKENS

April 25 2018 17:30

Contract Deployment

= B

O ETl
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o oe - (g

Account 1 ase

904048 UsSD

SENT TOKENS

. 6 June 06 2018 00:00

Ox9Df6eCh7...9728

B 10

@ E June 05 2018 23:59

Contract Deployment

i

A June 05 2018 23:58

Contract Deployment (Rejected)
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Transaction

Overview

Home / Transactions

Tr: ction Information

Transaction Information @ ©

TxHash
TxReceipt Status.
Block Height
TimeStamp:

From

To

Value

Gas Limit:

Gas Used By Txn
Gas Price

Actual Tx Cost/Fee:
Nonce & {Position}:

Input Data:

0xbaBf5472aci365b923f87d6db64d1993262e151ec52ffcd195df11bb93445458
Success

3377450 (1 block confirmation)

11 hrs 37 mins ago (Jun-05-2018 12:32:33 PM +UTC)

0xf368f3fe0630b06!

[Contract 0x2e353a4dddc94280265cd1bda12979a6b040/00b Created] @
0 Ether (30.00)

1747148

1747148

0.000000001 Ether (1 Gwei)

0.001747148 Ether ($0.000000)

Tools & Urilities

2]{51
BxE60306040526040305190810160425280601581526020017F496e74657 2665 46563 4 1 =
2506003903051996020019962000851929190620091375 198818160405 52682081714945544
152 130682001906200083F92919062000137565050600860056000610180028154816
Bffe2191690883601F168217905! 562880895 Bet 95608290954 18! fF1668f 1l 4736800026206
g

[Coner o urro]
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user@ByExample-node: ~/Mytestnet

user@ByExample-node:~$ mkdir Mytestnet

user@ByExample-node:~S cd Mytestnet/

user@ByExample-node:~/Mytestnet$ mkdir nodeA

user@ByExample-node:~/Mytestnet$ mkdir nodeB

user@ByExample-node:~/Mytestnet$ geth account new --datadir nodeA

WARN [06-04]|13:40:08] No etherbase set and no accounts found as default

Your new account is locked with a password. Please give a password. Do not forge
t this password.

Passphrase:

Repeat passphrase:

Address: {0e9fd1369729b91e72c3c9d6287b02f 23247343}
user@ByExample-node:~/Mytestnet$ geth account new --datadir nodeB

WARN [06-04]13:40:19] No etherbase set and no accounts found as default

Your new account is locked with a password. Please give a password. Do not forge
t this password.

Passphrase:

Repeat passphrase:

Address: {1feed3ff65de709be473f87987T81498d0ee761F7}
user@ByExample-node:~/Mytestnet$ geth account list --datadir nodeA

Account #0: {0e9fd1369729b91e72c3c9d6287b02TF23e4734a} keystore:///homefuser /Myt
estnet/nodeA/keystore/UTC--2018-06-04T13-40-12.571747847Z--0e97d1369729b91e72c3c
9d6287b02ff23e4734a

user@ByExample-node:~/Mytestnets
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(<X user@ByExample-node: ~/Mytestnet

Welcome to puppeth, your Ethereum private network manager

This tool lets you create a new Ethereum network down to
the genesis block, bootnodes, miners and ethstats servers
without the hassle that it would normally entail.

Puppeth uses SSH to dial in to remote servers, and builds
its network components out of Docker containers using the
docker-compose toolset.

Please specify a network name to administer (no spaces, please)
> Mytestnet
Sweet, you can set this via --network=Mytestnet next time!

[06-084|13:50:39] Administering Ethereum network =Mytestnet
WARN [06-84]13:50:39] No previous configurations found path=/homefuser
peth/Mytestnet

What would you like to do? (default = stats)
1. Show network stats

2. Configure new genesis

3. Track new remote server

4. Deploy network components
> 2

=

Which consensus engine to use? (default = clique)
1. Ethash - proof-of-work

2. Clique - proof-of-authority
=1

Which accounts should be pre-funded? (advisable at least one)
0x1T00d3ff65d0709bed473F8798781498d0ee761F7

x0e9fd1369729b91e72c3c9d6287b02TF23e4734a

X

> 0
> 0

Specify your chain/network ID if you want an explicit one (default = random)
> 1234

Anything fun to embed into the genesis block? (max 32 bytes)

>

What would you like to do? (default = stats)
Show network stats

2. Manage existing genesis

3. Track new remote server

4. Deploy network components

> 2

1. Modify existing fork rules
2. Export genesis configuration

>

Which file to save the genesis into? (default = Mytestnet.json)
> genesis.json
[06-84|13:51:36] Exported existing genesis block

What would you like to do? (default = stats)
1. Show network stats

2. Manage existing genesis

3. Track new remote server

4. Deploy network components

>

[52]



Fe B —

user@ByExample-node: ~/Mytestnet

user@ByExample-node:~/Mytestnet$S cat genesis.json

L
"config"”
"chainId": 1234,
"homes teadBlock" : 1,
"eip150Block": 2

"eipl56Hash": ”OKG000000000000000000000000000000000000000000000000000000000000000",

"eiplSSBlock" 3,
"eip158Block": 3,
"byzantlumBlock"' 4,
"ethash": {}
"nonce": "@x0",
"timestamp": "0x5b1543b"",

"extraData": "0x0000000000000000000000000000000000000000000000000000000000000000" ,

"gasLimit": "@x47b760",
"difficulty": "@0x100000",

"mixHash": "0x0000000000000000000000000000000000000000000000000000000000000000",
"colnbase”: "0x0000000000000000000000000000000000000000" ,

"alloc": {

"0000000000000000000000000000000000000000": {

user@ByExample- testnet$ geth --datadir nodeB --networkid 1234 --rpc --rpcport 9545 --port "9999" --rpcapi db,eth,net,web3,personal,miner,admin --cache=128 -
o

-rpcaddr 6.0.6. rpc:ur<domaln "+" console
starting peer-to-peer node
Allocated cache and file handles
Initialised chain configuration

storage enabled for ethash caches
sk storage enabled for ethash DAGs
Initialising Ethereum protocol
Loaded most recent local header
Loaded most recent local full block
Loaded most recent local fast block
Loaded local transaction journal
Regenerated local transaction journal
Starting P2P networking
[e6-04 4] UDP listener u
223306e6a5ab894bf1c91679Fcdf32a789b%e@| -
[06-84]14:20:14] RLPx listener up
223306e6a5ab894bf1c91679fcdf32a789b9e@

=Geth/v1.7.2-stable-1db4ecdc/1inux-and64/go1.9
Jhome/ucer/Mytytnet/nodes/geth/chalndata =12 =1024
="{cChainID: 1234 Homestead: 1 DAO 1> DAOSupport: fal<e EIP150: 2 EIP155: 3 EIP158: 3 Byzantium

home /user /Mytestnet/nodeB/geth/ethash 3
2

home fuser /. ethash
="[63 621"

=enode: / /7649de56ad54a0e6c712bb31db22ad9475bc59d89echbag6a82548c226ef17F10c315bee7e0e8442b11b12069524

=enode: [ /7649de56ad54a8e6c712bb31db22ad9475bc59d89echa96a82548c226ef17f18c315bee7e0eB8442b11b12669524

[06-04]|14:26:14] IPC endpoint opene /hume/u<er/Myte<tnet/nodes/geth ipc
95,

[66-04|14:20:14] HTTP endpoint opened: http://6.6.8.8:
Welcome to the Geth JavaScript console!

instance: Geth/v1.7.2-stable-1db4ecdc/1linux-amd64/gol.9
i : 0x1f00d3fF65d0709be473F8798F81498d0ee761F7
© (Mon, ©4 Jun 2018 13:50:42 WET)
/home/user /Mytestnet/nodeB

modules: admin:1.6 debug:1.0 eth:1.® miner:1.0 net:1.@ personal:1.6 rpc:1.6 txpool:1.0 web3:1.0

admin.nodeInfo

enode:

listenAddr:

nanm

por
discovery:
listener:

1.
protocols:
eth:
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@ S user@ByExample-node: ~/Mytestnet
user@ByExample-node:~/Mytestnet$ puppeth

Welcome to puppeth, your Ethereum private network manager

|

| This tool lets you create a new Ethereum network down to
| the genesis block, bootnodes, miners and ethstats servers
| without the hassle that it would normally entail.
|
|
|

Puppeth uses SSH to dial in to remote servers, and builds
its network components out of Docker containers using the
docker-compose toolset.

Please specify a network name to administer (no spaces, please)

Mytestnet
Sweet, you can set this via --network=Mytestnet next time!

[06-04|14:28:01] Administering Ethereum network =Mytestnet
[06-04|14:28:01] No previous configurations found th=/home/user/.puppeth/Mytestnet

What would you like to do? (default = stats)
1. Show network stats

2. Configure new genesis

3. Track new remote server

4. Deploy network components

> 2

Which consensus engine to use? (default = clique)
1. Ethash - proof-of-work

2. Clique - proof-of-authority
> 2

How many seconds should blocks take? (default = 15)

>

Which accounts are allowed to seal? (mandatory at least one)
> OxB87366ef81db496eddfea2055ca605e8686eeclet
> 0x

Car Auction Dapp

Car Details Auction Details

Brand:smw - Auction End: 1528321806

Registration Number:usizm « Auction Highest Bid: 1

Bid value « My Bid: 1

CLILD - Auction Highest Bider: ox0esfd1369729091e72c3c906287b021f23e4734a

- Auction Status: 1
Bidl | Successfull bid, transaction

1D0Xb232680066€12c217527aceM1bcbdedebel5M1a18c637834879b3bab63b21

Events Logs

969 (3 w
Auction Operations 0x0291d1369729b91672c3¢9d6287b02 123247342 has bidden(3000000000000000000 wei)

Cancel auction! | Desiruct auction!
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Functions Transaction Gas cost estimation
bid() 125350

withdraw() 21008

cancel_auction() 21272

destruct_auction() 14211
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Chapter 5: Tontine Game with Truffle and
Drizzle

(< X user@ByExample-node: ~/tontine
user@ByExample-node:~ftontineS truffle version
Truffle v4.1.12 (core: 4.

Solidity ve.4.24 (solc-js
user@ByExample-node:~/tontine$ [J

o Jf user@ByExample-node: ~ftontine
user@ByExample-node:~/tontineS truffle init
Downloading...

Unpacking...

Setting up...

Unbox successful. Sweet!

Commands :

Compile: truffle compile

Migrate: truffle migrate

Test contracts: truffle test
user@ByExample-node:~/tontine$ [J

user@ByExample-node:~/tontine$ truffle compile
Compiling ./contracts/hello.sol...
Writing artifacts to ./build/contracts
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-~ - - user@ByExamp[e-nadE: ~ftantin2

user@ByExample-node:~/tontine$S ganache-cli -p 7545
Ganache CLI v6.1.3 (ganache-core: 2.1.2)

Available Accounts

Ax59646d4b46b4f679ad5b96d360864F6139¢c13F97
Ax2d65e9e80e6375711d4873b82068dffe44d4884b
Axe3eB8c7ea723cef363775d99584877b0449eabzee
axcfc5beb66bec69f1dob2e78598596992dee348c6
Axd4e8a743705bb31d912c143750be53599803516d
Axabd696085%9afedabcf9937268c6c42c2e695aead
Ax821854d456T8259e607f5aaraba3ebd90cdd39ne
0x30967d2018fcdfablba539d4faf3ce9addadcf43
Oxdbab5349412306fe73baas995459cfcadf1481b2
Axed9445f595cd1304d841031cOb14bob30c5e9719

8bd589e3571d1b8cb6b95das3570b46822Ta31bazafc9728936487219dad42afa
e8250db43131cb83d3d6e4faBde8d9c9e9d44aaec6afe3fa3iBec2334213b8208
4ab57T6b61c3e241d070d520d5dfb18cb802452be47cf51ed3769023460856e5
1815d4fd78e159b16e2a307a5241b97ad46e66dedff73650e1aB8e5¢c2c94b3339F
b618b75cb6T144c6634e6bf5584F1c5fef219699F7a9fdecfb876552bbd2atds
c92c7ab459f13cf939ef6e719462b2a111670c44c4b553401707331044cbT784
c73fbc5bee30aa8b83d004a55d1071d47F722665c54bd6a6c9132690701Fb619
d9b41f9045fc8cf1478fd181175d10¢c91a0c18dbf72d6e8cd380cfc594eb5621
add6754957bed8373e39d823e6b75d678bdb691dd9254e46239baeeb5e1d778F
Sbeeca342e3caad4648bf14480c1381c8703c63269e03blcf23292cffca7rlo32

Mnemonic: ankle banana lady poverty antenna hungry odor plunge tribe park f
lavor attract
Base HD Path: m/44'/60'/0'/0/{account_index}

Gas Price
20000000000

Gas Limit

Listening on localhost:7545




user@ByExample-node:~/tontine$ truffle migrate --network my ganache
Using network 'my ganache'.

Running migration: 2_initial_migration. js
Deploying HelloWorld...
... Bx65440fefeefdaco17c9eq43214e80ffbaf8c4011a23fe7704ebfo09d74b2c6e91
HelloWorld: 8x279841fcc40a59b161elale5076fb8665820d9c7
Saving successful migration to network...
... Ox7dcf44eae29483b2651b3c3a462ce9e873a99%9e84e1b79442ce46301c2d7f973e
Saving artifacts...

Transaction: 0x65440f0f097dec917c9e43214e80ffbaf8c4011a23fe7704ebf909d74b2c6e9

Contract created: 0x279841fcc40a59bil6lelales076fb8665820d9cT
Gas usage: 281139

Block Number: 30

Block Time: Wed Jul 25 2818 17:08:56 GMT+0188 (WEST)

eth_newBlockFilter

eth getFilterChanges

eth getTransactionReceipt
eth_getCode
eth_uninstallFilter
eth_sendTransaction

Transaction: @x7dcf44eae29483b2651b3c3a462ce9eB73a99e84e1b79442ce46301c2d71973
e

Gas usage: 27008

Block Number: 31

Block Time: Wed Jul 25 2818 17:08:56 GMT+0180 (WEST)

eth_getTransactionReceipt
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[tontine

A

Ctontine

+ Tpension: mapping({address==uint)
+ active_players: Cplayer[]

+ eliminated_players: Cplayer[]

+ ping_time: mapping(address==uint)
+ Lindex: uint

=€struct=>
player

+id:uint

+name : string
+PhoneMumber: uint
+Paddress= address

Cplayer

+ join{): bool

+ ping(): bool

+ eliminate{address): bool

+ claimReward(): bool

+ NewActivePlayerEv(address,uint)
+ gliminatedPlayerEv{address)

+ admin: address
+ players: mapping({address==player)

-—-Instantiale}

+AddPlayer(string, uint256). bool
+RemovePlayer(address)-bool
+EditPlayer(string,uint256 address, uint256)
+onlyadmin()

+EditPlayer{address,uint256) bool
+findplayer{address)

+exist{address)

+getplayer(address ) player

A mapping of 256 bits keys to 256 bits values
|

1

|

|

| Contract Storage (accountstates) 0X55
1

| .

1

1

1

World State [Permanent]

value

EVM

Contract Code
0x608060..
Virtual ROM[Immutable]

256bit 256 bit

CallData (Args)

Program
Counter PC

Available Gas

Machine State
[Volatile]

‘Contract' Memory

0x00: 00000000..00
0x10:000000000..00
Oxa0: 6261647200..00

Stack:

0000 PUSH180
0002 PUSH140
0004 MSTORE

0005 PUSH104

pJomyZoL




caontract Cplayer{

address admin;
mapping{address=»string) public players;

uint[] Arrayl,;

constructor() public {

admin=msg.sender;

H

function test{string argl, uint256 argd, uint[] arghrrayl] [uint[] storage arghArrayd) public returns (bool[arg3]{
address _address=msg.address; |
uint[4] memory adadrr = [1,2,3,4];

Memory

return true;

This contract does not implement all functions and thus cannot be created.

OK  null

browser/ballot.so0l:98:19: TypeError: Member “admin" not found or not visible after argument-dependent lookup in X
contract Cplayer

address public ad=Tplayer.admin;

-
o

user@ByExample-node: ~ftontine

user@ByExample-node:~/tontine$ truffle compile-all
Compiling ./contracts/Migrations.sol...
Compiling ./contracts/tontine.sol...

Compilation warnings encountered:

/home fuser [tontine/contracts/tontine.sol:2:1: Warning: Experimental features are
turned on. Do not use experimental features on live deployments.

A

Writing artifacts to ./build/contracts

user@ByExample-node:~/tontine$ [J
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user@ByExample-node:~/tontine$ truffle test --network my_ganache
Using network 'my_ganache'.

Contract: Cplayer

Contract: Ctontine

user@ByExample-node:~/tontine$ |

user@ByExample-node:~/tontine$ truffle test test/TontineTest.sol --network my ganache
Using network 'my ganache'.

Compiling ./contracts/tontine.sol...
Compiling ./test/TontineTest.sol...
Compiling truffle/Assert.sol...

Compiling truffle/DeployedAddresses.sol...

TontineTest
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user@ByExample-node: ~/tontine

Contract: Cplayer

Contract: Ctontine
> No events were emitted
> No events were emitted

> No events were emitted

1) Contract: Ctontine
sould enable players to join the game:

@ S @ user@ByExample-node: ~

eth_sendTransaction
Transaction: 0x101b45064173614becb9d30322f58Ff651dc97dbea379ab07339c7d4faa7lblc

Gas usage: B4574
Block Number: 643
Block Time: Thu Aug 02 2018 10:04:30 GMT+0100 (WEST)

th_getTransactionReceipt
th_sendTransaction

Transaction: 0x98e02cc211733cade22bd5ff3bleal6008781b48a1c792d867cdag83198f77331

=Cas usaqe: 24944
Block Number: 644
Block Time: Thu Aug 02 2018 10:04:31 GMT+0100 (WEST)
Runtime Error: revert




~ (Relevant source part starts here and spans across multiple lines).

Gathering transaction data...

Addresses affected:
OxccH69cf6888720e2a33bcBobf81f647cac4f14404 - Cplayer
0x791200dd814f6966e55500882c7acf709f52edch - Ctontine

Commands:

(enter) last command entered (step next)

(o) step over, (1) step into, (u) step out, (n) step next

(;) step instruction, (p) print instruction, (h) print this help, (q) guit
(b) toggle breakpoint, (c) continue until breakpoint

(+) add watch expression ( +:<expr>"), (-) remove watch expression (-:<expr=)
(?) list existing watch expressions

(v) print variables and values, (:) evaluate expression - see 'v’

tontine.sol:

: contract Ctontine is Itontine {

AAAAANAAAAANNAAAAANNAAAAANAANAAAN

debug(my ganache:0x90e02cc2...)>
tontine.sol:

131:  }
132:
133: function join() public payable returns{bool){

AAAAAAAANANAAAAANNAAAAANAAAAANANAAAAANNAAAAANAN

debug(my ganache:8x98e02cc2...)>

function join() public payable returns(bool){
require(!Tplayer.exist(msg.sender),"player doesn't exist");

T T T T O O N N T T T T YT T

debug(my ganache:0x90e02cc2...)>

Transaction halted with a RUNTIME ERROR.

This is likely due to an intentieonal halting expression, like assert(), require(
) or revert(). It can also be due to out-of-gas exceptions. Please inspect your
transaction parameters and contract code to determine the meaning of this error.
user@ByExample-node:~/tontine$




32: function AddPlayer(string name, uint256 _phonenumber) public returns (bool){

33: players[msg.sender].name=_name;
34: players[msg.sender].Paddress=msg.sender;

AAAPMAPMANNN

debug{my ganache:0x81860524...)> v

_name:
_phonenumber:
true

admin:
players: null

debug(my ganache:9x81860524...)> +: name

644

Ox90e02cc211733cade22bd5ff3b1ea
[ |
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b

644

Transaction Iy

0x80e02cc211733cade22bd5ff3b1eals
]

M = M

’ Instructions I
- Solidity Locals IRy
- Solidity State Iy
3 Step detail Iy
» Stack Iy
3 Storage I
» Memory Iy
- Call Data ItY
*  CallStack Iy
3 Return Value Iy
- Full Storages Changes Iy

- Storage completely loaded Iy




A C

R e e g TR e
hdile LT A Lt} i LA L L - el
-

Instructions Iy

- Solidity Locals Iy

- Solidity State Iy

P Tpension g £55 = 25
¥ octive_plovers: struct Cplaye

¥ climinated_players: struct C

¥ ping_time: g = L2
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& =2 C 1) | & Secure | https://remix.ethereum.org/#optimize=

© 0O 0 @& % € I browser/codesol *

Add Local file to the Browser Storage Explorer LE' solidity ~B.4.24;

1 P
broviews 2  pragma experimental ABIEnco
3

Running migration: 2_initial_migration.js
Deploying Cplayer...
. Oxce5b12c84a4fofb96f917afc5964bel622eeefcbflbcebs534f255b8cfcdecac
Cplayer: 8x7bd2dc68a0d268d9e07e6811d042d2blbbs3668d

Deploying Ctontine...
. Bx5fce30529fdB815c5c892F5f8590F3cafBocdc261a97ba7c3092d39f94cTacdol
Ctontine: 0xB81lcad5cf649e07e8351b4e45a30db3997e0688a

Account Oxca3..aT33c(98.9999999999997271 O

S 0147 .. c160c (99.950050959059915855 ether)
0x4b0.. 4d2db (98 .9990050995905742036 ether)
- 0x583.. 40225 (100 ether)
(xdd&.. 92148 (100 ether)

Sas limit 3000000

[vm] from:Bxdds...92148 to:Ctontine.join{) Bx1ldf...bda7l value:® wei data:8xbs8...8a363 Debuz
logs:® hash:@x369. . .ba838 DEDUE

transact to Ctontine.join errored: WM error: revert.
revert The transaction has been reverted to the initial state.
Regson provided by the contract: “"send higher pension”. Debug the transaction to get more information.
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- Solidity Locals Ity
- Solidity State Iy
,|__,:,:.:,. rapping(address = - | <::| Tpension mapping (Key, Value)
| 0ooooo000000000000000000Ea35E7d9 15 55:=-'-:~F:::5F=--:=--:5=:—:::-||_:::::::::::5 uuuuu 238
o First player address Amount
c Send by the
T @ first player

Toloyer: OxBDEP 3422681 E4C3984635AFZFIF3ISFECILALIDDCT oddre Pingtin?e {value)

Transaction It
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261 -
262
263
264
265
266
267
263

functicn join{} public payable returns{bool)
require{Tplaver_exist{msg.sendery, "player doesn't exist™);
require{msg.value==1 && Tpension[msg.sender]==8,"send higher pensicn™);
Tpensicn[msg. sender]=msg.valus;

Tplaver _EditPlayer{msg.sender,active_players.lengthy;
active_players.push{Tplayer_getplayer{msg.sender};

indices +={active_plavers._length-13;

ping_time[msg.sender]=now;

L enit NewActivePlaverEv{msg.sender,now?;
278
279 return true;
248
281
¥ Transaction It
- af 1 [
M 'Y
5 Instructions It |.|l.|mp to the next breakpoint i

user@ByExample-node: ~/deleteme

File Edit View Search Terminal Help
user@ByExample-node:~/deleteme$S truffle unbox drizzle

Downloading...
Unpacking...

Setting up...

Unbox successful. Sweet!
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Drizzle Examples

Examples of how to get started with Drizzle in various situations.

Active Account

0x9a66ed32D949F5d8fD5Da9D13a3be24Eacf350B5

89.206 Ether

SimpleStorage

This shows a simple ContractData component with no arguments, along
with a form to set its value.

Stored Value: D

Submit

TutorialToken

Here we have a form with custom, friendly labels. Also note the token
symbol will not display a loading indicator. We've suppressed it with the
hideIndicator prop because we know this variable is constant.
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o

We can't find any Ethereum accounts! Flease check and make sure

Metamask or you browser are pointed at the correct network and your
account is unlocked.

Active Account

My details:

0xd0B60088575D7dcC2FBch633813aadFae8677c8A

74.378 Ether

Ctontine

Last Ping: 1533841668
Your Game pension: 2000000000000000000
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Eliminate an oponnent

use this form to eliminate your opponent

Opponent Address

Submit

Main Ethereum Network

Ropsten Test Network

Kovan Test Network

B Rinkeby Test Network

© Localhost 8545

©® Custom RPC
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Current RPC

hitp:/(127.0.0.1:7545

Current Conversion Updated Mon Jul 23
2018 19:31:04 GMT+0100 (Morocco Summer
Time) |USD - United States Dollar r

State logs contain your public account

addresses and sent transactions.

o W

user@ByExample-node: ~/deleteme
Ganache CLI v6.1.3 (ganache-core: 2.1.2)

Available Accounts

(0) Ox2de48cs5T7ca4db7fo015¢c33136cafcdeBd75e929b
(1) oxTa475efafer77313fade7fcabed74al16b5c41T626
(2) ©Ox92932dd63f7312883558306a0F9cafB8BcB831c15f

Private Keys

ee30880d05587T63e651d3104728430547c5c17242256Tb8485a227840693b75a
4a451796272d228d99d64a5d5d251193290adf16e06610c2c92a955260c9091d
55cdd6245a08b58118baaf@90b5956820b%a8b20c7a9d3939f6e6de501b63391d8c
UCY3944854LDd04UL/ LDU4dZ | EdUSA] D53D1FEZ] /DUBLLI 32014049801 5004
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e - o -

€
. Account 3 =

ooo 3479638

Account1

Create Account

Import Account

Private Key

Paste your private key string here

No transaction history. No transaction history.

o o - D

’ Account 1
A Account 2
ED

IMPORT

el Er;f!bu::-::r_\n..lr‘l‘t 3

IMPORTE|

DAccour‘lt &

44262.87 IMPORTE

DACCDur‘lt 5

IMPORTE|

B Account6
TED

IMPOR
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Tontine Game

Ll Dz,

L

L ged Slar

Active Account

My details:
OxED0ABA0T3651 00801 ed145356bebBALIbDART AZF

5.5

Cplayer Contract

Slnat uetin

¥

Ctontine

Last Ping: 1532580156

Your Game penslon: 2000000000 000000000

join game

Press the b

r1 befow 1o jain Lhe gar

Ping garme:

Keap ping rALL 1D p alirmimaled [ping inlerval is 1 day)

Eliminate an oppanent

use this form o elminate your opponenl

5

Claim your reward
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OxE1cc319B5A1E06F9e7628cc6F43abB33dE1AF319

100 Ether

4 MetaMask Notthcation

7]
Account 13
CPla}‘Br coﬂtmct Elcc31.F319 . > . 353142 a7l
47643.00
Register :
Amount 000
Before start playing players registefl  cas Limit 126409
Gas Price 20
badr -
Max Transaction Fee _1-.2_0
123456789 -
Max Total 120
Submit _
Data included: 132 bytes
join game
Press the button below to join the game (only the first time)
Submit
Ping game:

Keep pining the contract to avoid being eliminated (ping interval is 1 day)
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& e -
=

Account1
EA?FEE_..EEEB. > ‘ 0G6135_E2DC
2307572

A
]

2.000

Amount probwpid
Cas Limit 253532':'
Gas Price 20 :
Max Transaction Fee 0.005170
239

Max Total 2.005
92545

Data included: &4 bytes

RESET SUBMIT REJECT

Ping game:

Keep pining the contract to avoid being eliminated (ping interval is 1 day)

Submit
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Eliminate an oponnent

use this form to eliminate your opponent

Opponent Address

Submit

First Eliminated players

name
bellaj

PhoneNumber
2126130384875

Paddress
0x953a3435b43b605079h42h5e26922d425fDC31cR9

id
0
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Chapter 6: Blockchain-Based Futures
System

Web3J Cfut Data
e ures .
Source
APP Contract relEs (%ML file from
fueleconomy.gov]

Call Updateprice (include
Ethers In the transaction)

A 4

> xml{http...).
Oraclize_guery(.)(includ fuelPrices.diesel
& Ethers Inthe transaction) >
1
320%
__callback(id.320)
Call Offset()
|
h result
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New Maven Project

New Maven project =
Specify Archetype parameters| M
Group Id: | org.chapter6 v
Artifact Id: | Futures -
Version: | 0.0.1SNAPSHO ~ |

Package: ( org.chapteré.futures b
Properties available from archetype:

Name Value Add...

Remove

» Advanced

® < Back Next > Cancel Finish
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t# Package Explorer [E:. Project Explorer &2 = B
B % v
- #futgres |
v & src/mainfjava
8 org.chapter6.futures
- J] App.java
R App
- 1J] CFutures.java
» 9 CFutures
~ @ srcftest/fjava
» #3 org.chapteré.futures
» ®\ JRE System Library [JavaSE-1.8]
» )\ Maven Dependencies
b G=SIC
» =Lkarget

[l norn wml

Validate bclaration & Console 2
¥

Coverage As » Add Dependency
P RunAs > Add Plugin

« DebugAs B New Maven Module Pr
Restore from Local Histo ry... Download NEVE doc
MSvEn Download Sources

Team tE gpdate Project...
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user@ByExamble-nude:~]eclipse worksp ffuturEffsrcS weij wallet create

Please enter a wallet file password:

Please re-enter the password:

Please enter a destination directory location [/home/user/.ethereum/testnet/keystore]: .

Wallet file UTC--2018-07-15T16-44-45 1090000002--Bf9539c3f78cc24597d7497831SdleoceTflsala json successfully created in:
user@ByExample-node:~/e

main test UTC--2018-87-15T16-44- 45 1690000002 Bf9539c3f?8cc24597d?49?8318d1e0ce?flsala json

Account 1
0x953a435b...1c89

6a96.

0x8f9530c3fT8cc24507d74978318d1e6ce71 3212
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web3j & cthereum

v
API Core Network
Transaction Signed Transaction Ethersum Ethereum | , , , = -
Lol Accept/ Client Glient
Ether  Transaction To address To address
— To address Data (EVM bytecode) si Data (EVM bytecode) " - g
Value Value (Ether) 9N value (Ether) _Sen_) e — = \ L.
Create Nonce Nonce Client = oee
Gas price Gas price AN )
Contract e Gas limit Gas limit =

Contract Loz ECDSA Signature Ethereum Bthereum| | Eteeum |
T,ﬁgxfm: (Transaction Hash) Client Client Client
— G

ontract Miner | Miner | Miner
tunciparam, ...) T
e Blockchain
New Block
Wallet
Private key Transaction status ‘ < Block Header |
Transaction 1 Mines
Remote S
Call<..> Poll ransaction 2
— Transaction — Transaction (our transaction)
Receipt Manager
Transaction 3
Transaction n

oe user@ByExample-node: ~feclipse-workspace/futures/src/main/fjava
user@ByExample-node:~feclipse-workspace/futures/src/main/java$ ~fweb3j-3.4.0/bin
/web3j truffle generate ~/FuturesWeb3j/build/contracts/CFutures.json -o ~/eclip
se-workspace/futures/src/main/java/ -p org.chapteré.futures

Generating org.chapteré.futures.CFutures ... File written to /homejfuserfeclipse-
workspace/futures/src/main/java

user@ByExample-node:~/eclipse-workspace/futures/src/main/javas |
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CFutures CFuture2 =

CFuture.|
/f if yo

blems @ Javadoc @ 9etContractAddress():String - Contract TR |
@ getContractBinary() : string - Contract

INFO org.chapte @ 9etDeployedAddress(string networkid) : String -
1.8.3-stable/lin @ getfuelPriceUSD() : RemoteCall<Biginteger=>- CFL
@ getGasPrice() : Biginteger - Contract

1.8.3-stable/lin @ getpaid() : RemotecCall<TransactionReceipt>- CFu
INFO org.chapte g getSyncThresholdO long - ManagedTransaction ddress 0x7cd884e217c638b04990afBadb5Sefec6edaacdls

ated> App (1) [Jav

INFO org.chapte
INFO org.chapte

INFO org.chapte

CFutures. load(CFuturesaddress, web3j, credentials, CUSTOM_GAS PRICE, GAS LIMIT)

- deposit(Biginteger weiValue) : RemoteCall<Trans
@ equals(Object obj) : boolean - Object
/* Biglnt ¢ getClass(): Class<?>- Object

AaETEan. \-ontianal«TrancartinnR

INFO org.chapte

Pre;s 'Ctrl+Space’ to show Template Proposals

pInteger weivalue)

Bals.getAddress()) .send();
_fja\.ra (Jul 16, 2018, 10:20:19 AM)

sten.etherscan.io/address/Bxf1848cf419ce5a60b7dce743105384d
sten.etherscan.io/address/Bx7cd884e217c638b04990af8adbsefec

[ This is a Ropsten Testnet Transaction Only ]

TxHash:
TxReceipt Status:
Block Height:
TimeStamp:
From:

To:

Value:

Gas Limit:

Gas Used By Txn:

Gas Price:

Actual Tx Cost/Fee:

Nonce & {Position}:

Input Data:

Ox4efd37fce1ad77c3b155a03b0ba11309695acdde4d351f6f3aefealc60202278
Success

3648112 (1 block confirmation)

25 secs ago (Jul-16-2018 09:56:11 AM +UTC)
0x8f9539c3f78cc24597d74978318d1ebeerf18ala

Contract 0x7cd884e217c638b04990afBadb5efec6edaact1s @
360 wei (30.00)

4700000

21998

0.00000014 Ether (140 Gwei)

0.00307972 Ether (30.000000)

301 {0}

Function: deposit() ***

MethodID: @xdee3Bdbe
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I#1 Problems @ Javadoc [E. Declaration | & console = ‘

B~ =

8

App (1) [Java Application] fusr/lib/jvm/java-8-openjdk-amd64/bin/java (Jul 19, 2018, 1:17:20 PM)
[main] INFO org.chapter6.futures.App - Bx8f9539c3f78cc24597d74978318d1e6ce7f18ala Credentials loaded

[main] INFO org.chapter6.futures.App - The accounts balance 3261863859999994600 wei
Please make your choice:

1 -

Moo W s W

Please provide the contract’'s address to load:
0x4d8e358014929c2bdaafBaaabdefc4e955802a01
[main] INFO org.chapter6.futures.App - Contract loaded:

Deploy New Cfutures contract.

Load contract

Make deposit
current Fuel price
Update Fuel price
Investment offset
exit

0x4dB8e358074929c2b4aaf8aaabdedcde955802a01

4
[main] INFO org.chapter6.futures.App - Last fuel Price Fuel price According to the Oracle is: 324
5

6
[main] INFO org.chapter6.futures.App - your offset is -2888000
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Chapter 7: Blockchains in Business

Quorum
i e Constellation F
Quorum ! :
Node : _ I
. A i Transaction Enclave :
go-ethereum i Manager :
“ 4 \h ___________________________ r
Node 1 Node 4 Node 7
-~
G P Quorum Node Quorum Node Quorum Node
A
¢
Constellation Transaction Transaction Transaction
network Manager Manager Manager
A ' A
.
v v v
Enclave Enclave Enclave
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Chapter 8: Creating an ICO

Now that we have the required parts, let's look at the flow of the delegation's functionality:

ERC-20 Delegated Token Transfer

Bob ERC-20 Contract A

approve(address Contract A)

h
P

Transaction 1: Bob approves Contract A as a de\egahlaﬁ

taskForTokens()

| Transaction 2: Bob calls a function in COmI’ﬂDtlﬁ

d transferFrom(address Bob, address Contract A)
bl

| Update the balances in the mapping to transfer token%

‘ Continue with operation in Contract ,ﬁ

n
Bob ERC-20 Contract A

ERC-223 Token Transfer

Bob ERC-223 Contract A

transferiaddress Contract A, bytes data)

tokenFallback{bytes data)

Bob ERC-223 Contract A
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Packt Token ICO Sale

This is the Packt ERC20 Token sale. The token price is 0.007 ETH.
Your token balance is: 0 PET

Your active account is: @ OxBecb6c4e3d7710e2879¢6498fab387e7a33008a7

Buy PET Tokens

0 /500000
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Chapter 9: Distributed Storage IPFS and
Swarm

MongoDB ModeldS Server  |[€—» Front End Website
A
) J
Block 1 Block 2 Block 3 Block4| Block N

Blockchain
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Dapp Browser

Decentralised Applications

Swarm EVM Whisper

(Storage) (Consensus) (Messaging)

Hardware

Internet

Go

® Home
NODE INFO

@ Connections
Peer ID QnZv1zPDKULThebaXDYCD2] UadIAZSNT T INEEYBEHKaDG

B Files Location
Agent Version go-ipfs/6.4.17/

Protocol Version ipfs/6.1.0

Public Key

CAASPgTWQgE iMABGCSqGSID: AT IBAQC 20BdnDTFQ6WVmtqravgbaIZQ FYRPQUAT dTkrFjGuN/JjORT7eyClgqinS3amdg3ehReviquE
»

NETWORK ADDRESSES

/1p47127.6.0.1/tcp/4001/ 1pFs/QnZW1zPDKUETOCbaXDYCD2] UodWIAZSNTT INEEyBeWK3bG
/1p4/192.168.1.198/tcp/4001/1pFs/QnZW1zPDKUL ThebaXDYCD2]UodwoA2 SN FINEEYBEWKIbG
/ip6/ : :1/tcp/4861/1pFs/QmZW1zPDKUL TbcbaXDYCD2iUodnIA2SNFF INEEyBeWK3bG

/1p4/95.150 .46. 139/ £Cp/4001/1pTs/QnZW1zPDKUL ThebaXDYCD2UodwIA2SNT FINEEyBeWKIDG

/1p4/95.150.46,139/tcp/12727/1pfs/QmZW1zPDKUL ThchaXDYCD21UodwoA2 SNFF INeEyBeWKanG
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IPFS File Uploader

Wehb-3.0-Tech-5Stack.jpg Browse

File uploaded to:

Upload

hitps:/fipfs.io/ipfs/QmchPuwlUJJIPRSDKo7gajbTtXadbxXdYgALdCdkimKMviBFY
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Chapter 10: Supply Chain on Hyperledger

FOOD INDUSTRY'S SUPPLY CHAIN

¢ = B

-+ Consumer

4. Transaction simulation
2. Submit by execute chaincode

Proposal

1. Invoke
Transaction

Eg APP SDK _ Endorsing Peer

3. Response

7. Submit Batch
of Txn

Ordering Service ‘

5. Submit

8. Verify Endorsement

6. Create Batch of Txn And Commit Block

Hyperledger Fabric transaction flow
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Orderld : String

Foodld : String

Consumerld: String
Manufactureld: String
Wholesalerld: String
Retailerld: String

Logisticsld: String

Status: String
RawFoodProcessDate: String
ManufactureProcessDate: String
WholesaleProcessDate: String
ShippingProcessDate: String
RetailProcessDate: String
DeliveryDate: String
OrderPrice: Int
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| /Init ’ /RawFoodMaker

I/ManufactureProcessor

I /Logistics | I /Retailer | | /Consumer

/WholesalerDistributing

. .
. .
. .
|
|
: :
. .
1 |
.
CreatRawFood e :
|
.
;
:
.
i

manufactureProcessing
N —

'
wholesalerDistribute, !

]
I

I

I

I

I

I

I

i

I

I

I

i

I

I

i

I

I

I

I

i

I

I

I

I

I

initiateShipment i
I

I
I
i

deliverToRetail

completeOrder

.~ 9 (k,v)
=

World State

iy

Blockchain

Historical (k,v)
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Blockchain

\ORG1IMSP
\RootCAs
\RC1
\IntCAs

ORG2MSP \ORG3MSP

\RoOtCAs \RootCAs
\RC2 \RC3

\IntCAs \IntCAs

peer0.orgl.fsc.com
consumer

peerl.orgl.fsc.com

retailer

peer0.org2.fsc.com peerl.org2.fsc.com
logistics wholesaler

peer0.org3.fsc.com peerl.org3.fsc.com
manufacture raw food producer

Channel: fscchannel

ORDER
orderer.fsc.com
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CHANNEL 2

ORG1

G6 \

ORG2

ORGS

ORG3

food-supply-chain
base

/#* docker-compose-base.yaml

/* peer-base.yaml|

chaincode

foodcontract

/#* foodcontract.go

channel-artifacts
scripts

/* configbcyaml

/#* crypto-config.yaml

/* docker-compose-cli.yaml

/* fsensh

<» README.md
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Update Anchor
CORE_PEER_TLS_ROOTCI
CORE, R_TLS KEY FIL
CORE_PEER_LOCALMSPID=0
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
R_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/orgl. fe
TLS_ENABLED=true
- _MSPCONFIGPATH=/opt/gopath/src/github. com/hyperledger/fabric/peer/crypto/peerOrganizations/org
CORE_PEER_ID=cli
CORE_L G_LEVEL=DEBUG
'R_ADDRESS=peer0.orgl.

c.com/t1
m/tls/server.key

/ca.cr

.com/peers/peer0
»m/peers/peer0.orgl

o/peerOrganization
/orgl

t/gopath/src/github.com/hyperledger/fabric/peer/cryi orgl. £

ath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizatic

/Jorgl

c.com/tls/server.crt

.com/peers/peer0.orgl.fs

m/msp

.com/users/Admin@orgl . f

sc.com: 7051
: r -> DEBU 001 Returning existing local MSP

spl 11tSigningIder -> DEB Obtaining default signing identity
channelCmd] InitCmdFactory -> INFO 003 Endorser and orderer connections initialized

2018-09-29 23:37:29.691

-09-29 2 ] :alMSP -> DEBU 004 Returning existing local MSP
] 11t ingTder y EB 5 Obtaining default signing identity
] q JEBU 006 Returning existing local MSP
12 ] 1 ingIder y EE Obtaining default signing identity
-09- /identity n -> { Sign: plaintext: 0A92060A074F7267314D53501286062D. ..2A0641646D696E732A0641646D696ET3
/identity] Sign -3 t Sign: dig: F9A28EDATES53F4A6D17D1F113EFEODOE3398C4E3BI6CC660A029A54506A6E35
~09-2 ] ISP -> DEBU ( Returning existing local MSP
] 11t ingIder EB b Obtaining default signing identity
-09-2 ] -> DEBU 00c Returning existing local MSP
] 11tSigningIder y EB i Obtaining default signing identity
-09-29 2 ntity n - 3t Sign: plaintext: OACA060A1608021A0608B999C0ODD0522. . .4108FCF83F27D313D7TECD4AFFBIDSDFE
n r ( Sign: digest: 94451A0C82591021ED77DC1FAADB7BDDF2ES0FF705486DACA6E35C890DFACEFO

2018-09-29 23:37 707 UTC [channelCmd] update -> INFO 010 Suc
2018-09-29 23:37:29.707 UTC [main] main -> INFO 011 Exiting.
— Updates Anchor peerl.orgl on the channe

ully submitted channel update

ubuntu@ip-172-31-15-76:~/apps/blockchain-by-example/food-supply-chain$ sudo bin/cryptogen generate --config=./crypto-config.yaml
orgl.fsc.com
org2.fsc.com
org3.fsc.com

ubuntu@ip-172-31-15-76:~/apps/blockchain-by-example/food-supply-chain$ sudo docker-compose -f docker-compose-cli.yaml up
WARNING: The CHANNEL NAME variable is not set. Defaulting to a blank string.

WARNING: The DELAY variable is not set. Defaulting to a blank string.

WARNING: The TIMEOUT variable is not set. Defaulting to a blank string.

WARNING: The COMPOSE_PROJECT NAME variable is not set. Defaulting to a blank string.

Creating peer0.org3.fsc.com ... done

Creating peer0.org2.fsc.com ... done

Creating peerl.org2.fsc.com ... done

Creating peerl.org3.fsc.com ... done

Creating peer0.orgl.fsc.com ... done

Creating orderer.fsc.com ... done
Creating peerl.orgl.fsc.com ... done
Creating cli ... done

Attaching to peer0.org2.fsc.com, peer0.orgl.fsc.com, peerl.org2.fsc.com, peer0.org3.fsc.com, orderer.fsc.com, peerl.org3.fsc.com, peerl.orgl.fsc.
com, cli

peer0.org2. fsc.com | 2018-09-29 07:30:03.955 UTC [viperutil] getKeysRecursively -> DEBU 001 Found map[string]interface{} value for peer.BCCSP
peer0.org2. fsc.com | 2018-09-29 07:30:03.956 UTC [viperutil] getKeysRecursively -> DEBU 002 Found map(string]interface{} value for peer.BCCSP.
PKCS11

peer0.org2. fsc.com | 2018-09-29 07:30:03.956 UTC [viperutil] getKeysRecursively -> DEBU 003 Found map[string]interface{} value for peer.BCCSP.
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Creating
Creating
Creating
«Creating
Creating
Creating
Creating

peerl.orgl.fsc.com
peer@.org2.fsc.com
peerd.orgl.fsc.com
peerl.org3.fsc.com
orderer.fsc.com

peerl.org2.fsc.com

Build Food Supply Chain Network (FSCN) end-to-end test

Channel name : fscchannel
Creating channel...
CORE_PEER_TLS_ROOTCERT_FILE=fopt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/orgl.fsc.com/peers/peerd.orgl.fsc.comftls/ca.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/orgl.fsc.com/peers/peerd.orgl.fsc.com/tls/server.key
CORE_PEER_LOCALMSPID=0rgiMSP
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/orgl.fsc.com/peers/peerd.orgl.fsc.com/tls/server.crt
CORE_PEER_TLS_ENABLED=true
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizationsforgl.fsc.com/users/Admingorgl.fsc.comn/msp
CORE_PEER_ID=cli
CORE_LOGGING_LEVEL=DEBUG
CORE_PEER_ADDRESS=peer@.orgl.fsc.com:7051
Returning existing local MSP
Obtaining default signing identity
Endorser and orderer connections initialized
existing local MSP
Obtaining default signing identity
existing local MSP
Obtaining default signing identity
Sign: plaintext: BA92060A074F7267314D53501286062D. ..79436861696E436F6E736F727469756D
Sign: digest: 3FC4F61AAD7DBB3DE9836F4830DACAES57D75E9C537DB382D6520DB35F92E6F2
Returning existing local MSP
Obtaining default signing identity
Returning existing local MSP
Obtaining default signing identity
Sign: plaintext: DACADGOA1608021A0608BIABEBDBO522. ..2AD611933294F40B3FC6F73440E100AB
Sign: digest: 6BEC2001CDD3CC723BD37BE4AESBECTFFO4D5222F6411C43562CB3DATB52DECSS
Returning existing local MSP
Obtaining default signing identity
Returning existing local MSP
obtaining default signing identity
Sign: plaintext: DACAPGOA1608021A0608B9ABEBDB0522...A837725F015012080A021A0012021A00
Sign: digest: 113EBEE4500B6C7B380BOE73D2BAEFB2D09941845FBF71FAB68044B549CFESTS
Got status: &{NOT_FOUND}

2018-06-08 19:08:41.485 UTC [channelCmd] InitcCmdFactory -> INFO 003
Returning

Returning

Returning

2018-06-08 19:08:41.669 UTC [channelCmd] InitcCmdFactory -> INFO 019
Returning

Returning

existing local MSP

Obtaining default signing identity
Endorser and orderer connections initialized
existing local MSP

Obtaining default signing identity
existing local MSP

Obtaining default signing identity
Sign: plaintext: BACAP60A1608021A0608BIABEBD80522. . .FBE1IA1EBA55212080A021A0012821A00
Sign: digest: 6691BOA2962D5547C428FCF124E9840DOFFB69958FBO121257DF686A0E85DEOF
Received block: 0
2018-06-08 19:08:41.873 UTC [main] main -> INFO @21 Exiting..
Channel "fscchannel" is created successfully

Returning existing local MSP
obtaining default signing identity
> INFO 003 Using default escc
> INFO 004 Using default vscc
java chaincode disabled
plaintext: ©A9DO7OA6908031A0COBFBABEBDBO510. ..77466F6F640A096F726465725F303031
digest: BDBC413514D311420164AAE7OFEOF 1081814 5ADISA3C2EOBFA7369631BC04194
.EBB4BOAC6189610BO9IB1C0251FBCDE3S

2018-06-08 19:09:44.456 UTC [chaincodecmd] checkchaincodeCndParams
2018-06-08 19:09:44.456 UTC [chaincodecmd] checkchaincodeCndParams

sig
Sign: plaintext: BA9DB70A6908031A0CO8FBABEBD8O510.
Sign: digest: 3EEC(39OA1F9S5405509EO"FEOLFBEO@"FB1735075195LBE7370A9CBLOSBLBB"

C invoke resul E s 1200 message:"OK" > payload:"\n \262)\361k\000)312\036\364\026
\451\022‘\310\345\314\004\417\037\047\31SE\433\475\301\022\300'¢\470\431+m+\022\303\003\17\455\003\022\223\003\n\005f<((<\022\411\003\n\017\n\torder 601\022\002\016\061\032\365\062\n\tor
der_001\032\347\002(\"OrderId\":\"order_ 001\" \"Food d\":\"FISH 1\",\"Consunertd\":\"John_1\",\"Manufacturerd\":\"\",\"iholesaler d\":\"\",\"Retailer1d\":\"\",\"LogisticsId\":\"\",\"sta
tus\":\"raw food created\",\"RanFoodProcessDate\":\"2018-86-08 19:10:01\",\"ManufactureProcessDate\":\"\",\"WholesaleProcessDate\":\"\",\"ShippingProcessDate\":\"\",\"Retai1Processhate\
,\"orderPrice\":160,\" ,\"DeliveryDate\":\"\ "}\022\025\n\0041scc\022\r\n\013\n\005Fsccc\022\002\0161001\032\003\010\316\001\ " \0141022\005Fsccc\03210031.0" endorsen
BEGIN CERTIFICATE-- -- -\nMIICDTCCADSGAWIBAGIRAIYG7000]cvrzRoJepbRANQWCGYIK0ZIZOEAWIWAZEL \nMAKGAIUEBhHCVVMXEZARBGNVBAGTCkNhbGLIb3 JuaHEXF JAUBg
HVBA(TDVNhhlBG\n(mFUvZIZ Y28XFTATBgNVBAOTDGIYZZMUZNNjLMNVbTEYMBYGA1UEAXMPY 2Eub3Jn\nMy5Smc 2MuY29tMB4AXDTE4MDYWODESMDEYMVOXDTI4MDYWNTESMDE yMVowVz ELMAKG\ nA1UEBhMCVVMXEZARBGNVBAGTCKNhbGLmb3Jua
WEXF JAUBGNVBACTDVNhbiBGCmFu\nY212Y28XGZAZBNVBAMTEnB1ZXIxLn9yZzMuZNNI LNy bTBZMBMGBYQGSM49AGEG\ nCCqGSMASAWEHAOT ABKYZKnAPQG jb+r FHoWBkaUk13vZu7 Iqryvyv4WUHiUPHRarV\na6127021ZF3dVuyxfsjnlibu
nJ2x4Zp2nPPSAwa JTTBLHA4GALUIDWEB/ WQEAWTH\ngDANBGNVHRHBATBEA JAANCSGALUdTWQKHCKATB rk2KL7MRB1yZUVNLEF228DLpDC \nS+ SAMOL +00]2aC CUMAOGCCQTS H4IBANCAOCAMEQLTAL /uyezzomQVGECtzVPhk 6R\nAL1B20Rx 7w
62CX6C LDEALAd JZCNWRr WPRUM1Z01d2X9wWAWZERUBChFYe 7mHGCD\NVA==\n- -\n" signature:"@D\002 .\|354\202\3319|\345\220\202Ce\031\257+F\004 B5\355\244\ 224\ to\ 3770\354\241\24
31254\210\3631062 \017g\327\376\"WT\274\346\337]7\ 24681\021\350) 204\260\254a\ 2112\ 013\ £\261\ 300%\037\214\3365" >
2018-06-08 19:10:01.663 UTC [chaincodecmd] chaincodeInvokeOrQuery -> INFO 08b Chaincode invoke successful. result:
2018-06-08 19:10:01.663 UTC [main] main -> INFO @0c Exitin
Invoke :CreateRawFood transaction on PEER PEERS on channel 'fscchannel'

status:200

is successful.
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Querying chaincode on CompleteOrder/PEER® peer.orgl

CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/orgl.fsc.con/peers/peerd.orgl.fsc.com/tls/ca.crt
opt/gopath/src/github. con/hyperledger/fabric/peer /crypto/peerOrganizations/orgl. fsc.con/peers/peerd.orgl. fsc.com/tls/server .key

CORE_PEER_LOCALMSPID=0r g1MSP

CORE_VM_ENDPOINT=unix: ///host /var /run/docker .sock

CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.con/hyperledger/fabric/peer/crypto/peerorganizations/orgl.fsc.com/peers/peere.orgl.fsc.con/tls/server.crt

CORE_PEER_TLS_ENABLED=true

N /opt/gopath/src/github.con/hyperledger/fabric/peer/crypto/peerorganizations/orgl.fsc.con/users/Admingorgl.fsc.con/nsp

CORE_PEER_ADDRESS=peer®.org1.fsc.com:7051

= Querying on peerPEER0.orgl on channel 'fscchannel’
Attempting to Query peerPEERO.orgl ...3 secs

Attempting to Query peerPEERG.orgl .

Attempting to Query peerPEER@.orgl .

Attempting to Query peerPEERO.orgl . s

Attempting to Query peerPEER0.orgl ...15 secs

Attempting to Query peerPEER@.orgl ...18 secs

Attempting to Query peerPEER0.orgl ...21 secs

Returning existing local MsP
obtaining default signing identity
.008 UTC [chaincodecmd] checkchaincodecmdParams -> INFO 003 Using default escc
2018-06-08 19:13:01.008 UTC [chaincodeCmd] checkChaincodeCmdParams -> INFO 064 Using default vscc
java chaincode disabled
Sign: plaintext: 0A9CO70A6808031A0BO8BBDAAEBDBOS10. . .71756572790A096F726465725F303031
Sign: digest: FOBO662CF92E9615E049D33E70AA962222EFBAS393EICDABIBIDBAID2ZESIDFAB
Query Result: {"OrderId":"order_061","FoodId":"FISH_1","ConsunerId”:"John_1","ManufactureId":'Manufacture 1',"Wholesalerld" :"Wholesaler 1","RetailerId":"Retailer_1","LogisticsId":"Logis
fcsTd_1","Status”:"Consumer received order”,"RawFoodProcessDate”:"2018-05-08 19:10:01","ManufactureProcessDate”:"2018-06-08 1 9", "uholesaleProcessDate” : "2018-06-08 19:11:17","Ship
plngPro(eSsDate”‘”ZOlS 06-08 19:11:55", "RetailProcessbate” :"2018-06-08 19:12:17","OrderPrice”:100, "ShippingPrice”:5, "Deliverybate” :"2018-06-08 19:12:39"}
2018-06-08 19:13:01.023 UTC [main] main -> INFO 008 Exiting.....

ALl GOOD, FSCN execution completed
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&

C v (@ 18.188.241.128:3000

Register Admin

Register User

Orderld Status
Consumerld ShippingPrice
OrderPrice RawFoodProcessDate
Manufactureld ManufactureProcessDate
Wholesalerld WholesaleProcessDate
Logisticsld ShippingProcessDate
Retailerld RetailProcessDate
DeliveryDate

Query Chaincode
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18.188.241.128:3000 says

Register Admin

Assigned the admin user to the fabric client

Register User “

Orderld Status

Consumerld ShippingPrice

18.188.241.128:3000 says

Register Admin

User1 was successfully registered and enrolled and is ready to intreact

with the fabric network

Register User

Orderld Status
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Register Admin

Register User

Orderld
order_001
Consumerld
QOrderPrice
100
Manufactureld
Wholesalerld
Logisticsid

Retailerld

DeliveryDate

Query Chaincode

Status

raw food created

ShippingPrice
5

RawFoodProcessDate

2018-06-10 04:30:04

ManufactureProcessDate

WholesaleProcessDate

ShippingProcessDate

RetailProcessDate
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<« c @ @ localhost:05¢ 9 N @ =

Welcome to Hyperledger Composer Playground!

R

In this web sandbox, you can deploy, edit and test business network definitions. Have a play
and learn what Hyperledger Composer Playground Is all about.

Hyperledger Composer Playground

Deploy New Business Network
1. BASIC INFORMATION Give your new Business H A H A Ll
Network a name: fsn)»busmess'network |

Start from scratch with a blank business network

Describe what your Business
Network will be used for: fsn-business-network

Start from scratch with a blank
business network
Give the network admin

card that will be created a eg. admin@fsn-business-network
CONNECTION PROFILE
2. MODEL NETWORK STARTER Choose a Business Network Definition to start with: BASED ON
TEMPLATE empty-business-network

Choose a sample to play with, start a new project, or import your previous work
Start from scratch with a blank

business network
= \l/ Contains: 0 Participant Types, 0
AN sset Types, and 0 Transaction
>~ Q —_ Asset Types, and 0 Transactior
N ] [ﬂ] [ﬂ. [ = e

basic-sample- empty-business- Drop here to
network network upload or browse

Deplo}
Samples on npm
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Hyperledger Composer Playground

My Business Networks Import Business Network Card Create Business Network Card

Connection: Web Browser

admin@fsn-business-network

=
B

fsn-business-network

Connect now —»

Web fsn-network Define Test

FILES : PR 3
Model File models/model.cto &

About
README.md, package.json
.fsn.testnetwork

. entif b rId
Model File

models/model.cto

Script File
lib/script.js

Access Control
permissions.acl

nsumer

sumer
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FILES

About
README.md, package.json

Model File
modlels/model.cto function orderFoodProduct(order) {
.Tood. consumer rder .newConsumer;
Script File 7 return getA stry('org.fsn.testnetwork.Food')
[[b/sc;ﬁptjs .then(function (assetRegistry) {

return ood) ;

1
Access Control
permissions.acl

Web fsn-business-network Define Test

FILES

About

README.md, package.json
2.0 (the
. with
Model File

of the License at
models/model.cto ’

Script File X ) . .
lib/script.js red by ap cab W eed g ftware
th i i a \STS,
WITHOUT W S OR KIND, ei X| or implied.
Access Control See the License for th i ! s &l

permissions.acl tations under the L

rule NetworkAdmin
description: ant business network administrators full access to user resources"
participant: "org.hyperledger.composer.system.NetworkAdmin"
[o) ation: ALL
resource: "xx"
action: ALLOW

}

rule Networ!

ant business network administrators full access to system resources"
~ticipant: "org.hyperledger.composer.system. NetworkAdmin"
ation: ALL

our "org.hyperledger.composer. system. "
action: ALLOW

D Addafile.. % Export

UPDATE NETWORK

F 0.0.1
rom =» Everything looks good!

To:  0.0.2deploy.0 # Any problems detected in you

Deploy changes

[105 ]



In registry: org.fsn.testnetwork.Consumer

ISON Data Pr

"$class": "org.fsn.testnetwork.Consumer”,
"consumerId": "Brian",

"firstName": "Brian",

"lastName": "Wu|"

Web fsn-network Define Test

PARTICIPANTS .
Asset registry for org.fsn.testnetwork.Food

Consumer
1D Data
ASSETS
001 {
"$class": “org.fsn.testnetwork.Food",
Food :

": "2018-86-1€ 10:22:01",
"orderPrice": "168",
"shippingPrice": "5",
"foodId": "food@@l",
"consumer": "resource:org.fsn.testnetwork.Consumer#8531"

}

TRANSACTIONS

All Transactions

Submit Transaction
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Submit Transaction

Transaction Type Order v

JSON Data Pr

"$class": "org.fsn.testnetwork.Order",
"food": "resource:org.fsn.testnetwork.Food#801",
"newConsumer™: "resource:org.fsn.testnetwork.Consumer#Bri an|"

Define

Date, Time Entry Type Participant

2018-06-10, 02:59:00 QOrder admin (NetworkAdmin) view record
2018-06-10, 02:53:42 AddAsset admin (NetworkAdmin) view record
2018-06-10, 02:52:00 AddParticipant admin (NetworkAdmin) view record
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Web fsn-network Define Test

PARTICIPANTS

Asset registry for org.fsn.testnetwork.Food + Create New Asset
Consumer
ID Data
ASSETS
oot ¢ "$class”: "org.fsn.testnetwork.Food", 7 W
Food

01",

TRANSACTIONS

o g
| "consumer™: "resource:org.fsn. testnetwork.Consumer#Brian" |

All Transactions

Collapse

[108 ]



Chapter 11: Letter of Credit (LC)

Hyperledger

Importer

®

1. CONTRACT

Exporter

"

77 35anbay 7

juawdhed 11qaq "8

Y v

AN

5. Deliver Goods

3. Issue LC

>

‘9

D1 32NApY b

uawnaiog jo uoijejuasald

.

r

a21id aseyound jo juawied 01

A

il
-

Issuing bank

7. Delivery of Document

CoFfirming bank

9. Payment of purchase price
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EXTI MARKE

Hyperledger Composer
Hyperledger Composer
Hyperledger Composer 0.1 = ~ )
Hyperledger Composer syntax ghting, a... ’ Hyperledger Composer VS Code Plugin | &> 80018 | * &k kK | Repository
Hyperiadger Compaser VS Code Plugin [N " Hyperledger Composer syntax highlighting, autocomplet ppets & error checkil

4 Install

Details Contributions

Hyperledger Composer Extension for VSCode

An extesion for contol compiler/linker/compo...
MazyCrazy Install

e to th

Business network name:
Description:

Author name:

Author email:

License:

Namespace:
Do you want to generate an empty template network?

I— models

| L— org.example.lc.cto

— package.json
permissions.acl

L— README.md

License
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REST API:
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<«

C O | ® 18220.135.130:3000/explorer/#

Hyperledger Composer REST server

Bank : A participant named Bank

BanksTransferPayment : A transaction named Banks TransferPayment
BuyerDepositPayment : A transaction named BuyerDepositPayment
BuyerRequestLC : A transaction named BuyerRequestLC

Close : A transaction named Close

ConfirmingBankAdviceLC : A transaction named ConfirmingBankAdvicelLC
ConfirmingBankDeliverDocument : A transaction named ConfirmingBankDeliverDocument
CreateDemoParticipants : A transaction named CreateDemoParticipants
InitialApplication : A transaction named InitialApplication
IssuingBankApprovelLC : A transaction named IssuingBankApprovelLC
LetterOfCredit : An asset named LetterOfCredit

SellerDeliverGoods : A transaction named SellerDeliverGoods
SellerPresentDocument : A transaction named SellerPresentDocument
SellerReceivedPayment : A transaction named SellerReceivedPayment
System : General business network methods

User : A participant named User

[ BASE URL: /api , APl VERsION: 0.0.1]
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ICreateDemoParticipants

Response Class (Status 200)
Request was successful

Example Value

"$class": "org.example.lc.CreateDemoParticipants”,

ansactionId®: “string”,
imestamp": =2018-86-27T80:43:56.3302"

Response Content Type | applicationfjson v

Parameters

Parameter Value
data
"$class”
"timestamp”:
Parameter content type:  applicationjson v
Try it out!
|
Curl

curl -X POST --header "Content-Type: application/json’ --header "Accept: application/json -d "{ \
“$class”: rg.example.lc.CreateDemoParticipants™, \

“timestamp”: "2018-86-27T00:43:56.3302" \
}' "http://18.228.135.130:3008/api/CreateDemoParticipants”

Request URL

http://18.220.135,130:3000/3pi/CreateDemoParticipants

Response Body

“$class” org.example.lc.CreateDemoParticipants”,
“transactionId”: "1313108c75122992688368b135da3dcesbfd7cbc91a2257e364d6afdcf7b76ec”,

“timestamp”: “2018-086-27T00:43:56.3382"

—

Response Code

208
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Curl

curl -X GET --header 'Accept: application/json' ‘http://18.228.135.13@:3000/api/User’

Request URL

http://18.220.135.130:3000,/api/User

Response Body

[
{
"$class": "org.example.lc.User™,
"userId”: "david",
"name”: "David",
"lastName": "Wilson",
"companyMame™: "Toy Mart Inc”,
"type”: "BUYER",
"bank™: "resource:org.example.lc.Bank#BI"
I
{
"$class": "org.example.lc.User™,
"userId”: "jason",
“"name™: "Jason",
"lastName”: "Jones",
"companyMame": "Valley Toys Manufacturing”,
"type™: "SELLER",
"bank": "resource:org.example.lc.Bank#EB"
1
]
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Curl

curl -X GET --header 'Accept: application/json'

Request URL

http://18.220.135.130:3800,/api/Bank

Response Body

[
1
"$class™: "org.example.lc.Bank”,
"bankID": "BE",
"name": "Bank of Eastern Export™,
"type": "CONFIRMING BANK"
b
{
"$class™: "org.example.lc.Bank”,
"bankID": "BI",
"name": "First Consumer Bank™,
"type": “ISSUING BANK"
h
1

Response Code

280

‘http://18.220.135.130:3@00/api/Bank’
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IEM Cloud

Catalog Docs

Support Manage

Catalog

bleckehain

All Categories (1)

Compute

Containers

Networking

Analytics

Databas
Developer Tools

Integration

Internet of Things

Databases

@ Blockchain
IEM

1EM Elockehain Platform is & flexible software-as-a-service offering that

simplifies the blockchain journey of developing, governing, and cperating

a blockehain network.

Pricing Plans

Monthly prices shown are for country or region: United States

PLAN FEATURES PRICING
Try out Blockchain with your credits.
v Starter Membership Plan Get $500 towards your first Starter Plan network - sign up $250.00

today*

This plan entitles a member of the Blockchaln Platform to:

- With a single click, setup and a fully functional kick starter
network that is configured with 2 organizations and 1 peer per
organization

- This easily deployed development environment, includes all
components of the blockchain network, quickly install and
instantiate chaincode or import your business network archive

UsD/Membership Fee
$125.00 UsD/small
Peer
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= IBMCloud

Catalog Docs

Manage

e/ Create toolchain: Marbles sample for IBM Blockchain

This toclchain will deploy a Marbles sample application
against a IBM Blockchain Platform network.

The toclchain starts by creating your own repository of
the Marbles cede. This repo is connected to a Delivery
Pipeline which means if you update the code in your
GitHub repao, the Deployment Pipeline will detect it and
deploy your changes. The toolchain also creates a new
Blockchain Platform service instance, which is your
blockchain network.

You do not need to change any of the options on the
right, though you may tweak configurations if you need
to.

You may need to authorize IBM Cloud with your GitHub

account before you can create the toolchain.

TEMPLATE INFO
GIT URL https:/github.com/IB...
GIT BRANCH master

Run web apps in IBM Cloud

This toolchain will...

o YD

Clone the GitHub repo Setup deployment pipeling Run code in IBM Blockehain

Toolchain Name:

marbles-tc-20181129090611065

Select Region: Select a resource group:

Washington DC v Default
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IBM Cloud Docs Support Manage

Washington DC b Default v

Tool Integrations

Yo & e

Marbles GitHub Delivery Pipsline

The Delivery Pipeline powers your continuous integration. It will update/deploy Marbles whenever you
push Git commits to your fork and branch.

Marbles: 6]

marbles-20181129090611065

IBM Cloud API Key: ®
. -
Region Organization Space
Pipeline WashingtonDCF ¥ L v Loa hd
Location
The value is required. The value is not valid.
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Toolchains f marbles-tc-201811291... / marbles-20181129142336291

marbles-20181129142336291 | Delivery Pipeline

Application

STAGE RUNNING...

LAST INFUT & Git URL

Last commit by Shunji Makino 31d ago
l Update README-ja.md (#272)

JOBS View logs and history

(:) deploy-marbles-... Running @

LAST EXECUTION RESULT

No results

[119]



= IBMCloud Catalog Docs Support Manage

Toolchains / marbles-tc-20181129142336201
Overview
o - 2 .
s marbles-tc-20181129142336291 :
Connections
Resource Group: Default Location: London
Manage
I @ Your Toolchain is ready! Click the "Delivery Pipeline” tile below to see Marble's build status. X ‘
Add a Tool
CODE DELIVER RUN
. 7 . ®
g 2 ‘e
GitHub Delivery Pipeline Marbles
marbles-2018112914... marbles-2018112914... Node.js Applicaiton
' Configured + Configured + Configured
< C O | @ Secure  hitpsy/marbles-20180630194905968. mybluemix.net/|og % @ @
‘e Company A o Admin «

WELCOME TO THE MARBLES DEMO APP
Hello again admin !

Create

more informabon, please visil our
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marbles-20120630194905968.mybluemic net;

Welcome to the Marbles Hyperledger Fabric demo!

How should we setup?

o Express % Guided

e C O | & Secure

% Company A

ly drag and drop

8 Start Up Help

Company A - 3/3

Amy

@ Sellings

+

ttps://marbles-20180630194905968 mybluemix.net
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Create Marble

+ C O | @ Secure | hitpsy//marbles-20180630194905968 mybluemix.net

*
% Company A o Admin

Tips: Simply drag and drop a marble fr user to another

€& Start Up Help & Sofings

Company A - 373

Amy

[122]



