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This is the payload of all the transactions of the second block and an extra
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With proof-of-work it is a requirement to With proof-of-stake, the creator of a new
solve an expensive computer calculation, block is chosen in a deterministic way,
also called mining, where its first to win depending on its wealth, also called stake
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Chapter 2: How Blockchain Will Disrupt Your Organization
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Chapter 3: Blockchain 101 - Assets, Transactions, and
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Chapter 4: Blockchain 101 - Blocks, Chains, and Consensus
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"transportOrder”: {

"shippingDate™: "2017-7-31T18:00:34 012",
"originWarehouse™ 12,
"destStore™ 3,

"products": [{
"eanCode": "8806088250486",
"productName" "Samsung UE40K5600",
"productCode". "UE40K56 00AWXKN",
"amount”; 4
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This is the payload of all the transactions of the first block
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This is the payload of all the transactions of the third block
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This is the payload of all the transactions of the fourth block
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This is the payload of all the transactions of the first block
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Nonce:
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This is the payload of all the transactions of the second block and an exira
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This is the payload of all the transactions of the third block
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This is the payload of all the transactions of the fourth block
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Peer A

prev: 00000000
hash: 00006ed4
nonce: 11306
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hash: 0000bb42
nonce: 77803
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awaiting TXs
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Peer A

prev: 00000000 prev: 00006ed4 prev: 00006ed4 prev: 00004bf8 prev: 0000ae8b
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Soft fork Hard fork

Parent Chain Sidechain
Send to SPV-locked output
Wait out confirmation period
SPV Proof .
Wait out contest period
(Intra-chain transfers)
Send to SPV-locked output
Wait out confirmation period
SPV proof
<3
Contest period begins
SPV reorganisation Proof
o3
Contest period ends (failed)
New SPV proof

Wait out contest period

(Intra-chain transfers)
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With proof of work it is a requirement to With proof-of-stake, the creator of a new

solve an expensive computer calculation, block is chosen in a deterministic way,
also called mining, where its first to win dependingh on its wealth, also called stake




Chapter 5: Blockchain 101 - Security, Privacy, and Smart

Contracts

THE COST TO MINE 1 BITCOIN

BASED ON THE AVERAGE ELECTRICITY RATE PER COUNTRY

ALBANIA

AMERICAN SAMOA

ARGENTINA

AUSTRALIA

BAHRAIN

BANGLADESH

BELARUS

BELGIUM

BOSNIA AND HERZEGOVINA

=137.VA| 8

BRUNEI

BULGARIA

CAMBODIA

CANADA, ONTARIO

CHILE

CHINA

$3,965

$9.120

IRELAND

ISRAEL

ITALY

$11,103
$6,087

$10,?

JAMAICA §7

JAPAN

JORDAN

KAZAKHSTAN

KIRIBATI

KOSOVO

KUWAIT ¢

LAOS

LATVIA

LIECHTENSTEIN

LITHUANIA

LUXEMBOURG

MACEDONIA

$8,164

$5,155

SAUDI ARABIA

SERBIA ¢

SINGAPORE

SLOKAVIA

SLOVENIA

SOLOMON ISLANDS $1€

SOUTH AFRICA

SOUTH KOREA

SPAIN

SRI LANKA

SURINAM

SWEDEN

SWITZERLAND

TAHITI

TAIWAN

$11,103
$11.630
$2,956
$4,746
$7.494
$1.103

$3.774
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Chapter 6: Understanding the Blockchain Data Flow
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<<Asset>> <<Participant>>

Vehicle Driver
+WIN : String + LicenceNumber : String
+ Manufacturer : String + Firstname : String
1.+ —| + Model : String 0.1 1.+ —| - Middlename: String
- YearOfBuild: Date + Lastname : String

+ DateOfBirth: Date

<<Asset>>
Accident 1 oo- i
+ Accidentld : String 1
+ Longitude : Long
+ Latitude : Long |
+ NewAccident (arg list ) : return ?
<<fAsset>> <<Participant>>
InsurancePolicy InsuranceCompany
+ PolicyNumber : String + IRSldentification : String

+ Insurancelevel : String + CompanyMame : String

1.* —
+ YearsWithoutAccident : Integer | _ 4 |
- AmountQOfClaims : Integer
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| -}— Block Header

=~ Block Data
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Chapter 7: Public Versus Permissioned Blockchains and
their Providers
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Chapter 8: Ethereum Versus Hyperledger
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Chapter 9: Building a Next-Generation Oracle B2B Platform
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Chapter 10: Introducing the Oracle Blockchain Cloud Service

APIls, Events, SDKs

SMART
TRANSACTIONS
L IDENTITY LEDGER . CONTRACT
Membership Consensus Services Chaincode
Services Services
Distributed Ordering
Enrolment Ledger Service Secure
9 Container
Attributes
Network Endorsement Secure
Protocol Validation Registry
Cryptographic/Security Services
J —
Distributed Ledger Technology Services
ffCertificate:
Data:
Arturo Viveros Version: 3 (0x2)
Serial Number: 76:0f:db:cf:71:2b:a6:95:25:ff:40:2a:67:17:78:04
Issuer: C=U5, S5T=California, L=5an Francisco, 0O=orgl.example.com,
CN=ca.orgl.example.com
Validity

Not Before: Aug 15 12:24:42 2017 GMT
Not After : Aug 13 12:24:42 2027 GMT
Subject: C=US, ST=New York, 0=USA Automotive NYC, OU=Repair,
CN=Arturo Veveros/UID=123654
Subject Public Key Info:
Public Key Algorithm: id=ecPublicKey

Signature Algorithm: ecdea-with-SHAZ256

30:44:02:20:if:a8:dd:21:b7:33:ec:19:bd:63:ccraa:al:ec




USER

USER

Last wntten koyivaboﬂ

File System

>

~___State Database

Latest written key/values for use
in transaction simulation

Supports keyed queries,

composite key queries, key
range queries

S

—

~__Key History Index
tracking history of a key

—— e

gBlock Index
blockHash — SegNo + offset
blockNum — SegNo + offset
txid — SagNo + offset

¥ ‘/

Level DB




Endorser E1 Endorser E3
Blockchain Storage Simulates TX D Simulates TX

EEEEEN
Ledger

Comm “eer Committer
~plies changes Applies changes

Keys L= ¥3 —4— Keys [ < 83

Fabric SDK Endorser ' | Endorser E4 Fabric SDK
Simulates T". Simulates TX D
‘
! ol Ledger O

N - Committer Committer

Applies changes Applies changes
Peer container Peer container

A ] Endorsement Policy

Smart Contracts

B BB Ledger/Wold State

§ o

BACKEND APl\
USER (CLIENT SDK) .18
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Ao ] Endorsement Policy

Smart Contracts
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BACKEND API

USER (cLENT 30K

|
Gossip| protocol

Ao ] Endorsement Policy

Smart Contracts

BEE Ledger/Wold State

BACKEND API
USER {CLENT 30




Endorsement Policy
Smart Contracts

B B8 Ledger/Wold State

o
[ J = _ P
' --
BACKEND API
USER (CLIENT SDK)

Pre-assembled | Managed service ‘ Production-ready | Public or private cloud

REST

REST APIs Adn‘1m|strat|o‘n
Dynamic Configuration,
Monitoring and Troubleshooting

On Premises
Blockchain Nodes & Containers I Data Services
Peer Nodes, Smart Contract Containers, Object Store CS
Public Cloud/BMCS Membership Services, Ordering Service, REST Proxy NosQL DB Cs Cloud@Customer
163,985, BS Cloud Machines

A A
Infrastructure and Paa$ Services .‘;O° o X
5
Application Container CS (Managed Docker Containers), Identity CS (identity and key mgmt), ' »

Event Hub CS (Kafka service), Management Service | [ ',_ 1
e
Bl il

for Integrations




ba
1

@00

@)
BACKENB API
(REST APY)

Managed Paa$S

Distributed Ledger

(A [

Smart Contract

to
1

Membership Services

Peer Nodes

Blockchain Admin Console

.@.. ﬁ

REST Proxy (Gateway)

BACKEND API
RESTAP)

-

Ordering Services

&

Event Hub CS




Build
Containers

o~

Peer Node

/'

Orderer Node

——

ORACLE’ Autonomous Blockchain Cloud Service Console

a admin@acmeservices.com ¥

AcmeServices rounden Samples
Dashboard ~ Network ~ Nodes  Channels  Chaincodes
Nodes Summary As of Sun, 30 Sep 2018 12:12:47 oMT G A%
Nodes Peers Orderer CA REST Proxy Remote Peers
Filter by Node Name...  Filter by MSP ID... Status: All v Type All Add Node Export/import Peers.
Name @ Route Type MSP ID Status
AcmeServicesconsole nttps:/i192.168.99.101:7101 Console AcmeServices e up e
peer0.acmebcs oraclecloud.com grpcs /192 168.99.101:10000 Peer(Member) AcmeServices ® up =
peert.acmebcs oraclecloud.com grpes:192.168.99.101:10003 Peer(Member) AcmeServices ® up =
peer2.acmebcs.oraclecloud.com Qgrpcs:/192.168.99.101:10006 Peer(Member) AcmeServices ® up =
orderer.acmebcs.oraclecloud.com grpcs:/192.168.99.101:7000 Orderer AcmeServices ® up =
fabricca0 acmebcs oraclecloud com https: /1192 168 99.101:32768 CA AcmeServices ® up =
Configure x
B * - *
REST Proxy Name Proposal Wait Time (ms) Transaction Wait Time (ms)
gateway0.acmebcs.oraclecloud.com 60,000 30,000 A
Channel 0 Chaincode 0 Endorsing Peers 0

insurancechain

¥  insurancechain

peerl.acmebes.oraclecloud.com X

peerl.acmebes.oraclecloud.com % =

peerZ.acmebcs.oraclecloud.com *




Chapter 11: Setting Up Your Permissioned Blockchain
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a Signin ) Contact % Chat &3 English « m m
. ™ 219 g
ORACLE cloud o
Applications ~ Platform +~ Infrastructure ~ Resources v Q

Get Started with Oracle Cloud for Free

Up to 3,500 free hours

USD300 Free Credits* available in select

countries and valid for up to 30 days
Build production-ready workloads by using a variety of cloud services including databases,
compute, containers, loT, big data, API management, integration, chatbots, and many more




° Account Details

* Account Type ® CompanyUse ' Personal Use * Country/Territory = United States A

* Cloud Account Name = acmeinsurance 0 * Address 105 Delancey 5t

Pick a recognizable name, such as your company,
for use in account URLs.

httpsy//myservices- acmeinsurance

.console.oraclecloud.com * City New York
* .
Company Name Acme Insurance Broking Services (V] .
State New York o
* Default Data Region North America v

* Zip/Postal Code 10002

For best performance, pick a region closest to
your users. See Data Regions for service
availability.

* Email Address info@acmeinsurance.com a
* -
First Name Pater

* Last Name  Smith

° Verification Code

* Country Calling Code United States (1) v
* Mobile Number 1 * Verification Code | Enter code Verify

This verification code will be sent in a text message to your mobile phone. Standard text messaging rates apply. Qracle may also contact you at this phone
number if there are questions about your account. If you already have a verification code, then you may enter it and click the Verify button.

MNeed help? Chat

o Credit Card Details

You won't be charged unless you elect to upgrade the account. You may see a small, temporary charge on your payment method. This is a verification hold
that will be removed automatically. See the FAQ for more information.

You'll be redirected automatically to another screen to enter your payment method details. Oracle uses CyberSource, a secure third-party payment
processor, for payment processing. See the CyberSource privacy statement for the terms applicable to the data collected,




Create Instance

Select the Cloud Service you want to start.

Featured Services  All Services

Application Development

Autonomous Blockchain
Subscription Id: 17814564

Create

blockchain

(%5 Autonomous Blockchain Cloud Service

Instances  Activity

Instances

You don't have any instances. After meeting the prerequisites, use this button to
create an instance.

Need help creating the instance?
- Watch a video

b Instance Create and Delete History

QuickStarts  Welcome!

As of Aug 2, 2018 65833 PMUTC 3

Create Insﬁnce

Autonomous Blockchain Cloud Service

Cancel ®
Details  Confirm
Customize your instance by selecting from the options below.
Service Details @ Choose Service Options
* Name | acmencs Py Create a new Network (]
Peers
Description  Blockchain instance of Acme Sen @
Nofification Email  admin@acmeservices.com [7]
Tags blockechain = + [
Select Region
Region  eu-frankfurt-1 @

Availability Domain ENvN:EU-FRANKFURT-1-AD- ¥

2]

Next )

2




ORACL €’ Autonomous Blockchain Cloud Service Cansole

AcmeServices founcen Samples
Dashboard MNetwork Nodes Channels Chaincodes
ORACLE" Autonomous Blockchain Cloud Service Console O onrmmmEsEm |
AcmeServices Founcen Samples
Dashboard  Network  Nodes  Channels  Ghaincodes
Summary As of Wed, 27 Jun 2018 153653 GMT Q& A
1 3 1 0] 0
Ghannel Peers Orderer Chaincode Participating Organization
Production mode
Health Custom v By Wed 27 Jun 2018 16:18:53 GMT
Ghannel Activity Peer Activity
° NndsZHunmng Blocks 1 Endorsements 0
100%
o 0 User Transactions 0 Commits 0
Running
® Nodes Stopped
Top channels by user transactions Top peers Commits
Up since Wed, 27 Jun 2018 07:36:53 GMT No channel activity Nopeer actiity
Last hour < I 2018 N
une
Last day 1 0
Last week Orderer Chaincode 5 M T w T F 5
Last month 1 2
Custom
3 4 5 6 7 8 9
Custom v
M0 11 12 13 14 15 16
Start Time 06/24/18 12:00 AM B GMT 17 18 19 20 21 22 23
End Time 06/27/18 04:40 PM B GMT 1 24 25 e 27028 29 30
Apply 0 Today
(® 04:42 PM Done Cancel




AcmeServices rounden

Dashboard Network Nodes Channels Chaincodes

Network Summary As of Thu, 28 Jun 2018 15:56:16GMT G 2%

0

Participating Organization

Filter by Organization ID... Role: All v = 5_‘2 Add Organizations Ordering Service Settings
Organization 1D o Role MSP ID
AcmeServices Founder AomeServices =
Filter by Organization ID... Role: Al = f@f;

This diagram shows network’s structure and the relationships between organizations and nodes. Hover over an organization or node for more

information about it.

® Organization @ Peer @ Orderer CA




AcmeServices Founden

Nodes Summary

7 3

Dashboard Network Nodes Channels Chaincodes

1

As of Sun, 01 Jul 2018 DB:47-20GMT (& ;‘

1

0

peers are using it.

— AcmeServices-

AcmeServicas-

— pemeServices-peerl.acmebcs.oraclecloud.com

peert.acmebes.oraclecloud.com

peer2.acmebcs.oraclecloud.com

acmeservicesorderer

Nodes Peers Orderer CA REST Proxy Remote Peer
Filter by Node Name...  Filter by MSP ID... Status: All ¥  Type All v B Elf,' Add Node Export/lmport Peers
Name @ Route Type MSP ID Status
AcmeServicesconsole https://192.168.99.101:7101 Console AcmeServices ® up =
peerl.acmebes oraclecloud.com grpes://182.168.99.101:10000 Peer(Member) AcmeServices ® up =
peeri_acmebes oraclecloud.com grpes://182.168.95.101-10003 Peer(Member) AcmeServices ® up =
peer2_acmebes oraclecloud.com grpes://182.168.99.101:10006 Peer(Member) AcmeServices ® up =
orderer.acmebcs oraclecloud.com grpes://182.168.95.101:7000 Orderer AcmeServices ® up =
fabriccal.acmebos oraclecloud com https://192.168.98.101:32771 CA AcmeServices ® up =
gateway0.acmebcs oraclecloud.com https://192.168.99.101:7100 REST Proxy AcmeServices ® up =
® up = ® up = ® up = ® up =
Stop Stop Stop Stop
Restart Restart Restart Restart
Join New Channels Edit Configuration Edit Configuration Edit Configuration
Edit Configuration Clone
Remove Remove
Filter by Node Name...  Filter by MSP ID... Status: All Type: All = fﬁ

This diagram shows the relationships between peers and channels. Hover over a peer node to see which channels it's using, or hover over a channel to see which




peerD.anmebcs.nraclec\oud.c% grpes://192.168.99.101:10000 Peer(Member) AcmeServices ® up

Nodes > peer0.acmebes.oraclecloud.com

| Health @ Health Summary Asof Sun, 01 Jul 2018 09:56:52 GMT G
Channels 0
Chaincodes @ - '
Logs @

2% 1%

W Busy Idle W Used: 404MiB Free: 7.755GiB
CPU Utilization Memory Utilization
No data to display No data to display
B Success:0 M Failure: 0 W Success:0 M Failure: 0
User Transactions User Transactions
Endorsed Committed

AcmeServices Foundern

Dashboard Network Nodes Channels Chaincodes

Channels Summary AsofSun, 01 Jul 2018 10:4003CMT QA

1

Channel

Fifter by Channel Name... Fifter by Created by... Create a New Channel

Channel Name e Instantiated Chaincodes Peers Created by

acmeservicesorderer 0 3 AcmeServices




Filtar by Channel Name...

Channel Name 0

acmeservicesorderer

Filter by Created by...

Instantiated Chaincodes Peers

Greale a New Channel

Created by

AcmeServices

Add Organizations to Channel

Ll

Update Ordering Service Settings

Join Peers to Channel

Channels = acmeservicesorderer

Ledger @
Instantiated Chaincodes
Peers

Organizations

-

Ledger Summary

Block
All v
Block # Time Type
Mo data to display.
Page 1 of 1 |I|
Transactions
TxID Time Chaincode
MNo data to display.

AsofSun, 01 Jul 2018 10:54:31GMT G a‘

User Transaction

User Transactions

Page Size 5 v

Status

AcmeServices Founder

Samples

Dashboard Network MNodes

Chaincodes Summary

Fifter by Chaincode ID...

Chaincode ID 9 Versions

Mo data to display.

Channels Chaincodes

0

Chaincode Installed

Chaincode Path Installed on Peers

Asof Sun, 01 Jul 2018 11:30:33GMT & x‘

Deploy a New Chaincode

Instantiated on Channels




AcmeServices Founder

Chaincode Samples

Use chaincode samples to help you learn how to implement and manage the network's chaincodes.

O Marbles

», Description: Create marbles where each marble has a color and size attribute.  Link: Marbles.go

O o Assign a marble to an owner and enable operations to query status and trade

marbles between owners by name or color.

Installed on peers: 0 Instantiated on channels: 0
| Install | | Instantiate | | Inveke
ORACLE" Autonomous Blockchain Cloud Service Console &  admin@emergencyservices.com ¥

EmergencyServices

Dashboard Network Nodes Channels Chaincodes

Summary AsofSun, 01 Jui2018 131011 GMT G A%

2 0 0

Peers Channels Chaincodes

®

Start Export Certificates mport Orderer Settings Complete
To join a BCS network, needs to export self organizatior's certificates and import the corresponding
orderer settings which are obtained from founder organization.




EmergencyServices

Dashboard Network Nodes Channels Chaincodes

Network Summary

Participating Organization

As 0f Mon, 02 Jul 2018 D3:29:05 GMT G a‘

Filter by Organization ID... Role: All v = C'f,' Import Orderer Settings
Organization ID o Role M5SP ID
EmergencyServices Participant EmergencyServices =
= Export Certificates @
Export Orderer Settings
» Export Admin Credential
= Export Client Certificates
'7 AXAlnsurance_certificatesjson Date modified: 2-7-2018 13:19
Type: 150N File Size: 2,66 KB
je Allsecurlnsurance_certificates.json Date modified: 2-7-2018 1319
Type: JSON File Size: 2,67 KB
j; Autolease_certificates,json Date modified: 2-7-2018 1318
Type: JSON File Size: 2,66 KB
‘]a EmergencyServices_certificatesjson Date modified: 2-7-201813:17
Type: JSON File Size: 2,66 KB
Filter by Node Name... = Fifter by MSP (D... Status: All v  Type: All = Ef,' Add Node Export/Import Peers
Export @
Name 9 Route Type MSP ID
Import
Autol easeconsole https://192.168.20.3:7301 Conzole Autolease ® up =
peerl.alebes oraclecloud.com grpes://192.1658.20.3:10015 Peer(Member) Autolease ® up =
peer1_alebos oraclecloud.com grpes://192.168.20.3:10018 Peer(Member) AutolLease ® up =
fabriccal.alebes oraclecloud com https://192.168.20.3:32774 CA AutoLease ® up =
gateway0 alebes oraclecloud.com https://192.168.20.3:7300 REST Proxy Autol ease ® up =




Export Nodes

Select the peer nodes that you want to export. Exporting peer nodes creates a
JSON file that contains the nodes’ information.

Peer List @
peer(.alebes.oraclecloud.com X

peeri.alebes.oraclecloud.com

?] Allsecurlnsurance-exportNodesToRemote.json Date modified: 4-7-2018 18:32
8 Type: JSON File Size: 1,32 KB
?‘ AXAlnsurance-exportNodesToRemote. json Date modified: 4-7-2018 18:31
8 Type: JSON File Size: 1,31 KB
n EmergencyServices-exportNodesToRemote,json Date modified: 4-7-2018 18:30
-8 Type: JSON File Sizer 1,71 KB
n Autolease-exportNodesToRemote json Date modified: 4-7-2018 18:10
= F Type: JSON File Size: 1,70 KB
L
Organization ID @ Role MSP D
AcmeServices Founder AcmeServices =

Add Organizations

Find and upload certificates for the members you want to add to the network. Each member
must export certificates for their instance and give the certificate file to the network founder for
upload. You can upload multiple certificates at the same time.

Provide Organization Certificate:

A EmergencySer..tesjson EmergencyServices

) Autolease_ce..tesjson Autolease = q}




4

Participating Organizations

Filter by Organization [D... Role: All v E :1%'
Organization |ID 0 FRole M3SP ID

AcmeServices Founder AcmeServices =
AutolLease Participant AutolLease =
Allsecurlnsurance Participant Allsecurlnsurance =
AXAlnsurance Participant AXAlnsurance =
EmergencyServices Participant EmergencyServices =

Filter by Organization [D...

E <

This diagram shows network’s structure and the relationships between organizations and nodes. Hover over an organization or node for more information about it.

® Organization @ Peer @ Crderer CA

Filtar by Node Name...  Filter by MSP ID... Status: All ¥  Type: All - B Ef,' Add Node Export/Import Peers
Export
Name @ Route Type MSP ID
Import @
AcmeServicesconsole https://192.168.99.101:7101 Conzole AcmeServices ® up =

peerl.acmebcs oraclecloud.com grpes:/1192.168.99.101:10000 Peer(Member) AcmeServices ® up




Import Remote Nodes

Import peer nodes from another organization. Locate and upload the JSON file
that contains the nodes' information.

Provide remote nodes configurations:

X Autolease-ex...otejson

st EmergencySer..otejson =

2 AXAlnsurance..otejson

13 3 1

Nodes Peers Orderer

1 6

REST Proxy Remote Peers

£ —t

Filter by Node Name... | Filter by MSP ID... Status: All v  Type:Remote Peer v = & Add Node Export/Import Peers

Name @ Route Type MSP D Status

peerl.alebes oraclecloud.com grpes://192.168.20.3:10015 Remote Peer Autolease ® N/A =
peerl.alebes oraclecloud.com grpes://192.168.20.3:10018 Remote Peer AutolLease ® N/A =
peerl.ersbes oraclecloud.com grpes://192.168.56.150:10009 Remote Peer EmergencyServices ® N/A =
peer!.ersbes oraclecloud.com grpes://192.168.56.150:10012 Remote Peer EmergencyServices ® N/A =
peerl.axabes orackecloud.com grpes://192.168.151.3:10024 Remote Peer AXAlnsurance ® N/A =
peerl.acsbes oraclecloud.com grpes://192.168.151.3:10021 Remote Peer Allsecurlnsurance ® N/A =

Filter by Organization ID... Role: All E r.':'l_':c'

This diagram shows network’s structure and the relationships between organizations and nodes. Hover over an organization or node for more information about it.

® Organization @ Peer @ Orderer CA




Organization 1D 0 Role MSP ID

AcmeServices Founder AcmeServices =

» Export Certificates
AutoLeasze Participant AutolLeaze

» Export Orderer Settings @
Allsecurlnsurance Participant Allsecurlnsurance

» Export Admin Credential
AXAlnsurance Participant AXAlnsurance . .

»  Export Client Certificates
EmergencyServices Participant EmergencyServices =

1

Participating Organization

Filter by Organization D... Role: All v = @3 Import Orderer Settings
s
Organization 1D o Role MSP 1D
Allsecurlnsurance Participant Allsecurlnsurance =

Orderer settings

Provide an Orderer Settings JSON file which contains the mspid, orderer address and tlscacerts of an
BCS organization.

Provide New Orderer Settings JSON File:

X oacm eServices_orderer_settingsjson

Current Orderer Addresses

192.168.99.101:7000




AllsecurlnSurance aripant of AsmeServicss)

Dashboard Network Nodes Channels Chaincodes

Summary a

1 0 0

Peers Channels Chaincodes
Health Last day v From Sat 07 Jul 2018 16:55:58 GMT fo Sun, 08 Jul 2018 16:55:58 GMT
4 Channel Activity Peer Activity
® MNodes
o i Blocks 0 Endorsements 0
1 00 A) 0 User Transactions 0 Commits 0
Running
® MNodes
Stopped Top ch Is by user tr te Top peers Commits
Up since Sun, 08 Jul 2018 0B:54:57 GMT o .
No channel activity No peer acfivity

1

Channel

Filter by Channel Name... Filter by Created by... Greate a New Channel
L

Channel Name e Instantiated Chaincodes Peers Created by

acmeservicesorderer 0 3

AcmeServices




Create a New Channel

Specify the new channel's name and which peers can join the channel.
Channel Name * @

insurancechain

Organizations

MSP ID

ACLO

Autolease () ReaderOnly ReaderWritsr

Allsecurinsurance ) ReaderOnly ® ReaderWriter

AcmeServices ® ReaderOnly ) ReaderWriter

AXAlnsurance () ReaderOnly (@ ReaderWriter

EmergencyServices ) ReaderOnly Reader\Writer

Peers to Join Channel @

peerQ.acmebes.oraclecloud.com X

peert.acmebes.oraclecloud.com

peer2.acmebces.oraclecloud.com

Fifter by Channel Name...

Channel Narme o
acmeservicesorderer

insurancechain

Fifter by Created by...
Instantiated Chaincodes Peers
a 3
u} 3

a New Channel

Created by
AcmeServices

AcmeServices

Add Organizations to Channel
Update Ordering Service Settings

Join Peers to Channel

Ghannels = insurancechain v

Ledger @
Instantiated Chaincodes
Peers

Organizations

Organizations

Fifter by Organization Name...

Organization 1D

As of Sun, 08 Jul 2018 19:00:26 GMT Q

Policy
AcmeServices readerOnly
Allsecurlnsurance reader\Writer
Autolease readerWriter
EmergencyServices readerWriter

AXAlnsurance

readerWriter

X
b |




Filter by Node Name... | Filter by M5P [D... Status: All v  Type: All v = fa:,' Add Node Export/lmport Peers

Name @ Route Type MSP ID Status

AXAlnsuranceconsole https://182.168.151.3:7501 Console AXAlnsurance ® up =
peerl.axabcs oraclecloud.com grpes://192.168.151.3:10024 Peer(Member) AXAlnsurance ® up =
fabriccal axabcs oraclecloud.com https://152 168.151 .3:32778 CA AXAlnsurance ® up =

Nodes > peer0.axabcs.oraclecloud.com

Health @

Channel Summary As ofMon, 09 Jul 2018 15:55:49GMT (& ®y
Channels @
Fifter by Channel Name... Join New Channels
Chaincodes @
N
Logs @ ame

Mo data to display.

Join New Channels

Specify the name of the channel that you want to join.

Channel Name @

insurancechain

Success Error

Channel joined successfully! peerQ.axabes.oraclecloud.com failed to join the channel due to Error:

Invalid results returned :NOT_FOUND.

MNodes = peer0.axabcs.oraclecloud.com

Health @

Channel Summary Q A
Channels @
Filter by Channel Name... Join New Channels
Chaincodes @
N
Logs @ ame

insurancechain




peer0.alebes oraclecloud.com Peer(Member) AutolLease ® up =
Stop
peerl.alebes oraclecloud.com Peer(Member) AutoLease
Restart
fabriccal.alebes . oraclecloud.com CA AutolLease
Join Mew Channels
gatewayl.alebcs oraclecloud.com REST Proxy AutoLease @
Edit Configuration

Autol ease (Participant of AcmeServices) Samples

Dashboard Network Nodes Channels Chaincodes

Channels Summary (S

Filter by Channel Name... Filter by Created by... Create a New Channel

Ghannel Name @ Instantiated Chaincodes Peers Created by

insurancechain 0 2 AcmeServices

Channels = insurancechain ~

Ledger @ Peers Summary AsofMon, 09 Jul 2018 18:22:22GMT (& ™y

Instantiated Chaincodes

Peers L

L Peer D Set As Anchor Peer
Organizations

peerD.alebos oraclecloud.com o

peerl.alebos oraclecloud.com o




Channels > insurancechain v
Ledger @ Ledger Summary AsofMon, 09 Jul 2018 19:19:37 GMT & %y
Instantiated Chaincodes
All v
Peers
L Block # Time Type User Transactions
QOrganizations
5 Mon, 09 Jul 2018 19:00:25 GMT config 0 =
4 Mon, 09 Jul 2018 19:00:02 GMT config 0
3 Mon, 09 Jul 2018 18:59:47 GMT config 0
2 Mon, 09 Jul 2018 18:559:25 GMT config D
1 Mon, 09 Jul 2018 18:16:03 GMT config 0 -
Page 1 of2 2 » A PageSize 5 v

Autonomous Blockchain Cloud Service

Cancel ® Next
Details  Confirm

Customize your instance by selecting from the options below.

Service Details @ Choose Service Options

Create a new Network
" MName  acmebcs %] CA ]

Peers 2 @
Description  Blockchain instance of Acme Sen @

Nofification Email  admin@acmeservices.com [7]

Tags blockchain

4
[}

Select Region

Region  eu-frankfurt-1 @

Availability Domain ENvMN.EU-FRANKFURT-1-AD- ¥ @




Chapter 12: Designing and Developing Your First Smart
Contract

M
Th U -] > 6
<« ] H .
Insurer Payments
Insurance . e mmmee o >
A . ,
1 |
] »~
), [ — |
1
. . : Police :
Vehicle X !
] |
=TIl :
) gopd < N |
Driver Smart A " |
uto Lease .
1 Contract Company A\ 4
I
| A .
D e e e e >
Vehicle Repair Shop

insurancechain
oase objects

<=A558t==
Vehicle

+ registrationld: String

+ licencePlate: String

+ dateFirstAdmission: Date
+ dateAscription: Date

+ owner. Registrant

+ make: Sfring

+ model: String

- color: String

- maxMass: Infeger

+ maxSeating: Integer

<<Enum==
EntityType
value1 = INDIVIDUAL

value2 = CORPORATION
value3 = LEASER

==Participant==
Registrant

+ identificationNumber: String
+ legalEntity: Entity Type:Enum
+ name: String

- initials: String

+ addressLine1: String

+ addresslLine2: String

- addressLine3: String

==Participant==
Insurer

+ fradeMame: String

+ addressLine1: String

+ addressLine2: String

- addressLine3: String

+ gignature: Base645String

==Participant==
Emergency Services

+ tradeMame: String

+ addressLine1: String
+ addressLine2: String
- addressLine3: String
+ longitude: Long

+ |atitude: Long

- phone: String

==Participant==

Repairshop

+ fradeMame: String

+ addressLine1: String
+ addressLine2: String
- addressLine3: String
- phone: String

- email: String




insurancechain
accident objects

==Transaction== ’ ==Assef== \‘a ==Concept==
ReportAccident AccidentReport Location

+location: Location | + accidentld: String :'""’ + longitude: Long *":
- pccuredAt: DateTime + pccuredAt: DateTime i + latitude: Long i
- vehicleReqgistrationMum: String + siatus: AccidentStatus:Enum i - description: String !
® . location: Locaion 0 [T !
+ reportAccident(accident): function i |- accidentDescription: String Feeee. ==Concept>> i
i |-involvedGoods: Goods T Goods '
«=Transaction== { |-respondingERS: EmergencyServices,; 4 i
UpdateReport | * vehicles: Vehicle]] i
i - I
+ accidentld: String " T |
+respondingERSId: String o T I o 0..* !
- accidentDescription: String & i
- involvedGoods: Goods = |
+ updateRepori(report): function AccidentStatus 1 1.4.: i
h 4 i
<<Event=> value! = NEW ] i ) |
i value? = RESPONDING ==Participant== “<Asset> !
NewAccidentEvent value3 = RESOLVED Emergency Services Vehicle !
+ accidentld: String 'y !
+ location: Location S R E ;

==Eyent==
ReportUpdatekvent | » Uses Concept (inner class)
+ accidentld: String — Relationship
+ reason: String » Reference

insurancechain
wehiclerepair objects

{ v
==Transaction== ==Asset=> 1 ot ==Concept==
RequestQuote QuoteRequest 0 =_r Ac:i;i?]ilﬁ;;o it Estimate
+ accidentReportld; String T requestid: String + type: EstimateType:Enum
+ insurancePolicyld: String i |+ accidentReport: AccideniReport + description: String
+ damageDescription: String | { | + vehiclelnsurance: InsurancePolicy 0. == Assel=> - costOfParts: Double
i |+ damageDescription: String " 1 InsurancePolicy ; - costOfLabor: Double
+ requestQuote(req): function | | - costOfRefinish: Double
i ‘1‘ o A : + totalCost: Double
==Transaction==
OfferQuote :
: =z Assef== L i 4
+ quoteReguestld: String RepairQuote _E HRF'a_rr._c_gﬁnr» ==Enum==
+ repairShopld: String 0 :J epairshop EstimateType
+ estimates: Estimate]] ¢ i+ guoteld: String A : w
+ tax: Double ¢ i |+ guoteRequest: QuoteRequest -
i i|+ estimator RepairShop rpTm—— : \.ra:ue‘jz - EEEEL.RCE
+ offerQuote(quote): function | : |+ estimates: Estimate]] ; valued =
i i |+ totalParts: Double
¢ i |+ fotalLabor. Double
==Fyents= i t|+totalRefinish: Double i p—
RequestForQouteEvent |[.0 i |+ tax Double ; ==Event==
a ra + total: Double | NewQouteOfferEvent
+ requestld: string i o
+ yehicleMake: String +requestid: string | .. » Uses Concept (inner class)

+ quoteld: String .
+ totalEstimate: Double > Relationship

................. » Reference

+ vehicleModel: String
+ damageDescription: String




insurancechain
insurance objects

+ defendentPolicyld: String
+ costOfRepair: Double

value3 = DECLINED
value4 = RESOLVED

k. J
==Transaction== ==Asser=> <<Partici ==Assef->
SendClaim InsurancePolicy 1> ‘E:;gﬁ:ﬁi» InsuranceClaim
+ accidentReportld. String + policyld: String + claimld: String
+ claimantPolicyld: String + authorisedBy: String + dateOfClaim: Date
+ defendentPolicyld: String + validFrom: Date H0..1 <<Particinant== + siatus: ClaimStatus:Enum
+ repairCuoteld: String +validTo: Date 1—»| Ir.isil.'rer- + accidentReport: AccideniReport
- — - + registeredVvehicle: Vehicle xJ . |+ claimant: InsurancePolicy
+ sendClaim(claim): function + countryCode: String 0. 0.7 + defendent: InsurancePolicy
| + insurerCode: String + costOfRepair: RepairQuote
e Troreo e + policyNumber: Integer o
nl.ran..gcflu_on- ’ +vehicleCategory: String Accqijjiinstg;:ort re—1
ssuebolicy + vehicleMake: String P 1
) ) + coverage: Strin ]
+ newPolicy: InsurancePolicy . polic«,-Hgolder: Rggistrant
+ issuePolicy(policy): function | |* iSSuedBy: Insurer <<asset> | 4
T RepairQuote
0 1 paird A
2 } A :
| :
<=Event=> <=Enums== 4
NewClaimEvent ClaimStatus o $
+ claimld: string valued = NEW .
+ claimaintPolicyld: String value? = ACCEFTED ‘;;;Eh?;:’ ————————— » Uses Concept (inner class)

—» Relationship
» Reference
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Chapter 13: Deploying and Testing Your First Smart Contract

insurancech insurancech:
op ain ain.zip

Documents

Name

insurancechain.go

insurancechain.zip

[ /insurancechain/

4  Size Modified

43,3kB

Type
Go source c... 18 augustus 2018,...

AcmeServices Founden

Dashboard Netwaork Nodes Channels Chaincodes

Chaincodes Summary

Filter by Chaincode ID...

Chaincode ID e Versions Chaincode Path

MNo data to display.

0

Chaincode Installed

Deploy a New Chaincode

Installed on Peers Instantiated on Channels

Deploy Chaincode

Select How to Deploy

=
o Quick Dep...

@ Advanced
.

one step deployment of a new
chaincode with default options.
Chaincode is installed, instantiated
and enabled in REST proxy.

Step-by-step deployment of a new
chaincode for full fexibility.
Chaincode is installed, instantiated
and enabled in REST proxy.




Deploy Chaincode (Advanced)

B Step 1 of 3:

—1 Install a new chaincode on peers.
m Install

Chaincode is installed on target peers.

Chaincode Name * @

insurancechain

Version * @

vl

Target Peers *Q
peerl.acmebcs.oraclecloud.com X
peerl.acmebcs.oraclecloud.com X
peerd.acmebcs.oraclecloud.com X

Chaincode Source @

Kinsu rancechain.zip

Deploy Chaincode (Advanced)

@ success!

Chaincode installed successfully
‘Yfou may now continue to instantiate the chaincode to the channel and
enable it in REST proxy.

This step is optional at this time.
You may complete this now or

B Step 2 of 3:
-

= =Instantiate at a later time.

Specify the information required to instantiate the chaincode to the channel
and on the peers you specify. After you instantiate the chaincode, the
specified peers can deploy and use the chaincode for transactions.

Filter by Chaincode ID...

Chaincode ID @ Versions Chaincode Path Installed on Peers Instantiated on Channels
4 insurancechain 1
vl insurancechain.v1/insurancechain

(&
(=]
_ul

Instantiate




Dashboard Network Nodes Channels Chaincodes

Chaincodes = insurancechain > w1

Installed on Peers Installed Peers Summary Q "

Instantiated on Channels
Peer ID

peer0.acmebcs.oraclecloud.com
peeri.acmebcs.oraclecloud.com

peer2.acmebcs.oraclecloud.com

Chaincodes = insurancechain = w1

Installed on Peers Instantiated Channels Summary (SO

Instantiate on a New Channel

Instantiated on Channels

Channel Name

Mo data to display.

4 Endorsement Policy @

Add Identity
Index MSPID Role
1 AutolLease v Iember v )
2 EmergencyServices v IMember v
3 Allsecurinsurance v IMember v .
Policy Expression Mode (@ Basic () Advanced

Signed by 3 v A of 5 Organizations above




Chaincodes > insurancechain > w1

Installed on Peers Instantiated Channels Summar‘y As of Mon, 20 Aug 2018 083334 amT & A

Instantiated on Channels

1

Channel
Channel Name
insurancechain =
Channels = insurancechain ~
Ledger @ Ledger Summary As of Mon, 20 Aug 2018 09:07:27 aMT Q& ™y
Instantiated Chaincodes
Last day v
Peers
L Block # Time Type User Transactions
Organizations
6 IMon, 20 Aug 2018 08:27:43 GMT data (sys) 0
Page 1  of1 Page Size 5 v
Transactions
TxID Time Chaincode Status
» 3bafedbed1dbd5chb43b867a914cfaf6i2edd84edeleadb480a646454dbd829ba Mon, 20 Aug 2018 08:27:43 GMT Iscc Success
4 3bafédbed1dbd5ch43b867a914cfafbi2zedd8dedelead6480a646454dbd829ba Mon, 20 Aug 2018 08:27:43 GMT Iscc Success
Function name: deploy
Arguments: ["insurancechain” {"chaincode_spec":{"type""GOLANG","chaincode_id"

{"path™:"" "name""insurancechain", "version":"v1"}, "input"{"args":

["init']}, "timeout™0},"exec_env":"DOCKER" "effective_date""™} {"version":0,"policy":{"Type"-"n_out_of" "n_out_of":

{"N" 3 "policies" [["Type""signed_by" "signed_by"0} {"Type":"signed_by" "signed_by": 1} {"Type""signed_by" "signed_by":2},
{"Type""signed_by" "signed_by"3}.{"Type""signed_by","signed_by"4}]}},"identities":
[{"principal_classification"-0,"msp_identifier":"AcmeServices”,"Role""MEMBER'],
{"principal_classification™0,"msp_identifier""AutoLease” "Role""MEMBER"},
{"principal_classification™0,"msp_identifier""EmergencyServices” "Role""MEMBER'",

{"principal_classification™0, "msp_identifier""Allsecurinsurance”,"Role""MEMBER'},
{"principal_classification™0,"msp_identifier""AXAlnsurance","Role":"MEMBER"}]}]

Validation Results: VALID
Response: 200
Initiator: AcmeServices: Admin@acmebcs. oraclecloud.com

Endarsor: AcmeServices” neer) acmehes oracleclond com AcmeSenvices neerl acmehes oracleclond com AcmeSenvices neer? acmet




Chaincode ID @

4 insurancechain

Versions Chaincode Path Installed on Peers Instantiated on Channels

Upgrade
v1 insurancechain.v1/insurancechain 3 1

Enable in REST Proxy

Upgrade Chaincode

@l Steplof2: Select an existing version or install a
mmm  Select a version  new version.

Specify the chaincode version to upgrade to and instantiate on the channel.

Chaincode Name

insurancechain

Version Source @

Select from existing versions ® Install a new version

- *
Version * @
v2

Chaincode 1D 9 Versions Chaincode Path Installed on Peers Instantiated on Channels
4 insurancechain 2
v insurancechain.v1/insurancechain 3 0
v2 insurancechain.v2/insurancechain 3 1
TxID Time Chaincode Status
4 431d1db5025e5dc6578638184c8173d66b9563af394bec1d20fc8099b0cofife Mon, 20 Aug 2018 10:53:18 GMT Iscc Success
Function name: upgrade

Arguments:

Validation Results:

Response:
Initiator:

Endorsar:

["insurancechain” {"chaincode_spec"{"type""GOLANG","chaincode_id"

{"path™:"" "name":"insurancechain","version":"v2"},"input":{"args":

["init"[}, "timeout": 0}, "exec_env":"DOCKER","effective_date":""}.{"version":0,"policy":{"Type":"n_out_of","n_out_of":
{"N"-3,"policies":[{'Type"-"signed_by", "signed_by":0}.{"Type""signed_by" "signed_by":1},
{"Type":"signed_by","signed_by":2}.{"Type":"signed_by" "signed_by"-3},{"Type":"signed_by" "signed_by":4}]}},"identities":
[{"principal_classification":0,"msp_identifier":"AcmeServices","Role":"MEMBER"},
{"principal_classification":0,"msp_identifier":"AutoLease","Role""MEMBER"},
{"principal_classification™:0,"msp_identifier":"EmergencyServices","Role":"MEMBER"},
{"principal_classification™:0,"msp_identifier":"Allsecurinsurance”,"Role":"MEMBER"},
{"principal_classification":0,"msp_identifier":"AXAlnsurance","Role":"MEMBER"}]}]

VALID
200
AcmeServices: Admin@acmebcs.oraclecloud.com

AcmeSenvices neerl) acmebes oracleclond com T




Ledger @ Instantiated Chaincodes Summary a "
Instantiated Chaincodes
Filter by Chaincode Name...
Peers
Organizations Chaincode Name Chaincode Version
insurancechain v2 =

Chaincode ID @ Versions Chaincode Path Installed on Peers Instantiated on Channels

4 insurancechain 1

v2 insurancechain.v2/insurancechain 2 1

Name @ Route Type MSP ID Status
AcmeServicesconsole https:/1192.168.99.101:7101 Console AcmeServices ® up = =
peer0.acmebcs oraclecloud.com grpcs//192.168.99.101:10000 Peer({Member) AcmeServices ® up =
peert.acmebcs.oraclecloud.com arpcs://192.168.99.101:10003 Peer{Member) AcmeServices ® up =
peerZ.acmebcs.oraclecloud.com grpcs:/192.166.99.101:10006 Peer{Member) AcmeServices ® up =
orderer.acmebcs.oraclecloud.com grpcs.//192.168.99.101:7000 Orderer AcmeServices ® up =
fabricca0.acmebcs. oraclecloud.com https://192.168.99.101:32768 CA AcmeServices ® up =
gateway0.acmebcs.oraclecloud.com nttps://192.168.99.101:7100 REST Proxy AcmeServices ® up =
peer0.alebcs.oraclecloud.com arpcs://192.168.20.3:10015 Remote Peer AutoLease ® N/A =

Channel 0 Chaincode 0 Endorsing Peers 9

L 4
insurancechain insurancechain peerO.acmebcs.oraclecloud.com * =

peerl.acmebcs.oraclecloud.com X .

peerZ.acmebcs.oraclecloud.com %

REST Proxy Name Proposal Wait Time (ms) * Transaction Wait Time (ms) *

gateway(.acmebcs.oracleclo 60,000 v A 30,000 v A




Filter by Chaincode ID... Deploy a New Chaincode

Chaincode ID @ Versions Chaincode Path Installed on Peers Instantiated on Channels
4 insurancechain 1 =
. . ) . Upgrade
v2 insurancechain.v2/insurancechain 2 1

Enable in REST Proxy

V)

Enable Chaincode in REST Proxy

Specify the information required to enable the chaincode in REST Proxy.
Chaincode Name @
insurancechain
REST Proxy * @
gateway0.alebes.oraclecloud.com
Channel * @

insurancechain

*
Endorse Peers * @

peer(.alebcs.oraclecloud.com ¥ = peerl.alebcs.oraclecloud.com %

IMPORT
Import a Postman Collection, Environment, data dump, curl command, or a RAML /

WADL/ Swagger(v1/v2)/ Runscope file.

Import File mport Folder mport From Link Paste Raw Text

Drop files here

Choose Files




Getversion of OBCS, X +

. Insurancechain
» Get version of OBCS API

Insurancechain v

%

TYPE

VARIABLE INITIAL VALUE CURRENT VALUE
GET ~ {H{AcmeProxyHos)
AcmeProxyHost https:/fxoo.blockchain.ocp.oradecloud.com:44  hups://DEC3B336CB08466191F4E2227E9F1
Authorization Headers 3/restproxyl 275.blockchain.ocp.oradecloud.com:443/re
stproxy|
Description Authorization @ Pre-request Scripts Tests ariables

This authorization method will be used for every request in this collection. You can override this by specifying one in the request.

Basic Auth

about authorization

The authorization header will be automatically

generated when you send the request. Learn more

0 Heads up! These parameters hold sensitive data. To keep this X
data secure while working in a collaborative environment, we
recornmend using variables. Learn more about variables

Usermame robert.van.molken@amis.nl

Password

Show Password

» Get version of OBCS API

GET ~

Authorization

Headers (1)

KEY

Ke
Body Cookies
Pretty Raw Preview
1.
2 "version": "vl1.8"

Pre-request Script

{{AcmeProxyHost}}/bcsgwirest/version

VALUE

Examples (0)

e m save ’
Tests Cookies Code
DESCRIPTION ##+ | BulkEdit Presets «
Status: 200 0K Time: 393 ms  Size: 150 B
r. Q Save Response




Acme Emergency AllSecur Autolease Usa Channel
Insurance Services Insurance Automotive Insurancechain
REST Proxy [ REST Proxy ] [ REST Proxy ] [ REST Proxy ]

REST Proxy ] [ Chaincode ]

clor | ! ! ! | |
" | i i i | |
Jinvocation ; : : : : ;
setuphssets ! H H \ 1 H
¥ g H H setupAssets | 1 H
i i return i i ﬂ
return - [ fm o mmmmmmmmmmmeoe oo - Fmmmmmmmmmmmmm e T
/invocation i i i i i i
reportAccident ! i
reportAccident -
return B S newAccidentevent { 4+ H
/query
readAccident
readAccident .
return e . accidentReport o ______1J
[ mm oo b e e T
Jinvocation !
updateReport (ERS) _ |
updateReport .
i return o | reportUpdateEvent i : ______]_|
[Cmmmmmmmmmmes ittt bttt - H H | |
: Jfinvocation ; ; ; : :
' updateReport (Cause) ! | | H H
' i\ updateReport ! : o
: return I : reportUpdateE\.rje_n_t___: ______ : ______________'H
<__ _____________________ [
Jinvocation
issuePaolicy -
issuePolicy
return I:|
=101 e
o RRE SRS L.._LLISI S ——— 1<
H
| 1




=

Acme Emergency AllSecur AutolLease USA Channel
Insurance Services Insurance Automotive Insurancechain
REST Proxy [ REST Proxy ] [ REST Proxy ] [ REST Proxy ] [ REST Proxy ] [ Chaincode ]
cior : : : : : :
: | | | | : :
. : Jfinvocation : : : ; ;
Y ! requestQuote ! ! o ! !
T T T * requestQuote ! !
i i i quote RequestE\.renti j|
1 return 1 1 [ttt it T
[Smmmmmmmmm s 1 rTTT T T H H
: /auery : : : : i
readQuoteRequest H H
readQuoteRequest_ |
“““r_e_ty_rp _________ R {__g_qqligf\g_qqg_sg___
Jinvocation
offerQuote
offerQuote
______r_e_ty_rp _________ R qup_a_l_r_Q_L_l(_)E(_EF_V_e_le___J
/auery
readRepairQuote
readRepairQuote
i i i repairQuote i
| return i A it
Akt [iaialaieialedntetedlntelietelelnteldeiel bt e yTTTTT T T H H
i Jinvocation i i i i i
| sendClaim | L . | | |
+ + > sendClaim ! H H
return ___P_e_l"}_c_l_a_l [l’l Ey_e_n_t_ ____________ .
B R ! i
| H
| H
| H
| H
| H
| H
| H
| H
| H
i 1




» Setup all required demo assets Examples(0)

POST ~ {{AcmeProxyHost}}/besgw/rest/vl/transaction/invocation Params m Save T

Cookies Code

Auth Body ® P
form-data x-www-form-urlencoded ® aw binary  JSON (applicationfjson) ¥
1= {
2 “channel”: “insurancechain”,
3 "chaincod "insurancechain®,
4 "method": "setupAssets"”,
5 "chaincodeVer": "w2",
[ "args": [1,
7 "proposalllaitTime": 50088,
8 "transactionWaitTime": 62008
9 [
Body Coo Status: 200 OK  Time: 2829 ms Size: 962 B
Pretty Raw Preview JSON = =i W Q Save Response
1-{
2 "returnCode": "Success",
3~ "result": {
4 "payload”: "[{\"$class\":\"base.Registrant\",\"assetId\":\" 988123764 WMBclassiti\"base.Registranty\”,\ " assetId\”
1\ "178632064\"},{\"$class\":\"base.EmergencyServices\",\"assetl NYPD 34th Precinct\"},{\"$class \"baze.Insurery”
»\"assetId\y™: 1secur Insurance\"},{\"$class\":\"base.Insurer\”,\"assetId\":\"AXA Insurance\"},{\"$class\":\"base
.RepairShop\ ssetId\":\"USA Automotive NYC\"},{\"$class\":\"base.RepairShop\”,\"ass \"USA Automotive IC\"}
s{\"$class\":\"base.Vehicle\",\"assetId\" :\"JNGNDB1S3GX1946594 "}, {\"$class\" : \"base.Vehicle\", \"assetId\"
t\"1HTZRE@BTIH586991\ "}, {\"$class\": \"insurance. InsurancePolicy\", \"assetId\": \"USA-AS284-1842919Y"}]",
5 "encode": "UTF-8"
6 I
7 "txdd": "bf26c3cc2e7575c1F1c833850e1eeed5365b430C36709a16099C27DT1F3CT7949"
8 [
TxID Time Chaincode Status

4 bf26c3cc2e7575c111CB35850e12e£d86804300367C9a16C90c2Th7113CT7949 Fri, 24 Aug 2018 10:55:32 GMT insurancechain Success

Function name: setupAssets
Arguments: N/A

Validation Results: VALID

Response: 200

Initiator: acmeservices: restproxy1

Endorser: autolease: peer0-1.acmeservices: peeri-1,emergencyservices: peer0-2




» Read Vehicle asset Examples (0) «

POST ~ {{ErsProxyHost}}/besgw/rest/vl /transaction/invocation Params m Save ~

ests Cookies Code

Authorization Headers (2) Body ® Pre-re

form-data x-www-form-urlencoded @ raw binary  JSON (application/jsen) ~

1-f

2 "channel": "insurancechain”,

3 "chaincode": "insurancechain”,

4 "method": "readAssetData",

5 "chaincodeVer": "w1",

[ "args": ["base.Vehicle", "INEND@153GX194659"],

7 "proposallaitTime": Seea,

3 "transactionWaitTime": 6080

9 ¥

Body Cookies Head Tes Status: 200 0K Time: 2504 ms Size: 609 B

Pretty Ra Previe JSON = 5 W Q Save Response

1~ {

2 "returnCode™: "Success",

gis2 "result": {

4 "payload": "{\"$class\":\"base.Vehicle\",\"registrationNumber\”:\"INENDO1S3GX194659\", \ "1icencePlate\" 1 \"WPD 9321\",\"dateFirstAdmission\"
1\ "2818-81-12T88:88:002\",\"datedscription\":\"2018-81-13T@0:88: BAZ\",\"owner\":\"base .Registrant#9881237645\",\ "make\" : \ "BMW\"
y\"model\":\"¥5 Estate 3.8i\",\"color\":\"Black\",\"maxMassi":2595,\ "maxSeatingh":5}",

5 "encode™: "UTF-8"

6 s

7 "txid": "952a5@eab784c81clbic49cd1552af9b38aa50358a48e761 700447 5deacaddb”

8 1

4 5ed44eb1d9e29ffed9bocT 1363792e9a6091832d35fceBabe16cf81d45dardbe Fri, 24 Aug 2018 14:55:09 GMT insurancechain Success

Function name: readAssetData
Arguments: ["base.Vehicle","JNEND01S3GX194659"]

Validation Results: VALID

Response: 200
Initiator: emergencyservices: restproxy1
Endorser: emergencyservices: peerl-1,acmeservices: peert-1,axainsurance: peerd-1

4 24415618995ecbe1001c49b21d43615622f07f9dd43e3111c86deefd3018218 Fri, 24 Aug 2018 16:47:20 GMT insurancechain Success

Function name: reportAccident

Arguments: ["'40.849496" "-73.936206","2018-08-24T17:39:20.3252" "JN6ND0153GX194659"]
Validation Results: VALID

Response: 200




» Read updated AccidentReport asset Examples (0) -

POST ~ {{ErsProxyHost}}/bcsgw/irest/vl ftransaction/query Params m Save ¥

Authorization Headers (2) Body @ Cookies Code
form-data x-www-form-urlencoded ® raw binary  |SON (applicationfjson) ¥
1=K
"channel™: "insurancechain”,
3 "chaincode”: ™insurancechain”,
4 "method"™: "readAssetData",
5 "chaincodeVer™: "v2",
[ "args": ["accident.AccidentReport™, "1535137974"]
7%
Body Status: 200 0K Time: 411ms  Size: 707 B
1=K
2 "returnCode”: "Success",
3~ "result": {
4 "payload”: "{\"$class\":\"accident.AccidentReport\",\"accidentId\":\"1537811382\", \ "occuredAt\":\"22158-08-24T17:39:20
L32570", \"statusy " \"NEWN", \" location\ " : {\"$class\": \"accident.Location\",\"longitude\ " :48. 849495, \ " latitude\":-73
.936206}, \"accidentDescriptiony”:Y"Nose to tail collision\",\"involvedGoods\":{\"$class\":\"accident.Goods\"
yW"vehicles\":[\"base.Vehicle#INEGNDEL153GX194659\" ,\"base . Vehicle#1HTZROBATIHSB6991\" 1}, \"respondingERS\ "\ "base
.EmergencyServices#NYPD 34th Precinct\"}”,
5 "encode": "UTF-8"
6 H
71
» Issue insurance policy to JNENDO153GX194659 Examples (0] +
1= {
2 "channel™: "default",
3 "chaincode": "insurancechain”,
4 "method”: "issuePolicy",
5 "chaincodeVer": "v2",
[ "args": ["State of New York", "2015-05-81lTo9:900:00.808L", "2020-85-01T00:08:00.008Z", "IN6NDO1S3GX194659", "USA",
"AX2@3", "34508@2", "AF", "EMW", "US,CA,MX", "0@3123764", "Allsecur Insurance"],
7 "proposalklaitTime": 25808,
8 "transactionWaitTime": 30040
9 B
Body Status: 200 OK  Time: 2509ms  Size: 309 B
Pretty Ra JSON e} r. Q Save Respanse
ik {
2 "returnCode™: "Success",
3~ "result": {
4 "payload”: "{\"$class\":\"insurance.InsurancePolicy\",\"policyId\":\"USA-AX283-3459882\", \ "autorisedBy\":\"State of
New York\",\"validFrom\":\"2818-88-01T80:80:00Z\",\"validTo\":\"2820-88-01T90:08: BAZ\", \"registeredvehicle\"
1\ "base.Vehicle#INENDALS3GX194659 ", \"countryCode " : \"USAN" , \ "insurerCode\ " : \"AX2834", \"policyNumber\ " : 3459882
s\ "wehicleCategory": W "&F\", \"vehicleMake\ " : \"BMWA" , \"coverage\ ™ : [\ USY", V" CAV", \"MX\" ], \ "policyHolder\": \"base
.Registrant#908123764\",\"issuedBy\" :\"base.Insurer#Allsecur Insurance\"}",
5 "encode™: "UTF-8"
6 )
7 "txid": "6F34820F78f420265214b7a5d2314d600451F1560baal71a627048b26c 506"
8 3




Sat, 25 Aug 2018 14:13:37 GMT insurancechain

01T00:00:00.000Z","JN6ND01S3GX194659","USA","AX203","3459802","AF","BMW"."US,CA.MX","908123764","Allsecur

4 Gf34820f78f420265e14b7a5d2314d600451f1569baad71a6e7040b26c9aleak

Function name: issuePolicy

Arguments: ["State of New York","2018-08-01T00:00:00.0002","2020-08-
Insurance"]

Validation Results: VALID

Response: 200

Initiator: allsecur: restproxy1

Endorser: axainsurance: peer0-1,acmeservices: peeri-1,autolease: peer0-2

Success

TxID Time Chaincode Status

4 36862738bT75cee114d587ccddi0ab79r32133241a5a4c8524feTe6b9b9e6b91 Sat. 25 Aug 2018 17:45:01 GMT insurancechain Success
Function name: offerQuote
Arguments: ["1535212371","USA Automotive NYC" "[{\"type\"\"REPAIR\",\"description\":\"Scratch

removal\"\"costOfParts\":30.6,\"costOfLabor\":100.0,\"totalCost\":130.6}]","11"]

Validation Results: VALID
Response: 200
Initiator: acmeservices: restproxy1

Channels = insurancechain v

Lecger Ledger Summary ; A

Instantiated Chaincodes

peers 14

Blocks
Organizations
All v
Block # Time
13 Sun, 26 Aug 2018 09:39:58 GMT
12 Sun, 26 Aug 2018 09:39:38 GMT
11 Sun, 26 Aug 2018 09:39:25 GMT
10 Sun, 26 Aug 2018 09:39:08 GMT
9 Sun, 26 Aug 2018 09:38:53 GMT

Page 1  of1

12

User Transactions

Type

data

data

data

data

data

Page Size

50

User Transactions




Ordering Service Settings

Specify the configuration settings for Blockchain ordering
service. Mote that the updates will only take effect on those
new created channels.

Orderer Type @

kafka

Batch Timeout (ms) * 0
2000

Max Message Count *Q
10

Last day v From Sat, 25 Aug 2018 21.45:24 GMT to Sun, 26 Aug 2018 21:45:24 GMT
Health
7 Channel Activity Peer Activity
1 OO % @ Nodes Running Blocks 14 Endorsements 105
Running 0 User Transactions 12 Commits 36

® Nodes Stopped

Top channels by user transactions Top peers Commits

12

Up since Fri, 24 Aug 2018 08:42:32 GMT
Peer - — 7

Partition Utilization

insurancechain I 12 peeri-| E— 12 .
e —
m
—— 12
- - P — 23
Q, 0, (o)
6 b 6 /6 O b W Success M Fail
Used Used Used

CPU Memory Disk




Chapter 14: Configuring, Extending, and Monitoring Your
Network

OABCS Founder Fabric Participant

&~ ‘ Create / provide a OABCS certificates file ‘ &~

7

‘ Import certificates file of new member organization ‘

v

- ‘ Add member organization to channel and endorsers ‘

v

‘ Download / provide orderer certificate and settings ‘ 9

v

‘ Add organization to OABCS network and join channel ‘ {-w

] AXAlnsurance_certificates)son Date modified: 2-7-2018 13:19
Type: J5ON File Size: 2,66 KB

] Allsecurlnsurance_certificates.json Date modified: 2-7-2018 1319
Type: J50N File Size: 2,67 KB

] Autolease_certificates,json Date modified: 2-7-2018 13:18
Type: JSON File Size: 2,66 KB

] EmergencyServices_certificates.json Date modified: 2-7-201813:17
Type: J50N File Size: 2,66 KB




Filter by Organization ID... Role: All

v B % Add Organizations Ordering Service Settings

Organization ID @ Rolke MSP D

AcmeServices Founder AcmeServices

Add Organizations

Find and upload certificates for the members you want to add to the network. Each member

must export certificates for their instance and give the certificate file to the network founder for
upload. You can upload multiple certificates at the same time.

Provide Organization Certificate:

X usaa utomotiv...tes.json USAAutomotive

=n

Error:

Failed to add organization, invalid argument

Success:
Add organization successfully.
Export Orderer Settings

Instantiated Chaincodes

Channel Name @

Peers Created by
acmeservicesorderer 0 3 AcmeServices =
insurancechain 1 3 AcmeServices =

Add Organizations to Channel @
Update Ordering Service Settings

Join Peers to Channel




Add Organizations

Channel Name

insurancechain

Organizations

MSP ID ACLO

EmergencySenvices ReaderOnly ReaderWriter
AXAlnsurance ReaderOnly ReaderWriter

USAAutomotive ReaderOnly @ ReaderWriter I

Add organization successfully

Channgls > insurancechain ~

Ledger 0 Organizations As of Sun, 23 Sep 2018 11:55:13 GMT [¢ T

Instantiated Chaincodes
Filter by Organization Name...

Peers

Organizations Organization 1D Poalicy
UsAAutomotive reader\riter
AcmeServices readerOnly
Allsecurinsurance reader\riter
AutoLease readerWriter
EmergencyServices reader\riter
AXAlnsurance reader\Writer

Specify the chaincode version to upgrade to and instantiate on the channel.

Chaincode Name

insurancechain

Version Saurce @ Select from existing versions

Install a new version

Version * @

vl v

Cancel




- Step 2 of 2: Upgrade a chaincode to the
=" Upgrade specified version.

*
Peers * @
peerl.acmebes.oraclecloud.com X | peerl.acmebes.oraclecloud.com X

peer2.acmebcs.oraclecloud.com X

Initial Parameter 0

['a""100","b""200"]

4 Endorsement Policy @

Add Identity
Index MSP ID Role
3 Allsecurinsurance - Member v
4 AXAlnsurance - Member v
5 USAAutomotive - Member v
Policy Expression Mode ® Basic () Advanced
Signed by 4 v A of 6 Organizations above

Ordering Service Settings

Specify the configuration settings for Blockchain erdering
service. Note that the updates will only take effect on those
new created channels,

Orderer Type 2]
kafka

Batch Timeout (ms) * 0
2000

Max Message Count *@
10

Absolute Message Bytes @
99

Preferred Message Bytes o
512




Fifter by Node Name... = Filter by MSP ID... v Type:Orderer v = 45 Add Node Export/Import Peers
Type: All
Name o Route Type: Orderer @ Type MSP ID Status
Type: Peer _
orderer.acmebcs.oraclecloud.com arpcsi/i192. Orderer AcmeServices @® up =
Type: CA
Stop
Type: REST Proxy
Type: Remote Peer Restart
Edit Configuration @
Configure x
Orderer ID Local MSP ID Listen Port Log Level
orderer0-1 AcmeServices 7050 WARNING v
Configure x
Fabric CA ID Listen Port Max Enrollments @ Log Level
ca 443 -1 A~ INFO v
Configure x
Peer ID Local MSP ID Role Listen Port Log Level
peer0-1 AcmeServices Member 7100 INFO v
Alias
alias name

» Advanced Attributes




4 Advanced Attributes

Gossip Gossip/Election Event Service Chaincode

Bootstrap Peers Max Block Count to Store Max Propagation Burst Latency in milliseconds
127.0.0.1:7051 100 VoA 10 VoA
Max Propagation Burst Size Propagate lterations Propagate Peer Number

10 v A 1 L 3 v oA
Pull Interval in seconds Pull Peer Number Request State Info Interval in seconds
4 v A 3 v A 4 VA
Publish State Info Interval in seconds  Publish Cert Period in seconds Dial Timeout in seconds

4 v A 10 v A 3 v (A
Connect Timeout in seconds Receive Buffer Size Send Buffer Size

2 v A 20 v A 200 v A
Digest Wait Time in seconds Request Wait Time in seconds Response Wait Time in seconds

1 A 1 A 2 v | A
Alive Time Interval in seconds Alive Expiration Timeout in seconds  Reconnect Interval in seconds

5 v A 25 v A 25 v A

Skip Block Verification

Skip Handshake

4 Advanced Attributes

Gossip Gossip/Election

Membership Sample Interval in seconds

1 ~

Leader
UseleaderElection =
UseleaderElection

Orgleader

Event Service

Chaincode

Leader Alive Threshold in seconds

10

Leader Election Duration in seconds

v A 5 v A

4 Advanced Attributes

Timeout in milliseconds

Gossip Gossip/Election Event Service Chaincode
Port Buffer Size
7101 100 v A 10




4 Advanced Attributes

Gossip Gossip/Election Event Service Chaincode

Startup timeout in seconds Execute timeout in seconds Mode Keepalive in seconds

300 VA 30 v|A net 0 A

Log Level

INFO v

Nodes > peer0-1
Lieass Health Summary G
Channels
Chaincodes \ L
Logs

9% 3%

M Busy  Idle

CPU Utilization

W Used: 1240MiB Free: 3.879GiB

Memory Utilization

100%

M Success:1 M Failure: 0

User Transactions Committed

25%

W Success:1 M Failure: 3

User Transactions Endorsed

Nodes = peerQ-1

Health Logs Summary As of Mon, 24 Sep 2018 13:26:36 GMT (&
Channels
Log for Peer v
Chaincodes
Last day v View Download Current Log

Logs

# Name CreateTime Size Download

1 peer0-1-2018-09-24-110837T0700.zip Mon, 24 Sep 2018 11:08:37 GMT 2229 Download

Page 1  of0 > M PageSize 10 v




05-24 13:08:51.540 UTC [gossip/privdata] StoreBlock -» INFO 5a5 Received block [14]

09-24 13:08:51.551 UTC [kvledger] CommitWithPviData -= INFO 536 Channel [insurancechain]: Committed block [14] with 1 transactic
2018-09-24 13:08:51.556 UTC [common/deliver] deliverBlocks -= WARMN 5a7 [channel: insurancechain] Error sending to 172.17.0.1:355
2018-09-24 13:08:51.557 UTC [commeon/deliver] deliverBlocks -= WARN 538 [channel: insurancechain] Error sending to 10.0.32.20:471
0§-24 13:20:30.505 UTC [gossip/privdata] StoreBlock -= IMFO 5a% Received block [15]

09-24 13:20:30.517 UTC [kvledger] CommitWithPviData -= INFO 5aa Channel [insurancechain]: Committed block [15] with 1 transactic
09-24 13:24:29.920 UTC [gossip/privdata] StoreBlock -= INFO 5ab Received block [16]

09-24 13:24:29.931 UTC [kvledger] CommitWithPviData -= INFO 5ac Channel [insurancechain]: Committad block [16] with 1 transactic
2018-09-24 13:26:11.184 UTC [staterelationaldb] Get5tateTxn -> WARN 5ad Mo value for [accident.AccidentReport#153527623], chanr
2018-09-24 13:26:11.184 UTC [endorser] ProcessProposal -> ERRO 5ae [insurancechain][c04097%a] simulateProposal() resulted in chai
2018-09-24 13:26:11.185 UTC [metrics] AddEndorseMetrics -> ERRO 5af Failed to endorse User ccMame: insurancechain

2018-09-24 13:26:13.214 UTC [staterelationaldb] Get5tateTxn -> WARN 5b0 No value for [accident.AccidentReport#153527623], chanr
2018-09-24 13:26:13.215 UTC [endorser] ProcessPropeosal -> ERRO 5b1 [insurancechain][c040979a] simulatePropeosal() resulted in chai
2018-09-24 13:26:13.215 UTC [metrics] AddEndorseMetrics -> ERRQO 5b2 Failed to endorse User ccName: insurancechain

2018-09-24 13:26:15.251 UTC [staterelationaldb] Get5StateTxn -> WARN 5b3 No value for [accident.AccidentReport#153527623], chanr
2018-09-24 13:26:15.252 UTC [endorser] ProcessProposal -> ERRO 5b4 [insurancechain][c040979a] simulateProposal() resulted in chai
2018-09-24 13:26:15.252 UTC [metrics] AddEndorseMetrics -> ERRQO 5b5 Failed to endorse User ccName: insurancechain

2018-09-24 13:26:17.269 UTC [staterelationaldb] GetStateTxn -> WARN 5b6 No value for [accident.AccidentReport#153527623], chanr
2018-09-24 13:26:17.270 UTC [enderser] ProcessProposal -» ERRO 5b7 [insurancechain][c040979a] simulateProposal() resulted in chai
2018-09-24 13:26:17.270 UTC [metrics] AddEndorseMetrics -> ERRO 5b8 Failed to endorse User ccMame: insurancechain

4

Channels

Chaincodes

Logs

Log fer Chaincode v Chaincode | insurancechain v Version V2.31 A4
Last menth v View Download Current Log
L] # Name CreateTime Size

1 peer0-1-insurancechain-v2.31-2018-08-26-074828T0700.zip Sun, 26 Aug 2018 07:48:28 GMT 1377

| 2 peerQ-1-insurancechain-V2.31-2018-08-25-19481370700.zip Sat, 25 Aug 2018 19:48:13 GMT 391




MNodes >

Health

Channels

Chaincodes

Logs

peer0-1-insurancechain-V2.31-2018-08-26-074828T0700.zip

invoke is running updateReport

- Acadent report successfully updated
invoke is running readAssetData

invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy
invoke is running issuePolicy

- Insurance policy successfully issued

invoke is running requestQuote

- Request of quote for repairs successfully created
invoke 15 running readAssetData

invoke 1s running offerQuote

- Offer quote for repairs successfully created
invoke is running readAssetData

« et G

urrent Log

MNodes = restproxy1

Health

Transaction Summary

Transaction Statistics

Logs

User

robert.van.molken@amis.nl

Size
MT 641
MT 1377
T 391
»
4
Q
Invocations
Failed Queries Total Invocations Failed Invocations
1 108 59

Page Size 5 =




Dashboard Network

Chaincode Development

Application Development

Samples

Nodes

Channels Chaincodes Developer Tools

Application Development

An application leverages OABCS to implement the largest part of your business logic layered on top of the blockchain.

For example, an application can initialize and manage the distributed ledger's state through blockchain transactions
executed by chaincodes that are endorsed and committed by the network’s peers. An application can also dynamically
create new channels and install and instantiate new chaincodes.

See the OABCS documentation for application developers.

* Node.js SDK - You can install and use the Hyperledger Fabric Mode.js SDK. The default grpc module must be rebuilt to
connect to OABCS orderers and peers; you can do that manually or you can use the scripts provided here.
Go to the rebuilding grpc-node module guide.
Download automation script for Linux and MacOS.
Download automation script for Windows.
Go to Hyperiedger Fabric SOK documentation.

* Go SDK - You can install and use the Hyperledger Fabric Go SDK
Go to Hyperiedger Fabric SDK documentation.
Download the Go SDK package.

* Java SDK - You can install and use the Hyperledger Fabric Java SDK. The default grpc module must be rebuilt to
connect to OABCS orderers and peers; you can do that manually or you can use the already modified package provided
here.

Go to the rebuilding grnpc-java package guide.
Download grpec-netty-1.11.04ar package.
Go to Hyperiedger Fabric SDK documentation.

* OQABCS - If you want your applications to interact with the current OQABCS instance, you can use the development
package, which includes all blockchain configurations and cryptos.
Download the development package.




Chapter 15: Blockchain Across the Financial Services
Industry

Cryptocurrency
ATM and Payments

Loyalty and

Regulatory Rewards

Compliance

B2B Contract

. Cross-border
Processing

Payments

1M1

Blockchain

across Financial Services

International
Trade Finance

Claims Processing

Identity
Management

FX cost: $$$

Central
Counterparty

Sending bank
Liquidity provider

Lifting fees

Duration: 2 - 4 days

Sending correspondent /

Receiving
correspondent

Lifting fees

Central
Counterparty

Receiving bank




Liquidity provider A

FX cost: $

Sending bank Receiving bank

FX cost: $$$

Liquidity provider B

Duration: 3 - 6 seconds

(®) MUFG Standard 2 CREDIT
MUFG Bank anlLian Pay G & Santander Chartered § “'eStpac g AGRICOLE

% & MoneyGram. AN A0S BANK SBI Remit S|E|B BMO 9




lota Tipping

© Collapse menu Store notice Enable site-wide store notice text

Currency options

The following options affect how prices are displayed on the frontend.

Currency ©®  Mega IOTA (Mi) A
iota
I0TA (IOTA)

Thousand separator e

MonetaGo

Provides Enterprise
Application, Saas Interface,
Hashing and Business Logic

=]
|

Financiers in India and Around The World
Who Bid on Invoices

-f;::.. HYPERLEDGER

<% FABRIC

Provides Platform
with Distributed Ledger
and Secure Networking




Chapter 16: Blockchain Across the Transportation Industry

Fraud Detection
and Theft Prevention

Freight Tracking
(Temperature, Location,
Transfer points)

Invaicing and Settlement
(Invoice Factoring)

Bids and Auctions

Performance Contracts
(Parts warranty and service)

EDI Messaging
( 204 — Inbound Load,
214 — Shipment Status)

Proof-of-Delivery
(Signature, Photo, etc.)

Blockchain

across Transportation

Hours of Service
Registration (HOS)

D awes

+2°C 10 +8°C +15°C 10 +25°C

SkyCell 2500C SkyCell 2500CRT




o

[]
BREAK INEORMAT/ON SILOS

Ability for trade, transportation
and logistics providers to share
real-time, end-to-end information
about your shipments

TRADELENS

M

7]

STREAMLINE BUSINESS
PROCESSES

Seamlessly and securely share
trade documents across
organizations to automate
customs clearance, trade finance

&

MAXIMIZE ASSELUTILIZATION

Empowering you to take control
of your supply chain by delivering
you full information for managing

your physical and financial

assets.
and more.
== é 3 ] </>
o % =[] [E| (25
il % @) TN FH[= oo
11 {7 | h k i |28l | |50
WNJ




Chapter 17: Blockchain Across the Healthcare Industry

Health Data Exchange
(Electronic Health Records)

Fraud Detection
and Prevention

Claims Adjudication
and Billing Management

Public Health
Surveillance and Population
Health Management

Drug Supply Chain
(Integrity and Auditing)

Blockchain

across Healthcare

Clinical Trails
and Medical Research

Trusted Certifications
and Credentials

Internet of Medical Things
and Data Security
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CLINICAL TRIALS
UNREPORTED

40%

DATA RECORDS
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LEAKED IN DATA
BREACHES




Data Object encrypted

and stored in secure data store

r—— - = =

Secure Data Storage

Input Data Object

Hash of object stored

Hashing Algorithm |

Original Data

| Stored
Object

Object

| Hash on

Stored Object

Data Object called

from storage and unencrypted

John Smith
07123 123123

(BOOK AN APPOINTMENT

B APPOINTMENTS

Appointments

Harth Medcal Center

Sarah Brown

GP

Londan Bridge Hospital

on ledger

0x e3b0c4

Ledger

ledger and hash of stored
object compared

Hash
Comparison

Flagged if

If hashes match data is
served to user

Verified Data Sent
To Requester

compromised

MedTokens batance: 20 340 MTN

Notifications

10:00 AM

I 2 days

15 minutes

See your doctor for less

08:00 PM

2 months ago

15 minutes




INITIAL HEALTH THREAT TARGETS

Worldwide infectious
diseases
- Tuberculosis

Zika

Malaria

Dengue

Chagas
Research and
treatments to combat
antimicrobial
resistance (AMR)

Oncology research and
treatments for:
Pancreatic cancer
Brain cancer
Virology research and
treatments for:
Hepatitis B & C
Influenza A & B
Respiratory
Syncytial Virus

Bacteriology research

and treatments for:
Methicillin-resistant
Staphylococcus
aureus (MRSA)
Clostridium difficile
(C. Diff)

Neurology research

and treatments for:
Alzheimer’s disease



Chapter 18: Future Industry and Technology Directions

Reduce premiums
charged by utilities

Shift off-peak generation
to on-peak demand

Commercial
& Industrial

Better enable distributed
generation

! Microgrid

Smooth power fluctuations
Extend solar day

Increase energy security
Better integrate renewables

Shave peak loads Defer spending on distributio

Mitigate outages system upgrades

ETHEREUM BLOCKCHAIN

POWER LEDGER CORE

ERC20 POWR | POWR PWR - SPK Oracles POWR POWR RE
Management Growth Pool Exchange Incentivizer Assets

Escrow SmartBond Germinations

ECOCHAIN SERVICES - CONSORTIUM BLOCKCHAIN

ERC20 Meter Power SPK-PWR Oracles | RE Assets POWR
Sparkz Reading Trading SPK | Exchange Managment Incentivizer
Management Interface SmartBond

POWER LEDGER APPLICATIONS - FUSEBOX

Energy Retaller** Market Asset Market Vehicles* Trading
Exchange*** Settlement | Management** | Managment

Microgrid/Em | Power Transmissi

Deiin) Fon o0 FUTURE APPLICATIONS

Network™ Exchange
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