Chapter 1: Installing and Upgrading DPM

Figure 1. Top Five IT Priorities for 2016
Top five most important IT priorities over the next 12 months. (Percent of respondents,

N=633, ten responses accepted)

Cybersecurity initiatives

Business intelligence/data analytics initiatives

Managing data growth

Data integration

23%

22%

21%

37%

Improving data backup and recovery _ 20%

Source: Enterprise Strategy Group, 2016.
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T2 SOL Server 2016 Setup — O

Product Updates

Always install the latest updates to enhance your SQL Server security and performance.

Product Ki
= Include SQL Server product updates

License Terms

Global Rules Name Size (MB) mgremation
Microsoft Update " .

Critical Update for SQL Server 2016 MSVCRT Prerequisites KB3164398 37 KB 3164398
Product Updates

Install Setup Files
Install Rules .
1 updates (37 MB) found online.

Feature Selection

= - - . .
Feature Rules The Setup updates (37 MB) will be installed when you click Next.
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

Read cur privacy statement cnline

Learn mere about SOL Server product updates

< Back Mext = Cancel




T2 SOL Server 2016 Setup

Feature Selection

Select the Standard features to install.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Features:

Feature descripticn:

Instance Features
Database Engine Services
[ S0L Server Replication
[ R Services (In-Database)
Full-Text and Semantic Extractions for Se
[ Data Quality Services
[] PolyBase Query Service for External Data
[ Analysis Services
Reporting Services - Mative

The cenfiguration and operation of each ~
instance feature of a SQL Server instance is
isolated from other SOL Server instances, S0L
Server instances can operate side-by-sideon v

Prerequisites for selected features:

Already installed: ~

.. Windows PowerShell 3.0 or higher

Micrasoft Visual Studio 2010 Redistributahle ¥
>

Shared Features
[] Reporting Services - SharePoint
[] Reporting Services Add-in for SharePoint Proc
[] Data Quality Client

< >

L

Disk Space Requirements

Drive C: 454 MB required, 35876 MB available
Drive D: 1268 MB requireh, 61210 MB available

Select All Unszelect All

Instance root directory:

|D:\Program Files\Microsoft SOL Server\, |

Shared feature directory:

|D:\Program Files\Microsoft SOL Server\, |

Shared feature directory (x86):

|D:\Program Files (x86)\Microsoft SOL Server, |

< Back Mext = Cancel




T2 SOL Server 2016 Setup O
Instance Configuration
Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Install Rules (O Default instance
Rea ket (® Named instance: IDPMDB
Feature Rules
Instance Configuration
Server Configuration Instance ID: |DF'MDB
Database Engine Configuration
Reporting Services Configuration
Feature Configuratien Rules SQL Server directory: D:\Program Files\Microsoft SQL Server\M55QL13.CPMDB
Ready to Install Reporting Services directory:  Di\Program Files\Microsoft SQL Server\MSR513.CPMDE
Installation Progress

Installed instances:
Complete

Instance Name Instance ID Features Edition Version
< Back Next = Cancel




T SQL Server 2016 Setup

Server Configuration

Specify the service accounts and collation cenfiguration.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Service
SOL Server Agent
50L Server Database Engine
SCQL Server Reporting Services
SOL Full-text Filter Daemon Launc...

SQL Server Browser

; Collation h

Microsoft recommends that you use a separate account for each SQL Server service,
p

Account Name Password
VIRT sqldpm ssssssnes
VIRT\sqldpm ssnsnsene
VIRT\sgldpm [LTTTYT T
MNT Service\MSSQLFDLa...

NT AUTHORITYALOCAL ...

Startup Type
Automatic ~
Automatic ~
Automatic ~
Manual

Automatic ~

[ Grant Perform Volume Maintenance Task privilege to SOL Server Database Engine Service

This privilege enables instant file initialization by avoiding zercing of data pages. This may lead
to information disclosure by allowing deleted content to be accessed,

Click here for details

< Back Mext =

Cancel




A SOL Server 2016 Setup

Database Engine Configuration

Specify Database Engine authentication security mede, administraters, data directeries and TempDE settings.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Server Configuration  Data Directories TempDB  FILESTREAM
Specify the authentication mode and administrators for the Database Engine
Authentication Mode

(® Windows authentication mode

(O Mixed Mode [SQL Server authentication and Windows authentication)
Specify the password for the SOL Server systern administrator (sa) account.
Enter password:

Cenfirm password:

Specify SQL Server administrators

VIRT\DPM Admins (DPM Admins) SQL Server administrators

have unrestricted access
to the Database Engine.

Add Current User Add...

< Back Mext = Cancel




BY Microsoft
System Center 2016
Data Protection Manager
Install Befare you begin
Data Protection Manager View Release Motes
DPM Central Console Read Installation Guide
DPM Protection Agent Run the Prerequisite Checker
DPM Remote Administration Additional Resources
DPM Self Service Recovery Review License Terms
# DPM Remote SQL Prep Visit DPM Web Site
2016 :
© 2016 Microsoft Corporation, All rights reserved, St
Systern Center 2016 DPM Support Files X

' successfully.,

B Systermn Center 2016 DPM Support Files installation has completed

OK




CharbelNemnom.com #> Get-WindowsFeature NET*

Name Install State

[X] .NET Framework 3.5 Features NET-Framework-Features Installed
[X] .NET Framework 3.5 (includes .NET 2.8 and 3.8) NET-Framework-Core Installed
[ ] HTTP Activation NET-HTTP-Activation Available
[ 1 Non-HTTP Activation NET-Non-HTTP-Activ Available
[X] .NET Framework 4.6 Features NET-Framework-45-Fea. .. Installed

[X] .NET Framework 4.6 NET- Framework-45-Core Installed
[ ] ASP.NET 4.6 NET-Framework-45-ASPNET Available
[X] WCF Services NET-WCF-Services45 Installed
HTTP Activation NET-WCF-HTTP-Activat... Available
Message Queuing (MSMQ) Activation NET-WCF-MSMQ-Activat... Available
Named Pipe Activation NET-WCF-Pipe-Activat... Available
TCP Activation NET-WCF-TCP-Activati... Available
TCP Port Sharing NET-WCF-TCP-PortShar. .. Installed

B Registry Editor - o X
File Edit View Favorites Help
b SecurityProviders ~ | Name Type Data
SasIProfiles ab|(Default) REG_SZ (value not set)
v SCH.\?NNEL ¥4 DisabledByDefault REG_DWORD 0x00000000 (0)
Ciphers %/ Enabled REG_DWORD 0x00000001 (1)
CipherSuites
Hashes

KeyExchangeAlgorithms
w Protocols
SsL 2.0
S5L 3.0
TLS 1.0
TLS 1.1
v TLS 1.2
Client
Server
WhDigest
ServiceAggregatedEvents
ServiceGroupOrder
ServiceProvider
Session Manager
SNMP
SQMServiceList v

< »

Computer\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.2\Server




BS Microsoft

System Center 2016

Data Protection Manager

Install Before you begin
* Data Protection Manager View Release Notes
DPM Central Console Read Installation Guide
DPM Protection Agent Run the Prerequisite Checker
DPM Remote Administration Additional Resources
DPM Self Service Recovery Review License Terms
DPM Remoate SQL Prep Visit DPM Web Site
2016 Exit

& 2016 Microsoft Corporation. All rights reserved,




Data Protection Manager Setup X

=% Prerequisites Check
k ﬁJ Please wait while the wizard checks for required hardware and software.
4

Installation Stages DPM requires a database. You can use a local or remote instance of SQL Server that already exists.

el
& WeCHe (®) Use stand-alone SGL Server.

& Prerequisites check SOL Server is not clustered.
() Use clustered SQL Server
SGL Server is clustered

@& Product registration

@ Installation settings

Instance of SQL Server
@ Microsoft Update Opt-In (Example: SQLSERV or SQLSERVWMYSQLINSTANCE):
@ Summary of setfings |WS1E—SOL1E—|}1\DPMDB h |
@ Installation User Name: Password:
Domain:

Select the appropriate option and click on the button to perform the prerequisite
check and install the missing Windows components.

Check and Install

Details

m Setup will use the cument user's credentials for this SQL instance. h

< Back Next > Cancel Help




Data Protection Manager Setup
7 Installation Settings
o aJ Specify installation locations for the DPM program files and settings for SQL Server.
4

Inztallabon Stages DFM Files

& Welcome Program files:

& Prereauisites check D:\Program Files\Microsoft System Center 20164DFM

& Product registration
& Installation settings
@ Microsoft Update Opt-In
@ Summary of settings

@ Installation

Space requirements

Required
System drive: 1000 ME
Program files drive: 3650 MBE

Available

27026 MB

53656 MB

For more details on storage reguirement click on the link below.

http:#/go. micresoft comfwlink/inkid=320315

< Back

Mext =

Cancel

Help




Data Protection Manager Setup

=

Installation Stages

@ Welcome

o

L

Prerequisites check
Product registration
Installation settings
Microsoft Update Opt-In
Summary of settings

Installation

Prerequisites Check
; iJ Please wait while the wizard checks for required hardware and software.
4

OPM requires a database. You can use a local or remote instance of SAL Server that already exists.

(®) Use stand-alone SQL Server.
SQAL Server is not clustered.

() Use clusterad SQL Senver
SGL Server is clustered

Instance of SQL Server
(BExample: SQALSERV or SQLSERVAMYSQLINSTANCE):

|WS16-5QL16-02 |

Uzer Name: Pazsword:
Domain: VIRT

Select the appropriate option and click on the button to perform the prereguisite
check and install the missing Windows components.

Check and Install

< Back Next > Cancel Help




Data Protection Manager Setup

Prerequisites Check

Instzllabon Stages

@ Welcome

o

L

Prerequisites check
Product registration
Inztallation settings
Microsoft Update Opt-In
Summary of settings

Installation

=
Y ﬁJ Please wait while the wizard checks for required hardware and software.
al

DFM requires a database. You can use a local or remote instance of SQL Server that already exists.

(C) Use stand-alone SGL Server.
| Server is not clustered.

(®) Use clustered SQL Server
| Server iz clustered

Instance of SQL Server
(Example: SALSERV or SQLSERVAMYSQLINSTANCE):

|ws16-5QL16-02 |

User Mame: Password:
Diomain: VIRT

Instance of SGIL Server Reporting Service
(Example: SQLSERV or SQLSERVAMYREPORTINGINSTANCE):

|ws16-5aL16-03 |

User Mame: Password:
Diomain: VIRT

Select the appropriate option and click on the button to perform the prerequisite
check and install the missing Windows components.

< Back Mext = Cancel

Check and Install

U

Help




B Administrator: C\Windows\system32\cmd exe - m} X
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Mj dpmsetup.ini - Motepad
File Edit Format WView Help

[[oPTIONS]

Userlame=

CompanylName=The Power MVP Elite
ProductKey=

SqlAccountPassword=

ProgramfFiles = D:\Program Files
DatabasefFiles = D:\Program Files
IntegratedInstallSource = D:ZS5CDPM2Z2B16
SQLMachineName=DPM2816-DC
SQLInstanceName=DPMINSTANCE
SQLMachinelserName=
SQLMachinePassword=
SQLMachineDomainlame=
ReportingMachinelName=DPM2816-DC
ReportingInstancelame=DPMINSTANCE
ReportingMachinelserName=
ReportingMachinePassword=
ReportingMachineDomainName=







s Installation
h- Setup is upgrading Data Protection Manager and its prerequisite software.

Insiallation Stages Sof

Welcome J Microsoft System Center 2016 Data Protection Manager

Prerequisites check
Product registration
Installation settings
Microsoft Update Opt-In

Installation

Status | Waming

Data Protection Manager has been successfully upgraded.

Please click on the link to check for the latest DPM updates:
http -//go microsoft.com. fwlink / Hinkid=820514

DPM Setup has created the following firewall exceptions:
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Windows Server 2016 Setup
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Number of disks: 1
Number of volumesfolders: 1

Total capacity: 599.68 GE
‘ Myzs4cE
\ Uss0.74 GB
Z% Online
Registration status: Unknown

File Action View Help
RS
= = e | Iy ‘]
q t}a :—% (2
2 e e
Add Rescan Check  Options About Help
updates DPM
Disk Storage Options Help
< -

3 Agenis | |[searchistbelow 5 v|  [searchin details also (Slow)
Fred 1 Status Name Friendly Name Tvpe Preferred Datasour.. Total Capacity % Un...
Urrwzesft 0 = DPM Storage Pool Disks (Total: 1)

Uparade available: 0 @  Disk 2 (Microsoft Virtual Disk) - Disk - 209,87 GB 85%
= DPM Storage Pool Volumes and Folders (Total: 1)
= Disk Storage 9 Fr ﬁ MBS01 Wolume All 299,81 GB 98 %

A Warning (03

4 Al Protection Groups
[, Wweb Servers - Protection Group

File Action View Help
- —CH = | A
0 | g @ 3 T ? B =
N | = - = ; L
MNew Consistency Recovery Remove Disk Online Tape Selfservice Disk Tape catalog | Recovery point Check Options About
check point recovery  allocation retention status updates PM
Protecti... Data source operations Resume backups Manage Reports Options Help
 Diata Source Health Group by Protection group ) Computer
@ oritical (0) ‘Search list below b “| ] Search in details also (Slow)
o oK (1) Protection Group Member # Type Protection Status

= %o Protection Group: Web Servers - Protection Group (Total members: 1)
= & Computer: WS2016-HV02 VIRT.LAB

L2 RCTWYS2016-11502

QoK

Microsoft Hyper-V'

Perform consistency check ...

Create recovery point...
Stop protection of member.e

Remove inactive protection...

Y

Switch disaster protection
Modify disk allocation...
Resurne disk backups...
Resumne azure backups...

Resume tape backups...

0 =

Recovery point status...

Details:

RCTWS2016-1S02

Monitoring

EI'T;‘ 't‘y'

o

Protection n
Recovery

Reporting

Management

Status:

Replica path:

Latest recovery point:
Oldest recovery point:
Total recovery points:

Disk allocation:

oK

Click to view details
8/13/2017 8:00:11 PM
B13/2017 2:58:04 PM
3

Replica volume: 36.42 GB allocated. 15.54 GB used | Recovery point volume: 7.64 GB allocated.
2.01 GB used




Stop Protection - Web Servers - Protection Group

You have chosen to stop protecting Web Servers - Protection Group.

*fou are removing members from a protection group. Do you want to delete associated replicas and
tapes (f applicable) by expiring the data sets stored in them?

(®) Retain protected data
Retains the replica on the disk with associated recoveny points and tapes for the specified

() Delete protected data

Deletes the replica on disk {f replica is on custom volume then custom volume will be deleted)
and manks the tape data as expired. The tapes will be marced as free and available for use by

Protected data details

Replica on Disk

Digk space used by selected data sources:
Cument free disk space in the DPM storage pool:

Details of disk space used by replica:

Source Disk Space Usedin DPM
RCTVWS2016-11502 on WS2010-HVO2 VIRT.LAB 44,05 GB

Stop Protection | |




A Waming (0)

4 Al Protection Groups
[ MBS Pratection Group

=] EO Protection Group: MBS Protection Group (Total members: 1}
= & Computer: WS2016-HVO2 VIRT. LAB

File Action View Help
™ - . = N A
o « 218 g @l G =
4 (=" @ ] L °
New Consistency Recovery Remove Disk Cnline Tape Selfservice Tape catalog | Recovery point Check  Options About Help
check point recovery retention status updates DPM
Protecti Data source operations Resume backups Manage Reports Options Help
4 Data Source Health Group by: Protection group ) Gomputer
@ critical () [search st below £ | [ssarchin detils also (Slow)
o OK (1) Protection Group Member # Type Protection Status

g Manitoring
_—E Protection
&Eﬁ Recaovery

Reporting

@ Management

E@ RCTWWS2016-11502 Microsoft Hyper-y/ QoK
Details: RCTWS2016-11502
Status: OK
Replica path: Click to view details
Latest recovery point: B814/2017 8:00:41 AM
Oldest recovery point: 81372017 2:58:04 PM
Total recovery points: 4
Storage consumed: 12.82GB




'S Protection Agent Installation Wizard

Select agent deployment method

:1,\ Select Agent Deployment Method

Steps:

Select agent deployment

method Recommended for computers that are not behind firewalls, or computers that have the required
exceptions created in the firewall. Selecting this option will install protection agent in the computers. Click

Select computers help for more information.

) Install agents

Enter credentials

Choose restart method .
) Attach agents

Summary

Recommended for

Installation - computers behind firewall.

- computers on which agent is already installed.

- computers on which agent will be installed extemally.

Selecting this option will add the protected computers to the DPM server. If you have not already
installed the agent, then you must manually install t on the protected computer by executing the
DPMAgentinstaller. Click help for more information.

(®) Computer on trusted domain
The computer belongs to the same domain as, or is in a domain that has a two-way trust with, the
DPM zerver domain.

() Computerin a workgroup or urtrusted domain
The computer is part of & workgroup or on @ domain that does niot have two-way trust with the
DPM server domain.




Chapter 2: DPM Post-Installation and
Management Tasks

System Center 2016 DPM Administrator Console

File Action View Help
! ] ] 5
Subseribe | Check
Alerts Options
L=

Alerts

Options About Help
updates DPM

- *
Menu Bar

lcons or

Ribbon?
sk

Groupby. () Protection group (O Computer

[ Show inactive alerts
4 All Alerts

& Critical (0)

A\ Warning (0}

(@ Information (0)

Jobs
4 Default Filters
T Al jobs
‘I All jobs in progress
T Failed jobs for yesterday and today
‘I Today's jobs
Custom Filters

Actions
Pane

® Severity

[search list below

£ ~| [ searchin details also (Slow)
Occurred Sines Affected Area

Computer Protection Group
There are no alerts to display

Alert

Display
Pane
Details:

||§ Meonitering
j Protection ]
| Recovery
=:| Reporting Task

Area
@ Management

Details

Pane




.. Server Manager

“ File and Storage Services * Volumes * Storage Pools Manage  Tooks  View
STORAGE POOLS
Servers (B8] Al storage pools| 1 total TASKS W
i Volumes o .
&
Disks
A Name Type Managed by Available to Read-Write Server Capacity Free Space
4 Windows Storage (1)
] iSCSI Primo; Avai DPMO1 DPMO1 DPMO1
Work Folders
< >
Last refreshed on 23/07/2017 15:20:58
VIRTUAL DISKS PHYSICAL DISKS
No related data is available. TASKS [Primordial on DPMO1 TASKS
No related virtual disks exist. el .‘ﬁ/\ - ~)
Y
To create a virtual disk, start the New Virtual Disk Wizard. Ay Slot Name Status Capacity Bus Us:
Msft Virtual Disk (DPMO1)

Servers
i Volumes
Disks
o
i} Shares
i® iSCsl

Work Folders

Manage View  Help
g STORAGE POOLS
All storage pools | 1 total TASKS W
Filter P ® - ¥
A Name Type Managed by Avalable to Read-Write Server Capacity Fres Space
4 Windows Storage (1)
B orag ool DP DP DP a9 9
< >
Last refreshed on 23/07/2017 16:46:28
VIRTUAL DISKS IPHYSICAL DISKS
MBS on DPMO1 TASKS ¥ MBS on DPMO1 TASKS w
el v Fitter p - - v
A " Name ' Status Layout  Provisioning  Capacity Allocated  Volume A slot Name Status  Capacity Bus Us

MBS Simple Thin 200GB 100GE F Msft Virtual Disk (DPMO1) 200GB  SAS Aut




(a

Rescan

Check Options
updates
Options

Disk Storage

3 Agents

Protected: 1]
Unprotected: 1]
Upgrade available: 0

= Disk Storage
Number of disks: o
Number of volumesffolders: 0

Total capacity: 0KB

<> Online

Registration status: Unknown
Azure backup agentversion: -

Used space: =

[B Libraries

Total libraries:
Total drives:
Free tapes:

oo oo

Tapes ready for offsite:
< >

~

g Monitoring

ﬁ Protection
[@ Recovery

Reporting

|G Management

)
&

About
DPM

Help

pZ

|\\;)|

Help

Search list

below

£ | [ search in detils also (Slow)

Stat...

Name - Frigndly Na...

Ty..

Allowed Datasource T...

Total Capacity % Unused

There are no disks to display. To add a disk to storage pool, click "Add.."

Add Disk Storage

Select volumes to add to storage pool
DPM will format these volumes and use them to store backed up data

Available volumes:

Volume Capacity

< Remave

Selected volumes:

Volume

Friendly Name

Capacity

OK

Help

Details:




Throttle

Specify the network bandwidth usage throttle setting for the selected protected computer.

This setting applies for both protection and recovery.

Ensure that 'GoS Packet Scheduler' is installed in the local area connection properties of
both protected and DPM server. The QoS Packet Scheduler is not automatically installed
with Windows Server 2003. For details, refer to Help.

Enable netwark bandwidth usage throttling

Settings

On non-work days the throttling will be as per non-wark hours for whole day.
TS ' 5123 | kops 9AM to 6PM

Mon-wark hours: 9999 5 | ’I'H'Ibps w 6PM to 5AM

Work Schedule

Woark hours use the local time zone of the protected computer.

Work hours: |9 AM ~| to |[GFM e

Work days: Sunday Monday Tuesday
Wednesday Thursday Friday
Saturday

Cancs e

et




Optimize Performance

Network  Express Full Backup

Metworl

Enable onthe-wire compression

Synchronization start time
Synchronization start time can be used to optimize peformance of a protection group and

secondany protection of another DPM server. Click Help to leam more.

By default synchronization jobs in DPM start evenyday at 12 AM and repeat as perthe
specified synchronization frequency throughout the day.

Offset 12 AM start time by 1= hours

ok minutes

(Cffset cannot be greater than synchronization frequency.

Synchronization frequency:  Every 120 minutes
Synchronization starts at: 01:00 Everyday

) You can enable network bandwidth usage throttling in the Management task area on
' the Agents tab. You must enable throttling for each computer.

Cancel Help




System Center 2016 DPM Administrator Console

g Monitoring

File Action View Help
= N =) .
¥ X v % & o (2
Create Refresh Modify  Delete = Check Options | About  Help
updates DPM
Filters Options Help
Aleris Groupby: (O Protectiongroup () Computer  ® Status O Type
[ Show inactive alerts [search st below | O Searchin detals also (Slow)
< All Alerts Source Computer Protection Group Type Start Time * Time Elapsed Data Transferred
Q critial (2) |-/ Scheduled (Total jobs: 13)
(o Ve () Ciy de01.virtlab Dx Controllers Pr.. Synchi i 29/07/2017 23:00:00
® (ST (U} 4 icUl.virt.la omain ntrollers Pr.. ynchronization Q7 T 00 - -
E\ deO1.virtlab Domain Controllers Pr.. Synchronization  29/07/2017 23:00:00 - -
Jobs [ dc0lvirtlab Domain Controllers Pr... Synchronization 29/07/2017 21:00:00 - -
+ Dafsult Fitsrs E\ deO1.virtlab Domain Controllers Pr.. Synchronization  29/07/2017 21:00:00 - -
T All jobs Computer\Sy.. dcOl.wvirtlab Domain Controllers Pr.. Recovery point 29/07/2017 20:00:00 - -
“F Alljobs in progress c\ deO1virtlab Domain Controllers Pr.. Synchronization  29/07/2017 19:00:00 - -
T Failed jobs for yesterday and today E\ dc01.virtlab Domain Controllers Pr.. Synchronization  29/07/2017 19:00:00 - -
T Today's jobs A deO1.virtlab Domain Controllers Pr.. Recoverypoint  29/07/2017 18:04:00 - -
Custom Filter
ustom Filters 28 de virtlab Domain Controllers Pr.. Recoverypoint  29/07/2017 18:04:00 - -
[ dc0lvirtlab Domain Controllers Pr... Synchronization 29/07/2017 17:00:00 - -
E\ deO1.virtlab Domain Controllers Pr.. Synchronization  29/07/2017 17:00:00 - -
[ dc0lvirtlab Domain Controllers Pr... Synchronization 29/07/201715:00:00 - -
E\ deO1.virtlab Domain Controllers Pr.. Synchronization  29/07/2017 15:00:00 - -
Details:




Filter >

Filter name: Diemo filter |
Time from: 7 e < 1[00:00:00 :
Time to: T Vl 29:55:00 .
Filter options

Define the fiter parameters on the tab below . Click Preview to view the fitter
results. After you save the fiter it is added to the Jobs tab in the Monitoring task
area.

Jobs | Protection Other

Type:

-4y Detailed inventory =
i ME) Disk recovery

[} Drive cleaning

Fast inventony

Library rescan

-3 Postrecovery operation

|| Recoverable items recatalog

- Recovery point

~{_J=4 Replica creation

~{_|ig| ShareFoirt Catalog Task

E& SharePoint export and import task
= T = e T —

IStatus: I
oA Al
Completed

In progress
Scheduled

Preview Cancel Help




Options

End-user Recovery
SMTP Server Motifications

Auto Discovery

Alert Publishing
Specify the SMTP server settings to e-mail reports and notifications.

SMTF server name: |mail.1.rirt.|o|:a|

SMTF server port :

"From" address: |dpm2016@vi

rt local

{Must be a valid e-mail address on the SMTP

gerver specified.)

Authenticated SMTF server

The usemame entered should be domain account name of person whose
"From" address is mentioned above, otherwise notfication delivery will fail.

Usemame: |uirt‘-mail_n0ﬂf'_-’

Password: |iiiilllli

Send Test E-mail ..

Cancel

Help




% Home Update status

| | Updates are available.

+ Definition Update for Windows Defender - KB2267602

Update & security (Definition 1.249.418,0)
* Update Rollup 2 for System Center 2016 - Data Protection
| & windows Update Manager (KB3209593).
+ Security Update for SQL Server 2014 Service Pack 2 GDR
Windows Defender (KB3194714).
Updates are ready to install
@ Recovery
Install now
Activation

Update history
It For developers

Update settings
Awvailable updates will be downloaded automatically, except over

metered connections (where charges may apply). You'll be asked
to install updates when they've been downloaded.

Change active hours

Restart options

CharbelNemnom.com #> ° Get-DPMDiskStorage
CharbelNemnom.com #>

Name AccessPath Tag TotalSpace LogicalUsedSpace

All 107307673536
All 107307073536
All 107307073536

CharbelNemnom.com #>




CharbelNemnom.com #>

CharbelNemnom.com #>
CharbelNemnom.com #>
CharbelNemnom.com #>

Name

Hyper-V & VMware Storage

SQL Storage
File System

Update-DPMDiskStorage [0]

Update-DPMDiskStorage
Update-DPMDiskStorage
Get-DPMDiskStorage

[1]
[2]

AccessPath Tag TotalSpace

HyperV, VMware
SQL
FileSystem

107307073536
107307073536
107307073536

HyperV, VMware

SQL

FileSystem

LogicalUsedSpace

[8) system Center DPM Administrator Console

3 Production Servers

~ ||Searchlist below

- [m] X
File Action View Help
<& = =1 )9 2 -
> X | % 7@ @
Add Rescan Check  Options About Help
updates
Options Help

| []Search in details also (Slow)

4 Data Source Health
&) Critical (0)
@ OK (15)

1. Warning (0)

4 All Protection Groups

[ BMR Protection Group

[, File Server Protection Group
[, SQL Protection Group

Groupby: @ Protectiongroup O Computer

Search list below

Protection Group Member

Type

Protection Status

= @ Protection Group: BMR Protection Group (Total members: 1)

= i Computer: FSRVO1.VIRT.LAB

Profociad 2 Status  Name Friendly Name Type Preferred Datasource Types Total Capacity % Unused
Unprotected: 1 = DPM Storage Pool Volumes and Folders (Total: 3)
Upgrade available: 0 0 & File System Volume  Volumes and Folders 99.93 GB 93%
9 SQL Storage Volume  SQL Databases 99.93 GB 60 %
= Disk Storage 9 G\ Hyper-V VMware Volume HyperV VMs, VMware VMs 99.93 GB 98%
Number of disks: 0
Number of volumesifolders: 3
Total capacity: 209.81GE
MazocB
) J [C251.77GB
[B) system Center DPM Administrator Console - m] X
File Action View Help
- — ~ P — 2 = = =
] S [¢ QG 2 - =P i)
Ol % 2 B S 283 a4 4 W @ = @D @
New | Consistency Recovery Remove Movedisk — Disk  Online  Tape | Selfservice Tapecatalog = Recoverypoint | Check Options = About  Help
check point storage recovery  retention status updates
Pr Data source Resume backups Ma eports s Help

~ | [[]Searchin details also (Slow)

Online Protection

[é/ComputeriSystem P State

System State @ OK

[, SQL Server VMM Protection Group

N\

Perform consistency check ...
Create recovery point...

Stop protection of member...
Remove

nactive protection

0

Move disk storage...

TI

itch

Modif

saster protectio

disk allocation...

Resume disk backups...
Resume azure backups...
Resume tape backups...

Recovery point status...




Move Disk Storage

Select target disk storage to move backup data of data source Computer\System Protection.

Cument disk storage: F:\

Available target disk storage:
Name - Friendly Name Allowed Datasource Types Total Space Free Space
File System Volumes and Folders 99.93GB 9303GB
GA Hyper-V & VMware Storage HyperV VMs, VMware VMs 9993 GB 9828 GB
IIFJ Cancel Help
Move Disk Storage X
Tasks
Task

Results

Moving disk backup storage of data source "Computer\System Protection”...

Success




Add Disk Storage
Select volumes to add to storage pool.
DPM will format these volumes and use them to store backed up data.
Available volumes: Selected volumes:
- . - . .
Volume Capacity Volume / Friendly Name Capacity
D:\MountPoints\MountPoint0 1\ 199.98 GB
H:\ 299.98 GB
Add >
< Remove
T —
OK Help
DPM Administrat I O P
File Action View Help
. — ~
K| =
Add Rescan Check  Options About Help
updates
Disk Storage Options Help
<
e on S ; ~ | Search list below J2 | []Searchin details also (Slow)
P - 2 Status Name Friendly Name Type Preferred Datasource Types Total Capacity % Unused
Unprotected: 1 = DPM Storage Pool Volumes and Folders (Total: 3)
R 0 & File System Volume  Volumes and Folders 99.93 GB 44%
o FA SOL Storage Volume SQL Databases 99.93 GB 97 %
< DigkStorage 0 G Hyper-V VMware Storage Volume  Hyper VMs, VMiware VMs 99.03 GB 98%
Number of disks:
Number of volumesifolders: Add Disk Storage %
Total capacity:
Selact volumes te add to storage pool.
M e000GB DPM will format these volumes and use them to store backed up data.
WS Available volumes: Selected volumes:
Volume Capadity Volume Friendly Name Capadity
&5 Online
Registration status:
Azure backup agent version: Al
Used space: <Remove
Subscription Id:
@ Libraries
Total lihrariae: n_ ~
oK Help
g Monitoring
j Protection




Create New Protection Group X

Choose Rephica Creation Method
To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

Steps: DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replica?
@ Welcome Replica in DPM Server
@ Select protection group type (O Automatically over the network
@ Select group members Now Later
@ Select data protection 11/18/2018 12,0346 PM 3
method

@ Select short4em goals

(® Manually
@ Review disk storage ‘You must transfer the data using removable media.
allocation For large amounts of data, this operation may be faster than replica creation across the network.
@ Choose replica creation
method
@ Choose consistency check
options
Summary
Status
< Back Cancel Help
<
4 Data Source Health Groupby: @ Protection group O Computer
@ Critical (0) |Search st below />~ [JSearchindetails lso (Slow)
(ERER) Protection Group Member ' Type Protection Status Online Protection

1. Warning (0)
= (D) Protection Group: File Server Protection Group (Total members: 4)

4 All Protection Groups = 3 Computer: FSRVO1.VIRT LAB
[, BMR Protection Group | D:\Backup Folder (D) Manual replica creation pending
[, File Server Protection Group 7] DADATA-02 Folder (i) Manual replica creation pending -
[ SQL Protection Group | DADATA-03 Folder (D Manual replica creation pending -
[, SQL Server VMM Protection Group &8 DAMountPoints\MountPoint-FSRVO1 Volume @ Manual replica creation pending -




Protection Group Member Type Protection Status Online Protection
B E@ Protection Group: File Server Protection Group (Total members: 4)
= & Computer: FSRVO1.VIRT.LAB

| D\Backup Folder (i) Manual replica creation pending -
] DADATA-02 Folder (i) Manual replica creation pending -
7] DADATA-03 Folder (i) Manual replica creation pending -
@ DAMountPoints\MountPoint-FSRV01 Volume @ Manual replica creation pending -

Details: D:\MountPoints\MountPoint-FSRVO1

[ Status: Manual replica creation pending
Replica path: Click to view details
Latest recovery point: - L3
Oldest recovery point: -
Total recovery points: 0
Storage consumed: 0KB
Details of Replica Path X

Protected member:  D:\MountPoints\Mount Point-FSRV01

Source (Protected server) Destination (DPM server)

D:\WountPoints\MountPoint-FSRV01 on FSRV01.VIRT.LAB  D:\Program Files\Microsoft System CentenDPM\DPM

€ >

Mote- You can copy the list view text for reference.
While setting up protection if you had opted for manually loading the replica, click on Help to leam about exact steps
involved in doing that.

Close Help




Details of Replica Path X

Protected member:  D:\MountPoints\Mount Point-FSRV01

Source (Protected server) Destination (DPM server)
D:\MountPoints\MountPoint-FSRV01 on FSRV01.VIRT.LAB  D:\Program Files\Micro

< >

MNote- You can copy the list view text for reference.
While setting up protection if you had opted for manually loading the replica. click on Help to leam about exact steps
involved in doing that.

Close Help

E' Untitled - Notepad - O X
File Edit Format View Help

PM Installation Folder: D:\Program Files\Microsoft System Center\DPM\DPM\Volumes\Replica\
Physical Replica ID: 8482d75f-afc9-415b-b6cd-b89a5523ecdd)\
atasource ID: @e3f5e03-7175-4957-be83-2396481f1465)\

Path: Full\

Windows (CRLF) Ln 2, Col 1 100%




CharbelNemnom.com #> %P Get-DPMProtectionGroup | Where-Object Name
CharbelNemnom.com #> %P

Name ProtectionMethod

File Server Protection Group Short-term using disk

CharbelNemnom.com #>

CharbelNemnom,com #> Get-DPMDatasource
Computer Name ObjectType

D:\MountPoints\MountPoint-FSRV@1 Volume
FSRVO1 D:\ Volume

CharbelNemnom.com #> $D¢ Get-DPMDatasource ] | Where-Object Name
CharbelNemnom.com #>

Computer Name ObjectType

CharbelNemnom.com #> Start-DPMManualReplicaCreation $DS

Replica volume for datasource D:\MountPoints\MountPoint-FSRV@1 has been mounted at D:\Program Files\Microsoft System Cen
ter\DPM\DPM\Volumes\Replica\8402d75f-afc9-415b-b6cd-b89a5523ec44. Copy the datasource's data on the volume and then run
Stop-DPMManualReplicaCreation cmdlet.

CharbelNemnom.com #>

Replica
Share View

» This PC » DATA (D) » Program Files » Microsoft System Center » DPM » DPM » Volumes » Replica » v D
D Name Date modified Type Size

» 8402d75f-afc9-415b-bbcd-b89a5523ecdd

18 12:53 PM File folder




B Administrator: Command Prompt

D:\Program Files\Microsoft System Center\DPM\DPM\Volumes\Replica>tree
Folder PATH listing

DEE

L 8402d75f-afc9 :
3f5e@3-7175-4957-be83-2396481F1465

Full

D:\Program Files\Microsoft System Center\DPM\DPM\Volumes\Replica>g

CharbelNemnom.com #> Get-ChildItem D:\MountPoints\MountPoint-FSRV@1\ | FT FullName

FullName

MountPoints\MountPoint-FSRV@1\Sub-mountpoint

MountPoints\MountPoint-FSRVO1\BRK100@ - What's new in Microsoft Project.mp4
D:\MountPoints\MountPoint-FSRV@1\BRK1001 - Driving success with Project Online.mp4
D:\MountPoints\MountPoint-FSRV@1\BRK1025 - Preparing for IoT in IT- Microsoft's IoT Vision and Roadmap.mp4
D:\MountPoints\MountPoint-FSRV@1\BRK1026 - Getting started with Microsoft Azure and Azure Portal.mp4

CharbelNemnom.com #> _

r’o\umes\RepIica\8402d?5f-afcgl4lSb-b6cd-b89a5523ec44\0e3f5e03-?1?5-495?-b283-239648‘lf1465\Fu|l\MountPoints\MDuntPoint-FSRVO1| h
O Name Date modified Type Size

Sub-mountpoint

= BRK1000 - What's new in Microsoft Project. mp4

]

BRK1001 - Driving success with Project Online.mp4

L.}

BRK1025 - Preparing for loT in IT- Microsoft's loT Vision and Roadmap.mp4  10/5/2018 10:14 PM MP4 Video 149,791 KB
®' BRK1026 - Getting started with Microsoft Azure and Azure Portal. mp4 9/28/2018 712 PM MP4 Video 368,733 KB

CharbelNemnom.com #> Stop-DPMManualReplicaCreation $DS

Replica volume for datasource D:\MountPoints\MountPoint-FSRVO1l dismounted successfully. Run a consistency check job to s
tart scheduled backups.

CharbelNemnom.com #>




Protection Group Member Type Protection Status Online Protection

= ?_'_.‘D Protection Group: File Server Protection Group (Total members: 4)

= 5 Computer- FSRVD1 VIRT.LAB

 D\Backup Folder (i) Manual replica creation pending -
_| D:\DATA-02 Folder (i) Manual replica creation pending -
D:\DATA-03 Folder (i) Manual replica creation pendin -
m:mntF'ninm\.Mouanomt—FSRVm anuﬁ -
Detail D:\MountPoints\MountPoint-FSRVD1
Status: OK
Replica path: Click to view details
Latest recovery point: 11/18/2018 1:38:20 PM
Oldest recovery point: 11/18/2018 1:38:20 PM
Total recovery points: 1
Storage consumed:

Report Manager LIRL

Configure a URL to access Report Manager. Click Advanced to define multiple URLs, or to specify additional
parameters on the URL.

Report Manager Site Identification

Virtual Directory: |Reports

URLs: http://DPMO1:80/Reports Advanced




Home > CustomReports

i\ll SQL Server Repnrting Services
New Data Source

MName: ICustomDPMDataSource x
Description:

[]Hide in tile view
Enable this data source
Data source type: | Microsoft SQL Server v

Connection string:

Data Source="DPMO01";persist security y
info=False;initial catalog=DPMDE_DFMO01

Connect using:
(O Credentials supplied by the user running the report

Display the following text to prompt user for a user name and password
Type or enter a user name and password fo access the data source
Use as Windows credentials when connecting to the data source
(O Credentials stored securely in the report server
User name
Password
Use as Windows credentials when connecting to the data source

Impersonate the authenticated user after a connection has been made to the data source

|®) Windows integrated security |
() Credentials are not required
| Test Connection |

Connection created successfully.

| oK | | Cancel




New Chart
Design a query

Build a query to specify the data you want from the data source.

2 Edit as Text [ Impert.. | [P Run Query

Database view Selected fields
Eﬂ ww_DPM_RecoveryStatus ~ Field
3] vw_DPM_Replica
Eﬂ ww_DPM_Server SR
Serverhlame

Relationships
Applied filters

: E IsRG X Field name
Eﬂ ww_DPM_TapeRecoveryPoints
3] vw_DPM_Tapestat v
< >
Query results
Serverld ServerMame MetbiosMName DomainMame
fa2af885-8306-.. DPMO1virtlab DEMOT virt.lab

Help

Group and Aggregate K =

Aggregate ~

O, b

Auto Detect Edit Fields &3 ¥

P Py

Cperator  Value Parameter
S

< Back




Chapter 3: Protecting Hyper-V VMs

Create New Protection Group

Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

2 Protection group name: |I-|‘)"|:n3r-‘-.f RCT Pratection Group

» Welcome Protection method

# Select protection group type Select your protection method.

#  Select group members o

& Select data protection - | want shortterm protection using: Disk ~
method

@ Select short4erm qoals [ 1 wart online protecion

@ Choose consistency checl
options

@ Summa
v m [ | want long4em protection using tape

@ Status

< Back MNest > Cancel Help




Create New Protection Group

Specify Short-Term Goals
D DPM will create a protection plan using your short4erm recovery goals.

Steps:

@ Welcome

Ego  Specify your shortterm recovery goals for disk-based protection.

v

Select protection group type

Retention range:

7 Ll days

Select group members

v

Select data protection
method

Application recovery points

For applications the recovery point is as per synchronization frequency when they support incremental, otherwise the
recovery point is as per express full backup.

v

Select short4erm goals

@ Review disk storage
allocation

@ Choose replica creation
method

& (Choose consistency check

Recovery points:

Express Full Backup:

Based on express full schedule (5:00 PM Mon, Tue, Wed, Thu, Fr, Sat)

5:00 PM Mon, Tue, Wed, Thu, Fr,
Sat

I Madfy ... I

options
@ Summary

@ Status

< Back

MNext = Cancel Help




Create New Protection Group

Review Disk Storage Allocation

Review disk space allocated in the storage pool for this protection group.

Steps:

v

v

Welcome
Select protection group type
Select group members

Select data protection
method

Select shorttem qoals

Review disk storage
allocation

Choose replica creation
method

Chioose consistency check
options

Summary

Status

Review target storage assigned for each data source and change if need be.

Disk storage allocation for new members
Total data size:

Disk: storage to be provisoned on DPM:

Disk: storage allocation details:

2427 GB
30.08GB

Data Source Data Size
RCTWAS2016-1502 on WS2016-HVO2 VIRT.LAB 2477 GB

Space To... Target Storage
30.08 GB MBS-All - 165.76 G ~

Awvailable disk storage:

MName Friendly ... Allowed Datas... Total Sp... Free Sp... Underpr...

D MES-4l1 Al 195.81 GB 165.76 GB 0 KE

E:\DPMMountPoints\Mou_.. SQL-Werkloa.. SGL Datsbases 295.81GB 294 92 GB O KB
< Back Mead > Cancel Help




Create New Protection Group

Consistency check options

Select how you want to run consistency check on inconsistent replicas.

Steps:

v

v

_

v

v

v

Welcome
Select protection group type
Select group members

Select data protection
method

Select short4erm goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Summary

Status

Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source.
You can start a consistency check manually or allow DPM to mun it automatically. Use the methods below to customize how
DPM can run a consistency check.

Run a consistency check if a replica becomes inconsistent

Select this method if you want DPM to automatically un & consistency check when it finds a replica in an inconsistent
state. This method may require DPM to use additional CP U and disk resources.

[ Run a daily consistency check according to the following schedule

Select this method if you want DPM to check forinconsistent replicas at a specified time every day and then run a
consistency check it finds one. This method may require additional CPU and disk resources during the specified hours.

Start time: 12:00 AM
Madmum duration: 480 7| hours
Cannot exceed 480 hours (20 days).

< Back MNext = Cancel Help




Create Mew Protection Group

Summary

DPM is ready to create the Hyper-V RCT Protection Group protection group.

Steps:

-

-

L J

Welcome
Select protection group type
Select group members

Select data protection
method

Select shortterm goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Summary

Status

Review the settings, and then click Create Group to create the Hyper-V RCT Protection Group protection group.

Protection group members:

RCT\WS2016-1502

Protection group settings:

Setting
Short4erm retention range

Replica creation

Recovery points (@pplications)

Details

7 Dayls)

5:00 FM Man, Tue, Wed, Thu, Fri, 5at
Mow

(i) Youcan optimize performance of this protection group now or you can do it later from the actions pane.

/4. Important: Installation of hardware snapshat providers on each node of the protected CSV (Cluster Shared
Volume) cluster is recommended for optimal performance. Click here for details.

/. tem level recovery is supported for disk protection based recovery points only. Farthese, tem level recovery will
work only if the base WVHD and differencing WHDs are on the same volume.

<o oo | [ v




iﬂ Hyper-V Manager - O X
File Action View Help
=% x5 B
E Hyper-V Manager § N Actions
E CHARO-Z1 Virtual Macr:nes - SRl LASR "
Name State CPU Usage As (®) Stop Service
E FSRV01 RU““'“Q XK Remove Server
6D O Refresh
B NANOVM-CRHOST
B NANOVM-OMOT off View ’
< E Help
Checkpoints MABS -
- -E Connect..
MAEBS E'j Settings..
@ Upgrade Configuration Version.. l
Created: 06-Apr-17 10:47:05 P O so
Configuration Version: 8.0
Generation: 2 Ey Checkpoint
Notes: None B Move.
I} Export..
Eﬁ Rename...
Summary Memory Networking B¢ Delete..
> ﬂ Help v




Create Mew Protection Group x

Select Group Members.
Select the data that you want to protect.

Steps:
teps To choose the data to protect. select the check boxes in the Available members section. To exclude a folder, expand the
@ Welcome I you do niot see the data source you wart to protect in the tree below, click the fallowing link for a list of unsupported
@ Select protection group type Unsupported configurations
@ Select group members ﬁ\\raila.ble members Selected members
@ Select data protection & NINJA-52D-HVOT 2 Selected Members Computer

5 NINJA-52D-HV02
s SCOPM2016 RCT\WS2016-11S02  WS2016-HV02 VIRT.LAB

g Ws2016-HV02
@ Choose consistency check D 2 Al Shares

options ﬂjﬂ Al Volumes
=-[1ig HyperV
@ Summary B[ 13 Host Componert
@ Status AV
RCTWNANOVM-CRHOST
RCTWNANOVM-DNS
RCTWNANOVM-IIS
RCTWNANOYM-MPIO
RCTWNANOYM-OMO1
RCTWNANOYM-OMO2
RCTWNANOVM-OMD3
RCTWNANOVM-OMD4
RCTWNANOVM-OMD5
RCTWNANOVM-LPAV
RCTW/S2016-11502
-] T Svstem Protection hd
Update data sources Remave
Refresh to clear the cache and retrieve the |atest data

method

@ Select shorttem goals

L0 G O R B Ao IS s LS R B

Excluded folders: 0 View
Refresh Excluded file types: 0  Exclude Files ...

< Back Ment = Cancel Help




Backup Operators Properties

General

% Backup Operators

Description: Backup Operators can ovemide securty restrictions for

the sole purpose of backing up or restoring files

Members:

Add... Femove

Changes to a user’s group membership
are not effective urtil the next time the
user logs on.

Cancel Apply Help




Object Types x
Select the types of objects you want to find.

Ohject types:

rvice Accounts
1‘,:'1 Computers
%Gmups
E; Users

Cancs

Advanced Security Settings for VM Storage O
Name: DAVM Storage
Owner: Administrators (W52016-HV03\Administrators) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to o
BL Allow  Administrators (WS2016-HVO3\.. Full control None This folder only
BL Allow  Administrators (WS2016-HV03\..  Full control D This folder, subfolders and files
EL Allow  SYSTEM Full control DX This folder, subfolders and files
B Allow CREATOR OWNER Full control D Subfalders and files only
B Allow Users (WS2016-HV03\Users) Special DA This folder, subfolders and files
EL Allow  Everyone Read & execute DA This folder, subfolders and files
R Allow  Users (W52016-HV03\Users) Create folders f append .. D)\ This folder and subfolders hd
Add Remave View
Disable inheritance

] Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply




Advanced Security Settings for VM Storage

Name: DAVM Storage
Owner: Administrators (W52016-HVO3\Administrators) Change
Permissions Share Auditing Effective Access

To modify share permissions, select the entry and click Edit
Network location for this share: \WS2016-HVD3.VIRT.LAB\VM Storage
Permission entries:

Type Principal - Access
B Allow NINJA-S2DCLU (VIRT\NINJA-S2DCLUS) Full Control

Remove Edit

oK

Cancel

Apply
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System Center 2016 DPM Administrator Console

File Action View Help

© P w 4 &

Recover Show all Add External | End-user Check Options About Help

versions DFM recovery updates DPM
Recovery Configure Options Help
£
I IrTET Recovery points for: RCT\WS2016-11S02
|Fi|ter SErVers Is] v| Mvailable recovery points are indicated in bold on the calendar.
B Select the date from the calendar and the time from the drop down list for the recovery points that you
'@_ Local DPM Data want. Click recover in the Actions pane to open the Recovery Wizard.
4 33 WIRT.LAB
= 4 Recovery date:  9/15/2017
4 _-‘_|__WS2D1 B-HVD2 September T 2017 e
Fl E'Q_AII Frotected Hyper Data Recoverytime: |540PM -~
- RCTW/S2016-1502
September 2017 Recover from:  Disk Sgo
Sun Mon Tue Wed Thu Fri Sat
1 2

7 9
W11 12 13 14 [A5] 16

8
7 18 19 20 21 22 23
24 25 26 27 28 29 30

Il Search I

4 Search Recovery Points

Y Files and foldars |Path: Al Protectsd HyperV Data T up

&*) Exchange mailboxes : . .
:a g Search list below e Search in details alzo (Slow)

EﬁShareF’oint T
Recoverable ltem Last Modified Size

- RCTWS2016-I1502 =

g Manitoring

} Protection
i)

|7 Recovery

| Reporting

":} Management




Recovery Wizard X

. Select Recovery Type
[ Select the type of recovery you want to perform.

Steps:

@ Review recovery selection . () Recoverto original instance

The current files will be overwritten during recovery.

¢ Select rscovery fype RCTWWS2016-1502 on WS2016-HVO2 VIRT.LAB

@ Specify destination
i'jl (® Recover as virual machine to any host
@ Specify recovery options =l

@ Summal .,
& I' = () Copyto a network folder

@ Recovery status

m () Copytotape

This option copies the files to tape in a DPM library.

i Restoring the virtual machine to the original server will overwrite an existing instance of the same virtual
machine present on the server.

< Back Mead = Cancel Help




Recovery Wizard

Specify Destination
| i?“ Specify where you want to recover the virtual machine.

Steps:
@ Review recovery selection

@ Select recovery type

Specify where you want to recover the virtual machine.

[] Destination host uses remote storage.

All the files will be copied inside a folder named "WS2016-11502_5-16-2017_17.0.10" in the copy destination.

@ Specify destination

Destination host: | WS2016-HVO3.VIRT.LAB

& Specify destination
Specify recovery options
Summary

Recovery status

Data transfemed:  15.436.25 MB

| Browse...
@ Specify recovery options
Destination path: |E:WI'\"I5 |
¥ Summary
@ Recovery status Space required: 15.25GE
Space available: 36588 GE
< Back MNext > Cancel Help
Recovery Wizard X
, i?“ Recovery Status
Steps: Recovery status:  Successful
@ Review recovery selection Start time: 9162017 10:51:57 PM
¥ Select recoveny type End time: 9/16/2017 10:52:50 PM




System Center 2016 DPM Administrator Console

File Action View Help
\ = . 5 ) o -~

T a4 "_ﬂ & = (g0 (2

</ i Lo : W &
Recover Add External | End-user Check  Options About Help

DFM recovery updates DPM
Recovery Configure Options Help

Browse Recovery points forr RCT\WS2016-11S502
|Fi|ter servers oo | HAvailable recovery points are indicated in bold on the calendar.

415 Local DPM Data
4 55 YIRT.LAB
4 3 w8201 6-Hvoz
4 =3 Al Protected Hyper D ata

3 RCTwwE201 a-nsnzo

4 Search Recovery Paints
=] Files and folders

bﬁ Exchange mailboxes
ﬁﬁ ShareFuoint

g Monitoring
__‘53-_ Protection

Eft'j Recovery

=il Reporting

@ Management

Select the date from the calendar and the time from the drop down list for the recovery points that you
want. Click recover in the Actions pane to open the Recovery Wizard.

|Septemb-er = | 2017

September 2017
Sun Mon Tue Wed Thu

3 4 5 6 7
m o112 13 14

18 19 20 21
24 25 26 21 28

Sat

16
23
30

Recovery date:  917/2017

Recoverytime: | 5:00 PM

Disk g

Recover from:

(2

Path: All Protected Hyper' Data

T up

|Search list below

Search in details also (Slow)

Recoverable ltem

= D:WirtualMachines|

Show all recovery points

MS2016-11502_D.vhdx
JS2016-11502_Paging whdx

2 D:WirualMachinesWwS2016-RTMO1Wirtual Hard DisksWW52016-Datacenter_C.vhdx E -

o -
= DWirtualMachines| {r Recover.. o




Recovery Wizard

Review Recovery Selection

| 1?‘ Review the information for the items that you chose to recowver.

Steps:

@ Review recovery selection
@ Select recovery type

@ Specify recovery options
@ Summary

@ Recovery status

Revigw your recovery selections.
Recovery point:  8/17/2017 5:00:10 PFM
Recower from: Disk

ftem details
Recowvery item: D:WWirtualMachines ' WS2016-RTMOD1 \Wirtual Hard Disks"WS52016-1502_D vhdx

Recovery source:  RCTWWS2016-11502 on WS2016-HVIZ VIRT LAB

A, Note that the selected recovery element is 2 VHD and not the virtual machine.

< Back MNeat > Cancel Help




Recovery Wizard d

- Summary
15T Review your recovery settings.
Steps: Recovery point: 541772017 5:00.10 PM
@ Review recovery selection Recovery media:  Disk
@ Select recovery type Source: RCTWWS2016-1502 on WS2016-HVD2 VIRT.LAB
@ Specify destination Destination: WS20M16-HVOI VIRT .LAB
@ Specify recovery options Motification: Mo
@ Summary Recovery tems
@ Recovery status Recoveryitem:  RCTWWS2016-1502\D \VitualMachines WS 201 6-RTMO1\Virtual Hard Disks WS20...
Details:
Recovery tems Size 7

E D:\VirtualMachines\W52016-RTMO1\Virtual Hard Disks\WS2016-1502_D.whdx -

< Back Cancel Help




File Action View Help

System Center 2016 DPM Administrator Console

Recover Add External | End-user

L_,T

4 Local DPM Data
4 5 VIRT.LAB
4 5 WE201E-HVDZ2
4 =3 All Pratected Hyper Data
2 RCTWE201B-1S02

Check  Options About Help

DPFM recovery updates DFM
Recovery Configure Options Help
£
IrTET Recovery points for: RCT\WS2016-11S02
Filter servers ;:' ~

MAvailable recovery points are indicated in bold on the calendar.

Select the date from the calendar and the time from the drop down list for the recovery points that you
want. Click recover in the Actions pane to open the Recovery Wizard.

Search

4 Search Recovery Points

= Files and folders
&2 Exchange mailboxes
ﬂﬁ SharePoint

8 Manitoring
_i Protection
|7 Recovery
\i]] Reporting

‘t:a Management

September T 2017

September 2017
Sun Mon Tue Wed Thu

3 4 5 6 7
w112 13 14
7 13 19 20 21
24 25 26 27 28

Recovery date:  9/15/2017
Recoverytime: | 540PM -

Recover from:  Disk g0

Path: All Protected HyperV Data

T up

|Search ligt below

X v Search in details alzo (Slow)

;

Recoverable ltem

L.

3 DWirualMachinesWw52016-RTM01Wirtual Hard Disks\Ww52016-Datacenter_C vhdx -
= D:WirtualMachines\WwWS2016-RTMO1Wirtual Hard DisksWWS2016-11502_D vhdx -
2 D:WirtualMachines\WS2016-RTMO1Wirtual Hard DisksWS2016-11802_Paging.vhdx -




Recovery Wizard

Select Recovery Type

15T Select the type of recovery you want to perform.
Steps:
@ Review recovery selection
.,
& Select recovery type == (® Copyto a network folder
@ Specify destination
@ Specify recovery options
@ Summary
# Recovery status
% Back MNext = Cancel Help
Recovery Wizard
. Specify Destination
| J‘ Specify where you would like to copy virtual machine files.
Steps: Specify where you would like to copy vitual machine files.

@ Review recovery selection All the files will be copied inside a folder named "WS2016-1502_5-15-2017_17.40.39 in the copy destination.

# Select recovery type Destination: |SCDPM2016.VIRT LAB | [[Browse...

@ Specify destination

Destination path: |F:\ |

@ Specify recovery options

@ Summary Space available: 199.75GB

@ Recovery status

< Back Mead = Cancel Help




Recovery Wizard

- Specify Recovery Options
[ e Specify the options to apply to the recovery.
Steps: Restore security

(®) Apply security settings of the destination computer
() Bpply the security settings of the recovery point version

Review recovery selection

@ Select recovery type

@ Specify destination Network bandwidth usage throttling
i Status: Disabled Modify...
@ Summary SAN Recovery

@ Recovery status
Click on Help to leam about the prerequisite steps

Motification

Recipients:

Separate e-mail addresses with comma.
Bxample: Kim@Contoso.com, Temy&Adventurs-works .com

< Back Nead = Cancel Help




Recovery Wizard

. Summary
! J‘ Review your recovery settings.
Steps: Recovery point:
» Review recovery selection Recovery media:
»  Select recovery type Source:
@ Specify degtination Destination:
@ Specify recovery options Notification:
@  Summary Recowvery items
@ Recovery status Recovery tem:
Details:

9/15/2017 5:40:39 PM

Disk

RCTWWS2016-11502 on WS2016-HVD2 VIRT.LAB
SCDPM2016.VIRT.LAB

Mo

RCTWWS2016-1502\Recoveny

Recovery tems

Size

{7 Recovery

< Back Cancel

Help




| 1;'* Recovery Status

Steps: Recoverny status:
»  Review recovery selection Start time:
¥ Select recovery type End time:
@ Specify destination Data transfemed:
}  Specify recovery options
¥ Summary
¥ Recovery status

Successful
9152017 7:15:16 PM
9152017 71524 PM
30275 MB




Chapter 4: Monitoring DPM and Configuring
Role-Based Access

Options by

End-user Recovery Auto Discoveny

MTF Server Motifications Alert Publishing
Specify the SMTP server settings to e-mail reports and notifications.

SMTP server name:

|mail.'-.-'irt.ln:n::al |
SMTP server port :
“From” address: [dpm2016@vit local |

(Must be a valid e-mail address on the SMTP
server specified )

Autherticated SMTP server

The usemame entered should be domain account name of person whose
"From" address is mentioned abowve, otherwise notification deliveny will fail.

|semame: |~;irt"-mail_nut'rh' |

Passwiard:

Send Test Email...




Opticns

End-user Recovery Auto Discovery
SMTP Server Motifications Alert Publishing

To monitor DPM status using the OPM Microsoft Operations Manager (MOM)
Pack, you must publish DPM alerts as Windows events. To publish DF M
alerts as Windows events, click Publish Active Alerts.

| Publish Active Mlets |

To publish DFM backup jobs that succeeded or failed as Windows events,
click Publish Backup Events

Publish Backup Events

(i) Depending on the number of backup events, this may take up to several

s

minutes to complete.

Cocel | b




&%, Select Management Packs from Catalog ? *

Select one or more management packs in the catalog list and click Add.

View connection certificate

Find :
data protection manager |

View
All management packs in the catalog w
Search
Management packs in the catalog ff' Properties ..
Mame Status Version Release Date  Information
Microsoft Comporation
Add
Selected management packs :
Mame Status Wersion Releasze Date ~
Systemn Center 2012 R2 Data Protection Manager Discovery And Monitoring Mot installed 4.2.1276.0 30/05/2017
System Center 2012 R2 Data Protection Manager Library Mot installed 4.2.1276.0 14/08/2015
Systemn Center 2012 R2 Data Protection Manager Reporting Mot installed 4.2.1279.0 14/08,/2015 ]

Remaove

0K Cancel




Data Protection Manager Central Conscle Setup

id-.__-_ A
k. iJ Central Console Opt-in

Instzllation Stages

@ Welcome

& Central Console Opt-In
@ Prerequisites check

@& Installation settings

@ Microsoft Update Opt-In

@ Installation

The DPM Central Console iz built on top of Operations Manager. It requires few components
to be installed both on the Operations Manager Server and alsa the machine where the
Cperations Manager Console will be launched.

() Install Central Conscle server-side Components

The server-side components should be installed on the Operations Manager Server.

() Install Central Conscle client-side Components

The client-side companents should be installed on the machine where you will be launching the
O perations Manager Console.

(®) Install Central Conscle server-side and client-side Components

Choose this option if you are planning to run the Operations Manager conscle on the Operations
Manager server itself. This will install both the server-side and client-side components.

< Back Mead > Cancel Help




Data Protection Manager Central Console Setup

id-.__-_ .

4

Installation Sages

Wwelcome

Central Console Opt-In
Prerequisites check
Installation settings
Microsoft Update Opt-In

Installation

Prerequisites Check
- aJ Please wait while the wizard checks for required software.

Prerequisites
of Basic components

of  System attrbutes Check Again

This computer meets the software and hardware reguirements for DPM Central Console.

Click Next to continue.

Dietails:

Mezsage

DFM Central Console setup will create the following registry key to optimize Operations Manager Server
performance: HKELM\SOFTWARE Microsoft \Microsoft Operations
Manager'.3.0"Modules\GlobalPowerShell "GQueueMinutes"=dword 00000077

@ DFM Central Console setup will automatically import the "System Center 2016 Data Protection Manager
Scale Ovemide’ management pack to optimize Operations Manager Server performance.

< Back Mesd = Cancel Help




"DPM: Replica is (3106)" on C:

File Action View Help

ys

(DCO7virtIab) - 1 alert - Systemn Center 2016 DPM Scoped Console

About  Hel
DPM
Help

Check
updates

Options
Alerts
[ Show inaetive alerts
[ show other alerts
4 Al Aleris
Q critical (1)
i\ Waming (0)

(i) Information (0}

Jobs:
+ DefaultFilters
T Alljobs

T Alljobs in progress
T Failed jobs for yesterday and today
¥ Scoped
T Today's jobs
Custom Filters:

) -
% Monitoring

2 Protection

Recovery

Management

Source

Alert monitor

ComputerSystem Protection(DCO1.virt lab)

DPMserver - dpm01virtlab

DPM: Replica is inconsistent (3106)

Group by.

O Protectiongroup O Computer @ Severity

Se:

£ v|  Osearch in details also (3iow)

Occurred Since

=@ Critical (Total alerts: 1)
04/10/2017 13:08:01

Details:

Affected Area Computer Protection Group

Computer\System Protection de0 wirtlab

Domain Controllers Protection...

Alert

Replica is inconsistent

BE Administrator: Command Prompt - DefaultRoleConfigurator.exe

role:
role:
role:
role:
role:
role:
role:

DPM
DPM
DPM
DPM
DPM
DPM

Tape Admin
Tier-2 Support
dmin




Chapter 5: Protecting Microsoft Workloads
with DPM

System Center DPM Administrator Console

File Action View Help

= , D ey | = s '_?
> r = [ Il [ I
i 2. m ! s Ug 1 Ly
New Selfservice Tapecatalog = Recovery point Check Options About Help
recovery retention status updates
Protect... Manage Reports Options Help
«+ Data Source Health Groupby. @ Protection group (O Computer
Q Critical {0) Search list below #
CK (6
9 (_) Protection Group Member Type Protection Status
1. Warning (0)
= 4@ Protection Group: SQL Protection Group (Total members: 6)
4 All Protection Groups =i Computer- SC-DPM-1807 VIRT LAB
[ SQL Protection Group SC-DPM-1807T\DPMDB_SC_DPM_1807 SQLData @ 0OK
SC-DPM-1807\master SQL Data 0 OK
SC-DPM-1807\model SQL Data o OK
SC-DPM-1807\msdb SQLData @oOK
SC-DPM-1807\ReportServer SAL Data o OK

SC-DPM-1807\ReportServerTempDE  SQLData @ OK




Steps:
Welcome

Select group members

Select data protection
method

e« & & &

.

Select shorttemn goals

Choose consistency check
options

[

@ Summary
@ Status

Create New Protection Group

Select Group Members.
E Select the data that you want to protect.

To choose the data to protect, select the check boxes in the Available members section. To exdlude a folder, expand the directory structure,
If you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported configurations.

Select protection group type  Unsupported configurations

Available members.

Selected members

== g FSRV01

=[] a3 All Shares
L[] MTATempStore$

E_j Users Documents

= m All Volumes

- Jea €

_EL' DA\

+-[] 7 $RECYCLEBIN

+ Backup

+-[4 7 DATA-02

+ DATA-03

= Dj MountPoints

IREEY vo.rivoin oo
+-[1 " MountPoint-FSRV02

- +-[] 7 MountPoint-FSRV03

+ D_j Users Documents

+-[Jea EN

Selected Members

D:\Backup
D:\DATA-02
D:\DATA-03

\\FSRVO1.VIRT.LAB\Users Documents

D:\MountPoints\MountPoint-FSRVO1

Computer
FSRVO1.VIRT.LAB
FSRVO1.VIRT.LAB
FSRVO1.VIRT.LAB
FSRVO1.VIRT.LAB
FSRVO1.VIRT.LAB

8] sc-DPM-1807

Update data sources
Refresh to clear the cache and retrieve the latest data

Refresh

Excluded folders:

Excluded file types:

< Back

Cancel

Remove

0 \Mew
0 Exclude Files ...

Help




Create New Protection Group

Select Data Protection Method
E DPM can help provide disk, online and tape based data protection.

= Protection group name: | File Server Protection Group

@ Welcome == e
: P

@ Select protection group type Select your protection method.
@ Select group members e
& Select data protection | want short-term pmﬁection Usi'lg: Disk e

method
 Teka sy s v'._\?J | want online protection
@ Choose consistency check

options
- e m | want long-term protection using tape
@ Status Protection using tape options are disabled as no tape libraries were detected orthe protection

group contains data sources that cannot be protected on tape.

<ouat ot o




Create New Protection Group

Specify Short-Term Goals
E] DPM will create a protection plan using your short-term recovery goals.

Sieps:

Welcome

Select protection group type
Select group members

Select data protection
method

& & & &

[ 9

Select short4em goals

@ Review disk storage
allocation

@ Choose replica creation
method

@ Choose consistency check
options

Specify online protection data

@ Specify online backup
schedule

Specify online retention policy

@ Choose online replication
@ Summary
@ Status

<o  Specify your shortterm recovery goals for disk-based protection.

Retention range: 7 = days

Synchronization frequency: (® Every 15 minutes v
(O Just before a recovery point

File recovery points
Specify recovery points for file members.
Recovery points for files: 8:00 AM, 12:00 PM, 6:00 PM
Everyday Modify...

con cam e




Create New Protection Group X

Review Disk Storage Allocation
E Review disk space allocated in the storage pool for this protection group.

S Review target storage assigned for each data source and change if need be.
" Kitcoms Disk storage allocation for new members
¥ Select protection group type Totel dain size: 300GB
@ Select group members Disk storage to be provisoned on DPM: 5.15GB
@ Select data protection
method
@ Select shorttemm goals Disk storage allocation details:
& Review disk storage ; N .
ety Data Source Data Size Space To Be Provisioned | Target Storage
@ Choose replica creation D:on FSRVOLVIRT.LAB 103 GB 1.77 GBJAll Workloads - 89.30 GB v
method D:\MountPoints\MountPoint-FSRV01 o.. 197 GB 3.38 GBJAIl Workloads - 8930 GB ™
@ Choose consistency check
options
®  Specify online protection data
ks ?gheec:a:'\ fine backup Available target disk storage:
™ Speciy anline retertion policy Name Friendly Name Allowed Datasource Types Total Space Free Space Underprovisoned Space
All Workloads All 99.92 GB 89.30GB 0 KB!
@ Choose cnline replication
@ Summary
@ Status

<o e | i




Create New Protection Group

O

Steps:

Choose Replica Creation Method

@ Welcome Replica in DPM Server

@ Select protection group type (®) Automatically over the network

@ Select group members ® Now O Later
@ Select data protection 110/

i 11/10/20
@ Select shorttem goals O Manually

& Review disk storage
allocation

# Choose replica creation
method

@ Choose consistency check
options

Specify online protection data

@ Specify online backup
schedule

Specify online retention policy

@ Choose online replication
@ Summary
@ Status

18

< Back

To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replica?

10:11:57 PM

You must transfer the data using removable media.
For large amounts of data, this operation may be faster than replica creation across the network.

Cancel Help




Create New Protection Group X

Consistency check options
Select how you want to run consistency check on inconsistent replicas.

Steps:

@ Welcome

@ Select protection group type
@ Select group members

@ Select data protection
method

@ Select shorttem goals

@ Review disk storage
allocation

@ Choose replica creation
method

«# Choose consistency check
options

Specify online protection data

@ Specify online backup
schedule

Specify online retention policy

@ Choose online replication
@ Summary
@ Status

Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source. You can start a
consistency check manually or allow DPM to run it automatically. Use the methods below to customize how DPM can run a consistency
check.

[~] Run a consistency check  a replica becomes inconsistent

Select this method if you want DPM to automatically run a consistency check when it finds a replica in an inconsistent state. This method
may require DPM to use additional CPU and disk resources.

[~] Run a daily consistency check according to the following schedule

Select this method # you want DPM to check for inconsistent replicas at a specified time every day and then run a consistency check if it
finds one. This method may require additional CPLl and disk resources during the specified hours.

Start time 12:00 AM ~
Maximum duration: 8 =] hous
Cannot exceed 480 hours (20 days).

Next > |

< Back Cancel Help




Create New Protection Group

Specify Online Protection Data
E] Specify the data that you would like DPM to help protect online.

Steps:

&

L

L

&

Welcome
Select protection group type
Select group members

Select data protection
method

@ Select shorttem goals

@ Review disk storage

allocation

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online backup
schedule

Specify online retention policy

Choose online replication

@ Summary

Status

" Select the data source you want to protect online.

Protect auto protected SQL DBs, VMs to disk to cloud automatically

Selected members Computer

D\ (Users Documents, Backup, DATA-02, DATA-03) FSRVO1.VIRT.LAB
D:AMountPoints\MountPoint-FSRVO1 FSRVO1.VIRT.LAB

Select All Deselect Al

< Back Next > Cancel Help




Create New Protection Group

Specify Online Backup Schedule
D Specify online backup schedule which DPM will use to generate your protection plan

Steps:
— Define the schedule when you want to create a backup copy
@ Welcome
@ Select protection group type Schedule a backup every
@ Select group members © Day O Wesk O Month O Year
@ Select data protection At following times (Maximum allowed is two times a day)
method
9:00 PM ~ None v

@ Select short4erm goals

@ Review disk storage
allocation

@ Choose replica creation
method

@ Choose consistency check
options

Specify online protection data

@ Specify online backup

schedule

] - : . :
ecify online retent |
- enine onpeley ® DPM will create an online recovery point using the latest DPM replica on disk. No new data will be transfemed from the protected
i computers. f you would like DPM to help protect the latest computer data online, please create a new recovery point on disk before

Ch nl li
@ Choose online replication creating an online recovery point
@ Summary

@ Status < Back Cancel Help




Create New Protection Group

Specify Online Retention Policy
D Specify online backup schedule which DPM will use to generate your protection plan

Steps:

Welcome

Select protection group type
Select group members

Select data protection
method

@ Select short4enn goals

@ Review disk storage
allocation

@ Choose replica creation
method

@ Choose consistency check
options

Specify online protection data

@ Specify online backup
schedule

Specify online retention policy

@ Choose online replication
@ Summary
@ Status

' f:___','\ Specify the retention policy which DPM will use to generate your protection plan

Daily Retention policy
Retain backup copies taken on

[] Weekly Retention Policy
Retain backup copies taken on

[“] Monthly Retention Policy
Retain backup copies taken on

[] Yearly Retention Policy
Retain backup copies taken on

Saturday

Last Saturday

Day(s) 1

_
Last Saturday of

March

Day(s) 1 of

March

Modify

Modify

Modify

Modify

9:00 PM

9:00 PM

9:00 PM

9:00 PM

for

for

Cancel

180 = | Days

104 :}Waeks

10 :}Yaals

Help




Create New Protection Group x

Choose Online Replication

To Protect the data you have selected, you must initilaly copy the selected data to Azure Backup Storage

Sy e , DPM must create initial backup copy to the Azure Backup storage. How do you want to create the initial backup?

@ Welcome

@ Automatically over the network
@ Select protection group type

(O Offline Backup
@ Select group members

ease rea e farthe Imy Vorkflow here

@ Select data protection
method

@ Select shottem goals
Browse

@ Review disk storage
allocation re

@ Choose replica creation
method Browse

& Choose consistency check Azure Imp ame
options Define a na forth

Specfy online protection data

@ Specify online backup Enter Azure 2 e the Azure P e
schedule

Specify online retention policy Azure age A

@ Choose online replication
@ Summary
@ Status

< Back Cancsl Help




Create New Protection Group

Summary

DPM is ready to create the File Server Protection Group protection group.

Steps:

@ Welcome

@ Select protection group type
@ Select group members

@ Select data protection
method

& Select shorttem goals

@ Review disk storage
allocation

@ Choose replica creation
method

@ Choose consistency check
options

Specify online protection data

@ Specffy online backup
schedule

Specify online retention policy

@ Choose online replication
& Summary
@ Status

Review the settings. and then click Create Group to create the File Server Protection Group protection group.
Protection group members:

\WFSRVO1.VIRT.LAB\Users Documents
D:\Backup

D:\DATA-02

D:\DATA-03
D:\MountPoints\MountPoint-FSRVO1

Protection group settings:

Setting Details

Short-term retention range 7 Day(s)

Synchronization Every 15 minutes

Recovery points (files) 8:00 AM, 12:00 PM, 6:00 PM Everyday
Replica creation Now

Online backup members 1of2

Online backup frequency Daily

(i) You can optimize performance of this protection group now or you can do it [ater from the actions pane.

o oo

Online backup schedule 9:00 PM Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, ...

Help

W




Create New Protection Group

E’ Status

Steps:
Welcome

"l
@ Select protection group type
@ Select group members

°

Select data protection
method

@ Select shorttem goals

& Review disk storage
allocation

@ Choose replica creation
method

@ Choose consistency check @

options
Specify online protection data

@ Specify online backup
schedule

Specify online retention policy

@ Choose online replication
@ Summary
& Status

Tasks
Task Results
Create protection group: File Server Protection Group Success
Allocate replica for D\ Success
Allocate replica for D:\MountPeints\MountPoint-FSRV01 Success
Update online backup policy for DA Success

Read “this link” page of DPM 2016 Help for more details on unsupported data

DPM does not protect reparse points found in file systems, except for deduplication reparse points. which are protected. If you
have selected volumes or folders in this protection group. all data is protected except for the unprotected reparse points




System Center DPM Administrator Console

= a
File Action View Help
- (=] ) - ] ] 5 - =
o | s , Q = ?{9 {3_ h& iy < @l iayf &% 3
New Consistency Recovery Remove Move disk Disk Online Tape Self service Disk Tape catalog | Recovery point Check Options About |7
check paint storage recovery  allocation  retention status pdates
Protecti Data source operations Resume backups Manage Reports Options Help
<
F Dat'Sourcesalth Groupby: @ Protection group (O Computer
€ Critical (0) Search list below 42~ [[]Searchin details also (Slow)
@ oKk (11 - 5 . 5
Protection Group Member Type Protection Status Online Protection

/i, Warning (0)

4 All Protection Groups
[, File Server Protection Group
[, SQL Protection Group

= EO Protection Group: File Server Protection Group (Total members: 5)
=/ 5 Computer: FSRVO1.VIRT.LAB

122 \FSRV01.VIRT.LABWsers D Share Gok Enabled
“| D:\Backup Folder ok Enabled
~| DADATA-02 Folder Gok Enabled

(] DADATA-03 Folder Gok Enabled

&a D:\MountPoints\MountPointFSRV01  Volume ok -

Details: WFSRVO1.VIRT LAB\Users Documents
Status: oK
Replica path: Click to view details

Latest recovery point 11/11/2018 8:54:45 AM

g Monitoring

Y

Protection

Oldest recovery point: 11/11/2018 8:54:45 AM
Total y points: 1
Storage consumed: 27313 MB




F

File Action View Help
D ?:’ ]]j E | Stop Protection - File Server Protection Group X ’ =5 =
11 =5 e A

New Modify Addonline Delete Optimize | Youhave chosento stop protecting File Server Protection Group. very point  Check Options

protection You are removing members from a protection group. Do you want to delete associated replicas and tapes (f  fatus updates
Protection group applicable) by expiring the data sets stored in them? ports Options
< (O Retain protected data

4 Data Source Health ﬂo Retains the replica on the disk with associated recovery points and tapes for the spacified retantion range.

@ Critical (0) Sed4 (@) Delets protected data 2~ []Searchin details also (Slow)

o OK (10) Prot Deletes the replica on disk (if replica is on custom volume then custom volume will be deleted) and marks. Online Protection

4. Warning (0) the tape data as expired. The tapes will be marked as free and available for use by other protection

- - - EL: [] Delete data source replicas from disk

4 All Protection Groups 1 Delete storage online

[, File Server Protection Group [&] Deleted backup data will be retained for 14 days. After that time, backup data will be Enabled

[, SQL Protection Group CTEI Cos Enabled

Protected data details Enabled

Replica on Disk  Online -

Disk space used by selected data sources: 1.27GB
Current free disk space in the DPM storage pool: 9341GB

Details of disk space used by replica: e

Sourca Disk Space Used in DPM
DAMountPoints\MountPoint-FSRVO1 on FSRVO1.VIRT.LAB  1.01 GB

D:\ on FSRVD1.VIRT.LAB 273.50 MB =
Q Monitoring
!‘,-'j Protection De
/¥ Recovery St
Pr
Reporting
Sh

Q Management Sh Cancel Help




[B) system Center DPM Administrator Console

= [m] X
File Action View Help
e - A
= |~ 3 Pai @ L | 1 =
o = e 12833 a4 & Ef
New Consistency Recovery Remove Move disk Disk Cnline Tape Self service Disk Tape catalog | Recovery point Check  Options N
check point storage recovery  allocation  retention sta updates
Protect. Data source operations Resume backups Manage Reports Options Help
<
4 Data Source Health Groupby.: @ Protection group O Computer
€ Critical (0) Search list below /2~ []searchin details also (Slow)
@ oK (10) : :

i Warning (0)

4 All Protection Groups
[, File Server Protection Group
[ SQL Protection Group

g Monitoring

Protection Group Member Type

2@ Protection Group: File Server Protection Group (Total members: 4)
=1 d Computer: FSRVO1.VIRT.LAB

Protection Status

Online Protection

23 W\FSRV01 VIRT.LABWsers Documents ~ Share @ox Enabled
Lj D:\DATA-02 Folder @ oK e
-~ DADATA-03 Folder @ oK {gll  Perform consistency check ...
€3D:MountPoints\MountPointFSRVO1  Volume @ox | W Crestemcoverypont.
?; Stop protection of member...

@ Protection Group: SQL Protection Group (Total members: 6)

Remove inactive protection...

- 3 Computer: SC-DPM-1807.VIRT_LAB

Move disk storage...

SC-DPM-1807\DPMDB_SC_DPM_1807 SQL Data ok lxi,'
SC-DPM-1807\master SQL Data QoK | o
SC-DPM-1807\model SQL Data @ok ;'_'
SC-DPM-1807\msdb SQL Data ok :_—G‘
SC-DPM-1807\ReportServer SQL Data QoK |,
SC-DPM-1807\ReportServerTempDB  SQL Data Dok i

Switch disaster protection
Modify disk allocation...
Resume disk backups...
Resume azure backups...

Resume tape backups...

Recovery point stati

‘ j Protection

/[ Recovery

Reporting

g Management

Details: DADATA-02

Status: OK

Replica path: Click to view details
Latest recovery point: 11/11/2018 8:54:45 AM
Oldest recovery point: 11/11/2018 8:54:45 AM




System Center DPM Administrator Console

File Action View Help

|\ ¥ Recovery

Reporting

Management

- TR = — — =5 — ~
© 0 w 4 a @D Q
Recover Showall Add External = End-user Check Options About Help
versions DPM recovery = updates
Recovery Configure Options Help
e Recovery points for: D\
Filter servers X v Available recovery points are indicated in bold on the calendar.
+ % Local DM Date Select the date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the Actions pane to
' open the Recovery Wizard
434 VIRT.LAB
3 Recovery date:  11/11/2018
S EORVDL November j 2018 j v
4 33 All Protected Shares R rytime: | 8:54 AM j
23 Users Documents -
4[4 All Protected Volumes ¢ November 2018 L Recoverfrom:  Disk Ggp
s D\ Sun Mon Tue Wed Thu Fri Sat
4 D\MountPoints\WMountPoint-FSRVO1 1 2 2
= 4 5| 6 7 8 9 10
fseaaiaken ]2 3 4 15 168 17
8 19 20 21 22 23 24
25 26 27 28 29 30
Search
4 Search Recovery Points Path: D\ T up
-’ Files and folders P
) | Search list below X v Search in details also (Slow)
&% Exchange mailboxes
§Hi SharePoint Recoverable Item Last Modified Size
| Users D 10/25/2018 7:55:39 AM =
g Monitoring [ 1 DATA-03 10/25/2018 7:55:36 AM =
- 1 DATA-02 10/25/2018 7:55:34 AM -
%) Protection < Backup 9/5/2018 8:41:59 PM 5

ﬁ Registry Editor
File Edit View Favorites Help

Computer\H KEY?LOCAL?MACHINE\.S-OF.T.WA.R.E\M“\crosof;‘.\l\-dicrosofl Data Protection Manager\Con.figurafion\D.i.sk.S;turage

> 1.0
> B 20
> I Agent

» Collocation
v  Configuration

Client
DiskStorage

DB
KB
Setup

CachelnquiryResults

MaxParallelincremental)obs
ParallelMountDismountSettings
TaskController

> VolSnapOptimization

v  Microsoft Data Protection Manager

-~

Name
?_E\;(Defau!t}
"'.l\DuplicateExlentBatchSizelnM B

EnableCustomAllocationOnReFSStorage

Type

REG_SZ
REG_DWORD
REG_SZ

Data

(value not set)
0x00000064 (100)
1




Create New Protection Group

Review Disk Storage Allocation
ﬁ Review disk space allocated in the storage pool for this protection group.

Steps: Review target storage assigned for each data source and change if need be.
]
s Disk storage allocation for new members
@ Select protection group type Tokal dot e
@ Select group members Disk storage to be provisoned on DPM:
[ sg;ﬁddala protection Average disk space allocated for change joumal on protected volumes:
metho
@ Select shortterm goals Disk storage allocation details:
& Review disk storage
alatinden Data Source

@ Choose replica creation D:\ on FSRVO1.VIRT.LAB

3.75GB
6.43GB
30000 MB  Modify..

Space To Be Provisioned Target Storage

254 GB File System - 3760GB  ~

method D:\MountPoints\MountPoint- . 3.89 GB File System - 3760GB
@ Choose consistency check
options
i By Available target disk storage:
@ Status Name / Friendly Name Allowed Datasource Types Total Space Free Space Und...
E\ File System Volumes and Folders 9393 GB 3760GB 0KBE
FA SQL Storage SQL Databases 99.93GB 9828 GB 0 KB
G\ Hyper-V & VMware.. HyperV/ VMs, VMware VMs 9993 GB 9328 GB 0KB

(D For certain data sources like File folders, System State and Bare Metal Recovery, approximate sizes are considered.
‘You can update data size (and target storage if need be) of the comesponding data source above f actual size is

known.

< Back Cancel Help




a Login Properties - NT AUTHORITY\SYSTEM = O X

Iﬂﬂnm

B ‘=5 Script - Help
| % User Mapping - Server role is used to grant server-wide security privileges to a user.
| %A Securables
|3 Status
Server roles:
[] bulkadmin
[] dbcreator
[] diskadmin
[] processadmin
[ public
[] securityadmin
[] serveradmin
[] setupadmin
Gomamn
Server:
SQL2014\DPMINSTANCE
Connection;
sa
47 View connection properties
ingus
Ready




=] _JQ Protection Group: SQL Server VMM Protection Group (Total members: 4)

=l § Computer: SC-VMM-1807.VIRT.LAB
SC-VMM-1807\master
SC-VMM-1807\model
SC-VMM-1807\msdb
SC-VMM-1807WVirtualManagerDB

SQL Data
SQL Data
SQL Data
SQL Data

€3 Unable to configure protection
0 Unable to configure protection
@ Unable to configure protection
€ Unable to configure protection

Create New Protection Group X
Select Group Members.
D Select the data that you want to protect.
Steps: . ] ) )
To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the directory
@ Welcome If you do not see the data source you want to protact in the tree below, dlick the following link for a list of unsupported configurations.
@ Select protection group type Unsupported corfigurations
@ S e b Available members Selected members
@ Select data protection = 3';3 \gﬁgls-‘;sm Selected Members Computer
metiud ag - g SC-VMM-1807\VirtualManagerDB  SC-VMM-1807....
@ Select shorttem goals -~ 5 SC-VMM-1807
@ Choose consistency check b All Shares
options —1sq. Al SQL Servers
¢ =04 scvMm-1807
@ Summary -] | master
@ Status ] | model
; ~[] | msdb
.} | VirualManagerDB
# ume
+ {:]_@ System Protection
+ E]_L@ VMM Express Writer
Update data sources Remove
Refresh to clear the cache and retrieve the latest data
Excluded folders: 0 View
ExEhesh Excluded file types: 0 Exclude Fies ..
< Back Next > Cancel Help




Create New Protection Group

Select Group Members.
Select the data that you want to protect.

Steps:
- To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the directory
@ Welcome If you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported configurations.
@ Select protection group type Unsupported configurations
@S et Available members Selected members
@ Select data protection = 53 01 Selected Members Computer
e .,, - SC-DPM-1807 SC-VMM-1 SUT\VI'I'TUNMBHEQEIDB SC-VMM-1807....
@ Select shorttem goals =+ § SC-VMM-1807 SC-VMM-1807\master SC-VMM-1807....
- 4. All Shares
S S % SC-VMM-1807\model SC-VMM-1807....
options =5 vers
- Auto) SC-VMM-1807 SC-YMM-1807\msdb SC-VMM-1807....
@ Summary : [ | master
@ Status : ] | model
; ] | msdo
| . VirtualManagerDB
- ‘olumes
* D;@ System Protection
+ DH VMM Express Writer

Update data sources Remove
Refresh to clear the cache and retrieve the latest data
Excluded folders: 0 View
fiefiveh Excluded file types: 0  Exclude Fies ..

< Back Next > Cancel Help




Create New Protection Group

o

Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

Steps:
Protection group name: | SQL Server VMM Protection Group
1\
@ Welcome DT
@ Select protection group type Select your protection method.
@ Select group members =
& Select data protection E | want short-term protection using: Disk ~
method
@ Select shortterm goals ) .
[]1 want online protection
@ Choose consistency check
options
Summary . :
m | want long-term protection using tape
@ Status Protection using tape options are disabled as no tape libraries were detected or the protection

group contains data sources that cannot be protected on tape.

< Back Cancel Help




Create New Protection Group x

Specify Short-Term Goals
E] DPM will create a protection plan using your short-term recovery goals.

Steps:
Welcome
Select protection group type

Select group members

& & & &

Select data protection
method

£

Select short4em goals

@ Review disk storage
allocation

@ Choose replica creation
method

@ Choose consistency check
options

@ Summary
@ Status

| |
Sg®  Specify your short4emn recovery goals for disk-based protection.

Retention range: 7 =] days

Synchronization frequency: @® Every 1 hour(s) v
(O Just before a recovery point

Application recovery points

For applications the recovery point is as per synchronization frequency when they support incremental, otherwise the

recovery point is as per express full backup.

Recovery points: Based on synchronization frequency (Every 60 minutes)

Express Full Backup: |8:00 PM Everyday
Modify ...
(i) Recovery points will be created for some members in the protection group based on the express full backup

schedule. To view members for which full backup is supported, click view members. This list includes
Exchange Servers for which copy backup is specified.

o ot oo




Creale New Protection Group X

Review Disk Storage Allocation
E] Review disk space allocated in the storage pool for this protection group.

. Review tanget storage assigned for each data source and change ff need be.
@ Welcome Disk storage allocation for new members
@ Select protection group type Tl 0.18GB
@ Select group members Disk storage to be provisoned on DPM: 260.00 MB
@ Select data protection
method Disk storage allocation details:
=%
@ Select shorttem goals Data Source  / Data Size Space To Be Provisioned Target Storage
® Plrmt ek somys SC-VMM-1807\master on SC-VMM.. 001 GB 1000 MB | All Workloads - 9341GB |
@ Choose replica creation SC-VMM-1807\model on SC-VMM-.. 002 GB 30.00 MB  All Workloads - 93.41 GB
method
SC-VMM-1807\msdb on SC-VMM-.. 002 GB 30.00 MB All Workloads - 9341 GB
@ Choose consistency check
options SC-VMM-1807\VirtualManagerDB 0.14 GB R SQL Workloads SSD - 98.09GB

@ Summary
L]
Status Available target disk storage:
Name - Fnendly Name Allowed Datasource Types Total Space Free Space
E\ All Workloads All 99.93GB 9341GB 0

F:\ SQL Workloads SSD All 99.93GB 98.09GB

cona oot




Create New Protection Group

Choose Replica Creation Method
D To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

Steps: DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replic

@ Welcome Replica in DPM Server

@ Select protection group type (®) Automatically over the netwaork

@ Select group members ® O Later

@ Select data protection 11/12/2018 9:53:03 AM
method

@ Select shorttemn goals

O Manually

* REViC\‘_\’ disk storage You must transfer the data using removable media.
allocation For large amounts of data, this operation may be faster than replica creation across the network.

& Choose replica creation
method

@ Choose consistency check
options

Summary

Status

Cancel Help

Cr'eate New Protection Group

Consistency check options
E Select how you want to run consistency check on inconsistent replicas.

Steps:
Wel Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source. You can
b o start 3 consistency check manually or allow DPM to run it automatically. Use the methods below to customize how DPM can run a

@ Select protection group type consistency check

@ Select group members
Run a consistency check if a replica becomes inconsistent

Select this method ff you want DPM to automatically run a consistency check when it finds a replica in an inconsistent state. This
method may require DPM to use additional CPU and disk resources.

& Select data protection
method

@ Select shortterm goals

" H"e\dew disk storage ] Run a daily consistency check acconding to the following schedule

allocation

Select this method f you want DPM to check for inconsistent replicas at a specified time every day and then run a consistency

& Choose replica creation chedk f & finds one. This method may require additional CPU and disk resources during the specffied hours.

method
@ Choose consistency check ) i

options Start time: 12:00 AM v
@ Summary Maximum duration: E +| hours
@ Status Cannot exceed 480 hours {20 days).

< Back Cancel Help




Create New Protection Group

Summary
E DPM is ready to create the SQL Server VMM Protection Group protection group.

Steps: Review the settings, and then click Create Group to create the SQL Server VMM Protection Group protection group.

@ Welcome Pmtemm b members;
SC-VMM-1807\master

@ Select protection group type SC-VMM-1807\model
SC-VMM-1807\msdb

@ Select group members SC-VMM-1807\VitualManagerDB

& Select data protection
method

@ Select short4em goals
2 Protection group settings:

@ Review disk storage

allocation Setting Details
® Choose repica crealion Shon-lerrfl rellem.»un range 7 Dayls) .
method Synchronization Every 60 minutes
h ; check Recovery points (Config 1) Every 60 minutes
e opt?::: o ey e Recovery points (Config 2) 8:00 PM Everyday
Replica creation Now
# Summary
@ Status
(i) You can optimize performance of this protection group now or you can do it Iater from the actions pane.

< Back Create Group Help




Create New Protection Group X

E Status
Steps: Tasks
@ Welcome Task Results
¥ Select protection group type Create protection group: SQL Server VMM Protection Group Success
@ Select group members Allocate replica for SC-VMM-1807\master Success
@ Select data protection Allocate replica for SC-VMM-1807\model Success
methes Allocate replica for SC-VMM-1807\msdb Success
8 Sl Allecate replica for SC-VMM-1807\VirtualManagerDB Success
@ Review disk storage
allocation
& Choose replica creation

method

@ Choose consistency check @ DPM does not protect reparse points found in file systems, except for deduplication reparse points, which are protected. If you

4 have selected volumes or folders in this protection group. all data is protacled except for the unprotected reparse points
options Read "this link” page of DPM 2016 Help for more details on unsupported data.
& Summary
@ Status
[8) system Center DPM Administrator Console - o X
File Action View Help
=7 \ | a G 3 G 3 k 3l 0 s £1 ( ( 2?2
i =4 ) FC* S | e %\ @]/ R, Ue U ?)
New Consistency Recovery Remove Move disk Disk Online Tape Selfservice Tape catalog = Recovery point Check Options About Help
check point storage recovery retention status updates
Protecti Data source operations Resume backups Manage Reports Options Help
<
o oriin Eolitce HasHD Groupby: @ Protectiongroup (O Computer
€ Critical (0) Search list below J7 ~ | []Searchin details also (Slow)
@ oK (14) E—

Protection Group Member Type Protection Status Online Protection

/&, Warning (0)
= %@ Protection Group: SQL Server VMM Protection Group (Total members: 4)

4 All Protection Groups = & Computer- SC-VMM-1807 VIRT LAB

[ File Server Protection Group SC-VMM-1807\master SQL Data Gox -
[ SQL Protection Group SC-VMM-1807\model SQL Data @ok =
[ SQL Server VMM Protection Group SC-YMM-1807\msdb SQL Data @ ok -
SC-VMM-1807\VirualManagerDB  SQL Data ok »
Details:  SC-VMM-1807\VirtualManagerDB
Status: oK
Replica path: Click to view details

g Monitoring

_f: Protection

Latest recovery point:
‘Oldest recovery point:
Total recovery points:
Storage consumed:

Parent instance:

111122018 10:09:07 AM
1111212018 10:09:07 AM
:

153.00 MB
SC-YMM-1807




Create New Protection Group b

Welcome to the New Protection Group Wizard
This wizard helps you create a new protection group that DPM will use to protect data.

Sieps:
You can create two kinds of protection groups. Select one of them below
@ Welcome
@ Select protection group type @ Servers
@ Select group members Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent is already installed on the tanget server. These computers must be online at the time of configuring
@ Specify protection rules protection. You will need to select the specific resources you want to backup.
@ Select data protection
method () Clients
Select this option for backing up data from laptops and desktops. You can install the DPM protection agent after completing
@ Select shorttemm goals the corfiguration on the DPM server.
g ﬂo’::: consistercy check (i) To configure secondary protection for laptops and deskiops, select the Servers option.
@ Summary
@ Status
< Back Next > Cancel Help
Create New Protection Group x

Select Group Members.
E Select the data that you want to protect.

3 To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
@ Welcome If you do not see the data source you want to protect in the tree below, dlick the following link for a list of unsupported
@ Select protection group type  Unsupported configurations
@ Select group member Available members Selected members
@ Select data protection ot i_j\gﬁ:;;:ﬁm Selected Members Computer
e R T Computer\System Protection\... FSRVO1.VIRT.LAB
@ Select shott-term goals .4 All Volumes Computer\System Protection\... FSRVO1.VIRT.LAB
@ Choose consistency check = Y=L OIECIA
options {148 Bare Metal Recovery
System State
Summary — "DPM-1807
@ Status +- 5 SC-VMM-1807
Update data sources Remave
Refresh to clear the cache and retrieve the latest data
Excluded folders: 0 \View
il Excluded file types: 0  Exclude Fles .

< Back Next > Cancel Help




Create New Protection Group

Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

Steps: I
= Protection group name: | BMR Protection Group

@ Welcome Dictachion mathod

@ Select protection group type Select your protection method.

@ Select group members e
@ Select data protection | want short-term protection using: Disk v

method

Select shortterm goals ) .
[[]1 want online protection

@ Choose consistency check
options

Summa
2 | want long-term protection using tape

@ Status m Protection using tape options are disabled as no tape libraries were detected orthe protection
group contains data sources that cannot be protected on tape.

< Back Cancel Help

Create New Protection Group

Specify Short-Term Goals
D DPM will create a protection plan using your short-term recovery goals.

S C=1) Specify your short4erm recovery goals for disk-based protection.

@ Welcome

Retention range 21 + | days
@ Select protection group type - T
Application recovery points
; For applications the recovery point is as per synchronization frequency when they support incremental, otherwise the
@ Select data protection recovery point is as per express full backup.

method
Recovery points: Based on express full schedule (8:00 PM Everyday)

@ Select group members

@ Select shortterm goals
@ Review disk storage Express Full Backup: 8:00 PM Everyday

oesen

@ Choose replica creation
method

@ Choose consistency check
options

@ Summary

< Back Next > Cancel Help




Create New Protection Group

Review Disk Storage Allocation

O

Review disk space allocated in the storage pool for this protection group.

i Review target storage assigned for each data source and change if need be.

i Disk llocation for new memt

@ Select protection group type il cinfm et 20.00GB
@ Select group members Disk storage to be provisoned on DPM: 3424GB

& Select data protection

methad Disk storage allocation details:
@ Select shorttem goals Data Source Data Size Space ToB... Target Storage
b ?:0‘2:;0:% Horage Computer\System Protection on FSRVO1. 2000 GB 3424 GB SSD Volume - 63.70 GB ¥
@ Choose replica creation
method
@ Choose consistency check Available target disk storage:
options Name Friendly Na... Allowed Datasource ... Total Space Free Space Underprovi...
Summary Ed All Workloads All 99.93GB 93.36 GB 0KB
@ Status FA SSD Violume All 99.93GB 63.70 GB 0KB
< Back Cancsl Help
Create New Protection Group X

Choose Replica Creation Method

O

Steps:

& Welcome

@ Select protection group type
@ Select group members

& Select data protection
method

@ Select short4em goals

@ Review disk storage
allocation

@ Choose replica creation
method

Choose consistency check
options

Summary
Status

To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replica?

Replica in DPM Server
(®) Automatically over the network

® Now O Later

11/14/2018

9:12:15 AM

(O Manually

You must transfer the data using removable media.
For large amounts of data, this operation may be faster than replica creation across the network.

< Back Cancel

Help
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Create New Protection Group

o

Steps:

Consistency check options

Select how you want to run consistency check on inconsistent replicas.

Welcome
Select protection group type
Select group members

Select data protection
method

Select short4emm goals

Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source.
You can start a consistency check manually or allow DPM to run it automatically. Use the methods below to customize how
DPM can run a consistency check.

Run a consistency check if a replica becomes inconsistent

Select this method if you want DPM to automatically run a consistency check when it finds a replica in an inconsistent
state. This method may require DPM to use additional CPU and disk resources.

"] F:lewew disk storage Run a daily consistency check according to the following schedule
allocation
Select this method if you want DPM to check for inconsistent replicas at a specified time every day and then run a
@ Choose replica creation consistency check f it finds one. This method may require addtional CPU and disk resources during the specified hours.
method
- E;?::: E——— Start time: 12:00 AM v
@ Summary Maximum duration: 8 % hours
@ Status Cannot exceed 480 hours (20 days).
<Back Cancel Help
Create New Protection Group X
Summary
D DPM is ready to create the BMR Protection Group protection group.
Steps: Review the settings, and then click Create Group to create the BMR Protection Group protection group.
@ Welcome Poleciongowpmenbes:
) ComputerSystem Protection\Bare Metal Recovery
@ Select protection group type Computer\System Protection\System State
@ Select group members
@ Select data protection
method
@ Select shorttem goals Protection group settings:
@ Review disk storage Setting Details
allocation
Short-term retention range 21 Day(s)
* nc'll.'efﬁ;lda replica creation Recovery points (applications) 8:00 PM Everyday
Replica creation Now
@ Choose consistency check
options o i i . i
(i) You can optimize performance of this protection group now or you can do it later from the actions pane.
Summary
@ Status

< Back Create Group Help




System Center DPM Administrator Console

/1, Warning (0)

4 All Protection Groups

[, BMR Protection Group

[ File Server Protection Group

[, SQL Protection Group

[, SQL Server VMM Protection Group

= %@ Protection Group: BMR Protection Group (Total member

= & Computer: FSRVO1.VIRT.LAB

s: 2)

Lig)Computer\System Protection\Bare Metal Recovery Bare Metal Recovery oDK

{8 Computer\System Protection\System State System State
Details: Cs F Metal R ¥
Status: OK
Replica path: Click to view details
LLatest recovery point: 11/14/2018 10:15:44 AM
Oldest recovery point: 11/14/2018 10:15:44 AM
Total recovery points: 1
Storage consumed: 23.18GB

G ok

=, (]
File Action View Help
= r o
&4 o @ @
Inactivate Subscribe Check Options About Help
updates
Alerts Options Help
<
Alerts Groupby: (O Protection group (O Computer (® Severity
[ Show inactive alerts Search list below J2 « | [[Searchin details also (Slow)
4 All Alerts Occurred Since Affacted Area Computer Protection Group Alert
Critical (1 !
e ) M = (i) Information (Total alerts: 6)
A, Warning (1)
(3) Information () 11 1/14/2018 9:22:13 AM  Computer\System Protection fsrvO1.virtlab BMR Protection Group  Replica creation in progress
11/12/2018 5:29:10PM  SC-VMM-1807\VirtualManagerDB sc-vmm-180... SQL Server VMM Prote... Recovery success
Jobs 11/11/2018 2:36:53 PM  D:\MountPoints\MountPoint-FSRVO1 fsnO1l.virtlab  File Server Protection... Recovery success
2 DefmulLE lters 11/11/2018 2:35:39PM  D:\MountPoints\MountPoint-FSRVO1 fsrvO1.virtlab  File Server Protection... Recovery success
"7 All jobs 11/11/2018 11:59:46 AM D:\MountPoints\MountPoint-FSRVO1 fsrv01l.virtlab  File Server Protection... Recovery success
“I¥ All jobs in progress 11/11/2018 11:57:40 AM D:\MountPsints\MountPoint-FSRVO1 fsn0l.virtlab File Server Protection... Recovery success
“¥ Failed jobs for yesterday and today
"I Todsy's jobs
4 Custom Filters B =
. Details: Computer\System Protection
7 Azure Recovery
Affected area: Computer\System Protection
Occurred since: 11/14/2018 9:22:13 AM
Description: The replica of System Protection Computer\System Protection on FSRVO1.VIRT.LAB is being created. After the initial
replica is created, only incremental changes are synchronized. (ID 3105)
More information
o o =
b 1 Monitoring Recommended action: No action required.
2 Protection Resolution: To dismiss the alert, click below
o~ Inactivate
| Recovery
System Center DPM Administrator Console = m] X
File Action View Help
o | g & g @ 3} @ i
= = - 1*6 | 4l . £
New Consistency Recovery Remove Move disk Disk Online  Tape Selfservice Tapecatalog Recoverypoint | Check Opfions | About Help
eck point storage recovery retention status updates
Protecti.. Data source operations Resume backups Manage Reports Options Help
<
4 Data Source Health Groupby: @ Protectiongroup (O Computer
@ ciitical (0) Search list below 2« [Jsearchin details also (Slow)
@ oK (16)
Protection Group Member Type Protection Status Online Protection




<Size>1024</Size>
<UseDRWithCC>true</UseDRWithCC>
- <DatasourceCapabilities ExtendedCapabilityFlags="0" WaitForDatasourceServerTypeLock="false"
DisplayTypeField="Disconnected Client" DisplayNameField="ComponentName"
SupportedBackupType="Full">
<Datasourcelnfo xmins="http://schemas.microsoft.com/2003 /dils/DatasourceCapability.xsd"
ValidateComponentFlags="15" Version="01.00.0000.00" Writerld="7b2e4c3d-876f-4535-b5c9-
b344d4f05120"/>
<OverlappedOperations
xmins="http:/ /schemas.microsoft.com /2003 /dls/DatasourceCapability.xsd"
BackupRecovery="false" Recovery="false" Backup="0"/>
</DatasourceCapabilities>
</DatasourceConfig>
- <DatasourceConfig>
<Writerld>8c3d00f9-3ce9-4563-b373-19837bc2835e</Writerld>
<Version>01.00.0000.00</Version>
<VssWriterInvolved >false</VssWriterInvolved>
< > < >

<ComponentName>System Protection</ComponentName>
<FilesToProtect>E:\WindowsImageBackup\ * </FilesToProtect>
<Size>51200</Size>

e e se
- <DatasourceCapabilities ExtendedCapabilityFlags="0" WaitForDatasourceServerTypelLock="false"
DisplayTypeField="System Protection" DisplayNameField="ComponentName"
SupportedBackupType="Full">
<Datasourcelnfo xmins="http://schemas.microsoft.com/2003/dils/DatasourceCapability.xsd"
ValidateComponentFlags="15" Version="01.00.0000.00" Writerld="8c3d00f9-3ce9-4563-b373-
19837bc2835e"/>
<OverlappedOperations
xmins="http:/ /schemas.microsoft.com/2003/dls/DatasourceCapability.xsd"
BackupRecovery="false" Recovery="false" Backup="0"/>
</DatasourceCapabilities>
</DatasourceConfia>




Chapter 6: Securing Windows Client with
DPM

Create New Protection Group *
Specify Inclusions and Exclusions
D Specify the folders that you want to include or exclude from protection and the file types that you want to exclude
Steps: . ; }
Specify the folders that you want to include or exclude from protection.
@ Welcome Folder inclusions and exclusions
@ Select protection group type For selecting folders you can choose commanly used folders for example, My Documents) from the drop-down list or type
in specific paths. Then choose whether you want to apply the include nile or exclude rule to them.
@ Select group members . .
Included folders will always get backed up unless they are inside another excluded folder. Excluded folders and
@ Specify protection nules their sub-folders will not be backed up. For additional details, click here.
¢ Seledt data protection Enterthe Folder Path Rule
@ Select short4erm goals Type the folder path or select the folder from the list ~ || Exclude ~
@ Choose consistency check
options
@ Summary
@ Status
Add Rows Remove Rows

Select this option to allow end users to include folders of their choice for protection. Folders you have excluded will not be
selectable. You must specify at least one include rule to enable this option.

File type exclusions

Type the file extensions for example: mp3, wav)that you want to exclude from protection. Use comma °,"to separate
multiple file types. These files will not be backed up if they are in an included folder or in a folder added by an end-user.

< Back Ment = Cancel Help




Create Mew Protection Group

Specify Short-Term Goals
EI DPM will create a protection plan using your short4em recovery goals.

Steps: Zg2  Specify your shorttemm recovery goals for disk-based protection.
@ Welcome
Retention range: | d
@ Select protection group type . 5 = o
@ Select group members Synchronization frequency: Every |4 hounls) ~

@ Specify protection rules

@ Select data protection
method

@ Select short4erm goals

Client computer recovery points
Specify recovery points for client computers.

Recovery points: 08:00, 12:00, 18:00 Everyday
@ Review disk storage -
allocation Modfy.
@ Summary Alerting option
@ Status I you are protecting frequently disconnected computers like for which there would be lot of failures when they are not

connected, you can specify when do you get alerted.

AMert me when the recovery points fail for: (14 54| days

If you enable end-user recovery, users at client computers can recover files
and folders from shares that are protected by Data Protection Manager.

Enable end-user recovery

To enable end-user recovery, you must corfigure Active Directory so that
Data Protection Manager can access it. I this is the first Data Protection
Manager computer in your domain on which you are enabling end-user
recovery, the Active Directory schema will also be extended.

= Back Mend > Cancel Help
Options x
SMTP Server Motifications Alert Publishing
End-user Recoverny Auto Discovery

' Corfigure Active Directony ...

Leam how to install the shadow copy client software.

ool |t
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P Backup now | (5 Enable Automatic Backups

Backup now

This backup process will take more than 15 minutes to complete and cannot be paused or stopped.
you want to continue?

Create New Protection Group pd

Welcome to the New Protection Group Wizard
D This wizard helps you create a new protection group that DPM will use to protect data.

Steps:
A protection group is a collection of data sources that share the same protection configuration. You use this wizard to
@ Welcome specify your recovery goals that are defined by retention range, synchronization and recovery point schedules.

@ Select protection group type .a ‘ —-—

@ Select group members

@ Select data protection i - - | m
method ) = a . e r -

@ Select short4em goals &‘* = l

@ Choose consistency check ™~ nd e

>

options /g -
@ Summary
@ Status How data protection works:

1. DPM creates a replica of the selected data sources on the DPM server.
2. DPM synchronizes the replica with the data sources and creates recovery points on a recuming schedule.
3. Backups are performed as follows:

Disk-based and tape-based protection. DPM stores the replica of the data on disks and periodic full backups are
created on tape from the recovery points on disk.

Tape-based protection. DPM performs periodic incremental and full backups of the protected data on tapes.
Online protection. DPM performs periodic backups of the protected data to Azure Backup.

[] Do not show this Welcome page again

< Back Next > Cancel Help
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Steps:

Create New Protection Group

Welcome to the New Protection Group Wizard

Welcome
Select protection group type
Select aroup members

Select data protection
method

Select shorttem goals

This wizard helps you create a new protection group that DPM will use to protect data.

You can create two kinds of protection groups. Select one of them below

@® Servers

Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent is already installed on the target server. These computers must be online at the time of configuring
protection. You will need to select the specific resources you want to backup.

O Clients

Select this option for backing up data from laptops and desktops. You can install the DPM protection agent after completing

e OGP.I;::: ConpitEncy check the configuration on the DPM server.
® To configure secondary protection for laptops and desktops, select the Servers option.
@ Summary
@ Status
< Back Next > Cancel Help
[Steps:
To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the

PP Welcome ¥ you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported

» Select protection group type  Uinsupported confiqurations

b Sel e Available members Selected members

o B etk oca Soe
o Select data protection ing— cted Members Computer
method ® s-cluster (Cluster)
B VM
p Select shori4erm goals
p Choose consistency check
oplians Update data sources Remove
 Sum Refresh to clear the cache and retrieve the latest data
e » Excluded folders: 0 View
o Status Refresh Excluded file types: 0  Exclude Fles .
< Back Neot > Cancel Help




Chapter 8: Protecting Workgroups and
Untrusted Domains

B Administrator: Command Prompt

C:\DPMAgent\agents\RA\5.1.375.0\amd64\1033>DPMAgentInstaller_ KB4293623_AMD64.exe

C:\DPMAgent\agents\RA\5.1. I\amd64\10

C:\Program Files\Microsoft Data Protection Manager\DPM\bin>SetDpmServer.exe -DPMServerName SC-DPM-18
@7 -isNonDomainServer -Username dpmworkgroup

Make sure that this computer is not part of a perimeter network. DPM does not support protection of
computers on a perimeter network.

Enter the password for 'dpmworkgroup' to connect 'SC-DPM-1807"

Retype the password to confirm:

Enter the password for 'dpmworkgroup' to connect to 'SC-DPM-18@7'

Configuring dpm server settings and firewall settings for dpm server = -DPM-1867]

The following firewall exceptions has been added:
- Exception for DPMRA.exe in all profiles.
- Exception for Windows Management Instrumentation service.
- Exception for DCOM communication on port 135 (TCP and UDP) in all profile
figuration completed successfully!!!
:\Program Files\Microsoft Data Protection Manager\DPM\bin>_




Production Server Addition Wizard x

: (i Select Agent Deployment Method
WO

Select agent deployment method

= () Recommended for computers that are not behind firewalls, or computers that have the required exceptions
& Select Production Server created in the firewall. Selecting this option will install protection agent in the computers. Click help for more
information radio button

type
@ Select agent deployment
method
@ Select computers
@ Enter credentials @® Attach agents
@ Choose restart method Recommended for
- computers behind firewall.
@ Summary - computers on which agent is already installed.
- computers on which agent will be installed extemally.
@ Installation

Selecting this option will add the protected computers to the DPM server. If you have not already installed
the agent, then you must manually install it on the protected computer by executing the
DPMAgentinstaller. Click help for more information.

(O Computer on trusted domain
The computer belongs to the same domain as, or is in a domain that has a two-way trust with, the
DPM server domain.

(®) Computer in a workgroup or untrusted domain
The computer is part of a workgroup or on a domain that does not have two-way trust with the DPM

server domain.

<Back Cancsl Help




Production Server Addition Wizard X

g Select Computers
[ p) Select computers to attach to DPM server

Steps: To add a computer not joined to any domain or in a non4rusted domain, type the computer name or the fully
@ Select Production Server ﬁ::&derdoman name and the local user credentials that were specified after DPM agent installation on the
type .
@ Select agent deployment
method Computer name: Selected computers:
FILESRV
@ Select computers Computer
@ Summary Usemame: Add >
@ Installation dp rkgroup
< Remove
Password:
.........4
< Back Next = Caneel Help
Production Server Addition Wizard X
=D
> Summary
Steps:
@ Select Production Server
type Tasks
@ Select agent deployment
method Task
@ Select computers Attach protected computer FILESRV I
@ Summary
@ Installation

Click Attach to begin. The attach may take several minutes to complete

(i) ¥ you have not already installed the agent, you must install it on protected computer by executing
DPMAgentinstaller.

< Back Caneel Help




Production Server Addition Wizard

& Installation
' E ’) You have successfully installed the agent on the selected servers.

Steps: Tasks
@ Select Production Server Task Results
type
Attach protected computer FILESRV ~ Success
@ Select agent deployment
method

& Select computers
& Summary

@ Installation

Close




Create New Protection Group

Select Group Members.
E] Select the data that you want to protect.

Shn_ To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
@ Welcome If you do not see the data source you want to protect in the tree below, dick the following link for a list of unsupported
@ Select protection group type  Unsupported configurations

Available members Selected members

& Select group members

@ Select data protection _;i VDRT'LAB Selected Members Computer
method i @3 FSRVO1
+{&) sc-DPm-1807
@ Select short4em goals +- 3 SCVMM-1807
@ Choose consistency check 2] =

options =g
- 4 FILESRV
Summary +-[J=4 All Volumes

)54 system Protection

oo

r

@ Status

Update data sources Remove
Refresh to clear the cache and retrieve the latest data
Excluded folders: 0 \View
Refresh Excluded file types: 0 Exclude Fles ...
< Back Next > Cancel Help
_'E lusrmgr - [Local Users and Groups (Local)\Users]
File Action View Help
e nEXE= HE
& Local Users and Groups (Local) || Name Full Name Description
Wt Esers &J;Administrator Built-in account for administering the computer/domain
il Groups !g DefaultAccount A user account managed by the system.

: Edprm\rorkgrc»up dpmworkgroup DPM backup account
# Guest Built-in account for guest access to the computer/domain




@ System Center DPM Administrator Console

File Action View Help

;e ;MO =m N =, S
3 To s g | A | Jg A I

Add Disable Throtlle  Refresh Manage Check Options About Help

protection computer VMware = updates

Options Helr

) |

Servers Credenti

E 2 Search list below -
3 Production Servers Searhisthelow ’
ProAsccd 2 Computer Name Type Cluster Name Domain Agent Status
Unprotected: 2 - Protected computers with protection agent: (2 Computers)
Upgrade available: 0 3 FSRVO1 Windows Server = VIRT.LAB OK
& SC-VMM-1807 Windows Server - VIRT.LAB OK

s Disk Storage =/ Unprotecied computers with protection agent: (2 Computers)

MNumber of disks: 0 3 5 FILESRV Windows Server - Workgroup OK
Number of volumesfolders: 3 3 WS2016-WDS Windows Server = VIRT.LAB oK
Total capacity: 34981 GE
V M 1242GB
- [Ja3738GB
[E3 Administrator 64 bit D:\Program Files\Microsoft System Center\DPM\DPM\bin - [m]

IR L R oAV s U SRR MR e SC-DPM-1807 FILESRV dpmworkgroup
Password: : ¥¥*kkkkx

WARNING: Connecting to DPM server: SC-DPM-1807

CharbelNemnom.com #> .\Update-NonDomainServerInfo.psl SC-DPM-1807 FILESRV
New Password:: *Fx*F¥®Es
WARNING: Connecting to DPM server: SC-DPM-1807

CharbelNemnom.com #> .\Remove-ProductionServer.psl SC-DPM-1807 FILESRV
WARNING: Connecting to DPM server: SC-DPM-18@7

CharbelNemnom.com #> _




dpmworkgroup Properties ? X

Remote control Remote Desktop Services Profile Diakin
General Member Of Profile Environment Sessions
,‘*l dpmworkgroup
Full name: .dpmwoﬁcgrnup
Drescription: DPM backup account

User must change password at next logon
[ ] User cannot change password
Password never expires
[ ] Account is disabled

Account is locked out

OK Cancel Apply Help




| certsrv - [Certification Authority (Local)\DCO1-CA]

File Action View Help
e 2[0cz @ »e
L5 Certification Authority (Local)
4 gi DCOI-CA

[ ] Revoked Certificates

[ Issued Certificates

[ | Pending Requests Extensions Storage

[] Failed Requests

[ Certificate Templates

Select extension:
| CRL Distribution Point (CDP)

%p;f)fybcdbmﬁmﬁidl users can obtain a certificate revocation list

C:\Windows'system32\Cert Srv\Cert Enroll\ <CaName><CRLName Suffic:<|
ap:///CN=<CATruncatedName><CRLName Suffic: CN=<ServerShortNar
ServerDNSName >/Cert Enroll/<CaName ><CRIL Name Suffic><Delta

file-//<ServerDNSName >/Cert Enroll/<CaName ><CRLName Suffic><DeltaC

<| n |

[ ] Publish CRLs to this location

[T Inciude in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

[]Include in the IDP extension of issued CRLs




File Action View Help

e 76z H

L) Certification Authority (Local)
4 g DCOI-CA
| Revoked Certificates
"7 lssued Certificates
[ Pending Requests
|| Failed Requests
[ Certificate Templates |

MName

5 Honolulu-WebServer

E Directory Email Replication

5 Domain Controller Authentication
5 Kerberos Authentication

G Ers Recovery Agent

5 Basic EFS

5 Domain Controller

] Web Server

] Computer

5 User

5 subordinate Certification Authority
5 Administrator

Intended Purpose

Server Authentication

Directory Service Email Replication

Client Authentication, Server Authentication, Smart Car...
Client Authentication, Server Authentication, Smart Car...
File Recovery

Encrypting File System

Client Authentication, Server Authentication

Server Authentication

Client Authentication, Server Authentication

Encrypting File System, Secure Email, Client Authentica...
<All>

Microsoft Trust List Signing, Encrypting File System, Se...

<]

m |[>

File Action View Help

Y

5| Certificate Templates Template Display Name™ Schema Version  Version Intended Purposes
3] Workstation Authentication 2 101.0 Client Authentication
] Web Server 1 41
& User Signature Only 1 4.1
5 User 1 ER
5 Trust List Signing 1 ER
5 Subordinate Certification Authority 1 5.1
5 Smartcard User 1 1na
5 Smartcard Logon 1 6.1
5 Router (Offline request) 1 4.1
T Root Certification Authority 1 5.1
. RAS and IAS Server . — Client Authentication, Server Authentication
& ocse Response Signing QOCSP Signing
3 Key Recovery Agent j = Key Recovery Agent

5 Kerberos Authentication | All Tasks Client Authentication, Server Authentication,)
3 IPSec (Offline request) =

E1psec s s

5 Honolulu-WebServer Help Server Authentication

5 Excha nge User 1 7.1

& Excha nge Signature Only 1 6.1

3 Excha nge Enrollment Agent (Offline request) 1 4.1

I Enrollment Agent (Computer) 1 5.1

E Enrollment Agent 1 41

< m i [>][ <

34 certificate templates




Subject Name Server

Superseded Templates
Compatibilty | General | Request Handling Key Attestation

The template options available are based on the eadiest operating system
versions set in Compatibility Settings.

[w] Show resulting changes
Compatibilty Settings

Certification Authority
Windows Server 2003

Certfficate recipient

Windows 8.1 / Windows Server 2012 R, v

wmamwnﬂ prevent earlier operating systems from using this
¢ ate.

Apply Help




Template name:

DPMAUTH|

Validity period:

5

years

[v] Publish certificate in Active Directory
[ ] Do not automatically reenroll if a duplicate cestificate exists in Active
Directory

0K

Cancel

Apply

Help




Subject Name | Server | lzsuance Requirements
Superseded Templates | Bxtensions l Security

Compatibility | General | Request Handling | Cryptography | Key Attestation

Purpose: Signature and encryption v
|| Delete revoked or expired certfficates (do not archive)
[ ] Include symmetric algorithms allowed by the subject
[ "] Archive subject’s encryption private key

|| Authorize additional service accounts to access the private key (%)

Key Permissions...

[ Allow private key to be exported

| Renew with the same key ()

DFwnomﬁcmwﬁdmmmﬁ.mﬂﬁaﬁﬁlgkwfa
new key cannot be created

Do the following when the subject is enrolled and when the private key
associated with this cedificate is used:

(®) Enroll subject without requiring any user input

) Prompt the user during enroliment

~ Prompt the user during enroliment and require user input when the
" private key is used

* Control is disabled due to compatibility settings.

OK Cancel Apply




Subject Name

Server

Issuance Requirements

Superseded Templates

BExdensions |

Compatibilty | General

Reguest Handling | Cryptography

Pravider Categony:
Algonthm name:

Minimum key size:

-i_agac:,r Cryptographic .Sén.rice Provider

Security

Key Attestation

Determined by CSP

2048

Choose which cryptographic providers can be used for requests
() Requests can use any provider available on the subject's computer
(®) Requests must use one of the following providers:

Providers:

[w|Microsoft RSA SChannel Cryptographic Provider
[IMicrosoft DH SChannel Cryptographic Provider
[ IMicrosoft Enhanced Cryptographic Provider v1.0

Fy
E
[IMicrosoft Enhanced DSS and Diffie-Hellman Cryptographic Pr
[ IMicrosoft Enhanced RSA and AES Cryptographic Provider ™

Request hash:

| Detemined by CSP

[ ] Use atemate signature format

oK

Cancel




(® Supply in the request

Emmmummmmungmmfmmm
renewal requests

(0 Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

| None

[ ] Include e-mail name in subject name

Include this irformation in altemate subject name:
| | Email name

[ ] DNS name

[] User principal name (UPN)

[ ] Service principal name (SPN)




" A Athenticated Users
H2, Domain Admins (VIRT\Domain Admins)
82, Enterprise Admins (VIRT\Enterprise Admins)
H2 RAS and IAS Servers (VIRT\RAS and IAS Servers)

Atoenroll

For special permissions or advanced settings, click
Advanced.

OK Cancel Apply




File Action View Help
e 2] G
L) Certification Authority (Local) Name Intended Purpose
4 é DCO1-CA 5 Honolulu-WebServer Server Authentication
Ij Revoked Certificates & Directory Email Replication Directory Service Email Replication
'_;J Issued Certificates 5] Domain Controller Authentication Client Authentication, Server Authentication, Smart Car...
(] Pending Requests 5 Kerberos Authentication Client Authentication, Server Authentication, Smart Car...

& Faiie'd Requests B Ers Recovery Agent File Recovery
| Certificate Templates Tl peierre Encrypting File System

‘ Manage [ Client Authentication, Server Authentication
New » H Certificate Template to Issue
View N Chient Authentication, Server Authentication
Encrypting File System, Secure Email, Client Authentica...

cation Authority <All>
Microsoft Trust List Signing, Encrypting File System, Se...

<]

Enable additional Certificate Templates on this Certification Authority




Select one Cerificate Template to enable on this Certffication Authority.

Note: f a cerfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

Al of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Pumpose

5 Autherticated Session Cliertt Athentication

5 CA Exchange Private Key Archival

] CEP Encryption Certficate Request Agent
5l Code Signing Code Signing

& Cross Cetffication Authority <Al

@ DPMAUTH Server Authentication, Client Authentication
] Enroliment Agent

& Enroliment Agent (Computer)

| Exchange Enroliment Agent (Offine request)

E Exchange Signature Only

:ﬁ.l Fechanna | lesr

File Action View Help
e 2| XE B

ﬁ] Certification Authority (Local) Intended Purpose
4 a DCO1-CA . DPMAUTH Server Authentication, Client Authentication
.j Revoked Certificates 5 Honolulu-WebServer Server Authentication
i:] Issued Certificates & Directory Email Replication Directory Service Email Replication
':j] Pending Requests 5 Domain Controller Authentication  Client Authentication, Server Authentication, Smart Car...
‘_: s, i & Kerberos Authentication Client Authentication, Server Authentication, Smart Car...
oS Tyt Hers Recovery Agent File Recovery
5 Basic EFS Encrypting File System
5 Domain Controller Client Authentication, Server Authentication
] Web Server Server Authentication
E Computer Client Authentication, Server Authentication
5 User Encrypting File System, Secure Email, Client Authentica...
5 Subordinate Certification Authority ~ <All>
& Administrator Microsoft Trust List Signing, Encrypting File System, Se...




3 CERTLM - [Certificates - Local Computer\Personal] - O

File Action View Help
o 2 B d= HE

¥ Certificates - Local Computer Object Type
» __| Personal
> [ Trusted F Find Certificates..
> [ Enterpris
> Intermed
Trusted F - View > Request New Certificate..
Untruste
Third-Pal Refresh
Trusted F Export List.. Advanced Operations
Client Au
Preview [
Test Roots
DPMBackupStore
DPMPRestoreStore
Local NonRemovable Certificates
M5IEHistoryJournal

| Certificates

All Tasks » Find Certificates..

Import..

Help

L Y T T Y L T Y

Remote Desktop

Smart Card Trusted Roots
Trusted Devices

| Windows Live ID Token Issuer

W

e 8 I e e I I8 I8 e e e I e g

W

{

Request a new certificate from a certification authority (CA) in your domain




5 Certificate Enroliment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Palicy [*]
Configured by you Add New

Next Cancel
5] Certificate Enrollment - O X

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then click
Enroll.

Active Directory Enrollment Policy
[ Computer A STATUS: Available Details ¥

DPMAUTH 1) STATUS: Available Details ¥

$ More information is required to enroll for this certificate. Click here to configure settings.

[ Honolulu-WebServer 1) STATUS: Available Details ¥

[[] Show all templates

Enroll Cancel




Certificate Properties

A\ subject General Extensions Private Key Certification Authority  Signature

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type:

Commeon name s Add >

Value: < Remove
'Alternative name:

Type:

DNS »

Value: Add =

< Remove
oK

|CN=5C-DPM-1807.VIRT.LAB

SC-DPM-1807.VIRT.LAB

Cancel

Apply




Certificate Properties

General Subject Extensions Private Key Certification Authority  Signature

A friendly name and description will make it easier to identify and use a certificate.

Friendly name:
SRV-DPM-CERT
Description:

DPM Server Certiﬁcatel

OK Cancel Apply

| Certificate Enrollment - H X

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

DPMAUTH ¥ STATUS: Succeeded Details [¥ |




[~ CERTLM - [Certificates - Local Computer\Personal\Certificates = [m] X
P!
File Action View Help
e HE 4B XE 2
& Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes Friendly Name -
v W Personal # SC_DPM-1807.VIRT.LAB  DCO1-CA Server Authentication,
. T-‘ C:;“:C"teé ’ auth 2,)Windows Azure Tools ~ Windows Azure Tools  11/8/2018 Client Authentication  SC-DPM-18074c789..
. p— .
. j E’”:‘ , D;'t ?m ication L thonties 2] Windows Azure Tools  Windows Azure Tools  11/8/2018 Client Authentication  SC-DPM-18074c789..
nterpri r v
SERSPUSSIEY » @ ]Windows Azure Tools  Windows Azure Tools  11/8/2018 Client Authentication  SC-DPM-18074c789..
» | Intermediate Certification Authorities . . . .
» [ Trusted Publishers @;Wlndows Azure Tools ~ Windows Azure Tools  11/7/2018 Client Authentication SC-DPM-18074c789..
5 7 Untrusted Certificates @Windows Azure Tools  Windows Azure Tools  11/7/2018 Client Authentication SC-DPM-18074c789..
| Third-Party Root Certification Authorities t\Z’;’}Windm\ts Azure Tools  Windows Azure Tools  11/7/2018 Client Authentication SC-DPM-18074c789..
» I Trusted People ‘QWindows Azure Tools  Windows Azure Tools  11/7/2018 Client Authentication SC-DPM-18074¢789..
> 7 Client Authentication Issuers @?Windows Azure Tools  Windows Azure Tools  11/7/2018 Client Authentication SC-DPM-18074c789..
> ] Preview Build Roots ?;jwmdom Azure Tools  Windows Azure Tools  11/7/2018 Client Authentication SC-DPM-18074¢789..
» [ Test Roots Q_;}Windows Azure Tools  Windows Azure Tools  10/16/2018 Client Authentication SC-DPM-RSV4c7893..
> || DPMBackupStere @Windows Azure Tools  Windows Azure Tools  9/14/2018 Client Authentication SC-DPM-18074¢789..
> || DPMRestoreStore @Windows Azure Tools  Windows Azure Tools  9/14/2018 Client Authentication SC-DPM-18074c789..
» | Local NonRemovable Certificates ?“}Wi ndows Azure Tools  Windows Azure Tools  9/12/2018 Client Authentication SC-DPM-18074c789...
» . MSlEHisterylournal 2.]Windows Azure Tools  Windows Azure Tools  9/11/2018 Client Authentication ~ SC-DPM-18074c789...
> L Remote Desktop 23 Windows Azure Tools  Windows Azure Tools  9/11/2018 Client Authentication  SC-DPM-18074c789..
» [ Smart Card Trusted Roots 2. Windows Azure Tools  Windows Azure Taols  9/11/2018 Client Authentication ~ SC-DPM-18074c789..
» I Trusted Devices 2. Windows Azure Tools  Windows Azure Tools  9/11/2018 Client Authentication  SC-DPM-18074c789..
» (& Windows Live ID Token Issuer 2] Windows Azure Tools ~ Windows Azure Toals  9/10/2018 Client Authentication ~ SC-DPM-18074c789..
< >

Personal store contains 46 certificates.




a  Certificate

General Details Certification Path

Show: <Al> -

Field Value e
131 | Subject Key Identifier 637cb9f5877e67017bb428f62...
Subject Alternative Name DNS Name=SC-DPM-1807.VIR...
Authority Key Identifier KeylD=6fc46bc83503ea39b95...

CRL Distribution Points [1]CRL Distribution Point: Distri...
Authority Information Access  [1]JAuthority Info Access: Acces...

Encipher...

454

fecfbdeédalf?bdbe8clEéd5d5c5564£f57d25beed

Edit Properties... Copy to Fle...

oK




Path

D:\Program Files\Microsoft System Center\DPM\DPM\bin

CharbelNemnom.com #> Set-DPMCredentials SC-DPM-18@7 Certificate Configure
C:\DPMCERT\ 8e6fbd6d%9alf7b4be8c1645d5c5564157d25bee8

WARNING: Connecting to DPM server: SC-DPM-1807

VERBOSE: Configures DPM server SC-DPM-1807 for certificate-based authentication.

Configuration completed successfully.

Firewall exception for DPMCPWrapperService communication has been added on port 6876 (TCP and UDP) in all prof

iles.

CharbelNemnom.com #> _

B Administrator: Command Prompt
ent\agents\RA\5.1.375.¢ de4\: ntInstaller_KB42936

MAgent\ager

e * https://dcO1virtlab/certs © ~ @ & | @ Microsoft Active Directory C.. =

Microsoft Active Directory Certificate Services - DC01-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you
can verify your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the
type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation
list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:

Request a certificate
lew the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

e tlab/certsrv/certrqad.asd © ~ @& € & Microsoft Active Directory C... -

Microsoft Active Directory Certificate Services — DC01-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using
a base-64-encoded PKCS #7 file.




e @ https:/dc01virtlab/certs O ~ @& €| @ Microsoft Active Directory C... %

Microsoft Active Directory Certificate Services — DC01-CA

Advanced Certificate Request

Certificate Template:

| DPMAUTH v

Identifying Information For Offline Template:
Name: [SRV-HYPERO1| x
E-Mail: |

Company:

Department:

City: |
State: |

Country/Region:

Key Options:

@ Create new key set (O Use existing key set
CSP: | Microsoft RSA SChannel Cryptographic Provider v

Key Usage: ‘@ Exchange
Key Size: 2048 h:’g:.lgggi (common key sizes: 2048 4096 8192 16384 )

(® Automatic key container name (O User specified key container name

Mark keys as exportable

[_1Enable strong private key protection
Additional Options:
Request Format: - CMC * PKCS10

Hash Algorithm:

Only used to sign request.

[[]save request

Attributes:

Friendly Name: |SRV-HYPERO1-DPM




Certificate Issued

° | @ https//de0ivirt.. O ~ ) Certi.. & & Microsoft Active Directory C... % <

Microsoft Active Directory Certificate Services -- DC01-CA Home

The certificate you requested was issued to you.

Install this certificate

This CA is not trusted. To trust certificates issued from this certification authority, install this CA certificate

[[]Save response

Do you want to open or save certnew.cer (1.24 KB) from dc01.virt.lab? Open Save ™ Cancel x

o Certificate

General petals Certification Path

@n Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: DCO1-CA

Issued by: DCO1-CA

Valid from 9/21/2017 to 9/21/2027

Install Certificate... | | Issuer Statement

£* Certificate Import Wizard X

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
(O Local Machine

To continue, dick Next.

I Next I Cancel




e @ https//dcOvirtlab/certsrv/c O ~ @ & @ Microsoft Active Directory C... ¥

Microsoft Active Directory Certificate Services -

Certificate Installed

Your new certificate has been successfully installed.

E-(Ertmgr - [Certificates - Current User\Perscnal\Certificates]

File Action View Help

e n@m dL|IXE=HE

[l Certificates - Current User Issued Tuﬁ Issued By

vd P?’5°“’_' SRV-HYPER-01 DCO1-CA
_ Certificates

» || Trusted Root Certification £ "
| Enterprise Trust

> || Intermediate Certification £ Request Certificate with New Key...
| Active Directory User Objec

» || Trusted Publishers

QOpen

Renew Certificate with New Key...

| Untrusted Certificates Advanced Operations >
» 1 Third-Party Root Certificati
*| Trusted People Export...

» | Client Authentication Issuers
_| Other People
__| MSIEHistoryJournal
_| Certificate Enroliment Requests
| Smart Card Trusted Roots

Expiration Date
Open
All Tasks

Cut

Copy
Delete

Properties

Help

Intended Purposes

>

Authentication, Client Authentication

Friendly Name
SRV-HYPER-01-DPM

Export a certificate




—

£* Certificate Export Wizard

Export Private Key

You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the

certificate, you must type a password on a later page.
Do you want to export the private key with the certificate?

(®) Yes, export the private key

(O No, do not export the private key

Next

Cancel




{_

¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)

Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)

Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (.PFX)

[] Indude all certificates in the certification path if possible

[ Delete the private key if the export is successful

[ Export all extended properties

D;ﬂlable certificate privacy!
Microsoft Serialized Certificate Store (.55T)

I Cancel




=

“* Certificate Export Wizard >4

Security
To maintain security, you must protect the private key to a security principal or by
using a password.,

Group or user names (recommended)

Remove

[v] Password:
SRR RRRRR

Confirm password:

MNext Cancel




—

A£* Certificate Import Wizard

Private key protection

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ ] Display Password

Import options:

Enable strong private key protection. You will be prompted every time the

private key is used by an application if you enable this option.

E Mark this key as exportable. This will allow you to back up or transport your

keys at a later time.

[] Indude all extended properties.

Next

Cancel




>

»

>

>

| Certificates
] Trusted Root Certification Authorities
7] Enterprise Trust
| Intermediate Certification Authorities
] Trusted Publishers
| Untrusted Certificates
“| Third-Party Root Certification Authorities
| Trusted People
7 Client Authentication lssuers
| Preview Build Roots
|| Other People
| MSIEHistorylournal
[ | Remote Desktop

| Certificate Enrollment Requests
] Smart Card Trusted Roots

| Trusted Devices
| Windows Live ID Token Issuer

Server Authentication, Cliel

Fcenlm [Certificates - Local Computer\Personal\Certificates] — a
File Action View Help

o a@ & XE = HE

(¥ Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes Friendly Name
v [ Personal 5IDCo1-cA DCO1-CA  9/21/2027 <All> <None>

SRV-HYPER-

Personal store contains 2 certificates.




a  Certificate
General Details Certification Path

Show: .{AI:-

%

Field

@ Subject Key Identifier
Authority Key Identifier

%3 | CRL Distribution Points

@ Authority Information Access
&ﬂ Enhanced Key Usage
Application Policies

Key Usage
m Thuimhinrint alnnrithm

Value

7d 4a 0b df ed d5 54 d6 55 83...
KeyID=6f c46b c8 3503 ea 3...
[1]CRL Distribution Point: Distr...
[1]Authority Info Access: Acc...
Server Authentication (1.3.5....
[1]Application Certificate Polic...
Digital Signature, Key Encipher...
cha

Full Name:
URL =ldap: ///CN=DC01-CA,CN=DC01,CN=CDP,CN=Public
|KE'yr Services, CN=Services,CN=Configuration, DC=VIRT,DC=LAB?
certificateRevocationList?base?objectClass =cRL DistributionPoint
(idap: //fCN=DC01-CA,CN=DC0 1,CN=CDP,CN=Public%20Key%%
2ﬁ5=rwces CN —Serwces,m —CmﬁgLrahun_.DC -".FL‘R'I‘ DC =LAH?




E¥ Administrator: Command Prompt - a X

t Data Protection
ation_DPM-1807.VIRT bin -OutputFilePath C

The following firewa exceptions has been a
- Exception fo v exe in all prof
ception for Windows Man

fo . e ) )76 (TCP) in all pro

gram

Path

D:\Program Files\Mic oft System Center\DPM\DP!

CharbelNemnom.com #> .\Attach-ProductionServerWithCertificate.psl € 1 .VIRT.LAB Certifi
[} figuration_SRV-HYPER-©1.bi

WARNING: Connecting to DPM se

Att ed Production ¢ e

arbelNemno

[B) System Center DPM Administrator Console

File Action View Help

_]'-. ;J’l'_ :J‘l_ -;ﬂ_ .il‘_ T _"1'- - =% i -: .} ~
o o x wn o & | U ! [
Add Disable Remove Throtlle Refresh Manage Check Options About Help

protection computer VMware | updates
Servers edenti Options Helr

3 Production Servers " earch list [Jsearch in details also (Slow)

BT 0 Computer Name Type Cluster Name Domain Agent Status Agent Updates  Throttling

Unprotected 4 = Unp: d with pi agent: (4 Computers)

Lpodomaitic S0 3 FSRVO1 Windows Server - VIRT.LAB oK -

3 SC-VMM-1807 Windows Server - VIRT.LAB oK - -

s Disk Storage 3 SRV-HYPER-01 Windows Server - ﬁ (Untrusted - Ceriificates) oK = =

Number of disks: 0 3 WS2016-wDS Windows Server 2 VIRT.LAB OK = =

Number of volumesffolders: 3

Total capacity: 348.81GlH

| M44168

ass40cB




Create New Protection Group

Select Group Members.
Select the data that you want to protect.

System Center DPM Administrator Console

File Action View Help

: To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
@ Welcome I you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported
@ Select protection group type  Unsupported confiqurations
B e ail members . - Selected members
@ Select data protection A '”"5-’ Selected Members  Computer
e ' |%| []23 Al Shares RCT\FILESRV SRV-HYPER-01
@ Select shotterm goals -1 Al Volumes RCT\SQLSRY SRV-HYPER-01
@ Choose consistency check ; =l D@ HyperV " =
e E @-L13 Host Componert RCT\WEBSRV SRV-HYPER-01
: #-f4 3 RCTVFILESRV
@ Summary 5 w13 RCT\SQLSRV
@ Status wﬂ 3 RCT\WEBSRV
(g
Update data sources Remove
i I
Refresh to clearthe cache and retrieve the latest data Excluded folders: 0 View
Refresh Excluded file types: 0 Exclude Files ...
< Back Cancel Help
=

Modify  Add online
protection
Protection group

New

4 Data Source Health
@ critical (0)
@ oK (3)
/1 Warning (0)
4 All Protection Groups
[ HyperV Untrusted VM Protection Group

ST

Delete  Optimize = Consistency
check

& |18 18 3§

—al D -
x ',& &

Disk Online  Tape Selfservice Tape catalog  Recoverypoint | Check  Options
recovery retention status updates
Data sourc. Resume backups Manage Reports Options Help
Groupby: @) Protection group O Computer
]Seamh list below P V| [ search in details also (Slow)
Protection Group Member Type Protection Status

- 40 Protection Group: HyperV Untrusted VM Protection Group (Total members: 3)

E § Computer: SRV-HYPER-01
L@RCTFILESRY
E@RCTSQLSRV
C&RCTWEBSRV

Microsoft Hyper-V ok
Microsoft Hyper-V Qo
Microsoft Hyper-V ok




Chapter 9: Recovering Data from Backup

CharbelNemnom.com #> $PGroup Get-DPMProtectionGroup
CharbelNemnom.com #> %$PGroup

Name ProtectionMethod

SQL Protection Group Short-term using disk
File Server Protection Group Short-term using disk | Online protection

CharbelNemnom.com #> $PObjects = Get-DPMDatasource $PGroup[1]
CharbelNemnom.com #> $PObjects

Computer Name ObjectType

FSRve1l D:\MountPoints\MountPoint-FSRV@1l Volume
FSRve1l D: Volume

CharbelNemnom.com #> Get-DPMRecoveryPoint $PObjects[@] | Sort

RepresentedPoint
InTime

Name BackupTime Datasource
D:\MountPoints\MountPoint-FSRvV@1l 11/11/2018 11:37:13 AM D:\MountPoints\MountPoint-FSRV@1 on comp...
D:\MountPoints\MountPoint-FSRvV@1 11/11/2018 8:53:59 AM D:\MountPoints\MountPoint-FSRV@1 on comp...

CharbelNemnom.com #> $RecoveryPoint Get-DPMRecoveryPoint $PObjects[@] | Sort
RepresentedPointInTime | Select-Object 1
CharbelNemnom.com #> $RecoveryPoint

Name BackupTime Datasource

D:\MountPoints\MountPoint-FSRV@1 11/11/2018 11:37:13 AM D:\MountPoints\MountPoint-FSRV@1 on comp...

CharbelNemnom.com #> $RecoverItem = Get-DPMRecoverableItem $RecoveryPoint
CharbelNemnom.com #> $RecoverItem

Name BackupTime Datasource

$RECYCLE.BIN 11/11/2018 =37 :\MountPoints\Moun...
BRK100@ - What's new in Microsoft Project.mp4 11/11/2018 :\MountPoints\Moun. ..

BRK1001 - Driving success with Project Online.mp4 11/11/2018 :\MountPoints\Moun. ..
BRK1025 - Preparing for IoT in IT- Microsoft's IoT Vision and Roadmap.mp4 11/11/2018 :\MountPoints\Moun. ..
BRK1026 - Getting started with Microsoft Azure and Azure Portal.mp4 11/11/2018 :\MountPoints\Moun. ..
Sub-mountpoint 11/11/2018 :\MountPoints\Moun. ..

CharbelNemnom.com #> $R ver Get-DPMRecoverableItem $RecoveryPoint
ect {$_.Name
CharbelNemnom.com #> _

Child | Where-0bj




CharbelNemnom.com #> ¢ New-DPMRecoveryOption Copy
ToFolder
Overwrite Restore

DsmProperties : rosoft.Internal.EnterpriseStorage.Dls.XsdClasses.MTA.DsmPropertiesType
Alternatelocation :\Copytofolder

LibraryId : 000000V -0000-0000-0000-000000000000

SourceServer

TargetServer SC-DPM-1807.VIRT.LAB

RecoverToReplicaFromTape : False
IsSANRecovery False
ReferencedRecoveryOptions :

CharbelNemnom.com #>
CharbelNemnom.com #> Restore-DPMRecoverableItem rItem

JobCategory Status ProtectionGroupName DataSources

RestoreAsFilesFromSC InProgress File Server Protection Group D:\MountPoints\MountPoint-FSRVO1l

This PC » DATA (D)) » Copytofolder v

Name Date modified Type Size

®| BRK1026 - Getting started with Microsoft Azure and Azure Portal 9 12 PM MP4

Syslem Center DPM Administrator Console

File Action View Help

Y y Y - e =

» .
New Consistency Recovery Remove Move disk Disk Online Tape Self service |Tape catalog | Recovery point Check  Options
check point storage recovery retention status updates
Data source o R me backups - Manage Reports Options

4 Data Source Health Group by @:‘ Protection group ‘::‘ Computer

€3 Critical (0) Search list below >~ o~

OK (14
9 (_ ) Protection Group Member Type Protection Status
1. Warning (0)
= f];ﬂ Protection Group: SQL Server VMM Protection Group (Total members: 4)

4 All Protection Groups = 2 Computer: SC-VMM-1807.VIRT.LAB

[, File Server Protection Group SC-VMM-1807\master SQL Data @ok

[ SQL Protection Group SC-VMM-1807\model SQL Data @ok

o SEILSERE L R R D SC-VMM-1807\msdb SGL Data @ ok

SC-VMM-1807WirtualManagerDB SQL Data OOK




3;9 Create New Role X

Welcome to the DPM Role Configuration Wizard
E This wizard helps you configure DPM Roles through which seff service recovery can be enabled for SQL Server users.

Steps:
@ Getting started This wizard helps you configure roles to enable self-service recovery for SQL Server users.
@ Specty security groups To create a role for SQL Server self service recovery. you must identify the following:
. . - Security groups that represent the set of SQL Server users.
@ Specify recovery items - SQL Server databases and instances of SQL Server that will be allowed for recovery.
® Specily recovery tamels - Instances of SGL Server that can be used as targets for recovery.
@ Summary

< Back | Cancel || Hep

.!,BCreate New Role

Specify Security Groups
ﬁ Specify security groups that represent the set of SQL Server users.

Steps: Specify a name which will be used to uniquely identify this role.

® Sotiu duio Role Name  [SQGL Sef Service Recovery |

@ Specify security groups Example: SQL Admins

@ Specify recovery items Description ]SQL Self Service Recovery |

@ Specify recovery targets

@ Summary Security Groups
Specify the security groups that represent the set of SQL Server users that will be included in this
role.

ciack |[hets || Cancsl || Heb




25 Create New Role

Specify Recovery ltems
E Specify the SQL Server databases and instances of SQL Server

Steps: Specify the SQL server databases and instances of SQL Server that you want users of this role to be allowed

to recover.
Getting started

g - To allow all databases in an instance of SQL Server, clear the text in the Database Name column for that
Speciy sectty goups instance of SQL Server.

o
2

& Specify recovery tems
@ Specy recovery targets [5G Server Instance or Avaiebity Group . Database Name ]
L]

SC-VMM-1807 | VitualManagerDB

Summary

25 Create New Role X
Specify Recovery Target Locations

D Specify the instances of SQL Servers that can be used as recovery targets.

Steps: To allow users to reooverﬂ'le database as files, you do not need to configure recovery targets. At the time of

- recovery, Users can speci location where they have pemissions to write
@ Getting started

@ Specify security groups
@ Specify recovery items
& Specify recovery targets

@ Summary

Recovery Target Locations
[C] Allow users to recover the databases to another instance of SQL Server

(i) Users are not allowed to overwrite the original database.

Leam more about confiquring recovery targets ...




3.3"’ DPM Self Service Recovery Configuration Tool for SQL Server — O X

File Actions Help

You can use this tool to authorize end-users to perform seff-service recovery of data by creating and managing roles

Roles
Name * Description
Microsoft System Center Data Protection Manager X
" The DPM role configuration has been successfully saved.
ID: 32664
Refresh . Modfy.. | Delete

Close




System Center B¥ Microsoft
Data Protection Manager

Version 1801

Install Before you begin

Data Protection Manager
DPM Central Console

DFM Protection Agent

DPM Remote Administration

DPM Self Service Recovery

DPM Remote SQL Prep

© Micosoft Corporation. All rights resesved,

View Release Notes
Read Installation Guide
Run the Prerequisite Checker

Additional Resources

Review License Terms

Visit DPM Web Site

Exit




Microsoft Software License Terms b4

To install Data Protection Manager, you must accept the Microsoft Software License Terms. These
license terms apply for DPM, and each of its prerequisite software products.

You may use any number of instances of this supplemental software
("Supplement”) in physical or virtual operating system environments on any
number of devices with Microsoft server software or online service (“Microsoft
Product”). You may use this Supplement only with a Microsoft Product directly, or
indirectly through other Microsoft software. Refer to your Microsoft Product’s
license terms to identify the entity licensing this Supplement to you and for support
information. You may not use the Supplement if you do not have a license for the
underlying Microsoft Product.

To print a copy of the license terms, select the text, copy itinto a document, and then print it. To view
the license terms after the installation is complete, open DPM Administrator Console and dick About DPM,

Privacy Statement Link

Accept Dedine Help




7% Microsoft System Center DPM Self Service Recovery Tool Setup X

e

* Microsoft System Center DPM Self Service Recovery Tool Setup X




® DPM Self Service Recove

: O
File Actions Help

You can use this tool to recover SQL databases backed up by DPM. Recovery jobs for SQL databases configured for you are listed below.
@ DPM Server: Mot connecfed

Connect to Server...
‘You must be connected to a DPM server to manage recovery jobs.
Jobs
Start Time Finish Time: Recovered Database Status
Connect to DPM Server X
Specify the DPM server to which you want to connect. Ensure that you have pemissions to
access the DPM server. if you do not have the required pemmissions, contact your DPM
administrator.
DPM Server Name: |SC-DPM-1807.VIRT LAB|
Example: MyDPMServer.contoso.com
| Cancsl
Close
& DPM Self Service Recovery Tool = O X
File  Actions Help

You can use this tool to recover SAL databases backed up by DPM. Recovery jobs for SGL databases configured for you are listed below.
(® DPM Server. SC-DPM-1807VIRT.LAB

. Connect to Ancther Server... .
Jobs

Start Time Finish Time

Recovered Database Status

New Recovery Job...

X




& Recovery Wizard

= Welcome to the Start New Recovery Job Wizard
@ This wizard helps you start a recovery job to recover a database that is backed up by DPM.

Steps:

@ Welcome

@ Specify database details
@ Specify recovery point
Select recovery type
Specify database state
Specify recovery options




& Recovery Wizard

|
—

Specify Database Details

LJ_E" Specify details about the database you want to recover and where it resides.

Steps:

Welcome

Specify database details
Specify recovery point
Select recovery type
Specify database state
Specify recovery options

Summary

¢ & & & & & &

Specify the details of the database you want to recover.

SQL Server Instance Name

or Availability Group: | SC-VMM-1807

Database Name: VitualManagerDB

oo |[THoms ]| Carcal || b




@ Recovery Wizard X

= Specify Recovery Point
F_ft' Specify which recovery point to use for recovery,

Steps:
Please select the recovery point to use for peforming the recovery.
@ Welcome
- ify database detail - - -~ e
e e 2018« Avalable recovery points are indicated in bold
@ Speciyrecovery point k& . . | onthe calendar. Select the date from the
| calendar and the time from the drop down list
@ Select recovery type | for the recovery points that you want and then
¢ November 2018 4 proceed.
bl e Sun Mon Tue Wed Thu Fri Sat
i 1 2 3
¢ SRR 4 5 6 7 8 9 10| Recoveydate: November122018
@ Summary n@EZ B 14 15 16 17 | |
B 19 2 21 2 2 2 [ Mecverine
25 26 27 28 29 30 .
‘ Recoverfrom: Disk S0
<Back [ Nea> | Cancel Help
© Recovery Wizard X

& Select Recovery Type
F_-ﬂ' Select the type of recovery you want to perform,

Steps:
¢ Welcome

Recoverto any instance of SQL Server

Specify database details =t This option allows you to recover to any instance of SQL Server on same or atemate
Speciy - server which has been preconfigured by your DPM administrator.
recovery poi

Select recovery type

ﬁ-’-'_‘-. (® Copy to a network folder
Change recovery point P
Specify destination
Specify recovery options
Summary

¢ & & & & & &

TN e e




@ Recovery Wizard X

= Change Recovery Point
f_G_E' Specify a recovery point which has Full backup.

Steps:
P ————
& Welcome i
4. The database files for 11/12/2018 4:00:03 PM cannot be copied.
@ Specify database details
DPM can only copy files from a recovery point associated with an express full backup. Select
@ Specify recovery point one of the following recovery points associated with an express full backup or click Back to
change the recovery type selection.
& Select recovery type
e ——————————————————
& Change recovery point
@ Specly destination Altemate recovery points:
@ Specify recovery options Recovery points Size
@ Summary ® 11/12/2018 10:09:07 AM 166.80 MB
Click Help to know more on express full backup.
| (oo ] [
& Recovery Wizard X
Specify Destination

r_{f_ﬁ Specify the network folder to store the recovered files.

Steps:
Specify where you would like to copy the database files.
@ Welcome
All the files will be copied inside a folder named ‘DPM_11-12-2018_10.9.7 in the copy destination.
@ Specify database details
@ Specify recovery point Destination server (FQDN):  [FSRVO1.VIRT LAB |
@ Select recovery type Example: MyServer.contoso.com
® ooy vt Destination folder: [D-\SQL db Recoven| |
¥ Specify destination Example: E:\Recovered\Database 1
@ Specify recovery options
& Sigamay Space required: 166.80 MB

| <Back | | Cancel || Hep




@ Recovery Wizard

. Specify Recovery Options
[P, Specify the options to apply to the recovery.

Steps:

& Welcome

Restore Security

(@ Apply security settings of destination computer

@ Specify database details
() Apply security settings of the recoveny paint version

@ Specify recovery point

# Select recove e
v iyP — Notification

o .
e L Specify the list of people to notify when this recovery completes

@ Specify destination
& Specify recovery options
@ Summary

< Back Cancel | Help




Summary
B ) Review your recovery settings.
Steps:
Recovery point:  11/12/2018 10:09:07 AM
@ Welcome
Recovery media: Disk
8 Spechylatme deiele S SC-VMM-1807\VirtualManagerDB on SC-VMM-1807.VIRT LAB
® Speiyscomecy voet Destination: D\SQL db Recovery on FSRVOT VIRT LAB
@ Select recovery type Notification: No
& Change recovery point
— Recovery items
& Specify destination
Recovery tem: VitualMana B
@ Specify recovery options g . gerD
Details:
& Summary
Database files Destination
] VirtualManagerDB.mdf DASQL db Recovery\Program Files\Microsoft Q...

8] VirtualManagerDB_log.|df DASQL db Recovery\Program Files\Microsoft 5Q...

DPM Self Service Recovery Tool X

0 A recovery job with the specffied settings was stated successfully.

You can monitor the job progress from the main console.

ID: 33102

<Back | [ Recover ]| Cancel || Hep




& DPM Self Service Recovery Tool

File  Actions Help

You can use this tool to recover SGL databases backed up by DPM. Recovery jobs for SQL databases configured for you are listed below.

(®) DPM Server SC-DPM-1807 VIRT LAB

| Connect to Ancther Server . |

Finish Time

Recovered Database

Status

Close

System Center DPM Administrator Console

File Action View Help

& w

Recover Add External | End-user

DPM recovery

Recovery Configure
Browse

& o

Check Options

About

updates

|Fiter servers

o

Options

Recovery points for:

Help

System Protection

Available recovery points are indicated in bold on the calendar.

41 Local DPM Data
4 %9 VIRT.LAB
4 3 FSRvO1
4[5 All DPM Protected Data
System Protection
ares
I |4 All Protected Volumes
5 SC-DPM-1807
& SC-VMM-1807

Search

4 Search Recovery Points
= Files and folders.
&% Exchange mailboxes
34 SharePoint

'S Monitoring
j Protection

| Recovery

Select the date from the calendar and the time from the drop down list for the recovery points that you want Click recover in the Actions pane to open the

Recovery Wizard
1 Recovery date:  11/14/2018
November e 2018 %
Recoverytime:  Latest i
* November 2018 ¥ Recover from:  Disk Sg@
Sun Mon Tue Wed Thu Fri Sat
1 2 3
4 5 6 7 8 9 10
1 12 14|15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30
Path: All DPM Protscted Data Fup
‘Search list below p Search in details also (Slow)
Recoverable ltem Last Modified Size

[@Bare Metal Recovery
& System State




Recovery Wizard
g Review Recovery Selection
I Jn‘.‘ Review the information for the items that you chose to recover.
Steps: Review your recovery selections.
@ Review recovery selection Recovery point:  Latest (Unsynchronized data on the server will be applied to the recovered data)
@ Select recovery type Recover from: Disk
@ Speciy recovery options Itern details
R tem: R
@ Sy ecovery item Bare Metal Recovery

Recovery source:  Computer\System Protection on FSRVD1.VIRT.LAB
@ Recovery status

Source version: 1.00.0
< Back Next > Cancel Help
Recovery Wizard X
" Select Recovery Type

L 6'0 Select the type of recovery you want to perform.

Steps:
@ Review recovery selection

-,

& Select recovery type () (®) Copy to a network folder
@ Specify destination Copy to tape
@ Specify recovery options The option is disabled as either there are no tape libraries or there are not enough number of tape
@ Summary

@ Recovery status < Back Next > Cancel Help




== Specify Destination
I'__&;_L"_. Specify where you would like to locate the database files.
Specify Alternate Recovery Destination
Steps: Specify where you |
@ Review recovery selection All the files will be ¢ gm;?&a;::ﬂwm IR FSRSEEE St Dl e
@ Select recovery type et = iﬂ VIRT.LAB
& Speciy destination +- § FSRVO1
Destination path: +- 5 SC-DPM-1807
@ Specify recovery options +- & SC-VMM-1807
@ Summary Space required: -~ § WS2016-WDS
+ -8 Volumes
silable: =
@ Recovery status Space av e T 13
@ ;he files recoy | DeploymentShare$
ocoveryusk [ 0711 Recoveryives
The minimum || MTATempStore$
specified in B
location
Leam more
4. Ensure that thy
IFQ oK Cancel Help
< Back Cancel

tination.

Help




Recovery Wizard X

= Specify Destination
r__q_ﬁ,. Specify where you would like to locate the database files.
Steps: Specify where you would like to copy database files.

@ Review recovery selection All the files will be copied inside a folder named 'DPM_11-14-2018_17.0.51" in the copy destination.

® Select recovery type Destination: \WS2016-WDS.VIRT.LAB |

@ Specify destination -
Destination path: | D:\DPM_RecoveryArea

@ Specify recovery options

@ Summary Space required: 24.41GB

@ Recovery status Space available: 39.86 GB

@ e files recor can be used to om a em e Recovery or Bare Met
Recovery using Windows Server Backup application.
The minimum system requirements reguired to perform a successful Bare Metal Recovery is
specified in BMR SystemRequirements ix file which can be found in the recovery target
location

Leam more about System State and Bare Metal Recovery. ..
4. Ensure that the selected host has appropriate access privileges for the SMB share.

< Back Next > Cancel Help




&

¢ & & & &

Recovery Wizard

r__q_ﬂ,. Specify the options to apply to the recovery.

Steps:

Specify Recovery Options

Restore security
(O Apply security settings of the destination computer

(® Apply the security settings of the recovery point version

Review recovery selection

Select recovery type
Specify destination Network bandwidth usage throttiing
Status: Disabled
Specify recovery options = s
Summary SAN Recovery
Recovery status Enable SAN based recovery using hardware snapshots

Click on Help to leam about the prerequisite steps

Notification
Send an e-mail when this recovery completes

Recipients:
Separate e-mail addresses with comma.
Example: Kim@Contoso.com, Teny@Adventure-works.com

< Back Next > Cancel Help




Recovery Wizard X

a Summary

I {ﬁ‘ Review your recovery settings.
Steps. Recovery point: Latest (Unsynchronized data on the server will be applied to the recovered data)
@ Review recovery selection Recovery media:  Disk
@ Select recovery type Source: Computer'\System Protection on FSRV01.VIRT.LAB
@ Specify destination Destination: WS2016-WDS.VIRT .LAB
@ Specify recovery options Destination Host
@ Summary Notification: No
@ Recovely status Recovery items

Recoveryitem:  System Protection'\Bare Metal Recovery

Details:
Database Files Destination Size

B¢y Bare Metal Recovery DADPM_RecoveryArea

< Back Recover Cancel Help

DPM_RecoveryArea > DPM_11-14-2018_17.0.51 > DPM_Recovered At 11-14-2018_21.3.13 » WindowsimageBackup » FSRVO1 »

Name . Date modified Type Size
Backup 2018-11-14 144905 11/14/2018 5:00 PM File folder
Catalog 11/14/2018 5:00 PM File folder
SPPMetadataCache 11/14/2018 5:00 PM File folder

Mediald 11/14/2018 3:49 PM File 1KB




t4 Windows Setup

Repair your computer

== Windows Server: 2016

Install now

© 2016 Microsoft Corporation. All rights reserved

o @

LX)




EJ Re-image your computer @
Select the location of the backup for the computer you want to restore

—> Search for a system image on the network
Connect to the network to find a system image that you want to restore.

—> Install a driver
Locate and install a driver for a device that is attached to the computer but is not in the list
of available system images.

=




&- Re-image your computer | 3

o x

Select the location of the backup for the computer you want to restore h, ‘
If the system image is on an external device, attach the device to this computer, L
and then dick Refresh,

' == |,
Re-image Your Computer - "

Spedfy the location of the system image.

Network folder: -

\\172.16.20.12\DPM_BMR_Recovered|
Example: \\server\share

Advanced... Refresh

< Back Next > Cancel




Select the location of the backup for the computer you want to restore
If the system image is on an external device, attach the device to this computer,
and then dick Refresh.

If the system image is on a DVD, insert the last DVD from the system image backup. Click
Advanced to add a network location or install a driver for a backup device if it does not show

up in the list below.

Current time zone: GMT-8:00
Location Most recent system image Computer
\\172.16.20.12\DPM_BMR _Recovered\ 11/14/2018 6:49:05 AM FSRVO1
< >

Aanc..




Choose additional restore options m

| Format and repartition disks

Select this to delete any existing partitions and reformat all disks | Exdude disks. .. |
on this computer to match the layout of the system image.

If you're unable to select an option above, installing the drivers |Instdchvers. |
for the disks you are restoring to might solve the problem. .

| Advanced... |

. <Back || Next> | = cancel |

Your computer will be restored from the following system
image:

Date and time:
Computer:
Drives to restore: EFI System Partition, C:




System Center DPM Administrator Console = O X
File Action View Help

s ) % ~
“m Tl = B
Manage Register Configure Check Options | Aboutazure Help
subscription updates backup
Online Protection Options Help
,,. Search list below F & [[] Search in details also (Slow)
s Disk Storage Stat.. Name Used Space
Number of disks: o = Online subscriptions:
R e ] @ Azure Backup Wi— 550.16 MB
Total capacity: 9993 GB
' Wa02GB
\ [le5.91GB
~ Online
Registration status: Registered
Azure backup agentversion: 2.0.9145.0
Used space: 550.16 MB
Subscription Id:
ystem Center DPM Administrator Console = a X
File Action View Help
- —
\ { [
© @ w 4| B
Recover Showall Add External | End-user Check Options About Help
versions DPM recovery | updates
Recovery Configure Options Help
<
Browse Recovery points for: DA\
Filter servers 2o~ Available recovery points are indicated in bold on the calendar.
4 (3 Local DPM Data Select the date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the Actions
2 pane to open the Recovery Wizard
433 VIRT.LAB
3 Recovery dat 10/23/2018
N SRl October  ~| 2018 - et
4 |4 All Protected Volumes Recoverytme: 604PM  ~
Ca DA 3:41 PM(Disk)
4 3 SC-DPM-1807 b October 2018 4 Recover from: KRNI
44 All Protected SQL Instances Sun Mon Tue Wed Thu Fri Sat 6:04 PM @
| SC-DPM-1807 1 2 3 4 5 6
7 8 9 10 1 12 13
14 15 16 17 18 19 20
21 22 (23| 24 25 26 27
28 29 30 A
Path: D\ T up
Search VSearch list below pe v: Search in details also (Slow)
4 Search Recovery Points Recoverable tem Last Modified Size

= Files and felders
¥y Exchange mailboxes
§3i SharePoint

| Backup 9/5/2018 8:41:59 PM =

g Monitoring
A

" Protection

£

. Recovery




Browse

Filter servers P~

414 Local DPM Data
4§34 VIRT.LAB
4 3 FSRVO1
4 |4 All Protected Volumes
Ca DA
4 3 SC-DPM-1807
4 gy All Protected SQL Instances
, | SC-DPM-1807

Search

4 Search Recovery Points
= Files and folders
¥y Exchange mailboxes

Recovery points for: DA\

Available recovery points are indicated in bold on the calendar.

Select the date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the Actions

pane to open the Recovery Wizard.

Recovery date:  10/23/2018
October 2 2018 X
Recoverytime:  3:41PM(C ~
1 October 2018 ' Recover from:  Online
Sun Mon Tue Wed Thu Fri  Sat
1 2 3 4 H 6
7 8 9 10 11 12 13
4 15 16 17 18 19 20
21 2 (23| 24 25 26 27
28 29 30 AN
Path: D\ T ue
Search list below o~ : Search in details also (Slow)
Recoverable ltem Last Modified Size
{ | Backup 9/5/2018 8:41:59 PM

@  Show all recovery points

§4i SharePoint ¥ Recover.. |
.
g Monitoring
5 .
¥ Protection
5 Recovery
Recovery Wizard X

Steps:

Review recovery selection
Select recovery type
Specify recovery options

Summary

& & & & &

Recovery status

Review Recovery Selection

Review the information for the items that you chose to recover.

Review your recovery selections.

Cancel

Recovery point:  10/23/2018 3:41:07 PM
Recover from: Online
Item details
Recovery tems: Name
| Backup
Recovery source: D:\on FSRV01.VIRT.LAB

Size

Help




Recovery Wizard

= Review Recovery Selection
[ u] Review the information for the items that you chose to recover.

Steps:

E Recover to the onginal location
@ Review recovery selection #‘3 ® E

Onginal location: D\ on FSRV01 VIRT LAB

@ Select recovery type

ELE Recover to an altemate location
@ Specify recovery options ?; O ;
Altermate location; Browse...
@ Summary .
-

Recovery status

< Back Cancel Help




Recovery Wizard

" Specify Recovery Options
[ Specify the options to apply to the recovery.

Steps: Existing version recovery behavior

@ Review recovery selection () Create copy O skip (@) Overwrite

@ Select recovery type
Restore security

@ Specify recovery options (®) Apply security settings of the destination computer

@ Summary O Apply the security settings of the recovery point version

® Recovery stalus Network bandwidth usage throttling
Status: Disabled Modify. ..
SAN Recovery

Enable SAN based recovery using hardware snapshots

Click on Help to leam about the prerequisite steps

Notification
Send an e-mail when this recovery completes
Recipients:
Separate e-mail addresses with comma.
Example: Kim@Contoso.com, Teny@Adventure-works.com

< Back Cancel Help




Recovery Wizard

- Specify Recovery Options
LT Specify the options to apply to the recovery.

You can now close the Recovery Wizard and view the recovery status in the Monitoring task area.

Steps: Recoverypoint:  10/23/2018 3:41:07 PM
@ Review recovery selection Recovery media:  Online
@ Select recovery type Source: D:\ on FSRV01.VIRT.LAB
@ Specify recovery options Destination: D:\on FSRVO1.VIRT.LAB
@ Summary Destination Host
@ Recovery status Notification: No
Recovery items
Details:
Recovery Items Size
[ 7] Backup
Total size:
3. Any synchronization job for the selected recovery server will be cancelled while the recoveryis in
progress.
< Back Cancel Help
Recovery Wizard
| e"‘ Recovery Status
Steps: Recovery status:  In progress...
@ Review recovery selection Start time: 10/23/2018 9:40:21 PM
@ Select recovery type End time: =
@ Specify recovery options Data transfemed:  125.21 MB
@ Summary Recovering...
@ Recovery status _




Groupby: () Protectiongroup O Computer @ Status O Type

Alerts
[] Show inactive alerts Search list below J2 ~| [ Search in details also (Slow)
« All Alerts Source Computer Protection Group Type = 1 [ 2
B (7 Scheduled (Total jobs: 4)
/1. Warning (0)
@ Information (1) = [ai] Completed (Total jobs: 187)
SC-DPM-1807\model  sc-dpm-1807.virt.lab SQL Protection Group Recovery point 10/... 000...0.19...
Jobs SC-DPM-1807T\Report... sc-dpm-1807.virtlab  SQL Protection Group Recovery point 10/.. 000... 0.19...
4 Default Filters DA fsrv0.virt.lab < Recovery from staging area  10/...
T All jobs DA sc-dpm-1807.virt.lab - Online recovery 10/...
T Alljobs in progress SC-DPM-180T\Report... sc-dpm-1807.virtlab SQL Protection Group Recovery point
"W Failed jobs for yesterday and today
' ¥ Today's jobs Details: DA\
RGrSen e Type: Recovery from staging area
' Azure Recovery
Status: Completed
End time: 10/23/2018 %:42:30 PM
Start time: 10/23/2018 9:41:23 PM
Time elapsed: 00:01:06
Data transferred: 249.38 MB (261488640 bytes)
Source details: D\
Target details: D:\ on FSRVO1.VIRT.LAB
= Monitoring
3 Cluster node -
‘5- Protection

o)
| Recovery

System Center 2016 DPM Administrator Console

File Action View Help

= 1 —~
w | 8 | W
Add External § End-user = Check About
DPM recovery | updates DPM
Recovery J Configure | Options Help

Recovery points for: Local DPM Data

Available recovery points are indicated in bold on the calendar.

Filter servers L~ ‘
Select the date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the Actions pane to open the Recovel

413 Local DPM Data
4 31 VIRT.LAB | ] I Recoverydate:  Not applicable

4 3 SCDPM2016
Recovery time: [:

| e All Protected SOL |

3 WS2016-HVD3 ¢ November 2018
Sun Mon Tue Wed Thu Fri  Sat
1 2

a sHE 7 8 9
N 12 13 14 15 16
819 0 21 2 B
5 26 27 28 29 30




Select External DPM for Recovery

Vault Credential

| VaultCredentials Browse
DPM Server

sc-dpm-1807 virt lab v

sc-dpm-1807 virt lab k

Encryption Passphrase

To decrypt the backup data for recovery, from an external server, specify the passphrase that was used to encrypt it

OK Cancel




System Center 2016 DPM Administrator Console

File Action View Help
— N\ W~
w | )
Clear External | End-user =~ Check About Help
DPM recovery | updates DPM
Recovery Configure | Options Help
Browse Recovery points for: No database selected

[Fitter servers

P~ | Available recovery points are indicated in bold on the calendar.

Select the date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the Actions pane to open the Recovel

4 ¢ External DPM Online Data
4 %3 so-dpm-1807 virtlab
4 %3 VIRT.LAB
4 § SC-DPM-1807
4y All Protected SOL Instances
I 1 SC-DPM-1807
4 cal
4 33 VIRT.LAB
4 3 SCDPM2016
L All Protected SQL Instances:
I & ws2016-Hv03

R ydate: Not

Recovery time: :

(no

1 November 2018 4

Mon Tue Wed Thu Fri Sat

12
4 5 6 7 8 9
o122 1314 15 16
119 20 21 2 2
%5 2% 27 28 29 30

Sun

Path: SC-DPM-1807

Search list below

Recoverable Item Last Modified

Search

4 Search Recovery Points

Files and folders
'qa Exchange mailboxes
3l SharePoint

| DPMDB_SC_DPM_1807 °§

g Monitoring
_53 Protection
L@ Recovery
: Reporting

g Management




Production Server Addition Wizard

L Select Computers
Select computers to attach to DPM Server

Steps: (O) Recommended for computers that are not behind firewalls, or computers that have the required exceptions
@ Select Production Server created in the firewall. Selecting this option will install protection agent in the computers. Click help for
type more information radio button
@ Select agent deployment
method
@ Select computers
@ Enter credentials @® Attach agents
@ Summary Recommended for
- computers behind firewall.
@ Installation - computers on which agent is already installed.

- computers on which agent will be installed extemally.

Selecting this option will add the protected computers to the DPM server. If you have not already installed
the agent, then you must manually install it on the protected computer by executing the
DPMAgent installer. Click help for more information.

(@) Computer on trusted domain
The computer belongs to the same domain as, oris in a domain that has a two-way trust with, the
DPM server domain.

(O Computer in a workgroup or untrusted domain
The computeris part of a workgroup or on a domain that does not have two-way trust with the DPM
server domain

<Back [ Met> || Cacel || e




Create New Protection Group

Select Group Members.
E Select the data that you want to protect.

Steps:
s To choose the data to protect, select the check baxes in the Available members section. To exclude a folder, expand the
@ Welcome If you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported
@ Select protection group type  Unsupported configurations
@ S P N Available members Selected members
A =] iﬂ VIRT.LAB Selected Members
@ Select data protection ; e lect: Computer
method B @
© @-[_]ag Al Shares
@ Select shorttem goals [-Lsby, All SQL Servers
@ Choose consistency check i Bk All Volumes
options =
@ Summary - § FSRVO1VIRT.LAB
@ Status -3 SC-VMM-1807.VIRT.LAB
5§ SRVHYPERDT
SRV-HYPER-01.VIRT.LAB
w-{8] DPM-1807-SEC
Update data sources Remove
i |
ﬁ!efreahto dea|'ihe cache and retrieve the latest data Eat et bk 0 Vow
[ il Excluded file types: D Exclude Files ..
Bk || Nets || Concdl || Hep




reate New Protection Group

Specify Short-Term Goals
D DPM will create a protection plan using your shorttem recovery goals.

Synchronization start time
Synchronization start time can be used to optimize pefformance of a protection group and
secondary protection of another DPM server. Click Help to leam more.

By default synchronization jobs in DPM start everyday at 12 AM and repeat as perthe
specified synchronization frequency throughout the day.

Offset 12 AM start time by: hours

[ 0] minutes
Offset cannot be greater than synchronization frequency.

Synchronization frequency:  Every 1440 minutes
Synchronization starts at: 12:00 AM Everyday

@ You can enable network bandwidth usage throttling in the Management task area on
the Agents tab. You must enable throttling for each computer.

i =

Shv &g  Specify your shortterm recovery goals for disk-based protection.
@ Welcome
Retenti 3 =]
@ Select protection group type b 7 = days
@ Select group members ynchronization frequency @) Every 124h;(;]7v
@ Select data protection Modify synchronization start time
method
File recovery points
¢ shorttem goals Specify recovery points for file members.
@ Review disk stora
allocation = Recovery points for files: 6:00 PM Everyday
@ Choose replica creation Modify...
method
@ Choose consistency check Optimize Performance X
options
@ Summary Network
@ Status Network
[[] Enable on-the-wire compression




System Center DPM Administrator Console

File Action View Help
© 3
Recover Showall = End-user
versions | recovery
Recovery Configure

1 = o)
@ o @
Check Options About Help
updates

Options Help

[Fil(sr servers

N

4% Local DPM Data
4 33 VIRT LAB
5 DPM-1807
3 DPM-1807-8EC
4 3 SRV-HYPER-01

i RCTFILESRY

4 RCTSOLSRY

2 RCTWEBSRY
I 33 Workgroup

4 Search Recovery Points
3: Files and folders
'.5 Exchange mailboxes
§ifi sharePoint

-2 All Protected HyperV Data

g Monitoring

_-:_1} Protection

| Recovery

Reporting

g Management

Available recovery points are indicated in bold on the calendar.

Select the date from the calendar and the time from the drop down list for the recovery points that you want. Click recover in the
Actions pane to open the Recovery Wizard.

Recovery date:  12/9/2018
‘December ~| |2018 Z
Recoverytime: | 3:20PM  ~
1 December 2018 * Recoverfrom:  Disk Egd
Sun Mon Tue Wed Thu Fri Sat
1
2 3 4 5 6 T 8
8w n 12 13 14 15
% 17 18 19 20 21 22
23 24 25 26 271 28 2
I N
Path: All Protected HyperV Data ¥ up
Search list below P~ Search in details also (Slow)
Recoverable ltem Last Modified Size

3 RCTFILESRY
3 RCT\SQLSRY

2 RCTWEBSRV




Recovery Wizard

— Review Recovery Selection
I_G'_ﬁ Review the information for the items that you chose to recover.

Steps: Review your recovery selections.
@ Review recovery selection Recovery point: ~ 12/9/2018 3:20:33 PM
@ Select recovery type Recover from: Disk
@ Specify recovery options tem details
@ Summary Recoveryitem:  RCT\WEBSRV
@ Recovery status L 3445GB

Recovery source:  RCTAWEBSRV on SRV-HYPER-01.VIRT.LAB

< Back | Concd || hep |
Recovery Wizard »
Specify Destination

L'ﬁ_ﬁ Specify where you want to recover the vitual machine.

Steps:
@ Review recovery selection i, O [?:::;;’::::Ttt:;“”y DPM server
@ Select recovery type s z
S —— i." (O Recoverto original instance
The cument files will be overwritten during recovery.
@ Specify recovery options RCT\WEBSRV on SRV-HYPER1.VIRT.LAB
ooy ﬂ? (O Recover as virtual machine to any host
@ Recovery status B

"'lh._ @
] Copy to a network folder

Copy to tape
The option is disabled as either there are no tape libraries or there are not enough number of tape

o |[Te ] s [ e




Recovery Wizard

. Specify Destination
f_f_l" Specify where you want to recover the vitual machine.

Steps:

@ Review recovery selection
Select recovery type
Specify destination
Specify recovery options
Summary

Recovery status

¢ & & & &

Steps: Specify where you want to recover the vitual machine.
@ Review recovery selection All the files will be copied inside a folder named ‘DPM_12-3-2018_15.20.33' in the copy destination.
Sk meny e Destination: | DPN-1807-SEC VIRT LAB | [ Browse...
@ Specify destination
: _ Destination path: | D:\ |
@ Specify recovery options
@ Summary Space required: 3449GB
@ Recovery status Space available: 187.35GB
<Back | Net> || Cancel || Hep
Recovery Wizard X
Specify Destination

I'_'f__l" Specify where you want to recover the vitual machine.

Restore security
(®) Apply security settings of the destination computer
(O Apply the security settings of the recovery point version

Network bandwidth usage throttling
Status: Disabled Modify...

SAN Recovery
Enable SAN based recovery using hardware snapshots

Click on Help to leam about the prerequisite steps

Notification
Send an e-mail when this recovery completes
Recipients:
Separate e-mail addresses with comma.
Example: Kim@Contoso.com, Temy@Adventure-works.com

<Back || Net> || Cancel || Hebp




Recovery Wizard

12/9/2018 3:20:33 PM

Disk

RCT\WEBSRV on SRV-HYPER-01.VIRT.LAB
DPM-1807-SEC VIRT.LAB

No

RCT\WEBSRV

5 Summary
r_@_r‘ Review your recovery settings.

Steps: Recovery point:

@ Review recovery selection Recovery media:

@ Select recovery type Source:

@ Specify destination Destination:

@ Specify recovery options Destination Host

@ Summary Notification:

@ Recovery status Recovery tems
Recovery item:
Details:

Database Files

Total size:

Destination

3 005F9BCO-2AB3-4958-9B09-65C9B804F645vmax DA
= 005F9BC0-2AB3-4958-9B09-65C9B804F645.VMRS D:\
= WEBSRV.vhdx DA

3449GB

<Back || Recover |

Size

Help




Protection Group Member

H E‘je Protection Group: DPMDB SQL Protection Group (Primary) (Total members: 9)

Type

Protection Status

=] ?_:;0 Protection Group: DPMDB SQL Protection Group (Secondary) (Total members: 6)

= %9 Protection Group: Hyper-V Protection Group (Secondary) (Total members: 2)

=€) Computer: DPM-1807.VIRT.LAB

LgRCTFILESRV on SRV-HYPER-01.VIRT LAB

Microsoft Hyper-V

O ok

i.@] RCT\SQLSRV on SRV-HYPER-01.VIRT.LAB

Details: RCMSQLSRV

Status:

Replica path:

oK

Click to view details

¥R

Bx

Perform consistency check ...
Create recovery point...

Stop protection of member...
Remove inactive protection...

Move disk storage...

Dok

43

Switch disaster protection

Eb D

Modify disk allocation...
Resume disk backups...
Resume azure backups...
Resume tape backups...

Recovery point status...

Microsoft System Center Data Protection Manager

You cannot recover data to its original location from a secondary DPM server without
switching protection of the protected computer to the secondary DPM server.

To switch protection, right-click the data source, select "Switch disaster protection’, and then

retry the operation.

ID: 31213
More information

Copy Text

Cancel




Chapter 10: Integrating DPM with Azure
Backup

System Center DPM Administrator Console — O b4

File Action View Help

[

= :ﬁ 7 F &7 \ .:,"

Manage Check Options | Aboutazure Help
subscription § updates backup
Online Pr. Options Help
5 : ~ |[searchist bel 5 —
g Production Servers earch list below X [[]Search in details also (Slow)
Proaciad: 0 Status Name Used Space
Unprotected: 1

To use Azure Backup, you must first install the Azure Backup Agent on the DPM server.

Upgrade available: 0 Click "Manage subscription’ to subscribe to the service and download the agent.

cw Disk Storage
For more information about Azure Backup and Azure Backup Agent, click 'About Azure Backup'.

Number of disks: 0
Number of volumes/folders: 1
Total capacity: 9993 GB
’ | M3s6GB
[l9637GB
~ Online
Registration status: Unknowr
Azure backup agent version: -
Used space: -
Subscription Id: -

Home > Recovery Services vaults

Recovery Services vaults
MNEMMOM.COM

= pdd =

= Edit columns C) Refresh | '@

Subscriptions: All 3 selected — Don't see a subscription? Open Directory + Subscription settings

All subscriptions v All resource groups v All locations




Recovery Services vault

Recovery Services vault

* Name

[

SC-DPM-RSV

* Subscription

Microsoft Azure Sponsorship W
* Resource group

backup-dpm-rg s
Create new
* Location

West Europe vy

Automation options

X




‘]! SC-DPM-RSV - Backup Infrastructure

Recovery Services vault

Protected items

Backup items

Replicated items

Manage

Site Recovery Infrastructure
=% Backup Infrastructure

Recovery Plans (Site Recovery)

Support + troubleshooting

= New support request

«

je
GENERAL

4% Backup Configuration

MANAGEMENT SERVERS
Backup Management Servers

a Protected Servers

AZURE STORAGE ACCOUNTS

E5 Storage Accounts

Backup Configuration [1 X

5C-DPM-RSV

H Save M Discard b Refresh

Storage replication type

(Kol [ GEIM Geo-redundant




@ SC-DPM-RSV - Properties

Recovery Services vault

Ny

Overview

8

Activity log

Access control (IAM)

Tags

X %

Diagnose and solve problems

Settings

'I' Properties

ﬂ Locks

" Automation script

Getting started
& Backup

& Site Recovery

Monitoring and reports

Backup Jobs

DIAGNOSTICS SETTINGS
Update

BACKUP

Security Settings
Update

Security PIN
Generate

Recovery Services Agent

Download

VM backup stack
Upgrade

Backup Credentials

v Already using the latest Recovery Services Agent

e




c‘; Microsoft Azure Recovery Services Agent Setup Wizard

At . :
7 Installation Settings
Installation Stages Installation Folder

@ Installation Settings Microsoft Azure Recovery Services Agent will be installed in the following folder. To choose a different
installation folder, click Browse. The location specified must have at least 1 GB of free space.

@ Proxy Configuration

@ Installation

D:\Program Files\Microsoft Azure Recovery Services Agent ] Browse |

Cache Location

Microsoft Azure Recovery Services Agent can use this to keep track of files being backed up from
your computer. The location specified must have free space which is atleast 5% of the backup

data.

|DI\Program Files\Microsoft Azure Recovery Services Agent\Scratch | _ Browse |

<Back Next > Cancel




?_ Microsoft Azure Recovery Services Agent Setup Wizard

X
_\f- Installation
=
Installaion Stages
@ Installation Settings Microsoft Azure Recovery Services Agent uses some optional Windows features that might not be
installed on this server. The setup wizard is checking that the prerequisite software is installed.
@ Proxy Corfiguration
i Any missing software will be installed along with Microsoft Azure Recovery Services Agent.
@ Installation
Required software Status
@ Microsoft NET Framework 4.5 Available
¥ Microsoft Azure Recovery Services Agent installation has completed successfully.
Next Step: Please use the DPM Administrator Console to register your DPM server with Microsoft
Azure Recovery Services and set your configurations.
System Center DPM Administrator Console = O X
File Action View Help
P— 5 =
o) -« % ::f
| =Lg m o o \®
Manage Reagister Check Options | Aboutazure Help
subscription e | ndates backup
Online Protection Options Help
<[ 2
3 Production Servers ~ | |Searchlistbslow /o« []Search in details also (Slow)
Prodecine 0 Status Name - Used Space
Unprotected: 1
U . . This DPM server is not registered with Azure Backup. Click Register to begin the registration process.
pgrade available: 0
s Disk Storage
Number of disks: 0
Number of volumes/folders: 1
Total capacity: 9993 GB
' | Wasscs
[Jee5s5GB
< Online
Registration status: Unknown

Azure backup agentversion: 2.0.9145.0

Used space:
Subscription Id:




Register Server Wizard

Backup Vault
Select Backup Vault

Steps:

L

e & & & &

Proxy Configuration
Backup Vault

Throttling Setting
Recovery Folder Settings
Encryption Setting

Register server for azure
backup

Select the vault credentials downloaded from the quick start page in the Microsoft Azure Backup Vault.

Vautlt Credential

Backup Vault: SC-DPM-RSV
Region: westeurope

Subscription Identifier:

< Back Next > Cancel Help

Register Server Wizard

Throttling Setting

Configure Throttling Settings

Steps:

L
L

*

L J
L J
L]

Proxy Configuration
Backup Vault

Throttling Setting
Recovery Folder Settings
Encryption Setting

Register server for azure

backup

Enable intemet bandwidth usage throttling for backup operations

Work hours: 200 2| Mbps v
Non-work hours: 100.0 | Mbps ~
Work hours: g8 pPM v 5PM v

Work days: [ | Sunday Monday Tuesday [] Wednesday [] Thursday Friday

[[] saturday

< Back Cancel Help




Register Server Wizard

Recovery Folder Settings
Recovery Folder Settings

Steps: During recovery, backup data from the Azure Backup needs to be temporarily downloaded to a local staging area before it is

@ Proxy Configuration recovered to the final recovery destination. The staging folder is automatically cleaned up after recovery.

@ Backup Vault Enter a folder location with sufficient space to hold the recoverable items you anticipate to recover in parallel. You can
) : estimate the space requirement (n GBs) by adding up the maximum size of those recoverable items that you anticipate
@ Throttling Setting recovering in parallel.

@ Recovery Folder Settings _D:\Stagingﬁ«ma |

Encryption Setting
For example. f you want to recover up to 10 virtual machine backups from online protection) in parallel and the size of each
Register server for azure VM backup can be up to 100GB, select a folder which can hold 1000GB of data.

backup More Infomation
< Back Next > Cancel Help
Register Server Wizard x
Encryption Setting
Encryption Setting
Steps: Enter a passphrase to encrypt all backups from this server. Note that your existing backups will still be accessible after this
@ Proxy Configuration phise
# Passphrase must be 16 characters long.
@ Backup Veut * Use strong password guidelines.
@ Throttling Setting » Do not use recognizable words or phrases.
¥ Recovery Folder Settings Enter passphrase {minimum 16 characters)
Encryption Setting | Generate passphrase
Register server for azure Confirm passphrase
backup [
Copy to clipboard

/4. Please make sure to keep a copy of your passphrase in a safe location. If the passphrase is lost or forgotten, customer
support will not be able to assist you in recovering access to your backed up data.

< Back Register Cancel Help




Register Server Wizard X

Encryption Setting
i) Encryption Setting

—— o Azure Backup registration and configuration completed successfully.

@ Proxy Configuration -
(i) When you enable online protection. it is recommended that you also protect the DPM database (online or on premise) to
@ Backup Vaul allow you to rebuild the DPM server to recover the online replicas. Without the DPM database, you will not be able to
@ Throtting Setting recover from the online replicas.
@ Recovery Folder Settings
@ Encryption Setting

& Register server for azure
backup

< Back Register Close

&) system Center DPM Administrator Console = O X

File Action View Help

B | D
L Nl e
Manage Register Check Options  Aboutazure Help
subscription updates backup

Online Protection Options Help

“= “La

<r
= : | Search list bel 0 v i i
3 Production Servers RO = Ay I Delow > | [] Search in details also (Slow)

AR 0 Status Name Used Space

Unprotected: 1 = Online subscriptions:

Upgrade available: 0 | @ Azure Backup 0KB

= Disk Storage
Number of disks: 0
Number of volumes/folders: 1
Total capacity: 9993 GB

’ \ Wa33saB
\_) [Jess4GB

" Online
Registration status: Registered
Azure backup agentversion: 2.0.9145.0
Used space: 0KB
Subscription Id:




Modify Group - SQL Protection Group x

Select Data Protection Method
DPM can help provide disk, online and tape based data protection.

Steps:

-t

wft

Select group members

Select data protection
method

@ Select shorttem goals

@ Choose consistency check

options
Specify online protection data

Specify online backup
schedule

Specify online retention policy

# Choose online replication

@ Summary

@ Status

Protection group name:  SQL Protection Group
Protection method
Select your protection method.

| want short-term protection using: Disk v

5 | want online protection

| want long-term protection using tape

Protection using tape options are disabled as no tape librarfies were detected or the protection
group contains data sources that cannot be protected on tape.

< Back Cancel

Help




Moadify Group - SQL Protection Group

O

Specify Short-Term Goals

Steps:

[

-

Select group members

Select data protection
method

& Select short4em goals

Choose consistency check
options

Specify online protection data

Specify online backup
schedule

Specify online retention policy

@ Choose online replication

@ Summary

@ Status

DPM will create a protection plan using your short-term recovery goals.

) Specify your short-term recovery goals for disk-based protection.

Retention range: 14 & days

Synchronization frequency: (®) Every 15 minutes v

O Just before a recovery point

Application recovery points
For applications the recovery point is as per synchronization frequency when they support incremental, otherwise the
recovery point is as per express full backup.

Recovery points: Based on synchronization frequency (Every 15 minutes)

Express Full Backup: 8:00 PM Everyday

Modify ...

(i) Recovery points will be created for some members in the protection group based on the express full backup
schedule. To view members for which full backup is supported, click view members. This list includes
Exchange Servers for which copy backup is specified.

< Back

Cancel Help




Modify Group - SQL Protection Group

Specify Online Protection Data
E] Specify the data that you would like DPM to help protect online.

Steps:

<&

Select group members

Select data protection
method

Select shorttemn goals

Choose consistency check
options

Specify online protection data

Specify online backup
schedule

Specify online retention policy

@ Choose online replication

@ Summary

@ Status

%, Selectthe data source you want to protect online.

[[] Protect auto protected SQL DBs, VMs to disk to cloud automatically

Selected members
SC-DPM-1807\ReportServerTempDB

Computer

SC-DPM-1807.VIRT.LAB

SC-DPM-1807\DPMDB_SC_DPM_1807

SC-DPM-1807.VIRT.LAB

OO 0O Oj&yc

5C-DPM-1807\msdb
SC-DPM-1807\master
SC-DPM-1807\ReportServer
SC-DPM-1807\model

< Back Next >

SC-DPM-1807 VIRT.LAB
SC-DPM-1807.VIRT.LAB
SC-DPM-1807.VIRT.LAB
SC-DPM-1807.VIRT.LAB

Select All Deselect All
vor




Modify Group - SQL Protection Group X

Specify Online Backup Schedule
D Specify online backup schedule which DPM will use to generate your protection plan

Steps:
= Define the schedule when you want to create a backup copy

@ Select group members :
@ Select data protection Schedule a backup every

method @® Day ) Week O Month O Year
@ Select short4em goals

At following times (Maximum allowed is two times a day)
@ Choose consistency check

options 11:00 PM v None v

Specify enline protection data

& Specify online backup
schedule

Specify online retention policy : S - : -
@ DPM will create an online recovery point using the |atest DPM replica on disk. No new data will be transfemed from the

- protected computers. If you would like DPM to help protect the latest computer data online, please create a new recovery
@ Choose online replication point on disk before creating an online recovery point.

@ Summary
oos ot
@ Status < lext > ancel elp




Meodify Group - SQL Protection Group

Specify Online Backup Schedule

&

Steps:
@ Select group members

& Select data protection
method

@ Select short4em goals

@ Choose consistency check
options

Specify enline protection data

@ Specify online backup
schedule

Specify online retention policy

@ Choose online replication
@ Summary
@ Status

Specify online backup schedule which DPM will use to generate your protection plan

Specify the retention policy which DPM will use to generate your protection plan

Daily Retention policy

Retain backup copies taken on At 11:00 PM for 180 = | Days
Weekly Retention Policy
Retain backup copies taken on Saturday Modty At 11:00 PM[for 104 = | Weeks
Manthly Retention Policy
Retain backup copies taken on Last Saturday Modify At 11:00 PM|for  go 2 Months
Day(s) 1 Modify
Yearly Retention Policy
Retain backup copies taken on _Last Saturday of Modiy At 11:00 PM|for 10 & Years
March
Dayi(s) 1 of Modi
March s




Meadify Group - SQL Protection Group

Summary
‘ F I DPM is ready to update the SQL Protection Group protection group.

o 4 g , DPM must create initial backup copy to the Azure Backup storage. How do you want to create the initial backup?
@ Select group members
Automatically over the network
@ Select data protection ® Iy
method (O Offine Backup
@ Select short4erm goals 0 C 1 ofline ba Jlease read the instructions for th ; ordflow here

@ Choose consistency check
options

. Specify online protection data it

@ Specify online backup elect Azure Put ettings file f
schedule

Browse

Specify online retention policy

& Choose online replication
Summary

@ Status

<o ot ___bor




Modify Group - SQL Protection Group X
Summary
E DPM is ready to update the SQL Protection Group protection group.
Steps: Review the settings, and then click Update Group to create the SQL Protection Group protection group.
Select group members Protection group members:
. SC-DPM-1807\ReportServerTempDB
Select data protection SC-DPM-1807\DPMDB_SC_DPM_1807
method SC-DPM-1807\msdb
SC-DPM-1807\master
Seleck Mt thio gosls SC-DPM-1807\ReportServer
Choose consistency check SLCDRMES0 Amodel
options
Protection group settings:
Specify online protection data Setting Details =
Specify online backup Short-term retention range 14 Day(s)
schedule Synchronization Every 15 minutes
_ ) _ Recovery points (Config 1) Every 15 minutes
Speciy online retention policy | pocvery points (Config 2) 8:00 PM Everyday
li b 1 of
Choose online replication on !ne haclupmerbers a_ s
Online backup frequency Daily
Summary Online backup schedule 11:00 PM Sunday, Monday, Tuesday, Wednesday, Thursday, Friday,... «
Status o . . ) )
(i) You can optimize performance of this protection group now or you can do it later from the actions pane. ~
4. Meadifying the protection group will cancel some jobs for this protection group. For more information, click Help
After you modfy the protection group, refresh the Jobs tab in the Monitoring task area to view the new jobs
<Back Update Group Help
System Center DPM Administrator Console - m] X

File Action View Help

bt Gt s =

New Modify Addonline Delete

protection
Protection group

4 Data Source Health
€3 Critical (0)
© oKk @)
/. Warning (0)
4 All Protection Groups
[ SQL Protection Group

5 13 g

Optimize | Consistency Disk Online Tape
check

& =

Check Options About

’a mj[y -a;i

Selfservice Tape catalog | Recovery point

recovery retention status updates
Data sourc... Resume backups Manage Reports Options Help
Groupby: @ Protectiongroup (O Computer
‘SEam list below /0~ []Searchin details also (Slow)
Protection Group Member Type Protection Status Online Protection

- /@ Protection Group: SQL Protection Group (Total members: 6)
= i Computer: SC-DPM-1807.VIRT.LAB
SC-DPM-1807\DPMDB_SC_DPM_1807
SC-DPM-1807\master
SC-DPM-1807\model
SC-DPM-1807\msdb
| SC-DPM-1807\ReportServer

SC-DPM-1807\ReportServerTempDB

SQLData @ OK -
SQLData @OK -
SQLData @OK =
sQLData @OK -
SQLData @ OK -




Modlfy Group - SQL Protection Group

Choose Online Replication
E To Protect the data you have selected, you must initilaly copy the selected data to Azure Backup Storage

Steps:
Select group members

@ Select data protection
method

@ Select shot4erm goals

@ Choose consistency check
options

Specify online protection data

@ Specify online backup
schedule

Specify online retention policy

@ Choose online replication
@ Summary

@ Status

-~ ) DPM must create initial backup copy to the Azure Backup storage. How do you want to create the initial backup?

e
(O Automatically over the network
(®) Offiine Backup

To create an offine backup, please read the instructions for the Import Workflow here

Staging Location
Enter local folder or network share to which the initial backup copy needs to be staged

| Browse

EI
g
g
g
2

Select Azure Publish Settings file for the Azure account where the initial backup copy would be shipped

— =
Azure Import Job Name

Define a name for the Azure Import Job which would be used as a reference to ship the initial copy of disk

Azure Subscription 1D
Enter Azure Subscription 1D associated with the Azure Import Job mentioned above

Azure Storage Account
Enter Azure Storage Account associated with the Azure Import Job mentioned above

e
a
0
H
8
g
a2
i
a I

Enter destination blob storage container to which the files will be imported

< Back Next > Canosl Help




& System Center DPM Administrator Console

/1. Waming (0)

4 All Protection Groups
[ File Server Protection Group
[ SQL Protection Group

= 4@ Protection Group: File Server Protection Group (Total members: 1)

= i Computer: FSRVO1.VIRT.LAB

File Action View Help
3 . e e G 2 @ O st = | (G
Q| ¥ & @' = ‘33 3 > h& R < ml wiyd & R
New Consistency Recovery Remove Move disk Disk Online Tape Self service Disk Tape catalog | Recovery point Check Options About |7
check point storage recovery allocation retention status updates
Protecti Data source operations Resume backups Manage Reports Options Help
<
4 Data Source Health Groupby: @ Protection group (O Computer
€ Critical (0} Search list below /2 v []searchindetails also (Slow)
@okm? . g =
Protection Group Member Type Protection Status Online Protection

QE—"—B-?EE-E— Perform consistency check ... Dok =z
= 5@ Protection & Create recovery point.. e )embers‘ 6)
= & Computer: B Stop protection of member... \/
SC-DPM-1 Remove inactive protection Qox Enabled
SC-DPM-1852.  Move disk storage... Qox
SC-DPM-1 Switch disaster protection 9ok
SC-DPM-1 2 Modify disk allocation... ok
SC-DPM-1 f_(; Resume disk backups... 9o«
SC-DPM-1 1% Resume azure backups... Dok
Eﬁ Resume tape backups...
s Recovery point status...

Create recovery point

Selected:
Member type:

Create recovery point for:

DA
Volume

Online protection

Recovery point creation options

Cancel

DPM will create an online recovery point using the latest DPM replica on disk.
No new data will be transfemred from the protected computers. ¥ you would like
DPMto help protect the latest computer data online, please create a new
recovery point on disk before creating an online recovery point.

Help




Create Recovery Point X

Progress details of recovery point creation is shown below.
You may close this dialog and view the progress in the Jobs tab in Monitoring view.

Tas]

Task Results “

Creating online recovery point for D:\ Transferring 281.12 MB




Create storage account

Basics Advanced Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and redundant.
Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure Tables. The cost of
your storage account depends on the usage and the options you choose below. Learn more

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your
resources,

* Subscription Microsoft Azure Sponsorship e

* Resource group backup-dpm-rg v

Create new

INSTANCE DETAILS

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy using the classic
deployment model instead. Choose classic deployment model

* Storage account name @ dpmcentralizedreporting v

* Location West Europe P

) Premium

Performance @

Account kind @ StorageV?2 (general purpose v2) v

Replication @ Locally-redundant storage (LRS) v

Access tier (default) @




A
il

P

&

Recovery Services vault

Backup

& Site Recovery

Protected items

=]

=]

Backup items

Replicated items

Manage

5 Backup policies

P
il

Backup Infrastructure
Site Recovery Infrastructure
Recovery Plans (Site Recovery)

Backup Reports

Monitoring

Alerts

SC-DPM-RSV - Backup Reports

Backup Reports (Preview)

You can use Power Bl to view report dashboard, download reports and create custom reports

Step 1. Add Diagnostics Setting

Add Diagnostics Setting by going to Properties > Diagnostics Settings » Update and select storage account to get Azure Backup
Reports

Link to]Diagnastics Settings.

{‘flfl'f\ Backup Reports data will be fully available in the storage account after 24 hours from configuration. Wait until that
x}Uyﬁ time before connecting to the Azure Backup Content Pack.

Step 2. Sign in to Power Bl and connect to Azure Backup Content Pack
Navigate to Get Data > Services = Azure Backup
Use storage account details configured in Step 1 to connect to Content Pack

Learn more about how to connect to Content Pack

Home > Recovery Services vaults > SC-DPM-RSV - Backup Reports > Diagnostics settings

Diagnostics settings

0 Refresh

* Subscription @

Resource group @

Microsoft Azure Sponsorship ' backup-dpm-rg N

Microsoft Azure Sponsorship > backup-dpm-rg > SC-DPM-RSV

Turn on diagnostics|

to collect the following data.




Diagnostics settings

E' Save & Discard [ Delete

o You'll be charged normal data rates for storage and transactions when you send

diagnostics to a storage account.

* Name

DPM Backup Repaorts

Archive to a storage account

Storage account
dpmcentralizedreporting

Stream to an event hub
Send to Log Analytics

LOG

+| AzureBackupReport

AzureSiteRecoverylobs

AzureSiteRecoveryEvents

Retention (days) @

)

Retention (days) @

O

Retention (days) @

O

120




Diagnostics settings

O Refresh

* Subscription @ Resource group @

Microsoft Azure Sponsorship ~ backup-dpm-rg ~

Microsoft Azure Sponsorship » backup-dpm-rg > SC-DPM-RSV
EDIT SETTING

NAME STORAGE ACCOUNT EVENT HUB LOG ANALYTIC

DPM Backup Reports dpmcentralizedreporting 5 = Edit setting

+ Add diagnostic setting

Get Data

Need more guidance? Try this tutorial or watch a video

Home (preview)

Favorites

Recent
Discover content Create new content

Apps

Shared with me

Workspaces

ﬁl My Workspace

/71 GetData

My organization

Discover apps published
by other people in your

organization.

=

Samples
Solution Templates

Partner Showcase

Services

Choose apps from online

services that you use.

Get

More ways to create your own content

Organizational Content Packs

Service Content Packs

Files

Bring in your reports,
workbooks, or data from
Excel, Power Bl Desktop
or CSV files.

Get

Databases

Use Power Bl Desktop to
connect to data in Azure

SQL Database and more.

Get




AppSource Apps for Power B

&

Azure Backup
By Microsoft
Power Bl

Gain insights and create custom
reports for protected data assets
to drive key business decisions




é Connect to Azure Backup

Storage Account

X

Enter your storage account configured for Azure Backup Reports

pmcentrairepnrting

Mext

Cancel




X
g Connect to Azure Backup

account

dpmcentralizedreporting

domain

blob.core windows.net

Authentication method
Key

Account key

P ——

MNeed help connecting? Learn more

Sign in Cancel




Home (preview)

Favorites

Recent

Apps

Shared with me

Azure Backup Get more apps from Microsoft
Workspaces
0CT 25,2018 AppSource
My Workspace
BackupManagementType
A3 Backup Items
-— All o
Number of Backup Items
Backup Items by Backup Management Type Top 5 Backup Items by Jobs created in period Top 5 Backup Items by Alerts created in period
] 9 dl #lobsCre It #AlertsC)
Azure VM sQLDB1 2 SQLDB1 1
VM1 1 VM1 2
Total 3 Total 3
ABS
Number of Protected Containers
DPM
Number of Backup Management Servers
Backup Items by Backup Item Type Top 5 Backup Items by Failed Jobs in Period Top 5 Backup ltems by Critical Alerts in period
3 Backupl #JobsC i Backupltem lame  #AlertsC;
Azure VM SQLbB1 2 SQLDB1 1
V1 1 VM1 2
Tatal 3 Total 3
Number of Vaults
L Databas




Home > Storage accounts > dpmcentralizedreporting - Blobs > insights-logs-azurebackupreport

insights-logs-azurebackupreport

Container

o 1« T upload Q) Refresh @ £ Acquire

1 Overview

:..'. Access Control (IAM)

Location: insights-logs-azurebackupreport /resourceld= / SUBSCRIPTIONS /

‘f Azure now supports using Role-Based Access Control (RBAC) to manage access to blobs. Learn more. =»

/RESOURCEGROUPS / BACKUP-DPM-RG /PROVIDERS

/ MICROSOFT.RECOVERYSERVICES / VAULTS / SC-DPM-RSV/ y=2018/ m=10/ d=25/h=00/ m=00

Settings
Show deleted blobs
Access policy
H Properties NAME MODIFIED ACCESS TIER BLOB TYPE SIZE LEASE STATE
© Metadata [}
" PTIH.json 10/25/2018, 2:53:10 AM Hot (Inferred) Block blob 20,63 KiB Available
Diagnostics settings X OMS Workspaces o X
H save K Discard m o ” =
4 | Create New Workspace
S
You'll be charged normal data rates for storage and transactions when you send m DefaultWorleace—4c78931...
diagnostics to a storage account. @p westeurope
* Name @ oms-azurebootcamp
westeurope
| DPM Backup Reports v
@ WEU-AzureBackup-LA
Archive to a storage account Gp westeurope
Storage account S
dpmeentralizedreporting
Stream to an event hub
Send to Log Analytics
Log Analytics 5
Configure




OMS Monitoring solution for Azure Backup

Azure guickstart template

TEMPLATE
mmm 101-backup-oms-monitorin * »
T p 9 K4 R4 0
1 resource Edit template Edit parameters Learn more
BASICS
* Subscription | Microsoft Azure Sponsorship v ‘
* Resource group | backup-dpm-rg W ‘
Create new
* Locatior ~ ‘
SETTINGS
Workspace Location @ | West Europe ‘
Workspace Name @ | WEU-AzureBackup-LA ‘
TERMS AND CONDITIONS

Template information | Azure Marketplace Terms | Azure Marketplace

By clicking "Purchase,” | (a) agree to the applicable legal terms associated with the offering; (b} authorize Microsoft to charge or
bill my current payment method for the fees associated the offering(s), including applicable taxes, with the same billing
frequency as my Azure subscription, until | discontinue use of the offering(s); and (c) agree that, if the deployment involves 3rd
party offerings, Microsoft may share my contact information and other details of such deployment with the publisher of that
offering.

| agree to the terms and conditions stated above

Purchase




r WEU-AzureBac... &# X

Log Analytics

«
[ s |

== Overview

Activity log

st Access control (IAM)
& Tags

K Diagnose and solve problems

Settings
8 Locks
B2 automation script

£} Advanced settings

General
#4 Quick Start

== Workspace summary

Overview

weu-azurebackup-la

Q) Refresh = add =& Analytics

: Last 24 hours .Tﬁ'

Filter by name...

Azure Backup Monitoring Solution *
20 I 26 @
TOTAL I Failed




ACTIVE ALERT DISTRIBUTION

Active Alert Distribution

‘ g‘aminq

Information
TOTAL 24
Critical
DATA SO... VAULT ALERTSEV..  COUNT
EX. DPM-18... Warning 3

DPM-1.. DPM-18.. Informa... 1

DPM-1.. DPM-18.. Informa... 1

DPM-1.. DPM-18.. Informa... 1

DPM-1.. DPM-18.. Informa... 1

DPM-1.. DPM-18.. Informa... 1

DPM-1.. DPM-18.. Informa... 1

DPM-1.. DPM-18.. Informa... 1
DPM-1.. DPM-18.. Informa... 1
E\ DPM-18... Critical 1

See all..

ACTIVE DATASOURCES PROTECTED

Active Datasources Protected

o 13

17 FileFolder
TOTAL 1
HvperVWM
3
DATASOURCES NO OF JOBS RUN
E\ 12
RCT\WEBSRV 3 mm
RCT\SQLSRV 3 mm
DPM-1807\DPMINSTANCE\DP... 3 mm
RCT\FILESRV 2 m
DPM-1807\DPMINSTANCE\ma... 2 |
DPM-1807\DPMINSTANCE\ms... 2 m
DPM-1807\DPMINSTANCE\Re... 2 m
DPM-1807\DPMINSTANCE\Re... 2 |
DPM-1807\DPMINSTANCE\DP... 2 |

See all...

CLOUD STORAGE IN GB
Cloud storage in GB
e

10

5

Cloud Storage (G...

12:00 AM 6:00 AM 12:00 PM

TOP 5 DATA SOURCES

SC-VMM-1807\VirtualManager...
DPM-1807\DPMINSTANCE\DP...
DPM-1807\DPMINSTANCE\DP...

SC-VMM-1807\VirtualManager...

E\

See all...

CLOUD DATA IN GB

1

07—

0.7 —

0.4 m—m

0.3 mm

6:00




