Chapter 1, Getting Started with Computer Forensics Using FTK

Operation System

Processor

Server 2008 R2 / WindowsT7 (64-bit)

Intel® i7, Dual Quad Core Xeon, or AMD equivalent

Memory

32 GB (or more)

0S / Application drive

7200 RPM drive with 64MB cache or 55D drive

Storage for PostgreSAL database

160GB Solid State Drive (35D) dedicated exclusively to
PosigreSalL.

Metwork Card

Gigabit

HW RAID Confroller

Highly recommended i hosting PosigreSQL database. Configure
with RAID 5, 6, or 10 avoid RAIDO

Temporary Folder Location

SS5D drive or RAIDO partition w/ write-through

Drive Configuration

Drive 1: OS

Drive 2: PostgreSQL Database (SSD or HW RAID)
Drive 3: Case Folder and HD Image

Drive 4: Temp Directory (SSD or RAIDO)
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File Database Case Tools Manage Help

Name Date Modified [

Case D n/a
Case Owner nia
Reference nia
Datg Modified na N
D4l Add New User =
Dal
User Name:
Ca Trusted User... [|—
De|
Full Name:

De I

i
" Password:

Verify Password:

Role(s):

}Apphcabon Administrator

| Cancel

Chapter 2, Working with FTK Imager

On sy Off

STABLEAU

eSATA Forensic Bridge

Power

IDE Detect
SATA Detect
Haost Detect
Nrite Block

Activty




All Files (*.%}

B01 Images (*.e01)

SMART Images (*.s01)

Advanced Forensic Format Images (*.aff)
Virtual Hard Disk (*.whd)

IC5 Images (*.101)

SafeBack / SnapBack Images (*.001)
Tar Archive (*tar)

Zip Archive (*.zip)

AccessData Logical Image (*.AD1)
YMDEK Virtual Drive (*owmdk)

Ghost Raw Image (*.gho)

Raw CO/DVD image (*.iso; *.img; *.bin; *.tac; *.dac)
Alcehol CD image (*.mds)
Discluggler image (*.cdi)

CloneCD image (*.ccd)

Gear CD Image (*.p01)

IzoBuster CD image (".cue)

Mero CD image (*.nrg)
Philips/COptlmage CD image (*.cd)
Pinnacle CD image (*.pdi)

Plextools CDVimage (*.pxi)

Prassi CO Right Image Plus (*.gcd)
Prassi PrimoDVD Image (*.gi)

Roxic CD Creator Irnage (*.cif)
Virtual €0 image (*wvcd)

WinOnCD image (*.c2d)

Apple Disk Images (*.dmg)




Menu Bar
Toolbar

Evidence
Tree View

Properties /
Hex Value
Interpreter

Status Bar —

File

List
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810648.0F s0¥B
910646.00 2168 Roguar Fie
0IVNCOH_o.0f 4358 Roguar Fie
] Chackl.pog 10758 Roguar Fie
L hocs2 berp 19358 Reguar Fie
2] 002CO o 1458 Reguler Fie
£ DC_STBULECLASSIC m. TEE  Reguar File
H0C_TING 30 3,500 BKB  Reguar Fie
2 electronic-checks. £ 24K8  Roguar File
erig_2146.9f 112K8  Reguar Fie
Image Rosuk for 198 KB Roguar Fis
v 0 ALKE  Roguar Fie 6/21/2007 9:26
L2 My Videos ) Z124PCHK_o.of 9IKE  Reguar Fie 376{2007 t
O PP 2] 21690CHK_e.of 1108 Roguar File 3/6/2007 1 =]
D Sespts —
# 4 Securty - |
) 3 Snagit Catalog =l e
E3)
SAINT AUGUSTA OFFICE
‘ STATE RANK (3 KIMRALL
el B2 s Al A 057474
© General = STEPHENR SMITH o 0802004 v
e i PRI, SIS MooN EL 555660
P Sizn 41,903 STATE BANK
- sk yEeA & 000 DOLS 00 CTS et
Start Chuster 63,863 » —
& N
N T L N— CASHIER'S CHECK b
Date Created 3/6/2007 1:52:35 AM — T IAA X Sy
Date Modfied 36/2007 1:18:00 AM
Enorpted Fakse »0S7L 74 HOSA508 47490 204 25 4w 500
& s - - - e
| Osk-bound Fie True ~{
Properties | He Vs trter... | Conterx...| Jlil
Mankooth32,£01 /Partition 1 (105MBUMANTOOTH [rootJUsers/Wes MantoothfDucuments/Checks/scant 190

Viewer
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Add Evidence ltem

Add All Attached Devices
Image Mounting

Remove Evidence ltem
Remove All Evidence ltems
Create Disk Image

Export Disk Image

Export Logical Image (AD1)

Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)

Werify Drive/lmage
Capture Memory
Obtain Protected Files
Detect EFS Encryption
Export Files

Export File Hash List
Export Directory Listing

Choose |E, text, or hex viewer automatically

View files in plain text

View files in hex format

Open FTK Imager User Guide



(3 AccessData FTK Imager 3.1.1.8 ' e S letE | = |
File View Mode Help
e % = m B EEE:-INEE
Evidence Tree # ||Fi|e List Y
; hame L Size | Tupe L ified
Select Source
r~ Please Select the Source Evidence Type
' Physical Drive
" Logical Drive
" Image File
" Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc.)
Hex Value Interpreter
Type | Size I Walue
zigned integer 18
ungigned integer 18
FILETIME (UTC) &
FILETIME [local) &
D05 date 2
DOS time 2
time_t (UTC) 4
time_t [local) 4
< I ]
Bute order: & Little endian " Big endian
Properties Hex Value Int... | Cus
For User Guide, press F1 A

_ - - g
2, AccessData FTK Imager 3.1.1.8 i - - e - | B = |

File View Mode Help

EER = - 5 k-1
|Evidence Tree # ||Fi|e List Y
’ MName L Size | Tupe I ified
Select Drive

Source Drive Selection

Flease select from the following available drives:

WAPHYSICALDRIVED - HITACHI HTS5725050A7E630 [500GB |L|

Hex Value Interpreter

Type | Size I Walue

zigned integer 18
ungigned integer  1-8
FILETIME [UTC)
FILETIME [local)
D05 date

DOS time

time_t (UTC)
time_t [local)

< Back I Finish I Cancel Help

da = RO RO 000D

< I | »

Bute order: & Litle endian " Big endian

Properties Hex Value Int...

For User Guide, press F1 A




), AccessData FTK Imager 3.1.18 & - " . P9 h - * [ (‘IEI&M
File View Mode Help
ag%soag 0 EBs m B OB EMRR T
|Evidence Tree ><| File List
E‘@ "WNPHYSICALDRIVED +  Name I Sizel Type Date Modified
& E| ;ﬁﬁg::t1 [‘i[;??sglmal . [unallocated space] 0 Unallocated Sp...
em :
) 1 Filesystem Met...
B0 foot] ilesystem Me
----- T $BadClus
- $Bdend
-3 $Recycle.Bin
..... 'h,- SSecure
B-3) ACL Data
--I7) AssuranceHelp
@ AuraRoot
B3 Boot
@ Custom
.I™ Narimants and Gattinae i
[|Hex Value Interpreter Y
Type | Size I Walue
zigned integer 18
glr‘l_ség{‘l;dE"Etue%E'] 18'8 000 |FA EB 23 53 61 66 65 42-6F &F 74 20 00 06 01 00 |4&#SafeBoot ---- .
01000 00 00 00 18 2R D& 01-00 OO 00 00 02 CC 59 00 ----- b B
FILETIME [local] 8
D05 date 2 02000 00 00 00 QO 00 8C QOE-68 00 7C 60 1E 06 QOE 1F | -------- h-
Das time 2 030 |0E 07 FC BB AE 7D B9 04-00 8D 5F 10 &0 3F 80 EO | - -Uw®}*---_-
fime_t (UTE) 4 040 |F2 75 62 80 7F 04 12 75-5C BE SE 7C BF 00 06 57 |gub-- - -u\%~|;
time._t {local] 4 050|B9 09 00 F3 A4 8B 17 8B-4F 02 BB 00 7C €3 B& 01|*--6%---0-»-|&,
060 |02 CD 13 07 1F 61 CF 8A-C4 80 E4 OF 80 FC 09 7E|-1---al- i
( | L1 | ' |070(03 80 C4 27 B1 04 D2 EB-3C 09 TE 02 04 27 01 06| --E'+-Oé<- -
B e & Little endian  Big endian 080 |9B 7D AC ORX CO 75 06 AC-98 03 FO EB F5 79 06 4E -}—.“-Au "'"*?EE'?_"
090 |Cé& 04 20 F& DE B4 OE BB-07 00 CD 10 EB E4 B4 92 E- &8 -»--I-82" - i
Properties Hex Value Int... | Custom Co . tursorpos=0;physec=0
W.\PHYSICALDRIVEQ/Unpartitioned Space [basic disk]/MBR A
2, AccessData FTK Imager 3.1.1.3 ye hal s =B % |
File View Mode Help
a8 g d =m B 9 EIEEEI
Evidence Tree ile Li Y
E‘@ "WAPHYSICALDRIVED +  MName I Sizel Type Date Modified
] gl Bactitinn 1 [4TEGIGHE]
H Create Image S |l
Select Image Type M
—Image Source
Partition 1 [476938ME]
r~ Please Select the Destination Image Type
Starting Evidence Mumber: ID " Raw (dd)
r—Image Destination(s)
" SMART
Hex Valul
Type
zigned i
unsigned m Edit... | Remaove -
FILETIM
FILETIM — A
DOS daf| | ™ Verify images after they are created [~ precalculate Progress Statistics
DS tim i st i i
fime, t (U [™ Create directory listings of all files in the image after they are created < Back Next > Cancel Help |
tirne_t [lo Stark | Cancel |
]
B, & Litle endian  Big endian 0000000080 |55 AR 75 06 F7 C1 01 00-75 03 ES DD 00 1E &3 EC |U%u-+A- - -
b : - - 0000000090 |18 &8 1 00 B4 48 &R 14-0E 00 &B F4 16 1F CD 13| -h--"H----- 6--1 i
Properties Hex Value Int... | tursorpos=0;Iogsec=0;physec=2048
For User Guide, press F1 A



-

Evidence Item Information ' u

Case Number:

Evidence Mumber:

Bxaminer:

|
|
Unique Description: I
|
Motes: I

< Back Next > Cancel | Help |

-
Select Image Destination ' u

Image Destination Folder

|c:xusersx3mnzmnesktup Browse |

Image Filename (Bxcluding Extension)

Ievidence

Image Fragment Size (MEB) 1500
For Raw, ED1. and AFF formats: 0 = do not fragment

Compression (0=Mone, 1=Fastest, ..., 9=Smallest) I'E _|:

Use AD Encryption [

<Back | Fmsh |  Cancel | Hep |

—— = =



fa L _J - i
Mount Image To Drive - — u

— Add Image

Image File:
C:\Jsers\ 304020 DesktopMantooth,.EO1 . |

Mount Type: |Physical & Logical

Drive Letter: INext Available (H:)
Mount Method: IEIm:k Device / Read Only

Led L L]

Write Cache Folder:
C:\Wsers\ 304020 Desktop

—Mapped Image List

Mapped Images:

| Drrive | Method | Partition | Image

PhysicalDrive2 Block Device/Read ...  Image C:\Jsers\ 304020 \Desktop\Mantooth.EO ]

F: Block Device/Read ...  Partition 1 [109M... C:Vsersi304020'\DesktopMantooth,.EO1

G Block Device/Read ...  Partition 2 [MME] ... C:Ysersi304020'\DesktopMantooth.EO1

4 i | F
| |

Irrnaurt |

| Close |




, AccessData FTK Imager 3.1.1.8 e [ - |.‘:' =] = |
File View Mode Help
a8%oa dd =lm| @ < ClEEE
|Evidence Tree = |Fi|e List Y
=g \\\PHYSICALDRIVED ~ Name | Size | Type | Date Modified
(-l Partition 1 [476938MB]
E-hE System [NTFS]
) - ,
El"ﬁ?--'[[;m;BadOus Memory Capture ﬂ
Sg ;Extend B Destination path:
- Recycle Bin
..... T8 SSecurs IC:\JJsers‘l,304020\Deskmp
-3 ACL Data —— )
{3 AssuranceHelp estination filename:
-{C3) AuraRoat Imemdump.mem
B3 Boot
{C3) Custom [™ Indude pagefile
....™ Nariments and Sattinae X Inanpﬁlp s
Hex Value Interpreter Y |
Type | Size I Walue [™ Create AD1 file
zigned integer 18 I memcapture.ad1
ungigned integer  1-8 i
FILETIME (UTC) & |
FILETIME [local] 8 Capture Memory Cancel A
D05 date 2
DOS time 2 ——
time_t UTC) 4 i
time._t {local] 4 0000000050 |00 00 00 00 FA 33 CO 8E-DO BC 00 7C FB &8
0000000060 |1F 1E &8 &6 00 CB &8 16-0E 00 &6 81 3E 03 f£-»>--N
< L1 | b | 0000000070 |54 46 53 75 15 B4 41 BB-AL 55 CD 13 72 0OC -r-
B e & Little endian  Big endian 0000000080 |55 AR 75 06 F7 C1 01 00-75 03 E9 DD 00 1E
0000000090 |18 &8 1 00 B4 48 2R 16-0E 00 8B F4 16 1F
P Hex Value Int... | tursor pos = 0; log sec = 0; phy sec = 2048

For User Guide, press F1

O\ AccessData FTK Imager 3.1.1.8
-

File View Mode Help

RESOag E-

L=

|Evidence Tree # | File List Y
- \\\PHYSICALDRIVED 4 Name | Size | Type | Date Modified
(-l Partition 1 [476938MB]
BT System [NTFS] s n
BT [roat] Obtain System Files u .
----- T $BadClus
BT $Exend Source for obtaining files:
B SRecycle Bin arning: Please be aware that FTK Imager is obtaining the
""" h‘“ $Secure ystem files from the live system and not the acquired image.
B-3) ACL Data
--I7) AssuranceHelp S . -
: Browse...
{3 AuraRoot Destination for obtained files: _
[-{) Boot IC:\JJsers‘l,304020\Deskhop
@ Custom
....™ Nariments and Sattinae X Options
Hex Value Interpreter S | & Minimum files for login password recovery
Type | Size_lﬂue " Password recovery and all registry files
zigned integer 18
ungigned integer  1-8 I i
FILETIME (UTC) & . &3
FILETIME (local) 8 _ @
D05 date 2
DOS time 2
time_t [UTC) 4 0000000040 |F& 00 00 00 01 00 00 00-5C
time_t (local) 4 0000000050 (00 00 00 00 FA 33 CO SE-DO
- 0000000060 |1F 1E &8 &6 00 CB 28 16-0E
( | L1 | b | 0000000070 |54 46 53 75 15 B4 41 BB-RA
B mtR & Little endian  Big endian 0000000080 |55 2R 75 06 F7 C1 01 00-75 03 ES DD 00 1E T3u-+&--u -E'?--‘-
0000000090 |18 &8 1 00 B4 48 &R 14-0E 00 &B F4 16 1F CD 13| -h--"H----- G--I- i
P Hex Value Int... | tursor pos = 0; log sec = 0; phy sec = 2048
For User Guide, press F1 Y




2, AccessData FTK Imager 3.1.1.8 e [ - |.‘:' =] = |
File View Mode Help
agscgdlBaec-mp(oao=aEe .
Evidence Tree b ||Fi|e List Y
E‘@ "WAPHYSICALDRIVED +  MName I Sizel Type I Date Modified -
(- Parttion 1 [476938MB] || $Extend 1 Directory 07/06/2013 22:...
B8 System INTFS] = . SRecycleBin 1 Directory 13/06/2013 18:... 3
E"@I[;"“;B - “| J/ ACLData 1 Directory 07/06/2013 18:...
[]@ $E:ten:5 | AssuranceHelp 1 Reparse Point 07/06/2013 18....
) SRecycle.Bin —— AuraBaat 1 R se Point 07,/06,/2013 18:...
..... ke 2Secure Detect Encryption Progress u 07/06/2013 23:...
B0 ACL Data 13/06/2013 18:...
{3 AssuranceHelp Please wait while FTK Imager scans the evidence Point 14/07,/2009 05:...
{03 AuraRoot hodete:_:t encryption. Depending on ﬂ'1_e size of 23/09/2013 14:...
553 Boot the evidence, this may take several minutes. 17/10/2012 01...
{3 Custom 07/06/201319:...
..i™= Nariments and Settinne 16/10/2012 22:...
Hex Value Interpreter 23/08,/2013 18:...
Tupe | Size [ value 14/07/2009 03:..
sighed integer 18 13/12/201313:... -
EFI_S&QTr‘I;dE"ELe%E'] 18'8 00030 00 00 00 01 00 00 00-00 10 00 00 01 00 00 00| Q- -« -c--mmnn-- ~
FILETIME (local) 8 01010 00 00 00 98 01 00 00-98 01 00 00 01 00 00 Q0| -----vvrrvvmmnnn
DOS date s 020 |BF 54 00 00 00 00 01 00-88 00 &E 00 01 00 00 00| T-------- no--o- =
D0 fime 5 03005 00 00 00 00 00 05 00-F2 90 72 30 41 04 CA 01 --6-r0B-E-
fime_t (UTC) 4 040 |F2 90 72 30 41 04 CA 01-BF C9 9F DD B2 3 CE 01 |6-roh-£-;E-¥:ci-
tire:_t [lozal) 4 050 |F2 90 72 30 41 04 CA 01-00 00 00 00 OO0 00 00 00 |G -rOR-E---------
0&0 |00 00 00 00 00 00 00 00-06 24 00 10 O3 00 00 RAO|--------
( | L1 | b |070|16 01 44 00 &F 00 &3 00-75 00 &D 00 &5 00 &E 00| --D-c-c-u-m-e-m-
Byte order: & Little endian  Big endian 080 |74 00 73 00 20 00 &1 O0O-6E OO &4 00 20 00 53 00 |t-s3 -?-n -d- S
090|685 00 74 00 74 00 &9 00-6E 00 &7 00 73 00 CD Ol|e-t-t-i-mn-g-3-I- i
P Hex Value Int... | fcursor pos =0
For User Guide, press F1 [] [ 4

Chapter 3, Working with Registry View




Organize « Include in library « Share with = Burn Mew folder =« [l o
‘* Favorites MName ‘ Date modified Type Size
B Desktop | Journal 13/07/2009 23:34 File folder
|l Downloads )l RegBack 31/10/2013 11:50 File folder
ﬁ Recent Places M systemprofile 13/06/2013 15:14 File folder
TR 16/10/2012 21:12 File folder
[ Libraries B BCD-Template 07/06/2013 20:03 File 28 KB
Documents £ | COMPOMENTS 15/12/2013 19:41 File 43.008 KB
Jl Music a DEFAULT 15/12/2013 17:30 File 512 KB
[ Pictures 1 15/12/2013 21:49 FTL File 1KB
B videos 13/12/2013 11:41 File 256 KB
13/12/2013 18:51 File 256 KB
18 Computer 15/12/2013 22:03 File 88.320 KB
ﬁ System (C:) 15/12/2013 22:02 File 19.968 KB

e PENDRIVE (E:)
9 VOL1S (\BR-SAOFIL
s CODEMETER (G:)

9 3040208 (\\BR-SAOF

f! MNetwork

12 items
o




L Sard
O0)z/1 [comvis » smamo » vz wiwr] [l
Organize » D Open Burn MNew folder =« [l e
ﬁ Fa\'alitﬁ NI!IE rr:"EEanUu ?Ja,l'tUEUTLUoffIJ.EJdul‘\" I;-":EIEUIUE[ SIZE
B Desktop | Oracle 17/11/201322:22  Filefolder
8 Downloads @ PrintHood 13/06/201315:14  File folder
&l Recent Places 7. Recent 13/06/20131514  File folder
|5 Saved Games 13/06/20131515  File folder
= Libraries 0 Searches 22/09/201322:09  File folder
= @ SendTo 13/06/2013 15:14 File folder
o) Music [ StartMenu 13/06/20131514  File folder
=] Pictures 7 Templates 13/06/201315:14  File folder
B videos || CmDust-Result.log 12/12/201316:12  Text Document 116 KB
[ installxml 16/10/20121939 XML Document 51 KB
1% Computer | nTuserDAT | 15/12/201322:07  DATFile 4,096 KB
& System (C) " ntuser.dat LOGL 15/12/20132207  LOGL File 256 KB
e PENDRIVE (E) | ntuser.datLOG2 13/06/20131514  LOG2 File 0 KB
G VOLIS (\BR-SAOFIL | \ySER DAT{016888bd-6¢6f-11de-8ld-.. 13/06/20131514  BLF File 61KB |5
& CODEMETER (G:} | NTUSER.DAT{016888bd-6¢c6f-11de-8dld-.. 13/06/201315:14  REGTRANS-MS File 512 KB
% 3040208 (\BR-SAOF (R DAT{016888bd-6chF-11de-Bdld-.. 13/06/20131514  REGTRANS-MS File 512 KB
©1 ntuser.ini 16/10/2012 18:16 Configuration sett... 1KBE
€ Network | ntuser.pol 13/12/201314:26  POLFile 64 KB
D server.tit 13/11/2013 21:00 Text Document 1KE |=
MNTUSER.DAT Date modified: 15/12/2013 22:07 Date created: 13/06/2013 15:14
DAT File Size: 4,00 MB
essDato wer 0 AN A E W Y% =12
File View Help
F|DB = BEEE |2
| » Registry Files v | ¢4 [Nl Search Registry Files P
Organize v New folder =~ 0 @
Documents  “  Name ° Date modified Type Size
;:::5 |[DSAM | 12/02/2081813 __File 256 KB|
B videos
/% Computer
&, system (©)
s PENDRIVE (E:)
G# VOL1S (\\BR-SA(|
a CODEMETER (G:)
3 3040208 (\\BR-S/
€ Network
File name: SAM - [AnFiles ) )
[ open ][ conca |

AccessData Registry Viewer




) Fie Edt Report View Window Help

& 5B BPEEE =5 ?

==} NTUSER.DAT[412]
[0 AppEvents

(2] Deviodes2
# CI Settings

= B9 software
+ ] AccessData
# (] AccessData Hidden Key
# (] America Online
(20 Andrei Jefremoy
= aoL
+ (] BestToolbars
w1 ICQTookbar
] K4+
w (3 KDat

Lask Writhen Time

112{30/04 11:31:30

lrreciectenitatarinsransransenn

| Type
REG_SZ

| Data |
Wscedf7haip1, winspoal, NeD1:

Hive
Key / Subkey

s Values

A -

NTUSER.DAT[412]|Printers

<]

00000000 ) 5c 00 5c 00 73 00
0000001062 00 3% 00 5z OO0
| 00000020 |6e 00 73 00 70 00
| 00000030 |65 00 30 00 31 OO0

63 00-63 00 64 00 66 00 37 00
70 00-31 00 2c 00 77 00 69 00
6f 00-6£ 00 6c 00 2c 00 4e 00
3a 00-00 OO0

Offeet: 0

AccessData Registry Viewer - [SAM]
gistry

File Edit [ Report] View Window Help

F| BB B[ P

=25 SAM
&3 5AM
BD Domains
i 3-0 Account

[ 000002E8

Name

&g F

Re v

Type
REG_BINARY
REG_BINARY

Data

020001 0000000000 F6635A167FFEC6010000...
00000000 BC00000002000100BC0000001A00..

.
Create Report

[S55)

Report Title:

[oc]

Registry Report

Report Location:

El Key Properties
Last Written Time
SID unique identifier

Expiration Time ver
Invalid Logon Count
Last Failed Login Time
Account Disabled
Password Required

Country Code

27/02/2007 19:213%

User Name

Description

Logon Count 1

Last Logon Time 02/11/2006 13:023
Last Password Change Time 02/11/2006 13:08:

C:\Program Files (x86)\AccessData'\Registr

(Chtm)

Report Filename:
SAM

[TReduce excess data output

[ 5how key properties only

[] Also show DWORD values as tmestamps
View Report when created

TF FE Cé
TF FE Cé
0o 00 0o
00 00 00
33 00 00

AccessData Registry Viewer

R Offset: 0




) AccessData FTKImager3.1.18 e . ol (0 S
File View Mode Help
agoagd-Bae m @GO E D[R e,
|Evidence Tree ><| le Lis
B System32 +  Name I Sizel Type I Date Medified -
[]"g Boot . Journal 1 Directory 02/11/2006 10:...
9= CE‘:;‘“ || RegBack 1 Directory 07/07/2007 20....
o i L TR 1 Directory 02/11/2006 12:...
= GmuEPohiUm | |sB0 4 NTFSIndecAll. 14/07/2007 18:..
£ 5) LogFiks || COMPONENTS.LOG 1 Regular File 02/11/2006 10:..
) Microseft || DEFAULT.LOG 1 Regular File 02/11/2006 15: =
. eqular rile o
{3 NDF | | DEFAULT.LOGL 256 Regular Fil 12/07/2007 19:
i . eqular rFile ]
{5 networkdist DEFAULT.SAV 20 Regular Fil 02/11/2006 10
--I7) Spesch
- spool || SAM.LOG Files...
-C3) winevt iy | SAM.LOGL Export File Hash List...
7 Taalkea || SECURITY L
Hex Value Interpreter | = SECURITY.LOG &z Add to Custom Content Image (AD1)
Type |Size IVaIue || SECURITY.LOG1 256 Regular File 12/07/2007 19:...
signed integer 18 || SOFTWARE 22,272 Regular File 12/02/2008 20:... -
glr‘l_ség{‘l;dE"Etue%E'] 18'8 00000 |72 &5 &7 &6 CF 00 00 00-CF 00 00 00 6B 03 54 Bd |regfl---1---k-T° -
FILETIME [ocal]l & 00010 |B3 6D C& 01 01 00 00 00-03 00 00 00 00 00 00 00|°mE------------- m
DOS date s 0002001 00 00 00 20 00 00 00-00 10 02 00 01 00 00 00| ---- -----------
DS fime 5 00030 |5C 00 53 00 79 00 73 00-74 00 &5 00 6D 00 52 00|\-S5-y-s-t-e-m-R-
fime_t (UTE) 4 00040 |6F 00 6F 00 74 00 5C 00-53 00 79 00 73 00 74 00|oc-o-t-\-5-y-3-T-
time._t {local] 4 00050 |65 00 6D 00 33 00 32 00-5C 00 43 00 &F 00 6E 00 |e-m-3-2-\-C-o-n-
00060 |66 00 69 00 &7 00 5C 00-53 00 41 00 4D 00 00 00|f-i-g-\-5-A-M
< m |+ |ooo70|00 00 0o 0o 0o 00 00 00-00 00 00 00 OO 00 A0 OO -« --cevcceenn--
Bueorder @ Litlesndan Bigendian 00080 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| ----------------
b : = = 00090 |B& 12 50 D5 00 00 00 00-00 00 00 00 00 00 00 00|, -B------------ i
Properties Hex Value Int... tursor pos = 0; dus = 21221; log sec = 21221; phy sec = 21284
Exports files from the image to a local folder /J

@@ AccessData Forensic Taolkit Version: 5.0.1.39 Database: localhost Case: Test

— S——ed™E R

|

Fle Edt View Evidence Fiter Took Manage Help
T Filter:  -unfiltered - - Filter Manager... I ‘ E“ @
‘ %e Overview Email  Graphics Video Internet/Chat rBookmarks Live Search rlndex Search | Volatie
Evidence Items 4 | File Content
R A I
(5 Speech
~L>[5) system
B-CC3) System32
E-C(5) Boot
-5 catroot
B3 config
#55) GroupPolicy
2[5 GroupPolicyUsers
B-L>(C5) LogFiles
L5 Microsoft
L»[c5) NDF
2[5 netwarklist
.. DEI Speech
E-C () spool
- winevt
- E}@ Tasks = File Content|  Properties|  Hex Interpreter
File List
IEI" ﬁ] @ |, | Hl!—Fl |m Normal ~  Display Time Zone: E. South America Da’
[+ Name [tabel  [rtem# [Ext [ Path | category [ Psize | LSize
O s30 1913 Mantooth.EQ1/Partition ... Index.. 40968 4096 B
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Exhume.doc
Japanese text.doc
Normal. dot
qur_test_igias.doc
russ_2_ABamypHeii.doc
Something interesting.rtf
Vampire.doc

. &
Fiter Tools Manage Help
- Filter Manager... ‘ IE‘ | @
Mmewle\u aphics ]m:ﬂ'ne 'Chat Bookmarks | Live Search r].ndex Search r\.rolaﬁe ] q b
4 | File Content
Additional Analysis v - - l 24 |W—?
oR i C = 2l &
Hashing [ Job Options IInde)ring | Tools I Miscellaneous I H g
=
~File Hashes PhotoDNA =
[¥ MDS5 Hash [ SHA-256 Hash [~ PhotoDNA %
[V SHA-1Hash [ Fuzzy hash | =
E - EE4 P =3
™ Flag Duplicate Files sE7IY. RIS
= Refinement CE (BT
N
v KFF KFF Groups | ’7 Indude OLE Streams: All ol -
| Recheck previously processed items ’ N
i~ Fuzzy hash
[~ Match Fuzzy hash library
[T Recherk previously processed items =) E %
Fuzzy hash aptions iHA256 | Created Acce
12/02/2008 17:... 12j0
- Target Items Job Options 25/08/2007 13:... 2500
€ Highlighted Ttems ™ Send Email Alert on Job Completion 12/02/2008 17:... 12f0
~ Checked Items 12/07/2007 16:...  13/0
" Currently Listed Ttems 12/02/2008 17:... 12f0
@ Al ltems 25/08/2007 13:...  25/0
07/07/2007 15:...  07/0
12/02/2008 17:...  12/0
12/02/2008 17:...  12/0
08/03/2007 19:... 20f0
12/02/2008 1 12/
OK Cancel

ol

n

Loaded: 11

| Filtered: 11

|Taia|: 11 |"Wbed:0

| Checked: 38

[ Total LSize: 407,8 KB




@& AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case: FTK QW'

Fle Edit View Evidence Fiter Tools Manage Help

- Filter Manager... I | IE‘ ‘ @
i %e rD\rerwew Email Graphics |Video | Internet/Chat rBookn'larlg Live Search rIndex Search rVolatlle ]

k4 Filter:  -unfiltered -

Text r Pattemn }/ Hex 1 4 |- |Live Search Results I
! '| [ Live Search {Prefilter:(- unfiltered -) Query:(Mantooth™} (ID: -
mantaath I Add l Clear I EXBER I Smeet =) Text Query: "Mantooth™ <ANSI, Case Insensitive = - 821
¥ ansI [~ Unicods |E| [~ Other Code Pages Select..., I ‘ ™ Case Sensitive Bl Allocated Space — 814 hit(s) in 125 file(s)
200 hit(s) — Item 39 [index.dat] Mantooth ED1/P
ZeaiTne ‘ 7= . | EdcEe 0 89 hit{s) - Item 586 [index.dat] Mantooth.E01/Pa
EEntoath el e e &6 hit(s) — Item 1393 [index. dat] Mantoath EO1/P
56 hit{s) - Item 12 [SMFT] Mantooth.E01/Partitior
38 hit(z) -- Item 1372 [index.dat] Mantooth ED1/P
31 hit{s) -- Item 593 [index.dat] Mantooth.E01/Pa
Max Hits Per File: m Search Filter: I -unfitered - LI 27 hit(s) - Item 588 [index. dat] Mantooth.E01/Pa
24 hit{s) —- Item 259 [mantooth2007] Mantooth, EC!
File Content 21 hit(s) — Item 427 [NTUSER.DAT] Mantooth EO1
Hex m 20 hit(s) - Item 1936 [SOFTWARE] Mantooth.E01
14 hit(s) -- Item 428 [ntuser.dat.LOG 1] Mantooth.
;I 11 hit{s) -- Item 595 [index.dat] Mantooth.E01/Pa
8 hit{s) — Item 451 [edb0000C. log] Mantooth.ED 1,
8 hit(s) — Item 1938 [SOFTWARE.LOG 1] Mantooth
7 hit{g) — Item 452 [WindowsMail M5MessageStors
& hit(s) - Item 485 [2429541D-0000000E. eml] M2
6 hit(s) — Item 1582 [downloads.rdf] Mantooth.E0
LI 4 hit(s) — Item 446 [edb.chk] Mantooth,E0 1/Partit
4 hit(s) — Item 439 [3376666D-0000000A..eml] Ma
o file 4hit(s) - Ttem 491 [40A511AF-D0000008.&m] Ma
Fle Content|  Properties|  Hex Interpreter #hit(s) - Ttem 1360 [JEFD34ADAGCOEESECOBT2E
3 hit{s) — Item 262 [mantooth2007.ARL] Mantoott
File List 3 hit(s) — Item 460 [165065F6-00000004.eml] Mal
EgeisAr Al NIl | d |@ Normal .| Display Time 3 Fit(s) - Ttem 455 [455C76A0-0000000C, emi] Ma
3 hit(g) - Item 508 [09EE4522-00000004,eml] Mar
| T [tebel  [remz [Ext [ Path | category [Psize  [LSze  [MDS = 3 hit(s) - Item 1566 [~ar1730.xar] Mantooth.E01
Dﬁ EMFT 12 <missin... Mantooth.EQ1/Partition ... Unknown 9344KE  9344KB ammﬂ 2 hit{s) —Item 1340 [Templates.LNK] Mantooth.EQ.
Dﬁ ~ar1730,xar 1566 xar Mantooth.ED 1/Partition ... Unknown 68568 6655 B 253afa 2 hit{s) — Item 1366 [Normal.dot] Mantooth.E01/P
¥ ~ar1730.xar.Ink 1499 Ink Mantooth,E01/Partition ... Windo... 488B 4886 21fs8d 2 hit{s) — Item 1430 [08-15-05_arkansas_check.gi
DQ 018270 1978 Mantooth.E01/Partition ... Unalloc... 512,0KB  512,0KB 2 hit(s) — Item 1434 [310648.gif.Ink] Mantoath.EQ
17  oaf24080836c56509cab. .. 1294 <missin... Mantooth.E01/Partition ... Urknown 512B S3B 5a7939 2 hit(s) -- Ttem 1435 [310648.gif.Ink] Mantooth.E0
OE oszr4e 1981 Mantooth.EO1/Partition ... Unalloc... 32,50KB  32,50KB 2hit{s) —Item 1436 [Ape_20shoot.gif Ink] Mantoc
s 081505 _arkansas_che... 1430 Ink Mantooth EQ1/Partiton ... Windo... 10248 7438 2ashad 2hit(s) -~ Item 1439 [Bil_Gates.gif.Ink] Mantooth.|
[ o . fe 4t e - - [, ey 2 hit{s) — Item 1442 [C money plates.Ink] Mantoot
< U | > 2 hit(s) - Tkem 1443 [C01VNCCHK_e.gif.Ink] Mant: =
Loaded: 128 | Filtered: 128 [Total: 128 | Highlighted: 0 | Checked: 38 | Total LSize: 45,42 MB N T 3
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Fle Edit View Evidence Filter

Filter: | -unfiltered -

A 4

Tools Manage

Help

(=] [

dtSearch® Index

Filter Manager... I |

Ive Search

Index Search r\mlatle ]

q Ilndex Search Resu\t;l

- Terms ~Search Criteria

Operators Terms Clear |

mantooth & And o | @ al " Selected | ™ Accumulate Results =
Import... |
Indexed Words Total Hits = Search Terms Total Hits
mantain 1 EXDOEE |
mantoo 32
6996 Options...

man [
mantooth1 g Search Now I
mantooth1_23545... ID
mantooth1_85050... 1
mantooth2000 1
mantooth2007 7
mantooth20071 3
mantooth2007@aol 22 -
L F——

File Content
Matural
Hit # of Pray Next Go to: G =
=
=
=
=
&
o
&
- |=
L) » -
File Content Properties| Hex Interpreter
File List
FH & | Vd | H [ ] =) |E Normal - Display Time Zone: America/Ph |E_;| & X
|~ Name |abel  [remz [Ext | Path | category | p-size Lsize | MDS -
O= #ocl 1283 Mantooth.EQ1/Partition ... Folder 160 B 1606 [
&= #security 1271 Mantooth,EQ1/Partition ... Folder 272B 272B
Fllf‘v—‘tu #5haredObiects 1274 Mantooth.E01/Partition ... Folder 1528 1528 S
Ll m r
Loaded: 2,005 | Filtered: 2.005 [Total: 2.005 | Highlighted: 0 | Checked: 38 | Total LSize: 110,2MB

(- dtSearch® Indexed Search {Prefilter: (all files) Qu
= Allocated Space - 6966 hit(s) in 1975 file(s)

- Documents — 736 hit(s) in 207 file(s)

-Spreadsheets -- 10 hit(s) in 2 file(s)

-Databases — 22 hit{s) in 3 file(s)

Graphics — 1398 hit(s) in 447 file(s)

Multimediz - 15 hit{s) in 5 file(s)

Email — 121 hit{g) in 25 file(s)

Executable -- 18 hit(s) in & file(s)

Archives — 36 hit(s) in 12 file(s)

Folders — 1591 hit{s) in 657 file(s)

Other Encryption Files -- 74 hit{s) in 17 fil

Internet/Chat Files - 354 hit{g) in 13 file(

O35 [File System Files - 1136 hit(s) in 255

Other Known Types - 8 hit{s) in 2 file(s) |

Unknown Types — 1447 hit{s) in 316 file(s

- Unallocated Space - 30 hit(s) in 30 file(s)

m
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ﬂ AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case:

FTK

= | B |

IEile Edit View Evidence

- Filter: = -unfiltered -

Filter Tools Manage Help

- Filter Manager... | | li‘ | @

_n. ore | Overview - Graphics - ]rltemegchat Bookrdeex Search r\rolaﬁe ]

Tex‘tj Patternl’ Hex |

4 |- Live Search Results

¥ ans1 [ Unicode |

Search Terms Type

Max Hits Per File: | 200

File Content

[Fer [Tert [Foec [ 10

4

File Content Propai

File List

Fllsala Pl

< Name

I Loaded: 0 Filtere|

. - any character

\t - tab

\s - whitespace character

\d - decimal digit - same as [0-9]

\u - upper case character - same as [A-Z]
I - lower case character - same as [a-z]
\w - word character - same as [a-zA-70-8_]

\n - newline character

\r - return character

\b - at word boundary
\B - not at word boundary

\< - at start of word
\» - at end of word
- at start of line

§ - at end of line
- at start of file
\'- at end of file

? - match previcus 0 or1 times

* - match previcus 0 or more times

+ - match previous 1 or more times
{n} - match previous n times

{n,} - match previous n or more times

{m,n} - match previous m to n times

[[:alpha:]] - alpha character

[[:alnurm:]] - alpha-numeric character

=

%]_Code P4

]
&

+  Display Time

| category [ P-

hecked: 38 [

‘b = Add I Clear I Export I Import ||

-
MAC Address
URL {http, https, ftp, ftps}

mailto: ...

o @ o0 2any> email address

All Issuers

AMEX

Visa

Mastercard 1

Discover

Credit Card Standard

Web Credit Card Transaction Receipt with X or #




Fle Edit View Evidence Fiter

Took Manage

Help

- I Filter: I - unfiltered - .I Filter Manager. .. Il li“@

A 4

OVer_ compound - Filter Manager s o s _— [ = |
dtSearch@® [Actual Files ~Filters ~Indude
| Terms Alternate Data Streams = . | | N y | |
Archive Files A:;J":I Fies e e,
mantooth Bad Extension Files Alternate Data Sireams
Bookmarked Archive Files = |
Indexed Words|Carved Files || || | Bad Extension Files
mantain Cerberus Score Bookmarked e |
mantoo Cerberus Static Analysis Carved Files
mantooth Checked Files - Cerberus Score
ombnathiy Cerberus Static Analysis
‘ b | | [ Checked Files
Decrypted Files & AND CI) " orR . Clear
Deleted Files
File Content Duplicate Files
W eDiscovery Refinement w/jo OCR - Excude
Email Attachments Name A
Hit of Frev hext | Email Delivery Time
Email Files
Email Files and Attachments = |
Encrypted Files
Evidence Items < |
Excluded eDiscovery Refinement w...
Explicit images folder (high score)
Explicit images folder (medium score)
File Category
] File Creahe.d Time i A “ & on m Clear
Fila Fvtansinn
File Content Properties|  Hex Interpreter

Apply | Close

File List
Fllsaea el AE | MRl ==
|A MName |Labe| |Ihem# |Ert 3 or ze ze
< (] J
Loaded: 0 [Filtered: 0 [Total: 0 [Highlight=d: 0 [Chedked: 38 [Total LSize: 0




File Edit View Evidence Fiter Tools Help

r Filter: | -unfiltered - - Filter Manager. .. ‘ @ | @

Index Search r\.'obﬁe ] 4

dtSearch® Index 4 [ Index Search Results

—Terms Search Criteria

m Operators Terms Clear |
mantooth _ ' And i or | Al " Selected | [ Accumulate Results

Import...
Indexed Wnrds | Total Hits = | Search Tarms I - |

manzin Manage Filters ‘il |7 Filter Definition: Temp m g
mantoo

—— =S Properties:
« Name AN
Actual Files Mame: ITemp Description: I
[ Alternate Data Streams
File Content] || | Archive Files
Bad Extension Files Rules: I™ Live Preview
Bookmarked
" Carved Files i - "
Hit # | | | Properties Operators | Criteria
Cerberus Score
Cerberus Static Analysis EIEW Fiter v Matches ~ -
Checked Files
Decrypted Files
Deleted Files
Duplicate Files
eDiscovery Refinement w/jo OCR
Email Attachments
Email Delivery Time -

' Match Any

File Con New. .. Edit... | Copy... | Delete | & Match Al Save I Close

File List |

@ 5‘ ﬁl Import...

[« Close Category | PSize | L-Size MDS

Export... | Copy ta Shared |

- Display Time Zone: America/Ph I:l ﬁ-x“'

4 mn |
Loaded: 0 [Filtered: 0 [Total: 0 [ Highlighted: 0 [ Checked: 38 [Total LSize: 0




&8 AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case: m@l@u
— . - -

File | Edit View Evidence Fiter Tools Manage Help

Export... - Filter Manager. .. | | li‘ ‘ @
Export to Image... - . -
E -Vlden Intemeychat Bookmarks Index Search | Volatile q b
Export File List Info... r rw'r r ]
; 4 o File Content
ey HR 1 (203 (2] L
R B —

[E7 Report Options =e] = | g~ E
Timeline Report... g
Volatile Data Report... ;

EELTCTa— &
Jab Summary Report... pgl:s:\;::::maﬁun BEEriEiE %
Close [# | =] Bookmarks |Labe| Value ?
= 5] Graphics Agency/Company ¥ Agency/Company =
= g ::‘ie::ms Investigator's Name | Investigator's Marr
[ ] Fie Properties Address v Address I
[¥]|=| Registry Selections Phone ¥ Phone : -
[ [5] sereen Capture Fax v Fax
Email v Emai
File List Comments v Comments
e al-Nll | & X
|« Name | Label :: e
O #Hoal B4 [
Dh #Security 14:...
[ #sharedObjects ..,
Ol2 satrpef i:...
DE SBad 16:...
DE $BadClus 16:...
DE $Hitmap Import... | 16:...
O[2 oot Export... | I™ Indude File Extensions add Remave e .
DE 4Config ...
O sers 19:...
O§ sers 19:...
OF s L= | ...
O§ sers 19:...
O éextend Fi Mantooth, EQ1/Partition ... Folder EECT 343E 06/07/2007 16:... 0807/2007 16:...
Dﬁ SI2M7A26.jpg 1819 ipg Mantooth.E01/Partition ... Unknown 544B 544E 73ed7a 26/07/2007 16:... 26/07/2007 16:...
O si30 361 Mantooth.ED1fPartition ... Index.. 40968  4096B  9b5533 07/07/2007 14:... 02/07/2008 135,  _
TIM — — .. e — e ———— e S EEN
Loaded: 1.964 | Filtered: 1.964 | Total: 1.954 | Highlighted: o | Checked: 38 | Total LSize: 102,7 MB
Report Output u
P
Repart Folder
Language:
| |English (United States) |
! i
| —Farmats —Export Options
[T rpoF [ RTF [~ Usze object identification number for filename
[ HmL T owme [¥ Append extension to flename if bad/absent
s [ pocx .
- —HTML Report Customization
ooT )
[T Use custom lego graphic
< T
—
™ Use custom C55
- T
-
1
| QK I Cancel |




Chapter 6, New Features of FTK 5

— a— —— =
ile Visualization oo o
novembro | dezembro | janeiro | fevereiro margo abril maie Junha Jjulho agosto setembro outubro rovembro dezembro Janeiro | fevereira |

02/11/2006 - 29/11/2006

I

N“HIJ d

[l i)
Full timespan @ Log © Linear Time Line View: @ Basic () Detailed @ Bars © Line Full Screen Capture| ‘Custnmimed Sereen Capture j
(" Wetrics: | Count: - o
‘ Categories Distribution Chart
‘ Extensions Distribution
10 a agerd
£ Legend A (] potders
E o (W) <missing?> (5) * | (] Osile System iles
<
1 . &) 1og ) L / ko Types I
\
QA g2 % % § &) log1 @) 4 i
| & B 2 o -
2 v () <none> 3) ~ 2
v A
ini (1)
Extension @
L J
| -
(- File List N
PR T i D S
ltem® T | Name T | Category T | Date 7| Size T Extension r 3
> [ 11026 COMPOMENTS.LOG Unknown November 02, 2005 1K8 log
1927 DEFAULT.LOG Unknown November 02, 2006 1KB log
— File Count: 19
1929 DEFAULTSAV Unknown November 02, 2005 20K8 sav
|
1930 SAM Unknown November 02, 2006 256 KB 7
1931 SAM.LOG Unknown November 02, 2006 1KB log J
. B N
Agent Installation
. Bk N
Machines to install
Remove | Irnpork... | Export... |

[ Uninstall agent

[T Use custom agent name

Service name:

I AgentService

Executable name: I agentcore
[” Update the agent if it is present

[ allow manual uninstall

JENE

Ok

Cancel




Credentials

Domain | Username
Testes flcarbone
‘ Domain: I Testes [
|| Username: I flcarbone |
| [
Password: I =
| ' |
e
/| Confirm Password: I [
Add Remove | |
| I
f I
Ok Cancel |
& AccessData Forensic Toolkit Version: 5.0.1.39 Database: localhost Case: Fr_ - B — - _—’.-
- ——
! File Edit View Evigencel Fiter Tools Manage Help
- Filter: | - Add/Remove... Filter Manager... | li‘ @

| [ Add Remote Data... ]

Additional Analysis...
Evidence Item|

kmarks | Live Search rlndex Search r\."oiatile ]

4 |- File Content

Process Manually Carved Items

EHE B Evidence
+ B% Mantoof
O

merndury

Manage Evidence Groups...

Import Memory Dump...
Import Custorn Column File...
Delete Custom Column Data

Merge Case Index

File List

Iﬂﬂlﬁ]|,|=. '||@-Normal

000000070
000000080
0000000590
0000000&a0

Remote Address: I 192.168.0.182
Remote Port: |3ggg

" Install Temporary Agent

@ Use Existing Agent

o]

Cancel |

preter

Display Time Zone: E. South America Daylight Time (From local machine)

|~ Name |abel  [remz  [Ext | Path | category [P-Size [Lsze  [MD5 | sHa1 | sHA256 | created

O #Hoal 1283 Mantooth,E01/Partition ... Folder 1608 1608 07/07/2007 19:...
O #Security 1271 Mantooth.E01/Partition ... Folder 272B 2728 07/07/2007 19:...
[ #SharedObjects 1274 Mantooth.E01/Partition ... Folder 152B 152B 07/07/2007 19:...
O E SAttrDef 16 <missin... Mantooth.E01/Partition ... Unkmown 25608 2560 B 06,/07/2007 20:...
O E %Bad 20 Mantooth.E01/Partition ... MNotYet.. OB 0B 06/07/2007 20:...



&8 AccessData Toolkit Version: 5.0.139 Database: [ETRe™
Fle Edt View Evidence Fiter Tools Manage Help
~ Fiter: - unfitered - +  Filter Manager. =HEE]
 Explore | Interet/Chat | Bookmarks |Live Search | Index Search  Volatie 4|
Snapshot Find Difference 4 b Detail List
Eo= @ 298 | [EOE
] Process List Name [ path | stert Time: [ Working Directory [ CommandLne | PID Has Searc... | ParentPID | User [ M5 [st«
E-(2) 18/01/2014 18:38:51 (UTC) [l SearchProtocol 18/01/2014 20:35; 12792 N 0 00000000000000000000000000000... OC/ =]

R Carbone (dump)

b oL List

CIBE_postores.exe
CI0|

o
i

Id.exe

18/01/2014 20:36
15/01/2014 17:40;

'pgDatad 1\
C:WINDOWS\

“C:fProgram Fil...

00000000000000000000000000000. .

E-@) 18/01/2014 18:38:51 (UTC) [l meshiel 18/01/2014 12:54: C:\WINDOWS\s... 'C:\ProgramFil... 12888 N ) 00000000000000000000000000000. ... OC
'® Carbone (dump) [l Acord32.exe C:\Program Files (x86)\Ad... 18/01/2014 19:15:...  C:\WINDOWS\ “C:\program Fil... 11868 N ] 00000000000000000000000000000. ... OC
€ sodets [l iexplore.exe C:\Program Files (x85)\Int... 15/01/2014 17:40:...  C:\WINDOWS\  °C:\ProgramFil... 11133 N o 0D000000000000000O0D000000000. .. O
B @) 18/01/2014 18:38:51(UTC) [IbE sphwonsd.cxe C:\WINDOWS\sphwows#....  18/01/2014 18:52... C:\WINDOWS\  C:\WINDOWSls... 8576 N ] 00000000000000000000000000000. .. 0C
® Cartone (cme) [Il& AcoRd32.exe CWINDOWS\  "C:\Program Fi... 11868 N o 00000000000000000000000000000. . O
A Driver st g (Il skype.exe CIWINDOWS\  Ci\ProgramFi.. 9336 N 0 00000000009000000000000000000. . OC
B A% gfﬂﬂiﬂm 12.38‘ 51(UTC) [l Accrd32.exe C:\Program Files (x86)\Ad... C:\WINDOWS), “Ci\program Fil... 1188 N 0 00000000000000000000000000000. ... OC
oo Handli:’ one {dump) [l skype.exe C:\Program Files (x86)\Sk. . C:\WINDOWS\ “C:\program Fil... 9336 N 0 00000000000000000000000000000. ... OC
B ®Dem /0112014 18:36:51 (UTC) [l Acord32.exe C:\Program Files (x85)\Ad... 18/01/2014 13:15:... C:\WINDOWS\  "C:\ProgramFil... 1138 N o 0D000000000000000O0D000000000. .. O
- Carbone (dump) Il Skype.exe C:\Program Files (xB5)\Sk...  16/01/2014 20:57....  C:\WINDOWS\  C:\ProgramFi... 9336 N 0 00000000000000000000000000000....  0C
Dk realsched.exe C:\Program Files (x85)Re... 18/01/2014 12:52i...  C:\WINDOWS\ “C:\Program Fil... 12988 N o 00000000000000000000000000000...  OC -
g Processors
B 18/01/2014 18:38:51 (UTC) il ] v
-/ B Carbone (dump)
Total: 149 Hghlighted: 1 Checked: 0 KFF: Unlisted,Important, Unimportant.
B system Descriptor Table o i I I st fmpsrtant Lnmearian
B-() 18/01/2014 18:38:51 (UTC) Detailed Information
o R Carbone (dump) Dus | repjtp | Handes | Fuzzy Hash | Searchhits | soT | vap |
> ?5"‘5:70 JT tame Deseripton [Path [Fes Seare... | verson [ Creaton Tme [ Process tame Es
© Carbone (durp) O iexplore.exe Ci\Program Files (:86)\nt... N 15/01/2014 17 iexplore. exe 11188 00000000000DO000000000000000D.
D ntdll.dil CHWINDOWS\SYSTEM32)... N 15/01/2014 17: iexplore, exe 11188 100000000000000000000000000000.
[ wowssdi C/WINDOWS\SYSTEM32),.. N 15/01/2014 17: iexplore. exe 11188 00D00N000000000000000000000D.
D wowB4win.dll C:\WINDOWS\SYSTEM32), N 15/01/2014 17:40: iexplore. exe 11188 00000000000000000000000000000.
O  wows4cpu.di C:\WINDOWSISYSTEM32),.. N 15/01/2014 17:40 iexplore.exe 11188 000000000000000000000000000C0.
D iexplore.exe C:Program Files (x86)\Int... N 15/01/2014 17:40; iexplore. exe 11188 00000000000000000000000000000. ..
D ntdll.dll N 15/01/2014 17 11188 00000000000000000000000000000.
D kernel32.dll N 15/01/2014 17 11188 100000000000000000000000000000.
[l kerneLBASE.di N 15/01/2014 17:40: 11188 00D00N000000000000000000000D.
D ADVAPI32.dll N 15/01/2014 17:40: iexplore. exe 11188 00000000000000000000000000000.
D msvert.dll N 15/01/2014 17:40: iexplore. exe 11188 00000000000000000000000000000.
D sechost.dll . N 15/01/2014 17:40:...  iexplore.exe 11188 00000000000000000000000000000.
D RPCRT4.dIl C:\WINDOWS\syswow64h.. N 15/01/2014 17 iexplore, exe 11188 00000000000000000000000000000.
M Senich.dl COWTNDOWS \evawnwhdl. N 18M01/7014 17:40: ieuniore. exe 11188 AONNNNANNNNNANNNNANNNANANANDN.
Additional Analysis - | P |
Hashing / Job Options  Indexing / Tools I Miscellaneous I
—Indexed Search —Other Toaols
[ diSearch® Text Index [ Optical Character Recognition OCR Opkions,
™ Process File Slack Space ||v‘ Explicit Image Detection EID Options...
I Process Drive Free Space I i ;
P Registry Reports RSR Directory. .,
[~ Entropy Test i .
Py ) I cCerberus analysis Cerberus Options,
(do not index compressed or encrypted items)
) . [ Language Identification Lang ID Options |
[” Do notindude document metadata in filtered text .
[” Merge case index when finished
—Decryption r _— . .
Explicit Image Detection Options

r Decrypt Credant Files Credant Server Setkings. ..

[™ perform Automatic Decryption

Passwords I

v %-DFT {default)

[~ %FST (faster)

[~ %-ZFN (more accurate)

[ o |

Cancel

QK

Cancel




Additional Analysis

Hashing / Job Options  Indexing / Tools IMisceIIaneous I

—Indexed Search
[T diSearch® Text Index

|
" Process File Slack Space
[ Process Drive Free Space
[l
r Entropy Test
L (do not index compressed or encrypted items)

L [” Do notindude document metadata in filtered text

[~ Merge case index when finished

— Other Toals
[ Optical Character Recognition
[~ Explicit Image Detection
r Registry Reports

OCR Options... |

EID Optiors,.. |

RSR Direckory, ., I

E Cerberus Analysis

Cerberus Qptions, ., II

[~ Language Identification

Lang ID Opkions. .. I

—Decryption
[” Decrypt Credant Files Credant Server Settings... |

[ Perform Automatic Decryption Passwords., .. I

OK

Cancel




File Content

Matural

L= X,
E

EXAMPLE.EXE
CAOEG6CS592100D3BD/DOB4/BE3F9DAC1
+ /- Cerberus Score

Function Call Summar
+ /- File Access

CeleteFileAl<unknown>]
CreateFilefAl<unkrown®, <unknown>=, <unknown>, 00000000, <unknown>, 80, 000000007

CreateFileAl<unknown>, <unknown>, <unknown=, <unknown>, 3, 4000000, <unknown=]

Loads a driver
Low-Level Access
Metwork Functionality
Process Manipulation
Security Access

+/- Subverts API
Surveilliance
Uses Cryptography
windows Reqgistry

Function Call Detail

Function Location Argument(s)

ZontinueDebugEvent 5458495 Mame Type ¥alue
dwProcessId D QRO <unknown =
dwThreadId DWW ORD <unknown =
dwContinuestatus i QR <unknown =

DebugactiveProcess 5458474 Mame Type ¥alue

gagn,| JneJad

4 I

File Conkent Properties He:x Inkerpreter
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Notes Applications
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» 1l Dropbox : . - -
>l y . 20333 245 FriMar 04 0 545 & | Welcome to official twitter page for 260907612 *
Google Voice (googlevoice) 21:23:11 |United. We look forward to connecting
> LinkedIn (linkedin) +0000 2011 | with you.
4 ), Osfoora (twitter) 2116 280 Thu Apr30 0 430 0 | ForensicFocus.com - computer 36641167
L ts 11:28:02 }forensics portal for digital forensics and
o otE +0000 2009 ‘ediscovery practitioners |
| 654 107 Mon Aug 31 7 3818 0 'Police/Medical Technical Advisor for The 70412647
i California 14:59:57 |Mentalist
) storedDMs +0000 2009 |
1 storedDMsSent NY 205 31 Igesgdauyg 250 115 0 ‘Apple OS X & iOS Digital Forensics 148025431
)i storedtweets | +0000 2010 |
. storedmentions 'Lindon, UT 1660 567 FriSep 04 0 1954 [} 'See new videos, resources & industry 71557070
4 )\ Skype (skype) 15:09:57 ‘news from AccessData, a Ieadiqg
+0000 2009 | provider of E-Discovery, Forensics &
# Accounts | Cyber Security software.
. CallMembers m | Oxford 312237 0 FriSep11 0 474 0 'C. S. Lewis Quotes Everyday 173402979
). calls 14:57:38
B C +0000 2009
Dallas, TX 1617240 15 Tue Jan 30 3114 3781 0 ;woot : One Day, One Deal. See 734493
W Chats 22:14:50 followers for additional Woot feeds.
1 Contacts +0000 2007 |
R Conversations For USA 1589818 35 Tue May 01 35 1544 1 'Refurbished Dell™ computers, 15688502 |
" customers 15:46:16 ics. Q i
# Messages +0000 2007 Contact Chris Beutnagel @ChrisCBAtDell
). SMSes or Elise Osborn @EliseAtDell.
wilson Los Angeles- 2384295 225 Wed Jan 28 1226 5515 S I am an actor and a writer and I co- 19637934
ish 05:28:45 created SoulPancake and my son,
+0000 2009 Walter.
1ces.shtml NYC - On tour 590958 455 Sun Jun 03 35 1673 1 Husband to hot wife, father of 4, 6539592
this summer 111:09:19 ' comedian, actor, writer, former sleeper
| +0000 2007 ' http://favstar.fm/users/JimGaffigan
| Itunes = http://tinyurl.com/65z4dfy -
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Chapter 7, Working with PRTK



Module Name Display Name

Attack Types Supported Products

ABICoder ABICoder Password Module

dictionary

Product Mame: ABI Coder
Varsions supportad:

3574-3614

Access MS Access Password Module

decryption
dictionary

Product Mame: Microsoft Access
Varsions supportad:

Through 2013

ACT ACT! Password Module

decryption

Product Name: ACT!
Varsions supportad:
1-4
2000
5-6

AdvancedFileLock AdvancedFileLock Password Module

dictionary

Product Name: Advanced File Lock
Vearsions suppertad:

6-7.1

ATM ATM Password Module

decryption
dictionary

Product Mame: AQOL Instant Messenger
Varsions suppartad:

Through 7.5

Product Mame: AIM Triton
Vearsions suppertad:

Through 1.5

Product Mame: AlM For Windows
Versions suppertad:

Through

AmiPro AmiPro Password Module

dictionary

Product Name: Ami Pro
Varsions suppertad:

Unknowm

@ AccessData Password Recovery Toolkit

File Edit View Tools Help

BE >

W IEERD

View Al ‘

Filename Attack Type Status Result

Properties

Job Information

Attack Type:
Module:
Profile:
Status:
Difficulty:
Begin Time:
End Time:
Timeout After:
Decryptable:
Result Type:
Results:
Comments:

File Information

Filename:

Type
Version:
Size
MD5:
SHA-1:
Created
Modified:




", AccessData Password Recovery Toolkit =@ = |

Description Languages Character Groups
Namea
‘Eng\sh
Comments
e English profile begins by searching for simple
passwords, followed by, dictionary and permutated
dictionary searches, and ends with complex searches for
dictionary and computed password.  All default English
dictionaries and character sets are used. Symbols (Extended)

{BAS-3-08) Lowercases words from selected dictionaries
{BAS-3-08) Lowercases words from selected dictionaries RJH
(BAS-1-01) One digit search

(BAS-1-03) Two digit search

(BAS-1-05) Three digit search

(BAS-1-07) Four digit search

(BAS-1-08) Five digit search

{BAS-1-02) One letter, language spedific search

(BAS-1-04) Two letter, language spedific search

(BAS-1-05) Three Ietter, lanquage specific search

(ADV-1-01) All one-character, language-spedific search
(ADV-1-02) All two character, lanquage-specific search
(BAS-1-11) Four Markov characters with a threshold of one
(BAS-2-03) Five Markov characters with a threshold of ene | —

[DE-1] General-1-de
[DE-1] General-2-de
[DE-1] General-3-de
[DE-1] General-4-de
[EN-1] Common-en
[EN-2] Miscellaneousen
[EN-3] Names-en
[EN-4] General-1en
[EN-4] General-2-en

1] General-es

z] 2@

oft Word 2010 FY14-Precificagdo Consulting PM-v3-Modelo
a Firefox GoToMeeting Quick Connect
ness Investigator 9.6 m Jump_Floripa
rk Connect @ KillNotes
PN GUI
|| MailboxStorel bk
ty Viewer &) MARGEM PM
& Nmap - Zenmap GUI
rypt (& Proxifier
e Player
1-17_PwC_lohn_T&E CW2
tEletrénico N9 VirtualBox-4.2.12-84980-Win
erry Desktop Software &4 XMind 2012
perties
rver

4

File name: |Seaet.doc
Files of type: L“ Files
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|File Edit View Tools Help

BE W

EEY IR

| View Al |

Attack Type
Microsoft Office 97/2000 Password Attack
Microsoft Office 97/2000 Decryption Key Attack
Microgoft Office 97/2000 Password Key Attack
Microsoft Office 97/2000 Spare Password Attack

Status
Queued
Waiting
depends_on

Result




