1. Introduction to Mobile Forensics
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Mobile cellular subscription growth from 2005 to 2013
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Hex Dump

Logical Analysis

Cellular phone tool leveling pyramid (Sam Brothers, 2009)




2. Understanding the Internals of iOS Devices
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Symbian

*- BlackBerry

-»- Other
MONTH 108 ANOROID JAVA ME SYMBIAN BLACKBERRY OTHER
April, 2013 59.04% 26.02% 9.62% 1.73% 1.51% 2.09%
May, 2013 59.49% 24.40% 10.20% 2.06% 1.64% 221%
June, 2013 57.56% 24.66% 1072% 2.49% 226% 231%
July, 2013 58.26% 25.28% 8.86% 223% 323% 2.15%
August, 2013 54.91% 28.12% 8.43% 3.26% 3.28% 2.00%
September, 2013 53.68% 29.42% 7.31% 4.48% 3.26% 1.86%
October, 2013 55.39% 30.58% 6.47% 3.58% 2.55% 1.43%
November, 2013 §5.17% 33.89% 4.49% 312% 1.65% 1.68%
December, 2013 54.21% 35.41% 3.90% 3.18% 1.58% 1.66%
January, 2014 54.46% 34.60% 426% 341% 1.49% 1.79%
February, 2014 52.96% 36.14% 4.44% 3.50% 142% 1.53%

Source: https://www.netmarketshare.com/operating-system-market-
share.aspx?qprid=9&qpcustomb=1
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| 16GB |
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DResigned by Apple in California Assembled in China
Model No.: A1303 |[FCC ID: BCGA13038B IC |D: 579C-A13038B

FEXCe=®

iPhone model number located on the back of the case

=i Airtel 14:35 35 % kb

Network AirTel
Songs 15
Videos 0
Photos 173
Applications 26
Capacity 13.7 GB
Available 10.8 GB
Version 5.1.1 (9B206)
Carrier AirTel 12.0

The iPhone About screen, displaying firmware Version 5.1.1 (9B206)
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The iPhone 5S teardown image—side one (included with kind permission from Techlnsights)

# Hynix 64 GB NAND Flash, Package Mark: H2JTFG8YD2MBR, 8 stacked NAND Flash, Die Mark: H27QCG8T2B

@ Apple Logo, Package Mark: 33851216-A2, Die Mark: Dialog D2045

@& Murata Combo Radio MCM, Package Mark: 33950205, Die Mark:Broadcom BCM43342

ge Marking 338511201, Cirrus Logic, Die Mark: CLI1GO09A1 / i

The iPhone 5Steardown image—side two (included with kind permission from Techlnsights)
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Included with kind permission from Chipworks



Reserved ( 1024 bytes)
Volume Header

Allocation File

Extends Overflow File

File Data Catalog File
or
Free Space

Attributes File

Startup File

Alternate Volume Header
Reserved (512 bytes)

iPhone OS | iPhone iPhone iPhone i0OS | iOS |iOS
1.0 SDK 2.0 | SDK 3.0 SDK 4.0 5 6 7

iPhone
iPod Touch
iPhone 3G

iPod Touch
(2nd Gen)

iPhone 3GS

iPod Touch
(3rd Gen)

iPad (1st Gen)

iPhone4
iPod Touch
(4th Gen)
iPad2
iPhone 48
iPad

iPod Touch
(5th Gen)
iPad Mini
iPhone 5
iPhone 5C
iPhone 58

The OS compatibility matrix
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Core 0S

—

The iOS layers

Software

Hardware and
Firmware

Data Protection Class

App Sandbox

Encrypted File System

Crypto Engine

I

Device Key
Group Key
Apple Root Certificate

The i0S security architecture




3. Data Acquisition from iOS Devices
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A secure boot chain of an iPhone in normal mode




redsnOw 0.9.15b3

Welcome! This is the latest version of redsnOw.

Copyright 2007-2012 iPhone Dev-Team. All rights reserved. Not
for commercial use.

For support, visit our blog or try searching JailbreakQA.

Extras

| Just boot Just boot tethered right now.

Enter pwned DFU mode in preparation for

| Pwned DFU
: " restoring to a custom IPSW.

| Recovery fix | G4t out of Recovery Mode loop caused by a
~reftore error.

| SHSH blobs Fetch, verify or use SHSH blobs.

Manually specify an IPSW.

| Select IPSW |
| Custom IPSW | Preserve baseband with a custom IPSW.

Device info, IPSW restores, and more.

| Evenmore |

| <Back | | Next> || Quit |

The redsnOw recovery fix

Boot ROM (DFU)
}
iBSS
}

iBEC
'
kernel
!
Ramdisk

A secure boot chain of an iPhone in DFU mode
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MacBook Pro

¥ Hardware
ATA
Audio
Bluetooth
Camera
Card Reader
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channel
FireWire
Graphics/Displays
Hardware RAID

USB Device Tree 'y

USB 3.0 Hi-Speed Bus
USB 3.0 SuperSpeed Bus
¥ USE Hi-Speed Bus
¥ Hub
¥ Hub
IR Receiver
¥BRCM20702 Hub
Bluetcoth USB Host Controller
Apple Internal Keyboard / Trackpad
¥ USE Hi-5peed Eus
¥ Hub

Memory FaceTime HD Camera (Built-in)
PCI Cards = =
parallel SCSI Apple Mobile Device (DFU Mode):
Power Product ID: 0x1227
Printers Vendor 1D: Ox05ac (Apple Inc.)
SAS Version: 0.00
SATA/SATAExpress Serial Number: CPID:8930 CPRV:20 CPFM:03 SCEP:01 BDID:00 ECID:000001C31110CDBC IBFL:00
<nl SRTGC:[iBoot-574.4)
Speed: Up to 480 Mb/sec

Storage Manufacturer: Apple Inc.
Thunderbalt Location 1D: Ox1d110000 / &
USB Current Available (mA): 500

¥ Network Current Required {(mA): 100
Firewall
Locations
Modems
Volumes
WIWAN

Jm| Mac » Hardware » USB » USB Hi-Speed Bus » Hub » Apple Mobile Device (DFU Mode)

The MAC system information displaying a DFU-mode device

Pwned Boot ROM (DFU)
'
patched iBSS
|
patched iBEC
'

patched kernel
|
custom ramdisk

An exploited boot chain of an iPhone in DFU mode
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1800 redsnOw 0.9.15b3

Weleome! This is the latest version of redsnOw.

Copyright 2007-2012 iPhone Dev-Team. All rights reserved. Not
for commercial use.

For support, visit our blog or try searching |ailbreakQA.
Prepare to enter DFU mode

Please make sure your device is both OFF and PLUCGED IN
to the computer

If it is not off, plug the device into the computer FIRST.
Then hold down the Power button {on the edge of the
device) until 'Slide to Power Off' appears, and then
slide to power off.

Click next when your device is BOTH off and plugged in
(or if it's stuck in a reboot loop).

(If you already know how to enter DFU mode, you may do
so right now from this screen without clicking next.)

| <Back | [ Next> || Quit |

The redsnOw welcome screen

. Data — bash — 102x46

Mac: /Nolumes/Datashexdump -C mobile/Library/AddressBook/AddressBook.sqglitedb

papBABRR
EEELLERE]
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EEELEET]
BaBBBRGER
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4
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71

|
58 7B be ac 56 14 ed 33 ad 2Ze |y*...4Px..VL030.
d5 el 34 bl @B 71 56 Ba 83 af |h.W.k...4..qV...|
B4 5b 1c 5f 56 54 3¢ 5e 9b 4e  |3.6.3..[._NT=".M|
62 e7 44 ec Bc dc 14 5e 74 ea ) GO N B |

|
12 a2 39 28 7d 9f 1d dc 7 f5 |.b7.-...9 }..... |
ad be 36 B4 74 37 b3 67 f2 b |..=.0...6.1t7.9..]|
ch Bb 24 e@ a7 @d da db 95 al |.Qu..... . PRI |
bl 1la cc cb 34 al 64 B¢ Te 1b |..EQ..&a...4.d.~.|

dZ 6b Tl 42 ea 13 5B cb 66 45 |J.rT...k.B..X.TE|
ab ed 39 15 ¢3 19 61 67 3f 76 |<.2}.q..9...aq?v|

The encrypted AddressBook file

| Data — bash — 10741

head

Mac:/Volumes/Datashexdump -C mobile/Library/AddressBook/AddressBook.sqlitedb | head
20 66 6T 72 6d 61 74 28 33 8@ |SQLite format 3.|
20 20 00 90 00 @0 0O 08 B8 B4 |..... B sesvasas |
BO B0 00 90 00 40 08 08 BB B4 |.......e0ea [
BO B0 00 00 00 B1 OB B0 BB BB |......cieaaaeaan |
BO B9 0D 00 00 OO BB BB BB BB |.....ciiieaaaaaan |
BB PR PP PO A0 0B BB BB BB B9  |....iiciceaenanas |
BB BB B5 BT o7 B0 B0 BB BB 3B |.-..iiiianannan B|
Bf ec BT e7 BB a5 B7 c3 BB B2  |..vcvernanannns b
B4 b6 B85 Tb B4 87 83 72 82 c4  |.'.H..... L |
81 2f @81 a3 28 be 8f fc BB BB |./..... Feoeannns |

pppRRRRR
pepeeRle
pepeRRZe
pepeeBB3A
ELEEEEEY:
BeRBBASE
ARRRBRGRE
peepRBRTE
peppRRRRR
pppRRRoR

The decrypted AddressBook file



4. Data Acquisition from iOS Backups

Devices Preferences

Device backups:

| Delete Backup |

I (M Prevent iPods, iPhones, and iPads from syncing automatically I

iTunes is not paired with any Remotes | Forget All Remotes 5 |
@ o)

iTunes—disabling automatic sync

iTunes could not connect to the iPhone "Satishb3" because
it is locked with a passcode. You must enter your
passcode on the iPhone before it can be used with iTunes.

[ Mare Information J [ Cancel ] E—'liq-ﬁg-i

iTunes—iPhone locked message
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Satishb3 2 Summary |

Info  Apps  Music Movies TVShows  Photos  OnThis IPhone [ one |
iPhone 3GS

Satishb3 i0s 6.1
29% A newer version of the iPhone software is available (version 6.1.3). To

update your iPhone with the latest software, click Update.

Capacity: 6.20 GB
Phone Number: n/a ‘
Serial Number: 85137505EDG

Update | | Restore iPhone...

Backups
Automatically Back Up Manually Back Up and Restore
iCloud Manually back up your iPhone to this computer of restore a backup
Back up the most important data on your iPhone to ICloud. Siuredicn this conpUter
@ This computer | BackUpNow || Restore Backup... |
Afull backup of your iPhone will be stored on this computer.
|| Encrypt iPhone backup Latest Backup:

This will also back up account passwords used on this iPhone. 20/04/13 8:16 AM to this computer

Change Password...

Options

iTunes—iPhone summary

) [ 97D6299A-8EDA-454F-9C62-4BB031F45DD6.plist 5"'_
TRRCIIE \-BEDA-454F-9C62-48803145DD6plst ) No Selection
Key Type Value
¥ Root Dictionary (S items)

SystemBUID String 519DF016-0F61-44E3-97BF-65424A4ADA75
HostiD String 97D6299A-8EDA-454F-9C62-4BB031F45DD6
RootCertificate Data <2d2d2d2d 2d424547 4942043 45525449 46494341 54452d2d 2d2d2d0a 4d494943 72544343 41525767 41774942 41674942 4144414e 42676b71 68606947 3
DeviceCertificate Data <2d2d2d2d 2d424547 494e2043 45525449 46494341 54452d2d 2d2d2d0a 4d494943 4e6a4343 41523667 41774942 41674942 4144414e 42676b71 686b6947 3
HostCertificate Data

<2d2d2d2d 2d424547 494e2043 45525449 46494341 54452d2d 2d2d2d0a 4d494943 756a4343 41614067 41774942 41674942 4144414e 42676b71 68606947 3

Pairing records on the iPhone

& GclblacaSQeZeban4635cfe7._c4b2d&1bd81289.3-glist &
de1bd812898.plist » No Selection |a
Type Value
Dictionary (9 items)
DeviceCertificate Data <2d2d2d2d 2d424547 494e2043 45525449 46494341 54452d2d 2d2d2d0a 4d494943 4e6a4343 41523667 41774942 41674942 4144414e 42676b71 68606947 3977304
EscrowBag Data <44415441 56455253 55554944 00000010 1162b128 64e04c36 a901c0a8 9c14b184 484d434b 00000028
HostCertificate Data

<2d2d2d2d 2d424547 494e2043 45525449 46494341 54452d2d 2d2d2d0a 4d494943 75624343 41614b67 41774942 41674942 4144414e 42676b71 68606947 3977304!

HostID String 97D6299A-8EDA-454F-9C62-4BB031F45DD6

HostPrivateKey Data <2d2d2d2d 2d424547 494e2052 53412050 52495641 5445204b 45592d2d 2d2d2d0a 4d494945 70414942 41414b43 41514541 31695068 786c4a44 77424a59 6f546678
RootCertificate Data <2d2d2d2d 2d424547 494e2043 45525449 46494341 54452d2d 2d2d2d0a 4d494943 72544343 41525767 41774942 41674942 41444 14e 42676b71 686b6947 3977304.
RootPrivateKey Data <2d2d2d2d 2d424547 494e2052 53412050 52495641 5445204b 45592d2d 2d2d2d0a 4d494945 6774942 41414b43 41514541 3041506b 64376857 4b646f41 57736d44
SystemBUID String 519DF016-0F61-44E3-97BF-65424A4ADA75

WiFIMACAddress String 28:cf:.da:6e:99:e2

Pairing record on a computer
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= ] (Q
Name 4| DateModified ~Size | Kind p—
" eadf4ala45ab93a07917e22dd28d298478686dd4 Yesterday 6:37 PM 621bytes  Document
" ec4d3d239f542940c029b778f84d76d256ae71db Yesterday 6:37 PM 630 bytes Document
" ec95a2de2a4f4b05093ef791394597fb453e8c16 Yesterday 6:37 PM 947 bytes  Document
ec1538f1312bd144239f7eac70dded3e010dc550 Yesterday 6:37 PM 88 bytes Document
B cfcb6026f7ae43b61 5043 Yesterday 6:37 PM 256KB  Document
f edcbc482¢d751c402f4ca5162b2347b80b43b173 Yesterday 6:37 PM 273 bytes Document
" ef244b0e70a71410ab2d8c2a64b826864bad012 Yesterday 6:37 PM 242bytes  Document
 fOb044e128429dab20cfac24fbedb3a528d730ac Yesterday 6:37 PM 66 bytes Document
" f6dc7201d77127256ac58b9ee73ca43975696e35 Yesterday 6:37 PM 70bytes  Document
| f7bbe63e61427d2ee896496f5726b81289cfda38 Yesterday 6:37 PM 3KB Document
i} 526248 Yesterday 6:37 PM 316 bytes Document
_ f26f27f146e07614fe4dfSal7f4ef6a042ea99eb Yesterday 6:37 PM 124 KB Document
" f30d6ef41c65177e0d949cbbefa7el14bb39a212 Yesterday 6:37 PM 1KB Document
7 f34b101 f9b378f95. Yesterday 6:37 PM 353 bytes Document
|~ f42cdcfe14c080199b895a59b6740a3cSb69cc33 Yesterday 6:37 PM 81 bytes Document
| f86c972026c10344edf4ce5894caeead222120al Yesterday 6:37 PM 289 KB Document
" f772aa7de1bd21cf98494024fbd193c6c4a3a586 Yesterday 6:37 PM 358bytes  Document
0 22b70a Sdbd Yesterday 6:37 PM 119KB Document
|5 f5359dec233d0c2359fc2445¢cc1738d52a2fbed4s Yesterday 6:37 PM 41KB Document
' f23461ec2e507af102a699e5e1fb5080608024b5 Yesterday 6:37 PM 5KB Document
' f968421bd39a938ba456ef7aa096f8627662b74a Yesterday 6:37 PM 699 bytes Document
" fb7786ced1add24313fa258c8eled041e24d52a4 Yesterday 6:37 PM 252 bytes Document
" fb520955¢98189505f20d2af90a46alced8c2e9c Yesterday 6:37 PM 6 KB Document
| fd2e382547e97230b737c2fa26972c56e675159b Yesterday 6:37 PM 6 KB Document
1 fd18a792c092be802c44f7ef7c0f8f11c8821cf6 Yesterday 6:37 PM 243 bytes Document
| fdda2f8 14da; 5f3c Yesterday 6:37 PM 45 KB Document
D Info.plist Yesterday 6:37 PM 13 KB Property List
" Manifest.mbdb Yesterday 6:37 PM 68 KB Document
D Manifest.plist Yesterday 6:37 PM SKB Property List
[} status.plist Yesterday 6:37 PM 189 bytes  Property List
iPhone backup files
e 00 [[| Domains.plist "
| <4 > | D Domains.plist » No Selection
Key Type Value
¥ Root Dictionary (4 items)
Version String 16.0
v SystemDomains Dictionary (12 items)
» MobileDeviceDomain Dictionary (2 items)
p CameraRollDomain Dictionary (9 items)
» WirelessDomain Dictionary (5 items)
» SystemPreferencesDomain Dictionary (3 items)
» HomeDomain Dictionary (10 items)
» DatabaseDomain Dictionary (4 items)
» TonesDomain Dictionary (6 items)
» RootDomain Dictionary (3 items)
» BooksDomain Dictionary (8 items)
» ManagedPreferencesDomain Dictionary (2 items)
» KeychainDomain Dictionary (6 items)
» MediaDomain Dictionary (10 items)
MinSupportedVersion String 3.0
MaxSupportedVersion String 17.0
System domains on the iPhone
800 iPhone Backup Extractor 0,06 iPhone Backup Extractor

Application Name

| Read Backups k

Extract

Date

19 August 2013

Cancel Choose

Read Backups |

Extract

iPhone Backup Extractor—choosing backups
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i;h o_n e Backup

Extractor

Application Name
com.HackTest

com.innerfour.photovault
com.yahoo.weather
com.yahoo.messenger
com.enchantedcloud.photovaultpro
com.yahoo.frontpage
com.google.PlayMusic
com.krvw.iGoat
org.wordpress

com.apple. WebViewService
co.LaunchKey.LaunchKey
com.google. Wallet
SynAck.shitiBank

| Read Backups |

Extract

iPhone Backup Extractor
5! iPhone Backup Browser E=RECE x™ ]
Satishb3 (1/18/2014 6:56:42 PM) -EB 2 e ([Eesv B

Display Name Name Files Size App Size |+
- System 266 7.641,458
co.LaunchKey.Launch Key co.LaunchKey LaunchKey 3 53467 L
com.apple.weather com apple weather N/A 0 1
com.apple.WebView Service com .apple. WebViewService N/A 0
com.enchantedcloud photovaultpro «com enchantedcloud photovaultpro 8 2429
com google PlayMusic com google. PlayMusic 3 72
com google Wallet com google. Wallet NAA 0
com.HackTest com HackTest NAA 0
com.innerfour photovautt com innerfour photovautt 2 8220
com jadedpixel shopify «com jadedpixel shopify 3 283,965
com knvw iGoat com krvw iGoat 1 343
MName Size Date Domain Key El
keeychain-backup plist 111,801 1/18/2014 1:26:17 PM Keychain Domain 51a4616e576dd33cd Zabadfeal/deb 8 246bfle H
Library/Accounts/Accounts 3 sqlte 90,112 1/17/2014 1:38:02 AM Home Domain 943624fd132270800ccEd9ce 1100c 223562 365¢
Library/AddressBook /AddressBook sqltedb 700,416 11/8/2013 1:40:33PM  HomeDomain 31bb7ba8914766d4badld6dib6113cEbE14bedd2
Library/AddressBook /AddressBookImages sqlitedb 1122304 5/11/20133:33:37AM  HomeDomain cd6702cea?HeB9cf280a76794405adb 1A Salee
Library/AddressBook /AddressBook Images sqlitedb-shm 0 1/5/2014 6:16:55 AM HomeDomain d1225e5e1a1205345a3c 0906772302660 6425747
Library/AddressBook /AddressBook Images sqlitedb-wal 16464 11/5/2013 3:41:56 PM  HomeDomain 544320f0e5693a48a6d6 765450956 T le b 08de
Library/BulletinBoard/BehaviorOvemides plist 1496 2/19/20132:00:32 AM  HomeDomain 3418406efa02588db 103dc 309cfe 1e9a35ede 36
Library/BulletinBoard /Cleared Sections plist 241 1/9/2014 212:04 AM Home Domain dd4b52c 3d Fded39a 7d8calbaa79651ad5c2b 71d
Library/BulletinBoard/ SectionIrfo plist 23,702 1/16/2014 1:11:58 PM HomeDomain 3d8abE30ca2e 30470 1c4ba 74722458084
Library/BulletinBoard//SectionOrder plist 788 2M19/20131:12:37AM  HomeDomain 910e28e5a Thce77740ac6d91546c68ad5Ha9451
Library/Caches/com apple mobilesafar, Thumbnails/040164FC-BAZF-42BB-81E7 26510 1/4/201412:01:23AM  HomeDomain 4D6bf4ce9639cadh 73440FadacBhe 1blcc 10304
Library/Caches/com apple. mobilesafan, Thumbnails/60 3390 86-FRE7-4536-8B71.. 54882 6/16/20134:30:34 AM  HomeDomain 5e0b3d1018cTcc B 40722682 1a43d 3a525a99d83
Library/Caches/com apple.mobilesafan, Thumbnails/ 76363A18-595A-4B1A-9C5F .. 16.792 HomeDomain 5806f2d701a82402b 06577328 158bacB7540c 956
Library/Caches/com apple. mobilesafarn, Thumbnails/DF 2ESD2C-DC06-40D6-961.. 1,539 HomeDomain 6253 1828a4b63%0448%0aac 77a11e80072eadd
Library/Caches/com .apple mobilesafari/ Thumbnails/FE5447E2-B52F-414D-AB6. .. 1,662 1/16/2014 2:44:19 PM Home Domain al7ad1e28c2ec87a91b60a% 772 35F 805 310F88
Library/Caches/com apple. WebAppCache/ApplicationCache db 294912 9/25/20132:56:46 PM  HomeDomain d2achlec24ed46659ec9 79745784 78 Bbd 236F9
Library/Caches/locationd/clients plist 2425 1/18/201412:33.09 PM  RootDomain ab%0d 7765%cce8904cazh67320b 107c 8579412
Library/Cachesocationd/consolidated db 20480 12/31/2013 122528 RootDomain 40965 6284 7d) 284a7cB15836
Library/Caches/locationd/significant plist 74 5/10/2013 35943 PM  RootDomain c061d48f0cbf73a%ebdaebe 15dd85ed 96651145
Library/Calendar/Calendar sqltedb 389120 1A17/2014 1:31:13AM  HomeDomain 2041457d5=04d35d0ab4811783554f678 126858
Library/Calendar/Edras.db 28672 1/3/20143:22.42FM HomeDomain 22b5b3c3890cfc Sceeb8be 5239226 Bebe Bee Hfd E

iPhone Backup Browser



[ 6clb7aca59e2eba6f4635cfe7c4b2de1bdB12898 extract

23 0 | I | | 2 v = (Q
Name 4| Date Modified Size Kind
» (] AppDomain-co.LaunchKey.LaunchKey 15-Jan-2014 10:05 PM -- Folder
» [ AppDomain-com.apple.weather 15-Jan-2014 10:05 PM = Folder
» (] AppDomain-com.apple WebViewService 15-Jan-2014 10:05 PM - Folder
» [] AppDomain-com.e...loud.photovaultpro 15-Jan-2014 10:05 PM - Folder
» (] AppDomain-com.google.PlayMusic 15-Jan-2014 10:05 PM - Folder
» [] AppDomain-com.google.Wallet 15-Jan-2014 10:05 PM - Folder
» (] AppDomain-com.HackTest 15-Jan-2014 10:05 PM - Folder
» (] AppDomain-com.innerfour.photovault 15-Jan-2014 10:05 PM - Folder
» (] AppDomain-com jadedpixel.shopify 15-Jan-2014 10:05 PM --  Folder
» [ AopDomain-com.knvw.iGoat 15-Jan-2014 10:05 PM = Folder
» (] AppDomain-com.mywickr.wickr Today 7:46 PM - Folder
» (1] AppDomain-com.quickoffice.egab 15-Jan-2014 10:05 PM Folder
» (] AppDomain-com.securitylearn.Cardinfo 15-Jan-2014 10:05 PM - Folder
» [] AppDomain-com.yahoo. Aerogram 15-Jan-2014 10:05 PM - Folder
» (] AppDomain-com.yahoo.frontpage 15-Jan-2014 10:05 PM - Folder
» [] AppDomain-com.yahoo.messenger 15-Jan-2014 10:05 PM - Folder
» (] AppDomain-com.yahoo.weather 15-Jan-2014 10:05 PM - Folder
» [ AppDomain-mega.ios Today 7:46 PM -- Folder
» (] AppDomain-org.wordpress. 15-Jan-2014 10:05 PM --  Folder
» [ AppDomain-SynAck.shitiBank 15-Jan-2014 10:05 PM Folder
» [ CameraRollDomain 15-Jan-2014 10:05 PM -- Folder
» [ DatabaseDomain 15-Jan-2014 10:05 PM = Folder
» (] HomeDomain 15-Jan-2014 10:05 PM - Folder
» [ KeychainDomain 15-Jan-2014 10:05 PM - Folder
» [] ManagedPreferencesDomain 15-Jan-2014 10:05 PM - Folder
[] Manifest.plist Today 7:46 PM 9KB  Property List

» [ MediaDomain 15-)an-2014 10:05 PM - Folder
» (] MobileDeviceDomain 15-Jan-2014 10:05 PM - Folder
» (] RootDomain 15-Jan-2014 10:05 PM --  Folder
» [ SystemPreferencesDomain 15-Jan-2014 10:05 PM = Folder
» [ WirelessDomain 15-Jan-2014 10:05 PM -- Folder

Extracted iPhone backup files

800 ([ python_scripts — bash — 194x31
| Passwords |
|Service |Account |Data |Access group |Protection class |

|push. apple. com I

|>c68a5988072cTc1c23b | com. apple. apsd

|AirPort |belkin.3239 |443cB66E |apple

|Shared Mobile Device ID | |9efedff4bd36cT2c268a | PGBIGVERBD. ru. yandex.mobile. shared-device-id
|com.apple. certui [https: blu-m.hotmail.com — cE43bF96 59b4 |<binary plist datas |apple

|ApplelDClientIdentifier | | 7ESBEFCC-3757-4450-8 |apple

|Etsy | token |82334027775e90824879 | 3CUB372VC3. com. etsy.etsyforios

|Etsy |secret |6b96974a0a

|com. facebook.analytics.deviceid |
|com. facebook.datr

|3CUB372VC3. com.etsy.etsyforios

|596B8BDB—CEB4-4F49-B | TB40ZS6500. platformFamily
| bXFQUTDMAKPERCiS_Vot |TB40ZS6500. platformFamily

|
|com. apple.certui |https: blu-m.hotmail.com - 352dcac? 2563 |<binary plist data> |apple

| com. facebook.Snap.graph |Data('188884898443585" ) | BAADhZCRC fHxMBAKKOKC | TB4QZS65D0. platformFamily
|com. apple.certui |https: mega.co.nz - 5b4ff5cB 39c1f27f 7@|<binary plist data> |com.apple.cfnetwork
|com.apple.certui |https: blu-m.hotmail.com — 7e571884 e159|<binary plist datas |apple
|com.apple.certui |https: accounts.google.com — cGeede97 el|<binary plist data>= |com.apple.cfnetwork
|com.apple.certui |https: accounts.youtube.com - 775918d3 9|<binary plist data> |com.apple.cfnetwork
|com.apple.certui |https: blu-m.hotmail.com - cecacbbe 4898 |<binary plist data= |apple

|com. apple.certui |https: www.google.co.in - 9B86de596 fbada|<binary plist data> |com.apple.cfnetwork
|com.apple.certui |https: blu-m.hotmail.com - 12882df3 c3d5|<binary plist data= |apple

|com. apple.certui |https: netbanking.mashregbank.com - Safe|<binary plist data> |com.apple.cfnetwork
|com.apple.certui [https: weww.testflightapp.com - BF67acae |<binary plist data> |com.apple.cfnetwork
|com.apple.certui |https: blu-m.hotmail.com - 114aac43 aB81|<binary plist data= |apple
|com.apple.certui [nttps: weww.testflightapp.com — ad989765 |<binary plist data> |com.apple.cfnetwork
|AirPort |satish mac |1234abcd |apple

|com. apple.certui |https: netbanking.mashregbank.com - 6aff|<binary plist data> |com.apple.cfnetwork
|com.apple.certui |https: blu-m.hotmail.com - e96abbat B874|<binary plist data= |apple

|com. apple. iAdIDRecords |Datal ' kADiADIDStorageKey') |=binary plist data> |apple

|AlwaysThisDeviceOnly
|AfterFirstUnlock
|WhenUnlocked

|Always
|AfterFirstUnlockThisDeviceOnly
|WhenUnlocked
|'WhenUnlocked
|AlwaysThisDeviceOnly
|'WhenUnlocked

|Always

|'WhenUnlocked

|Always

|Always

|Always

|Always

|Always

|Always

|Always

|Always

|Always

|Always

|Always
|AfterFirstUnlock
|Always

|Always

|WhenUnlocked

A decrypted keychain



<< > PP comm— " W Q- Search Library

Satishb3 & Summary | Info  Apps  Music  Movies TVShows Photos  OnThis iPhone

iPhone 3GS I — __ Set Password

Enter a password to protect your iPhone backup on
this computer.

lable (version 6.1.3). To
, click Update.

Password:

Verify Password: ]

() Remember this password in my keychain

Cancel | | Set Password

Backups
Automatically Back Up Manually Back Up and Restore
iCloud Manually back up your iPhone to this computer or restore a backup
Back up the most important data on your iPhone to iCloud. stored on this computer.
@® This computer | BackUpNow || Restore Backup...
Afull

ir iPt ill 1 thi my T
@ Encrypt iPhone backup Latest Backup:
This will also back up account passwords used on this iPhone. | Today 6:26 PM to this computer

Change Password...

Amtimn

429GBFree 1l s

iTunes—encrypted backup

rDeviceI!-admps -
& @ satichb3 1/18/2014 9:46:57 PM
Device Name: Product Type:
Phone Number:
x ) Comd

iPhone Password Breaker—Choose backup

& Elcomsoft Phone Password Breaker (SRR
File Settings Help
Backup:

Cx\Jser R Computer\¥...Manifestplst |_Open... |
Attads

Task
engiish.dic; no mutations

Progress
Attack 10f 1
= < Start

Estimated time left:
Attack rate:

Curentpassword:  [123¢ [ 4@ (3

Time Message
09:44:07 Backup have been decrypted successfully.
09:44:30  Opened backup "C:\Users\Test\AppData\Roaming\Apple Computer

09:45:02  Backup have been decrypted successfuly.

09:45:23  Opened file "C:\Users\Test\AppData\Roaming\Apple Cnm'puinrvﬂlot
09:45:38  Password found: "1234". Time elapsed: 0.47 sec. -
Ll n »

iPhone Password Breaker—password brute force

Syne |



ordde & bd D
Total Storage 5.0 GB
Available 4.9 GB
Manage Storage >
Change Storage Plan

iCloud Backup m

iCloud backup toggle on the iPhone

s 1

Password:
() Use authentication token (base64)

I I
[ o J[ concel |

|

431268493

UDID: 6¢c1b7aca59e2eba6f4635cfe7c4b2de 1bd8 12898
Updated: January, 18 2014 13:37; 1 snapshot(s)

Satishb3 [iPhone2, 1] [SN: 85137505EDG]
Size: 36.6 MB

UDID: b716de79051ef093a98fc3ff 1c46ca5e36faabc3
Updated: October, 18 2011 07:00; 3 snapshot(s)

[ Satishb3 [iPhone3, 1] [SN: 870522V6A4S]
Size: 21.6 MB
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| ZSPRECORD  (61) |

ZCONTENT

ZEXTID

ZSPTOPHIT (D)
Z WMETADATA (1)
Z_PRIMARYKEY (2}

Attachment 1 Image
Lower unit gone
What is the problem
Cruisin at 7 knots

message_guid=AAB17F24-7BE7-47B0-AB0A-44B580182FCF
message_guid=174142BB-7784-4EF5-A6DC-1254E4AFA3AES
message_guid=C2135048-6332-4CB6-AFEB-33A17ETS0B87
message_guid=76351522-9505-4CD2-3C12-5613CF185A6A

The SMS Spotlight cache file

mbp-hmahalik:Webkit hmahalik$%$ cd fUsers/
hmahalik/Desktop/Webkit/LocalStorage
mbp-hmahalik:LocalStorage hmahaliks 1s
StorageTracker.db
http_www.google.com_B. localstorage
http_m.youtube.com_B.localstorage
hitp_www.voutube.com_B. localstorage
http_www.bing.com_B.localstorage
https_m. facebook.com_@. localstorage
mbp-hmahalik:LocalStorage hmahaliks I

The LocalStorage folder contents

806 5 consolidated.db — Locked = o
b
pEcEcueey s . —n -
Filter Timestamp. MagneticX Biasz Level | Magnitude Inclination
Tables 397825598.866... 1.000131249... -5.6691226... -33.6426... -9.8247... -74.7216... 3 34.1315841... 16.746786117553
397464520.501... 2.527702331... 36.5915298... -9.59072... -10.180... -74.7932... 3 38.4508171... 19.300725936889(
1395677653.583... 29.69783592... 16.5588665... -10.1030... -17.953... -71.7329... 3 43.5232200... 9.4296483993530!
i 97278928.742... 35.99276351... -4.1517596... -17.9594... -11.636... 3 40.4383430... 23.143756866455|
[ =] ;';::Z 397526608.005... 9.358675003... -25.768684... -31.5292... -16.420. 3 40.7610816... 18.209178924560|
Tableinfo 395933819.072... 24.77676010... -5.3470115... -16.8228... -10.536... 3 30.4218235... 33.231529235839|
B ; rows 395401386.925... -32.7209167... -26.507610... -11.1854... -21.658... -67.6966... 3 43.4477310... 17.569580078125'
Views 397707511.257... -34.8691444... -18.540580... 1.463419.. -18.932... . =52.6133... 3 39.5190124... 30.580520629882|
398008208.522... -37.7201614... -13.226410... -1.76363... -22.500.. . -63.9044... 4 40.0107383... 20.924821853637
398626719.873... -21.7697811... -28.302036... -10.4521... -16.045... . -60.6969... 3 38.9990806... 21.757526397705!
395596414.866... -10.7783412... -29.576835... -28.8846... -13.250... -59.4609... 3 42.7233581... 23.430925369262
395681681.68238 -18.1000881... -25.179094... -28.4051... -29.237... -69.3532... 3 42.0529747... 44.917324066162
395681689.236... -26.7571754... 11.4114971... -28.8680... -25.277... -66.6357... 3 41.2897338... 33.963188171386
395933972.833... -31.9908790... -22.259635... -29.7702... -21.332.. . -65.9417... 5 49.0426139... 36.140575408935
398157326.401... -38.9373474... -17.843893... 22.89932... -19.085 . =65.1300... 3 48.8898010... 12.794839859008
395933824.298 18.24590492... -29.881649... 1.820023... -13.694... . -67.1636... 3 35.0590744... 41.680133819580/
395933831.094... -18.6137428... 15.4992513... 17.41366... -14.873.. -66.2330... 5 29.8317604... 32.763885498046,
397837999.531... -21.9664058... 28.1718273... -26.0368... -19.843... . -64.5132... 4 44.2051391... 20.393218994140!
396881225.617... 37.02405548... -21.706907... -14.7401.. -18.227.. . -63.9292... 5 45.3788871... 23.224666595458!
396618096.706... -18.8169689... -46.284172... -22.8564... -18.789... . -61.3223... 3 56.9098930... 16.755559921264!
396618102.170... 50.84199905... -1.0987336... -10.9434... -19.307... -61.5488... 4 52.0180130... 17.581190109252!
398222060.053... 48.39217758... 12.6660327... -13.6877... -19.294... -61.2228... 5 51.8612136... 15.283143997192!
397464529.130... 6.932649612... 35.1686248... -31.5720... -11.293 71.6104... 3 47.7670402... 23.336816787719
398626731.556... -39.4483909... -7.5617275... 6.797387.. -16.782... 61.5390... 4 40.7376976... 20.442686080932(
398626743.471... -20.5659294... 28.8992786... -21.4836... -16.367... -62.2913... 5 39.8598060... 17.258197784423,
[ % -} upgrade B + | - | Edic) 25 records. 0.0 seconds. 1&“

The Consolidated.db view with SQL.ite Professional

en_GB-dynamic-text.dat

8

-

Redo. -
0000 44 79 6E 61 6D 69 63 44 69 63 74 69 6F 6E 61 72 79
8823 6D 79 2€ 2E 65 6D 61 69 6C 2E 2E 74 61 6B 65 2€ 2F
0046 64 69 6 67 2E 2€ 74 6F 2€ 2€ 64 61 79 00 2€ 2€ 60
8069 64 72 65 73|73 2 2€ 2€ 62 72 69 6E |67 2E 2E 2E 6D
008C 2€ 2€ 2E 6F 70 65 6E 2€ 2E 2E 63 68 65 63 68 2E €
DOAF 2F 2E 63 6F 6E 63 65 72 6E 73 2E 2€ 2 62 72 69 M4
0802 2€ 2€ 2E 2€ 69 70 68 6F 6E 65 2 2€ 2E 2€ 66 6F 72
0OFS 2F 2E 2€ 7465 78 74 2E 2E 2E 6C 6F 76 65 2E 2E £
0140 Ba ¢4 <€ cal7c 6 &n oo iE o <ciaa en o oElen
Type Value
8 bit signed
8 bit unsi...
16 bit signed
16 bit uns...
32 bituns...
Hex Little Endian Insert

20 35 00 00
63 61 72 65
65 65 74 2€
6F 6E 6579
X642
68 2€ 2€ 2F
65 6E 73 69
68 65 78

o en ccien

IRSIIRRNS

RIZIRRRE]

JRRIRREST

5

IRRRIGER

5

IZRRRGRAIS
RERRDARI D

IBEBRRREY

80 67 6F 6F 64 2€ 00
67 65 2E 2E 73 65 6E
6F 6E 2€ 2€ 2E 61 64
2E 26 2€ 6B|65 79 73
6E 74 61 63 74 2€ 2€
68 6F 63 6C 61 74 65
61 63 6B 69 6E 67 2£
73 2E 2 2E 2 2
7 74 oo cc e <o e

AsCHl Offset: 118  Selection: 0

Keyboard cache in hex editor



6. i10S Forensic Tools

‘®@00 /) satishb3 — Toolkit.command — tee — 80x24 =

Welcome to Elcomsoft i0S Forensic Toolkit
This is driver script version 1.23/Mac

(c) 2011-2014 Elcomsoft Co. Ltd.

|
|
|
|
|
I

Please select an action

1 ENTER DFU - Help putting device into DFU mode

2 LOAD RAMDISK - Load tools onto the device

3 GET PASSCODE - Recover device passcode

4 GET KEYS - Extract device keys and keychain data

5 DECRYPT KEYCHAIN

6 IMAGE DISK - Acquire physical image of the device filesystem
7 DECRYPT DISK

B8 TAR FILES - Acquire user's files from the device as a tarball
9 REBOOT - Reboot the device

@ EXIT
>

The Elcomsoft iOS Forensic Toolkit welcome screen

800 73 satishb3 — Toolkit.command — tee — 80x24 E'

|

| Welcome to Elcomsoft 10S Forensic Toolkit
| This is driver script version 1.23/Mac
|
|
|

{c) 2011-2014 Elcomsoft Co. Ltd.

Please note that to recover passcode for i0S 4/5/6/7 device you need
to load ramdisk on the i0S device first. If you haven't done

this yet, please return to previous step and use corresponding menu
item.

Please choose the operation mode of passcode recovery:
1 Only show passcode type
2 Check 4-digit PINs
3 Perform a wordlist attack
4 Set custom passcode recovery parameters

® Back
>: ]
The Elcomsoft iOS Forensic Toolkit welcome screen
®00 i satishb3 — Toolkit.command — tee — 80x24 d

I

| Welcome to Elcomsoft i0S Forensic Toolkit
| This is driver script version 1.23/Mac
I
I
[

(c) 2011-2014 Elcomsoft Co. Ltd.

Please note that to obtain device disk image you need to load ramdisk
on the i0S device first. If you haven't done this yet, please return
to previous menu and use corresponding item.
Please select partition to image:

1 System (rdisk®slsl) =- this one is NOT ENCRYPTED

2 User (rdisk@s1s2) <- this one is ENCRYPTED

@ Back

E S |

The EIFT passcode recovery options



Physical Logical Passcode Keychain Disk
imaging imaging recovery decryption | decryption
N not
H;?IPM i0S 1/2/3 + + instant 2 + encrypted 9
Touch 1 not
iPod Touch 2 i0S 4 + + + + encrypted 9
) not
iPhone 3GS i0S 3 + + instant 2 + encrypled 9
iPod Touch 3
sl 08 415 + + + + +9
iPhone 4
iPod Touch4 | 10S 4161817 + + + + +
iPhone 4S5
Phors & i0S 5/6/7 + + + + +
iPhone 5C
iPad 2-4
iPad Mini
iPod Touch 5
EIFT supported devices
[ @ Oxygen Forensic® Extractor v.6.1.0.173 (ESREEE )

=

Connection Mode

Please connect your device to PC and select one of the modes: auto connection or

manual device selection.

Auto device connection
Auto mode connects the first device detected on PC.

«gy Manual device selection

Manual selection mode allows to choose connection type and device

model from the list.

@ Help

r—

Cancel

Oxygen Forensic Suite—the Connection Mode screen



B Oxygen Forensic® Extractor v.6.1.0.173

Connect device via cable

Device is detected successfully!

Press Mext button to start extracting data from the device. Press Cancelif you do not
need to investigate this device now.

vice information:

Model: ‘ Apple iPhone 55

IMET: | 358843056195937

|
|
Software Revision: ‘ 7.0.6 |
Boot loader: |apple 05 Boot-1940.3.5 |

W. I MNext » ] l Cancel

Oxygen Forensic Suite—the device information screen

:
Oxygen Forensic® Extractor v.6.1.0.173

r

Apple iPhone 55
Calendar
Event Log
File structure
® Sselective reading
Images
Audio
Videos
Documents
Applications
Database files
Other files
O Full reading
O Files from internal memory
Messages
Phonebook




{3 Oxygen Forensic® Suite 2014 Standard

=3] =

Ele View Tools Service Help

& = |FEAldevices ¥ (9 Unassigned devices b [y iPhones, 2 - 3/19/20148: 14:40 PM [358843; -
1 Connect new device ~ | Importbackup fle ~ || Save to archive ~ ﬁma\yﬁml = print - | [£[7] viewmode ~ 73 Actons - | (@) Hep
Devices and Cases « Phones,2 Satish Bommisetty
5 Al devies A Phones,2 Inspector Add inspector
B Unassigned devices _
| Retail Name  Apple iPhone 55 Case Add case
Ha Apple iPhone 365
Hz Apple iPhone 365 Internal Name  iPhonet, 2 4 Evidence number  Add evidence number
HII P Platform i0S m_
D@EI IMET  358843056135337 Owner  Satish Bommisetty
=== Software Re 7.06 Mobile phone 990 892 3323
Add photo Bootloader  iBoot-1840.3.5 dd photo Emall satish, bommisetty @amail.com
Extracted by version 6.1.0.173 Full profile
Extraction Time  3/19/2014 8:14:40 PM
Enter device note here Enter owner note here
Common sections (16) B
3l Unregistered! Unregistered! 100}
uﬂ Device Information Rl Acgregeted Contacts E Dictionaries - Event Log
- 1660 Unregistered! Unregistered! S
= % File Browser ﬁ Key Evidence ‘\E?f,_ Links and Stats Lt Messages
= Organizer =] 334 — Y
A 5 i= Phonebook *., Reports (! search
Calender ' potes = & fer %
& Unregistered! Unregistered!
* Social Graph ! ?9 Timeline (@) web connections and Lacar-.
. -
Applications (1)
Standard version: 6.1.0.173 Expires in 72 days Case: Nene, iPhoneb, 2 [358843056195937]
Oxygen Forensic Suite—the extracted data summary screen
@ iPhone6,2(358843056195937) 3-19-2014 8-28-42 PM.pdf - Adobe Reader
File Edit View Window Help x
@ 2 % ‘ /1181 ‘ = B2 | E Tools  Sign | Comment

L] | Bookmarks Dl

P E- ®
— | 2P case: N/A, IMEL

&

358843056195937,
Alias: iPhone6,2

[¥ Device Data
Report

[¥ calendar
[P Event Log

[ File Browser

P Messages

OXY
SOFT

Device Data Report

[P Notes Common information

[ Phonebook

Alias
[ Favourites

hone6,2

Retail Name

Apple iPhone 5s

Manufacturer

Apple

Internal Name

Platform i0s
IMEI 358843056195937
Software Revision 708

Boot loader

iBoot-1940.3.5

Jail Break

No

Activation State

Activated




r

i0S Device Extraction

iOS Device Data Extraction Wizard

Choose an extraction type:

} Advanced Logical extraction

* Physical extraction
« File system extraction
« Passcode recovery/test

} Physical mode ‘

(D The device must be off.

iPod Nano 5G

Physical mode contains three types of extraction:

Supported devices running iOS 3.0 or higher: iPhone
2G/3G/3GS/4, iPad 1, iPod Touch 1G/2G/3G/4G,

UFED Physical Analyzer—the iOS Device Data Extraction Wizard screen

-

i03 Physical 3.9

Device Info:

Device model:
i0S5 version:
Serial number:
ECID:

Board:

Chip I1D:

iBoot firmware version:

You can release the Home button now.

iPhone 4 GSM
7.0.3-7.04
870522V6A45
000001C31110CDEC
ns90ap
iBoot-1940.3.5

8930

— 5

Successtully entered Recovery Mode.

Connect > Prepare > Extract data

UFED Physical Analyzer—the device information screen



iRecovery Stick—the Choose connected device screen

searchext @)=

{Activated

tivationStateAcknowledged
asebandBootloaderVersion [ICE_2 13
asebandSerialNumber CAEOMAMBNgSMaM

1seb i E.wm
|g [BuildVersion

GQTEZMQswCQYDVC

INADCBIQKBgQCARRBWE JiphH3k Hm/RUmLIEeqhCFC:
pZAPs&dS/vQDgLLUMqpVLanTMDAQABoOGVWGSMBBGAlUMVMBaAFLL*
)97 BGEFBQCDAQ! IAQEF BQ)

hwvnom. J0fMeqTSum/abADVDDBKGakD)/ g39q5eQDsMeQgvaK/SwVCyg +SGnzkul¥aDolZ BszVuMbqlQVMOCPh:PydPT[EcSNﬂOVAgtV(KJRBd]Vé7bA—

iRecovery Stick—the Choose connected device screen



7. Understanding Android

Activity
Manager

Package
Manager

APPLICATIONS

Contacts Phone

APPLICATION FRAMEWORK

Window Content
Manager Providers

Telephony Resource
Manager Manager

LIBRARIES

Manager Framework

Display
Driver

usB
Driver

LINUX KERNEL

Camera Bluetooth
Driver Driver

Keypad WiFi
Driver Driver

View Notification
System Manager

Location XMPP
Manager Senvice

ANDROID RUNTIME

Core
Libraries
Dalvik Virtual
Machine

Flash Memory Binder (IPC)
Driver Driver

Audio Power
Drivers Management

Android architecture

JAVA SOURCE
E

!

Java
Compiler

!

JAVA BYTE CODE

Dalvik VM

JVM versus DVM




B4 Gmail

Do you want to install this application?

Allow this application to:

e Your personal information
read cont a, wri tact data

Network communication
full Internet acces

Your accounts

dentials of an ac

Storage
modify/delete USB storage contents

System tools
prevent phone from slee
subscribed feeds, writ

Show all

Cancel

L =)

The permission model in Android



8. Android Forensic Setup and Pre Data Extraction Techniques
© Android SDK Tools Setup Lo | o S

Welcome to the Android SDK Tools
@ Setup Wizard

This wizard will guide you through the installation of Android
SDK Tools.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

[ Next > JL Cancel

Android SDK Tools setup wizard

£ Choose Packages to Install ESEel ™™
Packages Package Description & License
4 + Android SDK License Packages -
+ Android SDK Platform-tools, revision - Android SDK Platform-tools, revision 19
+ Android SDK Build-tools, revision 19 - Android SDK Build-tools, revision 19
¥ Decumenationor Anded 0K ¢l Documentaton for Andrid SK A11, e
+/ SDKPlatform Android 44, API19, 1evi  _ Samoles for SDK API19, revision 1
+" Samples for SDK API 19, revision 1 - ARM EABI v7a System Image, Android API19, revision 1
/' ARM EABIv7a System Image, Androic - Google APls, Android API 19, revision 1
+ Google APIs, Android API10, revision| - Sources for Android SDK, API19, revision 1

Sources for Android SDK, API19, revis - Android Support Library, revision 19
- Google USB Driver, revision 8

« Android Support Library, revision 19

Google USB Driver, revision 8 License
Terms and Conditions

<

<

This is the Android Software Devel Kit License

d | Print © Accept License

Install Cancel

Android SDK License



«y Android Virtual Device Manage

List of existing Android Virtual Devices located at C\Users\vogella\.android\avd
AVD Name  Target Name Platform  APILevel CPU/ABI E MNew. i

No AVD available - -

=

il
b1

o

~ Avalid Android Virtual Device, @ A repairable Android Virtual Device,
X An Android Virtual Device that failed to load. Click 'Details' to see the error.

Android Virtual Device Manager

AVD Name: AVD_for_Nexus_S_by_Google

Device: [Nexus S (4.0, 480 x 800: hdpi) -
Target: |Android 4.2.2 - API Level 17 -
CPU/ABE ;ARM (armeabi-v7a) v
Keyboard: Hardware keyboard present

Skin: Display a skin with hardware controls

Front Camera: [None Vl
Back Camera: [None v]
Memory Options: RAM: 343  VMH eap: 32

Internal Storage: 200 MiB v
SD Card:
© Size: MiB vl

©) File: \ (Browse...‘J

Emulation Options: Snapshot Use Host GPU

["] Override the existing AVD with the same name

[ ok || conce |

Virtual device configuration



r \
& 5554:ForensicsAVD E\_&

il 1 12:40 | Basic Controls

OO0 0

Hardware Buttons

DPAD

=)

Hardware Keyboard
Use your physical keyboard to provide input

The Android emulator

USB Mass Storage

P -

USB connected

You have connected to your computer via
USB. Touch the button below if you want to
copy files between your computer and your

Android's USB storage

Turn on USB storage

USB mass storage




X 2 il 5 7:42 PM

@ Select default type

Charge only -
HTC Sync
Disk drive

Internet sharing

HTC mobile USB options

@ T Lalrexl 12
@ Developer options

USB debugging

Allow mock locations

Desktop backup password

User interface

Strict mode

Show pointer location

Show touches

The USB debugging option in Samsung mobiles



Smudges visible on a device under proper lighting (source: https://viaforensics.com/wpinstall/wp-
content/uploads/smudge.png)

¢ = @z Ly (1 T EB 4:59 PM

fi Draw pattern to unlock

Emergency call Forgot pattern?

Forgot pattern option on an Android device

wipe cache partition

Normal Android system recovery mode



ClockworkMod Recovery v4.0.0.4

reboot system now

apply update from sdcard
wipe data/factory reset
wipe cache partition
install zip from sdcard
backup and restore
mounts and storage
advanced

Modified recovery mode

s

Superuser Request

Deny

v Remember

Application requesting root access



9. Android Data Extraction Techniques

Last login: Mon May 5 11:47:35 on ttys@ee

mbp—hmahalik:~ hmahalik$ cd /Users/hmahalik/Desktop/Androidy Tools/adt-bundle-ma
c-xB6_64-20140321/sdk/platform-tools

mbp-hmahalik:platform-tools hmahalik$ ./adb install fUsers/hmahalik/Desktop/Andr
oidy Tools/Term.apk

# daemon not running. starting it now on port 5837 =*

* daemon started successfully =*

@—C)v[ . C\temp\data|

File Edit View Tools Help

Organize v Include in library v Share with v Burn New folder
9 Favoiites Name : Date modified Type Size
& Downloads 1. com.adobe.flashplayer 28-12-201312:07 File folder
%L Recent Places 1. com.adobe.reader 28-12-2013 12:07 File folder
Bl Desktop 1. com.aldiko.android 28-12-201312:07 File folder
. com.android.browser 28-12-201312:07 File folder
4 Libraries . com.android.calculator2 28-12-201312:07 File folder
J. com.android.camera 28-12-201312:07 File folder
1™ Computer J. com.android.deskclock 28-12-2013 12:07 File folder
‘ Local Disk (C:) 1. com.android.email 28-12-201312:07 File folder
a LENOVO (D:) J. com.android.gallery3d 28-12-201312:07 File folder
J. com.android.inputmethod.latin 28-12-201312:07 File folder
€ Network . com.android.keychain 28-12-201312:07 File folder
J. com.android.launcher 28-12-201312:07 File folder
1. com.android.musicfx 28-12-201312:07 File folder
1. com.android.phone 28-12-2013 12:07 File folder
1. com.android.providers.calendar 28-12-201312:07 File folder
The /data directory extracted to a forensic workstation
£ sQlite Database B - C:/temp/databases/profile.db | C S

File Edit View Help

DeE- gefee e B K

Database Structure | Browse Data | ExecutesqQL |

| Obiect | Type | Schema -
table CREATE TABLE android_metadata (local... | _
table CREATE TABLE _sync_state (_id INTEGE... |~
table CREATE TABLE packages (_id INTEGER ...
table CREATE TABLE mimetypes (_id INTEGER...
table CREATE TABLE data (_id INTEGER PRIM...
SQLite Browser
@_C)v[ 4. Ci\temp\databases
File Edit View Tools Help
Organize v Include in library v Share with v Burn New folder
I Favorites Name ’ Date modified Type Size
8 Downloads 7| contacts2.db 28-12-201313:10 DB File 308 KB
. Recent Places | contacts2.db-journal 28-12-201313:10 DB-JOURNAL File 13KB
B Desktop 4] profile.db 28-12-201313:10  DBFile 308 KB
_ profile.db-journal 28-12-201313:10 DB-JOURNAL File 0KB
4 Libraries

The contacts2.db file copied to a local folder



Database Structure

Browse Data

Execute SQL

S s—) Y

id number date duration tvpe new name
1 1 1388206471836 2
2 2 8887775566 1388206593826, 5 2 0
3 3 4444444444 1388211842729 134 2 0 Robert
4 4 6666666666 1388211997835 4 2 0|Amy
5 5 9999999999 1388212023730] 1 2 1|James
address person date date sent prol re stat tyr re sul body
(999) 999-9999 1388223954060 1 =1} 2 Hi.. Let's meet at 10 PM today
123 5 1388224802844 1388224803000 1 -1 1 0 Payment received
345 6 1388224888176 1388224888000 1 -1 1 0 Hello
Calls table in the contacts2.db file
[ browser2.db - Oxygen Forensic SQLite Viewer - i E . N
File Tools Service Help
[ open || @]Ewort Pt - | i) Analyze DeletedData (1 Optons @) Hep
& Tables f@ Table data I
M B _smcstate 00) ol tte ol
B _sync_state_metadata (|| 1 GOO<TRIAL> https:/fwww.google. com /w <TRIAL >X000000000000000X
B  android_metadata (1/0) || 2 2 test - Goo <TRIAL >XXX https://www.google droid-home&
B  bookmarks (15/0) 3 3 test - Goo <TRIAL >XXX https:/fwww.google.com/search?si hpSei=8Ze2U...
history (14/0) 4 4 Goo<TRIAL> https:/fwww.google. co.in/?gws_<TRIAL >XX0000000XX. ..
B  images (24/0) 5 s Welcome t<TRIAL>XXX https: //m. facebook.com/refsrc=htt<TRIAL
B  searches (3/0) 6 6 google - Go<TRIAL >XXXX http:/fwww.google.com/m?hl =en&sou <TRIAL >XXXXXXX...
B setings (1/0) G 7 forensics - <TRIAL X000 http:/fwww.google.com/search?hl droid-...
B  sqlite_sequence (3/0) 8 8 Forensic science - Wikipe <TRIAL >X00000000000000000C  http: //en.m.wikipedia,o <TRIAL >X)X00000000000000X
B thumbnais (1/0) 9 9 facebook - G<TRIAL >X000( http:/fwww.google.com/m?hi <TRIAL>XX0000X. ..
10 10 Welcome t<TRIAL>XXX https://m. facebook.com/?refisrc=h <TRIAL >XXXX0O0XXX. .
1 11 Wiki<TRIAL> http://www.w <TRIAL >XXXXX
12 12 us airways - <TRIAL >XX00XX http://www.google.com/m?hl=en8source <TRIAL >XXXXX...
13 13 US Airways | Airline tickets, <TRIAL >XX0000000000XXXX...  http:/) ., USaif <TRIAL
14 14 shopping - G<TRIAL>X00X Lttp: /fwww. gooole.comfm?hl =en8sour <TRIAL >)00000000C
The browser2.db file in Oxygen Forensic SQLite Viewer
Tae: (e
id user id first name last name cel other email birthday month
1 1/ 100004087623668 Lavanya lavanyal I @gn 2
2 2| 100000005601801|Pranav M . -1
3 3 100004630714031|Sujata P +919 WEDENAES 4
4 4 100000818058433 Sudha c sudaha_giihi @yah 1
5 5| 100003499121241 Vasu N +9 19 3 vasundHEEEEe @ 7
6 6/ 100003191641871 Makka A +918 1SEBS g tar amiredd 12
7 7 1033892411 /Sai 8l +91994ENEIRP0 saikumarb iR 6 9
8 8| 100002190061552 Vara K vawmoo.co 3
9 9| 100002328888334|Kaluri A +9 186 0RS 3 k\iliravind @gmail.c 6
10 10| 100000103323292 € R +9197HEP3 pithambggegeddy @y -1
1 11 562618335 Mukesh |k +9193 450 MBS mukes! g3 @yahc 2

The fb.db file in SQLite browser




Available providers

+" CallLog Calls
+" Contacts Phones
v MMS

' MMSParts

v SMS

Select All @ Deselect All Capture

The AFLogical OSE app

Data extraction completed.

Ok

Message displayed after the extraction is complete



< @ My Files f B

/storage/sdcard0/forensics/201

CallLog Calls.csv

Contacts Phones.csv CallLog Calls.csv

MMS.csv B o B c

73 '8 9.19E+11 1.388E+12 127
74 7 9.19E+11 1.388E+12 0
MMSParts.csv 75 76 9.174E+11 1.388E+12 0

76 'S 9.174E+11 1.388E+12 4]

0 Bindu
0 Bindu
0 naveen oms
0 naveen oms

77 "4 9.194E+11 1388E+12 252 0 Amma

SMS.csv 78 13 9.194E 11 1.388E+12 0 0 Amma
79 12 9.198E+11 1.388E+12 2054 0 vikas hyd
. 80 71 9.198E+11 1.388E+12 0 0 vikas hyd
info.xml 81 59 9.198E+11 1.388E+12 0 0 vikas hyd

0 Bindu

INWN =W WWwWwN

B2 70 9.19E+11 1.388E+12 33

Files extracted using AFLogical OSE

-

g2 ;»321’: ==
aaa lxx, Q

&
-
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i A A s LAAA AR A

d

The JTAG setup



[ Options | Window Help

The chip-off technique

fﬁi General...
Directory Browser...

Volume snapshot...

Viewer Programs...

Data Interpreter...
Undo...
Security...

Edit Mode...

F5
Ctrl+F5

t+F5

Alt+F5

F6

[ Select Mode (globally) =

|Read-only Mode (=write-protecte
Default Edit Mode (=editable)
In-place Mode (=editable)

Cancel Help

WinHex view of Edit Mode (left) and WinHex Read-only Mode enabled (right)




| File | Edit Search Mavigation View T

[ New... Ctrl+N

j Open... Ctrl+ O
Save Ctrl+5
Save As...

2. Create Disk Image... Alt+C
Restore Image...
Backup Manager... F12

The WinHex disk image option



10. Android Data Recovery Techniques

Android device detected...

Next &

Android recovery—device detection

Android - Storage Devices

Disk -1
Android - Drives/Partitions

-

Local Disk - E:

Android - Storage Devices: 1

Please select a disk to continue... >
Found Drives/Partitions : 0

The list of storage devices available

V' MarkAll % Unliork Al A GotoParent ##v Tools [X] Show Deleted Q

| File Type View |
s Root Name Size | Modified [ created
Ol i [T [ file226.jpg 184 KB
4 Dl File Types [T file#27.jpg 64KB
% ] :‘;‘:[s]] [k file#28.jpg 828
[T ¢ file#29.jpg 105 KB
[Tl sxfile#3,pg
[T ¢ file#30.jpg
[T]/&¢file#31.jpg
[l file#32,pg
[]S¢file#33.jpg
[T e file#34.jpg
[T][S¢file#35.jpg
[T ¢ file#36.jpg 2KB

4 [ 4 jpgl?7]
11 jpglt-171

Marked Data: 0 bytes Marked Folders: 0

Recovered 90.3 MB data [87 Files and 8 Folders]
Marked Files: 0

Recovered files list



% Open

¢z | Tables *

T addr (0/0)

@m android_metadata (1,/0)
@m attachments {0,0)

™ dm (00
ﬁm part {0/0)
BT pau (00
@m pending_msgs {0/0)
@m rate {0/0)
ﬁm raw (0/0)

@ I sqlite_sequence (2/0)
@ I & pending (0/0)

@ I threads (2/0)

@ I words_content (2/0)
@ I words_seqdir {5/0)
@m words_segments (0/0)

@m canonical_addresses (20

Super Backup

Apps Backup

SMS Backup

Contacts Backup

Call Logs Backup

Calendars Backup

Bookmarks Backup

The Super Backup Android app

- gfz."rj Options ) Help
~r

@Tah\fdata I 2/ Blocks containing deleted data I
Address © T
00032780 - 00036736

Recover deleted records

(OF 56 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00|

Type Value

Original value v -
-

UTF-8

Unicode {(LTF-16...

Unicode {(LTF-16...

OLE Automation ...
Unix Epoch Time...
Unix Epoch Time LE
Unix Epoch Time...
Unix Epoch Time...
05 X Epoch Time...
05 X Epoch Time...
BlackBerry Time BE
BlackBerry Time LE
Chrome Time BE

] T
> Chrome Time LE
= - - . & 52 -
Unsigned-8
3 09 01 09 08 | 00 17 00 OB 08 0% 07 33 & 48
L 43 38 A6 BD | 70 01 43 38 A6 BC CO FF ans
- &F Unsigned-16 BE
a e Signed-16 BE il
Trial access, 18 days left File type: sqlite File size: 100 KB Tables: 17 Deleted items: 1 SHA-2 Hash: 1ed29944

Recovering deleted SMS messages



scalpel.conf %

GRAPHICS FILES

39

art y 156000 \x4a\x47\x04\x0e \xcf\xc7\xcb
art y 1560000 \x4a\x47\x03\x0e \xd0\ xcb\x08\x08
GIF and JPG files (very common)
| gif y 5006000 \X47\x49\x46\x38\x37\Xx61 \Xx08\ x3b
gif y 5000000 X49\ x46\x38\x39\x61 \ X008\ x3b
I P9 y 200000000 \xff\xd8\xff\xed\x00\x16 \xff\xd9
PNC
png y 20000000 \ x50\ x4e\x47? \xff\xfc\xfd\xfe

@
3
o

(used by MSWindows, use only if you have reason to think there are
BMP flles worth digging for. This often kicks back a lot of false
nositives

I E R E R R R E E E R E R E R R

The scalpel configuration file

File Edit View Search Terminal Help
unigeek@ubuntu:~5% scalpel -c [fhome/unig /Desktop/scalpel-android.conf fhome/un
igeek/Desktop/userdata.dd -o fhome/unig /Desktop/rohit
Scalpel version 1.60
Written by Golden G. Richard III, based on Foremost 8.69.

Opening target "/home/unigeek/Desktop/userdata.dd”

Image file pass 1/2.

/home /unigeek/Desktopfuserdata.dd: 100.0% |****x®kwkits | 3.9 MB 00:00 ETA

Allocating work queues...

Work queues allocation complete. Building carve lists...

Carve lists built. Workload:

gif with header "\x47\x49\x46\x38\x37\x61" and footer "\x00\x3b"

gif with header x47\x49\x46\x38\x39\x61" and footer "\x00\x3b"

jpg with header xff\xd8\xff\xe0\x00\x10" and footer "\xff\xd9"

jpg with header > > > € and footer "\x7f\xff\xd9" -

png with header x50\ x4e\x47\x3f" and footer "\xff\xfc\xfd\xfe"

png with header x89\ x50 \x4e\x47" and footer "" --> 71 files

sqlitedb with header "\x53\x51\x4c\x694\x74\x65\x20\x66\x6f\x72\x6d\x61\x

footer "" --> 0 files

emall with header "\x46\x72\x6f\x6d\x3a" and footer "" --= @ files

doc with header "\xd@\xcfix11\xe®@\xal\xbllxla\xel\x08\x00" and footer "\xd@\xcf\

x11\xe®\xal\xbl\xla\xel\x008\x00" --> 0 files

doc with header xd@\xcfyx11\xeB\xal\xb1l" and footer "" --> 0 files

htm with header "\x3c\x68\x74\x6d\x6c" and footer "\x3c\x2f\x68\x74\x6d\x6c\x3e"
--> 1 files

pdf with header

pdf with header x25\x50\x44\x46" and footer "\x25\x45\x4f\x46\x0a"

wav with header "\x52\x49\x46\x46\x3f\x3f\x3F\x3f\x57\x41\x56\x45" and foot
--> 0 files

amr with header "\x23\x21\x41\x4d\x52" and footer "" --> 0 files

Running the Scalpel tool on a dd file

+« [FEHome [@Desktop rohit Q search
gif-1-0 htm-10-0 jpg-2-0 jpg-3-0
7 Scalp
d h‘ —
png-5-0 zip-15-0 audit.txt

Output folder after running the Scalpel tool



P* Home [ Desktop rohit jpg-2-0

)

_—

oodooosd.jpg 00000051.jpg 00000052.jpg
23
00000054.jpg 00000055.jpg 00000056.jpg
o
00000058.jpg 00000059.jpg 00000060.jpg

Recovered data using the Scalpel tool
Goo b le

Gmail ~

Gmail
Contacts

Tasks

The Contacts menu in Gmail

Restore Contacts

You can restore your contact list to the state that it was in at any point within
the past 30 days. This is a great way to recover deleted contacts, undo an
import or undo a merge.  Learn more

Please select a time to restore to:

10 minutes ago
'* 1 hour ago

" Yesterday

1 week ago

') Custom

| 0 v|days | 1 v |hours |[] v | minutes

Rest Cancel

The Restore Contacts dialog box




11. Android App Analysis and Overview of Forensic Tools

% Facebook - Android Apps X

€ =3

c https/fplay.googlecom/store/apps/detailsTid=com facebook katanalhl =en

B Google play

Search

Facebook
My apps Facgbook- January 27,2014
Social
Shop Install Add to Wishlist
<
Games
Editors’ Choice Ak kb (271650829)
Facebook App in Google Play Store
-
Marme Date modified Type Size
. assets 01-02-201415:32 File folder
Ji com 01-02-2014 15:32 File folder
 lib 01-02-2014 15:32 File folder
1 META-INF 01-02-2014 15:32 File folder
Lores 01-02-2014 15:32 File folder
=] AndroidManifestxml 07-01-2014 11:10 XML Document 43 KB
|| classes.dex 07-01-2014 11:10 DEX File 3843 KB
|§ com.twitter.android-1 zip 01-02-201415:31 WinRAR ZIP archive 11,877 KB
|| FESOUrCes.arsc 07-01-201411:10 ARSC File 2,282 KB
Extracted files of an APK file
Name Date modified Type Size
2 lib 05-06-2013 10:24 File folder
belasses de 07-01-2014 11:10 DEX File 3,843 KB
I || classes-dexZjarjar I 01-02-2014 15:43 Executable Jar File 3,699 KB
-apk-sign.ba 05-06-2013 10:21 Windows Batch File 1KB
|| d2j-apk-sign.sh 05-06-2013 10:21 SH File 2KB
d2j-asm-verify.bat 05-06-2013 10:21 Windows Batch File 1KB
|| d2j-asm-verify.sh 05-06-2013 10:21 5H File 2KB
d2j-decrpyt-string.bat 05-06-2013 10:21 Windows Batch File 1KBE
|| d2j-decrpyt-string.sh 05-06-2013 10:21 SH File 2KB
d2j-dex2jar.bat 05-06-2013 10:21 Windows Batch File 1KB

The classes-dex2jar.jar file created by the dex2jar tool



[*» Java Decompiler - AuthorizeAppActivity.class o N ol B

File Edit MNavigaste Search Help

S| &P o
classes-dex: jar % Ed
£ android.support.v * ||| AuthorizeAppActivity.class 3¢ =
## cowine.android |
package com.twitter.android; -
1 com E
- crashiytics.android ®|import android.accounts.Account;
H fastersmljackson.core
-} google.android public class Ruthorizelpphetivity
=-H googlecode extends BaseFragmentActivity
3 mobeta.android.dshy implements ag
- HF twitter {
H private ServiceConnection a;
=--f## android N i
private String b;
@ amsung private String cr
7 data
B model private CharSeguence bi)
3 single I
= thorizeAppActivity| CampnmentName TnanalComnonentName = aetCallinalnotic ©
2 o | Kl )
(- (3 _AuthorizeApoActivity
g

The JD-GUI tool

28 Accessories
@ internet
A Programming

@ Development Tools

& System Tools > Device Forensics AF-Logical
| Preferences P | i Penetration Testing » B Android Brute Force Encryption
Run i Reverse Engineering » B lib-iMobile

“ Logout i Wireless Analyzers » & sleuthkit

&mmfd @ Help Dsa...

AFLogical in Santoku Linux

P AFLogical_Results -+ x

File Edit Go Bookmarks View Tools Help

5 4 & ¥ U @ /home/santoku/Desktop/AFLogical Results %

Places ¥

e F = § § = =

- Desktop 100MEDIA 100MEDIA 100MEDIA 100MEDIA 100MEDIA 100MEDIA

b SIMAGO732,j SIMAGO766) $IMAGO767.] S$IMAGO768.] SIMAGO791.j SIMAGO813.j

{0 s Pg Pg g Pg P9 P9

[d Applications

B o1 P,
CallLog Contacts  IMAG0064.jp Info.xml MMS.(sv MMSParts.cs
Calls.csv Phones.csv [} v
SMS.csv

The AFLogical results



xtr aCt\On

S\/S(en\ |

The UFED Touch main menu

27 Extraction Summary
# Devicelnfo
& Images

I-#5 Memory Ranges

&

@

*

&5 File Systems
) Analyzed Data
-] Contacts (28)
& Passwords (1)
#-4) SMS Messages (14)
1’ User Accounts (1)
+-[E] Web Bookmarks (20)
‘i‘ Wireless Networks (1)
- &) Data files
%] 1mages 38)
E Videos (44)
J9 Audio (21)
[F) Tet (235)
| § Databases (36)
E Configurations
i Applications
=i-|\) Carving
[35] Images
% Tags

~ A 7O

-

Samsung CDMA_SCH-R970C Galaxy S IV

Extraction start date/time 02/10/2013 17:15:37
Extraction end date/time 02/10/2013 19:26:10

Unit Identifier UFED S/N
Unit Version 22149
Selected Manufacturer Samsung CDMA
| Selected Device Name SCH-R970C Galaxy S IV

Connection Type Cable No. 133
Extraction Type Physical

Phone Data

Contacts Passwords SMS Messages User Accounts Web Bookmarks

The UFED Physical Analyzer application



MOBILedit! Connection Wizard | = |

Cable connected phone detection
Available cable connected phones are listed below. Ple
Model Manufacturer Port
] ‘, Galaxy S III Samsung Android 35D7AFB6
Refresh ] [ Why is my phone not listed? ]
Online quide [ < Back ] [ Finish ] [ Cancel ]

The MOBILedit connection wizard

NEVISENIM % Samsung Galaxy S III (Read-Only)

(@) star ) 10:05:08 el L

ro Connected Dewi
-

* ) Sermung Galawy S 111 (R . e vy Mesages (496)

Sheaet

Applc stioem MMS

b

o
L
Do 2
>
g
=
=)
=
0«

SIM cwd BRea.

The MOBILedit connection wizard



K¢ MOBILec! Forera Lite

Fle Eda View Phonebook Action Help

QO BB a E 4R @

Back Epont  Print  Backup Connect Resd  Settings  SIM Clone

NEWTENT M 2 Call Logs (378) - Samsung Galaxy S III

@ Start

CO Connected Devi...

~ ) Samsung Galaxy S 1l (R..

31-01-2014 12:22:45

31-01-2014 12:21:15

31-01-2014 12:19:52

30-01-2014 23:53:25

30-01-2014 23:53:12

30-01-2014 22:01:01

30-01-2014 22:00:26

30-01-2014 21:24:32

The MOBILedit tool—Call logs option

Welcome

Create New Case

Open Recent Case

Open Existing Case

Close
The Autopsy tool screen
i Add Data Source
Steps Enter Data Source Information wizard (Step 1 of 3)
1. Enter Data Source
Information Enter Data Source Information:
2. Configure Ingest Modules
3. AddData Source
Select source type to add: | Image File v

Browse for an image file:

JR585_labs\Lab14_Capstone'\Physical Samsung GSM SGH-T999 Galaxy 5 111 2013_09_19 (001)}

Please select the input timezone: | (GMT-5:00) America/New_York v

[[] Tanore orphan files in FAT file systems

(faster results, although some data will not be searched)

Browse

Press Mext to analyze the input data, extract volume and file system data, and populate a local database.

Autopsy image loading

Cancel



Configure Ingest Modules wizard (Step 2 of 3)

Configure Ingest Modules

Configure the ingest modules you would like to run on this data source.

Recent Activity
ED1 Verifier Skip Known Files (NSRL)
Hash Lookup

File Type Identification
Archive Extractor

Exif Parser

Keyword Search

Email Parser

[] Extension Mismatch Dete...

Android Mabile Device An...

O0ROOCOOn

This module will be for Android mobile Advancec
forensics add-on to Autopsy

| [] Process Unallocated Space |

Autopsy ingest modules

e) N

File View Tools Window Help

[ Close Case I{’EI Add Data Source | [J; | Generate Report

(. Directory Listing

Extracted Content
=@ Data Sources Tabie 5
g able | Thumbna
=2 blko_mmeblk0.bin
-t voll (Unallocated: 0-8191) Artifact Type Child Count
£+ = vol4 (modem: 8192-131071) B Contacts (12) 17
¢ vols (sbll: 131072-131327) {80 EXIF Metadata (139) 139
¢ vole (sbl2: 131328-131839)
# GPS Trackpoints (19) 19

- vol7 (sbl3: 131840-132863)
----- . vold (aboot: 132864-1365959)
-t vol9 (rpm: 136960-137983)

: vol10 {boot: 137984-153463)

. volll (tz: 158464-159487)

+ voli2 {pad: 159488-160511)

: vol13 {param: 160512-180991)

. vol14 (efs: 180992-208895)

: vol15 (modemst1: 208896-215039)

: vol16 (modemst2: 215040-221183)

+ voli7 (system: 221134-3293183)

. vol18 (userdata: 3293184-28958719)
. vol19 (persist: 28958720-28975103)

1nl W Frmrbny IOATCAAA INEACATIY

Autopsy results



Windows Phone Forensics

(2 @@ v

People

®)3 &9

Messaging Linked inbox

e

Internet Explorer

The Windows Phone home screen

Allow access to location?

SkyDrive

Micro Corporation

SkyDrive needs to know your location to
work correctly. If you don't want to allow
access to your location, tap Cancel and the
app won't be installed

Each time SkyDrive requests your location,
Microsoft will collect information about
your location to provide and improve the
location services. The information is not
used to identify or contact you

Read Privacy Statement online

Windows app requesting user permissions




Created by

Unlock the potential of your Windows Phone 7

This tool will allow you to deploy (sideload) any third-party Windows Phone 7
applications without requiring a Marketplace developer account.

The unlocking process does not modify or damage your phone's operating system
in any way and can be easily reversed.

Preparation checklist

Ensure your phone isn't PIN-locked

Install certificate on phone using Internet Explorer at

“http://chevronwpl.com/cert”

Rafael Rivera
withinwindows.com

Valsh

Chris W

blog.walshie.me

s QUi

Long Zheng
istartedsomething.com

Blog

chevionwp?.com

The ChevronWP7 tool

Q. Windows

Phone

Name:
Modet:
Software:
05 Version:

Total Storage: 7,20 GB
Available Storage: 68543 MB

1y e
Windows ® Phone 7
7.0.7004

—

- Configure Windows Phone Device Manager

Manage applications
) View, install and uninstall Windows Phone applications

Explore files and folders
View and copy files from or to your Windows Phone

ﬁ Set up sync

W Sync files and folders with your Windows Phone

Set ringtones
Add, select, or create ringtones for your Windows Phone

Organize your music, pictures and videos

Use Zune software to organize and sync music, pictures and
videos with your Windows Phone

View device information

View detailed information about your Windows Phone

Change settings

Battery: 97%
Mobile Operator:  F SFR

More information

Name

Installed Applications
E TouchXplorer
() TouchXperience
9 Bluetooth
{} Corfig. avancée
‘- Editeur de registre

Purchased Applications

Windows Phone Device Manager—T he Manage Applications screen

Windows Phone Device Manager

Publisher Installed On
Julien Schapman 28/02/2011
Julien Schapman 28/02/20M
Julien Schapman 28/02/2011
Julien Schapman 28/02/2011
Julien Schapman 28/02/2011
HTC Comporation
HTC Cormporation
HTC Corporation

Size

664,91 KB
242MB
587.02 KB
131 MB
129 MB

913,10KB
1.82MB
18,04 MB

Version

1.000
1020
1000
1.1.01
1100

1000
1000
1.000
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® wWindows Phone Device Manager

|»

data
l Dosier
’ 04012013 235518

) wea _ Pmindexvol
Y Fchier UCA 1 Fchier VOL
_J 3330K — 256Mo
. gtore.vol
3 Fchier VOL
. 1525M0

The store.vol file in Windows Phone

4 = [(opiication DstsWicrosoft OuticokStoresDeviceStor¥] & | (Open v KTomster ~ J o« W 0 X 7 B~ 2 0 =
= @ Mobie-Sotane A 0 18 19
- ? L, .
= ;':‘““"o“ L B401/2013 235518 L 840172013 23 53,02 L 00172013 235806
v 3 4 3
89 s lL '.':":_s.tﬁ 013 235602 L :!c‘?;:!"y 10021 l '?6::!»‘:\ 1215262
= L Merosch 02013235602 0501720130021, 04/01/2013 235854
® ) BATSVC l § o
Do Dosse
# L CRS\WC 110172013 110538 1 22013 232520
# L ODstaShamng
# L. Devicelpdate
B L Bty CRL
Windows Phone: extracting e-mail
Ji Devicere &) _ 000001000000000300K dat _ 00000100000000030128 dat
A A Fichier DAT A] Fichier DAT
4 cata (=] 137K =] 1377Ko
&0 000003000000000300K dat 000003000000000301a8 dat
& .8 A) Ficher DAT A) Pehver DAT
=] 2210k L= 2210K0
L1
] 000005000000000300¢ dat 00000500000000030128 dat
& 3 éj Ficher DAT Aj Fichier DAT
- a (M| 1064 Ko 6.04 Ko
sbd " wooougooooooooaoma . wooowogoooooosous«
1 & | Fchier DAT 4| Fichier DA
t : B ek B %68k
. 100002000000000300H dat 10000200000000030128 dat
&e A) Fichier DAT A\I Fichier DAT
B B 137k B 339K
- 10000500000000030CH dat 10000500000000030128 dat
& A) Fichier DAT A\ Fichier DAT
dh | 1175Ko | 175K
o = 300001000000000300H dat 30000100000000030128 dat
& A) Fichier DAT ‘;jl Fichier DAT
3 || 658Ko | 658Ko
Y dat _ 300002000000000301a8 dat
A\ Fichier DAT A) Fichier DAT
Lm - 21K M| 286K
Lon . 300004000000000300 dat 300004000000000301a8 dat
1 a) Fichier DAT A) Fichier DAT
do | A nuk ﬂ 2098 Ko

Windows Phone: folder 3



EEEEEE

EEEEEE

| Fichier ~

000005000000000300ff.dat
00000500000000030 1a8.dat
00000500000000030 1b5.dat
100001000000000300ff.dat
10000100000000030 1a8.dat
10000100000000030 1b5.dat
100002000000000300ff.dat

= 000001000000000300ff.jpeg - Visionneuse de photos Windm [

Imprimer ~

Graver ~

Envoyer

Windows Phone: renaming data files to JPG files

DataCache. 149134 Wi

05/01/2013 08:38:52

/v

5472 11 settings
Visual Studio Settings-Designer.
0.21 Ko

FatalEmorLog b
Fichier TXT
2199 Ko

l ! Dossier ‘ '

l Dossier l
* 05/01/2013 08:38:58 '

DataCache.5472 =%
Dossier
11/01/2013 11:09:38

Shared
Dossier
05/01/2013 00:42:38
1491734 W% settings

Visual Studio Settings-Designer
1.27 Ko

app settings

Visual Studio Settings-Designer
0.03 Ko

ImageMetadata

Fichier
145 Ko

Contents of the IsolatedStore folder

|| AppNotifications_149 15
|_|Feed_MostRecent_1495 s
| |Feed_User\all_145134
| Friends

|__|Group_1359¢:5 ¥ e 5
|__|Group_15 186 st on
|_|HomePage

[Notes

| |Notifications
|_|Pagetist_s438t
|_|Pagelist_7706% "5 5¢
|_|Pagetist_1005Mun

| |PageList_1038tss
|_JpageList_1039a e

[ )pageList_10958 Mt

| |Pagetist_113165 %
|_|Pagetist_1170 35
|_|Pagelist_1346 s
|_|Pagetist_14555mmae

Danalict 1401 buiis

|_|Pagelist_10000 18485 4"
|_|Pagelist_10000187%4
| |Pagetist_10000204ss
|_|PageList_100002264¢
|_|PageList_10000234 %1
| PageList_10000246m
| JPagetist_10000270+ 8%
| JpageList_10000298 415
| JPageList_1000039 7
|_|Pagelist_10000418: 5w
|_JpageList_10000433wm
| PageList_10000443me"
|_|Pagetist_100005 1285
|_|PhotoCollage_149 13
[ PhotosForUser_149 3
__|Requests

|| unifiedThreadList_Inbox
|| unifiedThreadList_Other
|_|UserGroups_1491 s

The DataCache.UserID folder of the Facebook app

Quvrir ~




13. BlackBerry Forensics

BlackBerry GSM » Z10 » Select Extraction lype

LS
Q £ % Logical Extraction

BlackBerry 10 ‘

The BlackBerry Z10 support in Cellebrite UFED Touch

» = File System Extraction
2 -

T
Q , Physical Extraction
E

The BlackBerry Curve support in Cellebrite UFED Touch

L

Enter the password M

Enter the password to open your enciypted backup file:

[

Cancel

The encrypted backup file password prompt



|- N
2 Oxygen Forensic™ Extractor v.5.12.153 [

Oxygen Forensic™ Extractor
Enter the password

Current backup file is protected by password. Please enter the password to unlock
the backup file:

) [ow

The encrypted backup file password prompt in Oxygen Forensics Suite

BlackBerry® Desktop Manager
% Synchronize Options ¥ Help ¥

Synchronize
Configuration Select the check box beside one or more of the folowing actions
Synchronization

B Reconcie messages
Add-ins
W Synchronize organizer data
B Run add-in actions

B Update device date and time ik ibaakikabid
Synchronize automatically

M Synchronize the selected tems when your device is connected to the BlackBerry Desktop
Manager

BlackBerry Desktop Manager

Device + Tools »

Sync all
Sync by type
Back

Rest:

Delete uata

Device options
Device properties

Update

Switch devices

Forget device

v’ ¥ BlackBerry Bold 99500




Save backup files to:

© Full (all device data and settings)
© Quick (exclude email)
© Custom (selected data only)

[0 Files saved on my built-in media storage

. =

-

DDDDD@DD@UDH

b [ Address Book - Last Used Hints
v 5 Address Book Options.

[ Alarm Options

£ Alarms

b [ Application Permissions

2 Attachment Data 2
P a

00000000 00 02 FF FF FF FF FF FF FF
0000000A | FF 07 00 03 44 65 66 61 75 6C
00000014 | 74 04 00 05 SE D2 CE 335 34 00
0000001E | OA 06 00 20

00000028 | 08 00 5S4 FF FF FF FF FF FF FF
00000032 | FF 04 00 S5 SE D2 CE 33 0B 00

0000003C | 06
00000046 01 00 59 00 04 00 51 00

00000050 | 00 00 00

Cellebrite Physical Analyzer—Address Book examination



File Settings Help
Backup:
C:\serskc... BlacBerry Curve 8530 (31647624) (Apri 11, 2014).ipd

Attacks
Task

english.dic; no mutations

Progress

. § o)

Estimated time left:
Attack rate:

Current password: 0 8 &

Time Message ~

11:59:24  TACC acceleration is not avaiable

11:59:24 EPPB 1.92r1445 [PROFESSIONAL EDITION]

12:00:29  Itemis not found

12:00:40  Itemis not found J

14:35:40 Opened file "C:\Users\cellex\Desktop \Heather_encrypted-bu\Bladd ~
g | »

<

Elcomsoft Phone Password Breaker

Lowercase [a-z] Space

[¥]uppercase [A-2) [CJPunctuation .
Floigis [0-9] [1"#8%0%+,. /i <=>2@_" {[}~]

[7] custom:

52 characters in total

["]save as default

Password found: "hank".
Time elapsed: 209.87 sec.
Use the buttons to the right of ‘Current password' field to copy

password to the Clipboard or open Keychain Explorer (Professional
Edition only).

Elcomsoft Phone Password Breaker



LFile Edit Format View Help

# BANNER FILE NOT PROVIDED (-b option)
# BULK_EXTRACTOR-Version: 1.4.1 ($Rev: 10844 $)
# Feature-Recorder: telephone

# Filename: flash.bin

# Histogram-File-Version: 1.1

n=4 O

n=2 SR —

n=1 _— .

n=1 -_

n=1 . —

n=1 L ———

n=1 . m—

n=1 .-

n=1 "M Rsre

n=1 UL -

Telephone numbers parsed by Bulk Extractor

0
‘ enm«rynadmpmm«w
weyiseincubate.com
Open backup... @ Open a BlackBerry backup file
v»L-wo«m.w.m v | 43 | Scarch Bactup »
Extract to_. = T s
vl Name 2 Date modified Type Size
Copyright © 2010-2011, P Favockes
Use of this spplication s sul] | _ BlackBerry Bold 9700.pd  07/AL/X101456 PO File 231048
»MEDesktop | || BlackBerry Bold 9700-Lipd 28022011 2151 D e 25,51 K8
Opening an IPD backup file
File name: BlackBesry Sold 9700 ipd v | BlackBerry backups (ipd)  »
(oo ]

BlackBerry Backup Extractor

Organize v Include in library v Share with v Bum New folder sy H ©
b YX Favorites Name - Date modified Type
7] email-0001-received.eml 25/04/2011 11:43 E-mail Message
0 Bl Desktop l 9] email-0002-received.eml 25/04/2011 11:43 E-mail Message
2] email-0003-received.eml 25/04/2011 11:43 E-mail Message
1#] email-0004-sent.eml 25/04/2011 11:43 E-mail Message
9] email-0005-sent.eml 25/04/201111:43 E-mail Message
< | m I »
- €

E-mail extracted from backup



OO > Comes 16 S

o e/

Organize v Include in library ¥ Share with v Bum New folder £ v i 0
b Y Favorites Name 2 Date modified Type
&) All.csv 25/04/201111:82  Microsoft Excel'
o Bl Desktop | &3 _AlLves 25/04/201111:42  vCard File
8 George Dawses.vef 25/04/2011 11:42 vCard File
8 Jeanctte Applescedivef 25/04/2011 11:42 vCard File
53 John Appleseed.vef 25/04/2011 11:42 vCard File
S Lawrence Liwelyn-Bowen.vef 25/04/2011 11:42 vCard File
8 Marjorie Dawes.vef 25/04/2011 11:42 vCard File
<|, m ] »
1 7 items

Contacts extracted from backup

Organize v Includein library v  Share with v Bum  Newfolder fg£v 0 O
b 3¢ Favorites Ju Address Book - Last Used Hints |, Browser Bookmarks . Centificate Summg
. AP Mobile News Settings J. Browser Data Cache . Clock Options
7W\ ). Application Permissions J. Browsser Folders J. Code Module Grof
). Attachment Data J. Browser Options J. Cenfiguration Ch
. Attachment Options J. Browser Push Options |, CustomWordsColll
L AutoText J. Browser Urls 1 Default Service Sel
J. BBGroups J. Calendar Options ). DocsToGoCommd
). BlackBerry Messenger J. Camera Options J. Email Filters - All
J. Bluetooth Options . Categories J. Email Settings - Al
L) p—— »
) 57 items

Other useful data extracted from the backup

Input
srtis
figuration Chann
Push

Secure

-Dec1;1cn M

&1 Conr Oxygen Forensic™ Extractor v Saveto archive v
SQLite Database Viewer
Apple Plist Viewer
Nokia PM Viewer

Oxygen Forensics Suite BlackBerry IPD Viewer



Backup is encrypted

Enter a valid password to decrypt below and then
press Apply button.

Please enter password

E-p-a-&a-0H x

File type: N/A File size: N/A

Tables: N/A

Oxygen Forensics Suite BlackBerry IPD Viewer—the encrypted file

SISISISISISISISISISISISISISISISISISIS|

v

Address Book - Al (14)
Address Book - Last Used Hints (1)

Address Book Options (1)

Alarm Options  (0)

Alarms  (0) =
Application Permissions (1)

Attachment Data  (0)
Attachment Data - Calendar (0)
Attachment Options (1)
AutoText (108)
AutoText Data Version (1)
B88Groups  (8)

BIS AccountData  (0)
BlackBerry Messenger (1)
Bluetooth Options (1)
Browser Bookmarks (1)
Browser Channels (0)
Browser Data Cache (28)
Browser Folders (2)
Browser Messages (0)
Browser Options (1)
Browser Push Options (1)
Browser Urls  (16)
Calendar - Al (0)

Categories (2)

Certificate Options  (0)

Clock Options (1) -
Code Module Group Properties (43) -

|

N |CEEEEREEER

type: IPD file File size: 1.54 MB

The Oxygen Forensics Suite BlackBerry IPD Viewer results




