Chapter 01: Getting Started with VMware
NSX for vSphere

Not supported

VMware Product Interoperability Matrices

Interoperability Solution/Database Interoperability Upgrade Path Multi-Solution Interoperability Multi-Solution Upgrade Path

1. Select a Solution

If you do not know the solution's version leave it blank.
VMware vSphere Hypervisor (ESXi) v ||| *6.5.0
2. Add Platform/Solution
Add platforms/solutions to see if they are compatible with the selected solution.

VMware NSX for vSphere v 6.31

= Add Another Solution

@ Hide empty rows/columns @ Hide unsupported releases

Copy Ccsv Print

VMware vSphere Hypervisor (ESXi) 6.5.0

VMware NSX for vSphere 6.3.1 0




v

. Vivbware

—
[f;} Download Service

PowerCLl Cmdlets Reference (on...
PowerCLl User's Guide (onling)
Virtual Metwork Editor

Vivtware PowerCLI

VMware PowerCLI (32-Bit)
Vivtware Workstation 12 Player
Vitware Workstation Pro

Vivhware Horizon Client

VMware NSX for vSphere 6.3.1

6.3.1| All (3 files) | 4.3 GB
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o Deploy NSX

Manager

e Register with
vCenter

e License NSX
Solution

Management Layer

e Deploy NSX
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Control
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Configure Logical
Networking Services
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() Deploy OVF Template

1 Selecttemplate Readyto complets
Review configuration data.
2 Selectname and location

3 Selecta resource Name nsxmgr-01a

4 Review details Source VM name nsxmgr-O1a

6 Selectstorage Size on disk 29GB
7 Select networks Datacenter RegionA01
8 Customize template Resource esx-02a.corp.local

9 Ready to complete Storage mapping 1

Network mapping 1

v
v
v
v
v 5 Acceptlicense agreements Download size 21GB
v
v
v
v

IP allocation settings IPv4, Static - Manual

DNS Server list = 192.168.1.100

Domain Search List = corp.local

Default IPv4 Gateway = 192.168.1.254

Default IPv6 Gateway =

Hostname = nsxmgr-01a.corp.local

Network 1 1Pv4 Address = 192.168.1.111

Network 1 IPv6 Address =

Network 1 IPv6 Prefix =

Network 1 Netmask = 255.255.255.0

Enable SSH = True

NTP Server List = 0.nz.pool.ntp.org, 1.nz.pool.ntp.org, 2.nz.pool.ntp.org, 3.nz.pool.ntp.org
=True

Properties

Finish
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Generate Certificate Signing Request

Cerificate signing request(CSR) is used to apply for cerificate from an authority of your choice.
Fill out the form to generate one.

Algorithm: RSA o
Key Size: 2048 ~
Common Mame: nsxmagr-01a

Organization Unit: Information Technalogy

Organization Name: VMware

Locality Mame: Sydney

State Mame: MNew South Wales

Country Cade: AL - Australia e

[] Self Sign CSR and apply certificate

Mumber of Days: 3650

| 0K | | Cancel
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vCenter Server

Connecting to a vCenter server enables NSX Management Service to display the VMware
Infrastructure inventory. HTTPS port (443) needs to be opened for communication between NSX
Management Service, ESX and VC. For a full list of ports required, see section 'Client and User

Access' of Chapter 'Preparing for Installation’ in the 'NSX Installation and Upgrade Guide'.

If your vCenter server is hosted by a vCenter Server Appliance, please ensure that appropriate
CPU and memory reservation is given to this appliance VM. After successful configuration of
vCenter on NSX Manager, you need to log out of any active client sessions on vSphere Web Client
and log back in to enable NSX user interface components.

vCenter Server: vcsa-01.corp.local
vCenter User Name: nsx-svc@vsphere.local
Password:

Modify plugin script download location

|  OK || cancel
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Lookup Service URL

For vCenter versions 5.5 and above, you may configure Lookup Service and provide the SSO
administrator credentials to register NSX Management Service as a solution user. Itis also
recommended to set the NTP server for SSO configuration to work correctly.

Lookup Service Host:

Lookup Service Port:

Lookup Service URL:

SSO Administrator User Name:

vesa-01a.corp.local

443

Enter port 443 for vSphere 6.0, for vSphere 5.5 use 7444.

https://vcsa-01a.corp.local:44 3/lookupservice/sdk

nsx-svc@vsphere.local

Password:
|  OK | Cancel
Name Controller Node NSX Manager Status. Peers Software Version
NSX_Controller_3 192.166.110.33 5 q92188.110.15 « Connected @@ 6.3.49347
controfier-12
NSK_Contraller_2 192.168.110.32 B8 192168.110.15 + Connected =@ £6.349347
NSX_Controller_1 B 102168 110,15 + Connecled @@ 5.3.49347
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[ RegionA01-MGMTO1 - Create VMHost Rule (2) M

Mame: |nsx—c0ntrn|ler—anti—afﬁnity |

[w] Enable rule.

Type: | Separate Virtual Machines | - |

Description:

The listed Virtual Machines must be run on separate hosts.

Members
ﬁb MEX_Controller_d&31bdc2-0fce-da7c-a75a-9480ff030bcfd

ﬁb MSX_Controller_ca3b1c90-8919-4826-afae-ebd6alcedbie
ﬁb MSX_Controller_cdcb65c2-b283-46d6-80e1-35da64df636a

OK ] [ Cancel

N SX Controller nodes

& x [F] {5 Actions

Mame Change Controller Cluster Password

Fetch Disk Alerts
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Installation

Management ‘ Host Preparation | Logical Network Preparation  Senvice Deployments

HSXManager (152168 110.15 [~

NSX Component Installaion on Hosts

{68 Actions
Clusters & Hosts Installsticn Ststus Firzwall VHLAN
v IﬂlRegianAm—CDMPOﬂ Not Installed ﬁ}- Not Configured Not Configured

D esx-01a.corp.local m

El esx-02a corp local

Installation

Management | Host Preparation | Logical Network Preparation  Senice Deployments

NSX Manager: ( 192.168.110.15

NSX Component Installation on Hosts

{Gh Actions

Clusters & Hosts Installstion Status Firzwall VHLAN

v EﬁRegionAm—CDMPm « 6.3.1.5124716 « Enabled Mot Configured
E| esx-01a.corp.local + 6.3.1.5124716 + Enabled
Q esx-02a.corp.local « 6315124716 +" Enabled
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vCenter

User World Agent

Rabbit MQ Message

NSX Manager

Controller Cluster

Internal REST APIs

-

Bus (vsfwd) — TCP/5671

NSX vSwitch

TCPM234

netcpa: netcpa daemon for DLR and VXLAN

(UWA) vsfwd: vsfwd daemon Distributed Firewall

vSphere Distributed Switch

Hypervisor Kernel

Modules (VIBs)

esx-vxlan

esx-vsip

Control Plane (netcpa)

[root@esx-0la:~] esxcli network ip connection list | grep 1234

tocp 4]
tep 0
tcp a

[root@esx-0la:~] I

0
0
0

192.168.110.51:22642
192.168.110.51:53116
192.168.110.51:58976

192.168.110.31:1234
192.168.110.32:1234
192.168.110.33:1234

ESTABLISHED
ESTABLISHED
ESTABLISHED

67733
67733
68058

newreno
newreno
newreno

netcpa-worker
netcpa-worker
netcpa-worker
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[rootfesx-0la:~] cat Jfetc/vmware/netcpa/config-by-vsm.xml
config>
<connectionList>
<connection id="0000">
<port>»1234</port>
<server>182.168.110.31</server>
<sslEnabled>true</ss1Enabled>

<thumbprint>C8:93:3C:24:FC:41:94:DE:7B:40:DE:53:3F:E9:34:72:47:73:

</connection>

<connection id="0001">
<port>1234</port>
<server>192.168.110.32</server>
<sslEnabled>true</ss1Enabled>

<thumbprint>12:3E:09:2E:BE:TA:56:64:8D:55:C4:21:6F:60:EE:93:6F:BF:

</connection>

<connection id="0002">
<port>»1234</port>
<server>182.168.110.33</server>
<sslEnabled>true</ss1Enabled>

<thumbprint>6C:2D:11:24:45:46:F8:FA:EA:9F:C3:EE:CT:8F:C7:D5:06:1B:

</connection>
</connectionList>

C3

:1F</thumbprint>

16D« /thumbprint>

:63</thumbprint>

[root@esx-0la:~] esxcli network ip connection list | grep 5671

tcp

0 0 192.168.110.51:13893 152.168.110.42:5671
152.168.110.51:34804 192.168.110.42:5671
192.168.110.51:16196 152.168.110.42:5671
192.168.110.51:22734 192.168.110.42:5671

aQ a
1] a
Q o]
o] 0 192.168.110.51:54175 152.168.110.42:5671

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

newreno vsfwd
newreno vafwd
newreno vsfwd
newreno vsfwd
newreno vafwd

<1 o o

-

- -
o oo
ROR) ORI PP
R R ORD ORI R

-

[Value of EmgIpAddress is 192.168.110.42
[rootBesx-0la:~] I

[root@esx-0la:~] esxcfg-advcfg -g /UserVars/BEmglpiAddress

Force Sync Senvices
Change Locale ID
Disable Firewall
Unconfigure VxLAN
Resolve

Uninstall

Communication Channel Health
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MGMT - Channel Health

Hosts NS Manager to Firewall Agent MS5X Manager to Control Plane Ag... Control Flane Agent to Controller
esxil1avsphere.local 4 Up i Up 4 Up
1items
| oK || cancel
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Chapter 02: Configuring VMware NSX
Logical Switch Networks

rVXLAN Encapsulated Frame (1550 Bytes)

14Bytes 50 Bytes

Bytes
Outer

Ethernet
(MAC)
Header

8 Bytes

VXLAN
Header

O:Jter UDP

Header SESEEE

r Criginal Inner Ethernet Frame (1500 Bytes) E— |

Inner
Dest.
MAC

Inner
Source
MAC

Optional
Ether
Type

Optional
Inner
802.1Q

8 bit 16 bit 32 bit

Header
Check
sum

Quter

Protocol

IP

48 bit 48 bit 16 bit 16 bit

Outer
Dest.
MAC

Outer
Source
MAC

VXLAN
Ty_'pe a
(Optional) 4 iona)

Source

8 bit 24 bit
VXLAN

Flags Reserved

32 bit

Quter
Dest.

I 16bit 16 bit
UDP
Dest.

(VXLAN)

16 bit

UDP
Length

Original
Ethernet
Payload

Frame
Check
Sequence
(FCs)

24 bit
VXLAN

8 bit

Network
Identifier

Reserved
(VNI)
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Misaligned

Transport Zone & vDS

Compute vDS Edge vDS

RegionA01 Transport Zone

Management vDS

L Compute Cluster 1 -

L Compute Cluster2 J L Edge Cluster —

L Management Cluster

NSX Componentinstallation on Hosts

G5 Actions

Clusters & Hosts

v [fhRegionA01-COMPO1
[§) esx-02a.corp.local
[§) esx-03a.corp.local

ﬂ esx-01a.corp.local

Installation Status

v 6.3.1.5124716
+ 6.3.1.5124716
v 6.3.1.56124716

v 6.3.1.5124716

Firewall

+ Enabled
+ Enabled
+ Enabled

+ Enabled

VXLAN
Not Configured

Force Sync Services

‘ GChange IP Detection Type
Change Locale ID

‘ Disable Firewall
Uninstall

‘ Communication Channel Health
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RegionA01-COMP - Configure VXLAN Networking \; »

Switch: * [ RegionA01-vDS-COMP I & J
VLAN: x| 130
MTU: %[1600

VMKNic IP Addressing: = Q Use DHCP
(=) Use IP Pool | Controller_192... | v |
Controller_192.168.11

New IP Pool...

VMKNic Teaming Policy: = | Fail Over

VTEP: &1

4 »

[ 0K J[ Cancel J

Add Static IP Pool

Name: # VTEP_RegionA01-COMPO1

Gateway: #1192.168.130.254
A gatewaycan be any IPv4 or IPv6 address.
Prefix Length: |24

Primary DNS:
Secondary DNS:
DNS Suffix:

Static IP Pool:  #|192.168.130.51-192.168.130.53

for example 192.168.1.2-192.168.1.100 or
abcd:87:87::10-abcd:87:87::20

[ OK H Cancel ]
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VMKNic IP Addressing: s

) Use DHCP

RegionA01-COMPO01 - Configure VXLAN Networking 2
Switch: + | RegionA01-vDS-COMP K3
VLAN: # 130
MTU: #1600

() Use IP Pool [ VTEP_Region... | v

VMKNic Teaming Policy: # | Fail Over

|

VTEP: #®
oK | [ Cancel
NSX Componentinstallation on Hosts
{5k Actions
Clusters & Hosts Installation Status Firewall VXLAN
v [fRegionA01-COMPO1 v 6.3.1.5124716 + Enabled W Configured
I;I esx-02a.corp.local « 6.3.1.5124716 + Enabled
& esx-03a.corp.local w 6.3.1.5124716 + Enabled
|;| esx-01a.corp.local + 6.3.1.5124716 + Enabled
Installation
Management  Host Preparation [ Logical Network Preparation | Service Deployments
NSXManager: ( 192.168.110.15 |+
VXLAN Transport | Segment ID l Transport Zones
VXLANPort 4789
Clusters & Hosts Configuration Status Switch VLAN MTU VMKNic IP Addressing Teaming Policy VTEP
v ﬁhRegionAm-COMPm «" Unconfigure RegionA01-vDS-COMP 130 1600 IP Pool Fail Over 1

El esx-02a.corp.local « Ready
[@ esx-03a.corp.local + Ready
E| esx-01a.corp.local « Ready

& vmk4: 192,168.130.52
& vmk4: 192.168.130.51
& vmk4: 192.168.130.53
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E esx-01a.corp.local

“
» Sterage

w Networking

[ vratswiches ___ [ERSIRS

VMkernel adapters
Physical adapters
TCP/IP configuration
Advanced

» Virtual Machines

B ) LB @ -

Getting Started  Summary  Monitor [ Configure | Permissions VMs Datastores  Networks Update Manager

Virtual switches

D@ mMBXO

Switch Discovered Issues

it vSwitcho

it vmservice-vswitch

Distributed switch: RegionA01-COMP-VD S (vixw-vm knicPg-dvs-38-0-9f4633bf-6114-4393-8239-366810c9ccce)

] | (@ssigned portgroups) |+ | &
} System
» Hardware Assigned port groups filter applied, showing: & 5/9
» Virtual Flash _ "
& vxw-vmknicPg-dvs-38-0... | |
VLAN ID: 130
¥ VMkernel Ports (1)
vmk1 : 192.168.130.51 [ (]
Virtual Machines (0)
[ esx-01a.corplocal | B 4 |- [ [ | {ShActions v =
Gefting Started Summary  Monitor ‘ Configure | Permissions VMs Datastores Networks Update Manager
“ TCP/IP Stacks
» Storage =
+ Networking 4 b -
TCP/IP Stack VMkemel Adapters Pvé Gateway Address
Virtual switches System stacks
VMkernel adapters Default 2  192.168.110.1
Physical adapters Provisioning 0 -
TCPAP configuration vMotion 1 10.10.301
Advanced Custom stacks
» Virtual Machines vxlan 1 192.168.130.1
p System 4 L4
» Hardware i 4items [3Copy~
» Virtual Flash

TCP/P Stack: wdan
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Installation

Management  Host Preparation | Logical Network Preparation | service Deployments

NSXManager: (192.168.110.15 | ~)

[vxan Transport | Segment ID | Transport Zones ]

g IDs & Multicast lion (system wide settings)

Segment ID pool:

Multicast addresses:

Edit Segment IDs and Multicast Address Allocation

L=)

Provide a Segment ID pool and Multicast range unique to this NSX Manager.
Segment ID pool: # 100000-110000

(In the range of 5000-16777215)
[v/] Enable Multicast addressing
Multicast addresses are required only for Hybrid and Muiticast control plane modes
Multicast addresses: = 239.1.0.1-239.1.63.254

(Recommended range - 239.0.0.0-239.255.255.255)

[ oK ][ Cancel }

Logical Switches

NSXManager: | 192.168.110.42 |~ |

+

Virtual Wire 1D | Segment ID 14 Control Plane Mode Name

== virtualwire-13 10000 Hybrid - 239.1.0.1 2 Web-Tier
== virtualwire-14 10001 Hybrid - 239.1.0.2 T App-Tier
= virualwire-15 | 10002 Hybrid - 239.1.0.3 % DB-Tier
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Dashboard

Overview System Scale

NSX Manager: E# 192.168.110.15 | Standalone v

Usage Warning Threshold:  80%

Object Type Current Object Count

Security Tags "
Firewall Sections 3
Security Groups 1
Logical Switches o]
Controllers 0
IP Sets 0
Hosts Prepared 8]
Distributed Logical Routers 0
Edge Service Gateways 0
AD Domains 0
Firewall Rules 4

Max Object Count

9000

10000

10000

10000

10000

51z

1000

2000

15

100000

Percentage Usage

Qa2

0.03

0.01

RegionA01-COMPO01
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== New Transport Zone (2} b
Marne: RegionA01_TZ
Description:
Replication mode: () Multicast
Muilticast on Physical network used for VXLAN control plane
(=) Unicast
VXLAN control plane handled by NSX Coniroller Cluster.
() Hybrid
Optimized Unicast mode. Offloads local traffic replication to physical network.
Select clusters that will be part of the Transport Zone
Name NSX vSwitch Status
E ﬁ ReglonA01-COMPO1 = ReglonAD1-vDS-COMP & Normal
oK | Ccancel
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= RegionA01_TZ = iJ [% {E} Actions =

Summary | Manage | Related Objects

Settings

Name RegionA01_TZ
Description

Control Plane Mode Unicast

Name Status

[Fh RegionA01-COMPO1 & Normal

@ nsxmgr-01a.corp.local - PuTTY
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E= Edit Settings (Z) »
Name: * |RegionAD1_TZ
Description:
Replication mode: () Multicast
Multicast on Physical network used for VXLAN control plane
() Unicast
VXLAN control plane handled by NSX Controller Cluster.
(®) Hybrid
Optimized Unicast mode. Offloads local traffic replication to physical network.
@ Migrate existing Logical Switches to the new control plane mode.
& Migration of existing Logical Switches to the new control plane mode may take long time to complete.
| ok || cancel
|

(— Transit_Network_01
—

— .

Web-Tier

— .

—_— )

<— DB-Tier

RegionA01_TZ
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7 New Logical Switch

Mame:

Description:

Transport Zone:

Replication mode:

& | Transit_Metwork_01

% | ReglonAD1_TZ

() Multicast

Change Remove

Multicast on Physical neiwork used for VXLAN conirol plane

() Unicast
VXLAN control plane handled by NSX Controlfer Cluster.
O Hypria

Cptimized Unicast mode. Offloads local fraffic replication to physical network

[] Enable IP Discovery
[[] Enable MAC Learning

oK ][ Cancel

I

Virtual Wire 1D

== virtualwire-1
== virtualwire-4
== virtualwire-5

== virtualwire-6

Logical Switches

Segment ID
10000
10001
10002
10003

NSX Manager: ( 192.168.10.15 ||

1 4 Name
im Transit_Network_01
¥ Web-Tier
i App-Tier
i DB-Tier

Status

& Normal
& Normal
& Normal
& Normal

Transport Zone

== RegionA01_TZ
RegionA01_TZ
RegionA01_TZ
RegionA01_TZ
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Navigator X 2 vxw-dvs-38-virtualwire-1-sid-10000-Transit_Network 01 | & | {3 Actions -

-4 Back Getting Started | Summary | Monitor Configure Permissions Ports  Hosts  VMs
: ﬁ 8 | Q I vxw-dvs-38-virtualwire-1-sid-10000-Transit_Netw ork_01
(3 vcsa-071a.corp.local Portbinding:  Static binding
~ [lg RegionA01 Port allocation: Blastic
€ none VLANID: 130

@ vmservice-vshield-pg
v @ RegionA01-vDS-COMP
& RegionA01-COMP--DVUplinks-38

&VLAN101

& VLAN102 L = -
‘b Distributed Port Group Details EI‘ » Policies

2 VLAN103

2, VM Network ‘ » Tags

rr—— - ol l » Custom Attributes
& vxw-dvs-38-virtualwire-1-sid-10000-Transit_Network_01

& VXw-dvs-38-virtualwire-4-sid-10001-Web-Tier
&vxw-dvs-38-vinualwire-5-sid-10002-App-T|er

2, vxw-dvs-38-virtualwire-6-sid-10003-DB-Tier

& vxw-vmknicPg-dvs-38-0-9f4633bf-6114-4393-8239-366810c9ccce

w+ &= RegionA01-vDS-COMP
& DVUplinks-RegionA01-vDS-COMP
& ESXi-RegionA01-vDS-COMP
~ Storage-RegionA01-vDS-COMP
& VM-RegionAD1-vDS-COMP
& vMotion-RegionA01-vDS-COMP
& Vew-dvs-40-virtualwire-10-sid-5006-Central_CLI_Network_02
£ wiw-dvs-40-virtualwire-11-sid-5007-Transit_Network_01
&vxw-dvs-alo-wrluaIwire-d-S|d-5000-Web_T|er_LogicaI_Swm:h
&vrw-dvs-do-virtuaIwire-5-sid-5001-App_'|'ier_Logica |_Switch
& V¥W-dvs-40-virtualwire-6-sid-5002-DB_Tier_Logical_Switch
o ViW-dvs-40-virtualwire-7-sid-5003-Windows_Tier
évxw-dvs-alo-wrluaIwire-8-5|d-5004-Co| lapsed_Logical_Switch
&vrw—dvs—tlo—virtuaIwire—9—5|'d—5UDS—CentraI_CLI_NeMOrk_O‘I
& Vaw-vmknicPg-dvs-40-0-5274fa65-04d6-48c9-89c9-cfab202325ad
v &= RegionA01-vDS-MGMT
& ESXi-RegionA01-vDS-MGMT
& RegionA01-vDS-MG-DVUplinks-143
& Storage-RegionA01-vDS-MGMT
& Uplink-RegionA01-vDS-MGMT
& VM-RegionA01-vDS-MGMT
& vMotion-RegionA01-vDS-MGMT
& V¥W-dvs-143-virtualwire-10-sid-5006-Central_CLI_Network_02
% vxw-dvs-143-virlualwire-11-sid-5007-Transit_Network_01
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192.168.110.51 - PUTTY - O X

) i Web-Tier
| | Logical Switch
web-01a web-02a

Logical Switches

NSXManager. | 192 168 11015 |~
+ |/ X T & == | &Actons ~

Virtual Wire |D Segment 1D Actions - Web-Tier Hame

== virtualwire-1 | 10000 # Edit Seflings fifm Transit_Network_0
== virtualwire-4 | 10001 X Remove % Web-Tier

== virtualwire-5 ooz & Rermove VI = App-lie

== virtualwire-g 10002 & DE-Tier

=== Connect Edge
Iilﬂ Manage Hardware Bindings
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"% Web-Tier - Add Virtual Machines

WY 1 select Virlual Machines Select Virtual Machines
Select Vs to connect to this network

2 SelectwNICs

3 Readyfo complete Select from the available objects list on the left and move itto the selected objects list by double clicking the object or using the
arrow key
Q, web Q, Filter -

Available Objects Selected Objects

th web-03a w [ web-0la
[ w [ web-02a
[
a
3items [£5Copy~ 2items [13Copy~
Next Cancel
75 Web-Tier - Add Virtual Machines B
v 1 Select Virtual Machines SelectwICs
Select atleast one vnic for each virtual machine you want to connect to this network.
i 2 Sclectwics ]
+ 3 Readyto complets Q Fier
Name E MNetwork Host
(f1 web-02a [+ web-02a - Network adapter 1 (VM Network) Q esx-01a.corp.local
1 web-01a [+ web-01a - Network adapter 1 (VM Network) Q esx-01a.corp.local
2items []5Copy~
Back Next Finish Cancel
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7 Transit_Network_01 7 3 T (G = | {gjActions »

Summary " Monitor | Manage Related Objects

Hosts
" TestParameters
Broadcast Source host

[Browse for a source host

Size of test packet
VXLAN standard | + |

Destination host

Browse for a destination host

Results

Status:  Not Started

Browse...

Browse...
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M Tast Parameters

Broadcast Source host

[esx01a.corplocal

Size of test packet
WXLAN standard |

Destination host

esx-02a.corplocal

Start Test

Results

Status:  TestCompleted

Q Packets sent by esx-
Ma.corplocal

a All packets recaived by
esx-02a.corp.local

Packets transmitted 3
Packets received 3
Packets lost 0

Average round trip 0,000 ms

Browse...

Browse.,,
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s Transit_Network_01 | &/ ¥ 0 G =E

Summary Monitor} Manage

Related Objects

{2} Actions ~

AL

Ping

TestParameters

Source host

|esx—01a.c0rp.loca\

‘ | Browse..

Size of test packet

[ VXLAN standard

Results

Start Test J

Status: TestCompleted

Unresponsive hosts (0)

Host Name
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Navigator ) 8 Packet Capture

4 Back NSX Manager: g 192 168.110.15 | Standalone v
Networking & Security Total captured file size: O Bytes
5 NSXHome
£ Dashboard Note: Packet capturing time limit is 10 minutes and capture file limit is 20 MB per session
{5 Installation and Upgrade
& Senice Definitions T CREATE SESSION
' Logical Switches
T NSX Edges :‘::lé)n Host Adapter gte:lsl:csm Start Time Stop Time File Size
~ Security
J“] senice Composer
P Firewall

&, SpoofGuard
[&7 Groups and Tags
- Tools
[ Flow Monitaring
[z¢ Endpoint Monitoring

28 Traceflow

= Packet Caplure

Installation

Management Host Preparation | Logical Network Preparation | Service Deployments

NSXManager | 192.168.110.15 ||

[ VXLAN Transport | Segment ID | Transport Zones

+ 92 & | {58 Actions ~
Actions - RegionA01_TZ Control Plane Mode | CDO Mode
%J Connect Clusters . .

s Unicast @ Disabled
[} Disconnect Clusters

Enable CDO mede

All vShield Manager Actions  »

Name

== RegionAD1_TZ
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Installation

Management  Host Preparation | Logical Network Preparation | Service Deploymenis

NSXManager: [ 192.168.110.15 | ~|

[ VXLAN Transport | Segment ID J Transport Zones]

Name 1 a| Description Scope Control Plane Mode || CDO Mode Logical Switches
) ) : + Enabled

== RegionA01_TZ RegionA01 Transport Zone Global = Unicast 4

= (Segment ID: 10004)

vMotion

ey

Logical Switch

ESXi Host 1 ESXi Host 2 ESXi Host 3

CcDo

\0\. 9 . o,’

M . ~
Control plane connectivity issue \.:\

NSX controller cluster is down

Logical Switches
NSXManager: [ 182.168.110.15 ||
I
Wirtual Wire 1D Segment 1D 1a Mame
= virtualwire-1 10000 E Transit_Metwork_01
== Virtualwire-4 10001 i Web-Tier
== virtualwire-5 10002 E App-Tier
== Virtualwire-6 10003 " DB-Tier
== virtualwire-7 10005 " New-Logical-Switch-After-CDO
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Chapter 03: Configuring VMware NSX
Logical Routing

1+ Physical
";"\ Network Router

Static
Route VLAN 30

192.168.250.0/30

Edge Services
Gateway (HA)

Transit Logical Switch -

./ 172.16.32.0/24

Web Logical Switch DB Logical Switch
172.16.33.0/24 172.16.35.0/24

App Logical Switch

172.16.34.0/24
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New NSX Edge

¥4 1 Name and description Name and description

2 Settings — .
Install Type: () Edge Services Gateway
3 Configure deployment
4 Configure interfaces
5 Default gateway settings (&) Logical Router
6 Ready to complete
MName: # | DLR-01
Hostname: DLR-01

Description: Distributed Logical Router
Tenant:

[w] Deploy Edge Appliance

[w] Enable High Availability

Next

Cancel
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Add NSX Edge Appliance

Specify placement parameters for the NSX Edge appliance.

Cluster/Resource Pool: | RegionA01-COMPO1 | + |
Datastore: « | vsanDatastore K3
Host: | K3
Folder: | | - |
Resource Reservation: [Sys‘r.ﬂm Managed | - J il
CPU: 1000 MHz
Memory: 512 MB
oK || cancel
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New NSX Edge (7)

+ 1 Name and description Configure deployment

" 2 Settings

4 Configure interfaces

Datacenter: + | Datacenter | - |
NSX Edge Appliances

5 Default gateway settings

Resource P..  Host Datastore Folder CPU Reserv... Memory Re...
6 Ready to complete _

RegionA... vsanDat... 1000 MHz 512 MB

RegionA... vsanDat... 1000 MHz 512 MB

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance. Appliance configuration is mandatory if you want to deploy NSX
Edge Appliance.

Both the Edge Appliances are currently deployed on the same resources. It is
recommended to deploy them on different resource pools, hosts and
datastores.

Back Next Cancel
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Connect NSX Edge to a Network (7)
[ Logical Switch Distributed Portgroup
| @, Filter - |
Namea Typa
O 2 LS-APP (10000) Logical Switch
P g LS-WEB (10001) Logical Switch
o ;g LS-DBE (10002) Logical Switch
(=) 4 LS-DLR-HA (10003} Logical Switch
i 4items [5Copy ~
oK || cancel |
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Connectivity Status: (=) Connected
Configure subnets

4
Primary IP Address

172.16.32.2

MTL: 1500

Add Interface
Mame: # LS-TRANSIT
Type: () Internal (=) Uplink
Connected To: % | LS-TRANSIT Change Remove

() Disconnected

Subnet Prefix Length

| @ Filter

0|24

1items [[Copy ~

oK || cancel
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+* 1 Name and description

v

+/ 3 Configure deployment

"4 4 Configure interfaces

" 5 Default gateway settings
+/ & Ready to complete

Configure interfaces

HA Interface Configuration

Connected To: = | LS-DLR-HA Change Remove
& | @, Filter -
Primary IP Address f;:;:': Prefix
0 items Copy ~

HA interface is a mandatory special-purpose interface that requires network
connectivity and is configured separately from other interfaces in the Logical Router.

Configure interfaces of this NSX Edge

+ /S x
Name IP Address E;:;:h! i Connected To
LS-TRANSIT 172.16.32.27 24 LS-TRANSIT
LS-APP 172.16.34.1* 24 LS-APP
Ls-DB 172.16.35.1* 24 LS-DB
LS-WEB 172.16.33.17 24 LS-WEB
Back Next Finish Cancel
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New NSX Edge

i

" 1 Name and description
" 2 Settings

" 3 Configure deployment
+w" 4 Configure interfaces

6 Ready to complete

Default gateway settings

[/] Configure Default Gateway

VNIC: | LS-TRANSIT

Gateway |P: # | 172.16.32.1

MTL: 1500

Admin Distance: 1

Back

MNext

Cancel
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+ 1 Name and description Ready to complete
V2 Settings Name and description
" 3 Configure deployment Mame: DLR-01
' 4 Configure interfaces Install Type: Logical Router
+ 5 Default gateway settings Tenant:
HA: Enabled
4 & Ready to complete
HA Interface Configuration
Connected To:  LS-DLR-HA
IP Address Subnet Prefix
Length
NSX Edge Appliances
Rasource Pool Haost
RegionA01-COMPO1
RegionA01-COMPO1
Interfaces
Mamea IP Address f::;fr: Frofic Connected To
LS-TRANSIT 172.16.32.2* 24 LS-TRANSIT
LS-APF 172.16.34.1* 24 LS-APFP
LS-DB 172.16.35.1* 24 LS-DB
LS-WEB 172.16.33.1* 24 LS-WEB
Back Finish Cancel
2
1d 1a|MName Type Varsion Status
edge-2 ==X DLR-O1 Logical Router 6.3.3 Deployed
Id 1 a|MName Type Version Status
edge-2 : DLR-01 Logical Router 6.3.3 Deployed
edge-3 : DLR-02 Logical Router 6.3.3 Undeployed
edge-2 == DLR-O1 Logical Router
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Summary Monitor ‘ Manage ‘

{Semngs | Firewall |Rou1ing | Bridging | DHCP Relay}

4 Routing Configuration : [ Reset '
Global Configurafion
ECMP: Disabled m
Static Routes ©
OSPF Default Gateway : Edit || Delete |
BGP
Interface :
Route Redistribution
Gateway IP :
MTU :
Admin Distance:
Description :
Dynamic Routing Configuration :
Router ID :
OSPF : @ Disabled
BGP : @ Disabled
Logging : @ Disabled
Log Level :
Edit Dynamic Routing Configuration (7}

Router ID : | LS-TRANSIT - 172.... | ~ |

[+ Enable Logging

Log Level : l Info

| oKk || cancel ]
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[Semngs ‘ Firewall | Routing | Bridging | DHCP Relay]

“ BGP Configuration : Edit Delete

Global Configuration

Status : @ Disabled
Static Routes

OSPF

Route Redistribution

Local AS :

Neighbers :

Edit BGP Configuration (?)

[/] Enable BGP
[/] Enable Graceful Restart

(Enables/Disables the ability to preserve
forwarding state during restart of the BGP
process)

Local AS =| 64512 |

oK || cancel ]
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New Neighbor (?)

IP Address : | 172.16.32.1
Forwarding Address : = | 172.16.32.2

Protocol Address : % 172.16.32.3

Remote AS : #| 84513

Weight : 60

Keep Alive Time : B0 (Seconds)
Hold Down Time : 180 (Seconds)

(BGP Keep alive timer value needs fo be one
third of hold down timer)

Password :
BGP Filters :

,+ -

Direction Action Nebwork IP Prafix GE IP Prafix LE

0 items bl

oK || cancel

Changes to the Routing configuration will take effect only after being published. Please click on "Publish Changes” to
publish.

Publish Changes || Revert Changes

Route Redistribution Status : Edit

OSPF: + BGP: @
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Change redistribution settings

Enable Redistribution for

[] osPF
7] BGP
oK || cancel
New Redistribution criteria (?
Prefix Name : | Any R
Learner Protocol : | BGP B3
Allow learning from :
[] OSPF
BGP
[] Static routes
[+/] Connected
Action : | Permit R
| oK

| [ cancel ]

Dynamic Routing Configuration :

Router ID : 172.16.32.2

OSPF: () Disabled
BGP: + Enabled
Logging : + Enabled
Log Level : Info

Edit
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ESG’s

172.16.32.1/24

Data Plane

Forwarding Address

172.16.32.2/24

A

BGP/OSPF
Peering

Control Plane

172.16.32.3/24

DLR CVM

Protocol Address
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New NSX Edge ?) MM
vEE Name and description
2 Settings . )
Install Type: () Edge Services Gateway
3 Configure deployment
4 Configure interfaces
5 Default gateway settings (J Logical Router
6 Firewall and HA
7 Ready to complete Name: = | ESG-01
Hostname: ESG-01
Description: High Awvailability Edge Services Gateway
Tenant:
[/] Deploy NSX Edge
[/] Enable High Availability
Next Cancel
=]
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Add NSX Edge Appliance (7)

Specify placement parameters for the N5X Edge appliance.

Cluster/Resource Pool: | RegionA01-COMPO1 | v |
Datastore: ,| vsanDatastore |- |
Host: | |- |
Folder: | |- |
Resource Reservation: | System Managed | = | i
CPU: 1000 MHz
Memary: 512 MB
oK || cancel
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Mew NSX Edge ?) b
+ 1 Name and description Configure deployment
" 2 Settings .
Datacenter: = | Datacenter | -+ |
3 Configure deployment — ’
Appliance Size: (») Compact
4 Configure interfaces () Large
5 Default gateway settings () X-Large
& Firewall and HA O Quad Large
7 Ready to complete NSX Edge Appliances
Resource P...  Host Datastore Faolder CPU Resarv... Memory Re...
RegionA... vsanDat... 1000 MHz 512 MB
RegionA... vsanDat... 1000 MHz 512 MB

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance.

Both the Edge Appliances are currently deployed on the same resources. It is
recommended to deploy them on different resource pools, hosts and
datastores.

Back Next Cancel
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New NSX Edge

LM

+ 1 Name and description
" 2 Settings
" 3 Configure deployment
5 Default gateway settings
6 Firewall and HA

7 Ready to complete

Configure interfaces

Configure interfaces of this NSX Edge

P

vNICs#

Mame

VM Metwork
LS-TRANSIT

IP Address

10.0.0.160°
172.16.32.1"

Back

Submnat Prefix

Length Connected To

24 WM Network

24 LS-TRANSIT
Next Cancel
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New NSX Edge

+ 1 Name and description
«/ 2 Settings

" 3 Configure deployment
+" 4 Configure interfaces

6 Firewall and HA

7 Ready to complete

Default gateway settings

[/] Cenfigure Default Gateway

VNIC: % [ VM Network |~
Gateway IP: x| 10.0.0.134 |
MTU: 1500

Admin Distance: 1

Back Next
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New NSX Edge 3 »
+ 1 Name and description Firewall and HA
" 2 Settings
@ Configure Firewall default policy
v 3 Configure deployment
+ 4 Configure interfaces Default Traffic Policy: (=) Accept () Deny
« 5 Default gateway settings Logging: () Enable () Disable
6 Firewall and HA
_ conﬂgure HA parameters
7 Ready to complete Configuring HA parameters is mandatory for HA to work.
VNIC: «[LsTRANSIT |~ |
Declare Dead Time: 15 (seconds)
Management IPs:
Back Next Cancel
|
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Summary  Monitor | Manage |

[Seﬂings ‘ Firewall [Rouling ‘ Bridging [ DHCP Relayl

4 Routing Configuration :
Global Configuration
ECMP : @ Disabled
Static Routes
OSPF
BGP

Default Gateway:

Interface :
Route Redistribution

Gateway IP :

MTU :

Admin Distance:

Description :

[ Reset

| Edit

l [ Delete

Dynamic Routing Configuration :

Router ID :

OSPF :

BGP :

Logging :

Log Level :

) Disabled
@ Disabled

@ Disabled

Edit Dynamic Routing Configuration

Router ID : | LS-TRANSIT - 172.... | v |

[] Enable Logging

Log Level : [ Info
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ra

New Neighbor

IP Address : #1172.16.32.3

Remote AS : # 64512

Weight : 60

Keep Alive Time : 60 (Seconds)
Hold Down Time : 180 (Seconds)

(BGP Keep alive timer value needs to be one
third of hold down timer)

Password :
BGP Filters :
1Y -
Direction Action Network IP Prefix GE IP Prefix LE
0 items Copy ~
OK | [ Cancel
Route Redistribution Status : Edit ]
OSPF: @ BGP: @
IP Prefixes :
Change redistribution settings (7)

Enable Redistribution for
[ ] OSPF
] BGP

| OK || cancel
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New Redistribution criteria

Prefix Name : Any

Learner Protocol : BGP
Allow learning from :
[]osPF

BGP
[] Static routes
[/] Connected

| oK

][ Cancel l

Changes to the Routing configuration will take effect only after being published. Please click on "Publish Changes” to

publish.

Publish Changes || Revert Changes

Dynamic Routing Configuration :

Router ID : 192.168.250.1

OSPF : @ Disabled
BGP: + Enabled
Logging : + Enabled
Log Level : Info

| Edit
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Chapter 04: Configuring VMware NSX Layer
2 Bridging

_’I‘_) Physical Router

—
—
—_—

=
Bridging
¥ Instance r

vy T
“=-= P2V -77 Physical Server
—

Physical Devices
1 - o
) ul <1
m Bridging

Instance

—
—
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VMI VMI VM

Hardware VTEP
_ d Gateway
Software . [ =
based I P s—
i - =
Hardware VTEP

Gateway

Non-virtualised workloads or appliances

Spine/Core Switch

VLAN extended
between racks

Leaf/ToR Switches VLAN
VXLAN
VMs on NSX
logical switch e
ESXi hosts with VLAN10 VLAN10 Physical servers

bridging instance
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Hardware VTEP
Gateway performing
layer 2 bridging

Spine/Core Switch

VLAN

VXLAN

Leaf/ToR Switches

Physical VLANs
do not need to
be extended
across racks

VMs on NSX
logical switch

DB logical Switch is extended to
---®VLAN. Must use Edge or physical
router for routing

App Logical Switch Logical y E’Q DB VLAN
5 Switch ﬁ =
., Bridging
Instance

Physical Server

App Logical Switch is note””
extended to VLAN. DLR
can be used
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_.DB logical Switch is extended to
=*"" " VLAN and uses DLR for routing

DB y @
App Logical Switch Logical = DB VLAN
ﬂ Switch m '_k
Bridging
Instance

Physical Server

NSX Controller

OO

OVSDB
Client

OvVSDB
Management
Protocol

Management Channel
HSC ri(parmer proprietary)

—
— ] —

HW VTEP HW VTEP HW VTEP
Switch Switch Switch
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DB-Tier Logical Switch VNI 10003

ey 192.168.103.0/24 P
| — -
— I —
Bridging
Instance
VM connected to Logical Switch
DB-Tier
Navigator ) § | NSX Edges
— E = : ] e | 5 =
TS R o 165110451 ] it Distributed-Router01 = X £ ™5 [7] | {ghActions
Networking & Security ry Summary MDnilorll Manage ‘l
£ NSXHome id 1 a|Name g [ Settings ‘ Firewall ‘ Rounngl[ Bridging ‘IDHCP Relayl
£ Dashboard edge-1 E Perimeter-Gateway-01 SX Edge
405 Installation |edge-3 o= Distributed-Router-01 Logical Routerl +
‘= Logical Switches Ik S
ECTTE
3 C)
Add Bridge
Mame: = | Bridge-VLAN103-DE
Logical Switch: +| DB-Tier e
Distributed Port Group: = VLAN103 oS
OK l [ Cancel ]
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=== Distributed-Router-01

Summary Monitor | Manage

Seftings | Firewa

+ 7 x

0
1]
[
]
w
7|
[11]

Bridge-VLAN103-DE

x & ¥ [

{c}}ﬁcﬁuna =

Routing | Bndging | DHCP Relay

Q

= Miickribu shodd P

= t Groun

o, VLANT03

% Distributed-Router01 = x &3 ¥u [7]

{cj Actions ~

Summary Monitor | Manage

Settings | Firewall | Routing | Bridging | DHCP Relay

4«

Details:
Interfaces
Size Compact
Auto generate rules Enabled
FIPS mode Disabled
Syslog servers:

Server 1

Server 2

@A:to'w HA Configuration:

HA Status Enabled

Declare Dead Time 15

Logging Disabled

Change Log level Info

HA Interface Configuration

Connected To VM Network
IP Address

Subnet Mask:

Change

Logical Router Appliances:
V4 {8} Actions

Distributed-Router-01-0 (Active)

Deployed | Up

esx-01a.corp.local vm

RegionA01-COM

@ nsxmgr-O1a.corp.local - PuTTY
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B2 nszmgr-0la.corp.local - PuTTY — O *
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EP nsxmgr-0la.corp.local - PuTTY - m] X
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Logical Switch VTEP VMKNic

VXLAN Transport VLAN

Logical Switch VTEP VMKNic

VXLAN Transport VLAN

DLR Control VM

®

Physical Host

Bridged-VLAN

Edge vDS

ESXi Host

Allow/Tag —1| =
- VXLAN Transport VLAN " i
Z 0= and Z 6> = b«\‘\
S %5 Bridged Physical VLAN 5 %5 b 2 J\
X5 X < = \C
>Eg> Ss>s ow®
= =
I VXLAN Transport VLAN
—_— N
o pro—
Ap— Ap—

Physical Switch

Physical Switch

App-Tier
VLAN 102 @ Logical Switch

1_—'$ 4
Bridging

Instance

B
App-Tier logical switch is
extended to VLAN. Both
the logical switch and
VLAN 102 uses DLR for
routing

Physical Server

NSX _.f‘_
Edge @gé\

DB logical Switch is extended to
_...~-=VLAN 103 using NSX Edge or
physical router for routing

.__,¢ VLAN 103

DB-Tier =
Logical Switch -
Bridging
Instance

Physical Server
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==+ Distributed-Router-01

X © % [] | 3 Actons -

Summary  Monitor | Manage |

[Setlings ‘ Firewall ‘ Routing ‘ Bridging | DHCP Relay]

3+ F x

Bridgeld 14 Mame

1 Bridge-VLAN103-DE
2 Bridge-VLAN102-App

Logical Switches

't DB-Tier
Ut App-Tier

ﬁ Routing Enabled

Q

Distributed Port Group

2 VLAN103
2 VLAN102

NSX Controller
192.168.110.16

OVSDB Management Protocol
Port 6632-6640

Hardware VTEP Gateway

(HSC)

Navigator

X Service Definitions

4 Back
Networking & Security
£ NSX Home
£33 Dashboard
4G Installation
“ Logical Switches
==: NSX Edges
P Firewall
2 SpoofGuard
J“| Senice Composer
v Tools
[1#] Flow Monitoring
[iF Activity Monitoring
[iz} Endpoint Monitoring

9 Traceflow

Services  Service Managers I Hardware Devices

NSXManager. (192.168.110.15 |~

Hardware Devices

4

Name

Management IP Address

This list is empty.

Connectivity

0 Objects

Replication Cluster

Hosts

Edit
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Edit Replication Cluster Configuration (7)

Select replication nodes to participate in replication cluster.

Q Filte Q, Filter -
Available Objects Selected Objects
1=l w [ esx-02a.corp.local
= o @ esx-01a.corp.local
Izl w [J esx-03a.corp.local
5
|
3items 5 Copy~ 3items [[3Copy~
OK ‘ | Cancel |

Replication Cluster

Hosts  [F)) esx-02a.corp.local [g)) esx-01a.corp.local [} esx-03a.corp.local

BFD Configuration

Status + Enabled

Probe interval 300 ms

Replication Cluster

Hosts  [F)) esx-02a.corp.local [g)) esx-01a.corp.local [} esx-03a.corp.local

BFD Configuration

Status + Enabled

Probe interval 300 ms
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@ 192.168.110.41 - PUTTY - O

Add Hardware Device 2

Name: = leaf-01a

Description leaf switch 01a

WhgHO4tNN2 1 pjllUMojakiZi1nk .
aYjhJEObhzPvWoNETGUD9raPT4YGH/
EJDiis 02YXm a8 XAcFis Ly 1NyDidyd 9x
+plkcT!
jEhmPaoTkCAXCJdOWkrs TwESaklZe5ydoh46E
3aHmzEroDLdds VEGTIWeH
raTmT4rU3gAnEIXFQEFTEGeRbvcyN7TYIDhTVE
AQAVITgIUIENA3SnEPJInbFw
h5jKkE4DZOYDIdw.TafdHpeloa59eijZ0bTaYw==
----- END CERTIFICATE— v

Certificate: =

] Enable BFD

OK Cancel

Hardware Devices

+ |/ XS

Name

_S} Actions «
Management IP Address

b leaf-01a 192.168.110.251

+ 0

Logical Switches

o

RSN enabled ESXi

’
/RSN enabled ESXi Host

1
L}
1
\
]

\ L
\ A
A Y
\\ N
A Y
N AN
N N
A N
. \
N
S N
~ N
\\\ Y
-~ W —
Se—e__ f—
_____ 3| m—
f—

Hardware VTEP Gateway

Host

ESXi Host without RSN enabled

q------ < BFD Sessions

—p Leverage RSN

-
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DB-Tier Logical Switch VNI 10003

g 192.168.103.0/24

VM connected to Logical Switch

—
Z
—
—

Bridging
Instance

DB-Tier
Logical Switches DB-Tier - Manage Hardware Bindings (?)
NSXManager: | 192.168.110.15 |~ |
. + leaf-01a (1 Bindings)
+ 17 X @ B &= | Gracions -
Virtual Wire ID Segment ID | Name 14 Status Transport Zone E
= virtualwire-5 | 10002 s App-Tier @ Normal = RegionA01f| | Swiich Port VLAN
=S vitualwire-6 | 10003 ‘% DB-Tier @ Normal == ReaionA0]| [ leat01a 3 Eth1/11 select [203
Actions - DB-Tier
== vinualwire- ransii_Network_01
¢/ Edit Setti
= virtualwire-4 10001 ‘5 Web-Tier 7 eHngs 1
= 3¢ Remove
% Add VM
(35 Remove VM
Connect Edge
. Manage Hardware Bindings
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Chapter 05: Configuring VMware NSX Edge
Services Gateway

DN S Configuration: Change
DMS Senver 1:
DMS Server 2:
Cache Size: 16
Logging: Disabled
Log level: Info
Change DN S configuration ?

Specify the DNS servers to which this NSX Edge must
forward DMNS requests.

[w] Enable DNS senice

DMS Server1: % (8888
DMS Server 2: 844

Cache Size:  #|16

[+/] Enable Logging

Log level: | Info | ~ |

|' oK | | Cancel |
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Chapter5-0> show service-monitor summary

The Monit daemon 5.13 uptime:

Process
Process
Process
Process
Process
Process
Process
Process
Process
Process
Process
Process
Process
Process
Process
Process
Process

'reync'
'openswan'
'"haproxy'
'nrpe’
'nginx'

'reyncInotify!
'conntrackd'

'12vpn'
'm=ngr'
's=lvpn'
's=h'
'bindg3'
'syv=zlog-ng'
'dhepd!
'mnagios"
'dheprelay!
'pound’

10m

Hot
Hot
Hot
Hot
Hot
Hot
Hot
Hot
Hot
Hot

monitored
monitored
monitored
monitored
monitored
monitored
monitored
monitored
monitored
monitored

Funning
Funning
Funning

Hot
Hot
Hot
Hot

monitored
monitored
monitored
monitored
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IP Pool Specifications
Network: 192.168.200.0/24
Gateway: 192.168.200.1
Start: 192.168.200.10

End: 192.168.200.200
Edge Services Gateway:
Chapter5 Reservation for Windows VM:
Hostname: Windows-VM

MAC address: 78:24:AF:32:7C:D6
IP address: 192.168.200.201

A Subnet Mask: 255.255.255.0

Transit Logical Switch
192.168.100.0/24

DHCP Queries sent via
VM’s on Web Logical
Switch are relayed to
Edge Services Gateway
via DLR

.2] Distributed Logical Router

\ 4 B Web Logical Switch
192.168.200.0/24
Windows-VM

DHCF Senvice Status: Disabled Enable

Logging Policy
[ ] Enable logging
Log level: | INEO | v |
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Add DHCP Pool

J General | DHCP options

[] Auto Configure DNS
[]Lease Mever Expires

Start IP: | 1892 168.200.10
End IP: = 1892 168200200
Domain Name: corp.local

Primary Name Server:

Secondary Mame server:

Default Gateway: 192.1658.2001
Subnet Mask: = 255 255 2550
Lease Time: 286400 (seconds)

oK l l Cancel
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Edit DHCP Binding

.

J General | DHCF options

MAC Address (T8 24AF32.7CDE
Host Mame: :ea|‘.a‘u'indows—'l.r1*.-1

IP Address: | 192.168.200.201
Subnet Mask: % 255.255.255.0

Domain Name:
[] Auto Configure DNS
Primary Name Server:
Secondary Name server:
Default Gateway:
[]Lease Mever Expires

Lease Time: 26400 (seconds)

OK

] [ Cancel
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Telewarker
Public e _TePaa_ @ Initiating VPN
Internet iV  Ccenecton

IP Pool Specifications
Netwark: 192.168.255.0
Gateway: 182.168.255.1
Start: 192.168.255.10
End: 192.168.255.20

Tunnel Network

MNetwork: 172,16.33.0/24

Transit Logical Switch -
192,168.100.0/24

.2| Distributed Logical Router

= Wab Logical Switch
1721633024
Windows-VM
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Specify Source (7]

Select one or more objects for the source field of the firewall rule

Object Type: | Virtual Machine | - |

| Q Filter ) . [ @ Filter - |

Available Objects Selected Objects

g1 db-01a.corplocal « [ web-01a.corp local

g vsra-01a.corp.local

¥

1 app-01a.corp.local
1 web-02a.corp.local

5items 5 Copy~ 1items [LyCopy~

b Advanced options

OK ][ Cancel ]J
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Specify Service
Select one or more objects for the service field of the firewall rule
Object Type: | Senice | - |
| @ ssh | | @ Filter - |
Available Objects Selected Objects
\/ SSH + [] SSH
=
a
1items |5 Copy~ 1items L5Copy~
Mew Service. .
OK l [ Cancel ]
Firewall Status: Enabled Disable ‘
O | Hide Generated rules Hide Pre rules Search Ev
No Name Type Source Destination Service Action
@1 firewall Internal ©vse any any Accept
@2 dns Internal @ internal @ 19216852 @© udp:53:any Accept
©fcp53:any
@3 Allow SSH OUTBOUND User & web-01a.corp.local any [0 SSH Accept
@4 Default Rule Default any any any Deny
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Details:

Size:

Host Mame:

FIPS mode:
Syslog servers:
Server 1:

Server 2

Auto generate rules:

Compact
Chapters
Disabled
Disabled

§8% Action

Change

Change Auto Rule Configuration

[w] Enable auto rule generation

Enable auto rule generation, to automatically generate
service rules to allow flow of contral traffic.

Rule Priority: (=) High () Low

oK ][ Cancel
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Source NAT (SNAT)

Edge Services Gateway:
Chapter5

Internal Interface Uplink Interface

Windows-VM

Source-Address: 192.168.200.201
Destination-Address: 8.8.8.8

Destination NAT (SNAT)

Edge Services Gateway:
Chapter5

Internal Interface Uplink Interface

Public Server

P> 10.0.0.170

Translated Source-Address:

Destination-Address: 8.8.8.8

Windows-VM

Source-Address: 10.0.0.69
Translated Destination-Address:
192.168.200.201

Public Server

Source-Address: 10.0.0.69
Destination-Address: 10.0.0.170
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Edit SNAT Rule )

Applied On: uplink v | &

Protocol: v

Original Source IP/Range: = 192.168.200.201/32

Destination IP/Range: 8.8.8.8

Translated Source IP/Range: = |10.0.0.170/32

Description: NAT to OUTBOUND

[/] Enabled
[/] Enable logging

OK Cancel

Chain usr_snat (1 references)
rid pkts bytes target prot opt in out source

] 2 120 LOG all -- * WNic_0 192.168.200.201 .8.8. LOG flags @ level 4 prefix "SNAT_"
] 2 120 SNAT all -- * Wic_0 192.168.200.201 .8.8. t0:10.0.0.170
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Edit DNAT Rule 2

Applied On: uplink | 9
Protocol: v
Source IP/Range: 10.0.0.69

Original Destination IP/Range: = |10.0.0.171

Translated IP/Range: % [192.168.200.201
Description: DNAT to Internal VM
[v] Enabled

[v] Enable logging

OK Cancel

Chain usr_dnat (2 references)
rid pkts bytes target prot opt in out source destination

0 2 148 LOG all -- wNic @ * 10.0.0.69 10.0.0.171 LOG flags @ level 4 prefix "DNAT_"
0 2 148 DNAT all -- WNic @ * 10.0.0.69 10.0.0.171 t0:192.168.200.201
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One-Armed Load Balancing Example

Layer 4 Engine in use

User initiating
request (external
network)

Distributed Logical
Router

One-Armed-LB

i
Web Logical Switch
172.16.33.0/24
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New NSX Edge 7 M

¥ 1 Name and description Name and description

2 Settings
g Install Type:  (+) Edge Services Gateway

3 Configure deployment

4 Configure interfaces

5 Default gateway settings ) Logical Router
6 Firewall and HA

__) Universal Logical Router
T Ready to completa

MName: + Dne-Armed-LB
Hostname: One-Armed-LB

Description: Layer 4 Load Balancer for Web Application

Tenant: ||

[+] Deploy NSX Edge

[] Enable High Availability

Next Cancel
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Mew NSX Edge

»' 1 Mame and description
3 Configure deployment
4 Configure interfaces
5 Default gateway settings
6 Firewall and HA

7 Ready to complete

Settings

CLI credentials will be set on the NSX Edge appliance(s). These credentials can
be used o login to the read only command line interfface of the appliance.

User Name: = admin
Password: . Emmrerreveraares
Confirm password; s | ==
[] Enable S5H access

[[] Enable FIPS made

[+] Enable auto rule generation

Enable auto rule generation, to automatically generate service rules to allow flow of
control traffic.

Edge Control Level Logging | INFO

Back Mext Cancel
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Add NSX Edge Appliance (?)

Specify placement parameters for the NSX Edge appliance.

Cluster/Resource Pool: = [ RegionA01-COMPO1

-]

Datastore: *[vsanDatastcre | v ]

Host: [ | v ]

Folder: [ | v 1

Resource Reservation: [Systgm Managed | - J (i )
CPU: 1000 MHz

Memory: 512 MB
OK || Cancel
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New NSX Edge 7] MY
" 1 Name and description Configure deployment
" 2 Settings .
Datacenter: = | Datacenter | * |
3 Configure deployment e
Appliance Size: () Compact
4 Configure interfaces () Large
5 Default gateway settings (=) X-Large
& Firewall and HA @ Quad Large
7 Ready to complete NSX Edge Appliances
Resource P... Host Datastone Foldar CPU Reserv... Memory Re...
RegionA... vsanDat... 6000 MHz 8192 MB
Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance.
Back Next Cancel
|
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Add NSX Edge Interface

wINIC#: 0

Name: = LS-WEB

Type: () Internal (=) Uplink

Connected To: LS-WEB Change Remove

Connectivity Status:  (+} Connected () Disconnected

X Q Filter -
Primary IP Address Saecondary |P Addressas Subnet Prafix Length
172.16.33.2 %] 24 o

1 items [[%Copy ~

Comma separated lists of Secondary IP Addresses. Example: 1.1.1.1,1.1.1.2,1.1.1.3

MAC Addresses:
You can specify a MAC address or leave it blank for auto generation. In case of HA,
two different MAC addresses are required.

MTU: 1500

Options: [[] Enable Proxy ARP [ Send ICMP Redirect

Reverse Path Filter | Enabled -

Fence Parameters:

Example: ethernet0. filter1.param1=1
etherneti filter1 . parami=1

| ok || cancel
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New NSX Edge

1 Name and description

L'y

" 2 Settings
»* 3 Configure deployment
v

4 Configure interfaces

5 Default gateway settings

6 Firewall and HA

7 Ready to complete

Default gateway settings

[/] Configure Default Gateway

wNIC: x| Ls-WEB

Gateway IP: x| 172.16.33.1]

MTU: 1500

Admin Distance: 1

New NSX Edge

1 Name and description

2 Settings

v

v

" 3 Configure deployment
+* 4 Configure interfaces
v

5 Default gateway settings

7 Ready to complete

Firewall and HA

[/] Configure Firewall default policy
Default Traffic Policy: ~ (e) Accept () Deny
Logging: () Enable (e) Disable

Configure HA parameters
Configuring HA parameters is mandatory for HA to work.

vNIC: any v

Declare Dead Time: |15 (seconds)

Management IPs:
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New NSX Edge

Ready to complete

+~* 1 Name and description
it il Name and description
" 3 Configure deployment Name: One-Armed-LB
+ 4 Configure interfaces Install Type: Edge Services Gateway
" 5 Default gateway settings Tenant
Size: Compact
+" 6 Firewall and HA
HA: Disabled

il 7 Ready fo complete Automatic Rule Generation:  Enabled

NSX Edge Appliances
Resource Pool Host

RegionA01-COMPO01

Interfaces
vNIC# Name IP/Address Subnet Prefix
Length
0 LS-WEB 172.16.33.2* 24

Connected To

LS-WEB

i One-Armed-LlB = 3% 3 ¥y & [7] | {shActions ~

Summary Monitor | Manage

[ Settings | Firewall | DHCP | NAT | Routing | Load Balancer | VPN | SSL VPN-Plus | Grouping Objects

LA Load balancer global configuration

Global Configuration Load Balancer Status Disabled

Application Profiles
Service Insertion Status Disabled

Service Monitoring

Acceleration Status Disabled
Pools
Virtual Servers Logging Disabled
Log Level: info

Application Rules
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Edit Load balancer global configuration

[] Enable Load Balancer
[ Enable Acceleration
[] Logging

["] Enable Service Insertion

New Pool
Name: # | WEB_SERVERS_POOL
Description: | Front End Web Servers
Algorithm: ( ROUND-ROBIN B3

Algorithm Parameters:

Monitors: NONE ‘ v ]

Members:

+

== One-Armed-LB % 17 Mz & [7] | {ShActions -

Summary Monitor | Manage

[ Settings | Firewall | DHCP | NAT | Routing | Load Balancer | VPN | SSL VPN-Plus | Grouping Objects

“ 'S Show Pool Statistics

Global Configuration
Pool ID Name Algor

Application Profiles

Service Monitoring
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Edit Member

Name:

%= |web-01a

IP Address / VC Container: x| 172.16.33.200 2 | Select

State:
Port:
Monitor Port:

Weight:

Max Connections:

Min Connections:

Enable

80

| v

OK

] [ Cancel
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Edit Pool

Name:
Description:

Algorithm:

Algorithm Parameters:

Monitors:

Members:
State

Enable
Enable

[] Transparent

#|WEB_SERVERS_POOL

Front End Web Servers

[ ROUND-ROBIN

[ default_http_monitor

IP
Address... 1 a Weight

172.16.3... 1
172.16.3... 1

Max Min

Monitor Port | Port Connections  Connections

80
80

oK |[ Cancel
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tion

g # M Show Pool Statistics

Alam

D, LiD
I{ Pool and Member Status

pool-2

14 Pool Status and Statistics:
Pool ID

Name

WEB_SERVERS_P...

Status
UuP

WEB_SERVERS_POOL

Member Status and Statistics:

Name IP Address Status Member ID
web-01a 172.16.33.200 UP member-3
web-02a 172.16.33.201 upP member-4
=:: One-Armed-LB = % £ Mz & ||  {cjActons ~
Summary Monitor | Manage
Settings | Firewall | DHCP | NAT | Routing | Load Balancer | VPN | SSL VPN-Plus | Grouping Objects
“ =
Global Configuration Profile ID Name
Application Profiles

Service Monitoring

Pools

Persis
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New Profile

Name: WEB_APP_PROFILE

Type: [TCP | v ]
Enable SSL Passthrough

HTTP Redirect URL:

Persistence: [Source IP | v ]

Cookie Name:
Mode:

Expires in (Seconds):

Insert X-Forwarded-For HTTP header

Enable Pool Side SSL

Virtual Server Certifi

Service Certificates I CA Certificates \ CRL

Configure Service Certificate

Common Name

Issuer Validity

VSM_SOLUTION_16b1 VSM_SOLUTION_16b1 Tue Sep 122017

VSM_SOLUTION_6978 VSM_SOLUTION_6978 Tue Sep 12 2017

VSM_SOLUTION_6978 VSM_SOLUTION_6978 Tue Sep 12 2017

vcsa.vsphere.local CA Tue Sep 12 2017

VSM_SOLUTION_16b1 VSM_SOLUTION_16b1 Tue Sep 122017

Cipher:

Client Authentication:

Default
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES256-GCM-SHA384

Ignore v

- Thu Au
- Thu Au
- Thu Au
- Tue Se
- Thu Au

OK

] [ Cancel
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T One-ArmedlB  x 2 ¥ &

Summary Monitor | Manage

] | {chActions »

Settings | Firewall | DHCP | NAT | Routing | Load Balancer | VPN | SSL VPN-Plus | Grouping Objects
Ll P
Global Configuration Virtual Server ID Name Description Default Pool
Application Profiles
Service Monitoring
Pools
Application Rules
New Virtual Server (?
Gener... | Advanced
[/] Enable Virtual Server
[/] Enable Acceleration
Application Profile: | WEB_APP_PROFILE B3
Name: % WEB_SERVERS_VIP
Description:
IP Address: #/172.16.33.2 )| Select IP Address
Protocol: [H'I'I'P | v ]
Port / Port Range: * 80
Default Pool: | WEB_SERVERS_POOL k3
Connection Limit:
Connection Rate Limit: (CPS)
| ok || Cancel
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Loadbalancer Virtual3Server Statistics:
UIRTUAL WEB_SERVERS_VUIP
ADDRESS [172.16.33.21:88
SESSI0ON (total) = (A)
RATE (cur) = (B)
BY¥TES in = (B8), out = (8)
+->P0O0L WEB_SERVERS_POOL
LE METHOD round-rohin
LE PROTOCOL L4
Transparent diszabled
SESSION (cur, cps, total) =
BYTES in = (A), out = (@)

(a, 8,

+->PO0L MEMBER: HEB_SERVERS_POOL-web-81a,

HEALTH MONITOR =
i LAST STATE

SESSION (cur,
BY¥TES in =

total) =
out = (B)

cps,
(ay,

]

1

]

1

]

1

]

1

]

1
+—

]

1

HEALTH MONITOR =

>PO0OL MEMBER: WEB_SERUVERS_POOL-web-BZa,

A)

STATUS: UP

MONITOR SERUVICE, default_http_monitor:0R
CHANGE: 2A18-A1-18 11:86:38
i LAST CHECK: 2A18-A1-18 11:86:3A@

(8, 8, 8l

STATUS: UP

MONITOR SERUVICE, default_http_monitor:0R

Edge Services Gateway:
Chapter5

I)I

Tunnelling Networks:

Remote Endpoint
Generic VPN Device

IPSec PUb“C IPSec :l I:l Tunnelling Networks:
172.16.33.0/24 pubic Internet ——— 1 10.0.10.0/24
[ 10.0.0.0170 10000175 o B 192.168.0.0/24
Pre-Shared Key:
VMware1!
Configure interfaces of this NSX Edge.
7 %X @ ichActions Q -
vNIC# 1 a Name IP Address Subnet Prefix Length Connected To Type Status
0 uplink 10.0.0.170* 24 VM Network Uplink v
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Edit IPsec VPN

[/] Enabled

[/] Enable perfect forward secrecy(PFS)

Name:
Local Id:
Local Endpoint:

Local Subnets:

Peer Id:

Peer Endpoint:

Peer Subnets:

Encryption Algorithm:

Authentication:

Pre-Shared Key:

Diffie-Hellman Group:

Extension:

External_Peer

#110.0.0.170
#110.0.0.170

#172.16.33.0/24

Subnets should be entered in CIDR format
with comma as separator.

« 10.0.0.175

#110.0.0.175

Endpoint should be a valid IP, FQDN or any.

#10.0.10.0/24,192.168.0.0/24

Subnets should be entered in CIDR format
with comma as separator.

AES v
(=) PSK Certificate

ek ko

[] Display shared key
[ DH14 [+ ]

Extension could be
passthroughSubnets=192.168.1.0/24,
192.168.2.0/24
securelocaltrafficbyip=192.168.1.1
For others please refer to user guide.

oK || cancel
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IPsec VPN Service Status: Disabled Enable

Global configuration status: Not Configured Change

» Logging Policy Start Service

* 7/ x| @|LL Show IPsec Statistics

&l L U =T e 3 L (= e v

=

IPsec VPN Statistics

(x)

|

IPsec VPN Status and Statistics:

Local Endpoint Peer Endpaint Channed Status

Tunnel Status

T T T S

IPsec VPN Tunnel Status and Statistics:

Local Subnets Peer Subnets Last Information Message
172.16.33.0/24 10.0.10.0/24
172.16.33.0/24 192 168.0.0/24

Tunnel State
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HTTPS

. TCP/443 Teleworker
|r|:[:?|l-:gt — e o - - —— ] . Initiating VPN
- Connection

IP Pool Specifications
Network: 192.168.255.0
Gateway: 192.168.255.1
Start: 192.168.255.10

Edge Services Gateway: End: 192.168.255.20

Chapter5 Tunnel Network

Network: 172.16.33.0/24

192.168.100.0/24

.2| Distributed Logical Router

Web Logical Switch
172.16.33.0/24

Windows-VM
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i% Chapters | X £ Y3 & [7] | {SiActions v

Summary  Monitor ( Manage |

| Settings ‘ Firewall ‘ DHCP | NAT ‘ Routing ‘ Load Balancer | VPN | SSL VPN-Plus | Grouping Objects |

« Server Settings: Change ]

Dashboard Server settings represents configurations related to SSL VPN server such as IP and port to listen on, the Cipher list and the server
Server Settings certificate.

IP Pools |Pv4 Address/Port:

Private Networks IPv6 Address/Port:

Authentication Cipher List:

Installation Package » Certificate Details:

e » Logging Policy: Change |
Client Configuration .
Change Server Settings (7)
IPv4 Address: | 10.0.0.170 (Primary) |+ )
IPv6 Address: [ None | v ]
Port: x| 443
Cipher List:

AES256-SHA

AES128-GCM-SHA256 v

Server Certificate:  [/] Use Default Certificate
Common Name Issued To Valid Dates
VSM_SOLUTION_16b1e45f-5df VSM_SOLUTION_16b1e45f-5df 9/12/17, 7:12:27 PM GMT+10 - 8/1... *
VSM_SOLUTION_6978326f-502 VSM_SOLUTION_6978326f-50z 9/12/17, 7:12:31 PM GMT+10 - 8/1...
VSM_SOLUTION_6978326f-50z VSM_SOLUTION_6978326f-50z 9/12/17, 7:12:29 PM GMT+10 - 8/1...
vcsa.vsphere.local vcsa.vsphere.local 9/12/17, 5:11:40 PM GMT+10 - 9/7... .

oK || Cancel
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Add Static IP Pool

IP Range: #192.168.255.10 To |192.168.255.20

Netmask: # | 255.2565.255.128

Gateway: #192.168.255.1 This will add an IP address in na0 interface.
Description: Remote Access VPN for Internal Users

Status: (e) Enabled () Disabled

Advanced

Primary DNS: 8.8.8.8

Secondary DNS: | 8.8.4.4

DNS Suffix:
corp.example.local

WINS Server:

oK ][ Cance
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Add Private Network

Description:

Send Traffic:

Ports:

Status:

Network: #|172.16.33.0/24

Network should be entered in CIDR format e.g. 192.168.1.0/24

Web Servers

(=) Over Tunnel () Bypass Tunnel

[] Enable TCP Optimization

(e) Enabled () Disabled

oK || Cancel
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Add Authentication Server (?

Authentication Server Type [LOCAL v ]

[] Enable password policy:
Password Length: %* (1 To |4

Minimum no. of alphabets:

Minimum no. of Digits:
Minimum no. of special characters:

Password should not contain user ID ]

Password expires in: % 30 Day(s)

Expiry notification in: % 25 Day(s)

E] Enable account lockout policy:
Retry Count: #3

User account will get locked after
specific number of unsuccessful

retries.
Retry Duration: w1 Min(s)
Lockout Duration: %1 Day(s)
Status: (s) Enabled () Disabled

[[] Use this server for secondary authentication

Terminate Session if authentication fails

OK || Cancel ]
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Add Installation Package

Profile Name: = PACKAGE_1

Gateway

Port

10.0.0.170

Create installation packages for:

H443

OK Cancel

Windows [ ] Linux [v/] Mac
Description:
Status: (=) Enabled () Disabled

Installation Parameters for Windows:
[] Start client on logon
[] Allow remember password
[_] Enable silent mode installation

[ ] Hide SSL client network adapter

[ ] Hide client system tray icon

[/] Create desktop icon

[ ] Enable silent mode operation
Server security certificate validation

[ ] Block user on certificate validation failure

OK Cancel
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Add User )

User ID: % | vmware
Password: g | Hnh
Re-type Password: g | wEREEE
First Name:
Last Name:
Description:

Password Details:

Password never expires: ]
Allow change password: ]
Change password on next login: D
Status: (=) Enabled () Disabled

oK || cancel
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TIcChapters X £ %y & [ | {GiActions v

Summary  Monitor (Managaw

[Semngs | Firewall ‘ DHCP ‘ NAT [ Routing ‘ Load Batancer | VPN [ SSL VPN-Plus ‘ q

“
Server Settings
IP Pools
Private Networks
Authentication
Installation Package
Users
Client Configuration
Login/Logoff Scripts
General Settings
Portal Customization

« Status

Service:  Disabled Enable

'+ Statistics

ShowFor: [ 1H | 24H | 1W | 1M | 1Y

Session Statistics

[l Active Sessions

l Authentication Failures

100

||| sessions Crea
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7 Edit

(‘\.
-
-
-

Name: +| EDGE_HA_CHAPTER_5

Description:

Replication mode: () Multicast

Muilticast on Physical network used for VXLAN control plane.

() Unicast

VXLAN control plane handied by NSX Controlfer Cluster.

(_) Hybrid

Optimized Unicast mode. Offloads local traffic replication fo physical network.

[w/] Enable IP Discovery
[] Enable MAC Learning

OK

] [ Cancel

[ 106 ]




Edit NSX Edge Interface

vMIC#H: 3
Name: +| EDGE_HA_CHAPTER 5
Type: Internal | = \_I

Connected To:

Connectivity Status: (=) Connected

Configure Subnets:

+

Primary IP Address

Comma separaled lists of Secondary IP Addresses. Example: 1.1.1.1,1.1.1.2,1.1.1.3

MAC Addresses:
MTL: 1500
Options: [] Enable Proxy ARP [/] Send ICMP Redirect

EDGE_HA_CHAPTER_S

Secondary I[P Addrasses

() Disconnected

Reverse Path Filter | Enabled

Fence Parameters:

-

Change Remove

@ Filter -
Subnat Prefix Length

0 items Copy -

OK || GCancel
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EJ

“IChapters X {3 %3 & []  {SpActions ~

Summary Monitor | Manage

[ Seftings | Firewall  DHCP | NAT | Routing | Load Balancer | VPN | S5L VPN-Plus | Grouping Object
4
Details: {5 Action
interfaces Size: Compact
Certificates
Host Name: Chapters
Auto generate rules: Enabled
FIPS mode: Disabled
Syslog servers: Change
Server 1:
Server 2:
HA Configuration: Change
HA Status: Disabled
vNIC:
Declare Dead Time: 15
Logging: Disabled
Log level: Info
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Change HA configuration ?)

HA Status: (=) Enable (_) Disable

vNIC: | EDGE_HA_CHAP... | v |

Declare Dead Time: 15

Management IPs:

[] Enable Logging

Log level: | Info v |

1
[ OK ‘ [ Cancel
|
NSX Edge Appliances:
& {2k Actions Q

Name Status HA Admin State  Host Datastore Folder Resource Pool CPU Reser... Memory R...
Chapter5-0 ... Deployed Up 10.0.0.151 vsanDatastor RegionA01-C 1000 MHz 512 MB
Chapter5-1 ... Deployed Up 10.0.0.151 vsanDatastor RegionA01-C 1000 MHz 512 MB
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Chapter5-@> show service highavailability
Highavailability Service:
Highavailability Status: Active
Highavailability State since: 2018-01-21 12:10:26.867
Highavailability Unit Id: 7]
Highavailability Unit State: Up
Highavailability Admin State: Up
Highavailability Running Nodes: 9, 1
Unit Poll Policy:

Frequency: 3.75 seconds

Deadtime: 15 seconds
Highavailability Services Status:

Healthcheck Config Channel: Up

Healthcheck Status Channel: Up
Highavailability Healthcheck Status:

This unit [@]: Up Active: 1

Peer unit [1]: Up Active: @

Session via vNic_3: 169.254.1.9:169.254.1.1@ Up

Config Engine:

HA Configuration: Enabled

HA Admin State: Up

Config Engine Status: Active
Highavailability Stateful Logical Status:

File-Sync running

Connection-Sync running

xmit xerr rerr
3476 @ (%]
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Chapter 06: Configuring VMware NSX
Distributed Firewall (DFW) and SpoofGuard

External

Edge Firewall - oene-

Distributed
Firewall (DFW)
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vCenter Server  NSX Manager Third-Party
Management Console

Third-Party

Service VM
User space NetXIih

Kernel space [REVHIESHID
VMCI

Slot 0: ESXi Firewall
Slot 1: sw-sec

I
1
1
1
g Slot 2: DFW
o
=
Q
o
1
1
1
| Slot4-12: NetX Traffic
fm e m e m— = Redirection
Module

_ vSphere Distributed Switch
ESXi Host
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External

Permit HTTP (TCP 80) | Security Policy

Web Tier web-01a web-02a

app-01a

Permit MySQL (TCP 3306)

Fr—————-
-— wm wm wm wm d

DB Tier db-01a

Application A

Navigator | Installation

4 Back Management | HostPreparation Logical Network Preparation  Service Deployments

Networking & Security
FH NSXHome NSX Manager: [ 19216811042 |~
3 Dashboard

NSX Component Installation on Hoslts
i Logical Switches {(},\r‘gtcws
= NSXEdges

ssters & Hosts nstalstion Status Erewsl LAN
P Firewall » FiRegionA01-MGMTO1 ., 6315124716 v Enabled v Configured
= SpoofGuard 2

3 P v Eﬂjﬁ:eman—‘-?‘:-COTJF‘N v 6.3.1.5124716 + Enabled " Configured
& Senice Definitions =

; B esx-01acomlocal s 6315124716 + Enabled

- Senice Composer

i D esx-02acorplocal o 6315124716 + Enabled

f esx-0la.carplocal - PuTTY - O X
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Installation

Management | Host Preparation | Logical Network Preparation  Service Deployments

NSX Manager: | 192.168.110.15 |~ |

NSX Component Installation on Hosts

{c§ Actions
| Force Sync Services
Change IP Detection Type

RegionA01-COMP - Change IP Detection Type (?)

Choose the mechanism using which Virtual

Change Locale ID Machine IP addresses are detected.
Disable Firewall 1.5124716 [ ] DHCP Snooping

Unconfigure VXLAN ' [] ARP Snooping

Uninstall

OK ][ Cancel

Communication Channel Health

T

Add New Policy L]

1 Setlings Settings
2 Select Networks
Policy Name: Web_Tier_SpoofGuard

SpoofGuard &) Enabled

|/ Disabled
Operation Mede : () Automatically trust IP assignments on their first use

System will automatically trust IP assignment to virtual NICs upon their first use, as recognized by
Viware Tools. Subsequent changes require manual review and approval

\») Manually inspect and approve all IP assignment before use

Every change in IP assignment to virtual NICs, including their initial settings, require manual review and
approval. Trafiic to/from will be blocked until changes are approved.

[C] Allow local address (169.254.0.0/16 and fe80::/64) as valid address in this namespace.

Next Cancel
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SpoofGuard

Policies

* /S x

Policies

Default Palicy
Web_Tier_SpoofGuard
App_Tier_SpoofGuard

Virtual NIC

[ web-01a.corp loc..

[] web-02a.corp.loc..

NSXManager: | 192.168.110.42 - |

IP Detection Type: ARF

Included Metwarks Operation Mode

All other networks ~ Disabled
1 Manually Inspect

Trust On First Use

Policy: Web_Tier_SpoofGuard

View ! | Virtual NICs IP Required Approval

Virtual Machine Lest Approved Date Approved IP

web-01a.corp.l..

web-02a.corp.l..

Active
12 0
0 2
1 0

Detected IP
./ 172.16.10.11
1280:-250-561feBB:5672
# 172161012

feB0:250:56Mfe88:ebTd

nacte Heed Review c

a, Filter

Conficted IPs

1]
2 1]
1 0
L=l Q
Source Acton
VMTOOLS Approve
VMTOOLS Approve

VMTOOLS, ARP  Approve

VMTOOLS Approve

Unpublished
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£5§ 102.168.110.15 | {3} Actions ~

Getting Started  Summary  Monitor ‘ Manage |

[Sysiem Events | Grouping Objects | Users | Security Tags [ Exclusion Listl Domains]

Virtual Machine

Virtual Machine selector

)

Select from the available objects list on the left and move itto the selected ohjects list by douhle clicking the ohject or

using the arrow key.

Awailable Objects

& db-sw01a
v 1 motsv-01a
app-sv-01a
br-sv-02a
web-sv-01a
WindowsT

BHEEHE

web-sv-02a

\\VQ Filter \

7items [ Copy~

Selected Objects

+ 1 matsv-01a

(q Filter -

1items L[5 Copy~
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Firewall Add a Timeout Configuration
Configuration  Saved Configurations ‘ Settings
Name: # | TCP-Established-24hours
NSXManager: | 192.168.110.15 |~ | .
_—— Description
Firewall Settings allow configurati imeout parameters for TCP, UDP ar]
machines protected by Firey@”and can be overridden for a VM/VNIC by s
TCP | UDP  ICMP
First packet | 120 Closing: = |120
Name Protocol Applied To
Default Session Timers  TCP UDP ICMP @ Distributed Firewall Open:  %[30 Fin Wait: |45
Established: | 86400 Closed: |20
Applied to: =
Object Type: [ wNIC [+)
(da] @ web-02a (@rter -
Available Objects Selected Objects
v [ v (@ web-01a
v web-02a - Network adapter 1
»
]
1items [{§Copy~ 2items [[5Copy~
o]
Navigator ) § Firewall
4 Back J Configuration | Saved Configurations ~ Settings
Networking & Security NSXManager: [ 192.168.110.15 |+
55 NSX Home
[ General | Ethemet | Partmer security senices
£ Dashboard
{G Installation > W | %%
‘i Logical Switches Na. Name Rule ID Sourca Destination
=z NSXEdges v [B Default Section Layer3 (Rule 1 - 3)
&1 Default Rule NDP 1003 = any = any
&, spoofGuard

[118]




New Section (?)
MName: = | Application A
Position:
(®) Add above
) Add below.
sae || Cancel
No Name Rule ID Source Destination Service Action Applied To
v [ Application A (Rule 1) HCE + E:T 7 x
@1 = any = any * any Alow @ Distributed Firewall
Allow Any to Web Tier - Specify Destination ?
Select one or more objects for the destination field of the firewall rule
Object Type Virtual Machine | =
Q Filte Q Filter Al
Available Objects Selected Objects
- v @ web-01a.corp.local
v E_EJ web-02a.corp.local
[
G web-03a.corp.local
& app-01a.corp.local 5!
& db-01a.corp.local
& fin-db-01a.corp.local =
15items ([ Copy~ 2items [[3Copy~
» Advanced opfions
[[] Negate Destination
0K

Cancel |
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Allow Any to Web Tier - Specify Service

Select one or more objects for the service field of the firewall rule

Object Type: Senice v |
Q Filte | Q, Filter -
Avsilable Objects Selected Objects
[y Active Directory Server - v [ HTTP
() Active Directory Server UDP ([
[L] AD Server pe
(] CIM-HTTP
| CIM-HTTPS
437 items [[5Copy~ 1items [[5Copy~
New Service
» Advanced options
[[] Negate Destination
OK || Cancel
Any to Web Tier - Edit Action ?
Action Allow »
Direction; IniQut »
Packet Typa: Any -
Tag:
Log *) Log ) Do not log
Comments:
Sawe | | Cancel |
v [% Application A (Rule 1-3) | G & ﬂ e i
@1 Allow HTTP to Web Tier 1009 * any & web-01 [ HTTP Allow @ Distributed Fir
& web-02
&2 Allow Web Tier to App Tier 1008 & web-01a... 3 app-01... [1] Tomcat Allow @ Distributed Fir.
51 web-02a...
@3 Allow App Tier to DB Tier 1007 5 app-01a... @ db-01a (& MysaL Allow @ Distributed Fir.
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Rule 1 - Specify Service

Select one or more objects for the servicLAdd Service
Object Type: | Senvice

An Application can be viewed as a tag on network traffic of specified
protocol that is transmitted through specified port or set of ports

Available Objects Name: % Tomcat
Description:
Protocol: \-TCP | v |

Destination ports 8443

e.g.: 7001-7020,7100,8000-9000
0 itemg
» Advanced options

New Service...

» Advanced options

Scope: Global

[[] Enable inheritance to allow visibility at underlying scopes

te Destination

oK || cancel |

‘ Firewall P

_| Configuration ‘ Saved Configurations  Settings

NSXManager: | 192.168.110.15 |~ |

| General ‘ Ethemet I Partner security services

== R 0| e

No. Name Rule ID Source Destination Service Actio

v [§ Default Section Layer3 [Rule 1 - 3)

&1 Default Rule NDP 1003 » any * any (3] IPv6-ICMP Neighbor Advertisem... Alow
[ IPv6-ICMP Neighbor Solicitation

V] source
[V] Destination

@2 Default Rule DHCP 1002 * any * any [Z] DHCP-Client Alow Service
(2 DHCP-Server
@3 Default Rule 1001 * any * any * any Alow
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Navigator X J“] Service Composer

4 Back im Security Policies  Canvas
Networking & Security
F8 NSX Home
£% Dashboard
4G4 Installation
& Logical Switches e

]
== NSX Edges

NSXManager: | 192.168.11042 |« |

Synchronization Status

@ There are no synchronization errors or warnings.

@

Nams . Description Secunty Po
New Security Group d

u Firewall r_u." AewvrywroroTrg-oener Collection 4
. I SpoofGuard

| % Senvice Definitions

& Senice Composer

/' New Security Group i

v Name and description

+ 2 Define dynamic membership

Name: #| SG-DB-Tier

+ 3 Selectobjects to include
Description: | Security Group for Database
+ 4 Selectobjects to exclude

+ 5 Readyto complete

Scope: Global

Next Finish Cancel L
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i " New Security Group

L3

+~ 1 Name and description

+ 2 Define dynamic membership
o 5 sciccitiocs b incude ]
+ 4 Selectobjects to exclude

+/ 5 Readyto complete

Select objects to include
Select objects that should always be included in this group, regardless of whether they meet the membership criteria

Object Type: [ Virtual Machine | -

Q db-01 |

Objects

v 3 + G db-01a.corplocal
@& fin-db-01a.corp.local
& hr-db-01a.corplocal

3 items _”j Copy ~ 1 items _\j Copy~

Back Next Finish Cancel
i New Security Group "
+ 1 Name and description Define dynamic membership
o 0etre dmamic membersio - -
e — S Specify dynamic membership criteria that objects must meetto be part ofthis security group.
+ 3 Selectobjects to include &
+ 4 Selectobjects to exclude
Membership criteria 1 B8
+ 5 Readyto complete
Match | Al + | ofthe criteria below
Criteria Details [ Add
| VMName ~» | | Contains * | |app X
| Entity + | | Belongs to ~ | |RegionA01-COMPO1 [@x
Back Next Finish Cancel
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{" New Security Group »

Select objects to exclude
Select objects that should always be excluded in this group, regardless of whether they meet the membership criteria

+ 1 Name and description
+ 2 Define dynamic membership

+ 3 Selectobjects fo include

Object Type: | Virtual Machine IE
[ 4 Seiectobjects o exclude
a| | | Filte -
+ 5 Readyto complete Q app Q
Ava

G app-01a.corplocal v & fin-app-01a.corplocal
v (@ hr-app-01a.com local

o
]
3items ([3Copy~ 2items [[yCopy~
Back Next Finish Cancel
i |. New Security Group 113
+ 1 Name and description Define dynamic membership
o 2 sine omamic membersho | - -
S S Specify dynamic members hip criteria that objects must meet to be part of this security group
+~ 3 Selectobjects to include &
+ 4 Selectobjects to exclude
Membership criteria 1 B
+ 5 Readyto complete
Match | Any v \ of the criteria below
Criteria Details Add
| security Tag + | | Contains » | sT.web x
Back Next Finish Cancel
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5 192.168.110.15 | {3 Actions ~ £5 192.168.110.15 | {3} Actions ~

Getling Started Summary  Monitor | Manage tting Started Summary  Monitor ‘ Manage ‘
" System Everwm ‘ Users ‘ Security Tags I {System vents ] Grouping Objects I Users I Security Tags | Exclusion L|st\ Domains
N _ Assign Security Tag

ecurity Tag & | & Qs x
Name Name 1v VM Count
@; VULNERABILITY_MGMT.VulnerabilityF ound.threat=medium @ VULNERABILITY_MGMT.VulnerabilityFound threat=medium 0
@: VULNERABILITY_MGMT.VulnerabilityF ound.threat=low @r VULNERABILITY_MGMT.VulnerabilityFound threat=low 0
@ VULNERABILITY_MGMT.VulnerabilityF ound.threat=high {8 VULNERABILITY_MGMT VulnerabilityFound threat=high 0
{B IDS_IPS threat=medium @‘ STWEB 0

Q web |
Available Objects
& fin-web-01a.corp.local
(s hr-web-01a.corp.local

v [
f#h web-03a.corp.local
fh web-04a.corplocal

6 items [[Copy~

(T ST.Web - Assign Security tag to Virtual Machines (?)(x)
Select Virtual Machines to assign the selected security tag.
| Q Filte -

Selected Objects
+ (1 web-01a.corp.local
+ (i web-02a.corp.local

4B

2items [[5Copy~

0K ] Cancel |
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Navigator

4 Back

Networking & Security
H5 NSX Home

£ Dashboard

4gé Installation

%™ Logical Switches

¥ ]

J*] Service Composer
Security Groups | Security Policies | Canvas
NSXManager. | 192.168.11042 |~

Synchronization Status

@ There are no synchronization errors or warnings.

5 &

_—

U NSX Edges Rank |Name Descn

¥ Firewall Create Security Policy This list is

s

= SpoofGuard

& Senice Definitions

B Senice Composer

~ Tools
J7] New Security Policy D12
B 1 Name and description

. Name: SP-Web-Tier
+ 2 Guestintrospection Services
+ 3 Firewall Rules Description Security Policies for Web Tier
v oy Network Infrospection
Senices
+ 5 Readyto complete
[[] Inherit security policy
~ Advanced options
Weight 4300
policy with higher weight value will have higher precedence
Next Finish Cancel
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J°] New Security Policy

2 »
+ 1 Name and description Firewall Rules
+ 2 Guestintrospection Services
9 3 Firewall Rules *+ e MO
v - Nemnrklnln)specnnn No Name Source Destnation Service Action
Services e 1 Allow Any to Web * Any i Policy's S... @ HTTP Allow
+ 5 Readyto complete & 2 Allow Web to App LE Policy’s S .j SG-App-Tie [ Tomcat Allow
73 2items [ Export~ [5Copy~
Back Next Finish Cancel
5 GG =t @8 | @eions - (@ s
Rsnk  |Name {7 Actions - SP-Web-Tier Status Applied to
1 | sP-Web-Tier | & Ect v Published 0

=t Manage Friority

J4 Export Configuration

'Q. Synchronize Firewall Config
Edit Policy Firewall Settings

¢ Delete
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Jj SP-Web-Tier - Apply Policy to Security Groups /3 ;’5‘,
Select security groups that must comply with this security policy
@@ Preview Senvice Status
| Filt.. | (1) Selected Objects
Q Filter -
0 Hame Description
[J]| @ SG-DB-Tier Security Group for Database
¥ i SG-Web-Tier Security Group for Web
[] @& SG-App-Tier Security Group for Application
B U Activity Monitoring Data Collection
[ 4items [[3Copy~
[ ok |[ cancer |

8 W& 2t 5 | Gactions v

Rarnik Hame Stetus

1 £ sPd Manage Priofity pjichag
2 & SP-App-Tier  + Published
3 F SP-Web-Tier  + Published

] service Composer

Secunty Groups | Security Policies | Canvas

NSX Manager | 192.168.11042 |~-|

Synchronization Status Firewall Publish Status

O There are no synchronization errors or wamings. 0 Last publish operation succeeded 12/3/2017 7:19:06 PM
B & Q Filter
Rank Name Stetus Apphed o | Guest Introspeciion Senaces Fiewal Rules Metwork Introspection Senices nherted by

1 ] SP-Web-Tier  + Published 1 0 2 0 0

2 &1 SP-App-Tier  + Published 1 0 2 0 0

3 I SP-DB-Tier o Published 1 0 1 0 0
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Firewall
J Configuration | Saved Configurations  Seflings
NSXManager | 192.168.11042 |~
M Ethemet | Pariner security senices
+ox=tnuHL |+ Y
Mo, Name Rule ID Source Destnation Senice Action Apphed To
v {5 SP-Web-Tier :: NSX Service Composer - Firewall (Rule 1-2) o e & ﬂ 7 Xt 15;_.
@1 Allow Any to Web 1013 | i SG-Web-Tier - any @HTTP Allow @ Distributed Fi_.
€2 Alow Web to App 1012 | E SG-Web-Tier i’ SG-App-Tier [ Tomcat Allow @ Distributed Fi...
v [ﬁ SP-App-Tier :: NSX Service Composer - Firewall (Rule 3 - 4) ®-HCe %+ ﬂ A x=t= 1
€3 Alow Web to App 1010 i SG-Web-Tier E? SG-App-Tier [ Tomcat Allow @ Distributed Fi...
&4 Allow App to DB 1009 ﬁ> SG-App-Tier §> 5G-DE-Tier i MySaL Allow @ Distributed Fi..
v !ﬁ SP_DB-Tier :: NSX Service Composer - Firewall (Rule 5) o G' & ﬂ ZA=t= %
©5 Allow App to DB 1011 5 SG-App-Tier §& SG-DB-Tier [ MysaL Allow @ Distributed Fi_..
v [E Default Section Layer3 (Rule & - 9) ’3 e L ﬁ f x =t _*1;:
Avalsble Objects Selected Objects
v [ RegionA01-COMPO1 v [} RegionA01-COMPO
[J) RegionA01-COMP02
) RegionAD1-MGMTO1 "

3tems [5Copy~ titems (73Copy

o ) oo
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Navigator J°J Service Composer

J.Back Security Groups | Security Policies | Canvas

LEIIOREEL) NSX Manager: | 192.168.110.15

55 NSX Home ———————

£ Dashboard Synchronization Status Firewall Publish Status

{8 Installation @ Tnere are no synchronization errors or warnings @ Last publish operation succeeded 1/1/1970 1:00:00 PM

% Logical Switches
=== NSX Edges

Global Setfings:

/[ Edit ][0 Syncnronlze]

A Firewall Firewall Rules Applied To Distributed Firewall
@ SpoofGuard Edit Service Composer Firewall "Applied To" Settings
& Senice Definitions 5 5 Select a default “Applied To" value to be used for all Service Composer
B senice Composer firewall rules. This value determines the containers on which the Firewall
Rank Name N
rule will be applied.
~ Tools
@- Flow Menitoring Default Applied To value: () Distributed Firewall
a6
54 Traceflow I (») Policy's Security Groups I
[# Endpoint Monitoring
~ Networking & Security Inventory
5 NSXManagers e —
e g > OK [ Cancel |
Installation

Management Host Preparation  Logical Network Preparation | Service DeploymentsL

NSXManager: | 192.168.110.15 |~ |

Network & Security Service Deployments

[#]

Network & security services are deployed on a set of clusters. Manage service deployments
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Deploy Network & Security Services "
Select senvices & schedule
Select one or more Network & Security senices to deploy.You can also specify the schedule for deployment
2 Selectclusters
Select serices:
(aF -
|:| Name Description Category
[] @& Guestintrospection Base service for all solutions based o...
[/ @& Palo Alto Networks NGFW
Specify schedule:
=) Deploy now Schedule the deployment
Next Cancel
[l Deploy Network & Security Services "
v 1 Selectsenices & schedule Selectstorage and Management Network
Assign a network and IP address range for each senice to use.
v 2 Selectclusters
3 Select storage and
thoelnenwem Service Cluster Datastore Network IP assignment
4 Readyto complete i Palo Ao Networks... (fly RegionA01-COM... | RegionA01-1SCSI01-CC| ESX-RegionA.. |+ | DHCP Change
[1 Select IP Assignment mode
SelectIP assignment mode. Incase of IP Pool, you can select existing IP Pool or create a new IP Pool.
) Use DHCP
) Use IP Pool
¥ Q Fe
Name 1A IP Range Prefix Length Gateway Used / Tota
(O | Control-Cluster-.. = 192.168.110.31-19 24 192.168.110.1 373
(+) SVM-Pool 192.168.110.101-1.. 24 192.168.110.1 0is
(U | VTEP-Pool-Reg..  192.168.130.51-19 24 192.168.130.1 6/6
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Click the icons in the tree below to change the way features will be installed.

0 — | SVGA Driver -~ Guest VM - File Introspection
(=) ~ | Audio Driver support.

= ~ | VM¥Met3 NIC Driver

(=1 ~ | Volume Shadow Copy Services Suppr

=) x| YMCI Driver This feature requires OKE on your

hard drive. Ithas 0 of 1
subfeatures selected, The

xi--;--l--SharEd Folders = hsuatr:gedarﬁreels require OKE on your
< | 1] [ ¥
| Help | Disk Usage || <Back || mMext> || cancel

@ NSXSD-Globalinstance 3 | {cActions ~

Summary | Manage | Related Objects

Seftings | Deployment '

Senvice Setiings | Edit
Name NSXSD-Globalinstance
Service Definition: Palo Alto Networks NGFW

Configuration ID
Configuration Name:

Configuration Description

Implementation; HOST_BASED_VNIC
Transport VMCI
Precedence: 4000
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| General | Etemet | Parmer security services |
* 0 x= Wl"ﬁi 4

No. Name

Rule ID Source Destnaton

v Eh Default Section Layer2 (Rule 1 - 2)

@1 Allow IP Protocols 1008 * any * any

&2 Default Rule 1004 = any * any

Select storage and Management Network
Assign a network and IP address range for each senice to use.

" 1 Selectsenices & schedule
' 2 Selectclusters

5 Select storage and
Management Network Service Cluster Datastore Network IP assignment
| | [specifiedonh.. |+ | DHCP Change

R s g PaloAlto.. [ffj RegionAD1-COMPO1 | Specified on-host

[ RegionA01-ISCSI01-COMPO1
Network [ SvMNetwork [-]
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Navigator  § ﬁ 192.168.110.42 {:}}Acﬁons -

4 Back Getting Started Summary  Monitor | Manage

F8 NSX Managers

System Events | Grouping Objects . Users | Security Tags | Exclusion List | Domains |

&5 192.168.110.42 > 2

+|7 X & & Q

192.168.110.42 - Add Domain

Enter the Domain name and the NetBIOS name of the domain to be added
2 LDAP Options

3 Security Event Log Access Domain Name: # | corplocal

4 Readyto complete
: NetBIOS Name: | corp.local
|| Ignore disabled users
[] Auto merge
« 1 Name LDAP Opfions

Specify the LDAP server in the domain, as well as the user name and password of a domain account with sufficient privileges
2 LDAP Options

e Sever  #[192.168.110.10

4 Readyto compiele Protocol: LDAP  |~|
Port #| 389
User Name: = administrator
Password: | *reeeees
+ 1 Name Security Event Log Access
, Specify the options that affect access to the Security Event logs on specified server in the domain. If required, specify the user name
+ 2 LDAP Options and password of an alternate domain account for log access
3 Security Event Log Access
4 Readyto complete Server 2

Connection Method CIFS | .|

Port # | 445

[ Use Domain Credentials
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£ 192.168.110.42  {gjActions v

Getting Started Summary  Monitor | Manage

‘ System Events l Grouping Objects | Users | Security Tags | Exclusion List Domarﬁk
|

+ /7 % Q Fit v
Name NetBios Name Last Synchronization Status Last Synchronization Time
corp.local corp.local SUCCESS Sunday, November 26, 2017 11:434..
4 New Security Group 13
+ 1 Name and description Define dynamic membership
~ Il LUl 0l 1o cify dynamic membership criteria that objects must meetto be part of this security group
+ 3 Selectobjects to include &
+ 4 Selectobjects to exclude
Membership criteria 1 B
+ 5 Readyto complete
Maich | Any lax of the criteria below
Criteria Details ‘ Add ‘
[ Entity + | [Belongsto | v | | Administrators [ex
Back Next Finish Cancel
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i New Security Group

4]

+~ 1 Name and description

Select objects to include

Select objects that should always be included in this group, regardless of whether they meef the members hip criteria.

+ 2 Define dynamic membership

Bl 1 Selectobjects to include

Object Type: Directory Group -
+~ 4 Selectobjects to exclude
+/ 5 Readyto complete Q Pl Lo it
Avaisble Objects Selected Objects
v € Administrators = pvs o Administrators
© AD-Sales
@ Allowed RODC Password Replication Group
ﬂ AppConfiguration
@ Backup Operators
@ Certificate Service DCOM Access L
@ CertPublishers =
@ Cloneable Domain Controllers
© Cloud Admins
@ Cryptographic Operators
ﬂ Denied RODC Password Replication Group
@ Distributed COM Users
€ DnsAdmins M
61items [[3Copy~ 1items [[yCopy~
Back Next Finish Cancel
L
Na Name Rule ID Source Destination Service Action
v Eﬁ Identity Firewall (Rule 1) Bc E? s %= o
&1 Allow Admin SSH to Intenal 1007 g Administrators ﬁﬂ RegionAD1-COMPO1 [ SSH Allow
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Chapter 07: Configuring Cross-vCenter NSX

Universal Object
Configuration(NSX Ul or

AP)

Service

i [

vCenter and NSX Manager A

~<————Local vCenter Inventory————-

Universal
Controller
Cluster

Universal Distributed logical

o @ |

vCenter and NSX Manager B

~<————Local vCenter Inventory—————-

2 B

vCenter and NSX Manager H

~<—————Local vCenter Inventory—————-

Universal Logical Switches

T

I

£

T 11

VM | VM | VM |

T

| VMI VMI

T ‘ T ? ‘ T Universal Distributed
Firewall

VMI VMI VMI VMI VMI VMI

T~ 1 11

VMI VMI VMI VMI VMI VMI

Universal Object

Configuration(NSX Ul or API)

Universal Synchronization Service

!

NSX Manager A

ULS 5001

Universal
Controller
Cluster

ULS 9001

NSX Manager B Secondary

uLS 9001
L5 5001

NSX Manager C

VNI 9001 *
VNI 5001
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Universal Synchronization Service

[ )
NSX Manager vCenter Server
192.168.110.42 vesa-01a.corp.local

Site A

Universal
Controller
Cluster

NSX Manager
192.168.210.42

vCenter Server
vesa-02a.corp.local

Site B

Installation

JManagement Host Preparation  Logical Network Preparation

Service Deployments

NSXManagers

{68 Actions

| Selas stanaalone
Update Controller State
B 192.168.210.42

I Standalone

Standalone

1a

IP Address
192.168.110.42
192.168.210.42
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NSX Managers

{55 Actions
Remove Primary Role
Add Secondary NSX Manager

Update Secondary NSX Manager
Remove Secondary NSX Manager
Perform Universal Synchronization
Unigue ID Selection Criteria
Update Controller State

192.168.110.42 - Add Secondary NSX Manager

NSX Manager:

#|192.168.210.42

User Name: = [admin
Password: -3 Ralalaiaialaialel
Confirm password: = | ******* |
oK || cancel |
Installation
JManagement Host Preparation  Logical Network Pr Service D its
NSXManagers
5% Actions (Q -
NSX Manager Role 14 IP Address vCenter Version
E 192.168.110.42 Primary 192.168.110.42 @vcsa~01a.corp,lccal 6.3.1.5124716

@ 192.168.210.42 Secondary

192.168.210.42

(% vesa-01b.corp.local

6.3.1.5124716

2 items
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N SX Management Components

Name Version Status
NSX Universal 6.3.1 Build
Running
Synchronization Service 5119947
6.3.1 Build
NSX Management Service Running
5124716

T ————
Installation

J Management | Host Preparation  Logical N

NSXManagers

{E Actions

| Remove Primary Role
Add Secondary NSX Manager
Update Secondary NSX Manager
Remove Secondary NSX Manager
Unique ID Selection Criteria

‘ Update Controller State
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Site A - Primary

w
NSX Manager vCenter Server ggxfgﬁg:,
192.168.110.42 vcsa-01a.corp.local Cluster

vSphere Clusters
RegionA01-COMPO1

Site B - Secondary

LT

NSX Manager vCenter Server
192.168.110.42 vcsa-02a.corp.local

Universal Transport Zone

vSphere Clusters
RegionB01-COMPO1

Installation

Management Host Preparation LogicalNetworkPreparation{

NSX Manager: | 192.168.110.42 (Role: Primary) | = |

‘ [V)G_MI Transport | Segment D | Transport Zones |

NSXManager: | 192.168.110.42 (Role: Primary) hd

IVXLANTranspon SegmentID | Transport Zones

Segment IDs & Mulicast Addresses allocation (system wide settings)

Segment ID pool: 5000-5999
Multicast addresses
Universal Segment ID pool

Universal Multicast addresses:

Edit H Reset
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Edit Segment IDs and Multicast Address Allocation (?)

Provide a Segment ID pool and Multicast range unigue to this NSX Manager.

Segment ID pool: 5000-5999
(In the range of 5000-16777213)

["] Enable Multicast addressing
Multicast addresses are required only for Hybrid and Multicast control plane modes

w Universal Segment D pool and Multicast range

Provide a Universal Segment ID pool and Multicast range unique to this NSX Manager.

Universal Segment ID pool: | 10000-10999
(In the range of 3000-16777213)

[[] Enable Universal Multicast addressing
Universal Multicast addresses are required only for Hybrid and Multicast control plane
modes

ok || cancel

___________________————— |
Installation

Management Host Preparation 'Logical Network Prg

NSX Manager: | 192.168.110.42 (Role: Primary) R4
i 192.168.110.42 (Role: Primary)

%1 192.168.210.42 (Role: Secondary)

+ @B @ | Gatons~
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= New Transport Zone (2) My

[ Mark this object for Universal Synchronization

Name: Universal-Transport-Zone

Description:

Replication mode: () Multicast
Multicast on Physical network used for VXLAN control plane
(=) Unicast
VXLAN control plane handled by NSX Controller Cluster.
() Hybrid
Optimized Unicast mode. Offfoads local traffic replication fo physical network

Select clusters that will be part of the Transport Zone

Name NSX vSwitch Status
[ P RegionA01-COMPO1 & RegionA01-vDS-COMP & Normal
¥  [J RegionA01-MGMTO1 @ RegionA01-vDS-MGMT & Normal

Installation

Management Host Preparation . Logical Network Preparation

NSXManager: | 192.168.210.42 (Role: Secondary) |~ |

I VXLAN Transport ‘ Segment D [ TlansponZones}

+ @& B | {5} Actions ~

Mame | Actions - Universal-Transport-Zone
== RegionB0-Global-TZ Connect Chusiars

— Universal—Transport—Zolﬁ IE)isconnVectVCIUSters I

All vShield Manager Actions »
_
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Site A - Primary | Site B - Secondary

Edge Service Gateway I Edge Service Gateway

Universal-Transit-Logical-Switch I 192.168.250.0/29

Distributed logical router

]
_ Universal-Web-Logical-Switch 172.16.10.0/24 _
Universal-App-Logical-Switch 172.16.20.0/24
Universal-DB-Logical-Switch 172.16.30.0/24
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%» New Logical Switch 2 W

Name: # | Univers al-Web-Logical-Switch

Description

Transport Zone: | Universal-Transport-Zone Change Remove
Replication mode: () Multicast

Loy 1ifina
Mullicas

ysical network used for VXLAN control plane

(=) Unicast
VXLAN co plan
() Hybrid
Optimized Unicastm | network
[[] Enable MAC Learning
OK | Cancel
Logical Switches
NSXManager. | 192.168.210.42 (Role: Secondary) |~ |
+ W G @ | GActions ~
Virtual Wire ID Segment ID Name 1a Status Transport Zone
E universalwire-9 10001 _E Universal-App-Logical-Switch & Normal 5 Universal-Transport-Zone
E universalwire-10 10002 _@ Universal-DB-Logical-Switch @ Normal ﬁ Universal-Transport-Zone
5§ universalwire-8 10000 % Universal-Web-Logical-Switch @ Normal 5§ Universal-Transport-Zone
UDLR Control VM
Active VM Standby VM
Universal-UDLR-HA
® ®
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Site A - Primary | Site B - Secondary

Active VM Standby VM I

Universal-Transit-Logical-Switch I 192.168.250.0/29

UDLR Control VM Universal-UDLR-HA I

GW.2

Distributed logical router

!
Universal-Web-Logical-Switch 172.16.10.0/24
Universal-App-Logical-Switch 172.16.20.0/24
Universal-DB-Logical-Switch 172.16.30.0/24
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New NSX Edge :,.?.,: M

9 1 Name and description Mame and description
v

2 Setings — )
Install Type: () Edge Services Gateway

3 Configure deployment N
4 Configure interfaces

5 Default gateway seffings () Logical (Distributed) Router

L U S

6 Readyto complete
(=) Universal Logical (Distributed) Router

[]Enable Local Egress

Mame: = | UDLR-01
Hostname: UDLR-01

Description: | Universal Distributed Logical Router for applications

Tenant:

[w/] Deploy Edge Appliance

[[] Enable High Availability

Next Finish Cancel
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Add NSX Edge Appliance

Specify placement parameters for the NSX Edge appliance.

Cluster/Resource Pool: = | RegionAD1-MGMT01 | v |
Datastore: «| RegionAD1-ISCSIDI-C... | v |
Host: | |~ |
Folder: | |~ |

[ OK ][ Cancel ]

New NSX Edge

) »

v 1 Name and description

W 2 Settings

"4 3 Configure deployment

" 4 Configure interfaces

v 5 Defaultgateway settings

Configure deployment

" G Readyto complete

Datacenter. x| RegionAd1 | - |
NSX Edge Appliances
& x
Resource Poo Haost Datastore
RegqionAl1-MG.. RegionA01-I1SC..

Folder

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance. Appliance configuration is mandatory if you want to deploy NSX

Edge Appliance.
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Connect NSX Edge to a Network

(?)

b

| Logical Switch | Standard Portgroup | Distributed Portgroup |

Mams

UE Universal-App-Logical-5...
(U gy Universal-DB-Logical-Sw...
(s) iy Universal-Web-Logical-S...

Type

(@ Filter - |

Universal Logical Switch

Universal Logical Switch

Universal Logical Switch

jitems [5Copy~

oK ][ Cancel ]
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Add Interface

MName:

Type:

Connected To:
Connectivity Status:
Configure subnets

x
Primary I[P Address

172.16.101

MTU:

# | Web-Logical-Switch
(=) Internal () Uplink
# | Universal-Web-Logical-Switch

(=) Connected () Disconnected

Subnet Prefix Length

Change Remove

| @ Filter

|24

1500

1items [[Copy~
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MNew NSX Edge

" 1 Name and description
W' 2 Seftings

" 3 Configure deployment

4 Conhgure interflaces

5 Default gateway settings

6 Readyto complete

Configure interfaces

HA Interface Configuration
Connected To: = | Universal-DLR-HA
&

Primary IP Address

HA interface is a mandatory special-purpose interface that requires network
connectivity and is configured separately from other interfaces in the Logical

Router.
Configure interfaces of this NSX Edge

+

Mams IP Address

Transit-Logical-.. 192.168.250.1*
App-Logical-5.. 172.16201*
DBE-Logical-Sw... 172.16.30.1*
Web-logical-S... 172.16.10.1*

Back

Subnet Prefo
Length

24
24
24
24

Next

Change Remove

|.Q Filter -
Subnet Prefo
Length
0 items &

Connected To

Universal-Transit-Logica...
Universal-App-Loqgical-5..
Universal-DB-Logical-5...
Universal-Web-Logical-...

Cancel
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New NSX Edge , n
+ 1 Name and description Default gateway selings
W 2 Settings
[/] Configure Default Gateway
v 3 Configure deployment
+ 4 Configure interfaces vNIC: w| Transit-Logical-Switch | - |
5 Default gateway setiings Gateway IP: | 192.168.250.1|
6 Readyto complete MTU: 1500
Admin Distance: 1
Back Next Cancel
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New NSX Edge 2.0
' 1 Mame and description Ready to complete
v 2 Setlings Name and description
+ 3 Configure deployment Name: UDLR-01
« 4 Configure interfaces Install Type: Universal Logical (Distributed) Router
B ——— Local Egress: Disabled
Tenant:
¥4 6 Readyto complete
HA: Disabled

HA Interface Configuration
Connected To:  Universal-DLR-HA

IP Address

N SX Edge Appliances
Resource Poaol

RegionAQ01-COMPO1

Interfaces

Mame IP Address

Transit-Logical-... 192.168.250.1*
App-Logical-Swi... 172.16.20.1*
DE-Logical-Swit.. 172.16.30.1
Web-logical-Swi... 172.16.10.1*

Back

Subnet Prefix
Length

Host

Subnet Prefix -
Connected To

Length
24 Universal-Transit-Logi...
24 Universal-App-Logical...
24 Universal-DB-Logical-...
24 Universal-Web-Logica...

Finish Cancel
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F

fesxmgr-01a. corp.local> show cluster all]

HNo. Cluster Name Cluster Id Datacenter Name Firewall S5Status
1 RegionA01-MGMTO1 domain-ecl21 RegionaA0l Enabled
2 RegionA01-COMPO1 domain-c26 RegionA0l Enabled

wr—()la.cnrp.lncal) show cluster domain-c26 |
Datacenter: RegionAO0l
Cluster: RegionAQ1-COMPO1

HNo. Host Name Host Id Installation Status

1 esx-0la.corp.local host-29 Enabled

2 esx-02a.corp.local host-31 Enabled

nsxmgr-0la.corp.local> show logical-router list all |

Edge Id Vdr Name Vdr Id #Lifs
edge-28a729c4-7fcd-4dcl-8b03-08bl58358cT2 default+edge-28a729c4-7fcd-4dcl-8b03-08b158359c72 0x00002710 4

ns. r-0la.corp.local> show logical-router host host— r edge-28a c4-Tfcd—4dcl-B. — O8] c rie
|[nsxmgr—01 1 1 h logical [T h 31 di d 28a729c4-Tfcd—4dcl-Bb03-08b158359¢c72 brief |

VDR Instance Information

Legend: [A: Active], [D: Deleting], [X: Deleted], [I: Init]
Legend: [SF-R: Soft Flush Route], [SF-L: Soft Flush LIF]

Vdr Name Vdr Id #Lifs #Routes State Controller Ip CP Ip

default+edge-28a729c4-Tfcd-4dcl-8b03-08b158359¢c72 02710 4 5 I 192.168.110.33 192.168.110.52
wrfola.corp.loca}J show logical-router host host-31 dlr edge-28a729c4-7fcd-4dcl-Bb03-08b158359¢c72 route |

VDR default+edge-28a729c4-7fcd-4dcl1-8b03-08b158353c72 Route Table
Legend: [U: Up], [G: Gateway], [C: Connected], [I: Interface]
Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Crigin UpTime Interface

0.0.0.0 0.0.0.0 182.168.250.1 UG 1 ROTC 464666 271000000002
172.16.10.0 255.255.255.0 0.0.0.0 UCI b § MARNUAL 464674 27100000000c
172.16€.20.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 464675 27100000000a
172.16.30.0 255.255.255.0 0.0.0.0 UCIL 1 MANUAL 464675 27100000000b
192.168.250.0 255.255.255.0 0.0.0.0 uct 1 MANUAL 464675 271000000002

nsxmgr-0la.corp.local> I
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s N N
Site A Site B
"J") ",4-) -»14-) -vI«-)
—f  —— [ R—
Site A = =
Edge GW

___________________ NSX Manager NSX Manager
r- N Y B ~
| | | |
| | | R |
I : I <Y I
! Control VM | | Control VM !
| with Local | with Local |
! Egress : | Egress :
|
| |
: @ "Ij Universal Distribut :
I = |
| | |
| | |
| | |
| | |
| Universal I |
| ! |
| : |
| |
| VMI Locale-ID | Locale-D |
| NSX-A | NSX-B |
I ! |
| ! |
( | |
e e e e e e e e e e e 7/

\ / \
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Site A - Primary Site B - Secondary

Universal-Transit-Logical-Switch 192.168.250.0/29

Edge Service Gateway | Edge Service Gateway

Distributed logical router

|
Universal-Web-Logical-Switch 172.16.10.0/24
Universal-App-Logical-Switch 172.16.20.0/24
Universal-DB-Logical-Switch 172.16.30.0/24
VM VM VM
web-01a db-0la  app-Ola web-02a
Logical Switches
NSX Manager: | 192.168.110.42 (Role: Primary) | = |
+ |/ X T G = | Ehactions ~
irtual Wire ID Segment ID
== universalwire-9 10001
=% universalwire-10 10002
=g Universalwire-8 10000
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% Universal-Web-Logical-Switch - Add Virtual Machines

W3 1 SelectVirtual Machines Select Virtual Machines
Select VMs to connect fo this network
2 SelectwNICs

Ready to complete Select from the available objects list on the left and move itto the selected objects list by double clicking the object or using the
arrow key

| Q Filte (Qq Filte -

Availsble Objects
@ db-01a.corp.local

(& web-01a.corplocal
& vsra-01a.corp.local v @

web-02a.corp.local

& app-01a.corplocal

5items [3Copy~ 2items [[5Copy~

Next Cancel
£l |
7% Universal-Web-Logical-Switch - Add Virtual Machines ?) M
+ 1 SelectVirtual Machines SelectWICs
Select at least one vnic for each virtual machine you want to connect to this network.
g 2 Selectwiics
" 3 Readyto complete Q file
Name [\ Network Host
5 web-01a.corp.local ol web-01a.corp.local - Network adapter 1 (Disco... Q esx-01a.corp.local
1 web-02a.corp.local [~ web-02a.corp.local - Network adapter 1 (Disco... Q esx-02a.corp.local
2items [5Copy~
Back Next Finish Cancel
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7 Universal-Web-Logical-Switch - Add Virtual Machines

+ 1 SelectVirtual Machines Readyto complete
Review your settings selections before finishing the
v 2 SelectwWICs

o3 Reaiyocompee

[ web-01 v
B web-02.. [FE w

1a.corp.local - Network

2a.corp local - Network

wizard

Q

adapter 1 (Universal-W\ g esx-01a.corp.local

adapter 1 (Universal-W Q esx-02a.corp.local

2 items

Back Finish

Cancel

M

rootPueb-01a [ © 1# ping -c
PING 172.16.10.12 (172.16.1
64 bytes from 172.16.10.1
64 bytes from 172.16

64 bytes from 172.16,

64 bytes from .16.

172 . 1€
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[Nowr s o5

Mame: x-|web—[]1a |

Description: Web Front End Virtual Machine in Site A

IP Addresses: = 172.16.10.11

Enable inheritance to allow visibility at underlying scopes

[w] Mark this object for Universal Synchronization

OK l [ Cancel

J c ion | Saved C jons ~ Settings
NSXManager: [ 192 168.110.42 (Role: Primary)

[~)

[ @ Lastpublish operation succeeded 2/4/2018 3:28:39 PM 0]

| General | Ethemet | Parmer security senices

+Ox== B0 |
No. Name Rule ID Source Destination

Service Action

Apphed To
v tﬁ Default Section Layer3 (Rule 1-3)

e+ /£ x=t= &

@2

Default Rule DHCP

1002 « any * any [ DHCP-CL.. @ Distributed Fi...
(@) DHCP-S...
&3 Default Rule 1001 = any = any = any Allow @ Distributed Fi...
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New Section (7

Mame: | Universal-Firewall-Rules

Fosition: Section will he added as the first section.

[+ Mark this section for Universal Synchronization
Save ] [ Cancel ]
m Universal-Firewall-Rules Rk ) w‘ 7 x
Rule 1 - Specify Source (7)
Select one or more objects for the source field of the firewall rule
ObjectType: | IP Sets |+ ]
| @, Filter | | @ Filter - |

I& web-02a

4items [LyCopy~
New IP Set...

b Advanced options

[]Megate source

Selected Objects

W I& web-01a

1items [£5Copy~

OK

] [ Cancel
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Rule 1 - Specify Destination

Select one or more objects for the destination field of the firewall rule

Object Type: [ IP Sets | = ]
[ Q Filter ) | @ Filter -
Available Objects Selected Objects
g app-01a v 1§ web-02a
IED db-01a B
'ED web-01a
" ) web-02a
4items [[3Copy~ 1items [[3Copy~
New IP Set...
b Advanced options
[ ] Megate Destination
OK ] [ Cancel
Rule 1 - Edit Action (7)
Action: | Block | * |
Direction: [ Injout | = |
Packet Type: [ Any |+ |
Tag: | |
Log: () Log (=) Do notlog
Comments:
I Save ] [ Cancel
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| Configuration | Saved Configurations Setftings

NSXManager: [ 192 168.110 42 (Role: Primary) |~ |

This rule set has unsaved changes. Click on Publish Changes button
[ Publish Changes ] [ Revert Changes ] [ Save Changes l [ Updd

M Ethemet | Pariner security senices ]
04]::%1‘—4|%'|1 | = %

Mo. Mame Rule ID

L J 5 Universal-Firewall-Rules (Rule 1 - 2)
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Rule 2 - Specify Source

Object Type: | IP Sets

I_Q Filter

Available Objects

app-01a
&, db-01a
web-01a

web-02a

4items [£5Copy~
Mew IP Set...

b Advanced options

[[] Negate source

Select one or more objects for the source field of the firewall rule

| ¥ |

[ Filter

Selected Objects
web-02a
[ v I&, web-01a

&

2items [3Copy~

OK

] [ Cancel
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Rule 2 - Specify Destination

Select one or more objects for the destination field of the firewall rule
Object Type: [ IP Sets E3

| Q Filter )

| @ Filter -

Available Objects Selected Objects

£ app-01a o I&, app-01a
db-01a |::>
1 web-01a
e @
18 web-02a
4items [[4Copy~ 1items [£3Copy~
Mew IF Set .

b Advanced options

[] Megate Destination

OK ][ Cancel
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Rule 2 - Specify Service

Select one ormore objects forthe senvice field of the firewall rule

Object Type: [Sem’ce | = ]

-

IZQ, icmp J

Available Objects
v [ ICMP Echo e
[% ICMP Echo Reply i
E& ICMP Redirect
& ICMP Router Advertisement
@ ICMP Router Solicitation

P
@

44 items [[5Copy~
Mew Service...
b Advanced options

[[] Megate Destination

Selected Objects
v [ CMP Echo

s R

[ Q Filter

1items [5Copy~

[ OK l[ Cancel l
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Saved Configurations  Setlings

Configuration

NSXManager: [ 192.168.110.42 (Role: Primary) |~ |

This rule set has unsaved changes. Click on Publish Changes buf]
[ Publish Changes ] [ Revert Changes ] [ Save Changes ] @

M Ethemet | Parmer security senices ]
& [ x =t=, |Etb [d | *r

Mao. MName Rule 1D

¥ [@ Universal-Firewall-Rules (Rule 1 - 3)

&1 |

&2
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Rule 3 - Specify Source

=

Select one or more objects for the source field of the firewall rule

Object Type: | IP Sets |+

| Q Filter | | @ Filter -

Available Objects Selected Objects
+ I app-01a o I&, app-01a

ig db-01a [

= &

4items [[3Copy~ 1items [[3Copy~
Mew IP Set...
b Advanced options

[]Megate source

0K ][ Cancel
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Rule 3 - Specify Destination (7)

Select one or more objects for the destination field of the firewall rule

Object Type: [ IP Sets |+ ]

| Q Filter | | Q Filter -

Available Objects Selected Objects
i app-01a v i db-01a
v If db-01a [

Iy we b-01a

I&, web-02a

4items [5yCopy~ 1items [:3Copy~
Mew IP Set...
b Advanced options

[[] Megate Destination

OK ] [ Cancel
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Rule 2 - Specify Service

I':Q icmp

Available Objects

Select one ormore objects forthe senvice field of the firewall rule
Object Type: | Senice | - ]

) (a Fitter

Selected Objects

& ICMP Router Advertisement
@ ICMP Router Solicitation

44 items [[5Copy~
Mew Service...
b Advanced options

[[] Megate Destination

v [ ICMP Echo e v [§ CMP Echo
@ ICMP Echo Reply [
@ ICMP Redirect
@

1items [5Copy~

0K l[ Cancel

Ja Configuration | Saved Configurations  Setlings

MSX Manager: I“ 192 168.110.42 (Role: Primary)

[~]

This rule set has unsaved changes. Click on Publish Changes button to start deploying

[ Publish Changes H Rewvert Changes H Save Changes H Update Changes 7

[ General | Ethemet | Partner security senices ]

'|'_|:|X§’f‘¢| |1| hd
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NSX Manager — Site A (Primary)

Firewall Rules Persist across
multiple datacenters/
vCenters, in a Cross-vCenter
Topology

Universal Firewall Section

NSX Manager — Site B (Secondary)

[————— —— — — —— — —

Multiple Universal Sections can be
created

Universal Sections are always
placed above Local Sections
Limited NSX/vCenter Constructs
can be used for Rule Definition

Local/Universal Firewall Section

H
'

1

1 Firewall Rules are Local Per
1 NSX Manager and do not

i cross vCenter Boundaries

'
'
'
b

All vCenter Constructs can be
used for Rule Definition
Service Composer can be
used for Rule Definition

Default Rule is maintained
locally by each NSX
Manager

Local Default Firewall Section

V
'
The default rule is set to E
allow at first install E
Default rule should be insync
across all NSX Managers E

'

'

...... o

Rules are evaluated Top Down
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Chapter 08: Backing up and Restoring
VMware NSX Components

@90 BH00H

NSX controller nodes NSX constructs: Logical Switch, DFW, DLR, Edge

NSX Manager FTP or SFTP Server
@

<~

Backup - Restore .
FTP or SFTP

Deploy or Restore
from NSX Manager

1l

SETTING
Genera
Network
SSL Cerfificates
Upgrade
)NENT ¢

NSX Management

Service

@ Summary Manage

Backups & Restore

FTP Server Settings:
Scheduling: OFF

Exclude:

Backup History

File Name File Date File Size

Change... |

Change... |

Change... |

~ Backup |
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Backup Location

IP/Host name:

Transfer Protocol:

Port:

User name:

Password:

Backup Directary:

Filename Prefix:

Pass Phrase:

192.168.110.250

FTP v
21

nsxbackup

nsxmgr-01a_

| cancel |
> |
Create or Schedule Backup
Backup Frequency: Daily v
Day of week: v
Hour of day: 29 v
Minute: 0 v
| Schedule | | Cancel |
2|
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Exclude

Audit Logs
System Events

¥ Flow Records

| OK | | Cancel |
|
Backups & Restore
FTP Server Settings: IP Address® 192.168.110.250, Port: 21 | Change.. |
Scheduling: ON | Change... |
Exclude: Flow records. | Change.. |
Backup History Restore | | Backup |
Backup History Restore | Backup |
File Name File Date File Size
nsxmgr-01a_08_35_26_Sun17Dec2017 Sat, 16 Dec 2017 19:35:26 GMT 510.32KB
Ll
MName Date modified Type Size
O nsxmgr-01a_08_35_26_Sun17Dec2017 17/12/2017 8:34 AM File 511 KB

d nsxmgr-01a_08_35_26_Sun17Dec2017.backupproperties  17/12/2017 8:34 AM

BACKUPPROPERTIES File

1KB
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= nsxmgr-01a_08_35_26_Sun17Dec2017 backupproperties @

#vShield version information
#Fri, 24 Feb 2017 21:00:25 -8868

.majorVersion=16

.minorVersion=3
.buildNumber=5124716
.preReleaseType=release
.marketingMajorVersion=6
.marketingMinorVersion=3
.marketingPatchVersion=1

Mavigator
4 Back

Networking & Security
S5 NSXHome

X Dashboard

NSX Manager: | 192 168.110.15 | =

System Ovendew

& Dashboard NSX Manager 5]

Qé} Installation

™ Logical Switches
s NSX Edges

M Firewall

I3, SpoofGuard

& Senvice Definitions
J7| Service Composer
+ Tools
Uk Flow Monitoring
[udl Activity Monitoring
[ Endpoint Monitoring

Controller Nodes =]

Host Preparation Status

There are no errors or warnings.

Backup Status

Backup schedule @ Daily at 23:0 hrs
Lastbackup status: @ Successful
Lastbackup attempt. @ 12/17/2017 8:34:30 AM

1 Cluster

Backup History

File Name

Restaore

File Date

nsxmgr-01a_08_35_26_Sun17Dec2017 Sat, 16 Dec 2017 19:35:26 GMT

Backup

File Size

510.32KB
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Restore from Backup

Restore operation would require restart of se

unavailable for sometime

Would you like to restore from the selected backup of filename, nsxmgr-
01a2_08_35_26_Sun17Dec20177?

Cancel

1P 192.168.10.15
Name: nsxmgr-0ta

Version: 6.3.1 Build 5124716
User: admin

@ | Summary | Manage

System restore completed

NSX Manager Virtual Appliance

DNS Name:
1P Address:
Version
Uptime:
Current Time:

Common components
Name
VPostgres

RabbitiQ

NSX Management Components

nsxmgr-O1a

192.168.110.15

6.3.1Build 5124716

48 minutes

Sunday, 17 December 2017 08:40:38 AM NZDT

Version

Version

NSX Universal Synchronization Service

NSX Management Service

6.3.1Build 5124716

MEMORY

Used: 2292 MB

STORAGE

Used: 3.36

System-level components

Status. Name

Version
Running | stp | SSH Service

Running [

Status

Stopped Start

Starting Sto

Free: 637 MHZ

Capacily: 3690 MHZ

Free: 5681 MB

Capacity: 7973 MB.

Free: 706

Capacity: 736

Status.

Running Stop
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( Navigator X | Installation
4 Back | | Management | HostPreparation  Logical Network Preparation  Service Deployments
Networking & Security
ENSXHume NSXManagers
£ Dashboard & Actions Q -
% Logical Switches m 192.168.110.42 192.168.110.42 () vesa-01a.corp.local 6.3.1.5124716
5% NSXEdges
P Firewall
SpoofGuard
ﬁ 4 1 ilems
@ Sendce Definitions
] Senice Composer
NSX Confroller nodes
» Tools =
[ Flow Monitoring & x [i] @iActions e S S 4 e
[13 Activity Monitoring Name Controlier Node Controller ID controller-1 Software Version
[i5 Endpoint Monitoring Controller-01 192.168.110.31 Cluster/Resource Pool  RegionAQO1-MGMTO1 / Resources 6.3.49347
58 Traceflow R URGE Datastore local_esx-04a
~ Networking & Security Inventory Controller-02 192.168.110.32 Host esx-04a.corp local 6.3.49347
Ei NSX Managers > controller-2
Controller-03 192.168.110.33 PR 192.168.11042 |  Connected BE £.3.40347
controller-3
N S$X Confroller nodes
& x [i] {GActons
MName Delete Controller Node
Controller-01 192.168.110.31
controller-1
Controller-02 192.168.110.32
controller-2
Controller-03 192.168.110.33
controifer-3
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-

Navigator

Installation

4 Back

Networking & Security
H8 NSX Home

£~ Dashboard

¥ Installation

% Logical Switches
== NSXEdges

1

J Management ' Host Preparation

NSX Managers

G} Actions
Assign Primary Role
Update Confroller State

[Ghavigator

4 Back
Networking & Secunity
FH NSXHome
{4 Dashboard
T
" Logical Switches
it NSXEdges
" Firewall
=, SpoofGuard
@ Senvice Definitions

J“T Senvice Composer

| Installation
Management @ HosiPreparation Logical Neiwork Preparation
NSXManagers
{g§ Actions
MNSX Manager IP Address
55 192.168.110.42 192.168.110.42

NSX Controller nodes

~ Tools
_J Controller-03 - issues X
[0l Flow Mon
[d Activity Mon Resolve Controber Node
Endpoint M * 192.168.110.31
d Controller VM cannot be detected in the inventory. I
&2 Traceflow controfier-
~ Networking & The controller has been temporarily unregistered -
or deleted from the inventory 192.168.110.32
FH NSXMana controlier-2
CAUTION: Click resolve only if the controller has -
OTET-U3 192.168.110.33
X'Cnuntmllerw deleted controfier-3
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oo

;“ Logical Switches

4 Back NSX Manager: I: 192.168.110.42 (Role: Primary) bt
Networking & Secunty S Q Filter
@ NSXHome Virtual Wire ID Segment ID Name 1a Ststus Transport Zone
.@DQSHDOHI’G == virtualwire-1 5000 :E missing-LS € Outofsync = RegionA0-Global-TZ
gk Installation £§ universalwire-2 10000 %% RegionA0_Transit © Outofsync  Sg Universal_TZ
% Logical Switches 5§ universalwire-4 10002 gy Web_Tier_ULS @ Normal 5§ Universal_TZ
Logical Switches
NSXManage| missing-LS - issues (x)
=+ | e Resolve
Virtual Wire ID | Backing distributed port group for this logical switch |a Status
E virtualwird was not found on the vCenter Server. 0 OI.IICITE)‘I"IC
- . .
=g universall cjick Resolve to create a new distributed port group © Outofsync
=g universall for this logical switch. & Normal
Navigator X | NSXEdges
4 Back NSX Manager: [ 192.168.110.42 |~ |
Networking & Security $ | x O % & [ | GActons ~ L-‘,:. 0 Installing lo 0 Failed
HH NSX Home id 1 alMame Actions - Perimeter-G ateway-01
(R Dashboard edge-1 i Perimeter-Gatey X Delete
ig# Installation edge-2 | Distributed-Rouf & Force Sync

i Logical Switches
ECCTE
R Firewall
3, SpoofGuard
& Senice Definitions
J*T Senice Composer
- Tools
[J&] Flow Monitoring
[73 Activity Monitoring

| edepey |
| 3 Change Auto Rule Configuration
i ﬂ Download Tech Support Logs |

Change Appliance Size
Change CLI Credentials |
Change Log Level

i Configure Advanced Debugging |
Rename

| Change FIPS mode
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Task Mame Tanget Status
Rename virtual maching fh edge-1-jobdata-11352-0 « Completed
Delete virtual machine &h Completed
Initiate guest OS5 shutdown G Perimeter-Gateway-01-0 + Completed
Reconfigure virlual machine (i edge-1-jobdata-11352-0 + Completed
Reconfigure AutoStart Manager ﬁ esx-04a.corp.local « Completed
Power On virtual machine (i edge-1-jobdata-11352-0 + Completed
Reconfigure cluster ﬁ RegionA01-MGMTO1 + Completed
Reconfigure virlual machine (i edge-1-jobdata-11352-0 + Completed
Deploy OVF template ff edge-1-jobdata-11352-0  + Completed
Reconfigure virlwal machine G Perimeter-Gateway-01-0 + Completed
I Navigator X Firewall
E m] Saved Configurations ~ Settings
Networking & Security NSXManager- [ 192.168.11042 ||
g:j:;::: General | Ethemet | Parmer security services |
i Instaliation + [ x =t= 904 | h 4
= Logical Switches No. Name Rule ID Source Destinstion Servce Action
It NSXEdges v IR Application A (Ru e Heepg s/ x=t= 1t
II e Alow HTTP to Web Tier 1009 - any g :;: i HT. Allow
* Senl.t.e Detnitons &2 Alow App Tier to Web Tier 1008 & web-01 & ap @ To Allow
J*I Senice Composer & web-02
» Tools
[ Fow Monikeing @3 Alow App Tier to DB Tier 1007 & app-01.. &h db-.. i My. Allow
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Navigator K | Firewall

4 Back Configuration | Saved Configurations | Settings
Networking & Security NSXManager: | 192.168.110.42 | ~|
H NSX Home
N7 x L
£<3 Dashboard
Mo Ceonfiguration
iG# Installation

Export configuration
(=1

1 AuloSaved_S - - V5749 PM GMT
T Logical Switches
— 2 AutoSaved_Saturday, June 10, 2017 12:56:58 PM GMT
=== NSX Edges !
3 AutoSaved_Friday, May 5, 2017 5:55:26 PM GMT
E SpooiGennd 4 AutoSaved_Friday, May 5, 2017 5:54:34 PM GMT
- = ————— —————
f Navigator K| Firewal
J Back Configuration | Saved Configurations | Settings
Networking & Security NSXManager: | 192.168.11042 |~ |
HH NSX Home
1/
£ Dashboard
Mo Fanfratinn Saved By
4G} Installation Import configuration =
. 1 - ecember 8, 20 corp.localadministr
= Logical Switches

ik 2 AutoSaved_Friday, December 8, 20... | corp.localadministr...
2e: NSX Edges

Firewall 3 AutoSaved_Friday, December 8, 20 corp locahadministr.
& ¥

i el = .

Import configuration

Select Configuration | firewall-configuration-12182017 32812 PMum|

oK ][ Cancel ]
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|. Configuration | Saved Configurations  Settings

NSXManager. [ 192.168.11042 |~

w Ethemet | Pariner security senices ]

& x =t =y

v [b Application A (k

B |

No. Mame

h 4

&1

Alow App Tier to Web Tier

Rule ID Sounze

| Load saved configuration |
1008 E] web-01...
& web-02 _

> m Default Section Layer3 (Rule 2 - 5)

Load Saved Configuration

configuration once you select OK.

Configuration

AutoSaved_Friday, May 5, 2017 5:55:26 PM GMT
AutoSaved_Friday, May 5, 2017 5:54:34 PM GMT

Please select a configuration from saved configurations listed below. Selected configuration will replace the current

Search

Saved By Time Description

firewall-configuration-12182017 32812 PMxmi 1201712017 15

AutoSaved_Saturday, June 10, 2017 12:5T7:49 PM GMT  corplocalladmr 6102017 5:5° Auto saved configuration
AutoSaved_Saturday, June 10, 2017 12:56:58 PM GMT corp.localladm 6/M10/2017 551 Auto saved configuration

vsphere.localv 5/5/2017 10:5! Auto saved configuration
vsphere locals 5/52017 10:5: Auto saved configuration

[ Load J[ Cancel J
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Navigator X | Firewall
——
4 Back 4 Confi Saved Conf i
Networking & Security NSXManager: | 192.168.110.42 | ~|
= [ o
i NSX Home 0 | a Ao
£ Dashboard
MNo Configuration Saved By Time Description Pr.
G# Installation
1 firewall-configuration-12182017 32812 PM_xml corp localadmi.. | 1217/2017 122231 PM Exported.. Y.
T Logical Switches
f— NSX Edges 2 AutoSaved_Saturday, June 10, 2017 12:57:49 PM GMT corp.localadmi.. 6M10/2017 5:57.49 AM Auto sav.. No
I 3 AutoSaved_Saturday, June 10, 2017 12:56:58 PM GMT  corplocaladmi.. | 6/10/2017 5:56:58 AM Auto sav.. | No
I BW
E SpoofGuard 4 AutoSaved_Friday, May 5, 2017 5:55:26 PM GMT vsphere local\a...  5/52017 10:55:26 AM Auto sav.. No
‘ Senvice Definitions 5 AutoSaved_Friday, May 5, 2017 5:54:34 PM GMT vsphere locala... | 5/52017 10:54:34 AM Auto sav..  No
Firewall




[ e Y>e—ss—s——————)

Firewall

Configuration I Saved Configurations  Setfings

NSXManager. | 192.168.11042 |~ |
This rule sethas unsaved changes. Click on Publish Changes button to start deploying or click Save Changes to save this configuration.
[ Publish Changes ] [ Revert Changes ] [ Save Changes ] [ Update Changes J

[ @ Successfully loaded configuration “firewall-configuration-12142017 75331 AM.xml",

General | Ethemet | Parter security services |

*ox=xQR (%Y
Mo, Hame Rule ID Source Destination Service Action Apphed To
v [® Application A (Rule 1-3) HC® s x=t=
&1 Alow Any to Web Tier * any $ web-01ac. @ HTTP Allow @ Distrib...
51 web-02ac...
&2 Allow Web Tier to App Tier h web-01a.c. &1 app-01ac. @ TCP8443 Alow @ Distrib...
h web-02a.c..
&3 Allow App to DB Eh app-01ac. & db-01a.cor.. @ MongoDB Allow @ Distrib...
[ MysaL
J°f Service Composer
Security Groups | Security Policies | Canvas
NSXManager: | 192.168.110.42 |V.|
Synchronization Status () Firewall Publish
& There are no synchronization errors or warnings. @ Lastpublish
8 & 1& =t @5 | G Actons ~
Rank Name U Actions - Security Policy Son
1 £f Security Pd & Edit
Et Manage Priority
| 15 Apply Policy

|
1;_,{ Export Configuration \
|

| Edit Policy Firewall Settings '
% Delete |
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| i; Service Composer |
Security Groups Security Policies Canvas

NSX Manager: (192.168.110.15 | v)

Synchronization Status Firewall Publish Status
ﬂ There are no synchronization errors or warnings. 0 Last publish operation succeeded 2/10/2018 9:56:39 AM
Global Settings: [ edt | € synchronize |

Firewall Rules Applied To: Distributed Firewall

J Configuration | Saved Configurations  Setiings

NSXManager: [ 19216811042 |+ | C]

This rule sethas unsaved changes. Click on Publish Changes button to start deploying or click Save Changes fo save this configuration.
[ Publish Changes ] [ Revert Changes ] [ Save Changes ] [ Update Changes I

[ @ Successiully loaded configuration “firewall-configuration-12142017 75331 AM.xml". o]
© Under General Configuration (%]
* Rule at position 3 has invalid destination invalid service

| General | Ethemet | Partner security services |
*Oxr=|wmh |

Mo, Hame Fule ID Source Destination Service Action hppied To
v [ Application A (Rule 1 -3) e s x=r=
Alow Web Tier to App Tier & web-01ac. & app-0iac. @ TCP8443 @ Distribut...
& web-02ac..
&3 Alow App to DB 5 app-0tac.. @ db-01a.cor.. @1 MongoDB Alow @ Distribut...
{3 MysoL
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Navigator 8 J
4 Back

Networking & Security
HH NSXHome

£ Dashboard

iG# Installation

¥ Logical Switches

J-] Service Composer

Security Groups | Security Policies | Canvas

NSXManager: [ 192.168.110.42 |~ |

Synchronizafion Status

@ There are no synchronization errors or wamings.

Firewall Publish Status

@ Last publish operafion succeeded 12/14/2017 5:58:42 PM

& G| & =t 5| Gactions ~ Q Filter -
== NSXEdges Rank  |Mame | [ Actions - SP.Web-Ter Deserption Status
A Firewall 1 [ SP-Web-Tier |J:é Edit Security Policies for Web Tier + Published
3, SpoofGuard 2 [ SP-App-Tier i$ Manage Priority Security Policies for App Tier + Published
@ Senice Definitions 3 T SP-DB-Tier fi5 Apply Policy Security Policies for DB Tier v Published
F Soor o
Tools 9 Synchronize Firewall Config
-
i3 Edit Policy Firewall Seftings
[ Flow Monitoring % Delete
[ Activity Monitoring
/| Export Service Composer Configuration e
% 1 Name and descripfion
Name: All-SP
2 Select security policies
3 Readyto complete Description All Security Policies
Prefix nsxmgr-01a_
All the exported object names will be prefixed with
Next Cancel
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J| Export Service Composer Configuration

o

+ 1 Name and description
2 Select securily policies

3 Readyto complete

Select security policies
Select the security policies to export

Filter | (3) Selected Objects

Name

J:] SP-Web-Tier
JE SP-App-Tier
J7 SP-DB-Tier

AEEE

Descrption
Security Policies for Web Tier
Security Policies for App Tier
Security Policies for App Tier

Back Next

Jitems [{5Copy~

Cancel
- —»._.5%.-._._._._._._"_"_"_"""_""""" -

| Export Service Composer Configuration

(2)
~ 1 Name and descripion
Name: All-SP
~ 2 Select securily policies : - e
Description:  All Security Policies
4 3 Ready o compleie
Prefix: nsxmgr-01a_
Sacurity Policies
Name Description Appled to Guest Introsp Firewal Rules Network Intros.
5 nsxmgr-01a_SP-Web-Tier | Security Policies for Web Tier | 1 0 2 0
Jif nsxmgr-01a_SP-App-Tier Security Policies for App Tier 1 V] 2 0
U nsxmgr-01a_SP-DB-Tier Security Policies for DB Tier o 1 i}
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© Exported configuration includes parent policies and security groups where thes e policies are applied

Back

Finish

Cancel




4 Back

Networking & Security
HH NSX Home
£ Dashboard
ik Installation
"= Logical Switches
T NSXEdges

Security Groups | Security Policies | Canvas

Navigator X [°] Service Composer

|| NSXManager: | 192.168.11042 |~

Synchronizafion Status

@ There are no synchronization errors or wamings

5 &

Na—~ ~~~gption

Firewall Publish Status
0 Last publish operation

Rank i & Status
n Eirewall | Import Configuration This listis empty.
[¥3, spoofGuard
& Senice Definitions
& Senice Composer |
)
| import Configuration 2 M
9 1 select configuration file Select configuration file
Select the Senice Composer configuration to be imported
~/ 2 Readyto complete
Salect Configuration AlI-SP blueprint Browse .
Suffix _20171215
All the imported object names will be suffixed with g
Next Finish Cancel
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| import Configuration (2] W
~ 1 Select configuration file

Name: All-SP
4 2 Readyio compleie

Description: Al Security Policies

Suffix: _20171215

Sacurity Policies

Name Description Applied 1o Guest Intr Firewal R Metwork Intr

J5 nsxmgr-01a_SP-Web-Tier_20171215 | Security Policies for Web Tier 1 0 2 0

J& nsxmor-01a_SP-App-Tier_20171215 | Security Policies for App Tier 1 0 2 0

U nsxmgr-01a_SP-DB-Tier_20171215 Security Policias for DB Tier 1 0 1 i}

Back Finish Cancel

x

Navigator 4
4 Back

Networking & Security
i B NSX Home
| (% Dashboard
ig# Installation
%= Logical Switches
I NSXEdges
| M Firewall
¥&, SpoofGuard

@ Senvce Definitions

I & Senice Composer

] Service Composer

Security Groups | Security Policies | Canvas

NSXManager: | 192.168.11042 |- |

Synchronization Status

° There are no synchronization errors or wamings.

Firewall Publish Status

° Last publish operation succeeded 12142017 6:27:04 PM

o5 Q_Fitter -)
Rank MName scription Stetus

1 J':] nsxmgr-01a_SP-Web-Tier_20171215 Security Policies for Web Tier + Published

2 I:j nsxmar-01a_SP-App-Tier_20171215 Security Policies for App Tier + Published

3 I:j nsxmgr-01a_SP-DB-Tier_20171215 Security Policies for DB Tier + Published
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Navigator X | [°[ Service Composer
‘A Back I Security Groups | Securily Policies  Canvas
Networking & Security NSX Manager: | 192.168.11042 |~ |
FH NSXHome
£ Dashboard Synchronization Status &)
‘ﬁ' Installation & There are no synchronization errors or wamings.

' Logical Switches
= NSX Edges

"R Firewall

& SpoofGuard

& Senice Definitions

8 Senice Composer

T
&
Name Wirtual Machines
ﬁ? Activity Monitoring Data Collection 0

& nsxmgr-01a_SG-App-Tier_20171215
g nsxmgr-01a_SG-DB-Tier_20171215
i nsxmgr-01a_SG-Web-Tier_20171215

[ = = = ]
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Chapter 09: Managing User Accounts in
VMware NSX

4

Auditor

Enterprise Administrator Security Administrator NSX Administrator

All NSX Operations and Security
Read and Write REST API calls

Read-only to all NSX constructs
Read only REST API calls to all NSX
constructs

NSX Security only: NSX operations only:

Firewall Rules Installation

SpoofGuard Host Preparation

Service Composer Service Deployment

Flow Monitoring Logical Network

Activity Monitoring NSX Edge Services Gateway
Read only REST API calls to all Distributed Logical Router
NSX constructs Read only REST API calls to all

NSX constructs
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fj Deploy OVF Template

1 Selecttemplate Customize template

Customize the deployment properties of this software solution.
2 Selectname and location

3 Selectaresource @ Al properties have valid values Show next... Collapse all...

a

) w Services Configuration 2 settings
5 Acceptlicense agreements

Enable SSH Enabling SSH service is not recommended for security reasons.

M
7 Selectnetworks

NTP Server List The NTP server listlcomma separated) for this VM.
8 Customize template

|O nz.pool.ntp.org, 1.nz.pool.ntp.org, 2.nz.pool.ntp.org, 3.nz.pool.ntp.org
9 Readyto complete

6 Selectstorage

L
L
L
~* 4 Review details
w
w
w

User must visit Web Ul or GLI
of NSX Manager to confirm 2 settings
the configuration.

CLI "admin" User The password for default CLI user for this VM.

CLI Privilege Mode The password for CLI privilege mode for this VM.

VMware Customer

Experience Improvement 1 setting
Program

VMware's Customer Experience Improvement Program ("CEIP") provides Vivware with information
services, to fixproblems, and to advise you on how best to deploy and use our products. As part ol
your organization's use of VMware products and services on a regular basis in association with yot
This information does not personally identify any individual. For additional information regarding th:
which itis used by VMware is set forth in the Trust & Assurance Center at http://www .vmware.com/t
VMware's CEIP for this product, you should uncheck the box below. You may join or leave ViMware's

Join the VMware Customer Experience Improvement Program

O

Cancel
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vmware® vSphere Web Client  #=

Navigator X | 11} Home

<4 Back J Home |
I o

Global Inventory Lists

i Policies and Profiles @

Task Console

[J Hosts and Clusters b3
=] WMs and Templates > !!!
= Storage > Hosts and
£3 Networking b3 Clusters
Content Libraries >
Operations and

>

>

>

@, Update Manager

% Administration

I
—

Navigator X &% vCenter Users and Groups

<4 Back J Users | Solution Users  Groups

Administration

Domain: |'vsphere.loca| |.|
~ Access Control E—

Roles +
Global P L Usemame First Name L=t Name
obal Fermissions Y New User

+ Single Sign-COn

Administrator Administrator vsphere.local
Users and Groups I waiter-8316c44b-2030-4... | waiter 8316c44b-a030-4e7c-8e8a-e3d7bd 11ee16

Configuration krbigt/VSPHERE LOCAL

[191]




New User (7]
Enter values for this user, including the password.
Username: NEX-5VC !
| Password: A i ]
Confirm password: FEEEEAEE
First name: nsx
Last name: SVC
Email address: nsE-svoigpackipub.com
Descripiion: NSX Senice Account
0K l [ Cancel
MNavigator X ﬁ vCenter Users and Groups
4 Back Users  Solution Users | Groups |
Administration
Jd S K
» Access Control
Group Mame Domain
Roles Administrators vsphere_ local
Global Permissions DCClients vsphere_local
- Single Sign-On CAAdmins vsphere local
Users and Groups H
Configuration i
~ Licensing Group Members
Licenses <>|5
Reports L,se"{";i'd'd M b Description/Full name Domain
. Member
~ Solutions Y. ) e—— Administrator vsphere local

vsphere local
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=

Add Principals (7)

bt

Select users from the list or type names in the Users text box. Click Check names fo
validate your entries against the directory.

Domain: | vsphere. local | ;|

Users and Groups

[ Show Users First | -| (@ Search
User/Group 2 & Description/Full name
Administrator Administrator vsphere.local -
KM

krbigt'VSPHERE.LOCAL
machine-3610c328-bec0-421f-8edb...

NSX-8VC Nsx SVC
vC0O-16121921bd 321604107 7 5fac2T vRealize Orchestrator
wCO-18122371dGabde00calb95a8fed  vRealize Orchestrator

' Be Be Bo Be Be Bo Be

Add

Users: |vsphere.|ncal'sn5x-5w: |

Groups: | |

Separate multiple names with semicolons | check names
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&% vCenter Users and Groups
Users  Solution Users | Groups |
Group Mame Domain
ActAsUsers vsphere local
Administrators vsphere local
DCClients vsphere local
Group Members
L]
o X
UsenGroup Descripion/Full name Domain
Administrator Administrator vsphere.local vsphere local
NSX-SVC NSx SVC vsphere.local
|
Navigator X | [ vcsa-D1a.corp.local | ¥ @ /& | {8hActions ~
4 Back Getting Started  Summary  Monitor  Configure | Permissions | Datacenters Hosts & Clusters
@ 8 |
(= vesa-0ia.corp local + 7
» REgiDI"I.F\U‘I User/Group 1a Role Defined in

& VSPHERE.LOCAL\Administrator Administrator This object and its children
&% VSPHERE.LOCAL\Administrators Administrator Global Permission
& VSPHERE.LOCALWpxd-3610c328...  Administrator Global Permission
8 VSPHERE.LOCALwpxd-extension... = Administrator Global Permission
E, VSPHERE LOCALwsphere-webcli... = Read-only Global Permission
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IP: 192.168.110.15  Version: 6.3.3 Build 7087283

vmware
| ¥

Mame: nzxmgr-01a User: admin

ﬁr ‘ Summary ‘ Manage

SETTINGS Lookup Service URL [ unconfigure |[  Edit

General For vCenter versions 5.5 and above, you may configure Lookup Service and provide the SSO administrator credentials to
register NSX Management Service as a solufion user. It is also recommended to set the NTF server for S50 configuration to
work correcily.

Metwork
S5L Certificates

Lookup Service URL: https iivesa-01a.corp.local-443/ookupservice/sdk
Backups &
Restore 550 Administrator User NMame: nsx-sve@vsphere local
Status:
Upgrade L © Connected 3
COMPONENTS
vCenter Server |T|

Management
Service

Connecting to a vCenter server enables NSX Management Service to display the VMware Infrastructure inventory. HTTPS port
(443) needs to be opened for communication between NSX Management Service, ESX and VC. For a full list of ports required,
zee section 'Client and User Access' of Chapter 'Preparing for Installation’ in the 'NSX Installation and Upgrade Guide”.

If your vCenter server iz hosted by a vCenter Server Appliance, pleaze ensure that appropriate CPU and memory reservation
is given to this appliance VM. After successful configuration of vCenter on NSX Manager, you need to log out of any active
client sessions on vSphere Web Client and log back in fo enable NSX user interface components.

vCenter Server: vesa-01a.corp.local
vCenter User Name: nsx-svc@vsphere.local
Status: © Connected - Last successful inventory update was on Tug, 30 Jan 2018 04:49:40 GMT 23
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51 192.168.110.15 | {5} Actions ~
Getting Started  Summary J Monitor [ Manage
Audit Logs } System Events | Tasks |
Q
User ||.’ud\. el Operation Resource(s) Time 1v¥ Status
corp.local\greg NSX Edge Gateway CONFIG UPDATE EdgeGateway01 1/31/2018 2:56:55 PM Success
corp.local\greg NSX Edge Gateway Create 1/31/2018 2:55:21 PM Success
corp.local\greg VirtualWire Modify Greg-LogicalSwitch 1/31/2018 2:54:11 PM Success
corp.local\greg VirtualWire Modify Greg-LogicalSwitch 1/31/2018 2:54:11 PM Success
corp.local\greg VirtualWire Create Greg-LogicalSwitch 1/31/2018 2:54:11 PM Success
e € _—§,—,—,
Recent Tasks
[~ \
Task Name Target Status Initiator Start Time iv
Reconfigure AutoStart Manager |3 esx-01a.corp.local + Completed VSPHERE.LOCAL\nsx-sve 1/31/2018 2:56:51 PM
Power On virtual machine &h EdgeGateway01-0 v Completed VSPHERE.LOCAL\\nsx-svc | 1/31/2018 2:56:30 PM
Reconfigure cluster B} RegionA01-COMPO1 + Completed VSPHERE LOCAL\\nsx-svc 1/31/2018 2:56:30 PM
Reconfigure virtual machine &h EdgeGateway01-0 + Completed VSPHERE.LOCAL\\nsx-sve | 1/31/2018 2:56:27 PM
Deploy OVF template 5h EdgeGateway01-0 v Completed VSPHERE.LOCAL\\nsx-sve 1/31/2018 2:55:22 PM
Update opaque data for set of entities v Completed VSPHERE.LOCAL\\nsx-svc 1/31/2018 2:54:10 PM
Add Distributed Port Group RegionA01-vDS-COMP " Completed VSPHERE.LOCAL\\nsx-svc 1/31/2018 2:54:10 PM

4

F
Trust Certificate? b4
» MN3X Management Service operation failed [ Create NSX Manager Solution User at
580 failed. Root Cause: User has no permission. )
Lookup Service hitps:/fvcsa-01a_corp.local: 44 3lookupservice/sdk presented an S3L certificate with
the following thumbprint:
B3 2A0BTOE2:37-EBFD:12:0F83:21:41:30:68:2A:82:FC.2D:96
Proceed with this cerificate?
TN [ Y-
[
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@ vesa-0la.corp.local - PuTTY

E? nsxmgr-01a.corp.local - PuTTyY -0 X

Navigator ) § | ycsa-01a.corp.local P @ Jo | {ch Actions -

4 Back Getting Started Summary Monitor  Configure | Permissions | Datacenters Hosts & Clusters
L & B 8 +
< [&! vesa-01a_corp.local

» [lg RegionAD1 el

Add permission . P -
P vprd-extension-36... | Administrator Global Permission

Eeo

3 VSPHERE LOCA
3 VSPHERE LOCA
2% VSPHERE.LOCAL\Administrators Administrator | Global Permission
& VSPHERE LOCA

% CORPwSphereAdmins Administrator This object and its children

Wwpxd-3610c328-be . Administrator ~ Global Permission

sphers-webclient . Read-only Global Permission

\Administrator Administrator This object and its children
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£ vesa-01a.corp.local - Add Permission (2) »

Select the users or groups on the left and the role to assign to them on the right.

Users and Groups Assigned Role

The users or groups listed below are assigned the The users or groups obtain the permissions on the selected objecis as defined
role selected on the right on "vcsa-01a.corp.local. by their assigned role.

UseriGroup Role Propagate f Read-only | v.l

ﬂ CORFLOCAL\greg Fead-only Yes
& CORPLOCAL\:susan Read-only = Yes
O CORPLOCAL\carla | Read-only Yes

= Al Privileges -
v Alarms
3 AutoDeploy
v Certificates
3 Content Library
3 Cryptographic operations
»  Datacenter
3 Datastore
3 Datastore cluster
»  Distributed switch
3 ESX Agent Manager
3 Extension
v External stats provider
3 Folder
3 Global
»  Health update provider
3 Host

3 Host profile -

Description: All Privileges
[+] Propagate to children

Add... Remove View Children

oK |[ cancel
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[ vesa-01a.corp.local | F1 ¥a J& | {ShActions ~

Getting Started  Summary  Monitor  Configure | Pen‘nissionsx Datacenters  Hosts & Clusters

+ |
User/Group 1¥ Rols Defined in
Eﬂ VSPHERE LOCALWsphere-webclient. . Read-only Global Permission
& VSPHERE.LOCALwpxd-extension-36... = Administrator Global Permission
Eﬂ VSPHERE . LOCALWwpxd-3610c328-be...  Administrator Global Permission
&% VSPHERE.LOCAL\Administrators Administrator Global Permission
& VSPHERE.LOCAL\Administrator Administrator This object and its children
% CORPWwSphereAdmins Administrator This object and its children
Eﬂ CORP\susan Fead-only This object and its children
Ea CORP\greg Fead-only This object and its children
Eﬂ CORP\carla Fead-only This object and its children
 Navigator X 5 192.168.110.15 | {GjActions
‘4 Back Getting Started  Summary  Monitor [Wage]

% NSX Managers

[ System Events | Security Tags | Exclusion List| Domains | Grouping Objects | Users ]

¢ 19216811015

-

ar | | ¢ (Q Filter
User Origin Role Status

vsph Add salinzx-zve  vCenter Enterprise Administrator = Enabled

admin MSX CLI User = System Administrator Enabled

Access Scope
Global
Global
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- ~

Assign Role 2 M

v 1 Idenfify User Identify User

Select a vCenter user or group to assign role.
+ 2 SelectRoles

(») Specify a vCenter user

User: % |greg@corp.local

User can log on with the credentials maintained at vCenter.
(ex: test@vsphere.local or test@domain.com)

() Specify a vCenter group

Next Finish Cancel

a ~

Assign Role 2 M

+ 1 Identify User SelectRoles

Select NSX role for user.
Yl 2 Select Roles

() Auditor

() Security Administrator
() NSX Administrator

(=) Enterprise Administrator

Description:

Users in this role can perform all tasks related to deployment and configuration of
MNSX products and administration of this NSX Manager instance.

Back Finish Cancel
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System Events

Security Tags | Exclusion List

t55 192.168.110.15 | {c} Actions ~
Getting Started Summary  Monitor | Manage

Domains | Grouping Objects | Users
T c Q
admin MNSX CLI User | System Administrator Enabled Global
corp.localtsusan viCenter Security Administrator Enabled Global
corp.locahgreg viCenter Enterprise Administrator Enabled Global
CORP\carla vCenter MNSX Administrator Enabled Global

‘f nsxmagr-01a.corp.local - PuTTY
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@ nsxmgr-01a.corp.local - PUTTY — O *

‘@ nsxmgr-01a.corp.local - PuTTY - O X

" 0la. a
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GET https://nsxmgr-01a.corp.local/api/2.0/services/usermgmt/user/admin Params Save

Authorization ® Headers (2) Pre-request S t Tests Cookies Code
TYPE Username john
Basic Auth
Password john123

The authorization header will be

automatically generated when you Show Password
send the request. Learn more about

authorization

Body ~ookies Headers (10) Test Results Status: 403 Forbidden Time: 337 ms Size: 1.4 KB
Pretty R Previe HTML = Save Response
1 [K!DOCTYPE html>
2~ <html>
A= <head>
4 c<title>Apache Tomcat/8.0.44 - Error report</title>
5 <style type="text/css">H1l {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font
-size:22px;} H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size: 16px
;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76; font-size:14px;} BODY
{font-family:Tahoma,Arial,sans-serif;color:black;background-color:white;} B {font-family:Tahoma,Arial
,sans-serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-serif;background
:white;color:black;font-size:12px;}A {color : black;}A.name {color : black;}.line {height: 1px;
background-color: #525D76; border: none;}</style>
6 </head>
I- <body>»
8 <h1>HTTP Status 483 - User does not have any role on NSX Manager.</hl>
POST https://nsxmgr-01a.corp.local/api/2.0/services/usermgmt/role/john?isCli=true Params Send Save
Authorization ® Headers (2) Body @ Pre-request Script Tests Cookies Code
form-data x-www-form-urlencoded @ raw binary XML (application/xml)
1~ <accessControlEntry>
2 <role>super_user</role>
R4 <resource>
4 <resourceld>globalroot-8</resourceld>
5 </resource>
6 </accessContr‘olEntr‘y>|
Body ~ookies Headers (5) Test Results Status: 204 No Content  Time: 113 ms  Size: 192 B
Pretty Ra Previe Text = Save Response
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Body 7 Status: 400 Bad Request Time: 118 ms Size: 494 B

Pretty XML = Save Response

1 <?xml version="1.8" encoding="UTF-8"2>
2~ <error>

3 <details>Invalid user role specified enterprise_admin. Valid roles are [super_user, security admin, auditor].</details
>

4 <errorCode>d421</errorCode>

5

<moduleMame>core-services</moduleName>
6 <ferror>

£ 192.168.110.15  {g} Actions ~

Getting Started  Summary  Monitor | Manage |

[S'_.fstem Events ‘ Security Tags ‘ Exclusion List ‘ Domains ‘ Grouping Objects | Users l

e 7 (G (@ Filter

User Origin Rale Status Access Scope
admin MNESX CLI User System Administrator Enabled Global
corp_locahsusan vCenter Security Administrator Enabled Global
corp localcarla vCenter MNSX Administrator Enabled Global
corp.localgreg vCenter Enterprise Administrator  Enabled Global
john NSX CLI User  System Administrator Enabled Global
vsphere localinsx-sve  vCenter Enterprise Administrator  Enabled Global
I

Edit Administrator user john

Login 1D: john
Email:

Full name:

0K ][ Cancel
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‘@ nsxmgr-01a.corp.local - PuTTY — | x
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‘@ nsxmgr-01a.corp.local - PuTTY — | x
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‘@ nsxmgr-01a.corp.local - PuTTY — | x

IP: 192.168.110.15  Version: 6.3.3 Build 7087283

Name: nsxmgr-O1a User: admin
'Iﬁ\ Summary Manage
NSX Manager Virtual Appliance CPU Free: 2650 MHZ
DNS Name: nsxmgr-O1a.corp.local - _
X Used: 253 MHZ Capacity: 2903
IP Address: 192.168.110.15 MHZ
Version 6.3.3 Build 7087283
Uptime 6 hours, 41 minutes MEMORY Free: 3225 MB
|
C ) o \
Current Time: Tuesday, 30 January 2018 05:28:20 PM NZDT Used: 2732 MB Capacity: 5957 MB
STORAGE Free: 67G
|
Used: 4.2G Capacity: 71G
Common components System-level components
Name Version Status Name Version Status
vPostgres Running Stop SSH Service Running Stop
RabbitMQ Running Stop
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Chapter 10: Upgrading VMware NSX

o Upgraide NSX Manager

m '
o Upgrade NSX Controllers

OUpgl ale Host Clusters

s =

OUDUI aile NSX Edges

Uparade Optional Components
HNSX Guest Intrespection and
Partnar Service VM

AGENT
[E ]
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VMware Product Interoperability Matrices

Interoperability Solution/Database Interoperability Upgrade Path

1. Select a Solution

If you do not know the solution’s version leave it blank.

VMware NSX for vSphere - H All versions

2. Add Platform/Solution

Add platforms/solutions to see if they are compatible with the selected solution.

VMware vSphere Hypervisor (ESXi) v H All versions

VMware NSX for vSphere 635 634 633 632 631 630 629
v VMware vSphere Hypervisor (ESXi)
65U1

650

60U3

600 U2

6.00 U1

55U3
5.5U2
55U1

55

00000000CO
00000000CO
00000000CO
00000000 CO
00000000 CS
00000000 CO

00000000

000000000
000000000
000000000
000000000
000000000
0000000 0

@ compstive
c Incompatible

Not supported

622 621 62 617 616

00000
00000
00000
00000
00000
00000
00000
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Home > Resowrces > Compatibility Guides > interoperability Matri:

VMware Product Interoperability Matrices

Interoperability Solution/Database Interoperability Upgrade Path

1. Select a Solution

[ VMweare NSX for vSphere - ]

[ cors [ osv | P
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Supported Update Sequence:

Use the scroll bar in the table to view the complete list.

. NSX NSX vCenter
View View PSC/ | vRA® | VCM | vRB® | vCD VDP vRO™ | VR | VUM | vROPs | VIN | '
C Connection S50 Manager | Controllers Server
OMPOSEN | gorver External
1
2
3
4 4 4
5
6
7
Seq.
8
9
10 10 |10 10 10
1 3
Installation

Management Host Preparation Logical Network Preparation | Service Deployments

NSX Manager: | | +]

Network & Security Service Deployments

Network & security services are deployed on a set of clusters. Manage service deployments here

¥ x

Service Version Installation Status Service Status  Cluster
@& Guest Introspection 6.2.1 + Succeeded ., Up h
£ VMware Data Security 6.2 v Succeeded ., Up @
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Download Product °
Select Version 613 | = Product Resources
Documentation Release Noles View My Download History

Product Info
Release Date 2017-08-10

Documentation

Type Product Binaries Community

Product Downloads Drivers & Tools Open Source Custom 150s

NSX for vSphere 6.3.3

Download Now

File size: 2. 478 GB
File type: ova

Read More

Download Now

File size: 2.387 GB
File type: tar.gz

NSX for vSphere 6.3.2 Upgrade Bundle _
[x]

Name: VMware-NSX-Manager-upgrade-bundle-6.3.3-7087283 tar.gz WSX for vSphere 5.3.3 Upgrade Bundle
Release Date: 2017-11-09 Use this file fa upgrade the existing installations of NSX-vSphere 6.1 releases fo the NSX-
Build Number 7087283 wSphere 6.3.3 version.

MD5SUM: ada5b54bcfec06fdefecae7bi7a8dd90

SHA1TSUM: 283f9502f1435a345a4617c058f0411cB87eb00b2

SHA256SUM

a45cc3Jaadd2c925/660488chd7 111241c7b57241e0450b9fabd7736892d7 357

File size: 141.01 MB
File type: targz

Read More
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vmware* vSphere Web Client A= U | Administrator@CORPLOCAL ~ | Help ~ | (CHECH

Installation and Upgrade

Host Prep: Logical Network Preparation ~ Service Deployments ‘ Upgrade Coordinator ‘

LA T A= NOTE: Upgrade the NSX manager from its respective appliance manager, before upgrading the components from this page
FH NSXHome

S5a1501d] U0, (0) iy,

(R Dashboard Select NSX Manager: 192.168.110.19 | Primary v

Installation and Upgrade
Version: 6.4.0.6693110  Type: Primary VIEW UPGRADE HISTORY

& Senice Definitions
% Logical Switches

= NSXEdges Components of NSX Manager are ready for upgrade.
~ Security START UPGRAD L}

J7] Senvice Composer
P Firewall
I3 SpooiGuard

2 Groups and Tags

SyseLjusoey (0)

~ Tools
Flow Monitoring =

spslaojusdey (9) (&

[ Endpoint Monitoring = % @
an

~ System

Controllers (1) Clusters (2) Universal Routers (0) Edges (2) Service VMs (0)
[ Users and Domains

[g Events

Current: 6.3.2.50082 Current: 6.3.2.5672532 Current: 6.4.0-6692432 Current: 6.3.2-5495601 Current: 6.4.0.6682047
Target: 6.4.0.6682469 Target: 6.4.0.6693110 Target: 6.4.0-6692432 Target: 6.4.0-6692432 Target: 6.4.0.6682047

Controller Details Cluster Details Router Details Edge Details Service Details

ware
vmware IP: 192.168.110.42  Version: 6.3.1 Buid 5124716

Name: nsxmgr-01a User: admin

@ | Summary Manage

NSX Manager Virtual Appliance CPU Free: 1629 MHZ
DNS Name: nsxmgr-01a.corp.local
) 9 P Used: 1170 MHZ Capacity: 2799 MHZ
IP Address: 192.168.110.42
Version 6.3.1 Build 5124716 MEMORY Froe: 4745 MB
Uptime: 3 hours, 38 minutes Used: 3131 MB Capacity: 7877 MB
Current Time: Thursday, 21 December 2017 12:50:19 AMUTC
STORAGE Free: 69G
Used: 4.1G Capacity: 73G
Common components System-level components
Name Version Status Name Version Status
vPostgres Running | Stop ‘ SSH Service Running Stop
RabbitMQ Running | stop |

N SX Management Components

Name Version Status
NSX Universal S
) 7 Stopped | start
Synchronization Service e
6.3.1 Build W
NSX Management Service Running | Stop ‘
5124716 e —
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Upgrade

NSX
Management
Sernvice

& | Summary

Manage

Lookup Service URL Unconfigure Edit
For vCenter versions 5.5 and above, you may configure Lookup Service and provide the S50 administrator credentials to
register NSX Management Service as a solufion user. It is also recommended to set the NTF server for S50 configuration to

work correctly.
Lookup Service URL: https:iivcsa-01a.corp local 44 3ookupservice/sdk
S$50 Administrator User Name: nex-svc@vsphere local
Status: Connected <
vCenter Server Edit

Connecting to a vCenter server enables NSX Management Service to display the VMware Infrastructure inventory. HTTPS port
(443) needs to be opened for communication between NSX Management Service, ESX and VC. For a full list of ports required,
zee section 'Client and User Access' of Chapter 'Preparing for Installation’ in the 'NSX Installation and Upgrade Guide”.

f your vCenter server is hosted by a vCenfer Server Appliance, please ensure that appropriate CPU and memory reservation
is given to this appliance VM. After successful configuration of vCenter on NSX Manager, you need to log out of any active

client sessions on vSphere Web Client and log back in fo enable NSX user interface components

vCenter Server: vesa-01a.corp.local

vCenter User Name: nsx-svc@vsphere.local

Status: Connected - Last successful inventory update was on Tue, 30 Jan 2018 04:49:40 GMT 23
2@ nsxmgr-01a.corp.local - PUTTY — O >
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‘@ nsxmgr-01a.corp.local - PuTTY — | x

vmware* vSphere Web Client  f=

Navigator X (i} Home

4 Back Home
[ Hosts and Clusters >

2] Wi and Templates > i

£ Storage > Hosts and Wk and
_J_!'_ Networking > Clusters Templates
[:2| Content Libraries >
(7 Global Inventory Lists > —i
“f+ Policies and Profiles > —
@i Update Manager > N'F‘qulJ :

) Security

£ Networking & Security >
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Navigator p 8
4 Back

Networking & Security

Logical Switches
=== NSXEdges
M Firewal
3, SpoofGuard
f‘ Senvice Definitions

[ Service Composer
~ Tools

(] Flow Monitoring

([ Activity Monitoring

% Endpoint Monitoring

&9 Traceflow

H NSX Managers

« Networking & Security Inventory .

Installation

Management | Hos

NSX Managers

= Dashboard 83 Actions

H 192.168.110.42

NSX Confroller nodes

Controller-01

reparation

Logical Networ

192.168.110.42

& x [5] & Actons

192.168.110.31

H 102.168.110.42

Service Deployments

vesa-01a.corplocal

+ Connected

6.3.1.5124716
1items
g = 6.3.49347
Bl @ 6.3.49347
ol = 49347
3 itlems

192.168.110.31 - PuTTY
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_ Navigator

Installation

| < Back
Networking & Security
8 NSX Home
£ Dashboard
* Installation
i Logical Switches
e NSXEdges

Management | Host Preparation | Logical Network Preparation  Service Deployments

NSX Manager: ml_'\
NSX Componentinstallation on Hosts

{G} Actions

Clusters & Hosts Installation Status Firewall VXLAN
B Firewall v ghiRegionA01-MGMTO1 + 6.3.1.5124716  Enabled + Configured
et [ esx-06a.corp.ocal v 6315124716 v Enabled
& Senvice Definitions
_ [@ esx-05a.com local v 6315124716 + Enabled
7] Senvice Composer
+ Tools [ esx-04a.com.local + 6315124716 + Enabled
[J¥] Flow Monitoring v {RegionA01-COMPO1 v 6.3.1.5124716 v Enabled + Configured
@ Activity Menitoring E esx-01a.corp.local v 6315124716 + Enabled
[ Endpoint Monitoring @ esx-02a.complocal v 6.3.1.5124716 + Enabled
Installation
Management Host Preparation | Logical Network Preparation | Service Deployments
NSX Manager: [ 192.168.110.42 |~
| VXLAN Transport | Segment ID [ Transport Zones
VXLAN Port 4789
Clusters & Hosts Configuration Status Switch VLAN MTU VMKNic IP Addre Teaming P VTEP
v ﬁRegionAﬁ—MGMTﬁ + Unconfigure RegionAD1.. 0 1600 IP Pool Fail Over 1
[ esx-06a.corplocal |« Ready @ vmk3:19..
Ei esx-05a.corp.local  « Ready @vmk3: 19_.
E esx-04a.corplocal | Ready @ vmk3: 19...
¥ @RegionAM-COMPM + Unconfigure RegionAD1.. 0 1600 IP Pool Fail Over 1
@ esx-02a.corp.local | « Ready @Qvmk3: 19...
[ esx-01a.complocal  Ready @ vmk3: 19...
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 Navigator

Installation

! 4 Back
Networking & Security
5 NSX Home
£ Dashboard

T Logical Switches
5T NSXEdges

P Firewall

=, SpoofGuard

I installation

ment HostP

Logical Network Preparation

=)

NSXManager. | 192.168.110.42

Network & Security Senvice Deployments

existing ones

L 2

Service Version Service Status |
@ Trend Micro Deep Security | 10.0 « Up

i@ Guest Introspection 6.3.0.4886551 v Up

Service Deployments

Network & security services are deployed on a set of clusters. Manage service deployments here by adding new senvices or deleting

nstallation Status  Cluster

+ Succeeded gl Region...
« Succeeded ﬁ Region.

Q Filter -
Datastore  Port Group  IP Address Ran
HRe.. & ES. guestintr.
H Re & ES guest-inir...

vmware* vSphere Web Client

fi=

Updated at8:37 PM {) | nsx-svc@vsphere.local =

[BLE RGNl @ Scarch

[ Navigator b § | Service Definitions
1 Back Services  Service Managers " Hardware Devices 1
Networking & Security
B NsxHome NSXanager: (19216811075 |)
£% Dashboard
ik Installation Hardware Devices
Logical Switch - -
%N‘ic;g::c ° 4+ |4 X @ | Bpactons ~ (a_Fiter -
; i Name Management IP Address Conneciivy BFD Enabled Logical Switches
ﬁ SpoofGuard =t spline-01a 192.168.110.251 Up v 0
[ sencapenns |
J77 senvice Composer
~ Tools
[ Flow Monitoring
[1d Activity Monitoring
[& Endpoint Monitoring Y 1 Objects [[5Copy~
&% Traceflow
T :mm"g SRy N Replication Cluster
55 NSX Managers
Hosts  [B) esx-02a.corp.local (g} esx-01a.corp.local [g) esx-03a.corp.local
BFD Configuration Edit
Status + Enabled
Probe interval 300 ms
Navigator  § | Logical Switches
4 Back NSXManager. | 192.168.110.42 |~ |
Networking & Security s Q, Filter -
FH NSX Home Vitusl Wire 1D Segment ID Name 1a Status Transport Zone Harc
£ Dashboard == virtualwire-5 5001 :g App_Tier_Logical_Switch ® Normal = RegionA0-Global-TZ 0
ﬁ Installation = virtualwire-9 5005 % Central_CLI_Network_01 @ Normal = RegionA0-Global-TZ 0
al Switches = virtualwire-10 5006 2 Central_CLI_Network_02 @ Normal == RegionA0-Global-TZ 0
I NSXEdges == virtualwire-8 5004 % Collapsed_Logical_Switch @ Normal RegionAQ-Global-TZ 0
P Firewall = virtualwire-6 5002 :'_i::- DB_Tier_Logical_Switch @ Normal == RegionA(-Global-TZ 0
3 SpoofGuard = virtualwire-11 5007 2 Transit_Network_01 & Normal = RegionA0-Global-TZ 0
; SR == virtualwire-4 5000 g Web_Tier_Logical_Switch @ Normal == RegionA0-Global-TZ 0
envice Definitions .
= virtualwire-7 5003 % Windows_Tier & Normal = RegionA0-Global-TZ 0
[T senice Composer
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Navigator X NSXEdges

4 Back NSXManager: | 192.168.11042 |~

Networking & Security & 43 0 Installing | © 0 Failed

ﬁ NSXHome d 1 a|Name Type Version Status

6% Dashboard edge-1 === Perimeter-Gateway-01 NSX Edge 6.3.0 Deployed
{G§ Installation edge-2 |&= Distributed-Router-01  Logical Router 63.0 LITIE

"/ Logical Switches

~ NSXEdges

Navigator X

4 Back

VMware ESX Agent Manager (vcsa-01a.corp.local) @ L o

J Summary | Manage

System Configuration

Vhw are ESX Agent Manager (vesa-01a.corp.ocal)

a Modes — Description E=X Agent Manager (EAM) is the simple and fully-integrated w ay to deploy and menitor ESX Agent
[ Services VMs and VIBs on ESX hosts
Startup Type:  Automatic
Services Health: Good
(@ Appliance Management Senic... State: Running
. Mede: vcsa-01a.corp.local
[ Auto Deploy (...
[ Component Manager (..
[ Content Library Service (... ~ Health Messages 0| | = Related Objects [}

[ ImageBuilder Service (...

[ License Senvice (...

[ Service Control Agent (...

[ VMware Appliance Monitoring ..
([ VMware HTTP Reverse Proxy (..
[ WWware Message Bus Config...

VMware ESX Agent Manager is functioning properly

Mode: & vesa-01a.corplocal

[ WWware PSC Health (.. =
r
Navigator ) & Installation and Upgrade
’4 Back

Networking & Security
HH NSXHome
& Dashboard

¥ Installation and Upgrade

% Senice Definitions

Management | Host Preparation ' Logical Network Preparation

NSXManager: | 192.168.110.15 |~

@ up

NSX Componentinstallation on Hosts

EAM Status:
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Navigator p 4 Dashboard

4 Back S
- NSXManager: | 192 16811015 |~ |

Networking & Security
FH NSXHome System Overview Firewall Publish Status 2 Hosts

#% Dashboard NSX Manager =] There are no errors or wamings.

@Insla\\atmn

Controller Nodes BE@
i Logical Switches - )
- Logical Switch Status 2 Logical Switches
=== NSX Edges
There are no errors or wamings.

i Firewall Host Preparation Status 1 Cluster

=, SpoofGuard There are no errors or warnings.

& senvice Defintions Service Deployment Status

= There are no &Irors of wamings.
J7] Service Composer Backup Seus

~ Tools

- Backup schedule: @ Hourlyat 0 minutes
Flow Monitoring Lastbackup status: @ Successful
Last backup attempt @ 2/6/2018 2:24:10 PM

&8 Tracefow
[% Endpoint Monitoring
- Networking & Security Inventory Edge nofifications
H NSX Ma
o= AL Z Appliance 5

IP: 192.168.110.15  Version: 6.3.1 Build 5124716

Name: nsxmgr-Oda User: admin

@ Summary | Manage

Upload Bundle

SETTINGS Upgrade NSX Management Service
General Below is the currently installed release. You can upgrade by uploading the bundle you've got from Support center.
Netwaork Current Software Version 6.3.1 Build 5124718
SSL Certificates Description
Backups & Upgrade State Not Started
Restore
COMPONENTS
NSX

Management
Service
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Steps to Upgrade from 6.3.1 to 6.3.3.7087283
« Upagrade Bundle Validation

Upgrade bundie will be validated before the sctval upgrade process.

Upgrade NSX manager

Upgrade process for NSX Manager will begin
To proceed, answer the following questions and press ‘Upgrade’

1 - Do you want to enable SSH 7
Yes Mo

2 - This product participates in VWMware's Customer Experience Improvement Program
("CEIF”). The CEIP provides VMware with information that enables ViMware to improve
its products and services, o fix problems, and to advise you on how best to deploy and
use our products. As part of the CEIF, Viviware collects technical information about your
organization’s use of VMware products and services on a reqular basis in association
with your organization's VMware license key(s). This information does not personally
identify any individual. For additional information regarding the CEIF, please see the

Upgrade | | Close
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vmware
A IP: 192.168.110.15  Version: 6.3.3 Build 7087283

[ | ! MName: nsxmgr-01a User: admin

N Summary Manage

SETTINGS Upgrade NSX Management Service [m]
General Eelow is the currently installed release. You can upgrade by uploading the bundle you've got from Support center.
Network Current Software Version 5.3.3 Build 7087283
S5L Certificates Description
Backups & Upgrade State Complete
Restore

COMPONENTS
MNSX Management
Service

Navigator p 4 Installation
(Back

J Management | Host Preparation  Logical Network Preparation  Service Deployments

Networking & Security

£5 NSXHome NSX Managers
£ Dashboard {58 Actions la
nstallation NSX Manager IP Address vCenter version Controller Cluster Status.
= Logical Switches £5 192.168.110.15 192.168.110.15 [ vesa-01a.corp.local 6.3.15124716 Upgrade Available
I NSXEdges
[ Firewall
=, SpoofGuard
& Service Definiions 1items
J2] service Compaser
~ Tools NSXController nodes
Flow Monitorin 7
" v & x [F] & Actions Q e
[id Activity Monitoring
Mame Controller Node NSX Manager Status Peers Upgrade Siafus Software Version
[154 Endpoint Monitoring _
& 1racen Controller-01 19216811031 55 19216811015 o Connected [0 [ 6.3.49347
wa fraCEloW controller-1 BT
~+ Networking & Security Inventory
55 NSX Managers > Controller-02 192.168.11032  EH 102.168.110.15 « Connecled [=N=] 6.3.40347
e P Not Started
conirofler-2
Controller-03 192.168.110.33 ';l.: 192.168.110.15 « Connected @ = 6.3.49347
contrallers Not Started
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Installation

J Management | Host Preparation  Logical Network Preparation  Service Deployments

NSX Managers

@ Actions

MSX Manager |P Address

£ 192.168.110.15 192,168 110.15

wentar

@ vecsa-01a.corp local

(Q

-

‘fersion

6.3.1.5124716

¥% Upgrade In Progress

1 items
NSX Controller nodes
& x i Actions (q -
Mame Controller Mode MSX Manager Status Peers Software Wersion
Controller-01  192.168.110.31 55§ 192.168.110.15 + Connected = = 6.3.7087285
controiler-6
Controller-02 192 168.110.32 @ 192.168.110.15 " Connected = = 6.3.7087285
controiler-3
Controller03 | 192.168.110.33 B 192.162.110.15 « Connected @ @ 6.3.7087285
conirolier-
3 items
| |
N SX Controller nodes
& (q -
Mame Controller Node MSX Manager Status Peers Upgrade Status Software Version
Controller-02 192.168.110.32 58 192.168.110.15 + Connecled [0 [@ 6.3.49347
confroller-2 2% Upgrade In Progress
Controller-01 192.168.110.31 B8 192.168.110.15 + Connecied @ [@ 6.3.49347
I 2" Upgrade In Progress
confrodler-1 0
Controller-03 192.168.110.33 | EH 102.168.110.15 | 2% Removing . 6.3.40347
2% Controller V... | conirolier-3
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Navigator X | Installation

Metworking & Security
5 NSXHome NSXManager [ 192.168.110.15 |+ |

£ Dashboard

- NSXComponent Installation on Hosts
¥ installation

4 Back Management | Host Preparation | Logical Network Preparation  Service Deployments

&% Senice Defini
J-f senice Compl

+ Tools

'O Logical Switches {5};@0”3
I NSXEdges Clusters & Hosts Installation Status Firewsil VKLAN
R Firewall ¥ [fhRegionA01-COMPO1 + 6.315124716 Upgrade available + Enabled + Configured
I SnoofGuard @ esx-01a.corp.local v 6315124716 v Enabled
&% Senice Definitions
Navigator ) § Installation
4 Back Management | Host Preparation | Logical Network Preparation ~ Service Deployments
Networking & Security
5 NSXHome NSX Manager: [ 192.168.110.15 | v |
£ Dashboard
- : — e e
LEEIEL U RegionA01-COMPO1 - issues |
' Logical Switch
— Resolve all
=== NSX Edges tion Status v
= 4 es¥-01a.corp local: Host must be put into maintenance |  Instaliation Status T B
i Firewall mode to complete agent VIB operation >Q Nof Ready  Enabled  Configured
SpoofGuard
@ 2 ¢ Mot Ready « Enabled
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Installation

Management | Host Preparation | Logical Metwork Preparation  Service Deployments

NSXManager | 192.168.110.15 |~ |

N SX Component Installation on Hosts

{c§ Actions

Clusters & Hosis Installation Status Firewall WRLAM

v [fjRegionAD1-COMPO1 v 6.3.37087283 wEnabled Configured

@ esx-01a.corp.local v 6337087233 « Enabled
Navigator X NSX Edges
4 Back NSX Manager: [ 192.168.110.15 \VI|
Networking & Security $ ([ x O %G § m @}Pa:ﬁuns - 4% 0 Installing |0 0 Failed |
1%..: NSXHome Id Mame Type Tenant ersion Status
£ Dashboard edge-1 = Perimeter-Gateway-01 NSX Edge Nafanlt AN 4t Deployed
ik Installation edge-3  |I== Distributed-Router-01 Logical Routg  cons - Penmeter-Gateway-01 4+ Deployed
3 Delete

" Logical Switches

~ NSXEdges

i Firewall
%, SpoofGuard
% Senice Definitions
J=] Senice Composer
~ Tools
[J#] Flow Monitoring
[iF Activity Monitoring
[&4 Endpoint Monitoring

08 Traceflow

£3 Force Sync

¥, Redeploy
,g Change Auto Rule Configuration
m Download Tech Support Logs
Change Appliance Size
Change CLI Credentials
Change Log Level
Configure Advanced Debugging
Rename
Change FIPS mode
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NSX Edges
NSX Manager:
4

edge-1 FT
edge-3 i

-

192 168.110.15

€ 0 Failed

#2 0 Installing

MSX Edge

Logical Router

Default .
Default

Perimeter-Gateway-01
Distributed-Router-01

Deployed
Deployed

‘@ nsxmgr-01a.corplocal - PUTTY

Navigator

4 Back

Networking & Security
5 NSX Home

£% Dashboard

#+ installation

7 Logical Switches
T NSXEdges

¥ Firewall

X Installation

Management Host Preparation  Logical Network Preparation | Service Deployments.

NSXManager. | 192.168.110.15 |~
Network & Security Senice Deployments
Network & securily services are deployed on a set of clusters. Manage senice deployments here by adding new senvces or deleting existing ones.

+ x * Q

+ Succeeded

6.3.0.4836551
4} Upgrade Available

v Up

@ GuestIntrospection [l RegionA01-COMP @ Specified on-host @ Specified on-host

GI-SVM
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Confirm Upgrade

Upgrade Guest Introspection service

Datastore

,| Specified on-host

Metwork

x| Specified on-host

IP assignment « | GI-SVM

Specify schedule:
(=) Upgrade now

(_) Schedule the upgrade

0K H Cancel

Navigator

Installation

< Back
Networking & Security
5 NSX Home

£ Dashhoard

Management Host Preparation  Logical Network Preparation

Service Deployments

NSXManager [ 192.168.110.15 |~ |

Network & Security Service Deployments

Network & security senvices are deployed on a setof clusters. Manage service deployments here by adding new sendces or deleting existing ones.

7 Logical Switches . -
- Service Version Installation Status  Service Status | Cluster Datastore Port Group P Address Range
< NSXEdges @@ GuestInirospection 6.3.3.6253667 « Succeeded . Up @ RegionA01-COMPO1 0 Specified ... 0 Specif... | GI-SVM
A Firewall
r X Installation
| Management Host Preparation Logical Network Preparation | Service Deployments |_
P8 Cocrih,

J System Alarm

Progress Status :
Operational Status :

Target

Failed
Enabled

Resolve |
Reason Status

yments

Eployed on a set of clusters. Manage senvice deployments

Daizstorg

& Spd

Cluster

@ Regi...

Service Status

v Up

Installation Status

>¢ Failed
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Chapter 11: Managing and Monitoring
VMware NSX Platform

\ProgramData\VMware\VMware VirtualCenter\Logs\eam.log

/storage/log/vmware/vpx/eam.log

4 N 4 N
vCenter Server ESXi Hosts
— - T
— B

-

/var/log/vmkernel.log
/var/log/vsfwd.log

/var/log/dfwpktlogs.log

/var/log/netcpa.log

! z
vaents X! .
vel
NSX Manager Auatt
: z
.
. /home/secureall/secureall/logs/vsm.log >
©
2
\ 4 &

Syslog Collector
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Navigator

4 Back
Networking & Security
FH NSX Home

& Dashboard

@Insla\\atmn

"5 Logical Switches
=5 NSX Edges
i Firewall
=, SpoofGuard
&% service Definitions
J-[ Service Composer
~ Tools
Flow Monitoring
&8 Tracefow
[% Endpoint Monitoring
~ Metworking & Security Inventory
5 NSX Managers

Dashboard

NSXManager: | 192 16811015 |~ |

Systemn Overview

NSXManager =
Controller Nodes BE@
HostPreparation Status 1 Cluster

There are no errors or warnings.

Backup Status

Backup schedule @ Hourlyat 0 minutes
Lastbackup status: @ Successful
Last backup attempt @ 2/6/2018 2:24:10 PM

Edge nofifications

Appliance 6

Firewall Publish Status

There are no errors or wamings.

Logical Switch Status

There are no errors or wamings.

Senvice Deployment Status

There are no errors or warmings.

2 Hosts

2 Logical Switches

Dashboard

MSX Manager: | 192.168.110.15 |~ |

System Oveniew

N SX Manager =

Contrd

192.168.110.15 - Details [ X)

& NSxXManager disk usage is 6%

Hostp| €& NSXcomponentvPostgres is
RUNNING

& NSXcomponent RabbithViQ is
RUNNING

There

1 Cluster
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Dashboard

NS¥Manager: | 192.168.110.15 |- |

System Overview
NSX Manager =

Controller Nodes @ @

Controller-01 - Details

Host Pre

Q Confroller is deployed and running

luster

There al @ Connectivity with controller "192.168.110.32"
is up.
Q Connecﬁ\mwim contreller "192.168.110.33"
Backup is up.
Backup Status
Backup schedule: A Mot scheduled
Last hackup status: EB Failed
Last hackup attempt: EB 26/2013 2:39:55 FM

Latest successiul backup: Q 262018 22410 PM
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Backup Status Edge notifications: Appliance (x)

Backup schedule: 0 Hourly at 0
Lastbackup status: @ Successfu

Lastbackup attempt. @ 2/6/2018 2 CPU/Memuory reservation failed for 131 130155 1
@ edge-3  NSXEdge edge-3 Vm Disfributed-
Router-01-0 due to insufficient reso...

Mame 1a Message Alarm |d Alarm Code Tin *

" " CPU/Memory reservation failed for 140 130155 1
Edge notfications e edge-4 NSXEdge edge-4 Vim Perimeter-

Appliance: Gateway-01-0 due to insufiicient re...

lcn

NSX Edge VI (vmIid :wm-112) is 2257 130027 21
0 gedge-4  powered off. Please use vsphere
client to power on Edge WM

NSXEdge VM (vmId : vm-111) is 2261 130027 21
ﬁ gedge-3  powered off. Please use vsphere
client to power on Edge WM

6items [5Copy~

vim vSphere Client

Networking and Security

[~omnems Il
% Unarace Overview  System Scale
v Tools

NSX Manager: £§ 192.168.110.15 | Standalone v
@ Packet Capture

Support Bundie System Overview Firewall Publish Status
NSX Manager @ ° No errors or warnings.
Controller Nodes @ No records.

External Components @ Y

Fabric Status

Backup Status
Host Preparation Status © ) Clusters
No errors or wamings. Backup schedlule: ETP Server not configured
Host Communication Channel Status 0 Hosts Last backup status No record found

No errors or warnings.

Edge Notifications ®

Host Notifications ©
No errors or warnings.

No errors or warnings.

Tools
Service Deployment Status ®

Flow Monitoring: off
No errors or warnings.

Endpoint Monitoring: off
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Dashboard

Overview System Scale
NSX Manager: [E5§ 192.168.110.15 | Standalone v
Usage Warning Threshold:  80%
Object Type Current Object Count Max Object Count Percentage Usage
Security Tags 1 9000 012
Firewall Sections 3 10000 0.03
Security Groups 10000 [eX e}
Logical Switches 0 10000 o}
Controllers o 3 o]
IP Sets o 10000 o]
Hosts Prepared o 512 o]
Distributed Logical Routers o] 1000 o}
Edge Service Gateways 0 2000 o}
AD Domains o 15 o]
Firewall Rules 4 100000 0
1A Summary Manage
SETTINGS Time Settings \ Unconfigure NTP Servers \ \ Edit |
Specify NTP server below. For SSO configuration to work correctly it is required that the time on this virtual appliance and NTP server should be in
sync. It is recommended to use the same NTP server used by the SSO server.
Network
SSL Certificates NTP Server 192.168.110.10
Backups & Restore Timezone: Pacific/Auckland
Date/Time 01/28/2018 07:10:07
Upgrade
COMPONENTS

NSX Management
Service

Syslog Server Edit

You can specify the |P address or name of the syslog server that can be resolved using the above mentioned DNS Server(s)
Syslog Server
Port

Protocol
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Syslog Server

You can specify the IF address or name of the syslog server that can be resolved using the above
mentioned DMNS Server(s).

Svslog Server:

log-01a.corp.local

Fort:

Frotocol:

NSX Controller nodes

& x [7] i Actions (Q -]

Mams Controller Mode MSX Manager Status Peers Softaare Ver

Controller-03 192.168.110.33 55§ 192.168.110.15 + Connected ERE 6.3.49347
contrafler-3

Controller-02 192.168.110.32 B8 192.168.110.15  Connected = @ 6.3.49347

i e N
contrafler-2

Controller-01 192.168.110.31 | B 192.168.110.15 . Connected =N 6.3.49347
confrafier-1
Navigator X NSX Edges
4 Back NSX Manager: | 192.168.11042 |~
Networking & Security P | x O ¥ & [f] | @Acons v 'z 0 Installing ‘ € 0 Failed
Lﬁ NSXHome d 1 a|Name Type Version
£ Dashboard edge-1 it Perimeter-Gateway-01 NSX Edge 6.3.0
{G# Installation edge-2  |%e= Distributed-Router-01 Logical Router 6.3.0

& Logical Switches
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Navigator ;'IEPmmamwum X £ % & [ | Eactons

<4 Back Summary Monitor | Manage |
" Pernime er-Gateway-01
' Seftings ] Firewall ‘ DHCP ‘ NAT | Routing ‘ Load Balancer ‘ VPN ‘ SSL VPN-Plus | Grouping O
H“
Interfaces
Sie: Compact
Certificates
Host Name: Perimeter-Gateway-01
Auto generate rules: Enabled
FIPS mode: Disabled
Syslog servers: Change
Server 1:
Server 2:
I Edit Syslog Servers Configuration (?)

Syslog Server 1: # log-01a.corp.local

Syslog Server2: | log-02a.corp.local

Protocol: udp E3

OK ] [ Cancel
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Summary  Monitor ‘ Manage |

| == Perimeter-Gateway-01 X £7 ¥x & [ | | {cjActions ~

- Settings | Firewall | DHCP | NAT | Routing | Load Balancer \I'PN-SSLVPN-PHJS
|

14

Bindings
Relay

Logging Policy
[w/] Enable logging

DHCP Service Status: Disabled

Log level: | INFO

Navigator b §

Support Bundle

<4 Back

Networking & Security
558 NSX Home
£33 Dashboard
@ Installation and Upgrade
& Senvice Definitions
% Logical Switches
It NSXEdges
~ Security
J7J Senice Composer
[ Firewall
=, SpoofGuard
27 Groups and Tags
~ Tools
[J] Flow Monitoring
[5 Endpoint Monitoring
88 Traceflow
I —
« System
B Users and Domains
[igl Events

NSX Manager: B 192.168.110.19 | Primary v

Select objects from which logs should be included in support bundle.

Include NSX Manager logs (192.168.110.19)

Object Type: Hosts

Available Obj Edges

O Name Controllers

2 g
o8
0g
o8

dcl-comp02.corp local
dcl-compQ3.corp.local
dcl-compQ4.corp.local

dcl-mgmtOl.corp.local

1- 6 of 6 objects

Select type of log for hosts,
[ Logs for Guest Introspection
Logs for Firewall

[ Upload support bundle to remote file server

START BUNDLE COLLECTION -

Selected Objects (3)

[ Name
O @ dcl-compOi.corp.local
O = dctaron

[ ® controller-01

Object Type

Host

Logical Router

Controller

3 objects
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Support Bundle

NSX Manager:

Support bundle data collection

£5 192.168.110.19 | Primary v

Data collection is in progress for selected bundle

Selq0usoay (8) (B sseiboid ul oM (0) by

) 50 % VIEW BUNDLE DETAILS ABORT GENERATION
Bundle Status @ Completed @ Failed @ InProgress Pending
100% 100% 0% 0%
NSX Manager (192.168.110.19) Host1/1 Edge 0 /1 Controllers 0 /1
COMPLETED COMPLETED INPROGRESS PENDING

[ esx-n1a.corp.local | B B [ & | {53 Actions +

Getting Started  Summary  Monitor | Conﬁgure\‘ Permissions VMs Datastores

Networks ~ Update Manager

“
» Storage 5
» Networking
» Virtual Machines
+ System
Licensing
Time Configuration
Authentication Services
Certificate

Power Management

Advanced System Setfings

Advanced System Sefings

Nams
Syslog.global.defaultRotate
Syslog.global.defaultSize
Syslog.global.logDir
Syslog.global logDirlUnique
Syslog.global logHost

Value

8

1024

[1 /scratchilog

false

udp:/fleg-01a.

I':Q syslog.global
Summary
Default number of rotated logs to keep. Reset io default on zero.
Default size of logs before rotation, in KiB. Reset to default on zero.
Datastore path of directory to output logs to. Reset to default on null. Example: [dat...
Place logs in a unique subdirectory of logdir, based on hosiname.

corp.local:514  The remote host to output logs to. Reset to default on null. Multiple hosts are supp...

I SpoofGuard

&% Service Definitions
J7] service Composer w2
- Tools

[ Flow Monitoring @3

Default Rule DHCP 1902 ~ any ~ any (] DHCP-Client Alow @ Distributed Firewall Do notlog
[ DHCP-Server
Default Rule 1001 = any = any = any Alow @ Distributed Firewall Do notlog

Navigator X Firewall | # Work In Prog,
4 Back [c | savedc Seftings
Networking & Security NSXManager [ 192.168.110.15 |~
5 NSX Home
General | Ethemet | Parmer security senices
£2 Dashboard
& Installation & [ x =t Q“@ R ‘ 4
% Logical Switches No. Name Rule 1D Source Destination Servics Actien Appred To Loa [v] Destination -
Service
NSX Edges v B Default Section Layer3 (Rule 1 -3) He* 7 ===y %m
jon
& Firewall
| & prowan | o ibuss

M Applied To
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Rule 3 - Edit Action ?
Action: Allow A
Direction: In/Out -
Packet Type: Ay L
Taq:
Log: * Log Do notlog
Comments:
Sawe Cance

P 192.168.110.51 - PuTTY - [m] X

—l —1
Match PASS domain-cl14/ OUT 77 TCP 192.168.110.201/49733->192.168.110.22/80 WEB_TAG
I T | |

[237]



vm Log Insight

Dashboards

Interactive Analytics

Content Pack Marketplace
Marketplace

Updates

Installed Content Packs
General
VMware - VSAN
VMware - vRops 6.x

VMware - vSphere

Custom Content
My Content

Shared Content

+ IMPORT CONTENT PACK

VMware - EVO SDDC Suite
n: 10
Author: VMware, Inc

of

VMware - NSX-T

on:
Author: VMware, Inc.

VMware - Orchestrator
Version: 11
Author: VMware, Inc.

VMware - vCloud Director
Version: 8.8
Author: VMware

VMware - vVRA 7
Version: 1.5
Author: VMware, Inc.

VMware - VSAN
on: 20
Author: VMware Inc.

Livcorea

o
&

VMware - Horizon View
sion: 3.3
Author: VMware, Inc.

VMware - NSX-vSphere
sion: 37
Author. VMware Inc.

VMware - SRM
n: 15
Author: VMware Inc.

VMware - VCNS
slon: 1.0
Author: VMware, Inc.

VMware - vRA 6.1+
n-11
Author: VMware, Inc.

VMware - vSphere
sion: 1.0
Author: VMware, Inc.

VMware Identity Manager
Version: 11

Author: VMware Inc.

VMware - Orchestrator - 7.0.1+
Version: 2.0

Author. VMware, Inc.

VMware - vCAC 6.0
Version: 10

Au VMware, Inc.

VMware - vC Ops 5.x
Version: 10
Author: VMware, Inc.

VMware - vRops 6.x
19
VMware, Inc.

D

VMware - vRA 7.3
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Comtent Pack Dashboards

7 Genera

> Microsoft - Active Directory
% Microsoft - Windows
VMware - NSX-vSphere

NSX-vwSphere - Overview

NSX-vSphere - Infrastr

h - Overview
Logical Swich - Alerts

Logical Router - Overview

Dashboards Interactive Anal

NSX for vSphere Edge system events by severity
- e M nsxmgr-Ota.corplocal
-::’:H‘

Logical switch system events by severity

NSX for vSphere infrastructure problems

Logical switch alerts by hostname

- citesl i eox-0da.cop local
Logical Router - Alens
Bridging - Alens I
B _
D Hypervisor
Di ted Firewall - Rule Data Logical router events by severi Logical router alerts by hostna Bridging alerts by hostname
Load Balancer - General
Load Balancer - Instance
Load Bala: -VIP
Load Balancer - VIP HTTP(S) I
NSX-vSphere Edge - Overview
ISX-vSphere Edge - Overvie 7_. _I
NSX-vSphere Edge - Firewal
@2 Block ICMP 1007 & fin-web-01a (3 hr-web-01a (3] ICMP Echo Block @ Distrib
(3] ICMP Echo...
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Block ICMP - Edit Action

Action:

Tag:
Log:

Direction:

Packet Type:

Comments:

| Block |~
| InfOut |~ ]
[y =

|

|ICMP_BLOCK_TAG

-

(s) Log (_) Donotlog

-

sae || Cancel

Custom Dashboards

> My Dashboards

? Shared Dashboards
Content Pack Dashboards

? General

? Microsoft - Active Directory
? Microsoft - Windows

¥ VMware - NSX-vSphere
NSX-vSphere - Overview

NSX-vSphere - Infrastructure

vmw_nsx_firewall_action

Logical Switch - Overview
Logical Switch - Alerts

Logical Router - Overview
Logical Router - Alerts
Bridging - Alerts

Distributed Firewall - Overview

Firewall actions

lue as Filter

[ “ ‘ -

Interactive Analytics

This Dashboard

Firewall audit even

Other Dashboard

N L

4

Latest 5 minutes of data v o
contains v
contains v
vmw_nsx_firewall_ruleld = v
Top firewall rule hit count
m drop m 1007

Firewall events by severity
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vm Log Insight

Count of events ~

dfwpktiogs

+ ADD FILTER

Events Field

- A

Dashboards

4+  over time grouped by vmw_nsx_firewall_action

exlsts

contains \ drop

X CLEAR ALL FILTERS

@3a.corp.local dfwpktlogs
12.16.68. *_BLOCK_

Interactive Analytics

o Ime
2018-01-26 14:36
2 2
vy

5.000 2018-01-26 14:361
DROP domain-c265/10€
2in-c2bs/1¢e g4
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Flow Exclusion | IPFix

Global Flow Collection Status: Enabled Disable

Exclusion Setfings

System will not collect flows that match the specified condition

Fitter

Collect Blocked Flows Yes

Collect Layer2 Flows Yes

Source

Destination system-generated-broadcast-macset, 224 0.0.0/24 255 255 255 255
Destination ports 138,137

Service

System is configured to collect all firewall related flows except those that match the conditions specified below

m

Deftail Collection Policy: (Click Save to commit changes to seftings)
Collect Blocked Flows: (=) Yes () No
Collect Layer2 Flows: () Yes (=) No

[ sae |

| Flow Exclusion | IPFix |

IPFix Configuration — i 1
‘ Edit IPFix Configuration _g— ——1L_Eet || _pelete
Status: @ Disabled ) )
@’Enable IPFix Configuration
LIEETE AT T Observation DomainiD: |0
Active Flow Export Timeout: .
Active Flow Export Timeout: # |5
Collector IPs Expected Range(1-60)
& -
OK Cancel |
Collecior IP ..IEE.
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MNew Collector IP Configuration T

Collector IP: =182 168 110100

UDF Port: = | 4739

OK Cance

‘r_F? 192.168.110.51 - PuTTY - O X

nfiguration, length 30

nmfiguration, length 30

onfiguration, length

wConfiguration, length 120
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Flow Monitoring
Dashboard | Details By Service | Live Flow Configuration Application Rule Manager
NSXManager. \ 192.168.110.15 Time Interval: 2/9/2018 9:38 AM to 2/9/2018 10:38 AM E
[Nluweu Flows | Blocked Flows I ("@ Filter
Type Servics Byles Sessions
TCP NetBios Session Service (TCP) 12.19KB | 4 =
TCP FTP 10.10KB 4
upoP LDAP-UDP 588KE 14
ubppP DHCPvG Server 351KB | 3
TCP VMware Consolidated Backup 205KE 1
[} InD, - NTE 127KRE QO I
i (Q Find 27 items [= Expori~ [I5Copy~
| @ Filter
Rule Id Time Stamp Source Source User(s) Destination Packets Acfions.
1005 2/9/2018 9:54 AM win-10-01a ,{ﬁ Administrator@corp.local 192.168.110.250 73 Add Rule Edit Rule
1005 2/9/2018 9:53 AM 192.168.110.201 ,5 Administrator@corp.local fip-01a 39 Add Rule Edit Rule
1005 2192018 9:53 AM win-10-01a & Administrator@corp.local 192.168.110.151 39 Add Rule Edit Rule
1001 2/9/2018 9:38 AM web-03a & Administrator@corp local | 192.168.110.250 41 Add Rule Edit Rule
7] ditems [mp Export~ [ Copy ~
Navigator X Flow Monitoring
4 Back Dashboard  Details By Service Live Flow  Configuration | Application Rule Manager
Networking & Security S
NSX Manager: ! !
a NSXHome ger: | 192.168.110.15 |
£ Dashboard
4G Installation @ Before you can view flow data for VIMis, you need to gather itfirst. To start gathering, click Start New Sessi
% Logical Switches —_—
o Start New Session é——;, o)
=sSKEdoes Flow Defails:
¥ Firewall )| SelectWM, wNICs to start monitoring flows
View Flows
¥ SpoofGuard J Session Name: ?IFmance Application| l
&% Service Definiions £33 Actions
. Select Source:
J7J Service Composer Direction
Object Type: | Virtual Machine |
~ Tools —
I [ Flow Monitoring I Q fin Q Filter .
m“wmnltﬂrlnﬂ Available Objects Selected Objects
<h locz fin-web-01a.corp.local
[s4 Endpoint Monitoring v v P
3 fin-app-01a.corp.local
9 Traceflow v
) i f v (G fin-db-01a.corp.local
~ Networking & Security Inventory o
5 NSXManagers > .
Jitems [[5Copy~ Jitems [[5Copy~
Cancel |
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Dashboard Details By Service Live Flow  Configuration ( Application Rule Manager .

NSXManager: [ 192.168.11042 |~ |

Session: | Finance Application R 3 ‘ 15 | | {:’ ‘ Start New Session

Delete Session Source Flows Collecting Data | Stop

Flow Details:

Finance Application - Flow Collection Details (x)

Jl View Flows | Firewall rules

Start Time:  1/26/2018 5:07:33 PM

&l Actions Duration: 0 hrs 3 mins

Direction Source Service

IN 172.16.60.21 172.16.60.22 TCP:80 -
IN 172.16.60.20 172.16.60.21 TCP : 8443

ouT 172.16.60.21 172.16.60.22 TCP:80

ouT 172.16.60.20 172.16.60.21 TCP : 8443

ouT 172.16.6020 19216811010 UDP : 53

ouT 172.16.6022 192.168.110.10 UDP : 53

ouT 172.16.60.21 192.168.110.10 UDP : 53

IN 192.168.110.10 172.16.60.20 TCP: 443

15 itlems
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— 1

Dashboard Details By Service Live Flow Configuration | Application Rule Manager |
NSXManager: [ 192.168.11042 |~
Session | Finance Application | | | 3 | 6 ‘ | 0 | Start New Session
Delete Session Source Flows Analysis Complete
Flow Defails:
J. View Flows | Firewall rules
&3 Actions ProcessedView |+ | « L&
Direction Soume Destination Service
IN 192.168.110.10 & fin-web-01a.corplocal 5 Services
INTRA & fin-app-01a.corplocal & fin-db-01a.corp local 4 Services
INTRA & fin-web-01a.corp local & fin-app-01a.corp.local 5 Services
ouT & fin-db-01a.corp.local 192 168.110.10 L] DNS-UDP
ouT &h fin-web-01a.corp.local Resolve VMs DP
Replace with any
ouT & fin-app-01a.corplocal ——— DP
Create Security Group and Replace
Add to existing Security Group and Replace
] Create IPSetand Replace 6 items
Add to existing IPSet and Replace
Revert to initial data
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Flow Monitori

Dashboard Details By Service Live Flow  Configuration | Application Rule Manager |

NSXManager: ( 192.168.110.42 |v)

Session | Finance Application |~ | ‘ 3 | 6 | | 0 ‘
Delete Session Source Flows Analysis Complete
Flow Details:
J' View Flows | Firewall rules
&3 Actions ProcessedView | v | - L¥
Create Firewall Rule Destination Service
& fin-web-01a.corp.local 5 Services
INTRA & fin-app-01a.corp local & fin-db-01a.corp local 4 Services
INTRA {1 fin-web-01a.corp.local &1 fin-app-01a.corp.local 5 Services
ouTt & fin-db-01a.corp.local 192.168.110.10 4] DNS-UDP
ouTt g fin-web-01a.corplocal 192.168.110.10 [] DNS-UDP
ouT & fin-app-01a.corplocal 192.168.110.10 ] DNS-UDP

G items
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New Firewall Rule

Name [Finance Web to App
Source & fin-web-01a.corp local
Select
Destination & fin-app-01a_corp local
Select
Service @ TCP 8443
Select
Applied To & Finance-App
Select
Action (=) Allow () Block () Reject
Direction [ InfOut v

oK || cancel |

General | Ethemet | Partner security senvices

Mo MName Rule ID Source Destination Service Action Applied To
v [§ Finance Appiication (Rule 1-3) 1C® ¢t 7 x=t=§
@1 Any to Finance Web 1009 * any & fin-web-01a @ TCP443 Allow & Finance-App
&2 Finance Web to App 1008 th fin-web-01a £ fin-app-01a.c © TCP84a43 Alow ,'_-',' Finance-App
@3 Finance App to DB 1007 & fin-app-01ac & fin-db-01a.co._.. @ TCPs0 Allow

& Finance-App
> [B Defauit Section Layer3 (Rule 4 -7)

L PA LS
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Navigator X Installation
4 Back Management Host Preparation  Logical Network Preparation

Service Deployments

Networking & Security NSXManager. | 192.168.110.15 |~ |

5 NSX Home
£ Dashboard

Network & Security Service Deployments

Network & security services are deployed on a set of clusters. Manage service deployments here by adding new services or deleting existing ones.

;
Logical Switch * a e =
% S S * Service Version Instaltation Status Service Status  Cluster Datastore Port Group |P Address Range
=== NSXEdges @ Guestinirospection = 6.3.3.6253667 « Succeeded . Up ﬁh ReqgionAD1-COMPO1 o Specified o Specif. GI-8VM
i Firewall
O win-10-01a | (w7 ¥y 5 | {cjActions v
Getting Started | Summary | Monitor Configure Permissions Snapshots Datastores Networks
win-10-01a
Guest 0S: Microsoft Window s 10 (32-bit)
Compatibility: ESXi 6.5 and later (VM version 13)
VI are Tools: Running, version: 10272 (Current)
More info...
DNS Name: win-10-01a.corp.local
IP Addresses: 192.168.110.201
View all 2 IP addresses
Host: esx-01a.corp.local
My
K
» Security Group Membership + Security Tags
Name Description gned Tag
i SG-Deskiop Security Group for Deskiops @y ST.Desktop
Navigator X Firewall
4 Back | Configuration | Saved Configurations _ Seftings
Networking & Security NSXManager: [ 192.168.110.15 |~
55 NSXHome
. | General | Ethemet | Parter security senices
£ Dashboard
&% Installation |r‘§§ [H | 7 =~
T Logical Switches No Name Rule ID Source Destination Senvice Action Applied To
T NSXEdges v % Endpoint Monitoring (Rule 1) 1¢ & i’; & %
&1 Allow Deskiops to Any 1005 i SG-Deskiop = any = any Alow @ Distributed Firewall
%) SpoofGuard
&% Senice Definiions » [§ Default Section Layer3 (Rule 2 - 4) N i’j Ve
[T Senice Composer
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Navigator b §

Endpoint Monitoring

o)

Start Data Collection for Security Groups
—

4 Back

Networking & Security

NSXManager: | 192.168.110.15 |~ |
View Collected Data:

Security Groups with 20 or less WMs can collect
data.Check the W count before choosing. Data
collection can be enabled for one Security Group ata

i - time. Only Windows OS is supported. Changes are
R ET eI | -] wpledoncieng Ok (Required before Using this feature)
£ Dashboard
Installation ( VM Flows | Process Flows
@ _J Summary [ T ] 1. Select Security Group:
ZQ Logical Switches Selected: g SG-Desktop Change .
i NSXEdges
VM st for SG-Desiiop

P Firewall & win-1001a
I, SpoofGuard
& Service Definitions
Jf Senvice Composer o titems [[3Copy~
~ Tools

Flow Monitoring 2. Suich data collecion ON or OFF:

== TEET Data collection: m

Endpoim Monit I IMPORTANT: Your completed sessions will be automatically deleted.

~ Networking & Security Inventory

5 NSXManagers

_— g > OK Cancel -
Navigator X  Endpoint Monitoring

P P

pABaE NSX (192.168.110.15 |~
Networking & Security View Collected Data

£ NSX Home
£ Dashboard
gk Installation
T2 Logical Switches
T NSX Edges
[ Firewall
¥, SpoofGuard
& Senvice Definitions
L] Semvice Composer
~ Tools
@ Flow KMonitoring
28 Traceflow

| Endpoint Monitoring

~ Networking & Security Inve ntory

5 NSX Managers >

SecurityGroup: | SG Desklop |~

J Summary | VM Flows Process Flows

Time Slots: | 2/0/2018 9:48 AM - Present | ~ | Deleie Dala

(i ]

Collecting Data: 8G-Deskiop
Stop Collecting Data

Virtual Machines and Processes

1

Virtual Machine Running

Flows

7

Processes Generating Traffic.

W Within Security Group

[ Outside Security Group
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Navigator X Endpoint Monitoring
oo | R
glafack NSX (19216811015 |~

Networking & Security
|
51 NSX Home
£0 Dashboard
{g# Installation

View Collected Data:
Security Group: | SG-Desktop

Summary | VM Flows | Process Flows

Collecting Data: OFF

|+] TimeSlots: [ 21012018 9:48 AM - 20012018 9:55 AM_| ~ | Delete Data )

Start Collecting Data

" Logical Switches.
I NSXEdges

Select a VM to view its flows

(a -

Shared Service Flows Outside Ser Shared Service Flows Within Secy

WM Name Flows Within Security Group Flows Outside Security Group
@ Firewsall -
win-10-01a 0 13 0 0
=) SpoofGuard
&% senice Definitions
J7] senice Composer
~+ Tools
Flow Monitoring 1 items
Traceflow
I ndpoint Monitori I Click Bubbles or Lines for Details A
~ Networking & Security Inventory () Same Security Group [ #pota |
5 NSX Managers » || () Different Security Group . N
2. Contains Shared Senices
| wen-03s .|
_
P| 192 188
192.168.110.15 - No information available
»
182.188.
A
e Page10i1 |4 »
| |
L =
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Chapter 12: Leveraging the VMware NSX
REST API for Management and Automation

openstack

E @ python™ sy
(A puppet LY

ANSIBLE PowerShell

lH TTPS REST API

NSX Manager

FQDN or IP Address of NSX Manager
] |
https://nsxmgr-0la.corp.local/api/2.0/vdn/scopes/vdnscope-1/virtualwires
A I

API Client or Cloud Management Platform

SOAP API - MoRef
Payload gjl%
1001
) vSphere Data Transport ﬁm

vCenter NSX Manager
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Working With Logical Switches in a Specific Transport Zone

GET /api/2.@/vdn/scopes/{scopeld}/virtualwires

URI Parameters:

scopeld (required) A valid transport zone ID (vdnScope objectld).

Query Parameters:

startindex The starting point for returning results.
pagesize The number of results to return. Range is 1-1024.
Description:

Retrieve information about all logical switches in the specified transport zone (network scope).

POST /api/2.0/vdn/scopes/{scopeld}/virtualwires

URI Parameters:

scopeld (required) A valid transport zone ID (vdnScope objectld).

Description:
Create a logical switch.
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To create a universal logical switch use universalvdnscope as the scopeld in the URI and send the request to the

primary NSX Manager. Request body parameters:

» name - Optional. The name of the logical switch.

+ description - Optional. Description of the logical switch.

+ tenantld - Required.

» controlPlaneMode - Optional. The control plane mode. If not specified, the controlPlaneMode of the transport
zone is used. It can be one of the following:

- UNICAST_MODE
- HYBRID_MODE

- MULTICAST_MODE
» guestVlanAllowed - Optional. Default is false.

Request:
Body: application/xml

<virtualWireCreateSpec>

<name>Web-Tier-01</name>

<description:Web tier network</description>
<tenantId>virtual wire tenant</tenantId>
<controlPlaneMode>UNICAST_MODE</controlPlaneMode>
<guestVlanAllowed>false</guestVlanAllowed>
¢</virtualWireCreateSpec>
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Authorization @

nsxmgr-01a.corp.local - PuTTY

TYPE

admin

LT

Show Pas

1]
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Authorization @ Headers (2)

Key Value

Authorization Basic YWRtaW46Vk13YX]IMSE=

B Content-Type application/xm|
GET https://nsxmgr-01a.corp.local/api/2.0/services/usermgmt/user/admin Params Send v Save
Body ) Status: 200 0K  Time: 65ms  Size: 944 B
Pretty XML =

1 «<?xml version="1.8" encoding="UTF-8"2>
2+ <userInfo>

3 <objectIdruserinfo-2</objectId>
4 <objectTypelName>UserInfo</objectTypellame>
5 <vsmUuid>564D4896-46AB-98E7-CD31-8EBADCDA2414</vsmUuid>
6 <revision»>B</revision>
7 <type>
8 <typeName>UserInfo</typeName>
9 </type>
1@ <name>admin</name>
11 ¢<clientHandle></clientHandle>
12 <extendedAttributes/>
13 <isUniversal»>false</isUniversal>
14 <universalRevision»@</universalRevision>»
15 <userId>admin</userId>
16 <islocal>false</islocal>
17 <isEnabled>true</isEnabled>
18 ¢<isGroup>false</isGroup>
19 ¢<isCli>true</isCli>
20 <hasGlobalObjectAccess>true</hasGlobalObjectAccess>
21~ caccessControlEntry>
22 <role>super_user</role>
23 </accessControlEntry>

24 </userInfo>

POST https://nsxmgr-01a.corp.local/api/2.0/vdn/scopes/vdnscope-1/virtualwires
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POST https://nsxmgr-01a.corp.local/api/2.0/vdn/scopes/vdnscope-1/virtualwires Params Send v
[ ] m Body @
form-data x-www-form-urlencoded @ raw binary XML (application/xml)
1~ ¢virtualWireCreateSpec>
2 <name>Postman-Logical-Switch</name>
3 <description>lLogical Switch created from Postman</description>
4 <tenantld:Postman Tenant</tenantld>
5 <controlPlaneMode>UNICAST_MODE</controlPlaneMode:
6 <guestVlanAllowed>false</guestVlanAllowed>
7  </virtualWireCreateSpec>
Body g) Status: 201 Created Time: 1433 ms Size: 2.19 KB
Pretty XML 5 Save Response
virtualwire-4
MNavigator X Logical Switches
4 Back NSX Manager: | 192.168.110.15 | = |
Networking & Securi 4 e i
g rity + |/ X B G = | Eacions ~

£ NSX Home
£ Dashboard
{c Installation

% Logical Switches

irtual Wire ID Segment ID
== Vvirtualwire-4 100001
== virtualwire-1 100000

Mams
i Postman-Logical-Switch
%m Transit_Metwork_01
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Basic Auth

Response

Content

» NSX-PostmanGET

GET v https://nsxmgr-01a.corp.local/api/2.0/services/usermgmt/user/admin Params Send v Save
Authorization ® Headers (2) Pre-request Script Tests Cookies Code
Key Value Description resets ¥
| Authorization Basic YWRtaW46Vk13YX|IMSE=
Content-Type application/xml
New key Value Description Headers
Body  Cookies  Headers (9) Test Results Status: 200 OK~_Time: 536 ms. Size: 997 B
Pretty Raw Preview XML v =

1 K2xml version="1.0" encoding="UTF-8"2>
2~ <userInfo>
<objectId>userinfo-2</objectId>
<objectTypeName>UserInfo</objectTypeName>
<vsmUuid>564DED3B-74F8-11E6-9E82-EFDC6863ED77</vsmUuid>
<nodeId>713962bc-68bd-426a-af87-1492cc8d8b33</nodeld>
<revision>@</revision>
<type>

<typeName>UserInfo</typeName>
</type>
<name>admin</name>
<clientHandle></clientHandle>
<extendedAttributes/>
<isUniversal>false</isUniversal>
<universalRevision>@</universalRevision>
<userId>admin</userId>
<islocal>false</islLocal>
<isEnabled>true</isEnabled>
<isGroup>false</isGroup>
<isCli>true</isCli>

Response

Status Code

MINGWE4:/c/BayuW/Git/NSXCookbook-Scripts O *

BayuwW@BAYUW-LTO04 MINGW6E4 (master)
$ curl -k -X GET https: //nsxmgr Ola corp 10ca1/ap1/2 0/serv1ces/usermgmt/user/
admin -H "Accept: application/xml1" -H "Content-Type: application/xm1" -u admin

WMwarel!
% Total % Received % Xferd Average Speed Time Time Time Curren
t
Dload Upload Total Spent Left Speed
100 675 0 675 0 0 675 0 -—-1-—-1—- -——1-——1-- -—-1--:1-- 3325

<?xml version="1.0" encoding="UTF-8"7>
<userInfo><objectId>userinfo-2</objectId><objectTypeName>UserInfo</objectTypeN
ame><vsmUuid>564DED3B-74F8-11E6-9E82-EFDC6B63ED77 </vsmUuid><nodeId>713962bc-68
|bd-426a-af87-1492cc8d8b33</nodeld><revision=0</revision><type><typeName>UserIn
fo</typeNames></types><name>admin</name><clientHandles></clientHandle><extendedAt
tributes/><isUniversal>=false</isUniversal=<universalRevision=0</universalRevis
jon><userId-admin</userIds><isLocal=false</isLocal><isEnabled>true</isEnabled><
isGroup>false</isGroup><isCli>true</isCli><hasGlobalObjectAccess>true</hasGlob
alobjectAccess><accessControlEntry><role>super_user</roles></accessControlEntry
=</userInfo>
BayuWBBAYUW-LTO04 MINGWE4 t
$

(master)
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MINGWEL:/ o/ BayuW/ Git/NSXCookbook-Scripts — O *

Bayuw@BAYUW-LTO04 MINGWG4 (master)
$ curl -k -X POST https://nsxmgr-0la.corp.local/api/2.0/vdn/scopes/vdnscope-1/
virtualwires -H "Accept: application/xml" -H "Content-Type: application/xml" -
u admin:wwarel! -d "<virtualwireCreateSpec><name>cURL-Logical-Switch</name><d
escription=Logical Switch created from cURL</description=<tenantId>cURL Tenant
</tenantId><controlPlaneMode>UNICAST_MODE</controlPlaneMode><guestvlanAllowed>
false</guestvlanAllowed></virtualwireCreateSpec>"

% Total % Received % Xferd Average Speed Time Time Time Curren
t

Dload Upload Total Spent Left Speed

100 274 100 13 100 261 13 261 0:00:01 --:--:-- 0:00:01 350
virtualwire-8

Bayuw@BAYUW-LTOO04 MINGWG4 (master)

5 v
Navigator X Logical Switches
4 Back NSX Manager: | 192 168.110.15 |~ |
Networking & Security + | S X B F = | GActions »
_Ej..; MSXHome Wirtual Wire D Segment 1D Mame 1a
£%) Dashboard == virtualwire-8 | 100001 ‘G cURL-Logical-Switch
{gk Installation = virtualwire-1 100000 I Transit_Metwork_01
% Logical Switches

GET v https://nsxmgr-01a.corp.local/api/2.0/services/usermgmt/user/admin Params Save Vv

Authorization @ Headers (2) Pre-request Script Tests Code

GENERATE CODE SNIPPETS

1 curl -X GET \
https://nsxmgr-@la.corp.local/api/2.8/services/usermgmt/user/admin \
-H "authorization: Basic YWRtaW46VK13YXJIMSE=" \

-H "¢ no-cache" \

-H "content-type: application/xml' \

-H "postman-token: b'FQBB?lB-?lGe-de36-aeﬂ3-95d44ebd?563'|

;oW
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Cb Best Online XML Viewer, X

C {1 @ nitps:/codebeautify.org)> * # N B @ I e o= o @ 0
> Code Beauﬂfy JSON Formatter | My Ip | Search| RecentLinks| Sample| More ~| Signin| (?)
XML VIEWER

XML Input B sample X §3 Result : Beautify XML | §3
Load Url
1 <?xml version="1.0" encoding="UTF-8"?> 1 <?xml version="1.6" encoding="UTF
2 <userInfor<objectIdruserinfo-2¢/objectId<objectTypeName 2+ <userInfor
>UserInfo</objectTypeNames<vsmluid>564D4096-46A8-98E7-CD31 _— 3 <objectIdruserinfo-2¢/objectId>
-BEBADCDA2414</vsmluid><revision>8¢/revisiony<type 4 <objectTypelame>UserInfoc/objectTypeName>
><typeNlame>UserInfoc/ typellame></ type><name>admin</name 5 mUuid>564D4836-4648-95E7-CD31-BEBADCD42414¢ /usmUuid>
>¢clientHandles</clientHandle><extendedAttributes ]
/»<isUniversal>false</isUniversal><un alRevision»@ Tree View 7
¢funiversalRevision><userId>admin</userIds<islocal>false s <typeName>UserInfos/ typetame>
<fislocal><isEnabled>true</isEnabled><isGroup>false 9 </type>
<fisGroup»<isCli>true</isCli><hasGlobalObjectAccess>true Beautify / Format 10 <name>admin< /name>
</hasGlobalObjectAccess><accessCantrolEntry><role 1 <clientHandle></clientHandle>
>super_user</role></accessControlEntry></userInfo>; 12 <extendedAttributes/>
~ 13 <1=um1ve'==lsfalse</ isUniversal>
Minity 14 <wniversalRevision>@</universalRevision>

15 <userIdradmin</userId>

16 cislocal>false</islocal>

17 <isEnabled>truec/isEnabled>

18 <isGroup>falsec/isGroups

PSR 19 <isClistrue</isCli>
20 <hasGlobalObjecthccess>trued/hasGlobalObjecticcesss
21+ <accessControlEntry>
Export to CSV 22 <role>super_user</role>
23 </sccessControlEntry>
24 </userInfo>|
Download
E¥ Windows PowerShell - u] X

.\Bayuw\Git\ b ip | Powershel 1GET.ps1
version= i

bj
I)QDZLC 68bd- 420a af8 14‘2cc,d
clientHandle cl 1entHanr.ﬂ

dmin</userId
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EX Windows PowerShell

XCookbook
Cookbook
Cookbook
Cookbook
Cookbook
Cookbook

XCookbook
Cookbook

Cookbook
Cookbook
Cookbook
XCookbook

Cookbook
Cookbook

: \BayuW\Git\NSXCookbook-Script:

Cookbook
Cookbook
Cookbook
Cookbook

Cookbook-Scripts>

rtualwire-3
: \BayuW\Git\NSXCookbook-Script:

ertificatevalidationCallback]

Invoke-webRequest
Stop
Write-Host

-Encoding]: :UTF8.GetBytes ($

gnore();

Mavigator

4 Back

Metworking & Security
55 NSX Home

£ Dashboard

{gk Installation

o

ogical Switches

X | Logical Switches

NSX Manager: | 192.168.110.15 |~

+ |/ X B G == | @hactons ~

irtual Wire ID Segment 1D Mams

== virtualwire-3 100001 $ PowerShell-Logical-Switch
== virtualwire-1 100000 'Gm Transit_Metwork_01
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Command Prompt — O X
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Command Prompt

Mavigator X Logical Switches
4 Back NSXManager: | 192.168.110.15 |~

Networking & Security + |/ X BB & == | SkActons v
5 NSXHome A -

Wirtual Wire I Segment ID 14 Mame
& Dashboard = virtualwire-1 | 10000 i Transit_Network_01
{§ Installation == virtualwire-4 | 10001 0 Web-Tier
ﬁ. Logical Switches == virtualwire-5 10002 E“ App-Tier
== NSXEdges == virtualwire-6 | 10003 i DB-Tier
FH Firewall == virtualwire-9 10005 g" Python-Logical-Switch
Python Requests

1  import requests
url = "https://nsxmgr-8la.corp.local/api/2.8/services/usermgmt/user/admin”
= headers = {
'Content-Type': "application/xml”,
"Cache-Control': "no-cache”,
'"Postman-Token': "8e3e6682-206e-223d-c60e-72336F56F9a8"
1
J

response = requests.request("POST", url, headers=headers)

13 pPint(response.text)l
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Home ; VMware Realize Orchestrator Plugin for NSX 1.2.0
Product Resources

Download \/Mwa e Reallze View My Download History
Orchestrator Plugin for NSX 1.2.0 Proguc no

Documentation

Version 120 Community

Description VMware Realize Orchestrator Plugin for NSX 1.2.0
Documentation Release Notes
Release Date 2017-08-10

Type Drivers & Teals

rod

Product/Details
VMware vRealize Orchestrator Plugin 1.2.0 for NSX
el

File type: vmoapp

lownloads Version History

Download Manager

VMware vRealize Orchestrator Plugin 1.2.0 for NSX [ x]
NSX - vRO Plugin 1.2.0. This Plug-in can be utilized by vRO 7.2.0, NSX-vSphere
6.3.3, NSX-vSphere 6.2.8

Name: ofinplugin-nsx-1.2.0vmoapp

Release Date: 2017-08-03

Build Number: 6004830
MD5SUM: 2fc8ab9d25ecdec/f77d9492bBeeceff
SHA1TSUM: 34a38aeb427fclaa56c77f46140adbdeciea’sf
SHA2565UM:
€39ad6fbf245ad4d062fb38973d47f83f0bc2760ch7487de09c0e2
eeb77fd1cs

Information about MDS checksums and SHAT checksums and SHA256 checksums

VM Orchestrator Control Center #

Manage Plug-Ins

Install a new plug-in or manage already installed plug-ins. The preferred plug-in installation file format is VMOAPP, but
plug-ins can also be installed as .DAR files.

When 'DEFAULT' logging level is selected for a specific plug-in the log level is inherited from the log level set in Configure Logs

page.

INSTALL
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VM Orchestrator Control Center #

Changes are made but not saved
Manage Plug-Ins

: . . . CANCEL SAVE CHANGES
Install a new plug-in or manage already installed plug-ins. The preferred plug-in _

plug-ins can also be installed as .DAR files.
When 'DEFAULT" logging level is selected for a specific plug-in the log level is inherited from the log level set in Configure Logs
page.

@ Plug-in(s) installed:
© Plug-in "NSX’ (1.2.0 build 6004830) is installed.

BROWSE

Startup Options

(b Control the Orchestrator server service.

Current Status: RUNNING

| STOP | ‘ RESTART

Status-ing tomcat instance Instance name: app-server Tomcat version: 8.5.14.8 Tomcat Base
fvar/lib/vco/app-server Tomcat Home: fusr/shareftomcat Status: RUNNING as PID=12381

Version: 7.3.0

Build number: 5431389

Build date: May 5, 2@17

Database version: 1.88

Install path: /fvar/lib/vco

Active Configuration Fingerprint: @43ad67e23be@33c32b7cae7@4e2204e3e
Pending Configuration Fingerprint: @843ad67e23be@33c32b7cae’@d4e22@4e3e
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M

4

2]

AD 3055377446

Active Directory &

AMQP 1.0.4.5244874
AMQP Plug-in &

Configurator 7.3.0.5481809

Configuration plug-in for vRealize Orchestrator &

DynamicTypes 1.3.0.5416411

Dynamic Types plug-in for vRealize Orchestrator &

Enums 7.01.4939616

Common enumerated types &

Library 7.01.4939616

Library plug-in for vRealize Orchestrator &

Mail 7.01.4939616
Mail Plug-in &

NSX 1.2.0.6004830
NSX Plug-in for vCenter Orchestrator &

Logging

level

DEFAULT

DEFAULT

DEFAULT

DEFAULT

Select...

Select...

DEFAULT

DEFAULT

<

8 6888888

<

Enable plug-

]

vmware vRealize Orchestrator CRIEEEEE

2

@ Ed &

9

» O HTTR-REST

» [ HTTP-REST Samples
» ]JIDBC

» ] Locking

» [ mail

» [ Microzoft

v [INSX

¥ [ Configuration

= Create I ndpoint

Delete all endpointz.

> & GG 2

Stantworkflow... s Outputs

Mame

]

Version

Waorkflow icon
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(' Start Workflow : Create NSX endpoint

Common parameters

# Endpoint name

nsxmagr-01a

# NSX username

admin

# MSX password

# NSX URL (e.g. hitps://=nsx_manager_ip_or_fgdn)

hitps:/insxmagr-01a.corp.local

Number of retries (Default value = 10)

10.0

Duration after which cperation should timeout (Default value = 30 mins)

‘1300000.0

|_ Cancel J l Submit J
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& B

vmware vRealize" Orchestrator- CEIEEED

%07

J General ‘ ‘Custom properties

EET
» 3 Powershel
» by amap

> BB uap

» @ soap
» (&) vRealize Automation
» = vRO Configuration

Edges
> i‘%}Security Groups
» == Transport Zones
» B Security Tags
» JZ] security Policies
» 8 virtual Wires

» [H Firewall Sections
» 1l Dynamic Types

» Bl ssH

+ [ Active Directory

» ¢ VRO Mutti-Node

> G wSphere vCenter Plug-in
» ) HTTP-REST

» BH saL Pug-in

» () vRealize Automation Infrastructure

Last updated - 12 seconds ago

(- Tags
Global tags
Usertags
-
version 63
connTimeout 1800000
url hitps:iinsxmgr-01a.corp.local
username admin
retryCount 10
relatedNsxManagers
name nsxmgr-01a
id b1110671-39af-410a-ae37-812d9c7ebebl
displayMame nsxmgr-01a@https:insxmgr-01a.corp.local
role STANDALOME
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vmware vRealize” Orchestrator- G

Y 58 |k

>3 Ga

v E Administrator @ vro-01a.corp.local
¥ [ Library
» C Amar
» T AMQP Samples
» Configuration
» Dynamic Types
» I HTTP-REST
» I HTTP-REST Samples
» [J.oBC
» 0 Locking
» 0 Mail
» [ Microsoft
¥ COnsx
» Configuration
» Edge Features
» £ Firewall
» £ Load balancer
¥ £ NSX workflows
Add IP pools to DHCP
Add load balancer to edge
Add NAT rules
Add secondary IP addresses to edge vNic
Add Security Tags to security group
Add static routes
Add VM= and IPSets to multiple security groups
Add VMs and IpSet to security group
Add VMs to existing load balancer pools
Add VNs to security group
Apply NAT Configuration
Apply security policies on security group
Apply security policy on security group
Apply security tags on WM
Configure firewall rules between interfaces
Connect logical switch to router
Create edge
Create IP Set

J Start workflow... Outputs

Schema Presentation Parameters References

Name

D

Version

Waorkflow icon

Owner

User permissions

Server restart behavior

Resume from failed behavior

Global tags

Usertags

Description

Create logical switch

594445ef-0ae9-4c46-b989-96be7caacc10

o

o .0

N
. Check signature... .

View contents Add to package Edit cont
Resume workflow run

System default

Creates a logical switch

~ Aftributes

R+ X <0 B

& | Name

Type
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Common parameters

() Start Workflow : Create logical switch

Pt

# MSX Endpoint - NSX Connection object (Select from the NSX inventory, from the vRO inventory view)

% nsxmgr-01a@httpsinsxmar-01a.corp.local

# Tranzpoert zone id

vdnscope-1

# Logical switch name

vRO-Logical-Switch

Description

Logical Switch created from vRO

PR

Tenant id

| VRO Tenand

| cancel | | submit |

Navigator X

< Back
Networking & Security
55 NSXHome

£+ Dashboard

ik Installation

% Logical Swiiches

Logical Switches
NSXManager: [ 192.168.110.15 |~ |

+ |/ X W B E | Gactons -

Virtual Wire ID Segment ID Mame 1a Siatus
= virtualwire-1 100000 2; Transit_MNetwork_01 & Normal
= virtualwire-10 100001 2; VRO-Logical-Switch & Normal

Transport Zone

Global-TZ
Global-TZ
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¥ [ NSX workflows

Add IP pools to DHCP

[E3 Add load balancer to edge

3 Add NAT rules

Add secondary IP addresses to edge vNic
E Add static routes

E Add Vs and IPSets to multiple security groups

Add VMs and IpSet to security group

E Add Vs to existing load balancer pools
Add VMs to security group

Apply NAT Configuration

E Apply security policies on security group
E Apply security policy on security group
Apply security tags on VM

¥ [] Load balancer

Configure global settings of load balancer
Create application profile
Create application rule
Create monitor

Create Pool

Create virtual server
Delete application profile
Delete application rule
Delete monitor

Delete Pool

Delete virtual server

Get application profile

Get application profile by ID

E Configure firewall rules between interfaces Disconnect router interface

Connect logical switch to router
Create edge

Create IP Set

Create logical switch

Create security group

Delete edge

Delete IP Set

Delete logical switch

Delete NAT rules

Delete security group

Delete static routes from edge
Detach security tags from VM
Disconnect router interface

Get application rule

Get application rule by D
Get monitor

Get monitor by ID

Get Pool

Get pool by ID

Get virtual server

Get virtual server by ID
Modify application profie
Modify application rule
Modify monitor

Modify Pool

Modify virtual server

Get edge by ID

Get IP Set

Get IP Set by D

Get members of security group

Get members of security tag

Get NAT rules

Get security tag by ID

Modify IP Set

K3 Remove secondary IP addresses assigned to edge vNic
Remove VMs and IPSets from multiple security groups
Remove VMs from load balancer pools

[E3 set defautt route
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v .:j Administrator @ vro-01a.corp.local

¥ [ Library ¥ [_JHTTP-REST Samples
» [ .amaP EA invoke a dynamic REST operation
+ [ AMGP Samples Invoke a REST host
» ] Configuration invoke a REST host with dynamic params
» £ Dynamic Types Invoke a REST operation with dynamic params
¥ I HTTR-REST Set NTLM authentication to 8 REST host
¥ £ Configuration Set vCloud Director authentication to a REST host
Add a REST host EA show a vCloud Director organization

E Add a REST host by Swagger spec as a string

Add a REST host by Swagger spec from a URL

Add a REST operation

Add sehema to a REST host

Clone & REST host

Clone a REST operation

Reload plug-in configuration

E Remave a REST host

Remove a REST operation

Remove schemas from a REST host

E3 update a REST host

Update a REST operation
Generate a new workflow from a REST operation
Invoke a REST operation
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