Chapter 1:
Python with Penetration Testing and Networ
king

G:wPythonsHNetworking>python serverld.py
1922 168_8_11° . 1789 Now Connected

G:sPythonsHetworking>

e Command Prompt

C:wnetl>clientl.py
Thank you for connecting

C:wnetl>

192.168.0.1 192.168.0.1 —
192.168.0.11
0 <

192.168.01:12345 || 192.168.0.11: 1789

12345
ffzi__h—n
Qa ndom P?_ED
——

Server Client




G:wPython“Networking>python server.py
192 168 .8.111, 1791> How Connected
* Ad68.8.11°, 17922 Now Connected
Ad68.8.11° . 17932 Mow Connected

e+ Command Prompt

C:netl>clientl_py
Thank wvou for connecting

C:iwnetl>clientl.py
Thank vou for connecting

C:netl>clientl_py
Thank wvou for connecting

C:iwnetl>clientl.py
Thank vou for connecting

Cosnetl>

BN C\Windows\system3Zhomd exe

G:“Project Snake-Chapter 1~First Chapter-programs>python serverd.py
connected by <'192.168.8.11°, 1796>

G:»Project Snakes~Chapter 1~First Chaptersprograms >




G:“Project Snake“Chapter 1“First Chaptersprograms>puthon wdpl.py
recevied from <('192.168.8.11°. 1814>
obtained hello all

G:~Project Snake“Chapter 1-First Chapter“programs>

C:wnetl>python wdp?.py
7

Cosnetl>

BX C\Windows\system32\omd exe

G:“Project Snake~Chapter 1“First Chaptersprograms>python uwdptimel.py
Traceback tmost recent call last):
File "uwdptimel.py". line 7. in <module>
data, addr = s.recvfrom(l1@24>
cocket .timeout: timed out

G:“Project Snake~Chapter 1-First Chapter“programs>>

BN C\Windows\system32\cmd.exe

G:“Project Snake~Chapter 1“First Chaptersprogramspython wdptime2.py
Client not connected

G:“Project Snake~Chapter 1-First Chapter“programs>

B Ch\Windows\system32\cmd.exe

G:%Project Snake~Chapter 1-First Chaptersprograms*puython connect_ex.py

22 18861
18861

G:Project Snake~Chapter 1~First Chaptersprograms:>




B Ch\Windows\system32homd exe

G:wProject Snakes~Chapter 1~First Chapter~programs>python getaddl.py
Family AF_IMET

SOCK_STREAH

IPPROTO_IP

€'14.139.242 186*' . 88>
AF_INET

SOCK_STREAM

IPPROTO_IP

C'220.227.15.47' . 8@>

G:wProject SnakesChapter 1~First Chapterprograms >




Chapter 2: Scanni

ng Pentesting
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\\‘i SYN received
| Send SYNACK @
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root@Mohit|Raj: /Znd_edition/network_scanning
File Edit View Search Terminal Help
root@Mohit |Raj:
root@Mohit |Raj:
Enter the Network Address 192.168.0.0
Enter the Starting Number 1
Enter the Last Number 254

#
# python ping sweep send rec.py

root@Mohit |[Raj:

S.no IP

001 192.168.0.1

002 192.168.0.2

021 192.168.0.21

022 192.168.0.22

024 192.168.0.24

Time taken 0:00:11.217894

L |

:\Book_projects\Project Snake
Open ports Description
22 --> ssh
53 --> domain
--> http
rpcbind
https
--> mysqgl
--> https-alt

Details about the scanned host

Operating system family is:

Type of 0S is:

Generation of Operating System

Operating System Vendor is:
ccuracy of detection is:

K : \Book_projects\Project Snake
Open ports Description

22 --> ssh

88 --- --> http

Details about the scanned host

Operating system family is:

Type of 0S is:

Generation of Operating System

Operating System Vendor is:
ccuracy of detection is:

K :\Book_projects\Project Snake

2nd\Chapter2_scanning>python 0S_detection.py 192.168.6.3

['cpe:/o:linux:1linux_kernel:2.6"]
Linux

general purpose

2.6.X

Linux

100

2nd\Chapter2_scanning>python 0S_detection.py 192.168.6.129

['cpe:/o:linux:1linux_kernel:3"']
Linux

general purpose

3.X

Linux

1e9

2nd\Chapter2_scanning>




K:\Book_projects\Project Snake 2nd\Chapter2_scanning>python 05_detection.py 192.168.98.136
Open ports Description
135 --> msrpc
> netbios-ssn
--> microsoft-ds

Details about the scanned host : ["cpe:/o:microsoft:windows_xp::sp2', 'cpe:/o:micro
soft:windows_xp::sp3']

Operating system family is: Windows

Type of 0S is: general purpose

Generation of Operating System : XP

Operating System Vendor is: Microsoft

Accuracy of detection is: 1ee

K:\Book_projects\Project Snake 2nd\Chapter2_scanning>python 05_detection.py 192.168.9.1
Open ports Description
A35 =os SE¥ METPE
139 > netbios-ssn
microsoft-ds
> iss-realsecure
> apex-mesh
--> wsdapi

Details about the scanned host are: ['cpe:/o:microsoft:windows_18']
Operating system family is: Windows

Type of 0S is: general purpose

Generation of Operating System : 1e

Operating System Vendor is: Microsoft

Accuracy of detection is: 180

K:\Book_projects\Project Snake 2nd\Chapter2_scanning>




mj port.txt - Notepad

File

(TRl e N N WV, RN N oy

Edit

Format

View Help

: Port Service Multiplexer ( : MUX) official
CompressNET[5] Management Utility[6] official
CompressNET[5] Compression Process[7] official
Unassigned official
Remote Job Entry official
unassigned official
Echo Protocol official
unassigned official
Dﬁscar Protocol official

Wake-on-LAN unofficial
Una551gned official
Active Users (systat service)[8][9] official
unassigned official
Daytime Protocol (RFC B&67) official
Unassigned official
Previously netstat service[8] unofficial
Unassigned official
quote of the Day official
Message Send Protocol official
Character Generator Protocol (CHARGEN) official
FTP data transfer official

:, SCTP : FTP control (command) official
:, SCTP secure shell (ssH)—used for secure 1og1r

Telnet pr0t0c01 unencrypted text communications official
Priv-mail : any private mail system. official

Simple Mail Transfer Protocol (SMTP)-used for e-mail rou
unassigned official

NSW User System FE official

MsG ICP official

Display Support Protocol official

Any private Erinter server protocol official

TIME protoco official

Resource Location Protocol[10] (RLP)—used for determinir
uUnassigned official

i




Chapter 3: Sniffing and Penetration Testing

Bytes 7 1 6 6 2 0-1500 0-46 4
Dest Source  |Type or
Preamble address address |Length Data Pad Checksum
Start frame delimiter
| 4 Byte |
I 1
0 | | N Y N T 3 T I I
. IHL (Head .
Version L e{n ;tﬁ}er Type of Service (TOS) Total Length
I | I I | I I | I | | | | | | | | | | | | | | | | | 1 |
Identification IXP F[I)agr::ﬂ Fragment Offset
I | I | | I | I I | I | | | | | | | | | | | | | | | | | 1 | 20
Time To Live (TTL) Protocol Header Checksum Bytes
A I I I S I IHL
Source Address (Internet
Header
| I | | I | I | | I | I | | | | | i | | | | | | | | | | | | | | 1 | Length}
Destination Address
| I | | I | I | | I | I | | | | | | | | | | | | | | | | | | | 1 |
IP Option (variable length, optional, not common)
L I L l T I I




4 Byte
NN SRR KRR SANENE CYRNENE ENSNENE TR SR

Source Port Destination Port

S S ) S S ) S
Sequence Number
S S [ N S S 20
Acknowledgment Number Bytes

I I N [T
Offset Reserved CE JCE Fgagsé s F Window
I - I - I S ) S

Checksum Urgent Pointer
S S ) S S S N S

TCP Options (variable length, optional) l

[ B I [ B l [ e I [ e

:~/Desktop# [



Data

IIIIIIIHHEI“

TCP Header TCP Header
IP Header IP Header

I | +—| I

Ethernet Header Ethernet Header

.0.. .... = ECN-Echo:
0. .... = Urgent:
.0 .... = Acknowledgement:
0... = Push:
v... 0., = Reset:
H o .... -.1. = 5yn:

0... .... = Congestion window Reduced (CwWR):

BN ChWindows\system32\emd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright <c? 2887 Microsoft Corporation.

C:sUzerssMohit>arp —a

Interface: 18.8.8.11 —— Bxe
Internet Address Physical Address
18.8.8.1 20—4e—?f—-ac—eb—5c

All rights reserved.

18.8.08.255 e e e e e




0 7

15

31

Hardware type

Protocoltype

Hardware address length| Protocol address length Opcode

Source hardware address
Source protocol address
Destination hardware address

Destination protocol address

Internet Address
192 168 .8.1
192 _.168.0.128

Internet Address
122.168.8.1

C=~Documents and Settings“Mohitrarp —a

Interface: 192.168.0.11 —— Bx2

Physical Address Tupe
Ba-58-56—cB-0B—-B8 dynamic
Bad-58-56—-fbh-%a—61 dynamic

C:~Documentz and Settingz“Mohit>arp —a
Interface: 192.168.8.11 —— Bx2

Physical Address Type
B8-dc—29-4f -Be—35 dynamic

Interface: 172.168.8.1 —— Bx17

Internet Address
192.168.8.18
192.168.8.11
192.168.8.255
224.8.8.22
224.8.8.252
239.255.255.258

C=~Users~Mohit>

Physzical Address Type
BA-BAc-29-4f —-8e-35 dynamic
B8-Bc-29-4f -8e-35 dynamic
Ff—ff—ff—ff—Fff—ff static
#1-86-5e—-B6-B0—-16 static
31-00-5e-00-B0-f c static
B1-86-5e-?f-ff-fa static




Chapter 4: Sniffing and Penetration Testing

Bytes 7 1 6 6 2 0-1500 0-46 4
Dest Source |Type or
Preamble - address |Length Data Pad Checksum
Start frame delimiter
| 4 Byte |
I 1
0 | | bl LIS N N | T T
Version L e{n ;ﬁ}er Type of Service (TOS) Total Length
I — I — ) [ B 7 I S ) [ |
Identification IXP F[I)aghbﬂ Fragment Offset
) B ) [ B - I S ) [ | 20
. . Bytes
Time To Live (TTL) Protocol Header Checksum
N S N N N B S S [ | IHL
Source Address (Internet
Header
S S 1 S | Length)
Destination Address
S S 1 |
IP Option (variable length, optional, not common)
[ B B B I [ B ) B B l L B I =TT




4 Byte |
I I T Y L T T T T N I O T

Source Port Destination Port

S ) [ S [ — ) [ [ S
Sequence Number
S ) [ S S 20
Acknowledgment Number Bytes

I - I - ) B [
Offset Reserved CE JCE Fgagsé S F Window
- - S ) [ [ S

Checksum Urgent Pointer
S ) [ S [ — ) [ S [ S

TCP Options (variable length, optional) l

L A B B I (I A B l L A N B R I L N B R

:~/Desktop# [}




Data

IIIIIIIHHEI“

TCP Header TCP Header
IP Header IP Header

I | +—| I

Ethernet Header Ethernet Header

.0.. .... = ECN-Echo:
0. .... = Urgent:
.0 .... = Acknowledgement:
0... = Push:
v... 0., = Reset:
H o .... -.1. = 5yn:

0... .... = Congestion window Reduced (CwWR):

BN ChWindows\system32\emd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright <c? 2887 Microsoft Corporation.

C:sUzerssMohit>arp —a

Interface: 18.8.8.11 —— Bxe
Internet Address Physical Address
18.8.8.1 20—4e—?f—-ac—eb—5c

All rights reserved.

18.8.08.255 e e e e e




0 7

15

31

Hardware type

Protocoltype

Hardware address length| Protocol address length Opcode

Source hardware address
Source protocol address
Destination hardware address

Destination protocol address

Internet Address
192 168 .8.1
192 _.168.0.128

Internet Address
122.168.8.1

C=~Documents and Settings“Mohitrarp —a

Interface: 192.168.0.11 —— Bx2

Physical Address Tupe
Ba-58-56—cB-0B—-B8 dynamic
Bad-58-56—-fbh-%a—61 dynamic

C:~Documentz and Settingz“Mohit>arp —a
Interface: 192.168.8.11 —— Bx2

Physical Address Type
B8-dc—29-4f -Be—35 dynamic

Interface: 172.168.8.1 —— Bx17

Internet Address
192.168.8.18
192.168.8.11
192.168.8.255
224.8.8.22
224.8.8.252
239.255.255.258

C=~Users~Mohit>

Physzical Address Type
BA-BAc-29-4f —-8e-35 dynamic
B8-Bc-29-4f -8e-35 dynamic
Ff—ff—ff—ff—Fff—ff static
#1-86-5e—-B6-B0—-16 static
31-00-5e-00-B0-f c static
B1-86-5e-?f-ff-fa static




Chapter 5: Wireless Pentesting

MAC Header
- e
2 2 b 6 6 6 2 0-2312 4
Frame | Duration/ | Address | Address | Address | Sequence | Address | Frame FOs
Control ] 1 z 3 Contraol 4 Body

1. Probe Request —————

#=—— 2. Probe response ——————
= 3, Authentication Request % ,

-@ 4. Authentication Response ——

—— 5. Association Request ——=p

Client

& 6. Association Resposne

Access point




:~# airmon-ng

Interface Chipset Driver

wlan Athe s A 71 athSk - [phyl]

g start wlan@

them!

Driver

wlan

Beacon Type (1 Byte)+ Flag (1 Byte) + Duration (2 byte) = 4 Bytes
Destination MAC + Source MAC + BSSID = 6+6+6 Bytes
Sequence number =2 Bytes

Fixed Parameters = 12 Bytes

SSID parameter set = 1 Byte

SSID length = 1 Byte




P Frame 663: 282 bytes on wire (2256 bits), 282 bytes captured (2256 bits) on interface 0
b Radiotap Header v0, Length 18 |
~ IEEE 802.11 Beacon frame, Flags: ........
Type/Subtype: Beacon frame (0x08)
P Frame Control: 0x0080 (Mormal)
Duration: O
Destination address: Broadcast (ff:ff:ff:ff:itf:tt)
Source address: PartIlRe_2Ze:a9:bc (00:1c:c2:2e:af:bc)
BSS Id: PartIiRe Ze:a9:bc (00:lc:c2:2e:af:bc)
Fragment number: O
| sequence number: 2753 |
~ IEEE 802.11 wireless AN _managemesnt frame
|¥ Fixed parameters (12 byte
Timestamp: OxO0000000Z97T73Z6
Beacon Interval: 0.102400 [Seconds]
P Capabilities Information: Ox0431
- Tagged parameters (228 bytes)

Tag Number SSID parameter set (O)
Tag length: &
SSID: Wisdom
Tag: Supported Rates 1(B), Z(B), 5.5(8), 11
Tag: DS Parameter set: Current Channel: 1
Tag: Extended oupported Rates B, 12, 24, 48, [Mbit/sec]

I Tag: Country Information: Country Code’US, Environment Unknown
: AP Channel Report: Regulatory £lass 32, Channel List :
: AP Channel Report: Class 33, Channel List

B), 9, 18, 36, 54, [Mbit/se

3, 6, 7,
, 9, 10, 11,

o030 |00 00 64 00 3L 040
(oo4o ?E?EE'EE'ﬁE‘Ti'ﬁEJ48 6c 03 01 32 04 Oc 18 30

60 OF 06 55 53 00 01 0b 14 33 08 20 01 02 03 04

root@Mohit |[Raj:~/wireless attack$# python ssid_finder_ raw.py
Press 'Y' to know previous result n
USE only Ctrl+c to exit

Seq BSSID Channel SSID

1 00:1c:c2:2e:a9:bc 1 Wisdom

2 24:65:11:85:9f:71 1 Mechmonster

3 d0:04:01:5d:3c:8a 6 Winter is coming

4 04:b1:67:cl1:64:53 6 BnNT-c3VjaGlrYWdlcHRhMTI
5 l4:3e:bf:eb:2f:f6 11 MOHIT

6 24:65:11:64:ab:c9 1 Epic Events organisers

Ll

Croot@Mohit |Raj: ~/wireless_attacki I




Mo
CIT

>> frames[0]




[
P Radiotap Header v0, Length 26
F IEEE 802.11 Beacon frame, Flags: ........ C
< IEEE 802.11 wireless LAN management frame

P Fixed parameters (12 bytes)

< Tagged parameters (281 bytes)

I Tag: SSID parameter set: CITY PG3

Tag: Supported Rates 1(EB), 2(B), 5.5, 11, 18, 24, 36, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 6
Tag: Traffic Indication Map (TIM): DTIM 0 of O bitmap
Tag: ERP Information
Tag: ERP Information
Tag: RSM Information
Tag: Extended Supported Rates 6, 9, 12, 48, [Mbit/sec]
Tag: HT Capabilities (802.11ln D1.10)
Tag: HT Information (802.11n D1.10)
Tag: Overlapping BSS Scan Parameters: Tag 74 Len 14
Tag: Extended Capabilities
Tag: Vendor Specific: Microsof: WPS
Tag: Vendor Specific: Broadcom
Tag: Vendor Specific: Microsof: WPA Information Element
Tag: Vendor Specific: Microsof: WMM/WME: Parameter Element
Tag: Vendor Specific: Epigram: HT Capabilities (802.11n D1.10)
Tag: Vendor Specific: Epigram: HT Additional Capabilities (802.11n D1.00

R i R R R Y e v T v

WARNING:
S 0--=




Filter: |wLan.fc.type_subtype == 0x04 =

| L
MNo. Time Source Destination
2899 10,243200000 Tp-LinkT_20:00:01 Broadcast

~ Frame Control: Ox0040 (Normal)
Version: O
Type: Management frame (0)
Subtype: 4 ——
b Flags: ox0
Duration: O
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: Tp-LinkT _20:00:01 (64:566:b3:20:00:01)
BSS Id: Broadcast (ff:ff:ff:ff:ff:ff)
Fragment number: O
Sequence number: 1408
[ IEEE 802.11 wireless LAN management frame

~ Tagged parameters (57 byte
= Tag: S5SID parameter set:) CITY PG3

fault route?)

PR
CITY PG3
8
CITY PG3

31




root@Mohit |[Raj:~/wireless attack$# python ssid finder raw.py
Press 'Y' to know previous result n

USE only Ctrl+c to exit

Seq BSSID Channel SSID

1 00:1c:c2:2e:a9:bc 1

2 24:65:11:85:9f:71 11 Mechmonster

3 Oc:d2:b5:45:9f:ac 1 EPIC EVENTS.

4 24:65:11:51:49:39 1 Jagjit Singh

5 68:94:23:d2:fd:94 1 Net plus

6 d0:04:01:5d:3c:8a 10 Winter is coming
~Croot@Mohit |Raj:~/wireless_attack$

root@Mohit |[Raj:~/wireless attack# python hidden ssid finder raw.py

nter the MAC 00:1c:c2:2e:a9:bc
['3cf862d2e939"']
SSID is Wisdom

“CBye

root@Mohit |Raj: ~/wireless attacki [

root@Mohit |[Raj:~/wireless attack$#f python deauth_attack.py
FARNING: No route found for IPv6é destination :: (no default route?)
Seq BSSID Channel SSID

1 d0:04:01:5d:3c:8a 10 Winter is coming
2 Oc:d2:b5:45:9f:ac 1 EPIC EVENTS.

3 24:65:11:85:9f:71 1 Mechmonster

4 24:65:11:51:49:39 1 Jagjit Singh

5 08:96:d7:54:0a:£f7 1 CHAUHAN

6 68:94:23:d2:fd:94 11 Net plus

7 84:5b:12:46:b4:21 7 QTL_SARABHANAGAR2

nter the victim MAC or for broadcast press 0 0]
Sent 20 packets.

nter the seq number of wifi 1
re you Sure to attack on d0:04:01:5d:3c:8a Winter is coming
Sent 20 packets.




root@Mohit |Raj:

{'d0:
{'dO:
{'d0:
{'d0:
{'dO:
{'d0:
{'dO:
{'d0:
{'dO:
{'dO:
{'d0:
{'doO:
{'d0:
{'dO:

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:

3c:
3ec:
3c:
3c:
3ec:
3c:
3ec:
3c:
3c:
3e:
3c:
3e:
3c:
3c:

8a':
8a':
8a':
ga':
8a':
8a':
8a':
8a':
ga':
8a':
8a':
8a':
8a':
ga':

.li

2}
3}
4}
5}
6}
7}
8}
9}
10}
11}
12}
13}
14}

attack# python deauth_ids.py

:04:
:04:
:04:
:04:
:04:
:04:
:04:
:04:
:04:
:04:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:
5d:

3c:
3c:
3e:
3e:
3ec:
3e:
3c:
3c:
3c:
3c:

8a':
8a':
8a':
8a':
8a':
8a’':
8a':
8a':
8a':
8a’':

234}
235}
236}
237}
238}
238,
238,
238,
238,
238,

'68:
'68:
'68:
'68:
'68:

94

94:
94:
94:
94 :

:23:
23:
23:
23:
23:

d2: fd:
d2: fd:
d2: fd:
d2: fd:
d2: fd:

94" :
94" :
94" :
94" :
94" :

1}
2}
3}
4}
5}




Chapter 6:
Honeypot — Building Traps for Attackers

192.168.0.10  192.168.20.20
192.168.0.3 f 192.168.20.10
— | T
= - ge— I
neonT o
Debian aptor
RHEL gatway Laton-Ef
honeypot Kali
Attacker

root@Mohit|Raj: /2nd_edition/network_scanning
File Edit View Search Terminal Help
:/2nd_edition/network_scanning# ping 192.168.
PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.
64 bytes from 192.168.0.3: icmp reg=1 ttl=64 time=0.840 ms
64 bytes from 192.168.0.3: icmp_ req=2 ttl=64 time=0.681 ms
~Z
[3]1+ Stopped ping 192.168.0.3
:/2nd _edition/network scanningf# ping 192.168.
.168.0.20 (192.168.0.20) 56(84) bytes of data.
from 192.168.0.20: icmp reqg=1 ttl=64 time=0.930 ms
from 192.168.0.20: icmp_req=2 ttl=64 time=1.34 ms
from 192.168.0.20: icmp req=3 ttl=64 time=1.34 ms
~X64 bytes from 192.168.0.20: icmp_req=4 ttl=64 time=1.59 ms
64 bytes from 192.168.0.20: icmp req=5 ttl=64 time=0.999 ms
~Z
[4]+ Stopped ping 192.168.0.20
:/2nd_edition/network scanning$# ping 192.168.0.245
.168.0.245 (192.168.0.245) 56(84) bytes of data.
from 192.168.0.245: icmp_req=1 ttl=64 time=0.929 ms
from 192.168.0.245: icmp req=2 ttl=64 time=1.57 ms
from 192.168.0.245: icmp_req=3 ttl=64 time=1.69 ms

[5]+ Stopped ping 192.168.0.245
:/2nd edition/network scanning#
:/2nd_edition/network_scanning#
:/2nd edition/network scanning#




root@Mohit|Raj: /2nd_edition/network_scanning
File Edit View Search Terminal Help

:/2nd edition/network scanning# python ping sweep_ send rec.py
the Network Address 192.168.0.0
the Starting Number 1
the Last Number 254

IP

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.0.253
192.168.0.254
Time taken 0:00:01.102972
:/2nd_edition/network scanningf# nmap -sP 192.168.0.1—250.

.247
.248
.249
.250
.251
.252

OO0 oO0OO0COO0OO0O0




root@Mohit|Raj: ~/phy
File Edit View Search Terminal Help

:~/phy# nmap -sT 192.168.0.20

Starting Nmap 6.40 ( http://nmap.org ) at 2018-04-12 12:50 EDT
Nmap scan report for 192.168.0.20

Host is up (0.0079s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tep closed http

135/tcp open msrpc

445/tcp open microsoft-ds

MAC Address: 00:0C:29:43:6F:C7 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 18.02 seconds
:~/phy# python port scannerl5.py

Khhkhkhkhkhkhkdkhkhkdhhkhddhhhhhhdhhhhkhhhkhdrhkhhkhhhkhkdrkhdkrdrhhkhkrhhdrhhhkhhhhdhd

Welcome, this is the Port scanner

Press D for Domain Name or Press I for IP Address
Enter the IP Address to scan: 192.168.0.20
Enter the start port number 1
Enter the last port number 1000
For low connectivity press L and High connectivity Press H

Mchit's port Scanner is working on 192.168.0.20
dhhkhkhkhkhkhkhkhkhkrhhkhhkdhhhhhhdhhhkhhhkhdhkhkhkhrhhbhkdrkhkdrdrhhkhkrhkhdrrhrhkhhhhdhd

Port Open:—-> 135 —- Microsoft EPMAP (End Point Mapper), Unofficial
Port Open:-—-> 445 —-- Microsoft-DS SMB file sharing Official

Exiting Main Thread
scanning complete in 0:02:21.862832
:~/phy#
:~/phy# python port_scannerl5.py I




root@Mohit|Raj: ~/phy

File Edit WView Search Terminal Help
:~/phy#
:~/phy# nmap -0 192.168.0.20

Starting Nmap 6.40 ( http://nmap.org ) at 2018-04-12 13:06 EDT
Nmap scan report for 192.168.0.20

Host is up (0.0085s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tcp closed http

135/tcp open msrpc

445/tcp open microsoft-ds

MAC Address: 00:0C:29:43:6F:C7 (VMware)

Device type: terminal server

Running (JUST GUESSING): Lantronix embedded (85%)

0OS CPE: cpe:/h:lantronix:ets32pr cpe:/h:lantronix:1lrslé
Aggressive OS guesses: Lantronix ETS32Pr or LRS16 terminal server (85%)
No exact 0SS matches for host (test conditions non-ideal).

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at http://nmap.org

/submit/
Nmap done: 1 IP address (1 host up) scanned in 22.33 seconds

: ~/phy#




? ID Serve

Internet Server ldentification Liilib, +1.02 b
I D Se rve . Fersonal Secunity Freeware by Steve Gibsan _
: Copyright () 2003 by Gibzon Research Carp. i j

Background Server CQuery ] Q&Af Help I

Enter or copy £ paste an Internet server URL or IP address here [example: wisw microzoft com) :

Q) 1192.168.0.1

When an Internet URL ar IP has been provided abowe,
@ I Luery The Server I ﬁ press this button to initiate a quemn of the specified server.

Server query processing |
@ HTTF1.0 200 OK e
Sersar mohit ra)
Tip: Stawy ey
Date: bon, 02 Apr 2078 12:41:51 GMT

Cuery complete. E
The zerver identified itzelf as
@ |muhil raj |
] Goto ID Serve web page |
B livel.og - Notepad i m] X

File Edit Format View Help

INFO - 192.168.0.22 -- 07/Apr/2018 14:15:11
INFO - 192.168.0.1 -- ©7/Apr/2018 16:23:11
INFO - 192.168.0.1 -- ©7/Apr/2018 16:23:11
INFO - 127.0.0.1 -- 10/Apr/2018 ©9:21:11
INFO - 127.0.0.1 -- 10/Apr/2018 ©9:21:11
INFO - 127.0.0.1 -- 10/Apr/2018 ©9:21:40
INFO - 172.31.236.19 -- 10/Apr/2018 ©9:22:55
INFO - 172.31.236.19 -- 10/Apr/2018 09:22:56
INFO - 192.168.40.1 -- 10/Apr/2018 09:23:13
INFO - 192.168.40.1 -- 10/Apr/2018 09:23:13
INFO - 192.168.40.1 -- 10/Apr/2018 09:25:20
INFO - 192.168.40.1 -- 10/Apr/2018 09:25:21
INFO - 192.168.40.1 -- 10/Apr/2018 ©9:25:22
INFO - 192.168.40.1 -- 10/Apr/2018 ©9:25:22

R R R RPRPR




Chapter 7:
Foot Printing a Web Server and a Web Appli
cation

<address? ... <faddress=

4 | | 4

list[0]  list[1] list[2]  list[3]
a b

G:“Project Snake~Chapter S*programrinfo.py (:)
Enter the URL http:-/-/192_.168.8.5~/

Coding is not good

Apache~s2.2.3 (Red Hat?> Server at 192.168.0.5 Port 88{~

G:%Project ESnake~Chapter S>program>info.py
Enter the URL http:---192_168.8.5~/

error handling seems ok

G:“Project Snake>Chapter Sprogram>

G:“Project ESnake“Chapter S:program>info.py
Enter the URL http:---192_168.8.3/
lleh page iz using custome Error page (::)




<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</ head><body>

<hl1>Not Found</hl>

<p»The requested URL /v was not found on this server.</p>

<hr>

caddress>Lpache/2.2.3 (Red Hat) Server at 192.168.0.5 Port 80«/address>
</body></ html>

<!DOCTYPE HTML PUBLIC "-//IETF//DID HTML 2.0//EN"»
<html><head>

<title>404 Not Found</titlex

</head><body>

<hl>Not Found</hl>

<p>»The requested URL /g was not found on this server.</p>
</body></ html>

G:“Project Snake~Chapter Ssprogramrpython header.py
Enter the URL http: " wwu. juggyhoy.coms

Connection: close

Date: Tue. 21 Oct 2814 17:45:24 GMI

Content—Length: 8734

Content-Type: textshtml

Content-Location: http: 7wuuw. juggyboy.comsindex.html
Last—Modified: Sat. 20 Sep 2814 15:34:41 GMT
Accept—Ranges: bytes

ETag: "1%ade6befBd4cf1:7a4?"

Server: Microsoft-IIS5-6.8

#—FPowered-By: ASP.NET

G:“Project Snake~Chapter S*program>python header.py
Enter the URL http:-/-192_168.8.5~

Date: Tue, 21 Oct 2814 17:51:16 GMI

Server: Apacher2.2.3 <Red Hat>

#—FPowered-By: PHP-5.1.6

Content-Length: 1137

Connection: close

Content-Type: text html; charset=UTF-8




G:wProject Snakes~Chapter 5S-program>python header.py
Enter the URL http:-- -122_.168.8.6.7

Date: Tue. 21 Oct 20914 18:23:31 GHMT

Server: Apache

#—Powered-By: PHP-5.1.6

Content—-Length: 1137

Connection: close

Content-Type: text html; charset=UTF-8

K:\Book_projects\New folder>python whois5.py

Enter the domain : thapar.edu

( 'Downloading:', 'http://whois.domaintools.com/thapar.edu’)

IP address 14.139.242.189 is hosted on a dedicated server
Location : -Punjab-Patiala-Thapar University Patiala

K:\Book_projects\New folder>python whois5.py

Enter the domain : l4wisdom.com

('Downloading:', 'http://whois.domaintools.com/l4wisdom.com')

IP address 107.18@.1.1 - 166 other sites hosted on this server
Location : -Arizona-Scottsdale-Godaddy.com Llc

K:\Book_projects\New folder>python whois5.py

Enter the domain : packtpub.com

('Downloading:', 'http://whois.domaintools.com/packtpub.com')

IP address 83.166.169.231 - 1 other site is hosted on this server
Location : -England-Derby-Node4 Uk Hosting

K:\Book_projects\New folder>

K : \Book_projects\Project Snake 2nd\footprinting\foot-printing_programs>python email_finder.py
Enter the URL http://l4wisdom.com/indexl.php

mohitraj.cs@gmail.com

greatextreme@gmail.com

info@l4wisdom.com

f2340@gmail.com

K:\Book_projects\Project Snake 2nd\footprinting\foot-printing_programs>




hon banner.




Chapter 8: Client-Side and DDoS Attacks

Server-side validation

Web server

Client side
e ueneeses GG
De Eef Mew Miglory Jeokmads Pz Urcp
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J' T PHP
- Interpreater
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Database

Client-side validation




€@ [@19216805 v @

f5]Most Visited~ [l Offensive Security e Kali Linux & Kali Docs ﬂExpl.c:it

Enter yvour name




Enter URL http
| ancodi
_handl

POST htip: 168.0.5/submit .php appli
(na )

donly) ==

(. ihttp://192.168.0.5/dis.php Ed

€& | @ 192.168.0.5/dis.php

5 Most Visitedv [l Offensive Security e Kali Linux

| Name |Comment
IMohit  [Hello All

HACKER

New Comment Click here

Reviews Ring Tones Software

MHame Hokia C7
Price &0
DescriptionGood Mobile......

Add to cart

Hame iPhone 3G

Price 600 oot

DescriptionStunning Maobile......
Add to cart




¥ <table cellpadding="8" cellspacing="8" border="@px" align="left":

<form name="forml"™ method="post" action="addtocart.php"></form»

¢input name="id" type="hidden" value="2"3»

¢input name="name" type="hidden" wvalue="Nokia C7"»

<input name="image" type="hidden" wvalue="Nokia-C7.Jjpg"»

<input name="price" type="hidden" ualue="63">é}————

<input name="desc" type="hidden" value="Good Mobile"»

¥ {thody:

P otreadStre
<form name="form2" method="post" action="addtocart.php"»></form>
<input name="id" type="hidden" valus="3"3»
<input name="name" type="hidden" value="iPhone 3G":
<input name="image" type="hidden" value="iPhone-3G.ipg">
<input name="price" type="hidden" ualue="63@">é}————
<input name="desc" type="hidden" value="Stunning Mobile":

<CIr>
<td
<td

<Lr>

<td
<td

align="left"»&nbsp;</td>
align="left"»Price</td»<td align="left">| 60 |</tcd»</tr>
I

align="left">&nbsp </ /cd>
align="left">Price</tdr<td align="left"><?php echo |Sdatalhrrayv[l][4]} ?>< cd></ >




Mo

:/chapter 6#
route founc

P

ython sisp

1236
1237
1238
1239
1240
1241
1242
1243
1244

14,
14,
14,
14,
14,
14,
14,
14,
14,

841969
862146
869791
877692
896820
904863
913225
921821
952965

192,
192,
192,
192,
192,
192,
192,
192,
192,

168.
168.
168.
168.
168.
168.
168.
168.
168.

20 0000000

.45
.45
.45
.45
.45
.45
.45
.45
.45

192.
192.
192.
192.
192.
192.
192.
192.
192.

168,
168,
168,
168,
168,
168,
168,
168,
168,

[ R R - I - I - R - B - R <}
LV [y Y Ry ¥ Ry 5[y V[ 1Y R W Iy Y [y 1}

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

56666
56666
56666
56666
56666
56666
56666
56666
56666

LN A A R A

http
http
http
http
http
http
http
http
http

[SYN]
[SYN]
[SYN]
[S5YN]
[SYN]
[SYN]
[S5YN]
[SYN]
[SYN]




WARNING:
Enter the
Enter the

ots
I:-:l

o

ABB

n simp.py
tination

192,
192,
192,
192.
192.
192,
192,
192,

168,
16E.
168,
16E.
16E.
168.
168.
168,

0.50 192,
0.50 192,
0.50 192,
0.50 192.
0.50 192.
0.50 192,
0.50 192,
0.50 192,

- I o TR - I I R Y
LT[R 7Y Y Ry 5 [y ¥ [ Y [ Y iy Y

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

8943
8944
8945
8946
8947
8948
8949
8950

L ¥ S ¥ ¥ S ¥ T N ¥ ¥

http
http
http
http
http
http
http
http

[5YN]
[5YN]
[5YN]
[5YN]
[5YN]
[5YN]
[5YN]
[5YN]




mimp.py
destination

97 0. 651057 174.239.29.59 192, 168. 0. 3 TCP smartsdp =

98 0.651173 192.168.0.3 174.239.29.59 TCP http = smar]
99 0.678485 174.239.29.59 192.168.0.3 TCP svrloc = ht
100 0.678514 192.168.0.3 174, 239.29.59 TCP http = svrl
191 0.698433 174.239.29.59 192.168.0.3 TCP ocs cmu = h
182 0.693467 192.168.0.3 174.239.29.59 TCP http = ocs_|
103 0.722537 203.207.13.69 192.168.0.3 TCP iclcnet_swvi
104 0.722577 192.168.0.3 203.207.13.69 TCP http = iclc
195 0.733643 203.207.13.69 192.168.0.3 TCP accessbuild




[J dostxt x
F*********2014_11_08

DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS

Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected
Detected

74.
74.
74.

250.
250.
250.
.250.
.250.
.250.
.250.
.250.
.250.
.61.
.61.
.61.
.61.
.61. .
.254.
.254.
.254.

254

123126, 1770009 #**%kk%%%
12
.12
72

220
220
220
220

252.248.12.216




Chapter 9: Pentesting SQL and XSS

Client side Login form Internet

|. -*----

- i
—
- W
— i
Table j - weh-application

Database

Webserver

i -——

SELECT count(*) FROM cros where User="admin' and pass='ad12345'




G:~\Project SnakewChapter programs>loginl.py
Enter the full URL http:~--192.168.8.6/
1922.168.A.6-adnin—login.php

1?22.168 .@.6-admin.php

192 _168.8.6/adninistrator-index.html

1?22.168 .A.6-authadmin.php

192,168 .8.6-cp-html

192 168 . 8_6-1ogin_outs

192_.168.8.6-adnin/

URL found —— 1%2_168.8.6-admin~
Preszs ¢ for continue : ¢
192168 B _6-signins
192168 . B.6-administrator._html
192 168 A ARArantwnls

ML S e w LUSLF o EF o U CLLANT LI Y LN
192.168.8. 6 /adnin/account . php
192.168.8.6/admninpane 1~

192 _168 _B.6isadmin . php
192.168.8.6-yvonetici.php
192.168.8.6-1loginerror/
192_168.8.6-bb—adnin-index.html
192.168.8. 6 /adnin/index.php

URL found —— 192.168.08.6-admin/index.php
Prezs ¢ for continue =

G:~Project Snake~Chapter 7?~programs>python data_handler.py
Prezs

G for Create. U for Update. R for retrieve

E for exit

oo oo - Juf—ef-Jof - Juf—of-Jof - Juf~3ef-Jof - Jof~ef-Jof - Jof~ef-Jof - Jof—Tef-Jof -Jof e -Juf -Jof—Jef I -Jef e -Juf-of e -JofJef-Tef-Jef-oE-

Enter r m

php

[fadmin—login.php’, 'admin.php’,. ‘administratorsindex.html’ .
p-html’, *login_outs*, *admins'. *signins’, 'administrator.ht
anel-administracionsindex.html’, *pagessadminsadmin—login.php
fadmincpsindex.html’, ‘userss' . *higadmins'. *logins’. ‘super
minA* . ‘manage.php’,. ‘admsindex.php’,. "home.html’, ‘uszerlogin
'navSiteAdmins’ . ‘kpanels* . ‘panels’ . fadminZ.php'. fadmin_ar
, Tadminitemss', ‘adminAcontrolpanel.htm’, ‘Indy_admins',. "ire




gzip transfer e

admin/inc hp appli

ing

.php appl

attempts
admin" #

# 1

$uname $ POST['user']; ] _
$pass = $ POST['pass']; > Entered by user

$uname = $ POST['user'];
$uname = mysql real escape string($uname);
|

$pass
$pass

$ POST['pass'];
mysql _real escape string($pass);




€ > C A [119216805




€ - C A [)192168.0.5/dis.php

| Name ” Comment

|aaaaaaal|~SCRIPT=+alert("KCF")=/SCRIPT=

|aaaaaaa||{script==ﬂlm(l}<2-’script>

|aaaaaaa||{5::n'pti=alert(;'KCF.-"}ﬁ-‘s-:ript}

|aaaaaaa”{a onmouseover={alert(1 ) =KCF ‘=;-"a}|

New Comment Click here

1

Prevent this page from creating additional dialogs

—T—




G:swProject SnakesChapter “programs>python xss_data_handler.py
Press

C for Create. U for Update. R for retrieve

E for exit
r3mE-30E~aE—JE 30 ~eE~aE 0 3o ~aEJE 30 —eE—aE—J0 3o ~eE—JE e —eEnE I 3o ~eEJE—JeE—eEIaEJaf e —eEJnE—Jef e Iei-Jef-Tef-eE-eE-ef-

Enter r
rJmE-30E~aEJmE 30 ~eE—aE—J0f 3o -eE—JnE o —eEIeE—Jef e -eE-TeE-Tef-BE-
WEE
[*{SCRIPT >+alert("KCF"»{ SCRIPT>', ’'<{scriptralert{ld<{ /script>’. "<{=c
KCFA/3</script>’ . '<{a onmouseover=Calert{133>KCF{ a>',. '<{pronmouseove
talertC1>; XHCF{/p>**', '<article xmlns="">{img src=x onerror=alertCl>"
*{eugiistylerkltimg src=x onerror=alert{1d&gt{ /svg’> *, *“onmouseou
" ralert (1 2&Enull==""", "N X scriptHl{SSoeoript . N X< hody
P rlscpiptXl<SSseerdipt . P V"3 body onload="1">', ‘'{img src=""x:k
"alert 12> . ‘{meta http—equiv="refresh" content="8;javascripticolo
. "esepsesiptralert (134 /s /e sipt 2 L Hscriptalert {13 < /script >’ |
=alertil>;' . falertd1?", *<img src="{ing src=x""onerror=alert{ld ">
Fercsonerror=alert{12>' N #3Cimgx28namex3IDgetElementsByTagamex2@sp
promptC—[ 1< /script !, "scrs ¥wsdptlralert{ld{ /sc *x ipt’ . ' H{zcript
cript>’ ‘onmouseover=alert{l1);’ . 'alert{1>", “evaldl’sS141551545514555
MobBlnsG1? 2]
Total Humber 20
Press
C for Create. U for Update. R for retrieve
E for exit
rImE—3aE—aE e e ~3ef ~Jaf ~JuE—Jf—Jaf—aE—JeE e e 3o e ~Juf—Jf—Jaf—JaE—eE e e -Jef e -Juf-Jnf-Jnf—JaE e e e -Jef-Jef-Jef-Jf-JefJeE-eE-E-

Enter

name

" n
comment
n




ython xss list.py

&« C M [ 192168.05/disp

‘ Name || Comment

ddaadada |aaaaaaa

daaaaaa |aaaaaaa

\ |=SCRIPT=+alert("KCF")=/SCRIPT-

‘ || <script=alert1)=/script=

New Comment Click hers

while($row =

mysql fetch array($result)){

//Display the results in different cells

echo "<tr=<td=" . $row['name']. "</td=<td=>"
"o/tde</tr=";

['comment']})

—
//Table closing tag

echo

</table=";

htmlspecialchars($row




