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Boyd's OODA Loop
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Chapter 2: Intelligence Development

Knowledge Management
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PIR:

Which personnel had access tothe logs for X server during

the month of November and December or 2017 and what time
did they access it?

Information
Collection
Requirement

Package
Requirement:
Name/Date/Time

PIR:

Which personnel had access tothe logs for X server during

the month of November and December or 2017 and what time
did they access it?
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Requirement: Scott ggiuz 2300

Name/Date/Time
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PIR:
Which personnel had access to the logs for X server during

the month of November and December or 2017 and what time
did they access it?

201711

SOC
Analysts

Charles 14 1000

Information
201712 Producti Lead Sys

Justin 19 0345 roauction Admin

Requirement
201712
Scott 2300 .
20 Daily

SecOps
Meeting

Standard Communication Channel - Point to Point Mode

PIR:
Key Risk Indicator: Social media credential harvesting activity

ALARM: Cyber Intel Report

31DEC2017/15  Preliminary Summary:

Date/Time DOCET ore Clo
In the past 24 hours, IT Helpdesk has g€
Attack Type  Spear Phishing been receiving inquiries from our
employees about the validity of a
IT Helpdesk message sent on LinkedIn. Message
Incident subject line was "Fellow Colleague" and
Sources Response directed the user to follow a fake link to
Threat Intel a product in our line. The user is then Org CISO
prompted for their credentials to allow
Organization "special" access. Once user credentials
Impacted Yes are given, a new tab is opened to the Information
home page of the organization. Users . .
are reporting that their passwords have # PrOd_UCt'on Regional
Region EMEA been changed. Requirement CIO
Affected
IT Security analysts report that there has
X UK been X amount of traffic to the
Countries FR suspected site and have identified that Regional
Affected HU users who are in finance departments cISO
CH are being targeted.
Information i, Recommend Regional/Country IT manager
Targeted and liaisons:
- Inform users
. . - Report compromised accounts
Attack Vector E;i:éi’r\:led'a' immediately to

incidentresponse@mail.com

Alarm Communication Channel - Point to Point Mode
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PIR:
KEY Risk Indicator: Social media credential harvesting activity
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Chapter 3: Integrating Cyber Intel, Security,
and Operations

Strategic Capability Maturity Model: Cyber Intelligence

*Security Skills Training

*Application Software Security
*Incident Response Capability
*Penetration Testing and Red Teaming

*Boundary Defence

*"Need to Know" Access Control
*Wireless Access Control
*Account Monitoring and Control

*Limitation and Control of Network Ports, Protocols and Services
*Data Recovery Capability
*Malware Defence

*Audit Log Monitoring and Analysis
*Email and Web Browser Protection
*Malware Defence

*Inventory of Authorized and Unauthorized Devices and
Software

*Secure Configuration Management for Hardware and
Software

*Vulnerability Assesment and Remediation
*Administrative Privilege Control
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Business Goals

Enterprise Architecture

Business Architecture People

|

|

|

I q Partners Product
Data/Application Architecture |

|

|

I

173
(5}
=
=
o
=
o
73
[}
>
=
@)

Process

Technology Architecture

Example Risk Matrix

Negligible Marginal Moderate Critical Catastrophic

Certain Low Medium High High High

Likely Low Medium Medium High High

=
o]
©
)
[e]
p—
o

Possible Low Low Medium Medium High

Unlikely Low Low Medium Medium Medium

Rare Low Low Low Medium Medium
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Cyber Intel Levels
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Cyber Intel Program Roles
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Chapter 4: Using Cyber Intelligence to
Enable Active Defense

The Cyber Kill Chain

[ Phase 1: Preparation ][ Phase 2: Intrusion ][ Phase 3: Breach

Delivery Exploitation Installation Commandiand Actionson

Control Objective

Thrasi Threat Actor A TTPs
Intelligence
Country of Origin: X Country

Type of Attack: Distributed Denial of Service
Method: Bot net, Ping of Death

Target Organizations: Dadi Inc

Open Source Risk and Impact: High/High

Intelligence

Example: Strategic Cyber Intelligence Information Flow
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PIR:
Identification of threats that have interest in adversely impacting IT operations

Threat Threat Actor A TTPs
Intelligence
Country of Origin: X Country

Type of Attack: Distributed Denial of Service
Method: Bot net, Ping of Death

Target Organizations: Dadi Inc

Open Source Risk and Impact: High/High

Intelligence

Example: Strategic Cyber Intelligence Information Flow

Strategic to Tactical Communication nnels

IT Regional

Officer
IT Security IT Operations

Managers Managers

Cyber Intelligence:
Tactical Level

Information
Flow
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Chapter 5: F3EAD for You and for Me

Military Targeting Process

Where is the
target ?

Use Information to
Get New Target
Information

Lock onto the
target

Finish

Gather Additional .
Information Gained Capture/Kill

from the Mission Target

Targeting Process: Budget

What is our
If we are underbudget, budget each
where can we use quarter?
funds to create value?

If we are overbudget,
where do we need to
decrease resources?

We can't spend
more than X
amount per quarter

Do we have extra

funds? Optimize

expenditures to not
go over budget

Did we find any
place to have cost
savings?
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Strategic Level

Tactical Level

Operational Level

P'aDr)ning and Cyber Intelligence Process Integration
irection

Dissemination
and

Integration

Intelligence Process

ol

Analysis and Processing

Production and
Exploitation

Disseminate

‘ F3EAD Process '
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Cyber Intelligence Process Integration

g Priority Information Request
Q g 1.What are our critical applications?
3 A ) 2.Where are the applications located?
\% § ‘Intelllgence Process ' 3.Format "App Name, Region, Country”
LT
(o =
= O
?
T
Intelligence Process Steps
‘;' 1.Planning/ Direction
g % 2.Collection
i ‘Intelligenoe Process 3.Processing/
S & Exploitation
= & 4.Analysis and Production
= 5.Dissemination/
@ Integration
‘ ‘ 6.Utilization
F3EAD Process Steps
5 1.Find
* )
> 0 2.Fix
O =
= £ ‘ F3EAD Process 3.Finish
g § 4. Exploit
=8 5.Analyze
g = 6.Disseminate
o= w 2
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Operational Level

_ g Priority Information Request
w 5 1.What are our critical applications?
§ 2 2.Where are the applications located?
-% § ‘Intelllgsnoe Process 3.Format "App Name, Region, Country"
o
)
e
W Vg
- Priority Information Request
% 5 1.What are our critical applications?
§ 2 2.Where are the applications located?
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o v
g
[
@
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Cyber Intelligence Process Integration

W, Vg
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W Vg

Intelligence Process Steps
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2.Collection
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1.Find

2.Fix

3.Finish

4.Exploit
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Cyber Intelligence Process Integration

Priority Information Request

1.What are our critical applications?
2.Where are the applications located?
3.Format "App Name, Region, Country"
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o
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Tactical Level
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Priority Information Request

1.App A, Region APAC, New Zealand
2.App B, Region APAC, Australia
3.App C, Region APAC, Japan

4.App A, Region EMEA, France
5.App B, Region EMEA, Germany

6. App C, Region EMEA, Switzerland

telligence Process

W 2

4

Priority Information Request

1.What are our critical applications?
2.Where are the applications located?
3.Format "App Name, Region, Country"

Priority Information Request

1.App A, Region APAC, New Zealand
2.App B, Region APAC, Australia
3.App C, Region APAC, Japan

‘ F3EAD Process

W 22

Intelligence Process Steps
1.Planning/ Direction
2.Collection
3.Processing/

Exploitation

4.Analysis and Production
5.Dissemination/
Integration

6.Utilization

F3EAD Process Steps
1.Find

2.Fix

3.Finish

4.Exploit

5.Analyze
6.Disseminate

[26]




Practical Cyber Intelligence

The Cyber Kill Chain and OODA Loop

( Phase 1: Preparation )( Phase 2: Intrusion )( Phase 3: Breach )

n - - . Command and i
Reconnaissance Weaponization Exploitation Installation ACtp ns on
Control Objective

OBSERVE ORIENT/DECIDE ACT OBSERVE

The Cyber Kill Chain and OPSEC

[ Phase 1: Preparation ][ Phase 2: Intrusion ][ Phase 3: Breach ]

Command and Actions on
Control Objective

Delivery

\ \ \ J
| |

| PROACTIVE MEASURES REACTIVE MEASURES

How do we monitor for malicious payloads

and exploitation attempts?

How do we monitor for
privilege escalation?

How do we monitor for data
exfiltration?

How well can we respond to a

How do we How can they

Qe el Who has the administrative privileges to

install software?

exposure of vulnerabilities
our critical to these
information? systems ?

breach?
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The Cyber Kill Chain and Intel Cycle

( Phase 1: Preparation J( Phase 2: Intrusion )( Phase 3: Breach

How do we monitor for malicious payloads How do we monitor for
How do we How can they and exploitation attempts ? privilege escalation ?
limit the exploit ” X W A
exposure of WlinaElEiiics Who has the administrative privileges to How do we monitor for data
our critical to these install software ? exfiltration?

information? systems ?

How well can we respond to a
breach ?

Planning and

Direction
<
S
o
=)
g Dissemination
5
@ and i
Integration Intelligence
Process
f
K] Analysis and Processing
2 Production and :
s Exploitation
s
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The Cyber Kill Chain and F3EAD

( Phase 1: Preparation ][ Phase 2: Intrusion ][ Phase 3: Breach

How do we monitor for malicious payloads

How do we monitor for

How do we How can they and exploitation attempts ? privilege escalation ?

limit the exploit — - =
exposure of vulnerabilities Who has the administrative privileges to
our critical to these install software ?

information? systems ?
101
Disseminate
F3EAD

4 Process 4

How do we monitor for data
exfiltration?

How well can we respond to a
breach ?

Operational Level
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Chapter 6: Integrating Threat Intelligence
and Operations

Understanding the Threat Intelligence

Honeypots
and

OSINT and Malware
HUMINT Processing

Scanning
and
Crawling

Indicators of Compromise
¢ |P Addresses

* Bad Domains

¢ SHA-1 and MD5 Hashes
* File Size

* Operating System

Industry Specific

Threat Intelligence
Threat Actor Specific

Malware Specific

il
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Capability Maturity Model: Threat Intelligence
Overview

y

Level 1-Threat
Intelligence
Collection
Capability

Level 2-Threat
Intelligence
Integration and
Dissemination

Capability

Maturity

Capability Maturity Model: Threat Intelligence
Level 1-Threat Information Source Selection

y

>

Phase C
¢ Threat intel is
customized to
Phase B address

* Threat intel is organizational
collected based on priorities

the specific industry

Phase A
¢ Threat intel is
collected but not
specific to the
organization or
industry

Capability

Phase - Initial
* No threat intel is
collected

Maturity
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Overview crested during test 24 nours v (NI
Visualization of Malware Clusters Subscribed Pulses

wecon [N

Y | Security News

(g o <ores mining orero

0 Critical CPU flaw breaks basic security for
most computers
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ts

p fakes Adobe

Security Events

» Q APT Malware Delivered over Facebook

Report count R

Sandox Alers

@ osvcelsront RAT Tech Talks
OAYS AGO AlenVault
. . . BN
Select Malware Family Above for More Details _ . =
1 Used to Del Miners ]
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[32]




Practical Cyber Intelligence

Visualization of Malware Clusters: nUFS_pdf view detalls X

ocncon

Related Pulses

Features

Visualization of Malware Clusters

™

100

Report count

Sandbox Alerts
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We've found 18,814 pulses Lo wecomu cneareo — I vow: swow utruises

TELNET/SSH honeypot access IP 23/Feb/2018 : Location:Japan
[ apa_aniek

h‘ 41
TELNET/SSH honeypot access IP 22/Feb/2018 : Location:Japan
[ s s n

rwf " 41

Go Daddy Phish

x : ) g

Free Guide to
Open Source Network

Security Tools OopslE! OilRig Uses ThreeDollars to Deliver New Trojan
= - n
DOWNLOAD NOW »
test pulse
z ‘ N ;
3 susscrus |
We've found 52,825 users
JNAZARIO
. 445 | 486 | 679931
; FoLLoweRs | SUsScRIBERS | CoNTRIBUTED
Al 225 puisis | @ o contmsunions NOICATORS
MARCORAMILLI
216 | 240 | 558158
FOLLOWERS | SUBSCRIBERS | CONTRISUTED
AV 2222 puses | £ o contmsumons NorcaToRS
o~ MALWAREPATROL
" 864 DAY AGO 502 | 692 | 64587
foLloweRs | SUBSCRIBERS | CONTRIBUTED
AV 69 puises | o o conmsunions WoeAToRs
METADEFENDER
@) e e Ll 121083
Al s puses | @ o contmsunions ' T inbicarons
ALIENVAULT
106 0AvS G 1628 | 49963 | 62489
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A]" 1181 puLses | #® 110 CONTRIBUTIONS NDICATORS
BURBERRY
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Spyware

APT

Blue Team Intelligence - Open Forum

== 383 258
A pla osec teams and researchers to collaborate and share threat data observed in the wild or their corporate environments. In your request for access please include your twitter handle, you EIEEE LRz

MISP FEED

Nuisances which waste server time and bandwidth

. 4 16
As the name already says it loud and clear: Spam/harvester/proxy morons which waste server time and bandwidth IS A

We've found 2,759,678 indicators [ SORT: NAME ASCENDING ~ |

“-javascript:alert(1)-"

Type: FilePath

__wretw_w4523 345

Type: Mutex

_DECRYPT_FILE.html

Type: FilePath

_DECRYPT_FILE.txt

Type: FilePatl

_sipfederationtls._tcp.40gmail.com
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We've found 9,220 malware [ sorT: ~ |
Backdoor:MSIL/Bladabindi 83
Category: Backdoc ) PULSES
Virus:Win32/Nabucur 29
Cartegory: File Infector PULSES
Trojan:Win32/Skeeyah 18
Category: Trojan PULSES
Worm:Win32/Mira 1
Caregory: Wo PULSE
Worm:Win32/Allaple 55
Category: Wor PULSES

We've found 17 industries

X Aerospace

- Agriculture

A Chemical

5] Construction

& Defense

m Education
Energy
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We've found 100 adversaries

APT 16

APT 29

Also known as: Dukes, Group 100, Cozy Duke, CozyDuke, EuroAPT, CozyBear, CozyCar, Cozer,
Office Monkeys, OfficeMonkeys, APT29, Cozy Bear, The Dukes, Minidionis, SeaDuke,

APT 30

Also known as: APT30,

&« C | & Secure | https://tweetdeck twitter.com/#

W Q  #oday Q. #zeroday Q  #Threatintel

Web Sécurité 11 Filter your search for betier resulis
RT @rtehrani

/#w. DonnaCM X 1

‘\\_‘, Symantec’s Managed Adversan &
Threat Intelligence Team shares 6
SKIHS That Will Turn You into a Great

ThreatMeter @i

g

0.12.7.2 - Detection Bypass
VUInerabnuv [remote S

hreatinte \Analvst HSE(

g | ThreatMeter
= ytoday
Examination M 'Ianagemem System -
Cross-Site Scripting Vulnerability
[#0day #Exploit] if.t2Cg4pKl

Th reatMel.er

)

Encryptlon Gatev /ay 5.9 (Build
1111.00) - mumple Vulnerabilities
[#0day /

Envescent @envescent 32m
» Another reason having a #WAF & a

hardened server makes sense.

Web Sécurité 11
er RT @ap
ine x64 &lt; #Financial #(

ALERT.
multiple #vu

"

| has patched
ilities in the #CMS

x| Th reatMeler

" 6.0.80 - nxfuse Privilege Escalation Into Effect s00n ow Iy/Kimi E:i:glm some oTwhich are deemed
Exploit [#0day #Exploit] ift.t ’
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3

Q  #Threatintel <

0N Content -
Matching “#Threatintel’

@ Location ~

Tweets geo-tagged near

& New York, NY

Radius 20km A
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Q #Threatintel

specific user

odtuna

1
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Q

v

#Threatintel

-
i ntar

Matching ‘#Threatinte

Within 20km of Mew York, N

Users

By @o4tuna

Engagement

At least
at least

and at least

-

71 Retwests
07 likes

) replies

26
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Alerts

2. Threatintelligence

This will create an email alert for || NNENENEGRNGGEEEEEE

Alert preview
NEWS

Enabling Better Risk Mitigation with Threat Intelligence
Dark Reading

Correlating external cyber threat intelligence with internal telemetry can help provide the context you need for
prioritized responses. Indicators of compromise and other intelligence on threat campaigns, recent incidents,

threat actors and their TTPs can help give you an idea of the threats that you should ...

Early detection and rapid response critical for targeted attack remediation

News ATT
The report outlines the comprehensive forensic analysis framework in the RSA approach to threat response and
mitigation, noting that the response process "..takes into consideration data from multiple sources including in-

house systems, open source research, “RSA Live” threat intelligence and the ..

Decentralized IT Security Marketplace PolySwarm Launched Public Token Sale
beMewswire (press release
PolySwarm incentivizes a global community of information security experts to disrupt the 58.5 billion cyber

threat intelligence industry, providing enterprises and consumers with unprecedented speed and accuracy in
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Capability Maturity Model: Threat Intelligence
Level 1-Threat Information Source Selection
Phase A

Threat Intelligence

-------

e

|Pg i amlreal o o o S g

Namai= Hasses

Industry

Manufacturing

. Healthcare

[

[<}

.g
Defence

5

£ Retail
Automotive
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Capability Maturity Model: Threat Intelligence
Level 1-Threat Information Source Selection
Phase B

Threat Intelligence

F——— — = — =
1
|
: r-=---— --=-=- A
| : Industry :
|
1 : 1
| = | - Manufacturing |
]
- | |
1 ® 1 Defence 1
 E
s | |
: = ! Automotive !
- 1 1
e e e e e e e e e e e e e e e e e mm e e e e e e Em e o = = - o4 h e e o oo oo o - - 4
Capability Maturity Model: Threat Intelligence
Level 1-Threat Information Source Selection
Phase C
Threat Intelligence
r r bl
Domain RERIES
r—=--—-—-—-=-- hl
BriE Hashes Industry

F = — e e - - == - -

I I
I I
I I
I I
I I
! Threat !
| A I
I I
I I
I I
I I
| |

Information

Information Information Information Information

L e e e e e e e e ==
P = — o — ———— - -

- Manufacturing
. Defence

Automotive
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Capability Maturity Model: Threat Intelligence
Level 1- Threat Information Source Selection

4

,-l? Phase C

E * Threat intel is
© Phase B customized to
Q. address

< ‘ * Threat intel is organizational
b Phase A collected based on priorities

the specific industry
¢ Threat Intel is

Phase - Initial collected but not
o specific to the
* No threat intel is organization or
collected industry

Maturity
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Capability Maturity Model: Threat Intelligence
Level 2-Threat Information Integration
Phase A

Security
Operations IT Operations
Center
Threat Intelligence

®
=
=
3
[

Threat
o

Domain

Hashes

Industry

1

I
- Manufacturing :
1

. Defence 1
1

. Automotive !
I

Domain

Threat
Actor

Domain

| |
! !
1 |
1 1
1 1
! Threat !
1 1
1 1
1 1
1 1
| 1
1 |

Information

Information

r————————————
L e e e e e e — =
F——— - - - - - - - - =
U U R

Information

Information Information

) bec‘unt)f . ek Network Threat l\/@lwa re
Configuration Analysis

Security
Management Management

Vulnerability Systems
Management Administration

Operations Management

[45]



Practical Cyber Intelligence

Capability Maturity Model: Threat Intelligence
Level 2-Threat Information Integration
Phase A

Security
Operations IT Operations

Center

,.___L__., -

Domain

Information

Information Information Information

,____________
b e e e e —— - =

Security
Configuration
Management

Threat
Management

Vulnerability Systems
Management Administration

Integrated

1
1
1
| Report
1
1
1

Reporting

Capability Maturity Model: Threat Intelligence
Level 2-Threat Information Integration
Phase C

IT Operations

. R . .

Threat
1

1 1
| 1
1 1
| I
| 1
: : Domain Threat Intel Dashboard
| I
1 1
1 1
1 1
| 1

Information

FPmmmm e m e m——— 4

Information Information Information Information

" R ) [l 4 L

Securi Stw
 Securty Network tlem“)m Threat
Configuration Security i,
Management Management geme

Vulnerability
Management Administration

Operations
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Chapter 7: Creating the Collaboration

Capability

* Policies

* Key Performance
Indicators

* Key Risk Indicators

* Project Plans

* Official Emails

* Presentations

* Reports

* Press Releases

*  White Papers

Work Peer Groups
Influence

Casual Email

Text Messaging
Phone Calls

Body Language
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Planning / Cyber Intelligence Process Integration
T Direction
5
—
® Q
2
£
2]
Intelligence Process
2
3 Dissemination/ Processing /
.S Integration Exploitation
g
= t} Analysis and
Production Disseminate
F3EAD Process
°
3
©
=
=]
8
@
o
) @

Responsible Accountable Supporting Consulted Informed Matrix

T ses — Toservoe ook [DSorwes

Task 1 Responsible Informed Consulted Accountable
Task 2 Accountable Responsible Informed Consulted
Task 3 Consulted Accountable Responsible Supporting
Task 4 Supporting Consulted Accountable Responsible
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Key Risk Indicator Example

Average Vulnerabilities Per System
45
3.5

2.5

15

0.5

Quarter 1 Quarter 2 Quarter 3 Quarter 4

=—High

Key Risk Indicator Example

Average Vulnerabilities Per System

Key Risk Indicator Threshold

2
. Key Risk Indicator Threshold

Quarter 1 Quarter 2 Quarter 3 Quarter 4

—High
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Architecture

Driving Force

Strategic Level Collaboration- Cyber Intelligence
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@ o

4

Technical Reviews - Exceptions

Service Tools User Management

Organization Asset Management [c]
>

Dependency

Tool Asset Management

Ly

Dependency

Vulnerability Management Portfolio Scamning. | @
Operational Processes

Reporting Portfolio Service Support
Re-Scanning ©Ticketing Process

Tool Asset Management Change Request

Local Patch/Change Management Process

v
Dependency
D D

»

Local Application Owners

Dependency

Infosec Remediation Support Senvices

Dependency
Vendor Reporting(Input) @

0 ional Reporting

Analysis and Di

Organizational Reporting(Out) ©
V¥

Dependency

Dependen
pendency Vendor Patch Management Process [
Dependency
2
Dependency N Hosting Tower oY
Dependency

hange Management Process
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What What What
Strategic Level Why Why Why
PIR 1 PIR 2 PIR 3
What What What What What What
Tactical Level Why Why Why Why Why Why
PIR 1a PIR 1b PIR 1c PIR 2a PIR 2b PIR 3
What What What What What What
Operational Why Why Why Why Why Why
Level PIR 3 PIR 1b PIR 1a PIR 2b PIR 2a PIR 1c
Team 1 Team 2 Team 3
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Strategic Level

Presentation

PIR 1 Information

Central Repository

PIR 2 Information

PIR 3 Information

1

1

1

What What

Tactical Level Why Why

PIR 1a PIR 1b

What What
Why Why
PIR 1c PIR 2a

What What

Why Why

PIR 2b PIR 3
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PIR 1 Status PIR 2 Status PIR 3 Status

Category 4 =
Category 3 =
Category 2 E
Category 1 L

e—Series 1 =—Series 2 W Category 1 m Category 2 2 4 6

—Series 3 m Category 3 m Category 4 M Series 3 M Series2 M Series 1

Risk Level
1. APAC reports...

2. EMEA reports...
3. AME reports....

Items of Note

ITIL Incident Management Process Security Incident Management Process

IT Operations Service Management

IT Service Operation

Incident Management Support
Monitoring and Escalation

1%t Tier Support

2"d Tier Support

; ;
i ;
; ;
i :
; ;
i i
; ;
i i
; ;
i i
; ;
i i
; ;
; i
: ;
; i
: ;
; ;
: :
: :
! Communication? '
i i
; ;
i i
; ;
i i
; ;
i i
; ;
i i
; ;
; i
: ;
; i
: ;
; ;
: :
; ;
: :
; ;
| :
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ITIL Incident Management Process

IT Operations Service Management

IT Service Operation

Communication?

* Incident Management Support
*  Monitoring and Escalation

e 1t Tier Support

e 2" Tier Support

* Preparation

* Detection and Analysis

* Containment, Eradication, and Recovery
¢ Post-Incident Activity

ITIL Change Management Process

IT Operations Service Management

Authority? Authority?

IT Service Operation

Assessment of Change Proposals

Request for Change Logging and Review
Changes Assessment by Change Manager and
CAB

Change Scheduling

Deployment Authorization...

Tactical Level Presentation

PIR 1 Information PIR 2 Information PIR 3 Information

 § 1 1

What What What What What

Operational Why Why Why Why Why

Central Repository

Level

PIR 1b PIR 1a PIR 2b PIR 2a PIR 1c

Team 1 Team 2 Team 3
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Change Management

>Tr”

Q1 Q2 Q3 Q4
= Complete ==In progress

e \Working

=
v
=
m©
C
<
C
Q2
)
s
o
(]
€
[J]
o

Quarter 1

APAC

Vulnerability Management

M Avg High
m Avg Med
m Avg Low

Avg Info

EMEA

Quarter 3 Quarter 4

Security Configuration
Management

Quarter 4 -
Quarter 3 E
Quarter 2 b

Quarter 1 _

0 200 400 600

mOn Hold mIn Progress M Fixed

Risk Level

e

N v &)
AN S N

@Q" ‘@% &‘Z’% \?'%
o3 & ¢4 &

—Series 1

Example Tactical Cyber Intelligence Dashboard
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Critical Application Risk
Status

>’

Q1 Q2 Q3 Q4

= Alpha ===Bravo =——Charlie

Blue

Threat Intelligence

Eternal 6/28/2017

Petya 6/27/2017

Operating Systems Compliance
m Compliant
M Not

Compliant

W Exempt

mmm

APT 76 2/21/2018 W

X Low

Y Low

Remediation Metrics

Quarter 4 -
Quarter 3 E
Quarter 2 b

Quarter 1 _

0 200 400 600

H OnHold ®In Progress M Fixed

Example Tactical Cyber Intelligence Dashboard
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Chapter 8: The Security Stack

Vulnerability Management

Simple Vulnerability Management
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Vulnerability Management

Complex Vulnerability Management

N
N
N

Data Center 1

Data Center 2

AN

.-
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and Sharing

ecurity State
Analysis

Data Exposure
and Sharing

Vulnerability Discovery ontinuous
and Detection =
Monitoring

il

 —
Operations

f;

Data Exposure

InfoSec
Governance

]

—

e

curity Content
Management

Operations

Operational Capabilities
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Security Team Capabilitie
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Security Team Capabilities
and F3EAD
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T

Security
conﬁguration
aN3gement Corq

PrOcesses

—

Security state
Nalysjg

.,
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Security Configuration Management-
Core Processes

* Create and distribute content for configuring all
technologies that are resident to the network
* Content:
« Center for Internet Security Benchmarks

¢ US Defense Information Systems Agency
Security Technical Implementation
Guides

* Information Assurance

Vulnerability Management
* Industry Best Practices

« Stakeholders

Secumy State
Analysjg

Discovery and
Detection

\, )

S

Risk Mitigation

Security Configuration Management-
Discovery and Detection

* Discover and audit assets
with standardized
automated tools

* Network scans and Host
Reporting

* Tools:

* Policy Compliance Scans

* Mobile Device Compliance
Reports

."\
Security st
nalysis
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Security Configuration Management-
Risk Mitigation

* Assess the risk by
correlating asset
attributes and
compliance evidence

* Situational awareness for
stakeholders provided
through reports

Securitly State
Nalysis Risk
Mitigation

Security Configuration Management-
Security State Analysis

* Provide cognizance of the
state of security for:
* Regions
* Countries
* Business Units
* Application Owners
* Operating Systems
* Networking Devices Security State

nalysis Risk
\, — MItlgathn
\/
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Security Configuration Management-
Integration into SOC

Security State Analysis j %

y
y

o
Config Discovery Config Risk curity State Analysis %
and Detection Mitigation

" il - |

&vg g

Server Rooms Data Centers

\_/u

| Security Configuration |
Management

‘ Data Exposure and Sharing

rity Configuration
Management

Cloud Solutions

Security Configuration Management:
Process Example

_—

Security Configuration

Security State Analysis

Security Configuration Management Web Application Scanning

i e——
Windows Database Baselines
Baselines Baselines

LINUX/UNIX Networking
Baselines ice Baselines

"
(%]
o
o
o
S
o
(]
=
T
(%]
(5]
o

Risk Mitigation
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Vulnerability Management:
Process Example

i bility Di y and
Detection

v

Security State Analysis

Vulnerability Management Web Application Scanning

1

1

1

o |

Y |
1

Discovery 1
Scans 1

1

1

1

1

Risk Mitigation

"
(%)
1}
Q
o
S
a
o
=
[
(%)
©
o
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Vulnerability
Management

VM Scans
e

Discovery
Scans

Web App
Scans

SCM and VM: Simple Service Integration

Security State Analysis

Risk Mitigation

Security Configuration
Management

Windows
Baselines

Database
Baselines

Networking
Device Baselines

LINUX/UNIX
Baselines

Webserver/App
Baselines
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Red Team:
Process Example

curity State Analysis

Methods Constraints:
Vulnerability Scanning 1. Time
Web App Scanning 2. Skillset
Social Engineering 3. Rules of Engagement
Dumpster Diving

Baseline Process
Risk Mitigation
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SCM, VM, and Red Team: Service Integration

Security State Analysis

+
-

Vulnerability
Management

Security Configuratiol
Management

Risk Mitigation

Windows
Baselines

Database
Baselines

Networking
Device Baselines

LINUX/UNIX
Baselines

Webserver/App
Baselines

] - ————

SCM, VM, and Red Team: Service Integration
with Dashboard

rEeEnN N

Data Exposure and Sharing
Vulnerability
Management

______________ -
st A lliil
> @ : ,
Example O i Cyber If D:
)
i

Web App
Scans
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Change Management Vulnerability Management Security Configuration
Management
avtow

e
§
3
H

Data Exposure
and Sharing

Example Tactical Cyber Intelligence Dashboard

ecurity State
Analysis

Data Exposure
and Sharing

Vulnerability
Management

W

Security Operations Center- Cyber Intelligence Dashboard

Capability Maturity Model: Cyber Intel / Information Security

‘ Phase C

3 ¢ Data overload is minimized
:: as custom reports are
o) Phase B provided to the
g  Data overload become less stakeholders
© as reports are starting to * Central command and
S Phase A reconciled Zontrol exists where s;]ome
irection is given to the
« Data overload  Central command and teams &
« Central dand control improves where 3 i
.
Phase - Initial entra’ commanc an some direction is given to Security State Analysis
control may exist but can the teams reports are being provided
* Data overload only receive information « Security State Analysis to stakeAhoIders for intel
« No central command and * One way communication reports begin to be processing
| from the teams to the SOC .
contro provided to stakeholders
and stakeholders X .
for intel processing

* One way communications
and stakeholders

Maturity
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Capability Maturity Model: Cyber Intel / Information Security
Phase Initial

Vulnerability
Management

Security

Configuration
Management

N Application
0 Security
Seo '~ o . -" i
.. L - .=
. Report .
-
~ . -
- .
B ~ - -
~ . . .
., - _,-’
. -

~
. N ’ _-
~..

'S)"(—‘"

w C—) | o

Capability Maturity Model: Cyber Intel / Information Security
Phase A

4 Security

Configuration
Management

.
-‘ .
-
- -
-
-t -
.

: . ey
P . . . . .
Vulnerability Red Team n Appllca-tlon
Management o Security
'S J o i - .
~. Report ey
~ .
~.
~E ~.

1

) | e
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Capability Maturity Model: Cyber Intel / Information Security
Phase B

fetcurity Application

Security

Configuration
Management

‘N o Lot
4
[ )

ln' ) | e

Capability Maturity Model: Cyber Intel / Information Security
Phase C

Example Tactical Cyber Intelligence

[73]



Practical Cyber Intelligence

Chapter 9: Driving Cyber Intel

Cyber Intel:
Interaction

User

InfoSec

IT Ops
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Tactical Level

Security
Configuration
Management

Operational

Security
Awareness

Data Exposure
and Sharing

Security State Analysis

Tactical Level

Data Exposure
and Sharing

Tactical Capabilities
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Events Incidents

Data Exposure
and Sharing

Security
Awareness

Continuous
Monitoring

Data Exposure
and Sharing

Tactical Level

Stakeholder

Capability Maturity Model: Information Security Awareness

‘ Phase C

>
=
o
= * Information Security User
- Training
g Phase B e Incorporated Threat
© * Information Security User In(elllge.nce provides
&) Training CUStOm'Z?d ) -
Phase A  Begin to incorporate Threat COTT]uTécanons to specific
. stakeholders
 Information Security User Intelligence « Regular information
Training * Regular information . bei
Phase - Initial security news being security news being
broadcasted to reinforce broadcasted to reinforce

* None training training

Maturity
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Capability Maturity Model: Information Security Awareness

Phase A

InfoSec
Governance

m

Tactical
Level

Security
Awareness

Email Safety

Operational
Level

Information
Internet Systems
Safety User
Agreement

Organizational
Policies

InfoSec
Hygiene

Organizational
Procedures

Stakeholder
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Capability Maturity Model: Information Security Awareness
Phase B

InfoSec
Governance

Procedures

Security
Awareness

Tactical
Level

Information
Systems Annual

o General
User Organizational Refresher

P InfoSec Report
Agreement Procedures Training P

Operational
Level

Stakeholder
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Capability Maturity Model: Information Security Awareness

Phase C

InfoSec
Governance

m

Procedures

O

L2 v

) > Security
(@] 3 Awareness
(")

|

L

©

=

° —

'.|= Q Information

© > Systems . Annual
= m User Organizational Refr_es.her
w | Agreement Procedures Training
o)

NAM

Stakeholder
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Capability Maturity Model: Information Security Awareness
Phase C +

=

Tactical
Level

Customized
Report
InfoSec
Report

Information Annual
Systems Refresher

e Organizational Training

Agreement Procedures

Operational
Level

([ ]
Inl — IT Operations

Stakeholder
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Chapter 10: Baselines and Anomalies

Continuous Monitoring: The Challenge Part 1

Continuous
Monitoring

IT Operations
p ’

Firewall

Web Network
Logs

Applications Monitoring
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Continuous Monitoring: The Challenge Part 2

ontinuous
Monitoring

i
M IT Operations
)

Firewall
Logs

Web Network
Applications Monitoring

Web
Application
Firewall

Network Domain 1 Domain 2
Firewall

Domain 1 Domain 2
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Continuous Monitoring: The Challenge Part 2+

i

Continuous
Monitoring

sl
m IT Operations
s

Firewall
Logs

Web Network
Applications Monitoring

Web
Application
Firewall

Network Domain 1 Domain 2
Firewall

Web Web
App 1 App 2

| | T T

Domain 1 Domain 2

Continuous Monitoring: The Challenge Part 3

Firewall
Logs

Network
Monitoring

Web
Applications

Web
Application
Firewall

Network Domain 1 Domain 2

Firewall

Domain 1
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Capability Maturity Model: Continuous Monitoring
Overview

z A

= Level 2-

S Capabilities
“ Level 1-Policy and Integration

Procedure
Alignment

Maturity
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Capability Maturity Model: Continuous Monitoring Level 1
Phase A

IT Governance

InfoSec
Governance

IT Operations

Continuous
Monitoring

Tactical Level
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Capability Maturity Model: Continuous Monitoring Level 1

Phase B
s

IT Operations
Continuous
Monitoring

InfoSec
Governance

Tactical Level
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Capability Maturity Model: Continuous Monitoring Level 1
Phase C

Procedure:

A
S
———————————————————————————————— ——

Strategic
Level

@
Continuous
Monitoring

IT Operation

Continuous
Monitoring

Tactical Level

Continuous
Monitoring
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Capability Maturity Model: Continuous Monitoring Level 2

Desired End State
< - i
ecurity State
Analysis
Policies

—
e

-

Governance

urity State

T’ Analysis
>

()] q

] IT Operations
— i e g
8 Continuous

": Monitoring

®

F -

tinuous |
Monitoring
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Capability Maturity Model: Continuous Monitoring Level 2
The Problem

IT Operations

pReerabllity Asset Management

Management

Discovery
Scanning

We will have an issue if there is a more than a 10% difference between IT
Operations Asset Management Database and systems found during Vulnerability

Management Discovery Scanning

Capability Maturity Model: Continuous Monitoring (Example)
Asset Management/ Vulnerability Scanning Asset Inventory

‘ Phase C

¢ Wireless networks
* Corporate devices

> Phase B
fd .
= ‘ e Reconcile the server ¢ grmg Your Own
Q2 Phase A inventories between evice systems
g . organizations for the
© * Develop the policy regional datacenters
O Phase - Initial L‘;ts;zz:ri;:e PIR « Reconcile the server
: inventories between
* Identify the stakeholders izations f
blems with ke organizations for
pro | v * Develop the local offices
personne procedure to deliver
* Develop and present the PIR between
solutions with key organizations

personnel

Maturity
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Capability Maturity Model: Continuous Monitoring Level 2
Phase B Part 1

Discovery Scanning / Asset Management

IT Operations ’

)

Asset Management «Pre-Onboarding
g +Onboarding ‘

Tactical Level

*Cutover to Test

Data Center oTest

«Pre-Onboarding
+Onboarding

* Cutover to Production
*Production

Capability Maturity Model: Continuous Monitoring Level 2
Phase B Part 2

Discovery Scanning / Asset Management

IT Operations. ]

Asset Management «Pre-Onboarding
_ +Onboarding ‘

Tactical Level

«Cutover to Test

Data Center. oTest

Local Offices

Scan Target Analyze
Network Results

«Pre-Onboarding
+Onboarding

* Cutover to Production
+Production
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Capability Maturity Model: Continuous Monitoring Level 2
Phase B Part 3

Discovery Scanning / Asset Management

Vulnerability
Ty

p—]
Discovel

Scanning

Scan Target Analyze Report
. . Findings

Tactical Level

IT Operations

Asset Management

Data Center.

Local Offices.

)

Corporate Network

«Pre-Onboarding
+Onboarding
«Cutover to Test
oTest

«Pre-Onboarding
+Onboarding

«Cutover to Production
«Production
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Capability Maturity Model: Information Security Awareness
Phase C +

Security
Awareness

Tactical
Level

ontinuous
Monitoring

1

Customized

Information Annual S

Systems Refresher

InfoSec

Organizational ini
User & Training s

Agreement Procedures

Operational
Level

NAM
(]
Inl — IT Operations
Stakeholder

Capability Maturity Model: Continuous Monitoring (Example)
IT Security Monitoring/ IT Helpdesk
‘ Phase C

‘ ¢ Establish reporting
> Phase B procedures for PIR 2
hd
= ‘ ® Integrate threat
-‘% Phase A intelligence with
o . security awareness
© ¢ Develop the policy training
O Phase - Initial LO tsuppor': the PIR o Develop threat
etween key B .
; intelligence and IT
* Identify the stakeholders helpd(gesk ticket
S;??gir:;wnh ev * Develop the correlation
procedure to deliver . .
* Develop and present the PIR between byt 8
solutions with key organizations procedures for
personnel

Maturity
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Capability Maturity Model: Continuous Monitoring

Tactical

3} Customized
Information Annual
Systems. Refresher

Report
InfoSec

Organizational Training Report

Procedures

User
Agreement

Operational
Level

[ ]
|n| L T Help Desk

Stakeholder
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Chapter 11: Putting Out the Fires

Events Incidents

Data Exposure
and Sharing
Continuous y e
Events Incidents

Security
Awareness

Data Exposure
and Sharing

Tactical Level

°f

Stakeholder
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Incident Response Process

(N

Containment, |
Eradication
and Recovery

Post Incident
Activity

Detection and

Preparation Analysis
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Incident Response Process and F3EAD Integration

Containment,
Eradication
and Recovery

F3EAD Process

Post Incident

Detection and
| Activity

Analysis )/

»

Preparation
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Incident Response Process, F3EAD Integration, and Intel
Process / Planning/

Direction /]

/ Collection

y

Disseminati

on/ / /
Integration/ /

Analysis
and
Production

Containment,
Eradication
and Recovery

Detection and

Preparation Analysis

B D Post Incident
/ Activity

) , Analyze ) , | Disseminate

F3EAD Process
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Capability Maturity Model: Incident Response (Example)

A Phase C

>
x
c— * Proactive
L2 * Receives customized threat
a Phase B intelligence
© * Semi-Proactive * Has the ability to anticipate
O * Begins to receive raw threat a;:t'(lm based cnfquallfylnlg
Phase A intelligence information the legitimacy of externa

incident and event
information

o Established KRI thresholds
for specific events/actions
with IT Ops

* Reactive * Complements the

« Engages only when and continuous monitoring

incident or event has function
occurred * No interface with IT Ops

Phase - Initial

* None

Maturity
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Capability Maturity Model: Incident Response Phase A

Tactical
Level

Ayudame!
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Capability Maturity Model: Incident Response Phase B

urity State
Analysis

.

curity State
Analysis

Data Exposure
and Sharing

Data Exposure

and Sharing Q
:

z!
i3 - &

Tactical Level
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Capability Maturity Model: Incident Response Phase C

Tactical Level

Data Exposure
and Sharing

-

urity State
Analysis

Data Exposure
and Sharing
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Chapter 12: Vulnerability Management

InfoSec
Governance

]

Data Exposure
and Sharing

—ovr>-

Procedures

curity State
Analysis

Data Exposure
and Sharing

s

curity Content
Management

S——
Ne——A

—

ontinuous
Monitoring

-

Vulnerability Discovery
and Detection

B

Operations

e
Reports

Operational Capabilities

Vulnerability Management

Simple Vulnerability Management
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Vulnerability Management:
Process Example

i bility Di y and

Detection

P T L]

1
§ 1 Vulnerability Management Web Application Scanning : g
i | %
= g 1| &
= Y 1=
g 1 Discovery 1 2
= 1 Scans 1 =
o [ 1 "
2 | | 2
o 1 1

L e e e e e o o o o o o e e e o o o o o o o o o o o o o o o o 1

Vulnerability Management-
ion i Lo
Integration into SOC
enter
< Feedback, Command and Control, Situational Awareness
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Capability Maturity Model: Continuous Monitoring (Example)
Asset Management/ Vulnerability Scanning Asset Inventory

A Phase C

* Wireless networks
Phase B * Corporate devices

® Bring Your Own
Device systems

® Reconcile the server
inventories between

Capability

Phase A FOTIE
. organizations for the
* Develop the policy regional datacenters
Phase - Initial L‘;E\;’I’;Ezrﬁ;he PIR ® Reconcile the server
problems with key « Develop the Iocgal icos
personnel procedure to deliver
* Develop and present the PIR between
solutions with key organizations

personnel

Maturity

Capability Maturity Model: Vulnerability Management- Scanning (Example)

Phase C

o All applications
identified and

Phase B

3 o scanned
H— ¢ Medium impact
3 licati o All systems
2 Phase A gdpp Lc? '3”5 4 identified and
S Y Hon identified an scanned
© High impact scanned
o Phase - Initial gdpplltt;?tlgns 4 ¢ Medium impact
identified an : s
e System Inventory scanned Z\:]S;esr:asn'gsgt'fmd
* Application * High impact systems
Inventory identified and

scanned

Maturity
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Capability Maturity Model: Vulnerability Management- Scanning (Example)
Phase Initial

Vulnerability Management

Capability Maturity Model: Vulnerability Management- Scanning (Example)
Phase A

1 Operations p
IT Operations

<Feedback, Command and Control, Situational Awareness

Vulnerability
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Capability Maturity Model: Vulnerability Management- Scanning (Example)
Phase B

Operations

IT Operations

Center ’

Domain 4

e e ————

Capability Maturity Model: Vulnerability Management- Scanning (Example)
Phase C

Vulnerability

IT Operations

e

<Feedhack, Command and Control, Situational Awareness
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Capability

Capability Maturity Model: Vulnerability Management- Reporting (Example)

‘ Phase C

e All applications and
systems reported on

‘ Phase B

e Medium impact
applications and

‘ Phase A )
systems reporting

* High impact
Phase - Initial applications and
. . systems reporting
* Reporting everything
Maturity

Capability Maturity Model: Vulnerability Management- Reporting (Example)

Phase Initial

Vulnerability Management
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Capability Maturity Model: Vulnerability Management- Reporting (Example)
Phase A

IT Operations

o

Feedback, Command and Control, Situational Awareness
Center

Reporting

Web Web

@ \_Appl App 3

Q.

o

8 Web Web
App 2 App 4

Capability Maturity Model: Vulnerability Management- Reporting (Example)
Phase B

Vulnerability

Operations IT Operations

Center ’

<Feedhack, Command and Control, Situational Awareness

Reporting

o
o
=l
)
=
IS
e e
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Capability Maturity Model: Vulnerability Management- Reporting (Example)

Phase C

Reporting

<Feedhack, Command and Control, Situational Awareness

[
Q
o
Q
(%}

Web Web
App 1 App 3
Web Web
App 2 App 5

@ 0D

Capability

Capability Maturity Model: Vulnerability Management- Fix (Example)

Phase - Initial

® Reactive
* No Prioritization

Phase A

* Average High Severity
Vulnerabilities per system <

* Average Medium Severity
Vulnerabilities per system <
“r

* Average Low Severity

Vulnerabilities per system <

CVSSv2.0

y

Phase B

* Average Critical Severity
Vulnerabilities per system <

o

W
* Average High Severity
Vulnerabilities per system <

wn

X

* Average Medium Severity
Vulnerabilities per system <

w,n

y
* Average Low Severity
Vulnerabilities per system <

“n

r4

CVSSv3.0

Maturity

Phase C

* Average Critical Severity
Vulnerabilities per system <

u

w
* Average High Severity
Vulnerabilities per system <

ayn

X

* Average Medium Severity
Vulnerabilities per system <
o

* Average Low Severity
Vulnerabilities per system <

un

z
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Capability Maturity Model: Vulnerability Management- Fix (Example)
Phase Initial

Vulnerability Management
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Capability Maturity Model: Vulnerability Management- Fix (Example)

Phase A

<Fe=dmck, R e e

Customized
Report

VM Report

i

Operations
Center

IT Operations

I
I .
! Risk I
Exposure I
I
I
I I
]
I
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I @)
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ecurity State Analysis
"

Security State Analysis
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Capability Maturity Model: Vulnerability Management- Fix (Example)
Phase B

st o ecurity State Analysis
ﬁ <;eemck,cﬂm..dm Control,Stuational Awareness cEn:’;""“s IT Operations y ’v/
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Capability Maturity Model: Vulnerability Management- Fix (Example)
Phase C

A

o p curity State Analysis
Feedback, Command and Control, ituational Avareness | IT Operations e
E— =
P —
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Chapter 13: Risky Business

Capability Maturity Model: Threat Intelligence
Level 2- Threat Information Integration
Phase C

Security
Threat Intelligence Operations IT Operations
Center

Threat Intel Dashboard

T Threat .

for
Vulnerability Systems c S?.curltz. Network ’;‘Etw(?:k Threat Malware
Management Administration onfiguration Operations ey Management Analysis
Management Management

Communication Channels

Capability Maturity Model: Risk (Example)

Phase Initial
|

Threat Intel Dashboard

i i : Threat IIII
Vulnerability Systems cO:;‘”:'g.on Network :‘“‘”‘?t’k Threat Malware
Management [ Administration gurati Operations ecurity Management Analysis
Management Management

Communication Channels

Customized

Report IT Change

InfoSec Management

RevorL Process

Stakeholder
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Improving Risk Reporting Part 1

Application
1

Security Configuration Vulnerability

Network Securit:
Threat Management Malware Analysis etwork Security Helo!
Management [VELEEC Management elp!?

Customized Customized Customized Customized Customized
Report Report Report Report Report

Vulnerability
Severity
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Capability Maturity Model: Risk (Example)
Phase Final

Threat Intelligence

% % Threat Intel Dashboard
Information nformaton

» Securit Network
Vulnerability systems = uraz‘o" Network el Threat Malware
Management Admmm.annn 8 Operations ) Management Analysis
Management Management

Communication Channels

Threat
1

Risk Dashboard

Customized [ ]

Report
InfoSec
Report

Stakeholder

IT Change
Management
Process
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Improving Risk Reporting Part 2

Application
1

Security Configuration Vulnerability Network Security

Threat Management Malware Analysis

Management Management Management

Customized Customized Customized Customized Customized
Report Report Report Report Report

Vulnerability
Severity Cu;tomized
eport

Report
1st Fix Network

Sec 2nd

Low

Fix VM 3rd
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Chapter 14: Assigning Metrics

Security Configuration Dashboard-
Region/Country
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Risk Metric- Security Configuration

<=2.39

24>=26

2.7>=3

Coverage (15%)

<=0.35

0.36 >=0.40

0.41>=0.45

+ (Failed = number of failed servers/total servers
(3) * (15%) )

+

Risk Exposure
(50%)

<=11

1.2>=134

1.35>=15

Cat 5 = Number of Cat 5 findings/ Total # Cat 5
controls * (3) * (20%) +

Cat 4 = Number of Cat 4 findings/ Total # Cat 4
controls * (3) * (15%) +

Cat 3 = Number of Cat 3 findings/ Total # Cat 3
controls * (3) * (10%) +

Cat 2 = Number of Cat 2 findings/ Total # Cat 2
controls * (3) * (5%)

Mitiga
Performance (35%)

000(000|00e

<=0.83

0.84 >=0.94

0.95>=1.05

Number of Cat 4/5 overdue 30 days = Total #
Cat 4 and 5 overdue/ Total # Cat 4 and 5
controls * (3) * (20%) +

Number of Cat 3 over due 60 days = Total # Cat
3 overdue/ Total # Cat 3 controls * (3) * (10%) +
Number of Cat 2 over due 90 days = Total # Cat
2 overdue/ Total # Cat 2 controls * (3) * (5%)
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RISK SCORE
[EEY
(%2

Risk Trend Analysis
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Security Configuration Dashboard-
Risk Score Breakdown Example

Risk
Coverage Exposure
entication Category 5
Category 4
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Chapter 15: Wrapping Up

Risk Dashboard

Cyber Intelligence: Just Another Day

e EMEA

NAM LATAM

Data Exposure
and Sharing
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