Microsoft Office 365 — Exchange
Online Implementation and
Migration

Chapter 1: Getting Started with Office 365

The new Office.
Takes the work out of working together

TRY IT FOR FREE

H e | | 0] C | ou d Want to add this to an existing subscription? m
Office 365

Enterprise E3 Trial W@'COme/
Let's get to know you

| United Kingdom ‘
This can’t be changed after sign-up. Why not?

Step 1 ®
About you ‘ Cloud ‘ ‘ Admin ‘
Step 2 ‘ ian.waters@office365lab.co.uk

.

Office 365 Lab e
N




H el | O C |OU d Want to add this to an existing subscription?

Enterprise E3 Trial C reate you F UsSer | D

Office 365

‘ CloudAdmin

‘ office365laba .onmicrosoft.com
Step 1 v
About you v CloudAdmin@office365laba.onmicrosoft.com
Step 2 o = - @ ISR

000000000000 { 000000000000

Create an ID . e 1 B =
Step 3
You're in NEXt @

H el | @] Clo u d Want to add this to an existing subscription? m

SCESEN Prove. You're. Not. A. Robot.

Office 365

@ Textme O Callme
(+44)‘ ‘ — x ‘
Step 1 v
About you TeXt me @
Step 2 v
Create an ID
Step 3 @

You're in



H el |o C | OUd Want to add this to an existing subscription? m

Office 365

QCEEasiEl Prove. You're. Not. A. Robot.

‘ 320322 X ‘

Didn't get it or need a new code? Try again

By clicking Create my account you agree to our terms and conditions and default communication preferences.

Step 1 v
b Microsoft Online Services will be contacting you with tips and advice for using our products and services. You can unsubscribe at any time. For
About you more information on communication options, please see our Privacy Statement.
Ste p 2 v Microsoft Online Services may contact me with information about their products, services and events:
W Email
Create an ID 7 Phone
[ Microsoft Partners may contact me with information about their products, services and events
Step 3 @
You're in By dlicking Create my account, | confirm that | have read and understand the Trial Agreement. If | am signing up on behalf of an organization,

when | dick Create my account, | represent that | have the authority to bind my organization to the terms in this agreement and that, as the
representative of my organization, | agree that my organization is bound by this agreement and its linked websites.

Create my account ®

H el |O C |OU d Want to add this to an existing subscription? m

Office 365

ACECENEAEN  Sove this info. You'll need it
later.

Sign-in page
https://portal.office.com

Step 1 v

About you Your user ID
CloudAdmin@office365laba.onmicrosoft.com

Step 2 v

Create an ID

Step 3 ® - Creating your account...

You're in



Hello Cloud

SEOEENEN Save this info. You'll need it
later.

Sign-in page
https://portal.office.com

Office 365

Step 1
About you Your user ID

CloudAdmin@office365laba.onmicrosoft.com
Step 2

Create an ID

Step 3
You're in You’re ready to go @

<

<
i

¥¢ Bookmark the sign-in page

<

m PurChase

: . D aKe bin OuUr search engine
Today is a day Install Office 2016 on your PC 0 vokee e e

Applies to Internet Explorer, Firefox, Chrome, and Safari

for fresh § ﬂﬁ Eg ﬂi Né @ -

4 Install now
perS pectlves_ word Excel PowerPoint Outlook OneNote Skype for
Business
Other installs
Got a Mac? Sign in to Office 365 on your Mac to install. Troubleshoot installation

How do | get Office 20137
Smartphone or tablet? Get Office on your devices
Learn how to set up email and Office 365 apps on your device

Collaborate with Office Online

B [ = E a@a B “

Setting up... Setting up... Setting up... Setting up... Setting up... Setting up... Setting up...

Qi 0@ 0@ @ @3 08

Setting up... Setting up... Setting up... Setting up... Setting up... Setting up...

Lz




Chapter 2: Getting Familiar with the Office 365 Admin
Portal

] Office 365

Work or school account

cloudadmin@office3gSlaba.onmicrosoft.com

.---.Q'.-|

[ | Keep me signed in

Can't access your account?



Office 365

Today is
for fresh

Home

a day

perspectives.

Office 365

Home

Users

Groups

Resources

Billing

Support

Settings

urity 8 Pri

Domains

Organization profile

Partner relationships

Admin center

Trial version Purchase

- Make Bing your search engine
|n5ta || Oﬁlce 201 6 On your PC M Make MSN your browser homepage
Applies to Internet Explorer, Firefox, Chrome, and Safari

éﬁﬂéﬂﬁma@-

Install now
Word Excel PowerPoint Outlook OneNote Skype for
Business
Other installs
Got a Mac? Sign in to Office 365 on your Mac to install. Troubleshoot installation

How do | get Office 20137
Smartphone or tablet? Get Office on your devices
Learn how to set up email and Office 365 apps on your device

Collaborate with Office Online

4
—
@ ~
Yammer
PowerPoint

Calendar Newsfeed
Word Online Excel Online Online OneNote Online

Security &
Compliance

Home > Domains

~+ Add domain

Domain name Status

Office365LabA.onmicrosoft.com (Default) Setup complete



Office 365 Admin center preview

New Domain

Add a demain Verify domain Set up your online services  Update DNS settings

Add a domain

Enter a domain you own.

office365lab.co.uk|

office365lab.co.uk

Add a domain Verify domain Set up your online services  Update DNS settings

Verify domain

To keep your domain secure, we need you to prove that you own it. Adding the record below will prove that you
own the domain, but it won't affect your existing email or other services.

Follow these step-by-step instructions to add the TXT records with the values below at your registrar, your DN5 host. /2 (Not your registrar?)

Verify by:  TXTrecord MX Record

TXT name: @
TXT value: MS=ms84494767
TTL: 3600

‘ Back | | Save and close




o We didn't find the record you added for office365lab.co.uk. If you just added
this record please allow 5 to 10 minutes for the change to be replicated through the
system, sometime it can take significantly longer depending on your registrar.

o office365lab.co.uk X

Add a domain Verify domain Set up your online services  Update DNS settings

Set up your online services

To set up your online services, you'll need to add one or more DNS records to your host.

O Set up my online services for me. (Recommended)
Next, you'll update your name server DNS records to give Office 365 permission to set up the rest of your online services. This option is recommended if your domain
doesn't have an existing website.

@ I'lll manage my own DNS records.
We will provide a list of DNS records that you will need to add to your domain at your registrar.

| Back ‘ ‘ Save and close




office365lab.co.uk

Add a demain Verify domain Set up your online services  Update DNS settings

Update DNS settings

Add DNS records for office365lab.co.uk at your registrar your DNS host. /7 (Not your registrar?)

“~ MX Records

step-by-step instructions

Priority Host name Points to address or value TIL
Expected 0 @ office365lab-co-uk.mail. protection.outlook.com 3600
“~ CNAME Records  step-by-step instructions
Host name Points to address or value TTL
Expected autodiscover autodiscover.outlook.com 3600
Expected sip sipdir.enlinelync.com 3600
Expected Iyncdiscover webdir.enlinelync.com 3600
Expected msoid clientconfig.microsoftonline-p.net 3600
Expected enterpriseregistration enterpriseregistration.windows.net 3600
Expected enterpriseenroliment enterpriseenroliment.manage.microsoft.com 3600
“~ SRV Records  step-by-step instructions
Service Protocal Port Weight Priority T
Expected s 443 1 100 3600 sipdir.online.lync.com
Expected _sipfederationtls _tep 5081 1 100 3600 sipfed.onlinelync.com
/N TXT Records  step-by-step instructions
TXT name TXT value L
Expected @ v=spfl include:spf.protection.outlock.com -all 3600

Skip this step - | have custom DNS records, so I'll add the records | need later. | understand that some

Office 365 services may be unavailable until | manually add the records with my registrar.

b Important: After you successfully complete this step, all email will be redirected to the new Office 365 email addresses.

|

Back ‘ ‘ Exit




office365lab.co.uk X

Add a domain Verify domain Set up your online services  Update DNS settings

Update DNS settings

Congratulations! Your domain and email addresses are all set up.
This domain has been added! Any skipped DNS recards will be shown as errors for this domain. Remember that some Office 365 services may be unavailable for users of
this domain when DNS records are incorrect or missing.

Domain name Status

Office365LabA.onmicrosoft.com (Default) Setup complete

office365lab.co.uk Setup complete

Office 365 Admin center a B ?

Home Office 365 Lab
(A Home ‘ Search users, groups, settings or tasks Switch back to the old admin center
K Users
Q Users > Billing » 1} Office software
£ Groups
+  Add a user Office 365 Enterprise.. 1 users L Install my software
r@ Resources [il Delete a user More... =3 Share the download link
& Edita user /  Edit the payment method L Software download settings
Billin
=] 9 @, Reseta password View my bill
0 Support
@ Settings [f) Message center > <P Service health >
@ Health I New feature: Safety Tips in Outlook and Outlook o... Apr 16 X SharePoint Online
I New Feature: Yammer user profile update from Az... Apr16 View the service health
5 Admin centers
E I Deprecation of Yammer Leaderboard App Apr 16 X
23 unread messages
>k What's new > @ Discover and learn
Search - tasks I‘E_ Admin center overview

Resource mailboxes e =] Billing & subscriptions

More settings

User management
More... B

[ e}



Office 365 Admin center preview

Home > Active users Office 365 Lab

Gy Home ~+ Add a user | ‘ More ‘ Filters | All users v | Search u ‘ ¢ Export
R Users Display name User name Status
Active users CloudAdmin cloudadmin@Office365LabA.onmicrosoft.com Office 365 Enterprise E3
_ lan Waters ian.waters@office365lab.co.uk Office 365 Enterprise E3
Contacts
Michael Freeman michael.freeman@Office365LabA.onmicrosoft.co... Office 365 Enterprise E3

Deleted users

Data migration

Office 365 Admin center

Home > Groups

boms -+ Add a group ‘ ‘ More . | View | All supported groups v ‘ Search E
Users Group name Email
Groups Finance Team financeteam@office365lab.co.uk Office 365 group
Human Resources Team humanresourcesteam@office365lab.co.uk  Office 365 group
Groups
Management Team managementteam@office365lab.co.uk Office 365 group

Shared mailboxes

Office 365 Admin center

Home > Rooms & equipment

H - .
ome ~+Add a mailbox ‘ ‘ More v | View | All v ‘ |Searc|‘
Users Mame Email
Groups Projector projector@office365lab.co.uk Equipment
Meeting Room 2 meetingroom2@office365lab.co.uk Room
Resources
Meeting Room 1 meetingroom1@office365lab.co.uk Room

Rooms & equipmet

Public website

Mobile management



Office 365 Admin center

Home > Subscriptions

Home

Users
e Office 365 Enterprise E3
Resources T ra ‘
Billing L

& Users Description
Subscriptions Available 25 Free trial for businesses that need full

. productivity; communication and collaboration
) Assigned 1 | tools with the familiar Office suite; including
Bills Office Online.
Licenses
Learn more

Purcha:

Support

Settings

Active

Expires 16 May 2016

Add partner of record
Edit service usage address
Edit VAT number

Add subscriptions @
Expires 16 May 2016

£W 4 - 70 user/month

More actions. g

Optional privacy and security contractual supplements



X

Partner information (optional)

Are you currently working with a partner who helps
you to deploy, optimize, or manage your online
services? Enter their Microsoft Partner Metwork ID*
to associate them with this subscription. This
association will allow your partner to service your
organization better and optimize the use of your
Microsoft Online Service. Association of a partner
is optional, and there can only be one partner
listed per subscription. Contact your partner for
maore information on the benefits of associating
them with this subscription.

5845853

Partner found: Southern IT
Networks Ltd

Add this partner to all of your
subscriptions without an associated
partner.



Office 365

Home
Users
Groups
Resources
Billing
Subscriptions

Bills

Licenses

Office 365

Home

Users

Groups

Resources

Billing

Subscriptions

Bills

Licenses

Purchase Service

Admin center preview

Hom

Admin center

e > Bills

Here are your charges for the billing period you selected. Recent payments or charges not shown will be included in your next bill.

You have no charges for the billing period you selected.

| View

Note: Bills / Invoices for new orders will appear about 24 hours after purchase.

Recent payments or changes to current orders will appear an your next bill.

Home > Licenses

I R R T
25 0 1

Office 365 Enterprise E3




Create a service request

Billing and product info
Subscriptions, accounts, billing, partners, trials

Mail

Qutlock, e-mail, calendar, tasks, shared resources

Sites and document sharing
SharePoint, OneDrive for Business, search

User and domain management
Users, groups, domains, sign-on

Identity management
Active Directory, multi-factor, single sign-on

Office client subscription
‘Word, Excel, PowerPoint, OneNote

Online collaboration

Skype for Business, video conferencing, screen sharing, IM

‘Yammer Enterprise
Social network, enterprise collaboration

More...

See all support tickets

New service request

1. lIdentify the issue

2. Review suggestions

3. Add details

4, Confirm and submit

Office 365 health

| Exchange No issues
I Identity Service No issues
| Office 365 Portal Mo issues
| Office Subscription No issues
I OneDrive for Business Mo issues
I ngh_ts Management No issues

Service

SharePaint Service degraded -
1 Skype for Business No issues
| Sway No issues
I Yammer Enterprise Mo issues

View details and history

Issues detected

None

Top issues

Find and fix issues after adding your domain or
DNS records in Office 365

Choose the Office software that users can install
from the Office 365 portal

Add your users and domain to Office 365

Help center

Fix OneDrive for Business sync problems
Export or backup email, contacts, and calendar to
an Outlook .pst file

Find and fix issues after adding your domain or
DNS records in Office 365

Phonre and Community
Get phone support or ask the community for help

identify the issue

* Feature:

| Domain Management

* Symptom:

|A.dd and verify domains

* Issue summary

| Summarize your [ssue in ane senfence.

* Izssue details

In a few sentences, telf us what's going on. It's helpful if you include the
steps to re-create the issue

Cancel



+ v 5

O REFERENCE NUMBER TITLE STATUS ASSIGNED TO OPENED LAST MODIFIED ¥

O 616041794697356 Cant verify domain Open Microsoft 17/04/2016 2016

Office 365 Admin center

Home > Services & add-ins

Home -+ Add an Office Add-i View | Al v | |Search ﬂ

Users Name v Host Apps Status

Groups

)

Manage your settings for Azure multi-factor authentication

Resources

Let people share their calendars with external users

Billing n

Let your users participate in the Office 365 community website
Support
R n Turn Cortana access on or off for your entire organization
Settings Y <
Services & add-ins T¢ Sync users to the cloud using Active Directory

curity & Privacy n:x

Manage your Integrated Apps settings

Domains
] ) )

N . Set up auditing, track messages, and protect email from spam and malware
Organization profile
Partner relationships Update your settings for Microsoft Azure Rights Management

Office 365 Admin center

Home > Security & Privacy

Home

Password policy

Users
Set the password policy for all users in your organization.

Groups Days before passwords expire 730

Days before a user is notified abo 14
Resources ut expiration

Billing

Support v Let your people reset their own passwords

You can turn it on in the Azure AD admin center. Learn more about self-service password reset

Settings

After you turn on self-service password reset, you need to send users to the following website so they can set up their
alternate phone number or email address. Don't lose access to your account.

Security & Privacy



Office 365

Home
Users
Groups
Resources
Billing
Support

ttings

Domains
Organization profile

Partner relationshij

Health

Admin centers

Office 365 Admin cen

Home
Users
Groups
Resources
Billing
Support
Settings
Health

Service health

Message center

What's new

Admin centers.

Admin center

Home > Organization profile

Office 365 Lab

Name

Address

Phone
Technical contact

Preferred language

Release preferences

Choose how your organization gets new features and service updates from Office 365,

Release track

Release track users

Bing Places for Business

Office 365 Lab

2
Hillside Road
Bexhill, TN402AN

077793454979
ian.waters@office365lab.co.uk

English

Standard release

All

You can list your organization with Bing.

Bing Places for Business

Home > Service health

A

Office 365 Lab

We're having issues, ﬁ'
but we're working on it. ’
Last refreshed: 12:49, 17 April 2016

SharePoint Online
Exchange Online °
Identity Service °
Mobile Device Management °
Office 365 Portal (]
Office Subscription °
OneDrive for Business °
Rights Management Service °
Skype for Business
Sway

‘Yammer Enterprise

SharePoint Online service is degraded

SPA5075 - SharePoint Features - Service degradation v

iice degradation - 16 Apr 2016 00:44

Current Status: Engineers are continuing to test the build an:
deployed, the new version of the OneDrive for Business sy

expect to deploy it on Monday, April 18, 2016. Once the build is
lient app will be made available on the Mac App Store

User Impact: Affected users are unable to access the OneDrive for Business app sync client from Mac OS X version 10.11.4 and
newer. Users currently using the OneDrive for Business app from build 17.3.6298.0108 or older should not be affected. Also,
users accessing OneDrive for Business from other Mac OS X builds and other operating systems are not affected

Scope of Impact: A very limited number of customers and users appear to be impacted. Engineers have received a few isolated
customer reports of this issue.

Incident Start Time: Sunday, April 10, 2016, at 6:57 PM UTC
Preliminary Root Cause: As part of our efforts to improve service performance and user experiences, an update was deployed to

the OneDrive for Business app sync client for Mac OS X; however, the update caused an incompatibility with Mac OS X version
10.11.4 and newer.

Next Update by: Monday, April 18, 2016, at 5:00 PM UTC



Office 365 Admin center

Exch Onli
SharePoint Online ¥ehange Lniine

7 April 2018
Home Exchange Online March 2016
ntity Service
Users Identity Service
Mobile Device Management
Groups 19
Office 365 Portal 20 21 |22 (23 24 (25| 26
HERTIES _ - 27 (28 29 30 3
Office Subscription
Billing OneDrive for Business The service was healthy on this day.
Support Rights Management Service
- ype fi 3
Settings Skype for Business
Sway
Health
Yammer Enterprise
Service health
Message center
Office 365 Admin center
Home > Message center
Home . .
Stay on top of upcoming Office 365 changes, take required action, and prevent problems.
Users
Views | All active messages ~ Translate to | Choose a Language g
Groups Ac
Resources I Plan For Change New feature: Safety Tips in Outlook and Outlook on the web
Billing I Stay Informed New Feature: Yammer user profile update from Azure Acti...
I Plan For Change Deprecation of Yammer Leaderboard App
Support
I Plan For Change OneDrive for Business Next Generation Sync Client
Settings I Stay Informed Introducing a new home page experience for Office 365 us...
Health I Stay Informed Updated Feature: What's new in Office 365 admin center
I Stay Informed New Feature: Enhanced Automatic Replies (Out of office) c.
ervice health
I Stay Informed New usage reports for SharePoint, OneDrive, Yammer, and...
Message center
Stay Informed What's New: March 2016
WEBET I Stay Informed What's New: Office 2016 for Office 365 - March updates
Admin centers I Stay Informed Message Center Posts read/unread working again in Portal...

April 2016

12

13 14

15

16

Not seeing a message you expected to see?

Published v/

Apr 16
Apr 16
Apr 16
Apr 14
Apr13
Apr 12
Apr 12
Apr 12
Apr 11
Apr 11

Apr 5

Message ID

MC45100
MC45098
MC45096
MC45072
MC44975
MC44961
MC44960
MC44949
MC44946
MC44942

MC44791

X X X X X X X X X X X



Office 365 Admin

Exchange admin center

dashboard

Welcome

recipients

mailboxes

groups

shared
migration
organization
sharing

add-ins

mobile

mobile devi

mobile device mailbox policies

hybrid

setup

permissions
admin roles

user r

Outlook Web App policies

protection
malware filter
connection filter
spam filter

outboun

quarantine
action center

dkim

public folders
publ

c folders

public folder mailboxes

compliance management

in-place eDiscovery & hold

auditing
data loss prevention
retention policies

retention

gs

journal rules

mail flow

rules

message trace
accepted domains
remote domains

email address policies

nectors

unified messaging




Chapter 3: Integration Options for Businesses

HOME  USERS  DEVICES  STORAGE  APPLICATIONS

Health Menitering | Health Report ‘

Microsoft Online Services INTEGRATE WITH MICROSOFT OFFICE 365
Microsoft Office 365 defivers Microsoft productivity and collaboration tocls as 2

subseription service. With Office 365, your erganization cen provide network users
vith @ fal set of cost-afident preductiity tegs that are complant and sscure.

th Microsof: Offce 365 -‘

Learn more about Microsoft Cffice 365

Integrate with Microsoft Azure Active Directory Disabled

SERVICES Integrate with Microsoft Intune Disabled
ith business ¢ aboration . .
Integrate with Microsoft Azure Backup Disabled

Other Integrations

Integrate your Exchange Server Disabled

i

Get started

This wizard helps you integrate a new or existing subscription for Microsoft Office 365 into your server
network.

When you complete this wizard, you can:
»  Add and manage Microsoft Office 365 accounts from the server dashboard.

»  Keep your users' passwords synchronized between the local network and Microsoft Office 365

[¥] I already have a subscription *

Net || Cancel




€« | [H

Provide your account information

Type the user name and password that you use to manage your subscription,

Uzer name:

| doudadmin@office365laba. onmicrosoft. com W |

Password:

— |

Clear user name history

Forgot your password?

Read the privacy statement.

Net || Cancel

€ JiH

Apply strong password policy

To ensure secure access to Microsoft online services, the wizard will change the level of the server's
password policy to Strong. In addition, the Strong password policy is enhanced to enforce the
following requirements:

» Passwords must contain 8-16 characters.

» Passwords cannot contain a space or Microsoft online services account name.

[¥] | understand that this wizard sets the password policy to Strong.

What should | know about password poelicies?

Net |[ Cancel




=

Configuring your server for integration

Please wait while we configure your server to integrate with Microsoft Office 365

Configuring...
|

Integrate with Microsoft Office 365

Your server is now configured to integrate with Microsoft Office 365,

' Teo enable password synchronization between Active Directory and Microsoft Azure Active

Directory, you must restart the following servers, System health alerts will be displayed for
any pending restart.

» OFFICESERVER

For the integration to complete, you must restart the dashboard, Before you restart the
dashbeard, complete all the active tasks on dashboard, and then click Restart Dashboard.




B Windows Server2012R2

Windows Server Essentials Dashboard

[E Windows Server Essentials Dashboard

=m Windows Server2012R2

= To view or create Office 365 accounts for network users, go to the Users tab under the Users tab. , 3

H Configuration Tasks
= To view or create distribution groups on Office 365, go to the Groups tab under the Users tab. -t
= To view or create SharePoint libraries on Office 363, go to the SharePoint Libraries tab under the Storage tab. h the Office 365 administrat t
- Te manage the mobile devices accessing emails on Office 363, go to the Mobile Devices tab under the Devices tab, ange the Bitice administratoraccoun

Hide tips Link a domain to Office 365
Disable Office 365 integration
Organization Domain
Tasks

Office 265 Lab office363laba.onmicrosoft.com i
Technical contact: office365lab.co.uk (primary) Manage Office 365
cloudadmin @office365Iab.co.uk office365laba.mail.onmicrosoft.com Communty suspart
Address:
Subscription Exchange Online
Microsoft Office 365 Plan E3 Mailbox usage:
Your subscription includes 25 licenses. cloudadmin@Office365LabA.onmicrosoft.com <01GB
3 licenses are assigned to user accounts,
Expires on 30 January 2017
Privacy Statement

Office 365

Admin center

Home > Active users

Home

~+ Add a user H Mare «, ‘ Filters ‘Al\users

Search

v ‘

‘ 1 Export

Users Display name A\ User name

Active users CloudAdmin

Contacts

ted users

Data migration

cloudadmin@Office365LabA.onmicrosoft.com

Status

Office 365 Enterprise E3



Office 365

Home

Users

Groups

Resources

Billing

Support

Settings

Reports

Health

Admin centers

Exchange

Skype for Business

SharePoint

Yammer

Admin center

Home

‘ Search users, groups, settings or tasks

ity & Compliance

Azure AD

Office 365

Q users > & Billing >

-+ Add a user Office 365 Enterprise...

W Delete a user More...

¢ Edit auser & Edit the payment method
€, Reset a password a View my bil

[T) Message center >

New feature: Safety Tips in Outlook and Outlock o... Apr 16
New Feature: Yammer user profile update from Az... Apr 16
Deprecation of Yammer Leaderboard App Apr 16

22 unread messages

L Reports >

Active users
There is no usage data for Active users.

Admin

] Office software

Install my software

Share the download link

i

[r.

% Service health >

SharePoint Online

~ View the service health

) Support

+ New service request

View service requests

Exchange admin center

dashboard

eCcIpients

PErmMissions

protection

mail flow

Welcome

recipients

mailboxes
resources
contacts
chared

migration

Software download settings



HOME

USERS

User Groups | Distribution Groups ‘

DEVICES

STORAGE

APPLICATIONS

OFFICE 365

Name “
Administrater (1)

& localadmin
Standard user (§)

=, Andy Waters

& Fay Williams

; lan Waters

; Michael Freeman

; Mic Harrocks

A Tom Owers

"Lagon name

localadmin

AndyWaters
FayWilliams
lanWaters
MichaelFreeman
NicHorrocks

TomOwers

"Eile History

Managed

Managed
Managed
Managed
Managed
Managed

Managed

"Anywhere Access | Access level

Administrator

Standard user
Standard user
Standard user
Standard user
Standard user

Standard user

[status

Active

Active
Active
Active
Active
Active

Active

[Microsoft online account

Mo item is selected.

Users Tasks

Refresh

Add a user account

Set the password policy
Change the File History setting
Export all remote connections

Add Microsoft online accounts

Import accounts from Microsoft online service

7 ltems

Add Microsoft Online Services accounts

To add a Microsoft Online Services account for an existing user account, you can either accept the
recommended account name, or type a different name, User accounts that already have a Microsoft
Online Services account do not appear in this list.

[w]

Server user account Microsoft Online Services account

AndyWaters
FayWilliams
lanWaters

localadmin

MichaelFreeman

MicHorrocks

TomOwers

|And3,rWaters

|oﬁice§ﬁﬁlab.co.uk

FayWilliams

|oﬁice§ﬁﬁlab.co.uk

| lanWaters

|oﬁice§ﬁﬁlab.co.uk

| localadmin

|nﬂ'|ce365lah.cu.uk

| MichaelFreeman

|oﬁice§ﬁﬁlab.co.uk

| MicHorrocks

|oﬁice§ﬁﬁlab.co.uk

|Tom Ohwers

|oﬁice§ﬁﬁlab.co.uk




Assign Microsoft Online Services licenses

Assign licenses to the new Microsoft Online Services account.

=[] Microsoft Office 365 Plan E3 (22 available)
[v] Sway
[w] INTUME_03265
[w] YAMMER_EMTERPRISE
[+] Microsoft Azure Active Directory Rights
[+ Office Professienal Plus
[] Lync Online Plan 2
[w] Office Web Apps
[+] SharePoint Online Plan 2
[+] Exchange Online (Plan 2)

=

Adding Microsoft Online Services accounts...

Adding accounts...

— B




i

You have successfully added Microsoft Online Services accounts

’ A Microsoft Online Services license was assigned to each new account.

Windows will prompt these users to change their passwords the next time they sign in
to the server network.

HOME  USERS  DEVICES  STORAGE  APPLICATIONS OFFICE 365

- User Groups | Distribution Groups |

Mame - I Logon name I File History IknywhereAccess IAccess level IS.tatus I Microsoft online account
Administrator (1)

a localadmin localadmin Managed Administrator Active

Standard user (B)

a Andy Waters AndyWaters Managed Standard user Active &) AndyWaters@ office3651ab.co.uk

& Fay Williams FayWilliams Managed Standard user Active &) FayWilliams @ office365lab.co.uk

& lan Waters lanWaters Managed Standard user Active &g. lanWaters @ office365lab.co.uk

& Michael Freeman MichaelFreeman  Managed Standard user Active &;. MichaelFreeman@office365lab.co.uk
& Mic Horrocks MicHorrocks Managed Standard user Active &) MicHorrocks@office365lab.co.uk

& Tom Owers TomOwers Managed Standard user Active &g. TomOwers@ office365lab.co.uk




HOME  USERS  DEVICES  STORAGE  APPLICATIONS  OFFICE 365

User Groups | Distribution Groups |

Mame - I Logon name IFile History IAnywhereAccess IAccess level I Status II'u'licros:ﬂ‘t online account
Administrator (1)

; localadmin localadmin Managed Administrator Active

Standard wuser (6)

& Andy Waters AndyWaters Managed Standard user Active & AndyWaters@ office365lab.co.uk

® Fay Williams
°

FayWilliams Managed E‘D FayWilliams @ office365lab. co.uk

View the account properties

lan Waters lanWaters Managed . lanWaters@office365lab. co.uk

- g Deactivate the user account aa

& Michael Freeman MichaelFreeman Managed Remove the user account ag MichaelFreeman@office365lab.co.uk
=, Nic Horrocks MicHarrocks Managed Change the user account password & NicHorrocks@office365lab.co.uk

» Unassign a Microseft online account )

am TOm Owers TomOwers Managed ag TomOwers@office365lab.co.uk

Type a name and a password for the new user account

First name: Last name:

|Peter ||Sm'rth

User account name:

| PeterSmith

Password: Confirm password:

v The passwords match
%' The password must be at least 8 characters and no more than 16 characters in length
%' The password must meet complesity requirements  (learn more)

Level of access:

|Star1dard user




Assign a Microsoft Online Services account

®) Create a new Microsoft Online Services account and assign it to this user account

Type an email name for the new Microsoft Online Services account,

|Peter5mith | @ | office365lab.co.uk

() Assign an existing Microsoft Online Services account to this user account

| v]

) Do not assign a Microsoft Online Services account to this user account

Tell me more about these options.




Assign Microsoft Online Services licenses

Assign licenses to the new Microsoft Online Services account.

=[] Microsoft Office 365 Plan E3 (18 available)
[v] Sway
[w] INTUME_03265
[w] YAMMER_EMTERPRISE
[+] Microsoft Azure Active Directory Rights
[+ Office Professienal Plus
[] Lync Online Plan 2
[w] Office Web Apps
[+] SharePoint Online Plan 2
[+] Exchange Online (Plan 2)




You successfully added the new user account

J You will need to provide the following information to Peter Smith for connecting their
computer to the server:

- Website for connecting a computer to server
« In office: hitp://OFFICESERVER/connect

« User account information
+ Logeon name: PeterSmith
« Password (For security reasons the password is not displayed here)

What should | do if | don't remember the password?

HOME  USERS  DEVICES  STORAGE  APPLICATIONS  OFFICE 365

User Groups | Distribution Groups |

-

MName ILogon name IFile History IAnywherekccess I;&ccess level IStatus II\c1icroso1‘t online account
Administrator (1)
; localadmin localadmin Managed Administrator Active
Standard user (7)
; Andy Waters AndyWaters Managed Standard user Active ag AndyWaters@office3651ab.co.uk
& Fay Williams FayWilliams Managed Standard user Active b FayWilliams @office365lab.co.uk
& lan Waters lanWaters Managed Standard user Active ag lanWaters@office365lab.co.uk
; Michael Freeman MichaelFreeman  Managed Standard user Active ag MichaelFreeman@office365lab.co.uk
; Mic Horrocks MicHorrocks Managed Standard user Active ag MicHorrocks@ office365lab.co.uk
; Peter Smith PeterSmith Managed Standard user Active ag PeterSmith@ office365lab.co.uk
& Tom Owers TomCwers Managed Standard user Active ag TomOwers @ office365lab.co.uk




Chapter 4: Integration Options for Midsize and Enterprise
Organizations

Office 365 DMz Internal

Office 365 Administration \

User Directory \
Security Groups m
4 * # Directory

24
Exchange Online || SharePoint Lync Online Synchronization =
-Users Online -Users EU
_Distribution Lists || -Users _Security Groups
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Office 365
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Chapter 5: Preparing for a Simple Migration

Microsoft"
Remote Connectivity Analyzer

Select the test you want to run.

= Next
Exchange Server  SfB [ Lync | Office 365 | Client = Message Analyzer
4%, Microsoft Exchange ActiveSync Connectivity Tests
Exchange ActiveSync
) Exchange ActiveSync Autodiscover
Microsoft Exchange Web Services Connectivity Tests
Synchronization, Motification, Availability, and Automatic Replies
_) Service Account Access (Developers)
Microsoft Office Outlook Connectivity Tests
O outlook Connectivity
) Outlook Autodiscover
Internet Email Tests
Inbound SMTP Email
Outbound SMTP Email
POP Email
IMAP Email
= Next

Microsoft” o
Remote Connectivity Analyzer
Outlook Connectivity 4= Previous = Perform Test

Email address:
|ianwmers@oﬁﬁceﬂﬁﬁlab,r.u,uk

Domain\User Name (or UPN):
|Dfﬁce365lah\ianwalers

Confirm password:

(O Use Autodiscover to detect server settings
® Manually specify server settings

RPC proxy server:

|mail.oﬁice365lab co.uk

Exchange server:
|mail office365lab.co uk

Mutual authentication principal name:
|msstd mail.office365lab.co.uk

RP

xy authentication method:

I understand that I must use the credentials of a working account from my Exchange domain to be able to test connectivity to it remotely. I also acknowledge that T am responsible for
the management and security of this account.



Microsoft" o
Remote Connectivity Analyzer

Q Connectivity Test Successful with Warnings

Test Details

@ Testing Outlook connectivity.
The Outlook connectivity test completed successfully.
© Additional Details
Test Steps

& Start Over 4= Run Test Again

¥ Expand All 2 -

2 Start Over | 4= Run Test Again

© 2013 Microsoft | Version 3.7 | Feedback | Privacy | Terms of Use




Chapter 6: Performing a Simple Migration

Perform IMAP - . Migrating from

migraton Exchange Server?

Create wser Perform Outook
accounts in the Anywhere
Office 365 portz| Migration

- h 4
Create IMAP A=sign mailbox
containing | import CSV file =
user details
b ¢ . h J
Ao | Create Outlook |
Upload C5V file| Create IMAP
: i Anywhere
to generate migrabon ek
T A migration
LISErS endpoint :
endpoint
¥
| BT
Aczzign licenses | Run migration ’ i
Run migration
T # o
| E."rf“-.rr Confirm
Eratio : ;
r:"|=r=..|,_r_ migration
ompletes completes

Y

A=zign licenses

Office 365 Admin center POl -4

Home > Active users Office 365 Lab

Home + Add a user Filters ‘ All users M ‘ Search n ‘ L Export

+ Import multiple users. Status Sync Type

Users

]El Delete a user

PRI in@O0ffice365LabA.onmicrosoft.com Office 365 Enterprise E3 In cloud

@, Reset a password
) Refresh
# Setup Azure multi-factor auth CF

Data migration
A Directory synchronization

Groups



Import multiple users

Create and upload the file Set user options View your results

Create and upload the file
In this step, download one of the CSV files below, save the file, and use Excel or
another app to add your users' information. Then you can come back here,

upload the file and verify that you've got it filled out correctly.

Learn more about importing multiple users

4 Download a CSV file with headers only

4 Download a CSV file with headers and sample user information

Browse to upload Browse Verify

£ Office 365 Users.csv - Notepad == x]

File Edit Format View Help

User MName,First Name,last Mame,Display MName,lob Title,Department,0ffice Numb -~
ian@office365lab.co.uk,Tan,Waters,lan Waters,,,,,551220

michael@office3b5lab. co.uk,Michael,Freeman,Michael Freeman,,,, ;s 55313
andy@office3b5lab. co.uk,Andy,Waters,Andy Waters,,, 5555222
nic@goffice365lab.co.uk,Nic,Horrocks,Nic Horrocks, ,, sa002520
tom@office3db5slab.co.uk,Tom,Owers, Tom Owers, ,,, 5551003
fayjgoffice365lab.co.uk,Fay,Williams,Fay Williams,,,,,s5552
rebecca@office3db5blab. co.uk,Rebecca,Creasey,Rebecca Creasey,, 55000113




Open *

&~ w » ThisPC » Documents » Office3gd v O Search Office363 2
Organise ~ Mew folder Bz~ [ 0
I This PC 2 Marme - Date modified Type Size
} Desktop Office 363 Users 06/08/2015 1%:22 Microsoft Excel C...

Documents
* Downloads
ﬁ Music

[&=] Pictures

E Videos
o Local Disk (C:)
- Data (D)

|? Metwork

E Photos

LU 4§

File name: | Office 365 Users v\ All files v




Import multiple users

Create and upload the file Set user options Wiew your results

Create and upload the file
In this step, download one of the CSV files below, save the file, and use Excel or
another app to add your users’ information. Then you can come back here,

upload the file and verify that you've got it filled out correctly.

Learn more about importing multiple users =

=

Download a CSV file with headers only

=

Download a CSV file with headers and sample user information

Office 365 Users.csv Browse ‘ Verify

@ vour file looks good. Click or tap Next.




Import multiple users

Create and upload the file Set user options Wiew your results

Set user options

Choose how you want users to be imported by setting the sign-in status and the
product license that will be assigned to the users.

Sign-in status

@ Sign-in allowed

() Sign-in blocked
Product licenses Assign a product license -

Location

United Kingdom hd

~  Office 365 Enterprise E3

7 of 7 licenses available

Back ‘ Mext Cancel




Import multiple users

Create and upload the file Set user options View your results

View your results

Here are your results reports. You can either download and save them,
or email them to yourself and others.

@ 7 users created ) Download results

Email the results files to these people

Recipients *

cloudadmin@Office365LabA.onmicrosoft.com

Send and close



#: Office 365 Admin center Ao

Home > Active users Andy Waters
andy@office365lab.co.uk
@ Home ~+ Add a user Filters E

‘ @, Reset password | ‘ lil Delete user ‘
Users Display name
User name andy@office365lab.co.uk Edit

A Andy Waters v

CloudAdmin Product licenses Office 365 Enterprise E3 Edit
Contacts

Fay Williams

v Group memberships (0) No groups for the user. Click edit to change group

Deleted users bersh Edit

lan Waters membership.
Data migration Michael Freeman Sign-in status Sign-in allowed Edit

Nic Horrocks
Groups Office installs View and manage which devices this person has Edit

Rebecca Creasey Office apps installed on.
Resources

Tom Owers Roles User (no admin access) Edit
Billing Mailbox permissions We are preparing a mailbox for this user. Edit
Support Y Email forwarding We are preparing a mailbox for this user. Edit
_ Email apps We are preparing a mailbox for this user. Edit
Settings

Display name Andy Waters Edit

Reports Office phone

| IMAP User Accounts.csv - Notepad | =[a x|

File Edit Format View Help

EmailAddress,Useriame,Password -~
michaeljgoffice3b5lab. co.uk,michael, jEklk33ws
ian@office365lab.co.uk,ian,Kdks23dgH
andy@office3dt5lab. co.uk,andy, YUu#dyul
tomgoftfice3b5lab. co.uk, tom, AkdkiF#H3]
nicgoffice3b5lab.co.uk,nic,AJ@lLile32
fay@office365lab.co.uk,fay,LLkdsk.#39
rebecca@office365lab.co.uk,rebecca,Lkd.o3jjd




Office 365 Admin center

Home > Active users

~+ Add a user | | More ‘ Filters | All users e ‘ |Sear:h u ‘ 4 Export

Display name A\ User name Status

Andy Waters andy@office365lab.co.uk Office 365 Enterprise E3
Groups

CloudAdmin cloudadmin@Office365LabA.onmicrosoft.com Office 365 Enterprise E3
Resources Fay Williams fay@office365lab.co.uk Office 365 Enterprise E3
o lan Waters ian@office365lab.co.uk Office 365 Enterprise E3

illing

Michael Freeman michael@office365lab.co.uk Office 365 Enterprise E3
Support - Nic Herrocks nic@office365lab.co.uk Office 365 Enterprise E3

Rebecca Creasey rebecca@office365lab.co.uk Office 365 Enterprise E3
Settings

Tom Owers tom@office365lab.co.uk Office 365 Enterprise E3

Reports

Health

Admin centers

Exchange

skype for Business

Office 365

Exchange admin center

dashboard Welcome

R

SN IS

L recipients
ErmMIissions
P mailbowes
compliance management groups
resounces
organization contacts

shared

protection

mail flow



dashboard mailboxes groups resources contacts shared | migration

recipients

o Click to view the status for all current migration batches. Status for all batches
permissions

+v 8 (1]

MNAME Migration endpoints SYMCED | FINALL. | FAILED

organization

There are no tems to show in this view.

protection

migration endpoints

Migration endpoints are management objects that describe the
remote server and the connections that can be associated with one
or more batches, Learmn more

-

MAME & | Type Associated administrator

0 selected of 0 total

Close



new migration endpoint
select the migration endpoint type

The type of migration endpoint to
create depends on the migration type
you use to migrate mailboxes. Select
Exchange Remote for migrating
mailboxes to and from Exchange Online
in a hybrid deployment. Select Outlock
Anywhere for migrating mailboxes to
Exchange Online using a cutover or
staged Exchange migration. Select IMAP
for IMAP migrations. Learn more

O Excha nge Remote
O oOutlock Anywhere
® imap

Mext Cancel

new migration endpoint
IMAP migration configuration

Enter the connection settings for the
server you want to migrate email from.
These settings will be used for other
IMAP migraticn batches. Learn more

*IMAP server: This is the FODN of the
| mail.office265lab.co.uk X ;E;ELZ:‘:;:‘;::;
Authentication: migrating.

| Basic V|

Encryption:

ssL v

*Port:

992 |

Back Mext Cancel




new migration endpoint
Enter general information
Enter the value for the general
information for the migration endpaoint

that'll be applied to the assocciated
migrations. Learn more

*Migration endpoint name:

| IMAP Server Migraticn |

Maximurm concurrent migrations:

[10 |

Maximum concurrent incremental
SYNCs!

[10 |

Back new

Cancel




migration endpoints

Migration endpoints are management objects that describe the remote
server and the connections that can be associated with one or more
katches, Learn more

MARME & [ Type Associated administrator

1 selected of 1 total

IMAP Server Migration
IMAP server: mail.office365lab.co.uk

Port: 993
Maximum concurrent migrations: 10

i Office 365 Admin

Exchange admin center

dashboard mailboxes groups resources contacts shared migration

recipients

Click to view the status for all current migration batches. Status for all batches

Fl oo

permissions

compliance management
Migrate to Exchange Online TOTAL SYMCED | FIMALL.. | FAILED
organization Migrate from Exchange Online ems to show in this view.
protection
mail flow

mobile



new migration batch
select a migration type

The migration type to use depends on your existing email system, how many mailboxes you
want to migrate, and whether you plan to maintain some mailboxes in your on-premises
organization or migrate them all to the doud. You'll also want to consider how long the

migration will take and whether user identity will be managed in your on-premises

organization or in Office 365,

Learn maore

O Remote move migration (supported by Exchange Server 2010 and later versions)

O Staged migration (supported by Exchange Server 2003 and Exchange Server 2007 only)

O Cutover migration (supported by Exchange Server 2002 and later versions)
® map migration (supported by Exchange and other email systems)

new migration batch
Select the users
Use a C5V file to specify the

mailboxes you'd like to migrate.
Learn more

Specify the users with a C5V file
W] Allow unknown columns in

the C5V file
IMAP User Accounts.csv

change

T mailboxes to migrate

Select this to copy the
contents of user mailboxes
from an IMAP messaging
system to Exchange Online.
The Exchange Online
mailboxes must be
provisioned before you can
migrate email data using an
IMAP migration.

Learn more

Mext

|| Cancel

Back Mext

Cancel




new migration batch
IMAP migration configuration

Enter the connection settings for the
server you want to migrate email from.

These settings will be used for other
IMAP migration batches. Learn more

*IMAFR server:

mail.office365lab.co.uk

Authentication:

Basic b
Encryption:

S5L W

*Port:
993

Back Cancel




new migration batch
Move configuration

These configuration settings will be
applied to the new batch. Learn more

*Mew migration batch name:

|IMAP User Accounts

Exclude folders:

s -

|Exclu:l5 Folder |+

Back Mext

Cancel

new migration batch
Start the batch

A new migration batch will be created after you click new.
Learm more

*After the batch is complete, a report will be sent to the
following recipients. You must select at least one
recipient to receive this report.

CloudAdmin X

Please select the preferred option to start the batch:

O Manually start the batch later (by selecting it in the
migration dashboard and then clicking Start)

® Autom atically start the batch

Back new

Cancel




Office 365

Admin

Exchange admin center

dashboard

recipients

permissions

compliance management
organization

protection

mail flow

mobile

public folders

mailboxes

Click to view the status for all current migration batches. Status for all batches

+- 7 e

MAME

IMAP User Accounts

IMAP User Accounts

m &

IDEMTITY

andy@office365lab.couk
fay@office365lab.co.uk
ian@office365lab.couk

michael@office385lab.couk

mc@officeddslab.co.uk

rebecca@officednsSlab.couk

tomi@office365lab.co.uk

v | STATUS TOTAL

Synding 7

& | STATUS

Synced 2

2

Synced

|

Synced

Synced

LES B L

Synced

-]

Synced

Synced 3

1 selected of 7 total

SYNCED

FINALL..

ITEMS SYMCED

groups resources contacts shared migration

FAILED

IMAP User Accounts

Type: IMAP
Direction: Onboarding
Status: Syncing

Mailbox status

Synced mailboxes: 0 of 7
Finalized mailboxes: 0 of 7
Failed mailboxes: 0

TEMS SKIPPED

[ T e TR o T e T e T

[ ]



Office 365 Outlook

Office Plan A

All Urread Tome Flagged

Tuesday Mark as unread
RC
~ Folders [VIRebecca Creasey
¥ Office Plan Tue 19:49
Inbox Hi Everyone, To: O Andy Waters; [ Fay Williams; [Jlan Waters; [ Michael Freeman;
[ Nic Horrocks; [ Rebecca Creasey: [1Tom Owers;
Sent ltems Rebecca Creasey ’
b Contracts Hi Everyone,
Drafts Hi Everyone, Plea
More > We are meeting in the coffee shop at 3pm later today to discuss or plans
for the office.
~ Groups New

Thanks

Rebecca Creasey

sl
ol
V1]

.
[

p All Unread Tome Flagged

LA
=]

(]

Yesterday
~ Folders lan Waters
Arranging access to building Fri12:27
Inbox 2 Hi Rebecca, Let me know if it is ok to stop b...
Sent ltems

lan Waters

Drafts r".-"|.ll.ertIOI'| Cfmplete.d. Fri 8:06
Hi Rebecca, Your mailboxes have n f

More > Tuesday
~ Groups N Rebecca Creasey
; b Office Plan Tue 19:459
Groups bring Hi Everyone, We are meeting in the coffee s...

[PES]1 C:xWindowsssystem3d2>Get—Mailbox | Add-MailboxPermission —lUser ’office3dbSlabNadninistrator’ —fAccessRights Fullﬂccesu
]

IsInherited Deny
. {FullfAccess?

. {Fullfccess>
{FullAccess>

OFFICE365LAB~adni... {FullfAccess>
OFFICE365LAB~adni... {FullfAccess>
OFFICE365LAB~adni... {Fullficcess>
OFFICE365LABNadni... {FullAccess}
OFFICE365LABNadmni... {FullAccess>
Office3b5Lab. loca OFFICE365LABNadmi... {FullAccess>




new migration endpoint
select the migration endpoint type

The type of migration endpeint to
create depends on the migration type
you use to migrate mailboxes. Select
Exchange Remote for migrating
mailboxes to and from Exchange
Online in a hybrid deployment. Select
Outlook Anywhere for migrating
mailboxes to Exchange Online using a
cutover or staged Exchange migration.
Select IMAP for IMAP migrations.
Learn maore

O Excha nge Remote
® Outlook Anywhere
O imap

Mext Cancel




new migration endpoint
Enter on-premises account credentials

Enter the email address of one of the
users whose on-premises mailbox will
be migrated using this endpoint. Also
enter the name and password for an
on-premises user account that has
administrative privileges to perform
the migration. This information will be
used to detect the migration endpoint
and test the connectivity to the user
mailbox. Learn more

Email address:

|a dministrator@office365lab.cowuk |

Account with privileges
[domainiuser name):

|ofﬁce365la badminmistrator |

Password of account with privileges:

Back Mext Cancel




new migration endpoint
Caonfirm the migration endpoint

The connection settings for this migration
batch have been automatically selected
based on the migration endpoints created
in your organization. Learm more

& We couldn't detect your server

settings. Please enter them. The
migration service failed to detect the
migration endpoint using the
Autodiscover service. Consider using the
Exchange Remote Connectivity Analyzer
(httpsy/ftestexchangeconnectivity.com) to
diagnose the connectivity issues,

*Exchange server:

| mail.office265lab.co.uk |
*RPC proxy server:

| mail.office365lab.co.uk |
Authentication:

INTLM V|

Mailbox Permission:

|Dnmain Admin V|

[] Skip verification

Back Mext

Cancel




new migration endpoint
Enter general information
Enter the value for the general
information for the migration endpoint

that'll be applied to the associated
migrations. Learn more

*Migration endpoint name:

|'Dr1 -Prem Exchange |

Maxirmum concurrent migrations:

[10 |

Maximum concurrent incremental
SYnCs:
[10 x|

Back new

Cancel




new migration batch
Select a migration type

The migration type to use depends on your existing email system, how many mailboxes you
want to migrate, and whether you plan to maintain some mailboxes in your on-premises
organization or migrate them all to the doud. You'll also want to consider how long the
migration will take and whether user identity will be managed in your on-premises
organization or in Office 365,

Learn more

O Remate mave rigration (supported by Exchange Server 2010 and later versions)

@] Staged migration (supported by Exchange Server 2003 and Exchange Server 2007 only)
® Cutover migration {supported by Exchange Server 2003 and later versions)

O imap migration (supported by Exchange and other email systems)

Select this option to
migrate all your on-
premises mailboxes to
Exchange Online over a few
days. All the mailboxes will
be migrated in a single
batch and user identity will
be managed in Office 365
after the cutover migration.
A maximum of 2,000
mailboxes can be migrated
using this option. If you
want to migrate more than
2,000 mailboxes, use the
staged or remote migration
options,

Learn more

Mext

| ‘ Cancel

On-Prem to Office 365 Migration

Repart: Download the report for this user

me
IDENTITY & | STATUS ITEMS SYNCED ITEMS SKIPPED
Administrator@office365lab.c.  Prowisioning 0 0 .
| Administrator@office365labe._Provisoming 0 0[NNSR
Andy@office365lab.co.uk Provisioning 0 0
Fay@office365lab.co.uk Provisioning 0 0 Status: Provisioning
lan @offica3fslab.co.uk Prowisioning 0 0 Skipped item details
info@office365lab.co.uk Provisioning 4] 1]
’ L Data migrated:
Jacki@ porteraccountants.com Provisioning 0 0 Migration rate:
Michael@office365lab.co.uk Provisioning 0 0 Error:
Nic@office2651ab.co.uk Prowvisioning 0 0
orders@office365lab.co.uk Prowvisioning 0 0
Last successful sync date:
peter@smithdesigns.com Provisioning 0 0
Rebecca@office365lab.couk Provisioning 0 0
Maore Details...
Tom@office365lab.co.uk Provisioning 0 0

1 selected of 12 total

Close




Migration batch On-Prem to Office 365 Migration has finished initial sync
€=Reply E&=Reply all Forward e

Microsoft Outlook Mark as read

8/2015 1202

MO

Inbox

To: M CloudAdmin;

Migration batch On-Prem to Office 365 Migration has finished initial sync

Started by: cloudadmin@Office365LabA.onmicrosoft.com
Date: 08 August 2015

Run time: 10 minutes

Synced: Mailboxes - 8, Groups - 2, Contacts - 2
Total: Mailboxes - 8, Groups - 2, Contacts - 2

Click here to download the success report. You may be required to sign in.

@ You have to assign a license to each new mailbox in Office 365 before it's available to the user. Learn more about licensing requirements

Office 365 Admin center preview

Home > Active users Bulk actions

8 users selected
-+ Add a user ‘Searth u ‘ L Exporl

Filters | All users > |

Users Display name N\ User name Status # Add to group
P v Andy Waters andy@office365lab.co.uk Office 365 Enterprise E3 [ Delete users
contacts v CloudAdmin cloudadmin@Office365LabA.onmicrosoft.com Office 365 Enterprise E3 7 Edit contact information

v Fay Williams fay@office365lab.co.uk Office 365 Enterprise E3

re & Edit domains

Deleted users

v lan Waters ian@office365lab.co.uk Office 365 Enterprise E3
Data migration v Michael Freeman michael@office365lab.co.uk Office 365 Enterprise E3

v Nic Horrocks nic@office365lab.co.uk Unlicensed & Edit sign-in status
Groups

v Rebecca Creasey rebecca@office365lab.co.uk Unlicensed £ Edit user roles
Resources v Tom Owers tom@office365lab.co.uk Unlicensed

q

Reset passwords

Billing

Support



Replace existing products

8 users selected

Select product licenses you want to replace for selected users

Location
[Mo change] w
~  Office 365 Enterprise E3 -I On
Microsoft Planner mj o
Sway mj o
Mobile Device Management for Office 365 -I On
(These licenses do not need to be individually
assigned)
Yammer Enterprise mml o
Azure Rights Management -I On
Office 365 ProPlus mj o
Skype for Business Online (Plan 2) -I On
Office Online mj o
SharePoint Online (Plan 2) mml o
Exchange Online (Plan 2) -I On

This product configuration will replace 8 people's existing
products.

|:| Remove all product licenses from the selected users. They may
have limited or no access to Office 365 until you assign product
licenses again.

Cancel




dmin center

Reset passwords
7 users selected

Password Auto-generated

. Make this user change their password when they first sign in

Cancel



Chapter 7: Preparing for a Hybrid Deployment and
Migration

Office 365 Admin center

Home > Domains

Loine ++ Add domain

Users Domain name Status

Groups Office365LabA.onmicrosoft.com (Default) Setup complete
Resources

Billing

Support

Settings

Services & add-ins

Security & Privacy

Domains

‘Organization profile

Partner relationships

Office 365 Admin center

New Domain

Add a demain Verify domain Set up your online services  Update DNS settings

Add a domain

Enter a domain you own.

office365lab.co.uk|




° office365lab.co.uk

Add a domain Verify domain Set up your online services  Update DNS settings

Verify domain

To keep your domain secure, we need you to prove that you own it. Adding the record below will prove that you
own the domain, but it won't affect your existing email or other services.

Follow these step-by-step instructions to add the TXT records with the values below at your registrar, your DNS host. /7 (Not your registrar?)

Verify by:  TXTrecord  MX Record

TXT name: @
TXT value: MS=ms84494767
TTL: 3600

‘ Back ‘ ‘ Save and close

TXT Records (1) '?

Add TXT Record

Host Name Value

MS=ms20342594 m

&  We didn't find the record you added for office365lab.co.uk. If you just added
this record please allow 5 to 10 minutes for the change to be replicated through the
system, sometime it can take significantly longer depending on your registrar.



office365lab.co.uk X

Add a domain Verify domain Set up your online services  Update DNS settings

Set up your online services

To set up your online services, you'll need to add one or more DNS records to your host.

O Set up my online services for me. (Recommended)
Next, you'll update your name server DNS records to give Office 365 permission to set up the rest of your online services. This option is recommended if your domain
doesn't have an existing website.

@ I'll manage my own DNS records.
We will provide a list of DNS records that you will need to add to your domain at your registrar.

| Back ‘ ‘ Save and close




office365lab.co.uk x

Add a domain Verify domain Set up your online services  Update DNS settings

Update DNS settings

Add DNS records for office365lab.co.uk at your registrar your DNS host. /2 (Mot your registrar?)

~ MX Records  step-by-step instructions

Priority Host name Points to address or value T

Expected o @ office365lab-co-uk mail.protection.outlook.com 3600

N CNAME Records  step-by-step instructions

Host name Points to address or value TTL
Expected autodiscover autodiscover.outlook.com 3600
Expected sip sipdir.onlineync.com 3600
Expected Iyncdiscover webdir.online.ync.com 3600
Expected msoid clientconfig.microsoftonline-p.net 3600
Expected enterpriseregistratian enterpriseregistration.windows.net 3600
Expected enterpriseenrollment enterpriseenrollment. manage microsoft.com 3600

“~ SRV Records  step-by-step instructions

Service Protocol Port Weight Priority TTL Name Target
Expected _sip _tls 443 1 100 3600 @ sipdir.online.lync.com
Expected _sipfederationtls _tep 5081 1 100 3600 @ sipfed.onlinelync.com

N TXT Records  step-by-step instructions

TXT name TXT value m

Expected @ v=spfl includeispf. protection.autlook.com -all 3600

Skip this step - | have custom DNS records, so I'll add the records | need later. | understand that some
Office 365 services may be unavailable until | manually add the records with my registrar.

O

a Important: After you successfully complete this step, all email will be redirected to the new Office 365 email addresses.

T [

office365lab.co.uk X
® ® (] ®
Add a domain Verify domain Set up your online services  Update DNS settings

Update DNS settings

Congratulations! Your domain and email addresses are all set up.
This domain has been added! Any skipped DNS records will be shown as errors for this domain. Remember that some Office 365 services may be unavailable for users of
this domain when DNS records are incorrect or missing.

Finish



Domain name Status

Office365LabA.onmicrosoft.com (Default) Setup complete

o office365lab.co.uk Setup complete

] Office 365

Office 365 health, readiness, and connectivity checks

‘We'll look at how you're set up now and check for settings that might cause problems. Our results will identify possible issues and suggest changes you can make to have the best
experience with Office 365.

Select how we should run our checks and then click Next to get started.

Quick (basic checks that complete in just a few minutes)

Advanced (detailed checks that can take up to an hour to run, including checks for enterprise scenarios such as directory synchronization)



File Edit View

Find: |I:ustnm Search v| In: |$ﬂ office 365ab local

Custom Search | Advanced

Enter LDAP query:

proxyAddresses=smip: *@office 365ab. co.uk

MName Type Description
& Tom Owers User

& Mic Horrocks User

ﬂMarketing Group

& lan Waters User

52 Human Resources Group

ﬂFinance Group

& Fay Williams User

& Andy Waters User

<l

[} 1dFix version 1.09

I:] Office 365 Query Import Undo

DISTINGUISHEDNAME OBJECTCLASS ATTRIBUTE ERROR VALUE UFDATE ACTION



B Settings — O >

Fules () Multi-Tenant

Filter (Bmail=*){|(cbjectCategory=Person)(ohjectCate
Part 21768 e
Search Base []

Directory  (® Active Directory

office363lab.local

Add
O LDAP
DESETOPO Server
dc=office365lab,dc=local Domain
Credentials (@) Current
() Other
Lser
Password
oK | | Cancel
[} 1dFix version 1.09 — O *
[],Oﬂice365 Query Import  Undo

DISTINGUISHEDNAME OBJECTCLASS ATTRIBUTE ERROR VALUE UFDATE ACTION



% 1dFi version 1.09 - | X

1] Office 365 Accept Apply Export Import Undo
DISTINGUISHEDNAME OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION
CMN=Finance. OU=Groups.0... group displayMame blank Finance EDIT ~
CMN=Human Resources,OU... group displayMame blank Human Resources EDIT ~
CN=lan Waters, OlU=Users,... user mainickname blank lanWaters EDIT i
CM=lan Waters OU=Users,... user target Address blank SMTP ian waters @office 3650ab co uk EDIT ~
CN=Marketing OU=Groups,... group displayMame blank Marketing EDIT ~
CN=Marketing OU=Groups,... group mail domainpart marketing @office 365ab# co.uk marketing @office 365ab .co.uk EDIT e
Query Count: 4 Error Count: 6

Office 365 Admin center

Home > Services & add-ins

Home -+ Add an Office Add-in View | All ~

Users Name

ure multi-factor au tication

Manage your settings for Azure multi-factor authentication

=
Groups %)

Resources Calendar

Let people share their calendars with external users

Billing E:; Community

Let your users participate in the Office 365 community website

Support E P
b Cort

Turn Cortana access on or off for your entire organization

Settings

1\1’ D ry Synchronizatior
Sync users to the cloud using Active Directory

Services & add-ins

curity & privacy Manage your Integrated Apps settings



™N Directory Synchronization

Active Directory preparation

Active Directory synchronization allows your company’s administrators
to continuously sync your existing on-premises user and group
accounts with Azure Active Directory.

This option is pretty technical and isn't for everyone. Before setting up
Active Directory synchronization, we’'ll run a few checks to better
understand your environment and business needs.

Go to the DirSync readiness wizard 3

Office 365 Setup

Let's check your directory

We'll scan your directory to discover how many objects you have to sync and which domains you're using now.

Step 1 v

Evaluate solution

Step 2 Start scan

Verify domains

Step 3 < Back

Set up Azure AD Connect



] Office 365

Evaluating directory synchronization setup

Running diagnostics requires installing an app on your machine, This app assists in identifying any

issues in your environment.

(Cancel will take you back to the previcus page without diagnosis)

Click here to learn what thiz feature does

] Office 365

Evaluation scan completed successfully, return to directory synchronization setup wizard

All results  Issues

There are no items to show in this view.

Office 365

e

&3
&3

) e

DMZ

ADFS Proxy

Exchange 2013 Edge

Internal

ADFS Internal

Directory
Synchronization

= P

Exchange 2013

Hybrid Server
MBX/CAS




Bandwidth Calculator

Enter two values, push Calc on the missing third value!

536,870,912,000 B bytes (default)

Data Size
500 GB

100,079,991,719.3 ns  nanoseconds
524,288,000 KB kilobytes 07,7324,366.9 ms milliseconds
512,000 MB megabytes 95,443.7 5 seconds (default)
500 GB gigabytes 1,590.7 m minutes
0.5 TB terabyess 26.5h hours
4,294,967,296,000 b bits 1.14d days
4,194,304,000 Kb kilobits 0.2w weeks
4,096,000 Mb megabits
4,000 Gb gigabits
3.97Tb terabits
Bandwidth Calculator
Enter two values, push Calc on the missing third value!
Data Size Time
500 GB 143166 s
536,870,912,000 B bytes (default)

524,288,000 KB

150,119,987,579 ns

nanoseconds
kilobytes 146,601,550.4 ms milliseconds
512,000 MB megabytes 143,165.6 5 seconds (default)
500 GB gigabytes 2,386.1m minutes
0.5 TB terabyess 39.8 h hours
4,294,967,296,000 b bits 1.7d days
4,194,3204,000 Kb kilobits 0.2w weeks
4,096,000 Mb megabits
4,000 Gb gigabits
3.97Tb terabits
Bandwidth Calculator
Enter two values, push Calc on the missing third value!
Data Size Time
324000000001 24 h

324,000,000,000 B bytes (default)

316,406,250 KB

90,596,966,400 ns

kilobytes 88,473,600 ms
308,990.5 MB megabytes 86,400 s 5
301.7 GB gigabytes 1,440 m
0.2TB terabyess 24 h
2,592,000,000,000 b bits 1d
2,531,250,000 Kb kilobits D.1w
2,471,923.8 Mb megabits
2,414 Gb gigabits
2.47Th terabits

nanoseconds
milliseconds
econds (default)
minutes
hours
days
weeks

Speed
45 Mbps

45,000,000 bps bits per second (default)
45,000 Kbps

45 Mbps
5,625,000 Bps
5,493.2 KBps

kilo bits per second
mega bits per second

bytes per second
kilobytes per second

5.4 MBps megabytes per second
27.8T1 Tis

4.3 e10 10Mbps ethernet
0.4 100

100Mbps ethernet

Speed
30 Mbps

30,000,000 bps bits per second (default)
30,000 Kbps

30 Mbps
3,750,000 Bps
3,662.1 KBps

kilo bits per second
mega bits per second
bytes per second

kilobytes per second

3.6 MBps megabytes per second
185T1 Tis

2.9 e10 10Mbps ethernet
0.3 el00

100Mbps ethernet

Speed
30 Mbps

30,000,000 bps bits per second (default)
30,000 Kbps

30 Mbps
3,750,000 Bps
3,662.1 KBps

kilo bits per second
mega bits per second

bytes per second
kilobytes per second

3.6 MBps megabytes per second
185T1 Tis

2.9 el0 10Mbps ethernet
0.3 el00

100Mbps ethernet



Chapter 8: Deploying a Hybrid Infrastructure — AD FS
= Add Roles and Features Wizard =N I -

]C S b . DESTINATION SERWER
Before you begin DG124DFSINT1.DGLAS LOCAL
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Szlection

To remaove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates frem Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default




DESTINATION SERVER

SE|ect insta”ation Type DG12ADFSINT1.DGLAB.LOCAL

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . R .
machine, or on an offline virtual hard disk (VHD).

(@ Role-based or feature-based installation

Server Selection ; i .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next = | | Install | | Cancel

DESTIMATION SERWER

SE|€Ct destinatl.on server DG12ADFSINTI.DGLAB.LOCAL

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

Mame IP Address Operating System

DG12ADFSINT1.DGLAB.L..

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | | Nedt> | | sl || cancel




DESTINATION SERVER
DG12ADFSIMNT1.DGLAS LOCAL

Select server roles

Select ane or more roles to install on the selected server.

Before You Begin
Installation Type

Server Selection

Features
AD FS

Confirmation

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

AD FS

Confirmation

Roles

[ Active Directory Certificate Services
] Active Directory Domain Services

ctive Directory Federation Services

[] Active Directory Rights Management Services
[ Application Server

[] DHCP Server

[] DNS Server

[] Fax Server

[®] Filz and Storage Services (1 of 12 installed)
[] Hyper-v

] Network Policy and Access Services

] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Active Directory Lightweight Directory Services

Description

Active Directory Federation Services
(AD FS) provides simplified, secured
identity federation and Web single
sign-on ($50) capabilities. AD FS
includes a Federation Service that
enables browser-based Web 550.

Install | | Cancel

Select one or more features to install on the selected server.

Features

.NET Framewo

> [H] .NET Framework 4.5 Features (2 of 7 installed)
[ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[] Client for NFS

[[] Data Center Bridging

[] Direct Play

[ Enhanced Storage

[] Failover Clustering

[] Group Policy Management

[] 1S Hostable Web Care

] Ink and Handwriti ng Services

— - -

DESTIMATION SERWER
DG12ADFSINT1.DGLAS LOCAL

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install | [ Cancel




Active Directory Federation Services (AD FS) R

Before You Begin Active Directory Federation Services (AD FS) provides Web single-sign-on (S50) capabilities to

authenticate a user to multiple Web applications using a single user account. AD FS helps organizations

bypass the need for secondary accounts by allowing you to project a user’s digital identity and access

Server Selection rights to trusted partners. In this federated environment, each organization continues to manage its
own identities,

Installation Type

Server Roles

Features Things to note:

* This computer must be joined to a doemain before you can successfully install the Federation Service.

Confirmation * The Web Application Proxy role service in the Remote Access server role functions as the federation
service proxy and cannot be installed on the same computer as the federation service.

< Previous | | Next = | | Install | | Cancel

Confirm installation selections T DA A,

DG12ADFSINT1.DGLAS LOCAL

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tocls) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

AD FS Active Directory Federation Services

Export configuration settings
Specify an alternate source path




Add Roles and Features Wizard \;‘i-

DESTINATION SERVER
DG12ADFSINT1.DGLAB LOCAL

Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on DG12ADFSINT1.DGLAB.LOCAL

Active Directory Federation Services
Additional steps are required to configure Active Directory Federation Services on this machine.

Configure the federation service on this server,

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

MICROSOFT SOFTWARE LICENSE TERMS =
MICROSOFT ONLINE SERVICES SIGN-IN ASSISTANT

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Flease read them. They apply to the
software named above, which includes the media on which you received it, if any. w

| Privacy Statement

[] 1 accept the terms in the License Agreement and Privacy Statement

Print Back | '&'Insbll | | Cancel




Completed the Microsoft Online Services Sign-in
Assistant Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel

Welcome to the Windows Azure Active
Directory Module for Windows PowerShell
Setup

am Windows Azure

The Setup will install the Windows Azure Active Directory
Module for Windows PowerShell on your computer. Click Mext
to continue ar click Cancel to exit the Setup.




License Terms

Please read the following license temms carefully.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS POWERSHELL MODULE FOR WINDOWS
AFURE ACTIVE DIRECTORY

These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any

(®) | accept the termz in the License Terms
() | do not accept the terms in the License Terms

Install Location

Please specify a location for the Windows Azure Active Directory Module for
Windows PowerShell.

Erter a new location or click Browse to browse to one.

_Program Fles'Windows Azure Active Directons\Powershell’,

[] Create a shortcut on the deskiop




i Windows Azure Active Directory Module for Windows PowerShel_-

Ready to Install
The Setup is ready to begin the installation.

Click Install to begin the installation. f you want to review or change any of your installation
settings, click Back. Click Cancel to exdit the Setup.

<Back | Instal | | Cancel

| Post-deployment Configuration

Configuration required for Active Directory
Federation Services at DG12ADFSINT

Configure the federation service on this server.

Task Details




Wel TARGET SERVER
el|come DG12ADFSINT1.DGLAB.LOCAL

Welcome to the Active Directory Federation Services Configuration Wizard.
Connact to AD DS

Specify Service Properties Before you begin configuration, you must have the following:
Specify Service Account
Spedify Database

* An Active Directory domain administrator account.
* A publicly trusted certificate for SSL server authentication,

AD FS pre-requisites

Select an option below:
(®) Create the first federation server in a federation server farm

() Add a federation server to a federation server farm

< Previous || Next > | | Configure || Cancel

. . . c TARGET SERVER
Connect to Active Directory Domain Services DG12ADFSINTLDGLAB.LOCAL

Welcome

Specify an account with Active Directory domain administrator permissions to perform the
Connect to AD DS federation service configuration.
IFEE EF D Py i DGLAB\dgadmin (Current user) Change...

Specify Service Account
Specify Datzbase

< Previous || Next = | | Configure || Cancel




5 5 c TARGET SERVER
Specify Service Properties DGI2ADFSINTL.DGLAB.LOCAL

Welcome

Connect ta AD DS 5L Certificate: [~grevelab com [-] [ import.

View

Specify Service Account
Specify Database

Federation Service Name: | adfs.grevelab.com | - |

Example: fs.contoso.com

Federation Service Display Name: Greve Labs

Users will see the display name at sign in.
Example: Contoso Corporation

< Previous || Next > | | Configure || Cancel




. . TARGET SERVER
Specify Service Account

DG12ADFSINT1.DGLAB.LOCAL

| A, Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll... Show mare 4

Welcome

Connect to AD DS

Specify Service Properties
Account

Specify Database

Specify a domain user account or group Managed Service Account,

(0 Create a Group Managed Service Account

Account Mame: DGLAB\

®) Use an existing domain user account or group Managed Service Account

Account Name: DGLABVADFS-Admin Clear

Account Password: [TITTTTTY ]

< Previous || Next > | | Configure || Cancel

. . . TARGET SERVER
Specify Configuration Database DG12ADFSINTLDGLAB.LOCAL

Welcome

Connect to AD DS
Specify Service Properties
Specify Service Account

Review Options

Fra-requisite Chacks

Specify a database to store the Active Directory Federation Service configuration data.

(@) Create a database on this server using Windows Internal Database.

() Specify the location of a SOL Server database.

Database Host Mame:

Database Instance:

To use the defauwlt instance, leave this field blank.

< Previous || Next = | | Configure || Cancel




. . TARGET SERVER
Review Options DGI2ADFSINTI.DGLAB.LOCAL

Welcome Review your selections:

Connect ta AD DS This server will be configured as the primary server in a new AD FS farm ‘adfs.grevelab.com’.

Specify Service Properties AD FS configuration will be stored in Windows Internal Database.
Specify Service Account
Specify Database

R - Federation service will be configured to run as DGLABVADFS-Admin.

Windows Internal Database feature will be installed on this server if it is not already installed.

Pre-requisite Checks

These settings can be exported to a3 Windows PowerShell script to automate

additicnal installations

< Previous || Next > | | Configure || Cancel |




TARGET SERVER
DG12ADFSINT1.DGLAB.LOCAL

Pre-requisite Checks

| & Al prerequisite checks passed successfully. Click *‘Configure’ to begin installation. Show maore x

Welcome
Prerequisites must be validated before Active Directory Federation Services is configured on this
Connect to AD D5 ccmputer.

Specify Service Properties Rerun prerequisites check

Specify Service Account

Specify Database ~ View results

Review Options o Prerequisites Check Completed

Pre-requisit 0 All prerequisite checks passed successfully. Click 'Configure’ to begin installation,

TARGET SERVER

Results DGI12ADFSINTLDGLAB.LOCAL

| & This server was successfully configured Show more x

~ View detailed operation results

Next steps required for completing your federation service deployment

< Previous | | Mext = | | Close | | Cancel




L4 Administrator: Windows Azure Active Directory Module for Windows PowerShell\;lilLl
PSS C:sMWindowsssystem3d2?> set—-ExecutionPolicy unrestricted

Execution Policy Change

he execution policy helps protect you from scripts that you do not trust.
hanging the execution policy might expose you to the security risks describhed
in the about_Execution_Folicies help topic at

http:/“go._microsoft.com fulink/?LinkID=135178. Do you want to change the
execution policy?

[¥Y] Yes [N]1 Mo [5]1 Suspend [?]1 Help <default iz "¥"2>: uy

PE C:sWindowsssystem32> Scred=get—credential

mdlet Get-Credential at command pipeline position 1

Bupply values for the following parameteps:

redential

PS C:sMindows“system32> Connect—MsolService —Credential %cred

PE C:sMWindowsssysztem32> Set—MszolADFEContext —computer DGILZADFSINT1
PSS C:sMWindowsssystem32> Convert—MsolDomainToFederated —DomainMame grevelab.com —
SuovortMultivlelomains

% C:sUWindowsssystem32> GConvert—MsolDomainToFederated —DomainMame grevelab.com —
fupportMultipleDomain

fuccessfully undated ‘ogrevelab.com’ domain.

PE C:sUWindowsssystem32> Update-MS0OLFederatedDomain —domainname grevelab.com —Sup
portMultipleDomain

BFuccesstully updated ‘gpevelab.com”™ domaln.

PS C:sMWindowsssystem32

L+ Administrator: Windows Azure Active Directory Module for Windows PowerShell\;lilLl

PS Cislzerssadministrator.GREVELABS\Dezktop> get—msoldomain
Status Authentication

greve lab._com Uerified Federated
greve lab.onnicrosoft.com Uerified Managed

greve lab.mail.onmicrosoft.com Uerified Managed

PS Cislzerssadministrator.GREVELABSDeszsktopX




Before you begin

Installation Type

Server Selection

DESTINATION SERVER
DG12ADFSENY

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

Te continue, click Mext.

[] Skip this page by default

< Previous | | Next = | | Install | | Cancel

DESTIMATION SERWER

Select installation type DG12ADRSBNY1

Before You Begin

Server Szlection

Select the installation type. You can install roles and features on a running physical computer or virtual
maching, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previous | | Nedt> | | sl || cancel




DESTINATION SERVER

Select destination server DG124D7EExY:
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type (®) Select a server from the server pool

) Select a virtual hard disk

Server Roles Server Pool

Features

Filter:

Mame IP Address Operating System

JFSPXY1 ,0.0. Microsoft Windov

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next = | | Install | | Cancel

DESTIMATION SERWER

Select server roles R

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection Remote Access id I
A - . provides seamless
O Actfve Dfrectcrr}r Certlfn_:ate Se.mces connectivity through DirectAccess,
[ Active Directory Domain Services VPN, and Web Application Proxy.
Featuras [] Active Directory Federation Services DirectAccess provides an Always On

- . . . : . . d Always Managed experience.
Remote Access Active Directory Lightweight Directory 5 an 2y g pe
[ Active Directory Lightweight Directory Services RAS provides traditional VPN
services, including site-to-site
[] Application Server (branch-office or cloud-based)
] DHCP Server connectivity. We!: A_pplicatfan Proxy
enables the publishing of selected
(] DNS Server HTTP- and HTTPS-based
] Fax Server applications from your corporate
8] File and Storage Services (1 of 12 installed) network to client devices outside of
O b v the corporate network. Routing
yper- ides traditional routin
provides tra g
[] Metwork Policy and Access Services capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

Role Services [] Active Directory Rights Management Services

[] Print and Dacument Services
Remote Acces
[] Remote Desktop Services

| nstal || Cancel




Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Remote Access

Role Services

Remote Access

Before You Begin
Installation Type
Server Selection
Server Roles
Faztures

Remote

Role Services

DESTINATION SERVER
DG12ADFSENY

Select one or more features to install on the selected server.

Features Description

= NET Framework 3.5 combines the
k 3.5 Features

power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

[ [m] .MET Framework 4.5 Features (2 of 7 installed)
O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

] BitLacker Network Unlock

[] EBranchCache

[] Client for NFS

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

[ Group Policy Management

] 115 Hostable Web Core

[ Ink and Handwriting Services

—. . - -

Install | | Cancel

DESTIMATION SERWER
DG12ADFSPXY

Remate Access integrates Directfccass, VPN, and Web Application Proxy in a single management
console.

Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate
netwaork as DirectAccess clients. Connectivity is seamless and transparent, and is available any time
client computers are located on the Internet. DirectAccess administrators can remotely manage clients,
ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
requirerments.

Deploy VPN to allow client computers running operating systems not supported by DirectAccess, or
configured in a workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network, It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides praxy functionality for your AD FS servers,

Configure RRAS routing features using the Routing and Remote Access console.

| | Cancel

<Previous | | Net> | | Instal




DESTINATION SERVER

Select role services e

Before You Begin Select the role services to install for Remote Access

Installation Type Role services Description

Server Selection i Web Application Proxy enables the
[ DirectAccess and VPN (RAS) publishing of selected HTTP- and

L] Reuting HTTPS-based applications from your
Features OJ corporate network to client devices
Remote Access outside of the corporate network. It
can use AD FS to ensure that users
are authenticated before they gain
access to published applications.
‘Web Application Proxy also provides
proxy functionality for your AD FS
SErvers.

Server Roles

< Previous | | Next = | | Install

= Add Roles and Features Wizard e

DESTIMATION SERWER

Select role services R
X

Add features that are required for Web Application

Proxy? _

tion Proxy enables the
selected HTTP- and

H applications from your

ttwork to client devices.

e corporate network. It

5 to ensure that users

RAS Connection Manager Administration Kit (CMAK) ated before they gain

Remaote Server Administration Tools blished applications.

tion Proxy also provides

pnality for your AD FS

The following tocls are required to manage this feature, but do not
have to be installed on the same server,

Group Policy Management

4 FRole Administration Tools
4 Remote Access Management Tools
[Tools] Remaote Access GUI and Command-Line Tools

[Tools] Remote Access module for Windows PowerShel

<] " 1>]

Include management tocls (if applicable)

‘AddFeatursH Cancel |

< Previous Next > Install | | Cancel




Confirm installation selections T sabieens

DGE1ZADFSRNY

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically. If you do not want to install these optional features, click Previous to clear
=
SENE L their check boxes.

Features

Remote Access Group Policy Management
Tl B RAS Connection Manager Administration Kit (CMAK)

Remote Access

Web Application Proxy
Remote Server Administration Tools

Role Administration Tools

Remote Access Management Teols
Remote Access GUI and Command-Line Tools

Remaote Access module for Windows PowerShell

Export configuration settings
Specify an alternate source path

Insta |Iati0n prog ress DESTINATION SERVER

DG12ADFSPXY

View installation progress

o Feature installation
L |

Installation started on DG12ADFSPXY1

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access
Web Application Proxy
Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Teols
Remote Access module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | | Close | | Cancel




DESTINATION SERVER

Installation progress DG12ADRSRNY1

View installation progress

o Feature installation
I —
Configuration required. Installation succeeded on DG12ADFSPXY1.

Remote Access
Web Application Proxy
Configure the role

Open the Web Application Proxy Wizard

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools
Reole Administration Tools
Remete Access Management Tools
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next = | | Close | | Cancel

File Edit Format View Help

Copyright (c) 1993-2809 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#' symbol.

For example:

182.54.94.97 rhino.acme.com # source server
38.25.63.10 ¥.acme.com # x client host

Heoe He o o H e o e H B H e H

£

localhost name resolution is handled within DNS itself.
127.8.8.1 localhost
- localhost

£ 3

[192.168.139.20 adfs.grevelab.con |

3 3 [




Federation Server

Post-deployment Configura... |

Configuration required for Web Application Proxy at
DG12ADFSPXY1

Open the Web Application Proxy Wizard

Task Details

DESTINATION SERVER
DG12ZADFSEXY

Web Application Proxy is a Remote Access service used to publish web applications that end users can
interact with from any device. It also provides proxy functionality for Active Directory Federation Services
[AD F5) to help system administrators provide secure access to an AD F5 server, By using Web Application
Prowy, system administrators can choose how end users should authenticate themselves to a web
application and which users are authonized to use a web application.

< Previous | | Mext = | | Configure || Cancel




DESTINATION SERVER

Federation Server S i

Welcome Select the Active Directory Federation Services [(AD FS) server to use for Web Application Proxy
authentication and authorizaticon.

AL FS Proxy Certificate Federation service name:

adfs.grevelab.com

Enter the credentials of a local administrator account on the federation servers,

User name:

adfs-auth

Password:




AD FS Proxy Certificate e,

Welcome Select a certificate to be used by the AD FS prosy:

Faderation Sarver |*.grevelah.l:am |'| | View...

ertificate

Confirmation

< Previous || Mext = | | Configure || Cancel




Confirmation

Welcome
Federation Server

AD FS Proxy Certificate

DESTINATION SERVER
DG12ADFSPY

The following PowerShell command will be run when you cdlick Configure. It can also be used to automate
additional installations. If you want to use automatien, copy the command before you dlick Configure.

Install-WebApplicationProxy
-FederationServiceTrustCredential System.Management.Automation.PSCredential
-CertificateThumbprint 'AEEOBF2F77300551AFA4B500D4EE465EC2ABOCCE
-FederationServiceMame ‘adfs.grevelab.com’

To configure Web Application Proxy, click Configure.




DESTINATION SERVER
DG12ADFSPY

Web Application Proxy was configured successfully.

<Previnus|| Next = |




Tasks

{f# Configuration PUBLISHED WEB APPLICATIONS

Web Application Proxy All published web applications | 0 total EEEE
Publish
i Operations Status I—I

Refresh

No web applications are currently published. To
DFESPXY1 publish a web application, click Publish.

Last Refresh On 8/31/2014 10:56:45 PM




CONMECTED TO AD FS
adfs.grevelab.com

Welcome to the Publish New Application Wizard.

This wizard helps you publish a new web application through Web Application Proxy.
Preauthentication

<previous | [ Net> | | eublish | [ cancel




Preauthentication O earenianoom

adfs.grevelab.com

Welcome Specify the preauthentication method:

) Active Directory Federation Services (AD FS)

Publishing Settings All unauthenticated client requests are redirected to the federation server. After successful
authentication by AD F5, client requests are forwarded to the backend server. Web Application Proxy
can also provide credentials to backend servers that are configured to use Integrated Windows
authentication,

®) Pass-through

Mo preauthentication is performed by Web Application Proxy. All requests are forwarded to the
backend server,

<Previous | [ Net> | | pubiish | [ cancel




PUbIIShIng Seﬁings CONMECTED TO AD 5

adfs.grevelab.com

Welcome Specify the publishing settings for this web application.

Preauthentication Narne:

ADFS Prosy Auth
Confirmation This name will appear in the list of published web applications.
External URL:

https://adfs.grevelab.com

External certificate:

*.grevelab.com

Backend server URL:
https://adfs.grevelab.com

<Previous | [ Net> | | pubiish | [ cancel




COMMECTED TO AD FS

Confirmation e

The following PowerShell command will be run when you click Publish. It can also be used to set up
additional published applications. If you want to re-use the command, copy it before you click Publish.

Welcome
Preauthentication
e iy Egs Add-WebApplicationProxyApplication

-BackendServerUrl 'https://adfs.grevelab.com/

-ExternalCertificateThumbprint 'AEEQBF2F77300551AFA4B500D4EE465EC2ABOCCH

-ExternalUrl 'https://adfs.grevelab.com/

-Mame 'ADFS Proxy Auth’

-BxternalPreAuthentication PassThrough

To publish the web application, click Publish.




m Configuraticn

Web Application Proxy

2 Operations Status

Web application ADFS Proxy Auth published successfully.

CONMECTED TO AD FS
adfs.grevelab.com

PUBLISHED WEB APPLICATIONS
All published web applications | 1 total

General

Filter p

ADFS Proxy Auth

Name External URL

dfe.grevelab.com/

Publish
Refresh

ADFS Proxy Auth

< 1] |

Last Refresh On 8/31/2014 11:10:31 PM

Remaove

Publish based on this applic...




e |@ https://adfs.grevelab.com/adfs/Is/idpiniti 0 ~ & & H Q Sign In x |

Greve Labs

Sign in

© 2013 Microsoft

You are not signed in. Sign in to this site.




e@|@ https://adfs.grevelab.com/adfs/ls/Idplnitiate ©Q ~ X ” O Waiting for adfs.grevelab.c.., * | | M 5’1? ﬁ:}}

Greve Labs

iexplore
Connecting to adfs.grevelab.com.

[ dgreve@grevelab.com ]

dasiesa ]

Dorain: grevelab.com

[ ] Remember my credentials

ok || Canecel

€ 2013 Microsoft

e =% | InPrivate e https://adfs.grevelab.com/: O ~ @ ¢

Greve Labs

Sign in with your organizational account

| dgreve@grevelab.com

Sign in

© 2013 Microsoft




Chapter 9: Deploying a Hybrid Infrastructure — Directory
Synchronization

Office 365 Admin center

. Home > Services & add-ins
Home ‘ -+ Add an Office Add-in View | All ﬂ‘
Users Name “~/
Groups n:; Community

Let your users participate in the Office 365 community website

Resources

ﬂ:! Cortana

Turn Cortana access on or off for your entire organization

Billing
TJ’ Directory Synchronization

Sync users to the cloud using Active Directory

Support

ﬂ:! Integrated Apps

Manage your Integrated Apps settings

Settings

N Mai

SRR L LS Set up auditing, track messages, and protect email from spam and malware

™N Directory Synchronization

Active Directory preparation

Active Directory synchronization allows your company’'s administrators
to continuously sync your existing on-premises user and group
accounts with Azure Active Directory.

This option is pretty technical and isn't for everyone. Before setting up
Active Directory synchronization, we'll run a few checks to better
understand your environment and business needs.




Office 365 Setup

Let's check your directory

We'll scan your directory to discover how many objects you have to sync and which domains you're Using nc

Step 1 v

Evaluate solution

Step 2 Start scan

Verify domains

Ste p 3 < Back

Set up Azure AD Connect

Evaluating directory synchronization setup

Running diagnostics requires installing an app on your machine. This app assists in identifying any
issues in your environment.

(Cancel will take you back to the previous page without diagnosis)

Click here to kearn what this feature does

] Office 365

Evaluation scan completed successfully, return to directory synchronization setup wizard

All results  Issues

There are no items to show in this view.



Office 365 Setup

Let's check your directory

We'll scan your directory to discover how many objects you have to sync and which domains you're usin

Step 1 v

Evaluate solution @ Scan complete. Click Next to see your results.

Step 2 [

Verify domains

Step 3

Set up Azure AD Connect Next @

Office 365 Setup

Here's what we found

The last scan saved time is: Tue Jul 05 2016 12:10:47

Active Directory object type Count

Step 1 v Total Active Directory objects 282

Evaluate sclution Wailbox o
Groups 3 v

Step 2

i p . Contacts 0 =

Verify domains 1

Users 8 >

Step 3 o

Set up Azure AD Connect

Next ®

Scan results are saved. If you want to scan again, please restart

< Back




Office 365 Setup

Step 1 v

Evaluate solution

Step 2 v

Verify domains

Step 3

Set up Azure AD Connect

Office 365 Setup

Step 1 v

Evaluate solution

Step 2 v

Verify domains

Step 3

Set up Azure AD Connect

Get your domains ready

Directory synchronization sets up an ongoing relationship between your local environment and Offi
and on-premises users and groups in your local directory and changes continuously synchronize to A

To help make sure that directory synchronization is successful, in the next step we'll add all ofthe d
Office 365. You'll have to add a TXT record to DNS for each parent domain to show us that you're tl
to synchronize. -
-

E

Next @

< Back

Verity ownership of your domains

We found the following domains in your on-premises environment and added them to Office 365, and some of these domains still
need to be verified.

Go to Domains and select Start setup for each domain. Complete only Step 1 — Verify domain in the Add domain wizard. When
you're done, return here to continue.

Domain Added

This domain is non-
routable. We don't support
this type of domain. Learn

more

office365lab.local

office365lab.co.uk v v

Next @ PN

A \Y Feedback

Office 365 Setup

Step 1 v

Evaluate solution

Step 2 v

Verify domains

Step 3 v

Set up Azure AD Connect

We want to make sure there's smooth sailing ahead, so let's check for any errors in your local environms
we try to sync. Here's how:

+ Download and run IDFix to look for problems in your directory

+ Fix any errors that are found before you move on to the next step -

+ Run IDFix again to make sure your changes fixed the problem. An empty table means you'
e

Learn more about IDFix



Office 365 Setup

Step 1 v
Evaluate solution
Step 2 v

Verify domains

Run Azure Active Directory
Connect

You're all set to download and run the Azure Active Directory (AD) Connect guided experience to connect your local directory to the
cloud. Here's some things you need to know before you start:

+ Azure AD Connect has to be installed on the Windows Server that will run the synchronization senvice
* You have to be an enterprise admin cn-premises and a global admin in Office 365
+ It's a good idea to have a test account that you can use to verify sign-in when sync is done

Learn more about Azure AD Connect /

& Microsoft Azure Active Directory Conn

Welcome

Express Settings

Welcome to Azure AD Connect

I Run this installation tool on the server where the synchronization service component will be
installed.

Azure Active Directory Connect integrates your on-premises and online directories.

This installation tool will:
+ Guide you in selecting a solution (for example, password synchronization er federation with ADFS)

« Install identity synchronization and other Microsoft software components required to deploy the selected
solution

= Verify the integration of your on-premises and online directories

Learn more

| agree to the license terms and privacy notice.




&> Microsoft Azure Active Directory Connect

Express Settings

Required Components

User Sign-In

Express Settings

If you have a single Windows Server Active Directory forest, we will do the following:

- Configure synchronization of identities in the current AD forest of OFFICE365LAE
- Configure password synchronization from on-premises AD to Azure AD

= Start an initial synchronization

+ Synchronize all attributes

+ Enable Auto Upgrade

Learn maore about express settings

If you would like different settings, click Customize.

&% Microsoft Azure Active Directory Connect

Express Settings

Connect to Azure AD

Connect to AD DS

Configure

Connect to Azure AD

Enter your Azure AD credentials: (7]

USERMNAME

| cloudadmin@office365laba.onmicresoft.com

PASSWOCRD



& Microsoft Azure Active Directory Connect

Connect to AD DS

Express Settings

Connect to Azure AD Enter the Active Directory Domain Services enterprise administrator credentials: @)
Connect to AD DS USERMNAME
Configure |oFFlcassma\administrator

PASSWORD

&> Microsoft Azure Active Directory Connect

Ready to configure

Express Settings
Connect to Azure AD Onee you click Install/Upgrade, we will do the following:

Connect to AD DS + Install the synchronization engine

Configure AAD Connector

Configure office365lab.local Connector

Enable Password synchronization

Enable Auto Upgrade

Configure synchronization services on this computer

Start the synchronization process as soon as the configuration completes.
Exchange hybrid deployment @




&> Microsoft Azure Active Directory Connect

Configuration complete

Express Settings
Connect to Azure AD Azure AD Connect configuration succeeded. The synchronization process has been initiated.

Connect to AD DS

Configure
The configuration is complete. You can now log in to the Azure or Office 365 portal to verify that

user accounts from your local directory have been created. Then, do a test sign-on to the Azure
portal. Learn more

Office 365 Setup

Run Azure Active Directory
Connect

You're all set to download and run the Azure Active Directory (AD) Connect guided experience to connect your local directory to the
cloud. Here's some things you need to know before you start:

+ Azure AD Connect has to be installed on the Windows Server that will run the synchronization sepvice’ by
* You have to be an enterprise admin cn-premises and a global admin in Office 365 ¢
It's a good idea to have a test account that you can use to verify sign-in when sync is done

Step 1

Evaluate solution .

<

Step 2 L Download Learn more about Azure AD Connect
Verify domains
Step 3 v Return here to pick up where you left off when you finish the Azure AD Connect wizard.

Set up Azure AD Connect

o=



Office 365 Setup

Make sure sync worked as
expected

Directory synchronization is enabled

The last directory synchronization sync time is: Tue Jul 05 2016 12:27:39

Step 'I v We recommend that you do some manual checks to make sure that directory synchronization is wao

Evaluate sclution ) )
+ Open Active users and verify that all the users from your local directory now also have User IDs

« Create a new user in your local directory, wait a few minutes, then verify that the new user si

Step 2 v « Sign-in to Office 365 with a test account to make sure passwords are synced
Verify domains

When you're ready, click Next to learn how to activate the accounts in Office 365
Step 3 v

Set up Azure AD Connect

Next ®

Office 365 Setup

Activate users

You're almost there. You just need to activate the synced users by assigning them a license. Here's howt =

+ Go to Active users

*  Select the unlicensed users view P
Step 1 e ] + Select all the users
+ Activate the users to activate their accounts -

Evaluate solution

Step 2 v

Verify domains

Step 3 v

Set up Azure AD Connect

Next ®

< Back




Office 365 Setup

You're all set up

Rate your experience with Office 365 setup.

Step 1 v

raluate solution

Step 2 v

Verity domains

Step 3 v

Set up Azure AD Connec

Finish ®

Qo
< Back
Office 365 Admin center
Home > Active users

Home + Add a user ‘ ‘ More ‘ Filters | All users ~ ‘ ‘Ssar:h n ‘ L Export
s Display name A User name Status Sync Type
AETREE Andy Waters andy.waters@office365lab.co.uk Unlicensed Synced with...

CloudAdmin cloudadmin@Office365LabA.onmicrosoft.com Office 365 Enterprise E3 In cloud
Contacts

Exchange Online-ApplicationAccount  Exchange_Online-ApplicationAccount@Office36... Blocked Synced with...
Deleted users 3 . .

Fay Williams fay.williams@office365lab.co.uk Unlicensed Synced with...
Data migration HealthMailbo 27b4ab94ed6a49c3... ilboxcf907080df314f5a971b2810804ed... Unlicensed Synced with...
& HealthMailboxa30c7¢ff94ec4b57ac003... HealthMailbox8bcbb03ff0894f0b903f69d0812e7... Unlicensed Synced with...
Groups

HealthMailboxa3ee115058ff4870a273... HealthMailbox5c64797ddf8a4598bd7149f13a13... Unlicensed Synced with...
Resources lan Waters ian.waters@Office365LabA.onmicrosoft.com Unlicensed Synced with...
Bl LabAdmin LabAdmin@office365lab.co.uk Unlicensed Synced with...

illing
Michael Freeman michael freeman@Office365LabA.onmicrosoft.co... Unlicensed Synced with...
O Support g Nic Horrocks nic.horrocks@office365lab.co.uk Unlicensed Synced with...
@ On-Premises Directory Synchronizatio... Sync_ADFSSERVER_1f0c42fa9585@Office365Lab... Unlicensed Synced with...

Settings

Tom Owers tom.owers@office365lab.co.uk Unlicensed Synced with...

ke Reports




Office 365 Admin center

Home Home > DirSync errors

This report shows errors for objects you have synced from your on-premises directory to the cloud. These are caused by attributes that are required to be unique,
like UserPrincipalName and Proxy Address, being added to multiple users, groups, or contacts. To resolve the issue, ensure that the conflicting value only exists on a
single object in your company. Click each error to leamn more.

Groups

Resources

No results found
Billing

Support

Settings
Servi L add-ins
Security & privacy

DirSync errors

Office 365 Admin center

Users

Groups Integration with local Active Directory

Company Name Office 365 Lab

Resources Domains verified 3

Domains not verified 0

Directory sync enabled true
Last directory sync ast synced 3 minutes ago
e Password sync enabled true
Last password sync ast synced 5 minutes ago
. . Directory sync client version 111300
SEIEE 1dFix Tool Download IdFix Tool
Directory sync service account Sync_ADFSSERVER_ 2fa9585@Office365LabA onmicrosoft.com
Reports : DirSync errors No DirSync object errors
Health b Identity federation with local directory

Service health Domains configured for federation 1



&> Microsoft Azure Active Directory Connect

Additional tasks

The reguired tasks for the scenario have been completed. Choose from the list below to perform additional
tasks.

View current configuration

Customize synchronization options

Refresh directory schema
Configure staging mode {current state: disabled)

Change user sign-in

Previous

&» Microsoft Azure Active Directory Connect

Tasks Domain and OU filtering

Connect to Azure AD

Sync Directory,

office365lab.local -] e

Connect Directories ) sync all domains and OUs

Domain/OU Filtering ® Sync selected domains and OUs

Optional Features 4 office365lab.local
Configure Builtin
Computers
Domain Controllers
ForeignSecurityPrincipals
Head Office
Infrastructure
LostAndFound
Managed Service Accounts
Micrasoft Exchange Security Groups
Microsoft Exchange System Objects
Program Data
System

OoOooooooROoOooo

Users




&% Microsoft Azure Active Directory Connect

Tasks Optional features
Connect to Azure AD
Sync Select enhanced functionality if reguired by your organization.
Co t Directori
onnect irectories Exchange hybrid deployment @
Domain/OU Filtering
X [ Azure AD app and attribute filtering @
Configure Passward hash synchronization €
[ password writeback @
[] Group writeback (7]
[ Device writeback @
[ Directory extension attribute sync @
Learn more about optional features
e |
ey Administrator: Windows PowerShell

Windows Powerihe
Copyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\lsers‘Zadministrator.OFFICE3&5LAB> Get-ADSyncScheduler

fillowedSyncCycleInterval an-3n-on
CurrentlyEffectiveSyncCycleInterval oo-30:-00
CustomizedSyncCyclelnterval
HextSyncCyclePolicyType Delta
HextSyncCycleStartTime InUTC 0870552016 12:44:50
PurgeRunHistoryInterval 7.00:-00:-00

True

True
StagingModeEnabled False

ey Administrator: Windows PowerShell

F sillsershadministrator. oo LHE tart
PS C:\lsershadministrator. OFFICE365LAB> _




Chapter 10: Deploying a Hybrid Infrastructure — Exchange
Hybrid

[] Enterprise  Office 365

Exchange admin center
recipients setup
permissions

) Exchange hybrid mode allows you to connect and manage your organization across both on-premises and Office 365. Learn more
compliance management

organization modify
protection

mail flow

mobile

public folders

unified messaging

servers

tools

information

You must log in to Office 365 before you can run the Hybrid
Configuration wizard. Please try again after you log in to Office
365.

(=) sign in to Office 365




] Office 365

Work or school account

cloudadmin@Office365Lab...

*eeReN 'QI|

[l Keep me signed in

Can't access your account?

I Office 365

Microsoft Office 365 Hybrid Configuration Wizard Download

To Enable or Modify your Hybrid Configuration you need to first initiate the Hybrid Configuration Wizard, to get started click here

Click here to learn what this feature does



IJ Office 365 Hybrid Configuration

Hybrid Configuration Wizard

Ej3

Running this wizard will configure coexistence between your on-premises
envircnment and Exchange online.

Learn more

N b sl a2 L
What does this application do? hack next | | cancel




I] OfﬂCE 365 Office 365 Hybrid Configuration

On-premises Exchange Server Organization

® Detect the optimal Exchange server

EXCHANGESERVER
office3E5lab.loca
Wersicn 15.0 (Build 1172.4) CU12 Stendarafvoluation Edition

Mailbeox, Chentiooess

Specify a server running Exchange 2010, 2013 or 2016

Exchange Hybrid setup reguires a connecticn to an Exchange 2010, 2013 or 2016 server in
your envircnment to perform management tasks. On Exchange 2010 or 2013 this must be a
server running the Client Access Server rale,

Client Access server:

CXCnangesgnier

Office 365 Exchange Online

My Office 365 crganization is hosted by:

| Microsoft Office 265 [~

* Give Feedback back | | next | | cancel




I] OfﬂCE 365 Office 365 Hybrid Configuration

Credentials

Exchange hybrid setup needs both on-premises and Office 385 account credentials before it can
continue, Both accounts must be members of the Crganization Management role group

Learn more

Enter your on-premises account credentials,
Use current Windows cradentials
Domaintuser name:

OFFICE365LAB\Admin

&
o
o

Enter your Office 365 credentials.

Office 365 uszer D:
cloudadmin@office385laba.onmicrosoft.com
Pazzword:

W Give Feedback back | | next | | cancel




I] Office 365 Office 365 Hybrid Configuration

Validating Connections and Credentials

& & & gl @ ® :
A

Succeeded Exchange

i @ @ @ @ & m

(2 |
Succeeded Office 365

% Give Feedback back ‘ | next ‘ | cancel




IJ Office 365 Office 365 Hybrid Configuration

Domain Ownership

Before procesding to the next step, copy the following tokens and create a TXT record for each
token on your public DMS to confirm domain cwnership

Learn more

Domain Token

office365lab.couk  HTOBKAKE 1 oztr2gWigTHESSwy DFt1CivlHgHype + aNTkLLTnDImjnt34re
£ i *

Copy to clipboard

| have created a TXT record for sach token in DMNS,

verify domain cwnership

w Give Feedback mext

cancel



I] OfﬂCE 365 Office 365 Hybrid Configuration

Hybrid Configuration

How do you want to configure your on-premises organization for secure bi-directicnal mail
transport with your Exchange Cnline crganization?

Learn more

‘@ Configure my Client Access and Mailbox servers for secure mail transport (typical)

i) Configure my Edge Transport servers for secure mail transport

Centralized mail transport is an advanced feature that most organizations will not require
Enabling this feature configures your Exchange Cnline organization to route email to or from

external recipients through your on-premises Exchange organization. Please see the Exchange
setup guide for more details

Learn more

Enable centralized mail transport

* Give Feedback back | | next | | cancel




I] OfﬂCE 365 Office 365 Hybrid Configuration

Receive Connector Configuration

Choose one or mere on-premises Exchange Servers to host receive connectors for secure mail

transport with Exchange Online. If you are using Exchange 2013 these servers must have the
Client Access Server rale,

Learn more

EXCHANGESERVER

(7]

W Give Feedback back | | next

| | cancel




I] Office 365 Office 365 Hybrid Configuration

Send Connector Configuration

Choose one or mere on-premises Exchange Servers to host send connectors for secure mail
transport with Exchange Online. If you are using Exchange 2013 these servers must have the
Mailbox Server role,

Learn more

EXCHAMGESERVER

[+]

W Give Feedback back | | mext

| | cancel

oy



I] OfﬂCE 365 Office 365 Hybrid Configuration

Transport Certificate

Choose a certificate to use with securing hybrid mail transport.,

Learn more

*.office365lab.co.uk
CM =*.office365lab.co.uk. OlU=Domain Control Validated
CN=Alpha55L CA - SHA25E - G2, O=GlobalSign mv-za, C=BE i
8/3/2015 - &3/2016
E10BTEEAAAIOFEDE1EE2BOCETEATTEFIDTB2ABGE

W Give Feedback back | | next | | cancel




I] Office 365 Office 365 Hybrid Configuration

Organization FQDN

Enter a fully qualified damain name (DemainFgdn) for your on-premises crganizatiaon. This will
configure the cutbound mail connector to route mail from the Exchange Online Protection (EOP)
service to your on-premises organization.

Learn more

For example: mail.contoso.com

cnprem.officed6slab.couk

* Give Feedback back ‘ | next ‘ | cancel




I] Office 365 Office 365 Hybrid Configuration

Ready for Update

Your Exchange hybrid configuration settings are now complete. Click Update to configure and
enable the hybrid features in your Enterprise and Office 365 organizations.

This process may take several minutes to complete. Please don't close the window unless you
want to cancel the process.

* Give Feedback back || update | | cancel




IJ Office 365 Office 365 Hybrid Configuration

Configuring...

Configure Organization Relationship
Configuring

Enzkle-CrganizationCustomization

Click 'stop' to cancel the operation. Stopping the operation won't undo the changes already
applied.

* Give Feedback stop



IJ Office 365 365 Hybrid Configuration

Congratulations!

Hybrid services are now configured between Exchange Online in your Office 365
tenant and your on-premises Exchange envircnment.

How would you rate your experience?

Let us know what you liked or what we can do better,

Include email:  cloudadmin@office363laba.onmicrosoft.com

Thank you for taking the time to send us fesdback!  We may not respond fo each piece
of feedback, but we will work hard to malke sure if is reviewed,

Privacy policy

cloze

1] CEnterprize  Office 365

Exchange admin center

recipients sharing apps address lists
pPermissions

| Federation Trust
o ance man .
compliance management A federation trust has been created and requires the verification of shared domains. Select the domains that will share calendar free/busy information. Learn more

organization

modify remove

protection

Organization Sharing
mail flow ~ R

Enable free/busy and other calendar information sharing between federated Exchange organizations. Learm more

moabile .

+7me
public folders oN NAME | DOMAINS

unified messaging On-premises to 0265 - 3244881-¢h36 4cB0-add2_  Office365LabA mail onmicrosoft.com




Enterprise  Office 365

Exchange admin center

dashboard sharing add-ins

Organization Sharing

Enable free/busy and other calendar information sharing between federated Exchange organizations, Learn more

organization + /7T
protection OM NAME & | DOMAINS
. 0365 to On-premises - e3a44881-eb36-4c80-addB..  office365lab.co.uk
mail flow
mobile
1 sedected of 1
£ | Machine: ExchangeServer.office365lab.local

[PE] C:“Windows“system32>Get—WebServicesVirtualDirectory | f1 Server. Name, MREProxyEnabled

mj >

erver EXCHANGESERUER
ame EUS (Default UWeb Sitel
REProxyEnabled True

[PS] C:~UWindowsssystem32>_

(] CEnterprise  Office 365 CloudAdmin » 2 ~

Exchange admin center

connectors

trace d domains remots

connectors, we recommend that you first check to see if

permissions Connectors help control the flow of email messages to and from your Office 365 organization. However, because most organizations don't need to u

you should create a connector.

complial

t to help s improve connectors? Just send us feedback and let us know what you liked, didn't like, or w can do to make your experience better.

>

+/7sa 2
STATUS & | NAME FROM 10
Inbound from e3a44881-eb36-4c.. Your organization’s email server Office 365
On Outbound to e3a44881-eb3! ... Office 365 Your organization’s emai

ede32b58

/DAp6/PloQpCMjbNI37bv]/NmS5Mr
PereRe5MpdrbD2doPUypFOSqrirtDd7|




Chapter 11: Performing a Hybrid Migration

©

Software

Office Please contact your admin. It looks like they haven't assigned you a license for the Office desktop apps.

Phone & tablet

Office 365 Admin

Home

Users

Active users

Contacts

Deleted users

Data migration




lan Waters
ian.watersi@officed6slab.co.uk

Product licenses

Location *

United Kingdom W
~  Office 365 Enterprise E3 -I On

4 of 5 licenses available
Office 365 Planner Preview mmj o
Sway o
Maobile Device Management for Office 365 mj o
(These licenses do not need to be individually
assigned)
Yammer Enterprise o
Azure Rights Management o
Office 365 ProPlus mmj o
Skype for Business Online (Plan 2) o
Office Online |
SharePoint Online (Plan 2) o
Exchange Online (Plan 2) mmj o

Assign Cancel




Office 365

C]

Software

Office
Tools & add-ins
Skype for Business

Phone & tablet

Exchang

dashboard
permissions
compliance r

organization

Office

Install Office 365 ProPlus with the new 2016 apps (Recommended)

This will install the follewing apps on your computer: Ward, Excel, PawerPoint, OneNote, Access, Publisher, Outlock, Skype for Business, OneDrive for Business

P ERDEDEP TP

Word Excel PowerPoint OneNote Access Publisher  Qutlook  Skype for OneDrive
Business  for Business

Langusge: Version:

[English (United States) v 32-bit (Recommended) Advanced

Don't see the language you want? Install ane of the languages in the list above and then install  language accessory pack. Additional languages and language accessory packs don't count against your install limit.

Review system requirements
Troubleshoot installation

Install

] CEnterprise  Office 365
Exchange admin center

dashboard mailboxes

recipients

e admin center

mailboxes groups resources contacts shared |migration

Click to view the status for all current migration batches. Status for all batches

E (1 1]
management
I Migrate to Exchange Online I TOTAL SYMCED | FIMALL. | FAILED

Migrate from Exchange Online
1 0 1 0




Help
new migration batch

Select a migration type

The migration type to use depends on your existing email system, how many mailboxes you want to
migrate, and whether you plan to maintain some mailboxes in your on-premises organization or
migrate them all to the cloud. You'll also want to consider how long the migration will take and
whether user identity will be managed in your on-premises organization or in Office 265.

Select this if you're
planning an Exchange
hybrid deployment with
mailboxes both on-
premises and in Exchange
Online. If you plan to
migrate all mailboxes to
Exchange Online over a

Learn more

O Staged migration (supported by Exchange Server 2003 and Exchange Server 2007 only) long period of time, this
) Cutover migration (supperted by Exchange Server 2003 and later versions) migration type lets you use
O IMaP migration (supported by Exchange and other email systems) hybrid deployment features

during migration. After the
migration, user identity will
still be managed in your
on-premises organization.
You have to use this type of
migration to migrate more
than 1,000 Exchange 2010
or Exchange 2013
mailbaoxes,

Learn more

next ‘ | cancel




new migration batch
Select the users

You can either use a C5V file to specify the users you'd like to move, or you can select mailboxes
individually. Learn more

(®) Select the users that you want to move

DISPLAY MAME & | EMAIL ADDRESS

Matt McGillen mmcgillen@grevelab.com

O Specify the users with a CSV file
(] Allow unknown columns in the CSV file

Browse___

1 mailboxes to migrate

back ‘ | next | ‘ cancel




Hel
new migration batch

Confirm the migration endpoint

The connection settings for this migration batch have been automatically selected based on the
migration endpoints created in your organization. Learn more

Remote MRS proxy server:
The FQDN of the Exchange server that the Mailbox Replication Service (MRS) Proxy is on.

onprem.cffice365/ab.co.uk

! cancel



new migration batch
Mave configuration

These configuration settings will be applied to the new batch. Learn more

*New migration batch name:

|Migration Batch 1 - Test User 1

*Target delivery domain:
|D1"ﬁce365LabA.crnmicrosnft.mm hd |
Archive:
® Move the primary mailbox and the archive mailbox if one exists
O Move archive mailbox only, without moving primary mailbox
This option s only valid for mailboxes on Exchange 20710 and Eechange 2013,
Bad item limit:
[10 |
Large item limit:
[1d x]
back | ‘ next | | cancel




new migration batch
Start the batch

A new migration batch will be created after you click new. Learn more

*After the batch is complete, a report will be sent to the following redipients. You must select at least
one recipient to receive this report.

David Greve b4 browse...

Please select the preferred option to start the batch:
O Manually start the batch later (by selecting it in the migration dashboard and then clicking Start)
® Automatically start the batch

Please select the preferred option to complete the batch:

(O Manual Complete the batch (by clicking the "Complete this migration batch® link on the right
P g P g g
pane, after the link becomes active)

® Automatically complete the migration batch

‘ back | ‘ new | ‘ cancel |
1] Enterprise Office 365 A David Greve
Exchange admin center
dashboard mailboxes groups resources contacts shared migration
recipients
o Click to view the status for all current migration batches. Status for all batches
PEFMISSIONS

+t-rsme -

compliance management

MAME - TOTAL SYMCED | FIMALL.. | FAILED

STATUS

organization Migration Batch1 - Completed 1 ) )
st e Migration Batch 1 - Test User 1
protection Type: Exchange remote move
Direction: Onboarding
mail flow Status: Completed
mobile Mailbox status

Synced mailboxes: 0 of 1
public folders Finalized mailboxes: 10f 1
Failed mailboxes: 0

unified messaging View details



Microsoft Qutlook

The Microsoft Exchange administrator has made a change that requires
you quit and restart Cutlook.

oK




Chapter 12: Post Migration Considerations

©

Software

Office Please contact your admin. It looks like they haven't assigned you a license for the Office desktop apps.

Phone & tablet

Office 365

Home

Users

Active users

Contacts

Deleted users

Data migration




lan Waters
ian.watersi@officed6slab.co.uk

Product licenses

Location *

United Kingdom W
~  Office 365 Enterprise E3 -I On

4 of 5 licenses available
Office 365 Planner Preview mmj o
Sway o
Maobile Device Management for Office 365 mj o
(These licenses do not need to be individually
assigned)
Yammer Enterprise o
Azure Rights Management o
Office 365 ProPlus mmj o
Skype for Business Online (Plan 2) o
Office Online |
SharePoint Online (Plan 2) o
Exchange Online (Plan 2) mmj o

Assign Cancel




Office 365

C]

Software

Office
Tools & add-ins
Skype for Business

Phone & tablet

Exchang

dashboard
permissions
compliance r

organization

Office

Install Office 365 ProPlus with the new 2016 apps (Recommended)

This will install the follewing apps on your computer: Ward, Excel, PawerPoint, OneNote, Access, Publisher, Outlock, Skype for Business, OneDrive for Business

P ERDEDEP TP

Word Excel PowerPoint OneNote Access Publisher  Qutlook  Skype for OneDrive
Business  for Business

Langusge: Version:

[English (United States) v 32-bit (Recommended) Advanced

Don't see the language you want? Install ane of the languages in the list above and then install  language accessory pack. Additional languages and language accessory packs don't count against your install limit.

Review system requirements
Troubleshoot installation

Install

] CEnterprise  Office 365
Exchange admin center

dashboard mailboxes

recipients

e admin center

mailboxes groups resources contacts shared |migration

Click to view the status for all current migration batches. Status for all batches

E (1 1]
management
I Migrate to Exchange Online I TOTAL SYMCED | FIMALL. | FAILED

Migrate from Exchange Online
1 0 1 0




Help
new migration batch

Select a migration type

The migration type to use depends on your existing email system, how many mailboxes you want to
migrate, and whether you plan to maintain some mailboxes in your on-premises organization or
migrate them all to the cloud. You'll also want to consider how long the migration will take and
whether user identity will be managed in your on-premises organization or in Office 265.

Select this if you're
planning an Exchange
hybrid deployment with
mailboxes both on-
premises and in Exchange
Online. If you plan to
migrate all mailboxes to
Exchange Online over a

Learn more

O Staged migration (supported by Exchange Server 2003 and Exchange Server 2007 only) long period of time, this
) Cutover migration (supperted by Exchange Server 2003 and later versions) migration type lets you use
O IMaP migration (supported by Exchange and other email systems) hybrid deployment features

during migration. After the
migration, user identity will
still be managed in your
on-premises organization.
You have to use this type of
migration to migrate more
than 1,000 Exchange 2010
or Exchange 2013
mailbaoxes,

Learn more

next ‘ | cancel




new migration batch
Select the users

You can either use a C5V file to specify the users you'd like to move, or you can select mailboxes
individually. Learn more

(®) Select the users that you want to move

DISPLAY MAME & | EMAIL ADDRESS

Matt McGillen mmcgillen@grevelab.com

O Specify the users with a CSV file
(] Allow unknown columns in the CSV file

Browse___

1 mailboxes to migrate

back ‘ | next | ‘ cancel




Hel
new migration batch

Confirm the migration endpoint

The connection settings for this migration batch have been automatically selected based on the
migration endpoints created in your organization. Learn more

Remote MRS proxy server:
The FQDN of the Exchange server that the Mailbox Replication Service (MRS) Proxy is on.

onprem.cffice365/ab.co.uk

! cancel



new migration batch
Mave configuration

These configuration settings will be applied to the new batch. Learn more

*New migration batch name:

|Migration Batch 1 - Test User 1

*Target delivery domain:
|D1"ﬁce365LabA.crnmicrosnft.mm hd |
Archive:
® Move the primary mailbox and the archive mailbox if one exists
O Move archive mailbox only, without moving primary mailbox
This option s only valid for mailboxes on Exchange 20710 and Eechange 2013,
Bad item limit:
[10 |
Large item limit:
[1d x]
back | ‘ next | | cancel




new migration batch
Start the batch

A new migration batch will be created after you click new. Learn more

*After the batch is complete, a report will be sent to the following redipients. You must select at least
one recipient to receive this report.

David Greve b4 browse...

Please select the preferred option to start the batch:
O Manually start the batch later (by selecting it in the migration dashboard and then clicking Start)
® Automatically start the batch

Please select the preferred option to complete the batch:

(O Manual Complete the batch (by clicking the "Complete this migration batch® link on the right
P g P g g
pane, after the link becomes active)

® Automatically complete the migration batch

‘ back | ‘ new | ‘ cancel |
1] Enterprise Office 365 A David Greve
Exchange admin center
dashboard mailboxes groups resources contacts shared migration
recipients
o Click to view the status for all current migration batches. Status for all batches
PEFMISSIONS

+t-rsme -

compliance management

MAME - TOTAL SYMCED | FIMALL.. | FAILED

STATUS

organization Migration Batch1 - Completed 1 ) )
st e Migration Batch 1 - Test User 1
protection Type: Exchange remote move
Direction: Onboarding
mail flow Status: Completed
mobile Mailbox status

Synced mailboxes: 0 of 1
public folders Finalized mailboxes: 10f 1
Failed mailboxes: 0

unified messaging View details



Microsoft Qutlook

9

The Microsoft Exchange administrator has made a change that requires
you quit and restart Cutlook.

oK

Admin

Office 365

Exchange admin center

mallboxes

DISPLAY NAME

public folders

hybrid

groups
s

resources

contacts migration

Mew Shared Mailbox - Microsoft Edge

ﬁ office365.com
new shared mailbox

Shared mailboxes allow a group of users to view and send
email from a common mailbox and share a common
calendar. Learn more

*Display name:

*Email address:

[2M office365lab.co.uk. h

DISPLAY MAME A

More options..

Cancel




T oy
Proecto

&

MAILBOX TYPE

There are

EMAIL ADDRESS

no items to show in this



new room mailbox

A room mailbox is a resource mailbox that's assigned to

'J:I\_ location. Users can easily reserve rooms oy

[=1]

ir.: LI,.|II'|;I room mailboxes in meeting requests. Just

select the room mailbox from the list and edit

properties, such as booking requests or mailbox

delegation. Learn more
*Room name:;
*Email address

= —

| @ | office363lab.co.uk b
Location:

Phone

Capacity:

Save Cance
53 Machine: ExchangeServer.office3b65lab.local I;Ii-

[P5]1 C:spublichybridsync?. /Sync—MailPublicFolders.psl —Credential (Get—-Credential) —CsuSummaryFile:sync_summary.csu

mdlet Get—Credential at command pipeline position 1
Bupply values for the following parameters:
redential
[16/85-2816 1:581 Creating an Exchange Online remote session.
[16/85-2816 2:191 Exchange Online remote session created guccessfully.
[16-85-2816 2:121 Enumerating local mail enabled public folders...
[16/05-2816 2:38]1 Mail public folders enumeration completed: 7 local folder{s> found.
[16/85-2816 2:381 Enumerating Exchange Online mail enabled public folders...

[16/85-2816 28:82:311 Mail public folders enumeration completed: B Exchange Online folder<{s> found.

Bync local changes to Exchange Online
he following local mail public folder changes were detected and will he applied to Exchange Online: 7 object{s>
reated, B updated and B deleted. Do you ally want to proceed?
[M]1 Mo [Y¥]1 ¥Yes [?] Help (default is "N"
[16/05-2816 28:03:881 Suncing of mail public folder ohjects into Active Directory completed: 7 ohjects created. B ohject
updated and B ohjects deleted.
[P3]1 C:spublichybridsync>




l!:i Administrator: Windows PowerShell

al at command pipeline p
for the following parameter

e parameter. For

ributionGroupM. ..

tquid.pot

1 *public*

jpefaultPublicFolder
efaultPublicFolder
yefaultPublicFolder
yefaultPublicFolderMaxItems
yefaultPublicFolderDel etedItemReten
yefaultPublicFolder edItemRetent
PublicFoldel ockedFo gration
PublicFolderMigrationComplete
Public d nabled
i putersDetect
otPublicFolderMailb
ePublicFoldermailbo




All Public Folders - Public Folders - andy.waters@office365lab.co.uk - Outlook

Send [ Receive Falder View @ Tell me what you want to do...

E Team Email =

Mowve Rul
¥ Create New v Hies

Mew  MNew =
Post ltems~ &igJunk~

Mew Delete Respond Quick 5teps Ma Move
[@ Junk Email Search All Public Folders (... 2 | Current Folder -

Motes
All Unread By Date =  Newest +

£ Outbox We didn't find anything to show here,
B3 RSS Subscriptions

I 5 Sync Issues
7| Tasks

0 Search Folders

> 4% Favorite Group Calendars

4 public folders - andy.waters@office365lab.co.uk
4 All Public Folders
+ Customer Services
+ HR
4 [ Marketing
2 Advertising
2 Design
4 Product Development
3 Sales

4 Favorites

Office 365 Admin center preview

Home > Domains

Home
-+ Add domain

Users )
Domain name Status

Groups Office365LabA.onmicrosoft.com (Default) Setup complete

R e o office365lab.co.uk Setup complete
esources |

Billing

Support

Settings

ecunty & privacy

DirSync errors

Domains




office365lab.co.uk

Domain managed outside Office 365

FO Set as default H & DNS management H = Check DNS H il Remove

Required DNS settings

Your DNS records must be set to the following values for your Office 365 services to run smoothly.

™ Exchange Online

Type Priority Host name Points to address or value L
IMX 0 @ office365lab-co-uk mail protection.outlook.com 1 Hour I
TXT - @ v=spfl include:spf.protection.outlook.com -all 1 Hour
CNAME - autodiscover autodiscover.outlook.com 1 Hour

Admin centers

hange

Skype for Business

SharePoint

Exchange admin center

dashboard rules message trace accepted domains remote domains Tonnectors

recipients

o Inbound Connectors
permissions

+7a 2
) ianre 2
compliance management EMABLED 4 | NAME COMMECTOR TYPE
organization i Inbound from 62e56be3-abf7-47bb-8c...  On-premises

protection

mail flow



Outbound Connectors
+t/sa8

EMABLED & | NAME

CONMECTOR TYPE
Outbound Delivery

/| Outbound to 62e56be3-abf7-47bb-8cl.. On-premises

Smart host based
onprem.office365lab.co.uk

Scope

Outbound domains:
*

Connector Security

Help

Outbound to 62e56be3-abf7-47bb-8c18-eebflbeb5a0b

general

security

delivery
» scope

scope
[] Use for Criteria Based Routing (CBR)

[J Route all accepted domains through this connector

*Recipient domg
Specify the outl

+ -

- |

,@ https://outlook.office365.com/ecp/Connectors/DomainEntry.aspx’new=false

edit domain

Specify the domain name, with or without wildcards.
Example: * or *.contoso.com or *.com

|'.oﬂTc5365Iab.co.u k

ok cancel

Outbound to 62e56be3-abf7-47bb-8c18-eebflbe65alb

general
security
delivery

¥ sCOpe

scope
(] Use for Criteria Based Routing (CER)

] Route all accepted domains through this connector

*Recipient domains:
Specify the outbound domains that should be applied to this connector.

+ /-

*.office365lab.co.uk



Chapter 13: Additional Hybrid Solution — Lync
Online/Skype for Business

j”_%'l'\flicrc-snft Visual C++ 2013 Redistributable (x64) - 12.0.21005 Microsoft Corporation 09/08/2015 205MBE  12.0.21005.1
|3 Microsoft V55 Writer for SOL Server 2012 Microsoft Corporation 15/08/2015 312MB 11.2.5058.0
j’ErlSkypefor Business Online, Windows PowerShell Medule Microsoft Corporation 09/08/2015 114MB  6.0.9276.0
|3 S0L Server Browser for SOL Server 2012 Microsoft Corporation 15/08/2015 126MB  11.2,5058.0
B Windows Fabric Microsoft Corporation 01/08/2015 676 ME 1.0.1008.0

Office 365 Admin center

Users

Home
Groups ‘ Search users, groups, settings or tasks
Resources I .
Q. Users > = Billing » 1} Office software
Billing
4 Add a user Total balance £0.00 L Install my software
c ] Delete a user =2 Share the download link
Support Office 365 Enterprise..
i Software download setti
& Edit a user & Change payment details 4 oftware download settings
Settings €, Reset a password @ Troubleshoot installation
Reports
I N
. [B1 Message center & Service health >
| Updated feature: Alert mails for OneDrive for Busi... Jun 09 . @ Al Office 365 services are up!
Admin centers
| Updated Feature: Monthly feature updates for Offi... Jun 09 x 4 View the service health

Exchange f | Updated Feature: What's new in Office 365 admin... Jun 08

Skype for Business 18 unread messages

N e
:'/II:I\:>\I|® https://adminle.onlinelync.com/lscp/Hlanguage=en-GB&tenar O - & & || [] portal.office.com
e —

File Edit View Favorites Tools Help

Office 365 Admin

Skype for Business admin center

dashboard Welcome
users o
User statistics
organization Below are user statistics of your organization, Learn more
dial-in conferenc'ng Skype for Business Online users: 1
Users enabled for dial-in conferencing: 0
meeting invitation Users in cloud: 1
Users synced and homed online: 0

tools



Administrator: Windows PowerShell

sillsershadministrator.( oL AE [
sSrvRouting -EnablePartnerDiscovery $false
PS C:\lsershadministrator OFFICE365LAB> _

Lync Server 2013

I External Access Policy Access Edge Confipuration SIP Federated Domaims SIP Federated Providars. HMPP Federated Partners -

£y Home
2} Users
¥ Topolog P
& IMand Presence J Eiit v | (3 Refresh
&7 Persistent Chat Sheow details... Scope Federated nzer accesz Femote uzer access Anonymous nzer access
Select all
@2 Voice Routing T Global

Q. Voice Features
73, Response Groups
Conferencing

@ Clients

F ation and
2% External Access

Lync Server 2013 Sign out

P

I External Access Policy Access Edge Confipuration SIP Federated Domains SIP Federated Providars. HMPP Federated Partners -

£y Home
22 Users
24 Topolog Edit Access Edge Configuration - Global
& IMandPresen kd Commit | X Cancel i@]
M and Presence
Scope: Global
& Persistent Chat e
e |+/| Enable federation and public IM connectivity
@2 Voice Routing || Enable partner domain dizcovery
%, Voice Features |__| Send archiving disclaimer to federated
"% f\‘es[:cnse G.’cup»: |+/| Enable remote nzer access
|| Enable anonymons user access to conferences ?
Conferencing
@ Clients
BN Federation and
2% External Access
— - - -
e Administrator: Windows PowerShell

Jindows FowerShe
Copyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:ilsershadministrator.0FFICE365LAB> Remove-CSHostingProvider -Identity LyncOnline -force
PS C:ZlsersZadministrator.0FFICEIG&SLABY _




ey Administrator: Windows PowerShell

ad | qf de yn L]
Enabled $true —EnahledSharedﬁddressSpace $true —HostsUCSUsers $true —UerlflcatlonL 2ye UseSourceUer1f1cat10n —IsLocal $f
alse -Autodiscoverlrl https://webdir.online.lync-com/Autodiscove utodiscoverService.sveifroot

LyncOnline

LyncOnline

sipfed.online.lync.com

UseSourcelerification

True

True

True

False
https:/fwebdir.online.lync.comfflutodiscover/ffiutodiscoverService.svefroot

le
EnabledSharedfAddressSpace

HostsOCSUsers
Islocal
futodiscoverlrl

PS5 C:vlsershadministrator . OFFICE365LABS _

Lync Server 2013

=7

I External Access Policy Acceszs Edge Confipuration SIP Federated Domams SIP Federated Providers

Je

]
o
b
o
i

LA

4

IM and Presence &k New ¥ /" Edit = ’T_"_ Refrezh

@ L W X

Persistent Chat Provide Showdetails. Edge Server Enal
. O Public p Selectall faderation messenger. men.com
volLe BOULNS Delsta
. e - Hosted provider LyncUnline sipfed.online Iyne.com.
'i_ VvolCce I ealures
73 Response Groups
gp New w __/ﬁ Edit + }-ﬂi Refrezsh
Fublic provider pe Provider Edge Server Enabled
Hosted providar

ndar Skype faderaftion messenger men com J



Lync Server 2013

External Access Policy Access Edge Confipuration SIP Federated Domains SIP Federated Providers

&y Home
22 Users

Edit SIP Federated Provider - LyncOnline

. kel Commit A Cancel
IM and Presence

=]
[=]
b=
o

i
(=]
q

Hozted provider

Percictan y I
& Persistent Chat |£| Enable communications with this provider
Q= Voice Routing Provider name: *
LyncOnline

Voice Features
Accezzs Edge zervice (FQDN): #

72 Response Groups
= P P sipfed.cnline lyne.com

onicrencing Defaunlt verification level:

= Clients This 1= the defanlt setting. Usaers can overnde this policy if they choosa the
bt “Allow anyone to contact me” option in ther Lyne Server cliant.

= Federation and (») Allow uzer: to communicate only with people on their Contacts list
=% External Access who uze this provider

Moni | Allow uzers to communicate with everyone uzing thiz provider
MOTITOTL

and Archivin

i)

ey Administrator: Windows PowerShell

F ssllsershadministrator.( oo LHB mport-|
PS C:\UsersMadministrator.OFFICE3&SLAB> S$cred =

H nclnlinebonnector

odule Ly
Get-Credential

cmdlet Get-Credential at cormand pipeline position 1

Supply values for the following parameters:

Credential

PS C:slsershadministrator.OFFICE365LAB> $C5Session = Hew-CsOnlineSession -Credential Scred
PS C:slsershadministrator .OFFICE345LAB> Import-PSSession $C58ession -AllowClobber

ExportedCommands

trmp_Semric?i.cl2 {Clear-CsOnlineTelephoneMumberReservation, Copy-CsVaicePol...

PS5 C:slUsershadministrator.OFFICE365LAB> Set-CsTenantFederationConfiguration -SharedSipAddressSpace 5true
PS C:\Dsershadministrator.0FFICE365LAB> _




ey Administrator: Windows PowerShell |;|£-

CH=Ian Waters,0U=0fficedbSLab Users,DC=0fficedbéSLab,DC=1ocal

ExchangefArchivingPolicy Uninitialized
FinPolicy

PersistentChatPolicy
UserServicesFolicy

SRU:
Iync.office3dé5lab.local
True
sip:zian@officed6Slab.co.uk

False

False

CH=L¢ Serwices,CH=-Microsoft,CH=1:1,CH=Pools,CH=RTC
Service,CH=%ervices,CH=Configuration,DC=0ffice3db5Lab,0C=1ocal
Ian Waters

ian

PS C:\lsershadministrator. OFFICE365LAB> _

ey Administrator: Windows PowerShell

lsershadministrator. 3 -larget sip . lync.com -Lreli
dentlal $cred HnstedMlgratlonﬂuerr1deUrl https Z/adminle.online. lync cnnf“nstedMlgrat1nnfhnstedm1grat1nnser01ce suc

Confirm

ove-Csllser

[¥] Yes [A] Yes to All [M] Ho [L] Mo to A1l [S8] Suspend [?] Help (default is "¥"): g
PS C:\Usershadministrator OFFICE365LAB> _




ey Administrator: Windows PowerShel|

ClientVersionPolicy
ArchivingPolicy
ExchangefrchivingPolicy
PinPolicy

Uninitialized

ostedloicemailPolicy
ostingProvider
egistrarfool
nahled True
ipAddress sip:ian@officed6Shlab.co.uk
inelRI
nterpriselloiceEnabled False
False
CH=Lc Services,CH=-Microsoft,CH=1:1,CH=Pools,CH=RTC
Service,CH=Services,CH=Configuration,DC=0fficedb5Lab,0C=1ocal
Ian Waters
1an

sipfed.online.lync.con

PS C:\lUsershadministrator . OFFICE3&65LAE> _

Lync Server 2013 _
& Home I_
22 Users
. (*) Search || LDAP zearch
I3 Topology - -
Find 7 b+ Add filter ¥
& IM and Presence
= Search results: 7 Maximum users to display: 200 5
= & Ensbleusers v /Edit v  Action ¥ @
Dizplay name Enabled SIP addresz= Homed Telephony
Andy Waters J sip:andy@officed631zh.co.uk Iyne office3651ab. local PC-to-PC only
2 Response Groups
73 Response Groups
Fay Williams J sip:favi@office365lab.couk Iyne.office3651ab.local PC-to-PC only
Conferencing
Ian Watars. J sip:ian@officed§3lab.co.uk LyncOnline PC-to-PC ocnly
Client
Ia 8 Michael Freeman J sip:michasl@office363lab.couk Iyne.office3651ab.local PC-to-PC only
Nic Horrocks J sip:nic(@officed 63lab.co.uk byne. office3651ab.local PC-t0-PC only
Febacea Craazey J sip:Febecca@office363lzb.co.uk Iyne.office3651ab.local PC-to-PC only
Tom Cwars J sip:tom@office365lab couk byne.office3651ab local PC-t0-PC only



m Microsoft Lync (Lync) - 0 %
What's happening today?
lan Waters
Available =
5Set Your Location *
: i o
(v e
Find someone o
G %

Lync

Your system admin has made changes that affect
your Contacts list. Please sign out and sign back
in.

0K




@ Skype for Business

What's happening today?

lan Waters
Available *
Set Your Location ™

- 0 B @-
Find someone Q

GROUPS STATUS RELATIONSHIPS MEW 2+

4 FAVORITES

Andy Waters - Offline

Fay Williams - Offline

Michael Freeman - Offline 55 mins

Mic Horrocks - Offline

Rebecca Creasey - Available - Video Capable

Tom Owers - Offline

4 OTHER COMTACTS ()

To add contacts, drag from another group or add from search.,

ey Administrator: Windows PowerShell

5 administrator.OFFICESoSLAB [ i e ab.co.u ge y -y
edentlal $creds —HnstedMlgratlonﬂuerr1deﬂr1 https ffadm1n1e online. lync cnmenstedMlgrat1nnfhnstedm1grat1nnser01ce suC

Confirm

[?] Yes tn] Yes to All [H] Ho [L] Ho to All [5] Suspend [?] Help C(default is “¥"): y

PS5 C:\Usershadministrator OFFICE365LAB> _



Office 365 Admin

Skype for Business admin center

dashboard Y P

[] DISPLAY NAME USER NAME LOCATION
il [] CloudAdmin cloudadmin@0ffice365LabA.onmicrosoft GB
lan Waters ian@office365lab.co.uk GEB

arganization
dial-in conferencing
meeting invitation

tools



Chapter 14: Additional Hybrid Solution — SharePoint Online

SharePoint hybrid one-way outbound topology

MICROSOFT DATA CENTER IMTERMET INTRAMET

SharePoint Server

Office 365 Tenant

SharePoint Online Search: One-way outbound

BC5: Mot supported
Duet: Mot supported

i
l
F
F
I
f
t
[
E
I

% ’ Outbound D@

Site collection I Primary web
| application
F Inbound |
Local Local/Remaote
Search portal Search portal:
Local search Local + Remate
results oMLY search results

SharePoint Server
CAN QUERY SharePoint
Online

SharePoint Online
CAMMOT QUERY
SharePoint Server



SharePoint hybrid one-way inbound topology

-+—CUSTOMER NETWORK——»

MICROSOFT DATA CENTER I INTERMET I PERIMETER I INTRAMET
1 | METWORK |

I I

I
I
I
E
I
I
I
E
E

SharePoint Server
CAMMOT QUERY
SharePoint Online

SharePoint Online CAM
CJUERY SharePoint Server

| I
| I
| 1 0
I I
Office 365 Tenant 1 | SharePoint Server
SharePoint Online I | Search: One-way inbound
I | | BCS: Supported
] I Duet: Supported
Outbound
ﬁ%ﬁ | I | @
_ : F | I
Site collection Primary web
I | I application
| I I
p Inbound — 4 p
I I a4 I Local
L oca
ocal/Remate) . ek
Search portal: I I I Search portal:
Local + Remate Reverse Local search
search results I I proxy I resulis OM LY
| I
I I
I I



SharePoint hybrid two-way (bidirectional) topology

+—CUSTOMER NETWORK——

MICROSOFT DATA CENTER ] INTERMET | PERIMETER I INTRAMET

Office 365 Tenant

SharePoint Online

I
I
I
E
I
I
E
I
E

T

Site collection

p Inbound

SharePoint Online CAM
CQUERY SharePoint Server

e-Hin|e

E
E
E
f
I
E

Outbound

| METWORK |

Search: Bidirectional
BC5: Supported

I

I

I

I

| SharePoint Server
|

|

I Duet: Supported

&

I
I

Primary web
I application
I

= [P

I
I
Feverse
| I
p
I
I
I

oY

SharePoint Server
CAN QUERY SharePoint
Online

0‘;9 Server Certificates

& Start Page

a -85 SHAREPOINT (OFFICE365LAB\A for 551,

Q Application Pools
[ - @ Sites

Use this feature to request and manage certificates that the Web server can use with websites configured Create Certificate Request...

Import...

Complete Certificate Request...

Filter: * ¥ Go - % Show All | Group by: Mo Grouping - Create Domain Certificate...

Name - Issued To Issued By Expir ICreate Self-Signed Certificate...
ForefrontidentityManager ForefrontldentityManager 311 Enable Automatic Rebing of
*.office3B5lab.co.uk AlphaSSL CA - SHA236 - G2 03/0 Renewed Certificate

WMSVC WhSve-SHAREPOINT Wh5vc-SHAREPOINT 25/0 ® Help




Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

|Office365LabST9]

Select a certificate store for the new certificate:

| Personal

% Server Certificates
Import...
Use this feature to request and manage certificates that the Web server can use with websites configured Create Certificate Request...
for 35L. Complete Certificate Request...
Filter: ~ 7 Go - gk Show All | Group by: No Grouping - Create Domain Certificate...
Mame * Issued To Issued By Expir Create Self-Signed Certificate...
ForefrontldentityManager ForefrontldentityManager 311 Vi
iew...
*.office3g5lab.co.uk AlphaSsL CA - SHA256 - G2 03/0 el
£ Officea65L absTs SHAREPOINT Office365labior.  SHAREPOINT Office36Slablior. 060 | P
WMSVC WMSvc-SHAREPOINT WMSve-SHAREPOINT 2510 -
Enable Automatic Rebind of
Renewed Certificate
0 Help




Export to:

|ci\Office365LabSTSCert.pfi]

Password:

Confirm password:

Filter: » " Go - g Show All | Group by: No Grouping -
Marne - Issued To Issued By
ForefrontldentityManager ForefrontldentityManager
*.office3b5lab.co.uk AlphaSsL CA - SHA256 - G2
: Office365LabSTS SHAREPOIMT.Office365Lab.lo...  SHAREPOINT.Office365Lab.local
WMSVC Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate..,

Export...
K Remove

Enable Automatic Rebind of Renewed Certificate

@ Help




Details | Certification Path

Show: |<AJI:»

Field
'l.l'ersion
Serial number

SignathE algorithm
Signature hash algorithm

Value

V3

24b6 333348 1603 ae 4e 3e...
shalRsA

shal

SHAREPQINT. Office365Lab. local
06 September 2015 10:10:22

06 September 2016 01:00:00

SHAREPOINT.Office365Lab.local |«

Edit Properties... | | Copy to File...




Export File Format
Certificates can be exported in a variety of file formats.,

Select the format you want to use:
(") DER encoded binary ¥.509 {,CER)
(®) Base-64 encoded ¥.509 {.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P 7E)
[]indude &ll certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {PFX)
[ ]indude all certificates in the certification path if possible

[ ]Delete the private key if the export is successful
[ 1Export all extended properties

() Microsoft Serialized Certificate Store {.35T)

Net¢ || Cancel




File to Export
Specify the name of the file you want to export

File name:

c:\Office 365LabSTS, cer|

Home Share View I Manage v @
(€ = 1 |Ea » ThisPC » Local Disk (C:) v ¢ | [ earch Local Disk (C) o |
ﬁ Favorites Mame “ Date modified Type Size
B Desktop | inetpub 28/07/2015 14:55 File folder
|l Downloads | Perflogs 22/08/2013 16:52 File folder
CE Recent places j Program Files 06/09/2015 09:59 File folder
H Program Files (x36) 26/08/2015 21:52 File folder
18 This PC j raot 28/07/2015 16:20 File folder
LE Desktop L Users 28/07/2015 14:56 File folder
LE Documents | Windows 28/07/201515:34 File folder
|8 Downloads 5] Office365LabsSTS 06/09/2015 10:19 Security Certificate 2KB
Lﬂ Music @ Office3b5LabSTSCert 06,/09/2015 10:11 Personal Informati... IKB
Lﬁl Pictures
|8 Videos

i, Local Disk (C3)



SharePoint admin center

site collections

Site Collections

infopath %

o)

U &

! Delete  Properties Cram Sharil B S Res U o Recycl
user pl—oﬁles sw (= TOpETes s anng StoII:.Ié,’ge EI'VECFIHGBOUKE pgrace BCI}'nCE
Contribute Manage Restore
bcs
10600 resources available
term store Search by URL... el ]

42,92 GB available of 42,95 GB
recards management [ URL STORAGE USED (GB) SERVER RESOURCE QUOTA
search https://office365laba.sharepoint.com 0.00 300

https://office365laba.sharepoint.com/portals/community 0.00 ]

secure store . .
https://office365laba.sharepoint.com/portals/hub 0.00 0
apps https://office365laba.sharepoint.com/search 0.03 o]
Ihttps:ﬁoﬁiceSGSiaba—my.sharepoint.comI 0.00 4]

settings

) Office 365

Central Administration

Application

El Office 365
Configure Yammer IC{:nﬁgure CneDlrive and Sites Iinksl

Management

Set the audience for the connection
O Everyone

You can create an audience to target only a

specific set of users to redirect to OneDrive ™ se specific audience:

for Business on Office 365.

& 2




> Create Audience

Central Administration Use this page to create an audience. Then add rules to identify matching users.
Application * Indicates a required field
Management _
g Properties MName: *
System Settings Type a unique and identifiable name and description for this OneDrive Online Users
Monitoring audience. Example: Sales Managers
Description:

Specify whether you want users to be included in the audience that
satisfy all the rules of this audience or any of the rules of this

Backup and Restore

Security audience.
Upgrade and Migration
) Owner:
General Application -
Seftings Administrator & B
Apps Include users who:
Office 365 (@ Satisfy all of the rules

(O satisfy any of the rules
Configuration Wizards

Site Contents

Add Audience Rule: OneDrive Online Users

Use this page to add a rule for this audience. Learn more about audience nules.

Operand Select one of the following: *
Select User to create a rule based on a Windows security group, ® User

distribution list, or organizational hierarchy. ] Property

Select Property and select a property name to create a rule based Account name

on a user profile property.

Operator Operator: *

Select an operator for this rule. The list of available operators will Member Of

change depending on the operand you selected in the previous

section.

Value Value: *

Enter the name of a Windows security group or distribution list. OneDrive Online Users ‘ @

‘ Ok ‘ ‘ Cancel ‘




Redirect OneDrive for Business to Office
365

o find site ¢
Office 365 wi

admin credentials

Set the audience for the connection

can create an audience to target

{Optional) Redirect the Sites page o

Office 365

W

jou redirect the Sites
users can create and fol
and s
sites users fol
ear on the page

My Site URL:

https://office365laba-my.sharepaint.com (Click here to test)

O Everyone
(®) Use a specific audience:

Cnelrive Online Users &

[ Redirect the Sites page

OK Cancel

ee E) http://sharepoint/SitePages/Home.aspx L~ ” E) Home - Home ‘ |

SharePoi

BROWSE PAGE

Newsfeed OneDrive Sites

€ SHARE

aba-my.sharepoint.com/personal/administrato O ~ @& € || E}’ OneDrive for Business | |

365 OneDrive

p search OneDrive

OneDrive for Business

Documents

Documents
Recent

Shared with me

Welcome to your OneDrive for Business, the place to store, sync, and share your work. Documents are private until shared. Learn

more here, Dismiss

Followed
Site folders @ New
Recycle bin

v [ Name

1 upload 2 sync v
L P s Y

Meodified Sharing Modifie



Services on Server o

Service

Access Database Service 2010

Access Services

Server:

SHAREPOINT ~ | View: Configurable -

App Management Service

Business Data Connectivity Service

Central Administration

Claims to Windows Token Service

Distributed Cache

Document Conversions Launcher Service
Document Conversions Load Balancer Service
Excel Calculation Services

Lotus Notes Connector

Status Action
Started Stop
Started Stop
Started Stop
Started Stop
Started Stop
Started Stop
Started Stop
Started Stop
Stopped Start
Started Stop
Stopped Start

>

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps
Office 365
Configuration Wizards

Site Contents

Manage Profile Service: User Profile Service Application

People

Manage User Properties  Manage User Profiles

Manage User Sub-types | Manage Audiences

Schedule Audience Compilation  Manage User Permissions
Compile Audiences | Manage Palicies

Synchronization
Configure Synchronization Connections

Configure Synchronization Timer Job
IConﬂgure Synchronization Set't\ngsl Start Profile Synchrenization

Organizations

Manage Organization Properties  Manage Organization Profiles

Manage Organization Sub-types

My Site Settings

Setup My Sites  Configure Trusted Host Locations
Manage Promoted Sites

Publish Links to Office Client Applications

Manage Social Tags and Notes = Manage Following

Profiles
Number of User Profiles

3

Number of User Properties 96

Number of Organization

Profiles :

Number of Organization 15

Properties

Audiences

Number of Audiences 1

Uncompiled Audiences 0

Audience Compilation 1dle

Status

. - Every

gg::!zllclz Compilation Saturday at
01:00 AM
Ended at

Last Compilation Time 9/5/2015
1:00 AM

Profile

Synchronization

Settings

g:chmnlzauon Every day at

edule 01:00 AM
(Incremental) .
Profile

Synchronization
Status

Synchronizing Stop



>

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Configuration Wizards

Site Contents

D

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore

Configure Synchronization Settings

Use this page to manage the settings for profile synchronization of users and groups.

Synchronization Entities

Based on your selection, both users and groups, or only users will be synchronized across all synchronization
connections.

Note: If you are upgrading from a previous version of SharePoint, it is recommended that you first do a
Users only synchronization run, followed by a Users and Groups synchronization.

Synchronize BCS Connections

Select this option if you would like BCS (Business Connectivity Service) data to be imported, If you clear this
selection, your AD and/or LDAP connections will be included in the profile synchronization run (full or
incremental) but your BDC connections, if any, will be ignored. You can change this setting later to include
the BDC data import.

Synchronization Options

To use the full-featured SharePoint Profile Synchronization option, select 'Use SharePoint Profile
Synchronization'.

To use the light-weight Active Directory Import option (with some limitations - see documentation), select
‘Use SharePoint Active Directory Import’.

To use an external identity manager for Profile Synchronization, select "Enable External Identity Manager'.

Note: Enabling external identity manager will disable all Profile Synchronization options and status display in
SharePaoint,

Synchronization Connections

® Users and Groups
Users Only

! Include existing BCS
connections for
synchronization?

(O Use SharePoint Profile

Synchronization

(® Use SharePoint Active

Directory Import

(O Enable External Identity

Manager

Use this page to manage the list of connections to import sources such as Active Directory, LDAP Directory and Business Data Connectivity. User

information will be imported from these sources,

=i'Create New Connection

Mame Type Source

The query returns nothing.




Add new synchronization connection

Use this page to configure a connection to a directory service server to synchronize users.

* Indicates a required field

Connection Name | Office365Lab AD Connection |
Type |Acti\re Directory
Connection Settings Forest name;

For the Active Directory directory service server, type in Forest name and Domain controller | office365lab.local |

name.

(® Auto discover domain controller
For Active Directory connections to work, this account must have directory sync rights. O specify a domain controller:

Domain controller name:

Authentication Provider Type:

|windm\rs Authentication
Authentication Provider Instance:
Account name: *

|ofﬁc9365lab\adminislrator |

Example: DOMAIN\user_name

Password: *

Containers

Choose which containers you want to be synchronized.
Populate Contziners

EoFFICE265LAR

Select All

‘ Ok ‘ | Cancel |




Synchronization Connections

Use this page to manage the list of connections to import sources such as Active Directory, LDAP Directory and Business Data Connectivity, User
information will be imported from these sources,

= 'Create New Connection

Mame

Type

Source

Office365Lab AD Connector

Active Directory Import

office365lab.local

D

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps

Office 365

Configuration Wizards
Site Contents

Manage User Properties

Use this page to add, edit, organize, delete or map user profile properties, Profile properties can be mapped to Active Directory or LDAP compliant
directory services, Profile properties can also be mapped to Application Entity Fields exposed by Business Data Connectivity.

= New Property | ='New Saction ] @’Manage Sub-types | Select a sub-type to filter the list of properties: |Default User Profile Subtype|

Property Name Change Order Property Type Mapped Attribute Multivalue Alias
> Basic Information Section

Id unigque identifier

siD binary objectSid

Active Directory Id binary

Account name Person <Specific to connection= ~

First name

string (Single
Valug)

givenName

Phonetic First Name

string (Single
Valug)

msDS-PhoneticFirstName

Last name

string (Single
Valug)

Start Profile Synchronization

Use this page to start a full or incremental Synchronization.

Start Profile Synchronization

Select Incremental Synchronization to start an incremental synchronization now. Only data that has changed in

connected sources and User Profile will be synchronized.

Not recommended: In most case, Incremental sync should be sufficient. Selecting Full Synchronization is time and
compute intensive and is not recommended unless absolutely required to reset data store in User Profile.

(O start Incremental
Synchronization

®) start Full
synchronization

‘ CK ‘ | Cancel ‘




SharePoint

BROWSE WEB APPLICATIONS

M Featu Blocked File T = = =
|_|_?| D:=| x -ﬁ-ﬂ- [ Manage Feztures I:Ll\:} [& Blocked File Types @ E‘ |§—:‘
§ = (8 Managed Paths R &% User Permissions - =7 A
MNew  Extend Delete General Authentication geelf-Service Site User  Ancrymous Permission
- Settings - E}_ Service Connections Providers Creation [ﬁ Web Part Security Policy Palicy Palicy
Contribute Manage Security Policy
Central Administration Name URL
application SharePoint - 80 http://sharepoint/
Management SharePoint Central Administration v4 httpy//sharepoint31571/

System Settings

Authentication Providers

Zone Membership Provider Mame
Default Claims Based Authentication
Edit Authentication

Claims Authentication Types
Wl Enable Windows Authentication

Chmse_the_type of [+ Integrated Windows authentication

authentication you want to use |
for this zone. NTLM -
Negotiate (Kerberos) is the [1Basic authentication (credentials are sent in clear text)

recommended security
configuration to use with
Windows authentication. If this

option is selected and Kerberos is [|Enable Forms Based Authentication (FEA)

not configured, NTLM will be . .
used. For Kerberos, the ASP.MET Membership provider name

application pool account needs
to be Network Senvice or an
account that has been configured
by the domain administrator.
MNTLM authentication will work
with any application pool account
and with the default domain Trusted Identity provider

configuration. There are no trusted idenfity providers defined.

ASP.MET Role manager name



£ Administrator: SharePoint 2013 Management Shell

PE C:Useprsadministrator.OFFICE3GSLAB> SpfxPath "o fice3dbhLabSTSCert . pfx"
PS C:slUserssadministrator.OFFICE3GSLAB: SpfxPass "DI28Ywe . . wef ds 708 ="

P2 C:sUserssadministrator . OFFICE365LAB> $stzCertificate = Hew—0Ohject System.Secu
ﬂlty.Cryptugraphy RoB%Certificates .B5A%Certificate? SpfxPath, $pfxPass, 26

PS Cislserssadministrator.QFFICE365LABY Set-—SPSecuritylokenServiceConfig —Import
SigningCertificate $stsCertificate

onf irm

ou are about to change the signing cewrtificate for the Security Token Service.
Changing the certificate to an invalid, inaccessible or non—existent
ertificate will cause your SharePoint installation to stop functioning. Refer
o the following article for instructions on how to change this certificate:
http-//gu.m1cruﬁuft comfTwlink/?LinkID=178475. Are vou sure you want to

-[ﬂ] Yes to A1l [NH] No [L]1 Mo to A1l [51 Suspend [?]1 Help
tdefault is "¥'">:
PE C-sUszeprssadministrator OFFICE3GS5LAB> iizreset

Attempting stop...

Internet services successfully stopped

Attempting start...

Internet servicesz succeszfully restarted

PE C=sUsepssadministrator.OFFICE3GSLAB> net stop SPTimerlU4

he SharePoint Timer Service service is stopping.

he SharePoint Timer Service zervice was stopped successfully.

PSS C:slUserssadministrator . OFFICEIGSLABY net start SPTimerld
he SharePoint Timer Service service was started successfully.

PSS C:sUserssadministrator.OFFICE3ASLAB> S$stsCertificate IFf1

Lubject CM=SHAREPQIMNT .0fficed65Lab. local

Izzuer CH=SHAREPOIMNT .0Office365Labh. local

humbprint B63ABGBAZ2BF4999B385A737364B72EB72224A95

FriendlyMame 0fficed65LabsTs

otBefore B6.-82-2015 1A:1@A:22

otAfter B86.-82.-28016 61 :-86:08

Extensions {8ystem.Security.Cryptography. 0id.
System.Security_Cryptography.0id*

S C:slUserssadministrator.QOFFICE36SLAB> (Get—S5PSecuritylTokenServiceConfig).Local
LoginProvider.SigningCertificate

humbprint Subject
BAINB6EBAZ2BF4999B385A73V364B72E872224095 CH=SHAREPOINT .0ff ice3b5Lab.local

PE C:sUserswadministrator.OFFICE365LAB>

SharePoint System Account~ X

New Edit Delete

Central Administration Name

5e463f3d5c0 Trusted Service Consumer

c871fbesefd Trusted Service Consumer

System Settings loca Trusted Service Consurmer

Monitoring Trusted Service Consumer

Backup and Restore



SharePoint System Account~ ¥

BROWSE SERVICE APPLICATIONS (:J SHARE
= |IEA
—RS
Mew (Connect Delete Manage Administrators Properties  Publish Permissions
Create Operations Sharing
I Search Service Application Search Service Application Started I
Search Service Application Search Service Application Proxy Started

Search Service Application: Manage Result Sources

Use result sources to scope search results and federate queries to external sources, such as internet search engines.
After defining a result source, configure search web parts and query rule actions to use it Learn more about result
sources.

Result Sources replace Search Scopes, which are now deprecated. You can still view your old scopes and use them in
gueries, but not edit them.

=i Mew Result Source I

Mame Creation Date Default Status
Provided by SharePoint (16)

Conversations 772872015 4:14:45 PM Active

Documents 7/28/2015 414:45 PM Active

Items matching a content type 772872015 4:14:45 PM Active



General Information

Mames must be unigue at each
administrative level. For example, two
result sources in a site cannot share a
name, but cne in a site and one
provided by the site collection can.

Descriptions are shown as tooltips when
selecting result sources in other
configuration pages.

Protocol

Select Local SharePoint for results from
the index of this Search Service.

Select OpenSearch 1.0/1.1 for results
from a search engine that uses that
protocol.

Select Exchange for results from an
exchange source.

Select Remote SharePoint for results
from the index of a search service
hosted in another farm.

Femote Service URL

Type the address of the root site
collection of the remote SharePoint
farm.

Mame

SharePoint Online

Description

O Local SharePoint
(® Remote SharePoint
O opensearch 1.0/1.1
O Exchange

https://office365laba.sharepoint.com




Search Service Application: Manage Result Sources

Use result sources to scope search results and federate queries to external sources, such as internet search engines.
After defining a result source, configure search web parts and query rule actions to use it. Learn more about result
sources.

Result Sources replace Search Scopes, which are now deprecated. You can still view your old scopes and use them in
gueries, but not edit them.

=i New Result Source
Mame Creation Date Default Status

Defined for this search service (1)
SharePoint Online 9/6/2015 12:4%:59 PM Active
Provided by SharePoint (16)

Conversations T/28/2015 4:14:45 PM Active

Test Result Source

General Information
Mame

Test details

Tast details:
Test details for the current result

source SUCEEE,

QK




Search Service Application: Manage Query Rules

Use query rules to conditionally promote important results, show blocks of additional results, and even tune ranking. Changes may take several
seconds to take effect, but you can test immediately with Test a Query below. Note that dictionaries may take several minutes to update. Learn more

about query rules.

For what context do you want to configure rules?

|Local SharePoint Results (Syste | |AII User Segments

| | All Topic Categories |

=/ New Query Rule | Order Selected Rules

Test a Query... | | find rules that fire for a query \?| I:I =

General Information

I Context

Query Conditions

Define when a user's search box
query makes this rule fire, You
can specfy multiple conditions
of different types, or remove all
conditions to fire for any query
text. Every query condition
becomes false if the guery is not
a simple keyword query, such as
if it has quotes, property filters,
parentheses, or special
operators.

Actions

When your rule fires, it can
enhance search results in three
ways. |t can add promoted
results above the ranked results.
It can also add blocks of
additional results. Like normal
results, these blocks can be
promoted to always appear

Rule name

| SharePoint Online

Fires only on source Local SharePoint Results.

|Quer],r Matches Keyword Exactly
Query exactly matches one of these phrases (semi-colon separated)

Remove Condition

Add Alternate Condition

Promoted Results
Add Promoted Result

Result Blocks
Add Result Block

Change ranked results by changing the query



Edit Result Block

Block Title

Query

4 Settings

SharePoint

Title other languages

Results for “f{subjectTerms}” from SharePoin

Configure Query
‘ {subjectTerms} | Launch Query Builder
Search this Source [tems

|SharePc~int Online (Service) m

(® Do not show a "more” link
O "More" link goes to the following URL

(® This block is always shown above core results

() This block is ranked within core results {may not show)

D

Result type

Web page

Author

Rebecca Creasay

SHOW MORE

Modified date

One Year Ago Today
All

file 0

Everything People Conversations Videos

Preference for results in English «

Results for "file” from SharePaint Online

Office 365 Lab Team Site
File Stored Online
office365laba.sharepoint.com

File Stored Online
office365laba.sharepoint.com/.../File Stored Online.docx

Sales - Documents
File Stored Locally  9/6/2015 1:41 PM System Account
sharepoint/sales/Shared Documents/Forms/Allltems.aspx
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