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Chapter 2: Open Source Intelligence and Passive 
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Chapter 4: Vulnerability Assessment 
 

 

 

 

 



 

 

 



 

 

 



 

 







 

 

 



 

 

 



 

 



 

 



 

 

  



Chapter 5: Physical Security and Social Engineering 
 

 

 



 

 



 



 



 



 



 

 



 

 



 



 

 



 

 



 

 



 

 



 



 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 

  



Chapter 6: Wireless Attacks 
 

 

 

 

 

 



 

 



 

 

 

 



 

 

 

 

 



 

 

 



 

 



 

 



 

 



 

  



Chapter 7: Reconnaissance and Exploitation of Web-Based 
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Chapter 8: Attacking Remote Access 
 

 

 

 

 



 

 

 



 

 

 

 



 

 





 

 



 

 



 

 



 

 

 

 

 



Chapter 9: Client-Side Exploitation 
 

 

 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 

 



 

 



 

 



 

 



 

 

 



 

 

 

 

  



Chapter 10: Bypassing Security Controls 
 

 

 

 

 

 



 

 





 

 



 

 

 



 

 



 

 



 

 

 



 



 



 

 



 

 

 



 

 



 

 

 



 

 

 



 

  



Chapter 11: Exploitation 
 

 

 

 

 



 



 

 

 



 



 

 



 

 

 



 

 

 



 

 



 

 



 

 

 



 

 

 

 



 

 



 

 

 



 

 



 

 

 



 

 

  



Chapter 12: Action on the Objective 
 

 

 

 

 

 



 



 

 

 



 

 



 

 



 



 

 

 



 

 



 

 



 

 

 

  



Chapter 13: Privilege Escalation 
 

 

 

 

 

 



 

 

 

 



 

 

 



 

 

 

 





 

 



 

 



 

 



 



 

 

 



 

 

 

 



 

 



 

 

 



 

 



 

 



 



 



 

  



Chapter 14: Command and Control 
 

 

 

 

 

 



 

 

 



 

 

 



 

 

 



 

 



 



 



 



 

 



 

 

 

 



 

 

 



 

 

 



 

 

 



 

 

 

 



 

 


