
Chapter 1: Beginning with Kali Linux 
 

 

 

 

 



 



 



 



 



 

 



 

 



 

 



 



 



 

 



 

 



 

 



 

 



 

 

 



 

 

 



 



 



 

 



 

 

 

 

 

 

 

 

 

 

 

 



Chapter 4: Information Gathering 

 

 

 





 



 



 

 



 

 







 

 







 



 



 

 

 

 

 

 

 

 

 

 



Chapter 5: Target Discovery 

 

 

 

 

 



 



 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 6: Enumerating Target 

 

 

 



 

 



 

 



 

 

 







 



 



 



 



 

 

 

 



 

 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 7: Vulnerability Mapping 

 

 



 

 



 

 



 

 



 

 

 



 

 



 

 

 



 

 



 

 



 

 

 

 



 

Chapter 8: Social Engineering 

 

 



 

 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 9: Target Exploitation 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 10: Privilege Escalation 

 

 

 

 



 

 

 

 

 



 

 



 

 



 

 

 



 

 

 

 



 



 

 



 

 

 



 

 

 



 

 

 



 



 



 



 

 

 



 

 

 

 



 

Chapter 11: Maintaining Access 

 

 

 



 

 



 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 

 

 



Chapter 12: Wireless Penetration Testing 

 

 



 

 



 

 



 

 

 



 

 

 

 

 



 

 



 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 

 

 



 

 



 

 

 

 

 



 

 

 

 



 

 



 

 



 

 



 



 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 13: Kali Nethunter 

 

 

 



 

 

 



 

 



 



 



 



 



 



 



 



 



 

 

 



 

 



 

 







 



 



 



 

 



 

 

 

 

 

 

 

 

 

 

 



Appendix A: Supplementary Tools 

 



 



 

 



 

 



 



 

 

 



 

 



 



 



 



 



 

 



 

 

 

 

 

 


