Chapter 1: Getting Started with Azure Implementation
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Chapter 2: Azure Resource Manager and Tools
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"type"™: "String”

}s

"location™: {
"type":

}s

"encryptionEnabled”:
"defaultValue™”: +

"type": "Bool"”

1
s

"resources™: [




SdNOYD IDHNOSIH

Resource groups

el
N/ 3cdppboo

wl Overview
=] Activity log
Access control {LAM)

Tags

SETTINGS

i Quickstart

{D Resource costs
Deployments
Properties
Locks

Automation script

BRSO T

> acdppbook

ﬁ Delete

C_} Refresh




Resource groups » acdppbook

i acdppbookstor

=] Activity log

Access control {LAM)

Tags

#+ Diagnose and solve problems

SETTINGS

t

Access keys
Configuration

Shared access signature
Properties

Locks

Automation script

>

acdppbookstor

::"l Open in Explorer I Delete

Essentials ~

Primary: Available, Secondany: Available

Morth Europe, West Europe

pticn name [ 1

02113438-c22f-4f1b-ad33-0f9f2eef0bab

- Blobs

Monitoring

Total requests

. Files



Resource groups » acdppbook » acdppbookstor - Automation script

[I acdppbookstor - Automation script

PREVIEW

! Download H Add to library |l| Deploy

Owverview Automate deploying rescurces with Azure Resource
deploy with script or code.

Activity log
Template
Access control (LAM)

Parameters (1)

e B Variables (0)

Diagnose and sclve problems ¥ W Resources (1)

B [parameters(storageAccounts_acd...

SETTINGS
f Access keys
Configuration
Shared access signature
Properties
Locks

Autocmation saript




Resource groups » acdppbook - Automation script

D acdppbook - Automation script
Resource group !

! Download H Add to library |l| Deploy

SdNOYD IDHNOSIH

W Overview Automate deploying rescurces with Azure Re
i and deploy with script or code.

=] Activity log
Template

Access control {LAM)

Parameters (1)
Tags B variables (0)

* g Resources (1)
SETTINGS

= [parameters('storagefccounts_acd...
i Quickstart
() Resource costs

Deployments

Properties

Locks

Automation script

BRSO T




Resource groups » acdppbook - Automation script > Custom deployment

Custom deployment

D 'O a custom template

TEMPLATE

1 resource

BASICS

Subscription Visual Studio Enterprise

Resource group @ O Create new W Use existing

Location Morth Europe

SETTINGS

Storage Accounts_acdppbookstor_name

TERMS AND CONDITIONS

Pin to dashboard

Purchase




Resource groups » acdppbook - Automation script  » Custom deployment 3  Edit 1

Edit template

Edit your Azure Resource Ma

nager tem plate

+ Add resource T Quickstart tem... i Download

Vanables [0 .
Bv: {0) "contentVersion

"parameters”: {

"’ ¢ Resources (1)

B [parameters('storagefccounts_ac
=
"type™ -

defaultValue":
p "String”

1
rs

"wariables™: {},
“resources”: [
1
"comments™:
A 54 J.

"name™ ;
"tier™:
.
I x
"kind™: “Sto

"name™ :




Resource groups » acdppbook - Automation script  » Custom deployment 3  Edit 1

Edit template

Edit your Azure Resource Manager template

+ Add resource T Quickstart tem... i Download

Vanables [0 .
Bv: {0) "contentVersion

"parameters”: {

"’ ¢ Resources (1)

B [parameters('storagefccounts_ac
=
"type™ -

defaultValue":
p "String”

1
rs

"wariables™: {},
“resources”: [
1
"comments™:
A 54 J.

"name™ ;
"tier™:
.
I x
"kind™: “Sto

"name™ :




Resource groups » acdppbook - Automation script  » Custom deployment 3  Edit 1

Edit template

Edit your Azure Resource Ma

nager tem plate

+ Add resource T Quickstart tem... i Download

Add a resource to the template

Select a resource

App Service plan (server farm)
Availability set

MyS0L database

S0L database

S0L server

Storage account

Ubuntu virtual machine
Virtual metwork

Web app

Windows wirtual machine

"name™ ;
"tier™:
.
I x
"kind™: “Sto

"name™ :




Resource groups » acdppbook - Automation script  » Custom deployment 3  Edit 1

Edit template

Edit your Azure Resource Mapad

+ Add resource T Quidkstart tem... i Download

Vanables [0 .
Bv: {0) "contentVersion

"parameters”: {

"’ ¢ Resources (1)

B [parameters('storagefccounts_ac
=
"type™ -

defaultValue":
p "String”

1
rs

"wariables™: {},
“resources”: [
1
"comments™:
A 54 J.

"name™ ;
"tier™:
.
I x
"kind™: “Sto

"name™ :




Resource groups » acdppbook - Automation script  » Custom deployment 3  Edit 1

Edit template

Edit your Azure Resource Ma

nager tem plate

+ Add resource 1‘ Quickstart tem... i Download

Load a quickstart template

Select a template (disclaimer) @

|

100-blank-template

101-acs-dcos

101-acs-kubernetes

1071-acs-swarm

101-app-service-certificate-standard

101 -app-service-certificate-wildcard

101 -application-gateway-create

"sku": {

"name™:
"tiep”:

.
I
"kind™:

"name™ :




Resource groups » acdppbook - Automation script  » Custom deployment 3  Edit 1

Edit template

Edit your Azure Resource Ma

nager tem plate

+ Add resource T Quickstart tem... i Download

Vanables [0 .
Bv: {0) "contentVersion

"parameters”: {

"’ ¢ Resources (1)

B [parameters('storagefccounts_ac
=
"type™ -

defaultValue":
p "String”

1
rs

"wariables™: {},
“resources”: [
1
"comments™:
A 54 J.

"name™ ;
"tier™:
.
I x
"kind™: “Sto

"name™ :




Resource groups » acdppbook - Automation script > Custom deployment

Custom deployment

D 'O a custom template

TEMPLATE

1 resource

BASICS

Subscription Visual Studio Enterprise

Resource group @ O Create new W Use existing

Location Morth Europe

SETTINGS

Storage Accounts_acdppbookstor_name

TERMS AND CONDITIONS

Pin to dashboard

Purchase




Resource groups » acdppbook - Automation script > Custom deployment

Custom deployment

D 'O a custom template

TEMPLATE

1 resource

BASICS

Subscription Visual Studio Enterprise

Resource group @ O Create new W Use existing

Location Morth Europe

SETTINGS

Storage Accounts_acdppbookstor_name

TERMS AND CONDITIONS

Pin to dashboard

Purchase




Resource groups » acdppbook - Automation script > Custom deployment

Custom deployment

D 'O a custom template

Location Morth Europe

SETTINGS

Storage Accounts_acdppbookstor_name

TERMS AND CONDITIONS

By clicking “Purchase.” | (a) agree to the applicable legal terms associated with the offering; (b) authorize Microsoff
bill my current payment method for the fees associated the offering(s), including applicable taxes, with the same b
frequency as my Azure subscription, until | discontinue use of the offening(s); and (c) agree that, if the deployment
party cfferings, Microsoft may share my contact information and other details of such deployment with the publis

offering.

+" | agree to the terms and conditicns stated above

Pin to dashboard

Purchase




Open Existing Template

Load ARM CQuickstart Template

Edit Parameter Definitions

Download ARM Template

Create Visualizer Button

Deploy To Azure

Portal Ul Editor

Toolbox

E Virtual Machine
E Availability Set

Ceery  Network
Public IP
App Gateway
Automation
Deployment

Hosting Env

Shiek |

cEEEOR Ik

VM Extenzion

Load Balancer

HIC

N3G

Storage Acct

Workflow

Server Farm

Key Vault

rootHostname/certificate Orde

\

(==



File  Edit View JustCode Debug Team  Tools  Architecture  Test  ReSharper  Analyze  Window  Hel
i e p Attach.. ~ o _

'%-' Start Page + X
o) c , . .
E : : Discover what's new in Enterprise 2|
+  Visual Studio
2
Q
o
[}
-
Start
i
=3
o Mew Project... .
m = r's
g Ready to Cloud-power your experience! New
g =)
. -
r
Recent News 1
S
At the Connect(): event in Mew York, we are
announcing a whele bunch of cool new stuff. The
news at Connect(); is broad so I'm geoing to focus on t.
IEW Dienstag, Movember 22, 2016 Featl
g
We are happy to announce that ASP.MET Core 1.1 is
now available as a stable release on nuget.org! This
release includes a bunch of great new features along...
[EW Dienstag, Movemnber 22, 2016
Following our commitment to ship new versions at a
fast pace, I'm thrilled to announce the availability of
LRAD Crarneunibe Tanlkit 13 e want o et 2 firck
Ready

i)
(5]

H O Frag mich etwa L 0n - xd Q NG




Mew Project

I Recent MET Framework 452 -~ Sortby: Default
4 |nstalled
Azure Cloud Service Visual C#
4 Ternplates
EE L Get Microsoft Azure SDK for .NET Visual C#
I Windows
Web ASP.NET Web Application Visual C#
Android
Apple Watch Azure Weblob Vieusl C#
Cloud
JuickStarts
- Platform
Extensibility
Extensions
iPad
iPhone
LightSwitch
I Office SharePoint

Azure Mobile App Visual C&#

Azure Mobile Service Visual C#

O
O
5|
In
In
o

Azure Resource Group Visual C#

Office/SharePoint

e
» Online
Marme: ACDARMTemplateDlemo
Location: chusersioliver michalskivdocumentsiwisual studio 2015\Projects

Solution name: ACDARMTemplateDermno




Select Azure Template

A0S EE

DocumentDB
MICROSOFT

Windows Virtual Machine Scale Set
MICROSOFT

Linux Virtual Machine 5cale Set
MICROSOFT

Service Fabric Cluster
MICROSOFT

Web app
MICROSOFT

Web app + 50L
MICROSOFT

Windows Virtual Machine
MICROSOFT

Windows Server Virtual Machines

with Load Balancer
MICROSOFT

DocumentDB
By Microsoft

Allows you to create a new Azure Docurne
Account,

WERSIOM: 2015-04-08

This ternplate allows you to create a new Azure DocumentDE Account. T
ternplate allows you to specify a default consistency pelicy if you wish, if
specify one the default consistency policy will be applied.




Select Azure Template

Windows Server Virtual Machines

with Load Balancer
MICROSOFT

Logic App
MICROSOFT

Legic App and APl App
MICROSOFT

Docker on Ubuntu Server
CANOMICAL + M5 OPEM TECH

Ubuntu Server
MICROSOFT

Web app + CON
MICROSOFT

Storage + CDN
MICROSOFT

Elank Template

MICROSOFT

Blank Template
By Microsoft

The blank template will add a deployment project
ternplate file and other files needed for deploying
Resource Manager.

VERSIOM: 1.0




File  Edit View JustCode  Project Build Debug Team  Teools  Architecture  Test  ReSharper  Analyze
- Debug ~ AnyCPU - P Start - S _
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=
o
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,.D Search resour

X
ard &3 Sha

Filter

Recent
ap¢ Crypteron

App Services
Import/export jobs

Virtual machines (classic)
hailjet Email Service

Virtual machines
harketplace

SOL databases
Recemt

Cloud services (classic)
Resource Explorer

Security Center
Service health

Subscriptions
SOL elastic job accounts

Azure Active Directory
Tags

| Monitor
Templates

Billing
What's new

Help + support

More services »

Help improve the service menu!




Resource Explorer

Resource Explorer

Windows Server User Group Berlin

Choose a node

P  Providers

P Subscriptions




Resource Explorer

Resource Explorer

[Microsoft.Storage/storage Accounts

P Providers Open blade

™y
¥ Subscriptions {
* Visual Studio Enterprise “Hdv: "/
P Providers “kind”:
"location™:

* ResourceGroups T -
name :

acdappserv "properties

acdbooktest "creationTime™:

"primaryEndpoir
"blob"™: “ht
"file™:
"queue":

acdiotdey "table":

acdcsiotdemo

acdiotdema

o
acdml )

"primarylLocation”:

[ ]
[ ]
[ ]
P acddev
[ ]
[ ]
[ ]

¥ acdppbook

¥ Resources "secondaryEndpoints":

[Microsoft.ClassicCompute/dom... "blob™: “https:
"gqueue”:
"table™:

[Microsoft.Storage/storagefcco...
P Deployments
P acdtestlabRG182808

P Default-ServiceBus-MorthEurope




Chapter 3: Deploying and Synchronizing Azure Active
Directory

Windows Server
Active Directory

Other
Directories -

Ik

On-premises Microsoft Azure Active Directory




hReplication A—
B>+

Micrz)soft Micrz)soft
AzuregRegion AzuregRegion
Europe West Europd® North

' ’
’
H—rH—

Azure Azure
Active Directory Active Directory
Primary Copy Secondary

Copy
Azure AD Replication=

& https://manage.windowsazure.com/



STORSIMPLE

SETTINGS

active directory

DIRECTORY  ACCESS CONTROL NAMESPACES MULTI-FACTOR AUTH PROVIDERS RIGHTS MA

NAME STATUS ROLE SUBSCRIPTION

Standardverzeichnis *=» | & Active Global Administrator Shared by all Stan

active directory

DIRECTORY ACCESS CONTROL MAMESPACES MULTI-FACTOR AUTH PROVIDERS RIGHTS MANAGEMENT

MAME 4+ STATUS ROLE SUBSCRIPTION DATACENTER REGHOM COUNTRY OR RE.. 0O

<+ o Active Ghobal Administrator Shasred by all DataCenter-Flo sub.. Eunape, United States. Germany

Default Directory W' Actve Ghobad Administrabor Shared by all Defpult Directory su.. Ewrope, United Stabes Germany



BIZTALK SERVICE

AUTOMATION

SCHEDULER

APl MAMAGEMENT

REMOTEAPP

ACTIVE DIRECTORY

DIRECTORY

ACCESS CONTROL

MULTI-FACTOR AUTH PROVIDER

Add directory

DIRECTORY

Create new directory

MAME

Fackt Publishing Demo

DOMAIN MAME

packpubdemo

'ﬂ' .onmicrosoft.com

COUNTRY OR REGIOM

Germany

This is a B2C directory.

CUSTOM CREATE



active directory
DIRECTORY  ACCESS CONTROL NAMESPACES MULTE-FACTOR AUTH PROVIDERS  RIGHTS MANAGEMENT

NAME + STATUS ROLE SUSSCRIPTION DATACENTER REGION COUNTRY OR RE.. O

_ v Actve Global Administrator Shared by a1 DataCenter-Fio sub.. Europe, Unites States Germary

Default Directory => | &/ Active Globw! Administrator Shared by afl Defautt Directory su.  Cusope, United States Germany

Packt Publishing Demo Vv Actve Global Administrator Shared by al Pacit Publishing De.. Eurcpe, United States Germary

STORSIMPLE




ZUESCRIPTIONS MAMNAGE

ADMINISTRATORS AFFINITY GROUPS WISAGE REMOTEARP

SUSSCRIPTION SUESCRIPTION ID ACCOUNT ADMINISTRATOR DERECTORY

Ve S0 e I o
Wisual Shudeg Premium with MSDN CataCenter.




EDIT DIRECTORY

Change the associated directory

SUBSCRIPTIONS

Visual Studio Premium with MSDMN

DIRECTORY

Packt Publishing Demao (packpubdemo.onmicrosoft.com) v

>
X
EDIT DIRECTORY
Confirm directory mapping
CO-ADMINISTRATORS AFFECTED ||
Mo co-administrators will be affected.
« ) v

settings

SUBSCRIPTIONS MANAGEMEMT CERTIFICATES | ADMINISTRATORS | AFFINITY GROUPS USAGE REMOTEAPP

SUBSCRIPTION SUBSCRIFTION ID ACCOUNT ADMIMISTRATOR



settings

SUBSCRIPTIONS ~ MANAGEN

MAME

Office 365

ADMIMISTRATCRS AFFIM

SUBSCRIPTION

Visual Studio Enterprise

Visual Studic Premium with M50DM

TY GROUPS  USAGE

SUBSCRIPTION ID

43b8966b-fc55-463a-835C-c3f6 18109382

438ad611-6c01-4199-base-2cadT00afc 34

Admin center preview

Home > Active users

~+ Add a user More ~~

Display name




RECOVERY SERVICES agCLve direeiury

DIRECTORY ACCESS CONTROL NAMESPACES A
CDN
0

MNAME T STATUS

SCHEDULER Default Directory ﬁ./ Active

0
Packt Publishing D... =» = %/ Active

AUTOMATION

APT MANAGEMENT

MACHIMNE LEARNING

STREAM ANALYTICS

OPERATIONAL INSIGHTS

(0]

MNETWORKS

TRAFFIC MANAGER

MANAGEMENT SERVICES

@ ACTIVE DIRECTORY
3

packt publishing demo

£ usERs GROUPS  APPLICATIONS DOMARS DIRECTORY INTEGRATION  CONFIGURE FEPORTS LICENSES

THEPLAY NAML WS NAME SOURCLD FROM

@ https://portal.azure.com/




azure |

Resource groups
Azure Active Directory

All resources
Azure AD B2C

Recent
Azure AD Cloud App Discovery

App Services
Azure AD Connect Health

Virtual machines {classic)
Azure AD Identity Protection

Virtual machines
Azure AD Privileged Identity Management

S0l databases
Azure Information Protection

Cloud services (classic)
MyCloudIT - Azure Desktop Hosting
Security Center
Subscriptions
Azure Active Directory
Monitor
Billing
Help + support

More services >




B Search (Ciri+/]

i Overview

f Ouick start

MAMNAGE

& Users and groups

@& Enterprise applications

w App registrations
Azure AD Connect
Domain names
Password reset

Company branding

o m - @ ¢

User settings

I!I Properties

ACTIVITY
Sign-ins

=| Audit logs

& Classic portal

o The Azure AD management experience is in preview. Learn mi

Users and groups

Enterprise applications

Azure AD application access management

Recommended

Sync with Windows Server AD

Self-service password reset

II Company branding

Quic

Azur

Sync |

App

Othe

Wha



(] povtal

ﬂ The Azure AD management experience is in preview. Learn more =

mmended

SPETEIDE P

ny branding




Subscriptions  » Visual Studio Premium with MSD
o

user|

ﬁ Users and groups




_|_

£

O ® & -~ &@ &

Users and groups

DataCenter-Flo - Azure Active Directory

B Search (Ciri+/)

0

Chverview

MAMAGE

in
i
i3
&

All users

All groups
Password reset
Company branding
User settings
Group settings

Device Settings

ACTMITY

-y

Tl

Sign-ins

Audit logs

Users and groups

PREVIEW

Eszentials

et
LA

Access

Users Sign Ins

SIGM-IMS FOR “ALL USERS" BETWEEM 1/19/20017 AND 2/18,/2017.

Start a free tnial to use this featur

1AM
AlL USERS




Users and groups - All users

DataCenter-Flo - Azure Active Directory

L Search (Ciri+/)

0 Overview

pa All users

o Al groups

¥ Password reset

l" Company branding
‘ﬂ' User settings

‘a Group settings

‘n Device Settings

ACTIVITY
= Sign-ins

=| Audit logs

Users and groups - All users

Users and groups - All users

DataCenter-Flo - Azure Active Directory

L Search (Cirl+/)

Users and groups - All users

o= Add

EZ Columns  [4] Multi-Factor Authentication ™Y

|Sr_=~.3rd'.' UsErs

NAME

AL

FK

o= Add

AD Connect Synch Admin

USER NAME

EZ Columns  [/] Multi-Factor Authentication 'Y



User
DataCenter-Flo - PREVIEW

Name @

Peter Pan

User name @

peter@pan.cloud

‘ peter@pan.cloud will be added as...
guest

Include a personal message with the invitation

Profile @

Mot configured

Properties @

Groups @

0 groups selected




General

First name

Last name

Work info
Job title

Department

Properties

User - PREVIEW

Source of Authority

Groups

SeieCl Qrowms

3y name or email address




Users and groups - All users

Users and groups - All users
hure f PREVIEW

ve Directory

o= Add

0 Overview

MAMAGE
|'. All users
All groups
Password reset
Company branding
User settings
Group settings

32

Device Settings

ACTIVITY

= Sign-ins

=| Audit logs

== Columns D Multi-Factor Authentication

USER NAME

AD Connect Synch Admin




Directory role @

) Overview ® User

O Global administrator
e ® Limited administrator

L | - . -
s Profile Global administrators have full control over all directory
resouUrces.

|'., Directory role

. -~
LM oroups

B Devices

? Azure resources

=l Auditlogs




Hsave ¥ Discard

Directory role @

W User
® Global administrator
O Limited administrator

Select the administrative role or roles for this user.

Password administrator @
Service administrator @

Billing administrator @
Exchange administrator @
Skype for Business administrator @
User administrator @
SharePoint administrator @
Compliance administrator @
Security reader @

Security administrator @
Privileged role administrator @
Intune Service administrator @

Guest inviter @




Users and groups - All users > AD Connect Syn

GEMERAL

k¢ Resource groups
All resources
Subscriptions
Billing

Help + support

COMPUTE

B virtual machines

S RIFTHON SUMACRIFTHON D CIERINT SPFTRD
' Wesisal Studes Enteipaise = Acoounl sdmen Lie

B Visual Studic Premium.. . Beosunl admin




Me Roles

O Overview n

Access control (JAM)

#. Diagnose and solve problems

Add access

L

dio Premium with MSDM

Select a role

MNone selected

Select a role B X

Add access

Lets you manage everything, including access to

On-premises Acthve

Directory

Ea ——
EA Azure Active

Office 365

Azure AD Connect

Directary




View and manage your synchronization rules

Direction: MV Object Type: Connecton Connector Object Type:

[inbound =] | =] | =] | ] —

Password Sync MY attribute: Connector Attribute: L

E [+] | [<] | [~]

Mame Connector Precedence Connector Object Type W
Type: Scoping filters
Transformations: .
Join rules

Disabled:



T242016 72633 PM
72472016 7.26:30 PM
72472016 72628 PM
7/24/2016 72607 PM
T/24/2016 72607 PM
772472016 65643 PM
T24/2016 6:56:14 PM
7/24/2016 6:56:11 PM
7/24/2016 656,07 PM
242016 65545 PM
T/28/2016 65544 PM
72472016 626:10 PM
T/2472016 62547 PM
T/2472016 62545 PM
7/28/2016 6:2543 PM
772472016 6:2520 PM
T20/2006 62515 PM

72472016 72701

772872016 72630 PM
772872016 72630 PM
72872016 72628 PM
7/24/2016 72607 PN
JR42016 65543 PM
J1242016 65642 PN
7242016 65512 PN
7/24/2016 65610 PM
772472016 65605 PM
772472016 65544 PM
7/2472016 626:10 PN
TRANEE2609PM
J242016 62545 PN
TRA2016 62544 PN
T24/2016 62542 PM
TRA2016 62515 PN

End Time: Status:

Welcome to the Azure ADSync Encryphion Key Management Wizard.

This wizard allows you to manage the keys used to encrypt data and credentials stored
in Azure ADSync.

* Export key set
" Add new key to key set (requires service to be stopped)

[T Re-encrypt all Azure ADSync dats with new key

" Abandon key set (requires service to be stopped)

Deszcription

This option allows you to export and backup the keys used to encrypt data in Azure
ADSync to a file. This file should be stored in a secure location |




File Tecls Help
="
7% SOAP Project
%y Object Types
@ Test Connection
|_!|i| Additional Parameters

Ready

User sign-in

Select the Sign On method.

® Password Synchronization 0

) Pass-through authentication © (Preview)
O Federation with AD FS @

O Do not configure @

Select this option to enable single sign on for your corporate desktop users:

Enable single sign on @ (Preview)



PASSWORD SYNCHRONIZATION

This opticn allows your users to sign in to the
cloud using the same passwords that they use
On-premises.

Password synchronization does not store or
send clear text passwords.

PASS-THROUGH AUTHENTICATION

Pass-through authentication enables Azure
Active Directory to authenticate users using
your on-premises identity infrastructure,

SINGLE SIGN ON

This option allows your users to do federated
sign in using AD F5.

While logged in to the corporate network, your
users can access cloud resources without
entering their passwords again.

DO NOT CONFIGURE

This option allows your users to do federated
sign in using a solution not managed by this
wizard.

While logged in to the corporate network, your
users can access cloud resources without
entering their passwords again.

Single sign on

This cpticn enables users on the corporate
netwaork to get a single sign on experience
when accessing cloud services from their
domain joined desktop machines.




User
Data =

Mame @
ADConnect Synch

User name @

azureadsynch@

‘ azureadsynchi
will be added as a guest

Include a personal message with the invitation

Profile @

Mot configured

Properties @

Groups @
{ 0 groups selected

AD Connect Synch Admin - Directory role

User - PREVIEW

Directory role @
Overview
o @ User

) Global administrator
MANAGE & Limited administrator

[ . .. )
pa Profile Global administrators have full control over all directory
resources.

|", Directory role




Transmit changes to ‘Q:
AD Connect Database °
NS
On-Premises Azure AD Connec
Synch User

Infrastructure

Get and perform changes

On-Premiises
Domain Controller



Transmits Access Ticket!
Grants or Denies Access Tc

///@//>

ADFS Proxy

\

Grants or denies access &
on Kerberos

W e 1r

ADFS Server



Azure AD Connect

Synchronization Rules Editor

synchronization Service

synchronization Service Key Ma__

Synchronization Service

&» Microsoft Azure Active Directory Connect

Welcome to Azure AD Connect

Express Settings

I Run this installation tool on the server where the synchronization service con
installed.

Azure Active Directory Connect integrates your on-premises and online directories.

This installation tool will:

= Guide you in selecting a solution (for example, password synchronization or feder

= Install identity synchronization and other Microsoft software compaonents requires
solution

= Verify the integration of your on-premises and online directories

Learn more

| agree to the license terms and privacy notice.




&* Microsoft Azure Active Directory Connect

Express Settings
P .

If you have a single Windows Server Active Directory forest, we will do the following:

= Configure synchronization of identities in the current AD forest of DCF
= Configure password synchronization from on-premises AD to Azure AD
= Start an initial synchronization

« Synchronize all attributes

= Enable Auto Upgrade

Learn more about express settings

If you would like different settings, click Customize.

Datacenter-Flo.local is not a routable domain. It is recommended to use custs
user sign-in options.
Learn more about non-routable domains and user sign-in settings.

User sign-in

Select the Sign On method.

® Password Synchronization 6'

() Pass-through authentication © (Preview)
() Federation with AD FS @
) Do not configure @

Select this option to enable single sign on for your corporate desktop users:

Enable single sign on @ (Previe



& Microsoft Azure Active Directory Connect

Connect to Azure AD

Express Settings

User Sign-In Enter your Azure AD credentials: (2]
Connect to Azure AD USERNAME
sync ———

Connect Directories
FASSWORD

Azure AD sign-in
SEFRRREED
Domain/CU Filtering
Identifying users
Filtering

Optional Features

Configure

Previous




& Microsoft Azure Active Directory Connect

Connect your directories

Express Settings

User Sign-In Enter connection information for your on-premises directories or forests: @
Connect to Azure AD DIRECTORY TYPE
Sync Active Directory -

Connect Directories FOREST @

Azure AD sign-in

Datacenter-Floocal -

Domain/CU Filtering
LISERMAME

DCPadministrator

Identifying users

Filtering
PASSWORD

Optional Features

Canﬁgure Ty

COMFIGURED DIRECTORIES
Datacenter-Flolocal (Active Directory) Q

Previous




Jirectory Connect

Azure Act

Azure AD sign-in configuration

To use on-premises credentials for Azure AD sign-in, UPN suffixes in usemame should match 1o one of the
verified custom domains in Azure AD, The following table lists the UPN suffixes defined in your on-premises
Connect to Azure AD environment. along with the matching custom domain in Azure.

Sync Directory UPN Suffix Azure AD Domain
Somactokeckres | Not Agded @

Domain/OU Filtenng

Express Settings

User Sign-in

Ol

Identifying users
Filtenng
Optional Features Select the on-premises attrnibute to use as the Azure AD username

Configure USER PRINCIPAL NAME ©

userPrincipaliName R

textEncodedORAddress Z

title

treeName
unicodePwd
unixHomeDirectory

g their on-premises credentials.
userParameters {

userPrincipaiName |
userSharedFolder
userWorkstations
whenCreated

wWWHomePage




Do you use a top leve
Directory Domain
(example: col

7
NoO
) <

Are you ok with
@company.onmicrosoft.com
as primary mail and login in
Azure AD?

/ N
No Yes

A

Choose Mail Choose User F




Azure Active Direct

K . [
User Sign-in s ' _ >

Sync all domains and OUs
Syrx & Sync sefected domains and OUs

4 [ Datacenter-Flolocal
e AD s vl Builtin

Computers
gentry Domain Controliers

ForeignSecurtyPrincipals

SS8 S

nfrastructure
LostandFound

Managed Senice Accounts
NTDS Quotas

Program Data

System

Users

Configuraticn

AN S A SR Y




& Microsoft Azure Active Directory Connect

Express Settings

User Sign-in

Connect to Azure AD

Sync
Connect Directories
Azure AD sign-in
Domain/CU Filtering

Filtering

Optional Features

Configure

Uniguely identifying your users

select how users should be identified in your on-premises directories. ﬁ
(® Users are represented only once across all directories.

() User identities exist across multiple directories. Match using:

T

Pail attnibut
ObjectSID and msExchMasterAccountSID/msRTCSIP-OriginatorSID attributes
SAMAccountMame and MailNickName attributes

A specific attribute

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
objectGUID =

Previous




Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchio
= pecity a greup 3 y

Synchronze all users and devies

@ Synchrence u-!c-(‘.edo

[ naa oy
N [oooesonuesoc IR




& Microsoft Azure Active Directory Connect

Express Settings

User Sign-In

Connect to Azure AD

Sync
Connect Directories
Azure AD sign-in
Domain/CU Filtering
Identifying users
Filtering
Azure AD Apps
Azure AD Attributes
Directory Extensions

Configure

Optional features

Select enhanced functionality if required by your organization.

[ Exchange hybrid deployment @
Azure AD app and attribute filtering @
Password synchronization @
Password writeback @

[] Group writeback ﬂ

[ Device writeback @

Directory extension attribute sync @

Learn more about optional features

Previous




& Microsoft Azure Active Directory Connect

Express Settings
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/COU Filtering
Identifying users
Filtering
Optional Features
Azure AD Attributes
Directory Extensions

Configure

Azure AD apps

The information necessary to use the following apps will be exported to Azure AD. R

required to meet strict organizational security policy.

AZURE AD APPS

| Office 365 ProPlus

v| Exchange Cnline

| SharePoint Online

| Lync Cnline

v Azure RMS

¥| Intune

v| Dynamics CRM

| 3rd party application

L] 1 want to restrict the list of applications. (2]

Previous




& Microsoft Azure Active Directory Connect

Azure AD attributes

User Sign-In These attributes will be exported to Azure AD based on the previously selected appli
individual attribute only if required to meet string organizational security policy.

Express Settings

Connect to Azure AD

Sync EXPORTED ATTRIBUTES
Connect Directories v| accountEnabled
Azure AD sign-in v| accountMame

Domain/OU Filtering assistant

. authOrig
Identifying users e
Filterin )

J cn
Optional Features

¥
v
v
¥
V| co
Azure AD Apps v
¥
¥
v
v

Azure AD Attnbutes

Directory Extensions

company

countryCode

dLMemSubmitPerms

Configure

gepartment

[] I want to further limit the attributes exported to Azure AD. ﬂ

|| View the list of attribute as comma-separates values

Previous




& Microsoft Azure Active Directory Connect

Express Settings

User Sign-in

Connect to Azure AD

Sync
Connect Directories
Azure AD sign-in
Domain/CU Filtering
Identifying users
Filtering
Optional Features
Azure AD Apps
Azure AD Attributes

Directory Extensions

Configure

Directory extensions

synchronize directory extension attributes from on-premises to Azure AD to make th
based apps.

Available Attributes Selected Attributes

accountExpires (user) [Largelnteger]
accountMameHistory (group) [String]
accountMameHistory (user) [String]
aC5PaolicyMame (user) [String]
adminCount (group) [Integer]
adminCount (user) [Integer]
adminDescription (group) [String]
adminDescription (user) [String]
adminDisplayMame (group) [String]
adminDisplayMName (user) [String]
altSecurityldentities (group) [String]
altSecurityldentities (user) [String]

Previous




& Microsoft Azure Active Directory Connect

Express Settings

User Sign-in

Connect to Azure AD

Sync
Connect Directories
Azure AD sign-in
Domain/CU Filtering
Identifying users
Filtering
Optional Features
Azure AD Apps
Azure AD Attributes

Directory Extensions

Ready to configure

Once you click Install/Upgrade, we will do the following:

= Configure synchronization services on this computer

Start the synchronization process when configuration completes,

[ ] Enable staging mode: When selected, synchronization will not expert any data to

Previous




Configure staging mode

when staging mode i enabled, no data changes will be exported to Azure AD ar on-premizes A0
D5, Paszword wnteback and password synchrorezaton wall alza be dizabled.

+ Enable staging mode

Before you disable staging mode, ensure no other synchronization serwioe is active and exporting to
the same Azure AD directory.
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AZure
Active Directory

| Replication

Azure Datacenter

Replication \‘4'-.."'

-
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= =| | Secure Network Tunnel
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SQL Cluster Node  pomain Controller
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Local Datacenter




Relay Access Tokens } @

Arure
Active Directory

[ Replication

Azure Datacenter

Grants / Revokes Access

il Secure =~ —
> Relay ":-, Replication
. S <
ADFS Proxy ADFS perver SQL Clusfer Node  paomain dontroller AD Connect Serve
{Active node)
—l—
Azure
Ledlre
Gatderay

= = = [l

2 o o

- = =

m m m

= = =

= a a Secure Netwaork Tunnel

o [ o D

Datacenter Firewall
b b
. "Q:.‘ -
L] L] [+
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ADFS Proxy ADFS Server 50L Cluster Node Domain Controller AD Connect Server

{Passiv / Staged node)

Local Datacenter




Chapter 4: Implementing Azure Networks

‘ My Azure VNET 10.0.0.0/16

—{ GatewaySubnet 10.0.0.
—‘ Servers 10.0.1.0/24
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Frontend 11.0.1.0/24

W et

Backend 10.0.1.0/24
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DCF-AWE-VNO1 - Diagram

DCF-AWE-VMO

A

E_J Refresh

Creerview
=] Activity log

Access control (IAM) GatewaySubnet 10.0.0.

Tags

SETTIMNGS
e s a DCF-AWE-GWO'
®» Connected devices

Subnets Gateway ty’pE‘
VPN

Public IP address

)

D5 servers

Peerings

Properties

Locks

Automation script

MONITORING

Server 10.0.1.0/24

+  Diagram

SUPPORT + TROUBLESHOOTING

& New support request I No connected devices

E Virtual network gateways



- Servers 10.0.. lll”ﬂ_.l




Gateway type @

WPM ExpressRoute

VPN type @
Route-based | Policy-based




: _mllllllllfﬂ_.l
: VPN -

Gateway

1
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Virtual Netv



| Servers10.0.1.0/24 () ===

Gateway

-
-
-
*
*
*
................................................................................ X

Virtual



- IVIy Azure VNET - lllillllfll_.l

8

| Servers10.0.1.0/24 () ==
VPN
Gateway
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Virtua

4® Local network gateways



Create local network g...

Mame

LocalMetworkGateway

IP address @

Address space @
192.168.10.0/24

16.0.0.0/16

Subscription

Visual Studio Premium with MSDM

Resource group @

® Create new O Use existing
DCF-AWE-RGMM

Location

West Europe




Tokyo Offic:

Berlin Office

Berlin Datacenter

Azure
ExpressRoute

ExpressRoute {incuit
1

A Customer's ju

Metwork Q g

I Trafiic to Office 365 and CRM Services
- Traffic to public IP addresses in Azure
ﬁ Traffic to Virtual Metwarks




Point of Presence

Microsoft Gateway | |—( Microsoft Azur

Network
Connection

ISP Gateway

Your Backbone Network |

ExpressRoute circuits

»*) Connections

Connection type @

VMet-to-VMNet
Site-to-site (IPsec)

ExpressRoute

: '.". Route tables




Route name

test

Address prefix @
192.168.16.0/24

Mext hop type @

Virtual network gateway
Virtual network
Internet

Virtual appliance
MNone




Everything

Y Fitter
barracuda

Results
NAME FUBLISHER L
| Barracuda NextGen Control Center (BYOL) Barracuda Metworks, Inc. Vi
if* Barracuda Message Archiver (BYOL) Barracuda Metworks, Inc. Vi
i Barracuda Web Application Firewall (BYOL) Barracuda Metworks, Inc. Vi
i Barracuda Web Application Firewall (PAYG) Barracuda Metworks, Inc. Vi
| Barracuda NextGen Firewall F-Senies (PAYG) Barracuda Metworks, Inc. Vi
i’ Barracuda Email Security Gateway (BYOL) Barracuda Metworks, Inc. Vi
i Barracuda Email Security Gateway (PAYG) Barracuda Metworks, Inc. Vi
f  Barracuda NextGen Firewall F-5enes (BYOL) Barracuda Networks, Inc. Vi
1" Barracuda Web Application Firewall Solution (PAYG) Barracuda Metworks, Inc. Vi
if* Barracuda Web Application Firewall Solution (BYOL) Barracuda Metworks, Inc. Vi

. YWM53:net Lite (FirewallVPM) Cohesive Networks Vi

. WMN53wpn (FirewallVPM) Cohesve Networks Vi



( Less Secure Network

Router

—Unencrypted

ll-'--l--r"EnchtEd-.----------

MPLS Network | ]

Barracuda
Firewall

ExprespRoute RS

MPLS |Gateway

d

a NextGen Control Center (BYOL)

Bring Your Own License enabled.

= This Barracuda MextGen Control Center is licensed using the Bring-Your-Own-License (BYOL)

model.

to receive a 30-day evaluation license or purchase one of

the licenses depending on your requirement.



Instance 1 Instance 2 Instance 3

Traffic Distribution

P

Azur@load
balahcer

Incoming Traffic

S

e Application gateways

&3 Traffic Manager profiles




Columns

Everything
Y Fitter

2 Virtual network]

Results

PUBLISHER

& Virtual network gateway Microsoft

&2 Yirtual network Microsoft

Select a deployment model @

Resource Manager

Create



Create virtual network

Mame
DCF-AME-VMNO1

Address space @
16.0.0.0/16

16.0.0.0 - 16.0.255.255 (65536 addresses)
Subnet name

Server

Subnet address range @
16.0.1.0/24

16.0.1.0 - 16.0.1.255 (256 addresses)
Subscription

Visual Studio Enterprise

Resource group @

® Create new O Use existing
DCF-AME-RGD1
Location
Morth Europe

Pin to dashboard

Create




EE Columns [0 Delete | () Refresh | =3 Move

A

43b8966b-fc55-463a-835c-c3f6181b9382

Morth Europe
Fiffer items...
LOCATION

DCF-ANE-VNO1 Virtual network Morth Europe




- ves DCF-,

Virtual me

o Add EZ Columns ([ Delete () Refresh =» Move

Essentials -~ 2 Search (i

Tl Sy e ' =T S [T

&7 43b2966b-fc55-463a-835¢c-c3f6181b9382 w2 Owerviey

=t Aanlmurant — o
Lo WL =y =MoLl

Morth Europe =] Activity |
Fifter items... Access c

Tags
NAME TYFE LOCATION

SETTINGS
DCF-AMNE-VMNO01 Virtual network Morth Europe
Address
®£* Connect
Subnets

wer  DNS ser

Peerings

Properti
Locks

Automat

MONITORING

+. Diagram

SUPPORT + TRO

& New sup



Chverview
Activity log
Access control (JAM)

Tags

SETTINGS
Address space
Connected devices
Subnets
DHNS servers
Peenings
Properties

Locks

Automation script

MONITORING

+. Diagram

SUPPORT + TROUBLESHOOTING

a Mew support request

+ Subnet + Gateway subnet

ADDRESS RANGE AVAILABLE ADDR... SECURITY GROUP

16.0.1.0/2 251




Address range (CIDR Block) @
[16.0.0.0/24
16.0.0.0 - 16.0.0.255 (256 addresses)

Route table
Mone

ADDRESS RANGE AVAILABLE ADDR...

16.0.1.0/24 251

GatewaySubnet 16.0.0.0/2 251

Cherview
Activity log

Access control [JAM)

SETTINGS
Address space
Connected devices
Subnets

DM5 servers

Peenings

SECURITY GROUP




+ Add Columns

Essentials

DCF-ANE-VNO1

DS servers @

Azure DNS | Custom DNS

H Save PR Discard

DM5 servers @

Azure DN5 | Custom DS

Primary DMS server

16.0.1.10

Secondary DMS server

16.0.1.11

ﬁ Delete

C) Refresh = Move

43b8966b-fc55-463a-835c-c3f6181b9382

Morth Europe

LOCATION

Virtual network Morth Europe

Y Filter

B local netw:

Results

& Local net
& Virtual n

| Connect




Create local network g... —

Mame

DCF-ANE-LGI

P address @

Address space @
192.168.0.0/16
172.25.0.0/16

A A e I.‘ |..— Il |I -—'-—"
Add agditronal addre

Subscription

Visual Studio Enterprise

Resource group @

® Create new O Use existing
DCF-ANE-RGO1
Location
Morth Europe

Pin to dashboard

Create




EE Columns [ Delete t_} Refresh =% Move Y Filter

.

43b&966b-fc55-463a-835c-c3f6181b9382

Morth Europe
Filter items...
£ Virtual ne

LOCATION
g Virtual ne

DCF-ANE-VNOT Virtual network Morth Europe
Bl retwork




Create virtual network gate...

3

Gateway type @
WMPK - ExpressRoute

VPN type @
Route-based | Policy-based

Virtual network @

Choose a virtual network

Subscription

Visual Studio Enterprise

Resource group @

Location @

West Europe

Pin to dashboard

Create

Provisioning a virtual network gateway may take up
to 45 minutes.




Mame

DCF-ANE-GWD1

location "MNorth Europe'.

Virtual network @
DCF-AME-VNO1

DCF-ANE-VYMNO
Public IP address @ DCF-AN 01

Choose a public IP address

Virtual network @

DCF-ANE-VNO1 Create new

Public IP address @

Choose a public IP address '. No results

Create public IP address

Mame

DCF-ANE-GWO1-PIP)

Gateway type @
WPH S ExpressRoute

VPN type @
Route-based | Policy-based

Pin to dashboard

Create

Prowvisioning a virtual network gateway may take up
to 45 minutes.




&= Add  =E Columns

Eszentials

r By AFMe...
4 items

NAME ™~

M Delete

) Refresh

= Move

West Euro

Recovery Se

Virtual netw:

Public IP ad

Virtual netw:




GWO01 - Configuration

Virtual network gateway

Owverview

Basic
N Standard
Activity log High performance

Access control (LAM)
Tags

Diagnose and sohve problems

SETTINGS
Configuration
<) Connections
Point-to-site configuration
Properties
Locks

Automation script

SUPPORT + TROUBLESHOOTING
Resource health
Reset

MNew support request




o Add | EE Columns [ Delete () Refresh =9 Move Y Filter

Essentials -~
2 Connectiol

5‘? 43bgoebb-fc55-4633-835c-c3f6181b9382
Results

Last deployment LOCatHom

Morth Europe
NAME
Fifter items...

| Connecti

Create connection - 0O X Basics

Connection type @

Baci
1 SSIS - > Site—to-site (IPsec) v
Configure basic settings

Subscription

Visual Studio Enterprise

Resource group @

® Create new O Use existing
DCF-ANE-RGOD1

Location
Morth Europe

Create connection — B X Settings O X Choose

To use a vir
connection
1 Basics Virtual network gateway @ Y ﬂ [
Configure basic settings Choose a virtual network gateway :
Local network gateway @ S
2 Settings p Choose a local network gateway

Configure connection settings



Create connection - 0 X Settings

1 Basics Virtual network gateway @ N
Configure basic settings DCF-AMNE-GWO1

Local network gateway @ S {"
2 Settings > DCF-ANE-LGON
Configure connection settings

Settings

Virtual network gateway @
DCF-ANE-GWO1

Local network gateway @
DCF-ANE-LGO

Connection name

DCF-ANE-GWO1-DCF-ANE-LGIN

Shared key (PSK) ®
Abcd1234PacktPubj

Create connection O X Summary

Basics
1 Basics
Configure basic settings Connection type Site-to-site (IPsec)
Subscription Visual Studic Enterpris
Resource Group DCF-AME-RGOT
Location Morth Europe
2 Settings
Configure connection settings Settings
Virtual network gateway DCF-AME-GWO1
Local network gateway DCF-AME-LGIN
3 Summary h Connection name DCF-ANE-GWO1-DCF-
Review and create Shared key [PSK) Abcd1234PacktPub




Resource group

L Search (Ciri+/]

w Overview
=] Activity log
Access control {LAM)

Tags

SETTINGS
i Quickstart

G Resource costs

Connection

je |5r_=*.3r{h {Ctri+/]
(% Overview
=] Activity log
Access control (IAM)

Tags

SETTIMGS

Ng) PCF-ANE-RGOT

o= Add EE Columns [ Delete () Refresh = Move

Essentials -~

e e ey C S= G [T

7 43b8966b-fc55-463a-83

= ot Aanlournant o
Lol WLy = L8 gLl

Morth Europe

I:"-'.r?:e.r e S,

NAME TYFE LOCATI

>< DCF-ANE-GWO1-DCF-ANE-LGOT Connection North

& DcraNe-LGOT Local network... North
DCF-ANE-GWO1-PIP Public IP addr...

DCF-ANE-GWO01-DCF-ANE-LGOT1

ﬁ Delete

Essentials -

0B
Connecting 0B
Morth Europe

43bB066b-fc35-463a-835c-c3f6181b9382



DCF-ANE-GW01-DCF-ANE-LGO1

DCF-ANE-GW(N-DCF-ANE-LG02

DCF-ANE-LGIN

DCF-ANE-LGO2

DCF-ANE-GWO1-PIP

DCF-ANE-GWO1

DCF-ANE-VNO1

Connection

Connection

Local network...

Local network...

Public IP addr...

Virtual networ...

Virtual network

LOCATION

North Europe
North Europe
North Europe
North Europe

North Europe

North Europe

MNerth Eurcpe




Create virtual network gate...

Gateway type @
VPN | ExpressRoute

Virtual network @

Choose a virtual network

Subscription
Visual Studio Enterprise

Resource group @

Location @

West Europe




+ Add Columns [ Delete U Refresh =3 Move Y Filter

Essentials

O ExpressRc

43b2os6b-fc55-4633-835c-c3f6181b0382
- Results

Morth Europe

LOCATION

DCF-ANE-GWO1-DCF-ANE-LGO1 Connection Morth Europe
DCF-ANE-GWO1-DCF-ANE-LGO2 Connection MNorth Eurcpe
‘F DCF-ANE-LGO1 Local network... Morth Europe

BizTalk3
& DCFANE-LGD2 Local network... North Europe e




Create ExpressRoute ci...

Create new or impeort from classic @

Create new Import

Circuit name
DCF-AME-EXO1

Provider @

Equinix

Peering location @

Amsterdam

Bandwndth @
50Mbps

SKU @

standard Premium

Billing model @
Unlimited Sietered

Allow classic operations @

Subscription

Visual Studio Enterprise

Resource group @

® Create new O Use existing
DCF-ANE-RGD1

Location

Morth Europe

Pin to dashboard

Create




DCF-ANE-EX01

ExpressRoute circuit

ﬁ Delete

0 Initiate the provisioning process with your service provider.

Essentials -

Cherview
=l Activity log Resource group ;q:mn:x
Access control [lAM) En;bleg l:.];t p‘rﬂv;ﬂnEd
Tags r-ﬁ;crrth ..Eu rope .»;l:St; rdam
#. Diagnose and solve problems “ubserption name ;DMI:];E
SETTINGS ié:;;;;;L.'f;SS-mﬂ-ES 5c-c3f618109382 ;j:‘é;;l'l.;é-ZﬁD—dBdﬁ—ag

= Configuration

»¥) Connections Peerings

Peerings
T TYPE STATUS PRIMARY SUBNET SECOMDARY
|!| Properties

Azure private  Disabled = =
Locks

Azure public  Disabled = =

Automation script

Microsoft Disabled - -
SUPPORT + TROUBLESHOOTING

g Mew support request

Equinix

Enabled

West Europe Amsterdam

200 Mbps




Peer ASN @

Primary subnet @

Secondary subnet @

VLAN ID @

Advertised public prefixes @

Status: Mot configured
Customer ASN @

Routing registry name @

Shared key




Essentials -~

Enabled

Woest Europe

Peerings

PRIMARY SUBNET SECONDARY SUBNET
Azure private  Enabled
Azure public  Disabled

Microsoft Disabled

Private peering
WH-AWE-ERD1

Peer ASN @

9999

Primary subnet @

Secondary subnet @

203.66.34.15/30

VLAM 1D

Shared key




o Add | EE Columns [ Delete () Refresh =9 Move Y Filter

Essentials -~
2 Connectiol

¢7 43b896bb-fc55-463a-835c-c3f6181b9382

Results

Morth Europe

Fiffer items...
| Connecti

Create connection Basics

Connection type @

Baci
1 ASIES : : ExpressRoute
Configure basic settings

Subscription

Visual Studio Enterprise

Resource group @

® Create new O Use existing
DCF-ANE-RGO1

Location
Maorth Europe

Basics Virtual network gateway @

Configure basic settings DCF-ANE-GWO03

ExpressRoute circuit @

Settings > Choose a circuit
Configure connection settings

Connection name




=]

:l

i
Bl

L] +]

ExpressRoute circuit

“o Owverview

Activity log
Access control {LAM)

Tags

”“ Diagnose and solve problems

SETTIMNGS

Configuration

) Connections

Peerings
Properties
Locks

Automation script

SUPPORT + TROUBLESHOOTIMG

Mew support request

ﬁ Delete

Essentials -~

Enabled
Woest Europe

SULISLT LI =}

Criberrindinm

Peerings

TYPE

Azure private
Azure public

Microsoft

ER e

Equinix

Provider status

Provisioned

oo —

Amsterdam

200 Mbps

5TATUS PRIMARY SUBNET SECOMDAR

Enabled

Disabled - -

Disabled - -



=R LR NS RO

& 10.000/16

ncatio NikS carvar

West Europe Azure provided DMS service
4

=t L L DA [

& 17.000/16
West Europe Azure provided DMNS service

4

o Add EEZ Columns [0 Delete () Refresh = Move

Essentials -~ D Search,
e & ;-Ei::ﬂi.gggb-fzﬁ-ilﬁi‘ra-835(:-(:31:61E‘IbQEELE w0 Owenvie
Fifter tems... Access
Tags
NAME TYFE LOCATION
DCF-AWE-VNM Virtual network West Europe ceo SETTES
Addres
w* Connec
Subnet
F= DNSse
Peerinc

Proper



Ili DCF-AWE-VNO1 - Properties 2 _ O X
|

Virtual network

L Search (Cirl+/)

RESOURCE ID

/subscriptions/43b8966b-fc55-463a-835¢
Cheerview

=] Activity log

Access control {LAM) West Europe

o= Add EE Columns [ Delete () Refresh = Move

Essentials -~ 2 Search {
ﬁ dasd00 | | -oCU | -41vd-Daae-LCa0 FULarc a4 o Cheervies
West Europe =| Activity
Filfer items... Arccess ¢
Tags
NAME TYPE LOCATION
SETTINGS
(»¢) DCF-AWE-GW01-DCF-AWE-LGO1 Connection West Europe van
Address
& DCFAWE-LGOY Local network... West Europe
®* Connec
B DCF-AWE-GWO1-PIP Public IP addr... West Europe
le Subnets
! A route Route table West Europe .
F=  DNS ser
E DCF-AWE-GWD1 Virtual networ... West Europe ven
Peering:

DCF-AWE-VYNOT Virtual network West Europe -

Propert



DCF-AWE-VNO1 - Peerings

Virtual network

PEERIMG 5TATUS

Chrerview
Mo results.

=] Activity log

Access control (lAM)

Add peering

DCF m

Mame
DCF-AWE-PRO1|

Peer details
Virtual network deployment model @

Resource manager | Classic

+| | know my resource |0 @

Add peering

DCF-AWE

Mame

DCF-AWE-PRO1|

Peer details
Virtual netwerk deployment medel @

Resource manager Classic

+ | | know my resource ID @

Resource 1D @

t.MetworkvirtualNetwo rks,/DCF-AWE -\




Configuration

Allow virtual network access @

Enabled | Disabled

Allow forwarded traffic @
Allow gateway transit @

Use remote gateways @

DCF-AWE-VNOT - Peerings

Virtual network
o= Add
B Search (Cirf+/) Search peerings
NAME PEERIMNG STATUS PEER GATE
Ohverview
DCF-AWE-PRO1 Initiated DCF-AWE-VNO1 Disakb
Activity log
DCF-AWE-VNOT - Peerings
Virtual network
w= Add
0 Search (Ctrf+/) Search peerings
NAME PEERING STATUS PEER GATE
Overview
DCF-AWE-PRO2 Connected DCF-AWE-VNOT Disakb
Activity log
DCF-AWE-VNO1 - Peerings
Virtual network
o= Add
B Search (Cirf+) |5€.3r{h peerings
NAME PEERIMG STATUS PEER GATEV
Overview

DCF-AWE-PROT Connected DCF-AWE-VNO



Everything
Y Filter

Route table

Results

PUELISHER

S8 Foute table Microsoft

‘dith: Cisco ASAv - BYOL 4 NIC Cisco Systems, Inc.

(18]

Route table

outes to this table after it's_..

Mame
DCF-ANE-RTO1|

Subscription

Visual Studio Enterprise

Resource group @

® Create new O Use existing
DCF-ANE-RG01

Location

Morth Europe

Pin to dashboard

Create




-ANE-RGO1

S= Columns [0 Delete () Refresh = Move

Essentials -~

Wl Cwerview & 43b8966b-fc55-463a-8:

=] Activity log . North Europe
Access control {LAM)

Tags

SETTINGS
| DCF-ANE-GWO01-DCF-ANE-LGDT Connection

i Quickstart \
| DCF-ANE-GWO-DCF-ANE-LGO02 Connection

Resource costs
DCF-ANE-EX01 ExpressRoute...

Deployments
DCF-ANE-LGD Local network...

Properties
DCF-ANE-LGO2 Local network...

Locks
DCF-AME-GWO1-PIP Public IP addr...

Automation script
DCF-ANE-GWO02-PIP Public IP addr...
SUPPORT + TROUBLESHOOTING DCF-AME-GWO3-PIP Public IP addr...

DCF-AME-RTOM Route table




DCF-AME-RTOM

Ohervasid

Actne Muorth

ADCEESS RANGE WIRTUAL NETWY SECURITY Gl




ADDRESS RANGE

Mo results.

Associate subnet
W F-ANE-RTD

Virtual network
DCF-AME-VNO1

Subnet

Choose a subnet

VIRTUAL METWO... SECURITY GROUP

Choose subnet

GatewaySubnet
DCF-AN -'

Associate
}CF-AME-RTIN




ADDRESS PREFIX

ADDRESS RANGE VIRTUAL NETWO... SECURITY GROUFP

16.0.1.0/24 DCF-AME-VYMO1

< ® Routes Add route

DCF-AMNE-RTO1 DCF-AME-RTO1

o= Add

Route name

Route(1
NAME ADDRESS PREFIX MNEXT HOF

Address pre

Mo results. 192.168.20.0

Mext hop type
Wirtual appliz

Next hop ad
16.0.1.100

Ensure y:
your virtl
by navig;
interface



Everything

Y Filter

O Barracuda NextGen Firewall F-Series (BYOL)

Results

1 Barracuda MextGen Firewall F-5enes (BYOL)

Y Barracuda NextGen Control Center (BYOL)

PUELISHER

Barracuda Metworks, Inc.

Barracuda Metworks, Inc.




Barracuda NextGen Firewall F-Series (BYOL)

Barracuda N ks, Inc.

Bring Your Own License enabled.

The Barracuda NextGen Firewall F-Series fills the functional gaps between cloud infrastructure
security and a defense-in-depth strategy by providing protection where the application and data
reside, rather than solely where the connection terminates. Because of the isolation between VMs,
tenants, and virtual netwerks, the Barracuda NextGen Firewall F-Series operates just as if it wer

e a
physical device bridging connections between application servers in a network DMZ and your ISP's

router.

Beyond its powerful network firewall, high availability, and VPN technologies, the Barracuda NextGen
Firewall F-Series integrates a comprehensive set of next-generation firewall technologies, including
Application Control, IPS, anti-malware, network access control enforcement, and comprehensive user
awareness. The F-Senes is fully compatible with Microsoft Azure for establishing site-to-site and/or
client-to-site connections to its cloud services, and creating a virtual DMZ in Azure to implement an
additional high-security layer.

The Barracuda MextGen Firewall F-Series meets enterprise requirements of massive scalability,
efficient configuration and lifecycle management across dispersed networks, and performance
guarantees for business-critical applications.

The Barracuda MextGen Firewall F-Series is a powerful, user-friendly appliance to protect and
manage your network. As a Linux-based secunty appliance, there are few differences between it and
a typical server running on Azure:

= Administration of the Barracuda NextGen Firewall F-5eries appliance is typically done with a
Windows-based client application called as
This Barracuda NextGen Firewall F-5Series is licensed using the Bring-Your-Own-License
(BYOL) model. to receive a 30-day evaluation license or purchase

one of the licenses depending on your requirement.

Note: The usemame to login to the appliance is root and the password is the one you have
configured on Azure portal while deploying the VM. Also a forward for TCP/807 and TCP-
UDP/691 endpoints will be created automatically when you deploy this WM. Click for
more details.




Create virtual machine

Liser narme

sentication

public ey Password

DCF-AWE-RGO1

Local
Wiest Europe




Create virtual machine —

Basics

Done

Size

Choose virtual machine size

-

X

Choose a size

Browse the available sizes and their features

Al Standard

1 Core

1.75 GB

= 2
-_— Drata disks

2x500

4# Load balancing

Loading pricing...

% A2 Standard

2 Cores

.5 GB
4

Load balancing

&
%

Loading pricing...




Create virtual machine O X Settings

Storage

Storage account @
(new) dcfawerg01diagb37

Metwaork

Virtual network @

Settings DCF-AWE-VIMNO1
Configure optional features

Subnet @
Server (10.0.1.0/24)

Public IP address @
(new) DCF-AWE-FWO01-ip

Network security group (firewall) @
(new) DCF-AWE-FW01-nsg

Extensions

Extensions @

MNo extensions

High availability

Availability set @

MNone




ate virtual machine

al Studio Premium with MSDN

F-AWE-RGOT
Dane West Europe

';rrhng'. mputer name -

Standard Al
[new) dcfawerg01diaghd T
AWE-VMNOT
Subnet 5 \]
Pubdlic I[P address ) DCl E-FW01-ip
Network security group [fir E-FW01-nsgq
Bl

v Firewall F-5




Create virtual machine

1 Basics

Done

25'1:&

Done

3 Settings

Done

4 Summary

Barracuda MextGen Firewall F-5...

5 Buy

Purchase

Offer details
Barracuda NextGen Firewall F-Series 0,00
|
Standard A1 0,05(

‘ The highlighted Marketplace purchase(s) are not covered b
billed separately.
You cannot use your Azure monetary commitment funds or s
purchases. You will be billed separately for marketplace purch

) Aznuwe resource
You may use your Azure monetary commitment funds or sub:
purchases. Prices presented are retail prices and may not refle
subscription.

Terms of use

By clicking “Purchase®, | (a) agree to the legal terms and privacy st:
Marketplace offering above, (B) authorize Microsoft to charge or b
the fees associated with my use of the offering(s), including applic
frequency as my Azure subscription, until | discontinue use of the
Microsoft may share my contact information and transaction detai
[s). Microsoft does not provide rights for third-party products or s
for additional terms.



Columns [ Delete t_} Refresh =& Move

4a8ad611-6c01-4f99-base-2cad700afc54

West Europe

LOCATION

Virtual machine West Europe

DCF- AWE-GWO1-DCF-AWE-LGIN Connection West Europe

Availabili
DCF-AWE-LGO1 Local network... West Europe
def-awe-fw1206 Network inter... West Europe

Extensio
DCF-AWE-FW01-nsg Network secu... West Europe

MNetwork
DCF-AWE-FWO01-ip Public IP addr... West Europe

DCF-AWE-GWO1-PIP Public IP addr... West Europe

route Route table West Europe

Locks
DCF- AWE-GWD1 Virtual networ... West Europe

Automat
DCF-AWE-VNDT Virtual network West Europe

decfawerg(diagb3? Storage accou... West Europe MONITORING




Office Firewall | Munich

Office Firewall | Berlin

Microsoft Azure

sl

Carrier MPLS Netzwerk

AN

Colocation NewYork




U

Office Firewall | Berlin

Direct Connect via
Internet

Site 2 Site VPN

Office 365

>

Microsoft Azure

&

Azure VPN Gateway

-

Point 2 Site VPN \

=)




Site 2 Site VPN

Microsoft Azure

"'l -
el Carrier MPLS N

Site 2 Site VPN

k]




Chapter 5: Implementing and Securing Azure Storage
Accounts

Storage account Microsoft Storac

Create storage account

The cost of your storage account depends on the
usage and the options you choose below.

earn more

* Name ©@

|

Deployment model @

core.windows.net

Resource manager [EER s

Account kind ®

General purpose v

Performance @

=L Bl Premium

Replication @

Read-access geo-redundant storage (RA... v

* Storage service encryption @

Enabled

* Subscription

Visual Studio Enterprise mit MSDN v

* Resource group @

(®) Create new () Use existing

* Location

West Europe v



Create storage account

The cost of your storage account depends on the
usage and the options you choose below.

€arn maore

* Name @
implementingazuredemo v

.core.windows.net
Deployment model @

Resource manager [REERle

Account kind @

General purpose v

Performance @

SELGEGE Premium .

Replication @
Locally-redundant storage (LRS) v

* Storage service encryption @

(TSN Enabled

* Subscription

Visual Studio Enterprise v

* Resource group @

(U Create new  (® Use existing

AzureExamples v
* Location
North Europe v

Pin to dashboard



= implementingazuredemo

Storage account

,-'H Openin Explorer [ Delete

L Search (Ctri+/) Essentials ~
A Resource group {changs) Performance
B Overview zureexamples Standard
Status Replication
B Activity log Primary: Available Locally-redundant storac
Location
zm Access control (JAM) Morth Europe
Subscription name (ch
& Tags Visual Studio Enterpr
Subscription ID
j.( Diagnose and solve problems 159fbd1c-ab70-4eac-93f1-55d9b387a342
SETTIMNGS Services
Access keys P [
Blobs Files
& Configuration Tabl
& Shared access signature e

Blob service

impiementngazZuredemo

+ Container 0 Refresh

Essentials

Search containers by prefix

NAME URL LAST MODIFIED

Mo containers found.



New container

Blob service (implementingazuredemo)

* Mame

testcontainer W
Access type @

Private L4

Blob service

Implemenungazureseno

+ Container () Refresh

Essentials

Search containers by prefix

NAME URL LAST MODIFIED

testcontainer https://implementingazuredemo.blob.corewi...  1/12/2017, 5:02:47 AM

testcontainer

Container

; Upload D Refresh M Delete container E Properties 4‘ Access policy
Location: testcontainer

Search blobs by prefix (case-sensitive)

NAME MODIFIED BLOBT

Mo blobs found,



= implementingazuredemo

age account

;) Search (Ctri+/)

Owverview

Activity log

Access control (JAM)

E=
E

& Tags
it

Diagnose and solve problems

SETTINGS
Access keys

& Configuration

2

* Shared access signature

Table servic

impiementingazuresen

D Refresh

738 Openin Explorer [ Delete

Essentials ~

Resource group {changs) Performance
azuresxamples Standard

Status Replication

Primary: Available Locally-redundant storac
Location

Morth Europe
Subscription name (change)

Visual Studio Enterpr

m o
&)

Subscription IC
159fbd1c-ab70-4eac-93f1-55d0b387a342

Services
Elobs Files
Takbl
[ . PR S —

Essentials

Search tables by prefix

TAELE

Mo tables found.

URL



Table service

Impiemeantingazuregenmno

O Refresh

Essentials

Search tables by prefix

TAELE URL

testtable https://implementingazuredema.table.corewindon

i implementingazuredemo

=8 Open in Explorer [l Delete

L Search (Ctri+/) Essentials ~
i~ Resource group {changs) Performance
== Overview azureexamples Standard
Status Replication
B Activity log Primary: Available Locally-redundant storag
Location
zm Access control (IAM) North Europe

Subscription name (change

& Tags Visual Studio Enterprise

Subscription ID

% Diagnose and solve problems 159fbd1c-ab70-4eac-93f1-55d9b387a342
s Services
Access keys P — for—
Blobs : ‘ Files
& Configuration Tabls

2 Shared arcess <innature



Queue service

nplementingazuregemo

O Refresh

Essentials

Search queues by prefix (case-sensitive)

QUEUE URL

Mo queues found.

Queue service

mplementingazuredemc

O Refresh

Essentials -

Search queues by prefix {case-sensitive)

QUEUE URL
testgueue https://implementingazuredemo.queue.core.wind
N .-ff ) / . N .'jf .
Account Share Directory File

g - ... 7

o
.
e

- e d-‘/.ll I'I"x.. "j Ilk\*-u _p-‘"J




= implementingazuredemo

Storage account

L Search (Ctri+/)

Ohverview

Activity log

% Access control (JAM)

E=
[ 4

& Tags
X

Diagnose and solve problems

SETTINGS
Access keys
& Configuration

& Shared access signature

File service

impiementngazuregemo

U Refresh

+ File share

o Open in Explorer [ Delete

Essentials -~

Resource group {change) Performance
zureexamplas Standard

Status Replication

Primary: Available Locally-redundant storac

Lacation

Morth Europe
Subscription name (ch

vierial ©Hodie Ertarnr
Visual Studio Enterp

Subscription ID
159fbd1c-ab70-4eac-93f1-55d5b387a342

Services
Elobs Files
Tabl
Monitoring

Essentials

Search file shares by prefix

MNAME

Ma file shares found.

MODIFIED quc



New file share

File service (implementingazuredema)

* Name

testshare W

Cuota @

GE

File service

impiementingazursegemo

+ File share

Essentials

Search file shares by prefix

NAME MODIFIED

testshare 1152017, 6:09:04 PM

testshare

File share

* Connect + Add directory C) Refresh [ Delete share = Properties

S Upload

Location: testshare

NAME TYPE

Mo files found.

qQuo

5Til

& Ouota

SIZE



New directory

testshare

* Name

testdir

testshare

File share

¥ Connect E Upload + Add directory 0 Refresh M Delete share E Properties ,f‘ Cuota

Location: testshare

NAME TYFE SIZE

testdir Directory



Connect

te

Connecting from Windows

Te connect to this file share frem a Windows computer, run this command:

*» net use [drive letter] “\implementingazuredemo.file.core.windows.net
‘testshare Ju:implementingazuredemo [storage account access key]

When connecting from a computer from outside Azure, remember to open outbound TCP port 445
in your local network, Some Internet service providers may block port 445, Check with your service

provider for details.

Learn more about Azure File Storage with Windows

Connecting from Linux

To connect to this file share frem a Linux computer, run this command:

» sudo mount -t cifs //implementingazuredemo.file.core.windows.net
ftestshare [mount point] -o
vers=3.8,username=implementingazuredemo,password=[storage account access
key]l,dir_mode=8777,file_mode=8777

The Linux SME3 client doesn't support share level encryption yet, so mounting a file share in Linux
only works from virtual machines running in the same Azure region as the file share.

Learn more about Azure File Storage with Linux

e Administrator: Windows PowerShell

s zureDemo= net use Y: “\implementing emo. T1 | e. core. windows.
LT IINETVENfwecwGNCEFMpd rwy1Ka8gcHdVRdg5 3MxZ1VIr8tUrAalNo6jNgF0BggzNlDaacYXrZ b
he command completed successfullw.

ZureDemo= _

4 Network locations (1)

_ testshare
—aee (W\implementingazuredemo.file.c...

-

Jusimple



= FN-| orive Tools  testshare (\\implementingazuredemo.file.core.windo... |_

Home Share View Manage

:(-:I = |52 » This.. » testshare (\\implementingazuredemo file.core... v O Search testshare (\\irr
Y Eavorites Marme Date modified Type iz
B Desktop | testdir 1/15/2017 3:11 PM File folder
4 Downloads

| Recent places
1M This PC

E‘! Metwork

f implementingazuredemo - Access keys

slorage account

2 Search (Ctrl+/) _ . .
Use access keys to authenticate your applications when making requests to tl
account. Store your access keys securely - for example, using Azure Key Vault
Chverview We recommend regenerating your access keys regularly. You are provided tw

you can maintain connections using one key while regenerating the other.

Activity |

B Activity log When you regenerate your access keys, you must update any Azure resource:
. access this storage account to use the new keys. This action will not interrupt

azud Access control (LAM)

your virtual machines. Learn maore

T
¢ ags Storage account name implementingazuredemao
#+ Diagnose and solve problems
MAME KEY
SETTINGS -
eyt 3tgZgLflJNETWVBNfwecvGNCBFM pdrwyiKalqcHdVRdg53M:
HEEEE R key2 aiKefLrA1uCqdMFOGKNjaHbmghLR7cASOWSWEBWYaKTO4:

& Configuration
& Shared access signature

Properties



f implementingazuredemo - Access keys

slorage account

2 Search (Ctrl+/) _ . .

Use access keys to authenticate your applications when making requests to tl
account. Store your access keys securely - for example, using Azure Key Vault
Chverview We recommend regenerating your access keys regularly. You are provided tw

you can maintain connections using one key while regenerating the other.

Activity |
cviyes When you regenerate your access keys, you must update any Azure resource:
access this storage account to use the new keys. This action will not interrupt

Access control (JAM) . . o
your virtual machines. Learn maore

E=
[ 4

T
¢ ags Storage account name implementingazuredemao
#+ Diagnose and solve problems
MAME KEY
SETTINGS -
eyt 3tgZgLflJNETWVBNfwecvGNCBFM pdrwyiKalqcHdVRdg53M:
HEEEE R key2 aiKefLrA1uCqdMFOGKNjaHbmghLR7cASOWSWEBWYaKTO4:

& Configuration
& Shared access signature

Properties



Edit Help
<2y Microsoft Azure

8 2 & O

Show resources from these subscriptions:
Add an account...

Apply Cancel

Activities

What do you like about this tool?

What don't you like or feel is missing?

< Microsoft Azure Storage Explorer

Edit Help

=y Microsoft Azure

El: @ 0

Search for resources /O

Collapse All



;ﬂ Microsoft Azure Storage Explorer
Edit Help

<=y Microsoft Azure
8 R & U

Search for resources

Caollapse All

= Quick Access
4 i@ (Local and Attached)
4 B Storage Accounts
¢ B (Development)
¢ B (S45-Attached Services)
4 B implementingazuredemo [SAS)
¢t [ Blob Containers
4 = File Shares

O
¢ [ Queues
b ER Tables

Microsoft Azure

0

T ﬁ

Upload Download Open
Delete Refresh

— = v /]\ testshare

Mame

B¥ Microsoft

+ ¢ m

MNew Directory Copy URL  Select all

-



Chapter 6: Planning and Deploying Virtual Machines in
Azure

Settings 4 Extensions

Add new features, like configuration
management or antivirus protection, to

Storage
g Mo extensions

Storage account @

(new) packtdisks948

Network

Virtual network @
VMetO1

Subnet @
Server (10.0.1.0/24)

Public IP address @
(new) packt-ip

MNetwork security group (firewall) @

(new) packt-nsg

Extensions

Extensions @

Mo extensions



Create virtual machine

Settings
Configure optional features

Settings

Storage
Disk type @

HDD S50

Use managed disks @

Mo Yes

Networlk

Virtual network @
VMO

Subnet @
Server (10.100.1.0/24)




<> (CHE-VMT1 - Disks
=

Virtual machine

Search (Cirl+/) ,I' Edit

0S disl...

B Overvi
e MAME
e CHE-VMT
Access control {LAM)
Tags Data [disks
Diagnose and solve problems None

HAvailability set

Disks

Extensions
Metwork interfaces
Size

Backup

Properties




/

N
NN

Fault Domain 01

/

i ar
',

Update Domain 01

k3

VMOl

Physical Host

Fault Domain 02

Update Domain 01

Physical Host

Update Domain 02

B

Physical Host

Update Domain 02

VMO2

Physical Host




VMOl

VHD active

»Q.o\\\ \\.o\\\
ey

\\u\\\ \\u\\\
ey

Storage Cluster 02

Storage Cluster 01




@ Delete U Refresh | =& Move

COwverview 4a8ad611-6c01-4f99-ba

Activity log Brazil South
Access control (IAM)

Tags

SETTINGS . .
Virtual network Brazil

di Quickstart
Stoerage accou... Brazil




“ Resource groups » Packt » Everythin

() silling

? Subscriptions

a4 Help + support

ATRATH I TE

B virtual machines

@ Virtual machines (classic)

Virtual machine scale sets
Container services
Batch accounts
Service Fabric clusters
Cloud services (classic)

) RemoteApp collections
Availability sets
05 disks (classic)

VM images (classic)




+ Virtual machines

Virtual machines

DataCenter-Flo

o= Add 22 Columns ) Refresh

Subscripbions: — Don't see a subscription?

Filfer items...

All subscriptions

Mo Virtual machines to display




Virtual Machines

Y Filter

L0 |5r_=~.3rc."? Virtual Machines

S e’/ L= |

Recommended

Windows Server Red Hat Ubuntu Server SQL Server 2016 Virtual machine
Enterprise Linux RTM Enterprise on  scale set
Microsoft RedHat Canonical Microsoft Microsoft

Virtual Machine Images

PREVIEW
Dynamics AX 2012 Drupal Oracle Linux concreteb ReportServer
R3 (preview) 7.0.0.01 Community
Microsoft Brtnarmi Oracle Bitnami Bitnami
What's new

SIDLNYE o keyhub

Cello Virtual HPE ArcSight ESM Cristie ADAM Sandbox Keyhub
Warehouse CloneManager

Samsung 505 Hewlett Packard Ent...  Cristie Software Ltd ADAM Software iQuest



Windows Server

HPC Pack 2012 R2 Compute Node on
Windows Server 2012 R2
Microsoft

HPC Pack 2012 R2 Compute Node with
Excel on Windows Server 2012 R2
Microsoft

HPC Pack 2012 B2 on Windows Server
2002 R2
Microsoft

Windows Server 2008 R2 5P1

Microsoft

Windows Server 2012 Datacenter

Microsoft

Windows Server 2012 RZ2 Datacenter

Microsoft

Windows Server 2016 - Nano Server

Microsoft

Windows Server 2016 Datacenter

Microsoft

Windows Server 2016 Datacenter -
with Containers
Microsoft

Windows Server Essentials Experience
Microsoft

Select a deplovment modes] @

Rescurce Manager

Create




Create virtual machine

Basics

Configure basic settings

VM disk type @

55D

U=ser name

Password

Confirm password

Subscription

Visual Studio Enterprise

Resource group @
® Createnew O Use existing
RG-DCF-Demo

Location

West Europe

Save money
Save up to 40% with a license you already own.
Already have a Windows Server license? @
Yes No
+| | confirm | have an eligible Windows

Server license with Software Assurance to
apply this Hybrid Use Benefit.




Create virtual machine B X Choose a size

Browse the available sizes and their features

Prices presented are estimates in your local currency that include on

any discounts for the subscription and location. The prices don't indl

Done Recommended sizes are determined by the publisher of the selectec
software requirements.

Basics

Size b Supported disk type Minimum memory (GiB)
Choose virtual machine size HOD

DS1 V2 Standard D52 V2 Standard

1 Core Cores

GB

e
wn

GB
2

4

el

ST

MGB

TGB

Load balancing Lead balancing

Ble= 0w
Blowew -~

Premium disk support Premium disk support




Create virtu® machine

1 Basics

Done

2 Size

Choose virtual machine size

Choose a size

Browse the available sizes and their features

Prices presented are estimates in your local currency that include or
any discounts for the subscription and location. The prices don't ind
costs. Recommended sizes are determined by the publisher of the s
and software requirements.

Supported disk type

Minimum memory (GiB)

S50 v 0
D51 V2 Standard % DS2 V2 Standard »
1 Core 2 Cores

35 GB 7 GB

- 2 o 4

_ oo dich W Do disk

e 2 e o

B o B Ll

‘ Lead balancing . Load balancing

£ ]

Premium disk support

Premium disk support

42,6 85,3
DS4 V2 Standard D55 V2 Standard
8 Cores 16 Cores
28 GB 56 GB
= 16 = 37
[0 dis e dick
© 2600 e 0
1-‘ 56 GB -T; N2GB
’ Load balancing ’ Load balancing
[ ] [

Premium disk support

Premium disk support




Supported disk type Minimum memory (GiB) Minimum cores

HDD




Create virtual machine

Basics
Done

Settings
Configure optional features

Settings

Storage
Disk type @

Use managed disks @

e -

Storage account @

(new) rgdcfdemodiagb79

MNetwork

Virtual network @
VMO

Subnet @
Server (10.100.1.0/24)

Public I address @

(new) test-ip

Metwork security group (firewall) @

(new) test-nsg

Extensions

Extensions @

Mo extensions

High availability

Availability set @

MNone

Monitoring

Binnt diannoctics i

OK




Monitoring

Boot diagnostics @
Disabled | Enabled
Guest 05 diagnostics @

hsabled | Enabled

Diagnostics storage account @

(new) packtdiag439

Settings O X Choose storage account

Storage

) A Mo storage accounts found in the selecte
Storage account @

(new) packtdisks410
Create new
Metwork

Virtual mnetwork @

Subnet @
Server (10.0.1.0/24)




Choose storage account

Mame

packtdisks410

A Mo storage accounts found in the selected subscription and location ‘Brazil South’,

Performance @

Standard

Create new

Replication @

Localky-redun:

MNetworlk

Virtual network @
VMNetD1

Subnet @
Server (10.0.1.0/24)

Puklic IP address @
(new) packt-ip

Metwork security group (firewall) @

(new) packt-nsg




Settings B X Choose virtual network — O

Storage
These are the virtual networks in
Storage account @ the selected subscription and

location ‘Brazil South'.
(new) packtdisks126

Network Create new

Virtual network @
Vet

Subnet @
Server (10.0.1.0/24)

Public IF address @
(new) packt-ip

Metwork security group (firewall) @

(new) packt-nsg

Settings O X Choose subnet

Storage

Storage account @

(new) packtdisks126

Network

Virtual network @
ViNetl

Subnet @
Server (10.0.1.0/24)




Settings

Storage

Storage account @

(new) packtdisks126

MNetwork

Virtual network @
VMNetD1

Subnet @
Server (10.0.1.0/24)

Public IP address @
(new) packt-ip

Metwork security group (firewall) @

(new) packt-nsg

O

X

Choose public IP address

Dynamic public IP

These are the public ip addresses in the selected subs

South',

Create new
- Mane




Settings O X Choose network securi... — B X

Storage
These are the network securnty
Storage account @ groups in the selected subscription

. . ) _ and location 'Brazil South’,
(new) packtdisks126

MNetwork Create new

Virtual network @

. MNone

Subnet @
Server (10.0.1.0/24)

Public IP address @

(new) packt-ip

MNetwork security group (firewall) @

(new) packt-nsg




Settings

Storage

Storage account @

(new) packtdisks9438

Network

Virtual network @
Vet

Subnet @
Server (10.0.1.0/24)

Public IP address @
(new) packt-ip

Metwork security group (firewall) @

(new) packt-nsg

Extensions

Extensions @

Mo extensions

-

X

Extensions

Add new features, like configuration
management or antivirus protection, to

Mo extensions
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---- BEGIN 55H2 PUBLIC KEY ---- Comment: “rsa-key-20170307"...
1

Disabled

1
Standard_A1 w2




Mew » Compute > Azure Container Service » Create Azure Container Service 3

Template

i Download H Add to library |I| Deploy

] Parameters (14)
3 . Vanables [18)

¥ gy Resources (1) "parameters
[concat(’containerservice-" resourc... "masterDnsNamePrefix™:
"type": "string”,
"metadata™: {
scription™:

domain name and the ionalized
,
J

ks
"agentDnsNamePrefix™:
"type": "string”,
"metadata™: {
scription™:
domain name and the ionalized




Resource groups

All resources

Recent

App Services

Virtual machines (classic)

Virtual machines

SOL databases

Cloud services (classic)

Secunty Center

Subscriptions

Azure Active Directory

| Monitor

@)

= Search resour

Dashboard -+ Newdashboard ¢ Edit dashboard

All resources Service health
ALL SUBSCRIPTIONS MY RESOURCES

' acdppbookes

‘ acdesiotdemo
acdiothdemo
ServiceMap(acdberlir
acdsgldev
acdberlin
acdeventhubdev-ns

acdiotthdev

- acdiot

£ Sha



LT

@
@
 {
L 4

Resource groups

All resources

Recent

App Services

Virtual machines (classic)

Virtual machines

SOL databases

Cloud services (classic)

Secunty Center

Subscriptions

Azure Active Directory

mMonitor

,.D Search resour

Dashboard ~ + Newdashboard ¢ Editdashboard (3 Sha

All resources Service health
ALL SUBSCRIPTIONS MY RESOURCES

containerservice-acd|

‘ acdppbookes

‘ acdesiotdemo

acdiothdemo @% @
®

M ServiceMa placdberlir

= acdsqldev

Iz

: . acdberlin

"!- acdeventhubdev-ns

acdiotthdev



acdppbacs

S gfdppbacs

SOurce group

o Add =2 Columns [ Delete ) Refresh

Eszentials
al Owverview

=] Activity log
Access control [LAM)

Tags

SETTINGS
sfd  Quickstart
G Resource costs
= Deployments
Properties

Locks

Automation script

MONITORING

i leseasa @l & &




acdppbacs

acdppbacs
“ Resou FJF:]"l p
o Add =2 Columns [ Delete ) Refresh

Eszentials

al Owverview

=] Activity log

24 tems

Access control [LAM)

E

Tags

SETTINGS
sfd  Quickstart
G Resource costs
= Deployments
Properties

Locks

Automation script

MONITORING




acdppbacs » containerservice-acdppbacs

containerservice-acdppbacs

M Delete

Eszentials
Cherview

Activity log

Access control (LAM) North Europe

Subscription name [
Tags

02f13438-c22f-4f1b-ad33-0f9f2ecfObab
SETTINGS

#i Quickstart

e |

. 1 agent pool .5
Agents

VM SIZE
Releases

Standard_A71 w2
Properties
Locks

Automation script

SUPPORT + TROUBLESHOOTING




B PuTTY Configuration ? x

Basic options for your PuTTY session |
Specify the destination you want to connect to
[=- Terminal
Host Mame {or IP address) Port
- Keyboard
- Bel | | |22 |
- Features Connection type:
=~ Window {(JRaw () Telnet () Rlogin @ 55H () Seral
?;Eearance Load, save or delete a stored session
- Behawviour
.. Translation Saved Sessions
- Selection | |
- Colours .
Default Settings
=~ Connection Load
~Data Save
o
Telnet Delete
- Rlogin
- 35H
Kex Close window on exit:
- Host keys () Mways (I Mever (@) Only on clean exit
E'.ipher
[ Auth v
| Mot || Hep | [ Open | Canesl
% PuTTY Configuration ? >
Category:
=~ Sgssiun | Basic options for your PuTTY session |
- Logging : ,
=I- Terminal
s Tnl-:l;:rbuard Host Mame (or IP address)
- Bell :Imidﬂ@acdacﬂmmt.nnrtheume.duu |22'DD
... Features . e,
- Window (JRaw () Telnet () Flogn ®5S5H () Seral
?;Eearance Load, save or delete a stored session
- Behaviour
- Tranelation Saved Sessions
- Selection | |
- Colours .
Default Settings
[=- Connection Load
.. Telnet Delete
- Blagin
- 55H
- Senal Close window on exit:
() Mways (I MNever (@) Only on clean exit
Moot || Hep | [ open | cancel




#® PuTTY Configuration ? >
Category
‘... Features ~ | Options contraling S5H authentication
= Window
Appearance Display pre-authentication banner (S5H-2 only)
. Behaviour [ | Bypass authentication ertirely (SSH-2 only)
'Sl':;'l:?::n Authentication methods
© i Colours Aitempt authentication using Pageant
- Connection [] Attempt TIS or CryptoCard auth (S5H-1)
- Data Attempt "keyboard-rteractive” auth (SSH-2)

Authentication parameters

[] Allow agent forwarding

[] Allow attempted changes of usemame in SSH-2
rivate key file for authentication:

|C:\Users*Oliver Michalski’\Desktop'sshp| | Browse...

W
About Help Cpen Cancel
% PuTTY Configuration ? >
Category
‘... Features e | Cptions cortroling 55H port forwarding
EI Wini:w Port forwarding
S EEE:E:S::E [ ] Local ports accept connections from other hosts
- Tranelation [ ] Remote ports do the same (SSH-2 only)
- Salection Forwarded ports: F—
i e Colours
& Connection La0 localhost:20
- Data
P
Tz:;t Add new forwarded port:
=-55H
- Kex Deestination |Iocalhnst:ﬂ'|] |
- Host keys (® Local () Remoate i) Dynamic
- Cipher (@) Auto I IPvd (I1PvE
(- Auth
%1
- Tunnels
- Bugs
- More bugs
About Help Cpen Cancel




#® PuTTY Configuration ? >
Category:
=- Sfassiun Basic options for your PuTTY session
""" Legging Specify the destination you want to connect to
[=I- Terminal
- Keyboard Host Mame {or IP address) Port
- Bell olmich @acdacs Imgmt northeuro |E=_clc|u |?_2'[H] |
- Features Connection type:
=~ Window {(JRaw () Telnet () Rlogin @ 55H () Seral
?;Eearance Load, save or delete a stored session
- Behawviour
.. Translation Saved Sessions
- Selection | |
- Colours .
Default Settings
=~ Connection —
-~ Data Save
o
- Telnet Delete
- Rlogin
- S55H
- Sefial Close window on exit:
() Mways (I Mever (@) Only on clean exit
SR




B <S8 HE pcios * B Marathon

é — C_:) | localhost

dcos-master-ip-acdacsim...
172.16.0.5

Dashboard

| 1 Mesos

CPU Allocation

0"

Services Health




B <S8 HE pcios * B Marathon

é — C_:) | localhost

dcos-master-ip-acdacsim...
172.16.0.5

Dashboard

| 1 Mesos

Services Health

No Services Running




B <S8 HE pcios * B Marathon |E| Mesos

é — C_:) | localhost

dcos-master-ip-acdacs1m... Overview
17216.0.5

Admin Router Agent

Admin Router Master

Admin Router Reloader
Admin Router Reloader
Admin Router Reloader Timer
Admin Router Reloader Timer
Diagnostics

System
Diagnostics socket

DNS Dispatcher

DNS Dispatcher Watchdog

- O Frag mich etwas Od m B




B <S8 HE pcios * B Marathon |E| Mesos

é — C_:) | localhost

dcos-master-ip-acdacsim...

172.16.0.5

ool Universe

Packages

Selected Packages

)

arangodb3

Install Package

Install




B <S8 HE pcios * B Marathon |E| Mesos +

é — C_:) | localhost

dcos-master-ip-acdacsim... Packages

17216.0.5 ‘ "
spark

Install Package

Community Packages

é) arangodb

ool Universe

=M artifactory-Ib
JFrog

avi

- O Frag mich etwas Od m B




B a ‘ 1 bcros B3 Marathon X [ Mesos

N

"’ MARATHON Applications

A = I F¥imanc
Applications




B <& |H pcos B Marathon » [ Mesos +

é (:) localhost

0 Frag mich etwas



B <& |H pcos B Marathon » [ Mesos +

é (:) localhost

New Application

General

0 Frag mich etwas




| EI‘EIDC;DS
< > O |

localhost

| 8 marathon

B Mesos = 4+

a497cf31-0add-dee6-adad-ce019024fd28

Cluster:
dcos-master-ip-acdacs1mgmi-877AAS39
Server: 172.16.0.5:5050

Version: 1.0.3

Built: a month ago by

Started: yesterday

Elected: yesterday

LOG
Agents
Activated 2
Deactivated 0
Tasks
Staging 0
Starting 0
Running 0
Killing 0
Finished 0

Killed 0

Active Tasks

D Name State

Mo active tasks.

Completed Tasks

ID Name State
Mo completed tasks.

Orphan Tasks

ID Name State

Mo orphan tasks.




B & ‘ B pcyos | 3 Marathon B Mesos 4+

é — C_:) | localhost

Active Frameworks

DV Host User Name Role Principal
...adad-ce019024fd28-0001 172.16.0.5 root metronome *
__.adad-ce019024fd28-0000 17216.05 root  marathon slave_public  dcos_marathon

Inactive Frameworks

iDv Host User Name Role Principal Active Tasks CPUs

Completed Frameworks

DY Host User Name Role Principa



B & ‘ B pcyos | 3 Marathon B Mesos 4+

é — C_:) | localhost

Agents Offers

Agents
DY Host CPUs (Allocated / Total) GPUs (Allocated / Total
...adad-ce019024fd28-31 10.0.0.4 0/1 0/0

...adad-ce019024fd28-350 103204  0/1 0/0



B & ‘ B pcyos | 3 Marathon B Mesos 4+

é — C_:) | localhost

Agents | | Offers

Outstanding Offers

Outstanding Offers

DV Framework Host CPL



Chapter 9: Implementing Azure Security

O Azure AD Privileged Identity Management

Results

PUBLISHER

Azure AD Privileged |dentity Management Microsoft

Privileged Identity Man... # B X

Security + ldentity

@ Reverify

Privileged Identity Management and Azure Multi-
Factor Authentication (MFA) work together to
help you manage access to secure applications
and services. Before you get started with PIM, we
need to make sure that you're able to use MFA.

Venify your identity with Azure MFA now. If you
haven't registered yet, we'll help you do that.

@ Verify my identity




Privileged Identity Man... # B X

Security + ldentity

@ Reverify
Verification completed successfully.
@ Click "Create" to start the Privileged
Identity Management process

Protect your organization

Standardverzeichnis

Discover privileged roles
Convert users to eligible

Review the changes to
your users in privileged
roles

Privileged Identity Mana... :

Activate my roles

Manage privileged roles

Review privileged access




Privileged Identity Management

o O

Settings Refresh

Activity Add tiles @

Alerts Users in admin roles

2 17 2 Users

Roles are being activated too frequently

Administrators aren't using their privileged roles ﬁ‘
Audit history Quick start

Role summary Add tiles ()
Roles
ROLE MAME MFA ENABLED USERS ACTIVE ELIGIBLE
Security Reader Yes 1 1 (100%:) 0 (03%5)
|
Global Administrator Yes g 5 (56%) 4 (445%)
|
Privileged Role Administra... Yes 1 3(27%) 8(73%)
|
Security Administrator Yes g 3133%) T{78%)
|
Password Administrator Yes Z 0 (0%E) 2 (10033)
|
User Administrator Yes 2 1 (50%) 2 (1002g)
|
Access reviews Add tiles ()

Current access reviews
CLICK HERE TO VIEW ALL REVIEWS




Security Administrator

H Save P& Discard

Activations

Maximum Actrvation duration (hours) @

Motifications

Send email notifying admins of activation @

Enable | Cisable

Incident/Request Ticket

Require Incident/Request ticket number during activation @

Enable | Disable

Multi-Factor Authentication

Require Azure Multi-Factor Authentication for activation @




Policy name

Assignments

Users @

All users

& Conditions @

Select conditions

Controls

I!I Access @

Select a control

Review
Iil Estimated impact @

Mumber of sign-ins impacted

Enforce Policy
On Off




Policy name

Assignments

Users @

All users

&% Conditions ®

Select conditions

Controls

I!I Access @

Select a control

Review
Il Estimated impact @

MNumber of users impacted

Enforce Policy
On Off




standardverzeichnis

&3 DASHBOARD USERS GROUPS

SECURITY AND HEALTH STATUS

PRODUCTIVITY

= Application Usage

SECURITY

= sers At Risk

> Risk Ewvents

MAMAGEABILITY

> Self-Service Password Resets out of Registrations

= Self-Service Group Management

COMNFIGURE SERVICE

PRODUCTIVITY

= Integrated Applications

SECURITY

= Cloud Multi-Factor Authentication

= Security and Usage Reports

MANAGEABILITY

= Connect Health

> Tenant Branding

= Self Service Password Reset

APPLICATIONS

STATUS (LAST 30 DAYS)

Jout of O

STATUS

3 application(s) used

Enabled for 0 user(s)

Opted In

Disabled

Mot Configured

Disabled

e sync for user settings and app data. Enable Enterprise State Roaming.

DOMAINS

DIRECTORY INTEGRATION COMFIGLRE

DETAILS Jo |
£
View Application Usage .

View Users At Risk k
I
View Risk Events
|_
i
View 55PR Activity
View SSGM Activity )
5
i
DETAILS D
I"II
Configure/Add/Remove
)
E
Configure I
I
View Reports 4
C
Configure i
Configure [
) B
Configure C

LEARN HOW TO ENABLE @ DON




— & »

ADD USER MAMNAGE MULTI- | RESET PASSWORD
FALCTOR AUTH

Microsoft Azure

multi-factor authentication

users service settings

Mote: only users licensed to use Microsoft Online Services are eligible for Multi- Factor Authentication. Learn more about how t
Before you begin, take a look at the multi-factor auth deployment guide.

View: | Sign-in allowed users w
L Multi-Factor Auth status: Any “ bulk update
MULTI-FACTOR AUTH
[l DISPLAY NAME = USER NAME

STATUS

22017 Microsoft  Legal | Privagy



MULTI-FACTOR AUTH
STATUS

Frederk I Disabled

DISPLAY MAME = USER NAME

O,

About enabling multi-factor auth

Please read the deployment guide if you haven't already:.

If your users de not regularly sign in through the browser, you can send them to this link to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth m

0O,

Updates successful

Multi-factor auth is now enabled for the selected accounts.

close



O Multi-Factor Authentication

Results
NAME PUBLISHER C
$ Multi-Factor Authentication Microsoft g
@ Azure Active Directory Microsoft 5

(

Soha Cloud - VPN Plan Soha Systems C

Soha Cloud - Premium Plan Soha Systems

1[#1] DIRECTORY ‘ ’ QUICK CREATE
[%L SERVICE BUS ACCESS CONTROL

.]fﬁ MULTI-FACTOR AUTH PROVIDER

'#-s

jeee) w VISUAL STUDIO TEAM SERVICES

L
ﬁ @ BIZTALK SERVICE




Konto schitzen

Aufgrund der aktivierten Uberprifung in zwei
Schritten muss die Anforderung 88ACD in lhrer
Microsoft Authenticator-App genehmigt werden.

s Es wird auf die Genehmigung der Anforderung
88ACD gewartet.

Ich melde mich hdufig auf diesem Gerdt an. Bitte
keine Anforderungsgenehmigungen mehr

anfordern.
Probleme?
Abbrechen
Nutzungsbedingungen Datenschutz und Cookies

Impressum



multi-factor authentication and location based access rules

EMABLE ACCESS RULES OFF
APPLY TO LIRS GROUPS

L] Except

® Require multi-factor authentication
RULES
O Require multi-factor authentication when not at work

O Block access when not at work

Click here to define/edit your work network location

device based access rules

EMABLE ACCESS RULES oM



Mew
PREVIEW

o Info

WETNTE

Example: Device con

Assignments

Users and groups @

0 users and groups selected

M Cloud apps @

0 cloud apps selected

% Conditions @

0 conditions selected

Controls

I!I Grant @

0 controls selected

Enable policy

On Off

()

X

Conditions
PREVIEW

o Info
Sign-in risk @
Mot configured

Device platforms &

Mot configured

Locations @

Mot configured

Client apps @
Mot configured




Billing

Standardverzeichnis - PREVIEW
L Search (Ctri+/) + New subscription (& Manage
3/9/2017
ﬂ' Overview

#¢ Diagnose and solve problems

o The billing information shown here pertains to subscriptions you've «

with, go to the blade for that subscription or resource,
BILLING ACCOUNT

Invoices Billing
s Contact info Billing history Paymen
i Billing address

# Payment methods

SUPPORT + TROUBLESHOOTING

ﬁ Mew support request
Subscription costs

Active subscriptions you've created

2 Subscriptions @

SUBSCRIPTION ID NAME OFFER LA

[ ] Visual Studio ... MSDN 0.
@

Visual Studio ... MSDN 0.



Visual Studio Enterprise

Subscription

|

Search (Ctrl+/)

) Overview

Access control (LAM)

X Diagnose and solve problems

BILLING
Invoices
Cost analysis
External services
Payment methods
Partner information

Email my invoice




Roles

Visual Studio Enterprise

GROUPS
Owner @
Contributor @
Reader @
APl Management Service Contributor @
APl Management Service Operator Role @
APl Management Service Reader Role @
Application Insights Component Contributor @
Automation Operator @
Backup Contributor @
Backup Operator @
Backup Reader @
BizTalk Contributor @
CDN Endpoint Contributor @

CDN Endpoint Reader @

Owner

Visual Studio

+ Add 'E Permissions

ACCESS

Subscription admins @ Inherited




Add inbound security rule

ArureDemoVM-nsg

A/' Basic

Mame

denyRdpin

Priority @
1100

Source @

Amy | CIDR block | Tag

Protocol

Ay TCP uDP

Source port range @

*

Destination @

Amy | CIDR block |  Tag

Destination port range @




implementingazuredemo - Encryption

St orage account
L Search (Ctri+/) i.:' Save K Discarc

Storage service encryption protects your data at rest. Azure Storage encrypts )
B Overview access it

A

Activity log Currently, this feature is available only for the Azure Blob service. Note that afi
blobs in this storage account will remain unencrypted.

Access control (LAM)

Tags
Storage service encryption
}( Diagnose and solve problems . e
SETTINGS
¥ Access keys

£~ Configuration

Shared access signature
“l Properties
& Locks

B Automation script

BLOB SERVICE

B Containers
& CoRs

Custom domain

A

Encryption
ﬁ Metrics

i Usage



H Save | M Discard

Storage service encryption pro
access it.

Currently, this feature is availal
blobs in this storage account v

Storage service encryption

Disabled | Enabled

EXPLORE
=| Activity log

i Metrics

B Diagnostics logs

® |og search

MAMAGE

- Alerts

HEALTH

% Resource health

ADVANCED
b

Application Insights

#®  Management solutions




== Columns P Export ¢ Log search

ﬂpm Gain insights into Azure activities using log search and visualization for FREE @

Select query ... H |n5|'gh|ts (Last 24 hours):

Subscription & Resource group & Resource & Resource type &

Visual Studio Enterprise All resource groups All resource types
Timespan & Event category & Event severity & Event initiated by @

Last week All categornies 4 zelected

4 B implementingazuredemao
b
b
b

B Blob Containers
i File Shares
0 Queues
4 £

$MetricsCapacityBlob

$MetricsHourPrimaryTransactionsBl

$MetricsHourPrimaryTransactionsQy

4 e |

$MetricsHourPrimaryTransactionsTa



Security Center - Overview

B Search (Cirl+/) Ef Power Bl Y Filter ¢# Log Integration

o Getting things ready for your subscriptions. This may take a few minutes.

GEMERAL
Prevention
@ Overview
Resource security health Recon
“I Security policy
Quickstart Virtual machines
ffd welcome Networking
SOL & Data
PREVEMTION - a -
i= Recommendations
& Partner solutions HIGH
DETECTION
MIEDIL
L Securl't_',.r T HIGH SEVERITY HEALTHY
Just in time VM access Applic
B0
60 I I
20 | m l l - Cor
. the
Lower the attack surface on your YMs. Coming soon..
you
PROVED REQIUESTS
T v 363 wia 1) 34
Partne

Policy Quickstart



Security policy Prevention policy

terprise Visual Studio Entery

Show recommendations for

. System updates @ On
Data collection s :

Collect data from wirtual machines @ 05 vulnerakilities 8

Cn Off
Endpoint protection @

Choose a storage account per regi...
(create automatically) Disk encryption
Network security groups

Web application firewall

Policy components

Mext generation firewall

Vulnerability Assessment

Storage Encryption

SQL auditing & Threat detection

2 8 8] B |8 B 8 8 %8 8 |8

SQL Encryption




Recommendations

Y Filter

DESCRIFTION
Enable advanced security for subscriptions
Enable data collection for subsecriptions
Add a Next Generation Firewall
Enable Metwork Security Groups on subnets
Enable Auditing & Threat detection on 5QL ...
Enable Auditing & Threat detection on 5QL ...
Apply disk encryption
Enable encryption for Azure Storage Account
Restrict access through Internet facing end...
Add a vulnerability assessment solution
Enable Transparent Data Encryption

Provide security contact details

RESDURCE

2 subscriptions
1 subscriptions
2 endpoints

2 subnets
projectnamic...
projectnamic...

3 virtual mac...

11 storage acc...

2 virtual mac...
2 virtual mac...
projectnamic...

2 subscriptions

STATE
Resolved
Resolved
Resolved
Resolved
Open
Resolved
Open
Open
Resolved
Resolved
Resolved

Open

SEVERITY
@ High
@ High
@ High
@ High
! High
@ High
! High
! High
A Medium
A Medium
A Medium

A Medium




Chapter 10: Skill Wrap Up and Migration Scenario

Datacenier EMEA tac
o |=—

Datacenter America

& 2|l

Office Sao Paulo

Office Paris  Office Berlin Office Lond



* : Replication |-

DC US DC EMEA

Replication

ADDS Ame€ricas

/

/

RODC AlGtin RODC Sag Paulo RODC Seattle RODC Paris RODC Lofidon

Regional Offices Regional Offices




s

Company.loc

]

ADDS Default
Container & OUs

E

EMEA

Ed

Americas

o

Hardware User Hardware User

Semner Service Resources Sener Senie
-

& —a |

Clients Adrmins User Clients Adrmins
-

—ge&a —g@
Strrage IT Distribu on Storag T Dist
& &
MNetw otk Externals Devices Metwork Externals D

Marketing Marketing
Sales Saks

Y

:



DCEMEA

N

Replication

-




DCUS DCEMEA

~— Replication




DC EMEA




anxvxvqn\\v

ey

DMS Servers

DMS Fileshare

DMS Files

RE

<




Backup Client

Physical Server or
Virtual Machine

/

Qj Backup Client

Hypervisor




Profiles

DFS Namespace

User 3

User 3

Lo

)

M:



DC Us DC EMEA
N N
5= ‘ - > = ‘

FS Paris

FS
Regional Offices N ional Offices /

SN |/

Global Replication (all Files:

[ Local Replication (Local Office and all Datacenter} |

Local Fileshare Home Profiles Global Fileshare
Caracla Eant . UK South -
: V Nocth Europe ... West Europe
Canada Central . U e A o .°° ?* ’:\;’gww‘m
US Gov lowa ® Germany Central ¥ Contral
wral US R4 S crea Cenl
WestUS2 - (o""‘"' o go North Central US ":“C'ms' b Korea South
R LS P USDODEast g China North o O L P
US Gov Arzona o ? o East US '% 2 Japan West
0® S East US 2 China Esst °
West Central US US Gov Virginia
US Gov Texas US DoD Centrat West india o L East Asa
South Centrat US “"L:'n'fﬁ;. %
o Southeast Asia

) Brani South

&) Australia £ast
2 Australia Southeast






| User VPN Client |

Global DNS Provider

DNS Recorde
[] ] ]
1 [ 1 [ 1 [
Point to Site VPN Gateway Point to Site VPN Gateway Point to Site VPN Gateway
Americas EMEA APAC

Azure Infrastructure Americas| |

AN

A

ExpressRoute ExpressRoute ExpressRoute
Americas EMEA APAC
ISP
Backbone

MNetwork




=. AWE-Demo-GWO1 - Point-to-site configuration

3
X

Add at least one root certificate in order to be able to download the VPN chient.
Overvew

Activity lc - y
e Connection health
Access control (IAM) Connections

Ingress (bytes)

Taos Egress (bytes)

xR Diagnose and solve problems Address p00|

SETTINGS
Configuration

Root certificates

Connections

Point-to-site configuratios -

PUBLIC CERTIFICATE DATA




Gateway Network Inte

‘ Server SuEnet

ExpressRoute



Azure Datacenter

{ Azure AD relays Access Tokensto ADFS Proxy | '

Azurd load
balgnc er J

Azure Customer Subscription Environment

| Grants / Revokes Access |:

Replication |

i
ADFS Server Domain Controller AD
Farm I |
ExpregRoute
MPLS [ Azure
ExpressRoute
~L]
Local Brewall

| Active Directory Replication

S

Domain Controller

Customer On Premises Datacenter




B business connectivity services
Manage BEDC Models and External Content Types
user profiles

bes connection settings for apps

farm Trars
h A Aama rennacrtianc o o i e
vianage connections to o line services
" — - papepep
Vlanage connections to on-premises services

conrrh =

apo

Ll

SRR

- g | g = et oY I

JATIGUre elple

QeEVICE aCCess



DMS Server 01

DMS Server 02

B A

Azure Fileshare

Ll
L/

<lallE
|

=

Storage (Azure)




Accesses Account

User

Access to

W

User Application Server

®
CAw

Replication

Source

li

Regular Data Regular Data



D51 V2 Standard *

1

Core

GB
2

bl
7GB
Load balancing

Premium disk support

2250

D54 V2 Standard

8

Cores

GB

16

é_SﬁD.l_.'l_ _
668

Load balancing

Premium disk support

Microsoft
Azure

DS2 V2 Standard *

P

Cores

T GB

VPN or MPLS |

4.

o400
e

Load balancing

Premium disk support

e

D55 V2 Standard

Cores
GB

Z
1200
Y

Load balancing

Premium disk support

D53 V2 Standard

. |

Béooeon-=

Cores

GB
.

Lln
28GB
Load balancing

Premium disk support

23842

D511 V2 Standard *

2

Bée e =

Cores
GB
4

L

28GB _

Load balancing

Premium disk support




Access

| Fileserver Brussels |

Replication

| Fileserver Azure




ACcess ACcess

| Fileserver Brussels | | Fileserver Berlin |

Replication Replication

| Fileserver Azure |




Everything

Y Filter

O TYPO3

Results
NAME
@ 1oz
H TYPO3 CMS 6.2
V' | Hardened Typo3 on Cent05-7.3
V' | Hardened Typo3 on Ubuntu 14.04 LTS
V' | Hardened Typo3 on CentO5-7.2-Professional LIC
%' | Hardened Typo3 on Ubuntu 14.04 LT5-Pro LIC
%' | Hardened Typo3 on Ubuntu 14.04 LTS-Ent LIC
V' | Hardened Typo3 on CentO5-7.3-Enterprise LIC
Hardened Mautic on Centos 7.3- Enterprise LIC
Hardened Mautic on Centos 7.2

Hardened Mautic on Ubuntu 14.04 LTS

ONONONONONONONONONO,

Hardened Mautic on Centos 7.3-Professional LIC

. Hardened Test Link on Centos

)

PUBLISHER

Bitnami

dkd Internet Service GmbH

Cognosys Inc.,

Cognosys Inc.

Cognesys Inc.

Cogneosys Inc.

Cogneosys Inc.

Cognosys Inc.

Cognosys Inc.

Cogneosys Inc.

Cogneosys Inc.

Cognosys Inc.

Cognosys Inc.

Cr

Cr

Cr

Cr

Cr

Cr

Cr

Cr

Cr

Cr

Cr

Cr
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Azure Backup
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Server with Azure Backup Client




Products

Featured SL SQL Database
Managed relational 5QL Database-as-a-zervice
Compute
ﬁ'ﬁ SQL Data Warehouse
Metworking Elastic data warehouse-as-a-service with enterprise-cla
Storage SL S5QL Server Stretch Database

Dynamically stretch on-premises SOL Server databases
Web + Mabile
DocumentDB

Databases Managed No5QL document database-as-a-service

Intelligence + Analytics Storage

i &

Durable, highly available, and massively scalable cloud
Internet of Things

Redis Cache
Access to a secure, dedicated cache for your Azure app

Enterprise Integration

Security + Identity Data Factory

Orchestrate and manage data transformation and mov

Developer Tools

Monitoring + Management



@ Virtual Machine - Domaincontroller

REGIONE TYRE

West Europe - Windows e « ADD MAAGED D
PRICIMNG TIER:

Standard v @

MOTE: Save up to 40 percent on Windows Server virtual machines using your existing licenses with Software Assurance. Learn
more

INSTAMNCE SI7E:
Ad w2 4 cores, 8 GB RAM, 40 GB disk, €0.231/hr w
1 X 744 = €171.91mo0
Virtual Machines Hours

Managed disks

DISK TYPE

54 -32GE -

Standard Managed disk instances have an additional cost of €0.0030 per 100,000 transasctions.

1 x €0.65 = €0.65/m0

Per month

Sub-total €172.56/Mm0



Your estimate
Your estimate l 1 ' ! :
Servile Type Cuishorm mame Regisn DEscrigiinm Estimated Cost
Eurg 1§] . VB GatEmy VPR Gty itipst Eunops STATC-dyamic Tier. T4 gateway hourlsl 3056
OuDoUnd v EZ30E
T p— X4 irtual Machines Virual Machine - West Europe E BisL. &4 w2 (4 cores. B GB AAM
Domaironmolier T Mgnaged disks mEdand-
Wrtus Sschoe - Do 1T %8
Wrtue Sachoe AL € s Wirtual Machines Wirtual Machine - A0 'WéesT Euncgs
Wirtus Blachome - AL ire sy :3m~ec
e M e irtual Machines Vsl Maching - ADFS Weest Eurpe
Macious T SEMVET
Traet (gl [ a0 oD \imuE Machines Virmsd Mechin - ADFS wes LS
:-3.,_.
ESTIMATED MOMNTHLY COST . £1143
€318.97 Backup Sackup Eam LS 1 rsangads). 0 GA. 0 6B LAS of sorage 0.0
SUppOIT €000
. #318.97
Purchase optons
e 3 R2LET
Expeirt estirnate Disclaimes
Srren are utrmates ard ane nod o | AR pies shown ane in Burg fE). THE & 0 Sumongy eSTImEE. N o quicie: For o 10 oome Bricing inflrneminn please vElT DS, azue miasat oy enicng ooy’
mended a5 aCu proE GUOSES TS SSmRe wik arecied ot /1707 SRR AMUTC

Total Cost of Ownership (TCO) Calculator S

s Inputs & Assumptions

Inputs Assumptions

Region (i) | Europe West w Currency (D) | Euro ¥

B Compute

® Manual Input O Bulk Input

Ervironmernt (7) Operating system () Server count (T) Proc(s) per server (i) Core(s) per proC (1) RAM (GB) (D)
Physical Servers Windows b 20 4 b 4 b 112 b

& Storage

Storage type (1) Disk Type (1) Capacity () Backup () Archive ()
DASISAN w HDD w 1 T8 v~ | O T8 v~ | O T8 + LlEnable GRS

o= Networking
Cutbound bandwidth (GB)/Month (D)

5 GB



Total Cost of Ownership (TCO) Calculator

* Imnputs & Assumptions

Total On-premises v Azure costs over time
100 00000 -

B0 00} -
60000 =
A0 0} -

20,000 -

/'/

e | Weai 2 Wi 3

N Om Fremee & Aner

On-premises costs breakdown summary

Compute £59 696

Hardware 55078
Software £9.261
Electricity £5,357
Data conter 29 169
Metworking 19,338
Storage £1.311
IT labsor £2,429

Estimated On-premises costs (3 Years)

@ Compute costs 560,606
ﬂl}ata Center oosts 30,164
@ Networking costs §19.333
ﬂﬂturage costs 31331
@7 labor costs 52429
Total on-premises costs aver 3 years $98,906

=) Prine

Gt wtmrimd with Aues (]

' Lezart

Your estimated cost savings could be az much as

$71,072 (72%)

ower 3 years with Microsoft Amure

Estimated cost =avings over 3 years by category

Compute 543,450
Data center $9.169
Networking $19.338
Storage 3410
IT labor $1.514

Azure costs breakdown summary

CPP costs with EA

Web direct costs

pricing
Compute £41,654 £26.237
Data center £ £0
Metworking 0 0
Storage 169 £921
IT labsor 1915 £915

Estimated Azure costs (3 Years)

Azure compute costs 326.237
Azure data center costs 0
Azure networking costs $0
Azure storage costs 51
IT labor costs $015
Total Azure web direct costs $43,491



