
Chapter 1: The Fundamentals of Cloud Security 

 

 

 



 

 

 



 

 

 



 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 2: Defense in Depth Approach 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 3: Designing Defensive Network Infrastructure 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 



 



 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 



 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 



Chapter 4: Server Hardening 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 5: Cryptography Network Security 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 

 

 

 

 



 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 6: Automation in Security 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 



 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 



 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 



Chapter 7: Vulnerability, Pentest, and Patch Management 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 



Chapter 8: Security Logging and Monitoring 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



Chapter 9: First Responder 

 

 

 

 


