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Chapter 2: Ontology for Big Data
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Chapter 3

: Learning from Big Data
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9 140 110 47.35 34.32[C2 0 0 140] 110
[new C1] 173.75[175.00] [new €2]  122] 98.00
[ 162.5]  151.67| 250
c2| 110 93.33
[ 200 PR < \
150 \ A,
2~ aw._ —a/
100 e S v —
50
0 . .
0 50 100 150 200 250
# |x1 x2 Distance from C1 |Distance from C2 |Cluster Cis C2s
1] 150] 120 59.91 35.61|C2 0 0 150 120
2| 165] 180 10.08 92.59|C1 165 180 0 0
3| 140[ 100 82.24 18.11]C2 0 0 140 100
4] 200[ 200 36.25 128.41[C1 200 200 0 0
5| 120 90 100.57 8.25/C2 0 0 120 90
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Chapter 4: Neural Network for Big Data
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Chapter 5: Deep Big Data Analytics
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T Dropout = 0 (original network) I \\ Dropout = 0.5
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o Training Set — \ i3 Training Set \\
. — | —O
—— #of Epochs —— —— #of Epochs ———
Data Type Description
sV Comma separated files. The data fields (attributes are separated by COMMA ', character)
Raw Test Data Tweets, Text Documents and 50 on
The images are stored as the two dimensional array of pixels. The pixels are represented as
Image Data an integer value in various color scales. For example, the grey scale image contains 256
unigque sheds represented by numbers between 0 and 255
LibSVM Data LibSVM is an open machine library which specifies the datarepresentation in a structured
schema
This is a binary file format which isinternally used by Matlab. It includes arrays, variables,
Matlab (MAT) format ) v v v v
functions
These are text formats which are defined by semantic rules and support hierarchical
JSON, XML, YAML , v ep
reprentation of the data

DL4) Training Ul

PO >0 ia253-7171-44a1-967efE ¥

Badoverview
Model Score vs. Iteration Model and Training Information
=Model
\ W score Model Type MultiLayerNetwork
5 — summa; ayers 2
\ | ‘—\,_\ A Layers
\ ™ otal Parameters
\ | \[ Total P 4
[
[Language |/ “Vl \. Start Time
° “ [ \\ Total Runtime
[ \ Last Update 2018-04-28 12:57:27
\
H \ Total Parameter Updates 991
L Updates/sec 204,08
Examples/sec 408163.27
Score : 3.81231, Iteration :
Update:Parameter Ratios (Mean Magnitudes): logg Standard Deviations: logqg Updates  Gradients  Activations
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DL4] Training Ul
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Chapter 7: Fuzzy Systems
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Chapter 8: Genetic Programming
i -
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Help
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0 = I u. ) . Convertto PNG  Convert to PDF
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Type of partitions

i@ k-fold cross validation 10

) k-fold DOB-5CV 10

() 5%2 cross validation

(7 without validation

Type of the experiment

Classification

Regression

Unsupervised Learning

Subgroup Discovery
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File View Edit Tools Help

Liew

Kl ] mm

Algorithm Name:

Generational Genetic Algorithm for Feature Selection

Number of Executions: Applied to Dataset:

All Datasets =

Parameters:

Parameter descriptor Value

Cross Probabiliy 0.7 5l
Mutation Probability 0.01

Population Size 50 =
Number of Evaluations 10000
Beta Equilibrate Factor 0.99 P
Number of Neighbours 1 -

'ES Default Values

[ gom | [ xee
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4 org.encog.ml.ea.codec
[#! GeneticCODEC java

4

[

>
[

]

[J) EAError.java

[J) EARuntimeError.java
4 f org.encog.ml.ea.genome

[} BasicGenomejava

[# Genome,java

[#] GenomeFactory.java

4 # org.encog.ml.ea.opp

[
D

>

4 1 org.encog.ml.ea.opp.selection
[77 SelectionOperator.java

[J] TournamentSelection.java
[J] TruncationSelection.java
4 f} org.encog.ml.ea.population
[J) BasicPopulation.java

[
o3

4

[
D
[y

]

o) CompoundOperator.java
EvolutionalyOperator.‘ava
J

[J) OperationList.java

[J] package-info,java

[# Population.java

[#7 PopulationGenerator.java

[N

b [# RewriteRulejava
» [# RuleHolder.java
4 f org.encog.ml.ea.score

48 org.encog.ml.ea.rules
b A1) BasicRuleHolder.java
[J) GenomeAsPhenomeCODEC java b m ConstraintRule.java
4 f org.encog.ml.ea.exception
[J] EACompileError.java

4 f} org.encog.ml.ea.species
» [J] BasicSpecies.java

> [J] SingleSpeciation.java

b [ Speciation.java

» [ Species.java

b [B AdjustScorejava b [¥} ThresholdSpeciation.java
b [J] EmptyScoreFunction.java 4 m org.encog.ml.ea.train

4 1 org.encog.ml.ea.score.adjust (Y m EvolutionaryAlgorithm.java
» [J] ComplexityAdjustedScore java 4§ org.encog.ml.ea.train.basic

4 1 org.encog.ml.ea.score.parallel b @ BasicEA java
> [J] ParallelScore.java > [3) EAWorkerjava

b [J] ParallelScoreTask.java
4 i org.encog.ml.ea.sort

b [J] TrainEA java

» [3} AbstractGenomeComparator.java
» [# GenomeComparator.java

b [J] MaximizeAdjustedScoreComp.java
> [J] MaximizeScoreComp.java

b [4] MinimizeAdjustedScoreComp.java
b [J] MinimizeScoreComp.java

b A1) SortGenomesForSpecies.java

b 4J) SpeciesComparator.java

File Edit View Tools Help

D ClUsersianand.deshp|
.

4 iris5.csv

irs5.eqb

General | Time Series | Tasks | Code Generation

Source CSV File(*.csv)
ile Format
Machine Learning
I

arget Field(blank for auto)
SV File Headers
Normalization Range

Missing Values

Maximum Error Percent(0-100)

nand deshpande\EncogProjects\MyEncogPt et:l\in'sﬁ,r_sv|| B

Decimal Point (USA/English) & Comma Separator |
Feedforward Network hd
Classification

(]

-1to1

DiscardMissing

10

Cox | Loms
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o= ..
@ ins6.csv
|_£| irisf.ega
irisG.egh
[ iris6_sval.cav
[l irig6_norm.csv
@ iris6_output.csy
@ ins@_random.csy
@ irs6_train.csv
[ iris6_train.ea (Basichetwork)|
iris6_train.egb

—

=

‘ Algorithms

DL4J

DEEPLEARNING4J
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Tools Help
Plot Clri+P Halp
ROC Ctrl+R Package manager  Cirl+U
- — TreeVisualizer Cirl+T Arfiviewer Ctrl+A
Visualization Tools GraphVisualizer Cirl+G SqglViewer Ctrl+S
LogWindow Ctrl+L BoundaryVisualizer Citrl+B Bayes net editor Ctrl+N
Memory usage Ctrl+M
Setlings
. s Weka GUI Chogfer =@ =
~ — O
Program Visualization Tools Help
Applications
Explorer
The University Experimenter
3 of Waikato
KnowledgeFlow
Waorkbench
Waikato Environment for Knowledge Anslysis
Version 3.9.2
(c) 1999 - 2017 Simple CLI
The University of Waikato
Hamilton, New Zealand
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* ARFF-Viewer

File Edit View

Look In: [[ﬁ‘ data

File>Properties

Relation name: pima_diabetes

# ofinstances: 768
# of attributes: 9

Class attribute: class

|| airline.arff () credit-g.arff # of class labels: 2

") breast-cancer.arff | "| diabetes.arff

File Edit View

| [ diabetes.arft*

Relation: pima_diabetes o
/No. 1:preg 2:plas 3:pres 4:skin 5insu 6:mass 7:pedi 8:ade /.~ O.class O\ Py

Numeric Numeric Numeric Numeric Numeric Numeric Numeric Numeri Nominal o

1 1.0 0.0 480 20.0 0.0 247 0.14 220 tested_negative 1]
2 1.0 0.0 740 200 230 277 0299 21.0| tested_negative a
3 1.0 0.0 68.0 350 0.0 320 0.389 22.0|tested_negative )
4 5.0 44.0 62.0 0.0 0.0 250 0.587 36.0| tested_negative 3
5 20 56.0 56.0 280 45.0 242 0332 22.0]tested_negative -
6 9.0 57.0 80.0 370 0.0 328 0.096 41.0| tested_negative 5
7 0.0 57.0 60.0 0.0 0.0 217 0735 67.0| tested_negative =,
8 3.0 61.0 820 280 0.0 344 0243  46.0| tested_negative [41)
9 7.0 62.0 78.0 0.0 0.0 326 0391 41.0/ tested_negative E
N0 8.0 65.0 720 230 0.0 32.0 0.6 g«t/@sted_negative/ 0]

Independent Variables

3 Weka Explorer

jP{ep(ocess T Classify T Cluster T Associate I Select attributes T Visualize ]

[ Openfile.. ] [ Open URL... J [ Open DB... J [ Generate.. J
e s e

[ Choose JNune

J (@] (&) (e

Current relation
p

Relation: pima_diabetes
Instances: 768

Attributes
-

Some file formats offer additional
options which can be customized
when invoking the options dialog.

Look In: lﬁ data |'] [ i J
[ airline.arff | credit-g.arft [ iris 2D arff [ Invoke options dialog
E] breast-cancer.arff [3 diabetes.arff E] iris.arff
[ contact-lens es.arff || glass.arff [ 1abor.arft | MNote:
[ cpu.arf [ hypothyroid.arff [ ReutersCo
[ cpuwith vendor.arff [ ionosphere.arft [ ReutersCo
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| [ Preprocess | Ciassity | Cluster | Associate | Selectatributes | Visualize |

L Openfile... 1 Open URL... J L Open DB... J L Generate... J L Edit.. J 1 Save.. J
Filter
Choose | None Apply
Current relation Selected attribute
Relation: pima_diabetes Attributes: 9 Name: preg Type: Numeric
Instances: 768 Sum of weights: 768 Missing: 0 (0%) Distinct: 17 Unique: 2 (0%)
Attributes Statistic | value
( Minimum 0
Maximum 17
L All J t None J L Invert J L Pattern J Mean 3845
StdDev 337
No. Name |
2] plas
3L pres
4 skin
5[] insu .
6 mass | Class: class (Nom) v || visualize a1 |
7 L pedi
8 [ age
9 ] class
Status
o e
£ All attributes (== B
preg plas pres
246

Bl 3 633 20 1 1 0 1
T

1
423 246
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id Weka Explorer " Preprocess f Classify [ Cluster J Associate .

" Preprocess | Classify | Cluster | Associate | Selectattri " Visualize Classifier
Classifier =] weka
Cnoose}' istic -R 1 0E-5 -M-1 -num-decimal-places 4 ¢ [ classifiers
¢ [J bayes
Test options Classifier output [ BayesNet |

) Use training set e
) Supplied test set Set...
) Cross-validation  Folds

{® Percentage split % |80

| More options...

‘(Nom) class \ v

‘ Start H Stop

Result list (right-click for options)
17:01:42 - rules.ZeroR

17:02:10 - functions.MultilayerPerceptron
05:00:28 - functions.MultilayerPerceptron
05:02:55 - functions.MultilayerPerceptron
05:03:18 - functions.Logistic

Time taken to build model: 0.06 seconds

=== Evaluation on test split ===

Time taken to test model on test

=== Summary ===

Correctly Classified Instances
Incorrectly Classified Instances
Kappa statistic

Mean absolute error

Root mean squared error
Relative absolute error

Root relative squared error
Total Number of Instances

split: 0 seconds

125

29
0.5384
0.2942
0.3768
65.6566
80.6233

154

W oe

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall

0.914 0.408
0.592 0.086
Weighted Rvg. 0.812 0.306

=== Confusion Matrix ===
a b <-- classified as

96 9 | a = tested negative
20 29 | b = tested_positive

0.828 0.914
0.763 0.592
0.807 0.812

81.1688
18.8312 ¢

F-Measure MCC
.869
.667
.804

D NaiveBayes

[} NaiveBayesMultinomial

[ NaiveBayesMultinomialText
[ NaiveB inomialUp

[} NaiveBayesUpdateable

¢ 3 functions

[ MultilayerPerceptron

[y sep

[} scDText

B
SimpleLogistic
D g

[ smo
[

[ votedPerceptron

ROC Area PRC RArea Class

0.836 0.884 tested negative
0.836 0.773 tested_positive
0.836 0.849
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X: Sample Size (Num) w | |¥: True Positive Rate (Num) | | sample Size (Num) + | |Y: Cost/Benefit (Num) -
Colour: Threshold (Hum}) w || Select Instance w | |Colour: Threshold (Num) w || Select Instance -
| Re... | Clear | Open | Save ‘ Jitter C: ‘ Re... | Clear | Open | Save | Jitter O:
Plot: ThresholdCurve Plot: Cost/Benefit Curve

1 105

0.5 66,57

o : 28 .

a 0.5 1 1} 0.5 1

Threshold

% of Population: 20.7792

@ % of Population (' % of Target {recall) _' Score Threshold % of Target: 51,0204

i L} Score Threshold: 0.6297
Confusion Matrix Cost Matrix
) ) ) ) Cost: 31
Predicted () Predicted (b) Predicted (a) Predicted (b) Random 50,64
Gain: 29.64
2 24 . = 0.0 1.0 Actual (a)
\. 16.233\. 1558y ACtal (a): tested_positive Maximize CostiBenefit
98 . i 10 0.0 Actual (b) Minimize Cost/Benefit
’r 4_55,j|7_ 53,54y, Actual (b): tested_negative
Classification Accuracy: 79.8701% Total Population: [154 | ® Cost ) Benefit
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Preprocess | Classify | Cluster | Associate | Selectattributes

Attribute Evaluator
| Choose |crsSubseteval -P 1 -E 1

Search Method

Search Method

Choose |E Search Method

=] weka
¢ =3 attributeSelection

[ Antsearch

D BatSearch

D BeeSearch

[ BestFirst

[y cuckooSearch

D ElephantSearch

] [ EvolutionarySearch

[ ExhaustiveSearch

[} FireFlySearch
FlowerSearch
(Geneticearch|

[ GreedysStepwise

[™) HarmonySearch

[} MultiobjectiveEvolutior

[y RandomSearch

[} Ranker

[ RankSearch

D WolfSearch

| Choose |GenelicSearch -Z20-G20-C 0.6-MD0.033-R 20-51

Attribute Selectio

® Use full traininf | weka attribute Selection.GeneticSearch
0 Cross-validati{|| About

GeneticSearch:

Performs a search using the simple genetic algorithm
described in Goldberg (1989).

crossoverProb

0.6 |

maxGenerations (20 |

mutationProb

population Size

reportFrequency

seed
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Chapter 9: Swarm Intelligence
Identify / Update Swarm’s
best agent (fitness value)
* Population Size
* Arbitrary initial Initialize the J
velocity and position swarm p locities for all
for each agent Update velocities for a
the members
Evaluate fitness function J
for each agent’s position
l Move members to new
positions
I |
Get next particle ? S
Current Convergence?
position better i
than historical g% 3
best? =%
- ’r\_}l -
[ Historically best position = k
current position

Food source

High pheromone

Low pheromone

Path-1 = Long distance
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[£] Ant Foraging = 8] % |
File
("About | Console | Displays | Inspectors | Model |
Q Refresh ‘_'
NumAnts & [500 |
Reward % [1.0

CutDown % === J |09

EvaporationConstant % [0.999

MomentumProbability % =——b [038
RandomActionProbabiity & [ F—— |01

| Time x

Obstacles

Pheromone close to the
food source (blue)

Pheromone close to the
" base location (green)

i

Home Pheromone at (30, 74): 0.0
Food Pheromone at (30, 74): 0.0
Site at (30, 74): 0.0

Obstacle at (30, 74). 1.0
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.ﬂ'{? Msga2
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ﬂ'{? DifferentialEvalution
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ﬂ'{? RandomSearch
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Initialize pheromone levels
for the worker nodes

Get the execution jobs (tasks
= {n} )from master node

— Get next task (i)

|

Send task i to slave S;

Find candidate nodes
(overloaded / underloaded)

Generate Forward
ant (agent)

No

Compute moving probability

Update timer for forward

|

Move to next node

Is
candidate
Node?

Generate Backward
ant (agent)

Balance the node

Start timer for backward ant

ant

Is forward
timer >0

Update pheromone by
backward ant

Node due for

balancing?
Yes

Increase
pheromone

Decrease
pheromone
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Chapter 10: Reinforcement Learning

“. A

Actions

Reward \A States

MDP with Stochastic Environment

r=1 r=5
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Chapter 11: Cyber Security

Data Collection and Analysis

Anomalies Detection

Correctlve and Preventive Action ]

Actions
Ingestion Storage Processing based on
Insights
/
Sources 4 Acqulsmon\
—
_ . @ map Ffeum splunk
4 [
L o
Structured g
Distributed IVE Action
- < File System AP
= = =
_ E  soai’ ArcSight
Semi- = | steamin kafka. ESM
Structured 3 9
D A T A E A S E 5 z
~
< £ 5 storMm
B - o
\‘l: Dashboard
Un- w /
structured
N NS A/ -/
Kafka Producer Kafka
Consumer
Application Node-1 T Spaik’
Logs Security —» _REST Zookeeper steaming i
t Service Node-1
g
Jc: Network | Load ‘
9 — External Kafka HDFS CIuster
Sl Traffic | Cluster
2
< l REST Zookeeper w Monitoring
o Security — Service Node-2 s' Dashboard
Application Node-2 l ing
Logs
Kafka
Kafka Producer Consumer
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. . ¢ Al based
Machine Learning based «  Knowledge Engineering
* Clustering, * Case-based reasoning

e Pattern Matching,
* Association Rules
* Visualization

Predict the
user
behaviours
based on the
learning based

-

T

on historical

events.
Hierarchical
Clustering

Regression

elements.

Cluster the user activity into
behavioral types and assign the
threat value to each of the cluster

Automate
Prioritize Response
« Al based Response Playbooks
* Text analytics, Triage high
e Classification, volume alerts
* Natural Language
Processing, rack Threats
Collect
Z'::Iyze *" Al based
Security . Sear'ch of recu'rrent patterns,
Data * Outlier detection
* Network data analysis
* User behaviours analysis
Classify a tagged event if it
P—— indicates normal state or an
Multivariate T <«——1 anomaly. Further classify > KNN/SVM
Regression rees anomalies based on types
S o and criticality
Loglstl'c Q-Learning
Regression

i

Classification — -
Initially use with

ethical hacking and

mock drills with the
Cl. Eventually as the
model gets trained,
can be deployed in

production use.

Reinforcement
Learning

ML Based Cyber
Security

Deep ]
Learning SARSA

Train the model for the

K-means heterogeneous data sets and events
Clustering within those. Use the training for
triggering automated actions
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Splunk Platform

Splunk Premium
Solutions

Splunk IT Service

Splunk Enterprise
Intelligence”

Security™

N
ci|sco

Rich Ecosystem

box

O

Splunk Platform Splunk Sp|unk

Syslog/TCP

} puppet € Tanum

Splunk User Behavior
Analytics™

o
R o

Devicas Relational
= m m - m

splunk Reports  Alerts ashboards

L New Search

e

r OR failed OR severe OR ( sourcetypesaccess_* ( 404 OR 500 OR 503 ) ) | stats|

Command History @ Note: Your search looks similar to the savedsearches Errors in the Last 24 hours 2 and Errors in the last hour 2

stats 2 Mores
Provides statistics, grouped optionally by field.

t(resident_on) as resident_on
s count by action, host

Examples

Search the access logs, and retum the number of hits from the top 100 values of “referer_domain
sourcetype=access_combined | tep limit=100 referer_domain | stats sum{count)

Retumn the average for each hour, of any unique field that ends with the string *lay” (For example, delay, xdelay, relay, etc).
| stats avg(*lay) BY date_hour

Remave duplicates of results with the same *host" value and retum the total count of the remaining resulzs.
| stats distinet_countihost)

2 Administrator v

< Auto Open

Help v

SaveAs~  Clase

Alltime ¥ :'

® Smart Mode v

1 month per column

—

Next>

Aa TZETZOOPR |
Selected Fields

I system.log

> 113418 Nov 3 16:05:51 rbittner-mbpr kernel[0]: [SymAPComm] Got error sending data to daemon : 32
40551.000PM b o log system.log

> 1BAs Nov 3 15:57:16 rbittner-mbpr.sv.splunk.com com.apple.WebKit.WebContent[53591]: AVF error
3STA6000PM |

rbittner-mbprocal Narflog/system.log system.log

Branch_QT0: :pushBits, Context Creation Failed.
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Save As Alert

Settings

Title

Description

Alert type

| Wifi Error

Errors connecting to Wifi

| Scheduled | Real-time

[ Duin awane haue o

Trigger

g Add to Triggered Alerts
Add this alert to Triggered Alerts list

E Log Event

Send log event to Splunk receiver endpoint

Trigger | @@ Run a script

Trig

Invoke a custom script

<] Send email

Send an email notification to specified recipients

& Webhook

Generic HTTP POST to a specified URL

Manage Alert Actions [2
Manage available actions and browse more actions

]

st the hour
h result

+ Add Actions v
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Chapter 12: Cognitive Computing

Congitive Systems evolution timeline
Knowledge based - )
4 Analog Neural Network o Systems- integration of /Soph|a (humanoid robot)
diverse information ’ °ffersea%§'it§$:§ir:p°f
Darthmouth conference: sources
¢ A’t';'icr_:]a:)'fn;ilggainﬁ:ew'th Robotics and role of
Porhy 4 embodimentto achieve
intelligence intelligence \ Storage ar.1d
ba computation
¢ Allan Touring: Theoryof o Small scale 'toy' projects ower
Compution in robotics . p
@ 9Idea of IBM Watson
1940 1950 1960 1970 1980 1990 2000 2010 2020 2030
é Expert systems useful in
restricted domains
@ The Touring Test
é Start of Neural Network ¢ Watson beats human
revolution Jeopardy player
Claude Shannon: A é Al research under new
4 Mathematical Theory of . names
Communication _Moravec's paradox:
Simple tasks not easy to
solve (lack of
computational power)
Knowledge Base Evidence
1. Observe SONIICES
Y
Question / 5 Candidats Supporting Deep
Ps:amrz;y —1 ::s:m:re evidence |—| evidence
generation retrieval scoring
% 4. Decide
\| l' |‘ "
\ 2 S \ / P
Question Query Hypothesis Soft Hypothesis and N A | 3 Final merging
analysis Kl decomposition > generation Ed filtering 1Kt evidence scoring Sy thesis and ranking
A
« | Hypothesis Soft Hypothesis and
71 generation Ed filtering TE( evidence scoring
Y
2. Interpret 3. Evaluate Answer
and
confidence
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*% = percentile

*% = percentile

*% = percentile

Conversation)

Add a natural language interface to
your application to automate

1BM

Language Translator

Translate text from one language to

another for specific domains.

IBM

Personality Insights

The Watson Personality Insights
derives insights from transac

IBM

Add a cognitive search and content
analytics engine to applications.

Lite 1BM

Machine Learning

oy IBM Watson Machine Learning - make
smarter decisions, solve toug

Lite IBM

Speech to Text

Low-latency, streaming transcription

Lite IBM

Personality Consumer Needs Values
Conscientiousness Structure Stimulation
81% 98% 92%
L o @
Emotional range Challenge Helping others
79% 95% 76%
® - @
Introversion/Extraversion ~ Liberty Achievement
78% 95% 56%
L - L
Openness ~ Stability
63% 93%
® o Tradition
Curiosity 24%
92% o
Agreeableness v ® Taking pleasure in life
% 19%
L = @
Build cognitive apps that help enhance, scale, and accelerate human expertise.
Watson Assistant (formerly Discovery Knowledge Catalog

Discover, catalog, and securely share
enterprise data.

Lite IBM

Natural Language Understanding

Analyze text to extract meta-data from
content such as concepts, &

18M

- Text to Speech

‘e Synthesizes natural-sounding speech

from text.

1BM
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Getting started

Manage

Service credentials

Plan

Connections

‘Li"' Language Translator-|8

Location: United Kingdom org I Space: dev

Service credentials

Credentials are provided in JS0N format. The JSON snippet lists credentials, such as the API key and secret, as well as connection

View More
information for the service.

Service credentials New creden @
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