
Chapter 1: Building Your AWS Environment 

 



 

 



 

 

 



 

 

 



 

 



 

 

 

 



 

 



 



 



 



 



 

 



 

 

 



Chapter 2: Pentesting and Ethical Hacking 

 

 



 

 

 



 

 

 

 



 



Chapter 3: Exploring Pentesting and AWS 

 



 

 



 

 

 



 

 



 

 

 



 

 

 



 

 



 

 



Chapter 4: Exploiting S3 Buckets 

 



 



 



 

 



 

 



 



 



 

 



 



 

 

 

 



 

 

 

 



 

 

 

 



Chapter 5: Understanding Vulnerable RDS Services 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 

 

 



 



Chapter 6: Setting Up and Pentesting AWS Aurora RDS 

 





 

 

 



 

 

 

 



 

 



 

 



 

 



 



 



 

 

 

 



Chapter 7: Assessing and Pentesting Lambda Services 

 

 

 

 

 



 



 

 



 

 



 

 

 



Chapter 8: Assessing AWS API Gateway 

 

 

 



 

 

 



 



 



 



 

 



 



 



 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 



Chapter 9: Real-Life Pentesting with Metasploit and More! 

 

 

 



 



 

 

 



 

 

 



 

 



 



 

 



 

 



 

 



 

 

 

 



 



 

 

 



 

 



 

 

 

 

 

 



 

 

 



 

 



 

 

 



 

 

 

 



Chapter 10: Pentesting Best Practices 

 

 

 

 

 



 

 

 



Chapter 11: Staying Out of Trouble 

 

 



 

 



Chapter 12: Other Projects with AWS 

 

 



 

 



 

 

 



 

 

 

 

 

 

 

 

 


