Chapter 1: Exploring Biometric Technology
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Chapter 2: Biometrics and Mobile Devices
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* Inexpensive and easy to use
* Can enforce frequent changes
* Nothing to handle
* Can be complex
» Many reuse the same password
» Regular changes required
* Billions compromised in massive breaches
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Chapter 3: Recognizing Biometric Characteristics
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Biometric | Unigueness | Universal | Performance | Acceptable | Circumvention Concerns

Face High High Medium High High Lighting, artifacts
Fingerprint | High Medium High Medium Medium Age, wear, dryness
Iris High High High Low Medium Lighting

Voice Low High Low Medium Medium Health, stress level
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Type of system Explanation

Habituated or * Habituated systems are used on a daily basis and become a habit.

Non-Habituated # Non-habituated systems are not used regularly, and the user must
refamiliarize themselves before using the system.

® An overt system is used when the user is aware that a biometric identifier is
being measured, and include access control and any nen-forensic applications.

Overt or Covert

® |n a covert system the user is unaware that a biometric identifier is being
measured, for example during a forensic evaluation.

s Attended requires someone to monitor the user.
Attended or Non- 4

Attended * Non-attended systems allow users to interact independently with the system.

Public or Private * A public system is designed to be used by customers.

® A private system will be used internally by the employees.

® An open system uses standards for data collection, compression, and format,

Open or Closed o .
so that the original signal can be reconstructed.

* A closed system will use internally developed proprietary formats.
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Chapter 4: Comparing Advantages and Modalities
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1 Time Card Report
z 02/09/2020 - 02/15/2020
3
4
5 |Employee ID: ?8321| Employee name: Roxy Blake | DEPT: Sales | SHIFT: 8:00 - 5:00 | Totals Notes
& | Date week (1N} {ouT) (IN) {ouT) (IN) {ouT) (IN) {ouT)
7 | 9-Feb SUN Mot assigned
a8 10-Feb MOMN 7:39 12:00 12:59 17:01
g 11-Feb TUE 8:03 11:55 12:55 17:04
10| 12-Feb WED 7:39 12:10 13:00 17:01
11| 13-Feb THU &:01 11:52 13:06 17:02
12| 14-Feb FRI 758 12:00 12:55 17:01
13| 15-Feb SAT Mot assigned
14
15 |Work Total (hrs): COvertime [hrs): Flags: 3
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Verification Wrapper Management
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Chapter 5: Implementing Fingerprint Technology

% Biometric System Laboratory
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). ' Select sensor area and resclution
Acquiztion area | 0.51" » 06 [13.0mm = 171 mm]

R eszalution A00 0PI [197 dotz per cm

SFinGe web site;  hitp://biolab car,

BioLab web site:  hitp://biolab csr) Image size: 256 » 336 pinels

Cancel
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Step 2 - Directional map generation
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Chapter 6: Using Facial Recognition
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Chapter 7: Learning Iris Recognition
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Chapter 8: Using Voice Recognition
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Chapter 9: Considering Alternate Biometrics
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Chapter 10: Selecting the Right Biometric

Lad
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Cimplement >
=

N

Design
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D Task Mame Duration |51art Finish Predecessors
7 | sample Biometric Project Implementation 166 days  Mon 07/13/20 Man 03/01/21
I | Initiation 11days  Mon01/04/21 Mon 01/18/21
3 Develop Project Charter 10days  Mon 01/04/21 Fri 01/15/21
2 Scope Statement 3 days Mon 01/04/21 Wed 01/06/21
5 Milestones 2 days Thu 01/07/21 Fri 01,/08/21 4
1] Business Case 2 days Mon 01/11/21 Tue 01,/12/21 5
7 Funding Datails 3 days Wed 01/13/21 Fri 01,/15/21 &
8 Stakeholder ldentification 1 day Mon 01/18/21 Mon 01/18/21 7
g Planning 14 days Mon 01,/18/21 Thu 020421
10 Project Management Plan 2 days Mon 01/18/21 Tue 01/15/21 3
1 Regquirements 5 days Wed 01/20/21 Tue 01/26/21 10
12 System Design 5 days Wed 01/27/21 Tue 02/02/21 11
13 TestPlan 2 days Wed 02/03/21 Thu 02/04/21 12
14 Training Flan 1 day Wed 01/27/21 Wed 01/27/21 1255
15 Inplementation and Cutover Flan 1 day Wed 02/03/21 Wed 02/03/21 12
16 Support Plan 1 day Thu 02/04/21 Thu 02/04/21 15
1T |  Execution 166days  Mon07/13/20 Mon 03/01/21
18 System Build and Directory Integration 10 days Fri 02/05/21 Thu 02/18,21 g
19 Factory Acceptance Testing 1 day Fri 02/19/21 Fri 02/13/21 18
20 Issue Remediaticn 3 days Mon 02/22/21 Wed 02/24/21 19
21 On-Site Installation 2 days Thu 02/25/21 Fri 02,/26/21 20
22 Site Acceptance Testing 1 day Mon 03/01/21 Mon 03/01,/21 21
23 Training 2 days Meon 071320 Tue 07714720
24 Authentication Enroliment 3 days Wed 07/15/20 Fri 07,/17/20 23
5 User Acceptance Testing 2 days Mon 07,/20/20 Tue 0772120 24
26 Issue Remediation 2 days Wed 07/22/20 Thu 0772320 25
7 Cutover or Begin Parallel Operations 1 day Fri 072420 Fri 07,/24/20 26
% | Closing 5 days Mon 07,/27/20 Fri 07/31/20
29 Lessons Leamed Documentation 3 days Meon 072720 Wed 07/29/20 27
30 Transition to Support 1 day Thu 07/30/20 Thu 07730420 29
3 Close Implementation 1day Fri 07/31/20 Fri 07,3120 30
e Operational Support 1 day Mon 02/03/20 Mon 080320
33 Analyze Thresholds and Adjust 1 day Meon 08/03/20 Mon 080320 31
4 Begin Maintenance and Monitoring 1 day Meon 08/03/20 Mon 080320 31
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Chapter 11: Integrating the Biometric System
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Steps

* Gather * Mitigate damage * Close incident
information * Restore systems *» Move to disaster
* Discover what has Recovery and
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Chapter 12: Testing and System Deployment
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Chapter 13: Discovering Practical Biometric Applications
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Chapter 14: Addressing Privacy Concerns
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