Chapter 1: Learning the Interface

Disconnect
Shut down

Restart

Choose a reason that best describes why you want
to shut down this computer

Other (Unplanned)

Continue

Settings

File Explorer Disconnect

Search Sign out

Run Shut down

Shut down or sign out =R

Desktop




EN Windows PowerShell

Ps C:\Users\mark.henderson®> hostname
DCal
PS C:\Users\mark.henderson> Restart-Computerg

Manage Tools

Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

iSCSI Imitiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (b4-bit)
Performance Monitor

Print Management
Recovery Drive

Registry Editor

Rescurce Monitor

Services

System Configuration
System Information

Task Scheduler



Apps and Features
Power Options

Event Viewer

Systern

Device Manager
Network Connections
Disk Management
Computer Managerment
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings

File Explorer
Search

Rumn

Shut down or sign out




BH O @

o Best match

E Windows PowerShell

App

Apps

Windows PowerShell ISE

Windows PowerShell (x86)

Windows PowerShell ISE (x86)

Settings

It PowerShell Developer Settings

T Allow local PowerShell scripts to run without signing

= Replace Command Prompt with Windows PowerShell
88

£ powershell

I8 Dashboard For DCO1

i PROPERTIES

i Local Server
Computer name DCo

Domain ad.cookbook.packt.com




Manage Toels

Add Roles and Features

Remove Roles and Features

View Help

| Add Servers

Create Server Group

Server Manager Properties

Active Directory

Windows Server 2019 Standard Evaluation

DMS Impart Selected
Computer
Location: gl ad » @
4
Operating System:| Al " WEbE:.D.CDOKBODK.FACKT.COM (1
Mame (CM): Name, or beginning of name ‘
Marne Cperating System
Do Windows Server 2019 Standard Evaluation
Dco2 Windows Server 2019 Standard Evaluation
Cookbook-Win... Windows 10 Pro

e SERVERS
s Dashboard l. All servers | 2 total
B Local Server :
ii All Servers o
I§! ADDS Sen-erAl\a'nE |Pvd Address
§ DHCP
i! Dol 172.16.97.2
en DNS

172.16.97.3

BE File and Storage Services [

b
Best match

Windows PowerShell
Desktop app

Apps

Windows PowerShell

p |‘;E -E-:I -

e
| -
)

Manageability

Add Roles and Features

Restart Server

L Run as administrator

Ca  Run as different user



EN Administrator: Windows PowerShell

IPAddress
Interfacelndex
Interfaceflias

fedd: :515:4287:bddc: 196
15
Ethernet

IPvb

Unicast

PreftixlLength : b4

PrefixOrigin WellKnown

SuffixOrigin Link

AddressState Preferred

ValidLifetime Infinite ([TimeSpan]::MaxValue)
PreferredLifetime : Infinite ([TimeSpan]::MaxValue)
SkipAsSource False

PolicyStore ActiveStore

AddressFamily
Type

EN Administrator Windows PowerShell

IPAddress
Interfacelndex
Interfaceflias
AddressFamily IPva

Type Unicast

PrefixlLength 24

PrefixOrigin Manual

SuffixOrigin Manual

AddressState Preferred

ValidlLifetime Infinite ([TimeSpan]::MaxValue)
PreferredLifetime : Infinite ([TimeSpan]::MaxValue)
SkipAsSource False

PolicyStore ActiveStore

Ethernet

EX Administrator: Windows PowerShell - O .

PS C:\Users\Administrator> Get-MetIPAddress | Format-Table

ifIndex IPAddress Prefixlength PrefixOrigin

:A4eB7 :bddc: 1965%15

64 WellKnown
128 WellKnown
24 Manual

8 WellKnown

Preferred
Preferred
Preferred
Preferred

ActiveStore
ActiveStore
ActiveStore
ActiveStore

WellKnown
Manual
WellKnown




[ Server Manager

Server Manager * Dashboard © Manage
Graliloses] WELCOME TO SERVER MANAGER
i Local Server
s Al : :
oe e _ o Configure this local server
WE File and Storage Services P =
o IS QUICK START

Add roles and features

M

(V¥

Add other servers to manage

&= Add Roles and Features Wizard — O *

DESTIMATION SERWER

SE|€Ct |n5ta | |at|0n type weh0Z ad.cookbook packtcom

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) 2= )
= machine, or on an offline virtual hard disk (WVHD).

Installatio

® Role-based or feature-based installation

Server Szlection ) ) )
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Select a server or a virtual hard disk on which to install roles and features.

(® Select a server from the server pool
() Select a virtual hard disk

Server Pool
Filter:
Mame IP Address Operating System
DCN.ad.cookbook.packtcom  172.16.97.2 Microsoft Windows Server 2019 Standard
DC02.ad.cookbook.packt.com 17216973 Microsoft Windows Server 2019 Standard
webl1.ad.cookbook. 172.16.97.5 Microsoft Windows Server 2019 Standard
»

3 Computer(s) found



Post-deployment Configura... |

Configuration required for DHCP Server at FILEOS L

Complete DHCP configuration

Task Details

E¥ Windows PowerShell — O >

PS C:\Users\mhenderson> Get-WindowsFeature Telnet-Client web@1 | Where-Object Installed

Display Name Name Install State
) & Installed

[X] Web Server Web-WebServer Installed

[X] Common HTTP Features Web-Common-Http Installed

[X] Default Document Web-Default-Doc Installed

[X] Directory Browsing Web-Dir-Browsing Installed

[X] HTTP Errors Web-Http-Errors Installed

[X] Static Content Web-Static-Content Installed

[X] Health and Diagnostics Web-Health Installed

[X] HTTP Logging Web-Http-Logging Installed

[X] Performance Web-Performance Installed

[X] Static Content Compression : “ompr ic Installed

[X] Security Security Installed

[X] Request Filtering Web-Filtering Installed

[X] IP and Domain Restrictions Web-IP-Security Installed

[X] Management Tools Web-Mgmt-Tools Installed

[X] IIS Management Console Web-Mgmt-Console Installed

[X] IIS Management Scripts and Tools Web-Scripting-Tools Installed

[X] Telnet Client Telnet-Client Installed




&« Settings

@ Add a feature

RSAT: Metwork Controller Management Tools

B E E E B

RSAT: Server Manager

RSAT: Network Load Balancing Tools

RSAT: Remote Access Management Tools

RSAT. Remote Desktop Services Tools

163 KB

267 KB

6.70 MB

947 KB

£.35 MB

Server Manager includes the Server Manager console and
PowerShell tools for remotely managing Windows Server, and
includes tools to remotely configure NIC teaming on Windows
Server and Best Practices Analyzer,

Active Directory

DNS

Import

Install

Location:

iiiadh

®@

Operating System:| All

e

Mame [CM): Name, or beginning of name |
Mame Operating System

oM Windows Server 2019 Standard
DCo2 Windows Server 2019 Standard
Cookbook-Win10 Windows 10 Pro

web01 Windows Server 2019 Standard




iEf Dashboard

BE All Servers

i ADDS
1% DHCP
o DNS

WE File and Storage Services P

s

Ems=s SERVERS

All servers | 3 total

Filter

Server Name  IPv4 Address

DC 172.16.97.2
DCo2 172.16.97.3
WEEBDT 172.16.97.5

ﬁ Windows Admin Center Setup —

One more thing...

The first time you open Windows Admin Center, you’ll
have to select a certificate, Be sure to select:

More choices > Windows Admin Center Client

More choices

johniBoontocso.oom
Issuer: Coatoga IT
Valid Fromc 3/9/2018 to &/7/2018




Windows Admin Center

Windows Admin Center

All connections

O Mame - Type

E2 cookbook-win10.ad.cookbookp Windows PC

Servers

Connection tags (&)

Add tags

Add one Import alist  Search Active Directory

d Search

Jitems 3 selected X

“ Select server(s) to add T~

~  DC0N.ad.cookbook.packt.com

S

DC02.ad.cookbook.packt.com

~  webll.ad.cookbookpackt.com



B <8 B3 server details - Overview X | 4+ ~~

< O o &

Windows Admin Center

https://localhost:6516/servermanage

Server Manager ~

= Microsoft

dc01.ad.cookbook.packt.com

Tools
Search Tools
D Overview
A Azure hybrid services

GE[’ Azure File Sync
@ Backup

9—‘§| Certificates
L Devices
Events

[ml Files

B2 Firewall

EE Installed Apps

pg Local Users & Groups

{0:3 Settings

R O Typehereto search

< Overview

0 ) Restart () Shutdown

~ Computer name

dc01

Version

10.0.17763

Processors
AMD Ryzen Threadripper
2950X 16-Core Processor

Logical processors

2

Azure Backup status

Not protected

CPU

o £

B O @
Best match

Windows PowerShell
Desktop app

Apps

2 Windows PowerShell

EN Administrator Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Enable Disk Metrics

Domain
ad.cookbook packt.com

nstalled memaory (RAM)

1GB

Manufacturer

Microsoft Corporation

Windows Defender

Real-time protection: On

Up time

1:19:52:4

100

Mare

Utilization

|an%

2 ~ H na B E

PS5 C:Z\Wsers‘\Administrator> Get-ExecutionPoli
RemoteSigned
PS C:\Users\Administrator> g

cy

Operating system
Microsoft Windows Server
2019 Standard Evaluation

Disk space (Free / Total)

27.34 GBE /4433 GB

Model

Virtual Machine

MNIC(s)

Logged in users

1

Handles

45635

241 PM
A~ T dgy ENG

L Run as administrator

Ca  Run as different user

26/10/2019 %}

w



EN Administrator: Windows PowerShell - O >

sers\Administrator» Set-ExecutionPoli Unrestricted

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the security risks described in the about_Execution_Policies help to

https:/go.microsoft.com/fwlink/?LinkID=135178. Do you want to change the execution policy?
[Y] Yes [A] Yes to A1l [N] No [L] Mo to A1l [S] Suspend [?] Help (default is "N"): y
PS C:\Users\Administrator> _

O @
Best match

E Windows PowerShell ISE (x86)

Desktop app
Command
LY Powershell ise
Apps

2 Windows PowerShell ISE

g Administrator: Windows PowerShell ISE - (] x
File Edit View Tools Debug Add-ons Help
I~ = s 0 » 9 P B B = B F oo @[,
| Untitledl.ps1* X | #)| | commands X X
1 Write-Host "Hello! Here is the current date and time:"
Modules: | WindowsDev

Name:

Get-WindowsDeveloperLicense
Show-WindowsDeveloperlicenseRegist

Unregister-WindowsDeveloperlicense
PS C:\Users\Administrator> Write-Host "Hello! Here is the current date and time:"
Hello! Here is the current date and time:

PS C:\Users\Administrator>

Run nsert| | Co

Completed Ln1 Col 55 140%




‘g Adrministrator: Windows PowerShell [SE - [m] X
File Edit View Tools Debug Add-ons Help

B e 3 4 a » [ B = | & F; o [ > 5 ]
| Untitled1.ps1* X | #) ||| Commands X X
1 write-Host "Hello! Here is the current date and time: $(Get-Date)"
2 Write-Host "The name of your computer is: $(hostname)" Modules: | All v
Name:
A

Add-ADCentralAccessPolicyMembel
Add-ADComputerServiceAccount

Add-ADDomainControllerPasswordl|
Add-ADDSReadOnlyDomainControl
Add-ADFineGrainedPasswordPolicy!

PS C:\Users\Administrator> Write-Host "Hello! Here is the current date and time: Add-ADGroupMember

Write-Host "The name of your computer is: $(hostname)" § .
Hello! Here is the current date and time: 10/26/2019 03:48:25 Add-ADPrincipalGroupMembership
The name of your computer is: DCOL Add-ADResourcePropertyListMemb

Add-AppvClientConnectionGroup
Add-AppvClientPackage
Add-AppvPublishingServer

PS C:\Users\Administrator>

Ln6 Col 28 140%

EN Administrator: Windows PowerShell

yWsershyAdministrator:> cd .\Documentsh
\WWsers\Administrator\Documents> .\GetTime.psl
Hello! Here is the current date and time: 18/26/2019 84:89:17
The name of your computer is: DCE1

PS5 C:\Users\AdministratoriDocuments> _

EN Administrator: Windows PowerShell - O *

\Users\Administrator\Documents> Get-Help Computer

Category Module Synopsis

Add -Computer Cmdlet Microsoft.PowerShell. . Add the local computer to a domain or workgroup.
Checkpoint-Computer Cmdlet Microsoft.PowerShell. Creates a system restore point on the local co..
Disable-ComputerRestore Cmdlet Microsoft.PowerShell. Disables the System Restore feature on the spe..
Enable-ComputerRestore Cmdlet Microsoft.PowerShell. Enables the System Restore feature on the spec..
Get-ComputerInfo Cmdlet icrosoft.PowerShell.M... Gets a consolidated object of system and opera..
Get-ComputerRestorePoint Cmdlet crosoft.PowerShell. . Gets the restore points on the local computer.
Remove-Computer Cmdlet rosoft.PowerShell. . Removes the local computer from its domain.
Rename-Computer Cmdlet Microsoft.PowerShell.M... Renames a computer.
Reset-ComputerMachinePassword Cmdlet Microsoft.PowerShell. . Resets the machine account password for the co..
Restart-Computer Cmdlet Microsoft.PowerShell. . Restarts ("reboots™) the operating system on 1..
Restore-Computer Cmdlet Microsoft.PowerShell. Starts a system restore on the local computer.
Stop-Computer Cmdlet Microsoft.PowerShell.M... Stops (shuts down) local and remote computers.
Test-ComputerSecureChannel Cmdlet Microsoft.PowerShell.M... Tests and repairs the secure channel between t...
Remove-ADComputerServiceAccount  Cmdlet ActiveDirectory Remove-ADComputerServiceAccount. ..
Get-ADComputerServiceAccount Cmdlet ActiveDirectory Get-ADComputerServiceAccount. ..

Get-ADComputer Cmdlet ActiveDirectory Get-ADComputer. .

Set-ADComputer Cmdlet ActiveDirectory Set-ADComputer. .

Remove-ADComputer Cmdlet ActiveDirectory Remove-ADComputer. .

New-ADComputer Cmdlet ActiveDirectory New-ADComputer. .

Add-ADComputerServiceAccount Cmdlet ActiveDirectory Add-ADComputerServiceAccount...
Get-MpComputerStatus Function Defender

Get-5ilComputer Function SoftwarelInventorylogging

Get-5ilComputerIdentity Function SoftwarelInventorylogging




EN Administrator: Windows PowerShell O *

et-Help Restart-Computer

Restart-Computer

SYNOPSIS
Restarts (“reboots™) the operating system on local and remote computers.

SYNTAX
Restart-Computer [[-ComputerName] <String[]»] [[-Credential] <PSCredential>] [-Aslob] [-Confirm]
[-DcomAuthentication {Default | None | Connect | Call | Packet | PacketIntegrity | PacketPrivacy | Unchanged}]

[-Force] [-Impersonation {Default | Anonymous | Identify | Impersonate | Delegate}] [-Throttlelimit <Int32>]
[-WhatIf] [<«CommonParameters:]

Restart-Computer [[-ComputerName] <String[]»] [[-Credential] <PSCredential»] [-Confirm] [-DcomAuthentication
{Default | None | Connect | Call | Packet | PacketIntegrity | PacketPrivacy | Unchanged}] [-Delay <Intl6>] [-For
{Wmi | WinRM | PowerShell}] [-Force] [-Impersonation {Default | Anonymous | Identify | Impersonate | Delegate}]
[-Protocol {DCOM | WSMan}] [-Timeout <Int32>] [-Wait] [-WhatIf] [-WsmanAuthentication {Default | Basic | Negotiate
| CredSSP | Digest | Kerberos}] [<CommonParameters>]

DESCRIPTION
The Restart-Computer cmdlet restarts the operating system on the local and remote computers.




Chapter 2: Core Infrastructure Tasks

Roles

[] Active Directory Certificate Services -
Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services

[] Device Health Attestation

DHCP Server

DME Server

[] Fax Server

[ Add Roles and Features Wizard

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Adrministration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Toaols] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tocls (if applicable)

Add Features Cancel




fiz; Add Roles and Features Wizard

— d X

Installation progress o eon

View installation progress

o Feature installation
________________________________________________________|

Configuration required. Installation succeeded on DCO1.

Active Directory Domain Services 2
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
DNS Server
Group Policy Management
Remote Server Administration Tools

Role Administration Tools
AD D5 and AD LDS Tools w

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next » | | Close | | Cancel |

& Active Directory Domain Services Configuration Wizard — O X

TARGET SERVER

Deployment Configuration DCo1

Additional Options
Paths
Review Options

Prerequisites Check

5T}
=T}

-n’:-\:_’ TS

Domain Controller Options

Select the deployment operation

(O Add a domain controller to an existing domain
(O Add a new domain to an existing forest
® Add a new forest

Specify the domain information for this operation

Root domain name: ad.cookbook.packt.com

More about deployment configurations

<Previous | [ Nest> | | nstal | [ Cancel




fiz Active Directory Domain Services Configuration Wizard

Review Options

Deployment Configuration

Domain Controller Options

DNS Options
Additional Options
Paths

- O X
TARGET SERVER
DCO1
Review your selections:
Configure this server as the first Active Directory doemain controller in a new forest. ”

The new domain name is "ad.cockbook.packt.com”. This is also the name of the new forest.

The MetBIOS name of the domain: COOKBOOK
Forest Functional Level: Windows Server 2016
Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DMNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

<Previous | | Nea> |

| install || Cancel

A, Post-deployment Configura...

| 1
Configuration required for DHCP Server at DCO1

Complete DHCP configuration

Task Details



A Administrator: Windows PowerShell - O .

NoChangeNeeded A

C:\Users\Administrator> Install-ADDSForest - inN i WinThreshold
ame COOKBOOK
SafeModeAdministratorPassword: **#**++*
Confirm SafeModeAdministratorPassword: *****xsx

target server will be configured as a domain controller and restarted when this operation is complete.
ou want to continue with this operation?

[A] Yes to A1l [N] No [L] No to All

Wi erver 28 i oll

rastructure,
lution from out

ain controllers ha t for t e y ting named "
NT 4.8" that pre E W aphy algorith hen

cannot be found or it
Y 1would manually
in the pa 5 i m outside the domain
no action is

Operation completed successfully DCPromo.General.3

PS C:\Users\Administrator> _

Select one or more roles to install on the selected server,
Roles

[] Active Directory Certificate Services

Active Directory Domain Service

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[] DHCP Server

DMS Server

[] Fax Server



Post-deployment Configura... |

Configuration required for Active Directory Domain L
Services at DCO2

Promote this server to a domain controller

Feature installation
1

Configuration required. Installation succeeded on
DCoa2.

Add Roles and Features

Task Details
. . TARGET SERVER
Deployment Configuration pCo2
—onfiguration _
= Select the deployment operation
Domain Controller Options ] o )
N ) ® Add a domain controller to an existing domain
Additional Options () Add a new domain to an existing forest
Faths 0 Add a new forest
Review Options i o i i i
Specify the domain information for this operation
Prerequisites Check
Installation Domain: ad.cookbook.packt.com | | Select... |
Results Supply the credentials to perform this operation
cookbook\administrator | Change... |




] Active Directory Users and Computers

Eile Action Miew Help

&= HEH Bz HREIPRETa%

] Active Directory Users and Com
| Saved Cueries
v 7 ad.cookbook.packt.com
| Builtin
~| Computers

"] Builtin
] Computers

Mame Type
builtinDomain

Container

2] Domain Con... Organizational...

Description

Default container for up...

Default container for do...

= ! " ForeignSecu... Container Default container for sec...
2| Demain Controllers - ) ]
B ForeignSecurityPrincipal .:!Managed Se.. Container Default container for ma...
| Managed Service Accour _| Users Container Default container for up...
| Users
] Active Directory Users and Computers — O >
Eile Action View Help
n | = = — 3 o E ]
¢ 2@ BBz HEIBRETES
: Active Directory Users and Com|| MName Type Description

| Saved Clueries
v 3 ad.cookbook.packt.com
| Builtin
| Computers
= | Domain Controllers

1Al COOKBOOK-WINT0D Computer

| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

],‘,';J- WEEBD Computer
],!;ﬁu‘PNN Computer
1,!;; ROPOT Cormputer
],!;J DA Computer
],!;J SCLO1 Computer



: Active Directory Users and Computers
| Saved Queries
~ 33 ad.cookbook.packt.com
| Builtin
| Computers
2 | Domain Controllers
_| ForeignSecurityPrincipals
| Managed Service Accounts
g Office Computers
w (2] Servers

2 | Database
2 | Rermnote Access
2| Web Server
| Users
w (2| Staff
2| Sales
o| Marketing

2 | Executives

o | Sysadmins

Mame Type Description
:i',!:':CGGKBGGK-WIN'ID Computer

Computer

&l 5QL01 Add to a group...
ji'_!g-:‘-fPNm Disable Account
1 WEBO1 Reset Account
Move...
Manage

A Windows PowerShell

P5 C:\Users\mhenderson> ping router
Ping request could not find host router. Please check the name and try again.
PS C:\Users\mhenderson> Test-Connection router -Count 1




ﬁ, DMS Manager

File

Action  View Help

e« Ecz Hm a8

@
)
w

DN
=
W

5

DCco

| Forward Lockup Zones
2| _msdes.ad.cookbook.packt.com
-, ad.cockbook.packt.com

| Reverse Lookup Zones

| Trust Points

| Conditional Forwarders

Mew Host

Mame (uses parent domain name if blank):

Mame

ﬂ_msdcs

j_sites

1 tep

—J_udp
anmainDnsZnnes

j ForestDnsZones
E(same as parent folder)
E(same as parent folder)
E(same as parent folder)
E(same as parent folder)
E(same as parent folder)

Elcan

[E] Cookbook-Win10

Eldco
<!

Type

Start of Authority (S0A)
Mame Server (MS)
Mame Server (M5)

Host (4]

Host (4]

Host (4]

Host (4]

Host (4]

| router

Fully qualified domain name (FQDM):

| router.ad.cookbook, packt.com.

IF address:

| 172.16.97.1

[ ] Create assodated pointer (PTR) record

[ ]Allow any authenticated user to update DNS records with the

Same owner name

Add Host Cancel

Data

[152], dell.ad . cookbook.pook.p
dcll.ad.cookbook.packt.cickt.c
dcl2.ad.cookbook.packt.cickt.c
172.16.97.3
172.16.97.2
172.16.97.7
172.16.57.4
172.16.97.2



EXN Windows PowerShell — O >

PS C:\Users\mhenderson> ping router

Pinging router.ad.cookbook.packt.com [172.16.97.1] with 32 bytes of data:
Reply from .16.97.1: bytes=32 time<lms TTL=54
Reply from 172.16.97.1: bytes=32 time<lims TTL=54
Reply from 172.16.97.1: bytes=32 time<lims TTL=54
Reply from 172.16.97.1: bytes=32 time<lms TTL=564

Ping statistics for 172.16.97.1:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = Bms, Average = @ms
PS C:\Users\mhenderson: Test-Connection router

Source

COOKBOOK-W. .. router

Mew Resource Record *

Alias (CNAME)

Alias name (uses parent domain if left blank):
|ir|tranet |

Fully qualified demain name (FQDOM):
|intranet.ad.cnn:nkl:n:n:nk.packt.cam. |

Fully qualfied domain name (FRADMN) for target host :
|wel:| 01.ad .cookbook packt.com | I Browse... I

? [EH':F' Conten
w 5 dc0l.ad.cookbook.packt.com 3
v B Display Statistics...
: Mew Scope...
¥ Mew Multicast Scope...

B



Corfiguration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: |1?2. 16 . 97 . 50

End IP address: |1?2. 16 . 57 . 250

Configuration settings that propagate to DHCP Client

Length: 24 _%I
Subnet mask: BEE . 255 255 . O

EN Administrator: Windows PowerShell

PS C:\Windows\system32> ipconfig

indows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : ad.cookbook.packt.com
Link-local IPv6E Address . . . : Te8B@::bo9cf:+266:2632:f566%4
IPvd Address. . . . . . . . . . . @ 172.16.87.51

Subnet Mask . . . . . . . . . . . : 255.255 255.8

Default Gateway . . . . . . . . . : 172.16.97.1

EX Windows PowerShell - O >

Ethernet Microsoft Hyper-V Network Adapter




Mew Reservation ? >

Pravide information for a reserved client.

Beservation name: Iwebm

IF address: |1?2. 16 .97 . 84

MAC address: Iﬂ-D-15~5D-ﬂF—ﬂE~25

——— IWEBm Server]

Supported types
% Bath

{" DHCP
" BOOTP

Add Close

Mew Ohject - Computer >

A !" Create in:  ad.cookbook. packt.com/Servers feb Server

Computer name:
| WEBD 1]

Computer name {pre-Windows 2000):
| WEB01

The following user or group can join this computer to a domain,

User or group:
| Default: Domain Admins

| Change...

[ ] Assign this computer account as a pre-Windows 2000 computer

Cancel Help

LN Administrator: Windows PowerShell

‘\mhender > Import-Module ActiveDirectory
\mhenderson> New-ADUser -MName




1 Active Directory Users and Computers — O >
File Action View Help

= 2E /8 XEE HRE P eETES

| Computers ~ || Name Type Description

EnrrTamSCDﬂt.rD:;E.rs . %Graup Polic... Security Group.. Members in this group c...
oreign Ec'—'r"':_-"r rnci E.;Guest User Built-in account for gue...
Managed Service Acc &John Smith User

.

R IR

S:Fr:r:;:clmputers %Keyﬁ;dmins Security Group..  Members of this group ...

Staff %Prntected Us... Security Group...  Members of this group ...

Users %RAS and AS ... Security Group..  Servers in this group can..

W %F{ead-unl}r D... Security Group.. Members of this group ...

4 > %Schema Ad.. Security Group... Designated administrato...

LN Administrator: Windows PowerShell

Password: *
~s\mhenders

lase Robertson Properties ? =
Telephones Organization Member Of COM+
General Address Account Profile

Jase Robertson
2

First name: |Jase | Initials: I:I

Last name: |Hnbertsnn |

Dizplay name: |Jase Robertson |




lase Robertson Properties ? >

Telephones Organization Member Of COM+
General Address Account Profile

User lagon name:

|irobertson | BEcookbook packt.com o
User logon name (pre-Windows 2000):
COOKBOOK | irobertson

Logon Hours... Log On To...

[ ] Unlock account

Accourt options:

| |ser must change password at next logon

EX Administrator: Windows PowerShell

PS C:\Users\mhenderson> Enter-PS5Session DCB1
[DCe1]: PS C:\Users\mhenderson\Documents> hostname

PS C:\Users\mhenderson\Documents> (Get-CimInstance Win32_OperatingSystem).LlLastBootUpTime

Saturday, 2 November 2819 18:38:58 AM

LN Administrator: Windows PowerShell

PS C:\Users\mhenderson> (Get-CimInstance -Computerfame DC&1,DC82 Win32 OperatingSystem).LastBootUpTime

¥, 3 Movember 2819 7:53:44 PM
¥, 3 Movember 2819 4:46:31 AM




Chapter 3: Networking

EN Windows PowerShell

PSs C:‘\Wsers\mhenderson» Test-Connection web8l

Source Destination

webdl
webdl

9 Windows Defender Firewall with Advanced Security

Eile  Action View Help

o= 7 = HE

&9 Windows Defender Firewall wit
3 Inbound Rules
&S Outbound Rules
¥ Connection Security Rules
B Monitering

Name

@ Alloyn Router (TCP-In)

] Allloyn Router (UDP-In)
BranchCache Content Retrieval (HTTP-In)
BranchCache Hosted Cache Server (HTT...
BranchCache Peer Discovery (W5D-In)

ﬁ Mew Inbound Rule Wizard

Protocol and Ports

Group

Allloyn Router
Allloyn Router

BranchCache - Content Retr...
BranchCache - Hosted Cach...
BranchCache - Peer Discove..

Specify the protocols and ports to which this rule applies.

Sleps:

Profile &

Damai...
Demai...
All
All
All

To which ports and protocols does this rule apply?

# Rule Type

@ Program

Protocal type:

@ Protocol and Ports

@ Scope

ICMPwv4

Protocal number: 1=

— O *
Actions
Inbound Rules -
W3 MNewRule..
W Filter by Profile  »
ST Filter by State 3
7 Filter by Group  »

*

St



@& New Inbound Rule Wizard X

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps: What action should be taken when a connection matches the specffied conditions?
@ FRule Type
] Pn:.gram O Allow the connection

This includes connections that are protected with [Psec as well as those are not.

& Protocol and Ports

@ Scope () Allow the connection if it is secure

@ Action This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security

@ Profile Rule node.

& Mame

(@ Block the connection

& New Outbound Rule Wizard >

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps: To which ports and protocols does this nule apply?
@ FRule Type
@ Program
& Protocol and Ports Protocal type: s -
- Protocol number: =
@ Scope
@ Action
Local port: All Ports o
@ Profile
@ Mame
Example: 80, 443, 5000-5010
Remate port: Speciiic Ports w
53

Example: 80, 443, 5000-5010



IP Address >
Specify the |P addresses to match:

() This IP address or subnet;

Examples: 152.168.0.12
192.168.1.0/24
2002:9d3b:1a31:4:208: 74 fe 39:6c43
2002:9d3b:1a31:4:208: 74 fe 35:0/112
() This IP address range:
From:

To:

(®) Predefined set of computers:

Intemet '

Corcs

EN Administrator: Windows PowerShell — O =
PS C:\Users\mhenderson» Get-NetIPInterface IPv4

ifIndex InterfaceAlias AddressFamily NIMtu(Bytes) InterfaceMetric Dhcp

xternal v ] 15 Enabled Connected
Internal v 1 15 Disabled Connected
Loopback Pseudo-Interface 1 v 2949 75 Disabled Connected

[3
P \Users\mhenderson> -NetIPIntert IPv4

ifIndex InterfaceAlias AddressFamily N1Mtu(Bytes) InterfaceMetric

xternal
Internal v ! 15 Disabled Connected
Loopback Pseudo-Interface 1 1 2049 ’ 75 Disabled Connected

EX Administrator: Windows PowerShell — O *
P5 C:\Users\mhenderson> New-HNetRoute 4

NextHop RouteMetric ifMetric

ActiveStore
Persiste...

RouteMetric ifMetric

-+

I

[=]
=

eStore
eStore
esStore
iveStore
eStore
eStore
eStore
eStore
ActiveStore

[a]
DD

8.8
e.e
8.8
8.8
8.8
8.8
e.e
8.8
e.e
17

P00

=




router
router
router

EN Windows PowerShell

PS C:\Users\mhenderson> ping web@l

Pinging web®l.ad.cookbook.packt.com [172.16.97.5] with 32
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 172.16.97.5:
Packets: Sent = 4, Received = 0, Lo

EX Telnet web01

EXN Windows PowerShell

PS C:\Users\mhenderson> Test-NetConnection web@1l

ComputerhName : web@l
RemoteAddress S b P

RemotePort : 80
InterfaceAlias : Ethernet
SourceAddress o e R Ay
TcpTestSucceeded : True




EN Windows PowerShell

53) failed
alled with status: TimedOut

ComputerName : web@1
RemoteAddress : 172.16.97.5

RemotePort : 53
InterfaceAlias : Ethernet
SourceAddress : 172.16.97.51
PingSucceeded : False
PingReplyDetails (RTT) : @& ms
TcpTestSucceeded : False

E¥ Windows PowerShell

PS C:\Users\mhenderson> pathping dc@l

Tracing route to DC@1.ad.cookbook.packt.com [172.16.97.2]
over a maximum of 3@ hops:
@ Cookbook-Win1@.ad.cookbook.packt.com [172.16.97.51]
1 DCel [172.16.97.2]

Computing statistics for 25 seconds...
Source to Here  This Node/Link
Hop RTT Lost/Sent = Pct Lost/Sent = Pct Address
0 Cookbook-Win1@. ad.cookbook.packt.com [172.16.97.51]
0/ 100 0% |
1 Oms 8/ 188 = 0% 8/ 180 = 0% DCe1 [172.16.97.2]

Trace complete.

Windows Firewall Domain: On

Remote management Enabled

Remote Desktop Disabled

MIC Teaming Disabled

MICT Pvd address assigned by DHCP, IPvb enabled

MIC2 Pvd address assigned by DHCP, IPvb enabled
TEAMS ADAPTER

Mew Team | I

Y
Team Status Teaming Mode Load Balanc




-_-@ Metwork Connections

Organize =

o~

3 itermns

Team name:

Internal NIC Team
Member adapters:

Y
InTeam Adapter Speed  State Reason

Ethernet 2 10 Gbps

— O
A -_-@« MNetwork and Internet » Metwork Connections v 0 Search Metwork Connections
B-~
NIC2
Enabled

— II MNICT II Internal NIC Team
*g Enabled ad.cookbook.packt.com

Microsoft Hyper-V Network Adap... @7 Microsoft Hyper-V Network Adap...

EN Administrator: Windows PowerShell

PS C:\Users\mhenderson> Rename-Computer

web@?2

o
2

=0 Microsoft Network Adapter Multi...

Bz =

Windows PowerShell credential request 7 X

Enter your credentials.

User name: | € cookbook\Administrator |

EESS'NDFd: | .--IIOIIIOOIII-lllil |

Cancel

Computer name, domain, and workgroup settings

Computer name: web02
Full computer name: web02.ad.cockbook packt.com
Computer description:

Domain: ad.cookbook.packt.com



Chapter 4: Working with Certificates

& Add Roles and Features Wizard — O >
Select destination server CADY s eomkbot packt com

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ® Select a server from the server pool
(O Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System
DC0.ad.cookbook.packt.com 172.16.97.2 Microsoft Windows Server
DC02.ad.cookbook.packt.com 172.16.97.3 Microsoft Windows Server
CA01.ad.cookb C ( 7.7 Microsoft Win 5
web01.ad.cookbook.packt.com 172.16.97.84 Microsoft Windows Server
g >
4 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown,

[ <Previous || Met> | | instal || cancel
B Add Roles and Features Wizard — O >
- DESTIMATION SERVER
SE|ECt I'C' E SE VlCES CAD1.ad.cookbook packtcom

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description
Server Selection Certification Authority Eol s Aut_hority \‘f“""h
Server Roles [] Certificate Enrollment Policy Web Service Enroliment provides a simple Web

N [] Certificate Enrollment Web Service interface that allows users to

Festures Certification Authority Web Enrollment rails il SRS e T i

AD C5 [] Metwork Device Enrollment Service B LG e (e SR T O <

1 online Responder revacation lists (CRLs), and enroll for
smart card certificates. i

Role Services



e ADCS Conf

iguration — O >
DESTINATION SERVER

R O | e S erv | ces CAOlLad.coockbook.packt.com

Credentials

Role Servic

Select Role Services to configure

1=

Certification Authority

Setup Type
Certification Authority Web Enrollment
CA Type i
) Cnline Responder
Private Key MNetwork Device Enrollment Service
Cryptography Certificate Enrollment Web Service
A Mame Certificate Enrollment Policy Web Service
fiz AD CS Configuration — O X
DESTINATION SERVER
Cryptography for CA CAOad.cookbook.packt.com
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type | RSA#Microsoft Software Key Storage Provider v || Bod8 |
Private Key

Validity Period
Certificate Database

Confirmation

Select the hash algorithm for signing certificates issued by this Ch:

SHA256 a
SHA384 l
SHAS512

SHAT .

[] Allow administrator interaction when the private key is accessed by the CA.



fi AD CS Configuration — O x

DESTINATIOM SERVER
CA N dme CAOl.ad.cookbook.packt.com

Credentials Specify the name of the CA

Raole Services

Setup Type éType a common name to identify this certification authority (CA). This name is added to all
rertificates issued by the CA. Distinguished name suffix values are automatically generated but can
=a e be modified.

Private Key :
Crvot . Common name for this CA:
ryptogra i
—— |Packt Cookbook Root CA |
Validity Pericd fﬂistingu ished name suffix:
Certificate Database | |DC=ad,DC=cookbook DC=packt,DC=com |
Eipy Drevicw of dictinguiched name:
Progress CN=Packt Cookbook Root CA,DC=ad,DC=cookbook DC=packt,DC=|
fiz AD CS Configuration — O X
DESTIMATIOMN SERVER
RE‘SU |t5 CA0l.ad.cookbook.packt.com

The following roles, role services, or features were configured:

(~) Active Directory Certificate Services

Certification Authority Q Configuration succeeded
More about CA Configuration

Certification Authority Web Enrollment 0 Configuration succeeded
More about Web Enrclliment Configuration




e Add Roles and Features Wizard — O x

DESTINATION SERVER

Select role services g

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description
Server selection Certification Authority (CA) is used
Server Roles [] Certificate Enroliment Policy Web Service to issue and manage certificates.

Multiple CAs can be linked to form a

[] Certificate Enroliment Web Service . i
public key infrastructure,

[ Certification Authority Web Enrollment
AD C5 [] Metweork Device Enrallment Service
[] Online Responder

Feziures

Role Services

fi AD CS Configuration — O *
CA Type DESTINATION SERVER
CAD2.ad.cookbook.packt.com
Credentials Specify the type of the CA

Raole Services

When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI} hierarchy. A root CA is at the top of the PKl hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.

Cryptography ) Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Setup Type

Certificate Request
Eruneate REQUES | §) Subordinate CA

Certificate Database Subordinate CAs require an established PKI hierarchy and are authonzed to issue certificates by
the CA above them in the hierarchy.

Confirmation
f AD CS Cenfiguration - O x
CA Name DESTINATION SERVER
CA02.ad.cookbook.packt.com
Credentials Specify the name of the CA

Fole Services

éTypE a common name to identify this certification authority (CA). This name is added to all

o rertificates issued by the CA. Distinguished name suffix values are automatically generated but can
Sl be modified.

Private Kay :

Setup Type

iil;ommc:-n name for this CA:
Cryptography

{ Packt Caokbook Web CA




[ AD S Configuration — O >

Certificate Request DESTINATION SERVER
CAD2.ad.cookbook.packt.com
Credentials Request a certificate from parent CA
Role Services
Setup Type You require a certificate from a parent certification authority (CA) to allow this subordinate CA to
o issue certificates. You can request a certificate from an online CA or you can store your request to
CAType a file to submit to the parent CA.
Private Key
_ ® Send a certificate request to a parent CA:
Cryptography Select:
CA Mame ® CA name
Certificate Request () Computer name
Certificate Datzbase Parent CA: |C.ﬂ.0‘l ad.cookbookpackt.com\Packt Cookbook Root CA || Select.,

ﬁl certsry - [Certification Authority (Local]]
File Action View Help
@3 |

5] Certification Authority (Local) || name

Retarget Certification Authority...
View »
Export List...

Help



fp_;l certsry - [Certification Authority (CANWPackt Cookbook Root CANCertificate Templates] — O

File  Action

View Help

= z(d=H

ff';l Certification Authority (CADT)

W ﬂ;:| Packt Cookbook Root CA
| Revoked Certificates
| Issued Certificates

Mame

)| Directory Email Replication

5 Domain Controller Authentication
] Kerberos Authentication

| Pending Requests
| Failed Requests

& EFs Recovery Agent

| Certificate ] Basic EFS
Manage ontroller
Mew %
View %
Refresh Certification Authority
res
Export List...
Help

E Certificate Templates Console
P

File  Action

= HE= HE

View Help

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recowvery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
= All=
Microsoft Trust List Signing, Encrypting ...

5| Certificate Templates (DCO1.ad.

Template Display Nam?:
& Administrator

& Authenticated Session
1] Basic EFS

& ca Exchange

& CEP Encryption

] Code Signing

Schema Versio

ElComputer

{3 Cross Certification A
& Directory Email Repli
:5] Domain Controller
& Domain Controller A
5] EFs Recovery Agent
& Enrolliment Agent

1

1

1

2

1

1
Duplicate Ternplate I
All Tasks >
Properties
Help

1



Properties of Mew Template x

Subject Name Server lzssuance Reguirements
Superseded Templates Extensions Security
Compatibility General  Request Handling Cryptography — Key Attestation

Template display name:
||F'Sec Cerificate |

Template name:
| |PSecCertficate |

Validity period: Benewal period:

EI weeks -

(®) Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

Comman name -

[ ] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

DMS name

[ ] User principal name (UPN)

[] Service principal name (SPM)

__,HJ certsry - [Certification Authority (CADT\Packt Cookbook Root CANCertificate Ternplates] — O -
File Action View Help
e #H| 6|
__ﬂj Certification Authority (CADT) Mame Intended Purpose
v o p_EthCDDkaDk_R_DDt CA 5 Directory Email Replication Directory Service Email Replication
| Revoked Certificates . - . - .
= | o Carificat ] Domain Controller Authentication Client Authentication, Server Authentic...
- SSUE_ Erificates 5] Kerberos Authentication Client Authentication, Server Authentic...
_| Pending Requests i
—_ H EFs Recovery Agent File Recovery
_| Failed Requests  Basi ) i
et el Basic EF5 Encrypting File System
Manage troller Client Authentication, Server Authentic...
cation
Mew * Certificate Template to Issue cation, Server Authentic...
T 5 Encrypting File System, Secure Email, Cl...
Certification Authority <All=
Refresh Microsoft Trust List Signing, Encrypting ...
Export List...

Help



IPSec Certificate Properties ? x

Subject Name lzsuance Reguirements
General Compatibiity Reguest Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

Group or user Names:

82 Mthenticated Users

a Mark Henderson {mhenderson@cookbook packt.com)
52 Domain Admins (COCOKBOOK \Domain Admins)

£2 Domain Computers (COOKBOOK\Domain Computers)
SR Enterprise Admins (COOKBOOKEnterprise Admins)

Add... Bemove
Pemissions for Domain Computers Dery
Full Cortral ]
Read ]
Wite L]
Erroll ]
Autoenroll ]

This snap-in will always manage certificates for:
() My user accournt
() Service account

(®) Computer account

~| Console Root Object Type

e Iﬁ] Certificates (Local Computer)
| Personal There are no items to show in this view,
| Trusted Find Certificates...
| Enterpri
= Interme All Tasks » Find Certificates...
J_ Trusted View » Request Mew Certificate...
| Untruste )
= Third-P; Mew Window from Here Import..
| Trusted Mew Taskpad View... Advanced Operations S
| Client

| Preview Refresh



Active Directory Enrollment Policy

(] Computer jr}STATUS: Aovailable Details v

|Psec Certificate HI‘J STATUS: fLvailable Details »

[]5how all templates

B | & Microsoft Active Directc 3 l+ ~ _ =] %

&« = O @ (@ ca0l.ad.cookbookpackt.com/certsry/ Yr = 1 =

Microsoft Active Directory Certificate Services -- Packt Cookbook Root CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt messages,
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate
revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL




B <3| EJ Microsoft Active Directc X | + _ O x

& = 0 (ar (i} ca0l.ad.cookbook.packt.com/certsrv/certrgxt.asp ¥ = 1 &

Microsoft Active Directory Certificate Services -- Packt Cockbook Root CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
renewal request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

77777 BEGIN CERTIFICATE REQUEST----- -~
Base-64-encoded |MIICyzCCAbMCAQAwgYUxCzAJBgNVBAYTAKFVMSMw
certificate request [b2tib29rLnBhY2t@LmNvbTEWMBQGATUEBWWNVM1 j

(CMC or CgwWUGFja3QgQ29va2Ivb2sgRXhhbXBsZTELMAKG

PKCS #10 or AkIUMIIBIjANBgkghkiGIw@BAQEFAAOCAQBAMIIB

PKCS #7): NksjRhCy3SwI2kPjjqDgmutIUeuUOH24TI4UwKeHK
< >

Certificate Template:

|Web Server v

Additional Attributes:

Afttributes:
n | Certificate X || ln ! Certificate 4
General  Details | Certification Path General | Detzils | Certification Path
Certification path
Certificate Information [5;] Packt Cookbook Root CA

----- example. cookbook, packt.com

This certificate is intended for the following purpose(s)
# Ensures the identity of a remote computer

Issued to: example.cookbook. padckt.com

Issued by: Packt Cookbook Root CA

View Certificate

Valid from 13/12/2019 to 17/12/2021
Certificate status:

is certificate is OK.

finstal Certificate...] | Issuer Statement |

Lok | [ oc ]




E¥ Administrator: Windows PowerShell - ] X

PS C:\Users\mhenderson> Get-Certificate WebECDH exampleservice.cookbook.packt.com
cert:\LocalMachine\My

Status Certificate

certlm - [Certificates - Local Computer\Personal Certificates] - O X
File Action View Help

e (2@ 4R XE R HE

-_o)J Certificates - Local Computer 4 || |ssyed To Issued By Expiration Date  Intended Purposes Friendly Mame Status C
- P.?rscona.lf. xampleservice.cookbook.packt.com Packt Cookbook Root CA 12/18/2021 Server Authenticati... o
- STELS #2lwebD1.ad.cookbook.packt.com Packt Cookbook Root CA 12/17/2021 Server Authenticati... <None> P

| Trusted Root Certification

~| Enterprise Trust

| Intermediate Certification

| Trusted Publishers

| Untrusted Certificates

“| Third-Party Root Certifica

| Trusted People

| Client Authentication |ssu w
£ > £ >

Personal store contains 2 certificates.

IPSec Certificate Properties ? =
Subject Mame lzsuance Reguirements
General Compatibility Reguest Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

G@roup or uUser Names:

82 Autherticated Users

a Mark Henderson (mhenderson@cookbook packt com)
42 Domain Admins (COOKBOOKDomain Admins)

ER Domain Computers (COOKBOOK Domain Computers)
U2 Enterprize Adming (COOKBOOK \Entemprize Admins)

Add... Bemove
Permissions for Domain Computers Deny
Full Caontrol |
Fead ]
Write D
Enroll ]
Autoenroll |
For special permissions or advanced settings, click Advanced
Advanced. =

ox o | [



5L Group Policy Management
w _‘L\; Forest ad.cockbook.packt.com
v (54 Domains
v 3 ad.cookbook.packt.com

,.J’ Certificate Autoenrollment Policy

s/ Default Domain Pelicy
2| Domain Controllers
2| Office Computers

o Servers

o | Staff

P~

File Action View Help

&= nHEE HE

Certificate Autoenrollment Policy
Scope  Details
Links
Digplay links in this location:

Settings Delegation

ad.cookbook packt.com w

| Name Reselution Policy
= Seripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
3 Account Policies
..'I_j Local Policies
& EventLog
& Restricted Groups
A Systemn Services
& Registry
4 File System
i‘;j Wired Metwork (IEEE 802.3)
| Windows Defender Firewall
~| Network List Manager Policie
;A-[-f Wireless Metwork (IEEE 802.11
" Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Active
| Advanced Audit Policy Confi
wli Policy-based CoS
| Administrative Templates: Policy defi
| Preferences
~ 4l User Configuration

< >

Edit... and OUs are linked to this GPO:
Enforced
Erforced Link Enabl
«~  Link Enabled
No Yes
Save Report...
- O
Certificate Services Client - Auto-Enrollment Properties 7 X
Object Type
- R X Enrollment Policy Configuration
| Encrypting File System
“| Data Protection
" BitLocker Drive Encryption Enroll user and computer certificates automatically
“| BitLocker Drive Encryption Network Unlock
“| Autornatic Certificate Request Settings Configuration Model: Enabled ~

| Trusted Root Certification Authorities

| Enterprise Trust Renew expired certificates, update pending certificates, and remove

N revoked certificates
| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

| Trusted People
fg;J Certificate Services Client - Certificate Enro
7y Certificate Path Validation Settings

i Certificate Services Client - Auto-Enrollme

Update certificates that use certificate templates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

0= %

Additional stores. Use " to separate multiple stores. For example:
"Storel, Store2, Store3”

R e [

41 Certification Authority {CADE.AD.H Narme
w ﬂ::] Packt Coockbook Web CA

Revoked Certifi
lssued Certifica
Pending Reque
Failed Requests

Certificate Tem

All Tasks # Start Service

View 5 Stop Service

Refresh Subrnit new request...
Export List... Back up CA...
Properties Restore CA...

Renew CA Certificate...
Help



Renew CA Certificate
In addition to obtaining a new certfficate for vour cerffication autharty (CA), you also
have the option of generating a new signing key.
You need a new certificate for your CA when:

The lifetime of the cedificates you are cumently issuing is reduced.
You need a new signing key when:
? The signing key is compromised.

You have a program that requires a new signing key to be used with a
new CA cerificate.

The cument cerificate revocation list (CRL)is too big, and you want to
move some of the information to a new CRL.

Do you wart to generate a new public and private key pair? The cryptographic service
provider and hash algorthm settings will be preserved. f the existing key length is less
than 1024 bits, it may be increased.

Cancel

CA Certificate Request >

Select an online CAto send the request

Computer Name: |CM]"I .ad.cookbook packt.com| Browse...

Parert CA: | Packt Cookbook Root CA |

If you want to send the request to an offline CA, click Cancel and send the request file
at C:MCADZ ad cookbook packt.com_Packt Cookbook Web CA(1).req to your parent

CA.
QK | Cancel




5 t—EI] 3 11s Windows Server 4 l_|_ o _ O -

~ — O £y https://revoked.ad.cookbook.packt.com/ g = 1L '

ER Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

I_!EJ certsry - [Certification Autherity (cal2)\Packt Cockbook Web CA\lssued Certificates]

File Action View Help

e zc:zH

ﬁi‘ Certification Autherity (cald) || Request ID Requester Name Binary Certificate Certificatef'llemplate Issued Com
v @l Packt Cookbook Web CA || =1 COOKBOOK\DCO2S - BEGIN CERTl.. Domain Controller A...
g :‘l‘:‘:;eg;‘:f?;:;t“ 5ls COOKBOOK\DCO1S - BEGIN CERTI... Directory Email Repli...
| Pending Requests 7 COOKBOOKNDCO2S  ----- BEGIM CERTL...  Kerberos Authentica...
| Failed Requests i3 COOKBOOKMLDCO2S  ----- BEGIM CERTl... Domain Controller (... DC02.ad.co
| Certificate Templates 4 COOKBOOKNDCOIS - BEGIM CERT... Domain Controller (.. DC0l.ad.co
Ein COOKBOOK\WEBD1S  -——-- BEGIM CERTl... Web Server (WebSer..,
2 COOKBOOK Web Server (WebSer... revoked.ad.
Open
All Tasks ) View Attributes/Extensions...
Refresh Export Binary Data...
Help Revoke Certificate
Certificate Revocation >

Are you sure you want to revoke the selected certfficate(s)?
Specify a reason, date and time.

Beason code:

| Key Compromise o |

Date and Time:
2411272019 @~ || 649 AM |

[ Yes | Mo |




<—EI| B3 s windows Server X | + _ O .

“— ) M & httpsy//revoked.ad.cookbook.packt.com/ ¥ = L

This site is not secure

This might mean that someone’s trying to foal you
or steal any info you send to the server. You should
close this site immediately.

B Go to your Start page
Details

This website's security certificate has been revoked,
s0 you can't go there at this time.

Error Code:
ERROR_INTERNET _SEC CERT_REVOKED

Issuer: CN=Packt Cookbook Web CA, DC=ad, DC=cookbook, DC=packt, DC=com
NotBefore: 24/12/2019 6:26 AM

NotAfter: 19/12/2021 7:53 AM

Subject: CN=revoked.ad.cookbook.packt.com

Serial:

Template: WebServer

Cert: bb3cb®31c7a81bd8175c36d8b9fd52758a03e78e
The certificate is revoked. ©x808092010 (-2146885616 CRYPT_E_REVOKED)

Certificate is REVOKED
Leaft certificate is REVOKED (Reason=1)
CertUtil: -verify command completed successfully.




Chapter 5: Internet Information Services

1 Volume Activation Services VolumeActivation
1 Web Server (I1I5) Web-5erver
[ 1 web Serwver Web-wWebServer
[ ] Common HTTP Features Web-Common-Http
[ Default Document Web-Default-Doc

Directory Browsing Web-Dir-Br

HTTP Errors Web-Http-Errors

Static Content Web-5tatic-Content

HTTP Redirection Web-Http-Redirect

WebDaV Publishing Web-DAV-Publishing
ealth and Diagnostics Web-Health

EN¥ Administrator: Windows PowerShell
PS C:\> Install-WindowsFeature Web-Server,Web-Common-Http,Web-Mgmt-Console

Start 'Instaﬂatic:n. ..

24%
[oooo0000000000000000

4 [H] Web Server (II5) (7 of 43 installed)
4 m]
b [m] Common HTTP Features {4 of 6 installed)
b [m] Health and Diagnostics (1 of & installed)
b [m] Performance (1 of 2 installed)
b [ Security (1 of 9 installed)



G%‘ Sites

Filter: - Go ~ \gq Show All | Group by: No Grouping
Mame * 0 Status Binding
E\ﬁ.Default Web Site 1 Started (ht... ™80 (http), 443 (https)
& Add Website...
Set Website Defaults...
Bindings...

D Basic Settings...

) Explore

Edit Permissions...
¥ Remove

Rename

View Applications

View Virtual Directories

| Manage Website ] | =~ PRestart
& Start
#) Help .
| @ Stop
Browse *:80 (http)
Browse *:443 (https)
BE -
Home Share Wiew
= w » This PC » Local Disk (C:) » inetpub » MNewWebsite
Mame Date modified Type
#F Quick access
@ default 12/26/2019 1:26 AM  HTML Document
I Desktop
4 Downloads EX Administrator: Windows PowerShell
| Documents PS5 C:h\inetpub\Newkebsite> New-Item default.htm

& Pictures

Directory: C:\inetpubiNewkebsite

[ This PC

¥ Network Mode LastWriteTime Length Name




Site name:

| MewWebsite

Content Directory
Physical path:

| CAinetpubl\NewWebsite

Pass-through authentication

Connect as...

Test Settings...
Binding
Type: IP address: Port:
http | [All Unassigned v| |E'D |
Host name:

Exarnple: www.contoso.com or marketing.contoso.com

B j B web02.ad.cookbook.pac % l-|— N

< - 0O @

Congratulations, vou are viewing our new website!

(v | web02.ad.cookbook.packt.com/

W

qg! Sites

Filter: - Go - % Show All | Group by:
Marme ] Status Binding
(& NewWebsite 2 Storted (ht.. 80 (http)
&  AddWebsite...
Set Website Defaults..,
| Bindings...
B Basic Settings...

Select...



5 c—EII B can't reach this page X l—l— N — O

&< - O m (0 | web02.ad.cookbook.packt.com/ I = 1 =

Hmmm...can't reach this page
o) Try this

= Make sure you've got the right web
address:

http://web02.ad.cookbook.packt.com

i—EIl ] web02.ad.cookbook.pat l-|- N _ O
< —- 0O m (i)  web02.ad.cookbook packt.com:21 ¢ = 1 e

Congratulations, vou are viewing our new website!

v:;' i::EP;&:DGMAIN\administ Filter: i} - Go - % Show All | Group by:
-2} Application Pools MName ID Status Binding
- 8] Sites ‘&l New\Website 2 Started (ht... *:80 (http)
& AddWebsite..,
Set Website Defaults...
| Bindings...
B Basic Settings...




< —- O M

Add Site Binding

Type P address: Port:
https » | |All Unassigned v| |443
Host names;
] Require Server Mame Indication

] Disable HTTR/2

[] Disable OCSP Stapling

55L certificate:

web(2.ad.cookbook.packt.com e Select...

Ok

Cancel

i i—EI] & web02.ad.cookbook.pac % [—l— e

Congratulations, vou are viewing our new website!

& | httpsy//web02.ad.cookbook.packt

W

= L




EN Administrator: Windows PowerShell

PS5 C:\Users\mhenderson> dir Cert:\LocalMachine\My\

PSParentPath: Microsoft.PowerShell.Security\Certificate::LocalMachine\My

Thumbprint

rs\mhender
s \mhender

rs\mhenderson
~s\mhenderson>

protocol bindingInformation sslFlags

Subject

ding.AddSslCertificate(

ﬁgl WEB2 Home

Filter:

- W Go - (g Show All

Group by: Area

4
&2l
4

& 9

Authentic... Compression

0

e

Logging  MIME Types
Management
5 &
Configurat... Feature
Editor Delegation

@

Default

Directory
Docurmnent  Browsing
) s
-
Modules Output

Caching

Shared

Configurat...

4 &

Error Pages Handler HTTP
Mappings Respon..

o BRE=T %

<= Lag* &ty

Request | Server Worker
Filtering : Certificates | Processes




Request Certificate ? >

I Distinguished Mame Properties

giF

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations,

Common name:; |semice.e:cample.cnm |
Organization: [Packt Cookbook |
Organizational unit: |We|:| |
City/locality [Birmingham |
State/province: |West Midlands |
Country/region: |GE A

Request Certificate ? X

| I Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:
Microsoft RSA SChannel Cryptographic Provider -
Eit length:

2043 w




Request Certificate

[ File Name

g’

Specify the file name for the certificate request. This infermation can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

ChUsershmhbenderson\Documents\example-csrbd

Complete Certificate Request

1l Specify Certificate Authority Response

g

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response,

File name containing the certification authority's response:

| ChUsers\mhendersen\Documents\example.cer

Friendly name:

|Example 2019 Certificate

Select a certificate store for the new certificate:

Personal v

Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folden

| Chinetpubiwin-acme Browse...

Show extracted files when complete




4|

Home

A

T

3 Quick access
[ Desktop
4 Dewnleads
=| Documents
= Pictures

Sitel
& This PC

oF Metwork

Manage

Share View Application Tools

» ThisPC » Local Disk (C:) » inetpub » win-acme »

#

Date moedified

Mame

Scripts
| public_suffix_list.dat
| settings,json
| settings_default.json
=| wersion

wacs
=] Web_Config

Type

File folder

DAT File

JSOM File
JSOM File

Text Document
Application

XML Document

Size

211 KB
2KB
2KB
1 KB

44054 KB
I KB

Chinetpub\win-acme\wacs.exe

INFO
INFO
INFO
INFO
WARN
INFO

A simple Windows
Software version
115 version 18.8
Running with administrator credentials
Scheduled task not configured yet
Please report issues at

imple for

ion

=

ull op

flos I o I RV == I

thub.c

UNPLUGGABLE)




Cihinetpub\win-acme’

INFO] Running in mode:

Please select which website(s) should be scanned for host names. You may
input one or more site identifiers (comma separated) to filter by those
sites, or alternatively leave the input empty to scan *all* websites.

: LetsEncrypt Test (1 binding)
: Sitel (1 binding)
: Site2 (1 binding)
: Site3 (1 binding)
: Site4 (1 binding)

1: packt-le [ (Site 6)

You may either choose to include all listed bindings as host names in your
certificate, or apply an additional filter. Different types of filters are
available.

Pick specific bindings from the list
Pick bindings based on a search pattern
Pick *all* bindings

(Site &)

(y*/n) o

publwin-acme'

Authorize identifier: packt-le
Authorizing packt-le il using http-01 validation (SelfHosting)
Authorization result: valid
Requesting certificate [IIS] site 6 (any host)
Store with CertificateStore...
Installing certificate in the certificate store
Adding certificate [IIS] site 6 (any host) 20208/1/8 ©:20:19 to store WebHosting
Installing with IIS...
Adding new https binding *:443:packt-1le
Committing 1 https binding changes to IIS
Adding Task Scheduler entry with the following settings
Name win-acme renew (acme-ve2.api.letsencrypt.org)
Path C:\inetpub\win-acme
Command wacs.exe --renew --baseuri "https://acme-vO2.api.letsencrypt.org/"
Start at
Time 1limit
Adding renewal for [IIS] site 6 (any host)
Next renewal scheduled at 2626/3/3 ©:206:24




- i T

< - O & | httpsy/packt-le=mmmm my

Thus site 1s for testing Let's Encrypt functionality for the Packt Windows Server Cookbook

w ¥ L e

Certificate Information -

~ DST Root CA X3

~ Let's Encrypt Authority X3

—— | packt-le-fesi STy
Q— Valid Certificate ()

% Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for
S5L.

Import...

Create Certificate Request...
Complete Certificate Request...

Filter: + W Go - (&Show All | Group by: Mo Grouping v Create Domain Certificate...
Name Issued To lssued By Expir Create Self-Signed Certificate...
Packt Cookbook Root CA 1218 e
web0l.ad.cookbook.packt.com  Packt Cookbook Root CA 12117 Export...
il Import... K Remove

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

View...

| Export...
XK Remove

Enable Autornatic Rebind of Renewed Certificate

o Help

Enable Automatic Rebind of
Renewed Certificate

o Help




-
>

Export Certificate

Export to:

|C:EUsers‘-‘mhendErsnn‘aDDwnIDads‘aexample.pfx |

Password:

Confirm password:

QK Cancel

wd
>

Import Certificate

Certificate file (.pfx):

|C:‘-LUsers‘amhendersnn\annIuads\E}cample.pf’x |

Password:

Select Certificate Store:

Personal R

Allow this certificate to be exported

QK Cancel

valid from 12/18/201% to 12/17/2021

']? You have a private key that corresponds to this certificate.

¥ Administrator: Windows PowerShell — m} X

PS C:\Users\mhenderson> Get-Ttem Cert:\LocalMachine\My\39B9CC61BD1C6577C31CEBCO58507796D88F55CE | Export-PfxCertificate [@
port.pfx (Read-Host )

Password: =xskxxEs

Directory: C:\Users\mhenderson

LastWriteTime Length Name

2841 export.pfx




Q'i! Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for
SsL.

Import...

Create Certificate Request...
Complete Certificate Request...

Filter: - W Go ~ % Show All ' Group by: Mo Grouping - Create Domain Certificate...
Mame lzsued To lssued By Expirz Create Self-Signed Certificate...
Packt Cookbook Root CA 12/18 Enable Automnatic Rebind of
web01.ad.cookbook.packt.com  Packt Cookbook Root CA 12417 Renewed Certificate
@ Help
Tz_lsk Scheduler (Loca.lljl ~ Name Status  Triggers =
~ [ Task Scheduler Library )
v 5] Microsoft (5 AikCertEnrollTask Ready Custom Trigger
v [ Windows % CryptoPolicyTask Ready Custom Trigger
5] .NET Framework (& 115-AutoCertRebind Ready On event - Log: Microsoft-Windows-CertificateServices
] Active Directory Rights Managernent (B KeyPreGenTask Ready Multiple triggers defined
[7] ApplD (5 SysternTask Ready Multiple triggers defined
] Application Experience (5 UserTask Ready Multiple triggers defined o
[ ApplicationData < >
] AppxDeploymentClient
] Autochk General Triggers Actions Conditions Settings History
[ Bitlocker Name: I1S-AutoCertRebind ~
] Bluetooth
| Brokerinfrastructure Location: \Microsoft\Windows\CertificateServicesClient
1 CertificateServicesClient Author:
] Chkdsk
| = | inetpub
Home Share Wiew

e D & » ThisPC » Local Disk(C:) » inetpub 3
Mame
7 Quick access
custerr
B Desktop -+ .
history
‘ Downloads -
logs
Documents 4 Sited
[&| Pictures 4 Site2
Sited
[ This PC e
o Sited
|_jr Metwork temp
wwwroot

Date modified

10/26/2019 5:20 AM
12/23/201910:38 ...
12/23/201910:37 ...
1/4/2020 716 PM
1/4/2020 717 PM
1/4/2020 717 PM
1/4/2020 717 PM
10/25/2079 11:53 ...
10/26/2019 5:20 AM



Site name: App

Sited | |sitea Select...
Content Directory
Physical path:
| Chinetpub\Sited
Pass-through authentication
Connect as... Test Settings...
Binding
Type: IP address: Port:
http ~ | |All Unassigned v| |B-'1 |
Host narme:
Exarnple: www.contoso.com or marketing.contoso.com
Q_Ej Internet Information Services (115) Manager
& S @ » WEBD1 » Sites »
File  View Help
Connections
o @ sites
@-d|A |8 §'
- Start Page - .
i Filter: - Go - Show All | Group by: Mo G -
v €3 WEB01 (COOKBOOK\mhends G il o Srotiping
2 Application Pools Name D Status Binding Path
. @ Sites @ Default Web Site 1 Started (ht.. ™80 (http), 443 (https) 2eSystemDrivetinetpubhwwwroot
& Default Web Site & site 2 Started (ht.. ™81 (http) Chinetpub’\Sitel
- Sitel & site2 3 Started (ht.. ™82 (http) Cihinetpubh\Site2
> A Site2 & site3 4 Started (ht.. ™83 (http) C\inetpubSite
> D Site3 & sited 5 Started (ht..  *:24 (hitp) Cihinetpub\Sited
& sited




EN Administrator Windows PowerShell

PS C:\Users\mhenderson> Get-NetIPAddress | Format-Table

ifIndex IPAddres PrefixLength

@f5:1477:7701%17

172.16.97.23
172.16.97.22
172.16.97.21
127.8.8.1
Edit Site Binding ? >
Type: IP address: Port:
httr_‘; i 0 d W |B|:| |
All Unassigned
Host name: 172.16.97.24
172.16.97.23
172.16.97.22
Example: www.contosoRFrRTR Tiea

Mame Type Data
Elsite1 Host (4) 172.16.97.21
Elsite2 Host (4) 172.16.97.22
Elsite3 Host (4) 172.16.97.23
Elsites Host (4) 172.16.97.24
Edit Site Binding ? *
Iype P address: Port:
hitp |All Unassigned ~| |80 |

Host names;

miysitel.ad.cookbook.packt.com| |

Exarnple: www.contoso.com or marketing.contoso.com




5 <—EI| & sitel.ad.cookbook.pack | 4+

“—  — 0 (i1 | sitel.ad.cookbook.packt.com/

This 15 from sitel ad cookbook packt com

*—EI| B site2.ad.cookbook.pack | +

~ = 0O M (i1 | site2.ad.cookbook.packt.com/

This is from site2 ad.cookbook packt.com

3=

8



Chapter 6: Remote Access

Select the role services to install for Remote Access

Role services

DirectAccess and VPN (RAS
[] Routing
[ ] Web Application Proxy

B Remote Access Management Console

]il’j Configuration Remote Access Setup

.
-

DirectAccess and VPN

] Configure Remote Access, including DirectAccess and VPN,

I l Configure Remote Access
DirectAccess & VPN settings have not yet been configured. Select one of the wizard options.

“ Run the Getting Started Wizard

Use this wirard to configure Directaccess and VPN quickly, with default recormmended settings.

< Run the Remote Access Setup Wizard

Use this wirard to configure DirectAccess and VPN with customn settings.

& Group Policy Management -
&, Group Policy Manag O *
|5 File Action  View Window Help - 8 %
e nmea|Xd HE
& Group Policy Management DirectAccess Server Settings
orest ad, packh cope  Details Settings  Delegation  Status
W _i\_ F;;T;t ad.cnokbunk packt.com g Details S Del 5
v omains
v F3 ad.cockbook packt.com Links
i Certificate Autoenrallment Policy Display links in this location: ad cookbook packt.com ~
E=ﬁ,r Default Domain Policy The following sites, domains, and OUs are linked to this GPO:
2| Domain Controllers =
57 Office Computers Location Enforced Link Enabled Path
2| Servers
o | Staff
~ [ 5t Group Pelicy Objects s ¥
\£[ Certificate Autoenrollment Policy ty Filteri
\=[ Default Demain Controllers Policy ¥ hitenng
1=/ Default Domain Policy The gettings in this GPO can only apply to the following groups, users, and computers:
(=] DirectAccess Server Settings Mame
= WMI Filters 2 Authenticated Users
5] Starter GPOs




=/ Default Domain Controllers Policy y Filtering
EJ Default Domain Policy The gettings in this GPC can only apply to the following groups, users, and computers:
\=| DirectAccess Server Settings Name -
> [ WMIFilters {ARAD1S (COOKBOOK'\RADTS)
» L] Starter GPOs
> & Sites
sei Group Policy Medeling Add... Remove Properties
w (3] Servers
5 2| Database
5 2| Rernote Acce
5 3] Web Server Create a GPO in this domain, and Link it here...
» (2] Staff Link an Existing GPO...
', Group Policy Management ~ || DirectAccess Client Settings
v _ﬁ F?rest: ad:cookbook.packt.com Scope Detals Seftings Delegation
v 55 Domains .
v 35'3 ad.cockbook.packt.com Links
) Certificate Autoenrollment Policy Display links in this location: ad cookbook packt com w
@i Default Domain Policy The following sites, domains, and OlUs are linked to this GPO:
» 12| Domain Controllers -
+ (&1 Office Computers Location Enforced Link Enabled Path
w 4| Laptops (=1 Laptops Ne Yes ad.cookbook packt.com/
= DirectAccess Client Settings
v |2 Servers < v

wv (3] Staff
» |3 Executives
» 2] Marketing

Security Rltering
The settings in this GPO can only apply to the following groups, users, and computers:

» 2] Sales Name -
> [2] Sysadmins 2 DirsctAccess Enabled Computers (COOKBODK\DirectAccess Enabled Computers)

~ [ 5 Group Policy Objects
E[ Certificate Autoenrellment Policy

\=[ Default Domain Contrellers Policy Add oo Properties




Windows Security

Remote Access Setup

Select a certificate.

Packt Cookbook Root CA
Issuer: Packt Cookbook Root CA
Valid From: 12/15/2019 to 12/15/2029

Click here to view certificate properties

Mare choices

(0] 4 Cancel

2% Remote Access Setup

MNetwork Topology
Metwork Adapters
Prefix Configuration

Authentication

VPN Configuration

‘ Remote Access Server Setup
Configure DirectAccess and VPN settings.

Specify how DirectAccess clients authenticate. If computer certificates are not used for

authentication, DirectAccess acts as a Kerberos proxy on behalf of the client. Enable support for
Windows 7 clients.

User Authentication
(@) Active Directory credentials (username/password)

(O) Two-factor authentication (smart card or one-time password (OTP))
Use OTP
Use computer certificates

Select the root or intermediate certification authority (CA) that issues the certificates,
[] Use an intermediate certificate

|CN:Paclct Cookbook Reot CA, DC=ad, DC=cookbook, DC=packt, DC:CD|| [ Browse...

[] Enable Windows 7 client computers to connect via DirectAccess

< Back Mext = Einish

Cancel




Home Share View

“— v » ThisPC » Local Disk (C:) » inetpub » NLS
Name Date modified Type Size
7 Quick access
aDefauIt 1/21/2020 12:02 AM - HTML Docurment KB
[ Desktop —
* Downloads _| Default - Notepad
@Documents File Edit Format View Help
b rfhis is the NLS website used by DirectAccess. Please do not delete or modify me!
| Pictures

Active Directory Enrollment Policy
[ Computer 1) STATUS: Available Details v

Custom Web Server 1) STATUS: Available Details v

¥ More information is required to enroll for this certificate. Click here to configure settings.

[ D& Cert 1) STATUS: Available Details v
[]IPsec Certificate 1) STATUS: Available Details v
Certificate Properties x

/A% Subject General Extensions Private Key Certification Authority

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CM=nls.ad.cockbook.packt.co
Common name v SR

Value:

ake < Remove




Add Website
Site name: Application poo
INLS | NS Select...
Content Directory
Bhysical path:
| Chinetpub\NLS
Pass-through authentication
Connect as... Test Settings...
Binding

Typ= IP address: Port:

https v | [10.16.97.3 v | |a3

Host names:
] Require Server Mame Indication
[] Disable HTTR/2
[] Disable OCSP Stapling

S5L certificate:

nls.ad.cookbook.packt.com e Select... View..

Start Website immediately
Ok Cancel
- -
Remote Access Multisite Deployment ~
Server Enable Multisite
~

Define configuration and Load Balanced Cluster

network settings for the
Remote Access server,

Enable Load Balancing




£ Enable Load Balancing

External Dedicated IP Addresses

Before You Begin Configure dedicated IP addresses (DIPs) for the server external adapter. With load balancing
enabled, the current pnmary DIPs of the network adapters will be used as the virtual IP

Load Balanding Method
addresses (VIPs) for the load balanced cluster.

External DIPs

Internal DIPs IPv4 address: [203.0.113.12

Example: 203.0.113.18

Subnet mask: |;_55.255.255.n

Example: 255.255.0.0

% Enable Load Balancing

Internal Dedicated IP Addresses

Before You Begin Configure dedicated IP addresses (DIPs) for the server internal adapter. With load balancing
enabled, the current primary DIPs of the network adapters will be used as the virtual IP

Load Balancing Method
addresses (VIPs) for the load balanced cluster.

External DIPs
Internal DIPs IPv4 address: ‘1?2.15.9?.3
Summary Example: 10.0.0.18

Subnet mask: ‘255.255.255.:}

Example: 255.255.0.0

Load Balanced Cluster ~

Configure Load Balancing 5...

Add or Remove Servers

Disable Load Balancing




!_3‘,5' Add a Server h:4

Network Adapters

Selact Server Select the network adapters that connect to the external and internal network.

Metwork Location Server External adapter: Internal adapter:
| External - | | Internal “
203.0.113.13 Details 172.16.97.19 Details

Select the certificate used to authenticate IP-HTTPS connections.
Use a self-signed certificate

‘CN:da.cuukbuu-k.pacl:t.com ‘ | Browse...

Eﬁ Add or Remove Servers ol

Add or Remove Servers

Add or remove servers from a load balanced cluster. The cluster must contain at least one server.

Server Name External Adapter Internal Adapter  WPN Static Pool
RAD2.AD.COOKBOOK.PACKT.COM  External Internal 1721697171 - 172,16.97.190
RADT.AD.COOKBOOK.PACKT.COM  External Internal 172.16.97.150 - 172,16.97.169

VPN ~

Cpen RRAS Management

Enable VPN

Enable Site-to-5Site VPN



IP Address Assignment  Authentication
Address assignment method:

(O Assign addresses automatically
With this option enabled, addresses are assigned by a DHCP server.

(®) Assign addresses from a static address pool

Add IP address ranges to the static pool. Addresses are assigned from the first range before
continuing to the next.

From To Murmber

10.0.1.1 10.0.1.254 254

(4]

Step 2

s B!
Remote Access

Server

Define configuration and
network settings for the
Remote Access server,

Edit...

Select the certificate used to authenticate IP-HTTPS connections:
[ ] Use a self-signed certificate created automatically by DirectAccess

|CN:directaccess. | | Browse...

Some configuration changes have not been applied. Click Finish to apply the

changes. Finizh...




Connection Details

Connect Using

Total Bytes In

Total Bytes Out
Connection start

Authenticahio
ISP Address

n

DirectAccess

201608

311496

6/10/2016 12:52:43 PM

Machine Certificate, User Nt

<]

El

Access Details

©

Protocol
B
6
17

Port
a0

445
389

IP Address
192.168.250.45
192.168.250.18
192.168.250.2

Protocol/Tunnel

Duration  Server

oo |

IPHttps
IPHttps

(<[ f<]= <]

[<]

User Name

Host Mame

ISP Address
Protocol/Tunnel
Duration

IPvd Address

IPvE Address

Type

Server

Total Bytes

Total Bytes In

Total Bytes Out
Connection Start Time
Health Status
Authentication Method
Activity Status

Rate




Confi i .
B Contration Remote Access Reporting
DirectAccess and VPN

[E Dashboard

a Inbox accounting must be configured before reporting can be used.

5 Operations Status

! Remote Client Status

'& Configure Accounting

Configure settings for Remote Access accounting.

Select Accounting Method

[] Use RADIUS accounting
Select this setting to store logs and generate reports using a lecal or remote RADIUS server.

Use inbox accounting
Select this setting to store logs using the Windows Internal Database (WID) and generate

reports on this server,

Configure Accounting Settings

Accounting method: | Inbox accounting

Store accounting logs for last |12 E| | months ¥




Chapter 7: Remote Desktop Services

= Add Roles and Features Wizard

Select installation type

Before You Begin

Deployment Typs

- d X

DESTINATION SERVER
Mo servers are selected.

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

O Role-based or feature-based installation
Configure a single server by adding roles, rele services, and features.

(®)! Remote Desktop Services installation
Install required role services for Virtual Desktep Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

F’a Add Roles and Features Wizard

Select deployment scenario

Before You Begin

Installation Type

Deployment T

Deployment Scenario

Role Services

RD Connection Broker

RO Web Access

— d et

DESTINATIOMN SERVER
Standard deployment selected

Remote Desktop Services can be configured to allow users to connect to virtual desktops, RemoteApp
programs, and session-based desktops.
) Virtual machine-based desktop deployment
Virtual machine-based desktop deployment allows users to connect to virtual desktop collections
that include published RemoteApp programs and virtual desktops.
®) Session-based desktop deployment

Session-based desktop deployment allows users to connect to session collections that include
published RemoteApp programs and sessicn-based desktops.

Fh Add Roles and Features Wizard

Specify RD Connection Broker server

Before You Begin
Installation Type
Deployment Type
Deployment Scenario

Role Services

RD Connection Brok

RD Web Access
RD Session Host

Confirmation

— d x

DESTINATIOM SERVER
Standard deployment selected

Select the servers from the server pool on which to install the RD Connection Broker role service.

Selected
Computer
Filter: |
4 AD.COOKBOOK.PACKT.CO
Name IP Address Operating RDS01

RDS501.ad.cookbook,




&= Add Reles and Features Wizard — O >

DESTINATION SERVER

Confirm selections e ]

To complete the installation, you must restart the RD Session Host servers. After installation is complete

Before You Begin :
on the remote computers, the local computer will be restarted.

Installation Type

Deployment Type RD Connection Broker (1 server selected)
Deployment Scenario RDS01.ad.cookbookpackt.com

Role Services RD Web Access (1 server selected)

RD Connection Broker RDS501.ad.cookbook,packt.com

RD Web Access RD Session Host (1 server selected)

AD session Fost 1. The following servers may restart after the role service is installed.

Confirm

RDS01.ad.cookbook.packt.com

B FEJ 9 RD Web Access X l-l— v — (m] X

&< - O m A Certificate error | https://rds01.ad.cookbook.packt.com/RDWeb/Pages/en-US/login.aspx?ReturnUrl=/F prg = 1 e

| Work Resources

?;/' RemoteApp and Desktop Connection

Domain\user name: I

Password: I

Security

Warning: By logging in to this web page, you confirm
that this computer complies with your organization’s
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again,

Windows Server*2019




2 Add roles and features

3 Add other servers to manage

4 Create a server group

@ DEPLOYMENT OVERVIEW

RD Connection Broker server: RDS01.ad.cookbook.packt.com

Managed as : COOKBOOK\mhenderson

&

RD Web Access
|

® ®

RD Gateway RD Licensing

RD Connection Broker

RD Virtualization Host

RD Session Host

Session-based desktop deployment

e Add RD Session Host servers

o Create session collections



Fh Add RD Session Host Servers

Select a server

This wizard allows you to add RD Session Host servers to your deployment. Select the servers on

which to install the RD Session Host role service.

Confirmation
Computer
Filter: |
4 ADCOOKBOOK.PACKT.CO

Name IP Address RDS02
DCOl.ad.cookbook packt.. 172.16.97.2
CADZ.ad.cookbook.packt.. 172.16.97.50
DC02.ad.cookbook.packt.. 172.16.97.3
CAD.ad.cookbook.packt.. 172.16.97.7
web(1.ad.cookbook.pac...
webld.ad.cookbookpac..  172.16.97.62
RD502.ad.cookbook, 172.16.97.53

[E1 Programs

= * “ @ » Control Panel » Programs »

Control Panel Home

System and Security
MNetwork and Internet
Hardware

* Programs

Uzer Accounts

F:T
[—y

Uninstall a program

=~ Programs and Features

E;‘ Turn Windows features on or off | View installed updates

Fun programs made for previous versions of Windows | How to install a program

F

B

Default Programs
Change default settings for media or devices

Install Application on Remote Desktop...




Run Installation Program ot

If this is the comect installation program, click Mext. To start
the automatic search again, click Back. To manually
search for the installation program, click Browse.

Open:
|DWI‘||DEE|S"-."I.|"SCDE|E Setup-wbd-1.41.1 exe Browse...

Finish &dmin Install *
When the installation has ended (successfully or not),
please click the Finish button orthe Cancel button. DO
MOT CLICK THE BUTTONS BEFORE INSTALLATION
HAS ENDED!

< Back Cancel

EN Administrator: Windows PowerShell

PS C:\Users\mhenderson> change user /install
User session is ready to install applications.

PS C:\Users\mhenderson> _




EX Administrator: Windows PowerShell

PS C:\Users\mhenderson> change user /execute
User session is ready to execute applications.

PS C:\Users\mhenderson>»

Fﬁ Server Manager

@ ¥ Server Manager » Remote Desktop Services * Collections * My RDSH Se

PROPERTIES

ﬁ Overview D Properties of the collection

ii Servers Collection Type Session | Edit Properties |
E= Collections Resources Remote Desktop

[H] User Group COOKBOOK\Domain Users

My RDSH Servers

ealeR
i

g

REMOTEAPP PROGRAMS



f&= My RDSH Servers Properties

Session Collection

Show All
General +
User Groups +
Session +
Security +
Load Balancing +

Client Settings

User Profile Disks  +

Configure client settings

You can specify devices and resources on the client device that can be accessed when a

user connects to a session-based desktop.

Enable redirection for the following:
Audio and video playback
Audio recording

Smart cards

Plug and play devices

[] Drives

[] cClipboard

Printers

[T Allow client printer redirection

+| Use the client default printing device
+| Use the Remote Desktop Easy Print print driver first

Monitors

Maximum number of redirected monitors:

ok || Cancel || apply |

Show the desktop

Task Manager

Lock the taskbar

Properties




15 Task Manager
File Options VYiew

Processes Performance Users Details Services

- 53% 06%
User Status CPU Mermaory
jkrause (15) K
Session
administrator (17) )
Client name
" Status
~  CPU
~  Memory
15 Task Manage — O X
File Options VYiew
Processes Performance Users Details  Services
- 64% 03%
User ID | Status CPU Memory
» ujkrausel[?_"l]] 3 9.1% 121.1 MBE
n administrator (20) 1 3.3% 723 MB

E}’; Remote Desktop Connection

Connecting to:
RDS1

Fewer details Disconnect Sign out



Support & Downloads

MFC-J&25DW

¥ Mot your product?

Downloads [ +]
FAQs & Troubleshooting [ +]
Manuals L+

Consumables & Accessories O
Supported OS [ +]

Specification [+ ]

United States(English)

» Change Country (Language)

%  Drivers
W

Title

MFC-J&625DW
Downloads

I Select Your Operating System (OS)

STEP 1: Select OS Family

® Windows 2 Mac O Linux

STEP 2. Select OS Version

) Windows® 10 (32-hit)
® Windows® 10 (64-bit)
© Windows® 8.1 (32-bit)
) Windows® 8.1 (64-bit)
) Windows® 8 (32-bit)
) Windows® 8 (64-bit)
2 Windows® RT

© Windows® T (32-bit)
) Windows® 7 (64-bit)

O Windows Vista® (32-hit)

) Mobile

2 Windows Vista® (64-bit)

) Windows® XP (32-hit)

) windows® XP (64-bit)

0 Windows Server® 2012 R2 (64-bit)
) Windows Server® 2012 (64-hit)

) windows Server® 2008 R2 (64-bit)
0 windows Server@ 2008 (32-bit)

) Windows Server® 2008 (G4-hit)

O Windows Server® 2003 (32-hit)

) Windows Server® 2003 (64-hit)

e How to identify your Operating System (0S)

Description

Felease Date

Printer Driver & Scanner Driver
for Local Connection

Add Printer Wizard Driver

This download only includes the printer and
scanner (WIA andior TWAIM) drivers,
_.maore

This download only includes the printer
drivers and is for users who are familiar with
_.maore

Size
(Version)
11/28/2012 23.04
(D1) MB
11/28/2012 23.04
(1.11) MB



&« Settings - [m}

@ Home Printers & scanners
i - o . Find and manage devices
ind a setting s Add printers & scanners

If you've installed a new printer or

e _ scanner, but can't get it to work, try

+ Add a printer or scanner searching the Internet for device

drivers.

Ef Bluetooth & other devices Get help with your printer

Printers & scanners

I Iﬂ] Printers & scanners .
Ig] Fax (redirected 3) Related settings

0 Mouse Print server properties
| | Locate File *
Loak in: | 64 v| @ 1" ® [~
l Marne Date modified Type
_ amd6d 6/14/2016 427 AM  File folde
ST EEEIES X36 6/14/2016 428 AM  File folde
- B brimilla T/53/20N2 6:28 AM Setup Inf
42| brpoilla 913/20121215 AM  Setup Inf
Desktop 1| BRPRIB1A T/4/2012 %11 AM Setup Inf
[ |
Libraries
This PC
‘ < >
Metwork
File name: brimi11a e | | Open

Files of type: Setup Information (*inf) Cancel



Printers

Brother DCP-J540M Printer

[=" Brother DCP-J725DW Printer
Brother DCP-J725MN Printer
Brother DCP-J740M Printer

W
This driver is digitally signed. Windows Update Have Disk...
Tell me why driver signing is important
<Back |[ Net> | | Caneel
= Print Server Properties et
Forms Ports ~ Drivers  Securty Advanced
a RDS1
Installed printer drivers:

Mame Processor Type

Brother DCP-J7250W Printer Type 3 - User Mode

Microsoft enhanced Point and Pri... x84 Type 3 - User Mode

Microsoft enhanced Point and Pri... x26 Type 3 - User Mode

Microsoft Print To PDF xbd Type 4 - User Mode

Microsoft XP5 Document Writer vd  xB4 Type 4 - User Mode

Remote Desktop Easy Print xbd Type 3 - User Mode
HOST SERVERS

Last refreshed on 3/02/2020 3:20:16 AM | All servers | 2 total

RDS502

RD Session Host

Filter jo - -
Server Name  Type Virtual Desktops  Allow New Connections
RDS01 RD Session Host  MN/A True

Do not allow new connections




HOST 5

ERVERS

Last refreshed on 3/02/2020 3:22:07 AM | All servers | 2 total

RDS02

Filter o - -
Server Name  Type Virtual Desktops  Allow New Connections
RDS0 RD Session Host  MN/A True

RD Session Host N/A

Allow new connections

REMOTEAPP PROGRAMS

Published RemoteApp programs | 0 total TASKS *

Remote Desktop is published for the users of the collection.

Publizh Remotedpp programs

Publishing RemoteApp programs will unpublish the Remote Deskiop.

f& Publish RemoteApp Prog

rams - O

Select RemoteApp programs

RemoteApp Programs

Confirmation

Select the RemoteApp programs to publish to the My RDSH Servers collection. To add a
RemoteApp program to the list, click Add.

The Remotefpp programs are populated from RDS01.AD.COOKBOOK.PACKT.COM. Tl

[] RemoteApp Program Location

] %System Information ESYSTEMDRIVER\Windows\system32\msinfo3...

[] ¥ Task Manager SESYSTEMDRIVER\Windows\system32\taskmgr....
O misual Studio Code SESYSTEMDRIVE\Program Files\Microsoft V5 C...
] @l Windows Media Player S%ESYSTEMDRIVESS\Program Files (x86J\Windows...
(] [#Windows Memory Diagnostic SYSTEMDRIVEX\Windows\system32\MdSche...

] E¥Windows PowerShell 2%SYSTEMDRIVE\Wind ows\System32\Window...

] & Windows Speech Recognition SESYSTEMDRIVEXS\Windows\Speech\Commonis...
W ETw %SYSTEMDRIVES\Program Files\Windows NT...
[ =aXPs Viewer SESYSTEMDRIVER\Windows\system32\xpsrchv...
< »

Verify that the pragram is installed on all the RD Session Host servers in the collection.

h

< Previous || Next = | | Publish || Cancel




4;:3' 1 RD Web Access X l+ v = (m} X

& > 0 M A Certificate error | https//rds01.ad.cookbook.packt.com/RDWeb/Pages/en-US/login.aspx?ReturnUri=/F Pre = 71 e

Work Resources
‘»;J RemoteApp and Desktop Connection

Domain\user name: I

Password: I

You must enter a valid domain name.

Security

Warning: By logging in to this web page, you confirm
that this comp complies with your ization's
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.

Windows Server* 2019

B “5‘ £ RD Web Access X l+ v

< - 0O M A Certificate error | https://rds01.ad.c

Work Resources
RemoteApp and Desktop Connection

RemoteApp and Desktops

Current folder: /

WordPad



Y

E | Work Resources
Ly

_‘. ) RemoteApp and Desktop Connection

RemoteApp and Desktops

Ed9 = | Document - WordPad — O x

Current folder: / Home View 7Y

g m % calibri “lzz - AW i=. 1z || d8Fnd
—_— i ab Replace
WerdPad Pafte B I U abe X x* A-2 -~ E === Insvert 0] select all
Clipboard Fant Paragraph Editing
BN I IR SRR IR G

SRS BN KNS KK
It works! This is being run as a RemoteApp from

one of our RDS servers.

|3 Group Policy Management
1zl File Action View Window Help
&= zE 8|0 HE

|5, Group Pelicy Management Group Policy Objects
v _ﬁ Fgrest: adicnakhank.pack‘t.cnm Contents Delegation
v |5 Domains -
W Eﬁ‘j ad.cockbook.packt.com Mame
w Certificate Autoenrellment Policy :g;r Certificate Autoenrolime
w:/ Default Domain Policy \=[ Default Domain Controll
i Directhccess Server Settings '=[ Default Domain Policy
2] Domain Controllers \=[ DirectAccess Client Sett
[2] Office Computers '=| DirectAccess Server Se
v (3] Servers |=] Enable GPU processing
2] Database

(2] RD

Z1 Re Create a GPO in this domain, and Link it here...



L=l Group Policy Management Editor
File Action View Help

e | nE 2 BET

] Remote Desktop Services ~ IR PR Session Envi
] RD Licensing

- . . Use hard graphics adapters for
> :l Remote Desktop Confﬂectlon Client all Remote Desktop Services
~ [] Remote Desktop Session Host sessions
7] Connections

Setting State
[ RernoteFX for Windows Server 2008 R2
|=] Limit maximurmn color depth Not configured

[ Device and Resource Redirection Edit policy setting Enforce Removal of Remote Desktop Wallpaper Mot configured
] Licensing Use hardware graphics adapters for all Remote Desktop Serv... Enabled
] Printer Redirection Requirements: |i=] Limit maximum display resolution Not configured
g E;}EIES on Brok & Use hardware graphics adapters for all Remote Desktop Services sessions O bt
onnection Broker
» | Remote Session Environment Ei Use hardware graphics adapters for all Remote Desktop Services sessions
[ Security — Previous Setting Next Setting
7] Session Time Limits
] Temporary folders (O Not Configured Comment:
] RSSFeeds
[ Search (@ Enabled
] Security Center () Disabled
g Shutdown Options Supported on: [ At |east Windows Server 2012, Windows 8 or Windows RT
Smart Card
7] Software Protection Platform

EN Administrator: Windows PowerShell

COMPUTER SETTINGS

CN=RDS®1,0U=RDS,0U=Servers,,DC=
Last time Group Policy was app
Group Policy was applied from:
Group Policy slow link thresho
Domain Name:
Domain Type:

Applied Group Policy Objects

Enable GPU processing
Default Domain Policy
Certificate Autoenrollment

ad,DC=cookbook ,DC=packt,DC=com
lied: 2/3/2020 at 12:39:14 AM

DCO2.ad. cookbook.packt.com
1d: 560 kbps

COOKBOOK

Windows 2008 or later




Chapter 8: Monitoring and Backup

Manage Tools

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

fE Server Manager — [m] X

Server Manager * Das Manzge  Tools  View Hel

Dashboard ROLES AND SERVER GROUPS
Roles: 7 | Servergroups:0 | Servers total: 8

BE All Servers

E® ADCS E® ADCS 2 i§l ADDs 2 {i DHCP 1 & DNs 2
I§i ADDs

12 DHCP @ Manageabilty ® Manageability ® Manageability @ Manageability

£ DNS Events Events Events Events

E§ File and Storage Services b Services Services Services Services

fo 1s Performance Performance Performance Performance

@ Remote Desktop Services P BPA results BPA results BPA results BPA results

ii File ?nd Storage 7 o i 4 @ Rem.ote Desktop 2 = All Servers g
Services Services
@ Manageability @ Manageability @ Manageability Manageability
Events Events Events Events
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results BPA results BPA results

9/02/2020 6:55 AM

® Remote Desktop 5 All Servers

Services

@ Manageability Manageability
Events Events
Services Services
Performance Performance

EP& results BPA results

0/02/2020 6:35 AM




Fﬁ All Servers - Services Detail View

n Services

Start types

|v|
|v|

[ Multiple

Services | All

SeruerAName Display Name

Downloaded Maps Manager
Downloaded Maps Manager
Downloaded Maps Manager
Downloaded Maps Manager
Downloaded Maps Manager

Downloaded Maps Manager

Hide Alert Criteria ()

Service status |AII | = |
Servers |AII | d |
Service Mame  Status Start Type

MapsEBroker

Stopped Automatic (Delayed Start)

MapsBroker Stopped Automatic (Delayed Start)

MapsBroker  Stopped Automatic (Delayed Start)

MapsBroker  Stopped Automatic (Delayed Start)

MapsBroker Stopped Automatic (Delayed Start)

MapsBroker Stopped Automatic (Delayed Start)

Start Services

Stop Services
Restart Services
Pause Services

Resume Services

Go To All Servers I Copy

e Server Manager

Server Manager * AD DS

JUELELT Tools View Help

Server Name  ID

Severity Source

_ I-I SERVERS
122 Dashboard . All servers | 2 total TASKS -
ii All Servers - =
Filter P @~ @~ (v)
1} ADCS
Isl AD DS Server Name  IPv4 Address Manageability Last Update Windows Activation
¥ DHcP . - -
o 172.16.97.2  Online - Performance counters not started  9/02/2020 6:55:59 AM  00431-10000-00000-AA503 (Activated)
em DNS DCoz2 1721697.3  Online - Performance counters not started 9/02/2020 6:55:59 AM  00431-10000-00000-AA135 [Activated)
&g Fileand Storage Services P
i® Iis
® Remote Desktop Services P
EVENTS
All events | 5 total TASKS +
Filter el @B~ @~ (¥

Lag Date and Time




EVENTS

All events | 5 total

Filter

Server Name

DCM
DCM
DCcm
DCM
DCcm

ID

2089
2089
2089
2089
2089

Severity

Warning
Warning
Warning
Warning
Warning

sl By @B~

Source

Microsoft-Windows-ActiveDirectory_DomainService
Microsoft-Windows-ActiveDirectory_DomainService
Microsoft-Windows-ActiveDirectory_DomainService
Microsoft-Windows-ActiveDirectory_DomainService

Microsoft-Windows-ActiveDirectory_DomainService

Log

Directory Service
Directory Service
Directory Service
Directory Service

Directory Service

-~
(]

Date and TiTmE

8/02/2020 11:27:30 PM
8/02/2020 11:27:30 PM
3/02/2020 11:27:30 PM
8/02/2020 11:27:30 PM
3/02/2020 11:27:30 PM

Administrators:

% Internet Explorer Enhanced Security Configuration

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Users:

'@' {®) On (Recommended)

B Oof

More about Internet Explorer Enhanced Security Configuration

ok || cancel

15! Task Manager — O >
e Server Manager

EX Windows PowerShell

l\}l More details End task



i Task Manager — O
File Options View

Processes  Performance Users Details  Services

3% 91%

Mame CPU Mermuory
> [mE] S0OL Server Windows MT - 64 Bit 27%  1,406,380.5 MB
» [#F scollector 0.1% 397.2 MB
»  [mE] Internet Server NT Service 0% 313.6 MB
> [#g] signalfx-agent 0% 253.9 MB
* o Les Service Host Local System (18] 0% 2427 MB
> [#g] Local Security Authority Proces.., 0% 198.8 MB
»  [mE] Antimalware Service Executable 0.1% 151.6 MB
:Eﬁ WMI Provider Host 0% 135.5 MB

» o) Service Host Local Service (Met... 0.2% 721 MB

I Fewer details End task




1% Task Manager

File Options  View

Processes Performance Users

Details  Services

20% 78%
User Status CPU Mernory
b u mhenderson (23) 20.4% 241.7 MB
EN Administrator: Windows P... 0% 199 MB
[m5] Client Server Runtime Proc... 0% 1.4 MB
[#5] COM Surrogate 0% 2.0MB
[85] COM Surrogate 0% 1.6 MB
Bl Conzole Window Host 0% 3.4 MB
CTF Loader 0% 45 MB
[#5] Desktop Window Manager 1.0% 30.4 MB
[#z] Host Process for Windows ... 0% 23 MB
[#5] ROP Clipboard Monitor 0% 5.6 ME
[m5] Runtime Broker 0% 1.9 MB
(2] Runtime Broker 0% 2.0MB
(~) Fewer details Disconnect




1Fl Task Manager - O *
File Options View
Processes Performance Users Details Services
O CPU
5% 3.07 GHz CPU Intel(R) Xeon(R) CPU E5-2697A v4 @ 2.60GHz
Logical processors
C Memory
1.4/1.5TB (93%) 6% 2% 5% 1%  33% 5% 13% 2% 4% 1% 12% 1% 8% 0% 5% 3%
Ethernet
Mot connected 3% 0% 3% 3% 3% 2% B 3% il 0% 1% 3% 1% 5% 2% 4%
Ethernet
Mot connected
% 0% 3™ OB% 1% 1% 8% 0% 2% 0% 1% 0% 0% 1% 8% 1%
O Ethernet
5 199 Mbps R: 33.1 Mbps
13 M I I W 3% 1% 0% 1% 0% 0% % 6% 1% 1% 1%
Change graph to >
Utilization  Speed Maximurn speed: 2,60 GHz Show kernel times
5%  3.07GHz e 2 -
Cores: 12 Graph summary view
Processes  Threads Handles Logical processors: 64 View >
72 3422 B8892 Virtualization: Enabled T Crl+C
) L1 cache: 2.0MB
Up time L2 cache: 8.0MB
86:11:02:56 L3 cache: 20.0 MB
i:’::ﬁ- Fewer details @ Open Resource Monitor
(%) Resource Menitor - O *
File Monitor Help
CPU Memory Disk Network
CPU B 50 CPU Usage [T 1008 Maximum Frequency L':;_\;_r'l [:_r'l Views |
—  —
[ image PID Descrip...  Status Threads CPU  Averag.. ™ CPU 100%
|:| ShellExperienceHost.exe 19934 Windo... Suspe. 92 0 0.00
|:| SearchUl exe 16334 Search .. Suspe.. 13 0 0.00
D sqlsenr.exe 5292 0L Se..  Runni.. 760 4 3.83
|:| perfmon.exe 4200 Resour... Runni.. 20 0 031
D System Interrupts - Deferr... Runni... - 0 0.25
|:| signalfx-agent.exe 19764 signalf...  Runni... 131 0 014
[] svchost.exe [LocalServiceMet.., 1672 Host Pr... Runni.. 13 0 012 60 Seconds 0% -
[ LogStasher.exe 11780  LogSt..  Runni.. 20 0 0.07 Disk 100 MB/sec -
|:| svchost.exe [netsves) 1512 Host Pr...  Runni... a3 0 0.06 v
Lnisk B 11 MB/sec Disk /O B 105 Highest Active Time L'E’;,'l
Network B 263 Mbps Network /O B 13 Network Utilization L‘E,‘I
Memaory B 0 Hard Faults/sec [T 919 Used Physical Memary L':\:r:_;l




Windows Server

>

Windows Windows

. Server Manager  PowerShell PowersShell ISE
Calculator

Character Map

& & o

Windows
Administrativ... Task Manager Control Panel

Intermnet Explorer
Math Input Panel

Motepad P
L
Al : =

Paint

7
p
-
W
F

Event Viewer File Explorer
Remote Desktop Connection

G

Snipping Tool

5 %

Steps Recorder

" Windows Media Player

it
L

B WordPad

‘> Windows Server Backup
¥ XPS Viewer

l Windows Administrative Tools




i(};. Backup Schedule Wizard

3

Getting Started

Select Backup Ceonfigurat...

Specify Backup Time
Specify Destination Type
Select Destination Disk

Confirmation

Summary

— @ Select Backup Configuration

What type of configuration do you want to schedule?
(® Full server [recommended)

| want to back up all my server data, applications and systemn state.
Backup size: 14.97 GB

() Custom

| want to choose custom volumes, files for backup.

'E@ Backup Schedule Wizard

3

Getting Started

Select Backup Configurat...
Specify Destination Type

Select Destination Disk

Confirmation

Summary

Specify Backup Time

How often and when do you want to run backups?
(® Once a day
Selecttime of day: | 2.0p0 A o

() More than once a day
Click an available time and then click Add to add it to the backup schedule.

Available time: Scheduled time:

12:00 AM P G:00 PM
12:30 AM




Q@ Backup Schedule Wizard

3

2 Select Destination Disk

Getting Started Select one or more disks to store your backups. You can use multiple backup disks if

Select Backup Gonfigurat... you want to store disks offsite.

Srr il e Available disks:

Disk Mame Size Used Space VYolumes in D...
1 Microsoft Virtual Disk  127.00 GB OKB

Specify Destination Type

Confirmation

Summary

Actions

Local Backup -
'}_@ Backup Schedule...

'@ Backup Once...

@ Recover...

% Recovery Wizard

‘Z& Select Backup Date

Getting Started Oldest available backup: ~ 2/16/2020 12:59 AM
Select Backup Date Mewest available backup:  2/16/2020 12:59 AM
Select Recovery Type
v e Available backups
Select ltems to Recover Select the date of a backup to use for recovery. Backups are available for dates shown in bold.
Specify Recovery Options
Confirmation Backup date: 2/16/2020

Recovery Progress ! February 2020 ' Tirne: 12:50 AM v

Sun Mon Tue Wed Thu Fri Sat
1 Location: FullBackup

2 3 4 5 ] 7 8 . .

9 10 11 12 13 14 15 Status: Available online
17 18 19 20 21 2 Recoverable iterns: Local disk (C:], Re...

23 24 25 2% 27 28 29

< Previous | | MNext = Recover




@ Recovery Wizard

Getting Started
Select Backup Date

Select Recovery Type

Select ltems to Recover

Specify Recovery Options
Confirmation

Recovery Progress

Select Items to Recover

Browse the tree in Available items to find the files or folders that you want to recover. Click an item
in the tree or under Name to select it for recovery.

Available iterns:

ltems to recover

EI--I ]webﬁ'l ~
=] Local disk ()
I lSRecycIe.Bin
EII | inetpub
I !custerr
@] | history
] ] LETest
E|| llogs

] | wasvea
@] wasves
]| wasvce
-] site1
-] ] site2
- ] Site3 v

o~
Mame

| u_ex191224.log
u_ex200105.log
u_ex200108.log

Date Modified
12/24/20191...
1/4/2020 T7:48...
1772020 11:5..

‘ < Previous H

Mext = Recover

Cancel

-& Server Manager

1 Connect to IPAM server
Connected to IPAMO1.AD.COOKBOOK PACKT.COM

QUICK START Connected as COOKBOOK\mhenderson

ACTIONS

2 Provision the IPAM server

3 Configure server discovery

4 Start server

5 Select or add

6 Retrieve data




1% Provision IPAM — O *

Select provisioning method

Managed servers must be configured with settings that allow IPAM to access remote management

Before you begin 1 ) :
functions and event information.

Configure database

Select a provisioning method for managed servers:
ioning method

) Manual

The manual provisioning method requires that you configure the required network shares,
security groups, and firewall rules manually on each managed server.

surnmary

Ol

Group Policy Based

The Group Policy based provisioning method requires Group Policy Objects (GPO) to be
created in each domain that you manage with this IPAM server. IPAM will automatically
configure settings on managed servers by adding the server to appropriate GPO. This can be
especially useful in a large network with many managed servers. GPOs that you create must
follow naming conventions used by IPAM, however you can customize the GPO name with a
prefix of your choice, The GPO name prefix you specify should be unigue for each IPAM server
in the Active Directory forest.

" GPO name prefix: |IPAMU1|

You can create GPOs in each IPAM managed domain using the Invoke-lpamGpoProvisiong
IPAM Windows PowerShell cmdlet.

¥ Administrator: Windows PowerShell - m} X

PS C:\Users\mhenderson> Invoke-IpamGpoProvisioning ad.cookbook . packt.com IPAMB1

Confirm

The Invoke-IpamGpoProvisioning cmdlet creates and links three Group Policy Objects in the domain indicated by Domain
parameter, for provisioning IPAM access settings on the servers that are managed by IPAM. The cmdlet also modifies the
domain wide DNS ACL to enable read access for IPAM. The value of GpoPrefixName must be the same as the one provided in
the IPAM provisioning wizard when selecting the option of Group Policy Based provisioning.

You have not specified the optional parameters DelegatedGpoUser or DelegatedGpoGroup. The delegation parameters can be
used to enable IPAM GPO edit privileges for users or groups who do not have domain or enterprise administrator
privileges, but need to mark servers as managed or unmanaged in IPAM. Do you want to perform this action?

[¥] Yes [N] Mo [S] Suspend [?] Help (default is "Y"): y

Group Policy requires each computer account to have permission to read GPO data from a domain controller in order for
User Group Policy settings to be successfully applied. Removing the Authenticated Users group may prevent processing of
User Group Policies. For more information, please see https://support.microsoft.com/kb/3163622
Do you want to continue

[N] Mo [S] spend [?] Help (default is "¥"): y

: Group Policy requires each computer account to have permission to read GPO data from a domain controller in
. p Policy settings to be successfully applied. Please add the Domain Computers or the Authenticated
p with at least read-only permissions. For more information, please see
://support.microsoft.com/k - y

Policy requires each computer account to have permission to read GPO data from a domain controller in order for
oup Policy settings to be su fully applied. Removing the Authenticated Users group may prevent processing of
Group Policies. For more information, please see https://support.microsoft.com/kb/3163622

Do you want to continue ?

[Y] Yes [N] No Suspend [?] Help (default is "Y"): y

WARNING: Group Policy re es each computer account to have permission to read GPO data from a domain controller in

order " p Policy settings to be successfully applied. Please add the Domain Computers or the Authenticated

Users security oup with at least read-only permissions. For more information, please see
https://support.microsoft.com/kb/316

Group Policy requires each computer account to have permission to read GPO data from a domain controller in order for
User Group Policy settings to be successfully applied. Removing the Authenticated Users group may prevent processing of




= Configure Server Discovery — O *

Select the forest:

ad.cockbook.packtcom V Get forests

Select domains to discovern

e Add
Select the server roles to discover:
Domain Domain controller  DHCP server  DMS server
(root domain) ad.cookbook.packt.com | | |
| Bemove |
Recommended Action Manageability Status  IPAM Access Status  Server Name  DNS Suffix Domain Name
1, Set Manageability Status Unspecified Blocked DCo2 ad.cookbook.packt.com  ad.cookbook.packt.com

ﬁ Set Manageability Status Unspecified Blocked

d.cookbook.packt.com

Edit Server...

Retrieve All Server Data
Refresh Server Access Status

Delete

[ Server Manager - m} ®

“|IPAM > IP ADDRESS SPACE * IP Address Range Groups * [Pv4 * @ F somge o yiew
1Pv4 5
[ OVERVIEW AL 1P| total [Tasks « |
i SERVER INVEN... Curentien: (I
i IP ADDRESS SP... Fiter ) ©
i P 1P Address Bl...
E IP Address In... Utilization  Overl.. Network Start IP Address  End IP Address Access Scope Virtw.. Managed.. Serice Instance  Assignme.. Percentag.. Assigne..  Utilized A

.UndEr No 172.16.97.0/24 172.16.97.50 172.1697.250 \Global DCD1.ad.cookboo... Dynamic

VIRTUALIZED I...

MONITOR AN...




Search
Server Manager

Settings

=

Windows Accessones
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows Security

Windows System




é

Windows Security

O Virus & threat protection

Protection for your device against threats.

Y9 Current threats

Mo current threats.

Last scan: 2/16/2020 3:23 AM (quick scan)
0 threats found.

Scan lasted 21 seconds

15292 files scanned.

Quick scan

Scan options

Threat history

% Virus & threat protection settings

Mo action needed.

Manage settings

Windows Security

&« Ransomware protection

Mo action needed.

Manage ransomware protection

I v, Windows Community videos

Learn more about Virus & threat
protection




é

Windows Security

Protected folders

Windows system folders are protected by default. You can also add
additional protected folders.

+ Adda protected folder

Drive (C3)
Chinetpub




Chapter 9: System Insights

Settings
User Extensions
9 Account . i , i i i . o
We might have to restart the Windows Admin Center gateway after installing an extension, temporarily affecting availability
¢ Personalization for anyone else currently using this gateway.
% Language / Region Available extensions  Installed extensions Feeds
[l Suggestions [ Uninstall ‘D) Update 32 items | Search je;
Gateway Name Version Created by Status
@ Extensions System Insights 1.30.0 Microsoft o Update available (1.33...
A Azure Updates 1.84.0 Microsoft Installed
Virtual machines and switches 1.218.0 Microsoft Installed
Development ]
& [ System Insights - Server < e - O e
| = ? |

+/Nlocalhost:6516/servermanager/connections/’

erver/ca0l.ad.cookbook.pa phe 3= ﬂ‘, =%

Windows Admin Center  Server Manager ~ B Microsoft

ca01.ad.cookbook.packt.com

Tools <

Search Tools 0 System Insights

% Scheduled tasks
x:‘(::( Services

Storage System Insights introduces predictive analytics natively in Windows Server to help

give you increased insight into the functioning of your server.
|.Z|_,E| Storage Migration Service

Get an overview of System Insights =

Hl@ Storage Replica

&1l System Insights

3;'2:3:3 Settings




é| 3 Capabilities - System In: % ‘ + - [} X

< - O @ 4

ocalhost:6516/5ervermanager/connections;

ver/call.ad.cookbook.packt.co

/system-insights i = L =

Windows Admin Center  Server Manager = Microsoft

ca01.ad.cookbook.packt.com

Tools < System Insights

Search Tools L0 More 4 jtems ) | Search 0
=y State Status Status description Last run
Py Services - . . L
CPU capacity forecasting Enabled o Ck CPU usage is forecasted te remain within the .. 21/02/2020, 11:00:02 am
Storage Networking capacity for... Enabled Ok Metwork usage is forecasted to remain within...  21/02/2020, 11:00:02 am
g Letworking capacity Tor. g
g . . Total storage consumpti... Enabled o Ck Disk usage is forecasted to remain within the .. 21/02/2020, 11:00:02 am
2@ Storage Migration Service
Volume consumption for..  Enabled o Ok Volume usage is forecasted to remain within ..~ 21/02/2020, 11:00:02 am
HE Storage Replica
&l System Insights
E] Updates
!@? Settings

B & = capability - System insx % | 4w

< O & ttps//lacalhost:

ca01.ad.cockbook.packt.com

Tools System Insights > CPU capacity forecasting overview Feedback ©
Invake Settings (%) Disable
[ evens Overview
£ Fies Status Status desergtion ast Sched
] CPU usage is forecasted to remain within the available capacity. 21/02/2020, 11:00:02 am Everyday
B Firnall
IS mstalled apps
Forecast
b Local users 8 group
R Local users & groups o

5 Henworks

[} Packetton

[ Powershel

(53 Processes

8 Registy

3¢ Remote Desktop
43 Roles & features
B3 Scheduled tasks

9% Services

A

B9 stoage A\
A — -

By Storage Migration Service \11201 12019 - 22019 ” ) — 0

0 Storage Replica

I F History
e Insig
Qo CPU wsage is forecasted to remain within the avalsble capacity.
B Settngs ok CPU usage is forecasted ta remain within the available capacity.

System Insights

J Add or remove capabilities (Preview)

Capability name -

State Status Status description

CPU capacity forecasting Enabled 0' Ok CPU usage is forecas



B < ] Capability - System Insiy > | 4 = (m) *

< [ £ | httpsy//localhost:651

Windows Admin Center  Server Manager B Microsoft

ca01.ad.cookbook.packt.com

Tools < System Insights > Add or remove capabilities Preview ©
Search Tools e Install 5 jtems () | Search jel
- Capability name Status Installed version Created by
Events CPU capacity forecasting (Default) Installed 5.2.18362.1 Microsoft Corporation 2
& Files Metworking capacity forecasting (Default) Installed 6.2.18362.1 Micrasoft Corporation
Physical disk anomaly detection Not Installed = Microsoft
B Firewall
= Capability details - Physical disk anomaly detection e
= Installed apps
S5 Local users & groups =
#, Networks Description
Physical Disk Anomaly Detection
[E] PacketMon
5 Powershell [}
Microsoft. WindowsServer.SystemInsights.Capabilities.AnomalyDetection
7 Processes
Version
8 Settings 1.0.52
B <& [ Capability - Systemnsic X | 4+ ~~ = O X
< O m & | httpsy//localhost:6516/servermanag p*e = . =

Windows Admin Center  Server Manager

ca01.ad.cookbook.packt.com

Tools < System Insights » Physical disk anomaly detection overview rreview @
Search Tools 0 ) Invoke 3 Settings (V) Disable
Events Overview
We show warnings for disks that behave differently — but not necessarily worse — than they normally do. This
Files can be useful as an additional signal to understand workloads on your system.
EH Firewall Status Status description
— © None -
£= Installed apps
% Local users & groups Last run Schedule
MNever Everyday

4‘5 Networks
O PacketMon

Disk inventory
B PowerShell

EJ\{'JS Settings

Windows Admin Center  Server Manager v

ca01.ad.cookbook.packt.com

Tools < System Insights > Networking capacity forecasting overview

Search Tools 0 ) Invoke % Settings () Disable



Windows Admin Center ~ Server Manager B Microsoft

ca01.ad.cookbook.packt.com

Tools < Networking capacity forecasting settings
Search Tools 0 | Schedule Schedule
~ Actions Scheduled predictions (D
Events
Enabled e
[l Files

Schedule type (@
Ed Firewall

_ Daily e
= Installed apps

A Local users & groups Daily schedule type @

“é;;; MNetworks Days of week A

[ PacketMon Days @

B PowerShell Select Al
% Monda

[ Processes . Y
Tuesday

B Registry Wednesday
Thursday

>< Remote Desktop Friday

= Saturd

"El Roles &t features aturaay
Sunday

% Scheduled tasks
Time of day @O

5 Services

3:00 AM
B storage

E_,E Storage Migration Service



B Microsoft

Windows Admin Center  Server Manager

ca01.ad.cookbook.packt.com

Tools < Networking capacity forecasting settings
Search Tools 0 Schedule Actions
~ Actions Optionally specify PowerShell scripts to run when different prediction statuses occur.
Events Browse example scripts. —f
[=] Files Use same set of credentials for all actions

B3 Firewall @ o

Scripts for each status

Installed apps

Ok
/Qg Local users & groups
‘é"; Networks
B PacketMon Warming
B Powershell
@ Processes Critical
i Registry
>< Remote Desktop Error
-’El Roles & features
3 Scheduled tasks None
s Services
EN Windows PowerShell - O *

[ca@1]: PS C:\Users\mhenderson\Documents> Get-Module SystemInsights

ModuleType Version Name ExportedCommands

SystemInsights {Add-InsightsCapability, Disable-InsightsCapability, Disab...

e consumption forecasting Volume
consumption forecasting Volume
e consumption forecasting O Volume
consumption forecasting Volume
consumption forecasting Volume
e consumption forecasting O Volume
consumption forecasting Volume
consumption forecasting O Volume
consumption forecasting O Volume

forecasted to remain within available capacity.
forecasted to remain within available capacity.
forecasted to remain within available capacity.
forecasted to remain within available capacity.
forecasted to remain within available capacity.
forecasted to remain within available capacity.
forecasted to remain within available capacity.
forecasted to remain within available capacity.
forecasted to remain within available capacity.

w oo\

[ P P Py S Py P S P Py S
w o\

L




E® Windows PowerShell — m] *
[ca@1]: PS C:\Users\mhenderson\Documents> r Get-Content (Get-InsightsCapabilityResult

| Sort-Object LastRun | Select-Object 1).0utput | ConvertFrom-Json
[ca@l]: PS C:\Users\mhenderson\Documents

Status : Ok
StatusDescription : Volume usage is forecasted to remain within the available capacity.
ForecastingResults : {@{Identif ﬂcldbba_ 864—4e 918-6 5c9d; IiPﬂtlfleF

L1m1t—554£ H@ Obse ystem. ﬂbiﬂct[]'
@{Identifier=7ceac3 8aB-4ff3-8alb-9df381ed49cd; dPnt1+1PrFr1Pnd1vNam \t tu> Ok ;
StatusDescription=Volume usage is forpcastpd to remain within the available capacity.;
L1m1t 1 55575274;5 Observation e stem.Object[]; Prediction=System.Object[]},

—4ﬂdJ ada@-7f91al7@fb8e; Status=0k;
is forecasted to remain within the available capacity.;
ries=System.Object[]; Prediction=System.Object[]}}

Htatustbcrlptlon—VolumP usage
Limit=99614720; ObservationSe

AnomalyDetectionResults

GenericResult

E¥ Windows PowerShell - O >

[ca@1]: C:\Users\mhenderson\Documents> t.ForecastingResults[1]

Identifie - 7Jceac3fa-68a8-4ff3-8alb-9df381ed49cd
IdentifierFriendlyName : (
- Ok
StatusDescription : Volume usage is forecasted to remain within the available capacity.
Limit : 1“687827456
ObservationSeries : {@{Dc ) AM; Value em.0bj }, @{DateTime=2/11/2019 12:00:00 AM;
Values=System.Object[]},

Prediction

B vstem.Dh1ect[],, @f s B
@{DateTime=31/01,/2020 12:00:00 AM; Values=System.Object[]}.




E¥ Windows PowerShell

C:\Users\mhenderson: 5
C:\Users\mhenderson> Invoke-Command

PSComputerName
Runspaceld

Name

Version
Instanceld

Ut
CurrentCulture
CurrentUICulture
PrivateData
DebuggerEnabled
IsRunspacePushed
Runspace

PSComputerhame
Runspaceld

Name

Version
Instanceld

Ut
CurrentCulture
CurrentUICulture
PrivateData
DebuggerEnabled
IsRunspacePushed
Runspace

core@l
d1168al3-e362-4edl1-995c-1b0482d1e367
ServerRemoteHost

9000-4053-ba7a-15174c7b20de
System.Management.Automation.Internal.Host.InternalHostUserInterface
en-AlU
en-US

True
False
System.Management.Automation.Runspaces.lLocalRunspace

cored?
c/7ecfc3l-cac2-4ec7-ab71-591b753b6746
RPPVPPRPtheHost

5b8 db;ﬂb—ﬁPbb—del—QQZS—5c2qdddHFPFQ
System.Management.Automation.Internal.Host.InternalHostUserInterface
en-AlU

en-USs

True
False
System.Management.Automation.Runspaces.LocalRunspace

EN Windows PowerShell

PS C:\Users\mhenderson nsi Invoke-Command

PS C:\Users\mhender

Status
StatusDescription
ForecastingResults

on>

: Ok

: Disk usage is forecasted to remain within the available capacity.
{@{Identifi “-Totalhtoraﬂ@ dPntlflPlFranleNamP Totalktolavp
QtatusDPscrlpt

AnomalyDetectionResults

GenericResult
PSComputerhiame

Runspaceld

Status
StatusDescription
ForecastingResults

: core@l
: 109aad6a-1793-4140-82a6-065e7436dd00

: Ok
: Disk usage is forecasted to remain within the available capacity.
{@{Identifier=TotalStorage; IdentifierFriendlyName=TotalStorage 2
Htatustbcrlpt n=Disk usage is forecasted to remain within the available capac1tv 8
5 Dhservation stem.Collections.Arraylist;

AnomalyDetectionResults

GenericResult
PSComputerhiame
RunspaceId




¥ Windows PowerShell

Users\mhenderson> %

ForecastingResults.Prediction | Where-Object {

ateTime | Group-Object DateTime

PS ( \Users\mhenderson> %Gr

Count Name

DateTime=6/

DateTime=7/

(DateTime=8/

stem.Collections.Arraylist}, @{DateTime=...

stem. CU]IPCtlDﬂb

PS C:\Users\mhenderson>

$Totals = §_.
Write-Host "$(% .

>>
6/03/20
7/83 ;2

Group.Values | Measure-

D 12:00:00 AM 14.
» 12:00:00 AM 14.2
8/03/2020 12:00:00 AM 14.2

$Gro Data | ForEach-Objec

Object

Name) $(%Totals.Sum/1Gb)




Chapter 10: Group Policy

Mew GPO >
Mame:

Map Metwork Drives|

Source Startter GPO:

{none) a

» [ 5 Group Policy Objects
5[ Certificate Autoenrollment Policy

(=] Default Domain Controllers Policy
=] Default Domain Policy

\=[ DirectAccess Client Settings

\=[ DirectAccess Server Settings

=] Enable GPU processing

= IPAMOD1_DC_MPS

=f IPAMOD1_DHCP

=/ IPAMODT_DNS

= Map Network Drives

Map Network Drives

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:

o
MName

82 Autherticated Users

Scope  Details  Seftings Delegation  Status

Links
Display links in this location:

ad cookbook packt.com -

The following sites, domains, and OlUs are linked to this GPO:

£

Location

Erforced Link Enabled Path

Security Filtering

The settings in this GPO can only apply to the following groups. users, and computers:

MName
Ee_, Sales Group (COOKBOOKSales

s

Group)

Add... Remove Properties



v 3 ad.cookbook.packt.com MName
=z Certificate Auteenrollment Policy :g;r Cetficate Autoenrollment
e/ Default Domain Policy |=[ Defautt Domain Cortroller...
@ DirectAccess Server Settings |=[ Defautt Domain Policy
E=EJ [PAMOT_DC_MNPS _EJ Direct Access Client Settings
=z IPAMOT_DHCP \=[ DirectAccess Server Setti
EEJ' IPAMDT_DMS _EJ' Enable GP U processing
2] Domain Controllers (= IPAMO1_DC_NFS
w (2| Office Computers L= IPAMOT_DHCP
=i Enable GPU processing L=/ IPAMD1_DNS

2| Laptops

\=[ Map Metwork Drives

|5 Servers Create a GPO in this domain, and Link it here...
3] Staff Link an Existing GPO...
| ¢ Group Pol
= Group Poli anagement -
& Group Policy Manag O X
= File Action WYiew Window Hel - 8 ®
P
e=| x5 6|
|5, Group Policy Management ~ ||Map Network Drives
¥ &) Forest: ad.cookbook. packt.com Scope  Details Settings Delegation  Status
~ |5 Domains .
v 3 ad.cookbook.packt.com hm o )
5/ Certificate Autoenrallment Policy Display links in this location: ad.cookbook packt.com ~
i/ Default Domain Policy The following sites, domains, and OUs are linked to this GPO:
s/ DirectAccess Server Settings r
5] IPAMODT_DC_NPS Location Erforced Link Enabled Path
ET:J IPAMODT_DHCP (=] Laptops No Yes ad.cookbook packt.com/Office Computers./Laptops

EE[ IPAMOT_DNS
2 Domain Controllers
w (o] Office Computers
s Enable GPU processing
=] Laptops
2] Servers
2] Staff
~ [ 5 Group Policy Objects
E[ Certificate Autoenrollment Policy
£[ Default Domain Controllers Policy
E[ Default Domain Policy
|=[ DirectAccess Client Settings
= Directfccess Server Settings
|=[ Enable GPU processing
_EJ IPAMOT_DC_NPS
_EJ IPAMOT_DHCP
E[ IPAMDT_DNS
=[ Map Metwork Drives

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:

=
Name

%Sales Group (COOKBOOK\Sales Group)

Add... Remove Properties

WMI Filtering
This GPQ is linked to the following WM fitter:

=none: bl En

2




W iﬂ ad.coockbook.packt.com

i/ Certificate Autoenrollment Policy

i/ Default Domain Policy
i/ DirectAccess Server Settings
5/ IPAMOT_DC_NPS
E?J IPAMOT_DHCP
Eﬂ IPAMOT_DMS
5 2] Domain Controllers
» (2] Office Computers
» 2] Servers
» (2] Staff
w | =t Group Policy Objects
:EJ' Certificate Autoenr
=] Default Domain Co
:EJ Default Domain Po
:EJ DirectAccess Client
=[ DirectAccess Server
=] Enable GPU proces
=] IPAMO1_DC_NPS
1= IPAMO1_DHCP
:_J [PAMOT_DMNS
=] Map Network Drive

= Group Policy Management Editor

File  Action View Help

Edit...
GPO Status >

Back Up...

Restore from Backup...
Import Settings...

Save Report...

View ¥

Mew Window from Here

Copy
Delete

Rename

Refresh

Help

e L8 mdz HE RO +

=/ Map Metwark Drives [DC01.AD
~ M Computer Configuration

» ] Policies

» [ ] Preferences

== Drive Maps

M Ord Acti Path
~v %, User Configuration Processing Y ame et o :
» [ Policies There are no items to show in this view,
w || Preferences
w || Windows Settings
i%) Applications
=2 Drive Map
Environm New ? Mapped Drive
&+ Files Al Tasks >
(24 Folders i
Ini Files View ’
? Q EEQ'SUT Copy )
[#] Shortcuts Print et
» [=7] Centrol Panel
Refresh
Export List...
Help




Mew Drive Properties

General  Commaon

53 acton: [update v
Location: | Vicored 1.ad. cookbook, padkt, com'sales |
Reconnect: [ | Label as: | Sales |
Drive Letter
() Use first available, starting at:  (®) Use: s e

~ MNetwork locations (1)

Sales

[ (corell.ad.cookbook.packt.co..,

<
|5 Group Policy Management Group Policy Objects in ad.
W _ﬁ Fgrest: adicunkhnuk.packt.mm Contents ' Delegation

~ |z Domains
v 3 ad.cookbook.packt.com |
Create a GPO in this domain, and Link it here...

| Certificate Autoenro
a] Default Domain Poli
ai| DirectAccess Server Block Inheritance

Link an Existing GPO...



= Redirect My Documents [DCOTADCOOKE A || Name
w j Computer Configuration
| Policies
| Preferences
v i, User Configuration
w [ | Policies
| Software Settings
w | Windows Settings
=] Scripts (Logon/Logoff)
T Security Settings
~ [ Folder Redirection
£ AppData(Roaming)
[_7) Desktop
[C7 Start Menu
£+ Document
[C7 Pictures View ’
[C3 Music
(7 Videas

[_7 Favorites Properties
[C3 Contacts

[ Download Help

Export List...

Documents Properties ? et
Target  Settings

ﬁl You can specify the location of the Documents folder.

Setting: |Easic - Redirect everyone's folder to the same location j

This folder will be redirected to the specified location.

Target folder location

|Create a folder for each user under the root path j

Foot Path:

|'-.'-::|:|re 01.ad cookbook packt com'wusersh|

Browse..

For user Clair, this folder will be redirected to:

“oorel1.ad.cookbook packt.co. . \Documents

Cancel Aply




Backups (D:) » Users * Adrinistrator » Docurnents v

Mame Date maodified

* Mew Text Document B/16/2016 3:16 AM

(5[ Create VPN Profile [DCO1.AD.C
w (i Computer Configuration
5 || Policies
» || Preferences
v %, User Configuration
5 || Policies
~ || Preferences
» [ Windows Settings
w [=] Control Panel Settin
Data Scurces
% Devices
q‘ Folder Options
@ Internet Settings
Q Lecal Users and

£ Control Panel Settings

Marne
Data Sources

‘% Devices

@ Folder Options

ﬁlntemet Settings

ﬁLocaI Users and Groups

[olNetwork Options

E, Power Options MNew » VPN Connection
S Printers AllTasks > Dial-Up Connection
GRegional Opticn

Processing

MNetwork Options Scheduled Tasks Copy
I8 Power Options Description Start Menu Print
Cookbook Properties et
VPN Connection  Options  Security  Metworking  Common
" Action:  |Update “
ey Adom [tees
@ User connection
i All users connection
Connection name: | Cookbook || |
DMS Mame: | vpn.cookbook. packt.com |
Use DMS name Use IPwG
First connect
Dial another connection first:
Show icon in notification area when connected
[ o | | Cancel | Apply Help




:%r Group Policy Management Editor

File Action View Help

e FHEBRE =gE:=|HE

=] Add Printers [DCO1.AD.COOKE
v [ Computer Configuration
+ |7 Policies
» |7 Preferences
v %, User Configuration
s [ Pelicies
s || Preferences
> [ Windows Settings
w [=] Control Panel Settin
Sd Data Sources
% Devices
ﬁ Felder Options
ﬁ" Internet Settings
Q Lecal Users and
Metwork Options
Qg, Power Options

E_Lﬁ Printers

O Regional Option

Processing

Description

Printers policy allows an
administrator to manage

B e+

MName

% Data Sources
% Devices

ﬁ‘ Folder Options

@ Internet Settings
&Local Users and Groups
Metwork Options

ﬁ, Power Options

< Printers

0 : Mew 3
Regiona

(1 Schedul All Tasks >
[EL start M _—

Paste

Shared Printer
TCP/IP Printer

Local Printer

172.16.91.35 Properties et
General  Port Settings  Common
Action: |L.|pdate e |
Delete all IP printer connections
IF Address: | 1 16 a1 35 |
[Juse DNS name [ Juse an IPvE addre
Local Name: | 3rd Floor Sales Room |
Printer path: | 172.16.91.35 ]
Set this printer as the default printer. ..
...only if a local printer is not present
Location: | |
Comment: | |
F ok || cCancel || Apply || Heb




=/ Group Policy Management Editor - O *

File Action View Help

e pEhawmdz B DO +

=[ Force Internet Proxy [DCOT.AD. .
£ Control Panel Settings

+ M Computer Configuration
Mame

» ] Policies
» 7] Preferences

Data Sources
%De&rices

w ¥, User Configuration
ﬁ‘ Folder Options

» ] Policies

w || Preferences
> [] Windows Settings

QLQCE” Users and Mew > Internet Explorer 5 and &

Metwork Options All Tasks > Internet Explorer 7

Processing

~ (=] Control Panel Settin
=H Data Sources

% Devices

q‘ Folder Options E:%, Power Options c Internet Explorer 8 and 9
. o
& Internet Settings B Printers lpy Internet Explorer 10
E Local Users and i i Print
@Reglonal Option (1]
Local Area Metwork (LAN) Settings >

Automatic configuration

Automatic configuration may override manual settings. To ensure the use of
manual settings, disable automatic configuration.

[ ] automatically detect settings

IUse automatic configuration script

Address: |

Proxy server

IUse a proxy server for your LAM (These settings will not apply to
dial-up or YPN connections).

Address:[ 172.16.91.108 | port: | 8080

[ |Bypass proxy server for local addresses




\5h Group Policy Management ~ ||Create VPN Profile
v & F?rest: ad-cookbook.packt.com Scope Details Settings  Delegation Status
w |54 Domains
~ 3 ad.cookbook.packt.com .
s Certficate Autoenroliment DC;: 3@5:: - im: Ilzez 10:5024 PM show all
s Default Domain Policy - - —
o/ DirectAccess Server Settings General -
:Eﬁmg::gﬁg’js Computer Configuration (Enabled) on
wi/ IPAMDT_DNS User Configuration (Enabled)
a| Redirect My Documents hide
= Domain Controllers Preferences
3| Office Computers . Iidle
o Servers ST E SRS hide
o | Staff Network Options
w [ Group Policy Objects hide
=/ Add Printers VPN Connection (User C cli kbook) .
[ Certificate Autoenrollme =
=/ Create VPN Profile Coalhack (Order- 1) o
=/ Default Domain Controll VPN Conneclion
=/ Default Demain Policy hide
= DirectAccess Client Setti Action Update
= DirectAccess Server Setti General
_’: Enable GPU processing Contet |User connection
_, Force Internet Proxy Connection nams Cookbook
—-: IPAMO1_DC_NPS Destination host name vpn.cookbook packt.com
—' IPAMO1_DHCP Show icon in notification area when connected fes
LE[ IPAMDT_DNS
=/ Map Network Drives v Dialing Options
£ >
E¥ Administrator: Windows PowerShell O

COMPUTER SETTINGS

CN=COOKBOOK-WIN1@,0U=0ffice Computers,DC=ad,DC=cookbook,DC=packt,DC=com
Last time Group Policy was applied: 12/83/2020 at 10:54:21 PM

Group Policy was applied from: DCA1 . ad. cookbook.packt.com

Group Policy slow link threshold: 500 kbps
Domain Name: COOKBOOK
Domain Type: Windows 2088 or later
Applied Group Policy Objects

Enable GPU processing
Default Domain Policy
Certificate Autoenrollment Policy

The following GPOs were not applied because they were filtered out

Local Group Policy
Filtering: Not Applied (Empty)

DirectAccess Server Settings




EN Administrator: Windows PowerShell - O X

CN=Mark Henderson,0OU=Sysadmins,0U=Staff,DC=ad,DC=cookbook,DC=packt,DC=com
Last time Group Policy was applied: 12/03/2020 at 10:54:21 PM

Group Policy was applied from: DCO1.ad. cookbook.packt.com

Group Policy slow link threshold: 500 kbps

Domain Name: DOKBOOK

Domain Type: Windows )8 or later

Applied Group Policy Objects

Redirect My Documents
The following GPOs were not applied because they were filtered out

Local Group Policy
Filtering: MNot Applied (Empty)

The user is a part of the following security groups

Domain Users

Everyone
B <3| B cookBookymhendersc X | + — ] x
O i (@ | filey//CefUsersfmhenderson/Documents; sult.html 3 3= ﬁh &
Group Policy Results
COOKBOOK\mhenderson on COOKBOOKACOOKBOOK-WIN10
Data collected on: 12/03/2020 10:56:36 PM show all
Summary
hide
During last computer policy refresh on 12/03/2020 10:54:21 PM
G No Errors Detected
L Afast link was detected More information..
During last user policy refresh on 12/02/2020 10:54:22 PM
G No Errors Detected
1 A fast link was detected More information..
Computer Detailz
hide
General
hide
Computer name: COOKBOOK.COOKBOOK-WIN10
Domain ad.cookbook packt com
Site Detault-First-Site-Name
Organizational Unit ad.cookbook packt com/Office Computers
Secunty Group Membership show
Component Status
hide
Component Name Status Time Taken Last Process Time Event Log
Group Policy Infrastructure Success 288 Millisecond(s) 12/03/2020 10-54:21 PM \iiew Log
Registry Success 109 Millisecond(s) 10/03/2020 11:07:21 PM View Log
Security Success 2350 Millisecond(g) 10/03/2020 11:07:21 PM View Log
Settings .
hide
Polices
hide




Resultant Set of Policy

File Action View Favorites Window Help
ol AR:2] a ({EREY

\5i, mhendersen on COOKBOOK-WIN1O - '33.1 User Configuration

w [l Computer Configuration

“ Software Settings Select an item to view its description, Nlame
~| Windows Settings - Software Settings
| Administrative Templates _| Windows 5ettings

w 4%, User Configuration
| Software Settings
v [ | Windows Settings
i Security Settings

=t Group Policy Objects I

% WMI Filters New
L] Starter GPOs Back Up All...
Sites Manage Backups...

Group Policy Modeling

Open Migration Table Edit
Group Policy Results R

Back Up Group Policy Object *

Enter the name of the folder in which you want to store backed up versions of

this Group Policy Object (GPQ). You can back up multiple GPQOs to the same
folder.

Mote: Settings that are extemal to the GPO, such as WM fikers and |Psec
policies, are independert objects in Active Directory and will nat be backed up.

To prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorized administrators have write access to this location.

Location:

|C:‘\G PO Backups

Browse...
Description:

Full GPO Backups




Backup et

Backup progress:

Status:

GPO: DirectAccess Server Settings.. Succeeded s

GPO: Enable GPU processing...Succeeded

GPO: Force Intemet Proxy...Succeeded

GPO: IPAMDT_DC_NPS5...Succeeded

GPO: IPAMDT_DHCP.. Succeeded

GPO: IPAMDT_DNS.. Succeeded

GPO: Map Metwork Drives.. Succeeded

GPO: Redirect My Documents. . Succeesded

14 GPOs were successfully backed up.
lﬂGF‘Os were not backed up.

Cancel



EN Administrator: Windows PowerShell
C

Displayhlame
GpoId

Id
BackupDirectory
CreationTime
DomainName
Comment

Displayhlame
Gpold

Id
BackupDirectory
CreationTime
DomainName
Comment

Displayhlame
Gpold

Id
BackupDirectory
CreationTime
DomainName
Comment

. IPAM@1_DHCP

: 277ab5el-5afc-49a3-98f4-2510acd4a9204
: ebcceccB89-704b-Afad-a2f9-dae77b7a915f
: C:\GPO Backups)\

: 12/83/2020 11:86:58 PM

: ad.cookbook.packt.com

: Default Domain Policy

2 31b21340-016d-11d2-945T-008c04+h984+9
: 8ffabe35-2882-494e-8430-79e71f51ats56
: C:\GPO Backups)

: 12/83/2020 11:06:59 PM

: ad.cookbook.packt.com

: Certificate Autoenrollment Policy

. 64fef7a7-1643-4751-b400-396e97bd03dc
: 8d6edB83-6ecl-4c97-8237-fc293f368a71
: C:\GPO Backups)

: 12/83/2020 11:06:59 PM

: ad.cookbook.packt.com

2 | Office Computers

- Edit...

3| Servers

S Staf GPO Status
=t Group Policy Objects Back Up...

(=] Add Printers
\=[ Certificate Autoenro

=] Create VPN Profile SRR
|=[ Default Domain Con Save Report...
" Default Domain Poli ]
:’ DirectAccess Client New Window from Here
\=[ DirectAccess Server Copy
|E[ Enable GPU processi Delete
\=[ Force Internet Proxy
= IPAMO1_DC_NPS Rename
I=[ IPAMO1_DHCP Refresh
& IPAMODT_DMS Help

Map Metwork Drives II§

Restore from Backup...



Restore Group Policy Object Wizard x

Source GPO i
Select the GPO which you want to restore.

Backed up GPOs:

MName Time Stamp Description

= Map Network Drives 12032020 11:05:19 ... Full GPO Backups

|=] Map Network Drives 1240372020 11:07:01 ...

+£ >
View Settings...

< Back Mext = Cancel Help
EN Administrator: Windows PowerShell - O >

PS C:\Users\mhenderson> Restore-GPO

DisplayName : Map Network Drives

DomainName : ad.cookbook.packt.com

Owner - COOKBOOK\Domain Admins

Id : bacf7916-bo4f-4db@-ale6-f5f901bfe7de

GpoStatus : AllSettingsEnabled
Description

CreationTime : 16/83/2028 5:11:51 AM
ModificationTime : 12/83/2028 11:09:29 PM

, SysVol Version: 3
ysVol Version: 1

UserVersion : AD Version: 3
ComputerVersion : AD Version: 1
WmiFilter :




|3, Group Policy Management
5L File Action View Window Help
&= #E 8|c @@

'3 Group Policy Management ~ ||WMI Filters in ad.cookbook.packt.
v _ﬁ Fu?urest: ad.cookbook.packt.com Contents ' Delegation
v | Z5 Domains
v 3 ad.cookbook.packt.com MName
w Certificate Autoenrollme 5 DirectAccess - Laptop only WM filker
#i Default Demain Policy
wi DirectAccess Server Settir
= IPAMOT_DC_NPS
w IPAMOI_D Mew...
w IPAMO1_D
= Redirect M
2] Domain C View >
2] Office Co
2] Servers
2] staff Refresh
[ 5t Group Paoli
v o WMI Filter

Fay

Import...

Mew Window from Here

Help

Mew WM Filter X

Mame:
| Exclude Laptops |

Description:

|Fihers on PCSystemType not 2, as 2 indicates a laptop |

Queries:

MNamespace | ey Add

rootsClMy 2 Select PCSystemType from

Wind2_ComputerSpstem WHERE
[PCSpstemT ypel=2] Bemove

Edit




210 items

1item selected

238 KB

5 Group Policy Management — x
izl File Action View Window Help - 8 %
o= | xF clH

i/ IPAMDT_DHCP ~ || Desktop Power Profile
i PAMOT_DNS Scope  Details Settings Delegation Status
i Redirect My Documents Lirke
» |21 Domain Controllers
» (2] Office Computers Display links in this location: ad.cookbook packt.com w
» [2] Servers The following sites, domains, and OlUs are linked to this GPO:
> i—-l Staff -
w [ Group Policy Objects Location Enforced Link Enabled Path
_EJ' Add Printers [E] Office Computers Mo ad cookbook packt.co
\E[ Certificate Autoenroll
(=] Create VPN Profile
=] Default Domain Cont < »
\E[ Default Domain Polic !
. . Security Filten
\=[ DirectAccess Client 5 _’ _ rlg )
=] DirectAccess Server S The gettings in this GPO can only apply to thf following groups, users, and computers:
=] Enable GPU processi MName
=] Force Internet Proxy 82 Authenticated Users
=] IPAMODT_DC_NPS
E[ IPAMDT_DHCP
= IPAMOT_DNS
'=| Desktop Power Profil R = —
= Map Metwork Drives =—— — - =
- 1
- i,-JMTTiItrECt My Docume WMI Filtering
v [ ilters
I This GPO is linked to the following WMI fitter:
5 DirectAccess - Lapto
W Exclude Laptops e Open
£ >
I < | en-US - O X
Home Share View o
« v P » ThisPC » Local Disk (C:) » Windows » PolicyDefinitions » en-US Search en-U5s P
~ MName Date modified Type Size "
# Quick access [7] DFS.adml 19/03/2019 6:20 AM ADML File 2KB
B Desktop 4 [ DigitalLocker.adml 19/03/2019 6:20 AM ADML File 2KB
& Downloads D DirectAccess Connectivity Assistant GP.adml 5/02/2010 2:28 AM ADML File 3 KB
- D DiskDiagnostic.adml 19/03/2019 6:20 AM ADML File 4 KB
& Pictures # [ DiskiVCache.adml 19/03/2019 6:20 AM ADML File 5KB
FillMeUp D DiskQuota.adml 19/03/2019 £:20 AM ADML File 10KE
J’ Musi D Display.adml 19/03/2019 £:20 AM ADML File & KB
usic
D DistributedLinkTracking.adml 19/03/2019 6:20 AM ADML File 2KB
System32 [ ] DmaGuard.adm 19/03/2019 6:20 AM ADML File 2KB
B videos [ ] bnsclient.adml 19/03/2019 £:20 AM ADML File 31 KB
& OneDrive D DWM.adml 19/03/2019 6:20 AM ADML File 5KB
D EAIME.adml 19/03/2019 6:20 AM ADML File 10 KB
EH This PC [ EarlyLaunchAM.adml 19/03/20719 £:20 AM ADML File IKB
W




=| Group Policy Management Editor - O X
p Policy Manag
Eile Action View Help

e« nFE 2 HEN T

IS DirectAccess Connectivy Assstant [DCO1AD.CO. | [T piectccess Conectivily Assstant
v i Computer Configuration . o o i
- Select an item to view its description.  Setting State Comrnent
v | Policies
5[] Software Settings i) PortalName Mot cenfigured Mo
s [ Windows Settings |j Support Email Mot configured No
v [ | Administrative Templates: Policy definit %] Corporate Portal Site Mot configured No
» [] Control Panel i DTEs Mot configured No
| DirectAccess Connectivity Assistant i) LocalMames0On Mot cenfigured Mo
» [ Network 2| Corporate Resources  Not cenfigured No




Chapter 11: File Services and Data Control

= Add Roles and Features Wizard — O >
- DESTIMATIOM SERVER
Se | eﬁft Se r VE rO | es FileOn.ad cookbook packtcom

Before You Begin Select one or more roles to install on the selected server.

Installaticn Type Roles Description
Server Selection 4 |m| File and Storage Services (1 of 12 installed) P DFS Replication is a multimaster
Server Roles £ File and iSC5I Services replication engine that enables you
File Server to synchronize folders on multiple
Features [] BranchCache for Network Files servers across local or wide area
Confirmation [] Data Deduplication network. (WAN) netwark
DFS Mamespaces connections. It uses the Remote
DF5 Replicatio Differential Compression (RDC)
] File Server Resource Manager protocol to update only the portions
[ File Server V5SS Agent Service of files that have changed since the
(] isCSl Target Server last replication. DFS Replication can
] iSCSI Target Storage Provider (VDS and V¢ be used in conjunction with DFS
|:| Server for NFS Namespaces, or by itself.

[] Wark Folders

Manage Tools

Component Services
Computer Management

Defragment and Optimize Drives

DFs Management

Disk Cleanup
=4 Mew Namespace Wizard — O *
o 3
[ Namespace Server
Steps:

Enter the name of the server that will host the namespace. The server you specify

Namespace Server will be known as the namespace server.

MNamespace Mame and Settings ~ Server:
|FILEOT| Browse...

MNamespace Type

Review Settings and Create
MNamespace

Corfimation




Edit Settings x

MNamespace server:

|FILEO1 |
Shared folder:

[ |
Local path of shared folder:

|C:\DFSRoots\IT Browse...

Shared folder permissions:
() All users have read-only permissions
i) Al users have read and write permissions
® Administrators have full access; other users have read-only

pemissions

® Administrators have full access; other users have read and write
peEMmissions

ID Lse custom pemissions:

Cancel

4 MNew Namespace Wizard _ - %
:— Namespace Type

| -

Steps:

Select the type of namespace to create.
Mamespace Server

i® Domainbased namespace

Namespace Name and Settings A domainbased namespace is stored on one or more namespace servers and in Active Directony

Domain Services. You can increase the availability of a domain-based namespace by using
multiple servers. When created in Windows Server 2008 mode, the namespace supports
increased scalabilty and access-based enumeration.

Mamespace Type

Review Settings and Create
Mamespace

Confirmation Enable Windows Server 2008 mode

Preview of domain-based namespace:

|\\ad.coakbaok.pad€t comtT




"4 DFS Management
-?_"‘~_-|File Action  View Window Help

&= | @ HFE

?5 DFS Management DFS Management
» % Viad.cookbook.packt.comtT GEth“ﬂ Started

5 % Replication Mew Folder...

Add Marnespace Server...
Delegate Management Permissions...

Remove Mamespace from Display...

Mew Folder >

Mame:

| Installers |

Preview of namespace:
|‘\"\ad cookbook packt com*I T \nstallers |

Folder targets:

Add Folder Target x

Path to folder tanget:
\\FILEDT \Installers || Browse.. |

Example: “\Server\Shared Folder'Folder

. 0K || Camcel |

. 0K || Cancel |




= | it

Jd 1M
« >

v-v‘\_._

7 Quick access
I Desktop
‘ Downloads

Documents

Create Share >
Server name:
|FILED1 |
Share name:
||r15ta||e.-rs |
Local path of shared folder:
|C:\Shares\|nstallm Browse ..
Shared folder permissions:
() All users have read-only permissions
() All users have read and write permissions
e Administrators have full access; other users have read-only
pemissions
ministrators have full access; other users have read and write
® Ad have full h h d and
pEMISSIoNs
() Use custom pemissions:;
Cancel
Share View
» Metwork » cookbook » it v Search it
Marne Date modified Type
7 Installers 3/16/2020 T:44 PM File folder

Y



EN Administrator: Windows PowerShell - O *
C

DomainV2
Type
\\cookbook\IT 6;%;in V2 514 Online
PS C:\Users\mhenderson> New-Item Directory C:\Shares\Installers
Directory: C:\Shares
LastWriteTime Length Name
3X16X2é (4] 8:85 PM Installers
PS C:\Users\mhenderson> New-SmbShare C:\Shares\Installers\ Installers
ScopeName Path Description
Installers * C:\Shares\Installers
PS C:\Users\mhenderson> New-DfsnFolder
Description

PS C:\Users\mhenderson>

4 DFS Management

~= File Action View Window Help
&9 2@ HE

-y DFS Management

W r-é"i Mamespaces
w i \\ad.cookbook.packt.comiIT
a5 Installers 1 entries

i{% Replication

Folder Targets  Feplica

Mew Replication Group...
Add Replication Groups to Display...
Delegate Management Permissicns...

Disable Topology Verification



=5 Mew Replication Group Wizard — O

-
ig;‘ Replication Group Members
w3~
Steps:

Click Add and then select two or more servers that will become members of the

Replication Group Type TIETITI T

Mame and Domain Members:

Replication Group Members Server Domain

Topology Selection FILEDT ad cookbook packt.com

Hub Members FILEDZ ad .cookbook packt.com

_, Mew Replication Group Wizard — O

S
ig;‘ Primary Member
o 3~
Steps:

Select the serverthat contains the content you want to replicate to other members.
This server is known as the primary member.

Replication Group Type

Mame and Domain P

Replication Group Members FILEDT

St

Topology Selection B
nﬁn if the folders to be replicated already exist on multiple servers, the folders and

Replication Group Schedule ~ files on the primary member will be authoritative during initial replication.
and Bandwidth



Add Felder to Replicate

Member:

|FILEO1

Local path of falder to replicate:
|C:\Shares"\lnstallm Browse ...

Example: C:"Documents

Select ortype a name to represent this folder on all members of the
replication group. This name is known as the replicated folder name.

(® Use name based on path:

| Installers

() Use custom name:

Example: Documents



IZ4 DFS Management

-?5 File  Action

Edit
General

Member:

FILEOZ

Select the inttial status of the replicated folder on this member.
Membership status:
() Dizabled
The replicated folder will not be stored on this member.
(®) Enabled
Keep the following folder synchronized with other members.

Local path of folder:

|C:"~.Shares\|nstallers

|| Browse... |
Example: C:\Data

[ ] Make the selected replicated folder on this member read-only.

oK | Cancel

View Window Help

= 75

?’:I DF5 Management
v B‘?j MNamespaces

v % ‘Wad.cookbook.packt.com\(T Memberships

FileServers

(ad.cookbook.packt.com)

Connections  Replicated Folders  Delegation
=5 Installers 2 entries
Replicati
¥ % =F |_ca e State | Local Path | Membershi... | Member | Replicated ...
% FileServers
= Replicated Folder: Installers {2 items)

C:\Shares\Installers Enabled FILED1 Installers
C:SharestInstallers Enabled FILEDZ Installers




| = | Installers

Home Share

> This PC » Local Disk(C:) » Shares » Installers

€ > v

3+ Quick access

[ Desktop
* Downloads

Wiew

~

Mame Date modified

2/16/2020 6:36 PM
11/11/2018 1:23 PM
12/8/2019 7:00 PM

° Docker Desktop Installer
ﬁ dotnet-sdk-2.2.100- preview3-008430-win...
[7] kibana-6.8.0-x86_64.rpm

= Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Features

Confirmation

Select one or more roles to install on the selected server.

Roles

v O Search Installers 2
Type Size
Application 938,825 KB
Application 145,466 KB
RPM File 187,145 KB
— O

DESTIMATIOM SERVER
File01.ad.cookbook packt.com

Description

[m] Filz and Storage Services (4 of 12 installed)
4 [W] File and iSCS1 Services (3 of 11 installed)

«'| File Server (Installed)

[] BranchCache for Network Files

[] Data Deduplication

+| DFS Namespaces (Installed)

+/| DF5 Replication (Installed)

] File Server Resource Manager

[ File Server V55 Agent Service

0

[] i5C5I Target Storage Provider (VD5 and VS5

Storage location:

® Select by volume:

i5C5l Target Server provides services
and management tools for iSCSI
targets.

Valume

C:

Free Space Capacity File System

113GB 126 GBE NTFS

The 15C5] virtual disk will be saved at WMSCSIVirtualDisk on the selected volume,



2 Mew iSCS| Virtual Disk Wizard — O >

Specify iSCSI virtual disk size

i5CSI Virtual Disk Location Free space: 113 GB

iSCSI Virtual Disk Name Size:

® Fixed size

iSCSI Target

This type of disk provides better performance and is recommended for servers running
applications with a high level of disk activity. The virtual hard disk is created using the size of
the fixed virtual hard disk. It does not change when data is added or deleted.

Clear the virtual disk on allocation

Mote: Un-selecting is NOT RECOMMEMNDED. Clearing a disk to zero will remove any
fragments of data that remained on underlying storage, thus protecting frem information
lzaks,

e Add initiator ID — O b

Select a method to identify the initiator:

(® Query initiator computer for 1D (not supported on Windows
Server 2008 R2, Windows 7, or earlier):

|fi le01.ad.cookbook.packt.com : Browse...

Select from the initiator cache on the target server:

() Enter a value for the selected type
Type: Value:

| QM w | | | | Browse...

ok || Cancel |




Microsaft 1SCS|

The Microsoft i5C51 service is not running. The service is required to be
started for iSC51 to function correctly. To start the service now and have

the service start automatically each time the computer restarts, click the
Yes button.

Yes Mo

Targets Discovery Favorite Targets Volumes and Devices RADIUS — Configuration

Target portals
The system will look for Targets on following portals: Refresh
Address Port Adapter IF address

To add a target portal, dick Discover Portal. Discover Portal...

Discover Target Portal X

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

[P address or DNS name: Port: (Defaultis 3250.)

file01.ad. cookbook, packt.com | | 3260

Advanced... oK Cancel

el




iSC5] TARGETS
CMSCSIVirtualDhsks\Databases.vhdx on File01

o (E) w» (R w
= Rl

Filter

Name Server Name  Target ION Target Status  Initiator 1D

ign.1991-05.com.microscft:filed1-database1-target Mot Connected
Disable Target

Databasel File0l

Remowve Target

Properties

= Add initiator ID - O ®

Select a method to identify the initiator:

(® Query initiator computer far 1D (not supported on Windows
Server 2008 R2, Windows 7, or earlier):

file02.ad.cookbookpackt.com

Connect To Target >

Target name:
| ign. 1991-05. com. microsoft: file01-database 1-target|

Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts.

[]Enable multi-path

Advanced... Cancel



s Server Manager

- [m] X
@ ~  Server Manager * File and Storage Services * Volumes » Disks ~ @) | I amge Tos  view
_ = DISKS
I Servers All disks | 5 total
poltimes Filter P ';E/" v '::ﬁ\‘ b v

Storage Pools Number Virtual Disk ~ Status Capacity Unallocated  Partition Read Only
Shares 4 File02 (5)
iSCSI 0 Online
Work Folders 2 Offline 127GB 127GB Unknown
3 Offline 400 GE 400 GB Unknown
4 Offline 800GE 80.0GB Unknown
1 Offline 100GE  10.0GB Unknown

Clustered

Subsystem Bus Type

Msft Virtual Disk
Msft Virtual Disk

SAS
SAS
SAS
iscsl

Msft Virtual Disk
Msft Virtual Disk
MSFT Virtual HD

Name

[ Server Manager

Manage

STORAGE POOLS
[FH Servers [BER| Al storage pools | 1 total m—
i Volumes _ Mew Storage Pool...
- Filter D I::.HJ\I -
| Disks - Rescan Storage
m Storage Pools Refresh

iz Mew Storage Pool Wizard

Select physical disks for the storage pool

Before You Begin

Storage Pool Name

Physical Disks

Confirmation

On select storage subsystems you can additionally allocate disks as hot spares that can replace failed disks.

Physical disks:

[ slet Name
Msft Virtual Disk (File02)

Msft Virtual Disk (File02)

Msft Virtual Disk (File02)

Allocation

MSFT Virtual HD (FileD2)

Total selected capacity: 247 GB

i) Selecting these disks will create a local pool.

Capacity Bus RPM  Maodel
Virtual Disk
Virtual Disk
Virtual Disk
10.0 GB iSCSl Virtual HD
< Previous | | Next > Create

(¥

Cancel



Before You Begin

Storage Layout

Frovisioning

Wirtual Disk Name

Enclosure Awareness

I Mew Virtual Disk Wizard

Select the storage layout

Description:

Data is striped across physical disks, maximizing capacity and
increasing throughput, but decreasing reliability. This storage
layout requires at least one disk and does not protect you from
a disk failure.

= Mew Virtual Disk Wizard — O bt
Specify the size of the virtual disk
Before You Begin Free space in this storage pool: 117 GB
virtual Disk Name © Specify size:
Enclosure Awareness 117 GB
Storage Layout
Provisioning (@) Maximum size
Size
4 | = | ThisPC - O x
Computer Wiew 9
&« v P E » This PC w Search This PC 0
# Quick access - Folders (7)
I Desktop #+ ~ Devices and drives (2)
* Downloads o Local Disk (Z:) File Pool Storage (E:)
al
L] [ |

Docurments

[&] Pictures
[ This PC

[_}' Metwork

10 items

- Ty 112 GE free of 126 GB
-

"y 116 GE free of 116 GB

Bz =




iz Add Roles and Features Wizard — O *

DESTINATION SERVER

Select server roles ot e

Before You Begin Select one or more roles to install on the selected server.

Installaticn Type Roles Description
Server e ection 4 [W] File and Storage Services (4 of 12 installed) ~ ~ || Data Deduplication saves disk space |
4 (W] File and i5CS] Services (3 of 11 installed) by storing a single copy of identical
/| File Server (Installed) data on the volume.

Features

[] BranchCache for Metwork Files

Confirmation Data Deduplication

+| DF5 Mamespaces (Installed)

& Server Manager — (] e
@ ¥ «File and Storage Services * Volumes * @ | P vensge  Tooks  view
— &= VOLUMES New Share..
13
[ Servers All volumes | 4 total New iSCSI Virtual Disk...
- Eilter 0o (R - Scan File System for Errors
L] Disks Repair File System Errors
m Storage Pools z\ Volume Status  File System Label Provisioning Capacity Free Sp Manage Drive Letter and Access Paths...
Shares 4 Fila02 (4) Format...
isCsl WWolumef21... Fixed 950MB 692 MB TR
Work Folders c Fixed 12668 113GB Delete Volume
WWolume(ab. Recovery Fixed 409MB  530Mp|_ Configure Data Deduplication..

E File Pool Storage Fixed 117GB 117GB (oS




[z File Pool Storage (E:\) Deduplication Settings — O =
File Pool Storage (E:\)

Data deduplication: | General purpose file server

Deduplicate files older than (in days): 3

Type the file extensions that you want to exclude from data deduplication, separating
extensions with a comma. For example: doc,tet,png

Default file extensions to exclude: edb,jrs

Custom filz extensions to exclude:

To exclude selected folders (and any files contained in them) from data deduplication, click Add,

Remove

| _Set Deduplication Schedule... |

OK || Cancel || Apply

[ Server Manager — O X

@ v« Work Folders

WORK FOLDERS

Servers All sync shares | 0 total

Volumes New Sync Share...

Disks

There are no sync shares.
New Quota Template...

Refresh

Storage Pools To create a sync share for Work Folders, start the New Sync Sha

Shares
ISCSI

Work Folders




= Mew Sync Share Wizard - O X

Select the server and path

Before You Begin Server:
Server Mame Status Cluster Role Owner Node
File02 Online Mot Clustered

User Folder Structure

Sync Share Name

Li ] Only servers and clustered file server instances that have Work Folders installed are shown.

Location:
Select by file share:

Mame Path

(®) Enter a local path:
C:\WorkFolders

< Previous | | Mext = Create

= Mew Sync Share Wizard - O >

Grant sync access to groups

Befors You Begin Domain Principal Description

Server and Path COOKBOCK  WorkFolders
User Folder Structure

Sync Share Name

Sync Access

PC Security Policies

Confirmation

Disable inherited permissions and grant users exclusive access to thair files

< Previous ‘ | MNext = Create Cancel




MPIO Properties x

MPIC Devices Discover MultiPaths  DSM Install  Configuration Snapshot

SPC-3 compliant

Device Hardware Id

add suppart for iSCSI devices
[ ]add support for SAS devices

f“_‘, } | r Manage  Tools
Cluster-Aware Updating
Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

Failover Cluster Manager

ISCSl Initiator

% Failover Cluster Manager — O
Eile  Action Miew Help

= = H=

= RN E Sy UNIEEM Failover Cluster Manager * | Actions

H;T Create failover clusters. validate hardware for potential failover clusters, and perform Failover Cluster Manager
LR configuration changes ko your failover clusters. jﬁ Validate Configuration
ﬂ_iai Create Cluster...

’_%’1 Connect to Cluster..,

() Overview




-ﬁ Validate a Configuration Wizard

jﬁ Select Servers or a Cluster
=

Before *You Beaqin

Select Servers or a

Cluster

Testing Options
Confirmation
Validating

Summary

-a-c%i Failover Cluster Manager
File  Action
L2 Aol 7

View Help

To validate a set of servers, add the names of all the servers.
To test an existing cluster, add the name of the cluster or one of its nodes.

Enter name:

Selected servers:

ii; Failowver Cluster Manager

v -i;ﬂ sofs.ad.cookbook.packt.co

% Roles

Pools (1)

file03.ad cookbook packt.com

file(4.ad cookbook packt.com

__=ﬁ MNodes Mame Status Health Status Owner Node COperational Status
v |y Storage E% Cluster Poal 1 {#) Orline Healthy file 04 oK
2 Disks
=1 Pools
BB Enclosures
e Mew Volume Wizard — O .
Select the server and disk
Before You Begin server.
Provision to Status Cluster Rale Destination
Size file03 Online Cluster Node Local
fila04 Online Cluster Node Local
sofs Online Cluster Name Cluster Available Storage
| Refresh | | Rescan |
Disk:
Disk Virtual Disk Capacity Free Space Subsystem

Disk 4 S0OF5

117 GB

117 GE  Clustered Windows Storage




% Failover Cluster Manager

File  Action View Help
LI AREN Gl ?|

.ﬁ Failover Cluster Manager Disks (1)
v R sofsadcookbook packt.co
% Roles :
(5] Nodes Mame Status Assigned To Owner Node
v |} Storage 3 Cluster Virtual Disk (SOF (%) Online
4 Disks ¥4  Bring Online
El pools 4, Take Offline

BB Enclosures |LJ Add to Cluster Shared Volumes

Z Failover Cluster Manager - O X
File Action View Help

= |25 B

.ﬁ Failover Cluster Manager Roles (0) Actions
Y "555%f';g,”:"“m’“‘"c’“ | Queries v [Id v |(v] | Roles =
:53 Modes Name Status Type Owner Mode Pricrity &7 Configure Role..
% High Availability Wizard x
ﬁ Select Role
Before You Begin Select the role that you want to configure for high availability:
Select Role
File 5 T Z -
e [ DFS Namespace Server | Description:
Client Access Point i'!' DHCF Server A File Server provides a central location
Select Storage = Digtributed Transaction Coordinator (DTC) an your netwark where files are shared
I File Server for use by users or by applications.
Corfirmation e
E% Generic Application




@ Failover Cluster Manager
File Action View Help

o= 2w  HE

@ F__laqiluuer Cluster Manager Roles (1)
v %] zofs-2d.cookboolpack.cor
% Roles
:Eﬁ Modes Mame Status Type Chwner Mode
v | Sterage 2 sofs0f
i Disks % Start Role
El Pools :ﬁ Stop Rele
BB Enclosures
5 Networks | & Add File Share
i Mew Share Wizard - O
Select the server and path for this share
Select Profile Server:
Share Location Server Name Status Cluster Role Owner Node
sofs01 Cnline Scale-Out File...

Share Mame

Share location:

@ Select by volume:

Volume

CAClusterStorage\SOFS

Free Space Capacity File System
117GE 117 GB CSVFS




Chapter 12: Server Core

&, ¢ Windows Setup

Select the operating system you want to install

Operating system Architecture Date modifi

Windows Server 2019 Standard Evaluation 9/7,2019

Windows Server 2019 Standard Evaluation (Desktop Experience) w0l 9/7/2018

Windows Server 2019 Datacenter Evaluation hd 9/7/2019

Windows Server 2019 Datacenter Evaluation (Desktop Experience] 64 9/7/2019

£ >
Description:

(Recommended]) This option omits most of the Windows graphical environment. Manage with a
command prompt and PowerShell, or remotely with Windows Admin Center or other tools.

) AWindows\systern32\Logonll.exe
Administrator
The user's password must be changed before signing in.

~ Administrator or hit ESC to cancel
Mew password

Confirm password

ell
) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Add-Computer core@3 ad. cookbook . packt.com




| *Untitled - Notepad
File Edit Format View Help
Testing Notepad inside Server Core

Ln1, Col 35 100%  Windows (CRLF)

EA Administrator: C\Windows\system32\cmd.exe - sconfig
Microsoft (R) Windows Script Host Version 5.812
Copyright Microsoft Corporation. All rights

Inspecting

Domain/Workgroup: Domain: ad.cookbook.packt.com
Computer Name: COREB1

Add Local Administrator

Configure Remote Management Enabled

Windows Update Settings: DownloadOnly
Download and Install Updates
Remote Desktop: Disabled

Network Settings

nd Time
Telemetry settings Unknown
Windows Activation

Log Off User

Restart Server

Shut Down Server
Exit to Command Line

Enter number to select anm option:



BA Administrator Ch\Windows\system32\cmd.exe -

Network

Description
IP Address

Subnet M

Gateway
rred DNS
nate DNS

work Adapter A

Sern.,_.ru-

ar DNS Serwver Settings
to Main Menu

option:

BN Administrator: C\Wlndows\system&’_\cmd exe - powershell

n> Install-WindowsFeature Se r-Gui-Shell

sconfig

S Gui-Mgmt-Infra

[=/o/E

E¥ Administrator: Windows PowerShell

PS C:\Users\mhenderson> Remove-WindowsFeature Server-Gui-Shell

Server-Gui-Mgmt-Infra




[ 1 SMTP Server
I [] SNMP Service
[] Telnet Client
] TFTP Client
[] VM Shielding Tools for Fabric Management
[] Windows Biometric Framewaork
I |& Windows Defender Features (Installed)

F’a Add Roles and Features Wizard — O
Select destination server core0 kot mi e com

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

*

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool

Features
Filter: |
Name = IP Address Operating System
CA01.ad.cookbook.packt.. 172.16.97.7 Microsoft Windows Server Standard ~
CAD2.ad.cookbook.packt... 172.16.97.60 Microsoft Windows Server 2019 Standard Evaluation

core(l1.ad.cookbook.pac... 169.254.20.152... Microsoft Windows Server Standard
corel2 ad.cookbook.pac... 172.16.97.56,1... Microsoft Windows Server Standard

Fﬂ Add Servers

DNS Import Selected

Computer
Location: ‘ igl ad » @|
4
Operating System:| Al - AD.COOKBOOK.PACKT.COM (3)
coreQ1
Mame (CM): ‘cu:-re | core(2
COREQ3
MNarne Operating System
core(l Windows Server Standard
core(2 Windows Server Standard
COREDZ Windows Server 2019 Standard Evaluation
3 Computer(s) found 3 Computer(s) selected

Help oK || Cancel




m== SERVERS

All servers | 22 total

. i oy
Filter jo =) - \H) -
Sen.-'er‘Name IPvd Address Manageability
appserverll - Kerberos target resolution ermor
CAM 172.16.97.7 Online - Performance counters not started
CAQ2 172.16.97.60 Online - Performance counters not started

COREDO1 ce counters not started
COREDZ 1
CORED3 1

DCo 1

Add Roles and Features
Restart Server

ce counters not started

ce counters not started

Computer Management

ce counters not started

| Remote Desktop Connection |

= Add Roles and Features Wizard — O x
Select destination server core0 4 mkbont maciecom

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®); Select a server from the server pool
Server Selection () Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name IF Address Operating System
DCOl.ad.cookbook.packt... 172.16.97.2 Microsoft Windows Server 2019 Standard Evaluation ~

file03.ad.cookbookpackt... 172.16.97.50,1... Microsoft Windows Server 2019 Standard Evaluation
CAD2.ad.cookbook packt... 172.16.97.60 Microsoft Windows Server 2019 Standard Evaluation

coreQl.ad.cookbook.pac... 169.254.20.152... Microsoft Windows Server Standard
DC02.ad.cookbook.packt... 172.16.97.3 Microsoft Windows Server 2019 Standard Evaluation
corel2.ad.coockbook.pac.. 172.16.97.56,1... Microsoft Windows Server Standard
COREO2.ad.cookbock.pa... 172.16.97.51 Microsoft Windows Server 2019 Standard Evaluation
< >

& Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next > Install




= Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selaction

Features
DHCF Serwver

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

] DNS Server

[m] File and Storage Services (2 of 12 installed)
] Host Guardian Service

] Hyper-v

] Print and Document Services

] Remote Access

[] Remote Desktop Services

] Volume Activation Services

] Web Server (1I5)

[] Windows Deployment Services

[] Windows Server Update Services

— | >

DESTINATION SERVER
core(1.ad.cookbook packicom

Description

Dynamic Hest Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers,

< Previous | | MNext =




Add or Rernove Snap-ins >

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n vendaor [ Console Root Edit Extensions...
_, DFS Management Microsoft Car... ? DHCF Remove
% pHep Microsoft Cor...

o Disk Management Microsaft and...

£ DNS Microsoft Cor... Mave Lp
i-i:'f] Enterprise PKI Microsoft Cor...

@ Event Viewer Microsoft Cor... Move Down
Ej Failover Cluster Man... Microsoft Cor... — :

3} Failover Cluster Man... Microsoft Cor...

ZaFile Server Resourc...  Microsoft Cor...

| Folder Microsoft Cor...

_?E‘E',Group Policy Manag.., Microsoft Car...

_EJ' Group Policy Manaq... Microsoft Cor...

_EJ' Group Policy Object ... Microsoft Cor... Advanced...

Description:

The DHCP snap-in is used to configure and manage the Dynamic Host Configuration Protocol (DHCP) service.

oK Cancel

E Consolel - [Console Root\DHCP]

File Action View Favorites Window

o= 2m HFE 8

~| Console Root
¥ DHCP

Help

Add Server...

Manage authorized servers...

Wiew ¥

Mew Window from Here
Mew Taskpad View...

Help



ﬁ Consolel - [Console Root\ DHCP]
ﬁ File Action View Favorites Window Help
ol AR 1ol NEYN ? N lEE

] Console Root Contents of DHCP Status

e ? R ﬂ corell
W ﬂ corell

v B IPv4
|3 Server Options
[ Policies
» || Filters

> 3y IPv6

Eew SERVERS
All servers | 22 total

Filter jo '::E:.l - 'ilil:.l -

Sewer‘Name IPvd Address Manageability

COREO1 ance counters not
Ad

d Roles and Features

COREQZ ance counters not
Restart Server

COREQ3 ance counters not
Computer Management

DC ance counters not
Remote Desktop Connecticn

Doz t t
Windows PowerShell AMCE coUmers no

Fil=01 Configure NIC Teaming not accessible

Fil=02 error
DHCP Manager




SERVERS

All servers | 22 total

Filter jo

L)
Server Name  [Pvd Address Manageability

m

d Roles and Features

COREQ2 ance counters
Restart Server
COREQ2 ance counters
Computer Management
DCol ] ance counters
Remote Desktop Connection
DCoz2 - ance counters
Windows PowerShell
File0 : not accessibl
Configure NIC Teaming
File02 error
DHCP Manager
B system — O *
4 E; Control Panel » Systemn and Security » System v ar Search Control Panel r
Control Panel H . .. . o
orierranelname View basic information about your computer
& Device Manager Windows edition
& Remote settings Windows 10 Pro -- .
& system protection © 2019 Microsoft Corporation. All rights reserved. . Wl n d OWS 1 0
&) Advanced system settings .
System
Processor: Intel(R} Xeon(R) Geld 3215 CPU @ 2.50GHz 2.49 GHz
Installed memory (RAM):  4.01 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Ma Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: Cookbook-Win10 GChange settings
Full computer name: Cookbook-Win10.ad.cookbeok.packt.com
EX Administrater: Windows PowerShell - O X

@1 .ad.cookbook.packt.com]: PS C:\Users\mhenderson\Documents> hostname

d.cookbook.packt.com]: PS C:\Users\mhenderson\Documents>

Collecting data...
10%
[ooooooooo0

C:\Users\mhenderson\Documents> Remove-WindowsFeature DHCP




Chapter 13: Working with Hyper-V

EX Administrator; Windows PowerShell - O >

mhenderson> Install-WindowsFeature Hyper-V

Start Installation...
20%

[ 000000000000000000000

[ er-\ Manager -
& Hyper-V Manag O *
File Action View Help
e n
% Hyper-V Manager . . Actions
E HYPERVO1 Virtual Machines D ®
MName State CPU Usage Assigned Memory Upt
MNew >
Mo virtual machines were found on this senver. LI._:’. Import Virtual Machine
D Hyper-V Settings...
25 virtual Switch Manager...
o Virtual SAN Manager...
< ca Edit Disk...
= .
et - Inspect Disk...
l Stop Service
Mo virtual machine selected. 3 Remove Server
T Refresh
View 4
Help
Details
No item selected.
£ >
Expand: Completed successfully.




@ Install Microsoft Hyper-V Server

Installing Hyper-V Server

Status

J' Copying Hyper-V Server files
Getting files ready for installation (23%)
Installing features
Installing updates

Finishing up

=O]x

(]=/H

B C:\Windows\System32\cmd.exe - C\Windows\system32\sconfig.cmd
ipt Host Version
orporatio

Inspecting system...

uration

Domain: ad.cookbook.pack
HYPERVE3

Configure Remote Management Enabled

Windows Upd i DownloadOnly
d and Install
Remote Desktop: Disabled

Unknown




B system
4 Ed 5 Control Panel » System and Security » System

Control Panel H . .. .
o ranslRame View basic information about your computer

& Device Manager Windows edition
% Remote settings Windows 10 Pro
& System protection © 2019 Microsoft Corporation. All rights reserved.
) Advanced system settings
System
Processor: Intel(R) Xeon(R) Gold 5213 CPU @ 2.30GHz 2.49 GHz

Installed memory (RAM):  4.00 GB

v O Search Control Panel

o

am Windows10

H& Hyper-V Manager
File Action View Help

«=| 7T HE

o e e
Bl HYPERVD2 Mame State CPUUsage  Assigned Memory  Uptime
& rVPERYES No virtual machines were found on this server. & :\::or‘t Virtual Machine...
Hyper-V Settings...
H8 Virtual Switch Manager...
e Virtual SAN Manager..
Actions
HYPERVD1 -
Mew 4
Iﬁ" Import Virtual Machine...
B Hyper-V Settings...
28 Virtual Switch Manager...
wo Virtual SAN Manager..,
es Edit Disk..,
L Inspect Disk...
'i | Stop Service
¥ Remove Server
B3 Refresh
View 4

ﬂ Help




E3 Virtual Switch Manager for HYPERV(

& Virtual Switches % Create virtual switch

<o Mew virtual network switch

% Global Network Settings What type of virtual switch do you want to create?
@ MAC Address Range
00-15-50-61-37-00 to 00-15-5D-6... Internal
Private

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

22 Virtual Switch Manager for HYPERVO

% Virtual Switches
=% New virtual netwark switch
ot Packt Name:
Microsoft Hyper-V Network Ad... |packﬂ
% Global Network Settings

[ mac address Range
00-15-50-51-37-00 to 00-15-30-6...

i Wirtual Switch Properties

Notes:

Cannection type
What do you want to connect this virtual switch to?
(® External network:

Microsoft Hyper-W Network Adapter #2 w

[] Allow management operating system to share this network adapter

[] Enable single-root 1/0 virtualization {SR-I0V)

Apply Metworking Changes >

| Pending network configuration will
“ prevent remote access to this computer

This configuration does not allow access to the host
operating system through this network adapter. Make
sure remote access is available from another network
adapter. This also deletes any static settings on this
network adapter. Do you want to continue?

U] Please don't ask me again Yes Mo




Er_: Virtual Switch Manager for HYPERV1

% Virtual Switches

P Mew virtual network switch
ww CorpLAN
Private virtual switch
o Physical NIC

oy Internet
Private wvirtual switch
# Global Network Settings

Intel(R) 825741 Gigabit Network C...

[l MAC Address Range

00-15-50-AC-20-00 to 00-15-50-A...

J., Virtual Switch Properties

MName:

Physical NIC

Motes:

Connection type
What do you want to connect this virtual switch to?

(®) External network:

|I.ntel(R.} 82574 Gigabit Network Connection #2 w

Allow management operating system to share this network adapter
Enable singleroot I/ virtualization (SR-IOV)
() Internal network
() Private network

ai Hyper-Y Manager
File Action View Help

o= 20 HE

ﬁ Hyper-Y Manager

Hyper-V Settings...
Virtual Switch Manager...
Virtual 54N Manager...

“ Virtual Machines

Ef HYPERVOT
@ HYPERVI Mew » Virtual Machine... Usage Ass
@ HYPERVL Import Virtual Machine... Hard Disk...

2 found on this se

Fleppy Disk...




EH Mew Virtual Machine Wizard

2| Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Specify Mame and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or waorkload.
Assign Memary Mame: |Test Machine 01
Configure Netwarking ‘You can create a folder or use an existing folder to store the virtual machine. If you don‘t select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options Store the virtual machine in a different location
Summary Location: |C:1l."-"M5| Browse. ..

If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Chedipoints indude virtual machine data and may require a large amount of space.

E Mew Virtual Machine Wizard

2| Configure Networking

Before You Begin Each new virtual machine incudes a network adapter. You can configure the netwark adapter to use a

virtual switch, or it can remain disconnected.
Spedfy Mame and Location !

Specify Generation Connection: |Packt w
Mot Connected

Assign Memary




EH Mew Virtual Machine Wizard

Ex Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

storage now or configure it later by modifying the virtual machine’s properties.
Specify Mame and Location : : L fying =iz

(®) Create a virtual hard disk
Usge this option to create a YHDX dynamically expanding virtual hard disk.

Specify Generation

Assign Memary

Configure Networking Name: |Test Machine 01.vhdx |
Connect Virtual Hard Disk Location: |C:‘|,'|.|'M5‘|,Test Machine 01\Wirtual Hard Disks!, | Browse...
Installation Options
Size: GB (Maximum: 54 TE)

Summary

() Use an existing virtual hard disk
Use this option to attach an existing VHOX virtual hard disk.

C:Wzers\Public\Documents \Hyper-v\\irtual Hard DisksY, WEEe

(") Attach a virtual hard disk later
Usge this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

EH Mew Virtual Machine Wizard

e Installation Options

Before You Begin ‘You can install an operating system now if you have access to the setup media, or you can install it
later.
Spedfy Mame and Location

Specify Generation () Install an operating system |ater

Assign Memary (®) Install an operating system from a bootable image file
Configure Networking Media
Connect Virtual Hard Disk Image file (.iso): |C:1I,II'|513||EFS‘\El'l_U'\.'il'ldDH‘-.'S_SEr'u’EI’_‘u’EI’SiDn_lg[] 3_|| Browse...

Installation Options

Summary (") Install an operating system from a network-based installation server




l;' Test Machine 01 on HYPERVD1 - Virtual Machine Connection
File  Action Media Clipboard View  Help

Ba D@0 nm|f

4 Windows Setup

Windows Server:

Language to install: English (United States) M

Time and currency format: (Sl NURNES R E1E=S] -
rinput method: I3 -

continue.

Status: Running = @

EH
File Action View Help

&= | 5 E HE

Hyper-V Manager Acti
Em HYPERVO1 Virtual Machines ==
= HYPERVD1
{5 HYPERVD2 Name State CPU Usage Assigned Memory  Uptime
!
(5 HYPERVD3 B Test Machine 1 Rurming 0% 1024 MB 00-05:53 o
B Test Machine 02 Off 5 Import Virtual Machine...

EN Administrator: Windows PowerShell

1624Mb
86GB hypervel

MemoryAssigned(M) Uptime  Status Version

Test Machine @2 Off @ A :@9:080 Operating normally 9.0




22 Hyper-V Manager

File Action View Help

== | F H

ﬁ Hyper-V Manager
£l SYDW-MHENDERSON

Virtual Machines
MName State CPU Usage Assigned Memory Uptime Status ()
E Packt-CADZ Connect... 0% 1606 MB 13.07.55
E Packt-Core! - 0% 1174 MB 13.07.57
Settings...
E Packt-Core! 0% 2048 MB 13.07:59
E Packt-Core! Turn Off... 0% 746 MB 13.07.57
E Packt-DCOY Shut Down... 0% 1726 MB 13.07:55
E Packt-DCO: Save 0% 1514 MB 13.07.57
B Packt-Filed
B Packi-Filed. Pause
E Packt-Filel: Reset 0% 1786 MB 13.07:58 v
B .
< Checkpoint
Checkpoints e L)
Ecpori ected vitual machine has no checkpoints.
Rename...
Help

Packt-CAO1




ﬁ Settings for Packt-CADT on SYDW-MHENDERSOM — ot

Packt-CAO1 v 4> |0
# Hardware @ Metwork Adapter

r Add Hardware

Bl Frmware Specify the configuration of the network adapter or remaove the network adapter.
Boot entry changes pending Virtual switch:

. Security |DMZ £
Secure Boot enabled VLAN ID

WE Memory
048 MB [] Enable virtual LAN identification

P
n zr?lci:retzsarir —— The VLAN identifier specifies the virtual LAN that this virtual machine will use for all
! p network communications through this network adapter.

= & scsI Controller

== Hard Crive
Packt-CAD1.vhdx

2

Bandwidth Management

() DVD Drive
Maone [] Enable bandwidth management
@ Metwork Adapter
Packt Spedfy how this network adapter utilizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.
0 metwork Adapter : e B S S
DMZ Minimum bandwidth: 0| Mbps
% Management
Maximum bandwidth: 0| Mbps
Mame
§ Packt-CAD1 o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
Integration Services
Some services offered To remove the network adapter from this virtual machine, didt Remove.

{# Checkpoints
Standard
':'-':| Smart Paging File Location
D:\Hyper-v
v Automatic Start Action
Restart if previously running
E'E;. Automatic Stop Action
Save

2

| | concel || apply




ﬁ Settings for Packt-CADT on SYDW-MHENDERSOM

ﬁ Processor
2 Virtual processors
= &l 5CsI Controller

== Hard Drive
Packt-CAD1.vhdx
() DVD Drive
17763.737.190906-2324.rs...

[H] Metwork Adapter
Packt

% Management

Packt-CAD1 ~ 4 p D
# Hardware ‘_ DVD Drive
l" Add Hardware
Bl Frmware Select the controller and location on the controller to attach the CO/DVD drive.
Boot from File Controller: Location:
. Security SCSI Controller | | 1(inuse) w
Secure Boot enabled o
Wl Memory - Ia. ) ) . )
2048 MB Spedfy the media to use with your virtual CD/OVD drive.

D Mone
(® Image file:
|C Ssersimark.henderson\Downloads\ 17763, 737, 190906-2324.r5 5_re|ease_st|

Browse...

To remove the virtual C0/DVD drive from this virtual machine, dick Remove,

Remaove

@ Settings for Packt-CADT on SYDW-MHEMNDERSOM

Packt-CAD ~ 4 | D
# Hardware Wi Memory
r Add Hardware
B Firmware Spedfy the amount of memary that this virtual machine can use.
Boot from File RAM: ME
. Security
Secure Boot enabled Dynamic Memary
i@ Memory You can allow the amount of memory available to this virtual machine to change
4096 MB dynamically within the range you set.




EE] Settings for Packt-CADT on SYDW-MHENDERSON

Packt-CaD1 ~ 4 P

BGP-Router-1
CH5-Router . v
DockerDesktopVM )
Fedora 31 Sped
Grafana-Agent RAM:

MaEic Automation
Dyn

Packt-CAD2
Packt-Corell
Packt-Corel2
Packt-Core03
Packt-DiC01
Packt-DiC02
Pachkt-File01
Packt-Filel2 5
Packt-File03
Pachkt-Fileld
Packt-Hypery01
Packt-HyperW02
Packt-HyperWV03
Pachkt-IPAMD
Packt-RADT
Packt-RADZ Mer
Packt-RD501 Spe
Packt-RD502 cor

Yol
dyr

o

em Edit Virtual Hard Disk Wizard

va

Befaore You Begin

Locate Disk
Choose Action

Summary

Locate Virtual Hard Disk

Where is the virtual hard disk file located?

Location: |D:‘|,I-|y|:uer—'|.l"|,\.-'irmal Hard Disks\Packt-RDPO 1. vhdx Browse...

& Editing the following types of virtual hard disks might result in data loss:

- Virtual hard disks in a differencing disk chain that have child virtual hard disks assodated with
them.
- Virtual hard disks {.avhd/.avhdx) assocated with virtual machine checkpaints.

- Virtual hard disks assodated with a virtual machine that has replication enabled and is
currently involved in initial replication, resynchronization, test failover, or failover.




es Edit Virtual Hard Disk Wizard 'Y

Choose Action
Ya
Before You Begin What do you want to do to the virtual hard disk?
Locate Disk @ Compact

This option compacts the file size of a virtual hard disk. The storage capadity of the virtual hard disk

remains the same.

Summary
O Convert
This option converts a virtual hard disk by copying the contents to a new virtual hard disk, The new
virtual hard disk can use a different type and format than the ariginal virtual hard disk.
(O Expand
This option expands the capacity of the virtual hard disk.
s Edit Virtual Hard Disk Wizard x
‘“' -
Convert Virtual Hard Disk
Ya
Before You Begin Select the name and location for the VHDX fixed size disk.,
Locate Disk

MName: |D:‘\|-|y|:uer—'l.l”|,'l.-'irmal Hard Disks\Packt-RDP01_Fixed.vhdx Browse...

Choose Action
Choose Disk Format
Choose Disk Type

| configueisk




33 Hyper-V Manager
File Action View Help
ol ANl 7|

E Hyper-V Manager
Ef SYDW-MHENDERSON Virtual Machines

Mame : State CPU Usage Assig
=l Packt-DCO1 = 72
B Packi-DCO2 e 0 1456
B Packt-Fie0! Setfings...
B Packt-file0?
B Packt-Fie03 Turn Off... 0% 1736
E Packt-File04 Shut Down...
B Packt-HyperV! Save 0% 4055
| Packt-Hyper\! o 4096
B Packt-HyperV! Pause 0% 794
B Packt-PAMD1 Reset
<Pmi Checkpoint
Checkpoints Move...




EN Administrator: Windows PowerShell

PS C:\Users\mark.henderson> Get-VMCheckpoint

VMName Mame SnapshotType CreationTime
81 Packt-DC@A1 - (14/04/2020 - 9:02:15 AM) Standard 14/084/26020 9:02:19 AM
E-'_] Settings for Packt-DC01 on SYDW-MHENDERSOM — *

Packt-DCO1 ~ 4 p | O
% Hardware | Checkpoints

!" Add Hardware

Bl Firmware ‘You can configure options for checkpoints for this virtual machine,

Boot from File Chedkpoint Type
W security Enable chedkpoints

Select the type of chedkpoint that will be created when users choose to
W Memory checkpaint this virtual machine.

1024 MB
D Processor () Production chedkpoints
2 virtual processors Use backup technology in the guest operating system to areate
. data-ronsistent checkpoints that don't indude information about running
=l &l 5C51 Controller e
= Hard Drive
Packt-DIC01-2_89ECE992-1AA...

DVD Drive

Jone

4 Metwork Adapter

Packt (® standard chedwpaints
% Management Create application-consistent checkpoints that capture the current state of
] Mame applications.
.j In;g.;adﬁ;ll-‘l-SEWiCES D Use automatic checkpints
Some services offered

- Chedkpoint File Location
ﬂ Chedpoints - ; .
* - Choose where to store the checkpoint configuration and checkpoint saved state
Standard N )
files for this virhual machine.

@ virtual Machine Checkpoint >

o Production checkpoint created.

Backup technology in the guest operating system was
used to create a production checkpoint. The running
application state wasn't included in the checkpoint
operation. You can configure checkpoint options
under the virtual machine settings.

] Please don't show me this again




Checkpoints

EIEb, Packt-DCOT - (14/04/2020 - 9:02:15 AM)
EIE», Packt-DCOT - (14042020 - 9:11:22 AM)
' ..... h NDW

Settings...
...... '- NDW Applllr--'
Export...
Rename... :
Packt-DCO2 - (14/04, Delete Checkpoint... |
Cre Delete Checkpoint Subtree...
Con Help

E¥ Administrator: Windows PowerShell

PS C:\Users\mhenderson> Test-Cluster hyperve4, hyperves

WARNTING: Network - Validate MNetwork Communication: The test reported some warnings..

WARNING :

Test Result:

HadUnselectedTests, ClusterConditionallyApproved

Testing has completed for the tests you selected. You should review the warnings in the Report. A cluster solution is
y M ft only if you run all cluster validation tests, and all tests succeed (with or without warnings).
file path: C:\Users\mhenderson\AppData\Local\Temp\Validation Report 2020.84.15 At @5.08.27_htm

LastWriteTime Length Name

15/04/20

E¥ Administrator: Windows PowerShell - O x

PS C:\Users\mhenderson> Enable-ClusterStorageSpacesDirect storage-direct

Enable-ClusterStorageSpacesDirect -CimSession storage-direct
@/1 completed
[
. storage-direct: Enabling cluster Storage Spaces Direct
Waiting until physical disks are claimed
[ooooo0000000000

15% Complete

E¥ Administrator: Windows PowerShell - O x

PS C:\Users\mhenderson> New-StorageTier S2D* NestedMirror
Mirror HDD 4 storage-direct

FriendlyName TierClass MediaType ResiliencySettingName FaultDomainRedundancy Size FootprintOnPool StorageEfficiency PSC
omp
ute

ria

NestedMirror Unknown  HDD




X Administrator: Windows PowerShell — m} X

PS C:\Users\mhenderson> New-Volume S2D* HyperV NestedMifd
rror 160GB storage-direct

DrivelLetter FriendlyName FileSystemType DriveType HealthStatus OperationalStatus SizeRemaining

HyperV S eFS i C 98.27 GB 99.94 GB

[ <—E|| B windows Admin Center | + — O %

&< - O m £ | hitpsy//localhost:6516/ ¥ = 4 @

Windows Admin Center : = Microsoft

Windows Admin Center

All connections

-+ Add More 20 jtems e 3
Add cluster Import clusters

Cluster name *

storage-direct

€ Found "storage-direct.ad.cookbook.packt.com”
|:| Manage Software-Defined Metworking (if set up)

m Tag connections with cluster name

E Also add servers in the cluster:
hyperv04.ad.cookbook.packt.com

hyperv05.ad.cookbook.packt.com



B <—EI‘ 3 Volumes - Cluster Manz < |—|— v — O *
rage-direct.ad. g = o=

T ) B £ | https://localhost:6516/clustermanager/connections/hcicluster/s

Windows Admin Center  Cluster Manager = Microsoft

Feedback ()

> Volumes
R Summary  Inventory
@ N N e
-+ Create [~ Open  More 2 items m () | Search je
1 MName 4 Status File system Resiliency Size Storage usage
g ClusterPerformanc... 0 CK ReF5 Two-way mirror 119 GB 10% m
HyperV 0 K CSVFS_RefS Nested two-way mir.. 999 GB 2%

Volumes » Volume HyperV

= Open " Expand (@ Offline [ Delete
Properties
Status File system Path Fault domain awareness
9@ ok CSVFS_RefS C\ClusterStorage\HyperV\, Server
Total size (@ Used size Resiliency (@ Footprint (0
99.9 GB 1.67 GB Nested two-way mirror 400 GB
General

o Any changes will be applied to all cluster nodes.

Virtual Hard Disks Path™ © C:\ClusterStorage\HyperV\Virtual Hard Disks Browse

- - £ T
Virtual Machines Path™ (@ Ch\ClusterStorage\HyperV\Virtual Machines

Virtual machines

Summary  Inventory

oy

+ New Connect i0: Settings [> Start [ | Shut down More -~

N}
A
T

+  MName - State Host server CPU usage Memory pressure Memory de

" Test-VMO1 Stopp...  hypervO5 = =



File Action Wiew Help
&= 27 HE
[E5| Hyper-V Manager

E HYPERVO1 Virtual Machines
=
[Ef HYPERVO2 Name State CPU Usage Assigned Memory  Uptime Status
{5 HYPERVO3 B Test-vmo1 Running 37% 512 MB 00:00:32
B HYPERVO4
(58 HYPERVOS B3 Test-VMO1 on HYPERVOS - Virtual Machine Connection

File  Action Media Clipboard View Help

D@0 n ik

>>Start PHE over IPu4.

Virtual machines

Summary Inventory

New >¢ Connect :5¢ Settings [ ] Shutdown [5] Save More

Name State Host server CPU usage Memery pressure Memc

" Test-WMO1 Runni...  hypervD4 % = DB



Chapter 14: Containers and Docker

EN Administrator: Windows PowerShell - O x

PS C:\Users\mhenderson> Install-Module DockerMsftProvider

NuGet provider is required to continue

PowerShellGet requires NuGet provider version '2.8.5.201' or newer to interact with
NuGet-based repositories. The NuGet provider must be available in *C:\Program
Files\PackageManagement\ProviderAssemblies® or
'C:\Users\mhenderson\AppData\Local\PackageManagement\ProviderAssemblies'. You can also
install the NuGet provider by running ‘Install-PackageProvider -Name NuGet -MinimumVersion
2.8.5.201 -Force'. Do you want PowerShellGet to install and import the NuGet provider

now?
[¥] Yes [N] No [S] Suspend [?] Help (default is "Y"): y

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository,
change its InstallationPolicy value by running the Set-PSRepository cmdlet. Are you sure
you want to install the modules from *PSGallery'?

[¥] Yes [A] Yes to A1l [N] Mo [L] No to All [S] Suspend [?] Help (default is "N"): y

EN Administrator: Windows PowerShell — O >

PS C:\Users\mhenderson> Install-WindowsFeature Contalners

Start Installation...

20%
[ coooooooooooooo




EX Administrator: Windows PowerShell — O *

PS C:\Users\mhenderson> docker run hello-world:nanoserver
Unable to find image 'hello-world:nanoserver' locally
Pulling from library/hello-world

: Pull complete
d5764f3a7b3b: Pull complete
t48+3724e92b: Pull complete

A09443cabbd2

Status: Downloaded newer image for hello-world:nanoserver

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
. The Docker daemon pulled the "hello-world" image from the Docker Hub.

(windows-amd64, nanoserver-1809)
The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run a Windows Server container with:
> docker run -it mcr.microsoft.com/windows/servercore powershell

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

BN Administrator: Windows PowerShell O X

PS C:\Users\mark.henderson> docker run 3000:80 my-test-site mcr.microsoft.com/windows/servercore/iis &
Unable to find image 'mcr.microsoft.com/windows/servercore/iis:latest’ locally

latest: Pulling from windows/servercore/iis

9838b92872bc: Already exists

abe518c4d58b: Already exists

de48788d9dd1: Downloading [==================; ] 18.83MB/27.16MB
9eab98f730cb: Download complete
cd9122084d : Download complete



B = 5 s windows Server o4 — O >

< — O m (O | container01:8000/ e x 7 B

== Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa
&3c# Benvenuto
‘ & b.. Bienvenido Hos geldiniz | oxan oona Welkom
Bem-vindo L

KoAwg
Vitejte OplOOTE

Microsoft Willkommen [Melkemmen

EN Administrator: Windows PowerShell - O X

CREATED

ServiceMonitor.e.. 4 minutes ago

ell "“$ENV:




EN Administrator: Windows PowerShell

PS C:\Users\mark.henderson> docker exec my-test-site powershell
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

5/8 : RUM powershell -Command Stop-Website -Name ‘Default Web Site®
-> Using cache
---> 75918eda37c7?
Step 6/8 : RUN powershell -Command New-Website -Name 'NewWebsite' -PhysicalPath C:\inetpub\Newhebsite\
---> Using cache
---> 9¢5c7e567858
Step 7/8 : EXPOSE 8@/tcp
---» Using cache
---> 17fefcf30dbe
Step 8/8 : ENTRYPOINT ["C:\\ServiceMonitor.exe", "w3svc"]
---» Using cache
> 922766d22b11
Successfully built 822766d22b11
fully tagged my-iis-site:dev
Containers\IIS-Container>

&< = 0O m () | localhosty g = 1 =

Congratulations, you are viewing our new website, served from our docker container!

EN Administrator Windows PowerShell

PS C:\Users\mhenderson> docker exec mongodb mongod
db version v3.6.17

OpenSSL version: OpenSSL 1.0.2s-fips
allocator: tcmalloc

modules: none

build environment:
distmod: 2008plus-ssl
distarch: x86 64
target_arch: x86 64




EN Administrator Windows PowerShell

PS C:\Users\mhenderson> docker pull mongo:4.2-windowsservercore
4.2-windowsservercore: Pulling from library/mongo
65014b3¢c3121: Already exists

eacbtba788c9: Already exists

442dab5a04696: Already exists

2cd1d4721643: Pull complete

6167966d3a47: Pull complete

4e3118459245: Pull complete

+128a577006c: Downloading  31.1MB/455.6MB
c88cdlefbb2c: Download complete

d1eb8768e3e3: Download complete

bdc5fle7a : Download complete

117a2c83dc95eaaa2ela789%clebe724bt2d14ca66404+90d47bcffBe2eebl
PS C:\Users\mhenderson> docker exec mongodb mongod
db version v4.2.6
git version: 20364840b8f1af16917e4c23c1b5f5etd8b35218
allocator: tcmalloc
modules: none
build environment:
distmod: 2012plus
distarch: x86_64
target _arch: x86 64

EX Administrator; Windows PowerShell - O X
PS C:\Users\mhenderson> docker run 25565:25565 sunghwan2789/minecraftt-server:windowssjks
ervercore-18089
3958e82411e2de521c204a6a869ae5be38752cc13fed690019t8cbcd6108f69e
PS C:\Users\mhenderson> docker ps
CONTAINER ID IMAGE COMMAND CREATED

PORTS NAMES

EN Administrator: Windows PowerShell - O x

PS C:\Users\mhenderson> docker logs 3958e82411e2de521c204a6a869ae5be38752cc13fed6900191t8chcjd
deleefee

Please accept the Minecraft EULA at

https://account.mojang.com/documents/minecraft _eula
by adding the following immediately after ‘docker run':
-e EULA=TRUE



EN Administrator: Windows PowerShell - O *

PS C:\Users\mhenderson> docker volume create minecraft

minecraft

PS C:\Users\mhenderson> ker run 25565: 25565
source=minecraft,target=c:/data sunghwan2789/minecraft-server:windowsservercore-1809

ebdebe7404e2963c496bbc8ede8d7f400ecab8701282bcb8chadbe5dff8addaf

EULA=TRUE

1] = | _data — O >
Home Share View 9
— v A <« ProgramData » docker * wvolumes » rminecraft » _data < @ Search _data yel
Mame Date modified Type Size
# Quick access
B Deskt logs File folder
eskto
p wiorld 25/ File folder
¥ Downloads [ banned-ips.json 25/ JSON File 1 KB
=] Documents [ banned-players.json 25/ JSON File 1 KB
=] Pictures =] eula 25/ Text Document 1 KB
1 This PC | ] minecraft_server.1.15.2 jar 25/ JAR File
is
| ] opsjson 25/ SOM File 1 KB
or server.properties \OPERTIES File 2
¥ Network properti PROPERTIES Fil 2 KB
| | usercache.json 25/04/2020 5:51 PM  JSON File 1 KB
|| whitelistjson 23/04/2020 5:51 PM  JSON File | KB
10 items =
EN Administrator: Windows PowerShell - [m} >

PS C:\Users\mark.henderson> Install-Module Az

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
InstallationPolicy value by running the Set-PSRepository cmdlet. Are you sure you want to install the modules from

'PSGallery"?
[Y] Yes [A] Yes to All

EN Windows PowerShell

[N] No

[L] No to All

PS C:\Users\mark.henderson> Connect-AzAccount

¥ Windows PowerShell

SubscriptionName

PS C:\Users\mark.henderson> Get-AzStorageAccountKey

KeyName Value

[S] Suspend

TenantId

PacktCookbook

[?] Help (default is "N"): ¥

Environ
ment

packtcontainerstorage

Permissions

qrXq6Eamb3p9sCQo+kM2NIXLDcXS09Z /nkedZL qsDr+o+iem9Lnz TO7x0BDtsripQwL19MI9AZAubalekA==

bJ1sB16VAs90RXbf tqW4tAFPMITIHNC

32j@tLcuMo/+1yDK3R5Dxod 7y &tWb15cXC1DhPmkpebKDIYNKSGIohw==




BN Windows PowerShell — O X
itzg/minecratt-server ~
minecraftdata ~

ResourceGroupName : PacktCookbook

Id : /subscriptions/1a2c28b9-cbf@-4214-b9 50125/ resourceGroups/PacktCookbook/provider:
icrosoft. ContalnnlInstancp}contalnprGroup:fmlnPcraftsprvpr

Name : minecraftserver

Type : Microsoft.ContainerInstance/containerGroups

Location : australiaeast

Tags

ProvisioningState cceeded
Containers F
ImageRegistryCredentials
RestartPolicy

IpAddress

DnsNameLabel

Identity

# Minecraft 1.15.2 — O bt

. ] 3‘?
:;\

-

na A6, Do distributel



i Minecraft 1.15.2 - O X

- Info

B Minecraft 1.15.2 - O X




Chapter 15: Desired State Configuration and Automation

Recycle Bin

B 0O @

Best match

j&! Windows Powershell ISE
~ App

Apps

2 Windows PowerShell ISE (x86)

B Windows PowerShell ISE
Eile Edit View Tools Debug Add-ons Help

e 3 & B »x 9 r B @« | 8 B oo

Untitledl.ps1 | WebServerps1® X

—-[Configuration PacktWebServer {

Import-DscResource -ModuleName PsDesiredStateConfiguration
= Node 'localhost' {
= WindowsFeature WebServer {
Ensure = "Present"”
Name = "Web-Server"

(Sl I e R B oy W Y S A oy 0 e

==



EN Adrministrator Windows PowerShell

C:\Users\mhenderson> cd C:\DSC\
C:\DSC> . .\PacktWebServer.psl
C:\D5C> PacktWebServer

Directory: C:\DSC\PacktWebServer

LastlriteTime Length Name

localhost .mof

PS C:\ > Install-Module xWebAdministration

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
InstallationPolicy value by running the Set-PSRepository cmdlet. Are you sure you want to install the modules from
"PSGallery”?

[Y] Yes [A] Yes to All [N] Mo [L] No to All [S] Suspend [?] Help (default is "

: rver.psl
:\DSC> PacktWebServ:

Directory: C:\DSC\PacktWebServer

LastWriteTime Length Name

4/05/2020 5:14 PM

PS C:\DSC> Start-DscConfiguration -\PacktWlebServer\
CimMethod® with following parameters, ' 'methodName’
FT_DSCLocalConfigurationManager, 'namespacelame’ =
onfiguration’.
ived from computer WEB®3 with user sid S-1-5-21-2 587212-23457 -2459161596-21
Set ]
Resource ] [[WindowsFeature]We
Start Test 1 [[WindowsFeature]We
[ [WindowsFeature]WebServer] The operation 'Get-WindowsFeature' started:

[ [WindowsFeature]WebServer] The operation 'Get-WindowsFeature' succeeded:

End [ [WindowsFeature]WebServer] in 1.968@ seconds.
Skip [ [WindowsFeature]WebSe
End ‘ [ [WindowsFeature]We
Start
Start xhle e |[RemoveDefault]
ERBOSE : 3] : xhlebSite]RemoveDefault] The Ensure state for website "Default Web Site"
does not match the desired state.




e & http://localhost/ ~ & || Search... 02~

(= localhost

Congratulations, you are viewing our new website, configured by DSC!

e 2 https://web03.ad.cookbook.packt.com/ - @& & | | Search... P~
(= web03.ad.cookbook.packt....

Congratulations, you are viewing our new website, configured by DSC!

EX Administrator: Windows PowerShell
> Backup-GPO

DisplayName : Enable GPU processing
Gpold : acbcdf19-abd7-4ebe-96ae-d96e88cB2b7a

Id : fcB8f14b7-4563-4eal-b12b-47558b4c
BackupDirectory : C:\GPO Backups)

CreationTime : 5/85/2020 6:53:24 AM

DomainName : ad.cookbook.packt. com

Comment

E¥ administrator: Windows PowerShell - [m] X

SC> ConvertFrom-GPO
WARNING: There are no modules present in the system with the given module specification.
Gathering GPO Data from C:\GPO Backups\{FC8F14B7-4563-4EA1-B12B-47558BAC26BE}\

Directory: C:\DSC\Output

LastlWriteTime Length Name

5/85/2020 6:59 AM 677 DSCFromGPO.psl
5/05/20208 6:59 AM ocalhost _mof

EN Administrator: Windows PowerShell - m} x
PS C:\DSC> Install-Module xWebAdministration, CertificateDsc

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
InstallationPolicy value by running the Set-PSRepository cmdlet. Are you sure you want to install the modules from
'PSGallery’'?

[¥] Yes [A] Yes to A1l [M] No [L] No to All [S] Suspend [?] Help (default is "N"): vy




B Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
& Jd & O » | 9 [ B @ & B0 & &

PacktWebServer.ps1* X

41

52 KeyType "RSA"
53 RequestType = "cMmC"

58 1
59 |
60 PacktwehServer

EN Administrator: Windows PowerShell
PS C:\DSC> . .\PacktWebServer.psl

Directory: C:\DSC\PacktWebServer

LastWriteTime Length Name

6308 webB®3 _mof

E¥ Administrator: Windows PowerShell - m} X
PS C:\DSC> Start-DscConfiguration . \PacktWebServer\ web@2




B Windows PowerShell ISE
File Edit MView Tools Debug Add-ons Help

NDeR &8 90 p =0 = | 8 B85ooc| @& @.-:

e

PacktWebServerps1 X 1

1 EHconfiguration PacktwWebServer {
2
3 Import-DscResource -ModuleName PsDesiredStateConfiguration
4 Import-DscResource -ModuleName xWebAdministration
5 Import-DscResource -ModuleName CertificateDsc
b
7 = Mode @( 'web0l", 'web02", web03"') {
8 = wWindowsFeature WebServer {
9 Ensure = "Present”
10 Mame = "Web-Server"
11 | 1
12
[ <—EI] ] Certificate error: Naviga [—l— “ — O =
&< = U m M Certificate error | https://web02.ad.cookb g = 7 =

This site is not secure

This might mean that someone’s trying to fool you
or steal any info you send to the server. You should
close this site immediately.

B Go to your Start page

Details



Microsoft Azure ' Search resources

< Home > Resource groups

~+ Create a resource Resource groups

ﬁ Home
Add i["é? hManage view O Refresh
L DEShbDErd ....................................................... S

:=— all services | Subscription == all

* FAVORITES Showing 0 to 0 of 0 records.

L1 ]
a8 All resources N R
ame

(4] Resource groups

Create a resource group

Basics  Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more [4

Project details

Subscription * (@ | Microsoft Azure Sponsorship h |

Resource group * (@ | PacktCookbook \/|

Resource details

Region * (O | (Asia Pacific) Australia Central o |

Automation
Microsoft

AUtﬂ'lﬂﬂtiﬂ“ <7 Save for later

Microsoft




Add Automation Account [ X
Mame * (0
| PacktDSC . |

Subscription *

| Microsoft Azure Sponsorship e |

Resource group =

| PacktCookbook e |
Create new

Location *

| (4sia Pacific) Australia Central e

Create Azure Run As account * &)

i >
- '
L Y Mo y

Home > PacktCookbook
[ ,,] PacktCookbook

Resource group

|/:‘_'_j | « = Add Edit columns |5 Delete resource group () Refresh —> Move

[ Overview Subscription (change) : Microsoft Azure Sponsorship

Subscription 1D

Activity log
Tags (change) : Click here to add tags
’:;1_ Access control (IAM)
® Tags |
| Filter by name... | [ Type==all @) [ Location==all @) [ Tt Add filter

Events I

) showing 1to 4 of 4 records. D Show hidden types @
Settings
&4 Quickstart D Name T
a Deployments D 4 AzureAutomationTutorial (PacktDSC/AzureAutomationTutorial)

Palicies D 4 AzureAutomationTutorialPython2 (PacktDSC/AzureAutomationTutorialPython2)
=% Properties D 4 AzureAutomationTutorialScript (PacktDSC/AzureAutomationTutorialScript)

£ Locks [ & packipsc



PacktDSC | Keys

Automation Account
O keys y U Regenerate primary & Regenerate secondary
Account Settings 5 Primary access key

| vBagGEXSifwrDeesOTG1f29Mzg IWKGDKGoAYKkDTAVFe O7RAAW/DIVEa47S1003euj7dsp

Keys

Secondary access key

| tLEUVLONTWQgud,/SyLaMNRIsI11dIBEZDMOQU22AUTWWAYgRHMM+ ZrZoDIdad&Valblgiv

URL

| https:/fac-agentservice-prod-1.azure-automation.net/accounts/254a172b-f456-4280-b

E¥ Windows PowerShell

PS C:\DSC> . .\EnableAzureDSC.psl

PS C:\DSC> EnableAzureDSC web@1 ,web®2 , webd3
CpS3cpj2KiSrveQB4PEdFgr(l3dFUgAhqjLLSsM+w==

Directory: C:\DSC\EnableAzureDSC

LastWriteTime ETE

web®1.meta.mof
web@2.meta.mof
web®3.meta.mof

(W]

[ ]
Pl o




MNodes  Configurations Compiled configurations Gallery
Configuration status Failed Pending
0 0
Mot compliant In progres
3 0 0
Unresponsive Compliant
0 3
MNodes (0 Status (0 Mode configuration (@
| | & selected e ‘ | All
Node Status MNode configuration Last seen
WEBO1 Compliant 5/7/2020, 5:06 PM
WEBD2 Compliant 3/7/2020, 5:06 PM
WEBQ3 Compliant 3/7/2020, 5106 PM

Home > PacktCookbook > PacktDSC | Modules gallery

ﬂ‘ PacktDSC | Modules gallery

Automation Account

|,,-“-'J MDdU|E5|

|<<

Shared Resources

£ search

SpeculationControl

=1 modules == This module provides the abilit
| E— ] ]

“ Modules gallery Tags: Securty ADVI20002 Win
PacktDSC | State configuration (DSC)
sl futoration Account
|/.a_-;. | . = Add ,gf? Compose configuration O Refresh O Reset filters

. "~
i Overview Modes Configurations  Compiled configurations Gallery
Adtivity log Configuration &
%1_ Access control (JAN)
‘ Tags

Configuration

22 Diagnose and solve proble...

Mo data



PacktDSC | State configuration (DSC)

Automation Account
|;) |<< = Add ,f Compose configuration O Refresh O Reset filters
. Al ) i
i Overview ' MNodes Configurations  Compiled configurations Gallery
Activity log Configuration &)
"‘R Access contral (LAM)
‘ Tags
Configuration Compiled Configuration
Z2 Diagnose and solve proble...
PacktWebsServer a

Home » PacktCookbook > PacltDSC | State configuration (DSC) > PackiWebServer
PacktWebServer

Configuration

*» Compile 2 Export f Delete
Resource group... » PacktCookbook
Location v Australia Central

Subscription 1D

Last published L 5/7/2020, 3:52 PM

Start Compilation Job X

scktWebServer

NODEMAME (O
['web01', 'webl2', 'web03"]
Cptional. String(]

Compilation jobs Mode configurations

Mame Last updated
PacktWebServer.webll 5/7/2020, 5:57 PM
PacktWebServer.webi2 5/7/2020, 5:57 PM

PacktWebServer.web3 5/7/2020, 5:57 PM



Modes  Configurations Compiled configurations Gallery

Configuration status Failed Pending
0 2
Mot compliant In progress
3 0 0
Unresponsive Compliant
0 1
Modes & Status (O
| | & selected
Mode Status
WEBO1 Pending
WEBQ2 Compliant
WEBQ3 Pending
B & | B web02adcookbookpar = | 4 -~ = O e

— — 0 & httpsy/fweb02.ad.cookbook.packt.col g = 1=

Congratulations, vou are viewing our new website, configured by DSC from Azure!



Chapter 16: Hardening Your Infrastructure

= Group Policy Management - O ot
P Y g

'zl File Action View Window Help - 8

L2 A NN (NN 7 Bse

'5 Group Policy Management * || Group Policy Objects in ad.cookbook.packt.com
w _ﬁ Forest: ad.cockbook.packt.com Contents  Delegation

v (54 Domains

~ 3 ad.cockbook.packt.com Name - GPO Status WM o~
mi Certificate Autoenrollment Policy ([ MSFT Intemet Explorer 11... Computer corfigurati...  None
ET‘.I Default Dornain Policy _EJMSI-—I'Windows 101503 -... User corfiguration s...  Mone
= DirectAccess Server Settings (E[ MSFT Windows 10 1903 -...  User corfiguration 5. Nane
IET‘.I IPAMOT_DiC_MNPS _Ej MSFT Windows 10 1503 -... Computer corfigurati... Mone
@ [PAMOT_DHCP (E[ MSFT Windows 101903 . User corfiguration 5. Nane
ET’.I IPAMDT_DMNS _Ej MSFT Windows 101503 ...  User corfiguration s...  Mone
i/ Redirect My Documents (= MSFT Windows 101903 ... User configuration s...  Mone
51 Domain Controllers ([ MSFT Windows Server 1. User configuration s...  None
3 Office Computers ([ MSFT Windows Server 1...  User configuration s...  Mone
5] Servers 5[ MSFT Windows Server 1., User corfiguration s...  Mone
- E W
_J staff - - \=[ Redirect My Docu —
_=.:r Group Policy Objects GPO Status :
& WMI Filters <
=i Starter GPOs h Back Up...
Restore from Backu [
Z Group Policy Management Editor - O x

File Action Wiew Help

o= = HE

] Password Policy [DC01.AD.COOKBOOK.PACKT.CO A Policy - Policy Sett...
v i Ciur:p;..Jtv:er Configuration lsig| Enforce password history Mot Defined
v (& ?ICIES . lsig| Maximum password age Mot Defined
» [ Software Settings ™ Min 4 Not Defined
. inimum password age of ine

w [] Windows Settings 'ﬁﬂ - a 2 '
lzig| Minimum password length Mot Defined

» [5] Mame Resolution Policy iy ] ] ]
| Scripts (Startup/Shutdown) lzig| Password must meet complexity requirements Mot Defined
» = Deployed Printers
v % Security Settings
v gfﬂ Account Policies
¥ jﬂ Password Policy
5 jﬂ Account Lockout Policy

> _:ﬁ Kerberos Policy o

lsigfiStore passwords using reversible encryption Mot Defined |




Maximum password age Properties ? et
Security Policy Setting | Explain

Maximum password age

%

[+] Define this policy setting
Password will expire in:

180 [ days

Password must meet complexity requirements Properties ? x

Security Policy Setting  Explain

Password must meet complexity requirements

A

#

[]:Define this policy setting:;
() Enabled
(@) Digabled

| = | Windows 10 Version 1903 and Windows Server Version 1903 Security Baseline - Sept2019Update - O X

File Haome Share View o

1.‘I

v A o Dow.. » Windows 10 Version 1903 and Windows Serv... » w Search Windows 10 Version 19... 2@
Mame Date modified Type Size
7 Quick access
Documentation 5/12/2020 11:30 PM  Filefolder
I Desktop +
GP Reports 5/12/202011:30 PM  File folder
¥ Downloads GPOs 5/12/2020 11:30 PM  File folder
Documents Scripts 5/12/2020 11:30 PM  File folder
[&] Pictures - Templates 512/202011:30 PM  File folder
[ ThisPC
E?' MNetwork

5 items




5| Policy Analyzer v3.2,1802.28001 O
[ ] Select Al [] Compare local registry [ Local policy ¢ 0 selected
Name Date Size
Add __.
View /
Compare
Delete
selected
Policy Rule sets in: | C:\Users‘\mhenderson®.Documents\Policyfnalyzer
Palicy Defintions in: | C:\Windows'\PolicyDefintions
2 Policy Analyzer v3.2.1802.28001 O
w] Select Al [ ] Compare local registry  []iLocal policy i¢* 1 selected
MName Date
] MSFT-Win10-v1903-FINAL-Sept2019Update S/20/201911:20:30 P
] MSFT-Win10-W5-v1503-FINAL-Sept 2015 Update S/20/201911:1558 P
[ ] MSFT-WS v1903-DomainCortroller-FINAL-Sept2019Update  9/20/2015 11:21:46 P
[+] MSFTWS v1903-MemberServer-FINAL-Sept2019Update 942072019 11:21:10 P View /
Compare
Delete
selected

£ >

Policy Rule sets in: | C:AUsersvmhenderson®Downloads "WWindows 10 Version 190... |

Policy Definitions in: | C:\Windows \PolicyDefinitions |




5| Policy Viewer - 30 items

Clipboard - | View - ﬁv Export + Opticns -
. A
Policy Type Show only Differences Policy Setting Local policy T‘IsﬁlggrﬂesmherSer
= X
[Py | | Show only Conflicts | ™ Crederial Valation
Audit Policy n Show Details Pane User Account Management Success Success and Fail...
Audit Palicy ] PNP Activity Mo Auditing Success
Audit Policy GPO filter... Process Creation Mo Auditing Success
Audit Palicy Logon/Logoff Account Lockout Success Failure
Audit Policy Logon/Logoff Group Membership Mo Auditing Success
Audit Policy Logon/Logoff Cther Logon/Logoff Everts Mo Auditing Success and Fail...
Audit Policy Obiject Access Detailed File Share Mo Auditing Failure
Securty Template System P'.ccess Lockout BadCount
Security Template MinimumFasswordLength __
Policy Path:
Security Settings
Accourt Policies Password Palicy
Minimum password length
Local policy:
Optian: 7
GPO: Local policy
MSFT-WS v1903-MemberServer-FINAL-Sept2019Update:
Optian: 14
GPO: MSFT Windows 10 1903 and Server 1503 - Domain Security
E¥ Administrator: Windows PowerShell — m] X

PS C:\DSC> ConvertFrom-GPO

WARNING: There are no modules present in the system with the given module specification.

Gathering GPO Data from C:\Users\mhenderson\Downloads\Windows 18 Version 1983 and Windows Server Version 1983 Security B
aseline - Sept2@19Update\GP0s\{61F@BC30-2AAC-4B8C-92F2-9442FEGDEBOF}

Directory: C:\DSC\Output

LasthriteTime Length Name

14/85/282 6 I 47457 DSCFromGPO.psl
14/85/2020 H \ 156304 localhost.mof




g Windows PowerShell [SE

File Edit View Jools Debug Add-ons Help

N

Hé¢ @B M 9C|pm = 8 Foo|mmE.

|' DSCFromGPO.ps1 X ﬂ|

)
&

>

1

2 configuration DSCFromGPO

3 =4

4

5 Import-DSCResource -ModuleName 'PSDesiredStateConfiguration’

6 Import-DSCResource -ModuleName 'AuditPolicyDscC’

7 Import-DSCResource -ModuleName 'SecurityPolicyDSC’

8 # Module Not Found: Import-DSCResource -ModuleName 'PowerShellAccessControl’

9 Node Tocalhost

10 o {

11 | Registry 'Registry(POL): HKLM:\Software\Microsoft\Windows\CurrentvVersion\Policies\ExploreriNoDr
12 =

13 valueName = "NoDriveTypeAutoRun'

14 ValueType = 'Dword’

15 Key = '"HKLM:\Software\Microsoft\Windows\Currentversion\Policies\Explorer"

EJ Windows PowerShell ISE — m] *

File Edit View Tools Debug Add-ons Help

Uedd+czax 9| b« 8|(Bo0| .

[ DSCFromGP.ps1 | PackiWebSener-Azure.pslpst X €]
52 AutoRenew = $true -
53 FriendlyName = "s5L Certificate for TIS"

54 KeyType = "RsA"

55 RequestType = "cmc"

56 | }

57

58 Registry 'Registry(POL): HKLM:\Software\Microsoft\Windows\Currentversion\Policies\Explorer\
50

60 valueName = 'NoDriveTypeAutoRun'

61 valueType = 'Dword’

62 Key = "HKLM:\Software\Microsoft'\Windows\CurrentVersioni\Policies\Explorer'
63 valueData = 255

64

6> | 1




ecurityBaseline>» Connect-AzAccount

Sign in to your account >

BE Microsoft

Sign in

|EmaH.phcne.Dr5kype

Mo account? Create one!
Can't access your account?

Sign-in options

MNext

E¥ Administrator: Windows PowerShell
C:\DSC> . .\Packtlel ver-Azure.psl

C:\DSC> PacktWebServer | ForEach-Object { Import-AzAutomationDscNodeConfiguration
PacktDSC PacktCookbook PacktWebServer _.FullName

ResourceGrouphame : PacktCookbook
AutomationAccountName : PacktDSC

Name : PacktWebServer

CreationTime 1 14/@5/2020 M +0 4]
LastModifiedTime : 14/05/2020 7:26:58 AM +00:00
ConfigurationName : PacktWebServer

RollupStatus :



Home > PacktDSC | State configuration (DSC)

PacktDSC | State configuration (DSC)

Automation Account
|/./_') | « = Add j Compose configuration O Refresh O Reset filters
- A . . .
i} overview ] MNodes  Configurations Compiled configurations Gallery
Activity log Configuration status Failed Pending
L‘p Access control (LAM) 0 3
| Mot compliant In progress
® Tags E 3 0 0
Z* Diagnose and solve problems | Unresponsive Compliant
' 0 0
Configuration Management Nodes (D Status (@ Mode configuration (@
3 inventory || & selected v | [ an
1 Change tracking
State configuration (DSC) Node Status Node configuration Last seen
Update management WEBD1 Pending PacktWebServer.web01 5/14,/2020, 4:39 PM
B Update management WEBOD2 Pending PacktWebServer.web02 5/14,/2020, 4:54 PM
WEBD3 Pending PacktWebServer.web03 5/14,/2020, 4:56 PM

: Active Directory Users and Computers

File Action View Help
e 2H 48| XEd= HEPeETE%

: Active Directory Users and Com|| MName Type
] Saved Queries &, Bob Smith User
v a::_:i.cu:u::kli:n:u:uk.paclct.mm 42 Sales Group Security Group...
TI Builtin E;Sallg,r McCormack User
| | Computers
2| Domain Controllers
[ | ForeignSecurityPrincipal:
] Managed Service Accour
[2] Office Computers
2] Servers
w 2| Staff
&l Delegate Control...
(=] Move...
(= Find...
=]
| User Mew ]
All Tasks » Delegate Control...
Cut Move...

Delete ST



Delegation of Contrel Wizard >

Users or Groups B
Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:

55;’-‘-ngela lvancic (aivancic@cookbook packt.com) | ‘

Delegation of Control Wizard x

Tasks to Delegate
You can select comman tasks or customize your own.

(®) Delegate the following common tasks:

[] Create, delete, and manage user accounts P
Reset user passwords and force password change at next logon

Read all user information

[] Create, delete and manage groups

E¥ Windows PowerShell

PS C:\Users\mhenderson> Enable-ADOptionalFeature
dc@l
Enabling "Recycle Bin Feature' on ' artitions,CN=Configuration,DC=ad,DC=cookbook,DC=packt,
ible action! You will not be able to ¢ 'Recycle Bin Feature’ on
CN=Partitions,CN=Configuration,DC=ad,DC=cookbook,DC=packt com’ if you proceed.

ForestOrConfigurationSet

com' is an

Confirm

Are you sure you want to perform this action?

Performing the operation "Enable"™ on target "Recycle Bin Feature".

[Y] Yes [A] Yes to ALl [N] No [L] Mo to All [S] Suspend [?] Help (default is




B Active Directory Administrative Center

Ei Active Directory... < Sales (3)
i

188 Cwverview

:B:adl:locall MName Type Description
S 2, BobSmith g

o & Sales Group Reset passwaord...
® View resultant password settings...
Bl Dynamic Access Control p am Sally McCo Pttt o
Bl Authentication b Disable
2 Global Search Delete
Move...
Properties

B Active Directory Administrative Center

Ei Active Directory... < | Deleted Objects (1)

5= Filter jo

I8 Ohverview

:B: ad (local) Mame When Deleted

Deleted Objects

Restore
Staff\Sales Restore To..
staft Locate Parent
Bl Dynamic Access Control b

Properties




£ SwiftOnSecurity / sysmon-config ©Watch> | 299 | MStar | 23k || YFork | 787

¢>Code  ()lssues 18 || Pull requests 22 © Actions [l Projects 0 EEWiki ) Security © [l Insights

Sysmon configuration file template with default high-quality event tracing

sysmon threatintel threat-hunting sysinternals windows netsec maonitoring logging
-0 149 commits ¥ 1 branch [ 0 packages > 0 releases AL 12 contributors
Branch: master = New pull request Create new file | Upload files | Find file
: E:E ' SwiftOnSecurity Delete z-AlphaVersion xml Clone with SSH @ Use HTTPS :
B .gitignore d . Use a password protected SSH key.

git@github.com: SwiftOnSecurity/sysmon- @.

E) README.md Update README.md
E) sysmonconfig-exportxml 71 IMPHASH Open in Desktop
| = | Sysmon — O >
Home Share View v o
“— v A » ThisPC » Local Disk (C) » Sysmon v Search Sysmon 2
“ Name Date modified Type Size
7 Quick access
[ ] .gitignare 1/16/2020 &:04 PM GITIGNORE File 1KB
[ Desktop -
D Eula 9/28/2018 1:35 AM  Text Document 3 KB
¥ Downloads  # [] README.md 1/16/2020 6:04 PM  MD File 4KB
Documents  # [5] Sysmon 4/27/2020 36 PM  Application 3,942 KB
[=] Pictures »* [55] Sysmon64 4/27/2020 433 PM Application 2131 KB
[ This PC =] sysmonconfig-export 1/16/2020 &:04 PM XML Document 111 KB
[_} Metwork v

6 itermns




EN Administrator Windows PowerShell

PS C:\Sysmon> .\sysmon.exe sysmonconfig-export.xml

System Monitor v11.8 - System activity monitor
Copyright (C) 2014-2020 Mark Russinovich and Thomas Garnier
Sysinternals - www.sysinternals.com

Loading configuration file with schema version 4.22
Sysmon schema version: 4.38

Configuration file validated.

Sysmon installed.

SysmonDrv installed.

Starting SysmonDrv.

SysmonDrv started.

Starting Sysmon..

Sysmon started.




Filter Current Log x

© XML

Any time -
Event level: L] Critical [ ] Warning L] Verbose

[] Error [ ] Information

by log Event logs: |h'1i|:r|:5|:ft- Windows-5ysmon,/Operational -

By source  Event sources: I -

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

|22
Task categony: I -
Keywords: I -
User: | = All Users> |

Computer(s): |<AII Computers=> |

Clear

Operational

“¥  Filtered: Log: Microsoft-Windows-Sysmon/Operational; Source: ; Event ID: 22. Number of events: 19

Level Date and Time Source Event D Task Category 6
@ Information 5/18/2020 12:23:24 AM Sysmon 22 Dins query (rule: DnsQue...
@Information 5/18/2020 12:23:21 AM Sysmon 22 Dins query (rule: DnsQue...
Informaticn 5/18/2020 12:23:18 AM Sysmon 22 Dns query (rule: DnsQue...
@Information 5/18/2020 12:11:54 AM Sysmon 22 Dns query (rule: DnsQue... .,
Event 22, Sysmon x

General  Details

Dns query:

RuleMame: -

UtcTime: 2020-05-18 07:23:17.084

ProcessGuid: {c7bcd00c-37ed-5ec2-286053-000000001F00}

Processld: 5348

QueryName: ac-agentservice-prod-1.azure-automation.net

QueryStatus: 0

QueryResults: type: 5 ac-agentservice-prod-arm-1.trafficmanager.net;type: 5 ac-agentservice-prod-la.cloudapp.net;:ffff:20.36.108.12%;
Image: C:\Windows\Systern32\wbem\WmiPrvSE.exe




5] Complete WSUS Installation

%,[ The locally hosted WSUS Server requires additional steps in order to complete
the installation. WSLS post-installation process can run those steps for you.
Would you like to run it now?

Store updates locally

Content directory path: |C:"aWSUS| Browse

Run Close

.ﬁ Windows Server Update Services Configuration Wizard:W5US

% Connect to Upstream Server
- Download update information from Microsoft Update

Before You Begin To configure Windows Server Update Services on the following screens, we need to apply
Microsoft Update your upstream server and proxy server settings and synchronize information about available
Improvemnent Program updates.

Eipr3 L s S Information to be downloaded includes:

Specify Proxy Server
Choose Languages Types of updates available
Choose Producks Products that can be updated
Choose Classifications Available languages
Cenfigure Sync Schedule Click Start Connecting to save and download upstreamn server and proxy server information,
Finished This process might take several minutes or longer, depending on your connection speed.
What's Mext
Start Connecting | Stop Connecting |

< Back MNext = Einish Cancel



E Windows Server Update Services Configuration Wizard:W5U5
Choose Classifications
Select the update classifications you want to download

Before You Begin

i You can specify what classification of updates you want to synchronize.

Microsoft Update ﬁ 1;

Improvernent Program

Classifications:

Choose Upstreamn Server

All Classifications

Specify Proxy Senver
pecify Proxy [ Critical Updates

-.[»] Definition Updates

Choose Languages

Choose Products Driver Sets

Choose Classifications [ Drivers
Configure Sync Schedule -[7]Feature Packs
Finished - [ Security Updates
What's Nesxt [~ Service Packs

~[Upgrades

All classifications, including classifications that are added in the future,

< Back

_ﬁ Update Services
351 File  Action View Window Help

&= | @  HE

Next >

> 5y WsUs

computers, To connect to a remote server, on

Servers Administered from This Console

51 wsus
W5US Computer Status W5US Updat

B Computers with errors: 0 r

Computers needing
updates:

Computers installed/not
applicable:

Windows Server Update Services

. Usethis snap-in to quickly and reliably deploy the latest updates to your

the Action menu click C...

e Status
Updates with errors: 0

Updates needed by
computers:

Updates installed/not
applicable:

X
Finish Cancel
- O *
- 8| X
Update Services -~
Connect to Server...
View »

Mew Window from Here

@] Refresh

E Help




|5 Group Pelicy Management
5l File Action View Window Help

e=|nm 86| Hm
|54 Group Policy Management Group Policy Objects in

W _ﬁ Forest: ad.cockbook.packt.com i
_ _ P Contents  Delegation
W Domains
n% B | =y
v F3j ad.cookbo
57| Certific Create a GPO in this domain, and Link it here...
w Default Link an Existing GP(O...
7| Direct .
e Block Inheritance
= IPAMOT
= IPAMDT Group Pelicy Modeling Wizard...
mi [PAMOT Mew Organizational Unit
5[ Group Policy Management Editor - O X
File Action View Help
L A allIERR 7 Hollk ¢
| Windows Defender Application A | Windows Update
| Windows Defender Exploit Gua . i et
~| Windows Defender SmartScree Spec.rfy Imtrafnet Microsoft update ] g
| Windows Error Reporting sefvice fon _| Windows Update for Business
| Windows Game Recording and Edit policy settin ~ LE Do not display 'Install Updates and Shut Down' option in Sh... Mot con
policy setting . .
| Windows Hello for Business \i=| Do not adjust default option to 'Install Updates and Shut Do... Mot con
“| Windows Ink Workspace Requirements: Enabling Windows Update Power Management to automati.. Mot con
| Windows Installer 21: Igast;'Vinkd1owsv):rP mees;:;o%al Turn off auto-restart for updates during active hours Mot con
| Windows Logon Options S::::: P::kaoe;ccandi::s \i=| Specify active hours range for auto-restarts Mot con
| Windows Media Digital Rights Windows RT ’ \i=| Allow updates to be downloaded automatically over metere... Mot con
| Windows Media Player =] Always automatically restart at the scheduled time Mot con
hJ_ Windows Messenger Description: \i=| Specify deadline before auto-restart for update installation Mot con
- W!ndows Mobility Center Specifies an intranet server o iz| Configure auto-restart reminder notifications for updates Mot con
H_ W!ndows PO\f\rer.S_heII . host updates from Microsoft Turn off auto-restart notifications for update installations Mot con
‘J_ xfn:m\rs :ellabllltaﬁ\nalyys Update. YUL_' can then use Fhis \i=| Configure auto-restart required notification for updates Mot con
J. !n ows Remote Management update service to automatically Configure Automatic Updates Mot con
| Windows Remote Shell update computers on your Specify deadlines for automatic updates and restart Mot
= Windows Securi network. pecify deadlines for automatic updates and restarts ot con
- j Windows Updatzy Specify intranet Microsoft update service location
I Windows Update for Busine This setting lets you specify a Automatic Updates detection frequency Edit
| Work Folders P :Snmcet:;nn;so:r: &T::;rf:date =| Do not allow update deferral policies to cause scan Filter On
14 All Settings service. The Automatic Updates liz] Remove access to "Pause updates” feature Filter Options...
= Preferences client will search this service for || Remove access to use all Windows Update features Re-Apply Filter




A Specify intranet Microsoft update service location O x

E: Specify intranet Microseft update service location

Previous Setting Mext Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supported oft | a4 |east Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,

excluding Windows RT
Opticns: Help:
Set the intranet update service for detecting . . ) ~
updates: Specifies an intranet server to host updates from Microsoft
Update. You can then use this update service to automatically

||1:tp:_a'_e'wsus.ad.mu:ukhncuk.paclct.cu:um:353|3l| update computers on your network,
Set the intranet statistics serven: This setting lets you specify a server on your network to

function as an internal update service. The Automatic Updates
client will search this service for updates that apply to the
computers on your network.

||1:tp:_a'_a'wsus.ad.cou:ukbu:u:uk.paclct.cu:um:353|3l|

Set the alternate download server:

|| | To use this setting, you must set two server name values: the
server from which the Automatic Updates client detects and

i £03 Filters

Best match

L% Manage BitLocker
Y™ Control panel

2 manage bitlod




&l BitLocker Drive Encryption
T @Q > Control Panel » System and Security » BitLocker Drive Encryption

Control Panel H . . .
e ranEeme BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive

C: BitLocker off
G Turn on BitLocker

T~y

&l BitLocker Drive Encryption
T %@ » Control Panel » System and Security » BitLocker Drive Encryption v O Search Control Panel

Control Panel Home . . .
BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

o For your security, some settings are managed by your system administrater,

Operating system drive

C: BitLocker Encrypting

- G Back up your recovery key
- G Turn off BitLocker



