
Chapter 1: Approaching a Penetration Test Using Metasploit 

 



 



 



 



 



 

 

 



 



 



 

 

 



 

 

 

 



 



 

 



 

 

 



 

 



 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 



 



 



 

 



 

 



 



 

 



 



 

 



 

 

 

 

 

 

 

 



Chapter 2: Reinventing Metasploit 

 



 



 

 



 



 

 



 



 



 

 



 

 

 



 

 



 

 

 

 

 



 

 



 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 3: Th e Exploit Formulation Process 

 

 



 

 



 

 



 

 



 

 



 



 

 

 



 

 

 



 

 

 



 

 

 



 



 

 



 

 



 



 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 

 

 

 



Chapter 4: Porting Exploits 

 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 



Chapter 5: Testing Services with Metasploit 

 

 



 

 



 

 



 

 

 



 

 



 

 

 



 

 



 

 

 



 

 



 

 



 

 



 

 



 

 



 



 

 



 

 

 

 



 

 

 



 



 

 

 

 



Chapter 6: Virtual Test Grounds and Staging 

 



 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 



 

 



 

 

 



 

 



 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 



 

 

 

 

 

 

 

 



Chapter 7: Client-Side Exploitation 

 

 



 

 

 



 

 



 

 



 

 



 

 



 



 

 



 



 

 



 

 



 



 

 

 



 

 



 

 

 

 



 

 

 

 



 



 



 

 

 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 8: Metasploit Extended 

 

 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 



 

 

 



 

 



 

 

 

 



 

 

 



 

 



 

 



 

 



 

 

 

 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 9: Evasion with Metasploit 

 

 

 



 

 

 



 



 

 



 

 

 

 



 

 



 

 



 

 

 

 



 

 



 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 



Chapter 10: Metasploit for Secret Agents 

 

 



 

 



 

 

 

 



 

 



 

 



 



 

 



 

 



 

 

 



 

 



 



 

 

 



 

 



 



 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 11: Visualizing Metasploit 

 

 



 

 



 

 



 

 

 



 

 

 



 

 



 

 

 

 



 



 



 



 



 



 

 



 

 

 



 

 



 

 



 

 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 12: Tips and Tricks 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 

 

 

 


